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The work described in this final report is divided into

two sections. Section A describes work initiated in the last

year and Section B describes continuation of work previously

begun.
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SECTION A

I. Algebraic Methods for Synchroniz ing  Sequence and Test Sequence

\~~~~eneration for Sequential Circuits.

It is known that many practical sequential circuits cannot be

treated by single multivalued systems. The reason for thi s failure

is the loss of information, which is inherent to the use of x as a

unique unknown.

It is natural to overcome this difficulty by algebraic methods.

One technique has been proposed by S. S. Yau and Y. S. Tang ( 1 )

and is well defined for synchronous circuits. A modification has

been done by M. 3. Flomenhoft ( 2 )  by computing the “ synchronous

equivalent” of an asynchronous circuit . These technique s are similar

for synchronizing sequence generation and for test sequence generation

and use the equations of the circuit.

In our work, a simpler way of computing the synchronous

equivalent has been proposed and some suggestions for speeding up

the procedure of sequence generation have been brought.

Since , the equational methods use resubsti tution techniques , it

was interest ing to investigate the possibility of replacing substitution

by matrix ope r ations. This was done by using the state transfer

matr ix of the circui t  as its description. The state t ransfer  matrix

is a matr ix , the ent r ies  of which represent  Boolean condition on the

L ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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state t ransit ions: m.. is the Boolean condition on the transition• ii

from state j to stat e i.

It was possible to compute synchronizing and test sequences

for synchronous circuits . A method of computing the synchronous

equivalent of the matrix representation of an asynchronous circuit

has been developed.

Another matrix representation using Reed Muller form was also

found and a linear representation of the sequential circuit was

produced. This matrix representation made possible to solve the

• synchronizing and test sequences generation problem, and it also

• provided a way of analyz ing cycles and paths in the state transfer

dia gram of an asynchronous circuit b’~r using a Jordan decomposition - .
of the linear matrix. -

Finally, a test generation procedure using conditional fault lists

and their logical propagation was proposed. This method produces

all of the tests for a set of faults in any combinational or sequential

• circuits. This method made possible the computation of a simultaneous

synchronizing sequence for the good machine and a set of bad machines

(if the sequence exists).

II. Design of Self Checking and Easily Diagnosable Systems

With the increasing use of digital systems, it is desired that the

systems perform more re liably. Classically the solutions to design

L problems have been subject to the minimization of hardware complexity. .4A ~~~~S~~. ~~~~~~ - -_-_ ~~~ - -~- — - ‘-~~-
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The testing problem is considered only after the design of logic circuit

have been completed. A software diagnostic program is usually gene-

rated for a given design. It is applied, frequently, to diagnose the

design.

— 
- 

- Software diagnostic programs represent time redundancy in the

-
‘ system. It is no surprise that such programs are in general lengthy,

since the test ing criter ia was not included during the design phase.

By incorporating testing into design algorithms , we can reduc e

the size of diagnostic programs or even eliminate them. Two related

• problems have been examined:

1. Design of Self Checking Circuits:

A system is said to be self checking if all the faults in its circuits

are tested during its normal operation and these circuits also have

automatic error detecting capabilities for every false output .

The design of self checking circuits can be achieved by using

coding techniques. Binary information is coded in a specific code , for

which a sell checking checker design is possible.

Codes that have exactly m ones and n-m zeros are referred to •

as m-out-of-n (mm ). They are useful because of their ability to

detect a type of errors most likely to occure in computers. In previous

work , design of totally self checking checkers for specific code s,

namely ml 2rn and ml 2m + 1 [3, 4 J’ were given. -

We have investigated the general problem of designing a totally

self checking checker for any arbitary m m code. The following result s

_ _ _
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were obtained:

1. A general theory for designing a totally self checking checkers

for rntn  codes is established . 
- 

-

2. All the previous results are special case of our results.

3. An efficient algorithm to design a totally self checking checker

for m !(Z r n + 2 )  code.

4. The design problem of a totally self checking checker for an

arbitary m m  code is equivalent to a combinatorial problem called the

Ramsey Numbers.

The Berger code is a separable code (the. information bit s are

• separated from the check bits). A very efficient procedure for desi gning

a self checking checker for an optimal Berger code have been founded.

The general problem of designing a self checking checker for other

types of separ able code s (e. g . ,  arithmetic codes) are under investigation.

These codes are promising for designing self checking sequential circuits.

2, Easily Testable Combinat ional Realizat ions:

The problem of functional decomposition, to simplif y testing, has

been investigated. A Boolean function is to be decomposed into sub-

functions which have nice properties from testing viewpoint. The

classes of unate functions and linear functions have such interesting

properties.

- — An efficient procedure to decompose a combinational function f in

the form:

_ _ _  ~~~~~~-~~~~ --~~~~~~~~~~~~~~~~~~~~ - ~~~~ - - —~ -~~~~-- - .
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f = f
1 + f

2 
where

is a linear funct ion , and

is a unate function has been developed using

the Walsh t ra nsform of Boolean f unct ions .

Another pr ocedure to decom pose a f unct ion I in the fo r m:

f = f
1 + f

3 
where

is a linear function, and

requires a minimal nu mber of test s has been

developed and is currently be ing improved.
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SECTION B

The work described here is dividcd into two sections. Section 1

deals with the theory of testing di gital circuits using automatic test

eq uipment. The major problems here are test generation , fault

simulation and test hardware. Section 2 deals with the problems of

designing systems so that they are easier to test , or are automat ically

tested by the system itself.

1. TEST GENERATION AND SIMULATION

1. 1 Automatic Test Generation

A gr eat amount of work has gone into the theory and development

of software systems capable of automatically generating tests for digital

systems. This area of fault tolerant computing has had a significant

impact on digital systems development and maintenance. However ,

even with this success , there are still numerous problems associated

with automatic test generation. Some of these problems are listed below:

a) modeling of complex circuits

b) race and hazard analysis •

c) circuit initialization

d) functional level component s

e) buried flip flops.

Because of these problems , modern test generation systems cannot

cope with the complexity of today ’s technology, such as LSI chips

containing 2000 or more equivalent gates. 
-•— .---- -A ...
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During the last few years we have been developing ways for

overcoming some of these deficiencies.  Specifically we have worked

on the problems of model construction for complex digital circuit s as

well as how to eliminate races and hazards from tests generated via

automatic means. Our results have appeared in three recent papers

(Numbers 6, 7, 9 on list of publication) .

In addit ion w,e are engaged in the analysis of a new test generation

problem where one is able to inject signals internal to the circuit.

This type of testing corresponds to an in-circuit-component tester ,

sometime s referred to as a “bed-o f-nails” tester . Due to the signals

injected on the output of devices , abnor mal circuit operation occurs .

We plan to pursue this work because it offers the greatest  potential

for deriving tests for complex circuits.

1. 2 Testing Logic Circuits by Transition Counting and Related Methods

-• Several digital testers used quite extensively in industry employ

a techniqu e called t ransit ion count in~ for fault diagnosis . In these

systems, the number of time s a test response sequence changes state 
-

(the transition count) is observed rather than the entire response

sequence. Transition cbunt (TC) testing has two major advantages .

1) Fault dictionary size can be drast ical l y reduced by recording

only transition counts.

( 2 ) V er y si mple test ers  can be used , since only a means of

counting and comparing transit ions counts is required .

_ _ _  --- - -- --- --~~~~ ~~~-- -~~~~ — ~~~~~~~ ~~—-~~~~ _
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We have studied the basic properties of TC tests , and have
- •  

developed techniques for generating optimal or near-opt imal  TC

tests for certain classes of circuits  (Papers 10 , 12 on list of

publications).

TC testing is based on the detection of 0/ 1 transitions in binary
p 

sequences. A question that naturally arises is: are there other

properties of binary sequences whose detection can provide equally

good , or even be t ter , testing methods? Furthermore, can we provide

some a priori  measures  of the cost and performance of such testing

methods? Two suitable measures suggested by the charac ter is t ics  of

TC testing are: the complexity of the test equi pment used , and the

degree of fault detection or location that can be obtained. We have

attempted to answer the foregoing questions by introducing a general

class of testing methods called check sum (CS) tes ts  which include

both conventional testing and transit ion count testing as special cases.

CS tests can be arranged ~in a hierarchy based on a “memory” para-

I • meter m which is a simple measure of tester complexity. A concept

of fault resolution is defined for CS tests which measures their  ability

to detect and locate faults . We have also iden tified and analyzed some

special classes of CS tests . One class of tests  called zero-memory

CS tests, have some unique and potentially usefu l  propert ies (this work

is reported in Papers 13 and 15 in the list of publicat ions) .

_ _ _ _ _ _ _ _ _ _ _ _ _ _  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~ 



F.— - - -----, —

~~~~~~~~~~~~~

----•

~~~~~

- —-_ .— - -

2. DESIGN FOR TESTABILITY

2. 1 Design of Diagnosable Systems Using  Test and Control Log ic

Work was continued on the problem of test and control logic

insertion at the gate level. In particular, the extension of our

previous test point placement algorithms to cover both fault detr,ctio -i

and fault location was considered. Some heuristic algorithms were

developed to permit near-optimal test point selection in situations

where the circuits involved are complex , e. g. ,  contain reconvergent

fanout.

The extension of this work to the system - level of desi gn was

initiated. We have studied the relationship between our models for

control logic and the “blocking gate” ‘approach of Ramamoorthy,

Mayeda , et al. It appears that we can extend our definition of control

logic to include the blocking gate approach. This extension promises

to provide useful insights int o design for diagnosabilit y at the system

level.

2. 2 Partially Self Checking Circuits

Another important area within fault tolerant computing is the design

of self checking circuits.  In such circuit s faults are automatically

detected on line by the use of codes on both inputs and output s, and

by hardware  checkers (instead of diagnostic programs) .  Thus a totally

self checking system could devote all of its time to data processing

instead of requir ing periodic app lication of diagnostic programs for

L~ ~~~~~~~,~~~~~~nt!n~~~ce.. 
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Most of the re search  in this subject has attempted to design

- - 

self checking circuits for checking specific codes (parity code , m/ 2 m

code, residue code). In practice circuits cannot be made totallya-
-

- 

- self checking if we assume the existence of a single error  signal.

Thu s it might be advantageous to consider the design of partially self

checking circuits which are fault secure but only partially self testing .

A measure of the effect iveness  of the desi gn would be the degree of

self testing vs the amount of redundancy.  We have shown that for a

specific type of code the use of three output s instead of two leads to

a dramatic decrease in circuit complexity while causing only a very

- small increase in hardcore .

S

I 
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3. SYSTEM LEVEL DIAGNOSIS

- - 3. 1 Measures  of Diagnosabil i ty

In recent years  several attempts have been made to formulate a

model of digital system diagnosis . For the most part the result s

obtained from these models fail to accurately measure the actual

diagnosability of systems. One reason for this is that the measures

of diagnosabilit y utilized in these models fail to consider the proba-

bilities associated with system failure and imply a very conservative

philosophy of system repair in that only definitely faulty modules are

diagnosed and replaced. In addition , artificial and unrealistic assump-

tions are  made on the system which severely limit the usefulness of

the model. Our recent work in this ~rea has attempted to overcome

these limitations and we have made considerable .pr ogress as follows:

( 1 )  We have developed a new measure  of diagnosis which enables

a more realistic appraisal of a systems ’ diagnosability and corresponds

more closely to actual system repair.  Each system module is identified

as definitely faul ty,  possibly faulty, or definitely not faulty. If for any

set of at most t faults there are at most s modules identified as

definitely or possibly fault y, the system is t f s  (t out of s) diagnosable

and s-t is a measure of the efficiency of repair. We have analyzed

this measure  for a canonical class of systems and have shown how this

measure  great ly affects  the appraised diagnosability of these systems.

- Resul t s  on such systems can be used to determine a limit on the

_ _ _  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 



diagnosability of more general types of networks. Designs which are

- : optimal with respect to this model have been developed.

( 2 )  We have developed a new algebraic model of system diagnosis

which does not require the artificial restrictive assumptions of other

models, and which can be used to analyze easily a test outcome to

determine those modules which are definitely or possibly faulty.

( 3 )  Procedures for sequential diagnosability have been developed.

The use of sequential diagnosability for analysis of intermittent faults

is under study.

_ _  
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