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ABSTRACT

The concept of objects is beginning to gain acceptance throughout the field of
computer science. A new computer system is proposed that provides hardware support
for objects and object references that can be used In all applications of objects. The
new system provides small object references that can be copied freely, makes very small
objects efficlent~ and retrieves the storage for inaccessible objects automatically. This
system Is compared with some widely used existing systems, and while its speed seems
to be competltlvei It Is much easier to use.

Object references provide protection In the new system as do capabilities in
capabi lity systems. The object reference In the new system contains an address f rom a
linear, paged virtual address space rather than a unique ID. Use of small objects Is
made feasible by efficiently grouping objects into areas. Objects in the same area may

a be placed on the same page. The system automatically and efficiently maintains lists of
Inter-area links that allow single areas to be garbage collected independently of the rest
of the system. The garbage collector can determine whether objects have been
inappropriately placed in an area and can move these objects to more appropriate
areas automatically.
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Chapter 1
Introd uction

The first electronic computer was designed in $945 just over thirty years ago.
Since then the electronics industry has advanced at a breakneck rate to make electronic
components as ideal for building computers as possible. Reliability and speed have
increased while power consumption and cost have decreased. At one time the design of
CPUs was largely influenced by a need to minimize costs for the CPU and the
memory. A processor and its memory, however, are just modules in a larger system, the
computer system, that must interact in a meaningful way with the outside world. Other
elements of this system are the system software, I/O devices, and user software. Today.
the cost of the CPU Is a relatively minor part of the cost of a computer system.
Therefore the design of the CPU should maximize the efficiency of the rest of the
computer system rather than minimize the cost of the CPU.

Some computers are used for controlling machinery. If the machinery is not too
complex, the programs needed are rather simple. The current state of the art in
computer system design is adequate for the needs of such systems. Some computer
systems, however, are used as general purpose tools for processing information. Such
systems are currently so unreliable and difficult to use that they do not achieve their
full potential as tools for processing information. To achieve this potential, the design
of the CPU should be affected by the fundamental requirements of computing.

a 
Unfortunately, there has not been an adequate understanding of what these
fundamental requirements are.

1.1 Objects

In the last few years, however, the concept of objects has emerged and seems to be
gaining acceptance throughout the field of computing. Computations are performed on

L objects. Each object is a model of an ideal object known intuitively to the programmer.
If the programmer can create new kinds of objects, then the programmer can write
programs that deal with the objects with which he is familiar. When a computer does
not permit the set of objects to be extended then the programmer must continuously 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~
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8 Objects Section 1.1

translate the algorithms in his mind so they will make use of the small set of objects

that are provided by the computer. Often the concept of objects is only supported by a

compiler or an Interpreter and not by the operating system or the hardware. If the

entire computer system is involved in supporting objects, then a more hospitable

environment can be provided for subsystems that use objects. Furthermore, it may be

possible to identify several utility operations that can be performed by the computer
system for all of its subsystems rather than forcing each subsystem to struggle with

these tasks separately.

This thesis presents a computer system that supports objects in the hardware and
in the operating system as well as in interpreters and compilers. This computer system
is a logical successor to several existing computer systems on which objects are
supported in different ways. The new system is carefully designed to improve
reliability and make the system easier to use without sacrif icing speed. This chapter
discusses the concept of objects, its origins, and some of the techniques that have been

used to support It. The most important mechanism for supporting objects in hardware
is the object reference. The discussion of objects in this chapter concludes with a list of
design criteria that must be met by the mechanism for object references that is
provided by the system.

In order to implement an abstract object . the programmer first formalizes his
intuitive knowledge of the object by creating an abstract ion of the ideal object , ic. by
defining the behavior of a set of abstract operations on the object. A set of op erations is

then written for the object in the computer. The behavior of these operations defines
a the abstraction that has been implemented. The computer system will provide an initial

set of generally useful objects that will include integers, character strings, procedures,

arrays, lists, file directories, etc. In order to implement an abstraction each object must
also have a representation. Some of the operations on an object will be implemented in

terms of manipulation of the representation of the object while some operations will be
implemented in terms of the abstract operations that have been defined on the object.
In order for any operation to be able to manipulate an object, however, it must be able

~ ~~
. 

to refer to the object. This is achieved by the object reference. It should be easy to copy

____________________



- --— ,- -~ -— - -.n• —-•‘ —— •— —
~~~~ —--—•——-— — — ~~~~~~~~~~~~~~~~~~~~~~~~~~ 

— - —— —- •- —- -.—a— -- — - -  -

Section Li Objects 9

and move an object reference regardless of the size of the object it references. Thus
the object reference usually contains a pointer to the representation of the object .

1.2 Widespread Acceptance of Objects

The concept of objects in computing appeared first in Simula 67 (Birtwistle73) in
order to provide a good conceptual basis for defining and manipulating the objects
involved in simulations. Since then the concept has gained increasing acceptance in the
field of programming languages. As with all good conceptual foundations, it is possible
to look at programming languages defined earlier than Simula 67 and identify the
objects in these languages as well. The concept of objects has also gained acceptance in
the field of operating systems and is emerging in the field of data base management
systems. AU three fields have independently developed their own concept of objects,
thus suggesting that objects are fundamental to computing.

The underlying foundation of the concept of objects can be found in
mathematics. Mathematicians define mathematical objects by specifying the behavior
of the operations on the objects. This corresponds to an implementation independent
definition of an object. Computing has merely expanded this approach to encourage
computable definitions. If it were possible to create definitions of objects that could be
used efficiently dIrectly from mathematicians’ definitions, then this would be
preferable.

The concept of objects is important in the field of operating systems. Dijkstra
introduced the concept of levels of abstraction in the T.H.E. system tDijkstra68). This
concept has a wider application than the concept of objects, however, applying to the
design of a computer at the gate level or the transistor level as well as the many
software levels. Within the software levels, the concept of levels of abstraction has

-. - matured into agreement with the concept of objects (Dahl72]. Each object has at least
two levels of abstraction: the object being modeled and the representation of the object.
Both the object being modeled and the representation of the object have abstract
definitions that describe their behavior.

- - - - -- —-
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Direct system support of the concept of objects is provided by capability systems.
Capabilities, which are Just object references, form the protection mechanism that
provides sophisticated control of access on these systems.

Another major field in computing is the design of data base management systems.
An entity in a data base management system is similar to an object. An Identifier or
candidate key is similar to an object reference £Fry76]. Although the concepts in data
base management systems are similar to the concept of objects, there are some

important differences t1-Iammer76]. The fact that the recent Conference on Data
[Data76] was jointly sponsored by SIGPLAN and SIGMOD indicates that many people
are hopeful that the concepts in programming languages and data base management
systems can be unified.

1.3 Object References

The concept of objects was developed for Simula 67 to improve the conceptual
basis for the list processing used to perform simulations. The object reference was
introduced to allow one object to refer to another. Pointers were used for this purpose
before the development of object references. A pointer, however, is only an address
while an object reference contains both an address and a type code. The type code
implicitly specifies the operations that are defined on the objec t and the representation
that is being used for the object. Thus the type code identifies the data type of the
object. A pointer only specifies a location while an object reference specifies a whole
object.

a Each object reference has a specific object that it is supposed to refer to. When
an object, x, is created, an object reference to ~ is also created. The object reference to
x may be copied freely but it must always refer to the object x. The purpose of the
object x is to model an abstraction that is known to the user and has been implemented
in the computer. Only the operations that are defined in this abstraction may be
performed on x. In order to implement the operations on x, however, it is necessary to
manipulate the representation of x. Thus each object must have at least two levels of
abstraction: the high level abstraction for which only the operations defined by the

________ - - _ _ .L..,. - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~ . -~ - -



Section 1.3 Object References ii

user may be performed on x and the low level abstraction, i.e. the representation of x,
for which operations are defined that manipulate the representation of x. These two
abstractions of an object, the high level abstraction and the low level abstraction, are

two different objects that share the same physical representation. They differ in the set
of operations that may be performed upon them. A high level operation on x is

implemented by taking the reference to x and converting it to a reference to the low
level abstractic., of x and then performing the necessary low level operations on the
low level abstraction of x. It is possible that this low level abstraction of x will in turn
be implemented by lower level objects. Eventually the operations on x will be
implemented in terms of manipulating the bits of the physical representation of x. At
no time, of course, should any reference to x be used to manipulate the representation
of any other object. Finally, when the object x is destroyed, i.e. its storage is freed and
reused for other objects , any outstanding references to x should continue to refer to x,
which is now a destroyed object. As before, a reference to x should not be used to
manipulate the representation of any other object. This is somewhat difficult to
achieve in a reusable address space, however , where this problem is known as the
dangling reference problem. The dangling reference problem is solved in LISP by
never destroying an object until all the references to the object have disappeared.
Dangling references are not a problem, however, if the address space they point to is
not reused.

Now that we have seen the use that is made of an object reference we can begin
considering some basic issues of how an object reference is represented. Abstractly, an

object reference consists of both a pointer (address) and a type code, but many
implementations of programming languages have been able to use addresses as object
references without having any type code in the runume representation. Such
implementations have a speed advantage over the use of runtime types on computers
whose hardware supports addresses but does not support type codes. If the hardware
supported full object references, however , then the system could provide much better
support for the concept of objects without sacr ific ing speed. Let us now examine the
use of object references in more detail.

I

______ ___________ 
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12 Object References Section 1.3

The representation of an object consists of bits which by themselves have no
Inherent meaning. The type code in the object reference identifies how the bits in the
representation of the object are to be interpreted to achieve the object’s abstraction.
That is, the type code creates a context in which the bits of the representation of the

— object are interpreted. It is possible to use this context to reduce the number of bits
needed in object references stored within the object. For example, if the object being
modeled is a grocery list, its representation might contain two object references. The
first object reference would specify the first item on the grocery list, while the second
object reference would specify the rest of the grocery list. Since the number of
different types of items that might be on a grocery list is very large, there is no
meaningful context that can be used to reduce the number of bits in the first object
reference. The rest of the grocery list, however , is either the null object or another
grocery list object. Therefore only one bit is needed for the type code in the second
object reference.

Simula 67 recognized this possibility and required that every declaration of a
variable that holds an object reference specify all the data types (classes) of the objects

that the object reference could possibly refer to. If only one data type is specified
(strong typing), then no data type need be stored at all. Only the address need be
stored. A program’s context is not always sufficient , however, to reduce significantly

- - the set of data types of the objects that can be referenced from a particular variable
(see example above). EL-I (Wegbreit74] allows variables to be declared to be of type
any. Context independent object references that completely specify the data type of the
object are used for such variables. When a variable has been declared to reference one
of a small set of data types, it is not clear that it is more efficient to use an abbreviated
special purpose object reference format than to usa’ a context independent format.
Although the abbreviated format is smaller than the context independent format, it is
necessary for special purpose code to be written to interpret the special purpose format
while the code to Interpret the context independent format can be used by the whole
system.

The most famous list processing language, LISP, uses a context independent
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Section 1.3 Object References 13

format for object references. Unlike Simula 67, there is no mechanism in LISP for
declaring the types of variables (McCarthy65j. By using context independent object
references, LISP is able to do very well with a very small number of data types. The
main data structure in LISP, the list, is very useful because it can organize data of any

ty pe.

If we are to build an object oriented computer, however, object references play a
much more important role than allowing one object to refer to another. The CPU must
use object references in order to manipulate the representations of objects. Object
references are the basis of addressing on an object oriented machine (Fabry74]. The
general registers on such a machine hold object references, while address calculation
uses the addresses in object references. If the registers of the CPU contain context
dependent object references (addresses without type codes) whose context is provided
by the currently executing program, then the CPU cannot help in supporting objects.
Since the CPU does not know what objects are being manipulated, all of the support
for objects must be provided by software. If, however, the registers of the CPU
contain context independent object references (containing full type codes) then the
CPU can tell which objects are being manipulated and can provide additional support
for objects. Thus the object references stored in the CPU registers should be context
independent.

The formats of object references used in current programming languages are not

a of much help when deciding what format of object reference should be used in an

object oriented machine because the low level implementation of a programming
language is profoundly affected by the machine it is running on. Most current
computers support addresses but do not support any sort of type code with the address.
If we are able to specify new hardware to support objects, however, we will not be
operating under the same constraints used to develop object references for these
subsystems and so should not be surprised if the format of object reference we arrive
at is rather different from the format used for any of these subsystems.

‘p

If the hardware supports context independen~ -t references, then there will be 

- - -—- -~~~~~-- ---
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14 Object References Section 1.3

- - little advantage to using context dependent object references within objects since extra
time would be required for converting a context dependent object reference to the
context independent form that is interpreted by the hardware. We should expect few

- 
- languages on such a system to require strong typing. Instead, languages would

encourage the use of the very general data structures that are possible when context
independent object references are used.

An object oriented machine must use object references to refer to very small
objects such as integers and booleans as well as larger objects. If the abstract definition
of an object does not allow side-effects, then it is possible for the entire representation
of a very small object to be held in the object reference. Thus small integers and
booleans may be referred to with object references that do not contain addresses but
contain the actual integer or truth value along with a type code. Bit string objects that
are defined to have side-effects and integers that are too large for the object reference
must be referred to with object references that contain addresses.

1.4 Are Object References Unstructured?

In the last few years some people have suggested that the use of pointers or
references may be unstructured cHoare73, Hoare75, Kieburtz’76), as is the “goto , and

therefore programming languages that do not have these constructs should be
encouraged. The pointer in PL/1, however, is just an address while an object reference
contains both an address and a type code. Furthermore, the pointer in PLII is an

a 
object, while the object reference is not an object; the object reference is merely an
implementation mechanism to enable objects to be manipulated. !n fact, addresses or
pointers are unstructured mechanisms, while object references are highly structured1

1. References that conceptually contain a data type and an address have been
defended in the literature tEerry76). Hoare and Kieburtz are not opposed to using
object references to implement programming languages, but are opposed to making
addresses or pointers available to the programmer. Thus there is general agreement
that object references may be used to support objects.

A



Section 1.4 Are Object References Unstructured? 15

mechanisms. Since the concept of objects is in basic agreement with the requirements
of structured programming, it would be surprising if object references were
unstructured. It is not unusual, however, for structured mechanisms to be implemented
with unstructured mechanisms. Thus although a procedure call is a structured
mechanism, it uses a goto as part of its implementation. The major difference
between a “goto” and a procedure call is that a procedure call is a meaningful use of a
procedure object which in turn models such well-known mathematical objects as
functions. A “goto”, on the other hand, does not correspond to a meaningful operation
on a conceptually meaningful object. Similarly a pointer or address is an unstructured
mechanism, while the object reference is highly structured even though an address is
an important part of an object reference. An address does not correspond to a
meaningful object, while the object reference is the key to manipulating abstract
objects.

A major reason why some people have begun to feel that references may be
unstructured is that many systems have been built that do not guarantee that a
reference will always refer to the same object. In particular, many systems have been
built in which dangling references can become a problem, i.e. in which a reference to
one object can be used to modify the representation of another object after the storage
for the first object has been freed. This is not the fault of the concept of the object
reference, however, it is the fault of those systems that do not enforce the proper use of
object references. Inherent in the concept of objects is the idea that an object reference

a should only be used to refer to a single object, thus the references to an object may be
used to access storage only in the representation of that object. In addition, the concept
of objects does not provide for any method of creating object references other than
copying an object reference or when creating a new object. It is therefore improper to
allow an arbitrary bit string to be converted into an object reference. These restrictions
on the use of object references are inherent in the concept of objects and are thus an
important factor that cause object references to be structured while pointers or
addresses are unstructured.

- — - ~~~_ _ _ _
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1.5 Computer System Design

The concept of objects appears to be a fundamental concept in computation that
should influence the design of the computer system. There are two major design
criteria in computer system design. First, the computer system should be reliable, i.e. it
should always be ready to correctly execute a correct program. Second, the system
should perform the computation wanted by the user as quickly and efficiently as
possible. These two criteria conflict with each other since reliability often has a cost
that decreases efficiency during those times that the system is “up” and available. A
rea4onable balance between these two design criteria must be achieved. The system
must execute programs at high speed, but cannot allow erroneous programs to threaten
the integrity of the system.

Designing a CPU that deals with objects must be done very carefully. Different
sections of computer science stress different aspects of the concept of objects. In order
to serve all parts of the field and thereby all users, all of the aspects of objects should
be given meticulous attention. It would be tragic to provide hardware support for
objects and then find that some applications cannot use this mechanism but must build
a separate software mechanism for objects. Hardware supported objects will obviously
be more efficient that software supported objects on the same system. If the hardware
mechanism does not provide all of the flexibility that exists in the concept of objects,
however, then a particular application that requires the particular element of flexibility
that was not provided may be forced to build a separate software mechanism for
objects that does provide that element of flexibility.

The concept of objects requires that a certain relationship be maintained between
an object and a reference to the object. If the concept of objects is really a
fundamental concept occurring In all applications of computers, then a single
implementation of the concept will only be used for all applications if the only
restrictions in the mechanism are the restrictions that are inherent in the concept of
objects. These restrictions are:

I) an object may be manipulated only through the use of a reference to the object

_ _  _ _ _  -—
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2) an object reference is created only when its corresponding object is created
3) modifications to the address within an object reference are prohibited; in fact,

most other modifications to the object reference are prohibited as well,
because most modifications to the object reference would violate other
restrictions on the use of object references

4) when an object reference is used to access storage, only the storage containing
the representation of the object referred to may be accessed

5) an object reference must always refer to the same object
6) each object is a model of an ideal object known intuitively to the programmer;

all of the operations on the object in the computer must be consistent with
the ideal object being modeled; this restriction is implemented in three parts:

a) only the data type definition of an object may convert a high level reference
to the object to a low level reference to the object

• b) the definition of an object is determined by the programmer who originally
envisioned the object or by someone designated by that programmer

c) all operations on the object, including machine instructions, must reflect the
definition of the object

It is important that these be the only restrictions. In addition, however, the mechanism
for object references must have a low cost. Thus, in order to achieve a mechanism that
can be used for all applications the following criteria must also be satisfied:

7) an object reference should not be much bigger than an address
8) an object reference stored in one part of the system should be able to refer to

an object in any other part of the system
a 9) objects may be of any size from one bit (truth values) to millions of words and

larger

10) object references may be freely copied
11) It should always be possible to define a new type of object
12) when defining a new object, It should be possible to define how operations

that already exist on the system, including machine instructions, will work on
this object; thus all operations are representation independent to some
degree

Some of these design criteria specify properties of the addressing scheme of the system,

__________________ ~—— ~ ~~~~~~~~~~~~ ----— -- - — _k — 

-



_ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

-

18 Computer System Design Section 1.5

• some specify flexibility that is needed in the system, and some specify restrictions that
should be placed on the use of object references, the use of addresses within object
references, and the ability to define new operations on an object. Flexibility must be
provided in order to serve all users. A computer system will have achieved the
necessary flexibility if all the programming languages based on the concept of objects
use the hardware supported object reference to refer to objects within the language.

It was once thought that the restrictions on the use of object references could be
achieved by relying upon the good will of the programmer without providing any
mechanism for enforcing these restrictions; correct programs would naturally adhere to
these restrictions just as a good citizen obeys the law. This is the approach taken by
PL/1; it has lead to charges that pointers are unstructured. Software reliability can be
improved if the restrictions on the use of object references are enforced in some way.
Two different ways of enforcing these restrictions have been proposed. The obvious
technique is for the hardware to guarantee that the restrictions are not violated. This is
only possible if full context independent object references (containing type codes) are
used in the CPU to point to objects and to manipulate the representations of objects.
The second approach is to design a compiler that would not generate machine code
that violates these restrictions even though a random sequence of machine instructions
might violate these restrictions [PalmelS, Jones76). If all the software on the system is
written in the high level language translated by this compiler, then all the software
would adhere to these restrictions. This thesis will only consider hardware enforcement,
nothing will be assumed about the sophistication of the compiler.

a 1.6 Contributions of the Thesis

This thesis investigates the possibility of efficiently implementing a new computer
system that supports objects in hardware and is a natural successor to several existing
systems. The complete description and investigation of a new computer system is
beyond the scope of a single thesis, so I have chosen a set of problems in the design of
the new system and proposed solutions to these problems. The most unusual aspect of
the new system is that It supports object references using a single, very large, paged,
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linear address space. Although the address space must be reused to achieve efficient
paging, the system prevents dangling references from causing problems by not reusing
a piece of address space unless there are no dangling references to it. All of the
processes and disk files reside within the single address space. In addition, the single
address space exists for the life of the system. Garbage collection is an important tool
that is used to prevent dangling references and to reclaim storage for inaccessible
objects automatically. When all online storage is within the address space, the reliability
of the entire system is threatened. This problem is dealt with by providing hardware
enforcement of the restrictions on the use of object references. Thus the new system
can be considered to be basically a capability system that uses a linear reusable address
space rather than unique IDs. The linear paged address space on the new system, -

however, allows many small objects to be placed on the same page but also breaks large
objects into pages. Thus high speed memory can be used efficient%y while tncurvsng
less disk traffic than on capability systems, which only swa p individual objects.

There are several contributions in the thesis that make the new system design
feasible. The most important contribution is showing how to perform garbage
collection in a very large address space. First the address space is broken into pieces
called areas; single areas are then garbage collected independently from the rest of the
system. Garbage collection of a single area is possible because the system automatically
maintains complete lists of all inter-area references. This approach is attractive because
I have developed a method for maintaining the lists of inter-area references
automatically without incurring much runtime overhead.

a

Another contribution is associated with the problem of placing objects into
appropriate areas. The programmer places objects into areas to create modules of
related information and to increase locality of reference. In case a programmer places
an object inappropriately, an automatic mover , developed in this thesis, detects the
improper placement and moves the object to a more appropriate area. The automatic
mover is implemented by the garbage collector. In addition to correcting inappropriate
placement of objects, the automatic mover ensures that cycles that extend over many
areas wi ll be reclaimed when they becume inaccessible even though the areas involved
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are never garbage collected together in one garbage collection.

The new system Is able to revoke access much better than on other capability

systems because both the garbage collector and the lists of inter-area links are powerful

revocation mechanisms. It is shown that the new system can provide protection by

access control lists as on Multics and can provide revocation that is as sudden and as

comprehensive as on Multics. Thus there are two ways of specifying protection on the

new system: by access control lists as on Multics and by the use of object references

(capabilities). The protection provided by object references is more powerful, however.

A fourth contribution of the thesis is the format of the object reference used on

I’ the new system, which is not much larger than an address. The current state of the art

in the design of capability systems that use a linear address space (see Chapter 2)

requires three other fields in the object reference in addition to the address field. The

size of each of these three fields is on the order of the size of an address. These three

fields are: a type field, an access control field, and a size field. Since the minimum size

for an address on the new system is 40 bits, these three fields could cause the object

reference to be very expensive. The thesis presents techniques for using as few as 5

bits in the object reference for a size field, for reducing the access control field to a

single bit with the possibility of using the size field for access conuol information as

well as for size information, and for reducing the type field to as few as 9 bits without

significantly sacrificing the ability to create new data types.

An important claim of this thesis is that the proposed system is efficient. This

claim is supported by comparing the proposed system with several other classes of

computer systems that are described in Chapter 2. Evaluation of the efficency of a

computer system, however, is very difficult, so this thesis can only perform a cursory

comparison of the new system with other systems. Instead of dealing with total

performance of the system, only very low level operations on the different systems are

compared. The goal Is to show that the proposed system operates about as fast as

current systems if the programming styles on current systems are transferred directly to

the new system. In addition, It Is shown that many operations that are not supported
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well on current systems are supported well on the new system. If programming styles
change on the new system to take advantage of the features that it supports well, better
performance can be achieved on the new system than on current systems. High

performance is achieved on the new system by providing hardware whose prime
design criterion is to provide a very hospitable environment for the support of objects
and whose secondary design criterion is speed of computation. The criteria of high
quality support of objects and high speed computation are both very important , but

the quality of the support for objects predominates somewhat.

These contributions go a long way toward allowing the new system to be as
efficient as computer systems that do not enforce the restrictions on the use of object
references. The thesis covers the major issues in the design of the new system so that
the reader can see that the type of system proposed here has merit and warrants
further investigation. Among the important issues that are not discussed in depth are:

the machine language, techniques for maintaining reference counts correctly and

automatically, and the definition of data types. The issues that will be d iscussed should

make the reader aware of the implications of the addressing scheme in the new system.
how areas and inter-area links affect the structure of the system, and the possibilities
for and problems of storage management in the new system.

1.7 Organization of the Thesis

Chapter 2 presents an historical perspective on the design of computer systems
a that shows how hardware support for the concept of objects has evolved. Selected

systems that illustrate this evolution have been considered in Chapter 2. in addition,

Chapter 2 presents and describes the other computer systems that will be compared
with the new system throughout the thesis. Chapter 3 presents an overview of the new

system and many of the mechanisms in it. Chapter 4 discusses garbage collection and

shows how individual areas can be garbage collected separately once the system

automatically maintains the lists of inter-area links. Chapter 5 presents the mechanisms

for maintaining the lists of inter-area links and shows that the overhead for

maintaining these lists Is incurred only when performing operations that are not
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supported by hardware on other systems, so there is little runtime overhead for
maintaining the lists of inter-area links. Chapter 6 discusses areas and how they- • 

interact with file directories and also presents the automatic mover. Chapter 7 presents
the details of the new format for object references and discusses the mechanisms for

- providing protection on the system. Revocation of access is discussed and the technique
for controlling access by access control lists is presented and compared to protection on
Multics.

~~
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Chapter 2
Computer System Design: An Historical Perspeot ive

Once the concept of objects is in hand, it is possible to look back at the computer
systems that have been developed in the past and see to what extent each system
supported objects. In many cases it is possible to view developments in computer system
design as advances in the support of objects. This chapter performs such an analysis,
showing the techniques that have been tried for supporting objects, and analyzing how
each system has fallen short of the design criteria given in section 1.5. At the end of
this chapter, it should be obvious that the design of the system presented in this thesis
is a logical successor to all of the systems discussed in this chapter. The new system
attempts, however, to overcome some of the deficiencies in these systems. The new
system will be compared throughout the thesis to the systems presented in this chapter
to show that the new system is efficient.

The hardware in the earliest electronic computer systems consisted of a CP’.~,
high speed memory, much slower but larger and more permanent storage, and several
I/O devices (Burks46l. This basic type of computer, sometimes called a von Neumann
machine, continues to be used today even in some newly designed systems. The large,
slow storage is treated as an I/O device but is also used to load a computation into
high speed memory. The real computation is supposed to be executed by the CPU in
high speed memory. High speed memory is contained within a linear address space
consisting of words of storage. Not only are the temporary results of a computation
stored in high speed memory, but so is the program. The program can load and store
information in any word of high speed memory. Information in memory is only given
meaning when a program manipulates that information. A word of memory can be

~~ viewed as holding an integer at one instant, so another number can be added to it; at
the next instant it can be viewed as holding an instruction, so the program can transfer

• control to the location; finally the same word can be viewed as holding an address, so

the program can use the address to access another memory location. This structure was
created more for its ease of construction in hardware than for its superior
computational properties. At the time, however , the ability to view data with different

~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~ - — —~~~~~~~~~
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meanings at different times seemed to have important computational properties. After
all, it allows the programmer to create instructions and addresses that are the result of
calculation rather than just being constants in the code.

The fundamental nature of objects encouraged machine languages that were
somewhat consistent with the concept of objects. The address, however, was the closest
construct these machines had to an object reference. On all machines an object may
consist of several words ; it is a record. Often a constant offset from the beginning of
the object is used to access a word of the object. Machines that provide address
calculation in almost ever y instruction ~nd seldom store the result of the calculation in
a register, such as the PDP-10, IB M 7094, IB M 360, and H6180, provide limited
hardware support to objects and object references because this kind of address
calculation is consistent with the address calculation needed with object references.

One of the fundamenta’ requirements of objects is that an object reference must
always refer to the same object. As long as an entire computation was contained in I
high speed memory, this requirement was satisfied well enough. It did not take long,
however, for programmers to devise problems that required more storage than existed
in high speed memory. When a large, slow memory was available that could be used in
a random access manner, the programmer was tempted to use this memory to hold
objects that were needed for the computation. These objects could only be accessed
when they were actually in high speed memory, however. To achieve an increase in the
effective amount of memory available, it was necessary to use some sections of high -~~~~

speed memory for different objects at different times. Addresses elsewhere in memory
that pointed to these ephemeral objects were very hard to use because they did not
point to the correct objects all the time. To cure this problem, the swapping of objects
that were referenced from elsewhere in memory was prevented. Thus the amount of
high speed memory that was available for swapping was reduced because many objects
that were involved in a computation could not be swapped out of high speed memory.
Therefore the usefulness of the slow speed memory was limited. This problem was
solved by the development of virtual memory on the Atlas computer [KElburn62i.
Virtual memory provides some hardware support to the idea that an address should

_ _ _  
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always point to the same object as long as the object exists.

2.1 Size of the Address Space

When designing a computer without virtual memory in the early 1960’s, the choice

of the size of the address space was reasonably straightforward. During this time, high
speed memory (core) was very expensive. The computer architect could choose an
upper bound on the amount of core for the computer system as the size of the address
space. Since the address was a physical core address there was no need for more

:~ address space1.

The development of virtual memory removed the correlation between the size of
high speed memory and the size of the address space. A virtual memory system may
easily have an address space larger than high speed memory. It is only necessary that
the working set (Denning68, Denning7O) of the computation fit into high speed
memory to achieve efficient use of the computer system.

If the size of high speed memory no longer limits the size of the address space,

how large should the address space be? It is clear that no one has a sound basis for
choosing the size of the address space. Recent virtual memory systems seem to take 216

words as a minimum (PDP-ll) and go up to 2~ words (Multics, MU-5) tLindsey7l,

Ritchie74, Organickl2).

• 2.1.1 Small Addreu Space Virtual Memory (SAy) Systems

In fact, current virtual memory systems can be divided into two distinct types.
First there are the Small Address space Virtual memory (SAy) systems. Although these

systems have virtual memory, the size of the address space is often too small to hold all

of the programs and data of a single computation. As a result these systems require

I. The development of a relocation register for user jobs did not significantly change
p - this viewpoint but did alleviate somewhat the restriction on the amount of usable core

storage placed on the system by the size of the address space.
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mechanisms that allow program overlays. Such systems deal with disk files by using
I/O operations or by using a small portion of the address space to access a small
portion of a file. ifl the latter case, the same piece of address space is then reused for
another portion of th~ file. Most virtual memory systems are in this category because it

is easy to convert a computer system designed without virtual memory to an SAY
system. It requires little more than providing page mapping hardware and writing the
portion of the operating system that does demand paging. Much of the operating
system may remain unchanged . There is no need to change user software since it

already performs overlays and deals with the disk as an I/O device. Examples of SAV
systems are: ITS, TENEX, and UNIX [Ritchie74. Bobrowl2. Eastlake6g].

The SAV architecture is superior to the architecture without virtual memory

because a program written for a system with a large amount of high speed memory
will be able to run on a system with less high speed memory. The overlay stra tegy for a
program on an SAV system is dependent upon the size of the address space, not upon
the amount of high speed memory on the system, thus greater hardware independence
is achieved than without virtual memory.

2.1.2 Large Address Space Virtual Memory (LAy) Systems

The second type of virtual memory system is the Large Address space Virtual
memory (LAy) system . In LAV systems, all of the programs and data needed by a
single computation fit into the address space. As a result such systems do not provide a
mechanism for program overlays. When a program uses a file on such a system the
entire file is placed in the address space. Portions of the file are not actually moved
into high speed memory until they are used, however . The system does not encourage
the user to purge a file from the address space unless it is known that no addresses
continue to point into it. The address space is large enough that it is not necessary to

F reuse the address space for such files. Examples of LAY systems are Multics and
MU 5.

LAV systems do a better job than SAV systems of supporting the concept of
objects. As long as an object exists within a single computation, it retains the same 

~~~~~~~-
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place within the address space on an LAV system, while SAY systems may v iolate this
requirement by the use of overlays. In addition, LAV systems begin to support the idea
that an object anywhere in storage should be manipulated through the use of an object
ref erence.

The main feature of an LAV system is that all of the storage for a single
computation fits within the address space. Most computations make use of only a small
amount of the storage on a system. If the system programmers of an LAY system are
influenced only by users who never have computations that use a large amount of
storage, then their LAY system could have an address space that is many times smaller
than the total amount of on-line storage on the system. If, on the other hand, there are
influential users who occasionally have computations that use a large amount of
storage and make use of a significant fraction of the software on the system, then
either the address space will be almost large enough to handle all the storage on the
system or the system will slowly become an SAV system as mechanisms for performing
overlays are written and begin to be used. Thus the YSI2 system for the IBM 370,
which only has 2~ bytes in the address space but has a structure that is very similar to
the structure of Multics, may in fact be used as an SAY system because its address
space is so small. If a system has an address space that is so large that it can be shown
that it can contain and use all of the on-line stora ge on the system, then I call that

— 
‘ address space a very large address space. Both Multics and MU-S have address spaces

that are so large that they are almost very large address spaces.

2.2 Single Address Space

LAV systems supply a different address space to each process or computation.
Thus the object references on an LAY system are only valid within the context of one
process. Although it is possible for an object reference on an LAY system to point to
any word of storage on the system, it is not possible for an object that exists within
permanent storage (within a file) to contain object references to other objects in the 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~
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system1. Similarly it is not possible for object references to be communicated from one
process to another. Any address stored in a permanent object would point to different
parts of the system in the different processes that used the object. This violates the
most basic requirement of object references. If a single address space were provided for
all the processes for the entire life of the system, then an address stored in a permanent
object would have the same meaning for all processes. An address would always point
to the same object.

Unlike an LAY system, however, the size of the address space on a single address
space system places an upper bound on the amount of online storage that can
realistically be used, so a single address space system must have a very large address
space. If the address is too big, however , then several bits in each address will always
be zero and the hardware needed to interpret these bits and the storage used for these
bits will be wasted. Thus some attempt must be made to keep the address space as
small as possible. Multics wastes address space when it uses an entire segment for a
short file. If such waste is eliminated, then the size of an address on a single address
space system may be only a few bits larger than the size of an address on Multics.

An LAV system needs a separate memory map for each process, but a single
address space system needs only one virtual memory map. The memory map on a single
address space system is only modified as pages are moved in and out of high speed
memory. The memory map is common to all processes, so the operation of switching
processes is faster than on LAV systems because it is not necessary to switch the

• memory map.

The concept of segmentation which is so prevalent on LAY systems such as

I. Computer systems often provide file systems that implement a kind of single
“address space” that maps character strings into files . The file system is a large body of
software that implements this “address space ”. A basic premise of this thesis is that any
mechanism for manipulating objects should use an address space that Is interpreted
directly by hardware. The “address space” provided by a file system Is thus inadequate

- 
- for use within object references.
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Multics is much less important on single address space systems. An important purpose
of segmentation is to allow a section of a memory map covering many pages (one
segment) to be independent of the address space it is used in. On such a system an
address space is defined in a two step process (see Figure 1). First there is a table of
segment descriptors. Each segment descriptor points to the page table for that segment.
The position of a segment descriptor in the segment descriptor table specifies the
segment number for that segment. If a segment is used in several address spaces whose
segment descriptor tables are all in high speed memory, only one copy of the page table
for the segment is needed. Each address space, however, may have a different segment
number for that segment. Thus, segments play an important role in reducing the
overhead for creating and maintaining multiple large address spaces: a task that is
unnecessary on a single address space system.

segment descriptor tables

procesS 1

seg .# ].7 I
_ _ _ _ _ _ _  

pagel
segment A

page
table 

________

_____  

page 2

process 2 ______

-r 
_ _ _ _
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Fig. L Segmentation reduces the memory needed for mapping multiple addreu
spaces. 
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A problem with a single, large address space is that if a program contains an
error , it can cause any process executing that program to go marauding through the
address space. Even on an ideal system there is no way to protect a computation that
exercises a bug from itself , but other computations, fi les, and data bases that are
unrelated to the erroneous computation should not be affected by it. Both SAV and
LAY systems use multiple address spaces to limit the damage that can be caused by a
bug.

2.3 Capability Systems

Capability systems, on the other hand, provide very sophisticated protection while
operating in a single address space for the entire system [Fabryl4]. Capability systems
provide their protection by enforcing the restrictions , inherent in the concept of objects,
on the use of object references. A capability is a context independent object reference,
containing type information as well as an address . If a program has access to a
capability, the program may perform an operation on the object pointed to by the
capability. The access control field in a capability specifies which operations may be
performed on the object. Each object can be viewed in at least two different ways ,
however: as a high level object on which only the operations that are meaningful for
the object being modelled are allowed, and as a low level object on which operations
are defined that allow the representation of the object to be manipulated. Since the
purpose of an object is to implement its high level abstraction, the users of an object
should only be able to perform the high level operations on the object. The only
programs that can perform a low level operation on the object are those programs that
define the data type of the object. Thus sophisticated protection concentrates on
limiting the set of high level operations that may be performed on the high level
abstraction of an object . There is not much point in limiting the representation
dependent operations that may be performed by the data type definition on the low
level abstraction of an object because the data ty pe definition is highly privileged code:
it implements the high level abstraction of the object , so it must work correctly.
Limitations should be placed on the least trusted users of an ob ject, not the most
trusted. Many capability systems, however , have put much effort into limiting the
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operations on the object that the data type definition can perform as well as or
sometimes instead of limiting the high level operations that can be performed on an
object. Thus the classic read, write, and execute bits for controlling access limit the low
level operations rather than the high level operations on an ob ject.

The restrictions on the use of object references (capabilities) enforced by
capability systems are shown in Table 1. These restrictions form two sets. The first set
of restrictions, the low level restrictions, has two purposes. First, it ensures that the low
level operations on an object (the representation dependent operations) can only
manipulate the representation of the object referred to by the object reference. Second,
the low level restrictions ensure that all references to an object were obtained by

Table 1. Restrictions on the Use of Object References
Low Level Restrictions

I) an object may be manipulated only through the use of a reference to the object
2) an object reference is created only when its corresponding object is created
3) object references may be copied, but most modifications to an object reference

are prohibited, especially modifications to an address within an object
reference, thus the system must be aware of the location of all the object
references on the system

4) when an object reference is used to access storage, only the storage containing
the representation of the object referred to may be accessed

5) an object reference must always refer to the same object

• High Level Restrictions
1) each object is a model of an ideal object known intuitively to the programmer;

all of the operations on the object in the computer must be consistent with
the ideal object being modeled; this restriction is not directly computable it
must be left to the judgment of the programmer; this restriction is
implemented in three parts:

a) only the data type definition of an object may convert a high level reference
to the object to a low level reference to the object

b) the definition of an object is determined by the programmer who originally
defined the object or by someone designated by that programmer

c) all operations on the object, including machine instructions, must reflect the
definition of the object

~
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making copies of other references to the object which eventually were copied from the
reference to the object that was created when the object itself was created. These two
basic properties allow the distribution of references to the object (and thereby access to
the object) to be controlled by the software that created the object. The low level
restrictions on the use of object references also ensure that the representation of an
object can only be manipulated by use of a reference to that object. The low level
restrictions do not provide for limiting the operations on an object, however. This is
left to the high level restrictions.

Each object is supposed to model an ideal object. The high level restrictions allow
operations that are not defined on the ideal object to be prohibited. Although the most
important use of the high level restrictions is to prohibit low level operations on the
high level abstraction of an object and to allow the programmer to limit the high level
operations on an object that may be used by one of the users of an object, the high
level restrictions merely state that the programmer may limit the operations that may be
performed on an object. If the programmer decides to prohibit some low level
operations while allowing others, he may do so by making use of the high level
restrictions on the use of object references.

The high level restrictions are implemented by associating with each object a data
type definition that specifies which operations may be performed on objects of that
ty pe and how these operations are to be performed. These operations may be defined
to check the access control information in the object reference or in the representation
of the object and only operate if these checks succeed. Only a data type defsnitior~ for

ty pe D is allowed to convert a high level object of type D to a low level object. This
conversion is performed by modifying the access control field in the object reference.
Thus we may talk about a high level reference to an object of type D and a low level
reference to the object. Since the data type definition must Implement interpretation of
the access control field in an object reference , the data type definition can be trusted to
restrict distribution of its low level reference to the object . The code that creates an
object of type D and is given the first low level reference to the object is considered to
be part of the data type definition of type D. Thus the data type definition for type D

- I
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Is given the first low level eference to objects of type D and only the data type
definition may convert high level references to objects of type D to low level
references. Consequently, the data type definition can control the distribution of low
level references to objects of type D. If the data type definition does not distribute any
low level references to objects of type D to programs outside of the data type definition
of type D, then only the data type definition can manipulate the representations of

objects of type D. The high level restrictions on the use of object references allow

access to an object to be arbitrarily controlled by the data type definition. As with other
objects, the ability to modify a data type definition is controlled by the software or the
user who created the data type definition.

It is surprising how difficult it is to enforce the low level restrictions efficiently
without infringing on the flexibility of object references listed in section 1.5. It is also
difficult to enforce the high level restrictions efficiently without limiting flexibility, but

it is possible to separate the implementations of the low level and the high level
restrictions. Once it is recognized that the type code in the object reference should
pci~fl~ to the data type definition for the object, then the hardware can be made to map
the type code into a pointer to the data type definition, implementation of the high
level restrictions is then largely a matter of specifying the representation of the data

type definition and the techniques for converting a high level reference to a low level
reference. This thesis deals primarily with implementation of the low level restrictions
and conversion of a high level reference to a low level reference.

Although sophisticated protection of information can be achieved by enforcing
the high level restrictions as well as the low level restrictions, a great deal of system
reliability is gained even when only the low level restrictions are enforced. Thus if all
the object references on a system were low level object references then an erroneous

program could still only damage the objects for which it had references . Operations
such as accessing outside of the bounds of an array or using a character string as an

address would cause errors even on such a system, thus halting the erroneous

computation. Although It would be theoretically possible f or an erroneous program to

carefully follow long chains of object references and to modif y Objects that were
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remote from the error , such as critical system data bases or the computations of other
users, in practice erroneous programs, unlike malicious programs, are not wr itten
carefully enough to do this without violating one of the low level restrictions on the
use of object references. Thus a certain amount of system reliability can be gained by
enforcing the low level restrictions on the use of object references without enforcing
the high level restrictions. The amount of reliability thus gained is at least comparable
to the reliability achieved by multiple address spaces on SAY systems. Thus
enforcement of the low level restrictions on the use of object references regains the
reliability that was lost by deciding to place all the users and all the files into a single
very large address space.

Once the low level restrictions on the use of object references are enforced,
however , it is foolish not to enforce the high level restrictions as well since they
provide such sophisticated protection and also improve reliability further by increasing
the number of illegal operations on objects and by decreasing the number of objects
that can be accessed by the remaining legal operations. Furthermore, the cost of
enforcing the high level restrictions can be avoided for those objects for which it is
not necessary merely by distributing low level references for the objects instead of
distributing high level references for the ob jects . Thus the costs for sophisticated
protection can be limited to those objects for which sophisticated protection is
necessary . Therefore the costs for enforcing the high level restrictions on the use of
object references should be attributed to providing sophisticated protection, while the
costs for enforcing the low level restrictions should be attributed to maintaining system

• reliability.

Capability systems were developed to provide protection in computer systems.
They were not designed to support simulation or list processing. As a result, capability
systems have concentrated on enforcing the restrictions on the use of object references
and have sacrificed the flexibility and low cost that object references need to have to
be used for other applications as well. SAV and LAV systems, on the other hand, are

more concerned with efficiently implementing programming languages and so have
-- - concentrated more on providing flexible and low cost object references but have not

- —  ~~~~~~~~~~~~ -- —~~~~~~~ — - — — - — — — ~~~~~~~~~ -- ~~~~~~~~~~~~~~~~~~~~~~~~ 
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been concerned with enforcing the restrictions on the use of object references.

A capability system provides protection by placing restrictions on the use of object
references (capabilities) that are not enforced on non-capability systems. It may be
necessary for a capability system to have a fair amount of specialized addressing
hardware to enforce these restrictions while still making it easy to use object references
(capabilities). In order to justify specialized hardware it is necessary for it to be used
very frequently. Hardware to support capabilities would be guaranteed of heavy use ii
programming languages such as LISP, APL , and BASIC would use capabilities for the
object references needed In these languages. The speed advantage achieved by using a
hardware supported mechanism rather than a software implemented mechanism should
cause languages such as PL/I, Algol 68, and Simula 67 to use object references
(capabilities) for pointers and reference variables, especially since the low level
restrictions on the use of object references are consistent with the defined use of
pointers and reference variables in these languages1. The more object references
(capabilities) are used, the better will be the protection provided by them and the less
painful it will be to specify needed protection. Unfortunately, no capability system has
yet been created on which it is practical to implement LISP by using capabilities for
the object references in LISP. It is clear, however, that some people have been hoping
that this would become possible ~Fabry 71). A major goal of the current thesis is to
propose a new way of constructing capability systems that will allow capabilities to be
used for object references in all programming languages.

•

1. Some people do not realize that although pointers can be abused in PL/l, these
abuses are usually illegal PL/1. So many implementations of PL/l have been made that
do not enforce these restrictions that some people think that PL/l allows these abuses.
Q,uoting from the Multics PL/I Language manual:

AII of these mechanisms require that the variables that share a generation of storage
have identical data types and alignment .attribute’s.” (4-19)

it is an error to take the addr of a parameter and assign the resulting locator
value to static storage and subsequently, in another block activation, use the locator
value. (4-213 ~Honeywel172]

_ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _
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2.3.1 Direct Capability (DC) Systems

We may now face the issue of how capabilities should be implemented. A CPU.
in the last analysis, must perform every memory access with a physical address. It is
therefore tempting to place a physical address in the capability. A capability system on
which capabilities contain the physical address of the objects they reference will be
called a Direct Capability (DC) system. The 86700 [Organick73) and the Rice-2
[Feustel72, Feustel73) are DC systems. The 86700 and the Rice-2 are not usually
considered to be capability systems, but they do use special hardware to enforce the low
level restrictions on the use of object references . The object references supported by
these systems are actually used by programming languages such as ALGOL 60. For the
purposes of this discussion these systems illustrate the difficulties with DC systems.

Although the use of physical addresses within capabilities sounds very efficient , it
does not handle movement of objects between high speed memory and disk very well.
Whenever an object is moved in physical memory, all of the capabilities for that object
must be modified. Since the system performs this modification, however, it does not
violarø any of the restrictions on the use of object references because the object
references for the object moved continue to point to the same object. The
modifications of the object references are invisible to the user and merely ensure that
the proper relationship between the object and its references is maintained even
though the location of the object has changed. Actually, only the capabilities in high
speed memory need contain the addresses of the objects in high speed memory, while
capabilities stored on disk would always contain the disk address of the objec t . When
an object is brought into high speed memory, all of the capabilities in high speed
memory for the object would be modified to point to the location of the object in high
speed memory. In addition, all the capabilities stored within the object would be
modified to point to the proper object in high speed memory. Even the problem of
finding and modifying only the capabilities that are in high speed memor y is a ver y

difficult job, however , especially if ~he programmer is able to copy capabilities easily
(Organick73, Fabry74J. Usually DC systems solve this problem by preventing
capabilities from being copied or by encouraging programming styles in which
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capabilities are not copied. Either of these solutions prevents languages such as LISP
and Simula 67 from using capabilities as object references within these languages DC
systems are likely to provide means of using a capability indirectly as with the
Stuffed Indirect Reference Word (IRWS) on the 86700 (Organick73. pp. 98-99). An
IRWS can be used in place of the capability it points to in order to alleviate the
requirement that capabilities not be copied, but this solution forfeits the efficiency of
using physical addresses directly. At least one extra memory reference is required on
each access: the same overhead required for virtual memory. In fact , the use of physical
memory addresses in object references is not more efficient than the use of virtual
addresses. “Virtual” address spaces have the potential for being designed specifical ly to
support the concept of objects.

2.3.2 CUID Systems

The problem with using a physical address in a capability arises when the
physical location of the object chan0es. This problem can be solved by defining a
virtual address space in which the object ’s location never changes. All of the address
spaces discussed so far have contained words of storage. This is not necessary for the
“address” space used by a capability. It is only necessary to provide a separate ID
number or “address” for each object (Dennis66). A capability system on which
capabilities contain a unique ID number that identifies the object forever will be called
Capability systems with Unique IDs (CUID systems~. CAL-TSS, developed at Berkeley
[Lampson76], the Typical Capability System described by Redell (Redell7i). and

HYDRA (Wulf74] are CUID systems1.

1. Fabry has advocated CUID systems (Fabry ’743. He did not say much about HYDRA
or CAL-TSS because the hai1~war e on these systems did not support capabilities: only
the operating systems did. Fabry points out that the Plessey 250 (which is halfway
between a DC and a CUID system) did a reasonably good job of providing
inex pensive capabilities that could be stored in arbitrary data structures , but he then
cited a few inefficiencies In the Plessey 250 and suggested that CUID systems should

- 

,, . be built instead.
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Unique IDs are never re-used and the ID number associated with an object never
changes. Creating a reference to a new object is a very simple operation. The operating
system maintains a counter , N. All IDs less than or equal to N have already been
allocated to objects . while no IDs greater than N have been allocated. To create a new
object , N is incremented by one and its new value is used as the ID of the new object.
The size of the ID space is made large enoug h so that it will never be exhausted.
Usually a size of 264 IDs is chosen (1.8 x 1019 ). This is the number of microseconds tn
600,000 years. The size of the ID space is chosen by selecting a life-time for the ID
space and a maximum rate of new object creat ion. This immediatel y gi:es an ID space
size [Redell74 , p. 28). Since object IDs are never changed, there is no need to change
the IDs or addresses in capabilities and therefore there is no need to place restrictions
on the copying of capabilities.

Although it is not possible to exhaust the ID space it is very easy to exhaust the
storage on the system . The operating system maintains a catalog of where each object
is in physica l memory. In order to move an object in physical memory, this catalog is
modified in just one place. Similarly, when the programmer wishes to change the
amoun t of physical storage associated with the object , the object is merely moved in
physical memory and the catalog is modified in one place . It is therefore very easy to
implement dynamic arrays [Dennis65) on a CUID system . When an object is no longer
needed the storage associated with it is reduced to zero and the entry for the object is
completel y removed from the catalog . The catalo g therefore maps a sparse ID space
onto physical storage .

A serious problem for every subsystem on systems with more conventional word
addresses is storage management . The storage management problem chat has received
the most attention is storage fragmentation. A strength of CUID systems is that they
are able to handle storage fragmentation very well. ‘Storage” fragmentation is not a
problem in the ID space since this “address ” space is never reused . A CUID system
must map each unique ID into a physical address space , however. The physical address
space is basically a linear address space consist ing of word s of storage. The physical
address space must be reused. Storage fragmentation is a serious problem only when 

——. - —  —~~~- 
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the assumption is made that an object cannot be moved. The strength of CUID
systems, however, is that the physical locations of objects can be changed easil y to
implement automatic swapping. Thus if an object fragments some available storage ,
the object can be moved to combine the two blocks of available (free) storage ad jacent
to it (see Figure 2). Indirection through a central catalog in a CUID system is such a
powerful tool for handling storage fragmentation that it has been suggested that
ALGOL 68 implement references using this technique in order to deal with storage
fragmentation CBaecker70).

2.3.3 Garbage Collection

Storage fragmentation is not the only storage management problem, however.
Since capability systems do not allow any operation on an object to be performed
without a reference to the object , and since object references must be copied rather
than being built from arbitrary bit strings , it is possible for an object to become
inaccessible if all of the references to the object have either been destroyed or stored in
other inaccessible objects. If no program on the system can obtain a reference to the

• object then the object is inaccessible. One of the operations on an object on most

I
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capability systems is deleting the storage used by the object . If an object becomes
inaccessible, however , it is no longer possible to perform any operation on it, including
deleting the storage associated with the object. Thus when an object becomes
inaccessible it is impossible to use the storage associated with it since no operation can
be performed on the object , but it is also impossible to delete the storage from the
object . Thus the physical storage used by inaccessible objects is wasted. There are two
ways of dealing with this problem. It could be thrust upon a higher level of software
to ensure that no object ever becomes inaccessible. A file system takes this approach
when it maintains names for all the objects on the system. Thus if an object becomes
inaccessible except to the file system, the user can supply the name of the object to the
file system and obtain a reference to the object. Usually the file system deletes the
storage for an object when the name for the object is deleted from the file system.
This approach as only practical if objects are large enough so that their existence can
be largely determined ex plicitly by the user. The other approach is for the system to
determine automatically when objects become inaccessible and reclaim the storage for
such objects .

The problem of deciding when to reclaim the storage for objects has been a
major difficulty in programming languages. The storage for an object should be
reclaimed when the object is no longer needed. The problem is that one object may be
used for many purposes , thus making it very difficult for any one program to
determine when the object is no longer needed. The concept of ob jects requires that a
program have a reference to an object before the program can use the object. It is
possible for a utility program, called the garbage collector , to determine which objects
have become inaccessible and reclaim the stora ge for these objects. Once such a utility
program exists , however , we can ask whether it is necessary to reclaim storage in any
other way . As long as programs do not keep accessible object references that will never
be used, the garbage collector will reclaim the storage for all objects that are no longer
needed . This programming convention works very well in practice and is usually
followed by the programmer without effort. The use of a garbage collector makes the
job of programming easier because the programmer need not try to determine when he
is finished with an object , the garbage collector does this automat ically.

~
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LISP is a programming language that automatically reclaims storage for
inaccessible objects and does not allow the programmer to f ree objects explicitly. LISP
has been used for over 15 years for artificial intelligence applications that have
sophisticated storage management requirements. Automatically reclaiming the storage
for inaccessible objects has thus been shown to reclaim storage adequately for many
demanding applications. The ease of programming in LISP due to automatic
reclamation of storage has been an important factor in the frequent choice of LISP for
symbol manipulation problems.

The conce pt of objects requires that if an object Is to be used in the future , a
reference to the object must be retained. If an object becomes inaccessible, however ,
this implies that the object will never be used again. Thus the concept of objects
suggests that the storage for inaccessible objects should be reclaimed. HYDRA tries to
implement this requirement in two ways. A count is maintained of all outstanding
references to an object. When this reference count reaches zero, the object can no
longer be accessed. It has long been realized, however, that reference counts do not
reclaim all inaccessible objects. If objects B, C, and D exist on the system as shown in
Figure 3, these objects are said to form a cycle. If there are no other references to these
objects than those shown in Figure 3, then the reference count for each object is

Fig S.

_ _ _ _  _ _ _ _ _ _  _ _ _
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non-zero but none of the objects are accessible from the rest of the system. Reference
counts do not recognize such inaccessible objects.

The only known way to recognize all inaccessible objects is to find all of the
objects that are accessible and then free all other objects. This must be done by first
finding the immediately accessible objects. All objects referenced from accessible
objects are also accessible. The process of finding all the accessible objects and
reclaiming the storage for the inaccessible objects is known as garbage collection.
Experience with garbage collection in LISP has shown that it is a method of
reclaiming storage that can run quickly and can prevent the gradual erosion of storage
into useless data structures.

In LISP, only the temporary storage for a single computation is garbage collected.
On a capability system, however, all the accessible objects on the whole system would
have to be found. This rapidly becomes inefficient as the total amount of online
storage increases. By the time the total of online storage is lO~ bits, this technique is
totally impractical. When HYDRA had only 30 million bytes of storage, garbage

collection required about three minutes and was only done once a day. The size of the
ID space on HYDRA does not place any restriction on the total amount of storage that
can be used on the system. The fact that the garbage collector currently places a
restriction on the amount of storage that can be used on HYDRA is a problem that is

• being studied.

Usually when garbage collection is discussed in the context of operating systems,
its use is limited to handling the problem of fragmentation of storage. Thus files on
disk may be garba ge collected , or the jobs in high speed memory may be garbage
collected. With this view, entire files or entire jobs are single objects. The problem
being solved in these cases is that the available memory has been broken into many
pieces that are too small to use for new files or jobs. The garbage collection moves all
of the existing objects in storage so that the available storage is in one large block.
Usually operating systems do not have the ability to delete the storage for objects, only

~

‘ 

~ the user has this ability, so the garbage collector does not try to decide what objects 
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should be deleted. If the system does not enforce the proper use of object references ,
then the system has no way of deciding which objects a program will no longer use. A
program on such a system can compute an address out of any miscellaneous piece of
information and so its entire address space is accessible. The system must rely on the
user to tell it when a piece of storage is no longer needed. If, however, the proper use
of object references is enforced, as on a capability system, then the system can find all
the accessible object references and can be sure that only one object will be used by
each reference, so it becomes possible for garbage collection on a capability system to
delete the storage for inaccessible objects automatically as well as to handle storage
fragmentation. CUID systems do not need to do garbage collection to solve storage
fragmentation problems. A CUID system need only modify the ID map to move an
object within storage. Although this tool can solve storage fragmentation problems. it
does not eliminate the need for garbage collection. The opportunity to reclaim storage
for inaccessible objects automatically with a single mechanism that would be used by
all subsystems is too valuable to pass up.

2.3.4 Small Objects

Although current CUID systems use a garbage collection algorithm that is not
practical for large amounts of online storage, this is not the major problem with CUID
systems. The major factor that discourages programming languages from using
capabilities on CUID systems for object references within the languages is that CUID
systems have coo much overhead per object to make the use of small objects efficient.

CAL-TSS and HYDRA had a great deal of overhead per object because
capabilities were supported only by operating system software on these systems: there
was no hardware support for capabilities. I have already mentioned that capability
systems must have hardware support to be efficient , so I will ignore this aspect of
CAL-TSS and HYDRA. I am concerned about sources of overhead that would still
remain if special hardware were designed specificall y for capability systems [Redell74 &
Fabry74].

The major factor that makes small objects inefficient in current capability



- - ‘~!III~~

44 Small Objects Section 2.3.4

systems is the fact that they swap objects individually between high speed memory and
disk. The overhead Involved in a disk operation is extremely high for objects
containing only two or three words. The average size of objects may be as small as six
words each. A recent study of the average size of objects in Algol 60 programs
CBatson77] found that the average size of an activation record is 13-18 words while the
median size of an activation record is 6-9 words. The study found larger sizes for
arrays. Algol 60 does not allow object references to be used within objects to support
list processing, however. Whenever an application requires list processing, it is coded in
Algol 60 by using an array as an address space and using an index into the array as
an object reference, thus causing large arrays to be used in place of many small objects.
An object corresponds rather well to a structure declaration in PL/l. Structure
declarations consisting of named fields are somewhat similar to the activation records
studied by Batson. Batson argues that the median size of arrays is a better estimate of
the average size of arrays than the value he measured. Batson also shows, however ,

• that the size of arrays has very little effect on the average size of activation records
and arrays combined, so we must consider the size of activation records to discover the
average size of objects. Noting that LISP uses two word objects most of the time, I
think that the median size of activation records measured by Batson (6-9 words) is a
better estimate of the average size of objects than is the average size of activation
records measured by Batson. Thus object oriented systems should be designed so that
if the average size of objects turns out to be between 6 and 9 words, the efficiency of
the system will not be seriously affected. Regardless of what the average size of objects
is, however, it has been noted that there are many very small objects. The only way to
reduce the per object overhead for disk operations for very small objects is to swap
several objects during each disk operation, as has been suggested by M. O’Halloran
EFabry74]. This approach is an improvement only if several of the objects actually
swa pped during a disk operation are needed in high speed memory. Devising schemes
that swap several objects that are all needed at the same time is a currently active area
of research.

*
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Chapter 3
The New System - ORSLA

The goal of this thesis is to propose a new way of building capability systems
that would enable very small objects to be used extensively. On such a system
capabilities would be used by programming languages to reference objects within the
languages. A crucial step in this process is to provide garbage collection to reclaim the
storage for inaccessible objects. I assume that such a system would make such
widespread use of capabilities that a new CPU would be designed for the system to
provide extensive hardware support for capabilities.

The user of such a system would be much more aware of using capabilities to
reference objects in computation than using capabilities to implement protection. WuLf
says that “Hydra supports references to objects (called ca/ .iabilitiesY [Wu lf7i, p. 3411. The
term “capability” is only appropriate when discussing protection while the term “object
reference” is appropriate in any context. The computer system proposed in this thesis is
therefore called ORSLA (Object References in a Single, Large Address space).
Throughout the rest of this thesis the term “object reference” will be used instead of
the term “capability”. The name, ORSLA. emphasizes the fact that the object
ref erences will be used to refer to objects within programming languages but it should
never be forgotten that object references will provide protection as well . The use of
object references for protection will have far-reaching effects on the implementation of
the system.

3.1 Address Space

The first problem in the design of ORSLA is: what kind of address space or
name space should be used to implement object references? Direct capabil ity systems
used physical memory addresses and failed to meet all the cr iteria given in section 1.5
for the support of object references. Some sort of virtual address space or name space
should be used. Capability systems with unique IDs also failed to meet all the cri teria
in section 1.5, however . ORSLA investigates the possibility of using a linear, paged
address space reminiscent of virtual memories in non-capability systems.



- - • - -- —- 
- 

~~~

- - - -

~~~

46 Address Space Section 3.1

There is only one address space on ORSLA. The same address space is used for
all users and contains all of the files on the system as well. The size of the address
space therefore places an upper bound on the total amount of on-line storage that
ORSLA can make full use of. The upper bound on the amount of online storage on
ORSLA should not be smaller than 1&2 bits. There are several factors that lead to this
conclusion. First, memory technology is advancing rapidly to supply faster , cheaper
memory, so a computer system design should incude a safety factor to prevent the
system from becoming obsolete shortly after it is produced. Second, ORSLA will not be
placed in a single installation; it will be a complete computer system that will be sold to
many people; the upper bound on the storage should be large enough to satisfy all of
the ORSLA installations. Third, it is unrealistic to expect a user to be able to switch
from an ORSLA system using one size of address space to another ORSLA system
using another size of address space. Probably all of the software on the system will be
dependent upon the s u e  of an address. Although this dependence is not desirable, and
although using objects and high level languages helps reduce this dependence, these
tools are not presently powerful enough to ensure that users can be moved to a system
with a different size of address space. Thus the upper bound on the online storage on
ORSLA should be chosen so it will be acceptable for all ORSLA installations. IO~ bits
may be too small, however. After all, l0~ bit memories are alread y commercially
available. I think that 1015 bits of storage is a good maximum on the amount of
storage that can effectively be used by a system containing about 10 processors in the
speed range of one million instructions per second. Assuming 100 bit words, it would
require more than 3 years of operation to access 1015 bits of stora ge at the rate of 106

words per second. 10~ bits of storage has been estimated to be the amount of
information in text contained in the Library of Congress [Licklider65). Although 1015

bits of storage may not be considered to be sufficient as an upper bound on all of the
write-once storage on a computer system. as an upper pound on erasable storage, it is
beyond the comprehension of present-day programmers. Thus the upper bound on the
amount of online storage on ORSLA should be between I&2 and IO IS bits. Assuming
64 bit words, 1012 - j~15 bits of storage are about equal to 2’~ 

- 2~ words of storage. In
order to ensure full use of this much physical storage it is necessary to have an address
space of 240 - 2~ words (see appendix A for more details). This means that most pages
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of virtual address space do not have any physical storage assigned to them. This will
turn out to be a useful feature for the implementation of certain large objects. Thus an
address on ORSLA will use between 40 and 50 bits. At the time ORSLA is actually
built, one of these sizes will have to be chosen.

There are several factors that influenced the decision to use a linear paged
address space on ORSLA rather than a unique ID space. There are two properties of —

ID spaces that could cause a designer to choose the ID space. Experience has shown
that these properties do not lead to the significant increase in efficiency that might be
expected, however. The first positive property of a unique ID space is that since IDs
are never reused, the dangling reference problem is solved without needing a garbage
collector. The dangling reference problem must be solved, of course, if object
references are to be the basis for protection on the system. An ID space also allows
storage fragmentation to be solved by the operating system without using a garbage
collector. In a reusable address space, on the other hand, garbage collection is necessary
to solve the dangling reference problem, i.e. an address can only be reused if no object
references exist for the object that used the address previously. A linear paged address
space must reuse addresses to maintain adequate locality of reference and so must have
garbage collection. Experience with CUID systems shows, however, that garbage
collection remains necessary to reclaim the storage for inaccessible objects . Thus
garbage collection was provided on HYDRA even though it was known that garbage
collection would present efficiency problems. This thesis shows how to make garbage
collection on ORSLA practical. Once a garbage collector is available, it becomes more
efficient to have a reusable address space rather than a nonreusable address space

because the reusable address space is smaller and allows the use of smaller addresses.

The second positive property of an ID space is that it can be smaller than a
linear paged address space. Each ID specifies an object and each address specifies a
word, but the average size of objects is larger than one word. As we saw above, a
linear paged address space must be reused, so this second property only results in an ID
space that is smaller than an alternative linear paged address space if the ID space is

also reused. At one time, when objects were thought to correspond to files, it was

- -
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thought that objects were quite large. As it becomes clear that objects correspond to
objects within programming languages, however , estimates of the average size of
objects have decreased. Since the average size of objects in Algol 60 programs is
between 6 and 9 words (see the end of Chapter 2), the size of an ID space cannot be
much smaller than the size of an alternative linear paged address space.

Thus the advantages of an ID space are not as great as was once hoped.
Furthermore, there are several disadvantages to an ID space . An ID space is much
more difficult to map onto physical memory than a linear paged address space because
each ID must be mapped individually, while an entire page can be mapped as a unit.
Thus an entry is needed in the ID space map for each object, which may have an
average size of between 6 and 9 words, causing the ID space map to use between l0~
and 25~ of the amount of storage used for the objects themselves. Since typical page
sizes are between 250 and 1000 words, the virtual memory map for a linear paged
address space uses less than l~ of the amount of storage used for the objects . The extra
difficulty of mapping an ID space is not only reflected in a very large ID map. If we
assume that virtual memory mapping or ID space mapping occurs on every memory
access then ID space mapping may be slower than mapping a linear paged address
space. Each memory access must map the ID or virtual address to a physical address
and then access the physical location in high speed memory. The ID map or page map
for all objects or pages in high speed memory is kept in an auxiliary
pseudo-associative memory whose access time is at least as fast as high speed memory.
The effective access time is the access time of the auxiliary associative memory plus the
access time of high speed memory. If the auxiliary memory holds mapping information
for all of the objects in high speed memory, then the size of the auxiliary memory for
a linear paged address space is less than 1% of the size of high speed memory, while the
size of the auxiliary memory for an ID space is at least 10% and maybe as much as 25%
of the size of high speed memory. Economics determines the ratio of the speeds of the
auxiliary memory to high speed memory. The smaller the auxiliary memory, the more
may be spent per bit on the auxiliary memory to yield a faster memory. Thus if the
speed of high speed memory Is held constant , the effective access time on a system with
a linear paged address space will be less than the effective access time on a system with

_____  - — - —
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an ID space because the small auxiliary memory for the linear paged address space will
be faster than the large auxiliary memory for the iD space.

It is often assumed that the rest of the details of mapping an ID space are as
complicated as mapping a linear paged address space, but in fact mapping the ID
space is more complicated and may result in limitations on the size of objects in the ID
space. A memory a~cess on an object oriented computer begins with an object reference
and an offset within the object that identifies the word that is to be accessed. In a
linear paged address space, the offset is added to the address within the object

¶ reference to find the virtual address of the word being accessed. If pages are 21’ words
long, this address is split into two parts: the high order bits specifying the virtual page
number and the low order p bits specif ying the offset within the page. The auxiliary
associative memory is accessed with the vir~ua1 page number to find the physical
location of the page in high speed memory. The offset within the page is then added
to the physical location of the page to obtain the physical address of the location being
accessed.

In an ID space, on the other hand, the ID in the object reference is concatenated
with the offset as shown in Figure 4. The high order bits of this large address are
used to access the auxiliary associative memory to find the physical location of the
appropriate page of the object. The offset within the page is then added to this

n bits

ID Hfset j

ID & page n umber tn b i ts
of f s e t  w i t h i n  page

Fig. 4. Addre ss Mapp ing in an ID Space 
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physical location to find the physical location of the word being accessed. Usual~ ID

space systems assign only two words of high speed memor y to a two word object rather
than requiring an entire page of high speed memory to be used for such a small
object , so the auxiliary memory also contains the size of the page which is checked
against the offset within the page before accessing the location. If objects are not
paged, i.e. m — n, then adding the offset to the physical location of the object assumes
that the entire object is in high speed memory, but an object can only be placed
entirely into high speed memory if it is smaller than high speed memory. If objects are
not broken into pages then the largest object that can be used on the system is a little
smaller than the size of high speed memory; this size is very implementation
dependent, however . Breaking large objects into pages reduces this restriction and
increases implementation independence. The size of a page, 2m, is chosen to be about
as large but often somewhat larger than the page size that would be chosen on a linear
paged address space system. If paging within objects is provided by making n > m,

then the largest object on the system cannot exceed 2~ words. This limits the size of
the largest object unless 2~ is greater than the total amount of physical memory (disk)
on the system. This size, however , is approximatel y the same size as the entire address
space on a linear paged address space system. Thus we see that mapping an ID space is
more difficult than mapping a linear paged address space both because objects in the
ID space are smaller than pages and because each entry in the auxiliary memory is
larger for an ID space than for a linear paged address space.

An additional advantage of a paged linear address space is that it naturally
allows storage to be swapped efficiently between levels of the memory hierarchy. The
page size is chosen so that swap ping will be efficient. If objects are very small , then
many objects will be swapped at once while if objects are very large, they will be
broken into pages. The address space does not place any limitation on the size of
objects because the address space is larger than the total amount of physical memory
on the system. Since most objects are quite small , it is essential that several small object s
be swa pped at one time. Although it would be possible to swap several objects at once
on an ID space system , it would be necessary to keep track of the additional
information of which objects were to move together , while in a linear address space

~~~~~ A . ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - -~~~-~~~~~-.--~~~~~
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this intormation is reflected in the relative placement of objects in the address space.
Furthermore, the linear paged address space allows the operating system to manipulate
pieces of storage of uniform size, thereby simply solving storage fragmentation
problems for the operating system.

Figure 5 shows how several objects could be placed in ORSLA’s linear paged
address space. Page boundaries can appear at any place in an object. The programmer
is not very concerned where page boundaries occur because ORSLA uses demand
paging to bring those words of the address space that are currently being used into
high speed memory. Thus the page size on ORSLA is largely invisible to the programs

page 1

_ _ _ _ _ _ _ _ _ _ _ _ _  

} object A

object B

page 2~~ )
object C

object D

page 3

.~~ ~ F~~. 5. Objects and Pages In a Linear Paged Address Space 
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on ORSLA. The page size on ORSLA is selected to make page swapping efficient.
Some of the factors that must be considered in choosing the page size are: I) access
time of disk, 2) transfer rate of disk, 3) access time of high speed memory, and 4) size

of high speed memory . Usually these factors result in page sizes of over 100 words. If
not, however , the page size on ORSLA must still be larger than 100 words so the
storage needed for the system catalog of pages will not be too large. The address space
itself does not guarantee that swapping will be efficient. It merely allows swapping to
be efficient if objects are placed in the address space properly. One obvious
requirement for efficient swapping is that all or most of the address space in a page be
allocated to objects. Another requirement is that the objects that reside on the same
page be used together much of the time. It is the responsibility of the programs and
users on ORSLA to ensure that the objects on the same page will be used together.
Since we don’t want the programs or users on ORSLA to be dependent on the page
size, however, we merely encourage them to place objects that will be used together
adjacent to each other, as are objects A, B, C, and D in Figure 5. This technique will
increase efficienc y of swapping regardless of what the page size is or where page
boundaries occur in the objects. The concept of locality of reference from virtual
memory systems is important on ORSLA as well. A process exhibits locality of
reference if its memory references during any one short time interval are concentrated
in a few places in the address space rather than being uniformly spread over the
address space. The placement of objects in the address space on ORSLA can greatly
affect rhe locality of reference of the processes in the system. Swapping will be
efficient if the processes on the system exhibit locality of reference .

3.2 Words

The address space for ORSLA is a linear address space consisting of words of
virtual storage. Each word contains a tag bit that indicates whether the word contains
an object reference or not, Fabry calls this the tagged approach to capability systems
CFabry74i The tag bit allows the hardware to be aware of every object reference in
memory.
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The word size on ORSLA is chosen to be one bit larger than the size of an
object reference. A word may be used for either an object reference or atomic data.
Atomic data is any data that does not contain object references, such as character
strings, bit strings, or machine instructions. Thus machine instructions in a program
are considered to be atomic data rather than object references . Operand addresses
that appear within machine instructions are actually offsets within objects that are
pointed to by object references that will be in CPU registers when the instructions are
executed. Although some of the cost of using an object reference is due to the time
taken to perform memory accesses, this time is remarkably uniform for virtual memory
systems. An important cost of using object references , especially for list processing, is

the cost of copying and storing object references . Both of these costs are proportional
to the size of the object reference. ORSLA can only compete in the support of list
processing with systems such as Multics that use bare addresses as object references if
the object reference on ORSLA is less than twice the size of the address on ORSLA.
As we will see, it will not be efficient to have fewer than 18 bits in the object reference
for all the other fields combined, so if the size of an address is from 40-50 bits, then an
object reference will have between 58 and IOU bits.

Object references must be aligned on word boundaries to prevent excessive
overhead for tag bits t . Since most objects will contain at least one object reference , it
is acce ptable to require objects to begin on word boundaries by having the address
within an object reference be a word address. The representation of an object,
however , can use storage very efficiently by using the bits in the representation of the
object for atomic data. The hardware will probably contain a field extraction unit that
allows arbitrary size bytes to be extracted from the representation of an object. It will
theref ore be necessary to do bit addressing within an object. The address in an object
reference is a word address, but the hardware can deal with bit offsets within an
object . A bit offset from the beginning of an object does not count tag bits in the

1. Redell discusses techniques for placing tags on object references that are not
aligned on word boundaries. 
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words of the object since the programmer cannot set the tag bits exp licitl y w it h byte
manipulation instructions In recent years it has become popular to make the word size
a power of two. The only cogent reason for making the word size on ORSLA a power
of two plus a tag bit , however, is to simplify the conversion from a bit offset within an
object to the word offset within the object arid the bit offset within this word . Since
the hardware retrieves words, all accesses must be performed on words. The conversion
from bit to word offset is achieved by dividing the bit offset by the number of bits
per word minus one. The remainder from this division is the bit offset within the
word . If the number of bits per word is a power of two plus one, however , e.g. 65, then
the division by 64 is trivial because the quotient and remainder are obvious from the
base two representation of the bit offset. If , on the other hand, the word size is
guaranteed to be a small integer, i.e. less than IOU, it is possible to provide severa l
special purpose chips in the byte extractor that automatically divide by the word siae in
one step. Thus, if all the other considerations allow a range of word sizes that includes
a power of two plus one, then the byte extractor hardware can be simplified and
speeded up somewhat by choosing the power of two plus one as the word size. If other
design criteria do not make a word size of a power of two plus one attractive , however ,
then a different size may be chosen.

3.3 Enforcing Restrictions on the Use of Object References

In Chapter 2 we saw that the essential feature of a capability system is that it

enforces the restrictions on the use of object references that are inherent in the concept
of objects. There are two features of objects that are very powerful for controlling
access to an object. The first property, that the distribution of references to an object
an be controlled by the software that created the object , is provided by the low level
restrictions on the use of object references. The second property, that the software that
defines an object can control the set of operat ions defined on the object and how these
operations are implemented, is provided by the high level restrictions on the use of
object references . In order to implement a high level abstraction , however , it is

- - 
necessa ry for a low level abstraction for the object to exist as well. On ORSLA , the

-- existence of high level and low level abstraction s for the same object is achieved by 
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having a high-low bit in the object reference. If the bit is low , then the representation
dependent operations of reading and writing bits and object references from the
representation of the object are defined. These operations are the load and store
instructions on ORSLA. If the high-low bit is high, then none of these representat ion
dependent operations are defined on the object. The only immediate operation that can
be performed with a high level object reference is to set the hig h-low bit to low , but this
can only be done by software that defines the data type of the obje ct. Thus we see that
enforcing the high level restrictions on the use of object references is largel y a matter
of controlling the sett ing of the high-low bit in high level object references. Enforcing
the low level restrictions on the use of object references is much more complicated,
however , so it will be considered first.

An object may be manipulated onl y through the use of a reference to the object. This
restriction requires that storage may only be accessed through the use of an ob ject
reference. Thus the load and store operations must take an object reference as an
operand . An offset must also be given to the load and store operations to identif y the
word within the object that should be accessed. The offset may specif y a bit string
within the object that is to be accessed.

An obj ect r eference is created onl y when its corres pond ing object is created. The way
to implement this restriction is first to prevent the creation of object references and
then to provide some special primitives that create obj ects and the references for these
objects . The creation of object references can be controlled by controlling the setting of
tag bits. When a program stores an object reference into a location, the tag bit in that
location should be set. When a byte of atomic data is stored , however , the tag bits of
the words stored into must be set to zero. The tag bit is not under the direct control of
the programmer: thus the tag bit is invisible to the byte manipulation instructions. The
hardware ensures that the tag bits correctl y specify where the object references are.
Primitives that create objects and their associated object references will be discussed in
Chapter 7.

Most modifications to an object referenc~ are pro hibited , e5~ eciall y mod i fications to

_ _ _  -~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



-

~~~

56 Enforcing Restrictions on the Use of Object References Section 3.3

an address within an object reference. Althou gh the ob ject reference is context
independent , only a small part of the object reference always has the same
interpretation: the type code, The rest of the object reference is part of the
representation of the object , so the interpretation of these bits is dependent upon the
type code. Thus a small integer uses these bits for the representation of an Integer.
Most types , however , need an address in the object reference. Both the type code and
the address within an object reference are very sens itive fields. An address within an
object reference cannot be modified at all, while the ty pe code cou d possibly be
changed to another type whose representation is similar to the representation of the
original type of the object . Since the object reference must be protected against
modifications, it is possible to have other fields in the object reference that must be
protected as well. The rest of the bits in the object reference , however , are part of the
representation of the object and may be manipulated and modified as is the rest of the
representation .

Improper modifications to object references can be prevented by first preventing
all modifications to object references and then providing specific primitives that
perform only the acceptable modifications. The general registers of the CPU on
ORSLA contain object references , so every machine instruction must use these object
references properly. Thus the add instruction operates only on objects that are numeric
and the exclusive -or instruction operates only on objects whose abstraction is bit s t r in g.
In addition , it is necessary to prevent manipulations of bytes within the representation
of an object from modif ying any object references in the object. Whenever a byte of
atomic information is stored into a word , the tag bit of the word must be set to zero so
that any object reference that was in the word and has now been modified can no
longer be used as an object reference . Primitives to perform legitimate modificat ions to
an object reference will be discussed in Chapter 7

When an ob~~: reference is used to access stora ge , onl y the stor age conta inin g the
rep resen:2t

~
orl of :/-~ ob~’~ct re ferred to may he ~;: ;.;

~‘d This restt ction is implemented in

~rts. Some ob j ec ts are able to hok their entire represe ntat ion wit h in the ob ject
ret erence itself . The references to such objects do not contain an addres s and so cannot
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be used to access storage at all. To allow the hardware to quickly identify such object
references, there is a data Jyp eJnfo field in the object reference. The first two bits of
the dataiyp ej nfr field are zero if there is no address in the object reference. Usuall y,
however , an object reference does contain an address that points to a block of words in
the address space. These words may be accessed by the load and store instructions
which take ~wo arguments : an object reference and an offset within the object. The
offset is an integer which, when added to the address wit hin the objec t reference , gives

the address of t he word to be accessed. On ORSLA, L he address within the object

reference points to the first word of the representation of the object. if the size of the
representation is n words, then this procedure for finding the address to be accessed is
only )egit~m-at~ if the offset , i , satisfies: 0 � i < n. Otherwise the address calculation
described ~h’1\’ e will result in the address of a word outside of the representation of
the object being accessed. Each memory access must therefore check the offset to
ensure that it is within the proper range. The basic technique for reducing the cost of
this check is to minimize the number of extra memor y references needed to obtain the
operan: - for this check. The offset being accessed , i , is already in the CPU. The only
probler-’ .s firici ng what n is. If n is in the object reference , then it is also in the CPU.
A se pa - e piece of hardware can be added to the CPU to perform this check without
slowing down the computation of the CPU. The memory access may proceed before

the check ‘.s complete so the check will not slow down computation at all. If the check is
violated, the memory access can be aborted and, if necessary, any damage repaired .

Unfortunately, the need to have a size field in the object reference has caused

object references on both the B&700 and the Rice-2 [Feustel72] to be more than twice

the size of addresses on t hese systems. If there is no limit to the size of a single object ,
then an object may use all of the storage on the system which would require a size
field of 34-14 bits depending upon whether the upper bound on online storage is 1012

bits or lO~ bits . Such a large si ze field would cause the object reference to be too much
larger than an address for ORSLA to be able to compete with systems that use bare
addresses . The purpose of the size field , however , is merely to reduce the time needed

for checking he validity of loads and stores . It is not necessary for the s i ze field to

approve every valid load and store operation a ’ more accurate size informat ion is 
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quickly available elsewhere. It is possible to encode the siz e field using between 5 and 9

bits so it would approve over 95% of the valid load and Store instructions , thus

reducing the overhead for checking the v :hdaty of loads and stores to less than 5% of

the time taken for inc load and store operations themselves The exact method of

achieving a small size field is rather complicated, however. The details will be covered
in Chapter 7.

A lthough this covers the obvious way in wh ich an object reference can be used to
access stora ge in another object , there is another , more obscure way to violate this
restriction. When an object, x, is destro yed, it is desirable for the address space to be
reused for another object , y. If references to x still exist , then a legitimate use of a

reference to x will result in accessing storage in y. This problem is so severe that

operating systems have not allowed it to occur. It is a common problem in
piogramming languages, however, where i t  is called the dangling reference problem.
An object reference is dangling when the object it refers to has been destroyed.

Dangling references only become a problem, however , w hen the address space for an
old ob ject is reused for new objects wh’ - a dangling reference to the old object is sti ll
accessi ble.

The dangling reference problem cannot be allowed to exist on ORSLA. Perhaps
the best solution to the dangling reference problem is to wait until all of the references
to an objec t are destroyed or become A naccess ab e before destroying the ob j ect. There
are basicall y two techniques for determining that an object is inaccessible: reference

counts and garbage collection. ORSLA should support both techniques. Unfortunately

~o:h of these techniques are very difficult to achieve without much runtime overhead
given al~ of the assum ptions of ORSLA. The very large address space makes garbage
collection difficult. This thesis deals with this problem. Chapter 4 will begin to discuss
the problem of garbage collection on ORSLA. The cost of freeing storage for an
object by garbage collection is proportional to the size of the ob jec t whi le the cost for

~
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reference counts is proportional to the amount an object is used1. Since most ob jects

are small and/or are used a lot, most objects should be garbage collected. Reference

counts should only be maintained on very temporary objects . The free copying of

references, as in LISP , causes problems for reference counts. Each time an object

ref erence is copied, it may be necessary to update a reference count as well. The
problem of reducing the overhead for automatical ly maintaining reference counts on
ORSLA will not be considered in this thes is , but it is a problem that must be faced

before ORSLA can be built. Other workers [Deutsch76] have also recognized this as
an important area of research.

The dangling reference problem can also be solved by simultaneously destroying
an object and all references to the object. This can easil y be built into the garbage
collector that is needed on ORSLA. A slight variation on this theme is to free the
storage for an object or group of objects without reusing the address space for these

objects until all references to these objects have been destroyed . This also requires

cooperation from the garbage collector. Thus ORSLA prevents the dangling references

caused by the explicit destruction of objects from becoming a problem.

The last low level restriction on the use of object references is t hat an object

reference must always refer to the same object. The most important mechanism that
implements this restriction is the single, large address space . Dang ling references violate
this restriction when they become problems, so all the mechanisms needed to solve the
dangling reference problem also implement this fundamental restriction on object
references.

1. These estimates for overhead may surprise some people. The cost for garbage
collection on ORSLA is derived in Chapter 6. II an object exist s for a long time, then
the major cost for reference counts is incrementing and decrementing the reference
counts: operations that are performed automaticall y when the object is used.
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3.4 Enforcing the High Level Restrictions

The low level restrictions on the use of ob ject references provide some protection ,

but their main goal is to ensure that an object reference actually points to the ob ject it

is supposed to point to. In addition, the low level restrictions ensure that the user who

creates an object may control the initial distribution of references to the object. By
itself , however, this does not provide much protection since to a large degree the
distribution of references to an object is determined by the requirements for the flow

of information in a computation. Thus if information about object A is needed when

doing an operation on object B, there will probably have to be a reference to A in the
representation of B. Usually the requirements of protection do not conflict with the

requirements of legitimate computat ion, however, thus even it’ object B should not be

able to obtain all of the information about A, it will probably be permissible for B to
obtain the information it needs to have about A. The high level restrictions on the use
of object references allow the operations that can be performed on an object to be
limited, so the reference to A that is stored in the representation of B could be limited

to those operations that allow only the information that B needs about A to be

transferred to B. When combined with the ability of the creator of an object to control
the distribution of references to the object , the ability to limit the operations that can
be performed with individual object references forms a powerful protection
mechanism.

Each object is a model of an ideal object known intuitively to the programmer~
all of the operations on the object must be consistent with the ideal object being
mode;ea. This is achieved by having the type code field in the object reference
identif y a data type definition that specifies what operations are defined on the object
and how to perform these operations. As mentioned above , operations are forced to
follow the data t ype definition by having a hig~r Iow bit in the ob ject reference If the
bit is hig h, the representation of the object cannot be accessed , but the / i i gh.low bit can
be set to low by the data type definition which can then acce ss the representation of the
ob ject to perform the required operation. The operation of changing the hig i ~i - !ot ~- bit
from high to low is a very sensitive operation that can only be performed by the data

~ 
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type definition of the object. Exactly how this is enforced is discussed in Chapter 7.

Using the Ftigh-low bit to allow operations on an ob ject to be limited has several
effects on programming styles that I consider to be beneficial. First , the operations that
can be performed on an object with a low level object reference cannot be limited , so a

high level object reference must be used wheneve r the operations on the object need to
be limited. This encourages the programmer to limit the high level operations on the
object rather than the low level operations. Sophisticated protection is expressed as

limitations on the high level operations, however , so this effect on programming is
beneficial.

An important property of high level operations in programming languages and
data base management systems is that high level operations are representation
independent , i e. they operate on any object whose high level abstraction is appropriate
regardless of how that abstraction is represented Thus a program that uses protection
via the high ’low bit also achieves representation independence. Conversely, modules
that want to achieve representation independence also achieve an extra measure of

protection. Often the use of high level operations as well as the need for sophisticated
protection and representation independence occur at module boundaries If module A

passes the object r to module B, module A wi ll want module B to perform hig h level
operations on x and may want to limit the high leve l operations that B may perform

on x. Module A may also want to reserve the right to change the representation of x or
to create another representation of the same kind of abstract ob ject as r without
having to recompile module B. By combining protection and representation
independence with high level operations , module B is forced to use r in a
representation independent manner. Thus if modifications are made in A that do not

affect the abstraction that x presents to B, then B need not be recompiled . I consider

this to be a beneficia l effect on programming.

The difficulty with limiting operat ions only by using the liig h ’l ow bit is that it is
difficult to protect an object from represt~ritat ion dependent code. The only
representation dependent code that can operate on an ob ject , however , should be in the
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data type definition for the object , thus this limitation is merely that an object will not
be protected from its data type definition. The entire data type definition must be
correct , however, in order for the obj ect to achieve the behavior it is supposed to have.
Other modules that only use the high level abstraction of the object are al lowed to
depend upon the object achieving the behavior it is supposed to have. These modules
may be proven correct on the assumption that this object behaves as it is supposed to
behave. These proof s will be meaningless if any part of the data type definition of the

ob ject is incorrect , t hus little is gained by protecting an ob ject from its data t ype
definition. By placing the programmer on notice that the entire data type definition
must be correct , however , we may be able to encourage the programmer to prove the
correctness of the data ty pe definition, thereby increasing overall system reliability.

Programming languages are satisfied with two abstractions for an ob ject: high
level and low leve l. In order to provide protect ion , however , it is necessar y to be able to

support many abstractions of the same ob ject . Each abstraction has its own set of
operations that may be performed on the object. One abstraction is needed for each
kind of access that is to be provided to an object . Often the sets of operations
associated with two abstractions for an object will overlap a good deal , but there is no
need for them to overlap at all. Iii order to support multiple abstractions of the same

objec t it is useful to have a field in the object reference that specifies wh ich
abst raction is being used by this reference. This field is called the access control field
because it wi ll be used to control access to objects , although it can be used for any
pur pose that requires multiple abstractions of the same ob ject. The upper limit on the
size of the access control field is determined by the need to kee p the object reference
small. Up to now , ca pability systems have used a very inefficient way of coding the
access control field by using each bit to represent the legality of a different operation ,
so t he access control field could specify an arbitrary subset of the possible set of
operations on the object . This coding is not feasible for high level abstractions for
which there may be a large number of operations defined on the ob jec t. There has not
been adequate experience with more efficient codings in which the entire access control

-
~~ fie ld is an integer that identifies a use~ ul abstraction. We can only guess how many

bits are needed in the access control field. My guess is that between 4 and 10 bits are
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needed.

35 Format of the Objec t Reference

The object refere nce on ORSLA contains several fields. Perhaps the most
important field is the type code field. If the object reference supported by the
hardware on ORSLA is to be used by all the subsystems on OPSLA , it must be
possible to add new types of objects to ORSLA. This is only possible, however , if there
are a sufficient number of undefined type codes in the object reference. Since the type
code is supposed to identify the data type definition , however , it is tempting to use the
address of the data type definition as the type code. Unfortunatel y, t his causes the
object reference to be more than twice the s ize of an address , which is unacceptable.
Furthermore, there is no need for 240 data ty pe definitions since they would not all f it
in the online storage on ORSLA. The size of the type code field can be minimized by
placing an obj ect reference to the data type definition into the representation of the
object. This solution is not acceptable either , however , because it increases the size of
objects by one word and requires a memory access to find the type of an ob ject. A
third alternative that compromises between these two solutions somewhat while keeping
a small type code is to provide a type code field that is large enough to identify the
data t ypes that are provided initially by the system and whose definitions may be
implemented in hardware. One of the initial data ty pes is the escape data type that
contains an obj err reference for its data t ype definition in the first word of the
representation of the object. The Rice -2 was able to achieve a 5 bit type code field
using this approach while still a”wing an unlimited number of data types. If it is
advantageous to use the type code field to identif y the data type for frequently used
system defined data types , then it is also advantageous to identify data types that have

been defined by subsystems and are used heavily in those subsystems directl y in t he

t ype code field. If the user can define a data type that is identified by the type code in

the obj ect reference , then the problem arises o why the user should use escap e data
types. The answer , of course, is that unallocated type codes are a scarce resource of the
system that should be carefully allocated , since a t ype code cannot be reused once it has
been defined . The standard techniques for discouragin g the use of scarce resources,

A _ _  ~~~~~~~~~~~~~~~
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suc h as quotas and charging for the use of the tesources can be used for type codes. If

it costs a user $1000 to allocate a type code, users will not allocate t ype codes unless they
are sure it will save more than $1000 of storage and/or CPU time. Neither quotas nor
c harging for the use of the resource can handle proper allocation of an extremel y
scarce resource, however, so it is necessar y to make the type code field large enough so
these mechanirns will not use up all the type codes. A 9 h~t t ype code field is about the
minimum size that will allow most subs ystems to use a small number of type codes
without exhaustin g the supply. As the type code field becomes larger , however , there
begin to be problems converting a type code into the address of the associated data
t ype definition. This is a serious problem once the type code field is as large as 16 bits.
Thus the type code field should be in the range of 9-16 bits.

The type code field and the size field are both needed to reduce the runtime
overhead and t he storage overhead in small objects. There is also a need for another
small fie ld in the object reference called the daraiypeJnfo field. This field contains
information about the representation of the object that allows certain operations to be

performed on the object reference without accessin g the data type definitiun at all. For
exam ple , this field specifies whether the obj ect reference contains an address or not. It
also specifies whether reference counts are being maintained on this object or not. It )
will not be known exactl y what this field will be used for until the design of ORSLA
is complete and construction is read y to begin. Thus, this thesis does not specif y all of
the information that .s contained in this field. The information that I suggest should
be contained in the dataiypej nfo field is described in detail in Chapter 7. I estimate
that the dara ..Jype .info field will use between 9 and 5 bits.

An nterest ing possibility for reducing the size of the ob ject ref erence is proposed
:n this thesis. The size field is only needed in low level object references , while the
access control field is only needed in high level ob ject references. Bot h of these fie lds
are approximately the same size (5-9 bits), so I propose that the same set of bits in the
ob ject referenc e be used for these two f ields. The operat ion of conver t ing a high level

-
~~ ob j ecr reference to a low level ob ject refer ence will extract the ac cess control field and

will load ~he size field with valid information. Similarly the operat ion that converts a

____ __ _ _ _ _ _ _ _ _ _  _ _ _ _ _
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low level object reference to a high level object reference w i l l load the access control
field. The details of these operations will be covered ir. Chap’.r 7.

We have now seen all of the fields that exist in the ob ject reference on ORSLA:
the type code field, the data ~ yp eJnfo  f ield , the gh-low bi t , the acces s coi~ rol field .
the size field and the address. The size of the address is 40-50 bits , but the size of the
obj ect reference must not be more than twice the size of the address in order to allow
ORSLA to compete with computer systems that do not support context independent
object references in the hardware but manipulate addresses instead. We have seen that
the type code field requires 9-16 bits, the size f ield requires 5-9 bits , the Mg /i - l ow bit
requires one bit, the data~~ypeJnfo field requires 3-5 bits, and the access control field

can use the bits in the size field. This gives a total range of 18 to 31 bits in the object
reference in addition to the address. We cannot really afford more than 31 bits in the
ob ject reference for fields in addition to the address , however , because 31 bits is so
close to the size of the address. Thus the size of the object reference on ORSLA will
be in the range of 58-81 bits.

3.6 Monttoring

There is an interesting feature on ORSLA called “storage monitoring” that allows
all accesses to a particular storage location to be monitored . Monitoring the value of
variab les is an accepted control structure in high level languages ~Fisher ’70, pp9S-99;
Hewitt72). Many languages only support monitoring of simple variables because
otherwise mor ‘oring cau;es a great deal of overhead if it is not supported by

data type in f o  type H/L s i z e  address

~~-5 bit4~~ 16 bi ts  TJ~~~1 ~± J
access
control.
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hardware. If monitoring were provided in the hardware , however , there would be
almost no overhead until a monitor were actually “tripped” or invoked . It would be
possible to monitor not only simple variables , but also elements in arra ys and other
data structures. This kind of monitoring can be used to provide a trace of the values
of a variable and/or to ensure that the value o~ a variable always fo llows rest rict ions
that the programmer has specified. These are both powerful debugging tools The
general storage monitoring feature is also similar to the “sto p-on-address-com pare ”
switch that makes hands-on debugging using the “single-step ” switch arid other console
switches so powerful. Stora ge monitoring can also be ur ~I to accumulate metering
information without including special metering instruction sequences throughout the
system software. Thus system evaluation can be done much more easily with stora ge
monitoring. It is also possible to detect the use of uninitialized variables with storage
monitoring without inserting explicit checlcs into the software. Finally, stora ge
monitoring can be used to prevent the modification of certain sensitive fields in the
representation of an object.

Stora ge monitoring is implemented by rep lacin g the contents of a monitored
location by a special object reference in which ~ bit in t he data Jyp e .~info field specifies
that the kication is monitored. The object reference stored in the monitored location
points to the monitor object. Whenever a monitored location is accessed , t he ref inition
of the monitor ob ject is inspected to determine how the read or write operation is to be
performed. The most common storage monitor ob ject contains three locations as shown
in Figure 7. The first location is a surrogate location that contains ‘~hat the monitored
location would contain if it were not monitored . The second location contains a
re t erence to the definition of the read operation. If this is the nul l ob ject . then a read
from the surrogate location is performed , otherwise the def inition of the read
operation must be a procedure ob ject that is called with two arguments the current
monitor ob ject and a cell cb ject that specifies the monitored location. The value
returned by this procedure is considered to be the informat ion read from the
monitored location. The procedure may perform any co inpuration t ha t is desired , The
ce ll object allows monitors to be added to and/or removed from the location and allo~ s
read and write operations to be performed to the monitored location . The third
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A

monitored 1 1  monitor object

~~~~te op:r at i~~ 

loca tion

_ _ _ _ _ _ ci
A location in object A which is supposed to contain an object reference to the integer 5
is being monitored. Whenever this location is accessed , the definition for the read or
write operation that is within the monitor object is invoked. The stor e ge.inortitor bit in
the dataiype info field in the object reference in the monitored location is on. This bit
activates the storage monitor machinery during reads and writes.

Fig. 7, General Purpose Monitor Object

location in the standard storage monitor object contains a reference to the definition of
the write operation. This is either null or a procedure that takes three arguments: the .7
monitor object , the cell object , and the information being stored into the location. The
write operation , of course , does not return a value.

Another common stora ge monitor object is the unini tialized .~.sto ra ge monitor
object. Whenever an object is created on ORSLA , all the stora ge in the representation
of the object is automatical ly initialized with uninit ialized ...storage storage monitors.
The reference to the un inhtiali zed ~~tor age object is an atomic object reference that

contains no information. The store operation to an uninitialized location is defined to

erase the storage monitor and perform the store operation normally. The read

operation to an uninitialized location, however , is defined to causes the

unini tialized ~ torage interrupt. Software may set up a handler for this interrupt , but

most of the time it will generate an error.

—
~ 
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The object reference for the monitor object that is passed to the procedure that

define s the read and write operations for the most common storage monitor object is
the same as the object reference in the monitored location except that A t has been
deactivated as a stora ge monitor by having the storageinonilor bit in the data Jyp einfo
field turned off. Thus this reference to the monitor object can be passed from
program to program, allowing the representation of the monitor object to be accessed,
while an active reference to a monitor object causes an interru pt that invokes the
monitor whenever the location containing the active reference to the monitor is
accessed.

Whenever a read or w rite operation is performed to any location , the contents of
the location must be checked for the presence of a monitor. If the storage .monitor bit is
chosen as part of the system design, then a gate can be placed in the hardware that
w i l l  generate an interrupt when a location containing an active storage monitor is
accessed. Most read and write operations will be performed on locations that are not
monitored , so the checks for monitors must be designed to optimize the case of no
monitors. With the combinatorial circuit mentioned above , t he read operation can
check for monitors without taking any extra time. When a location is written into,
however , the previous contents must be checked for a storage monitor. This requires
that the previous contents be accessed before the location is modified . It is not
necessary to use a full read-modify-write cycle on the memory, however , since a monitor
will be found so seldom. It is acceptable to use a read/wr ite cycle in which the
information written is not dependent upon the information read. If a location is
monitored , then t his will only be discovered after the write , but then the original
contents can be rewritten , thus forming a read/write -rewr ite cycle that is
indistinguishable from a read-modif y-write cycle in which the wr ite has been aborted.
These com plex memory operations require a litt le more time than a simple write cycle
on semiconductor memory . Unfortunate ly, it is difficult to estimate just what this
overhead is. The necessary read/write cycle can be just as fast as a simp le write cycle ,
as on Intel’s 1103 family of 1K dynamic MOS RAMs , or it can be as long as l9OT. of a
simple wri te cycle as on Signetics N82SU bipolar 1K RAM , The architectures with the
highest speed memory, however , make use of ~ cache. As we will see in Cha pter 5.
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cache memor y must perform a read before the write anyway. Monitoring is able to

make use of the data thus retrieved during store operations rather than wasting it.

Thus it is possible that a small overhead will be incurred in order to implement
monitoring on slower , less ex pensive machines , but the fastest machines will not incur
any overhea d for this feature.

There is another use for the checks needed by storage monitoring, however: the y

can be used to implement reference monitoring as well. Storage monitoring monitors

the use of a location while reference monitoring monitors the movement of an object
reference. The r iost important use for reference monitoring is to maintain reference
counts. Most obje cts will have their storage reclaimed by garba ge collection , but some
objects wi ll also make use of reference counts. Since the number of objects t hat will

make use of ref ’~rence counts is signi; sca nt , the maintenance of reference counts will

probabl y be done in microcode. A bit in t he data .type..info field in the object reference
will be used for tderitif y~ng those references for which reference counts are being

maintained. Another input will be added to the gate needed for storage monitoring so

it wi ll recognize reference monitors as well.

In order to maintain reference counts it is necessar y to perform a few more checks
tha n are performed for storage monitoring; since these extra checks all involve

information that is already in the CPU, however , they can be performed without

slowing down the CPU. Whenever the number of references to an object changes . the

reference count must be updated. A load operation makes a copy of the reference
stored in the location accessed , so the count on the object referenced must be

incremented , but the reference is stored in a CPU register which may have held a
reference to another ob je ct. The number of references to this second object has
decreased , so its reference count must be decremen ted. Thus not onl y must the contents
of the location loaded from be checked for monitors , but so must the CPU register

being loaded into. In the case of a store operation , t he previous contents of the location

must be checked . If it is an object reference , the reference count on this object must be
~~ ‘

,,, . decremented . In addition , it is necessa ry to check the object reference in the register
being stored and the reference count on this object must be incremented .
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Since checkin g for monitors does not cause overhead when no monitors are

present . the over head for reference count ing is restricted to those ob jec ts for which
reference counts are being maintained. Each time a reference to a reference counted

object is copied or destroyed, the reference count , which is located in the first word of

the representation of the object , must be accessed so it can be incremented or
decremerited. This extra memory reference when.~ver an object reference is moved is
the minimum over head that can be obtained if reference counting is performed by
hardware. Even so, this overhead is ver y high whe i it is considered that on ORSLA

obj ect references are moved as frequently as pointers are moved within PL/I or LISP.
Thus reference counting will only be used for very temporary objects whose referenc es
wi ll not be copied much before their storage is reclaimed . It may be possible to reduce

the overhead for reference counting by reducing the number of operations for which
it is necessary to increment or decrement the reference count. For examp le, it may be
possible to keep track of those references internal to the CPU separatel y from those
outside, thus bringing a reference into the CPU would cause the reference count to be

incremented and when the reference is no longer in the CPU the reference count
would be decrementec ~, but the number of copies of the reference with in the CPU

would not be maintained in the object ’s reference count . In this case , the extra check on
the load instruction may become unnecessary, althoug h the extra c heck on the store
instruction is still necessar y. Such a technique would substantiall y reduce the overhead
for reference counting for register -to-register operations . Exactly how reference counts
should be maintained , however , is beyond the scope of this thesis. It is a subject that
obvious ly needs further work.

Once all of these checks are provided for , some data ty pes should be designed
that can be used for a general reference monitoring feature A com prehensive desi gn
of a monitoring mechanism and of language constructs to handle it is beyond the scope
of this thesis. Providing such a comprehensi ve system is important for any system with
tagged architecture such as ORSLA. Storage monitoring and the mechanism needed
for the automatic maintenance of re: ere nce counts are very siniilar , so these two

r “~ mechanisn~ should be combined into a more powerful and comprehensi’~e monitoring
‘ea ’ure. This is a fertile area for future research.
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3.7 Small Objects

One of the important contributions of this thesis is to show how to swap many
objects between high speed memory and disk in one disk operation. The first ste p in
achieving this on ORSLA is the paged address space which allows many objects to be
placed on one page . The next step is to provide a mechanism for encouraging locality
of reference. Objects that will riot be used together should not be placed on the same
page, while objects that will always be used together should be placed on the sa me
page.

ORSLA provides a mechanism for partitioning all of the objects on the system
into groups called areas. Objects in the same area are supposed to be used together
whtle objects in separate areas are less likely to be used together. Since placement
within the address space determines placement on pages, areas must b.~ used to place

objects into the address space so that related objects can be on the same page. The area
is therefore used to allocate storage for the representations of objects 1.

Address space ~s allocated to areas in units of a page since the purpose of an area
is to group objects together that are likely to be used together. Each area may use its
own storage management techniques to allocate address space to individual objec ts.
The system may allocate pages of physical storage to an area separatel y from the pages
of address space. A serious problem that every system must face is the possibility that a
single computation will exhaust all available physical storage. If the space hungry
computation is running correctl y, this is a serious problem indeed for which there are
no easy answers. If the computation has exercised a bug that is causing the
computation to allocate large amounts of storage uselessly, the computation must be
stopped before all available stora ge is exhausted since the entire system may crash at
that point. This can be prevented by placing storage quota s on areas. An erroneous
computation will probabl y violate a storage quota long before all free storage is

I. The term area comes from the PLII area. 
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exhausted . The storage quota violation will stop the erroneous computation and allow
it to be debugged. Areas must also have address space quotas since pages of physical
stora ge and pages of address space can be allocated to areas separatel y.

When an object is created on ORSLA , it is necessary to specify in which area to
place it as well as what kind of object to create. If the scheme for areas provided by
ORSLA makes sense to the programmer then it will be easy for him to select which
area to use. By specifying in which area to place an object , the programmer is giving
he system additional information about the pattern of use of the ob ject.

Regardless of how carefully objects are originally placed , however , as data
structures change it may become necessary to move objects from one area to another.
Once an object has existed for awhile the pattern of references to the ob ject from
elsewhere in the system provides important information about the best placement of
that object. All of this information is available to the system. In fact , this information
is used during garbage collection. On ORSLA , garbage collection is also used to
increase locality of reference , especiall y within a single area. It can also be used to
move ob jects from one area to another. The resulting automatic mover is capable of
correcting some mistakes in the initial placement of objects as well as recognizing
changing data structures and moving objects accordingly.

3.8 Garbage Collection

Once it was decided that ORSLA must have garbage collection , many
applications arose that could take advantage of garbage collection. It is essential that
garbage collection be practica l on ORSLA. Garbage collection operates by finding all
a~cessible ob jects , but it is clear that it is impractical to find all of the accessible objects
in 1012 bits of storage.

An important contribution of this thesis is to show how to garbage collect a single
area separatel y from the rest of the system. Only the accessible ob jects within one area

‘ “~ are found during a sing le garbage collection. The size of an area can be controlled so
there will not be too many objects in the area to garbage collect it all at once. The 
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greatest efficiency gained by this approach lies in the ability to garbage collect only the
portions of the system that need garbage collection.

The key step in being able to garbage collect a single area is in having ORSLA

maintain lists of all inter-area references. The garbage collector , when finding all the
accessible objects in an area, can assume that objects referenced from other areas are
accessib le. This assumption does not always hold, however , so a mechanism is presented
in Chapter 6 that prevents this assumption from causing problems when it does not
hold. Chapter 4 begins the detailed description of the garbage collector used on
ORSLA.

The real problem in ORSLA, however , lies not in the garbage collector itself but
in the mechanism that maintains the lists of inter-area references . It would be easy to
create such a mechanism that would cause a large amount of runtime overhead. The
mechanism presented here for maintaining the lists of inter-area links would have to
be designed into the hardware; it would then cause only a small amount of runtime
overhead. This mechanism is described in Chapter 5. 
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Chapter 4
Garbage Collection In Area s

This chapter discusses garbage collection and the mechanisms that need to exist
in area s in ORSLA in order to allow a small number of areas to be garbage collected.

The mechanisms of inter -area links and of the lists of inter-area links are
automatica lly maintained by ORSLA to allow small garbage collections. Cables and
local computation areas prevent inter-area links from being generated so frequently on
ORSLA that it would significantly slow down the entire system The concept of

inter-area links and how they are used to achieve small garbage collections is relatively
straightforward , however. Cables and local computation areas are important for
achieving efficiency, but are reasonably obvious mechanisms once the approach of

inter -area links has been taken. What makes this thesis so novel even though it is

based on a simple idea is the efficiency of the described mechanisms. Though it may

seem that maintaining the lists of inter -area links would be very expensive , it turns out
that this is not :rue, although we will not see why until Chapter 5. II the maintenance
of the lists of inter-area links is carefully built into the hardware , it can take advantage
of the virtual memory machinery by placing into the page map a reference to the area
that each page is part of. The operation of finding what area an object resides in then
becomes very inexpensive , thereb y reducing the overhead for the maintenance of
inter-area links to an accepta hle level. The role of this chapter is to show the value of
the lists of inter-area links so that the reader will appreciate the mechanisms for
maintaining the lists of inter-area links that are presented in Chapter 5.

.

4.1 Overview of Garbage Collection

The main purpose of garbage collection is to free the storage occupied by
inaccessible ob jects . It is not possible, however , to discover directly which objects are
inaccessible. Instead a garbage collector operates by finding all of the accessible ob jects .
All ob ject s that are not accessible are by definition inaccessible. The inaccessible objects
are freed and stora ge is compacted.

The accessible objects are found by a process called ~nar&ing. Marking begins

~ 
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with the immediately accessible objects: the activation record of the procedure that
called the garbage collector , the file system , and all global variables. Logicall y two sets
are created: the set of marked objects, M, and the set of objects that have been marked
from, F. M initially contains the immediatel y accessible objects while F is initially
empty. A marked element , x, w hich has not been marked from, is selected from the set
M - F and is marked from. This is done by looking at the representation of x and
finding all the object references in x. All these objects are added to M without causing
duplications. The element x is then added to F. This process is repeated until M — F.
i.e. M - F — 0. At this point M is the set of all accessible ob jects , markin g is comp leted .
The storage for all the inaccessible objects is then freed. There may be a fair amount
of fragmentation of storage, however, i.e. there may be many small blocks of free
storage separated by accessible objects. Compaction rearranges all the accessible objects
in storage so that all free storage is in one large block. On systems with virtual
memor y, compaction also attempts to increase the locality of reference of the accessible
objects. Note that when an object is moved in the address space all of the references to
that object must he modif ied. Compaction must handle all these details.

4.2 Copying Garbage Collection

The basic purpose of a garbage collector is to clean up all the “garbage that p
degrades system efficiency . This can be done by reclaiming storage for inaccessible
objects, eliminating storage fragmentation. increasing the locality of reference of the
data , and changing the representation of some objec ts, e.g. changing the size of a hash
table. Some garbage collection algorithms can only do some of these tasks , An
algortthm that will perform all of these tasks is the copying garbage collector

~Fenichel69). There are two phases to a copying garbage collector: the copy phase and
the delete phase . The copy phase performs marking and compaction while the delete
phase performs freeing.

During the copy phase a copy Is made of each accessible ob ject . The object
ref erences placed in the new copy of an object are references to the new copies of the
corres ponding objects . When the copy phase is over , all of the accessible objects have
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been copied. Since all these objects were allocated from one large block of free storage .
there is no fragmentation in the copy. Also, there are no object references from the

new copy to the old copy.

The delete phase then deletes the old copy. All of the storage in the old copy,
whether it was part of an accessible objec t, an inaccessible object or free stora ge, is
freed at once as one large block. No information about the representation of

inaccessible objects is necessary if the t reeing iS done in this way. Most other
implementations of garbage collection require such informat ion.

The copy phase of the garbage collection must maintain a mark data base. All
ob jects that have been mar ked have an entry in ihe mark data base that contains a

reference to the new copy of that object. There are two ways of maintaining this data
base: by internal marking or by external marking. External marking uses a separate
mark data base that associates marked objects with their new copies. Internal marking
uses a word in the representation of the marked object to hold a reference to the new
copy of that object. During the garbage collection most of the ob jects are dealt with by
the garbage collector as objects that are being garbage collected. A few of the obj ects
are also used to assist with the garbage collect ion, however , such as the garbage
collection procedures. If the object is not used to assist with the garbage collection ,
how ever , it is not necessary to reserve an entire word in the representation of the object
for internal marking. It is possible to reserve only a sing le bit solely for internal
marking by havin g this bit indicate whether the object is marked or not. If the object
is marked , then a specific word of the represen tati cn of ~he object contains a reference
to he new copy of the object instead of the pa rt of the representation of the ob ject
t hat the -.~ord contains when the object is not marked. Objects that are interna lly
marked in this way have part of their representation obliterated when they are mar ..ed .
and so cannot be used while they are marked to model the object they are supposed to
model. If an ob ject may be used to assist with the garbage col lect ion then an entire
word in the representation of the obj ect must be reserved for internal marking.
External markin g, on t he other hand , does not use an y s tor a g e within individual
object s. It allows all ob jects to be used to assi st with the garbage collection as long as
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their state is not modified by the garbage collector. Whether internal or external
marking should be used is immaterial to this thesis. Since external marking is easier to

work with, however , it will be assumed.

Th~. copying garbage collector begins with a list , L, of immediately accessible
objects. The heart of the copy phase is in the recursive procedure collect shown in

Figure 8. The collect procedure is applied to each of the elements of L. This ends the

copy phase. The language used in Figure 8 is modified Algol that allows a variable to

be declared to be an obj ect , i.e. the variable may be assigned any type of object.

Variables of type object use a full context independent object reference. The

assignment statement only involves the movement of an object reference , it does not
cause information from within the object being assigned to be copied into any other
object . The externatl y inark procedure adds an entry to the external mark data base,
whi le the externally..inarked? and new .ccp y procedures retrieve information from that

data base. The 1th word in the representation of x is specified by x[i).

• procedure collect (x);
begin object x, new ...x; integer i;

if externall y~ narked ?(x) then return new ....copy (x);
new ..x :— al locate .izew ...copy (x);
exzernal l y inark (x, new ...x);
for i :— 1 to s ize (x) do

begin object z , W;
GCJoad (z, x(i]);
if  stor age inonitor ?(z)

then w :— deactivate mon itor(z);
else w :— z;

if ‘—atorni c ’(w) then w . — col!ec t (w);
if stor age .Jno nitor ~(z)

then set .Jtora ge monit or (new .x [ i] ,  w);
else new ..xCl ) :— U;

end
return new..x;

end
Fig. 8. COLLECT Procedure 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -
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The code in Figure 8 merely describes the basics of the collect procedure. It is not

code that can be executed. Most of the procedures called by collect are dependent upon
the representation of x. I am not suggesting that these specific operations should exist
on x. Probably collect should be written separately for each data type . The collect
operation would be the generic operation defined on all data types to perform garbage
collection. The code in Figure 8 merely describes what this operation would do.

The collect procedure takes one argument and returns one value. The argument is
the object to be garbage collected and the value is the new copy of the object. If an
object has alread y been marked then there will be an entry in the external mark data
base specifying where the new copy is. The new copy can be immediately returned as
the va lue of collect. If the object has not been marked before , then a new copy must be
created and an entry must be m ade in the external mark data base. Then we may
begin putting information into the new copy. Information that does not contain

addresses (atomic information) can be simply copied into the new copy of the object.
The test for atomic information is true if the tag bit is zero or if the type code
indicates an atomic object reference , i.e. the first two bit s of the dataiyp einfo field
are zero. Non-atomic object references cannot be copied so easily. An ordinary
non-atomic object reference must be converted to a reference to the new copy of its
object. The collect procedure will find the references to the new objects , so it is called
recursively and the result is stored in the new copy of the object . This recursive call to
col lect not only finds the references to the new ob jects , but also causes objects that have
not yet been copied to be copied. During the course of the garbage collection all
accessible object references are passed to the col lect procedure as arguments

The existence of storage monitors does cause some comp lications for the garbage
collector. The garbage collector should not trigger storage monitors or cause them to
disappear. Thus when the information in an object is being copied , a s pecial load
instruction (GC Joad ) must be used that w ill not trigger storage monitors but will illow
them to be copied. Thus the OC load instruction returns an active object re ference to
the storage monitor. The collect procedure can determine whether the location was
monitored by inspect ing the stora ge~noni1or bit in the data . .type .info field of this

-.- —~~~~~~--,-~~~~~~~~~~~~-
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object reference. Before the monitor objec t itself can be copied or manipulated in any
wa y , however , the reference to the monitor object must be deactivated. The
deactivate ..j noni:or operation turns off the storage Jnonitor bit in the data Jype info
field of the reference to the monitor object so that the reference to the monitor object
can be passed around without triggering the monitor. After the monitor ob ject has
been collected , the reference to the new copy of the monitor object can be placed as an
active storage monitor in the new copy of the object that was monitored by using the
set ...storage itwnuor operation. The seLstorage .~nonitor operation is basically a store
instruction that turns on the storage..inonit or bit in the data ...type .info field of the
object reference being stored.

Note that each activation of collect that makes a recursive call is marking from
one object . If the new copies are being allocated from one large block of free storage.
then co llect will place an object near other objects that reference it. ~or exam ple,
consider Figure 9. Assume that none of the objects A-F have been marked until
collect(A) is executed. Regardless of where objects A-F are placed in the old copy, the y
are all placed adjacent to each other in the new copy. During the processing of this
data structure three recursive calls on the collect procedure were active at one time. A
simple copying garbage collector not only handles fragmentation of storage but
automaticall y places together objects that reference each other and are therefore likely
to be used together. This has been described by Fenichel & Yochelson [Fenichel69).

4.3 Large Garbage Collections

Garbage collection has been developed primarily as a programming language
feature in which only the temporary storage for a single computation is garbage
collected at once. This corresponds to the entire address space on an SAV system.
Unfortunatel y, garbage collection becomes inefficient when used in much larger
address spaces as on ORSLA. If paging activity is ignored , then the time required by a

garbage collector is proportional to the amount of storage in the accessible ob jects . If

the amount of storage in the address space being garbage collected is less than the size

of high speed memory then the working set of the garbage collector will probably fit
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in high speed memory and the time taken for paging activity wilt be minimal. Finding
all of the accessible objects in the address space is feasible if the size of the address
space is smaller than high speed memory. If the address space covers all of disk ,
however, such a garbage collection is totally impractical. The garbage collection would
probably thrash , but even if it did not there are so many accessible objects on the disk
that looking at them all is a very large job. Garbage collection cannot be performed in
exactly this way in ORSLA’s single address space.

There are two sources of additional overhead that appear when garbage
collecting large address spaces. First , the garbage collector thrashes , greatl y increasing
the amount of CPU time needed per accessible object. Second , much of a ver y large
garbage collection is wasted on data structures that have not been modified since the
last garbage collection. Just as a system exhibits locality of reference , so it exhibits
locality of modification (see section 6.7). If the garbage collector could be concentrated
on the parts of the system that are being modified , then most of the wasted garbage
co llection time could be avoided.

Both of these problems can be attacked by a garbage collector that operates on
just a small piece of the address space. Objects on ORSLA, however , are already
grouped together in units called areas in order to effic ientl y swa p small objec ts in the
memor y hierarchy. Each area contains a small percentage of the storage on the entire
system. It would be possible to garbage collect a single area if the system were able to
list all of the object references from the other areas in the system to objects in the area
being garbage collected. Then it would be known what objects within the area are
accessible from the rest of the system. Using these as immediately accessible ob jects ,
garbage collection would find the rest of the accessible objects in the area ORS LA
provides such a mechanism; it automaticall y maintains lists of all of the inter-area
refere nces on the system so that areas may be garbage collected separately from each
other.

Savings are achieved by this approach in three ways. First , the storage in the
system can be garbage collected one piece at a time, allowing reasonabl y small garba ge

_ _  — . —~~~~~~~~~~~~ --— -,-- -~~~~. . .
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co1lections to be interleaved with normal computation. In ~dthtion, onl y the
computations that are using the storage being garbage collected roust be stopped
ouring a garbage collection. Second, areas can be made small enough so that the
garbage collector will not thrash, thereb y significantly reducing the time needed to
garbage collect a page of storage. Third, the garbage collector may be directed to those
areas that need it the most. In particular , those areas in which modifications are being
made at the highest rate will need to be garbage collected at a higher frequency than
other areas. The areas that need a high frequency of garbage collection may have it

without forcing other areas to be garbage collected at the same rate.

In Knuth’s discussion of garbage collection , he states that garbage collection is
performed when the system ,s about to run out of storage . Although this has been true
on systems from the IBM 709 to the PDP-1O this is not true on large virtual memory
systems such as M.jltics [Fenichel69]. LAV systems only run out of storage when the
entire system exhausts disk storage. A computer system should have large quantities of
disk storage available for temporary storage at all times . If it is exhausted , no processes
will be able to use additional temporary storage: an unacceptable situation. On
ORSLA, an area is garbage collected when it contains enough garbage so that a
garbage collection will save money by reducing either the storage used or the paging
activit y of the area. The longer the area will exist without modifications , the more
money will be saved for each word of storage retrieved and for each increment in
locality of reference achieved by the garbage collection.

Since each area contains a small part of the storage on the system , and since a
computer system keeps a significant amount of disk available for temporary storage .
the garbage collector does not have to be painstaking ly designed to use a minimum
amount of temporary storage . Thus we may use a copying garbage collector wi th a
recursiv e collect procedure and an external mark data base. Rather than minimizing
the total amount of temporary storage used , we shou ld minimize the working set of the
garbage collector. External marking may result in a smaller working set than internal
markin g. 

~~~~ .-.— 
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4.4 Other Approaches to Large Garbage Collections

HYDRA shares many of the goals of ORSLA but tries to achieve them with a
CUID system. HYDRA performs garbage collection on the entire address space at once
to free stora ge for objects. This garbage collection , however , involves relativel y lar ge
objects in a system with a small total of online storage. Even so, the garbage collection
is so expensive that it is only done once a day. HYDRA requires 3 minutes to garbage
collect 3 x 108 bits (40 million bytes) of online storage. ORSLA , however , is being
designed for 10~~ bits of storage. Ignoring non-linear effects due to thrashing, this
would require at least ~~ minutes to garbage collect , or approximatel y one week . If
HYDR A  had 1012 bits of storage it would not be able to perform garbage collection.
The vast amounts of storage that systems can now have rule out the use of algorithms
that must operate on all storage.

Recentl y there has been interest in having the garbage collector run in parallel
wit h normal computation [Steele75, Wad ler76, Baker77]. One reason for interest in this
algorithm has been the hope that it would make garbage collection of all of disk
storage practical. Although a parallel garbage collector may allow processes to be
garbage collected with a minimal interruption of serv ice , it will not make garbage
collection of all of disk storage practical. Even ignoring the high speed memory used

by the garbage collector and the overhead for coordinating the running computation
and the garbage collector that is required by Steele ’s algorithm in both the running
computation and the garbage collector , it wou ld take the garbage collector one week to
complete a single garbage collection of 1012 bits of stora ge. The system would need
enough extra physical storage to contain all the garbage generated on the system in a
week .

Performi~ig garbage collection in parallel with normal computation will not
eliminate the need to be ab le to garbage collect sing le areas; on the other hand, once

the decision has been made to support garbage collection of sing le areas , it may be
- 1
,,. desirable to support garbage collection of a sing le area in parallel w ith use of the area.

Unfortunately, there has not been enough an~lysis of the overhead involved in parallel
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garbage collection to enable me to predict whether a parallel single area garbage
collector wou ld be superior to a sequential single area garbage collector. Wadler

[Wad ler76) concludes that twice as much CPU time should be spent in a parallel
garbage collector as in a sequential garbage collector. It is argued that this is not

important since the garbage collection would be done with a parallel processor. There

are still several questions about overhead that must be investigated before the parallel

garbage collector can be seriously considered , however:

1) Should the parallel garbage collector processor be an inexpensive special purpose

processor or should it be a general purpose processor?

2) If garbage collection is done with a general purpose processor , to what extent

could this processor be used for executing other jobs rather than always
garbage collecting?

3) One problem with multiprocessing sys t e~~s is that each processor must have a

large amount of high speed memory for its own use To what extent will a
parallel garbage collector share memory with the process running in parallel

and to what extent will the garbage collector need memory of its own? How
much over head will this create for the running computation in added paging
activity due to an inabilit y to use all the high speed memory?

4) How much overhead does the parallel garbage collector require in normal
com putation if the hardware has been carefully designed to perform as

quickly as possible the more complicated store operation that is required by the

parallel garbage collector?

5) Can the system and the hardware be designed so that there is no overhead for

the normal computation unless a garbage collector is actually running in
parallel with it?

Finally, whether to use parallel garbage collection depends upon two basic questions:
a) what is the total cost for parallel garbage collection vs. sequential garbage

collection and
b) wha t interru ption in service is associated with parallel garbage collection vs.

sequential garbage collection.

At t his time it appears that parallel garbage collection is more expens ive but that
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sequential garbage collection requires more interruption of service. If question (5) above

can be answered , “yes , then the system can be designed to support both paraUel and

sequential garbage collection and the user or programmer can select which will be used

An eac h situation. This thesis does not consider the parallel garbage collector further

and does not show how to combine it with the techniques presented in this thesis. This

work is left to future research.

4 3  Inter-Area Links

One of the purposes of areas on ORSLA is to serve as the smallest piece of the

system that can be garbage collected. Garbage collection of an area proceeds by copying

all of the accessible objects in the area into a new copy of the area , and then deleting

the old copy of the area. In order to allow an area to be garbage collected separately

from the rest of the system , it is necessar y to have a list of all the references stored

outside of the area to ob~’cts in the area, i.e. a list of incoming references to the area.

All the incoming references must be modified during garbage collection of the area so

they will point into the new copy of the area. In addition, t he incoming references can

be used to define the set of immediatel y accessible objects in the area from which to
start the garbage collection. It is also necessary, however , for an area to have a list of

all the references stored in that area that point to objects in other areas , i.e .. list of

outgoing references from the area. Thus each inter-area reference is on two lists: the

list of incoming references to the area the reference points into and the list of outgoing

references from the area the reference is stored in. Before the old copy of an area is

deleted, t he outgoing references from the area must be removed from the lists of

incoming references of the areas they point into. Thus each area must have a list of
outgoing references and a list of incoming references. The elements of the lists are

called inter- -area links , each of which contains a single inter-area reference.

An example of an inter-area link is developed in Figure 10. Let us consider the

-. objects x and y. Inside of object x is a refere nce to object y. This describes the state of

~! ~ affairs accuratel y if x and y are in the same area (see Figure lOa). If object ~ is in area
A and object y is in area B, however , then the reference in x to y uses the inter-area
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FIg. 10. Inter-Area Links

link, I (see Figure lOb). Instead of storing the object reference to y directl y in x, an

object reference for I is stored in x; the object reference for y is in I.

It is necessary for the garbage collector to be able to find 1 given only a reference
to area A or to area B. An object reference to an area points to an area object . Thus
the area object must contain , among other things, an object reference to list of
incoming links and an object reference to a list of outgoing links. Each inter-area link .
I, contains three object references as shown in Figure lOc : 1) a direct reference to the

I. 
- 

ob ject (y) that I is pointing to, 2) a reference to the next inter-area link in the list of
incoming links for the area ~B) that I is pointing into, and 5) a reference to the next
inter-area link in the list of outgoing links for the area (A) that I resides in. Thus each

. 
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list of links has its root in the area object but is threaded through the inter-area links

themselves. The list of incoming links to an area is threaded through the second object

reference in the link, w hile the list of outgoing links from an area is threaded through

the third object reference in the link. Figure 10€ shows how each inter-area link is

t hreaded onto these two lists. Since there is only one inter-area link in Figure 10€ . the
reference s in the link to the rest of the incoming and outgoing lists reference the null

ob ject. A more extensive example is shown in Figure II, which contains an additional

object w in area B and an additional object v in area A. Figure Il also shows another

area , C, t hat contains the object z. In addition to the inter-area link from x to y there

are also inter-area links from x to w, x to z, y to v, and z to x. The lists of incoming

links to area A starts in the area object for A and includes the link from y to v and the

link from z to x. The list of outgoing links from A include the links from x to y. x to

w, and x to z. The five links also form incoming and outgoing lists of links for areas B

area

l area ~4I~~fl I _ _C -~~~~~~~~~~~~~~
---~~~ ~~~~~~~
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ar c~i w
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and C.

This chapter will only deal with the u~e ‘ inter-area links; the problem of
maintaining the lists of inter-area links will be covered in Chapter 5. In order to

maintain the lists of inter -area links, however , it must be possible to find quickl y what
a~~~~~a an object is in. This is implemented by placing a reference to the area object into
the page map on ORSLA. The importance of this feature at this point is that an

inter-area link implicitly contains a reference to the area ob ject of the area it resides in

and a reference to the area object of the area it is pointing into. These implicit
references can be used to find the beginning of the list of incoming links and the

~eginning of the list of outgoing links given only a reference to an inter-area link.

There is some question in the design of ORSLA about exact l y how t he lists of

inter-area links should be implemented. An obvious alternative to the method

presented here is for these lists to be doubly linked instead of being sing ly linked. The
representation for the list of inter-area links presented in th~s thesis was selected
because the size of an inter-area link is small and the cost of threading an inter-area
link onto the beginnin g of a list of links is very low . The cost o~ Iiflthteadlflg an

inter-area link, 1, f r o m  a list of links may be high with this representation , however ,
since it is necessary to traverse the entire list from the beginning of the list to 1 and

t hen to modify the previous link in the list. Future research on ORSLA may develop a
su perior representation for the lists of inter-area links , but the representation presented
here is sim ple and is therefore superior for describin g ORSLA

An important design d ec is ion on ORSLA is in which area an inte r~area link
shou~~ be placed: the area  it comes f rom , or the area it points i nto. An inter-area link
must be placed in ~he area the link comes from in order to allow a:~ as to be garbage
co llected separatel y Figure 12 shows an improper l y placed link. Area A in Figure 12 can
be ~a rba ~ e collected correctly, but a problem arises when area B needs to be garbage
collected. When area B is garbage collected , the Lnter-a rea liflk is able to identify ~ as

an immediatel y accessible object in area B. but t hen the inter-ar ~.i link itself is C O 1 I i k ’~~

i n to  the new copy of area B. It is then n essa:y to modif y the refer ence in area A to
t he  inter -area link , but the re is no way of knowing where th is reference is without 

~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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A area B

Fig. 12. The inter-area link should be in area A.

garbage collecting area A. Thus ORSLA requires that an inter-area link be stored in
the area the link comes from and not in the area it points into.

4.6 Cables

Areas on ORSLA can be divided into two very general classes: permanent areas
containing long term data and local computation areas that contain the temporary
results of computations . The informatiL -i kept in permanent areas on ORSLA
corres ponds rather closely to the information kept in files on SAV and LAV systems ,
while t he information kept in a local computation area on ORSLA corresponds
roughly to the information kept in the address space of a job on an SAV system , but
corres ponds more closely to the information kept in the segments in the process
director y on Multics.

Inter-area links serve the needs of permanent areas rather well , but create too
much overhead to be used with local computation areas. A local computation area will
contain references to many different ob jects in permanent areas Most of these
references wi ll only last for a short time, and so it would be ex pensive to construct an

inter-area link for each of these references. Thus another mechanism, called a cable , is 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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needed in addition to inter-area links. If there is a cable from area A ;o area C then

object references stored in A to obj ects in C do not need n~er i e a  links. A cable

allows direct r~!erences. Th~ area object has a list of outgoing cables and a list of

incoming cables in addition to the lists of incoming and outgoing inter-area links The

existence LIf a cable frorri area A to area C is represented by a cable object on the list
of outgoir~ cab les from A and on the list of incoming cables to C The cable ob ject is

stored in area A and contains a reference to area C and two U~~~F e fe rences , one ~~~~~

;hreading the list of incoming cables arid erie t~ threadin g the ist of outgoing cables .

Figure IS shows the example from Figure Il exce pt that a cable has been

constructed f rom area A to area C. Thus , ob j ect x in a tea A contains a direct

reference to ob ject z in .~. rea C instead of using an inter-area link. This direct reference
is allowed by the cable from area A to area C. The cable ob 1ect is on the list of
out going cables from area A and the list of incoming cables to area C.

A cable does not identify all referenc es in the area it comes from , that is, it does
not reall y provide a list of all references from that area. If there is a cable from area A

to area C and if area C is being garbage collected , the references to C that are
accessible from A can only be found by ga t ba~,e collectin g area A as well. Garbage
collectin g area A will of course find all the accessible object references within A, not
just the references to objects in C. Area A, however , ma y be garbage collected by itself
as long as there are no cables to area A. ~f area A generates garbage more quickl y than
area C and so needs to be garbage collected more frequently than area C, t hen the
requirement that area A be garbage collected whenever area C is garbage collected is
n~.: :oo ~ . u s  If area A is a local comput~:Jn area , this s lightl y enlarged garbage
co Le- .:j ur1 ~s preferable to the excessive overhead for creating u t ’ ~r a:~~~~~ links to a~ the
ob jects in C that are used b~ the computatio n in A.

The va st major ity of the cables on ORSLA go from local com putation areas to
permanent areas. In fact , local computation areas rarel y use inter ~:~ a in~ s ~ all
ORS LA automatically constructs cables :: s tea d of inter-area links to handle r e t  erenc~s
from loca l com putation areas to permanent are s Whenever a loca l u:i 1 u:ation area
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Note that  the direct reference from x to z is covered by a cable from area A to area
C.

Fig. 13. Cables and inter-area links .

(LCA) is garbage collected , the set of cables from the LCA is regenerated but only to
t hose areas for which accessible object references still exist in the LCA. Since local
computation areas are garbage collected frequentl y, they only have cables to those
permanent areas that they are currently using or were using just a short time ago.
Thus when a permanent area is garbage collected on ORSLA , it is only necessary to

~ 
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garbage collect the LCAs for the processes that were recently using the permanent area.

The cables in the system define a relation between areas. An area A is cabled to
area B, writ ten A ~ B, if there is a sequence of areas A, A 1. A2 , . . . , A n, B such that
t here is a cable from A to A1, from A 1 to A~, . . .  and from A 0 to B. LI area A is
cabled to area B, (A 

~
-+ B), t here may be object references in A (hat directl y reference

objects in B. The cabling relation is transitive and is formed by taking the transitive
closure of the relation formed by all the inciiv ’dua l cables. This gives us the important
property of transitivity, i.e. if A ~* B and B i-i C then A ~.‘ C must be true. By this
property, if A ‘.~~ B, then any object reference in B that does not use an inter-area link
ma y be copied from B to A without making an inter-area link in A. The importance of
his feature w ill be covered in more detail in Chapter 5.

Whenever an area is garbage collected , it is a lso necessary to garbage collect all of
the areas that are ~ab~~a to it. Thus there is an incentive to keep cha ins of cables chort .
In fact , few cab les will be used except for cables from local computation areas. An
important goal ot~ ORSLA is to be able to garbage collect each local computation area
separately from all other areas on the system. This can be achieved if cables are not
automatica l ly generated from one local computation area to another , but are only
generated from local computation areas to permanent areas. Thus chains of cables w ill
never be generated automaticall y.

Once the mechanism of cables is availa b le , however , it mig ht as well be used
wherev e~ it is appropriate. Thus the user is able to ex plicitly c re~~I cables between

~~~~ It is the user ’s responsibility in such cases to be sure that the ,ncreased size of
some garbage collections will be worth ~he savin gs in inter-area links. Two problems
arise when cabl es are created ex plicitly by the us~’r , however. When .3 cable is created
f t oiii area A to area B, there may a lread y exist some inter-area links from A to B th.~t
are now unnecessar y. This cannot happen with an automatically generated cable
b&ause ~r ~s created when the first reference to an object in B is stored En area A.
Unnecessar y links are not a serious problem . but they do incur a small amount of
unnecessary overhead that could be removed by converting the references to these 

~~~~~~~~~~~~~~~~~~~~~~~~~~~



- - 
. . . . . 

~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~
. v - 

. 
—.. 

—,~~~~~~~~ - 

- 

..~~ 
-

Section 4.6 Cables 93

inter-area li nks to direct references to the objects in area B. In order to do this ,

however, we must know t he location of the references to the inter-area links; this can
only be discovered by garbage collection. Thus a conversion of unnecessary inter-area
links to ‘-t rect references to cabled areas can only be performed during a garbage
collection. As we wi ll see shortly, the garbage collector must handle inter-area links very

carefully; it is not convenient for the garbage collector to check the necessity of each

inter -area link it finds. To help the garbage collector decide which inter-area links can
be el,rr.nti~e l , there is an extra bit in each inter-area link called the
poss ibl y . ro t i tec esc~iy bit. W hen a user adds a cable from A to B, all of the outgoing
links from A ar~ checked and the p ossi bly. i~nn ecess a ry bit is turned on in those links
that point to cb j ec rs in B. The garbage collector will check the necessity of all
inter-area lurks tn  which the possibly....u rznecessary bit is on and will eliminate the
unnecessary inter ~irea links.

The second problem with explicitl y created cables is how to garbage collect them

and hnw to delete them when they are no longer necessary. When ar~ area is garbage
collected , no special action is required to copy the needed cables that were g e n er red

automatica ll y, they wil l be regenerated automaticall y in the new copy of t~ e area by the

same automatic r .ec . hanism that generated them in the old copy of the area A cable
from A to B will only be regenerated automatically in A’ j f  a refere nre to an r-~hj~~ t in
area B is copied into area A’. Exp licitly created cables must be copied ~v p 1 Ec i ~~v n m  t h e

new area by the garbage collector , however , since they will not be regenerated
automatica lly. Each cable contains an exp li czc bit to allow the garbage collector t n

distinguish auroma rica~ly generated cables from exp licitl y created cables. Presur ati t v in

exp licitl y created cable from area A to area B should be destroyed when the’e

references from objects in A to objects in B. This can be detected by mar’ . m g  e~~j~
I .

created cables a.s being unused when they are first created. When ~r

cable is moved to A’ during the garbage collection , it is a lso mar,.. ø . ~s a

If a direct reference is ever stored in A to an obj ect in B. then the uri i4 ;~

removed from the cable. Unuud cables behave as if the t ~~ ~
exp licitly delete them f rom the lists of cables or ma , specif ’, ~r.

collector that causes them to be deleted from the lrs: ~ 01 ~A h .4’i
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94 Cables Section 4.6

at the end of a garbage collection.

Ordinarily, a cable from area A to area B cannot be simp ly removed from both
the li st of incoming cables to area B and the list of outgoing cables from area A. The
system depends upon the existence of the cable on these lists if there are any accessible
direct references from objects in A to objects in B. A cable may be deleted , however , if
the direct references that depend upon the cable are modified to use inter-area l inks ,
but th is can only be performed during a garbage collection of the area. Thus the
operation of deleting a cable can be performed onl y during a garbage collection of the
area it comes from. An explicit deletion of an exp licitl y created cable can be performed
b y merely turning off the ex~1ici : bit in the cable. The garbage collector will not copy
the cable duri ng the next garbage collection and will automatically create inter-area
links f or all the direct references that used the cable as the references are copied into

• the new area. Thus explicitly created cables may be explicitly deleted . Automatically
generated cables can onl y be deleted by more sophisticated control of the automatic
generation of cables, whi ch will be discussed briefl y in Chapter 7.

4.7 Local Computation Areas

The Iccal computation area on ORSLA is a major architectural feature of the
system; it contains the temporary storage for a single process. Thus the temporary
storage for a sing le process is very compact , resulti ng in good locality of reference. All
of the machine code and other permanent data on the system is kept in permanent
area s and can be shared by all the processes on the system.

.i he most popular use of tempora ry storage is for procedure activation records
that con %.ai n the local variables and compiler temporaries for a procedure. Each
procedure activation record is an object on ORSLA. Usua l ly activation records form a
stack that  all ows the storage to be allocated , freed , and compacted at very high speed .

• Unfortunatel y the stack has a histor y of be ing one of the major sources of dan gling
refere nces in programming languages. On ORSLA , stora ge can be freed only by
garbage collect ion or reference counts , since dan gling references are not allowed on
ORS LA. In order to achieve the high speed storage management that is possible with

-4
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an activation record stack, reference counts must be used on the activation records.
Reference counts were described briefly in Chapter 3; a detailed explanation of the
reference count mechanism is beyond the scope of this thesis. I believe that it is
possible to create a reference count scheme for activation records that allows the
activation record stack to run as quickly as on any other system while at the same time
allowing the retention of activation records when desired at a reasonable cost.
Activation records should only be retained during debugging or backtrack ing .
however. Co-routines and multi-processing should be handled by giving each process
its own activation record stack. Thus the practicality of ORSLA depends upon the
development of high speed automatic reference count al gorithms for activation records.
This As the most pressing problem left undone by this thesis.

An activation record stack requires its own pool of address space that is allocated

and freed in its own way. Areas are used as pools of address space on ORSLA , but
areas are used for many other things as well , such as keeping track of inter-area
references. A stack operates as what I call a subarea , i.e., its onl y purpose is allocating
and freeing storage, but it operates as part of an area on ORSLA and manages only a

I’ part of the address space assigned to the area. The activation record stack should be
used in a rather limited way to allow freeing and compaction to continue at high speed .
A process needs another subarea in which objects can be created that are not used in
such restricted ways. Algol 68 has coined the term heap for this subarea. Thus each
process has a local computation area associated with it that contains two subareas: an
activation record stack and a heap. If the computation being performed in the local
computation area involves co-routining or multi-processing, th en the local computation
area may contain several pairs of subareas containin g an activation record stack and a
heap; each pair of subareas may have a process associated with it. Most computations
use only one process, however.

There are two interesting problems with areas on ORSLA that are somewhat
alleviated by the local computation area. First , since ORSLA is a multi-user system,

• most areas are accessible to many paralle l processes, some of which will be modify ing
information associated with the area , such as the list of incoming links , the storage
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quota , or the free storage list. In order to coordinate these parallel processes, each area
must have a lock that is set whenever the info rmation associated with the area is
modified or used. Thus it is necessary to set this lock when storage is allocated from
the free storage list associated with an area. Allocating storage for activation records
and other temporary objects must be a very high speed operation on ORSLA,
however; it should be faster than setting a lock. The local computation area can
alleviate this problem by providing each process with a pair of subareas that are used
only by this one process; thus no locks need be set when allocating storage from these
subareas.

The second problem with areas that is alleviated somewhat by the local
computation area is the problem of which area to place an object into when it is
created. The large number of areas on ORSLA makes this a difficult choice. Most
objects. however , are intermediate results in a computation and will only have a
temporary existence. Such objects should be placed into the heap in the local
computation area . Note that LISP and Algol 68 do not allow objects to be placed
elsewhere than in the heap. On ORSLA, when a programmer wants to create an object
but does not specify in which area it is to be placed, the object is placed into the heap
in the local computation area . This solution not only makes selection of the area in
which to place an object much easier , but also encourages the use of the heap which
provides higher speed allocation than other areas because it is not necessary to set a
lock in order to allocate storage from the heap.

4.8 Using Inter-area Links In Machine Language Programs

We have now seen what inter-area links are and where they appear , but another
important question is: how do they interact with machine language prog rams? ORSLA
requires that inter-area links be invisible to machine language programs. Thus all
machine code will be able to operate regardless of where inter-area links appear in the
data. If inter-area links were not invisible to machine language programs , then a
special Instruction sequence would be needed to process an inter-area link. Although
this instruction sequence could be made invisible to the assembly Language programmer 
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by the use of macros, the instructions would still appear in the machine language
program and would require space to store and CPU time to execute. A machine
language program that did not perform this sequence whenever it dealt with an object
reference would not be able to handle inter-area links in certain parts of the data. By
making inter-area links invisible to machine code , we not only increase the generality
of all the programs on the system, but also eliminate the need for the instruction
sequence that processes inter-area links , thus significantl y shortening and speeding up
all machine language programs.

There are two ways to make inter-area links invisible to the machine language ,
both of which are used on ORSLA. One is the obvious brute-force method of treating
a reference to an inter-area link as an indirect reference. Every instruction that is given
an object reference for an inter-area link would behave as if it were using the ob ject
reference within the inter-area link instead. This method requires some complication in
the CPU because every machine instruction must test for the existence of an inter-area
li nk and process it correctly. Even then , however , this method is somewhat expensive
because it is necessar y f or the CPU to access the first word of an inter-area link during
each instruction that is given a reference to the inter-area link even if these
instructions are performed in rapid succession- It would be more efficient if the first
word of the inter-area link could be accessed once and the object reference obtained
used severa l times. The main advantage of the brute-force method is that the direct
reference to the object is so temporary and so internal to the CPU that it is not
necessary for it to be covered by a cable.

The second method of making inter-area links invisible to the machine language
is more efficient and less demanding on the CPU. The load instruction watches for
object references that use inter-area links ju st as it watches for monitored locations.
When an object reference for an Inter -area link is to be loaded into a general register
of the CPU , the direct reference to the object the link is pointing at is loaded into the
register instead. From that point , the inter-area link no longer gets in the way of using

-4 this object. Further operations are not even aware that an inter-area link was ever
used. Since this direct reference to the object remains in the general register for a long

_  
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time , that is, longer than one instruct ion , it is necessary for this reference to be covered
by a cable. The general registers are considered to be a part of the currently executing
local computation area. The general registers can either be viewed as being part of the
process object of the currently executing process or part of the currentl y executin g
activatio n record depending upon where the registers are stored when an interrupt
occurs. Both of these objects are in the local computation area . Thus the direct
references loaded into general registers must be covered by cables from the local
computation area. Thus this method of making links invisible may be used for objects
in permanent areas since the local computation area may have cables to these areas , but
the first method of making links invisible must be used for objects in other LCAs
since the local computation area may not have cables to other LCAs.

4.9 The Area Object

We are now ready to consider most of the information that is kept in the area
object. As the thesis progresses, however , we will occasionally find some other pieces of
information that must be associated with an area. Appendix B lists all of the
information kept in the area object. ft is often difficult to tell exactl y what information
is kept in an object on ORSLA because users can define new representations for the
object that keep additional information . The information within an area object is
know n , howeve r , because the area is a sensitive object that is defined by the system.
The user is given as much flexibility as possible, but since the entire system depends
upon some of the information that is kept in an area object , the user is not allowed to
define new representations for it. Some of the items kept in an area object are:

I) free list - This is a list of blocks of free storage and address space. When storage
and address space are allocated from this area , the stora ge in this list
decreases. The area may request that ORSLA allocate blocks of address space
and storage to the area to increase the amount of storage in the area ’s free list.

2) address space quota - This is the maximum number of pages of address space
that can be allocated to the area at any one time. The user is able to set the
quotas on an area. The user can be sure of being able to use this much
address space , but cannot get more without changing the quota. 

-~~~- - -—~~~ - — .-~~~~~~
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3) address space used - This is the total number of pages of address space currentl y
allocated to the area by ORSLA. This number may never exceed the quota .

4) pages allocated - This is a list of the pages of address space allocated to the area .
Wh en an area is deleted , e.g. after it has been garbage collected and all the
accessible data moved into a new copy of the area , all of these pages of
address space are returned to ORSLA along with any pages of storage

-

. 

- associated with these pages of address space. This list does not enable any of
the address space to be accessed nor does It identify any objects that may

reside in the address space.
5) storage quota - This is the maximum number of pages of physical storage that

may be assigned to pages of address space that have been allocated to the
area.

6) storage used - This is the number of pages of physical storage currently being
used by the area.

7) incoming links - This is the list of inter-area links from other areas that are
referencing objects in the current area. This list is used in garbage collection
and is automatically maintained by ORSLA.

8) incoming cables - This is the list of cables from other areas to this area.
9) outgoing links - This is the list of inter-area links in the current area referencing

objects in other areas. This list is also used in garbage collection and is

- 
automatically maintained by ORSLA.

10) outgoing cables - This is the list of cables from this area to other areas.
11) area information - This field contains several bits that specify information about

the area. Two of the bits in this field are: the LCA bit to specify whether the

area is a local computation area , and the garba gs...co11ecting~ bit to specify

whether the area is being garbage collected . We will shortly see what these bits

are used for and will also specif y some more bits that are in this field.
12) miscellaneous information - This is a list of miscellaneous information that is

associated with the area but is not sensitive information. The user of an area
may keep information on this list and the garbage collector will keep some

information on this list.
13) lock - Each area may be manipulated by any of the processes on the system.

I -~~~~ - - - ~~~~~~~ --~~~~~~~~~~~~~~~~~~~~~~~ -~~~~~ ~~- -~~~~~~~~~~ _ _
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During manipulation of the area , it ma y be necessary for changes to be made
in the free list or in the lists of incoming or outgoing li nks in this area. To
prevent parallel processes from interfer ing with each other , this lock must be
set whenever these lists are read or written so that only one process at a time
will manipulate the lists.

We have now seen what inf ormation is kept in an area object. The information
kept within th~ area itself will correspond to the information kept within files on other
systems. There is a more absolute way to characterize an area , however. An area on
ORSLA is a module of storage. The mechanisms on ORSLA ensure that an area will
be used in this way. First , related objects should be placed in the same a~ea so they
may be on the same page. Second , the number of inter-area links should be minimized
to minimize the overhead for maintaining and using inter-area links. One way to do
this is to have very large areas , but this solution defeats the entire purpose of areas: to
break storage into pieces of reasonable size so it is possible to do garbage collection ~n
a reasonable amount of time. Thus there are solid reasons on ORSLA for limiting the
size of an area. Within this limitation , however , the number of inter-area links should
be minimized. An area should represent a logical module ’ of related information , that
may have many internal references, but will have relativel y few external references.

The major factor that prevents an area from always being a single logical module
of storage is that althou gh the size of an area can vary widely, the re are limits to the
range of sizes of an area. An area cannot be smaller than a page of storage and even
this size can be inefficient because it can cause internal fragmenta tion of more than
100% of the storage needed for the information in the area. Internal fragmentation
occurs when the objects in an area do not use all of the storage in the pages of storage
used by the area. To reduce the average storage wasted by internal fragmentation to
abo ut 10%, an area must have about 5 pages. If a single logical module of storage is

1. It has been suggested CConstantine68] that a good modulariza ti on is one in which
the n umber of interconnections between modules has been minimized .

_ _ _  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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smaller than 5 pages, it might be advantageous to combine it with another small logical

module of storage, especially if the two modules are related and might be used

together.

At the other end of the size spectrum , the size of an area is limited by the abi lity

to garbage collect the area. Unfortunately , it is not kno wn how much locality of

reference there is in a copying garbage collector . In particular , the worki ng set of the

garbage collector may contain most of the pages in the area being garbage collected.

Only a few of the pages in the new copy of the area will be in the workin g set of the

garbage collector , however. If there is not too much garbage in the area we should

expect that the relative placement of many objects will rem?in the same, so the garbage

collector may only need in its working set as few pages of the area being garbage

collected as it needs from the new copy of the area. Thus the size of the working set of

a copying garbage collector is uncertain , but it cannot be much larger than the size of

the area bein g garbage collected. If it is assumed that a copying garbage collector does

not exhibit locality of reference , then , given that it is unacceptable for the garbage

collector to thrash , the size of areas should be limited to a little less than the size of

hi gh speed memory. But even if the garbage collector has excellent locality of

reference, the size of an area is still limited by the amount of temporary storage

available on the system in which to copy the area and for the other temporary storage

used by the garbage collector. There should be enough disk storage available on the

system for temporary use to allow the ful l use of high speed memory , so concern about

the si ze of the working set of the garbage collector should be the limiting factor on the

size of an area. Thus for each area , A, there will be a fa ctor GA that is related to the

degree of locality of reference of the copying garbage collector when operating on the

information in area A. Area A will become too large to garbage collect if A is larger

than 0A times the size of high speed memory . Thus if a logical module of storage is

too large, it must be broken into smaller pieces each of which is placed in its own area ;

of course , these areas must not be cabled to each other or it will be necessary to

garbage collect them all at the same time, thus defeating the very purpose for which

the separate areas were created.

_ _ _ _ _ __ _
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4.10 Garbage Collection on ORSLA

Now that we understand what areas are and how the lists of inter-area links are
represented we can ask how we are to garbage collect a sing le area separatel y from the
other areas on the system. Probably the only areas on ORSLA that can trul y be
garbage collected by themselves are local computation areas; a permanent area must be

~~~~~~~ collected together with the local computation areas of the processes that have
been using the perman ent area recently. By garbage collecting onl y a few areas at one
time , we red uce the amount of real time taken by a garbage collection and reduce the
workin g set of the garbage collector. We also allow garbage collections to occur at
different  frequencies in different areas so that garbage collection effort can be
concentrated on those areas that need it. Another advantage of garbage collecting only
a few areas is that it is only necessary to stop the processes that are using information
in those areas. Processes that are not using any of the information in the areas being
garbage collected will not be cabled to those areas and so may proceed with their
computations regardless of whether those areas are being garbage collected or not.

If processes are able to execute in areas that are not being garbage collected , it

becomes natur al to ask whether these processes may suddenl y begin another garbage
collection that involves a different set of areas from those already being garbage
collectd. It is obviously desirable to allow multi p le simultaneous garbage collections , but
the garbage collector must be carefull y designed to allow them to occur. Problems arise
because the garbage collector looks at all of the incoming links to the areas being
garbage collected. Normally, whenever a process looks at an object in an area , a cable is
constr ucted from the LCA runnin g the process to the area. Thus we might expect the
garbage collector to require cables from the LCA running the garbage collector to all
the areas being garbage collected and all the areas that have inter-area link s into these
areas. But then none of these areas could be involved in another simultaneous garbage
collection since the LCA runnin g our garbage collector would also have to be part of
the other garbage col lection. This problem can be avoided by carefully designing the
garbage collector so it does not require cables from the LCA to areas that  are linke d
via inter -area links to the areas being garbage collected. Then areas that are onl y

L -___ - .~~~- - . — - ~~~
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connected via inter-area links could be involve d in separate simultaneous garbage
collections.

Garbage collection is performed by a procedure that takes an area , A, as an
ar gument. Area A and all the areas cabled to A must be garbage collected together.
Garbage collection of just a few areas requires more phases than those mentioned in
section 4.1. The first phase finds all the areas cabled to A, makes sure they are not part
of another garbage collection , and reserves them for this garbage collection. In
addition , th e first phase prevents the constructi on of new cables to. these areas and
stops the processes executing in these areas. The set S is the set of areas being garbage
collected. S is initialized to (A}. For each area , X in 5, area X is locked and the
garbag e ..collecting? bit in the area information field of X is inspected. If this bit is zero ,
then it is set to one and all of the areas on the list of incomin g cables to X are added
to S without creating duplications. If X is an LCA, the n all of the processes executing
in X are halted . A process is executin g in X if X is the local computation area for the
process. A process is stopped for the garbage collection even if it is asleep wait in g for
an event to happen. All of the processes that have been stopped in X are p’aced on a
list , P, that is put in the miscellaneous informatio n of area X. The fact that  the
garbage ...cotlecting? bit in X has been set will cause any processes that attempt to
construct a cable to area X to be halted and placed on the list , P, in the miscellaneous
information in area X. At this point , area X is p laced on the list , C, of areas that have
been claimed for this garbage collection. Finall y, area X is unlocked. If , when the

• gar bag&.collecting? bit is inspected , it is al ready one, the n it is not possible to perform
this garbage collection at this time because area X is already involved in another
garbage collection. Area X is unlocked , the garba ge.eolleccing? bits in all of the areas
on the list C are turned off , all of the processes on the list , P , of processes that have
been stopped for the garbage collection are resumed , and the garbage collection is
aba ndoned for a later time when all of the areas cabled to A will be available .

When the first phase has been completed successfull y on all of the areas in 5 , S
- ~~

.- . will contain all of the areas cabled to A, which will have been found to be available
fo r garbage collection and will have been reserved for this garbage collection. This 
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entire phase of the garbage collector must be performed by special system code that
does not generate cables to the areas in S even though the area objects in these areas
are being used. No cables should be constructed to these areas until  after it is known
that the garbage collection will actually occur.

Once it has been determined that the garbage collection will actually occur , it is
possible to begin performing operations that cannot be reversed. The second phase of
the garbage collector prepares each of the areas in S for garbage collection. For each
area , X , in 5, a cable is constructed to X from the local computation area in which the
garbage collector is running. A new copy of area X , area X’, is constructed and is

it added to the set S’ of new areas produced by the garbage collector. A cable is
constructed from the LCA runnin g the garbage collector to area X’. All of the
accessible i nformation in area X will eventuall y be copied into area X’ by the garbage
collector. The initial size of area X’ is a f unction of the estimated storage used b y
accessible objects in area X .  As we will see later , the page map on ORSLA contains a
CC bit. The CC bit for all of the pages in X are now turned on. It is now very easy to
deter mine that area X is being garbage collected . A reference to the LCA running the
garbage collector is now placed in the miscellaneous information of area X so it is easy
to determine which garbage collection X is part of. Although most of the processes that
may access objects in X have been stopped because their LCAs are cabled to X . some
processes may use objects in X via inter-area links. Thus all the incomin g links to area
X are inspected and if any come from LCAs, the processes in these LCAs are stopped
and p laced on the list , P. In addition , if a ny process attempts to construct any

• additional i nter-area links to area X , this process must be stopped and pla ced on the
list , P , in the miscellaneious information in area X. Other garbage collections , however .
must be allowed to construct copies of existing li nks. Garbage collection is carefull y
writte n so it will merel y copy a link and will not access the object. The cables from X
to other areas are now checked to see if any have the explicit bit turned on. Any
explicit cables from X must be added to X’. If a cable from X is to area Y in 5, then
the cable from X’ should go to the corres ponding area Y’ in S ’ instead of to area V.

~~~~ 
-
‘
~ These cables are marked as being explicit and unused. When a direct reference uses

one of these cables , the unused markin g will be removed. Note that  althou gh 1 have

_ _  
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only been concerned about outgoing cables , all of the incomin g cables are transferred
to the areas in S. as well beca use all of the incomin g cables to areas in S are outgoing
cables f rom other areas in S. Finally, an external mark data base (M x) for area X
must be created in the LCA. Each area has its own mark data base in order to improve
locality of reference to mark data bases. References to X’ and M~ are placed in the
miscellaneous informat ion of area X.

The copy phase Consists of processing the areas in S one at a time be ginning with
area A and calling the collect procedure on each of the immediatel y accessible objects
in each area X in S. Since the garbage collection cannot identify which objects outside
of the areas in S are accessible , it must assume that all of the objects outside of S are
accessible. Thus the first source of immediatel y accessible objects in area X in S is the
incoming links from areas outside of S. These are found by scanning the list of
incoming links to X and checking each to see whether it comes from another area in S.
An area is a member of S if the garbage _collecting? bit is on in the area and if the
portion of the miscellaneous information in the area that contains a reference to the
LCA runnin g the garbage collection it is part of is pointing at the current LCA. If so.
it is marked as p ossi bly ...unnecessary so that the object it points to will be marked from
only if the link is found to be accessible durin g garbage collection of the area that the
link comes from. If an incoming link comes from an area outside of S. however , then
the collect procedure is called on the object pointed to by the link. The collect procedure
returns a reference to the new copy of this object in area X’ and the link is modified

• to point to this ob ject. The incoming link must be removed from the list of incoming
li nks to area X and added to the list of incoming li nks to area X’. After the list of
incoming links has been processed , the n the list , P, of processes stopped in this area is
processed. All of the objects on this list that reside in S are collected and the new copies
of these objects are placed on the list P in area X in place of the old copies. Finall y,
the activation record for the procedure that called the garbage collector is an accessible
object. This last object need not be considered if the LCA runn in g  the garbage

e collector was created solely for performing the garbage collection because the process
running the garbage collector will be destroyed after the garbage collection. The collect
proced ure is called on the activat ion record of the procedure that called the garbage

IA _ _  
_
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collecto r if it resides in area X. This complet es the copy phase for area X. Each of the
areas in S is processed in this way beginning with area A, the main area being garbage
collected.

The collect procedure is very similar to that described in section 4.2. There are :~
some important differences , however. It is necessary for an object in area X to be
copied into its corresponding area , X’, and to be registered as marked in M~~. In
additio n , the mark data base M X must be used to determine whether objects in area X
have been marked. The garbage collector mai ntains a pair of variables , N and M , that
specify the new area that ob jects are being copied into and the mark data base for the
area cu rrently being processed. These variab les remain set as long as the garbage
collector operates on intra-area references , but new values for these variables must be
found whenever the garbage collector encounters an inter-area reference. Many
i nter-area references are direct references that are covered by cables. If a direct
inter-area reference points into an area outside of 5, however, the collect proce dure
should not be called on this object , rather the refe rence to the object should merel y be

copied into area X’. Thus the garbage collector must detect when a direct reference is
an intra-area reference and , if it is an inter-area reference , the garbage collector must
determine whether it is pointing into an area in S. Fortunatel y, this  can be determi ned
by simp ly inspecting the CC bit in the page map for the page pointed into by the
i nte--area reference. If the CC bit is on , the area is in S. This is true because no area ,
Z, to which an area , X , in S is cabled can be involved in another garbage collection. If
Z were involved in a garbage collection , all the areas cabled to Z would also be

• involve d in the same garbage collection , so a rea X would be involved in the same
garbage collection as area Z.

The new modified Algol program needed for collect is shown in Figure 14. The
collect procedure is now an internal procedure of the collect in .iiew are a procedure
which merel y sets up the variables N and M.  The argument and value of the N
collectin_new ...area procedure are the same as for the collect procedure. The
collect _ in. new_area procedure looks in the miscellaneous information of the area that  ~i

is in (A), to find the corres ponding area (N)  that  objects in A are to be copied into and 

- - - - . — ~~~_-_-~~~--_--— ~~~- -—.——_ _
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- — procedure collect _in...new..a rea (y) ;
begin object y, M ;  area A, N;
procedure collect(x);

begin object x, ner&.x; integer i;
if  externa ll y _ ,nark ed?(x, M )  then return new_co py(x, M) -,
new_x :- atlocate....new_ copy (x, N);
externa lly _ inark(x, new_x , M);
for I :— I to size(x) do

begin object z;
CC_load(z , xtI] ) ;
begin object w;

if storage_monitor ’( z) then w :— deactivate ....monitor(z)-,
else w :—

If ~“atomic’(w) then
if  IAL ? (w) the n w :— cr eate _new._llnk(w, N);
else If area (w) — area(x)

then w :— collect (w) ;
else if garba ge _collecting ?(area (w))

then w :— collect j n...yaew _izrea(w);
else

if s:orage._nwnitor ?(z) then set _szorage j nonitor (new...x[ i) , w)
else new..x(i] :— w;

end
end

retu rn new_x;
end

A :— ar ec (y) ;
N :— corr espondtng...ar ea (A) ;
M :- mark _data _.bas e(A);
return collect(y);

end
Fig. 14, COLLECT_IN _ NEW _ AREA Procedure

also to find the mark data base (M )  that is to be used for objects in A. Then the
collect _in_new_area procedure just calls the collect procedure. The externall y_ marked? ,
new_ copy, and externa ll y m ark procedures now take the mark data base they operate
with as an argument. Similarly the allocate _new_ copy and create _new link procedures

~ take the area to allocate in as an argument.

The most significant change in the collect procedure from the version used when 
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the entire address space is garbage collected at once occurs ~ heri an ob ject . x, is marked
from and all its information is copied into new x. This section of the collect procedure
must be prepared to handle five different mechanisms. First , it mi~st be prepared to
handle stora ge monitors , but stora ge monitors are handled just as the y were earlier .
The CC load operation returns an object reference whose storage rioni tor bit may be
on. If so, the bit is turned off with the deactivate _j nonlt or operation and when it is
f inal l y determined what object reference should be stored in the new copy of the
ob ject , the stora ge monitor is reactivated in the new object. Once storage monitors have
been taken care of , there are four different kinds of object references that the garbage
collector must handle. The simplest kind of object reference is for atomic data. Ob ject
references that do not contain addresses can be simply copied into new~~. Non-atomic
object references that do contain addresses , however , must be handled more carefull y.
A direct incra -area referen ce, i.e. area(w) — area (x), is processed by calling the collect
procedure recursi vely so the current values for N and M will continue to be used for
w. Since the page map on ORSLA contains an object reference for the area containing
the page, the test (ar ea( w) — area (x)) can be performed easily. If , on the other hand , a
direct reference is an inter-area reference , the n we must determine whether it is
pointing into an area in S. If area (w) is not bein g garbage collected , then it is clearl y
not a member of S, and so the object reference should be used as it is. If a re a(w) is
being garbage collected , however , the n we have seen that this means that it is a
mem ber of S. so the new version of the object must be found by calling the
collect_ in_ new_ area procedure which finds new values for N and M before calling the
collect procedure for w. The only alternative to a direct reference is a reference that
uses an inter-area link. It is much more difficult  to determine whether inter-area l inks
rather than direct references are pointin g into an area in S because if the CC bit is on
i n the page pointed into by the link , it may merely indicate that the area is involved in
another garbage collection. Furthe rmore , i nter-area links must be handled carefully to
prevent the construction of a cable from the LCA runnin g the garbage collector to all
the areas to which there are inter-area links from areas in S. Thus the CC loa d
operat ion in the collect procedure returns the reference to an inter-area link; it  does not

!‘ 
~~~. - auto matically obtain the direct referenc e to the object pointed to b y the li nk as the

ordi nary load instruction does. The collect procedure checks the type cod e on the object
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reference returned by CC _load to determine if it uses an inter-area link. If an
inte r-area link is found , it is assumed that the link points into an area outside of S. so
the inter-area link itself is copied with the create _newlink operation but the collect
procedure is not called on the object pointed to by the link. The CC_load operat ion
does obtai n the direct reference to the object pointed to by an inter-area link in which
the f rossibly_J4 nn ecessary bit is on , however. Thus the collect procedure treats
,i ’ossibly_unnecessary inter-area links as direct inter-area references. This feature of the
f toss ibly_ .znnec essary bit , combined with setting the p ossi bly_J.~nnecessary bit in incoming
inter-area links from other areas in S, act together to prevent any problems from
arising from the invalid assumption that all inter-area links from areas in S are to
areas outside of S.

When all of the ~ritially accessible objects have been processed and the incoming
inte r-area links modified to reference the new copy, all of the information has been
copied into the new areas. There are no inter-area links into the areas in S from
outside the areas in S because they have all been modified to reference objects in areas
in 5’. There are no cables to the areas in S that come from areas outside of S because
if there were, the a rea they come from would have been included in S as well. The
processes that will be resumed after the garbage collection now all reside in areas in S’
There are no references to any of the old objects anywhere in the system. We may now

a free the storage and address space for all of the areas in 5, resume all the processes
that were stopped for the garbage collection and retu rn to the new copy of the
activation record for the procedure that called the garbage collector.

We have now seen how the garbage colleetor works , but it is not clea r how the
various strange ways of handling inter-area links interact. For examp le, wh y do we set
the possibl y_unnecessary bit in incoming links from other areas in S . and wh y do we
assume that outgoing inter-area links from an area point into areas outside of S when
we know that there may be Inter -area links between areas in S? The reason for
ha ndlin g inter-area links so di fferentl y from direct references is to avoid constructin g

i! cables fr om the LCA that Is runnin g the garbage collector to all the areas that  are
connected by inter-area links to the areas being garbage collected . It is this requirem ent

_  - . -. -~~~~~~~~~~~~~~~.--- .~~~~~~~~
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that forces the CC_load instruction to return the object reference for an inter-area l ink
when one is encountered rather than returning the direct reference to the object the
link points to, as the normal load instruction does. The garbage collector assumes that
out going inter-area links point into areas outside of S so that onl y the outgoing link
itself will be copied when it is found to be accessible; no direct reference to the object
linked to will exist in the LCA that is runnin g the garbage collector. The incoming
inter-area links from areas outside of S are assumed to be accessible , so the y are
marked fro m when the area they point into is garbage collected. Since the garbage
collector will determine which objects in areas in S are accessible , however , the
incoming links from other areas in S are not marked from when the list of incoming
links for an area is processed. Another reason for not markin g from the incoming
inter -area links from areas in S is that these links should not be modified to point to
the corresponding objects in areas in 5’ because none of the object references in areas
in S are modified by the garbage collector to point to objects in 5’. These techni ques
work well fo r han dling both incoming and outgoing links that are connected to areas
outside of 5, but how can we be sure that inter-area links between areas in S will be
marked fro m when they are found to be accessible? An accessible inter-area link from
a rea A to area B, both of which are in 5, will ev entuall y be copied into area A’ i n S’.
If the list of incoming link s of area B is processed after this link has been copied , then
si nce the new copy of the link is from an area in S ’ rather than being from an area in
S, the new copy of the link will be marked from. If , on the other hand , the link from
A to B is found to be accessible after the list of incoming links in area B has been
processed by the garbage collector , the n the link will be found to be

• poss ibly_ unnecessary and so the object pointed to by the link will be marked when the
link is found to be accessible. When the reference to the new copy of the ob ject
pointed to by the link is stored in an area in 5’, the n an inter-area link will be created
automaticall y if one is needed. Thus , when the garbage collector processes the list of
inco ming links to an area B in s, it processes links from other areas in S that have
alread y been found to be accessible by modifying the copies of these links that now
reside in areas in 5’. The garbage collector also marks all incomin g l inks to B from
other areas in S as poss ibly_ unnecessary so that if they are found to be accessible after
B has been processed , the objects pointed to by the accessible links will be marked

_ 
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when the links are found to be accessible. Once the list of incoming links to B has
been processed, none of the links from areas in S to objects in B will be copied into
areas in S’. Instead , links to the new objects in area B’ will be created in area s in S’.
Thus the list of incoming links to area B need be processed only once becau se no new
inter-area links to B will be created after B has been garbage collected.

4.11 Mult Iple Simultaneous Garbage Collections

The major goal of garbage collection of a single area Is to reduce the amount of
work needed to collect the garbage on the system by allowing the garbage collector to
be concentrated where it is needed rather than forcing it to uselessly garbage collect
areas in which no garbage has been generated since the last garbage collection . A
secondary goal of the garbage collector on ORSLA , however , is to allow a sing le

process to garbage collect its LCA without interfering with computation or garbage
collection elsewhere in the system. Although this is achieved fairly well , the re are some
important points in the garbage collector that improve this performance and there are
some important ways in which this goal is not achieved. When an area is garbage
collected , so are all the LCAs that are cabled to this area . Once a garbage collection has
begun , however, none of the other areas that these LCAs are cabled to may be garbage
collected until this garbage collection is over. Inter-area links between LCAs reduce the
size of the garbage collection by allowing these LCAs to be garbage collected
separately, but it is necessary to halt execution in all LCAs that have links to LCAs
that are being garbage collected. Although normal processes cannot execute in LCAs
that have li nks to LCAs that are being garbage collected, it should be possible for
another garbage collection to run in these areas.

The most severe problem of multiple simultaneous garbage collections is a
deadlock. The LCA running a garbage collector cannot be cabled to an area involved
i n another garbage collection. Thus the garbage collector must not add cables to new
areas once the garbage collection has begun. Furthermore , the garbage collector must

~! assemble the areas that will be garbage collected , make sure that none of these areas
are already involved in another garbage collection , and reserve these areas for the
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current garbage collection before actually beginning the garbage collect ion. The task of
reserving the areas for the garbage collection cannot result in deadlock if , bef ore the
entire set of areas has been reserved , it is possible for the garbage collector to abandon
the garbage collection and release the areas it has already reserved if it f inds that  an
a rea needed for the garbage collection is already involved in another garbage
collection. Once the set S of areas that will be garbage collected has been reserved,
how ever , another garbage collection will not be able to garbage collect any of the areas
in S. Another garbage collection will have to garbage collect one of the areas in 5 if it
trie s to garbage collect any of the areas, T, that areas in S are cabled to. Thus another
garbage collection must avoid not only the areas in S, but also all the area s in T. Since
areas are usuall y considered to be cabled to themselves , the set T, containi ng all of the
areas that areas in S are cabled to, contains S as a subset. Thus the areas in T specif y
the part of the system that cannot be used in any other simultaneous garbage collection.
If the set T were to grow durin g the garbage collection , howev er, deadlock mi ght occur
when garbage collectors were halted because they were creatin g cables to areas involved
in another garbage collection. Thus the prevention of deadlock due to the garbage
collector is performed in two parts: reserving the set S during a phase of the garbage
collector that can be und one or abandoned , and writing the garbage collector so that no
new cables are added from the LCA runnin g the garbage collector to areas outside of
T.

The requirement that the LCA runnin g the garbage collector not have cables to
areas outside of T makes the processing of the incoming and outgoing inter-area l inks

• somewhat di f f i cult because the lists of incomin g links to the areas in S are threaded
thro ugh ob jects most of which reside in areas outside of T. On the other hand , there is
the serious question of whether a subsystem programmer should be able to write the
cod e that searches, modifies , and rethr eads these lists. Since system re liability depends
u pon the correctness of these lists , the manipulations of the incomin g and outgoing
inter -area l inks should only be performed by sensitive system code. This sensitive code,
however , can have di rect references to the incom ing inter-area links and the area
ob j ects for areas outside of T with out having these direct references covered by cables.
Thus the part of the garbage collector that processes the list of incoming inter-area 
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links and invokes the collect ._in_new_area procedure on the objects pointed to by
inter-area li nks from areas outside of S must be written as sensitive system code.
Similarly, the handlin g of outgoing inter-area links must be handled carefully. The
collect procedure that has been presented does not cause direct references to be created
in the LCA to objects in areas outside of T that are linked to from areas in S.  The
only operation performed by the collect procedure that must operate on objects in areas
ouside of T is the create ...new_.link operation which must thread an inter-area link onto
the list of incoming links for an area outside of T. Thus the create _new_ link operat ion
must be provided by sensitive system code that does not cause a cable to be constructed
to the area the link is pointing into. This operation must alread y be sensitive system
code, however , since the link must be threaded correctly or system reliability will be
threate ned. Although the need for parts of the garbage collector to contain sensitive
system code limits somewhat the ability of a user to write a new kind of garbage
collector , this li mitation should be kept as small as possible by designing the interface
between the sensitive system code and the garbage collector code so that the garbage
collector can control the garbage collection and the sensitive code merely prevents
construction of cables that are not really necessary and ensures that the lists of
inter-area links are always correct. The detailed specification of this interface wil l be )
left to the system implementor , however.

Multiple simultaneous garbage collections are possible because there are almost no
interactions between the garbage collections. One important interaction was just
considered that could lead to deadlock if the garbage collector were not carefully
designed. Another interaction occurs , however , when there is an inter-area link , I , f rom
area A which is involved in one garbage collection to object r in area B which is
invol ved in another garbage collection. At some point in the garbage collection of area
A, the create _new_link operation will be performed on link I. The create _new link

operation creates the inter-area link 1’ in area A’ to the sa me object pointed to by 1. If I
has alread y been processed by the garbage collection in area B, the n 1’ will i n i t ia l ly  be
created to point to object x’ in B’. If , on the othe r hand , I has not been processed by
the garbage collection in area B, the n P will init iall y be created to point to object x in
area B. Since this incoming link has not been processed , however , the garbage

_ _ _
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collection in area B has not finished processing the incoming links to area B. It should
th us be able to handle an additional incoming link without much diff icul ty .  The
garbage collection in area B will process link 1’ in the same way it processes link 1,
causing them both to point to x’ in area B’ by the time the garbage collection in area B
is complete . Thus regardless of the order in which these garbage collections proceed ,
inte r-area links between them will be processed correctl y as long as the creat e _n ew.I ink
operation is made an indivisible operation by the use of ‘ocks, as long as modification
of inco ming links is also made ind ivisible , a nd as long as the garbage collector will
cor rectly handle additional incomin g links that have been constructed to an area after
the garbage collector has begun processing the list of incoming links to the area but
before the garbage collector has completed processing the list of incomin g links. Once
the list of incoming links to an area has been completely processed , no new incoming
links will be constructed to this area, rather links will be constructed to the new copy of
the area instead.

4.12 Multiple -Area Cycles

The algorithm presented in this chapter does a perfect job of garbage collection
if all the refe rences from other areas are in fact accessible within the areas they come
from. If this is not true , however , the n it is possible that some of the objects that  were
considered to be accessible are not , in fact , accessible and should have been destroyed .
If these i naccessible inter-area links form a tree , then when the area containin g the
root of the tree is girbage colt ected some inter-area links wifi disappear and eventuall y
all of these inaccessible objects will be destroyed. If these inaccessible inter-area l inks
fo rm a cycle , howeve r , it appears that these inaccessible objects will never be destroyed .

For example , consider Figure 15a. Ob ject x in area A has a referen ce to ob ject y
in area B, but there are no references to object x elsewhere in the system. When area B
is garbage collected , y is considered to be accessible because l i s  on the list of incoming
links to B. When area A is garbage collected , howe ver , r is not found to be accessible
and so x and I are destroyed. Then area B can be garbage collected and y will also be
destroyed. If there is a l ink from y to x, however , as in Figure 15b , the n when area A is

_ _  
~~~.—-
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area A area B
( a )

x 1 y

m

area A
area B

(b)

Fig. 15. An Inter -area Cycle

garbage collected , x is considered to be accessible because m is on A’s list of incoming
links. Since an inter-area cycle is formed , the techniques presented so far will not
reclaim the storage in objects in the cycle or in objects referenced from objects in the
cycle.

The main problem is that the incoming inter-area links do not necessaril y point to
accessible obj ects, thus some other , more reliable method of finding the immediatel y I 
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accessible objects is needed. On SAV and LAV systems , th e user usually has a pret ty
good idea of what information is kept in each file. The user is able to manipulate the
i nformation in the file by using the name of the file. A similar mechanism will be
needed on ORSLA to provide the user with names of objects that  the user will
mani pula t e explicitl y with user commands. The user will be able to type in the name of
an ob ject and the file system will convert it to an object reference which can then be
used to mani pulate the ob ject. Any obje ct that is named by the file system is clearly
accessible , however. Furthermore , names on any objects in an area should describe all

the information in the area and this information should be found by tracing from the

named objects throu gh other objects in the area by way of in tra-area references. Thus
the ob jects named by the file system should allow the garbage collector to f ind all the

accessible objects on the system except for those objects that are intermediate results of
active computations. The copy phase for an area could then be broken into two parts.
The first part of the copy phase would last while the objects in the area named by the
file system and the active processes in the area are used as immediately accessible
ob jects. Afte r the fir st part of the copy p hase , all of the accessible ob jects in the area
sh ould have been copied into the new copy of the area. During the second part of the
copy phase the incomin g inter-area links are used as immediately accessible ob jects .
An y unmarked objects in the area that are pointed to by incoming inter-area l inks ,
however , do not appear to belong in this area. Two important benefits would be
gained if the garbage collector would move such objects into the area from which they
are being referenced rather than the new copy of the area being garbage collected .
First , the garbage collector would fur ther  ensure that areas are modules of related
informatio n and thus have good loca~it y of reference and an acceptable number of
inter -area l inks.  Second , as we see by inspecting Figure 15b again , the garba ge collector
would either move x into area B or y into area A depending upon which area was
garbage collected first. What was originall y an inaccessible inter-area cycle has now
become an inaccessible intra-area cycle whose storage will be reclaim ed as soon as the
are a in which it resides is garbage collected. The automatic movement of objects from
one area to another performed by this modification to the garbage collector is
considered to be the result of an aut Omatic mover that is implemented by the garbage
collecto r. The automatic mover consolidates any arb itrar i l y comp lex , inaccessib le 
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multiple -area cycle into a single area where it will be reclaimed . Unfortuna tel y, the
automatic mover raises some serious protection issues. Solutions to these problems are
proposed An Chapter 6, where the automatic mover is presented and analyzed in detail.

4.13 The Effect of Errors in the Garbage Collector

A classical problem with garbage collectors has been the seriousness of error s in
the garbage collector. A compacting garbage collector , especiall y, is abl e to destroy all
the object s in the address space being garbage collected even when the bug it contains
is relatively minor. The garbage collector on ORSLA is less likel y to cause such
disasters. The most important reason for this is that the garbage collector on ORSLA
does riot need to violate the restrictions on the use of object references , so OR SL A can
conti nue to enforce these restrictions within the garbage collector. A copying garbage
collector does not scan all storage , rather it only scans objects for which it has found
object references. Once the handlin g of the external mark data base is correct , there is
a real possibility on ORSLA of allowing the collect operation to be defined separately
for each data t ype as a part of the data type definition. If the code is grossly incorrect ,
it may be disastrous for objects of that type , but enforcement of the restrictions on the
use of object references will prevent the disaster from spreading to other data types ;
furthermore , bugs will be limited to the objects in which they occur. The abili ty to
write a special collect procedure for each new data type would greatly increase the
ran ge of possible behaviors for new data types.

4.14 Other Related Work

The most distinct ive feature of ORSLA is that areas are used to group objects
together in a linear address space to achieve locality of reference and also to allow
garbage collection of small parts of the address space. Three other resea rchers seem to
have found related mechanisms , but on closer inspection , it appears that this related
work is either different from ORSLA or has been extended by ORSLA.

_  . .~~~~~~~~~ -- ----- -~~~~~~~~~~~~~~ - ,-_ -
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4.14.1 AED Free Storage Package

The oldest related work is the AED free storage package tRoss67]. Free storage is
broke n into zones which have more in common with the areas on ORSLA than do
areas in PL/ l. The remarkable feature of zones is that a zone , like an area on ORSLA .
is not a sin gle contiguous block of storage , but may have an arb itrary number of
blocks of storage. In addition , the po inter to a zone points to a plrc (s imilar to an
ob ject on ORSLA) that describes the zone (similar to the area ob ject on ORSLA).
Finall y, d iffere nt zones can be managed in different ways. The concept of the li e/p
p ro cedure s in zones is similar to the definition of a data type on ORSLA and so is
consiste nt with the philoso phy of ORSLA. This part of the design of areas is beyond
the scope of this thesis , howe ver.

There are several important differences between zones and the areas on OR SLA ,

however. First , zones were designed to manage the available free storage within the
address space of an SAV system. Ross says, ~Alth o ug h the present system app lies onl y
to the control of uniform core storage, the zone technique provides the proper basic
framework fo r efficient use of . . . massive backing stores.”~ I agree with this
st atement , b ut I suggest that some mechanisms need to be added to zones to handle
massive backin g stores. In particular , zones have no special mechanisms for handling
po int ers stored within a zone that point to plexes in other zones. Second , Ross says tha t
the automatic recla mation of storage is ineff icient whether it is done by garbage
collection or refe rence counts 2. Imp licit in the desi gn of ORSLA , however , is the idea
that automatic recla mation of storage is not inefficient and furthermore , that  the
dan glin g references that can appear in AED are unacceptable. This fundamental
difference in approach is where ORSLA diverges from Ross’ philosophy.

I. [Ross67], p. 482.
2. [RossB7J, p. 485.
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4.14.2 Greenb latt ’s LISP Machine

The LISP machine [Greenblatt7d , Knight ’71) bei ng built at MIT also uses areas.
The programmer must specify in which area each object is to be placed , so the areas
on the LISP machine hel p increase locality of reference. As on ORSLA , the 223 word

address space on the LISP machine is divided into pages; an area must contain a
whole nu mber of pages. Also, areas on the LISP machine have information associated
with the m such as a free list and a list of outgoing references (called an exit vector).

The LISP machine does not continually maintain the validity of the exit vector ,

however: it is regenerated whenever the area is garbage collected. Thi.~s, if an area has
not been modified since the last garbag e collection , the ne xt garbage collection could
bypass this area by marking only from the exit  s ector. Thus the LISP machine makes
an attem pt to reduce the number of areas involved in a garbage collection , but it is still
necessary to include in each garbage collection all the areas that have been modif ied
sin ce the last garbage collection , thu s this technique is not adequate for systems with a
very large address space. ORSLA may wait until  a significant number of modifications
have been accumulated in an area before garbage collecting it and may reduce the size
of individual garbage collections even among those areas that do have a : ‘gn i f ic ant
number of modifications in order to eliminate thra shing in the garbage collector.

Areas on the LISP machine do not have a list of incoming references This
omission is a crucial difference between areas on ORSLA and the LISP machine .
Another difference between ORSLA and the LISP machine is that no serious attempt
is made on the LISP machine to guarantee the restrictions on the use of ob ject
refere nces and thus the LISP machine cannot be considered to be a capabi l i ty  system.
Althou gh one of the several machine languages on the LISP machine does enforce the
restrictions on the use of object references , much of the sophisticated system software ,

such as the garbage collector , ca nnot be written in this language . As with PL/ l , it is
assumed that the system programmer will natural ly  follow these restrictions. The
approach on the LISP machine is better than that  taken by PL/ l , however , because

most programmers will only need to write code that will be translated into the machine
lan guage that does enforce the restrictions on th ’~ use of ob ject references. In addition ,



- ~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
- - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ w- ~ - ______

I,
120 Other Related Work Section 4.14.2

the software provided on the LISP machine , such as the garbage collector , assumes

that  the restrictions on the use of object references are bein g followed. Thus the user
on the LISP machine will be penalized if he violates the inherent restrictions on the

use of object references , while in PL/ 1 he will not interfere with any of the
system-provided software.

4.14.3 Baecke r

It has also been proposed that areas be added to Algol 68 [Baecker72 , iiaecker ’75)

so that Algol 68 could deal with files better. An unusual aspect of th i s proposal is the
su ggestion that an area should consist of two parts: a table containing the poin ter to
and the si ze of each object in the area , and the storage contain ing the actual ob jects.
At first  glance this might appear to be a list of incoming li nks as on ORSLA , but on
closer i nspection it becomes clear that this is not Baecker ’s intention. Rather , the table is
similar to the catalog of objects on a CUID system but done separatel y for each area.
The concept of an offset within an area , which exists in PL/ 1 and whose u~e is

advocated by Baecker , would be implemented by an index into the table of ob jects f or
an area. The storage in the area could be compacted by changing the pointer in the
table of ob jects but witho ut changing the offsets of any of the ob jects i n the area. If
the immediatel y accessible objects in the area can be found and if the offsets stored
wi thin  ob j ects in the area to other objects in the area can be identified , then the area
can be garbage collected. Baecker suggests garbage collecting the ent ire address space
to f ind th e accessible objec:s and uses the strong typing of Al gol 68 to id entify offsets
in objects.

The areas on ORSLA differ from Baecker ’s areas in several respec:s First ,
ORS LA always uses context independent object references that comp letely specify
where in the system an object resides. Second , ORS LA keeps a list of onl y the ob jects
in an area that are referenced from other areas. Since all the ob jects on this  list are
con sidered to be accessible on ORSLA , th e storage for objects in the area could not be F
reclaimed if this list contained all of the objects in the area. Third , it is important  tha t
an inter -area link on ORSLA reside in the area the link is coming from , not the area

. - .- ~~~~~~. .— - -- .. --. - .. -- -~~~~
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contai nin g the ob ject it references (see page 88). Baecker ’s areas store the table of
objects withi n th e area containin g those objects.

4.14.4 Lomet

Lomet [Lomet75] has proposed the construction of an “area machine ” usin g a
novel addressing scheme. Although what Lomet calls an “area ” corresponds to an ob ject
on ORSLA , Lomet ’s areas are contained wit hin segments which correspond roughly to
areas on ORSLA. Lomet uses the tagged approach to capability systems and enforces
the low level restrictions on the use of object references (which he calls “addresses ”).
His addressing scheme is a cross between a un ique ID space and the linear paged
address space proposed in this thesis. He is able to place many objects on one page , but
he still requires an entry in the object catalog (which he calls the area table ) for each
ob ject. Lomet’s addressin g scheme pages as nicely as the linear paged address space on
ORSLA , but requires more bits in the address than a unique ID space. Lomet uses
to mbstones to enable him to reuse sections of a pa?e without havin g a reusable address
space. Lomet does not have any mechanisms that are similar to the lists of inter-area
links on ORSLA.
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Chapter 5
Maintaining the Lists of Inter -area Links

The purpose of the lists of inter-area links on ORSLA is to provide each area
with a complete list of the objects within the area that are referenced from other areas
on the system. Given the list of incoming links to an area , the area ca n easily be
garbage collected separatel y from the rest of the system by assuming that all the ob jects
on this list are accessible. Since these lists are needed only by the garbage collector , it

would be natural to assume that the garbage collector would be respons ible for the
maintenance of these lists. An unusual aspect of ORSLA , however , is that these lists
are continuously maintained as a part of normal computation . Whenever an inter-area
reference is created that is not covered by a cable , an inter-area link is created and
threaded onto the appropriate lists. Thus the lists of inter -area links are always
complete and accurate.

The correct maintenance of the lists of inter-area links can be achieved if every
machine instruction is designed so that if the lists of inter-area l in k s are accurate
bef ore execution of the instruction , th ey wi ll be accurate after execution of the

,l” instr uction as well. Such comprehensive design ensures the accuracy of the lists of
inter-area li nks , but it does not ensure the practicality of the system. This chapter
describes how this maintenance can be done without slowing down normal computation
sign i ficantly.

• 5.1 Creation of Inter -Area References - What Must Be Computed

The first problem is to identif y all øf the ways in which an inter-area reference
ca n be created. I approach this problem by considering the computer system at a very
low level. There are only two basic suboperations of machine instructions tha t  can
cause an inter -area reference: load and store. Load gets an object reference from
somewhere in the add ress space and places it in an internal register of the CPU. Store
takes an ob ject refe rence that is In a register and p laces it somewhere in he address

F space. The load and store suboperations of’ ever y machine instruction on ORSLA
perfo rm checks that determine when inter -area references are bein g created and

--.- - -
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construct the necessary inter-area links and cables.

If all inter-area references were done with inter-area links , the ru ntime overhead
for checking all loads and stores and creating the necessary inter-area links would be
very high. The main purpose of the cable is to reduce this run t ime overhead. The
existence of cables reduces the number of times inter-area links need to be constructed.
The fact that cables are transitive reduces the overhead for checking load operations.

Exactly what checks need to be performed? It is only necessary to perform a check
whe n an object reference is to be moved from one area to another. It must be
remembered, howeve r , th at all of the CPU registers are considered to be part of the
local computation area associated with the currently executing process . Thus ob jec t
references ma y be moved from register to register without performing any checks. The
onl y way an object reference can be moved from one area to another is through use of
the load or store suboperations. In each of these suboperations there are as many as

three areas (shown in Figure 16) that must be considered: area L, the local com putation
area , which contains the register being loaded or stored; area A, the area being
accessed; and area B, the area pointed into by the object reference that is being moved
between area A and area L. In addition there are two object references that are of

area 
x

L I I a rea B

a rea  A

FIg. 16. PartIal Notation for Load or Store
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concer n: p, the contents of the register that points to the object in area A; and x, the
object reference being moved between area A and area L.

5,1.1 Load Operation

The load operation may also be concerned with three other object references if
either p or x use inter-area links. In Figure 17, we see that p is the object reference in
the register that points to the object in A. If it uses an inter-area link , the n p’ is the
direct reference to the object in A. Similarly , x is the object reference actuall y stored in
the object bein g accessed. If it uses an inter-area link , then x’ is the direct reference to
the objec t in area B. Finally, it may be necessary to construct an inter-area link in L. If
so , x” is the reference to this new inter-area link.

A flow-chart of the necessary checks for the load operation is given in Figure ~8.
The first question that must be asked is: does p use an inter-area link? In most cases, p
will be a di rect reference, so we will consider this avenue first. Since p is a direct
reference from a CPU register to the object being accessed, we k now that L is cabled
to area A (L ~

. A). The next question is: does x use an inter-area link? If not , and if x

J
old IAL

P x x ’ area
A

.

______ 
new IAL

~~~~~~~~~~~~~~~~~~~~~~regis er to L Ibe loaded area
B

area L

Fig. 17. Notation for Load Operation
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contains an address, then we also know that A ~ B, therefore , since the cabled relation

is transitive, we know that L ~ B, so x may be moved to L without further action. This
direct reference is covered by cables from L to B. If x does not contain an address it

may be moved without further action , too. If x does use an inter-area link , however ,
more action is required. If area A — L, then presumably x is an inter-area link from L
to another local computation area, but in any case, x, the reference to the inter-area
link, may be copied within L without further action. If A ~ L, then x, the reference to
the inter-area link , may not be moved to another area. We must obtain x’, the direct
refe rence to the object in area B. Althoug h L ~‘ A, A ~ B, so we do not know whether
L -. B. If L — B, of cour se, the n x will be an intra-area reference in L. If L ‘1’ 8, then
we must construct a cable from L to B unless B is another local computation area in
which case we must construct an inter-area link from L to B and load the register with
x”, the reference to this new link. If L — B, of course, there is no need to construct
either a cable or a link. Unfortunatel y it is very di fficult  to determine whether L ‘~ B,
since this cabling may go through several areas. Instead of’ doing this, then , we cou ld
dete rmine whether there is a cable directly from L to B and if not , construct either a
poss ibly redundant cable or an inter-area link.

We must now consider the case when p uses an inter-area link. In this case, we

know that there is no cable from L to A. Presumably A is another local computation
area. We also k now that A ~~‘ L. Thus we cannot reduce the number of checks that
must be performed. When no inter-area links are involved , the special properties of
cables eliminate even the need for checking whether x contains an address. When p is

• an inter-area link , however, the full range of checks must be made whenever x
contains an address. If x uses an inter-area link , then the main avenue of the load
operation described above can access x’ and perform the necessary checks. If x does not
contain an address, however, no further checks need be made.

5.1.2 Store Operation

The notation used for the store operat ion is the same as the notation used for the

load operation , th us Figure 16 describes some of the notation for the store operation.

_ 
~~~~~~~~~~~~~~ _ - . -- _--~~~~~~~~~~~~~~~~~~~~~~ —~~~~~~~~~~~~~-~~~~~~ -
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[
~~J are a

Bc J
~~~~~~~~~~~~~
) 

area
area L

Fig. 19. Notation for Store Operation

The complet e notation for the store operation is shown in Figure 19. Althou gh the
complete notation for the load operation , shown in Figure 17, may seem to be different
from that shown in Figure 19, on closer inspection it is apparent that the notation for 4

the store operation is really the same as the nota tion for the load operat ion. In Figure
19, we see that p is the object reference in the register that points to the object in A.

• Similarly, x is the object reference in the register being stored. If it uses an inter-area
link, then x’ is the direct reference to the object in area B. Finally, it may be necessary
to construct an inter-area link in area A. If so, x” is the reference to this new inter-area
link.

A flow-chart of the necessary checks for the store operation is shown in Figure
20. The store operation generally requires more checks than the load operation. If x
does not contain an address, then no inter-area reference can be created and the store
can be completed simply. If A — L, the n r is being moved with in L and no further
action is necessary. Otherwise, however , we must perform a brute -force check. The fact

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ .- .- -~~~~~_~~~~~~~ . - _~
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Fig. 20. Checks Durin g the Store Operation
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that L may be cabled to area A and/or to area B has no bearing on whether area A is
cabled to area B. Thus it makes little difference whether p or x use inter-area links. If
p uses an inter-area link , the reference p ’ to the object must be retrie ved. If x uses an
inter-area link , the direct reference x’ must be retrieved. If A ~ B, then we check to see
if there is a cable from A to B. If so, then x or x’ ca n be stored into A without fu r ther
operations. If there is no cable from A to B, we check to see if A is a local computat ion
area whi le B is not. If so, we construct a cable from A to B, otherwise we constr uct an
inter-area link.

In order to construct an inter-area link or a cable from area A to area B, i t is

necessary to first lock both areas. Then the cable or link object can be allocated in area
A and the link or cable threaded onto the list of outgoing link s or cables in A and the
list of i ncoming links or cables in B. Areas A and B can now be unlocked . The locking
that is used must not interfere with higher level programs that are running in the
process that may have locked either or both of areas A and B. If an area has already
been locked by a process, the n this process should be allowed to relock the area . If an
area has been locked twice by a process, the n it must be unlocked twice before the area
will be t ruly unlocked.

5.2 Computing Checks for Load and Store Operations Efficiently

We have now seen what checks must be made before a simple load or store
operation can be completed. The next question is: how can these checks be made
inexpensive? The basic approach is to arrange for the operands of these check s to be
available to the CPU without performing any additional memory ref erences. Then the
checks can be performed in parallel with the load or store operat ion itself. We must
consider each step in turn and see whether it can be performe d without addi t ional
memory references. It is not necessary for all of the checks to be done inexpens ive l y.
howeve r. If , regardless of the outcome of a check , the followin g operation takes a long
ti me, such as constructing an inter-area link , then one or two memory references to
perform the check are acceptable. Even using an inter -area link requires an extra
memory reference to access the direct reference within the link , so a little extra time
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used for checks in this case would be acceptable. The most frequent load and store
operations , however , should not spend any extra time performing checks to mainta in
the lists of inter-area links. We have already seen , however , that the use of cables on
ORSLA has eliminated the need for complicated checks on the load operation unless
there are inter-area links. The use of cables does not eliminate any checks from the
store operation , however , so most of the effort expended in computing checks
effi ciently should benefit the store operation.

5.2.1 Store Operation

The first check that must be performed for the store operation is to determine
whether x contains an address. As discussed in Chapters 3 and 7, the da t aJyp e  inf o

field specifies whether x contains an address. Since x is already in a CPU register , the

checking of this field is easy. If x does not contain an address, then no inter-area

reference is being created by this store operation . It is still necessary, however , to check
whethe r p uses an inter-area link. Since p is also in a CPU register , howeve r , th i s can
be done by merely checking the type code of p for typ e inter -ar ea J ink .  If p does not

use a link , the store can be completed without taking any extra time for these checks. If
p does use an inter-area link , p ’ must be retrieved before we can compute the address

bein g stored into. No extra time is required for checks , however.

Even if x does contain an address , it is necessary to check whether p uses an

inter-area link. If p does not use an inter-area link , then the check (A — L?) must be

• p erformed. It would not be too hard to design the system so that  a CPU register

contained a reference to the area object for the local computation area (L), b ut get t ing
a reference ~o A is not as easy. Area A is the area containing the object referenced b y

p. In order to perform the check (A — L), it must be possible to find a reference to A
given p. ORSLA provides this ability by using a virtual memory catalog which , given
a page number , can find the physical address of the page and also a reference to the
area that the page is part of. This information is kept not only in the catalog, but  also

in the high speed map that maps virtual addresses to pages that  are in high speed
memory. A reference to area A can therefore be found at the same time that the 
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physical address of the page is found. Since it is necessary to get the physical address
of the page in A in order to perform the store , this check can also be performed
witho ut slowing down the CPU. The store operation is merel y initiated , the reference
to A obtai ned , and the check (A - L?) performed while x is being stored into A. If A —

L, then the store operation can be completed without  additional checks. In other words ,
as long as we store into the local computation area or store data that does not contain
addresses , the CPU can perform store operations just as fast as if we were not
automaticall y maintaining the lists of inter -area links. These two cases cover the
majority of store operations.

At this point we have only covered store operations to the local computation area.
The checks from here on do not depend upon whether there are cables from L or not ,
so if either p or x use inter-area links , the direct reference (p ’ or x’) must be retriev ed .
This involves overhead that would not be present if we did not have inter-area links.
It is then necessary to initiat e the store operation (using the address from p’) and
obtai n the reference to area A. The next check in the store operation is (A — B’). B is
the a rea containin g the ob ject referenced by x. A reference to B can be found by using
x or x’ (dependin g upon whether x uses an inter-area link) to access the virtual memory
ma p This operat ion would not be needed if we were not ma intaining lists of inter-area
l inks  On th e other hand , it  does not take much time; it takes about as long as a single
memory refer ence. If x points to an object in A, then the store operation can be
com pleted and th e overhead is only about one extra memory reference. This case
shoi ld cover most of the store operations of ob ject references containin g addresses that
are stored outside of the local computation area.

If A ~ B, then we have exhaust ed the simp le cases. We know that we are storin g
an inter-area re ference into an area other than  the local compu tation area. Our onl y
rema inin g hope is that  there is a cable from A to B. This is determined by lookin g at
the list of outgoing cables from A. Many areas do not have any outgoing cables. This
could easily be discovered in one memory reference to the area object for A. If an area
has a large number of outgoin g cables , such as a local computation area , then
searchin g the list of outgoing cables would be faster if the area maintained a hash

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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area
object

An ordinary list is used for 0-3 cables. When the list is 3 cables long, it requires 7
memory references to find that there is no cable to a particular area , and an avera ge of
4 memory references to find a cable that is present.

cable cablearea hash

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

A hash table is used for more than 3 cables. The number of buckets in the hash table
should be approximatel y equal to the number of outgoing cables. Thus on the average ,
there should be about 4 memory references to find a cable that is present and about 4
memory references to find that there is no cable. The estimates given here for average
search ti me assume that all the cables are equall y likely to be searched for and that the
hash index is truly random.

Fig. 21. Hash Table of Outgoing Cables

table of outgoing cables in which each bucket pointed to a short list of outgoing cables
(see Figure 21). In this way the average number of memory references needed to f ind a
cable can be kept to less than 5.

If there is a cable from A to B, then the store operation can be comp leted with out
fur ther  eff ort. If there is no cable, however , the n either an inter-area link or a cable
must be constructed. If A is an LCA while B is not , then a cable must be constructed ,
otherwise a n inter-area link must be constructed . Both of these operations r e quire many
memor y references , so there is no need to optimize the test for whether an area is an
LCA or not. The are a informat ion field in the area object specifies whether the ared is
an LCA. The combined test can be done with two memory references , one to the area
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object for A and one to the area object for B. Then both areas must be locked and the
li nk or cable created and threaded onto the lists. This entire process should take about
20 memory references if full y supported by hardware or microcod e, but it will probabl y
all be done by software , in which case 40 or 50 memory references might be necessary.
This is a major overhead that cannot be avoided. Hopefull y, the construction of
inter-area links and cables will be so rare that it will not be a significant source of
overhea d on ORSLA.

5.2.2 Load Operation

We have now seen the mechanisms used to compute efficiently the checks needed
f or the store operation. Some of these mechanisms can also be used to reduce the time
taken for some load operations. The most common kind of load operation occurs when
neither p nor x use inter-area links (see Figure 17). In this case it is only necessary to
check that neither p nor x use inter-area links , but these checks do not require any
extra time since p is already in a CPU register and the load operation br ings x into a
CPU register. It is not necessary to check whether x contains an address because the
load opera tion is performed simply in either case. Thus the most frequent load
operations have no overhead for maintain ing the lists of inter-area links.

If x uses an inter-area link , the direct reference within the link should be accessed
unless the load is fro m L. The hardware required for the store operation can perform
the check (A — L?) while x is being loaded so this check does not take any extra time.

The last combination that avoids substantial overhead in the load operation for
maintainin g the lists of inter-area links is when p uses an inter-area link but x does not
ha ve an address. Once p’ has been obtained and then x obtained , it can easil y be

deter mined that x has no address. The load operation can then be complerel without
having taken any extra time.

Finally we have reached a section of the load operation that must perform at least
one extra memory access in order to perform checks that maintain the lists of
inter-area links. The page map must be accessed to find an area specifier for B. This
is only necessary if either p or x uses an inter-area link. Even then , if 

~
‘ uses an

_ _  
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inter-area link but x does not contain an address, this section of the load operation will

not be reached. The hardware developed for the store operation can easil y perform the
chec k (L — B?) which will allow the load operation to comp lete with very litt l e

overhead. Otherwise , it is necessary to check the cables from L to B. The hash table of

out going cables developed by the store operat ion As very important at this point in the
load operation because LCAs will probably have large numbers of outgoing cables.

The hash table continues to average about 4 memory references per check regardless

of the number of outgoing cables because the size of the hash table is merely increased

to the size required to produ ce short lists in each bucket. If there is no cable f rom the

LCA to the ar~ i , then either an inter-area l ink or cable must be constructed . The

overhead in either case is large. Fortunatel y, this  happens very rarel y. Thus the major
overhea d for maintainin g the lists of inter-area links for the loa d operation consists of
check i ng the cables from the LCA when p or r use an inter-area link and actuall y
constructing links and cables.

An important check that reduces overhead in both the load and store operations

is the check for a cable , so it is important for this check to be as fast as possible. Most

operations on the list of outgoing cables must lock the area before proceeding whether
the operation modifies the list of outgoing cables or merely inspects i t .  If , however ,
chan ges are made very carefull y to the list of outgoing ca es, th en it is not necessary

to lock the area when searching for an outgoing cablø . ~ is not possible for such an
unlocked search to be accurate if it is done while changes are being made to the list of

outgoing cables, but it is possible to ensure that any errors that do occur consist of not

find ing a cable that is present. This is useful because if a cable is found , then the load
or store operation is relatively short, wh ile if no cable is found , the area must be locked

to allow a link or cable to be constructed . Before actua ll y constructing a link or cable ,

however , another search of the list of outgoing cables should be made. No error can

occur during this second search because the area is locked . If no cable is found th is
time, then the link or cable can be constructed. By performing an unlocked search , two

memory references are saved durin g searches tha t  f ind  a cable. If no cable is found ,

then the unlocked search is wasted at a cost of four memory references on the average.
‘ Since we expect most searches for cables to be successful , this trade-off is at tractive.  

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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An unlocked search can onl y be allowed if all changes to the list of outgoing
cables are made very carefull y so the list can be correctly read at all times. This can be
achieved easil y when adding a cable to the list by first filling in all the fields in the
new cable before placing the reference to the new cable in the list of outgoing cables.
Only a little more effort need be expended when changing the size of the hash table .
In this case, the new table should be created and all the buckets in the new table
should be initial ized to “empty ”. Then the reference to the new table can be placed in
the area object . Onl y then can we begin to rehash all the outgoing cables and add
them one by one to the new hash table. Perhaps the most difficulty is experienced
when deletin g a cable whose unused bit is on. Remember that cables whose unused bit
is off cannot be deleted at all. The critical condition occurs if an unlocked search for
the cable finds it but does not turn off the unused bit until  after the cable has been
deleted . This problem can be solved if we lock the area in order to turn off an unused
bit in a cable. Thus if modifications to the list of outgoing links are made carefull y,
searches can be made quickly without locking the area.

Chapter 4 described the unused feature of explicitl y created cables. When a cable
is explicitl y created by the user or the garbage collector , it is marked as unused. As long
as the cable rPmains unused, it may be deleted exp licitl y and is not considered in the
t ransitive closure of cables that defines the cabled relation. When a load or store
operation searches for a cable and finds an unused cable , it t urns off the unused mark

‘ and then creates a direct reference that depends upon that cable. The location of the
unused ma rk in the cable ob ject can affect the speed of the operation of finding a

• cable. If the unused mark is in the first word of the cable, which contains the object
reference to the area that the cable goes to, then the unused mark can be checked at
the same t”~e tri is ob jec t reference is compared with the area we are searching for.

L 

The unused mark is stored within the object reference to the area that the cable goes
to b y using one state in the access control field of object references to areas to denote
the unused mark. Thus the only cost for the unuse d cable feature is seven addi t ional
memory references the first  time a direct reference is created that  depends upon the
cable. These seven memory reference s lock the area , find the cable again , and turn  off
the unwscd mark.
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5.3 Special Hardware Needed on ORSLA

We have now seen what checks are necessary during load and store operations

and generally how those checks can be performed without slowing down the computer
system. It is easy to design a CPU to make checks using information that is already in

the CPU without taking extra time. It is also easy to design into ORSLA a CPU

register that identifies the current LCA. This section concentrates on how to iden t i fy

the areas involved in load and store operations and how to perform some of the checks
required by these operations.

5.3.1 Vir tual  Memory Mapping

It has been pointed out that a virtual memory system such as ORSLA must have

a high speed page map for mapping virtual addresses of pages in hig h speed memory
into p hysical addresses. This map also holds an object reference for  the area tha t  each

page is part of. Thus the area containing the location being accessed can be found as

easil y as the physical address of the location being accessed .

Cache memory on most virtual memory systems behaves l i k e  an a s so ci at t ’.~e

memory that  is a faster , smaller version of main memory. i.e. it takes a main memory

address and returns the contents of the address. In order to p erform a memory access

usin g a vir tual  address , then , it is necessary to access the page map to convert the

virtual address into a main memory address. Most vir tual  memory systems are designed

so the page map is accessed in parallel with the cache since the informat ion from the
page map is only needed during the associati ve match in the cache. If such an
or ganization is used on ORSLA , the n the area containing the vir tual  address being
accessed is available without additional work even if the associated main memory
address is fo und An the cache.

There is another way to organize the cache that becomes possible on ORSLA
since there is onl y a sing le address space in the entire system. It would be possible for
the cache to ma p virtual addresses directl y, thereby savin g a lit t le time since the
asiociative match in the cache need not wait for information from the page map In 

-~~~~~~~
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addition , it may be possible to reduce the time taken for purging information from the
cache since the only way the information in the cache can become erroneous is if other
processes write into the virtual addresses that are in the cache. If , on the other hand .
the cache ma ps main memory addresses , then infor mation must be purged from the
cache wheneve r a page is moved out of hig h speed memory. Althou g h it mi g ht appear
that if the cache maps virtual addresses it is no longer necessary to access the page
map as well as the cache, in fact it is still necessary to access the page map in parallel

with the cache in order to find the area being accessed so that the necessary checks for
maintaining the lists of inter-area links can be performed . The rest of section 6.3
considers how the hardware would be designed if this alternate organization for the

cache were used.

The purpose of the cache is to provide good performance at a reasonable cost ,
but the system can function without it. The page map, however , is essential to the
operation of virtual memory. Usually it will be economical to use two different kinds of

high speed memory on ORSLA: main memory with an access time of 500 nanoseconds
or more, and very high speed memory with an access time of 100 nanosecon ds or less
for the cache and the page map. If onl y one speed of high speed memory is available ,
ORSLA would be built without a cache but with a high speed page map.

5.3.2 Page Map

Main memory Is broken into pages. Each page of main memory is dynamical ly
assigned to a page of virtual address space. The CPU always deals with virtual

addresses. Every memory access must convert a vir tual  address into a storage address.

This is done by a special unit called the page map (See Figure 22). On many systems

the page map contains the locations of onl y 16 pages of virtual address space
ESchroeder7l). In order to access the rest of the pages in main memory. i t  is necessary
for these systems to have an additional table in main memory that specifies the

locations of all the virtual pages that are in main memory. ORSLA . however , uses a
page map that  is large enough to map all of the virtual pages that are in main
memory: probably between 100 and 5000 pages.

_ _  —. .-
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Fig. 22. Page Map Overview

The page map must take a virtual address and produce a main memory address.
The virtual address is broken into two parts~ a virtua l page number and an offset
withi n a page (See Figure 23). The memory address is formed by f inding the main
memory page number that corresponds to the virtual page number and appending to i t

the offset within the page from the virtual address. The essential part of the page map
is the memory that converts a virtu al page number into a main memory page number.
Ideally, the page map memory is an associative memory in which the contents are

v i r t ua l  addrc 5-s
31 bi~~~~~J~~E~fl~~
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• map mai n
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Fig. 23. Mapping a Virtual Address 
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accessed by virtu al page number. Since the mapping memory must be accessed before
memor y can be accessed , the effective access time of main memor y is increased by the
access time of the mapping memory. If the mapping memory uses very hi gh speed
memory, the n it will have an access time of 100 nanoseconds while the main memory
has an access time of 500 nanoseconds, resulting in an effect ive access time of 600
nanoseconds to main memory.

The mapping memory must contain other information as well , however . Usage
information must be kept on each page in main memory so that ORSLA can determine
which page to swap out of main memory. Usuall y this is just one bit that system
software tu rns off every now and then and which is automatically turned on whenever
the page is accessed. ORSLA has a special need , however. It is necessary for this page
map to contain an object reference for the area each page is part of. It is not necessary
f or a full-size object reference to the area object to be used, because most of the bits
will be constant. The type code always specifies type system .area; the s ize field and
miscellaneous information are always the same. Since the area object is the first ob ject
placed in an area , th e offset from the beginning of the page is a constant. Thus the
only variable information in a reference to an area is the page number in wh ich the
area object resides, which only requires 31 bits in a 40 bit address space with 512 word
pages.

In addition , two other bits of information are needed in the page map. First , the
garbage collector need s to know whether an area is being garbage collected , so there is
a GC bit. The second bit , the deleted bit , is needed to specify whether the area has
been deleted. The need for this bit will not be apparent until  Chapter 6, however.
Altho ugh some of these bits dup li cate bits in the ar ea inf or ~r iatlon field of an area ,
th ere is no deleted bit there , and the LCA bit , which is i n the area .~nfor ~nari on f ie ld , as
not kept in the page map. Information is kept in the page map only i f  i t  can
significant ly shorten operations that are used very fre quently . Since p lacin g the LCI4
bit in the page map would not significantl y shorten the long operations in which it  is
used , su ch as constr t~ -t an g a link or a cable , the LCA bit is not in the page map.

A
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Thus the extra information needed by ORSLA in the page map does not quite
double the size of a page map entry. Ideally, all of this informat ion would be
contained in each element of an associative memory that can be accessed with the
virtual page number (See Figure 24). Ideall y, there would be as man y elements in the
associative memory as there are pages of main memory.

Associative memories of this size become slow , h owever. The effect of an
associative memory can be approximated by a set associative memory. The IBM 370/165
u ses a set associative memory with four elements in each set and LRU rep lacement
within a set [Madnick74]. The IBM 370/165 uses this memory for cache, but this type of
memory could easil y be used fo r a mapping memory as well. A set associative memory
with fo ur elements per set does a good job of appro ximatin g a fu l l  associative memory.
If ORSLA could use a true associative memory, the re would be no need for i t  to have
a replacement al gorithm since it would always contain the complete data base. If a set
associative memory is used, however , it is possible for more than four pages to be in

the same set . in which case their addresses cannot all t~e placed in the fast memory It is
necessar y to have the full  page table in main memory and for a mechan ism to exist
that will load the mapping memory when a page in main memory is accessed whose
ma pping entry is not in the mapping memory.

How well does a set associative memory wi th  four elements per set approximate  a
tr ue associative memory ? Let us assume that we have a 1000 element memory wi th  250
sets and that there is a random set of x pages all of which we would like to have in the 

31 b i t s  j 1 3  b i t~~f 4  I ~ i~~~ 7 i t S~~~~~~~~
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number page i n f o

number

FIg. 24. Page Map Entry
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mapping memory at the same time because they all form an important part of the
working set. If we assume that the probability of each page of virtual address space
being a member of a set is unif orm , then if r is less than 225 pages, then the
probability that the entire set of x pages will all be in the mapping memory is greater
tha n 031. Thus a set-associat ive memory approximates a true associative memory
rather well.

Even if it is practical to have a large mapping memory, it may be economical to

have a smaller mapping memory. Multics proved the feasibility of using a small
mapping memory. Fabry [Fabry 74) has suggested that a small mapping memory be
used for CUID systems even thou gh these systems have a sing le address space as does
ORSLA and so could avoid makin g changes in the mapping memory except when
swa pping objects if the mapping memory were large enough. ORSLA has more to
gain from a large mapping memory than does Multics. Furthermore , ORSLA cannot
operate with as small a mapping memory as can Mull ics because ORSLA must make
additional accesses to the mapping memory in order to perform checks to maintain the
lists of inter-area links. Thus ORSLA must operate with a larger mapping memory

than Multics . Since ORSLA maps pages while CUID systems map objects, however ,
CUID systems will need an even larger mapping memory than does ORSLA.

Once the page map specifies what area each page is part of , the operation of
fi nding the area that an object is in is very inexpensive. We are now ready to consider
how we will make use of these area specifiers. In particular , we are int erested to see if

there will be any other structural cha nges in the page map in order to make effect i ve
use of the area specifiers. The area specifiers were introduced to speed up the checking
needed for the store operation , so we will consider how well the needs of the store

operation have been met with the hardware that  has been proposed so far and see if

any further hardware is needed to meet the needs of the store operation.

1. This number was arrived at theoretically but was verified with a Monte Carlo
method. 

-~~~~~~~~~~~~~~~~~~~~~ ._-~~~~...



~~~~~~~~~~~~~ 

... 
.

142 Page Map Section 5.3 2

Before we consider what checks must be made and how to make them , let us

review the notation used in the previou s discussion of these checks (see Figure 16). The

ob ject referenc e that specifies the ob ject bei ng stored into as p. The actua l address is

calculated from p. The location pointed at by p is in area A. The object ref erence

bei ng stored is x. The area containing the ob ject referenced by x is area B. L is the

local computation area.

The CPU performs the first coup le of checks in the store operation checking /‘

for an inter -area link and checking x for an address (see the flow chart in Figure 20).

If x does not contain an address , no fur ther  checking is necessary, so there is a control

line fro m the CPU to the page map that speci fies whether checking should be done. If

checking is necessary, then the first check that must be per formed is to see whether  A

is equal to L. The page map should contain a register (the LC.k register ) that contains

the area specifier for L (see Figure 25). The LCA reg ister as loaded whenever the

processor switches processes. When a store operation is signal led , the page map f i nds

the mai n memory location of the page being stored into and the area specifier for A.

The area spec ifier for A is compared with the contents of the LCA register. If th ey  are

eq ual , no f urther checks are necessary If not , the rest of the checks are performed . but

the store may proceed. The result of the comparison of L and A is reported to the

CPU in case x is an inter -area link , so the CPU can abort the store and take fu r the r

action. Otherwise, checking continues in the page map itself . The next chec k

determines whether A is equal to B. The specifier for A that was Just obtained must be

saved in a temporary register (the TEMP register ). The page map now gets the address

from x and makes an access to the mapping memory again. If the page map does not

contain an entry f or this page , a page fault  must be generated and the store operation

must be aborted . Otherwise , the specifier for B is returned and can be compared with

the contents of the TEMP register. If A - B, the n no fur ther  checks are needed .

Furthermore , the access to the page map to f ind the area spec i fier for B was able to

proceed in para llel with the store operation to main memory. Thus even though the

check for A — B is extra computation ~ at may be accomplished without  slowing down

normal com putation. By placi ng the checks for A - L and A - B in the page map , we

have eliminated the overhead for ma intainin g the lists of inter -area l inks when storing
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Fig. 25. Page Map in Detail

anything in the LCA or when storing intra -area references outside of the LCA.

If A ~ B, however , then much more complicated checks need to be made, so the
store should be aborted. The other checks that need to be made by the CPU depend
upon A and B, so the specifier for B is placed in the TEMP register and the specifier
for A is sent to the CPU. When area specifiers are sent to the CPU from the page
map, the rest of the bits are supplied to convert them to object references for area
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ob jects. The remain ing checks are complicated enough and rare enough that they can

be performed by microcode or by software; the overhead for these checks can be

estimated in a straightforward manner.

5.3.3 Cache

Cache memory is made of very high speed memory , having an access time less

than 100 nanoseconds. An unusual feature of ORSLA is that the cache can map v i r tua l

addresses instead of main memory addresses. Such an organization is an intriguin g

possibilit y on a system with a single address space, but there are many reasons why

main memory addresses are used in cache memories. It is beyond the scope of this

thesis to consider all these issues, but it is my responsibility to show that  no special
feature of ORSLA makes it more difficult  to use a cache. After reading this section , it

wil l be obvio us how to design a cache for ORSLA that uses main memory addresses.
Si nce the design of the cache is less obvious if it uses virtual addresses , however , I
discLs~ ~he design of this type of cache in this section.

Conceptually the cache memory on ORSLA is an associative memory which ,

given a virtual address, can return the contents of that address. Each entry in the cache

actually contains more than one word, however. Depend ing upon how the cache and

main memory have been designed , each entry in the cache contains either one, two, or
four words. Only one of these sizes is used in any particular system , of course. Each

en t ry  in the  cache also contains a few bits that  are necessary for the maintenance of

4 0 - 5 0  Ij i t . s ~9-82 b i t s / w o r d  I ~
vi  r tu ..~l address  1— 4 words 1

b~~t~~

Cache memor y has 1-4 words per entry depending upon system parameters
Fig. 26. Cache Memory Entry
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the cache and for the realization of LRU replacemea1t. The format of a cache entry is

shown in Figure 26. Conceptually the cache is a pure associative memory, but  si nce
each entry is so small , the cache would have tL be a large associative memory Large

associative memories , howeve r , are both expensive and slow , so a pure associative
memory is approximated by a sec-associative memory. This is a standard technique in

the desi gn of cache memories.

Figure 27 shows a set-associative cache memory with 4 entries per set and four
words per entry. The vir tual  address is broken into three pieces : the offset (o) within a

cache entry, the set specifier ( s ), and the rest of the virtual address (v)  which must be

associatively matched against the address of an entry. The cache memory consists of
two memories that are accessed in parallel: the address memory and the contents

memory. A word in the address memory contains the four addresses for the fou r

entries in one set; it is accessed with the set specifier part of the virtual address. A

word in the contents memory holds the contents of four virtual addresses, each add ress
being at offset o within each entry in the set. The contents memory is accessed by the
set specifier and offset portions of the vir tual  address. Thus both the address and
contents mPmorii’c can be accessed given only a virtual address. An associative match as
performed on the information retrieved from the address memory with the unused

portion (v) of the virtual address. If the vir tual  address matches one of the ent i r i es  in

the set, then the word in that entry from the contents memory is gated into the R E A D

buffer.

The page map is accessed in parallel with the cache to f ind what  area the v i r tua l

address is in and to f ind the associated main memory address. Since the  page map uses

a sec-associative memory of the same type as the cache, the main memory address is

comp letely prepared 1 by the time it is discovered that the v i r tua l  address is not in the

cache. Thus when a cache is used , no extra time as taken by the system for v i r t u a l

I . If the page map does not contain an entry for this v i r tua l  page, the comp lete map
of the pages that are in high speed memory must be accessed b y the CPU If the page
is not in high speed memory a page fault as generated . 
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memory mapp ing .

A feature of ORSLA that might affect the structure of the cache is storage

mon itorin g . Checking for a monitor in a location being stored into requires th 4t  the

previous contents of the location be read before the write takes place. Most cache

memory systems do not use the cache for store operations. however; they use

“score-:hrough directly to main memory. A cache that is organized in this way is not

involved in the imp lementation of storage monitorin g ; instead , main memory must
always perform store operations with a read -modif y-write cycl e dur in g  which storage

monitorin g is implemented. If , however , a cache memory allows store operations to be

performed directly to the cache without performing a store-through ” to main memory,

what mechanism would be needed in the cache to implement storage monitoring ? T~ e

answer is that surprising ly little is needed to implement storage monitorin g . A store

operation to the cache must first access the address memory to find whether the virtual

address being stored into is in the cache. The contents memory is normall y accessed at

the same time as the address memory, and if this is done even for store operations .

the n the contents of the virtual address are read by the cache without taking any extra
time. After the associative match has found which entry in the set contains the virtual

add ress, then the appropriate part of the cache can be written into. Practically the onl y
modification that is needed to the cache to imp lement stora ge monitoring is to provide
a double set of buffers:  the READ buffer  to hold the previous contents of the accessed

word and the WRITE buffer  to hold the information being wr i t t en  into the cache.

Reta inin g the previous contents of a word also allows a store operation to be aborted

after  it has begun .

We are n ow read y to consider how the cache memory works with the page map to
perform a store operation , assuming the cache does not use store-through to main

memory (see Figure 28). The CPU begins a store operation by sending the address to

both the cache and the page map . The cache and the mappin g memory are accessed in

parallel.  If the address is not in the cache , the cache sends a signal to the  page map to
F~ ~~~ , . initiate a main memory cycle. By this time the page map has bt i accessed so tha t

when the si gnal for a main memory cycle reaches the page map, the main r~’mory

~
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address has been prepared or a page fault has been signalled to the Cpu.

If the address is in the cache , then the onl y purpose for accessing the  mapp ing

memory is to perform checks to maintain the lists of inter-area links. If A ~ L, th en the

page map sends a signal to the cache to wait before signalling completion of the store

op~ ;~ t a n  This signal reaches the cache at the tame that the cache has just recognized 
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that  the address is contained in the cache. While  the page map is performing a second
cycle to f ind the area specifier for B, the cache is actual l y  storin g the data in to  the
appropriate  location in the cache. Much of the second cycle in the page map is
complete by the r ime the store has completed . It wil l  probab ly take a l i t t le  longer for
the second page map cyc le than for the store operat ion , so there will  be a l i t t l e
overhead for such a check , but it will probably not exceed 25~ of the total t ime taken
for a store operation. As before , the page map makes its checks automatical ly  As a
result of these checks , it may be necessary to abort the store operat ion so more
complicated checks can be made by the CPU. However , the vast majo ri ty of store
operations that do not involve inter-area l inks or cause page fau l t s  wi l l  be handled
directly by the checks made in the page map .

Thus we see that by carefully designing the hardware on ORSLA . it is possible to
reduce the overhead for maintaining the lists of inter- area l inks almost to zero.
Furthermore , the complexity of the addit ions to the h ardware needed for ORSLA as
less than tha t  needed to implement v ir tual  memory. In fact , ORSLA is able to make
more effective use of vir tual  memory than do SAV or LAV systems.

5.4 Comparison of ORSLA with Other Syst ems

We hav ~ now seen how the load and store op erations are perf ormed on O R S L A .
Indiv idua l  loa i and store operations have an overhead that  ran ges f rom zero to a
factor of 50. This overhead is only mean ingfu l  in comp arison wi th  other  sy s tems .
however. In this  section , 1 compare the speed of the load and store ins t ruc t i ons  on
OR SLA with the speed of the equi valent operations on systems whose address in g
hardware  is used b~ object references in pro gramming languages Thus I do not
consider CUID systems in this  section but  do consider the 86700, S AV s y stems and

LAV systems. Pro grammin g style is affected by the structure of the system , so there are
d i f f e r en t  pro gra mm in g styles on the 86700, SAV systems and LAV systems D u r i n g
each comparison . I t r y  to show how the p r u~, :a m m a n g  sty le on each system would
natural ly  be transformed into the cor respond ing programming style on ORSLA.  We

will see that  the loads and stores on ORSLA that  correspond to loads and stores using
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the address space on SAY and LAV systems have very lit t le overhead , so we expe ct

the pro grammin g styles used on SAY and LAV systems to run just as fast on ORSLA

as they do on their own systems. Many of the loads and stores on ORSLA that  are not

supported by hardware on SAY or LAV systems involve little overhead , however , so
we expect a new programming style to be developed on ORSLA th a t  wi l l  t ake

advantage  of these inexpe nsive operations to increase the p erformance of the system.

Thus the apparent  overhead that exists on ORSLA for ma in ta in in g  the lists of

inter-area l inks does not slow down ORSLA. Instead , it allows the use of a sing le

address space for the entire system which is an inherentl y more e f f i c i e n t  address space

than those found on SAY or LAV systems.

The comp arison of OR SLA to the B6~u0 is very brief because the 86700
c. i s -~ ur a ge s  the copying of ob ject ref erences , w h i L ’  they can be f ree ly  copied on

ORSLA.  The overhead on ORSLA for ma in ta in in g  lists of in te r - area  l inks  occurs only

when object references containing addresses are being copied . If ORSLA were used in

the way th e 86700 is used, very little overhead due to the main enance of inter-area

lin ks wculd be invoked , so ORSLA compares favorably with the B6’7
~~

SAy and LAY systems can mani pulate addresses very easil y, so i t  would appear

that the overhead for ma in ta in in g  inter -area l inks  s lus ~s ORSLA down r e l a t ive  to
the se systems. We will discover , however , that the overhead for mainta ining inter -area

l inks  occurs dur in g  operations that  correspond to operations on these other systems tha t

~ are not adequately supported by the hard ware  of the se other sy stem s . so these
operat ions are costly on these other syst ems as well. Both SAV and LAV systems h ave
se v , ’r. , l types of storage tha t  are used in d i f f e r e n t  ways. In order to compa re the  loads

Q and st or es on these systems , we must iden t i fy  the d i f f e r en t  k inds  of stora ge so tha t  we
can determine which loads and stores on the three  systems accomp lish  th e same tasks
These storage types are: temporary storage (T), external  tem porary storage (ET),
machine code storage (C). and permanen t stora ge (P).

The firs t  kind of storage that  is treated sp eciall y by all three systems is the
tempo rary stora ge for a process. This storage Contains the per -process informat ion and
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intermediate results of the process. On ORSLA , it is the local computat ion area (LCA) .

Loads and stores to the LCA never have any overhead for ma in t a in in g  the lists of
inter-area links. Furthermore , obj ect references to anywhere in the  system can easi l y be

kept in the LCA. On LAY systems , such as Mu lt ics , temp orary storage is conta ined  an
the segments in the process directory . Pointers are used extensivel y  to o rgan ize
information in tempor ary storage and are also used to p oint to most other storage on
the system as wel l . On SAY systems , however , all of the writeable portions of the
address space of a job are in temp orary storage. Pointers can easil y be used w i t h i n  th is

temporary storage , but  may not poin t outside of the address space of the j ob.

Occasional ly, j obs on SAY systems use disk for temp orary storage , but  th i s  is done only
when there is not enough room in the address space . Since computat ions tha t  are well
suited for SAV systems do not use all of the address space , this  source of inef f ic iency
will  be ignored here. Thus all the temporary storage for a job on an SAY system is

contained in the address space of the job.

The rest of the address space for a job on an SAY system contains the machine

language programs that are needed by the job. This special handlin g of machine code

on SAV systems causes us to consider the storage that  holds the machine  cod e to be

another kind of storage. It is possible for pointers wi th in  the tem porary storage of a

j ob to point into the  machine cod e storage for the job. Pointers wi th in  machine cod e

storage may point at other machine code programs within the job . On ORSLA and
LAy systems , however , storage containing machine code is very s imi la r  to other

permanent  storage and is not kept in the LCA or the process directory. On O R S L A ,

programs can contain direct ob j ect references for constants and procedures w i t h i n  the

same area , but must use inter-area links for procedures in other areas. On Mul t i c s , ~
mach ine lan gua g e program may use intra-se gment poin ters wi th in  the program , but

must use dynamic  l inks  to procedures in other segments. These dynamic  l inks  are

placed in the process directory automaticall y and the f irs t  time they are refer enced , they

cause a faul t  which is reco gnized by the system which then f inds  the proper pointer

and stores it in the dynamic link. This is called “snappin g the l ink.  The link may then

be used without  overhead for the rest of the process . 

~~~~~~~~~~~~~~~~ -- - -~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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The overhead associated with dynamic  l inks  on Multics has some similarit y to the

overhead for m a in ta in in g  and using inter -are a links on ORSLA. The firs t  t ime one
of the programs in an area is called , a cable must be constructed to the area f rom the
LCA. This is similar to the operation of makin g a segment “known ” to a process on
Mu lt ics .  A segment number is assigned to the segment and a l inkage section is created
for the segment and is then initialized. The l inka ge section contains all the “inter nal
st a t i c ” storage for the programs in the segment and a :  the d ynamic  l inks  f rom th i s
segment to other segments , al thou gh these dynamic links are i n i t i a l l y unsnapped.
M a k i n g  a segment known to a process on Mu ltics clearl y takes longer than  cons t ruc t in g
a cable from the LCA on ORSLA. Once a cable ha s been constructed from the  LCA
to an area on ORSLA , then whenever an inter-area link to this  area is used , the LCA
must be checked to make sure there is a cable to the area. On Mult i cs , on the other
hand , the first  time a dynamic link is used , it must be snapped . which is a very long
operation. Once a l ink has been snapped , howev er , it can be used wi thout  f u r t h e r
overhead. The total overhead on the two system s is probabl y comparable , however ,
since the extra overhead on Mul t ics for makin g a segment known to a process and
snapp ing  each dynamic l ink may balance the extra  overhead on ORSLA for checkin g
for the  existence of a cable from the LCA whenever an inter-area l ink is used.

S.

There is no overhead on SAY systems that corresponds to using an Inter-area
l ink  or a dynamic  link as long as the pro grams tha t  are called reside w i t h i n  the address
space of the job on an SAV system. Since the address space on an SAY system is about
as large as a segment on Multics or an area on ORSLA , it  is possible for  a
programming sty le developed on an SAY system to be transfered to Mu l t i c s  (or
ORSLA) b y placing all the procedures found in the address space of the  SAV system
into a single segment (or area) so that dynamic links (or inter-area links) ne~’d not be

~.seJ between these procedures. SAV systems sometimes provide dynamic linkin g as
well as the static l inkin g  within the address space that is usually used . Dynamic lin ki ng

on SAV systems is used when a program is being called that does not reside within the
ari~ ress space of a job. The required program is read into the address space and all

~
.‘ -

• external symbols (except for other d ynamic l inks)  in the program ~~~~~ li nked to ob ject s
w i t h i n  th e  address space. This is sometimes called “loadin g ” and has much more 

-~~~ - .. ~~~~
.. .-. ~~~~~~~ -- - .—~~~~~~~~~ _-~~~~-- --. _~~~~~~~~-



- -___ ___
~
.__ ‘•_‘“,-.—-.,w.- .— —

Section 5.4 Comparison of ORSLA with Other Systems 153

overhead than d ynamic l inkin g on Multics or the use of inter-area l inks on ORSLA.
Once a program has been loaded, howeve r, it may be used without further overhead.

Thus it is not clear that Multics or ORSLA requires more overhead than SAV systems
for procedure calls , but there is some overhead fc~r procedure calls in all of these

systems. The overhead on SAV and LAY systems is caused by dynamic  l ink ing  wh ich

is needed because of limitations of the address spaces on these systems , whi le  on

ORSLA . it is caused by the need to maintain the lists of inter-area l inks.

The third kind of storage on these systems is permanent storage for in fo rm at ion

other than machine code, e.g. source code , other text files , data files , and complex data

bases such as those used for airline reservation systems. This informat ion is almost

always kept on disk. On SAY systems, there are two ways to use such in format ion  A

permanent fi le can be copied into the address space of a job so it can be used heavi l y,

or it can be used where it is with exp licit I/O commands to obtain the parts of the  f i l e
that are needed when they are needed. Thus a program that  uses a permanent f i le  is

writ ten d if ferent ly  depending upon what the total pattern of access to the f i le  is f rom

the entire computation. Furthermore , a per manent fi le that will  be modified by severa l

S. parallel computations. such as an airline reservation system data base, cannot be copied

into the address space even if it is being used heavil y, because this creates a copy of

the  fi le which may not be modified without  modif ying the original f i le  and all  other

copies of the file that  have been created by other processes using the  file . Instead of

attemping to keep ~ll the copies of a fi le  consistent , the copy on disk is used w i t h

exp licit I/O commands. On LAY systems and ORSLA , h oweve r , the p ermanent  storage

used b y a computation is wi thin  the address space and so informat ion wi th in  it is used

tn the same way as information in temporary storage: b y hav in g  ob ject references to

ob jects in permanent  storage and using these ob ject references to obtain i n f o r m a t i o n

from the objec t. Thus SAY systems do not support the use of ob ject refer ences to

objects in p ermanent  storage. Even if software on an SAY system did allow some form

of obj ect reference to obj ects in p ermanent storage , the most fundamen ta l  problem of

SAV systems is that  “addresses ” to ob jec ts in pet manent  stora ge must be inter p re ted b y

software. LAY systems and ORSLA pro vide hardware supported address spaces t h a t

allow efficient use of object references to ob j ects in p ermanent storage. There are
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limit ations on the usefulness of the address space on an LAY system, however. LAV

s~stems do nor allow ful l  object references to be stored ~ i t h i n ob jects in perma nent

stora ge. Since p ermanent ob j ects will be used by many d i f fe ren t  processes , each wi th  its

own address space on an LAV system , fu l l  addresses ca nnot be stored meanin g f u l l y in

per manent objects . Many LAY systems support an intra -segment p ointer , however , tha t

allows a d i f fe ren t  format of object reference to be used wi th in  pet n anen t  ~rora ge t han

is used in tempor ary storage . The new format  of obj ect reference can only poi nt  to

ob jects wt t h i n  th e segment in which it resides , ho wever. Thus LAV systems as well  ~s
SAy systems use a dif ferent  represe ntation for ob j ects in p ermanent  stora ge t h a n  is

used for ob jec ts in temporary stora ge , forcin g programs to choose w)~ether to operate

on ob j ects in p ermanent  storage or on ob j ects in temporary storage. On ORSLA,  the

same representation for obj ects may be used in t em p or a ty  storage and p ermanen t

storage , al low ing programs originally written to operate on temporary ob jects to be

used on permanent objects as well.

The fourth kind of storage is external temporary storage. This is the temporary

storage for another process. Externa’ ~mporary storage is accessed to perform

inter-process communication. On many SAV systems, the address space for another job

is not treated as a file ira the file system and so special inter-process communica tion

pr!r~iti ves are provided by the system. Whether the address space for another job is

handled via I/O operations or special inter-process communication primitives , ex te rna l

temporary storage on SAY systems is manipulated with a software supported address

space which has s igni f icant  overhead. On Mu l t ics , users do not have access to each

other ’s process directories , so external temporary storage cannot be accessed throu g h he

.~.~~ r ess space. Special inter-process communicat ion pr imi t i ves  are used on Multics as

.~eli to allow the flow of information between processes. Inter- process communica t ion

is a form of software supported address space , and so slows down both SAY
and LAV systems. In addition , it is not poss h!e to communicate ob j e~ referenc es

between processes on these systems because the processec use dif~ ’tent address spaces

L On ORSLA , one process may access the tempo :ary storage of another process as long
~~~~ 

.
“.. as the f irs t  process has a reference to an ob ject in the temporary stor,~~r of the second

p :~ccPss. Ob ject references can be communicated between procesc~ on ORSLA since

_ _  .~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~ .- ~~~~~~~~~~~~~



-s
F.,

-

~1

Section 5.4 Comparison of ORSLA with Other Systems 155

they share the same address space. ORSLA does have significant overhead for these

references , however , since they must use inter-area links.

Another way of characterizin g a load or store is by the kind of informat io n  t ha t

is moved . Thus a load or store can be characterized by the type of storage accessed and

the kind of information moved. The easiest kind of information to manipula te  is

atomic information (A) that does not contain any pointers. Any d i f f i c u l t y  wi th  deal in g

with atomic information is attributable to the kind of storage being accessed , not the

nature of the data being moved.

Pointers are harder to deal with. The first kind of pointer is the internal pointer

( IP). An internal pointer in the temporary storage for a process p oints w i t h i n

temporary storage for that process. This is the most common kind of pointer and i t  can
be handled relatively easil y by ORSLA , SAV systems, and LAY systems. Another kind

of pointer is the external pointer (EP), which points from one area to another .  There

are th ree different kinds of external pointer, depending upon the type of storage bei ng

pointed at: tempora ry (EPT), machine code (EPC), or permanent (EPP). Of these three

S. 
types of pointer, the one that is most frequently given the most system support is the

EPC pointer when it is stored in machine code (pointer to a subroutine ). The other

types of pointers are seldom given much system support except on ORSLA.

Table 2 compares the difficulty of load and store operations on ORSLA to those

on SAV systems and LAV systems. A line in the table stands for a specific k ind  of

storage while moving a particular kind of data. The codes used in characterizing the

difficulty of load and store operations have the fo l lo win g  meaning :

OK means that there is no overhead or almost no overhead. The memory access is
perf ormed usin g a hardware supported address and onl y one or two locations

a re accessed.
OK- means tha t  there is li t t le overhead , but  a: is more t h a n  one ext ra  memory access:

it is between three and seven memory accesses.
p . V means tha t  there is def ini te  overhead of more than seven memory accesses.

OKL means that the operation can be per formed without  overhead , but onl y in
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limited situations. If the programm er wishes to violate these l imita t ions , he must

write more complicated code that executes less quickly than the simpler code that

would be used if the limitations had not been reached. Slow execution of this

comp licated code is the source of the overhead for this limited mechanism ,

S means tha t  the operation is not hard ware supported . Software must inter pret  the
“address ” bein g used to make the memory access or must convert the “pointer ”

tha t  is being moved from one address space to another.

I/O means that this operation is performed b y using disk 110 operations. Often

ORSLA or an LAY system would take a page faul t  instead of performi ng an

expl ic i t  I/O operation. I/O operations are much harder for the programmer to
use than page faults , but it is not clear how much overhead is involved.  The

fact that I/O is hard to use suggests that it will often be used ineff ic ient ly .

NO means that this operation is seldom supported by th is type of system in either

hardware or software.

5.4.1 Resul ts  of the Comparison

As we inspect this  tab le , we note that  wherever there is an OK or an OKL for an
SAY system there as also an OK for OR SLA except for accessing ex terna l  pointers to
code (EPC) or permanent storage (EPP) wi th in  storage containing machine code (C).

Similar l y wherever there is an OK for an LAY system there is an OK for ORSLA.

The bulk of the overhead for maintainin g the lists of inter -area l inks  on ORSLA is
invoked when doing operations that are not supported by hard ware  on SAY or LAV
s y s:*ims. Accordin g to the table , the onl y overhead for fre quent  operations on ORSLA
tha t  is worse than  that  on SAY systems is the handl in g of subrout ine calls to l i b r a r y
s u b r o u t a r e s , but  the discussion on page 152 suggests tha t  SAY systems may not be
be~ er than  ORSLA on this poin t.

It would be possible to reduce the overhead for subroutine calls to l i b r a ry
subrout ines  on ORSLA b y using another bit in the ar ea inf ormatio n field of an area:
the /z~’ bit. An area could be def ined to be a L I B R A R Y  area All  LCAs would be
.I~~tomat c . I l t y  cabled to all L I B R A R Y  areas wi thou t  having cable ob~e~rs to each 

. .-~~ -. -~~~~~~~~~~ -~~~~~~ - -.-~~~~~~ . . --“~~~~~~.
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Table 2. Comparison of Systems - Load and Store Operati ons

Kin d of Kind of
Storage Data ORSLA SAY LAV

T A OK OK OK
U> OK OK OK
EPT OK OK OK
EPC OK OKL OK
EPP OK OK OK

ET 11 A OK S1
I? V 4 NO NO
EPT 10 V 4 NO NO
EPC OK-3 NO NO
EPP OK-3 S1 S1’2

C8 A OK OKL OK
$ 

U> OK OKL OK
EPT 10 OK 7 OKL OK- 5
EPC OK- 6 OKL OK-5
EPP OK- 6 OKL OK-5

P9 A OK I/O OK
S. 

U> OK I/O OK
EPT 10 V 4 S NO
EPC V 4 I/O S
EPP Y 4 I/O S

Kinds of Storage
T temporary storage (LCAs)

• C areas cont ainin g machine code
P permanen t data not containin g machine code
ET external temporary storage (for another process)

Kinds of Data Accessed
A atomic (no pointers)
U> interna l pointers ( intra-area po inters)
EPT external pointers pointing at tempor ary storage
EPC external po inters pointing at machine code
EPP external pointers pointing into perma nent storage

.-

~ 
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Table 2 (con ’t )
Rat ings  of the Systems

OK cost for load or store is one or two memory references
OK- cost is more than 2 memory references, but less th an 8
OKL cost as only one memory reference, but limited in f lexibi l i ty
V sig nificant overhead , but not as bad as S or I/O
S access per formed b y software, possibl y 10
I/O access performed b y use of explici t  I/O commands
NO not supp orted or used

Notes
1 SAV and LAV systems perform inter -process communication w ith  special

purpose software. The “address ” used to perform the access is t he  name of an
event channe l  or of another proc ess. This must be interpreted by sof tware  to
actual l y perform the inter -process communicat ion .

2 Since d i f fe ren t  processes have di f ferent  address spaces on LAY systems , t he
poin ters  communicated from one proc ess to another cannot be h a r d w ar e
supported pointers but must be software supported pointe rs such as f i le  names.

3 Since ET storage is reached from the LCA through an inter -area l i n k , any
pointers retrie ved from ET storage mu st be checked ag ainst  cables a l ready
made from the LCA. New cables may ha ve to be constructed f rom the LCA

4 An inter-area !ink must be created dur in g  this access.
5 Dynamic  links are used . Each l ink  must  be snapped wi th  sof t ware  once per

process.
6 These pointers are inter-area links , so it is necessary to check tha t  th ere is a

cable from the LCA to this  other area. Occasio nall y, cables must  be
cc~ s:ructed as well ,

7 If S AV systems and LAV systems work at a lt with EPT p c u i : ~ r c . these poin ters
r - us t  point into the temporary storage of the current  process. In t h i s  case , no
che ci ~ for a cable need be made on OR SLA.  The EPT p o in ter , wh ich  uses an
an :er ~area l ink , w ill  be converted to an IP p ointer  in tem p orary  storage.

8 Code is usua l l y read and very seldom modified , so the estimates on overhead
assume c~ads ra ther  than stores.

~ Permanent  data is often read , but  it is also modified.  Since the  overhead for
stores is ~r~a~er than the overhead for loads on ORSLA , the ove rhead shown
is for  stores.

10 V ery  rare k i n d  of access
I In t er- p r oc e sc o~:u’~ u nic a: ion.

LIBR ARY ~: e. 1 In  each LCA. This would require the system to keep a li s t  of all  the
LC As on the syctern The memory map would also contain a bit s cif yin g that the

LIRRARY area. This would al~~~ . a l s  to libr ar y subroutines to be
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performed without checking for a cable from the LCA. An EPC pointer from machine

code to a librar y subrout ine uses an inte r-area l i nk .  Whe n this  l ink is used d u r i n g  a
call to the librar y subroutine , it is necessary to obtain the direct reference to the

subroutine from the inte r-area link and then to obtain a reference to the area

containing the library subroutine. At this point , however , the informat ion  t h a t  t h i s  area
is a L I B R A R Y  area is obtained , so no furth er checking is needed since rhe LCA is

a lways cabled to all L I B R A R Y  areas. Construction of a cable to the L I B R A R Y  area is
avoided , as are all the checks th at the cable exists. For tunately ,  L I B R A R Y  areas are
seldom modified and therefore seldom need to be garbage collected. To garbage collect

1 ’ a L I B R A R Y  area , first  convert it to a normal area. This is done by construct ing cables
from all LCAs to this area and then tu rn in g  off the j ib bit in the a rea and in the p age
map of the pages of the area. After wai t in g  for the LCAs to garba g e  collect
themselves , which  should not take more than a few hours or po ssibl y ~ c~ay s rnce

garba ge is generated rapidly in LCAs and they are deleted when the  processes r u n n i n g
in them are term inated , only those LCAs that  are still referencin g the  e x - L I B R A R Y
area wil l  still have cables to it , so it may be garbage collected with no more d i f f i c u l t y
th an necessary.

Even if this improvement is not made , how ever , pro grams or i ginal l y designed for
SAV or LAY systems can be ~un on ORSLA with very little overhead. There are
many rows of Table 2, however , in which ORSLA performs better than SAY or LAV

systems. Program s designed specificall y for ORSLA wil l  pro bably run faster  t h a n

• programs designed for  SAV or LAY systems that pe-form the same task , even thoug h

lists of inter area links must be maintained on ORSLA but are not maintained on

SAV or LAV systems. Thus , a l thou gh at first there appears to he some runtim e

overhead on ORSLA for maintainin g the lists of inter-area l i nks , this is onl y in

comparison to an ideal system with a sing le. l.~~ e address spa ce on which  eve ’y k~
and store can be done with exactl y one memory reference. In ‘ or ’n 1a r i s o n to ~‘al
systems , however , there  is no run t ime  overhead for  m a i n t a i n i n g  the l is ts  of i n t e r - a r e a

links.

The detailed anal ysis above ignores an important  d i f f e r ence  between O R S LA

_ _ _  
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and SAY and LAY systems . When the LCA is garbage collected on ORSLA , another

area is created into which all the information an the LCA is copied . The garbage

collector , however , runs in the old copy of the LCA and has a cable to the new copy of

the LCA. Store operations into the new copy of the LCA , however , require as many

checks as stores into permane nt areas. On an SAV or LAV system garba ge collection is

done wi th in  temporary storage. Thus the stores into the new copy of the LCA q u a l i f y

aS stores to P storage on ORSLA but correspond to stores to T storage on SAV and
LAy systems. Since storin g into P storage is more d i f f i cu l t  than  storing into T stora ge .
there is additional overhead in garbage collection on ORSLA for m a i n t a i n i n g  the l is ts

of inter-area l inks.  Thus , altho ugh the maintenance of l inks  is done d u r i n g  all

comp utat ion , it only increases costs dur in g garbage collection. Even then , the cost of

construct in g l inks  and cables should not really be counted as overhead because the

l inks  and cables need to be copied as part of the garbage collection. The real overhead

in the garbage collection is the constant checkin g for int ei- -area references and
checkin g for cables that  al ready exist . This checkin g , however , also creates cables t h a t

are needed from the new area; thus  cables are deleted automatical ly  when an LCA no

$ lon g er references an area since those cables tha t  are no longer needed wil l  not be

c : e: , t e d in the new copy of the LCA. Thus the overhead in the garba ge collector for

m a i n t a i n i n g  the lists of inter-area l inks does perform some leg it imate garba ge

col lection funct ions .  Furthermore , it is acceptable for the garbage collector to spend

time m a i n t a i n i n g  the lists of inter-area l inks since the garbage collector benef i t s

~ — C -  ar o u s l y from their existence.

~ 
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Chapter 6
Placement of Objects in Areas

Areas help achieve locality of re ference and aid the garbage collector because the

ob jects in an area are all related to each other: they form a logical module of

information. It is still necessary, however , to consider mechanisms that cause the obje cts

in an area to be related to each other. Ultimately, the user is responsible for the proper

placement of obj ects, but It is possible for programmers to write programs th at

correctly place the objects they create. In addition , ORSLA provides as part of the

garbage collector a feature known as the move r which can move an ob ject that  is
residing in one area into another area. When used exp licit ly, it allows the user to move

objects from one area to another, but the mover is also able to identif y which objects
have been placed very poorl y and move these objects automatically into more

appropriate areas. These mechanisms on ORSLA make it easy for the user to place
related objects into the same area.

Easy ” is a relative term , however. I will  try to show that  p lacing ob j ects into

areas on ORSLA is easier than placing data into files on an SAV system or into

segments on Mult ics. CUID systems, however , do not have a concept similar to areas.

Since the programmer on a CUID system does not have to do any p lacement of ob j ects

at all, it is harder to use ORSLA than CUID systems in this respec t Nevertheless , the

improved performance of ORSLA over CUID systems is wnrth the extra effort .
especially since mechanisms are supp lied on ORSLA that can plac e obj ect s

automatically. When ease of use is important , ORSLA can relieve the user of the n eed

to place objects into areas explicitly , but when efficiency of computation is important

ORSLA can achieve h igh performance.

6.1 Ini t ia l  Placement

Every object on OR SLA resides in an area , so when an objec t Is created , th e

programmer must specify in w.ii ch area the ob j ect should be placed by p ro v id in g  the

area as an additional argument to the program that  creates the ob ject Th i s  is the

in it i al  p lacement of the object. Although assembly language progreammers and P U t  
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programmers are famil iar  with this argun iern to the allocate procedure , LISP

programmers and Algol 68 pro grammers are not famil iar  w ith this argument.

Fortunately, a good defa u lt can be su pp lied b r  the area in which to create an ob ject :

the local computation area. After all , most objec ts created by programs are intermediate

results in a computation and therefore belong in the loca l computation area. This

corresponds to the default area provided in PLII . LISP and Al gol 68 do not have the

concept of areas , thus all of the obj ects in these languages are allocated from the same

pool of storage. ~ince LISP and Algol 68 deal with files throu gh I/O operations , all of

the objects in these languages are within temporary storage. The fact that LISP and

Algol 68 force the user to place objects into storage that corresponds to the LCA

suggests that the LCA is a good de fault  I or p lacement on ORSLA. Thus a program

that  creates an object on ORSLA takes the area in which to init ial l y p lace the object as

an optional argument. If no area is specified, the local computation area is used . This

default initial placement of objects can be viewed as a form of automatic p lacement.
Thus when a prog rammer does not specify where an obj ect is to be placed , the system

automatically places it into the local computation area.

Not all ob j ects are intermediate results of a computation , however. Obj ects tha t

are part of the final  results of a computation that the user wants to save for some time

should be ini t ial l y placed into the area in s’ hich the f inal  results will be sav ed . The

prog ram that performs the overall computation will be used many times b y d i f f e r en t

people, so the area in which to initiall y p lace the final re~ ts of the cumputat lon

cannot be a constant in this program; it must be a variable. It will probabl y not be
possible to compute in what area to place the final results from the usual set of

a~~ u ments  to this program , so the program wil l probably tal,e an additional argument
t~’a~ specifies in which area to p lace the f ina l  results. The program that  is in control of

the overall com putation , however , is often invoked explici tly by the use r as a commanc ’

so the user will have to specify in which  area to pla ce the f ina l  results of the

computation. The user will only be able to do this if he is aware  of the areas already

in use and what they contain. One role of the file - , ct~ m is to provide this
i nformat ion . 
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Although it seems that the only alternatives for ini ti al placement are the loca l
computation area or an area specified by the user , in many instances it is possible for a
program to determine the proper area in which to place ob ,jects. When a data base is
created on ORSLA, the user must specify in which area to place it. Once a data base
has been created , however , the user can make modifications to it withou t havin g  to
specify in which area the data base resides because an object reference to one of the
objects in the data base can be used to find what area the object , and therefore the
data base, is in. The program making the modifications could then place any new
obj ects into the same area as the rest of the data base. The reference to the area is
obtained from the page map for the object that is already part of the data base
Obtaining the reference to the area in this way has prob lems of protection , but the
rule of thumb that protection issues should not interfere with legitimate computation
suggests that the protection issues can be solved. Havin g a reference to an objec t in an
area should not automatically allow a program to place obj ects into the area . If ,
however , the program Is part of the subsystem that  maintains the data base in the area,
then it seems rea sonable that the program should be able to place obj ects into the area.
Thus the abilit y on ORSLA to find what area an object is in helps reduce the number
of user commands that must specify an area in which to place the final  results of the
command.

Let us see how a pr ogram that controls a computation makes use of the
information of where the results of the computation should be p laced . The program
that controls the computation could use this information directly by f irs t  wai t in g for
the f inal  results of the computation to be computed and then copying this  information
into the area that should hold the f inal  results. This is not the ini t ia l  placement of this
information , howeve r. The initial placement of the objects in the f ina l  results can onl y
be affected by causing the programs that initially create these objects to create them in
the appr opriate area. These objects may be created b y very low level programs .
however. For example , a multi ple precision number may be created by a multipl y
operation. If this number is part of the f inal  results of’ a larger computation and it is )

to be initiall y placed in a permanent area , then the multi p1 ; operation should be called
with an additional argument which is the area in which to create the results of the
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operation. Thus the proper initial p laceme nt of objects may be somewhat diff icul t  to
achieve. Programs that attempt it usuall y require one more argument than programs
that do not attem pt proper initial placement. Passing these extra arguments requires
extra CPU time that should be counted as the cost of properly placing objects when
the y are created . Furthermore , some algorithms do not allow proper init ial  placement
because it is not always known whether an object is an intermediate result or a final
result when it is created. Algorithms that use successive approximation construct
proposed solutions that are used as intermediate results if they are not found to be
adequate solutions. Successive approximation is a standard technique in numerical
anal ysis and similar techniques have been develop ed in grap h theor y as well. Thus
althou gh the proper initial placement of objects seems to be very efficient , in fact it

has a cost associated with it and in some cases it is impossible to do. Once these

reservations ha ve been noted , however , it should also be menttoned that many
algorithms can perform the proper initial placement of objects easily and efficiently.
The programmer should decide whether the f ina l  results of a program should be
placed properly when they are created or should be moved after they have been

created .

6.2 Directories

Directories on ORSLA are similar to fi le directories on SAV systems , but are
even more similar to the directories on Mukic s. Directories on ORSLA have basically
three tasks. First , they provide names for the ob jects that  the user manipulates directly.

These names are character strings that have been selected by the user. Most names are

wc.rds or abbreviations that remind the user what the object is and what it is being
u sed for. A particular name can on l y be associated with one object in one directory, but
the same name may be associated with different objects in different directories Second,

since the user must manage areas and must pay for the storage u sed by area s,
directories must be disp layed to users in a manner  that  shows what  informat ion  is kept

In an area and how much storage Is used by the area. The user is onl y concerned a bou t

the storage that  he must pay for , so there is the concept of an area being contro lledr from a directory. The owner of a directory is responsible for the storage used by the

_______________ - . _________ ~~~ —- —~~~~~ .~ ~~~~~~~~~~~~ ~~~~~~~ . 
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areas controlled from the directory, so ORSLA disp lays the amount of storage u sed by
the areas controlled from a directory. The directory must supp l y the user with
i nformation about the areas he controls so the user can manage his areas effecti vely.
This section will consider the operations available to the user for mana ging area s as
well as how th e directory supp lies the information that allows the areas to be managed.
The third task of directories on ORSLA is to control access to obj ects. This task is
necessary because a directory is a global data base that converts character strings into
obj ect references. Work on CUID systems has already resulted in techniques for using
directories to provide names for objects and to control access to objects. Since

controlling access on CUID systems is very similar to controlling access on ORSLA,
little will be said here about how a directory controls access to objects.

Figure 29 shows a sample listing of a directory on ORSLA. Each area that  is
controlled from the directory begins ‘..ith a line that gives the name of the area and

some key information about the area that hel ps the user manage the area . The
f ollowing lines give the names of the objects withi n the area and a description of the
type of each object. After all the area s that are controlled from this directory have
been listed , then the names of othe r objects that are not contained in the area s
controlled from this director y are listed along with a description of the type of each of
these objects. The description of the type of object is derived from the data type of the
object; it does not form part of the name of the object . There will , of course, be

options avai la ~’le to the user for onl y listing some of the objects in a directory.

6.2. 1 List of Named Objects

The way a directory is listed Is very important for makin g the user aware of the

area s that  he is responsible for. By listing the objects within an area immediately
under the area , the user becomes aware of the kind of information kept in that area
and is r ’minded of the purpose of the area. It is then easier for the user to choose in
which area :o place new objec ts. Listing the named ob jects in an area Is only useful  for
controlling the area, however, If the objects named in the area describe all of the

~~~

“ 

~ 
i nforma t ion in t ~e area . This does not mean that all of the obj ects in the area must be
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list t/ii s ....dir
areal 3/4, 3/4, 8%

progi_source LISP_source_code
progi LISP_ob ject_code

area2 2/5, 2/7, 5%
mailbox mailbox
cal appointment _ca l endar
this_dir directory

mis c_c~~j1 LISP _source_coda
other dir directory
Sam mailbox
compile LISP_object_code
other _area area

This fi gure shows the result of the list command typed in the first line of the figure.
First the named objects in each of the areas controlled from this directory are listed.
The header line for each of the areas has severa l numbers whose meaning is as
follows:

areaname storage used/storage quota , address space used/address space quota ,
gc_index

After the areas controlled from this directory have been listed , all th e named objects in
the directory that reside in other area s are listed .

Fig. 29. Listing a Directory

named , however. What the user considers to be a single object, such as a mailbox , may
i n fact be a comp lex data structure that makes use of many objec ts. The user thinks of
it as one object because in order to manipulate the entire structure , it is only necessary
for the user to name one of the object s. Ob ject references fo r the other objects in the
structure may be obtained from the named object , f rom objects accessible from the
named obj ect, and so on. Thus a named object will usuall y be the root of a data

E structure all of which may be manipu lated when the user invokes operations on the
named obj ect.

The objects in an area that are named in the directory that controls the area

~~~ 

.

~~ should allow all of the informat ion in the area to be manipulated . In Chapter 4 we saw

~:,aL the garbage collector needs a more reliable source of accessible obj ects in an area 

-.. - . -,~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~ _
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tha n is provided by the list of incoming inter-area links. The obj ects in an area that
are named in the directory that controls the area is this reliable source of accessible
objects. It should be possible to find all of the objects in the area b y starting from each
of the named objects and tracing through objects in the area . In order to identif y the
named objects for the garbage collector , another field is added to the area object: the
list of named objects. This is a list of the objects in the area that are named in the
directory that controls the area . This list contains the actual names of the named
objects In the area as well as references to these objects. The list of named objects in
an area Is contained within the area , but the information in this list is dup licated in
the directory that controls the area . The directory has a large hash table that contains
all the names in the directory so that character string names can be converted quickly
to object references for the objects they name. In order to keep these two copies of the
information consistent, the user manipulates the list of named objects i n an area
through the directory that controls the area and the directory corrects both its hash

cable and the list of named obj ects within the area.

It should be remembered that a directory does not maintain any sensitive system
info rmation on ORSLA and so is just an ordinary object that could have been defined
by a user. A directory is a reasonably complex data structure , however , and so will
probably consist of severa l objects. The object reference for the directory refers to the
root object of the directory. The objects that comprise a directory must be stored in an
area. A directory Is a data structure that users will manipulate explicitly with user
commands and so the file system must provide a name for a directory. Therefore , the
root object of the directory will be on the list of named objects in the area in which it
resides. If a directory is placed into one of the areas that this directory controls , then
the directory will not need quite as many inter -area links as it will need if i~ is kept in
another area . Thus an unusual aspect of the directories on ORSLA is that one of the

names in the directory will probabl y name the directory itself. Thus the object t#iis ...dlr

in area2 in Figure 29 is the name of the directory that controls are a2.

The user has the ability to change the names within a directory. Names may be
deleted from the directory and names for new objects may be added to the directory .
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Additional names may even be added to objects that are already named in the
directory. A major purpose of a directory is to control a certain set of areas and to
display the named objects within these areas. If a directory is controlling a certain area ,

A, then deleting a name of an obj ect within A from the directory also removes the
object from the list of named objects in A. Adding a name for an object within  A to

the di rectory adds this object to the list of named objects in A. Adding or deleting
names from a directory has no direct effect on the amount of storage used in the areas
controlled by the directory, howev er. The directory merely contains object references to
the objects within those areas. More storage is used in these areas when objects are
created in them , not when names are added to the directory. Storage is reclaimed from
the areas only when they are garbage collected.

6.2.2 Garbage Collecting Areas

The user on ORSLA Is ultimately responsible for garbage collecting areas.
Garba ge collection is one of the most important management operations that must be
performed on an area . Fortunatel y, the system can help the user determine when each
area should be garbage collected. When a directory is listed for the user , th e last
number on the header line for an area controlled from the directory Is gr~~ndex , an
estimate of the percentage of the storage In the area that would be reclaimed by
garbage collection.

How can gc.Jndex be computed. h owever? Garbage can be generated in an area
in two ways. An incoming link to an area that is the only accessible reference to the
object it points to can be destroyed , th ereby making the object the link pointed to
inaccessible. In addition , the Internal structure of the information in an area can be
modified to cause some of the objec ts in the area to be inaccessible. If the list of
named objects in the area actuall y describes the information in the area , however , then
Inter-a rea links to the area should not be point ing to objects that are inacce ssible from
within the area in which they reside. Thus changes in the number of’ incoming links to

an area should not indicate a change in the amount of garbage in the area If ob ject
references stored within an area have been destroyed , i.e. written ove r , t has ma y be an

_  _  . .-~~~~~~~~~~ -~~~~~~~~~~~~~~~~~~~~~ -- , -~~~~~~~-- 
-



-

~ 
.- __—~__-,-_-~~ -* • — - ., . -- .

~~~~~~
w . .- - - .

Section 6.2.2 Garbage Collecting Areas 169

indication that the structure of the information is changing and that garbage is being
generated . Another Indicator that an area need s to be garbage collected is the amount
of stora ge allocated for new objects in the area since the last garbage collection. Even
if the new obj ects did not replace other objects within the area , garbage coll ectin g the
area might improve the locality of reference of the area . Finall y , if objects have been
deleted f rom the l ist of named objects in an area , the n It is likel y that the area contains
some inaccessible obje cts. Thus we see that gcJ nd ex can be computed from the number
of modifications to the area , the amount of storage allocated within the area , and the
n um ber of objects deleted from the list of named objects since the last garbage
collection. Unfortuna tely , it is difficult to estimate how much garbage is generated by
each one of these activit ies . Thus no more will be said in this thesis about how

gcindex is computed . The exact algorithm for computing gc index is an important
research topic for future research. Different algorithms may even be n eeded for
different area s or for different app lications.

One obvious way to use gcJndex is for the user to watch it and use it as a guide
for invoking the garbage collector explicitl y. When should garbage collection occur .
however ? There are two factors that must be balanced in deciding when to garbage

• collect an area. First , garbage collection can reclaim storage. If an area contains a great
deal of garbage then it should be collected . Second , a small amount of garbage can
have a large cost if it is retained for a long time. Thus , if a series of modifications are
being made to an area after which no modifications will be made for a long time , then
the area should be garbage collected after the last modification has been made.
Similarl y, if garba ge Is being generated in an area at a great rate , it is advantageous to
wait un t i l  the rate of garbage generation has subsided before garbage collecting the
area unless the amount of garbage in the area is producing a seriot ~s dra in  on
available storage or is increasing the workin g set of the computation dangerously close
to the size of high speed memory on the system. Thus , unless the amount of garbage in
an area is excessive , an area should not be garbage collected unt i l  af ter  the  rate of
garbage creation has decreased . In many instances , it will be well to wait until a u ser
logs out of the system and then to garbage collect the areas that the user modified as a
background job on the system.
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170 Garbage Collecting Areas Section 6.2.2

This anal ysis leads to three mechanisms for automatically invokin g the garbage
collector. First , when a user logs out of ORSLA , each of the areas controlled by that
user is inspected . If an area’s gcinder is above a threshold level selected by the user.
then that area is scheduled for garbage collection as a background j ob on ORSLA.
ORSLA chooses which areas to garbage collect first so as to make the best use of spare
CPU time for garba ge collect ion. An area is only garba ge collected as a back ground

job when no LCAs are cabled to the area. Second , if the storage quota on an area is

exceeded and if gc index is above a certain threshold , the n the area is garbage
collected and execution is resumed without reporting the storage quota overflow to the

user. This mechanism does not prevent the user from ever getting a storage quota

overflow , however. Immediately after such a garbage collection , grinder will be zero.

if the garbage collection did not reclaim much storage , then the ne xt time the quota is
exceed ed , gc.index will not be above the threshold u sed to trigger garbage collection
and so the stora ge quota overflow will be reported to the user. The third mechanism
for automaticall y invokin g the garbage collector is used when the workin g set of a
compu tati on exceeds a certain threshold , causi ng the computation to receive an
interrupt. The process may then decide to garbage collect its LCA and it may also

garbage collect an area that the LCA is cabled to and whose gcindex is above a rather

hig h threshold.

The reader may have gotten the impression that the user will seldom have to
specify when garbage collection should occur. Although this may be true , I hav e not
presented the mechanisms in enough detail to allow anyone to estimate how well they

will work. The most sensitive issue is the accuracy of gc index as an estimate of how

much an area needs to be garbage collected . Analyzing the quali ty of a specific
algorithm for computing gcindex can probably be done only on a specific ORSLA
system. Thus , u ntil the merit of automatic invocation of garbage collection can be
show n , we should expect that the user will bear res ponsibility fo r invokin g the garbage
collector on permanent areas. Multics LISP , howeve r , has shown the practicalit y of

auto matic invocation of the garbage collector for the LCA. Multics LISP invokes the
garba ge collector when the amount of storage allocated since the last garba ge collection

exceeds the amount of storage in accessible ob jects that  was found during the last

_ _ _  -~~~ -~~~~~~~~ -~~~--~ - --- . -~~~~~~~~~ ..~~~~~~~~~



~ 

. ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
.-.

~
p ~~~~~~~~~ “ — —  .- - ~~~~~~~~~~~

Section 6.2.2 Garbage Collecting Areas 171

garbage collection.

6.2.3 Deleting Areas

Garbage collecting areas, setting quotas on areas, and naming the object s in areas
are not the only operations that must be performed on area s, however. There is also
the matter of creating and destroying areas. Areas can be created rather easily , but how
are they destroyed? One techni que would be to wait unt i l  all incoming links and cables
have been deleted . The system could easily recognize when the last link or cable has
been deleted and then simp l y free all the storage and address space for the area . No
garbage collection need be done because there are no reference s anywhere else in the
system to the obj ects in this area . The last l ink to the area would not be deleted unti l
after the area has been deleted from all the directories on the system , however. Since
the user who creates an area Is charged for u.s storage, many users will not want to
delete an area from the directory that  controls the area without having a good idea of
when the storage u sed by the area will  be reclaimed . Furthermore , it would be possible
for two areas to be completel y inaccessible but for each to have an inter-area link or a
cable to the other area . Since these areas are inaccessible , they will never be garbage
collected (the user cannot initiate the garbage collector) and the system will never notice
that  they are inaccessible. Thus the technique just described for deleting an area
cannot be depended upon . The file system must be responsible for keeping all exist ing
areas accessible from the file system. Furthermore , the file system should ensure th at
every area that exists on ORSLA should be controlled from an accessible directory.
Thus no area should ever be without incoming links or cables. The techni que for
deleting an area described in this par agraph can be u sed as a check that the file system
is operating properly. If an area is ever deleted because there are no incoming links or
cables, then there as a bug in the file system.

Usuall y a user wil l  not delete an area from the director y that  controls the area

unless there is no further use for the area or the  information contained with in  the
area . There are two ways to delete an area wi thou t  causing dangl in g references to be a
problem. The firs t  method ensures that all the information within  the area is destroyed

_ _  
_ _ _ _  _ _ _ _
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and so is called a hard delete.

Hard de~ete: To delete area A, first find all incoming inter-area l inks to objects in A.

change them so they reference the deleted ob ject and then remove them from

the lists of inter-area links. Almost any computation with the deleted object
causes an error. A reference to the deleted ob ject does net contain an address.

Change all the inter-area links from A to other areas to reference the deleted

object and then remove them from their lists of inter-area links.  The set of area s

that A has cables to , C0, is then formed . The set of areas that  are cabled to A,

C1. is aiso formed. Cables are added from each area in C1 to each area in C0
whenever these cables do not exist already. Then all the cables from A to area s
in C0 are deleted . All the stora ge associated with the address space assigned to A
is returned to ORS LA. This destroys all of the ob ject references inside of A and
causes the null list of outgoing cables to be accurate. The transit ive cabled
relation for all areas other than A has been preserved even though all the cables

from A have been deleted . The onl y remaining references to the address space

associated with A are from area s that are cabled to A. The address space

associated with A cannot be reused unti l  all the areas that are cabled to A have

been destroyed and the cables to A removed. This can be speeded up b y causing

these areas to be garbage collected . When an area is garbage collected , any

references to objects in A will be converted to references to the deleted object ira

the new copy of the area. When the garbage collection is firuished , the old copy

of the a rea will be destroyed thereby removing its cable to A. The new copy of
the area is not cabled to A because it does not contain any direct references into
& Whenever a dang ling reference into A is used to try to access storage , the fact
that there is no storage associated with the address accessed causes an error tha t

i’. similar to the kind of fault  ca u sed by the use of the dekted ob jec t . Thus the

dangling references into A will  behave like references to the deleted ob j ect unt i l

they are actuall y replaced b y refer ences to the deleted ob ject . When the last cable

to A is removed , the add ress space for A is freed and can be reused since there
are no longer any dangling references to it . Thus a hard delete temporari ly
creates some dangling references , but at does no~ allow them to become ~

_ _ _ _  ~~~~~~~~ . — “ ~~~~~ -- -~~~~ - ~~~~~~~~~
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problem.

A hard delete activel y destroys all the information in the area . Althou g h this will
sometimes be desired , there will be other ttmes when the user merely wants to delete all
the named objects within the area from the directory and wants to stop paying for the
storage in the area . If other users still need some of the information in the area and
are willin g to pay for it , then the needed information should be saved. This can be
done b y performing a soft delete of the area.

A soft delete begins by deleting the area and all the named obj ects within the
area from the directory that controls the area. Instead of rep lacing all references to
objects in the area from other parts of the system with a reference to the deleted object ,
the area Is garbage collected without creating a new copy of the area. An object in the
area that is referenced from elsewhere in ORSLA is moved to one of the areas that
points to it. Only the information that is not moved elsewhere is lost.

Soft delete~ To delete area A, initiate a garbage collection involvin g area A and all
area s cabled to A. Do not create a new area A’ for the information in A. First

garbage collect the areas cabled to A. When a reference to an unmarked object
in A is found from area B, copy the ob ject into area B’ and mark from the
object as if it were in area B. When the garbage collection of the areas cabled to j
A has been completed, mark from the incoming inter-area l inks to A. When a
link from area C is processed, place any unmarked obj ects found from that  l ink
into C. When this garbage collection is over , there will be no inter-area links to

• A and no areas will be cabled to A, so a hard delete may be performed on A.
Area A will be deleted as part of the clean -up of the garba ge collection tha t  will
also delete the old copies of the other areas that were garbage collected together
with A.

As described , the soft delete algorithm forcibly moves informat ion from A to

areas that reference that informat ion. The owners of some areas may not want
information mov ed to their area , however. They could make their wishes known by
setting a flag in the inter -ar ea link or cable to the area that is being deleted . If the

_
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individual links or cables can enable or disable the saving of information from a

deleted area , then the soft delete will probably become the most popular way to delete
an area. The philosophy behind the soft delete is entirel y consistent with garbage
collection: objects should only be deleted when everyone is finished with them , not
merely when the entity that created them is finished with them. There is no need for

this philosophy to require the user who creates an obj ect to pay for its storage during

its entire lifet ime , however.

6.3 The Mover

Even when a programmer makes an effort to place an ob ject into the correct

area , it is still possible for the structure of the data to change , so that after awhile , the

object may become part of the information in another area. Thus , it must be possible

to move an object from one area to another. This ability is especially important if the

ori ginal placement of the object was not done with care. Althoug h the system does not
know anything about an obj ect when it is first created , after the objec t has existed for

awhile , references to the object will be stored in other objects that are related to this
object. Thus there is a potential for automatically moving an object to an appropriate
area after it has been created. An automatic mover may be able to relieve the user and
the programmer of much of the work needed to place objects into appropriate area s
and to keep them in appropriate areas.

The onl y mechanism on ORSLA for moving objects In the address space us the
garbage collector. The garbage collector finds all of the object references to the ob ject

• being moved and modifies these references so that they po int to the ob ject’s new

location. Since the garbage collector looks at all the references to the obj ect on the

system , the garbage collector might be able to use the location of the references to the

object to determine when an objec t should be moved from one area to another. Earlier

we saw that  the soft delete algorithm caused ob jects to move from one area to another.

Perhaps the techniques used there can be generalized to a full  automat ic mover.

A word of caution is needed here. Unless an automatic mover never makesy
mistakes , the re will be some users who will want to specify where their obj ects should

_ _  _ _ _ _ _ _ _ _ _ _ _ _  
.
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be placed . The automatic mover should not move these objects unless it is sure that the
new placement will be superior.

What criteria should be used to move an object? Each area contains a list of
named objects that is supposed to describe the information ira the area. Thus all of the
objects in the area should be accessible b y tracing through objects in the area star ting
from the list of named objects. Objects that cannot be found by tracing from the list
of named obj ects are not part of the information that is supposed to be in thu s area.
These obj ects are quite likely garbage. If one of these objects is referenced from other
areas, it should be moved to one of the areas that references it. This is the only
criterion for automaticall y moving objects that I advocate. It is a reasonably
conservative criterion for automatic movement. Any programmer that wants an object
kept in a particular area can put the object onto that area ’s list of named objects .

Thus it appears that the garbage collector can help decide which objects should
be moved and where they should be moved to. This is called the automatic mover even
though it is difficult  to separate it from the rest of the garbage collector. It is also
necessary, however , for a programmer to be able to specify that  an object is to be
move .., to a specific area. Thus a manual mover is n eeded as well as the automatic
mover. The manual mover will also be integrated into the garbage collector. A garbage

collection should not be initiated whenever a single object is to be moved , however.

Instea d , the requests to move objects should be saved in a list associated with the area
in which the objects currently exist. When the next garbage collection occurs , the

movement will actuall y occur. Thus many individual requests for movement may be
• combined together and may also be merged with automatic movement and garbage

collection. Manual movement is thus quite inexpensive.

6.4 Garbage Collection Revisited

This section describes the garbage collector actually used on ORSLA. It
im plements the automatic mover and the manual mover as well as performing garbage
collection. This garbage collector is very similar to the garbage collector described in
Chapter 4. Garbage collection begins when the area to be garbage collected, A, is
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passed as an argument to the garbage collector. Area A is placed in the set of area s, S.
that will be garbage collected together. All of the areas that are cabled to A are also
placed in S. All of the processes that are executing in the areas in S are stopped and
placed on a list , P. The areas In S are locked so that other processes cannot begin
accessing the areas in S during the garbage collection. A new set of areas , 5’, is the n
produced. For each area , X, In S, there will be a correspondin g area X’ I n S’. A mark
data base, Mx, is created in the LCA for each area X. The exp licit cables from X to
other a reas are copied into X’ an d are mar ked as unused.

The area A is the first area to be garbage collected. First , h owever , it is necessary
to process the list of objects that are being manually moved from A. For each object . “a,
that is bei ng moved from A, a new copy in’ is made in the area it is being moved to
unless that area Is in S, in which case the object is placed in the corresponding area in
S’. The information in in is not copied into rru’ at this time, but rn’s new locaUon Is
entered in the external mark data base, M A.

We are now read y to begin the collection of the information in A. Each of the
objects on the list of named objects in A is collected in the manner described in
Cha pter ‘~~. If A is an LCA , the n any of the processes in P that are in A are collected as
well. Since the list of named objects is supposed to describe the informati on in A
except for temporary informat ion which should be accessible from any process runnin g
in A, the onl y unmarked accessible inf ormation left in A should be moved to other
areas. ‘n order to achieve this , a ga r bage _collecri on~~caee is added to the miscellaneous
information in A dnd this state is now set to marki ng_comp lete.

We are now ready to comp lete the actions re quired by the manual mover. The list
c~ ob~ects to be moved manually is now processed again. For each object. in, a copy, in’,

~aas ~ilread y been made in ~he required area , but the i nformation in an has not been
copied into m’. We are now read y to copy the information in an into an’. Any obj ec t
references in in must be collected and their new vers .ons placed in in’. Inter-area l inks
will automarically be generated whenever necessary when an inter-area reference is
stored in an’. Any unmarked objects that are referenced from in should be copied into 
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the area containing in’. This automatic movement of objects that no longer belong in r.
the original area makes the manual mover much easier to use than it would otherwise

be.

The list of incoming links to A must now be processed . As was noted in Chapter
4, processing the list of incomin g links is a sensitive operation becau se it should not
cause cables to be created from the LCA in which the garbage collector is runn ing  to
any of the areas that have links to areas in S. Each incoming link to A is now
considered. The links from areas in S are not processed at this time becau se they may
no longer be accessible. They are marked as be ing p osstbly.J innecess ary, however , so
that they will be processed when it is later determined that they are , i n fact , accessible.
Each link from an area , Z, outside a S (poss ibly in S’) to A is processed by calling
collect_ in _j z ew_ar ea of the object it is linked to, but in such a way that  unmarked
objects wiU be copied into 2. If Z is involved in another garbage collection , however ,
then unmarked obj ects are copied Into A’ instead. These comp lications can be handled

by adding two arguments to the collecUn _.new_ area proced u re: p r evious_ar ea, and the
boolean may_copy ..Into_p revious_ar ea. If an area is in the marking_ complete state , then
it will copy any unmarked objects into previous _area, that is, the area containin g the
incoming link , as long as may_ copy _ into _p revious _area is true. The new code for
col.lec:_ in _new_area is shown in Figure 30. The only change to collect, the internal
procedure in collect_in_new_area, is the recursive call to collect _in_ new _area.

When the obj ect referenced by an incoming link from area Z has been collected ,
t he n ew reference is stored into the link and the link is unthreaded from the list of
incoming links to A and Is added to the list of incoming links to the area that the link
now points Into. Most of the time the object being referenced will already have been

copied into A’ by the time this link is processed. If the ob ject was moved by the mover ,
however , the object may now reside in Z or there may be a cable from Z to the area
the object now resides in that makes this inter-area link unnecessary. Thus the cables
from Z are checked and if the link is unnecessary, it is marked  as possi bly i1nnec essa ry.
The link cannot be rep laced by a direct reference at this point becau se a l though we
know where the link is, we don ’t know where the reference to the link is. Since the lank

_ 
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procedure collect _in_Jiew _ ar ea ()a , previous _area . may_ copyJ u ’Jo _pr ev1oUs _are C) ~
begin object y. M;  area previo us _area , A, N;  boolean may _copy _into4iTevtoUS_CteC;
procedure collect(x)-,

begin object x, new...x; integer i;
if externa1 1y_~narke d ?(x, M )  then return new...copy (x , M)- ,
new _x :- allocate _new_co py (x, N) ;
externa lly_ inar k(x . new..x, M) ;
for i :— I to slze{x) do

begin object z;
GC .Jo ad(z , rEt]) ;
begin object UI;

if storag e_.inonhtor ? (z) then tü :— deactivate_monltol(z)
else w :— Z,

If ‘- ‘a tomlc?(w) then
if 1AL? (w) then w :- create .j ’a ew_.link(w , N) -,
else if area (w) - ar ea (x)

then w :— collect (w);
else if garb age _.collect ing !(are a (w))

then w :— collect jn_new _~zrea(w , N , t rue) -,
else

If stora geJ nonhtor ’(z) then set ._itorage_monUov~neT1_X[ J]~ w)
else new_xI t) :— U;

end
end

retu rn new _x;
end

A :— a r ea (y) ;
M :- ,nark_ilata bas e(A) -,
if marking_ complete? (A) A may_. copyif lto_p re VLOlLS_arVa

then N :— p rev ious_area;
else N :— corresp ondlng_ area (A) ;

return collecr (y) ;
end

FIg. 30. COLLECT _ IN _ NEW _ Ai~EA Procedure

is now marked as p ossibly_unnecess ary , the inter-area link will be replaced by a direct

reference the next time area 2 is garbage collected.

After the list of incoming links to A has been processed. all of the sou rces of

accessible objects in A have been exhausted except for the accessible links from other

areas in S and direc t references from other areas in S. These can only be found by

_ _ _  
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garbage collecting other areas in S, h owever. The process described for A is now
followed fo r the other areas in S. Any direct refere nces from other areas in S to
unmarked objects in A will cause those ob jects to be moved from A bkl ause area A is
in the marking_complete state. All of the incomin g inter-area links to A from other
areas in S have been marked as possibl y _unnecessary, so if an y of these links are found
to be accessible , the y will be treated the same as direct references to A. Thus , after all
the other areas in S have been processed , all of the accessible ob jects in the areas in S
will have been fou nd and moved to areas in S’ or to other areas. The cables from
area s in S’ to all other areas are now checked to see if any  are still unused, If so, the y
are deleted. Remember that an unused cable may be deleted at any time , but no other
cables may be deleted except by a hard delete of the entire area that  the cable is from.

We may now unlock the areas in S’ and resume the processes on the list P. A ha rd
delete is performed on all the areas in S and the new copy of the activation record that
called the garbage collector is returned to. The garbage collection is now comp lete.

A garbage collection issue that remains to be exp lained is exactl y what GC loa d
does. GC _1OO4 Is the operation used to read information out of an old copy of art
object in order to copy it into the new copy of the object. The hardware described in
Cha pter 5 is ideal for performing at very high speed the checks (ar ea (x) — area (w))  and
ga rbage_collectin~~(ar e a (w)) that are re quired in the collect procedu re These checks
could easily be performed by the GC _load instruction and the results could be returned
in the condition codes 1. I assume that the system has a two bit condition cod e
consistin g of the indi vidual bits condit ion_code! and condition _ code2. We have alr ead y
seen some of the special properties of the GC _load instruction: I) it does not trip sto r age
monitors , b ut allows them to be moved into the new copy of the ob j ect. 2) it does not
automatically return the reference within an inter-area link unless at as marked as
p ossibly_ unnecessary, thus the garbage collector can stop marking at inter -area l inks , 3)

1. Some machine languages do not ha ve condition codes but use skip s instead
Whatever technique is used to return the results of compare instruct ions should be u sed
by the OC _load instruction to return the results of these tests. 
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CC load

[Access word Lo be loaded , w , from location
cal cu la ted f rom x and pu t  pa ge spec if i er fo r
the location in x into the TF~.’t{ register.
Do not triI;g .~r storage monitors.

~~~itja1iz€ -~ condition codes to 0.

~~~~~~~~s w ye~~~~~~~~access~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

yes
return

access page
map for w

area ( x ) =  no set
dele ted? 

no 
area(w)? condition codel

t o l
yesyes

setyes .
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~ let d tO 1
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~ j no
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Fig. 31. CC _ LOAD Instruction
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CC _load trips reference monitors so that reference counts will be maintained correctly .

A flowchart of the CC_load instruction is shown in Figure 31. GCJo a d(x) begins
by obtaining area(r) while it loads w into the necessary register . Ar ea (x) is temporarily
placed into the TEMP register in the page map. The two checks (area(r) - area(w)) and
garbage_collecring?(area(w)) can now be easily computed by accessing the page map
using the address contained in w, if any. The hardware will then compare area(x)
(TEMP register) to area( w) and will also have the CC bit from the page map that
indicates garbage_collecting ?(area(w)). Thus by adding a page map access to GCJ oa4, it

can return with a condition code that indicates the resu lts of these two tests. The other
tests all involve looking at the type code of w and so are very fast. This modification
to CC _load significantly speeds up the most common cases; in tra -area references, and
dir ect references into areas outside of the garbage collection. Both of these cases are
particularly common when garbage collecting a single LCA. GCJoad can also use the
page map of the object referenced to detect dangling references to deleted areas. The
page map entry for the object will contain a deleted bit that indicates that the area
associated with this page of address space has been deleted, if the deleted bit Is on.
CC_load returns a reference to the deleted object.

~1
6.5 Problems Solved by the Automatic Mover

A serious problem with the placement of objects arises on ORSLA because
objects are so small that the user does not want to be aware of most of them. The user
wants to be able to dea l with large groups of objects as if the y were a unit and without
knowi ng how many objects are involved. The first aspect of this problem appears as
the difficult y that programs have of decidin g where to put their results. Most results
are intermediate results in a computation and so should be placed in the local
computation area , but some results are final  results and so should be placed in other
a reas. The automatic mover solves this problem by allowing such p rograms to create
thei r results in the LCA. If they are final results that should be saved , then a reference
to them will be stored in the area In which they belong and then the results will
become inaccessible from the LCA in which they reside. The computation in the LCA
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will probabl y still be able to use the results , but only by accessing the object reference
stored in the permanent area in which the results belong. The next time the LCA is
garbage collected, th e objects that do not belong in the LCA will be moved
automatically to the area in which they do belong. Since the length of time between the
creation of the objects and the garbage collection of the LCA will be relatively short ,
there will probably be only one area on the system with references to the objects that
were initiall y, but improper ly, placed in the LCA. Thus the automatic mover wil l not
have to choose between several possible areas. Even if the mover does have a choice of
areas, however , it just selects any of the possible area s at random. If it later becomes
obvious that the obj ects have been misplaced , then the mover can always move the
objects again. Thus the automatic mover allows many programs to be written without
concern fo r where their results are placed. This is particularly important for very
genera l , low level programs such as the multi p iy operation.

Many systems require the user to be aware of all of the objects known to the
operating system: usuall y files and jobs. On such systems objects are so large that
these objects usually correspond to objects that the user wants to manipulate directly
and so wants to be aware of. On ORSLA , however , a file is a comp lex data structure
consistin g of perhaps thousands of objects. The automatic mover allows the user to be
unaware of most of these objects. The user need onl y be aware of the objects he will
manipulate directly: those objects that the user wants to have names for. Many comp lex
data bases n eed a name for only one of the objects in the data base the root of the
data base (see Figure 32). Such a data base forms a module of information that is
alwa ys used by starting at the root of the data base. Once the root of such a data base
has been placed onto the list of named ob jects i n an area , the auto matic mover has a
good chance of identif ying the rest of the data structure and movin g it all into the
area that  contains the root object. The onl y references to the internal objec ts of the
data base should be from temporary storage in LCAs that are using the data base and
f rom other objects in the data base. The automatic mover usually gives precedence to
inter-area links rather than direct references when moving an object , so internal
objects in the data base should migrate to the area containing the root object since the y
will be referenced w it h inter-area links from this area . Other permanent area s will

- . _
~~~

_ - - —. -‘ —~ _ , --- --_ - .~~~~~~~~~~~~ . -
~~~

_— -~~~~~~~-.—— - .-



— --. -..-- —--.__--
~~~

-.
~~~~~~— .-.- --.- —.- -_ --_—  

—-
~~

-
~~~~ —.

~~
.. —:-r- :~~ 

- -

Section 6.5 Problems Solved by the Automatic Mover 183

delete_ account
~~~~

- 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~

______ 
get account

error handier

add account

Cre te_account

re ort

pr in t_account

accounting system accounti  account2

hash table -Il_-I
This figure shows two separate modules of information that are somewhat related. The
lower modu le Is the data base for an accountin g system. Only a few of the objects in
this data base are actually shown. The upper module is the machine code of the
accounting system software, consisti ng of seven procedures. The four right-most
procedures are internal interfaces in the accountin g subsystem , while the three left -most
procedures are entry points into the subsystem. Onl y these three procedures need be
named In the area that contains the accountin g subsystem software , while only the hash
table In the data base need be named in the area that contains the data base. Note that
the rq~ore procedure contains a ~•‘-‘rence to the data base becau se a report on this
part icular data base Is made If report is called with no arguments.

Fig. 32.
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usually conta in a reference to the root object of the data base since these references will
event uall~ ~~ow the c~ ta base to be used, which occurs starting from the root object.

Some comp iex data structures consisting of many objects may be used starting at
several of the objects in the structure. These objects are the entry points into the
structiu re. The user will need to have names for all the entry points so that the data

structure can be used . A common example of a data structure containing severa’ entry

points is the code for a subsystem (see Figure 32). All of the entry points into the

subsystem must be nacn~d. so they can be called from outside of the subsystem. Special

purpose s. brou~in~ used only oy tnis subsystem do not need to be named since they

are not used from o~tside of the subsystem. If all of the entry points to a data structure

are placed c-i Lhe ii S L of named objects of the same area , then the entry points into the
data structur;j will be forced into that area. Inter-area links from other permanent areas
into this data structure wtU only reference entry points into the structure , so the only
references to the rest of the data structure will be from the entry points into the

structure or from ~.CAs that happen to be us ing the data structure. Since the automatic
mover gives precedence to inter-area links, the structure will be moved into the area

containing the entry points of the data structure rather than into an LCA. Thus we

may expect that the user will have to be aware of the placement of all the entry points 0

into a complex data .trt;ccure but the user should not have to be aware of the ob jects

that make up the structure. Since a data structure is manipulated through the entry

~olnts into the structure , the user wi ll  need to have names for the entry points in order

to man ipulate the str~ .tu1 e.

Another problem solved by the automa tic mover is that the information in an
area may have little ~o cL) with the named objects in the a rea, especially if the user
explicitly places ob jects into the area. Th~ automatic mover ensures that the L;t of

nam ed ob jec~s rea~~ does describe the information contained in the area. This feature
allows the user to cont rol what information is kept in each area by specifyi ng in which
area .~ach named ob ject is to be p laced . If the user decides that two area s should be
comu.rie , all of the oar-eu ob jects in one area can oe manually moved to the other.

The automa tic mover gives precedence to references from objects being manually
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moved over incoming Inter-area links , so when the area bein g abandoned is destroyed
with a soft delete , all the info rmation in the area will move into the other area. It is not
quite so obvious that an area can be divided so easily, however. If an area actually
contains two complex data structures and if all of the entry points of the two structures

have been identifi ed and are on the list of named objects, and if all the entry points
for one of the structures are manually moved to another area, then it is clear that the

entire data structure will be moved automat ically into the new area the next time the
original area Is garbage collected. Thus , given all these preconditions , areas can be

divided successfully. If , on the other hand , the two data structures in the area are
related more closely to each other than to other data structures, then some of the entry

points into the structures may not have been named because they were not used from
outside the original area. The automatic mover will not properly divide such structures

unless the entry points between the structures are also identified . Parts of the data

structure that should be moved will remain in the original area due to the basic
conservatism of the automatic mover. It wil l , of course, be possible to ident ify the rest
of the entry points at a later date and manually rrove them to the proper area , at
which time the rest of the data structure associated with those entry points will be

moved automaticall y to the proper area .

Thus we see that if the user takes the responsibility for identif ying and naming
all of the entry points into a data structure p laced into an area , then the automatic .1
mover will place the rest of the objects in the structure into the same area . If , on the
other hand , the user writes software that ini t ia l l y places objects into the proper area ,

then the user need not name all of the entry points into an area , it is onl y necessary for
the user to name the roots of the data bases in the area. The difference occurs becau se
in the fi rst case we wanted to be sure that the proper information would be moved into
the area regardless of where it was initiall y placed , while in the second case we are only
concerned with preventing information from being moved out of the area. The
automatic mover is basically conservative in that it will not move an object to another
area If it is still accessible from the area it currentl y resides in . Thus the automatic
mover can be u sed by those who do not want to take any responsibility for placemen t

of objects other than named obj ects but can also be used b y those who want to take
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some more responsibility for the placement of objects.

6.5.1 Multi p le-Area Cycles

We are now ready to deal with a very serious problem of garbage collecting areas

separately. The question is: “Does separate garbage collection of an individual area
actually get rid of au the garbage In the area?” The answer to this question is Yes, if
the automatic mover is used as well.” Without the automatic mover , a multip le-area
cycle using inter-area links can prevent garbage from being reclaimed as we saw in
section 4.12. With the automatic mover , howe ver , a mult ip le-area cycle that is
inaccessible from anywhere in the system will be con solidated into fewer areas as the
areas that hold parts of the cycle are garbage collected until the entire cycle resides in a
single area. Garbage collecting this area will then reclaim the storage for the entire

cycle.

Let us examine this claim a little more carefully. Let us consider the inaccessible
multi-area cycle C consisting of the objects c1, .  . . , c~. These objects reside in area s A~j.
• ..,  ~~~ whic n form a set of areas Since the objects in C form a cycle , we k now

that we can start from any object c1 in the cycle and follow object references through
other members of the cycle to reach any other member of the cycle. Thus all of the
members of the cycle are ultimately accessible from any member of the cycle. Just
because the obj ects in C are inaccessible does not mean that objects do not exist that
contain object references to ob jects in C , however. The set B of inaccessible objects are
those ob j ects that are not members of C but that contain object references to members
of C. In addi ti ofl , ii accessible ob jects that contain object references to objects in B are
also members of B. The cycle C cannot be recognized as inaccessible until  all of the
members ot 8 ~ave been reclaimed. Note that no members of C contain obj ect
references to objects in B. Thus the inaccessib le objects in B ultimately point to the
inaccessible objects in C. The objects in B reside in area s in the set Ab. Note that no
accessible ob ject can contain an object reference to any of the objects in BIJ C.  Thus the
objects in B UC contain all of the object references in the whole system to the objects i n

~., ~
‘-. BUC. Note that  none of the ob j ects in BUC are area objects or are on the list of named
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objects in any area because all of the objects in BUC are inarc e c s hI~. while area obj ects
are accessible from the file system and all the objects on 1;s~s of named objects in areas
are accessible from area objects.

In order to simp lif y things , I will assume that none of the objects in BUC have
pending requests to be moved to another area. If an y requests to the manual mover for
objects in BUC are pendin g in an area , X , then a rea X should be garbage collected.
The pending move request will thereb y be processed . No additional move requests for
objects in BUC can be generated because these objects are inacces sible. Another way of
looki ng at this requirement is to consider an ob ject with a pending move request to be
accessible to the manual mover. This is an accurate picture because the manual  mover
assumes that all objects being moved are accessible. Storage for these objects cannot be
reclaimed unti l  the  area s to which the objects have been moved are garbage collected.

We are now ready to state the claim a little more precisely. The storage for the
inaccessible objects in the sets B and C will be reclaimed by the time all of the areas in
the set AbUA C have been garba ge collected cne or more times. it is not necessary for the
areas in AbUA C to be garbag e collected :o~e:h er . In most normal cases it will only be
necessary to garbage collect the areas in the set AoUA ~ once , but there are some
pathological cases that could re quire some areas to be garbage collected again before

the objects in B and C can be reclaimed .

L 

This claim is proved by induction. We alread y k n o w  tha t  i t  all the areas in
AbUA C are garbage collected at once , the s~or a~. .- f or all of the uoj ects in BUC will be
recla imed because there are no object ref erences outs~de of a r eas  in 4~’ 4~ to objec ts in
BUC and none of the objects in B UC are access ible. This is ~ - e  h~ us of he induction.

The induction step states that when a group of are as , A~ . ~~~ ~~rbage collected
together one or more times , then the objec:s in B th~: are in ~~~~~ in will  either be

reclaimed or will be moved to areas in e4b~
Ag and the  ob j~ n i~~ C. that are in areas in

will be moved to areas in (A bU A c)~Ag. Thus after t h’~ ~~rba ge r~~~t i onc  all of the
objects in BUC will be in the areas (A bUA 1.)- .-4~. In most normal cases only a single
garbage collection of areas in A~, will be necessary . but there ar ~ some pathologica l

A ~~~.—. -- - --- -- - - - ..-~~~~~~~~~~~~~~ 
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cases, which will be seen below, that could require the areas In Ag to be garbage
collected more than once.

Let us now consider the garbage collection of area C from the set Ag. A new copy
of the area is constructed: area C’. The sets Bg and Cg contain the members of B and
C respectively that are in area C. The garbage collection of the areas in Ag proceeds
by garbage collectin g areas in A~ one at a time. Thus some areas in A~. will be garbage
collected befo re area C and some areas in Ag will be garbage collected after area C.
The garbage collection of area C itself is broken into two important phases: before
and after area C is placed in the marking.~omp1 ete state. Before C is placed in the
marking~ omp1e:e state two things occur. First, the objects being manually moved are
moved to their new areas. We have assumed that none of the objects in BIJC are being
manually moved . Second , the list of named obj ects in area C is garbage collected . Since
ever y list of named objects is accessible from the file system, all of the obj ects
processed during this phase of the garbage collection are accessible objects and so do
not include objects in BgUCg. After C has been placed in the marking. .comf ’ ete state
the objects that have been manuall y moved are marked from and the incoming
inter-area links to area C are processed. None of the obj ects fl BgUCg are accessible
f rom the obj ects that have been manuall y moved , so we need onl y consider the second
part of this phase. Incoming links from other areas in 4g are marked as being

possl bly u nnecessary but no other action is taken with these lists . Incoming links from
areas outsith . of 4g are marked from. In many cases the object linked to will already
have been moved to area C’, but if the obj ect is unmarked , it is moved to the area the
link comes fro m unless that area is involved in another simultaneous garbage
collectio n. Durin g this phase we will pr ocess all the inter-area links from areas in
(AbUA c) A g to objects in the set BgUCg. An object that is linked to directly wil l be
moved to an area in (A bUA c)

~Ag unless that area is involved in another simultaneous
garbage collection , in which case the object will be moved to C’. The object will then
be marked from and any unmarked ob jects found will be moved to the same area the
original object was moved to Thus objects in B~UC~ will be moved to areas in
(Abi.J4 )-A . or, in unusual cases, to C’.C 6

hIh lIILll iN~~E1i ~~~~~~~~-
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The problem of a simultaneous garbage collection preventin g objects in BgU~g
from being moved to an area in (A bUA c) A g can be solved by mer ely p erforming the
garbage collection of the areas In 4g (now Ag ’) ag2 ’ri . Dur in g  the second garbage
collection of C, different  set of areas outside of 4g wi ’l be iovoIve’~ in sIr io 1!aneo us
garbage collections and so the remainin g ob j ects from Bg UC g may h~’ moved out of
area C. Actually, it will be rare when an inaccessible ob~ is p P vented from being

moved to another area for several reasons. First , we reali ze that simultaneous garbage
collections can interfere with each other and so ORSLA is designed with this  in mind.
Most garbage collections initiat ed automaticall y by a computation wil l  involve just a
single area: the LCA. There will rarely be any inter-area links u n ’ c~ an LCA that point
to inaccessible objec ts. If there is an inter -area l ink to an ob ’ec t in an LCA it will  be a
reference that has recently been created by the computation . so the lb ~ shou ld not be
inaccessible yet. The ob ject wil l probabl y be inacces sible to the L.C A , however , so the
object will be moved out of the LCA, thereb y reducing the number of incoming links
to the LCA. Hopefully most garbage collections of permanent area 3 will  be performed
as background jobs on ORSLA. These back ground jobs will he run o~e at a time to
reduce the interference from simultaneous garbage collections.

We have now considered an ob je ct, x, that was unmarked when an incoming link
to it was pr ocessed from an area outside of Ag. We wil l  ~ssume t h a t  has been copied
into an area in (A hUA C)~Ag. The object x is marked from. S!ncP x may Contain
references to objects in BUC , we must consider what  happens wt -~ r x is marked from.
If x contains an intra -area reference to an u n m a r k e d  member of Bg UCg then that
object is also copied into the area ii’ (A bUA c)

~Ag ~ha : x wa s copied in t o ,  if there is a
reference in x to an inter-area link , the re are two possibilities dep en ding upon whether
the link is marked as possib1 y.1.Lnn ecessa r~. If the link is not pc.in~’iv :: ‘? ‘1ecessa ry, the n
the inter-area link is copied into the area x has been moved to. O:ht  ~‘use it is treated
as a direct inter  i:e’. reference. Finally, x may contain a dir ec t  unte i  area reference. In

this case there ar e  thr ee possibilities: 1) the inter-area reference noints into an area
outside of A , 2) the i ter - area reference p oints into an area in .4 th a t  is in theg K
mar h4ng..comp 1.rc~ state, and S) the inter ~area reference po i n t s  u nto  au ar ea in .4~ t ha t  is

not In the marking ~ mp 1~te state In the f i rs t  case , th e ob jec t r ef ’~r en ~. us mereh stored

_ _ _  .~~~~~~ 
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Into the new copy of x, possibly creating an inter-area link automatically. The object
reference does not point to an object In BgUCgI however. In the second case, the
cot1.cLin_n~u_a rea procedure is called and if the object is unmarked, it is placed in the
same area as the new copy of x. In the third case, however, when the
collectJn .j zew_area procedure is called on the object referenced, y~ in area Ag,. the
object y is copied into the new copy of area Ag,: Ag,’. Thus we find that the objects
referenced from x that are in BgUCg are usually moved to an area in (Abt J Ac)~Ag. but
sometimes these objects may be moved to a new copy of an area in 4g~ ~ ex pect this
latter case to be rather rare because of the order In which the areas in A~. are

processed. An object In BgUCg can only be moved to an area in Ag’ if , when an
incoming link into an area in Ag is processed, one object is moved to an area in
(AoUA c) A g and then an inter-area reference is followed to another area in Ag that is
not in the marking. complete state. This inter-area reference will be covered by a cable.
Although inter-area links that are marked as poss lbly . unnecessar , are treated as direct
references, either these links are also covered by a cable or were marked as
posstb1y.i~nnecessary when processing the incoming links to the area it points into. This
only happens if the area the link points into is in the marklng..tomp!ete state state, but
in this case the area the link points to is not in the markIng_compl ete state. This
problem can be avoided if the cables between areas in A~. are used to determine the
order in which the areas are processed so that if there is a cable from area Agi tO 4gj
then area Agj will be processed before area 4gi~ 

It is possible to satisfy this criterion if
the cables between areas in Ag do not form a cycle. Thus direct Inter-area references
between areas in Ag will only be found when they point into areas in the
marking com p / et c state. If the cables between areas in 4g form a cycle, however, it is
not possible to garbage collect all the areas in 4g before all the areas in Ag that are
cabled to them. On the other hand, cycles of cables are strongly discouraged on
ORSLA and should not occur . Even if a cycle of cables does occur , however, it merely
slows down the reclamation of an Inaccessible, multi-area cycle, it does not prevent the
cycle from being reclaimed. Note that it was necessary for one object to be moved to

L (A bUA C )~Ag before a direct inter-area reference could cause an object En BgUCg to be
copied Into an area in As’. Thus At will not be necessar y to garbage collect the areas in
Ag more than IBgUCgI times before moving all the objects In BgUCg to areas in

- - -
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but It will be unusual if the areas in A~ need to be garbage collected more
than once. During the garbage collection of the areas in A most of the objects in
Bgucg will be moved to areas In (AbUAc)~

Ag. If we assume that the two pathological
cases do not occur, then all of the objects in BgUCg that are ultimately accessible from
objects in (BUCXBgUCg) will be moved to areas in (AoIJAc)~Ag and the objects that are

not moved will be reclaimed. Note that all of the objects in Cg will be moved unless
(BUCXBgUCg) Is empty since all objects of the cycle are ultimately accessible from each
of the other objects in BUC.

We have now completed the Induction step of the proof . GaTbage collecting areas
reduces the set A6UA

~ 
until all of these areas (possibly only one area) are Involved in a

single garbage collection, when the storage for all of the objects in BUC is reclaimed.
This proof shows that regardless of how complicated a multiple-area cycle is when it
becomes inaccessible, garbage collection with the automatic mover will eventually
reclaim the storage for the cycle. This proof deals with the worst case, but it does not
give a good idea of’ what happens in the normal case.

When considering the normal case of multiple-area cycles, we must remember that
garbage collection is the primary method of reclaiming storage on ORSLA, and so

areas are garbage collected whenever they have a significant amount of garbage In
them. It Is against this background of continual garbage collection that we should
consider multiple-area cycles. Only a multiple-area cycle that has a brief lifetime will
not be affected by garbage collection before it becomes inaccessible. A cycle that has
such a brief existence, however, will probably be created by a single computation but if
so, it will probably be created entirely In a single LCA. A long-term cycle will definitely
be affected by the background garbage collection. In order for such a cycle to remain
spread over many areas there must be many objects in the cycle that are entry points
into the cycle. Furthermore, the cycle must be accessible from many areas in the system
because the part of the cycle In each area must be accessible to the Information In that
area or the background garbage collection would move that part of the cycle elsewhere.
ft would be unusual for so many references to disappear quickly from so many
different , and thus presumab ly unrelated , areas. It would be likely for the references to
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the cycle to disappear one by one, durIng which time the background garbage
collection would collapse the cycle into fewer and fewer areas. The process of
concentrating the cycle into a single area begins as soon as only one object in the cycle
Is referenced from outside the cycle or as soon as all the references to the cycle are
from a single area. Once a cycle has been placed into a single area, the mover will keep
It in a single area because when the first object in the cycle is marked, the recursive
call to the collect procedure will cause all the other objects in the cycle to be marked as
well and to be copied into the same area the first object was copied into. Then the
cycle can only be spread over several areas either by manually moving objects in the
cycle or by modifying the cycle. Thus we see that many cycles will probably be

k contained within a single area but even when multiple-area cycles do occur, they will
probably not be inaccessible.

6.6 Problems Created by the Mover

There are two problems created by the automatic mover. First, placement of
objects can have an important effect on the locality of reference of the programs that
use those objects. By moving objects from areas in which the objects are not
referenced to areas in which they are referenced, the automatic mover increases the
probability that these objects will be placed on the same page with other objects that
will be used at the same time as these objects. Thus the automatic mover uses a very
rough heuristic that may produce acceptable locality of reference. If, on the other hand,
the locality of reference in a particular area is very important to a user, then the user
may have carefully analyzed what objects should be placed within the area to
maximize localat y of reference. The user may be satisfied with the relative placement
of these objects within the area that is achieved by the copying garbage collector but
may not want objects moved automatically into or out of the area. The basic

conservatism of the mover, combined with the ability of the user to place the root of a
data structure onto the list of named objects of an area to force the mover to keep a
structure in the area handle this problem reasonably well, but are inadequate in some
cases. Suppose area B supporu area A by holding the objects that are referenced from
objects in A but are rarely used when using the information In area A. The existence
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of area B allows the objects in area A to be more concentrated and so have greater
locality of reference when the Information in B is not used. The information in area B
cannot be placed on the list of named objects because then all the information In B
would always be accessible. The existence of objects in B should be determined by
whether they are accessible from area A. There may be other instances where the basic
conservatism of the mover Is Inadequate as well.

The second problem Is one of protection. Each user must pay for the storage In
his areas. Furthermore, there Is a limit to the amount of storage available on the
system. It Is possible for an owner of a large data base to manipulate his references to
the data base so that the automatic mover will move It into areas belonging to other
users. It should be noted, however, that the automatIc mover will only move objects
Into an area that already references them, so such a malicious user will be taking
advantage of people who have decided to cooperate with him. Such malicious behavior
could be handled by normal societal methods, such as refusing to cooperate further
with the malicious person.

Both of these problems can be handled by adding some special mechanisms to
ORSLA that control the automatic mover:

I) there could be flags in the area object that indicate that objects cannot be

automatically moved into or out of the area
2) there could be a flag In each Inter-area link and cable that indicates whether the

link or references covered by the cable could cause automatic movement
3) on each area, there could be a list of other areas that objects can or cannot be

moved automatically to or from; this list could contain not only specific areas,
but could also characterize the type of area, e.g. the areas owned by a certain
person or controlled from a certain directory.

These mechanisms create new problems, however. What should be done with an object
that Is no longer part of the information in the area In which It resides and Is

accessible from other areas on the system, but which cannot be moved to any of those
areas? There are two choices: I) the object can be kept In Its current area, or 2) the
object can be deleted. Each of these choices is appropriate in certain cIrcumstances.



_ _ _ _  
-~~~~~ —~~~~~~~~~~~~~~ .

fr i
$94 Problems Created by the Mover Section 6.6

The user can be given control of this choice by adding another bit of Information to
the mechanisms listed above. If the user Interferes with the automatic mover because
he Is placing objects explicitly, then he will probably want objects kept in their current
area. This option raises the problem of multiple-area cycles again. In addition, the list
of named objects for an area that the mover cannot move objects out of does not
necessarily describe the information in the area very well. Since the user is taking
responsibility for the placement of objects, however, these problems should be solved
by the user. The second option causes the garbage collector to delete objects that are
not accessible from their own area, are accessible from other areas, but which may not
be moved to any of these areas. In this case the list of named objects in the area
continues to describe the information in the area. A multiple-area cycle may be
destroyed by this mechanism before It becomes inaccessible, but when It does become
inaccessible, the storage for the cycle will be reclaimed. Thus the second option is better
If the automatic mover is being prevented from operating due to considerations of
protection. When objects are deleted by the garbage collector, all of the references to
the objects are modified so they reference the deleted object, thus no dangling
references are created1.

6.7 Costs of Garbage Collection

Now that we have seen the full garbage collector on ORSLA and have an idea
of the benefits gained by garbage collection, It is time to consider the costs of garbage
collection. Unfortunately, It is not easy to analyze these costs meaningfully. As a rough
approximation, the cost of a garbage collection is proportional to the amount of storage

I. Those readers who are beginning to wonder why all of these complications are
necessary when explicit deletion of objects has been used for so long are referred to
Chapter 2, where I explain why the concept of objects causes garbage collection to be
so desirable.

r
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in accessible objects found by the garba~,~ collector2. A more meaningful measure,
however, would be the cost of garbage collection per word of reclaimed storage. If we
assume that a garbage collection uses an amount of CPU time that is proportional to
the amount of storage in accessible objects and that its only benefit is the amount of
storage reclaimed, then it is obvious that the cost in CPU time of reclaiming a word of
storage can vary widely depending upon when the garbage collector Is invoked.

In order to analyze when to invoke the garbage collector, it will be necessary to
make several simplifying assumptions that are not often valid. After I have performed
this simplified analysis, however, I will use the results of this analysis to further
analyze the cases in which the assumptions of the simple analysis do not hold.

Let us consider garbage collection of the area A that contains n words of
accessible objects. If Cgc is the cost of garbage collection per word of accessible object,
then flCgc Is the cost of a garbage collection of area A. Let us assume that the
information in area A has a certain rate of garbage generation, r , associated with It.
Hence r is the number of words of garbage generated per day per word of accessible
object in area A. Thus nr is the number of words of garbage generated per day in
area A. The true cost of garbage collection includes the cost of the garbage as well as
the cost of garbage collection. The existence of garbage has two costs. First is the cost
of the storage to hold the garbage. This cost is proportional to the average number of
words of garbage in area A. The second cost of garbage is due to the fact that garbage
decreases the locality of reference of computations that use area A. It Is difficult to

2. Some people may want to include the costs of maintaining the lists of inter-area
links. These costs cannot be avoided on ORSLA, however. Furthermore, the
maintenance of inter -area links allows ORSLA to operate in a single, large address
space while making good use of virtual memory. As we saw in Chapter 5, these
advantages seemed to allow ORSLA to run faster than other systems, so if we are
trying to compare costs of garbage collection between two systems, the loss in speed on
these other systems due to poor paging or due to multiple address spaces should be
counted against the cost of garbage collection on these systems if maintenance of
Inter-area links is counted against garbage collection on ORSLA.
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analyze how this cost Is related to the number of words of garbage In area A. If a
computation that uses A has a large working set and the garbage in A causes the
computation to thrash, then the cost of garbage increases more than linearly with the
amount of garbage. To handle these uncertainties, I assume that if there are x words of
garbage, the cost of this garbage Is x4C3, where a and C5 are parameters of area A. If t is
the number of days since the last garbage collection, then nrt Is the number of words of
garbage currently in area A and this garbage costs (nrt)’~C5 dollars per day. If the amount
of storage In accessible objects, it , and the rate of garbage generation, r, are constant, then
area A will be in a steady state and there will be a constant frequency of garbage
collection, f ,  in days 4. When It is time for a garbage collection, f  — lit. The total cost per
day of garbage and garbage collection, T, for area A is the sum of the average cost per
day of garbage collection, Tgc. and the average cost per day for garbage, T5. The average
cost per day of garbage collection Is just

Tgc njtgc
The average cost per day of garbage Is

- (flTt)aCsdl - fff (nrtY’Csdt

Thus

T iZfCgc ~Ej . (y..)a

We choosef by try ing to minimize the total cost per day of garbage and garbage collection,
T.

~‘ .nC -
~~~~~~~~~~~~~~~~~~~
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Setting dT/df to zero and solving forf, we find

• a+1 I a 
______

~~

Substituting In the equation for T, we find

a.l _______________

Tgc - ~& %tf~r na
~
lraCsC~c

T3 - ~~~ ~~~~~ fl a-l
~ CCa

a.l ______________

T - (~±L),~ 
\i ~~;~ 

fl
~ ’

I
~

CSC~C

Taking the log of both sides, we find

In T — in + 
~j~j - (ln(n4C~) + a Ifl(flrCgc)]

Thus T is the weighted logarithmic average of the cost per day of ii words of garbage(naC5) and the cost of garbage collecting the garbage generated in area A In one day(flTCgc). The reason the cost of it words of garbage is Important Is that the cost per day ofthe garbage that exists when we garbage collect, (fl,~,)éC5, Is between one and two times• the average cost per day for the garbage collection, which is proportional to the number ofwords of accessible objects In area A.

a.! ______________

(.~/)ac — (~L) ~~~~~ na l rt5C5C~~

1
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Although this analysis reflects the uncertainty of the cost of garbage, it Is very likely
that the cost of garbage will be proportional to the number of words of garbage, i.e. a — 1.
In this case we find that

Ilgc L~~~j 2 s g c

—

T 2n~.J~ rCsCgc

S
The cost of garbage collection per word of garbage Is the average cost of garbage
collection per day, T, divided by the number of words of garbage generated per day, nr.

$ T l2CsCgc

Thus we have found that If a-I, then the cost of garbage collection is proportional to the
number of words of garbage reclaimed, but the constant of proportionality varies from
area to area. Those areas with the highest rate of garbage generation will have the lowest
cost of garbage collection per word of garbage. The cost of garbage collection per word of
garbage Is not related to the size of an area as long as all of the information In the area
has the same rate of garbage generation.

The cost of garbage collection can be reduced by separating objects with different
rates of garbage generation into different areas. Consider the sets of objects, S

~ 
and

consIsting of n1 and n2 words of accessible objects and having a rate of garbage
generation of r 1 and r2 respectively. If these objects are separated Into their own areas, the
total cost of garbage collection for these two areas, T1 and T2 Is

T1 - 
~j2n?riCsCgc

T In2 1’ C2 \J ’ 2’2’~s gc
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- • If these objects are combined Into one area, the total cost is

I
T3 — ~/ 2 n 1.n2 2( ‘

n ’ it
2 2)CsCgc

T3 — ‘sj 2(4r 3 +n in2(r i+r 2) +4rz iCsCgc

The ratio of these two costs is:

T1.T2 +

T3 
— r 2 2V

• (Tl
.T~)2 — 

n?rt.4r~+2n tn,~ff~~
• 

T3 n?ri+n inz r,.rz) .4r2

2n 3 n24~ij - n1n2(r 1 .r2)
— 1 + 

n?rrn i nz r i.r2 +n22r2

Separating the objects Is better than combining them if T1.T2 c T3, I.e. If 2~fr~~ 
- (r 1 .

Is negative. Substituting xr1—r 2, we get

f(x) — 2~f~~
’ 

- r1(x.l)

f ( I ) — O

f’(x) — - . r  r1

f’(l) - 0 f’(x) > 0 for 0 <x I

f’(x) .c O for x > L

Thus fix) Is always negative except when x—I, when It is zero. Thus It is better to separate
the objects unless they have the same rate of garbage generation. The basic reason for this
Is that each set of objects has its own optimal frequency of garbage collection. Time for
garbage collection Is wasted if a set of objects is garbage collected too frequently and
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storage Is wasted if a set is not garbage collected frequently enough. These considerations
are not so important on ORSLA that they have a major effect on what objects are placed
in an area, but these considerations do cause garbage collection on ORSLA to be much
more efficient than on systems on which the entire system is garbage collected at once.

Another factor that allows the cost of garbage to be reduced significantly on ORSLA
is that the assumption that garbage is generated at a uniform rate is very poor. Permanent
areas seem to be modified in bursts, while only a few areas have a constant rate of
modification and therefore garbage generation. The fact that files are modified in bursts
is used by systems that automatically backup their disk files by creating incremental dumps
that contain only the files that have been modified since the last dump. It remains
necessa ry to perform a complete dump occasionally, but if most files on the system were
being modified at a uniform rate, there would be no advantage to doing incremental
dumps at all. If permanent areas are modified in bursts, then the cost of garbage tan be
reduced by garbage collecting an area immediately after a burst of garbage generation.
There will be no garbage in the area until the next burst of garbage generation and the
garbage generated by the burst just before the garbage collection will not have ev~sted for

long and so will have been very inexpensive even though It allowed more garbage to be
reclaimed during the garbage collection. If the bursts of garbage generation are so large
that it is necessary to garbage collect the area during the burst as well as after the burst .
then the above analysis can be used to help determine when to garbage collect during the
burst; we can consider the rate of garbage generation to have changed during the burst
During the quiescent period the rate of garbage generation drops to zero. When trying to
determine whether to garbage collect after a burst, however , the long term average of
garbage generation should be used rather than the rate during a quiescent period. If the
bursts of garbage generation are small, then the area should not be garbage collected after
each one. The above analysis can be used to help determine how many bursts should be
passed over before garbage collecting the area. If such an analysis tells us to garbage
collect during a quiescent period, the area should be garbage collected at the beginning of
the quiescent period.

Perhaps the highest rate of garbage generation will be found in the LCA. Different

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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computations will have different patterns of garbage generation in their LCAs. The rate
of garbage generation will not be constant, but it will probably be very high at all times

• when compared to permanent areas. Since a computation lasts such a short time, it is

probable that the cost of disk for the garbage in the LCA will be rather low. Garbage
collection in an LCA will probably be forced by increases in the size of the working set
caused by the garbage. If the cost of high speed memory is not enough to cause garbage
collection, then the cost of thrashing will be, but if garbage collection is triggered by
thrashing, then the exponent a will probably be larger than one. This will increase the cost

• of garbage collection, but It will also serve as a greater incentive to the programmer to
reduce the working set of his computation regardless of the amount of high speed memory

I’ on his system.

The total number of words of accessible objects in an LCA is not constant. Thus it is
important to try to choose the time of garbage collection so It coincides with a small

• number of accecsible objects. The number of accessible objects almost always reaches a
relative minima between invocation of user-level commands, since during a command there
are many accessible objects that hold the temporary results of that command. The relative
minima of accessible objects between commands mark those times when garbage collection
can be performed more efficiently than the neighboring times. The analysis above must be
used, however, to select which of these relative minima should be used or to determine that
garbage collection needs to be performed before the next relative minima Is reached.

Fortunately, the analysis above is not restricted by all the assumptions that were made

• during its derivation. The assumption of a constant number of accessible ob jects is not
very restrictive If we realize that It only refers to the number of accessible objects over the
several opportunities for garbage collection that are being considered. Although the

• number of accessib le objects varies greatly during commands, It Is relatively constant at
those times between commands. In any case, it is not known in advance whether the
number of accessible objects wi ll increase or decrease, so a constant level is a good average
prediction. The assumption in the above analysis of a constant rate of garbage generation
Is somewhat troublesome. The analysis allows the time of garbage collection to be

• identified regardless of the values of a or r from the estimated cost of the next garbage

_ _ _ _ __ _ _ _  --
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collection, the total cost of garbage since the last garbage collection, and the cost per day of
the current amount of garbage. These factors may be easier to measure or estimate directly
than a. r, C5, or Cgc.

Let t be the time since the last garbage collection and Kgc be the estimated cost of
the next garbage collection. Kgc can be estimated by adjusting the cost of the last garbage
collection by the increase or decrease in the number of accessible objects that will be
involved in the next garbage collection. Let K~ be the total cost of garbage since the last
garbage collection and let g be the cost per day of the current amount of garbage. If we
were to garbage collect at time t, the average cost of garbage and garbage collection would
be

K K
T - Tgc +T s -

We know that under the assumptions of our previous analysis that

I IflT \aT5 — 
~~~~~~~~ 

C5

But nr lf Is the amount of garbage at the time of garbage collection and (nrIjY’C5 is the
cost per day of this amount of garbage. At the time of garbage collection, (nrIfflC5 will be
equal to g, the cost per day of the current amount of garbage. Thus:

T
‘ t a+l

Solving for a, we find

a a f- - I

Thus, once we have measured g and K5, we can calculate a. If there are non-linearities in
the cost of garbage, they can be approximated reasonably well by the assumption that r°C5
is the cost of r words of garbage. If the cost of garbage is actua~iy exponential (due to
thrashing), we will find the value we calculate for a IncreasIng with time. To a limited

• degree, the ability to calculate a from g and K~ means that if the rate of garbage 

~~~~~~~~~~~~~ •~~ • ~ •~~~~~~~~~~~~~~~~~~
-
~~~~~~~~

• •. _ _ _ _ _ _ _ _



Section 6.7 Costs of Garbage Collection 203

• 
,

. 

generation Is changing, it will affect the value calculated for a.

From the previous analysis we know that at the time of garbage collection:

(n~)aC - g a 
~~~

Tgc “(~~F
Substituting for a, we find:

• K
~~

.K
,_  g
0

Thus we should garbage collect the area whenever

K c~~~sg �  ~~

This algorithm allows us to handle variations in the number of accessible objects fairly
• well, but It handles variations In the rate of garbage generation less well in certain

circumstances. If, during the period since the last garbage collection, there has been a large
increase or decrease in the rate of garbage generation, then a rather large or small value
for a will be calculated. The previous analysis assumes a steady-state, however , in which

.1•
the next cycle between garbage collections is like the current one. That means that the
analysis expects the rate of garbage generation to change to the rate at the beginning of
the current cycle when the garbage collection is performed. Performing a garbage
collection will not affect the rate of garbage generation, however. The effect of (a.l) l a Is

very large when a is small but Is not important when a Is large, thus no great harm is done
If the value calculated for a Is large due to an increase in the rate of garbage generation
rather than a non-linearity In the cost of garbage. The cost of garbage is at least

• proportional to the amount of garbage, so a should not be less than one. I propose limiting
• (a.l)/a to a maximum of two to reduce the seriousness of the error If the rate of garbage

generation Is decreasing. Thus the modified algorithm Is that an LCA should be garbage

_ _  -.•~~~- •~~~~~~~~~~ •- ~~~~~~~~~ • • ~~~~~~~~~~~~~~~~ -•-
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collected when

• mln(K5, K

This algorithm does not minimize the cost of garbage collection in all cases, but the errors
introduced by this algorithm will probabl y be much less than the errors caused by errors in
measuring and estimating g, Kgc~ 

and K5. This algorithm is a good starting point for
ORSLA. Future research will be able to refine the algorithm for automatically invoking
the garbage collector, but the algorithm given here should ensure that the cost of garbage
collection per word of reclaimed storage will be inversely proportional to the square root of
the rate of garbage generation.

6.8 Garbage Collection Corresponds to Other Operations on SAy Systems

Some people may have concluded that garbage collection is a major source of
overhead on ORSLA. After all, other systems don’t do much garbage collection. This issue
Is not at all clear-cut, however. Garbage collection is performed on ORSLA to handle
fundamental problems of storage fragmentation and locality of reference as well as to
reclaim storage. It may appear that LAY and SAY systems do not have such problems
within their files. I would suggest that this is because these systems currently do operations
that are equivalent to garbage collection.

On SAV systems, especially, we note that often a file is modified by performing a
pass over the entire file, copying it Into high speed memory, processing it, and then writing
a new file. I suggest that this corresponds to two operations on ORSLA: I) making a

• modification to an area , and 2) garbage collecting the area. Notice that a new copp of the
file is made, thus corresponding to a copying garbage collector. Combining modifications
with garbage collection, however , has an important consequence. It becomes very expensive
to make a single, small modification to a large file. To eliminate this problem,
modifications are collected on SAY systems until there are a large number of them and
then they are all made at once, thus spreading the cost of the garbage collection over
many modifications.
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On ORSLA, however, modifications to a data base are naturally separated from
garbage collection. Single modifIcations are not too expensive so they can be processed
immediately. It Is still possible to save paging time for code and the data base itself by
accumulating modifications and making them all at once, but the desirability of having the
data base accurate may outweigh this difference in cost. On ORSLA. the user may wait
until the data base contains much garbage before garbage collecting It, rather than being
forced to garbage collect It because some modifications must be made.

The desirability of separating modifications from garbage collection has not been
Ignored on SAY systems, however. Techniques have been developed on these systems for
operating in the way I just described for ORSLA. List processing is very helpful in
making single modifications, however, while list processing is less necessary if the entire
file is regenerated whenever a change is made. SAY systems provide very little support for
list processing within files while on ORSLA permanent areas may contain object
references that are interpreted by the hardware.

Perhaps the most frequent reason for copying information Is to move it between
storage devices of different speeds. Virtual memory performs all of this copying (paging)

on ORSLA and Multics, but I/O operations do some of this copying on SAY systems. It is
well known that virtual memory can decrease copying of information between disk and
high speed memory substantially in many instances by taking advantage of the
Instantaneous state of the computer system. Another important tool to reduce copying on
ORSLA is MaTing. The same copy of a data structure can be used many times by copying
an object reference to the data structure Instead of copying the data structure Itself. Finally.

however, It becomes necessary to do some copying of data structures to make them compact.
By isolating this copying In a garbage collector, however, It can be invoked only when It IS
really needed. In fact , the necessity of garbage collection is a consequence of widespread
sharing. If objects were not shared, each object would be used by only one program so It

would not be necessary to use garbage collection to reclaim storage since storage for an

object could be explicitly freed by the program using the object. It would be necessary to

continually copy information from one object to another In order to avoid sharing,

however. It may be that garbage collection Is the prir w~ must pay for comprehensive
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• 
•

. sharing of Information. Sharing substitutes copyIng a sIngle object reference for copying a
larger structure duri~ig normal ~umputation, and enables the speedy modification of data
structures through the use of side-effects. The savings gained In these gays may well
outweigh the costs of garbage collection on ORSLA.

6.9 Com parIson of Inter-area Links with Linking on SAV and LAV Systems

Linking on SAV and LAV systems allows a program, A. to be compiled separately
from the programs that use A and the programs called by A. The object code that is

produced by a compiler on an SAV or an LAY system Is not quite ready to be executed,
however, because the compiler does not know where the subroutines called by A are. Part
of the object code consists of a list of external symbol references that must be defined

• before the code can be run. Another part of the object code contains several symbol
definitions for the entry points Into the object code that may be used by other progr~ms.
Usually each external symbol reference consists of a word in which to store the symbol
definition and a character string that is the name of the symbol it should be linked to.
Such a symbol reference can be viewed as a link . When linking occurs, the definition of
each link Is found and stored in the link. This is known as snapping the link. If it ever
becomes necessary to unlink, then a zero Is stored in the link in order to unsnap the link.
This is rarely done on SAY or LAV systems but is necessary on SAY systems when a
program is purged f rom the address space to make room for another program. A link is
snapped by finding a symbol definition whose character string matches the character
string In the link.

Linking is necessary on SAY and LAV systems because of the short lifetime of an
address space on these systems. This kind of linking is less necessary on ORSLA because a
program can remain linked for long periods of time to the subroutines It calls. Without
considering the needs of separate compilation, however , we have needed two mechanisms
on ORSLA that are similar to the mechanisms needed to support linking. First, ORSLA
has Inter-area links. Inter-area links on ORSLA remain snapped for long periods of time.
Second, ORSLA has the list of named objects in an area that corresponds to the symbol
definitions In object code. The only mechanism that exists in object code on SAY and
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LAY systems that does not exist on ORSLA is the presence of the name of the symbol
within a link. This mechanism allows links on SAV and LAY systems to be snapped. We

have not considered the possibility of snapping an inter-area link on ORSLA. So far we
have always created a link by providing the actual object reference rather than merely the
name of a symbol. In this chapter we have seen that inter-area links are unsnapped when
the object they point to is deleted with a hard _delete. In the next chapter we will see more
widespread unsnapping of Inter-area links in order to implement revocation of access. If
Inter-area links are to be unsnapped, however, it will be convenient to be able to resnap
them. Thus it is probably a good idea to add symbolic names to inter-area links on
ORSLA. It will be necessary to add two words to an inter-area link to incorporate thIs
change as well as the other information that this chapter has already suggested be
assocIated with an Inter-area link. The new format of inter-area link will contain five
words:

I) the reference to the object linked to
2) the list of incoming inter-area links

• 3) the list of outgoing inter-area links
4) a character string name of the object linked to
5) miscellaneous information, including whether the object linked to may be moved to

the area containing this Inter-area link
If, when an inter-area link Is used, it Is found to contain a reference to the deleted object.

• then a fault could be generated that would try to snap the link. This brings us to the
problem of how to find a reference to the object the link is supposed to point to given
only the name of the object. On SAV and LAV systems there is usually a series of
directories that are searched until the name is found. The first directory to look in Is the
directory that controls the area containing the link. The list of directories to be searched
could be associated with this directory. In some cases, however , the object linked to is not
named in any of the directories In the search. Muklcs allows this case to be handled by
storing the pathname of the object In the link. The pathname Is a series of names. The
first name Is applied to the root directory of the system to find another directory, and so

on, until the last name in the series names the object Itself. Both of these options could

~~
‘ easily be supplied on ORSLA.

_  
~~~~~~~~~~~~~~~~~~~~
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Since the purpose of the name In an inter-area link is to allow the link to be
resnapped, there is some difficulty on ORSLA In finding out what name should be
associated with an Inter-area link. It Is not a serious matter If no name is associated with a
link on ORSLA. Nevertheless, It Is possible to provide inter-area links between permanent
areas with appropriate names automatically. If an inter-area link between two permanent
areas is created automatically by storing an inter-area reference in one of the areas, the
chances are good that ORSLA can associate an appropriate name with the link
automatically by merely searching the list of named objects of the area the link points into.
It was mentioned earlier In this chapter that the user will provide names for all of the
objects in an area that are entry points into the information in that area from other areas.
The user will provide these names in order to allow the Information in the area to be used
properly and also to allow the automatic mover to operate properly. Exactly when a simple

name should be generated automatically for an inter-area link and when a full pathname
should be generated will be left to future research. There is also a question about when a
name should be generated automatically for an inter-area link: when the link is created or
when It is unsnapped. This question will be left to future research.

Thus we see that inter-area links and the list of named objects are similar to
information kept in object code modules on SAY and LAY systems. By adding names to
inter-area links on ORSLA we can provide the ability to rem ap unsnapped inter-area links
and the ability to create Inter-area links to objects that do not yet exist. The programmer
who creates an inter-area link to an object that does not yet exist must supply the name of
the object. Compilers can use this feature to compile programs that call other programs
that have not yet been written. Thus the ability to snap unsnapped inter-area links
automatically appears to be useful. We will see In the next chapter that It helps reduce the
undesirable effects of revocation as well.

- •
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Chapter 7
Protection

Protection on ORSLA is implemented by enforcing the restrictions on the use of
object references that are inherent in the concept of objects. The low level restrictions
on the use of object references require any program that accesses the representation of
an object to have an object reference to that object. The low level restrictions allow the
program that creates an object to control the initial distribution of references to the
object. The high level restrictions allow the software that defines an object to control
what operations a program with a particular object reference may perform on the
object and how the operations are implemented. Section 3.3 discussed most of the ways
In which the low level restrictions on the use of object references are enforced, but
section 3.3 did not adequately describe how a program is prevented from accessing
storage outside of an object to which the program has a low level reference and on
which the program is performing load and store operations. Each load and store

• operation must check the size of the object. A technique is described in section 7.1 for
encoding most of the size information into a 5 - 9 bit size field in the object reference
and then storing more complete size Information elsewhere when necessary.

Section 3.4 dIscussed the general technique used on ORSLA to enforce the high
level restrictions on the use of object references. The object reference contains a
M g/i-low bit that specifies whether the object reference is a low level object reference,
In which case load and store operations may be performed on the representation of the
object, or whether the object reference is a high level object reference, in which case
only the operations defined by the object’s data type definition can be performed On
the object. Actually, the only operation that can be immediately performed on a high
level object is to convert it to a low level object, i.e. set the high iow bit in the object
reference to low. Section 7.2 describes the operation that exists on ORSLA for setting
the Mg/i -low bit and shows how any program that is not part of the data type
definition of an object is prevented from using this operation on this object. In order
to ensure that the operation of lowering the high-low bit is fast, it will be necessary to
describe the format of the object reference for data type definitions, but no further

I ~~~~~~~~~~~~
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description of the representation of a data type definition will be given. Discussion of
the representation of a data type definition is beyond the scope of this thesis.

The domain is an important concept in the field of protection. A domain is a set
of objects for which object references can be obtained by a particular activation of a
procedure and the operatIons that can be performed on these objects with these object
references. On some systems, an entire computation is performed in the same domain,
while on ORSLA the domain of execution changes frequently. Domains on ORSLA
are defined in a similar way to domains on HYDRA, consisting of all the objects that
can be reached from the current procedure activation record. A new domain is entered
on every procedure call, but procedure calls on ORSLA correspond to procedure calls
In a programming language while procedure calls on HYDRA are inter-subsystem calls.
Section 7.3 describes how a domain Is defined on ORSLA.

All capability systems enforce the restrictions on the use of object references and
allow access to an object to be handed out in a controlled manner, but capability
systems have always had a great deal of difficulty revoking access once It has been
given out. I adapt the technique described by Redell [Redell74] to ORSLA in section
7.4. It turns out that garbage collection can be a very important tool for revocation. In
addition the lists of inter-area links and cables can be used for revocation. In section
7.4 I show how revocation on ORSLA can be as good as the revocation on Multics: a
system with excellent revocation abilities.

F’nally, the allocation of address space on ORSLA is considered in section 7.5.
Capability systems do not allow the user to write programs that allocate address space
because such programs can easily violate the low level restrictions on the use of object
references. On ORSLA, however, subsystem programmers must be able to write
programs that allocate address space so that they can control which objects are ad jacent j
to each other in the address space. Allocation of address space is better known as the
allocation of storage In the field of storage management, which has develo ped a large
variety of techniques for allocating storage. Section 73 discusses the allocation of
storage even though the term allocation of address spac? might be more accurate.

_ _  _ • • — ---• ., , ~~~~. • .  . ~~~.-- -  • .  - -
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Section 7.5 describes three free storage data types that are provided by ORSLA to give
programmers a great deal of flexibility in the allocation of storage while preventing
anyone from allocating storage that is not free.

7.1 Enforcing the Size of Objects

The obvious way to check each load and store instruction to ensure that the size
of an object Is not being violated is to have a size field in the object reference that
specifies the size of the object. The check itself is then very fast. The goal on ORSLA
of achieving a small object reference does not allow the use of a large size field,
however. A small size field, on the other hand, will only be able to specify one of a
small set of sizes. The size of objects need not be restricted to this small set of sizes,
however. If the offset within the object of the word being accessed is less than the size
specified In the object reference, then the load or store operation is valid. If the offset
violates the size field, however, it is not necessary to immediately signal an error. It
might be possible for other exact sources of size Information to exist that could be
checked before an error is signalled, if the exact size of the object is no~ violated, then
the load or store may complete without error.

Thus the size field in the object reference will sometimes cover only part of the
object. Violating the size field in the object reference has the cost associated with it of
obtaining the exact size Information. The coding of the size field in the object

f n f size
[i 1~ 

bits l 0 n
size 

1
(a )  (b )

Fig. 33. Coding of a S Bit Size Field 
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reference should minimize this cost. The coding I suggest to achieve a 5 bit size field is
shown in Figure 33. The 5 bIt size field Is divided into two subfields: a one bit flag, f ,
and a four bit integer n, from 0-15. The flag indicates whether the object is large or
small. If the object is small, Its size is n. If the object is large, Its size is 16o2’t or ~~~~
This scheme allows objects of size 16 or less to have their exact size in the object
reference. An object contaIning 35 words would have a site field that indicates a size
of 32 words. Accesses to more than half the words of a large object are approved by
this size field as long as the object contains less than 220 (about 1,000,000) words.

This coding is quite grainy and it may be argued that being able to cover only a
little more than half of an object in some cases is not good enough. By using a
slightly larger size field and by using the floating point technique shown above, it is
possible to reduce the graininess of the coding significantly. For example, the coding .4

for a 7 bit size field is shown in Figure 34. The first bit of the field is a flag , f, that
specifies how the rest of the field Is interpreted. If f  Is 0, then the rest of the field
forms the Integer, n, from 0-63, that is the size of the object. 1ff Is I, then the rest of
the field is divided In two: a 2 bit abbreviated mantissa, in, and a 4 bit exponent. e. If
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Fig. 34. CodIng of a 7 BIt Size Field
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both in and e are considered to be integers, from 0-3 and from 0-15 respectively, then
the size of the object is given by 16~2SI~(4,m). A better way to think of it, however , is
that in is the low order 2 bits of a 3 bit binary mantissa for a floating point number.

- ‘. The first bit has been omitted because it is always one. If the binary point is to the
right of the 3 bit mantissa, then the binary exponent is 4.e. Thus the smallest number
using this floating point format is 64 and the largest is 3,670,016. This size field
handles the exact size of objects up to 64 words. Objects larger than 64 words are
guaranteed to have at least 8O~ of their size covered by this size field. On the average,
however, 92~ of the size of an object larger than 64 words is covered by this size field.
This technique of coding the size field can easily be used to increase the number of
bits in the field in order to achieve larger size ranges and less graininess, but the
number of bits in the size field cannot be reduced below 5 bits without unacceptable
costs. The increase in efficiency that can be obtained by making the size field larger
than about 9 bIts is probably not worth the cost due to a larger object reference. Thus
the size field on ORSLA contains from 5 to 9 bits.

The small size field In the object reference is dependent upon the existence of
exact size information elsewhere. An obvious location for exact size information is in
the first word of the representation of the object. This location is attract ive because it

Is easily accessible to the CPU and it is not needed unless t~ie object is large~ ~ian 16
words, so there is less than a 6~ storage overhead for thi: field. Another posa ble
location for exact size Information is in the data type definition. The hardware o~i ‘1
ORSLA must be able to map the type code in the object reference into a reference to
the data type definition of the object. If all of the objects of a certain type are the
same size, then this size can be stored once in the data type definition rather than
being stored in each object of that type (see Figure 35).

7.1.1 ProtectIng System Information with in the Representation of an Object

We must remember, however, that the purpose of the size field is to enforce the
proper use of object references. Once an object has been created, its size cannot be

L Increased by merely modifying the stu field because the ad jacent address space may be 
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object reference
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The three possible locations for size information. Every low level object reference
contains a size field but the other two fields for exact size information are optional.
Their presence or absence is determined by the data type definition.

Fig. 35. Three Locations for Size Information

used by other objects. There is no point in decreasing the size field because all the
address space of the original object is still accessible from all the other references to
the object. Thus the size of an object cannot be changed except by the garbage
collector, which makes a new copy of the object. Thus the size field must remain
constant. Mechanisms were described In Section 9.3 for preventing improper
modifications to the object reference, so these mechanisms can easily protect the size
field In the objec t reference. If size information is stored elsewhere, however, It must
be protected from modIfication also. The most effective mechanism on ORSLA for
preventing such modification Is storage monitoring. Size information could be stored
in the first word of the representation of an object as an atomic object reference whose
storage inonhtor bit Is on and whose definition prevents writes. The same technique

~ could be used within the data type definition. Thus the programmer would have access
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to this information, but would be unable to change it. Furthermore, the garbage
collector would not copy this size information explicitly, rather it would be placed into
the new copy of the object at the instant the object is created.

Size information is not the only sensitive information that must be stored within
the representation of objects, however. There is also the reference count for objects
whose reference count is being maintained, and there is the pointer to the data type
definition for escape data types (see sections 3.5 and 3.4 respectivel y). If the protection
of all this information is designed as a unit, then a cleaner, more efficient design can

F be achieved.

For example, It is possible for the size and reference count information to be
placed into the same word, forming a size-ref field within the representation of an
object. ORSLA is designed to work with an upper bound of 1012.1015 bits of storage,
which corresponds to about ~~~~~ words of storage. There is no need to allow objects

• to be larger than ~~~~~ words so only 34-44 bits are needed to hold the exact size of
an object. A reference count, on the other hand, does not need many bits. Reference
counts should only be used when the overhead for maintaining the reference count is
not too high. If the count becomes very large, however , then much time is spent
incrementing the count to this value and decrementing it to zero An arbitrarily small
reference count field can be used without violating restrictions on the use of object
references if, once the count has reached its highest value, it cannot be decremented. I
prefer a 5 bit reference count field. A 10 bit reference count field should satisfy the
most avid proponent of reference counts, however. If the reference count is combined
with the size information In an object reference of type size-ref that does not have an
address but uses the size field and the address field for both the exact size and
reference count information, then there will be 11-15 bits available f or the reference
count depending upon the size of the size field in the object reference on ORSLA.
The type code used for the size-re f field will identif y its pur pose and will allow the
system to maIntain the reference count without allowing the user to modify any portion
of the size-ref field.
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The reference to the data type definition contained within an object of an escape
data type must use an entire word of its own, forming a data iype ilef field within the
representation of the object. Where should this datadype . def field be placed, however?
For simplicity, let us assume for the moment that there is no size-re f field in the object.
If the data~~ pe iief field is placed in the first word of the representation of the object.
then all of the code that operates on the representation of objects of a particular escape
data type will avoid use of the first word. If the programmer had decided to make a
normal data type, however, then all of the representation dependent code would be
different, since it would not avoid use of the first word. This difference in the
representation dependent code for escape data types and normal data types conflicts
with an important use for escape data types: debugging a data type that will eventually
be a normal data type.

• Unfortunately, ver y few modifications can be made to a data type definition. A
bug in a data type definition must often be repaired by defining a new data type in
which the bug has been fixed. The old data type then falls into disuse. If the old data
type was an escape data type, this is inexpensive, while if it was a normal data type,
such debugging is very costly because it wastes the limited supply of type codes. Thus
escape data types should be used when debugging a data type. Finally, when the user is
sure that the data type will be used heavily and is also sure that it will no longer be
necessary to modify the definition of the data type, then one of the valuable data types
in the type code of the object reference can be allocated to this data type. If any
portion of an escape data type definition needs to be modified in order to enable it to
be used as a normal data type definition, however , then more debugging will be
needed after conversion to a normal data type. Thus the dacaiype ..def field should be
invisible to the code that manipulates the representations of objects of the data type.
This can be achieved by placing the dataiyfre ief field at location -l in the
representation (see Figure 36).

If the dataiype .4ef field should be invisible to representation dependent code,
what about the size-re f field? Representation dependent code may very well want to

• - know what the size of the object is or what its reference count is but this can easily be
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type

Fig. 36. Escape Data Type

provided by special size and ref ....count instructions. Reference counts are maintained
automatically by the system and so do not require any instructions in representation
dependent code to increment or decrement the count. If the existence of the size-ref
field is invisible to representation dependent code, then reference counting could be
requested at the time an object is created even if it causes a size-ref field to be added to
the representation of the object. Similarly, if the size of one object of a variable size
data type happens to be exactly one of the sizes that can be specified by the size field
in the object reference, it would be possible to omit the size-ref field from the object.

To make the existence of the size-ref field this dynamic, it is not sufficient to
place It at offset -1 within the object, however, It must also be possible to determine the
existence of the size-ref field directly from the bits of the object reference. This is also
necessary to speed up checking the size in the size-ref field when the size field in the
object reference is violated. Furthermore, In order to make the automatic maintenance
of reference counts efficient , it is necessary to be able to tell from the object reference
whether the reference count is being maintained. This information is kept in the
dataJypeJnfo field in the object reference which was introduced in section 34. In
addition, the da ta.J,pe info field must specify whether there is an address in the object
reference and atso contains the storageinontcor bit that specifies whether this object
reference is an active storage monitor. The data .Jypeinfo field therefore needs at least
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three bits: one for the storage~nor&itor bit and two for an info field that specifies one of
four mutually exclusive states:

1) there is no address In the object reference
2) there is an address In the object reference but there is no size-ref field in the

object
3) there is a size-ref field In the object but reference counts are not being

maintained
4) there is a size-ref field and reference counts are being maintained

A system designer may Identify more Information that must be kept in the
data.Jypeinfo field, but the size of this field will probably not exceed 5 bits.

The only remaining problem is where to put the size-ref field for escape data
types. Since the size-ref field Is used more often than the data type definition, I favor a

type

I 
size-ref

type
dat: type def

Fig. $7. LocatIon of Size-ref Field

L ~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~ ~~~~~~~
• 

~~~~
• —•



Section 7.1.1 Protecting Sysr.~vb information within the Representation of an Object 219

constant offset of -l for the stze.r,f field while the dctai~p..4ef field can be placed at
-2 when there is a s ize-ref f ie l d as well. Thus the size-ref field appears in objects as
shown in Figure 57

Now that we have seen exactly how the size field is handled on ORSLA, we can
see how each load and store instruction will be validated if the size field in the object
reference is violated. First, the CPU will determine by looking at the object reference
whether there is a size-ref field in the representation of the object . If so, it will be
checked. If there is no size-ref field in the object, then the size information in the data
type definition is used to perform the final check. Since the size information in both

• 
I~ the size-ref field and the data type definition is exact, violations of either of these

fields causes an error to be signalled.

It may have occurred to the reader that this check never allows the programmer
to use negative offsets within the object, so the programmer has no way to modif y the
size-ref field or the data J~pL.def field. Thus it may not be necessary to further protect

• these fields with storage monitors. It cannot be denied, however , that storage monitors
do provide further protection. This question really turns on our attitude toward
dangling references. If we assume that there are never any dangling references, then
the use of storage monitors to protect these two fields is unnecessary. ORSLA has been
carefully designed so that software cannot generate any dangling references. It is

possible for the hardware to generate dangling references, however . For example, an

undetected memory error can change a bit in the address of an object reference . This
kind of error can be disastrous for a process on an SAY or LAY system since it may
lead the program to begin interpretIng character strings and machine code as
addresses. Such an error is much more limited in effect on ORSL~k, however. Since
object references are tagged on ORSLA, it is never possible to mistakenly use a
character string as an address, or even to use an object reference without full
knowledge of the proper representation of the object referenced . Thus the creation of
one dangling reference by the hardware does not cause the software on ORSLA to
generate more dangling references. If the size-ref field or the darciype .i.Ief field is not
protected by storage monitors, then it would be possible for a hardware generated

_ _  
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• 
.

, dangling reference to be used to modify these fields, thus allowing all references to the
modified object to access storage outside of the representation of the object and

• possibly modify size-ref fields in other objects. Dangling references are like a cancer

-
• that, on a single address space system, could easily spread throughout the entire system.

The similarity of the effects of dangling references to cancer is what makes elimination
of dangling references a significant system reliability issue rather than just a protection
issue. ORSLA first prevents the creation of dangling references and then uses context
Independent object references and size-ref fields protected by storage monitors to
defuse the cancer-like quality of dangling references. Thus even if the hardware does
create a dangling reference on ORSLA. the damage caused by it will be very limited. It
can be reduced even further by adding a mechanism to ORSLA such that if an
expected size-ref field or data Jype...def field are not where they should be, then the
erroneous reference is converted to a reference to the deleted object. Thus ORSLA is

robust, even though it uses object references extensively.

7.2 Abstract Objects

Most of this thesis has been concerned with enforcing the low level restrictions on
• the use of object references because enforcing these restrictions is significantly more

difficult in a reusable address space than with unique IDs. The low level restrictions
ensure that an object will not be accessed without a reference to the object, but they do

not allow the operations on an object to be limited: this is the role of the high level
restrictions . The basis for the high level restrictions is that an object in the computer is
supposed to model an ideal object in a programmer’s mind. The ideal object , however ,
has a strict set of operations defined on it that perform meaningful operations on the
object. No other operations may be performed on the object. When a data type is
defined a complete set of operations should be defined on it that allow all of the
necessary manipulations of the object to be performed in terms that are meaning ful to
the abstraction of the object. Not all of the users of an object , however, should be able

• 
- to invoke all of the operations that have been defined on objects of that type. Thus

the abstraction given to a user should allow only the operations that are allowed to this
user. Enforcing the high level restrictions on the use of object references means

_ _  -~~~~~ • . •
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sometimes restricting the operations that may be performed on an object even further
than the complete set of operations defined on the objects of that type.

For example, a company may want to maintain a data base for inventory control.
This data base is a model of the physical inventory the company actually has in its
warehouses. The inventory control system automatically places orders for new items
when their supply runs low. To keep the model accurate, several people must provide
input about changes to inventory and the results of any manual inventories of the
stock that are performed. The data base can also be used, however , by auditors,
accountants, and executives to find out about the current state of the business. The
complete set of operations defined on the data base will support all of these uses. The
abstraction of the data base presented to those who maintain it will include operations
for changing or updating the information in the data base. The ability of these people
to inspect the entire data base may be limited, however. The abstraction of the data
base presented to management, on the other hand, will allow the complete data base to
be inspected, but will not allow changes to be made. The ability to present these
different abstractions for the same object is entirely consistent with the concept of
objects.

It should also be noted that this ability to present different abstractions for the
same object and then to enforce the limitations of each abstraction allows the

• programmer to supply different abstractions of an object, B, to different entities so
that only the operations actually used by each entity are defined on the abstraction
given to that entity. The entities need never know that they are being treated so
carefully until they attempt an operation that they are not supposed to perform.

Access to an object is limited by distributing high level object references for the
object and then controlling the operation of switching the AlgA-low bit from high to
low. This operation must be performed before the representation can be accessed or
modified. There have been two methods developed for controlling the conversion of
an object reference from high to low: the invocation method and the explicit
conversion method. Both of these methods are based on the principle that only the
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data type definition should be able to perform representation dependent operations on
the object. The invocation method, used in such programming languages as Simu a 67,
Planner-75 EHewitt73], PLASMA (Hewitt76], and Smalitalk [Kay68], defines an
operation f on an object x with the additional arguments ,~, ..., y,~ 

to be a procedure
call to the data type definition of x. The arguments given to the data type definition
are the name of the operation f ,  the low level abstraction of object x, and the objects

y~. The system automatically converts the object reference to x to a low level
object reference since it is being passed to its own data type definition. The system is
also responsible for finding the data type definition for x given only the object
reference to x. ORSLA must therefore be able to convert the type code in the object
reference to x into the address of the data type definition of x. In some systems, a data
type definition is a complex data structure that contains many different procedures.
one for each operation that is defined on the data type. Note that this is similar to the
concept of a cluster in CLU cLiskov7l], but a cluster is only a syntactic entity in CLU;
it does not have a corresponding runtime structure. If the data type definition contains
onl y a single procedure that is given the operation to be performed as an argument,
then the programmer has much more flexibility in defining operations on the object
and in choosing the precise data structure that must be searched to find the definition
of this particluar operation. The Invocation method is particularly valuable for
defining generic operations that operate on a large number of data types because the
operation can be extended to new data types merely by defining the operation in the
new data type definitions. The only difficulty with the invocation method Is that the
data type definition must be searched for the definition of the appropriate operation,
which can sometimes take longer than the operation Itself, especially for very simple
operations.

7.2.1 The Lower Operation

The explicit conversion method makes use of the lower operation which converts
a high level object reference to a low level object reference. In order to limit the use of
the lower operation, however, it is given an additional argument: the data type of the
ob ject to be lowered. Any program that has an object reference to a data type object

. .g._..~~..  ~~~~~~~~~~~~~~~ ..~~. . •... -.• •• ~•.— - ..—•——-, ,- • _._. • __._••.L..__ .•.•. ...~~ .. — ) .-.“.- ~~~~~~~~~~~~~ ..~t
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that allows objects of that type to be lowered is considered to be part of the data type
definition. The explicit conversion method is used much more commonly than the
invocation method; it is used by HYDRA and also by the languages Simula 67 and
CLU. The origins of the explicit conversion method, however, are lost in the mists of
the birth of computer engineering. The lower operation is very similar to a simple data
type check operation. Data types have been checked whenever multiple representations
have been used in computation. The lower operation can be used to check data types if
it is also a predicate which is false if the object is not of the required type. If the check
succeeds and the predicate is true, the lower operation must also return the low level
reference for the object. The lower operation can both be a predicate and return a
value if it sets the condition codes in the machine. The purpose of checking the data
type of an object is so that a program will be able to perform representation dependent
operations on the object that will have the intended effect. Some programming
languages have allowed programs to perform representation dependent operations on
an object without even knowing what the representation of the object is. The lower
operation merely forces a program to check the data type before performing
representation dependent operations. The set of programs that can perform
representation dependent operations on objects of a certain type can be limited by
limItIng the distribution of object references to the data type.

The explicIt conversion method requires each operation to search for the data
type, while the invocation method requires the data type to search for the operation.
The explicit conversion method is thus superior for an operation if the number of
operations that can be performed on the object is greater than the number of data
types this operation can operate on. The invocation method is superior for an object if
the number of operations that can be performed on the objec t is smaller that the
number of data types that those operations are defined on. The collect operation used
by the garbage collector should be defined with the invocation method since it is
defined on ever y data type on the system. If both methods are supported, it is possible
for an operation to check explicitly for the two or three most frequently used and most
efficient data types and then use the invocation method for all other data types. Using
both methods In this way allows the system to achieve the high speed of the explicit
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conversion method and the flexibility of the invocation method. Conceptually, both
methods are equivalent in that they allow only the data type definition of an object to
convert a high level reference to the object to a low level reference. This thesis is
concerned with providing hardware support for objects, but is not concerned with the
representation of a data type definition, so this thesis will not consider the invocation
method further but will consider the explicit conversion method in more detail.

Before further consideration of the explicit conversion method, however , we must
consider the access control field in the object reference. As we saw earlier in this
section, a single object will have several different high level abstractions. The access
control field in the object reference identifies which of these possible high level
abstractions is being used by a high level object reference. It was estimated in section
3.4 that between 4 and 10 bits are needed for the access control field. It was also noted
in section 3.4 that the access control field £5 only needed in high level object references,
while the size field is only needed in low level object references. Since both these fields
are about the same size, it is possible to use the same set of bits in the object reference
for both fields. If this is done, however, then the lower operation must load the i re
field in the object reference it is lowering and must return the information in the
access control field of the high level object reference as an additional value of the
operation.

The lower operation has now bec:~me more than a simple type check but we
would like It to continue to be as fast as possible. The lower operation takes two
arguments: a high level object that is to be lowered and a data type object . The speed
of the lower operation depends upon what information is kept in the object reference
to the data type object. If this object reference contains the type code of the data type.
no memory reference will be needed to actuall y check the type code in the obje:t
reference being lowered. How can the time needed to load the sire field be minimized,
however? If objects of a particular type are always the same size, then the object
reference to the data type definition could contain a constant size field of 5-9 bits that
Is loaded into the size field of the object reference that is being lowered . If objects of a
particular type are of a variable size, however, then the size-ref field in the object itself

A



Section 7.2.1 The Lower Operation 225

must be accessed to find the size information. If the access control field in the high
level reference being lowered is not needed for access control information then it could
Contain the size of the object. There is no room in the object reference to the data type
object for a constant ..j tze field or for the type code of the type being defined unless
the object reference to the data type object does not contain an address. The hardware
on ORSLA is able, however, to convert the type code for the data type into the address
of the data type definition. Thus the object reference to the data type definition does
not need to contain an address.

A normal data type, I.e. a data type that is not an escafre data type, is defined by
an object of type normaLtype..4ef An object reference to an object of type

I~ normaLt,pe..4ef does not contain an address and so never uses an inter-area link.
Reference counts cannot be maintained on a data type object, either. An object
reference of type normaL..type.4ef uses 9 - 16 bits to hold the type code
normaLJyp&iief, S - 5 bits for a da:adypeJnJo field, one ~it for a high-low bit, 5 - 9

bits for an access control field, 9 - 16 bits for the type code of the data type it defines, 5
- 9 bits for a constant ....slze field that may be loaded into the size field of a low level
object reference of this type when it is lowered, and 2 bits for a set .iize field that
specifies where the size informauon for a low level reference can be obtained. The
set size field has three possibilities:

I) size information for the low level reference is contained in the size field of the
high level reference

2) size Information is In the constant .ilze field
3) sIze information is in the size.r ef field of the object that is pointed to by the

low level reference.

The object reference to an escafr ~ data type definition is different , however, for
two reasons. First, the object reference to an escape data type definition must contain
the address of the data type definition. Second, the lower operation must access the
dazai,,ps 4ef field in the object whose type is being checked. If the size information to
be loaded Into the low level reference is in the da:c ..Jyps .def field , then no additional
Information Is needed In the object reference to the data type defInition. Thus the 
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data J,pe.4ef field will contain a high level object reference of type da:adyp e ...def
whose storage~ non1tor bit is on to prevent the field from being modified. The access
control field contains the size Information that is in the size field of low level object
ref erences to the object . Since the sIze information in the datadype.4ef field is stored
within the object itself, It may reflect the size of that particular object without implying
anything about the size of other objects of that type. The address field of the object
reference in the datczi,p&4ef field points to the data type definition. The object
reference for an escape data type definition contains the type code escape , a
dataJype info field, lügh-low bit, access control field, and an address field that points
to the data type definition. The lower operation operates on escape data types by
accessing the da:a~ yp&4ef field in the object being lowered. The address in the
data Jy/,e.4ef field is compared with the address in the reference to the data type :1
ob ject that is the second argument to the lower operation. If the high level reference is
lowered, then the size field of the low level object reference is loaded from the size
field in the datadype....def field.

7.2.2 Elevate Operations

The lower operation converts a high level object reference to a low level object
reference. It must also be possible to convert a low level object reference to a high level
object reference since this is the only way the access control field can be set. In
add Ition, an object Is fIrst created along with a low level reference to the object .
Converting a low level object reference to a high level object reference may be
performed by any program wIthout compromising protection because only highly
privileged programs can obtain a low level object reference. Actually, it is necessary to
have two different operations that perform this conversion:

B — elevate (A)

B — elevace ....seL.access..controt (A, S)

The elevate operation only changes the high-low bit in the object reference to A to
obtain the object reference to B. Thus the access conrrol field in the object reference to
B contains size information about B. The elevate j et access.control operation uses the
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bit string S for the access control field in the reference to B. The
elevate..j et ..access ...control operation must be certain that when the reference to B is
finally lowered, the access control field will not be used as size information . The
current format of the object reference does not keep this information in the reference
to A, so the elev t&.set....access....control operation must access the data type definition of
A to make sure it is alright to set the access control field. This memory access could be
eliminated if a small change were made to the data .Jypeinfo field in the object
reference. The data Jypeinfo field currently contains a two bit info field that holds
four alternatives. The extra memory access can be eliminated from the
elevate..j et...access~ ontrol operation by adding one alternative to these four. This
requires an excra bit in the info field, but leaves three unused states in that field. The
five alternatives in the info field would be:

1) no address in object reference
2) no size-ref field in object but size information is in access control field
3) no size-ref field in object and no size information is In access control field
4) size-ref field in object but not maintaining reference counts
5) sIze-ref field in object and maintaining reference counts

Using this coding, the access control field would never be used for size information
when the object contained a size-ref field. A major mechanism that is not covered in
this thesis is reference counting. Since one state in the info field is already used for
reference counting even though reference counting has not been described fully, it may
be possible that more states in the info field will be needed for reference counting.
This three bit info field has room for four states dealing with reference counting: the
equivalent of two bits. It is not clear, however , that this extra bit in the object reference
is worth it if it speeds up only the elevac&.set_~iccess ..control operation. This operation is
not performed as often as the other operations that are supported by the
data Jype ...snfo field and is only used along with the expense of moderately
sophisticated access control. Simple access control needs only the high-low bit and may
therefore use the elevate operation. If the elevate .j et..access control operation can be
speeded up without using more bits in the object reference, however , then it Is clearly
worth it.
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7.2.3 Access Control Field

Thus we have seen the mechanisms on ORSLA that allow high level objects to
be created on which no representation dependent operations are defined. Most of the
fields in the object reference serve the needs of the system and the needs of low level
objects, but the access control field serves the needs of high level objects. Exactl y what
information is kept in the access control field and how the field is interpreted is
determined by the data type definition. There is no need for the information kept in
the access control field to be limited to access control information. The access control
field could be considered to be an extension of the representation of the object. Since
the system has no control over what the access control field is used for, it is ver y
difficult to decide how many bits should be used for this field. The approach I have
taken is to estimate the minimum number of bits necessary by identifying valuable uses
for the access control field and then finding representations for those uses that require
as few bits as possible.

Throughout this thesis I have frequently placed a piece of information into an
object reference in order to avoid a memory reference to the object itself. Although
this criterion was sufficient for placing information into the object reference, this
criterion is not important when deciding whether to place Information into the access
control field. The most Important reason for this sudden change of design philosophy
is that the rest of the object reference is supported by hardware while the access
control field is supported by software. A memory reference is expensive for a hardware
supported operation, but Is much less important for a software supported operation.
Thus information that can be placed within the object itself should not be placed in
the access control field.

We have seen that one object can be viewed with different abstractions. If the
abstraction that is being used from a particular object reference can be specified in the
access control field, then multiple abstractions of the same object can be implemented
efficiently. If the access control field did not exist , it would be necessary to create an

11~ indirect object for each high level abstraction except the first, which would be the 
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high level definition of the object itself. The indirect object would contain a low level
reference to the object and the information that would have been in the access control
field if it had been available. Thus use of the access control field saves a great deal of
indirection and also saves a significant amount of storage. If the size of the object
reference is increased to hold an access control field, however , then the access control
field will use a significant amount of storage on the system. Whether the storage saved
by use of the access control field would exceed the storage used by an enlarged object
reference is dependent upon how ORSLA is used and so would vary from subsystem
to subsystem and installation to installation. If the access control field does not enlarge
the object reference, however, then the larger the access control field, the more storage
is saved. Thus I suggest that the size of the access control field be exact ly the same size
as the Size field and that the same bits in the object reference be used for the size field
and the access control field. We must ask whether this size of access control field is
large enough, however .

Regardless of how many bits there are in the access control field, there will always
be applications that could take advantage of a larger access control field. The real
question is whether enough applications can live with the proposed size of the access
control field. If an application discovers that it would like a larger access control field,
at may be possible to use a more efficient coding in the access control field that will
allow the field that has been provided to be used. The number of bits needed in the
access control field can be minimized by using each state of the access control field in
references to a partIcular object to identify an abstraction that is actually being used

for this particular object . For example, consider the high level abstractions of a
directory object. The abstraction given to the owner of the directory is the owner
abstraction , while the abstraction given to an unidentified user is the unidenti fied ..user
abstraction. The unidentifIed .j .tser abstraction is the abstraction of the din ctory object

that is obtained from the file system when no attempt Is made to obtain greater access.
The unidsn tified . user abstraction should at least allow users to find out what objects
in the cairectory are being made available to the public and should allow a program to
be run that will give access to these objects once appropriate negotiations (possibly

p.~ ~ between programs) have been concluded. In addition to these abstractions , there will
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probably be a sys.iiaemon abstraction (a concept from Multi~ ) that allows system utility
programs to operate In the directory. There will probably be a frlendl y ...user abstraction
that allows most or all of the directory to be inspected and allows selected objects
within the directory to be used. There might even be a tru .sted .izser abstraction that is
almost as powerful as the owner abstraction. In special situations, it may be necessary to
create a special abstraction for a particular person , resulting in the Sam abstraction . I
have assumed that all of these abstractions are different , i.e. that the sets of operations
permitted to the abstractions are different . The name I have given to each abstraction,
ho. ‘ever , identifies the entities that will use the abstraction. Entities that can make use
of the same abstraction are grouped into a class and the name given to the abstraction
describes all the entities in the class.

Somewhere within the object or its data ty pe definition the information of which
operations are permitted on each abstraction must be represented. This rnformation
could be stored in the form of a table within the representation of the objec t or its

data type definition. Each element of the table could be a bit string that defines an
abstraction by using each bit to specify the legality of a single operation. It would then
be very easy to change the behavior of the abstractions defined by the table. Different
abstractions are used by different users, so the operations allowed to a par’icular class
of users can be changed by changing the abstraction they use. This is such a powerful
feature that creating two abstractions for two classes of users that happen to have the
same behavior is acceptable if the chances are reasonably good that these two classes of
users will be given abstractions with different behaviors at some time. Thus, we make
good use of the access control field by using it to identify the class of users that will
use the object reference and by limiting the number of such classes to those classes that
are actually using the object.

The table described above that allows the access control field to be coded
efficiently behaves differentl y from and is much more efficient to use than the data
st ructure that appears on other systems (such as Multics ) and is known as the “access

control list . The table described above is qi~ickly indexed by the access control field ,
P .‘ while an access control list must use information not provided by the reference to an
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object (usually a user or domain identifier is also needed) and must painstakingl y
search the access control list to find what abstraction should be presented to the user of
the object . Thus although it is necessary for a system to have merhanisms that reduce
the frequency of searches of an access control lis t , the table described above can be
consulted once for each high level operation that is performed on the object .

When the very efficient coding for the access control field described above is
used, there will probably be very few data types that will need an access control field
larger than four bits. An object that cannot use the access control field to distinguish
all the different abstractions of the object that are being used will have to use indirect
objects . If the access control field is at least four bits, however , the storage overhead
for the indirect objects is much less than without an access control field. Assuming a
four bit access control field, the access control field in the reference to the indirect
ob ject can be used to distinguish 16 different abstractions to the object. Each indirect
object could contain the table that defines what operations are used by the 16
abstractions defined by the indirect object , but only one indirect reference would be
needed within the indirect object. Thus the amount of storage used by indirect
references is now less than the amount of storage needed for the table that defines the
abstractions , so the overhead for indirect objects will not be very high. The access
control field will actually contain between 5 and 9 bits, however , thus further reducing
the number of indirect objects needed by an object that has a large number of
abstractions defined on it.

Another example of the use of access control information is provided by areas.
The system is able to return a reference to an area given a reference to any object in
the area. This can be used either to determine whether two objects are in the same area
or to create a new object in the same area as an existing object. The first of these
operations may be acceptable regardless of the types of ob jects involved, while the
second operation is more sensitive. It may be acceptable , however , for the definition of
the data type of an object to create another object in the same area as the original
object. ORSLA supports these two uses by providing one of two high level abstractions
of an area to a program that obtains a reference to the area by giving the system a 
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reference to an object that resides within the area: the high JeveLcontainer abstraction
if the reference to the object in the area was a high level object reference, and the
low JeveLcontalner abstraction if it was a low level object reference. The
low JeveL..contalner abstraction of an area can only be obtained by a data type
definition for an object in the area. Each area may define for itself what operations on
the area are allowed by these two abstractions.

Another use for the access contro’ field is to hold size information for an object
that does not have a size-ref field and whose data type consists of different size
objects. This use speeds up the hardware supported lower and elevate operations and
has already been discussed. Occasionally, it will be necessary for the representation of

it an object to place some bits in the object reference . One examp le of this occurs for
machine code objects that have multip le entry points. The address within the object
reference must point to the beginning of the machine code object that contains all the
code arid the references to the constants needed by the code. The object reference for
each entry point into the code, however , must indicate in some wa y which entry point is
to be used . The number in the access control field could be used to access a table
within the machine code that specifies the bit offset of each entry point within the
machine code object .

All of the uses of the access control field to support the high level abstractions of
the object can be viewed as merely identif ying different abstractions of the object.
Many objects will have only one high level abstraction , however. Many more objects
will have a few different possible abstractions. These objects may use any coding of
the access control field that seems appropriate . Objects that serve as entry points into
data bases that contain sensitive or valuable information of some kind may have a
large number of different abstractions defined on them. If the data base is used tiy

many people, then there may be a need for many classes of users that may have
different abstractions at one time but happen to use the same abstraction at another
time. These objects will be forced to use an efficient coding of the access control field
and may even be forced to use indirect objects to increase the effect ive size of the

~
, 
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~~ . acc ess control field. There may be a cost associated with handling such large numbers
e.
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of abstractions, but this cost is acceptable because the cost could not be reduced
significantly by enlarging the access control field.

7.2.4 Comparison of Protection on ORSLA with Other Capability Systems

The mechanisms provided on ORSLA to restrict the operations that can be
performed on an object are quite similar to the mechanisms on HYDRA. The high-low
bit on ORSLA corresponds roughly to all the KerneL.flg hts bits on HYDRA, while the
access control field on ORSLA corresponds to the auxtliary...rights bits on HYDRA.
HYDRA encourages the user to encode the legality of a single operation or set of
operations in a single auxUiar ,~ IgAts bit , but, as on ORSLA, there is no requirement
that any particular encoding be used. The dichotomy between the invocation method
and the explicit conversion method that exists on ORSLA is not present on HYDRA.
HYDRA at first appears to use a combination of the invocation method and the
explicit conversion method since each procedure has an argument template that is

matched against the arguments the procedure is called with and “amplifies the rights”
of the arguments if the data types of the arguments match the data types in the
template. If there is no match then an error is signalled. This is actually a case of the
explicit conversion method because a) it amplifies the rights of several capabilities at
once (which cannot be done by the invocation method) and b) it does not transfer to a

‘
. 

procedure within the data type definition of a capability being amplified . Since an
error is signalled if the type codes of the arguments do not match the template, this
mechanism is not used to search for the representation dependent code that is needed
to perform a representation independent operation. Thus HYDRA does not seem to
recognize that the mechanism for amplifying rights could also be used to support
multiple representations of the same abstraction.

Another approach to implementing the conversion from a high level object
reference to an object reference for its representation has been used in some
programming languages rLiskov7l] and some capability systems (Redell74 . p.603.
Instead of having a high-low bit in the objec t reference , the lower operation replaces
the type code field of the object reference. This implementation is based on the Idea,
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which has been formalized by Morris [Morris73], that a user defined data type is based
on another, more primitive, object which is its representation. When a high level objec t
reference is lowered, then the result is an object reference for the object that is the
representation of the high level object . This representation object, however , is an
abstract object itself. If the type of the representation object is a user defined type,
then this object has its representation object in turn. Thus there is a chain of
representation objects until finally a primitive data type is reached whose operations
are implemented directly by the system. If this idea is implemented by simply changing
the type code in the object reference whenever an object is lowered one level, then the
rest of the object reference uses the representation of the primitive data type. All of the
objects that are implemented by hardware on ORSLA, such as integers and floating
point numbers, would be implemented directly by such a system, bur in addition the
system would provide several data types that are general purpose data structures, such

as lists, vectors, and arrays. Although this technique isolates the programmer from the
physical representation on the machine, the necessity of following the long chains of
representations before a primitive data type is encountered Is inefficient. Actually, the
long chains of representations can be short-circuited by a compiler. Since each data
type in the chain has a single representation type, the lower operation could be given a
data type object that would cause the entire chain to be immediately short circuited to
the primitive type. This corresponds to lowering the high-low bit on ORSLA. Thus
ORSLA encourages a compiled data type definition to contain all of the information
in the data type definitions of the representations of the original data type so that the
compiled data type definition will manipulate the bits of the low level representation
directly. It is likely to be finally determined in the future that a chain of
representations Is a good way to define data types in high level languages. Machine
independence can be obtained by defining an abstraction that allows the fields of the
low level representation to be obtained without specifying those fields in terms of bit
offsets or sizes . Higher level abstractions can then be defined with this machine
independent representation abstraction of the object. A higher level abstraction whose
representation is this machine Independent representation would execute much more
quickly if , when it is compiled, it converts operations on the machine independent
representation abstraction into the corresponding operation on the machine’s low level

~ 

~~~~~~~~~~~~~~ --



r ~~~~~~~~~~~~~~~~~~~~~~~~~~

Section 7.2.4 Comparison of Protection on ORSLA with Other Capability Systems 235

representation. If a high level abstraction is built on another high level abstraction ,
however, then it may be better for the higher level definition, when compiled, to
continue to use the high level abstraction that is its representation since operations on
this high level representation may be quite complicated.

A chain of representations as described above is supported on ORSLA by using
the access control field rather than the type code field. A good use for the access
control field is specifying which high level abstraction of the object is being used. A
reference f or one high level abstraction is converted to a reference for another high
level abstraction rather than being immediately converted to the low level abstraction.
Such conversion operations can easily be provided by the data type definition of the
object using the mechanisms that have already been described. I am not ready to
propose additional mechanisms that will make this way of operating even easier
because I believe there is need for additional research before it will be clear what
mechanisms should be provided by the system.

The purpose of the chain of representations is to provide representation
independence. Consider the operation f, which operates on objects of a certain
abstraction, 61, by lowering that abstraction to a representation abstraction 6

2 
and

performing operations on this lower level abstraction. If 6
2 

is a high level abstraction,
then there may be many different low level representations that could make use of this
single definition of f without f being aware of the low level representation. Thus f
should not have to determine which low level representation is being used, it should
merely determine that 0

2 
is a reasonable lower level abstraction for the object. The

mechanism of changing the type code to convert from a
~ to 0

2 
does not allow a data

type for a
~ 

to use different representations for different objects of the ty pe. Exactly
how this should be implemented, however , is a matter for future research.

Thus the mechanisms on ORSLA support a chain of representations . There is
another, more subtle, difficulty with implementing the lower operation by modifying
the type code. In particular, the references to the representation do not contain the
information of what the representation is being used for. The garbage collector can
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make good use of such information and, in some cases, must have It. For example, a
high level abstraction for object w may need access to the objects x, y, and r , but may
almost never make use of z. On ORSLA, the garbage collector would be able to find
the data type definition for zu with both high level and low level references to w . The
data type definition could specify, in the definition of the collect operation, that the
garbage collector should place z far away from w, thus increasing locality of reference
over the standard copying garbage collector. If we lower the high level abstraction for
w by changing its type code, however, it would be natural to represent w with a vector
of three elements. When the type code in the reference to w specifies vector, however,
there is no information available about the relative frequency of use of the three
elements of the vector , so the garbage collector could not do better than the standard
copying garbage collector. A more serious case arises with a hash table data type in
which the hash index is calculated from the address within the reference to the name
of an entry in the hash table CBobrow75). If the object that is the name of an entry is
moved, the entry must be rehashed Into the table. If a vector is used to represent the
hash table, and if the first reference to the hash table discovered by the garbage
collector is for this vector rather than for the high level hash table, then the garbage
collector will neglect to rehash the entries in the hash table thus making it unusable
after the garbage collection. These difficulties are very serious, especially when we
consider that the garbage collector begins marking the temporary storage of a process
from the currently executing activation record. It is thus likely that if a reference to the
representation of an object exists, It wi ll be encountered by the garbage collector before
a high level reference to the object. These difficulties can be handled, even if we
modify the type code when lowering an object reference, by providing primitive data
types that are garbage collected properly. If the construction of chains of
representations is the only mechanism for type extension, however, then it is not
possible to extend the set of primitive data types. To show that such a scheme is
practica l, it is necessary to show that it will never be desirable to create a high level
abstraction that needs, in some sense, a primitive object that was not originally
supplied. The approach taken on ORSLA, however, corresponds to providing a
mechanism for extending the set of primitive data types. The load and store operations
are defined by the hardware for all primitive objects (low level objects) on ORSLA,

_ _ _ _  
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but other operations, such as the collect operation used by the garbage collector, are
defined by the data type definition for low level objects (primitive objects) as well as

for high level objects. Once the load and store operations have been provided by the
hardware, the other operations on a primitive object can be defined in terms of the
l~~d and store operations.

7.3 Domains

It is important for a computer system to be able to manipulate all of the objects
in memory, however it is not necessary for a process to be able to manipulate all of
these objects at every instant. A procedure should only be manipulating its arguments.
its activation record, objects such as the root of the file system that are accessible to all

programs, its internal static storage, and objects referenced from the procedure. The
most valuable feature of protection is that it prevents erroneous programs from doing
much damage. Protection should not interfere with legitimate computation, however .
An erroneous program can be viewed as an arbitrary sequence of machine instructions.
The domain of a process characterizes the amount of damage that could be done by an
arbitrary sequence of instructions. The domain of a process at any instant is the set of
storage locations that could be accessed and the operations that could be performed on
protected objects by an arbitrary sequence of machine instructions executed at that
instant. Protection will not interfere with legitimate computation if the domain of a
correct procedure includes the objects that the procedure will want to manipulate. Most
systems that provide protection have a data structure that specifies the domain. What
is this structure on ORSLA?

Unlike most systems, machine instructions on ORSLA do not contain any
addresses. They only contain offsets within objects . In order to actually access storage
these offsets must be combined with a low level object reference. There are two
dedicated CPU registers that contain low level object references: the instruction object
register and the activation record register. The instruction counter is an offset within
the instruction object. Together they specif y the bit location at which the next
Instruction begins. The instruction object register is not generally accessible to the

) 
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program. Transfer , call and return Instructions allow the instruction object register to
-

, 

be reloaded and the load Instruction allows constants to be retrieved from the
Instruction object , but nothing may be stored into the instruction object. The activation
record register points to the procedure’s temporary storage. In addition there are
several general purpose registers. Conceptually, these registers are part of the activation
record. Machine instructions may load and store the general registers and may use any
low level object references in general registers to access the representations of those
objects. Since the activatior~ record register contains a low level object reference to the
activation record, registers can easily be loaded from and stored into the activation
record. Many of the general registers and locations within the activation record
correspond to local variables in the procedure. There are two locations that do not and
so need more explanation. One location in the activation record contains a low level
object reference for the procedure object. This may be different from the reference to
the instruction object. The procedure object will contain the internal static storage for
this instance of the procedure and an object reference to the instruction object. The
constants for the procedure may be either in the procedure object or in the instruction
object depending upon the amount of flexibility that is needed. Another location in the
activation record is needed f or the return point of the procedure. Usually, when
procedure A calls procedure B, it is desirable for B to be ignorant of who A is. This
means that B should not be accessing A’s activation record. Therefore the object
reference in B’s activation record pointing to A’s activation record is a high level S

reference. The only operation allowed on this object Is return. Since activation records
are implemented in hardware, the return operation is not slowed down by the fact that
It is using a high level reference.

In addition to these sources of information , the processor will contain an object
reference to a process object which will be accessible to the executing program. This
object will allow the program to get a high level reference for the root of the file
system and references for other necessary information available to every program.

This completes the sources of information that are available to a program. The
domain of a process at a given instant is determined by all the object references that
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Fig. 38. A Domain

can be reached from any one of these sources of information. The domain of a process
Is made smaller when any low level object reference in the domain of the program is
made into a high level object reference that does not allow access to all of the object
references stored in that object .

Are we sure, however, that the domain on ORSLA does not interfere with 
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legitimate computation? Many programming languages, such as FORTRAN, PLII. and

Algol 68, pass arguments “by reference”. When a local variable, x, of procedure A is
passed by reference to procedure B, it is usually implemented by causing A to pass a
pointer to the location in A’s activation record that contains the object reference to the
value of x. Procedure B may then set the value of x by storing an object reference into
A’s activation record. There are two ways of implementing this method of call by
reference on ORSLA without giving B a low level object reference to A’s activation
record. Both implementations replace the pointer to the variable by an object reference
to an abstract variable objec t (this object is called a cell by some authors). The first
implementation uses a high level object reference to the activation record whose access
control field specifies that it is abstractly a variable object and identifies which location
in the activation record is involved. The second implementation requires that a
separate variable objec t actually exist outside of the activation record. A reference to
this object is given to procedure B. Note that when an array is passed by reference in
FORTRAN, PL/l , or Algol 68, a pointer to the first word of the array is passed. These
languages do not pass a pointer to the location in A’s activation record that contains
the object reference to the array. Thus an array is passed by reference merely by S

passing an object reference for the array. Call by reference is usually used for arrays,
but when it is used for other variables , the main purpose is to obtain several return
values from the called procedure. Multiple return values can be implemented more
efficiently on ORSLA than the mechanisms for call by reference described above.
Some implementations of FORTRAN currently implement call by reference of simple

variables by using an underlying mechanism that returns multiple values. In the
example above, procedure A would pass the object reference that is the current value
of x to procedure B which would then return a single value to A which would assign x
to this value. Call by reference is the only common programming language feature that
might require a procedure to have a low level object reference to its caller . By using
the above techniques, we can implement call by reference without causing a procedure
to need a low level object reference to its caller , so the domain on ORSLA does not
Interfere with legitimate computation. Forcing a procedure to use a high level object
reference to its caller and high level object references to other procedures called by this
procedure drastically reduces the size of the domain of the procedure and allows the 
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domain to be extremely dynamic. The domain on ORSLA does a good job of
including only the objects that a procedure really needs and so appears to approach the
minimum size that will not interfere with legitimate computation.

7.4 Revocation

On all capability systems the possession of an object reference (capability) by a
program allow; that program to perform certain operations on the object. Once an
entity has distributed a reference to an object, however , it is difficult for the entity to
revoke the access granted by that reference. Often , object references passed as
parameters to a subroutine are only intended to be of use during the subroutine call. If
the called program stores the object references into a permanent data base, however ,
there is little the caller can do. This same problem occurs if an object reference is
mistakenly given to someone who shou’d not have it or if relationships between
programmers change so a programmer who was once trusted is no longer trusted . The
only way to solve these problems is to introduce mechanisms that allow access to be
revoked. ORSLA provides several such mechanisms.

On CAL-TSS and HYDRA it is possible to copy the representation of an object
and then destroy the original. This essentially revokes all of the outstanding references
to the original object. Although these references still exist , no storage is being used for

• the original object and no information can be gained from these dangling references.
This kind of revocation can be achieved on ORLSA by copying the object and then
performing a hard delete on the original object. This causes the next garbage
collection to replace all references to the original object with references to the deleted
object.

7.4.1 Revocation a Ia Redell

This is not very satisfactory, however , because all access to the object is revoked.
It would be better if only the access granted by improper references were revoked . A
more sensitive revocation mechanism has been developed by Dave Redell [Redell74).

The details of his mechanism are Incorporated into the ID map on a CUID system: a

_ _  
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Fig. 39, Revocation via Indirection

mechanism that does not exist on ORSLA. Abstractl y, however, Redell’s mechanism is
an example of indirection. If program A wants to give to program B a reference to
object x, and if program A wants to revoke the reference to x when B returns, an
Indirect object can be used (see Figure 39). Program A would create an indirect object,
y, that would contain the reference to x. Program A retains the low level reference to y
and passes to B a high level reference to y. The high level abstraction of~ is identical
to the abstraction of x. Any operations performed on y are implemented by performing

• the same operation on x. This can be quite efficient if the indirect object is
implemented by hardware. When B returns, then A stores a reference to the deleted
object in y thereby revoking B’s access to x. The garbage collector could easily convert
references to indirect objects containing the deleted object into references directly to the
deleted ob ject. It is not necessary, however , for A to completely revoke all access to x.
Program A could store a different reference to x in the Indirect object that would give
B more or less access to x. This mechanism allows A to completely control the access B
has to x.

If this mechanism is used heavily, then long chains of indirect objects will be
P 

~ 
created. Every use of the object would require accessing each Intermediate indirect
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object. This would take a long time and could markedly increase the working set of the
computation. Redell’s solution is to short -circuit these chains. Much of Redell’s

S Algorithm depends upon the use of an associative memory to map object names onto
high speed memory. Since this is not done on ORSLA , a more standard method is used
here. Redell assumes that the use of an indirect object is more frequent than revocation
and so he designs an indirect object that short circuits long chains but correctly revokes
all indirect objects. This can be achieved on ORSLA with an indirect object that
contains four object references, named FINAL. SON, BROTHER , and FATHER.
FATHER is the reference to the object from which this indirect object was constructed.
FATHER may point to another indirect object or, if this indirect object is the last
indirect object in a chain, it may point to the object whose access is being contro lled
FINAL is the reference to the object whose access is being controlled regardless of how
long a chain of indirect objects is. BROTHER points to another indirect object that
has the same father as this indirect object . SON points to an indirect ob ject whose
FATHER field points to this object. FINAL short-circuits the FATHER chain , while
the SON and BROTHER links allow revocation of the short circuits. Revocation ~s
performed by changing the FATHER field. Whenever the FATHER field is modified,
all FINAL fields in this indirect object and all its sons, grandsons, etc . are set to their

• new value. Any SON and BROTHER fields that must also be modified to reflect any
new structure in the indirect object chains are also updated .

• In Figure 40, program A created an indirect ob ject , a, for x. This indirect object
was passed to program B, which first made an indirect object, c, from a and passed
this to program C. When C returned, B made another indirect object , b, from a and

passed this to program D. Program D made an indirect objec t, d , from I’ and passed it

to program E. The indirect objects are now linked together as shown in Figure 40. To
revoke an indirect object , w, store the deleted ob ject in FINAL and then follow the
SON link. This reference specifies a tree of indirect objects that are all offspring of w.
Since w appears on the FATHER chain from all these objects , they should be revoked
as well. The tree of offspring is found by following both SON and BROTHER links
In all the indirect objects found starting with the SON link of w. It is also necessary to

fr’ ‘,,• S remove w from its list of BROTHERs, after which the deleted objec can be stored in

_ _ _  
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a , b , c, and ci are indirect objects for x.

Fig. 40. Revocation a Ia Redell

the FATHER link of w as well. If , instead of completely revoking the access to an
object, a i~ew reference is stored into the FATHER link of an indirect object, and if
this new reference points to another indirect object, v, then it is necessary to place w on
the list of sons of v.

Redell’s scheme allows restrictions to be placed on the use of an indirect link. This
would allow the object reference in the FINAL link of d to be different from but less
powerful than the FINAL link in a. Redell’s mechanism depends upon having an
access control field in the object reference in which each bit specifies the validity of
performing a separate operation. Since this coding is not forced on the user on
ORSLA, Redell’s mechanism cannot be used. I will leave the development of
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mechanisms to allow restrictions to be placed on the use of an indirect link to future
research.

Indirect objects allow the uses of an object to be broken into classes when
references to the object are handed out. These classes form a tree structure . It is
possible to revoke access from all members of a particular subtree of users without
revoking access from other classes of users.

7.4.2 Revocation Aided by Mechanisms on ORSLA

ORSLA provides another mechanism for dividing users into classes that is more
efficient. The access control field in a high level object reference can be used to
specify one of a set of from 2~ (32) to 2~ (512) different classes of users depending
upon the number of bits in the size field. It would be possible to maintain a table of
bit strings within the object that would specif y the allowable operations for each class
of user. One bit in each string would specify the validity of one operation. Access for
each class of user can then be controlled by setting this table. This method of
revocation works wh~n the access control field identifies a class of users rather than a
set of operations.

ORSLA can also perform revocation using the garbage collector. Since the I
garbage collector finds all of the references on the system to a particular object, it

would be possible for the garbage collector to selectively substitute references to the
deleted object for references to an object some of whose access should be revoked . The
garbage collector can only be selective if it can distinguish between different references S

to an object, however . The garbage collector has two kinds of information about a
reference . First, there is the object reference itself with its hig hi-low bit and access
control field. Thus the garbage collector could revoke all low level references to an
object, or it could revoke all high level references that identif y a specific class of users.
The garbage collector is also aware of what area the reference is stored in, however.
This is an interesting piece of information for revocation purposes, especially when
combined with the access control field and any further division into classes of users
caused by indirection. Thus it may be that all low level references for a particula r 
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S object from areas other than LCAs or the area containing the object should be
revoked. Rather than revoking such references , however , the garbage collector could
add further levels of indirection a Ia RedeIl. This sort of activity by the garbage
collector can allow much better use to be made of the 5 - 9 bits in the access control
field. When a particular class of users is no longer valid , it can be revoked and its code
in the access control field can be reused for another class of users. The garbage
collector could also combine several classes of users, possibly making Sam access to a
certain directory the same as friendl~ii.ser access thus making the code for Sam access
available for other classes of users.

These advanced revocation abilities of the garbage collector are no accident .
They are due to the fundamental ability of the garbage collector to find all the
accessible references on the system to a given object and then to modify all these
references. The same mechanism that creates locality of reference and handles

fragmentation of storage can also provide sophisticated revocation features . I have
tried to describe a few of the ways in which relativel y inexpensive revocation can be
performed using the garbage collector. The full development of this mechanism will be

left to other researchers.

ORSLA provides one last mechanism that can be used for revocation the
inter-area link. It is similar to the indirect object used for revocation a Ia Redell. Its
main purpose, however , is not to provide revocation , so we must accept whatever
limitations it may have for revocation. It is possible to revoke inter-area links to an
object without garbage collecting the area containing the object . It should be noted that
most of the references to a permanent ob ject that wi ll need to be revoked are not

stored in the same area as :he object. The list of inter-area links immediately identifies

the references to an area from other reasonab’ y permanent data bases. Each area is
used by the class of programs and users that use the tnformation contained in the area ,

so some information about the class of users of an Inter-area link can be obtained by
looking at the area that the link comes from. If this does not correspond to the class of

users identified by the access control field of the reference , then a protection violation

~~
‘ may have just been discovered after-the-fact. Although this would be distressing, the

~ 
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violation must be due to an error by a user or a program in handing out references to
the object, not to a fault in the system. It is better for the system to aid in the detection
and correction of such errors than to prevent their discovery.

7.4.3 Access Control Lists on ORSLA

Multics is a protection system that does a good job of revocation. Each segment
on MuIti~ has an access control list that specifies what access each user has to the
segment. To revoke access, the access control list is merely modified. Since a segment on
Multics corresponds to an area on ORSLA, access control lists on Multics could be
approximated on ORSLA by providing an access control list for each area that would
specify the legality of all incoming links and cables. Although inter-area links come

from other areas rather than from other users, each area is under the control of one or

more users. If ORSLA can identify these users, then the access control lists on ORSLA
could be similar in appearance to the access control lists on Multics . The access control
lists on ORSLA could also specify the access allowed from individual areas as well as
the access allowed from areas controlled by a particular user or class of users. These
access control lists would be checked whenever an inter-area link or cable is created,
thus they are not only a mechanism for revocation. When the access control list for an
area A is modified, however, then all incoming links and cables to A are checked
against the new access control list and any illegal links are revoked . If any cables to A
are found to be illegal, the area from which the cable comes is garbage collected and
all the direct referen es to objects in A are revoked. Thus modifying the access control
list on ORSLA can provide revocation that is as sudden and as complete as on Multics.

Unfortunately, it is not easy to tell what users control an area on ORSLA. Some
indication of what user controls an area can be gained from what directory controls the
area. Another hint of which user controls the area can be obtained from the account
that is being charged for the storage used by the area . A third possibility is to create
another field in the area object that would hold a highly privileged object reference to
the user who Is responsible for the area. Presumably users would control the

~
“ ~~~~

. 
distribution of such object references very tightly, so the system could use this field to
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S determine what user controls an area and at least have the assurance that the only
other users who could control the area would be users that are trusted by the user who
Is responsible for the area. Exactly how ORSLA would determine what user controls
an area will be left to future research , but whatever method is used will probably not
identif y what user controls an area much better than the techniques mentioned above.

Although the access control lists could control what LCAs are allowed to have
cables to the area , it should be remembered that the existence of a cable from an LCA
does not imply uncontrolled access by the LCA It may be that the user who owns the
LCA may have access only to high level object references to the objects in our area.
When an operation is performed with a high level object reference , the owner of the
LCA loses control of the process while the operation is being performed. Thus even
the fact that a low level reference to the object exists in a hostile LCA is no indication
that protection has been compromised. If the rings on Multics are ignored, then the
access control lists on Multics can be seen as preventing processes from using segments.
This corresponds on ORSLA to controlling cables from local computation areas.
Multics, however , allows a process to have limited access to a segment while ORSLA S

provides this via access control lists by controlling high level references from
permanent areas.

‘I.

Access control lists on OPSLA form a separate protection mechanism that uses
the concepts for specifying protect ori that have been developed on Multics, i.e. people
having access to areas . There are two reasons why access control lists form a secondary
protection mechanism that will support the primary mechanism provided by object
references. First , there are uncerta inties in identifying which people have access to a
given area. These uncertaint ies exist even on Muhic~, although the uncertainties may
be greater on ORSLA . Second, the protect ion provided by object references is
extremely fine-grained and there is a surprisingl y small amount of difficulty in
specif ying and enforcing the variegated control it provides. Access control lists on
ORSLA can, however , provide secondary support to the protection provided by object

- references. A major drawback of protection b~ object references is that the flow of

r information must be pre-planned. When a program gives out a reference to an object.
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the program must have some idea of what class of users will use the reference so the
S class of users can be identified in the object reference. If the program does not

distinguish the various references to the object that it distributes, then everyone will
always have the same amount of access to the object. Access control lists , however , are

very dynamic. allowing the user to decide upon access control issues and to identify
classes of users after references to the objects have been distributed. Furthermore, the
concept of controlling peoples’ use of areas is easy for people to understand. The
concept of distributing access to people via object references is also easy to understand,
but it is not easy to appreciate the implications of the further distribution of object
references. Access control lists, however , do not allow further distribution of access; this
inability is a strength when access is being distributed manually, although it becomes a
weakness when more careful thought is given to the control of access. Finally, the fact
that the criteria for determining legality of a reference is completely different for
protection by object references and protection by access control lists means that
protection by access control lists can be used as a backup method for catching the
failures of protection by object references even when the control of access has been
thoroughly planned in advance. By dealing with areas rather than individual objects ,
it is possible for access control lists to detect unprotected references to any of the
objects in a data base, while the largest effort in protection by object references will be
concentrated on the objects that are entry points into the data base. Thus protection by
access control lists can be set to catch any blatant lapses in protection that occur with
the carefully designed protection by object references. In this case, the access control

- lists should be set to prevent only those references that the protection by object
references would never allow when working properly.

7.4.4 Resnapping Mistakenly Revoked Object References

A fundamental problem of revocation is that it is difficult to identify precisely
the references that should be revoked. Although this thesis proposes mechanisms for
separating references into classes, there will probably be several references in each
class, only some of which should be revoked . The classic answer to this problem of
capability systems is that if an object reference (capability) is mistakenly revoked, the
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user should be able to get another copy of the object reference. This answer , however ,
ignores the fact that the user may not be aware of the existence of the object reference
(capability) that was revoked. In Chapter 6, I presented a mechanism for unsnapping
arid then resnapping inter-area links. This mechanism could be used to give the user
some help in obtaining new copies of a reference that has been mistakenly revoked . At
the very least it would identify what object had been previously referenced and give
some clue as to where to get another copy of the reference to the object. Unfortunately,

this mechanism for resnappirig links has serious protection implications that have not
been discussed here. Future research should present and work out the protection
problems of dynamic linking on capability systems .

The existence of areas and of garbage collection present many opportunities for
sophisticated revocation . One of the reasons revocation has been such a problem on
capability systems has been the lack of garbage collection. Once all the references to an
object can be found and modified, sophisticated revocation is possible. Exactly how it
should be carried our and what controls need to be placed on it are subjects that have

been touched lightly here , but which need more research . Much of this work can only
be done after more of he details of ORSLA iia~e been worked out.

7.5 Allocation of Storage

The allocation of storage has always been a complicated subject (Knuth68]. A
large number of techniques have been developed for allocating storage. Unfortunately.
allocating address space is a very sensitive job on a capability system. If unique IDs are
used, however , one per object , in a non-reusable address space, then allocating them is
very simple. HYDRA and Ci~L-TSS each have a single system-provided function that
allocates IDs for objec ts In a re-usable address space, however , where locality in the
address space is important , no single allocation algorithm would be acceptable in all
cases. Therefore it is necessary to allow the subsystem programmer to write storage
allocation routines. We must assume, however , that any code a programmer wr ites may
have a bug in it. If a storage allocator were to allocate the same piece of storage to two
different objects, it would violate a fundamental assumption of the system: that an
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object reference really points at the object it is supposed to point at. Some method must
be devised that allows subsystem programmers to write storage allocators but prevents
them from allocating the same piece of storage twice.

The immediate purpose for allocating storage is to create a new object. To create
the object x, which is of type t , the programmer will call the procedure constru .ctJ,
which is responsible for creating objects of type C. The arguments to construct I specify
the initial state of x. Constru cts is considered to be part of the definition of C.

Construa~ first computes the number of words needed for the new object and then
calls a storage allocator which returns a free storage object,f, containing the required
number of words. Construct .j now convertsf into the low level abstraction of x using
the allocate operation that is defined on free storage objects . The allocate operation
initializes any size-ref field or da: a iyp &4ef f ield that may be in the object , zeroes the
rest of the object, and creates the initial low level object reference for x. At the same
time,f is modified so that this piece of storage cannot be allocated again without first
being freed. Constructi now has a low level reference for x, so it uses this reference to
initialize the representation of x and then returns the object that it has finished
constructing.

Thus we see that the existence of free storage data types allows the information
encoded in constras ctj to be limited to information about the representation of objects
of type t. All of the complexities of storage allocation have been left in the storage
allocator. Furthermore, it is not necessary for the storage allocator to contain any
information about type t. Can free storage data types , however , allow the storage
allocator to operate? Surprisingly enough, there are really only two operations on free
storage objects that are needed to implement storage allocation sp litting a free storage
object into two or more free storage objects , and combining two ad jacent free storage
objects into a single object . In addition, however , a storage allocator must be able to
use the storage in the free storage objects to maintain the data base that allows the
allocator to keep track of the free storage objects. This data base is usually called the
free storage list .

e - 
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Now that we have seen how free storage objects are used, we are ready to
consider how we can prevent the same piece of storage from being allocated to more
than one object. We have assumed that all of the objects on ORSLA are using disjoint
pieces of address space. If we include free storage objects in our concept of objects,
then it would be natural to extend this requirement to free storage objects as well.
Thus a word of address space is either free, allocated , or inaccessible. It is allocated if
It is part of the representation of an accessible object other than a free storage object.
A word of address space is free if it is part of an accessible f ree storage object. A word
of address space is inaccessible if it is not part of an accessible object. The reference
count machinery converts an allocated object into a free object at the moment when the
object becomes inaccessible. Garbage collection will eventually convert inaccessible
words into free words. No word of address space may be part of more than one
accessible object. If this requirement is followed , then it is obvious that only storage
that is free can be allocated regardless of how many bugs an individual storage
allocator may contain. There are three operations on free storage objects which could,
if not designed carefully, violate the disjointness of all objects . These operations are:
allocate, combine~ tora ge, and s/ ’li t ..itorage. Each of these operations return a new
object that shares storage with one or more operands of the operation. These
operations must, therefore , destroy the old objects before creating the new ones so that
at no point will two objects exist that contain the same word of storage. In order to
ensure that this restriction is followed , all of the free storage data types are defined by
the system. On the 3ther hand, it is the system ’s responsibility to ensure that enough
different representations for free storage objects are provided so that no limitation will
be placed on the possible storage allocators by limitations in the representations of free
storage objects. I suggest that the following three free storage data types will provide
the needed flexibility.

7.5.1 First Free Storage Data Type

The simplest kind of free storage type . FS1, consists of objects of different sizes
whose representations are made entirely of free storage. Since the reference to an FS1
object points directly to free storage , however , this kind of object is destroyed only 
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when it becomes totally inaccessible. Fortunatel y, there is no need for references to exist
to objects that have been combined or split or allocated . Thus each of the allocate ,
combine ..storage, or s~liC~~tor age operations will only accept an FS1 ob ject as an
argument if the operation has been given the last accessible reference to the FS1 object.
The operation merely destroys this reference to the FS1 object in order to make it
inaccessible. The operation can only check that it actually has the last remaining
reference to the FS1 object if reference counts are maintained on FS1 objects . Thus a
size -ref field is needed in all FS1 objects . Unfortunately, this thesis does not describe
exactly how reference counts are maintained; this has been left for future research.
Only the allocate, combine.izorage , and spltr ...storage operations are defined on the high
level abstraction of an FS1 object , but the load and store 1nstruction~ are defined on
the low level abstraction, allowing storage allocators to use the free storage in FS1
objects for maintaining the free storage list.

Storage is freed either by the garbage collector or by the reference count
machinery. The old information stored in newly freed storage must be erased before
the storage allocator may look at it, so all storage is “zeroed out when it is f reed.
Actually, instead of zeroing the storage, it is filled with a special atomic monitor object
that allows information to be stored in the monitored location, thus erasing the
monitor, but causes the uninulaUzed ..sr or age interrupt if the monitored location is read
from. Filling storage with this monitor is called cleansin g the storage. If a storage

‘lg. 41. SImple Free Storage Type (FS3)
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allocator uses only one or two words in each free storage object for the free list, then
cleansing the storage in a free storage object when it is allocated would be largely
redundant since the storage was cleansed when it w as freed. To avoid this unnecessary
operation, the size field in the object reference of a low level FS1 object only covers the - S

part of the object that is being used by the storage allocator. The size field in a low
level FS1 object reference can only be modified, i.e. decreased or increased up to the
size of the object, when the reference count is 1, i.e. when the object reference being
modified is the only one is existence.

We can now see how the combln&itorag e operation is performed on FS1 objects:
A — combin&.storage (B , C) S

The comb1ne~~torage 3peration is only permitted when the storage for B and C is
adjacent . If B precedes C, then the combin&.storage operation is permitt ed only when
the reference count of C is 1. Then the reference to C Is destroyed, the size-ref field of
B is increased by the size of C (size-re f + 1), and the dirty storage in C is cleansed. Note
that there may be other references to B when this operation is performed. B is merely
enlarged to include C.

There is a requirement on ORSLA that the representation of every object must
be entirely contained in one area. This allows an entire area to be freed at once when a
garbage collection has finished. To achieve this the combine ..itorage operation must

Fig. 42. Combining Free Storage
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S check that both B and C are part of the same area if the point of joining occurs

exactly at a page boundary. If the point of joining does not occur exactly at a page

boundary then B and C must both be in the same area because the page on which the

join occurs is only in one area.

The spliLstorage operation is used to reduce the size of free storage objects .

(A, B) — split ...storage (C, I)

The FS1 object C is reduced in size until it has only I words in it. Object C is

transformed into object A, while B is an FS1 object for the storage removed t rom C.

The combine .slorag e and spll t ...storag e operations are i.’sed by storage allocators to

construct pieces of free storage of the proper size for constructing objects.

Once a free storage object of the proper size has been obtained by a program

that is constructing an object, the allocate operation is used to convert the free storage

object into the type of object being constructed.

X — allocat e (A , D)

Object A is a free storage object whose reference count is one, i.e. the all ocate operation

is given the last remaining reference to A. Object A is converted to an object of type

D. All of the dirty storage in A is cleansed and a low level object reference of type D is

constructed to the storage in A. This new object reference is a reference to object X ,

which is of type D. If X contains a data .iy pe .ilef field or a size -ref field, these fields

A 

size—ref

size-ref

Fig. 4S. Splitting Free Storage
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are placed in X by the allocate operation.

The FS1 type of free storage object is useful in many circumstances. Many storage
allocators will operate using only the FS1 type of free storage. Most storage allocators,
when invoked to allocate some storage, wil l return a free storage object of type FS1.
Programs that create objects by using the alloca te operation will usually be converting
a free storage object of type FS1 to the type of object they are creating.

7.5.2 Allocating Address Space and Storage to Areas

Although the FS1 data type is very useful, it is necessary for the system to provide
a set of representations that will be adequate for all applications. Before we can
consider more representations for free storage objects , however , we must take a closer
look at an interesting feature of ORSL.A; address space ana physica storage can be
allocated separately. Since the machine language level of ORSLA operates in a virtual
address space, however, free storage objects on ORSLA actually control allocation only
of address space. Storage is allocated by these objects only when there happens to be
storage associated with the address space that is being allocated. There are no physical
storage objects on ORSLA that control physical storage that is not assigned to a section
of the address space. Any object that contains a dataiype .def field and/or a size-ref
field must have storage associated with the words of address space that contain these
fields, but it is possible for the rest of the object to consist of words of address space
that do not have any sto.~age as.sociated with them.

Ultimately the system is responsible for the control of physical storage. It decides
which piece of physical storage to use for a piece of addiess space and decides when to
move the piece of address space to another piece of physical storage. Physical storage is
broken into pages, so whenever there is a word of storage associated with a word of
address space, there are also words of storage associated with the rest of the words of
address space in the page of address space. The idea of allocating storage separatel y
from address space in this way is not new . Multics allocates address space in large,
fixed blocks: one segment at a time. A page of storage is allocated to a segment
whenever the user stores information into a page of address space that does not have

I.,-
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any storage associated with it. Allocating storage and address space separatel y allow
certain large variable size objects to be implemented efficientl y. If a large array can
change size, such as a stack , then it is convenient to allocate a relatively large amount
of address space to the object while only allocating enough pages of storage to
accomodate the current size of the object . This technique is particularly valuable for
allocating address space. An area may initially obtain a large block of address space to
allocate from. The area then allocates this address space to objects starting from one
end. Storage need not be associated with the part of this address space that is still free.
Whenever blocks of address space are allocated separatel y, there can be no assurance
that they will be adjacent to each other in the address space. Each block of address
space, when it has been allocated to objects, wil l probably contain a small amount of
internal fragmentation at the end of the block. This inefficiency is minimized by
allocating large blocks of ad.iress space to areas.

Although most programmers will allocate free storage objects from area s, storage
management within an are~ is a complicated , application dependent task that the
system cannot specify f’j r  all applications. Thus the system provides three operations
that allocate free storage objects to areas and also allow storage to become associated
with allocated sections of address space that do not have storage associated with them.

• f  - rps a4loc (area , nw)
£~~5 .~:1O( fi4dTCS5 .cpace .onl y (area , nu , J)
ass tg n stora g e (area , pa ge ..nun~ber)

The variatlef is a free storage object while area is the area to which the allocation is
bein g made. W he,,ever an allocation is made to an area, the quota is checked and the
usage information in the area is updateu , including the list of pages of address space
allocated to the area. The catalog of pages maintained by the system must also contain
a reference to the area that each page is part of. Although these operations are given
the number of words (nw) of storage and/or address space to allocate, the system only
allocates pages of storage and/or address space. $ys.a! loc allocates address space that

- 

.t has storage associated with It, while sys..aIloc ..a ddress ..ipace .i,nly allocates addr4~~ space
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that does not have storage associated with it. Both of these operations return a free
storage object that reflects the number of words actua lly allocated, which may be larger
than nu but will not be less. The assign~~tor ag e operation is used to assign storage to
address space that has alread y been allocated but does not have storage assigned to it.
The assign~~or zge operation checks that the page of address space is part of the area
and does not yet have any storage assigned to it.

In addition, there are three operations that allow an area to return storage and
address space to the system:

5)13 free (f )
re tr ieve..i:orage (x , offset , nu)
/iard .4elete (area)

The sys free operation frees address space arid any associated stora ge. The free storage
objects passed to the 5)13 ./ tee operation must match up with page boundaries since the
system will only free pages that are entirely contained in the free storage object. The
retfleve~ zorage operation does not free address space, but removes no more than nu
words of storage from the object r starting at the offset word within x. The object x
does not need to be a free storage object. The retrleve .itorage operation only retrieves
whole pages of storage but will not retrieve the storage associated with a word of
address space that contains a size-ref field or a dataiype ...def field. The / iord .j le!etc
operation returns all of the address space and storage allocated to the area to the
system. When an object is freed by the reference count machinery, a small amount of
address space may have been freed , so the resulting free storage object is given to the
area that contains the object . The area may combine it with adjacent free storage
objects and may eventually allocate its address space to a new object.

7.5.3 Second Free Storage Data Type

There is another free storage type (FS2) that is also rather simple but is designed
to handle free addre ss space that does not have any storage associated with it. An FS2
ob ject is two word s long. The first word conta ins the address of the first word of the
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block of free address space. The second word contains the size of the block of address
space. This free storage object does not need a reference count. It does not matter how
many references there are to the two word object because the two word object is
considered to be allocated storage. Only the storage pointed to from the two word
object is considered to be free. The only pointer to this free storage is kept within the
two words of the FS2 object, so there can never be more than this one pointer to the
free storage itself , thus there is no need to maintain reference counts to the free
storage. The sp lit itorage operation on FS2 ob jects can take a positive or negative
integer. If positive , the address space is allocated from the beginning of the block. If
negative, it is allocated from the end of the block. The spl it~~tora ge operation
generates a free storage object of type FS1, however . Another operation, s pliLi torage2 ,
is needed that will create a new block of type FS2. FS2 objects can be reused whenever
the size of their free storage block reaches zero, so the spllt .itorage2 operation reuses
an existing FS2 object rather than creating an additional two word FS2 object .
SpUt....storage2 (A, I, B) allocates the storage from A and combines it with B. Neither A
nor B can be FS1 objects since the operation does not return any values. The
combine itorage operation, if given an FS1 and an FS2 object , places all the storage in
the FS2 object. Given two FS2 objects it places all the storage in its first argument.
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260 Second Free Storage Data Type Section 7.5.3

Objects of ty pe FS2 are ideal for allocating storage from a large block of address
space that may not have any storage associated with it. FS1 objects are much better for
returning storage from a storage allocator because they contain only free storage. If an
FS2 object is returned from a storage allocator, then the two word FS2 object cannot
be safely reused because the user wifl have a reference to it.

7.5.4 Third Free Storage Data Type

The FS1 and FS2 data types handle many of the needs for storage allocation.
There is a third representation , FS3, that can achieve great efficiency under certain
conditions. This is similar to FS2 in that the representation for the object is not free
storage. It has a size-ref field. The first two words are the same as the words in an FS2
object. Unlike FS2, however , storage is not allocated by changing these two words.
Instead, an FS3 object contains a bit string that specifies which words in the block
pointed to from the FS3 object are actually free and which are not free. The block
pointed to from the FS3 object is called the block of possibly free storage. The number
of words represented by each bit are specified by a number in the fourth word of the
FS3 object. There is a requirt-~T.ent that all contiguous blocks of address space be
entirely contained within one area. To aid in satisfying this requirement the third word

object rofer~ nce

bea- 1 s~~~7.c~

st’ iric~

FS~ ol~~ect

Fig. 45. FS 3 Data Type
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of an FS9 object is a reference to the area that free words in the block managed by the
FS3 object belong to. The rest of the words of the FS3 object contain the bits that
identify which parts of the block of possibly free storage are free and which parts are
not.

When an FS3 object is created, the bead size, area specification, and the block of
possibly free address space must all be specified. The block of possibly free address
space can either be specified with integers, in which case the bit string is set to indicate
that none of the address space is free, or the block may be specified with an FS1 or
FS2 ob ject in which case the block of free storage is removed from the FS1 or FS2
object and the bit strtng in the FS3 object is set to indicate that all of the address space
is free. In either case the bead size multiplied by the number of bits in the bit string
must be greater than or equal to the number of words in the block of possibly free
Storage.

The combin&itorag e operation, when given an FS3 object and either an FS1 or an
PS2 ob ject, takes storage from the FS1 or FS2 object that is included in the block of
possibly free storage of the FS3 ob ject and changes the corresponding bits in the FS3
object to indicate that this storage is free . The bead size determines a certain graininess
in the handling of storage. If a free storage object does not exactl y correspond to the
bead boundaries then only those bits will be set to “free” for which the corresponding
words are all known to be free. Sloppiness about bead boundaries results in storage
being lost to the allocator; it does not result in overlapping objects. Whenever a free
storage object is combined with an FS3 ob ject such that one extreme of the object
corresponds to an exact bead boundary and an exact page boundary then the area the
free storage is part of is compared with ~he area in the FS3 object.

The sft!iLitorage operation is not defined on FS3 objects. Two more operations
are needed instead.

A — allocate f r om .3 Cf offset, I)

The allocat e from3 operation returns an FS 1 object. The arguments offset and I
specify bits within the bit string that correspond to the words that are to be allocated.

_ _  
_ _  _ _ _ _ _ _ _ _ _ _ _  _ _
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The first bit is specified by offset and the number of bits to allocate is I. All i bits must
indicate that these words are free. All these bits are set to “allocated” and a free storage
object is returned that corresponds to the bits that have been modified. An operation is
also needed that will produce FS2 or FS3 objects.

allocatef rom3do ... 2 (f, offset , i, a)
The alloca:e..fr om...3Jo....2 operation is similar to the allocate f rom...) operation except it

combines the allocated storage with a, which is either an FS2 or an FS3 object.

An FS3 object is best for handling large amc-unts of fragmentation. especially
when the bead size is larger than one. In this case searching the bit string can be done
without causing excessive paging. It is also easy to determine if a bead being freed can
be recombined with another bead. The bit string can be read by the user of the FS5
object, but cannot be modified except by the combine and allocate operations. The PS3
data type ts used by the system to keep track of free pages of address space.

7.5.5 Conclusion

The definitions of all three data t ypes preserve three properties. First, no single

block of free storage crosses area boundaries. Second, every piece of free stora ge is
counted exactly once; no two free storage objects overlap. Third, when a free storage
object is converted to another data type, no dangling references are created and the
object is no longer considered to be free storage. These properties prevent any bugs
that may exist in a storage allocator from creating dangling references .

The interface chosen for a storage allocator causes an object constructor to
communicate a bare minimum of information to the allocator. If the allocator is

malicious or has a bug in it , the worst ~ning that can happen is that the allocator could
never return . If the allocator returns with a free storage ob ject of the correct size, then
the worst that can happen is that the free storage object cannot be converted into an
object of another type. Once the conversion is comp lete, however , the storage allocator
can no longer interfere w ith the computation. The allocator can no longer access the
storage that was allocated and t ie  storage has been cleansed for the user thereby
preventing information from previous computations from leaking through the storage 

-,
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allocation machinery. The user need not clean the storage to protect himself from the
storage allocator, either.

.9 
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Appendix A
The Size of the Address Space

Now that we are familiar with the entire structure of ORSLA we are ready to
consider a problem that arose very early in the thesis. ORSLA uses just one address
space for the life of the system, but how large must this address space be7 Throughout
the thesis I have assumed that in order to handle 1012 bits of storage (about 2~~ words
of 59-82 bits each) it is necessary to have only 40 bits in an address (2~~ words of
address space). The purpose of this appendix is to justify this assumption.

The main purpose of the address space is to allow all of the on-line storage to be
used quickly and easily. The address space on ORSLA must be designed for a
maximum amount of online storage. If this maximum is exceeded it is possible that the
system will not be able to make effective use of the additional physical storage.
Physical storage is expensive, espectally in quantities as large as ~o12 bits. If the users
of a system go to the expense of buying that much st rage. the languages and
operating system should enable the users to make use of it in any way they see fit. This
should include putting all (or most) of the storage into one very large block. iol2 bits of

storage would require 34 bits just to be able to address all the words of storage.
ORSLA allows single blocks of address space as large as 2~ words.

words of address space are not enough, however . For one thing, the user
needs to be able to allocate blocks of address space without assigning storage to the
address space. The best use of this technique is for the activation record stack. The
contiguous block of address space in the stack increases the efficiency of the use of
storage. It is easy for this feature to get out of hand, however. Given a particula r
pattern of usage, a certain ratio will develop between the total address space allocated
(A) and the total storage allocated (S). This is the A/S ratio. The total address space
needed to handle 2~ words of storage will be (AIS) ’3234 . This ratio increases the size
of an address on ORSLA. It is difficult to decide what A/S ratio is needed to use
ORSLA effectively , but an A/S ratio as small as 2 may be acceptable. This requires
only one extra bit in the address. I will use this A/S ratio as an exam ple , but a

~~
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different ratio could easily be used.

Regardless of what A/S ratio is chosen, the user will be tempted to use a higher
ratio. To prevent this it is necessary to have address space quotas on areas as well as
storage quotas. The total address space quota will be equal to twice the total storage
quota. Let us see what effect such a small A/S ratio has on the selection of a stack size.

When a stack is created on ORSLA it is necessary to obtain a certain amount of
physical storage quota for the use of the stack. The amount of storage quota obtained
must be somewhere between the average size and the maximum size of the stack. It is
only necessary to obtain the average size if an infinite number of independent stacks
are all drawing from the same pool of storage quota. If a stack is not sharing a pooi of
quota with other data structures, then it is necessary to obtain enough storage quota for
the maximum amount of storage the stack will use. Since ORSLA does not set any
limit on the maximum size of a stack , the amount of available quota will determine the
maximum size of a stack . In practice, a stack will draw from the same pool of storage
quota as several other data structures but usually these data structures will not be
independent. Often all of the data structures will grow large at the same time. This
means that the amount of storage quota that must be obtained just for the stack is
larger than the average size of the stack but somewhat less than the maximum size.
Again, the available quota may well determine the maximum size. Once it has been

determined how much storage quota is being added to the pooi of quota in order to
handle the stack , the initial block in the stack section should be made twice this size.
This will allow the stack to become quite unusu~dly large before it is necessary to create
a new section of the stack . If it can be predicted that a data structure will grow , then
we can allocate twice as much address space to it as the size to which we expect it to
grow because we would have alread y obtained an amount of storage quota equal to the
size to which we expect the data structure to grow . If many data structures do not use
more address space than storage , then it may be possible for some data structures to
have high A/S ratios even If the average A/S ratio is limited to two.

Fragmentation of the address space is a serious problem in a large, long-term

- 5
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address space. Areas will obtain blocks of address space of various sties and will later
return these blocks . Holes of free address space will develop between the blocks of
allocated address space. It will not be possible to actually allocate all of the address
space to areas. Some parts of the address space will be broken into unusably small
pieces. Assuming an upper bound of io’2 bits on the total amount of online storage
and an A/S ratio of two, we want to be able to allocate a total of ~~ words of address
space. How large must the entire address space be to ensure that we will always be able
to allocate 235 words of address space in the size blocks that we desire?

This question was faced by J. M. Robson in 1971 ERobson7i]. The answer depends
in part upon the range of sizes of the blocks of address space that must be allocated.
Robson assumes that the smallest block of address space that can be allocated As one

word, but ORSLA never allocates units of address space that are less than a page, so I
will deal with units of one page: 2~ words. We want to be able to allocate a total of 226

pages of address space in blocks as large as all physical memory: 225 pages. Robson
uses the notation N~(M ,n) to specify the smallest address space necessary to allow a total
of M pages to be allocated with a maximum block size of n pages. If n is a power of
two (n — 225), then Robson comes to the conclusion that

4Ma / 13 - 16~2a113 + 9M(13 ~ Nv(M, 2a) � M(a • I)

Substituting our numbers gives us:

4,.226.25/13 - 16~225/l3 + 9,)226/l3 < Nc’(226, 225) < 226(26)

1.94 o 228 
~ N”(226, 225) ~ 1.63 2~° .

In other words , if we choose an address space of 2~ pages (2~° words) we can
guarantee that storage fragmentation will never prevent ORSLA from allocating any
size block of address space. The allocation strategy that Robson suggests is a slight
variant of the buddy system , so it should be reasonabl y easy for ORSLA to use an
address space allocation strategy that will never get it into trouble. In general, in order
to be able to allocate a total of A — 2a words of address space and S — 2~ words of

— . 5
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storage on an ORSLA system with a page size of 2P words, the size of the address
space must be about A(s-p+1) words.

Throughout the thesis, I have made a great effort to reduce the size of the fields
in the object reference. I have made a good case that in order to handle ~ l2 bits of
storage, it is necessary to have an address space containing between 235 and 2’~ words.
I have advocated selecting the larger size for several reasons. First , storage
fragmentation will require a larger address space than 2~ words, but exactly how
much more address space will really be needed to handle the storage fragmentation
that will actually occur on ORSLA will not be known until an ORSLA system is
actua ly built. Furthermore, thi storage allocation algorithm used by ORSLA will affect
the amount of storage fragmentation, but the cost of running a storage allocation
algorithm that minimizes fragmentation may be prohibitive. The algorithm described
by Robson that results in his upper bound on the amount of fragmentation is so
similar to the buddy system that I expect this amount of fragmentation to be
economical to achieve. Lastly, the uncertainty in the upper bound on the amount of
physical memory that ORSLA should have is much larger than the uncertainty in the
fragmentation of storage. By being conservative on the amount of storage
fragmentation, we build in a small safety factor into the upper bound on all storage.
Thus if we design ORSLA so it is rated for io

I2 bits of storage, it may actually be able I
to operate with more storage, but not much more storage. Exactly how far ORSLA can Jbe pushed will not be known until it is built and its limit tested.
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Appendix B
The Area Object

The area object is one of the few objects on ORSLA that is defined by the
system. The lists of inter-area links are very sensitive system-maintained data structures
that the system depends upon. When the area object was first presented in Chapter 4,
onl y some of the uses of an area were apparent and so some of the information in an
area object could not be described. This appendix provides a complete description of
the area object .

An area object resides in the area it defines . In fact , the area object is the first
ob ject created in the area; as a result , the area object always begins at a page
bouri lary . Thus the area specifier for each page stored in the page map need not use a
full word address; only a page address is needed. The rest of the system refers to an
area with a full object reference, as with other objects.

Many of the fields in an area object contain information that must be correct if
the system is to operate properly. The owner of an area will often be able to affect
these fields, but only in very restricted ways. Other fields within the area object are
less sensitive and so may be set by the owner . Although some of the behavior of an
area object is defined by the system , the owner of an area is given as much flexibility
as possible to define the rest of the behavior of the area. The items in the area object
are:

I) list of named objects - This is a list of character string names together with object
references to the objects they name. The objects named should reside within
the area. All of the objects in the area should be ultimatel y accessible from the
named objects in th2 area. The automatic mover will move other ob jects out
of the area .

2) controlling directory - This is the directory that controls this area . This item allows
the pathname of objects in this area to be generated.

3) free list - This is a list of blocks of free storage and address space. When storage
and address space are allocated from this area , the storage in this hit
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decreases. The area may request that ORSLA allocate blocks of address space
and storage to the area to increase the amount of storage in the area’s free list.

4) address space quota - This is the maximum number of pages of address space
that can be allocated to the area at any one time. The user is able to set the
quotas on an area. The user can be sure of being able to use this much
address space, but cannot get more without changing the quota. -:

5) address space used - This is the total number of pages of address space currently
allocated to the area by ORSLA. This number may never exceed the quota.

6) pages allocated - This is a list of the pages of address space allocated to the area.
When an area is deleted, e.g. after it has been garbage collected and all the
accessible data moved into a new copy of the area, all of these pages of
address space are returned to ORSLA along with any pages of storage
associated with these pages of address space. This list does not enable any of
the address space to be accessed nor does it identif y any objects that may
reside in the address space.

7) storage quota - This is the maximum number of pages of physical storage that
may be assigned to pages of address space that have been allocated to the
area.

8) stora ge used - This is the number of pages of ph ysical storage currently being
used by the area.

9) incoming links - This is the list of inter-area links from other areas that are
referencing objects in the current area. This list is used in garbage collection
and is automatically maintained by ORSLA .

10) incoming cables - This is the list of cables from other areas to this area.
11) outgoing links - This is the list of inter-area links in t I e  current area referencing

ob jects in other areas . This list is also used in garbage collection and is
automaticall y maintained by OR~..LA.

12) outgoing cablcs - This ~s the list of cables from this area to other areas. This is
actually a hash table of outgoing cables if there are more than three cables
leaving this area.

13) area information - This field contains several bits that specify information about
the area. The bits in this field are: the LCA bit to specify whether the area is
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270 The Area Object Appendix B

a local computation area , the gar bage . co11ectln~ bit to specify whether the area
is being garbage collected, the lib bit to specif y whether the area is a
LIBRARY area, and some bits to specif y whether objects may be moved
automatically in or out of the area and if not, whether objects that are
accessible from elsewhere in the system but not from the current area should
be deleted or retained in the current area .

14) miscellaneous information - This is a list of miscellaneous information that is
associated with the area but is not sensitive information. It includes several
garbage collector data bases when the area is being garbage collected and
contains the list of objects that are to be moved to another area by the manual
mover . The user of an area may keep information on this list.

15) access control list - This is a list specif ying what object references are allowed
from other areas to objects in this area. This list w i~! often identify other areas
by the users or classes of users that control that a rea and will often prohibit
large classes of object references, such as all low level object references This
list will also specify whether objects may be moved automatically to or f - -oi .-
these areas and, if the automatic mover is interfered with, whether au object
that is inaccessible from this area but cannot be moved elsewhere should be

deleted or retained in this area .
IS) lock - Each area may be manipulated by any of the processes on the system.

During manipulation of the area, it may be necessa ry for changes to be made
in the free list or in the lists of incoming or outgoing links in this area. To
prevent parallel processes from interfering with each other, this lock must be
set whenever these lists are read or written so that only one process at a time
will manipulate the lists.

- 
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