
AD—AO’eO 939 ROME AIR DEVELOPMENT CENTER GRIFFISS AFB PJ V 
- 

FIG 1513 
- ‘~T~T1

AN RF INTRUSION SENSOR FOR ISOLATED RESOURCES. (U)
MAR 77 N V KARAS. P R FRANCHI. R L FANTE

UNCLASSIFIED RADC—TR—77—118 NL

_ _ _  _ _

PfL _
I

_ _ _  

_ L ’~
’!:



RADC-TR-77-118
IN-HOUSE REPORT
MARCH 1917

-

~ An RF Intrus ion Sensor for Isolated
~ Resou rces

Ii

N$CHOLAS V. KARAS
PETER R. FRANCHI
RONALD L FANTE
J. LEON POIRIER

Approv.d for public isisas.; distribution unlimit.d.

D P

> ROME AIR DEVELOPMENT CENTER
AIR FORCE SYSTEMS COMMAND

L GRIFFISS AIR FORCE BASE, NEW YORK 13441
f L U

a

C-,



This report has been reviewed by the RAD C Information
Office (01) and is releasable to the National Technical
Information Service (NTIS). At NTIS it will be releasable to
the general public , including foreign nations.

This technical report has been reviewed and approved
for publication

APPROVED : ~~~~~~~~~~~~

WALTER ROT MAN , Chief
Microwave Detection Techniques Br.
Electromagnetic Sciences Division

APPROVE !) : 
~~~~~~~~~~~~~~~~ 

( ? ~J~~ALLAN C. SCHELL
Acting Director
Electromagnetic Sciences Division

FOR T1~~ ~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~

Plans Off ice



— 
-

~~~~ 

- --

MISSION
of

Rome Air Development Center

RA~~ plans and conducts research , exploratory and advanced
develop raent programs in command, control , and communications
(&) activities , and in the C3 areas of information sciences
and intelligence. The princip al techni ca l mission areas
are convnunications, electromagnetic guidance and control ,
surveillance of ground and aerospace objects , intei.ligence
da ta collection and handling, inf ormation system technology,
ionospheric propagation, solid state sciences, microwave
physics and electronic reliability, maintainability and
compatibility.

P,lnt.d by
Uni~.d Stst.s Al, Fo,c.
Hanscom AFI, Moss. 01731

—- - ~~~~~~~~~ -~ ~~ ~~~ 44



—

Unclas sif ied
S EC URC C L . s S , F I c  N Y l O N  1)6 r i-h A ~~N 1)’ WY.,!

REPORT DOCtJ~ EP1TAT~ON PAGE
/ I

’ 
~~~~~~~~~~~~~~~~~~~~~~~~ l i o v Y  A c c i~~ S’ So~~~~ 1~~~~~~~’~~~T Y  - -_ 

RADc TR 77 118 j 
~~~~~~~~~~~~~~~~~~~~~ 

(/ 
~L~:i ~~~~ ,i (  / fr-

£T ‘T ITLE (.pd OAbII j ( ~~ - 
— 

‘ A .  li ~~- ’--~~~~~4~~ El 4I~~ t )

A N  RF INTRU SION SENSOFI 11)11 ISO J i -A TED In-House i- -
R F S O UR ( E~~~~~~~~~~~~~~~~~~~~~~~~~~~ _ ~~~L__ ~~~~~

~
. AU tQ~ j*~~~.-_. .--— — — — . — 

- - ~ C 1 A S A l~~~ i-h A A S i

Nicholas \,‘. Karas ’ Ro nald I . Fantc
Pe ter R./~’ra nch i  J. Leon ,Pei r ier  /

/ ~~~~~~~~~~~~~~~ OR~~ AK(~~~~~ I~~~ AM~~. 4 ~~~a~~*~~~- - - 
- - 

-

15~~ uty for E lec t ron ic  Technology (R A D C/ E T E P )  I - . -

I lanscom At ’B 627 02F’
Massach uset t s  0 173 1 - -~~ 4h 00 1 501 ¶

II CO B O L L I N G O F F I C E  N A M E  A N D  ADOI1E SS 4 2 W ~~~~ l~~~ T h * 1 l  
- -

Deput y for Electronic  Technology ( l t A D C/ E T E P )  ~~ar~~ ~~77 
-~~

Ha nscom P I ’I~ 
Ti N B U U I T i-~~~~~~~~ Y

~ila~ sachusekt~j 0JJ31 - - - -
I A M O N I T O R I N G  A G E N C Y  N A M E  S * O O R ES S ( I I  I z I I e r ,n r  ln,m I ,nI, II,ng 011,1-el 15 S E C U R I T Y  C L A S S

/ t l n c l a s s L f L e d

IS~ O E L L ~~ s r 1 c U T C - N  1l . ,*S , A A I i N .

16 D I S T R I B U T I O N  S T A T E M E N T  ( u t  A l a  Repl,r

Approved for public release ;  d is t r ibut ion un l imi t ed .

~ I
i I -

~~~ 
/~~ /

Il ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ . ,.- .,-~.I, a u l  aI,l., ad In RIOCA 20 l ulIll.,.flI tI~ll,, R.pu. ’l l  
- - -

I~ S U P P L E M E N T A R Y  N O T E S

‘ 9 K E Y  WORDS (Ca ntI naa on 1.0SF.. aId. it n.c.a..n and I d e f l h l I , - N Cl I~~~omhe,l

Intruder detection
V i i i ’  de tect ion
A i r c r a f t  ,ecuri ty

2 0 *9 RA c Y  (Co nItnu , It Ft and 1Jan11

I h e  ap p l icat ion of VHF’ t echn iques  to  t h e  p roblem ( I f  i n t r u der  dv t e c t i o n
a roun d isola t ed resources wa.s in v e st ig a t e l l . A n un i l l e r  of iII1.-~~~ii1le conu i~~u t - Il-
t io ns are discussed and the t - e-4u1 t - I  (If some p r e l i m i nar y  Io’~ I-4 U ‘eflll’l(t

presented. i t  was found t h a t  the shape to f  t he  p ro tec t ed  /1 01’ coulIt iII i t t a d e
toroidal  or hemi sp he r ica l  depe n di n g on t h e  I tOp l O y t t l O f l t  ( I f  t h e  ,( ‘ t ( G l l I ’  i’ : i l i l t ’
Operat ion at 75 M h z  d e t t i o n s t r a t e d  t he  h i gh  - i e n s i t i v i t v  I ll \‘UV ~i~~n:Il , III

adu l t  in t ruders  a nt i  t h e i r  i n sen s i t i v i t y  to changes in a t ( t i ) i ( - f l t  ( ‘TiVI t ’ ( If l h l ( ( ’ t t t  a I

OP J A F ~~79 1473 FO I T IO N  OF I 1406 A T  IS O B S O L E T E  
l to -I o- ~ ~iNed

_ _  

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

_ _



- - 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~ 
—-----

- La~I~~~Ii’i’L ___________

. C ilI~~~~~~ 1 4 5 l I l 1 A I I O N  OF T A I S  PAGEIW6. f l  0.1. AnI. ,.dJ 
- 

‘I

20 . A l l o t  t a c t  ( con t inued)

(- (lnli j t j i l n s . ST~~’I - i t i c  / \ G I E ’ t t )  t’c -(p (In - i c o  t t i  i t I t t ’ t t S i ( I f l l O  IIV a hu n i a n  11 ) 11 l y an
i r t i t i i aj  I T I ’  4 1 ) l I , ( f l .  B (l tb (  th e ’  r ad ia l  and the  l - i r ( ’E l O I r ’ t ’ O t l t i u l  —, t’ T i o I t ~ V i t V  u I  ~~~

—, \ — t e l n  III \ ;1’ IIISII-i IlIIlllI’(-i of h u m a n  1(IC(I tOi It L( lO (w a lk m g ,  I I ( I ’  i~~nt ~. e r a w l t n i ~,
and t o l l i n g  Were t n ve st  g a t e t l ) .

Z 1 ! ( ’ t,  t h a t  tt ( ’ ( ’ ( l aIl (h it i IItUil i n ve st i g a t i o n  O T E ’  i d en t i i i l ’ I t  and  - 0 1 1 1 1 1’

-~ i e ci fi c ( 1(51 Ill coda t ( ( 1  fl S 01 all 1’.

—— 
I 1 1 1 - 1 : 1  — — i t

~ 

- - - .~~~~~~ ~~~~~~~~~~~~~~~~~~ - - - ~~~~~~~~~



~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~ --, “,

—

~~ lt ~ S c t ~IU

11411 SictilS 0
II 

~
DT’1I L I

- — -

-
- :~ 

-
~~ 

-
~~~~~~~~ .

‘ 1

4
Pre face

i t (( I t l t t ( I I ( 1 - ,  S S i l i l i  (1 t l0 l t ) l~ a l l  l i t ’  11 )1101’ t1( ( ’ t) l I)( ’ t ’S 11~ t i t i ’  P i ll I i ’ I I W~~lV l  l ) I k’ I t  10(1

‘l (’(’lltli (l tt(’ i-i ] )t ’ a t i~~ t t  S i l l ,  1 I I l lt t i t l i l t l ’ ll t l i i ’ i t ’  he l p. l’at’t  t I ’ t u l a r  t l t a t i k 1 o  i - -i l \ t c i l l i l l I  t i l

l i l a t l e l l  ( h i t ’ ) \~ 1 1 1 1 1’ I i’11t 0100 l i l t ’  i~ j t i ~ l t t ) t F t & ’ t t I i - i  W i t  t l i c t t  I l V I r’ I I H  ‘ t i t l I a t I l I , i l l

J ( ( l i l t  I ) . At t t ( l t ) t t l ’ i ’i t i l l  t i t ’ h i l  h i t ’ l p ,  01111 I I  I ) a v t t I I . ‘ 1 1 1 1 ) 11 1 I t ’  k’\ j l I ’ t ’ t  I I - l - l l I u t ’al

— — I — t

c ::
i i ,  

- , ~~ ‘-
,., l _ t • a .  I

I -

a . - - -

:t

• t1Ad~l h )  °°“ t ,,, G, ~~~~~~~~ ~~~~~~~~~~~~ - aa ,, ~~~~~~~~~~~~~~~~~~~~~ u _u, ~~~~~uh~ ~~~~~~~~~~ 1_u~~,0~~ d~



- - --- - --- - - - --- -- -- t - -.-~~~~~~~~~~~~~~~~~~~ - --------, _-- -- _ - —F ~-~~~~~~~ ,

Co n t e n t s

1. INTRODUCTION 7

2. SCALE MODEL MEA’SUREMENTS a
3. FIELD TESTS 10

4. DISCUSSION 23

5. SUMMARY 24

R E F E R E N C E S  25

APPENDIX A:  Categorization of Intrusion Detection Modes
Investigated During Model Measurerp ents 27

APPENDIX B: An Impedance Method for In t ruder  Detection at
Microwave Frequencies 29

I l lustrat ions

1. Photograph of Model Airplane 1

2. Schematic — Metal Structure for Field Tests i i
3. Schematic — Field Layout for Transmission-Line Mode j:t

4. Intrusion Response for Transmiss ion-Line  Mode 13
5. Sche matic — Field Layout for Two-Wire  Mode 11

;DI:fl ~~~~~~~ ~ELAr~c.noT ~TI.~’ ~D

- 
~~ r. - - -

~~~~~~~~~~~~~~~~~~~~~~~ -~~~~ N a I ,,_u~V ._o~,Au, ~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~ - -



-~~ - -  - ~~~~~~~~~~~~~~~~~~~~~~~~~~ a- -- .- _ - - —

Il l ust rat io ns

I; . In t i u s  1(10 lIes  ponse for  T w o— W i r e  ] iI( l du’  14

7 . Schemat ic  — I” ie ld  I 1avout fo r  End — V e t  Mode l It

II . I n t rus ion  Response  for End— I - c i t  P11 11 11 l f l

1~ I n t r usion  Response  — E n d — F e d  Mode (Walk , (‘ reep . ( raw!) 17

10. In t rus ion  h i l ’A p I l n / e  — E n d — l e d  P111111 ’ (Wa lk , Creep,  C rawl , RoI l) 17

11. Ci r c u m f e r e n t i a l  Response of Vehic le  In t r u d e r  Protect ion .Sy~~t e t t i  ill

12. Si~~~a1 Processing C i r c u i t r y  li t

13. Radial  Response of Vehicle I n tr u d e r  P ro tec t ion  Sy st em  20

14. In t rus ion  Response  to h eight 20

15. I n t r u s i o n  Response — 1)rv E a r t h  and Snow 2 1

16. In t rus ion  Response — Rece ive r  Wir e  Under  Snow 21

17 . Sys tem Response to Polar iza t ion 22

131. Schemat ic  — Field Test  Auto 30

B2. Sc h er t a t i c  — E x per i m e n t a l  Setup for Tuned ( ‘i rcu i t  Mode 30

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
_ a-__ 

-



An RF Intrusion Sensor  for
Iso lated Resourc es

1. l\II4Olfl ( I’Il)\

N o sy s t e t o  now available gan provide adequate  a l l -wea ther  in t ruder  p r o t i - e t  i n

for hi gh value i solate d  resources. A number  of approaches have been a imed at

developing rel iable in t ruder  de tec t ion  sys tems for parked a i r c r a f t . These have

not generally been s u c c e :s f u l because of inherent  l i m i t a t i o n s  in the t echn iques  t h at

were applied . This report describes some ini tial investigations of an exper imenta l
radio frequency in t ruder  de tec t ion  technique which  promises s ign i f ican t  advantages

ove r ex is t ing  approaches.  The method can be applied to s t ruc tu re s, vehicles , or

even military posit ions .

The purpose of any such sy st e m  is to protect  an i so la ted  resource such as a

large parked a i r c r a f t  by su r round ing  it wi th  a sensor s y s t em  which  de f ines  a zone

around the  resource.  Any  in t rus ion  w i t h i n  th is  -zone is de tec ted  and an a l a r m

sounded . R adio  f t ’equen cy signals in the VH I ’  range are I )ar t ic u la r ly  usefu l for

t h i s  app l ica t ion .  I” or example , un l ike  opt ical 1 and i n f r a r e d  sensors , r adio
freq u ency er , o I l t ’T a re  not a f fec ted  by snow , rain , fog, dust , d a r k nes s , i l l  o t h e r

(Rece ive d  for p u b l i c a t i o n  :30 M ar c h  1)1 77)
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1 . 1 1 1 1 1 1 1 0 0  CU t t ~~~~it S I In I I  t’II I ;  t t l l  s i t h  Oi I ’ I ’S t h i t  I l l  ( I I  i ’l l III l i t  l it l b  t il l I I t  ~ 1 11 1 1 I t ’ l l  I ,  I l l  -

pt ’( I l ) I t ’  Itt.

\\ ht ’t t  ( ‘ t I c  V O l  C I I I  I I I t I  I •  I l - P  . l l : l i lc t - I I  V - I l  t O i l i t I t  i l  l t ; : i I  I I I  5’ . t , ’ I I  S i t  I I 1d I t  n ‘

, t O 0 5 j l I V (  (a 0 111111 l I l .O’ C I I I I l  Il l  e \ I t ’ i - n t t I  lIlt t-ulher - I I  _ l l i ! l u : h I I . I~~~ . . \ ‘ : l u l l  - I ’ l l  I : t I  - I

l 1 l I\  t t t l _ ’tts ( t i t ’ I I I c t lt S \ I I t l  1 a I l l ( ’Il , u n t  ii ilL 1 1 1 1 - t l I I ’ I h t ’ I  O I I l - , \ ( l  t i l  I i t - l I l t  I t I  I l l

I t t  1 11191 to  1 t n d  th i ’ l ,t’si ( I l l - I  I l l  I l l  I l l  ( ‘ i i h’ t ’ Oi t ti ~ t l t t ’  I l O c  I I I ’  l I l t  S i l t  I t  I t  I I  I h i l t  t i c  -

l I l t ’  I l l  I l - I t i m )  l i l t  I l l  , l l l U 0 . ‘HI t ’ i ) l~ 1 1 1 1 0 1  ailpi- ll:lt Il 1) 11.5 i l l  I tr i v I ’ I I I ,  : 1 1 1 1  I H I ’  :1 0 : 1 1 1 1

11 (‘,lI hlIlil l 1110 SU t’fact’ on ti lt ’ ground ut id t ’ r l h t t ’ l d t i t t e . I Il l I ’ l l  I l l  i i ’ i l  I I I  1 1 1 5 1  - I I

P l t , I l  illI l l I u l I l t W h i t ’ i l l I l l S, I l a t l ’~~ , s lt t g (’— s t r t l i  at il l  t I i i l l t l t l I I _ 1 1 1 1 1  I , u t l u t l i l I b t 5  I I

v I l l - i l l I l S  s Ec - . 5 1 1 1 1 1 1 ’ of thi’ l- I lnlhiiuat ill t ls 11101 W i ’t’ ( ’ ( 1 1 1 1 1  .t t c  I i  I I I  i i i  \ 1 l 1 l 1 - t i l I l \ :5 ,

- 
- 71/2’

~~~ 11i
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7. l a t o u t , I t .  I , .  ( 1 71 5 - I h i l t I l — )  1d  :11111 NIItt ’h l — ! l ’l l  I l — I  i’i i t ’ i ’ t ’ t I t t  : \ l i l t ’ I l l l : I S ,
A t : V l i ( _ ’ I N _ . I 7 _ l t i l , A l )  1 . t . t I : 1 1 , 5I ; I l l t 1 1 t ’ l t  l i t ’  l I ’ : l t ’ l t i  lt 05t . , 51 1110 V I t O , (A .
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I lie h i  ( b O l t - ‘ ‘ I I  1 1 . 5  l l f  l I l t -  t t l l I l t h I - S l I r l I h l i l  Iio l i nst  I l l -  l - t l l l s t ’ n  ground S ie r l ’  nu on—
C u t O l t  a i t i t  I i  I I ’  l u

~~ I V )  m a t s  I I  u n u t  V l r t O t t 0 5 P  in  sv t cn u  Q , r e so n a n t  fi ’equency , or
I P l i l t 1 I I t l I t W e l l ’  l iSt’ S P u  I l b t l l i V l t l  t I l l  L I I I  1 1 1 , 1 1  t l N l l j v i t y  lIf 1101’ setup  w i t h  a n o t h e r .

1 111 5 t ’~~ I I i l 0 5h I C ’ 1 1 1 1  could I l l  I l l  I l l - u ) as tuned cir cuit s or tt’ansmission— Iine

~~\ .11 1 105 I I I  I t l i l l t t l h l on Itow i l h t V l t I t I I u  111 1 1 1  t I l l  and w h l i c h  s~~s tem t e r m i n a l s  W l ’ V O
P I l l - ) , 1 1 1 1 1 )  I - i l -I lit C V ( ’ t V  0 1 1 1 1 1 1 -  l t Iv l . l Io : It l Il t  t h t e  l lr ob lems found we re  si n i i l a i ’ .

i i  si: s I h i f f i c i t h I I I I  l l . l 1 h l ’ l l ift ’  a l t i I l t l f l ( ’ ;  l I i t  II t I l t  j l lf l  5 l ’t l s i t j v i t \  Was 1 1 1 1 1 0 5 ’  depen—
I I !  I - l i  I I I I  I l lan E . 1 4 i l l I t l i t o n  I l ’ l l l l \ I  t i l  l u t i u l t’ l l o : l I - I u y  obj e c t s  t h a n  ofl i t s  c l a t a ct e r —

~ 15111 l I I l l l l t 0 5 I - l l , and t h e  l l - l t l l l l u I t i t i n  l u l l  l u l l  I I v  a _ I ; d I l l  in t r u d e r  was  s - I - I - v
5 I I I  . u \ I I I I I I I I C I I  t i le r e s u l t s  of t h i s  : i i l 1 1 I I  : h e I 1  w e n-  d i s a p p o i n t i n g,  it  was appl ied
5 i t t l  ~~I 1 l l i l -  - I l  l l I ’ s s  I l l  t In  O i l t I l l l l I I l l i e as I 1 l t I l ! I l - u I  in Append ix  ii .

(d o Ill:ll1\ , Is  a I - e u - l i l t  ( I f  Illes t- t x l I l- 1 l l h I ’ t l t : I l  nueasui’ernents, a new c o n f i g n r a —
I 11 11 l v  lIv I d . A r t ~c1 i\’IlIO loop, s u r r l l l in d ln g  the  I i  1 3 1 1 0 1 1 1 ’  a n d at 51111w’ di  o l t I I i i - (-

f rom i t , S i l l - ,  s e n s i tI V e  I I I  t h e  ne:tr I l l - c t  r on u a g n et i c  f ie lds  se t  up Lv the  ene rg ized
. 1 1  I l I l l I t l I ’ . h i t  110510 1 15 th t ’oughi  t h e  1111cr I e r i I i h e I t i  of t I l e  I- I l l - l i v i ng  S t i l t  p roduced
per tu  l - l l : l t i o n s  tn the  rece ived  si gnal tha t  w e r e  1- I - t I d i l y  I I  Icservelt . This approach
(lid 11111 dept ’ id on choos ing  an Il1lI r: It ind I r l ’I l l l ’ l l ev 1 0 1 1 1 1 ’ O l I l l I l l i t I g  to the  charactei ’ —
i s t i e  I t l i l t en S  tort (If Ilu : 1)1 1- I - i - a U . Thus a f t ’ e que l n - v  could be I l l  l u - I t I  wh i c h  would  be

11 1151 a f f e c t e d  by an adu l t  in t rud er .
It is tIns confi gurat  ion and i ts  var ia t ions  t l l a t  w I re  t e st e d  in a field e xp e r i —

l l t t ’n t . These fu l l - sca le  m e asu r em e n t s  are expla ine d  in t l t t -  n e x t  s e c t i o n .

:1, 1 - 11 : 1 _ ti I

In o rde r  to es tabl ish  some of the  p i I l p e t - t  i l ’s  I I I  a rad io  f requency  i n t r u d e r
d e t e c t i o n  v s t t I l I , a f u l l — s c a l e  e x p e r i m e n t  was  sd up. A n u t o tb e r  of senslir  con—
iou I - a t  I l In s  we re  I t I s - e s t i gated and t h e i r  I l l e c t i o n  s en s i t i v i t ~ de t e rmined  under

Va r iou s 1 0 1 11 1 1  I 1 1 1 1 1

: 1 1  Ih ’ -, t - r t p , i  t I l l .~1 I ~ t t~~ rl I t l t lt

The f i l ’l d  l i t  we re  l I l t I l t i l c I  t O t  (In an open grassy  f ie ld , u s i n g  a fu l ly  etu clos ed ,
t l u r t a l  t ruck  11 1 t h - i -  ( t i l i n u s  111(1 t ab) as tt ~t p h y s i c a l  st r u c t ur ’e  I I I  he pi’ t l t e d t e d .  I t s
Il i l u e n s i l l r l - , and ph z s i e t t I  desi gn ar e  slltlwn in Figure  2 .  Because the rear  wheels
were  rubber and t I l e  I i i  n t  m e t a l  j a c k s  t e s t e d  on wooden I l I l I l i l l  s , the  meta l  t r a i l e r
\S :ls t ’ l l ’ I ’ I t ’ i i ’ t t I I v  l s l l l t l t t ’ d  f t ’ otn the  gt’ound . ‘t he t able S I l l -O I l ’ s  wet’e d -plo\ - E’d
at ’ound t h e  l 1 : I 1 I I ’ r  in II c i rc le  t i t l I l l i t  100 ft in l I i l l l h l 1 l l - t ~~.

The i t & ’t e c t i o n  11 11- ,  l t 1 5 ’ t t \  50515 l I I I t 1 r l I h i n ( ~d l v  t l i e a s u t — i n g  th u-  1 l - i l l l t I — i t ’  1 r I I I I I I C I ’ l l

wh en tIn t n t t ’u d v r  p ertet  I : l t l - i l  t I l e  p r 1 It e I ~ t 1 I t  : 1 1 0 1  I I  r I l l I t l I l  t h e  5 l ’ t i 5  I l l  1 0 1 1 1 1 ’ S . SEth
1 1 1 1 1 l \ l e l l i I I t I, I l l  i l t t i ’u l h e t ’ s  wI re 11111k’ a i l i t l l  — 1 1 1 1 1 0 1  5 ‘I 10 I I I , t a l l  i t I to  \i l ’ l O l l l ll

I I )

- — -- b --
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F’igure 2. Schematic — Metal  S t r u c t u r e  for  Field Tt ’sts

170 lb . The pene t ra t ions  were  made  along r adia ls  at several  p o s i t i o n s  ar t t u r t l i  t I l t ’

t r a i l e r  to assess the az imu tha l  va r i a t ion  in s e n s i t i v i ty.

Mo st of the measu remen t s  were  pe r fo rnu ed  at about  7~i M I I z , W h i d h I  t I i ; l i l I  -

adult  i n t r u d e r  about one-half  wavelength  ta l l . It was  found t h a t  ve ry  l i t t l e  111111 r o ; ,

t ion is ava i lab le  on the  s c a t t e r i n g  propert ies  of hun lan t a t - g e t s  at \ ‘ I I V  f r e q u e i l e i l - -, .

Shultz et a18 give the  r ada r  cross sec t ion  of a man , but onl y at f i ’ e qs i l- l i e i l - u- Of

410 MHz and above . -Some general  ins ight can be obta ined  by s t udy i n g  t h e  111111) of

radio f requency  absorpt ion by a n i m a ls  and bodies of pr o l I l t e - s l lh et ’ o d i a l  sha ll- . 
I _ I l

8. Schultz , F .V. , Bu rge n er , R. (’ . , and Kink , 5. ( 195 8)  i \ le as ur e rn l ’n t  of t h e
radar cross  sect ion of a man , P roc. I H E ,  4 U , No. 2 : 4 7 0 - 4 ) 1 1 , l ’ eb t - u a t - v .

9 . Gandhi , 0. P. ( l P 75) Frequency and c~’ient at ion e f fe t ’t s  on whole  a n i n l t t l
absorp t ion  I f  e lect  i ’oniagnetic waves , I E l - ~E T r a n s .  l io t i l ed ic I l l  En g in l ’ e  l ’ i n i,’,
B M E - 2 2 ,  No. 2: 536 -542 .

10. J ohnson , C. C . , l)urney,  I ’ . I t . , and Massoudi , 11 . ( 107 ~~) l A l 1 1 O — w t I v l ’ 1 I ’ 110t11

e lec t romagnet ic  power absorpt ion in p ro la te  sphe t ’ o ida l  l l I I l l l I Is oi  1 1 1 1 1 1 1  and
a n i m a l s , IE E E  ‘t rans.  M i c r o w a v e  Theory and T e c l i n i q u t t ’s ,  Pl ’I ’l — 23 ,
N i l . 9 : 7 3t 1_ 74 7 .

11. V e i l , ( ‘ . P1. ( l U 7 i I )  Ab I S C I I ’ p t i o n  ( ‘h a t ’ I -t I ’ t l ’ t ’ t s t l I s (I f  i l l l t l t t l a \ - I ’ t ’ e d  - ip I1I ’ t ’ (’ l l b l l l l l ’ i

exposed t ,  I h h F / I l 1 l c r I I w : I v l ’  i ’a d i a t i o n , I l - h V 1 ’ r : I i i s . l ) i o l l u ’ l l l l ; l i
Engineering, l iPl l- —2 2 , N I l . 2 : 4 0 1 1 — 4 7 3 . 
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R e f e r e n c e  1 , l ’igur e  1 , page 5311 shows the resonant f requency  I I l ’ I l av i l l r  due to

111” absorp t ion . N ote  ~tt  t ha t  f i gure  the change in t he  m a g n i t u de  of the  power

absorbed and also the change in resonant fr equency l -au .se l I  bIv the  l h l f f e r L ’n t  spa t i a l

or ien tt (t ions  ( p o l a r i z a t i o n )  of the  II l l ~~l ’ct s re la t ive  to the  e l e c t r i c a l  f ield . ‘l’here—

fore , the  operat ing f requency  must  tie h igh enough to cause the sv s t e n l  to h a ’  s e n s i —

tive to various i n t r u d e r  o r i en tat ions  yet 111w enough to d i s cr i m i n a t e  against  smal l

animals  and birds . The i n t r u d e r - f i e l d  i n t e r ac t i on  is f u r t he r  c u tn p l i c at e d  t ly  the

iiuu aging ef fect  of the ea r th .  I tu l i k t ’  f r oz e n  or  d i v  soil , high c o n d u c t i v i ty  ( w e t )

earth ac t s l ike a good groun d pla ne.
O t -vu i tI l sensor cable o’unfigu r a t i o n s, wh ich  ca n l I e  grouped in to  two ca tegor ies,

S i l t - c  investigated. In the  t’irst ca tegory ,  the  iiCnSOi’ l’aIIl es is ore i ti d e pt ’n d e n t  of

the pro tected resource . In the other , the r e source  was  an t f l t t ’i t  t t i l Itil ft of the

detect ion s yst e m .  T h e  zone of i I r I l t e I- t i l I t t  pr odu ced by t h i l ’  two  I s p I - -- t .  -, l l t I I e ’s hat

d i f f e r e n t .  T h e  i ndependen t  cable  con figut ’at  ion p r o d u c e d  II  I I  -r ’ i i i d ~i l :1 l if t’  wh ich

sut’ro itnded t h e  r e s o u r ce  w h l i l l  t h e  o t h e r  t ’ l i v l - I l I 1 I l ’ d  t h e  p i ’Ilt e l t l ’ d  01 1 1 1- i t w i t h i n  a

hens i sp hter i t ’al  zone ’ . 1 - 1 1 1 11 (If 1111 51’ /11 tH ’ p t t t t er i l s ha~ t l l l V t l t I t  110 1 1s Ut  1 l t t l h t t )

app l ica t i tt i l s . -

3 2 I)i’tt’t-tit,n lI , l t ~~i t i  S t  IS \l.’n~~ur,’ m,’ii i—

( l l n s i l l t ’ r  t h e  ind ela’ndent s e n u - I l i -  c o n f igu i - a t i o n  shou ’n in l” igurc 1 . A pa i r  I f

cables is connected I I I  a s i g n a l  5 ( 1 1 1 0 5 1 ’  t i t  (111 1’ cru d and I e r ’ t t i i t i a t t ’ d  in tt ohe ~t t ’ e t o r  it

t h e  t l t h e i ’ . Au m t  r u d e r  c r t l s s i t l 0  t h t t ’  1 - 0 1 ) 1 1 - , I h i  s l u t t l u -  t h e  f i e lds  t h u s  p r o d u c i n g  a

c I l t I l l O l ’  in t h e  I l - V l - I  t l f  t I l e ’  l l l ’ t l - d t l ’ I l  s l O n t I l s . ‘ I bue’ s e i lso r  cable’s V - c t - c  i n s u l a t e d

w i t ’ es .

‘l’Iie r I ’ s i I I I l Is I ’  I l l  m t  rus I t I  s a long a t l u t l u b e r  I f  u’adials is sh own to  F i g u r e  4 .

The rl-sil l l l l s l ’  f t r ’  angles gr i ’t t t t ’r  t h an  11100 ii 115 IlbIltIt t l t e  st i l l i l ’  as those s l t I I W t l  Lo u’

t h e  s ma l let ’  ang les . The v l t r i a t i t l i t  I r t  i - l ’ s l l l l n s e  w i t h  t l n i~ 1 l’ is due  to an m n l t l a l a n c e

in t h e  l in t -’ t~~ a r  t h e  inpu t — I l u t p u t  t e r ’m mn , t l s  al-i well  a-i -, i t t e n ut i t i o n  of t I l e  s ig n al s

1 111111 0 tIn’ line ,

1-iLn I l l  1 ot i oi i u- Ii s - t I r ’ i a t m o n  of the ’  p r e V i ou s  l I I i lf i t 3 i i i ’ a t t l l t t . l o r  lhl i s  l I s t  t h e

5 5 1  i l 5 ” V  l ’ i l ’  r’ t t i s t ’ i h  t l h I o l t t  I in. above t b t t ’  gr ’ o un l h .  l i a i s i n g  tIll’ wires pi ’(duct’d t i l l

in c  1 1 . 1  se of t t h u o u t  :t l i i i  in  t i l l ’  m a  I i l l  t i t l I S t ’  u n t i l )  ( i n  1 1 1 1 1 ’  latet’ l I s t , I lIe l v i  t I ’ - . ‘2 e tc

lllweu-ed I t i l l  I Si l l  - 11 - Ii anih t t i t ’  r e c e i v e d  s i g n a l  l h u ’ I I I I p I ’ l h  1 1 1 1 1 1 0 1  12 1111). ‘ I l I e  u i t l ’t l l a n c l ’d

I I ; l t t S l l I i t t I ’ l ’  S T i l t  i t ’ l l’ i \ ’ l S  t l ’ T ’ t l ) I I I S I S  W e l t ’  l l l l I l t I l l l ’ l t  1 1 1  t h e i r  i l ’  i I e I t i V i ’  5 e t 1 5 1 ’ l

i a t ’I t ’  11111 1 1 5 i’, it bi 110111115 . ‘T 11 o’tl ilipen -sttte f o t’  t l t t l ’ n i t t l t  1 1 1 t 1  t l i ’ I l t , i t t i l  tIl l ’ 1 1 1 1 1 0 5 , tilt’

tr; I t i o l I I I t t I ’ t ’  and reel- iv~ ’r Itnluns were ilI I ’ t l t l ’ lI 1 )111
11 

I t l i t t l l  , I ’ i i I l I I I ,  Ii I 1 I I ’,\ I till’

t I u - - t Illilse l l t n l l vl ’Il w i t h  t I l t - i  sy s t e nu  11111 , it S l’\ l t e t l ’ l l , the’ v o l - l I l t  i l I l l  I ll l l l s i t i V l t \

ic -i th t h i s  configu i’It t ill n is S t i l l S t t I i l t I t i I l V  less t h a n  t h u  1 1 1 1 ,  I l l  l i t ’ e V i I l l t u - i \  . ‘ 1 1 1 1-

u l t ( ’ t l t t t l l  It  t i l p h i  t u d e  r~ - l 
~~~ 

I l I l t Si l ’ l’ll I-ill r\ 1110 1 1 ,  I I  f 1 I Y  
I 

I I  r u t h  2 7 t I ~ I I S  1 b I l l S  1 1 1 1 1 -

i l l  I I I t ; I l i I ’ I I  v I t r i o l  I l l ) ,  in  W i l t ’  l o I ’ t I t l I , l I  I n l I  t I ’ i i ’ l i t I  I I  I l I l t i t t l I n .
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In t i l e  1 5551 It t ’C\’ iou s  t ’ o n f ig u r ’t it i on s  t u e  e t u s I I i ’  I t I h I l ’ s  u p e i - t t t e l t  i n d e p e n d e n t ly  i , f

t Ill ’ pro tec ’t t ’ih  I t  -III O I l -I ’  and t he  st ’ t I , I l t  f i e lds  tended  t o  lIe l t ,r a l j y ed  a r o u n d  the

e a l l i t - , . ‘l huu s tIle’ 1 1 1 l l l o ’ t t I ’ ll I t o -  —icii -i ’outud etl, but d id not o- t tvtllll i l , h i t -  i’ ’’ -1 I l U t i l ’ .

I i i  I l I l I l I O S I  t he ’ t~~~x l i l t e th o d  t o  III  d i s cussed  use s  t i l e  r e s l I l l t - I e  (or a separat e ’ (‘i’fl

t t’t i ll~,- t I I I t i t I ’ l h  l t t t e ’ t t t i t l )  as : t ru  i n teg r a l  p a u - t  of I l l e  —, y s t t ’ l I I . in t h u i s  i t i s e , t h e  l l l I l (e t

is 1 1 1 1 0  ( ‘ r — , I ’ l l  i l l  t l t e  1) i l  I t  i ’c t  e d  - ‘ I

1 I l l  t t i ’ I l l l L ) i ’ I I i l ’ l l l  5 1 1 1 1 W  0 I I ) 1-igu i ’e  7 used t h e  I t t t i l e i ’  as an i n t e g r a l  ll a i ’ t  I l l  hue

I l l / t I l l  0 1 1 1  -~ \ S t K ’ i l i .  It s h i o u t l d  Pt ’ po in ted  out t l i t t t  a ny  ot h u e t ’  nu et a l l i c  s t i ’ t t c ’t u t - c  I l l  be

1 t l i l l l - 1 t e l h  cI lull i  h le  1 1 0 ( 1 1  in  t h u e  S t t t l I ( ’  W t t \ . The I t t - d y i n g  loop S i l l s  an i n s u l a t l ’ l h

i i i  re l e s l i l i 0  I I I I  I s -  U C I  1111 1 11 .  The d e t e c t o r ’  w t l ~ l oca ted  1110 0 
11W IV fI ’ u t t u  t I l t ’  t i - :t n s  —

n u l l  C I  O I l  l ) I l l t l i l . I i I ) u r t ’  8 —JllISi - s t he  am p l i t u d e  rI 5J )1It15I’ llf tin adu l t  1111(10 w I l I k i t l O

t i i ’ t i u n oh t h e  t i - i t t -k , i h i e I t t ’ t e I ’tj ( i r t  sen s i t i v i ty  vai ’ ies  i-o n s i d ei ’ab l y  w i t h  1 1 1 0 1 ) . This

is t l i a i n l ~ d t te I l l  t i l l ’  s h a p e  oi l  the  u ’ad ia t eu l  f i e l d — s t r e n g t h  P a t t e r n  around hl te  t r : t i ler ’.
A I I I I I I I I I I I I I 1  I t - i t s  w e t - I -  conducted w i th  th i s  s \ - s t l ’I l l  to do ’ I I - t ’ t f l ine i t s  t - e s i l l lI - . I -  I I ,

an j u t  r u d e r  w a l k i ng ,  I t -c op i n g ,  e t ’awl ing ,  and rolling a long a u’adial l uat hu . TIll-

i - c s ul l s  t t t - c ’  s hown u t 1’ igui’es lb and 10 . A s ca n be soo n , 1 I ’ S p o l t i s i ’  a t  t l u e  l u i l i r u t  of

cl- Il - is 1fl~~ d e c t - t b a s ( s  as the  penet ra to t ’  goes f r o m  an u p i - i g hu t pos i t ion  t t l  1 i _ I li i I l L ’

olte. Ih ow cv er , i n t r u s i o n s  are de tec ted  at i l i s t  ti t lu OS up to i :io ft h’or thue I - i ’ l l ’

and appr ’ox inu a te lv  15 I t  f o r  t l t t l  i-o i l ing  Po s i tio n s .

The p r e v i o u s  n t e a su t c ’n u e n t s  (Figut -e  11, t i t  82 Sit  I t I  \ i - er ( ’  repeated ii i t h  t I I e

r ece ivillg wii’e u’aised about 1 ~IT . above t h e gr ound and t he  ope r a t  i t Ip  l r et iu en c v

changed Io 7~ Pill-i. ‘Flue i-e~~ults  shown in 1”igia ri 10 i t i d i o - z t t e  t h a t  t h I t -  V .11 111

~ enusj t iv i tv  has inc i’eased n u l - a s u l - a b ly .

A m o t e  un i ‘arm angle coverage was obtained In f e e d i ng  t h e  t r ’a i l e r  I t ’ o l l  t I l e

eente i ’  i nst ead of f rom the end , (‘o nip i l ri s o n  of  I he 1 1 ’ S  l’21n~~l - i l u t l w n  iii I i  Oh l I  11

w j i l l  t h a t  of I”i gu re 11 c lea r ly  shoWS the i n ip r o v e i u ue n t .

The I I  t’l I i ’ i h l t i ( )  n u e asu ce tu l ( ’n t  x -e s tt l t s  w e l l ’  p t ’ u r u e t p a l l ’u -  I l l  lid -I -ned  W i t h l  t I l e’ I l l
f i e l d  d i st u ’ ih u t i o n s  anti  t h e  l o - l - p i l t u s t’ I l l  t h e i r -  p e t ’ t t i t ’h t l l i t l t l . In t i t i v  i h i ’ t i i ’ l i o ’ t l I  5\~~ t 1 1 1 1 ,

th ese I l ’ S i l , l t t s ( ’ s 11 1 0 5 1  Pt’ s l l t 1 I ’ I l  & t t t t  tind o -las sifi l’II so t h a t  i ln l ’I ’ s ig n t t l  5 t h  I d I l

( ‘ t t t t s t - I l  t l \ I tu n i an  in t ru t her - s  a r t ’  t ’e c og t iio o d . This l h l s i - l ’i n h m n a l i l l r l  i s  i ’ asi lv  i t l i i l l l ’ —

nu e n t e d  h l \ -  p t l s s i l i g  t h e  t l e t e ’ct e d  s ign a h s  t i I r ’ i l i tg h l a I i t ln d pass filtet’ I’llllo uc-ed 115 I I I

amplitude ( - I l t t u p a  t ’t i to  i’ .

511011 a proc- c- - s l t l g  sy s t e m  i s h~owti 10 l m g u t ’ t  12 , e l ln r l ee t o o t  I l l  t h e  I l u t p c t t  I I I  t i l l ’

i - t i o h i t t t i n g  l I l r l h i ’ U I t l t i l I i l  I I I  - lI l t — - s e l l  U) e o n u t u l ’ I ’ t j t I t l  W i t h  I - i g u l - l - 7 . I0 o r’ ‘ h i ’  l ’\ l l l r i —

I1l c tI t t h e ’  t l - t l r l l ’ r  V - t I - ,  1 1 1 1 1 fed a n d  t h e ’  l i - c  I V n t L ’  11111 1 1 5 1 1 1 5  I I  s i I i L ) i l ’  l i l t - I  l i v  i l t ( ’ O t

in t o  1 1 1 1 1  S e i _ ) I l l l - ! I t  .. ‘1 111’ I I I  I S - I ’ l l  i p l i t I I S  w e ’ r e ’  fe’~h il l I ’  I i  — m  1 1 1 1 111 ’  l ’ I , t I l b l i I l i t I p  n u l ’ ts i

w i t h e l r _ i t  l I L p I t I l  l i i  t l u e ’ i t  l I i t i l i ’ , l ’  a t t i p i i t l l l I l -  11’ 1 1 ;  ‘ I ’ , Aftei ’ I I I t l I t ilIil , i l l

1 0 1 5 S I ’ I t  I t I l s I l i o l l  I I  h l ; I I 1 I I I I I I _ . l’il t er - (tV 1li ~~b Il\ , I)l I l  I t )  l i t ’ ) W h I i I ’ b l  i t t l l l I V I ’ I l  i l t t t i l l I t i c t I l  —

1 1 r I  I l l t i l l 1  t I l ’u I l l  I l l  t 1 1 1 1 1 1 0 1 1 , 1 1 1 0 5  rI 1 1 1 1 1 1 1  t i t  I i , l I t ’  1 11 IS -05 1  i l  l i s t  I I  — 1 1 0 0 1 ) 1 II  n il i ’ l l  I I I V

tI I ’ I I I ’  I I  S I - i I l i t ’ I’ll I - i l ’  ‘— t I l t ]  t i l t  I ; l t  I - ‘
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h ’ i’I l i l u  th t c’ I I t t - i , thu e ’  s i g r i t i l  ts 150011  i n t o  t i i i  a 111 111 j Ul11  (‘ I l l  ‘ 1 1 1 1 1 1  i t t l I I 1 1 1 1 1 1  I

t l I t t L ’ ’ I  I l l  I l a r i u u  w h i t - l u  I l I S c I  t h t i ’ e h le l lC h  h - v l ’ I s  t i r t ’  I X  c l - I - h  I l l  h IS I l l - I l l -  I l I t I l t

i u t t  I vt  I t  - u gr ’s . ‘ 1111 ’  i i ]  IV  ( f l I t ’  I l l  Sl I t  Wit l’eu n’ I I I l  5 — 1 1 ( 1 1 1  l I -i Il l t i I V I I  i t t u  1 1 1  - ~i I - I I  -

l l t ’ l , I l l I i I t  h’u l t - e l l l l t j t i o  tIn’ I l l - I l l - t e d  s l p l u t u l s  p r i o r  to f i l l e t i n g m d  t I l t s -  , h , - I I I I : : l .

( l i l t ’  1111  ‘I l l  l i - l i  h I  I I  I hue  — u ’ s s t e t u u  is  to Iull t ise ’ Its’ i n p u t  s ign t t l s  511 t t i t t t  h i t - v  1 I l l  —

i - e ’ l l e ’ t h  m u  tIle’ s o l t l l l i l i i t g  I I I ’ , orl tI t l v  educ ing t h t i -  i -t i - t i e r  t t t t u p h i t u d t -  I l - v t - I  1

i t i p u i t  I I h i  1- 0 1 1 1 1 1  l e d - I l  or . ‘ l b s  a l l  I w s  t I l a n - g e t -  I t ’ I c t V l ’ t  ) t t i l i  t t i  h I t ’  U — , ( ’ I h  so i l l a

I o l i ’ t ’ e ’ sp o f l d i l u~~ I l l - r I o  -C  m l  I I I ’ t I ’i ’ t j l l r h  sI ’ l l s i t l V i t \ , In t h i s  u t i ’ s  any  I I I  II ,- s l l i l l l l l i

amp l i t u d e ’  i I u i l - l l I I l t  I l - l i - I - O u s t - I t  II’, t i l l  m t  l llIII ’t’ ti lt ’ 1 : 1 1 1 1 1  l ’ t l S t l \  I I I ’ I t - , - t , ’ l l , \ I l - t i s u t t ’ t’ —

i l u c - n t s  w i t l u  I l l i  , t I i I i  s h l l l i i t ’ It  t hat  i t u t n ’ r _ t o h  t ’i’ ’ l i ’  t I l t  i l I l u  i l i ’ I h i t ’ i ’ e l l  O r  l I l y  I l l / I l ,

I i L ’ U l ’ t’ 1 t _ \ s l i i si -s , i l I  ( ‘ t I l t ’ S  t I t t I ’ t l l p t  i t u  S i l i i I ’ h l  t h e  m t  I u dt ’t ’  t I p p t ’ o a dt l ( ’ o I  t I l e  } 1 1 1 1

t e I - t I ’ I I  st i ’ i i e t t t l l ’ t l I O l l i 4  l In e  i’ t l l l j t i l . ‘l ’h ie t l l t o s l u o l d  Ii ~~- o - Is  l o t  h I t s  It - I WI l t’ — I I t i t

t 2 \’ . A l l ’ s  l l o t t’I t I I l  sip ’iut il eX i ’1,it’siori i i  t h i s  t u i l l p h i t u l l l t ’ , i n) t I l e  I lLlsS h lliIl ( I f  t I c

t ’j l t e t - , would I l i g i ’ I - I  titu til ti t - Itu. A s s l h i l w t i , tIfl- t i l t l l I l l  ic t i s  t u r ’ s t  t t ’ t p i ’ t ’ l I ’  I t t t  1 1 1 1 1 1 5  I X  —

( 1 1 1 0 1 1 1 ’ s  2 . 1  I t  11( 1111 t l i t ’  I ’ l l ’  i s  i t I L ’  W i l t  ( I i ’  l u t l I l u t  ‘1) ft I l l ’ l I l  I h I e ’  i l l l l t t ’ l I O I I  , l i 1 I 1 ’ t l l i l ’ ,

As  ( ‘ I I I  I - S ( ‘ O t I t i t l t i I _’d , th I e ’  v I l l I t t L i e f i r _ t e t u i t i t i l h i l - , 1- 001s t— Il IlL t l u e  t n t i -u d e ’r  e on t n i u t i l l

ex t ’I ’ e i h l - h l  t I l e  a l a r t u u  t h it -l ’slhilhi h I t - v o l s , l l e t i k r t l g  ‘us -lw-n t I l t ’  i n t i - u d e ’r  W O O  I l l - I l l  I - I - l i  t h e ’

t r a i l e r  and t h i e  r et - l i v e n ’  s si rc - . ‘I ’h iis o l e o l t l n st r ’ tl t e s  the ’  1 - I l I le e p t  t h a t  m u  t h t i s  c o n—

t’ig 3 lr t i t i on  dId  l u r e t t ’e t e l l  r e’source Is  i O i t u I e r ’ s l ’ o l  in t h e’ p r o t e c t e d  /one .

A l- I l r] ce rn  is i t h ~ t t t t  I ’ \ l t ’ i ’ n t i l  1’ I l I i l t \  sy s t  0 1 1 1  Is t I l e  t t - l p l t ’ r i l \ ( I f  1 ; I  I~~e’ a l a r i u l s ;

t h a t  is , t l i O O i ’ l i t l L ’  l I f  (h ue ’ t i lt u t ’n u e ’ith le’ r I l ’ s  t u t l t i l i ’ :il 1 - v I - l u t  t ( t ] u a i n u l y e’nvi o t t i l u l ’t l t t l l ) I I I ’

I ’v l i i n ’ i l s  a i i oh s t t l t t i l  t l l i i n i t l l S . I - i g r t i ’ t ’  l i t  S i l l I W s  tIn’ v o l t a g e -  p et ’ t u l ’ l l t I t i t O i s  I t i u l s I ’ d

it ’s a dog (a i , ’t i t t s a  A p su ’ , W , ’ h i t I I t  t l { u p i ’ o X i t l l t I t e l V  I I  lh , l I v e r - a l l  d t I I l t ’ i l s i l l r l s  t i l u h t l ’ I I X I —

n a t t dy l i i  j f l ,  ( l ’ s  10 m u .  h ’ s  I L  i t t .  w i l le ). I h i t ’  s ’ s - s t e l l i  l t i s c r ’ i t u i i n t u t i o r t  S i l t s  -.LI I f i i - l I ’ i l t

to  I ’ ~’’~-”’~ l I t ’  t i l a r l l l s  l ’ v l ’ t l  ii h~en i  t I l t -  d l l g  I r i l l l t t ’d  l v i i’ t h it’ t ’t ’e ’ l ’ iv t r t i,’ W I I t ,

I - t O t _ I r e  14 s I l o I w s t h e  i- t ’ wlt s I l l  t i l l  I t I t  I S I - s i l l I l  t t t t t ’ t i i p t  i l l  w l l i e l u  at) l I l t  I l l e l

t t t t t ’ t l l p t e l l  to  0 1 1 55  ( I I I ’  I I ’ l l  (v l ’ i  svi t ’e  t t t  0 1 1 , 1 1  I l l - i / I l l 1 1 1 1 1 5 1  t u e  V - I l l ’ , ‘l h ’i s  l l 1 1 1 1 1 1

UI- Il 001(1111 I ”-Li I i r u  i l t i  1 1 5 1 - c  I t l t t e l l l 1 l t  I l l  I h e t I l t  t I l l ’  5 - t e t l l  l I r  I I  th i e ’  s e t us l l r  ch IlIeS

S T I l t ’ hl t i l h ( ’ t ’  5 ( ’ V l ’ r t h i  f t - i - I  I I I  1 1 1 1 0 . ‘l ’ W l l  S T I l l - I  I l - I l  lI h i l I : l I I l l l n’s ( I nc I n  each  S t I l l ’  I ’ f

t h e  r I co  h i l l ’  V - i t t ’  t itt cl II I I I  u i l : I i ’ l )  i l I t l i l I l I I I l l  I 5 5 1 - I l I t  i i  I I I l t I k  1 i t  t I 1 1 I I V I ’  It t (‘ L ’ r l l  111111 ,

‘I hI ’ i t i t  r ’r _ l I l e ’ t I - I i  r l l l l t ’ I h  I ‘ I I I ’  111111  I I ’  I , i S t i  l k l ’ I I  I I  I l - S  - I I I  - i t l a n i k . t imI  I I I - s t -e tu t ie’d  e li  t h e

I t - I I I I I I I I ’ r .  ‘1 111 lLi ~~lt  I lie’ I I I i l l  I I  f t lie I I  - ~~; 1 l - 1 l  - I - Ii - I i I I I  f - t t ’ n u t , I lue ’ t i l a  t I l l  w a s

r i  ~ g i - r ’ t ’d.

I e t n ’  I t I t l I I h I I I i  5 \ s I l I I I  - l X l l I l ’ I ’ I I  I I I  \ ‘ t l l I , - l l ’  l ’ r t V i I l l l i l I l l l t t I i  m o t r u d i t i l l l u s , 110111 1111

th ut ’ I - f i l l ’ I — of T ( e t t t h i l - t ’  , l l l I I  I - S  t ’ t l i t u , 5 1 1 1 1 5 5 , I l l I t  I I I  I I  V I t a l . I~igui - e  12 i ’o r i ipt l r ’e s ,
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Al though snow a f f e c t e d  system response, bo t h by decreas ing detection sensi-
t i v i t s -  ti nd by changing the detailed shape of the response , i t was st i l l  possible I I ,

de tec t  inutn ’ud cr s  over the range of condi t ions  tes ted .  Some brief  t e s t s  were also

conducted to d e t er m i n e  system response to the presence of a t iletallic object rnov-

ing w i t h u i n  the  zone of p ro tec t ion .  For this  test , an adult  periodical ly raised a foil

coveu’ed box 1 ft 11v 1 ft by ti lt long over his head and then back to his knees. The

long dinuen s ion of the btoc re iu oained parallel to the ground while the box was  nuoved

fi’oti~ an ini t ial  hueight  of 3 ft to about 7 ft above the ground. The man stood erect

du r ing  this  exercise and orub y moved his arms up and down at the rate of once
every 2 sec.

The results of these measurements  for two or ienta t ions  of the box at e a c h of

two az inu ’suth angles are presented in ]“i gun’e 17 . The in te res t ing  point t t  n o t i c e

lu cre is that the system is not operating as an or vun id irect ional  radia tor  surrounded

by a s imple loop receiving antenna. For if this  were the case , the ratio of radial
response to t ransverse  u’esponse (R/T) would be expected to n’em ain r ’easonabl y

constant as the az imuth s  ang le was changed. The fact  t h a t  the  (11 ‘1) < 1 lot ’ 00 and

li l T) > I fo r ’ 900 indicates that the s t ructure  has a complex polarization pattern .
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The l l t e ’ a su  n ’ e ’n u m e ’ n t  r e - su i t s  that  have ’ been presented  c l ea r ly  sttow the  v a l i d i t y

of u s i n g  signals in the \ ‘ I b t - ’ n -t inge for the dete ’ct ion of i n t r u d e r s . The s tg t ut i l s  a l l ’

t - e l a t i v e - l v  e inua f f e ct e d  by large v a r i a t i o n s  in anub ien t  e n v i r o n n u se n u t a l  condi t ions  and

i n t e r a c t  st r t l n u g h y w i t l u  human (s i - i t ’)  ta rgets .
These p re l imina ry  i n e a su n e n u i e n t s  have den iuon st r ’a ted  the  basic opera t iona l

p roper t ie s  of such sy s t e m s  and have iden t i f i ed  a number  of areas w h e r t ’  porforns-

zunce could lIe ’ gre’ ti ll y irlipn’oved . I-or exanlp le, the receiving and transniitting

cables h-iad hi ghu a t t enua t ion  when operated on the  ground. This probl em could be

e l im i n a t ed  by us ing  l eaky  coaxial cables such as ( ‘E R T
9, 

or Radiax .  In o ther

applicat ions , s imply  ra i s ing  the  sensor loops a few inches 1ff the  ground would be

adequate .

The signal  p rocess ing  used in the  exper iment  was s imple  al though, in fact ,

p c - i - f e e - t h y  sui table for pn’act ical application. An operational s y s t e m  should have

additional features such  as a long t i m e  constant  AGC , BITE , C l - A R , j a m m i n g

al t i r t a s , and per fot ’mance  nuon i to r s .  All of these are well known techni ques which

could be e ’asi ly incorpon-a ted  into an operat ional  svst et iu .

There are  a nut suber  of measureti lents  which  have yet  to be nuade .  These

incl ude m e a s u r e m en ts a r~ und ain’craft  to de termine  the t ’ f f ~~ct of wing  mot ion and

radia t ion  pattei ’n nu od i f i c a t i on ;  t he  e ffect  of var ious  groetnd composi t ions on cable

sens i t iv i ty ;  the variat ion in the scat ter ing cross section of humans wi th  position ;

and the polar ’ izat ion proper t ies  of the sy st e m  as a whole. But these are expected

s imply to add to thue  i n fo rma t ion  base and not to disclose serious per formance ’

deficiencies .

A f t e r  these experiments were completed , some addi tional ns ’seasuu ’eiusen ts were

pe r fo rmed  to de te rmine  the fm-ward sca t t e r ing  cross sec t ion  of  h u m a n s  in the V h F

range. The se measurement s  were conducted  over a ground plane and repeated

ove r ear th . Scat ter ing data st_ -as obtained (Ivt l r  t tue f requency n’ange 30 to 450 M h h z

for  humans in upr i ght , kneeling, and ly ing posit ions . The ground plane t - c s i m l l s ,

for  an erect  adult about t 2  t a l l , showed a large anl lou nt  of s t r u c t u r e  w i t h  peaks (I f

vary ing amplitude occuri’ing at frequencies roughl y eolrre sp o n ding to A - - 2iu ,

n 0, 1, 2 ... . An overall rise’ in cr o s s  sect ion w i t h  increasing f requency w a s

a1~ o apparent . Th e general shone of the crelss sect ion vs fn ’equen scy curve eve n’ A
ear th was s imi lar  to tha t  obta in€ d ovo’r the ground plane wi th  two in i u p o n ’ t a n st  d i f f ~~i’

ences. First , the h ossy  ea r th  l i m i t s  t he  resonance e f f e c t s  causing  t h u e  v t u i ’ i a t i o l n

in cross section over the frequency range to he gr e ’ tu t lv  redue’e ’d. Se’c t lnd , t h u e

(‘l’:RT: Trade’ f l a m e .  T i r t l e s  Wire’ and (‘aNt’, Wal hin tgfom’d , (‘I 0l;4tl~

‘I n ’ade n a t o  I ’ , A t T d t ’ e W s  C ‘ I I r p .  , O n ’ h t u n i d l l  l ’ s i ’k , TU . 111 ) 102

23 
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a v t ’ t - ~~ig l ’  i ross sect ion is i - t l r u s i d e t ’ a bl  iIIs i I ’l but i t - i  , t t O l I h \  T i c - i t - L i s t ’  cc i t l t  I ‘ I I  ( 1 l l I I I V

is s t i l l  a p p a t- e n t . In both I L ist ’5 , t h u e ’  I’i’I I 55  . t ’ c ’ t i , i ~ Ili’(I pltf ’d t , f f  ~~I I 0  l i I b ’ I 1 1 1  1110 tihIl ut

50 ~i t l h v .
Ttie results of the s e n i e a s u r ’ e n u i - t u h ~ and the f u l l — s c a l e  c -x p e i - in ue n t  i l l I h i c L i t I ’ th itl t

the specific oper’ating fr’equenev is not critical so long as i t  is h d g h t  en ougl l  i i i  I l i t  l ’ r —

act strongly with an adult intr’uder’.

It t ot -ned elut  tha t  t he  i n s t r u m en ta t ion  i-equii ’ed lot’ i i u u p l enuen st i ng  t h e  in d c ’ pt ’n —

dent s e n s o r-  c o n f i gur a t i o n  that  pr’oduces a t o r o i d a l  L ’ i I n I ’  of p t ’ o t ect i otu  is  the sa l u t e ’  t t s

t ha t  n-equired lot- l i s t -  independerlt  s t ’ l i s l l l  t - o n fi g ’ un ’ a ti on i  t h a t  provides b l I ’ n u r S p h t e i ’ i ’a h

e l l vt ’ r L u g e . Thus , I l f i l  th u e  design of Ihe st ’ l iS I I t ’  ( ‘tible li need be i uu o d i f i e d  in t h e  t w o

methods .  Also the ex a e l  plac e m e n t  of the  cables or cen t r a l  t r o l l s  l u s i t t i n g  t i n t e l u I l L i

does not appear’ to be critical. The teehuniques e t i lu  be app lied to  t I l l ’  p T ’ o t e l ’ t h I I l u  t l f

a i r c ra f t , st i ’uctu  ces , or even opetu a r-eas . it et in  be p e r l lu a n e f l t l  i n s t a l l ed  or

ca n- n ed and deployed tempon -ar i ly  as needed .
A fol low-on program is underway to investigate till of I h i e  areas is-bert’ addi-

ti onal data is i’equired. Deta i led  n u e asu i - e  I l I t - l i t s  of s eve ra l  cable types , s e nso r

conf gur’atiotss , and signal p rocess ing  iiuet hio d. s  are being made .

~~, —1 ~IM ~R\

Radio f requency in t ruder  detec t ion is a viable option to provide pt ’ote ct ion  for

a wide v a r i e ty  of i solated highs value resources. The t e e i ln i q ul ’  p rov ides  inhe ren t

d i s c r i nu u i n s a t i o n  be tween  h u m a n  in t rude r s  and small animals. It is ruclt t t f f ec t ec l  t lv

rai n , snow , fog, on’ other variat ions in conditions . Sloss- e h u a n g e s  in 1 (11/i t ’Otu tT) e ’ l ita l

‘a c t o r s  are easil y conspensat ed  for anud r ap id  f luc tuat ions  i-an be f j l l e i - t ’ i l  1101 pro-

ducing a system wi th  hi gh de tection s e n s i t i v i t y  and a iew f a l s e - a l a r m  ra te .

2-1
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A ppendix A

Categor ization of Int ru sion Detection Modes Investig ated During Model
Measurements

The purpose of this section is to list some of the many RF techniques that

— I were investigated in the course of this s tudy.  The measurements  can be divided

into two broad categories as shown below:

I. Contact Coupling

A. Contact Detection

1, Tuned-Circuit Mode

2. Reflection Mode

3. Transmission Mode

B. Noncontact Detection

1. Perimeter-Loop Mode

II. Noncontact Coupling

A. Noncontact Detection

1. Induced-Resonance Mode

2. Independent-Radiator Mode

3. Two-Loop Mode

The distinguishing characteristic of contact coupling is that the structure to

be protected is physically connected to the R E  source; in noncontact coetpling it is

not. Noncontact coupling also includes the case of no coupling when the lIll iect is

not part of the RF system. Most of the  configurations let be ment ioned w e r e  imple-

mented in both balanced and unbalanced configurations.

27
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Three variations were investigated in which  the detector was connected
direc tl y to the object . In the Tuned-Circui t  Mode it was the impedance that was
monitored to indicate an intrusion . The Reflect ion Mode and the Transmission
Mode a re closely related. h ere the a i r c ra f t  served as one side of a t ransmission
line. A var ie ty  of conducting structures placed under’ the plan e were  u sed fo r the

other element of the t ransmission line. In the Reflection Mode it was the reflected
power that was monitored ; in the Transnnission Mode it was the t ransmi t ted  power.

Another  configuration placed a loop of wire around the a i r c r a f t .  This Non-
contact Detection monitored the power coupled to the loop.

The Noncontact Coupling experiments each used noncontact  detection for nuoni-
toring. In the Induced-Resonance Mode , t he ai rcraf t model was ene rg iz ed wi t h

di pole or loop antennas placed in close proximity.  The Independent Radia tor  Mode
does not depen d on t he elec t rical or physical properties of the structur’e  to operate.
An independent radiating system, t ypically one or more monopoles , is used in
conjunction with a perimeter  receiving loop. The two-loop mode uses a pair of
concentric loops 2 to 8 ft apart .  One serves as a t ransmi t t ing  loop and the other
as a receiving loop.

_ _



A ppe ndix B

An Impedance Method for Int ruder Detection a$
Mic rowave Frequencies

The tuned circuit ntiod e was tested on the model airplane and on a full scale

auto mobile (Dodge Dart , 1972 rusodel , see Figure Bl for dimensions .)  The

schemat ic  ei f the expe r imen ta l  setup is shown in Figure 132. The inupedance of the

systel it  is t ransla ted through the coaxial cable to the  in - m u pedance bridge. An
int ruder  changes the system impedance thus upset t ing the null condition and indi-
cat ing the intrusion. Various conu u b in at i ons  of feed locations and ground eleru -tents
were tried. These inc luded a 3 ft h lv  1 ft alunuinurn plate beneath the auto and a
metal stake dn ’iven in to the  C, ” Ilemnl d 111-side ’ th ie  auto. These variations appeared to
be of lt ’ s se-r  i- t I n s e q s i en t - c I I  - - -i  I t ’ L l 1 1  5~~~ t t ’ I u I  p e n ’ f or ’n iu a n ct ’  than the  fact of operating
the tuned nu ode. ~ I L l x i n 1 l u t t t  sI lt -c i t i v i t v  t o  tin m t  i ’usi (lru by an adult  occurred at a

frequency e t f  a p p r e l x i n u i c l t t - I \  :10 \l I I ’ , si i t l u  a l e s s e r  i’I’spiunse at 00 T\1 l i z . The r’tit I t I

of le n gt h of cL i r  to  wa ve l en gttu  i t _ L I - i  ; i I t l I l ’ l lX  10th  t I  0. a rid 1. 0, n_ i’s pe-e’tivei . For

a 0— f t  oman , the  heig htt  t o  wa v e ’ l t -ng t h i  L I t  I l l  w t i s  about 0. 2 atud 0. 4, n ’ t ’ spect  i v t ’ l v .
The pa t t e rn  of t h e  n ’t ’sh uo nu se  V t I n ’ i I ’ l t  dep e ’ni ihi n g I i i  t h i t -  h i l l - L i t  I l l i t  i f  t he  feed p eiint ,
a l t hough de te c t i e tn  ~ c n s i t i s - n t ~ t I ’ l i l L I i t l I l h  h l i g t I l I l t  t i l l  i t t t l - i i , i i l t l  I h i l ’ I I ’ t l i l i t s . M t l x i t i l i m n i l

detec t ing  distances t iv t ’t ’ I i I - I h  1 1 1 0 1 0 1  hI ft f r ’ e l l i i  t h ur I i i ’ . Pc t , ’is t I l l I ’ -, du r in u g  t i n

exper in t en t s  an anonu sktu s  t - f f t ’ 1- t  occel n - n - c t inn s t _ t I m - t I  t h e  t - ( I 1 I \ m L i I  - I l l -  I I I - g s t t  t I l

n ’ t l l h i a t e , beearn t ’ s I ’ n m s i t i v l -  t I l  n n i t r ’ u s n l l n l  ; t t t t 1 1 I 1 1 t  i t i d  i l j I ~~ t - t  t h u . ’  nut_ i l l  c - n l l t i t t l l n t  of
t I l e ’  bridge. ‘t hough I I I  l i l t I h l ’  , I l l  I l l ’  I t  I I I  - - - - 

- 
I h i s  i t t ,  1 I I I  m l i i i  I t  - I 11 0 1  I - ,  - i i  F I t  i t t

s 11l1 1(’ spec ialized detect  li ii - - 1 I S ’ l l t ,
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One other  technique  w a s  t r i e d  on the e L m ’ . A t t e - I l l l l t  u I - r I ’  i l I L i l l e  let  t - l i t - r g n  - I

( resonate) the car indi rec t l y b y br inging inlet i ts  I i l I I X i l I I i I \  L I  ( h i l u t I h e  ( l I r  a I I  l I ’ l l l . Pc

similar device was used for receiving the signal. ‘F i l e’ r e s u l t s  I l l  t h i I ’ ~~t ’ h i -  t -~

inconclusive.
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METRIC SYSTVS4

BASE UNITS-
Quantity Unit SI Symbol Fortnula

length metre is,

mass kilogram kg
time second s -

electt~C current ampere A
thennodynainlc temp eratu re ke lvi n K
amount of subatanc e mole mol -

lum inous int ens ity cande la cd

SUPPLEMENTAJY UNITS-
plane angle radian rad
solid angle steradia n ir

DER IV U) L lNTTS~
Acceleration metre per second squared mis
a t t m s i t v  Iot a radioactive sours-c) disinte gr ation per second (di si ntegrat ionl ll

angular acceleration radian per second squared radii
angular veloc ity rad ian per sect ,nd red/a

are, square metre rn

den si ty kmi og rnm per cubi t - metre kg/ rn

et ei tfi , cap aci tance farad AnN

ele, tri cel conductance Siemens S NV
em Inc fiel d stren gt h volt per metre V/ rn

eles tzi, inductance henry H V-s - A
eiec tri t potential differen ce volt V W A

,‘Iet tr tt  resista nce ohm V A

dc, tr ,,mot ine fori.e volt V W A

energy yule I N-rn
entrt t pv tou le per ke lv tn J11~
for ce newton N kg -rn/ a

frequency hertz Hz Icy , el/s
it lum inance lox lx list/ rn

luminance candela per squar ,’ n,eIre cd/rn
imi minous flux lumen rn cd-s r
magnetic field strength ampere per metre A/m
magnetic fists weber Wb V’s
magnetic flu x densi ty te il. T WhIm
m.gnetomotive forc e ampere A
power w att W Is
pressure pas al Pa N m

quantity ,,f electricity c m,u il, mb i - A-s
t 1i is nt mty of heat tt iule N-rn
radiant intensity wait pI’r ~~ i t ’ r a I I I d l l  Vi 5,

spe Ii, heat t t, u I,~ n c r hI II5r r~ bet s  it I k g b

stress pest at t’a N m
thermal cnn ductt s tt y ssa tt p.r metre kt ’ l vmn Vt rn-h,

velocity metr,’ per SI’ i l l t t l t  m x

v ,sc oa ity . dynamii pastel set tml Pp’S
vtscoaity, kInamati i square metre t~~

r s,’, I ntl m,

mil tage volt V Vt A

volume cubit m et re  m

wave number res -Iprlmc al met re (w .vet m

work ~ uIe I Nm

SI PIUIX ES

Mult tp t l t a t I t I f l  I’ai t,,rs t’ rc(i SI isytitb~iI

O0(t 0011 I K N t  111111 h I ” era T
1 SOil OttO thOU i 11 ’ ~ I$a

OOtIiiOO iii ’ trnmg. M
n taxi - r im ’ h t t t ~
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I Ill s t ’
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ii tOO te at twi t • i t t  • nani l
It I tOh mu l l  11111 Cli t i t  ‘‘ I’m,’’

ii 000 tXSt illS’ tCt O (thu r I I I  - .  f ,,mt ,I

It 111Cm ItOh) tX)() h u l l  mci i i it thl n i t  - . nih ’

r he avoided nhere pos.tttii-
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