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ABSTRACT

This thes is  t races  the deve lopment  of the h i e r a r c h i c a l, dynami-

c a l l y  r e c o n f iqu r a b l e , i n p u t/ o u t p u t  network wh ich  has  been c o n s t r u c t e d

a t  the Drape r Labora to ry . If  p resents  a summary  ~ the I - - ; i ( n  pro-

cedures used in determininq the network architecture , communication

methods , message formats , and overall topology . Further , it describes

both the hardware and software features that have been implemented in

the network ’s microprocessor-based nodes. In addition , the centrally

located software algorithms developed to configure , repair , and monitor

the network have been extensively discussed. Finall y, the thesis also

includes a reliability analysis of the network in a typical application ,

and a performance evaluation of the effectiveness of the configuration

and control programs .

The impiementa4~~~o of a hierarchical , dynamically reconfigurable

network ~s a radical ~e~ arture f r o m  the typ ical data bus oriented I/O

systems found in many applications today. The justification for this

departure lies in the improved damage — and fault—tolerant features ,

not found in other architectures , that the network possesses. Specifi-

cally, through the alternate path redundancy provided by the inactive

links , the centralized controlling element is capable of dynamicall y

reconfi guring the surviving portions of a damaged network in order to

circumvent the malfunctioninq elements . Thus , the overall reliability

of the I/O system has been improved , since it is now possible to main-

tain communication wi th each perip heral node and its host processor , in

spite of the occurrence of moderate levels of physical damage.
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‘O~i eariations of the basic network desi gn have been d e v e l o p e d .

One , termed the single level network , is the standard form o the I/O

net uaed in con junction with the Laboratory ’s OSIRIS (Onboard Surviva—

l b  Int t -i r a t v d Redundant Information System) demonstration implementa-

tion of a comxr-rcial aircraft fli ght control system. All nodes in the

s i r. ; l e  level n e t w o r k  a re  on the same hierarchical level and consequently

c000uiilciti- in an identical manner with the central computer. The

secn~~d vi riation of the basic design is called the bileve l network . In

this case , two separate hierarchical levels exist independently, joined

at only one point of tangency , the bi level node . The advantage of the

b i l ev e l n e t w o r k  over the s i n g le level ne twork  a r i s e s  in app l i c a t i o n s

where  the c o m p u t a t i o n a l  load is grea t  a t  the various local processors .

Since the bilevel network is able to effectively isolate the compu tu-

t i o n a ll y intensive nodes in a lower leve l network , not in direct com-

munica t ion w i t h  the  cen t r a l  processing element , an increased processnr
throughput is potentially possible .

To date , experimentation with a six-node sing le leve l ne twork

has indicated that the percentage of the available I/O bandwidth re-

quired for network management functions is compatible with the operation

of the di gital autopilot application program. Additionally , the average

time required to detect a fault, load the software reconfiqu~ ation task,

and correct the indicated malfunction , given the characteristics of the

hardware currently implemented , is on the order of 1 sec . Finally, the

scftware overhead in the central computer for the network control

programs has amounted to less than one thousand sixteen bit words , plus

an added three hundred words for system tables and constants. Overall ,

the hierarchical, dynamically reconfigurable I/O network , is conceptual-

l~ well suited to the broad rare of applications requiring a high

availability input/output system.

‘r~ esis Supervisor : Albert L. Hopkins , Jr.

Title: Staff Membe r , The Charles Stark Draper Laboratory, inc .

Thesis Supervisor: Hoo-min B. Toong

Title: Assistant Professor of Electrical Engineering.

6



TABLE OF CONTENTS

l a  vi

C H A P T E R  1 . INTRODUCTION 11

CHAPTE R 2 .  FAULT - TOLERANT D E S I G N  A L T E R N A T I V E S  17

2.1 Desi gn Co n s t r a i n t s  Imposed by the A i r b o r n e

E n v i r o n m e n t  17

2 . 2  Se l e c t i o n  of the  N e t w o r k  A r c h i t e c t u r e  Ove r

Other I/O Alteroatives 18

2. 3 Serial or Parallel Transmission 22

2.4 Circuit—Switched or Packe t—Switched Procedures . . . .23

2.5 Network Control Considerations 27

2 . 6  Topolog i ca l  Op t i m i z a t i o n  Conside r a t i o n s  29

CHAPTER 3. THE SINGLE LEVEL SIX-NODE NETWORK 35

3 .1  Genera l  Descr i p t ion  and C a p a b i l i t i e s  35

3 . 2  Test N e t w o r k  Topology Select ion 37

3.3 Nodal Hardware Descrip t i o n  4 0

3.4 Nodal Operating System $5

3.5 Network Configurati on and Contro l Software 50

3 . 5 .1  GROW 

3 . 5 . 2  H ~.T N t lCURE 

3.5.3 TEST 61

3 . 5 . 4  SYSP ROG 70

3.6 Incorporation of the Network Confi g u r a t i o n  and

Con trol Software Into the CARDS Multi processor . . . .71

Ch APTER 4. THE BILEVEL TEN-NODE NETWORK 75

4.1 Ci-ner al Descri ption and Capabilities 75

‘1 .2 Test Network Topology Selection 78

4.3 Nodal Hardware Description 78

4.4 Nodal Operating system 80

4 . 5  Ne t work  C o n f i guration and Control Softwa re 82

7



CHAPTER ‘ . R E L I A B 1L~~TY A N A L Y S I S  .~~~~

5.1 Definition of Peliab ility i n  the  Con tex t of the

OSIR1S I/O Environment 89

5.2 Reli ability Considerations in a Typ i c a l  O S I R I S
Ne twork  9 1

5.3 Reliability Improvements Provided by the

Altern ate Paths in the Demonstration Six-Node

N e t w o r k  93

CHAPTER 6 .  PERFOR MANCE EVALUATION OF THE SINGLE LEVEL NETWORK ’S

CONFIGURATION AND CONTROL PROGRAM S 97

6 .1 Key F a c t o r s  A f f e c t i n g  Network P e r f o r m a n c e  97

6 . 2  (; :-jIMJ~ E v a l u a t i o n  99

6.3 R[:CONFIGURE and TFST-TIME Evaluation 106

CHAPTER 7 TOPICS FOR FUTU RE INVESTIGATIONS 109

CHAPTER 8 CONCLUSI ONS 111

REFE RENCES 113

8

—-... -.,-
~~~~~. 

~~~~~~~~~~~~~~~~~~~~~~ ~ 
, .  . • -

~ 

.——

~~~ 
— 

~



L I ST  OF F I G U R E S

1.1 B l ek D i i t r a r  o f  the  D e m o n s t r a t i o n  O S I R I S  S y s t e m  13

2.1 Data Communications Structures 20

2.2 OSIRIS I / ~ Bus  Block Diaqram 24

2 . 3  H y p o t h e t i c a l  D i s t r i b u t i o n  of A i r c r a f t  Node L o c a t i o n s  31

2 . 4  F l o w c h a r t  of t h ’~ N e t w o r k  Topology E v a l u a t i o n  P rocedu re  33

3.1 The S ing le Level Six—Node N e t w o r k  and the  CARDS

M u l t i processor  36

3.2 Sin$le Level Six-Node Network To p o ln o y  38

3.3 M(800 Microprocessor Node Bl ock Diagram 40

3.4 Node Internal Switching Circuitry 4~

3.5 Physical Link Structure 44

3.6 CPC—Node Message Synchronization 

3.7 Flowchart of the G!?Pl~ R o u t i n e  59

3.8 Resul ts of GROW for a Typical Six-Node Network 60

3.9 Results of GROW for a Six-Node Network with One Node

F a i l u r e  61

3.10 Results of GROW for a Six—Node Netwi rk with Two Node

Failures 61

3.11 Flowchar t of the RECONFIGURE Routine 63

3.12  F l o w c h a r t  ‘d the TEST R o u t i n e  (,7

3.13 Monitoring a Six—Node N e t w o r k  f o r  F a u l t s  68

3 . 1 4  C o m p a r i s o n  n i  R FC ( N I ’ I C I ’ P F  to R E — C D O W  f o r  Ne twork  Re~~a i r  69

3.15 R e l at  o t i  of h i  D E T E C T / R E C O N F I G U R E  Task to the

Time I vent o n u e  74

4 . 1  The R i  l e v e l  N e t w or k  Concep t  I t

4 .2  R i  lr ~ve 1 Ti - ri — N o d i  - Ni- t ~~ ‘ ir k  Topology 79

I)

ii .  - --. . —



4 . 3 t i.: i t - ; l ~~~
- F h i re a C e t i t - t  i i  S W  lo~ i i t  i n -  i s  N i  l o ~~~- r

A 1 i l  cub t~ .8

4 . 4  T y p i c a l  B i l , - ~~, - i  N e t w o r k  W i t h  Iwi Sub—Nets •

4 . 5  1 6 -s u i t s  of 8~~~ m t  i t u r n i i  r i  F i g u r e  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

3 . 1  F xai~ip l ~-e n sor  C o n f i t u r i t io n  ‘0

5.2 Fxam l le Eff,- t ’i C ii i i ; i i t  i t i o n  ‘t i

6.1 Graph of ? ‘-€ -ra qe c ; wSc — ’r - I M I :  to Number  of  Node! ~n t h ~-

IRS 102

C r a t  it of A v c - r a ’~c- (;R o W — T J M E  to Total N u m b e r  of CI’C

T~~r’s - out s  102

6 . 3  Sr u p h  of Avera~~r- G R O W — T I M E  to To ta l  I/ O  Time 105

11)

.4 . --- - .



CHAPTE R 1

I N T RODt  ( F  I o N

The t t , n t i a l  r i l e  01 d i s t r i b u t e d  pr o c e s s i ng  has  b i t - cue i n c i n - s—

( s h y  i n o p o r t  a n t  in  t h e  r e i l  t i m e  c o n t r o l  ar id d a t a  m a n - i  ; r r n i i i t  e n v i r o n —

‘ i t s  of  ntto y r n m er c i a l , i t i t l i i 5 t r i I 1 , and n ’ l l I t l r y  s st r r r s .  lo -,:aose

of t h i -  c l e c l in in ;  c e n t s  of hardware , the p l o - e r i - r i t  of a s i g n i f  h r - a n t

a : ‘ n i t  of computat innol capability at a r -m ’ot i l ocat  i o n  h a s  t o - n o r  r-

iu ,isible. However , t he i n h e r e n t physical si- la r o t i ons , and pro lif i -ra—

t i’~~ i of a l d i  t i o n a l su b — s y s t e m s  r e s u l t  j u t  from such ii d u s t  r i b u t  i,tn , h i v e

r e s u l t  C i i  in  a dramatic increase in the ‘“ l o n e  of i n p u t  n i t ~t I / O )

c n n t i u n i  i t  i o n s  r e h i r e d .  S 1 o a r l y ,  it is - s n m i t  i al  t i t i t  t h i s  a 1 1 e d

‘ - o n n u n i c i t i o n s  load m u s t  be made as r e l i a b l e  as posst itl i - in cr Ier to

s i t i s f  y t h e  s t r i r t - -  u t  performance requir Em , 01 5 i m p O S ed  by m o s t  h i t h —

i ’ ’ i i  l o F t  I t i :  s y st  r u ;  [2 -1 ]

To achiev e hi th l y rd i ibie int er— d ivice communicat irons , some

t yp e  o ’ !  t i l t — a n d  d am a g e — t o l e ’ o t i t  imp l e m e nt a t i o n  is n o r m i l y ti  i t - i .

F u k  i n ;  t i t ’-  f or m  of re lu n d a n t  h a r d w a r e , i l  t e r n - i t  - communication aths

or err’’r ri-cot-cry procedures , f o r  ex a m p le , t h i - s i -  ea t ures 1t r ~~t - L h )  a

t i s t r i b i t i - t i  I / O  c omm u n i c a t i o n s  sy s t o - - w i t h  I hr c a h , i i i l i f y  f o r  ‘ j r i c e f u l

te; r o t o t  I o n ” [ 3 ]  [ 1 6 ] .  In tither worth ; , t he :;-m t em can continue t~

o p e r at  - -  c o r r ect  l y ,  - t i  i n  the  pr - s i - rlci of a - r i - t i - f ermined threshold

of hi t  twi n -  or softwart- faults , or at f i r  i n c u r r i nq  m o d e r a t e  I t - i - i s  o f

phys  i nil  d a m a g e .  M , i n . ’ such  I/O s y s t e m s  e x h i t i  t i i t  a w i  I i -  r an re  of

f i i l t — t , I i - t in t  c I } l l , i l i t i e s  h a v e  been built dun n’; the ant si v i - r i l

y e - ir s  2 4 ]  . T h i s  t h e s i s  w i l l  t r e o -  t h e  t o - v i - l o p m i -n t  of ‘ ‘n i  such  l i p l i —

m e n t a l  ion or  a (uo t ; inbi n ( i i a I  a i r c r a f t  f l i g h t  - i t  r o l  ;:sl i - t r o  t h a t  has  br et t

e nn u i  r u ct  i - t i  a t  the  C h a r l i - s  St o r k  Dr l I t - r  La i r o t ’ o r v .

Since t h e  i l ~~e l’ t t , Q ’ s , I h D o - i  ibo r t o r y  has  been l i l n u t

- 5 1  i t i5  l i i i . - l pl I ication ‘ i t  f o i l — I  e l i - r i !  n i t i ’  i~ o r o ce ss 1n q  technology to

a u r n - i : of d i g i t  i l  c o t o t r o l  i i i  i c i t  ions , ; n i ; i r i l y  t i  t he  a r - a  of

i i  r e r i  f t  f I i i ;h t  ‘ - o t t  tn, systems (16 I 1 2 5  I I 2 9 ]  . Out  of th  I s t e n t  I n u i nq

i n v e s t  i ; i t  t o n  h i s  • - r u o i - r g i - i  t h e  os I R I S  ( ( O t , i , o i r I S o t r ’ : t ’ i h t l i -  T n t e ; t i t i - oI

1 1



R c d u ’ o l i r i t  I r i f o r n i r i o t  in n  S y s t i - o - o )  i -m o o . - ; t . ( o t ; I ! I S  is a r - i l — t  r i le t i s t r i l  I—

ted ‘ t t o c t - t ; r ; l riq s y s tem  i - o o i r t i o - o t n i ;  o f one on i o n -  f a u l t  — t o l i - r i o t  ruo ~ l t i —
j rooin ssors , i i  _ i , i t ; i i t t i — i r i , I  f a u l t -— t i - l i - r a n t  t o i l w i t !  k , ph y s i c - t h y : ; i - h l r o t

local o , o o - S u ( o r s , a l i t ) h i- rat i - r i - i l  s o f t w a r e  f- i n f a u l t  dc l  i t  1 0 0 1 1 , j o h n ’

f i c~i t i o n , and  n - c o o t - i - n v  [ 1 5 1  ( -n - i -  1 - i q U r e  1 . 1) .  A n i - x ~t i - r  u n t i l  i i  t i - u  S in s

o t  OSIRIS is p r i - s e t o t  ly  i n  e x i s t  i - t o n , and  i t  is  I t o - ( ) S I R I t t  t i l l  S t i l l ’

n et  work which is to be St  rid i i - it i n o t h i s  t hes i S .

The O S IR I S  fault— otto ) oi i r ’ a - ; i - — t o O - - r - i o t  n e t w o r k , f i r s t  i-n t - i t ;

in 1973 [ 2 9 ] , was  o r i g i n a l l y imp lem c-nt -c l in l ’) 1 4  i s  a s i x — i t , -  s i n t h i -:.:

network of hardwired circuit t witches under centr al softwa n’ s t r o l

[25]. This demonstration w~o s  v a l u a t e - i  under an o ) t f  i c e  of N - i - i l t~~-—

search contract to investigate the possible app l jo - i t  j e t ;  o f I he  i i , - ’  w r k

approach to shipboard data management systems. Soon a f t i - n  t h i s  o r i - ; i -

n a b  e f f o r t  had been s u c c e s s f u l l y  comple ted , the rap id ri se it t low ct~~ t

microprocessors  s i g n a l l e d  t h a t  a more f l e x i b l e  f o l l o w — o n  i r t l l i - m i n t o t i o n

could be realized by centering the design of to ’ network tied- - a rou n d  a

rn o i ( r - t pr o c e s s o r .  C o n s eq u e n t l y ,  w o r k  was m i  t j i t , - i i n  e m ]  7 1 ‘l7 ~ t o  in-

corporate the microprocessor into the demonstration network. At t h i -

same t ime , i t  was decided to u t i l i z e  as the  c e nt r a l  processing cent -n

for the network the CARDS multi processor , anothe r C.S. D r ap e r  n i -s - a r - t o

e f f o r t .  W i t h  t h i s  d e c i s i o n  the “ b r e a d b o a r d ”  O S I RI S  sys t em had h i - i - o n  t o

take shape . The central processing center , or CPC , possi ssi - - i an  exten-

sive assortment of fault—and damage—tolerant features. It was able to

execute , s i m u l t a n e o u s l y, multipl e tasks in addition to the software re-

quired for the I/O network confio ,iration and control. Some of the more

significant features of the CARDS multiprocessor are as listed be l ow:

1. triply modula r redundant processors

2. t r iply modular redundant memories
3. triply modular redundan t I/O modules

4. tri ply redundant sen - il I/O iou ;;

5. dual redundant line drivers arid receivers

6. a d d i t i o n a l l y ,  each I/O module contained among other thin ojs ,

bus isolation gates and error o l e t i t o t i o n  and recording cir-

c u i t r y .

Subsequen t to the beqinninq of work on the network of micropro-

cessor nodes , a follow—on to the previously cited Office of N~m v i l  Re-

search contract was received. The objectiv e of these additional i unds

was to de mons t r a t e  a concept , f)ropose( 1 e a r l  ier  in r r - f  e u en c e  1 2 6 ]  , k n o w n

as a “bi  le v i l n e t w o r k ” . Th i s concept  evo lved  as an a t t e m p t  t i i  more

fully realize the hierarchical system potential o h the -;&-ner~tl

12
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fl et w - u  k m r - l m m t - - t o i r & -  [ 2 i j .  In a liil i vel ;i - -t w ork , t o  t i m  g i - - i i i  IS-

r o i o , i o - u , k t o o i w : o  as ‘‘i i 1 - v - i  nodes ” , would ii low two ( l i s t  m c I  u r , m l  or r i - - I  —

w o r k s  t o  ex i s t  l r ; o i o - l - r - t o i t e n t l y ,  ~o i t i d  o n l y  - i t  a s i ng le p o i n t - i f  t i n - t i - t i n y ,

the l i t  l i t - i l node ,  I f  the two n e t w o r k s  v o l e  h u t t  i r c h m i c a l  l y r , - l o t , - i  ( 1 . ’- .
one i t t  t h e m  s u i t - t n t )  s i t e  to  t b o o i t  hi -n) then the bilevi -l rio-i w i t h  k could

E f f e c t  a c l e a n  i t v j s i o n  of I t o , -  t o i - t w o n k  niO t m l  V - m o b  cot ~ ; I t  I t  i o na i

r i - o p o i  f l s ib i l i t j i - s .  Thou c h a i R - I  i - m - i s t  i t — , pi t - t o t  o i l y ,  soO t r i - u i  i l l  i i

s i - ; ; i f i c at ot i n p r o o - :etui - t o t  in  l oca l  pno ci-s stnq t : h r ’ - t ; - ; h 1 - ; i t  , w h e n  i - r ; l n t - t

to t h e  r- e s u l t s  o b t - i i r t t b l e  f o t o t i ;  t ft s i r t t p l  i - ’  S i t ; ; i i -  levi _- i I

a l r € - a - i y i n  d e v e l o p m e n t .  ‘rhrou j h f a i r l y  m o d i - st  ,i t d  i t i o n s  I t f~- i - i t

woo i~ f o r  t he  r r r i ’r t oj o r o ) c e s s o r  noc l i - , i t  was di- t i- rmine d t h a t  m b i l  1

store could also b~- t~(i i;stroocti- °i .

Thus , is t h i s  t h e s i s  began , work  was  u n d e r w a y ,  not  on l y on

i n c o r h i o r - o t  i on  of t h e  m i c r o p r oce s s o r  i n t o  t he  f o u l  6— a n d  tta m o ;e—t ler t o t

input/output neti- ot nk of the demonstration OSIRIS system , b u t  on the

preliminary stages of the eventual modifica tion of the slro;le level

netwo rk into a h t i l i - v e l  network. It is t hor oio; - - ; -L ive of this e l f i n ’

to c ’o n t r i b u t c  to bo th  of thi s’- research - : i o o l s  s t i t  i t S  i i o i : o v t , in  t h e

f o l l o w i n g  r t o a n n e r :

1. To t r a c e  the  d e s i g n  processes u sed in both the single ant)

bile-vel networks.

2 .  To i t - - sen i t s -  th e  h a r d w a r e  and nodal operating systems that

have  been developed  by C . S .  D r a p e r  p e r s o n n e l  [ 2 8 ] .

3. To dev e l o p ,  m r n l I i - t ; ; , ro t , - o n d  e v a l t o i t  i -  t b - -  s o t  t w i ir e

algorithms needed tO - (l ul l r o l  and conf  in u r e  bo th  t h i -  s i  n i l -

and  hil t-E l networks.

4. To present some indio :,ition of where thm- cu r r e n t  n e t w o r k  r r - —

si- arch ci fort should p r ioo - -ed n e x t , based on t h e  p r  001 i - u s

made to date.

Although the approach to a t an t — a n d  i l a m a ij e - — t o l e r a n t  1 / I l  n e t w o r k

is imp lemented in the OSIRIS system is uni que , other existing computer

systmr’ ;o do ut i l l  ze , t t o  v a r y i t o - ; dm -o; r i - e s , fault—tolerant feat ures in

t h e i r  i r i t e n — c o m m u n i c i t  m i ;  0 - h i - r o n . lies  u t e s  l i i i -  norma l e r r o r  t i - I  i - ct  i o n

and c o r r e c t i o n  l a m  I mm cd on i n c o m i  fl dj  d a t  i by most  sy s t ems , ne t w o r k s

such as the  A RP A  ( A t i  ‘ ‘ t m  n i - -d He n - i t  n o  I’  r ’i ; t- c t s  A t e r o t -y ) n e t w o r k  a l s o

possess a r e c o n f i ; o i r , m t i i i r o  - i i h i l i t y  [ ( 1 .  T h i s  t e i t o m n e -  is  m a d e  pos—

s i bl e  t h r o ugh  t he  use  of I t  i i  t i c k e t  OW I t ct i  i nq node t~~o rui i ut  i - u s  kn own as

I t-fl ‘ s ( I r i t i r f a c e  M e s s c p -  I r o c i - s s o t r  ; ; )  . I n  the absence of r t i ’r m a l l i m i t  i n ,

1 - l
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each IMP t r , i r i s r n i t s  t i t l e  p i c k e t o; on U f l o m s e i l  I m n ’ s m t  h a l f  second t n t  i - n —

vul s. The l ack  of a u a - t  u r n  p a c k e t  or j n c o m u r o ; t r a f f  I C  I r o o t  j o ;~~t -s a
f a u l t y  l i n e  and i l  lows t h e  t l ’ ’ t o , i r : o i n  r o u t i ng  L m l i l ~~s at  ,-~mt :to r o o i I ~ t o  b’
upda ted  a c c o r d i r o ; l y .  T h u s , f a u l t y  l i n k s  o n e -  I t y l t a S s i l o l  and  p n i - v i o u s l y

spare  l i n k s  are  a c t i v a t e d  a u t o m a t i c a l l y  [ 2 3 1 .  T h o ugh  n o t  as c o m p l e x ,

CYBE R N E T , of the  C o n t r o l  D a t a  C o r p o r a t i o n , m i s o  has  a f a u l t — d e l i - c t  J o n

and c o r m t - - t i o r i  c a p a b i l i t y ,  bu t  i t  r e qu i r e s  h u m a n  m i t  ‘ - - - -n ’ m i t t  t ’  t

‘ m t ,  t h e  r - e - o i u r ; i , m ; t . l i n k s  [ 1 7 ] .  St  i l l  o t h e r  teleo - ot ;-ur un ic al i t t n i s  n ’ - t - ~- - - r  k ; ;

such  - i s  ~iE R I T  i t  t hi e : u o i i - c r sj t v  of M i c h i g a n  and OCTOII’US it l - t w r ’ -  n o -

noore- l a i t n - i t  - i  i i ’ s i n  C a l i f o r ni a  a l s o  imp l e m e n t  r c - t i o i r o i t , m n t  1 t oSs  t o  pro-

vide alt ernate communication paths in the event of link ~ r 1r ~~ ssor

failures [7]. In -ill the e xamp les given , the need for a hi- ;hly rel i - ib le

luitercommunic at ions system is satisfied to a great : extent b y  uti liz i i ;

the  d u a l  concepts  of m e d u n d a n c y  and  ri-t-i ;nfigura hi l i l y .  These two f-

tures -Ire also found to be dominant in the design of the O S I R I S  ir t ~- t t ~ /
output network.

In the chap t~
-’r r; to follow , the d e v e l o p m e n t  of bo th  t he  s i n g le

and b u t - v - i  netwo rks is examined . Chapter 2 discusses the various

decisions that wi-re made du ring the preliminary st ;m i ;e s of the  n i i t w o m h

desig n. Chief among these include:

1. I/O a rchitecture selection

2 .  Communications method selection

3. L i n k  and  d a t a  c h a r a c t e r i s t i c s

4. Topology selection

Chapter 3 expands , in f a i r l y great detail , upon the features of th~-

single level six—node network. Included in its discussion m r  t h i -

f o l l o w i ng t o p i c s :

1. G e n e r a l  d e s c r i p t i o n  and capab i l i t i e s

2 . fli - i i  t o s  t r o t  ion t o p o l o g y  5k’ 1 C C  t i t i

3. Nod a l ha rdware

4 . N o d a l  o d i e r a t  i n ;  sy s t em

5. Network configuration and control software

6.  I n c o r p o r i t  ion of n e t w o r k  c o n t r o l  and c o n f i g u r a t i o n  s o f t w a r e

i n t o  t h e  CPC

C h a p t e r  4 r e p e a t s  in  i l - n t  i c , m l i i i - v e - I o p m e n t  t o t  t hu ,  b i l e - v o l  t e n — r o o t ) , -

15 
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network . U n f o r t u n a t e l y ,  the complete h a r d w a r e  i m p l e m e n t a t i o n  of the
ten-node network has not yet been completed . Chapter 5 describes the

general problem of evaluating the reliability of a t y p i c a l  O S I R I S  I/O

network. I t  a lso d i s c usses , assuming a number of apriori conditions ,

the increased reliability characteristics that the alternate paths in

the six—node network contribute. Chapter 6 treats the subject of the

performance of the single let - t i  ,oi-twork , particularl y in the area of the

confiquration and control algorithms ’ evaluation. Finally Chapters 7

and 8 present topics for future investigations , and thesis conclu—

sions , respectively .
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CH APTER 2

F A V I T - T O LI- RANT NETWORK DES I SN ALT ER NAT I V t :  -

2.1 pe~ jgn Constraints Imposed by the Airborne Environment

The ini tial step in the  d e v e l o p m e n t  of a n y  ; o - r u e m i i  crornn;oi n ;ooi ’ i n. - ;

n e t w o r k  is to i d e n t i f y  t he  se t of parame ters over which ~ t~ i; i h i S i t~ i s

to be a f u n c t i o n . Among t he  more i m p o r t a n t  of t h e s e  i t e - r ’ s m i - -

f o l l o w i n g  [2 0 ]

1. Total  cost

2. System reaction time

3. N e t w o r k  s u r v i v a b i l i t y  and v u l n e rab i l i t y  c o n s i d e r m t  ions

4 .  N e t w o r k  e f f i c i e n c y

5. Network user requirements

6. Serial or parallel transmission

7.  C i r c u i t - s w i t c h e d  or p a c k e t - s w i t c h e d  p rocedures

8.  Message r o u t i n g  procedures

9. Network control

10. S e c u r i t y

11. N e t w o r k  topology

For the  O S I R I S  i n p u t/ o u t p u t  network , several of the above design

considerations , when placed in the context of the airborne environm ent ,

form a set of constraints over which the network oh-si gn m oist be

‘op t imm y - d . Sp - e i  f in a l l y ,  the  tel  l o w i n g  a re  thr- ir .o p o r tan t  q ue s t i o n s
to be answered during the  network design process:

1. To ta l  Cost

1)0w can the desired levels of performance and reliability

be achieved , while still minimizing the total cost , and often

more importantly, the total weight of the system?

17
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Svs ter t i  <c - a c t  1010 Tj o:o i-

Ca n I lie I o t nc t i ons  ~o f  to ~ - t wi t o - k i - sr i t i ‘ ‘ o a t  ion t r o  t - n ot ~
() I hi -

i . ono r p1 i u h e d i n  a r e l . i t  i v - l y s m al l  h i - r o n - r o t  i t -  of  th e t i o t a ]  J / o t

l t a n d w u t t t t o ? I f  r o u t , t h e i r  u t i l i ~: . i t i on  w i l l  i r t t i - r f e - n - i -  w i t h  I t o ’
u n m r - 1- I I  m - . r h t  o - o 0 0 0 t  r d  functions ot t h e  o ver a l l  sy n t  i - ; ; , t h i n -b y

. t i - t r  itt i r u g  tb  - ;;ys t - r i  r i - i ’  -t i i i t; t i me .

3. N e t  w i n k  Su rv  i v a t i  fl t t  m no t  V u l n e r a b il i t y  Cons i d er a t  ions

W t o i is the t i e - s i r e d  l e v e l  of r e l i a b i l i ty  r e gu l  r i - o f ?  low

is i t  c lef  m cd? 11mw much  t o o l  crams - ’ - t o  f o ul  t~ n and  phI’s j c . i l  d , i t r o o ; i ;

s t i o t o l d  l i -  in c o rp or at e d ~ 110w best  s h o u l d  tb - s i -  s u r v i’ : . i ii l  i t

f e -a t u n i s be imp  1 , - t o e - n t  ed 2

4 . S o - n  i n ]  or P a r i  I 1 - l  T r a n s m i s s i o n

W h , i t  me thod  of c o m m u n i c a t i o n  is bes t s u i t e d  t o  t h e  r o i - t —

w- - r  5? I tow is it  imp l e m e n t e d ?  W h a t  do the  a c t u a l  d a t a  l i n k s

loo k l i k e ?  Is the  c o m m u n i c a t i o n s  me thod  chosen  c o m p a t i b l e  w i t h

h i -  I ’ D b t i s  of t he  CP C?

5. C i r c t u i t — t -~w i t c hed  or P a c k e t— S w i t c h e d  P rocedures

110w does t h e  hierarchical architecture affect the  selec-

t i o n  of n o d a l  s w i t c h i ng  p rocedu re s?  11 mw does tr a n s m i s s i o n  Ii-

l a y  a f f e c t  bo th  m e t h o d s ?  Is t h e r e  an a p p l i c a t i o n  w h e r e  b o t h

a l t e r n a t i v e s  could  he u t i l i z e d ?

6. N e t w o r k  C o n t r o l

W h a t  t y p e s  of t r a n s m i s s i o n s  s h o u l d  be developed to con-

t r o l  the  n e t w o r k ?  W h a t  is n e c e s s a r y  to e f f c - o - t i v c - I y  c o n f ig u r e  a

network , ver i f y  i t s  correct o p e r a t i o n , and reconfigure it when

- i  f a u l t  is d e te ct - t i ?

7 .  N e t w o r k  Topm1o~~~

Is t h e r e -  an  o p t i m u m  a r r a n g e m e n t  of d a t a  l i n k s  f o r  the

n e t w o r k  t ; i v o r o  t h e  ge ogr a ph i c  l o c a t i o n s  of t h e  nodes and  t he

n u m b e r  of I /O  p o r t s  per node? D y e - u -  w h a t  c h a r a c t e r i s t i c s  i s

t h i s  op t im i z ~i t  i o n  ) i m i t c o - s s  t o  he conduc t -d ?  11mw sc -n s it  (y e  is

the  n e t w o r k  p e r f o r m a nc e  to v a r i a t i o n s  in  t o p o l o g y ?

A n swer s to t h i s ex t e n si ve l i s t  of i mp o r t -m t  q u e s t i o n s  w i l l  be

presented , not o n l y  i n  subsequ e n t  s ec t i ons  id  t h i s  c h a p t e r , b u t, a l s o ,

to a v a r y ing ex t e nt , in a l l  succeed h u g  c h a p t e r s .  ir f r~~u( 1hoiI t I he deve l-

opment  ; however , a t l r e ’a t e r  e m p h a s i s  w i l l  lie h i l ~~~- m - l  upon in t O  e ’ v i r m g  t he
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re - q u 1 r~ - ii  f a u l t — a r i d  t i . m m a ’ u - — t o l  o - n , i u o t  c i i p cmbi  l i t  ie s , r a t h e r  t h a n  m p o r o

m i n i  i o - o i in m g  such n o t r o s i d e r a t  i o n s  as t t o t a l  cost , s o f t w an ’’  S i r u h t i  m t y ,  or

t h e  t i l t  , m l  w. - t y h t  of the  1 i r o k i i ;e  m a s s .

2 . 2  S e le ct i o n  of the  N e t w o r k  A r c h i  t e n t  I r e  Oi,,er Other  I/ O A I t r - n n u t i v e s

The t i , ’ n t s m o n  to u t  i i  i ;n e a n i - t  w i t n k  ;; t - h o - r ; - - fo r  t h e  (05 11<15 i n p u t  /

ou t p u t  no: - ;mu rm i c . i t  s it s  me thod  was  based on a c a r e f u l  e x a r i t i n a t i o r i  of t h u

1 ;e ; -o and  d i s a d v a n t ag e s  ot  t t ~~- v a r i o u s  f u u o d a ; s - n t a l  f a u l t — t i e r a t o t

c on u mu n i c 1 i t l on s  a r c h i t e c t u r e s .  Th i s  c o mp a r i s o n , as s u m m a r i z e d  in  T a b l e

1 , served to d i ff e ’r e - r o t i a t ,  between the three most common structures;

the dedicated or star connection , the redundant bus  c o nn e c t i o n , and the

network connection (s ee  Figure 2.1). Though each alternative possess’s

definite strengths and weaknessess , the overriding concern in the OSIRIS

application of providing an uninterrupted dm ta stream to the central

processing center , t ended  to n a r r o w  the  s p i - ’ - t r u m  of a i : cc -p t 1ib le  I/O

alternatit-es. Specifically, the communications s t r u c t u r e  to be selected

must , among other capabil ities , be able to continue to function correct-

ly in the presence of moderate levels of physical damage [15]. Addition-

ally, it is desired that the occurance of isolated faults in one node

have a minimal -ffect on other nodes. In other wor’ls ,the faults must

be uncorrelated in tinder that the validit y of the data stream not be

tlet;raded [161. W ith those restrictions <mci the comparisons of Table 1

in m m m l , the network architectu re was chosen as the logical choice for

t 1oi ~ OSIRIS I/O system.

In  essence , the select ion of the  ne twork s t r u c t u r e  f o r  the  O S I R I S

s y s t em  was a compromise between the dedicated and redundant bus archi—

tectur€- s. Like the redundant bus , a network has a large l i n k a g e  mass

resulting from the necessity of providing tilternate communication paths.

Yet , like the dedicated connection architecture , it does not require

complete replication in order to achieve routing redundancy [251 .

an additional consideration ,in a hierarchical design the network con-

trol intelli gence is centrally located , often in a well—protected ,

redundant , highly dar’iaqe—r e’;omst tn t environment. This is a key feature ,

for as long as the central processing element remains fur utional , the

network as a whole is able to survive in the face of a p a r t i a l  loss of

capability. Through its ability to reconfi gure the remainin g network

connections , the CPC can isolate the damaged portion of the network and

effectively circumvent it in most cases. A n o t h e r  noteworthy advantage

of the hierarchical structure is found in the one—way initiation of all

comiruunications by the CPC . Since the central processing element is the

top level of control in the system , all data , control , and configuration

requests are originated in the CPC , thereby greatly simplif ying the

19
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TABLE 1

C O M P A R I S O N  OF MAJOR F A U L T - T O L E R A N T

COMMUNICATION STRUCTURES

ADVANTAGES D S V A N T ) E

1. Dod icated Connections (STAR Network)

Simp lest to imp lement. . D i f f i c u l t  to expand  once c e n t r a l

Failure of one node does not computer enclosure has been built.

“bring—down ” entire system (in- . Requires excessive wire wei ght

herent- “graceful degradation ”) . and bulkhead penetrations.

C o m m u n i c a t i o n  to node l o s t  i f

dedicated link fails.

Underutilizes the connection

me dium and i n t e r f a c e  e l e c t r o n i c s .

2 .  R e d u n d a n t  Bus Connec t ions

Fewe r l i n k s  and less cable  . More v u l n e r a b l e  to damage than

weight than dedicated network .

connections. Not readily adaptable to point-

Has good growth potenti al . to-point fiber optic imp lementa-

tion (bus coupler design)Less comp lex than network (mini-

mal operational and reconfigu— . Susceptible to “multi plier

ration software overhead) . phenomenon ” (single failure dis-

abling a large portion of I/OMost widely used (less develop-
system)mental risk)

3. Network Connection

Greatest tolerance to physical . Costly in associated node hard-

damage (reconfiguration) . ware and software overhead .

Simplifies the implementation of . More bulkhead penetrations and

hierarchical processing systems . wire weight than nonredundant

sing le bus system.Centrally located network control.

Less generally accepted due toSimplifies fault identification .
complexity of confi guration

control.

2 1



:s-s;; mt ;e r o u t m u i t ;  p rocedu res [2 ’ ) ] . S t a t e d  d i f f v r i - r t t . I V ,  too  r r ov i s i o n S

need be n - i d e -  in t he  c o m m u n ic a t i o n s  p ro toco l  to . ml l o w  fo r  node t o noode

i n t i - r — c o r n r n o u n i c a t i o n s ,, or to pr o v i d e  for  transmissions to the CPC m i t t  ~~
—

t i - f  by a node. In su u r o m a r y ,  a l t h o ug h the  r e d u n d a n t  bus  and do i t  i n , m  t i - I

~- t :or ;e -ct m o o n structures are excellent I/O a r c h i t e c t u r e s  f o r  many classes

ot g} I m i t  o uo s , the reoluirernoents pt~i t  f o r t h  by t he  05 11<15 s y s t i - r  d i n —

m t e  t h e  use of  a h i e r a r c h i c a l  n e t w o r k  f o r  it ~~ J/ ) scheme . In a ri;I,jto I

m t - n - h e a t  c o n , t h e  n e t w o r k  a p p r o a c h  is also well—suited to a n a v a l  s h i p —

f -  - a r t  e n v i r o n m e n t .  In  t h i s  case , m an y  of the  same r e s t r i c t i o n s  a imed

i t  i n s u r i n i n h igh  l eve l s  of p e r f o r man c e  and  r e l i a b i l i t y  t h a t  app l y i n

an r m r b r i r n e  a p p l i c a t i o n, are also critical to the  sh i pboard  c : o o m m a n d

m : ; - i  - a ; t r i t l  f u n c t i o n  [ 1 7 1 .

2.3 S e r i u l or l’arallel Transmission

Three c o n s i d e r a t i o n s  fo rmed  the  bas i s  f t t r  t he  s e lec t i o n  at  t he

t r o :m s t n o i s s i o n  method  f o r  the  OSTRIS I/O network.

1. W i l l  t he  method be f e a s i b l e  in a wide ly d i s t r i b u t e d  connec-

t i o n  scheme i n v o l v i ng  s eve ra l  nodes and m o d e r a t e l y  long

l i n k s ?

2 .  110w does the  ease of imp l e m e n t a t i o n  of t he  h a r d w a r e  communi-

c a t i o n s  i n t e r f a c e s  compare  for the two alternatives?

3 . Is the method compat 11,Ie with the internal I/O bus of the

CARDS multi processo r to w h i c h  i t  w i l l  be a t t a c h e d ?

On the basis of these three concerns , it was decided to use serial

asynchronous transmission throughout the network. Speci ficall y, this

wa s  the only one of the two alternatives which was bo th  easy  t t  o m ~t Ii .-

ment , and c o m p a t i b l e  w i t h  tie central processing center’s I/O bus. I n

a d d i t  ion , t ; -t m n o g  for serial insteat i of  p a r a l l e l  c o m m u n o n . m t l o r o s

i r . t i r f  ic -s red u ced the t o t a l  l i n k a ge mass  r e q u i r e men t s  by a r at io o f

in ; r ( o x i r n t ~u t e l y eight to one , a si g n i f i o - a r o t  s a v i n g s  in  cost f o r  any net-

wor k .

In  the breadboard OSIRIS systea’o standard microprocessor

a s y n c h r o n o u s  i n t e r f a c e  a d a p t e r s  (Ad A ’ s) were - chosen as the hardware

element to be the transmission controllers[26]. The s t . i n o ~i a r d  R S — 2 1 2

1 1 8 ] 60 mA current loop was selected as the lo .usis on which the Ad A’ s

would transmit a non—r eturr ; -t b— zero ( N R Z )  t y~t t -  n od , - . A l t h o u t i h  m s y m —

chronous o;ier .it ion does requi ne a d c l i t  i o u u a l  St a r t , st op m i t t !  I t o  r i t  v b i t s

to be sent with each byte transmitted , the re’ sultin c; r e o l o m n t  io n  in  t h e

22

~~-‘--r C • - - .  — 
__ _

:
_

- - 
—



e f t i - t i ’ : -  t i o t m - m h p m m t  is n o t  s o g n o i t  m i n t  i n  t h e  c u r r - r o t  o n r ; t i e t n o r - r ; t : m t i o n .
S t i l l , t u o r  a n y  n o ]  l w — - i t v er s i o n  t o t  t b , -  t S I R I S  syst -: t , a m o m c h  - t r e a t e r
1:0 f - i r i t i w m d t h  will toe - t o - ; o m i r e d .  T h i s  t o t - i - u t  w i l l  to ~ a t  is 4 u t , mos t
i i  Sc I y , n o ’  ‘t t oy cone,  -r  t r I o t  to a s yt t c h r o n o ou s  n o m m u n i c a t  t i n s  sch er - t i : , t r o t

li i: o ; e r o t  j og  I t o ’  A O I A ’ s ~- i t h  a~~t i - n m i t : n o J - n t t - e - s s i t r s  a n t i  i s s o t - i i t o - ’ J  ui-m o—

ies . I n  t i m  is w a y  , 0 i c -  rob 1 erios i rovo 1 u- i - t  i n  a F i t  o s y n o t h n - n o i o o S  s’, s t~ em

of t r i t i s m i ’  t i n -i  u i i i t  O t t  o r ! n i - t  I t o ; c or r - e~-o - t  1/  t t o ’ -  sync  si  n n a l s , - ; m n  i t t -

m o u n d  2 3 ] .

As t or  as the  - t t n ; p a t  , h i  l it 1 of t too; ou t w o r k  t r m r o s m i s s  ion : n t u - t h o t f

w n t h  t h u  CI’C ’ s I/ O bo i s  was couicerni-d , the  - i i - - ( s i t ro i ii u t i l  i z o -  si r f o o l
: i s vn t - l m r c t n o u s  0 r on s m i ss i on  was  p r e ; o e t  ‘ - r m i n o e : i t o y  t h e  ex i s t  - i  F - s  a r c h i —
t o - - - ’  o n - ,- . The t n t  i - r o n  I b oo s of the OARDS mu l t i p r i  - - -i -o sor is a t r i p l y r i : —

i i n f a n t -  s e r i a l  1,/0 ho r s .  To t~~ t - - r f  ice i t  w i t h  t b -  n e t w o r k , d--vices
k n ; ,wn ;  ms 1 - 0  access u n i t s  (~~(oA ’ s)  io m v e  i t o - c - n o  u- t n o s t  r o c t  i -t I [ 1 6 )  ( s e e  Fi n - o r ’ -

2 . 2 ) .  T In -  IDA ’ s c o n t a i n  a voting r;e c h m r o r . nni t o  n a - i - r i  t b -  ‘ r i p lv  re—

l i o n - f r o n t d a t a  co~ t h e  in t er n a l  bus j o t  a s in - i  I ’ -  ma o m i t  si t n - i l  12 8 ]

The r i - s ; o o ] t i r ; n s i - ;n a l  is t b o c - n  m o o t  c -u i  t t o  an l O l A  w I t - n c -  t h o -  r e ~~i m i S i t e

s’ u n t , S t  o ; o , and p a r t  ty  i,i t 5 m t - i -  a p f i : r o i O i - t f  I t u - f o t  i -  t t a n n o r - o m as m o n o  to — hi-

no o-twtt nk . The process is ro v e-  r o d - f  t s r  l n o n o t n ; o n ;  k i t  - i  ron -o p t n t  m c u i  o n

~‘:-le . A copy of t h e  n i t  u m n i n g  s i - t r i a l  is p a t - ,- - n i -  ii 1/0 b ;o s  so - t o  i t

i t  c o n  Im i t u s t r i t t o t i - !  ° i t I m e  i p j u l i ~~a t , l e  .°. O I A ’ s in  t n .  Cl _ C .

In c on c l u s t am , the  i e - m s i o n  to  imp l i - r o o - o o t  s i - r i 0 m l  u s ’,- n c h n  -

transmission was m~~t t c - - j i m  i rna r i  l i  b c; i - : iuse  ot  ho - n o t  n i - °  ur ~ of  t h e  C l O ’  5

t r o p l y  r e d u n d a n t  1/0 f , ; o n r , t h e  e m s , -  o t  i r u I , - ; - t , - ; o t a t i o n  u s in  ; n e : i f i l v

a v a i l a b l e  A C I A ’ s , i r o t l t h e  l o - e : lt  s a vin g s  in  w i r e w e i g h t  when  - - ‘ i o u o t u r t - f  t o

t h a t  n e c e s sar y  in  a p i r a l  id s y s t  i - n ; . F u r t t o i - n n n o t r i - , t b ~’ - 1/0 b a n d w i dt  f t

r e -  u i red  by t h e  O S I RI S  f l l ; t o t  c o r ot n i , l  s ’’st ir n w o s  no t  h i g h i -n o u t ; h  to

warran t the a fofeo t  expense  of e i t he r  b y t  - s y n c h r o n o u s  i t r  r u r - o l l o - l

comrr munica t  ions .

2.-I Cu rcuit —Swit- - I me o f or P i ;n ko t— :-;wi t i - l u - f  0 t ; o i t ~~O t i - 5

An b l u r t i n t  u f , - t ~ r r n i n a ’ ion i n  t i m , -  i t ,  m i i i  ie:s j t ; r r  of t h e  ( O S T R I S

I/O s y s tem  was ~ t o i - t  h e r  c o r o n i m l t — s w i t - h i u o t 0 0  o c k i - t — s w i t  n h i r o q  t u t _

cedure s shou ld  F ,,  u t  o l j - z e t t .  The n } u m r m , - t i - r u s t j c s  of b o t h  s w i t c h i n g

roe t hods io e d c h i n o e m t i i l  i n ,  T a b le  2 .  I n ,  e s s i - n t ~n i - , c i t  t r o u t — s w i t c h i n g  in-

volves  t w o  t t l i r u t r i u l o : o . First , i i  c o m m u n i c a t i o n s  ; t a t h  m u s t  be es ta b l i s h e d

l u e t W i - f - n o  t i m ’  - i - r o t t e r - m n , 1  r i c e - j r . ( 0 1 0 C c -  e s t a b l i s h e d, t he  i n f o r m a t i o n

t r a ns  f i r  i s  the ir  al  L o w e s t  to t u~- e p l it:, . On t i n  - t i t h e r  h a n d , p a c k e t

swi t - h  jog is one i - n  ample of a common t e t - i t o t  p o e  - known u s  “St o r e — a n d —

2 1
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t t w , o , t ”  ( i l l .  I n  0 O t i s  t no i : t ho d  - i  0000 S iO l t t  15  S t u n -  I at i f l t t - m n o u o r - t i , t  - t i d i e s

no ; o n  m a y , - s  m t - s  w i ’ t - w a r d  i t s  o t , - s t  m a t  r oil , h o o c h  t o t e - t b ’  osesS i g i  iS

t i n  s i n  t i e t i  c o r rec t  l y ,  F t u e  [ o n i r v o t i o m s  ; t o , t t , -  is t m - i - i t t ’ - : -  - m y  f o r t l o o -  r n o - —

s u e r ; ;  o h i i i  y I 0 - u  the - me - uS a - i - o m o r ;  0 i C C  o u t  i t  - o 1 i  tu ( t ( i/o t o i - S o t ’  w I ’ H u - m i - o

A - o m i t  i o n s )  1- i - , i n  ~o s t o r , — u : i f — f u m o w o r i  n i y s t  m u .  some so rt  of r t ; o i o n o r  s t n a —

t i - ;’: i s  r i - - po r i - - f  u t  i t o -  n o t -  i t s e l f , i n  n i h - r  t t  :-; o - I o r - c t  t h e  n e x t  m o t o r —

n e t i a t  e t o -  o i ~ - 0 -  w h i c h  I h o -  t u o e r s o - o , - w i l l  I i  - t i m  w i n S - f . I t o  a f e u l  1 s ca l’
m o k e t — :witu : )oiou i ; net~o tr k , t h i -  A R I A t o ’  I )  or m-:-: ot;tj I~~- , t f o m -  b o n d w o o t h

on the :arious channels is In- in n - f f o : t - t i o m - l y u t i l i z e d  s i m o n ’ -  t i ’  r o u t i n g

s t  n o t - n y  n o r m  be . m - l u - n - u n - n r c  f - o u i c t i m i r ;  o F  such  p i o r t ; - - i - t ’ - ; S  as t b -  I / C o  t r ; o f —

n c  l i i :  [ 1 1 1.

I - i t  ou n n i o n o  t i  t h e  O S 1 R I S  s u n o t o - o - o , I t o o -  d ec i s  i r o n  as to w h i c h  s w i t  t h o n g

~c f i e r i  t I i r - o p l i - n i -n t  in  i F-m e no r e n  - o ) r o - i - s s u i r  n o ;t i - s , as has  b een done
- t o o  h o i o t  t h e  des i gn process , was  based upon the in ot et o d e f app i i c a t i - t r i

envin - ‘tonic- ro t o°~ the n o - t w o r k .  t i n  t h e  s i n - ~ l e — l e v e l  I/ O n r c - t wi n S , c i r e r o i t —

s w i t c h i n g  su ms  sel e c ted  due  t o o  i t s  r e l a t i v e  s i m p l i c i t y  of i m p l e m e n t a t i o n,

100! i t s  t b o i m r a c t e r i s t i c  ( - t  o ;n- - i l i g i bl e  t r o m t o ~~o - o i s s  ( t o n  o i e l m o y s .  T h i s

is ,‘ - n i t u m ’ u l u l o  to  t t o , - t : o t : t  t hi ot onoce a t m  t work  is o - o n f i o t o r e d , i i

i s  i r o n -  n ; t i a l l v  a b o os  :;t n n mn t om r e t i o r  w h i r - t o  m e s s a u i c s  o r ’ r

s i - n . t u I r e -e cu - - i f , w i t - f ,  no n o n t o ? n m ~u - t i a t e  i r o c i - s s i n g  by r o n d o s  i t o  t h e

t r , n o - o : : s s o - r t  i - m t h .  i - n u n  t h e  h i le ’. ’u l  r o m - O w o r o r , b o w e r -e r , a c t s b in a t i o n  - f

c r t o  o t  — S W  t i - l i  0 t i~ a n t  f p u c H a t — s w i  t ch in q  w as  n i ;c c r - o o s iory . Thi s  stc - ooont ia d

the re q u l r c-ri - - r t  i 0 i t ,  a b l e ;  to - i , o n j ; t 0 0 0 0 t n . o t  i n  I o n - t w o- - r i  t he  two 1 , - e e l s

ot  t h e -  h r e : n - u r c h y .  To s o - o o ’ f  a mess - m o t o r -  I r so t h e  c e n t r a l  u n o t - o - s s l nq

r i - n o t  e r r  t o  a o t t - f ,  - i n  t h e  I o w e - n  i ou -i  o t  t ho n e t w o r k , t h o -  d e s i r e d  t r a n s —

n m s s l -  no is- co r cui ’ —: w ) t he-of I or t oo t ; h o f ; ;m ji:e n li- ’’el ton-twi r l: t i  a p a r —
- i c u l - u r  b i L e ’  I n o t - . S i n c e  t i m -  o r i - i o u , ]  m e : o s m ; t -  is dorect c-tf s~ c - n i f i c —

a l l y to t b - o f  h r  l evel  n i l , - , t t oe  r o o t , -  s t - i n , ; ; ;  o t o t -  ‘ r o t o r e  message  in  i t s

o n o j ~~o 0 t : r f t e r  . Upon i n o i - r p o u - t a t  i on  o ’ t he n 0 0 0 s s r o u i o n - , t he  b i l e u ’ o - l  n o t , -

i f - - C o - f e - s  t b o , , t  d a t a  is r i  l o i r e d  f r o m  u n , -  o t  t h e  o r - o t t o --s s i m i o t o n i f  n a t e  to

it in the  I r m w c r l e v e l .  The h i  l e v m - l  n i t ’ S -  t h e n  n i - f o r m a t  s t he  message

and f -o nw j r ts it o~ - 0 t o n -  an’ or al  l i - r o t i n a t i u t t i  no t , - . Th~ - s u b s e q o o u - n t  r e—

o r r I r o - l  d a t a  is n o u n , - - ! l oo k to t b ,  CI’C in ou t m - r i - n  s-a ; ; O a O m r o t - r  . I t o - -  h i —

l i - v o l node handles the p m  - k i t — r ; w m t  - l o i n ; 0 - n m t u n e - o t o o n i - o o  ( f t - t o t  o a l l y to a

larger scal’- ne t-wary . ‘S ~i um i - -  ( - X u , - u t  b o o r  t o u m r  b a s i c  di f t - - n - o -  t o n e s:

1 . I t  b - m s  t o o t  d y nam i c  n i t  - i t  in’ j - i - C i O  y

2 .  It ~~:ir t i i m t  g u J e - oe m ii’ ri SO 4e S

3. Its h u f f - n  l e r o u t i o s  a r ( -  r e l m t  ‘‘ e l y  l i m i t , - u l
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TABLE 2

COMPARISON OF CIRCUIT-SWITCHING

AND PACKET-SWITCHING

M A I N  CHA R A C T E R I S T I C S  OF MAIN C H A R A C T E R I S T I C S  OF
( ‘ l o o ’ l t t T _ S W I T C H F : D  SYSTEMS P A C K E T — S W I T C H E D  SYSTEMS

1. I , o m t j u n u l  ‘‘ - ; ui v0 m li - ui t of a wire 1. No direct connection established.

c ’r - -r~~t r i ur i ne ctin ij the source

u n o , I  I , u u u j n o i m t i o n .

2 .  R i - i l  t i m e - m - a p a hi l i t y ,  n e ql i g i— 2 .  Real  t ime c a p a b i l i t i e s  l i m i t e d
l i i i ’- tn ar u smis s ion delay . by inherent retransmission delays.

3. Tie - -u sa-os are not buffered . 3. Messages are buffered.

4. Hardware switches with minimal 4. Hardware switches with moderate

intelligence required. switching computer required .

5. Message routing established 5. Dynamic routing possible; how-

prior to transmission, ever , some packe ts can become

lost during message routing.

6. Any length transmission 6. Lengthy transmissions are chopped

permitted. into short packets .

7. Does not allow for transmission 7. Buffering allows for speed or

rate or code conversion , code conversion.

8. Fixed bandwidth transmission . 8. Variable bandwidth according to

need.

9.. Explicit me ssages. 9. Delegation of authority possible .

6
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4 .  I t  t i mn suiu it no - u r o e l  r e c e i v e s  p i c k e t s  t o t  o n l y  t o r i , -  i m ’~ t - in 1’ n- i t - h .

The imp l c - r t o e - n t a t i m i u o  ( t f  1 , 0 m i ; k e ’ t — s w i t c h m n g  u r i i u : e - d o n n e ’ .s i n  a n - t w m - r k

o I - e ’r m t n flo ;  i n  ~-i r e - i l — t i m e coat rol environment h - m s  0 0 1 0 0  s i - n  m n u s ’ t r m w b i- - - : .

As S t o u t - e d  e ar l i ’ -r , t h i s  limitation is the inher’-nt transmission del-my

a ss a ; -i a tr e i !  w i t h  t he ~o riotk ent— switChin g process. Since an i t - c - r u t  i ’ll;  n o o n —

t r ; n 1  loop p r o gr a m , such - i s  t i r e -  O S I RI S  di g i ta l  au t o p i l o t , c a n not  I unc t o - ’r o
e f f e - , - t  i v i - l y w h en  s o , m n ; i f j c - a n t  t i t - l i ’ ~ i s  encoun t e r - - m i  i n  t h e -  t r - i n o r ;n r i s sj c , n

p a t h , th e -  h i l e v e l n e t w i o r k  , is c u r r e n t l y  be ing  d e s t i n e d , r r ; m y  t o t  F o r -

p r a c t i ca l  due t i  t he  p l a c e m e n t  of the  a u t o p ilot function soli-l y i n  t b m i -

CPC and the use of packet—sw i tching in the b i l ev i - l  nodes .  P o r t u n o m t i : l y ,

t h i s  r e s t r i c t i o n  can  be e a s i l y e l i m i n a t e d , i f  t he  a i i t o g o i l o t  task is

d i s t r i b u t e d  a m o ng s t -  t he  b i le ve l nodes .  In  t h i s  w a y ,  each l e o c i l  p r r u ci-s-

sor w i l l  be in d i r e c t  circuit—switched communication with i t s  c o n t ro l -

l i ng  supe r io r , and consequently w i l l  not  e n c o u n t e r  a t r a n s m i s s i o n  d e l a y .

2.5 Network Control Considerations

To e f f e c t i v e ly con trol the opera t ion  of the OS I RI S I/ O network ,

a set of n e t w o r k  “ commands ” c o n s i s t i n g  of er a s i l y imp lemented , r e l i a b l e

f o r m a t s  m u s t  be established . Throuqh these short message tr ,mnsmi ssions ,

the network confiquration and control al gorithms residing in the CPC ,

and described in C h a p t e r  3 and  4, can carry out the following four

necessary contro l functions [5]

I. Link creation and deletion .

2. Connectivity monitorincj.

3. Reconfi guration.

4. Verification of the status of active and spa re assets .

The following outlines the network commands currently in use in

the breadboard OSIRIS I/O network [281 :

1.  GATEMA N Command

The hATF .MAN Ccimmand is used in control functions (1) and (3)

to set a l’articu l ,mr I/O port- to the INBOARD state . An INBOARD

port- is a port over which inessaqes may be received from the CPC .

Once received, a message is rou teci through the node ’ s i n t e r n a l

switching circui try (described in Section 3.3) and out to other

nodes via any OUTRF)ARD ports. No message may be routed through

a node unless an INBOARD port has been established on that node .

O n l y  one INBOARD po r t  is a l lowed  per node . F u r t h e r m o r e, the
Joininq of a particular node to the I/O ne twork is
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s o , ; n t m  t o i l by i t s  rl t - no - l i t d , _ I C t -  of a r m  Ibbo t t A t o Ir u m , r  t . A o t\’T’ t fl,CJ m - mon nt—

m o a n , !  is t h r e e  b yte’s l o ng ,  t w u  b y te s - ;  o u t  w h i c h  a r -  t h i - - t i - t o t  i n s t  ion

n i n t l e ’  ID a n d  i t s  c o m p l em e n t .  To I ; -  i l _ I t e - r l o r m - t  e~ t f  p n ( o 1 - i - r l y to -i’ t hi-

n o d a l  n u n s - r a t i n g  s y s t e m , b o o t h  b t  e n - n t  n i t t - ; s  r n i t r o m t t - t o ‘ - : - n - u u - t l y t hose

s t o ’ r - e - - t  i n  t i i i - - t i c - s t - i n s t  I on  n o d , - . T h i s  l i - a t  m r  , - m j , - o -  r e - - u s e - m r t f r ,  p r o —
h _ m t  n I i t y  of ‘- r i o t n e o u s  message  t r , m n ; s t ; t i r ; s i o i l s  l i - i r o n a b l e  t o t  - m i t - - n

a us- t to t t i r e -  I T o i C O A R I )  oot :m ti n .

2. Cu )N j ’p t-u l . C - i n m - o -r rn d  r , 0  R t - : C o t Nl -  I i  ;URNI’ lio N Com ’mno and

The Co ’N’J’pooJ, ,stni:-oand i s  also) m in i-u i in c o nt r o l lu n et  ( ‘ 0 0 1 0 0  ( 1

a n _ _ i  (3), p r i r n ; a r i  lv  to n se t  ~m p a r t ic u l a r  I/ O p o o r t  t o t  t he  O t I i T I O U A P P

or ~C L 1  sl it e . An h iBOARI) p on t , as p r o - ’ : t o u s l y d i s c u s s e d ,

serves as the i t  l e t  f o r  m e s s a g e s  to flow from one node L i t

another t oo tle - , w h i l e  a N U L L  port  a 1 lows no message  n u , n m t  i n g  tOOt

tu ; t o e  I u e - r f m m r n - o , ri by th a t  p o r t .  Both commands have  s i m i l a r  f o r m a ts

to the o - x t e o o t  t to - it t io , - ’.’ both a i e  f o u r  by tes  in  le - ng t h  an,]  con-

t a i n  t he  d e s t i nat i o n  node ID and redundancy word as in the GATP-

Tto’t T i  command .

3. RESTART Command

The RESTART command is a variation of the (AT1-:MAN command

i n  t h a t  i t  m u m y  be-  r e ce ive -t i  and processed by a node w h i c h  does

not  h a v e  an I N B O A R D  p o r t .  CONTROL commands , i n c i d e n ta l l y ,  are

no t processed b y a node u n l e s s  the  node has  an INB OARD port.

The RESTART command is essential to control functions (1) and

(3 ) . I t ’s objective is set to the NULL state all por ts on a part-

icu l a r  node , and to reset certain software functions as will be

described in Section 3.4. The real value of thou RESTART command

is seen in its use with the RECONFIGURATION function (3). In

tha t case , i t  a node is detected as s Iu s n a u t i n a l l y t r a n s m i t t i n g

erroneous data over its one or more OUTBOARD p O r t  s [ i.  e’ . a

“b a b b l i n g ” node 129) 1,  t in e- RESTART no uo n o r; o iu t u d can tim it F lize’d to o

d i s a b l e  t h i s  node , if possible, by NULLin ; all of its I /C) por ts.

Thus , the eff ects of the malfunctioning node can be e’l iminat et l .

The ability to silence - u babbing n-mode w i t h  the RESTART command

is a d ir e-c t benefit also of t h i -  imp l em en t a t i o n  t o t  d u p l ex l i n k s
t h r m no i ;ii t o ; m t  t im- noi -two r k (re-for ten IN -ct -ion 3.3).

4. STATUS Request

The STATUS r e i~ n i o - s t  is a particular type of CONTROL coin—

mand used in control functions (1 ) (2) (3) (4). I t s  f u n c t i on
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m o o  t i  int , - r n e t a t i -  m node as t o  t h i -  ~~t - , t i -  r t f  I t o ;  I/ O P o r t s .  The
t t u t l e ’ S r- e- ;; u u i 0 0 0 0 0 - i s  then tr a ns roi it te-m i , ii t , - r - m  slight ot i - I - m y ,  Ft o ck

~~
- - t to . - CI’c .  I f  f u r  s i u t l i e - n , - u s o r t  t i r e  node -  i s  m n o o r i e r _ I t  i ” -  or

p o s s i b l y  no t r i t e - n  s-on to , n t i s ! , the d C  w i l l  “ t imeou t  “ w h i  I -  w i  i t —

m g  in ~m I - u i  For lI mo -  expecteti re-s p ot o se- . In this case , an error

m~~m ‘ n o - t n t  m t i n t  is  s o  m i i i  1 l~ - 4 i . The n u m b e r  and  duration m 0 f  t h e  CPC t i tore—

-n o t s is m o  inn1 ~ -o r e - t o o t  t actor in the iterforrnance of t i r e -  various

coot rol l O t l  n t o r f n - r ; m r i t i o n  a l g o r i t h m s  ( r i - i c r  t o  C ha p t  or 6 ‘F . The
OFie’fS r o u s t  i s  o re- u i , not  on ly  as a c o n r o e n t i  v it y  m o n i t o r i n g

~~~~~~~~~ us  a n- l i - - I n s  of i n s u n  ing  the  s u c c e s s f ul  i - ; . : , - c u i t 0 0 0 n i  of

t h e  O ; A T L ’ -IAN and CONTROL command s during the’ l i n k  creation and

de l e t i o n  f unc t ion .

Two o t h e r  r ; n e s s a i ; i -  i n n m o a t s , t h ou gh  to o t  in ’_ o l v o - t t  w i t h  i h -  ; m - t  wor k

c o n t r o l  f u n c t io n s - , - u n - n o t u r ; i - t  Sinless worthy of n o t - i -  5 i O C e  t irc- /

r o v i W -  t b ’ -  r o o ’ t w o i r h  w i t h  a u f a t , o  ao’ t ; i j s l t  ion c a p a b i l i t y .

1. DATA messa ge

The purpose of a DATA message is to transfer data between

the CPC and the node application programs . The DATA messages use

the synchronization scheme to be described in Section 3.3. They

can be of any length , and are terminated by a special forn; of the

last message to be covered , the ACKNOWLEDGEMENT word.

2. ACKN OWLED G EMEN T Word

The ACKN OWLEDGEMENT wor o l  (A C K )  is used solel y w i t h

DA TA n n o ’ - s o o - m - e s .  I t  is desi gned to acknowlc-dge the rece i pt

of each word of a DATA m e s s a g e , to con t ro l  the  f l o w  of da ta

( r e f e r  S i a m  to Section 3.3), and as an “END— OF—MESSAGE” indica-

tor.

2.6 Topological Optimization Considerations

F’unda rr oen ta l  to the  design of any fault—tolerant network is its

ability to sustain a g iven n umb e r  o f e l e m e n t  f a i l u r e s  w i t h o u t  a s e r i o u s

loss of performance. This attribu te of “g r a c e f u l  de g r a d a t i o n ” is
dependent , no t o n l y  upon t he  r e l i a b i l i t i e s  and a v a i l a b i l it ies of the

individual system components , but  a l s o  on the  “ topo logy ” of the net-

work. Topology here means the connection pattern of nodes and links

given that the geographic locations of the nodes have previously been

determined 1 6 1 .  When this pattern is optimized with ne-spent to -tiven

reliability, d e l a y , and cost constraints the procedure is termed
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t t i t , m l u i u r m n a l  i o i t j m j z , t  l o om ’’ [‘t i

The n i - c - u s  of t u o ; o t l t o - o i o m u l  m o p t i m i z a t  ion , while- strongly inf lio o- rui -~ 1

l u  ~ i - r i -n; ;  on  - ;  ~1ih t i n - - u n  y ,  is ‘ler mer om I l y  i m p l e m e n t e d  I o n  so il —

j o - i - n o t  1-; la r g ’- t o o - t w o k s  i n  o i ; o - o m r i s t i c  r u - o m 0 0 0 , - r .  T h i s  f a c t  can be si-c-n

t i ’0 m O o r l s m o i e - r  m a u l  the  n o n o ; m t i i i - r  o t  ( l i s t  i n o u - t topo l uu l ies requiring evaluation

t i m  a - o n ’ - ’ : - r o s i t  of  n node s and m links. This number is (liven by the

.-:o n , - n ; s o - ’ n n I i i ! :

( n ( n - l ) / 2 )

( n ( n — l ) / 2 — m )  ! ni !

i - ’ . a m l u a t m n o - ;  t h i s  c :. ; imr e s s i on  i ’ v e - n ;  f o r  a s ma l l  n e t w o r k , say of s i x  nodes

and ten  l i n k s  r e s u lt  a in  a n o o m n i t i o , - r  of p o s s i b l e  c o m b i n a t i o n s  of l 5 ! / 10 ! 5 !
m o n  3 0 0 1 . W h i l e  I n  a n a l y s is  is possi bl i-  f o r  ne tw o r k s  up to ~m p p r c - x i m a t e I y

25 nodes , the f i n a l  t o p o l o t r y  is f u r t h e r  t m ( u o ~;pli~ - i t e - d  by the  a d d i t i o n a l
“ real—world” constrain ts of non—uniform traffic patterns , anom a lous

line costs , etc [19). Consequentl y ,  f o r  the OS I R I S  I/ O net w o r k , [ s i n c e

i t s  f i n a l  i m p l e m e n t a t i o n  w i l l  cons i s t  of c o n s i d e r a b ly more nodes than

are preset-m t in the breadboard model [16)1, a r e cur s i v e ,non—anal;t i cal ,

evaluation procedure will be used to deternuine the most acceptable net-

work topology . In essence , the topological optimization will consist

of m a x i m n i z i n q  the  number  of node failures sustainable in any portion of

the network before communic- -itions are lost , subject to the dual con;-

st r o i n t s  of cost (i.e . — n umb e r  of links and total sun of link lengths)

and transmission delay.

The n e t w o r k  topology e v a l u a t i o n  w i l l  be based on t he  f o l l o w i n g

0 - h e r m i t -e r is cics :

1. The g e o g r a p h i c  l o r c a u t i o n s  of the  nodes w i l l  be c o i n c i de - r o t

wi th the aircraft sensors and effectors (see F ’ i o ;u n e  2.3). For

the breadboard i n n o i o l  c - r u l e - r o t - I t  ion , howevo m- , no ri-p i m ; u t  m on of

i-,c- n s ors /’-ftentors will be allowed , nor w il l n~~- p l i u - m t m m m i  of

thi - number of r o o k- s  serv in nq each sensor be ’ t-v ,m lust-ed.

A l s o , s i n s -in no h o iuu ,thetical u t o r o t r i h u t  ion nodes such as liven

n F i  ‘ o u r  ‘ -  2 .  3 h,is i o i - e - n m  forr oo ol ater i , the six d emonstration

n m u t , - ; i  w i l l  i o m - - m r r  t r o t , - - I s - ’ r ; o r l ; e - t n m c o I I y t o  ! a c i l n t a te  t h i - o h s—

p i a % i n t ’ l  e ’ v a ! u m u t  m u _ t o  - n m  m i S - O S .

2 .  i F -  n o e u t w u u r k  ; - t n m r r t  i t , - u i o l e -  t o o  s u s t o i n  i t  l eas t  two l i n k  f a i l —

i r e - s  bef o r ’ -  - m r , y  m~~ t t I m  m l  t t o e ’  t o e t w o u r k  is i s o l a t e d  f rom th e
CPC . Tb i s  t m u n s  l i t e r ;  to t . i n - - r eq u i  ne - ouoe not
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h m t  t h e - u i -  n o o r s t -  be t h r e e  u n  more  p at  hs , t i t u m o m oi m not  t i u t u l  l y
i li s  j o i n t , b e - t w - m - n u  each p a i r  of  n ; u - t  w u t r k  nodes , ani o l iu t - t w m - m u t r

t h e ’ dI ’C a u t h  each 0 0 0 ) 0 1 ( - .

3. Each s i n c l l e -  l e v o l n o o t t u -  w i l l  have t S r i - u -  I / O )  p o r t s .  in S
b i l e - v e t  node w i l l  h a ve  s i n - n  I / O  per ’ ;; . I h e n ,  w i l l  t o  eta b i —
l e v e l  I - t - n t s  in c lu d e d  i n  t t ; o u  i n i t i a l  t o p o l m m t i c m l  ‘ - ‘j o l u , t i o n .

4. I - ’ - c - r y  node will toe considered equal in priority (i.e. — a l l
dev i c e s  a t t a ched  to - u i c i r  nu de  a re  assumed to be i - q ; i  ( v a i ’ - n t )

5. Since no bilevol nodes will be i n c l u d e d  in  the  i n i t i a l  ova l -

s - m t - i o n , the  i u r - t i m i z a t j o n  process over  the  t i n - l a y  c o n s t r a i n t  w i l l

N i -  eliminated . T h i s  occurs  s i n c e  Inhere is negligible tram; ;—

m i s s i o n  d e l a y  in  ,m c i r c u i t —s w i t c h e d  n e t w o r k .

The topological evaluation procedure for a typical OSIRIS I/O

n e t w o r k  now c - o e m l v e s  i n o t m o  c o n s t r u c t i n g  ,i m i n i m u m  c o n t  n e t w o r k  ‘l i ven  n
geoq r a p h  i n o 1 iy  p o s i t  o uri nal nodes , such t h a t  n o rn os t r  ix k n own  as t h -

r e d u n d a n c y  m a t r i x  R [ 6 )  is m ax i n o i s e d  w i t h  respect to a cost measure ,
Cm ( t h e  sum of t hu  n u m b e r  of l i n k s  and  a w e igh t e d  sum of tim e l i n k s ) .

As seen in Figure 2 .4 , t he  e v a l u a t i o n  cyc le  is repeated  f o r  is many

d i f f e r e n t  topolog ies as d e s i r e d .  The one w i t h ;  t h e  h i g h e s t  e f f e c t i v i - —

ness m e a s u r e , Em , when the process is terminated will be cons i ;fou nc-d

~t t  i n - o i l ”  in the sense of t h i s  evaluation procedure . If two topologies

or n-ieee h a v e  i - g u m l  e f f e c t i v e n e s s  m e a s u r e  at  the c o n c l u s i o n  of the
(-\ - , m l uj t i  n process, t h e n  a r andom choice is made f n r m n - i  t h e  e q u i v a len t

to up ol eq ii - S

In  c o n c l u s i o n, a l t - sou gh  the  s tat e d  e v a l u a t i o n  p r o c e d u re  c a n n o t

be - I i  r ’oc tl y app lii -r i t , u  in  a c t u a l  O S I R I S  I/ O n e t w o r k  i m p l e m e n t a t i o n

wI th ’iut nu r ; ; m o i b ,  - r  of F o n t  m ood a ss u m p t i o n s, i t  does p rov ide  o s i riu p i r - ,

h - m r i s t i c  a p p r o a c h  t o o  t b -  p o t f u l - no  of  se l ee t i r r q  - I  L i S t  t m i 1 u u l e ~~y. it o a

I~ m r - ; -  s r -o l e  ( i . e .  — o n i a r r y r u o u l e s  i n  the rr etw o r k ) , the number ot  t o i ~~- o I o ; i i - s

r - - r o i r i : n - o  o ’ - - , i lu a t i o n  t o o - f o r e  a o t , - c i s i o n  cou ld  be d e t u - r m i n e d  w u m i m i d  p rove

o i  be comput  m t i o ns]  l y u r r m a n e e u ; e a b l e  w i th o u t  the  app l j i m - m t  ion i t t  u , - o u m ’ o ~ u ; o t  - r

i r L f - l e - r m o e n t m t  i - o n  f o r  t i m e -  . - v m l ; m u t i o n  a l g o r i t h m .
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Figure 2 . 4  Flowchart  ci  the Network
Topology Evaluation Procedure

33

-

~

, /‘~ - ‘ -  -



CHAPTER 3

SINGLE LEVEL S I X - N O D E  NETWOR I<

3. 1 Genera l  Descri p t ion  and ç~~~ i bi l it i e s

The six-node single level network is a damage—and fault- tolerant

ne twork  imp lemented in the Advanced Digital Systems Laboratory of the

Charles Stark Draper Laboratory. It consists of six Motorola P6800

microprocessor-based nodes , ten full duplex link s terminated wi th

differential line drivers and optical isolators , a display keyboard

(DSKY) interface , a te le type in t e r face , and an A/D and D/A interface

(see Figure 3.1) . The network is connected to the CARDS multi processor

complex which functions as the central processing center (CPC) , and

superior “i-mode ” of the network . The primary function of the network ,

c u r r e n t l y ,  is to serve as the I/O i n t e r f a c e  j o i n i n g  the CPC to a Boe ing

707 f l i g h t  s i m u l a t o r . The CPC executes an autopilot function , genera-

ting flight control signals based on simulated aircraft data generated

by the  Hy b r i d  S i m u l a t i o n  F a c i l i t y  ( r e f e r  a g a i n  to Figure  1. 1) .

The primary capabilities of the six -node network are listed as

follows :

1. Maximum bandwidth of_ any l i n k  — 3 1 . 2 5  k H z .

2. Message format — circuit- switched packets of 11 bits (8 data

bits , start bit, stop bit, parity bit j,RS—232 standard

3. Hierarchical command structure - no i n i t i a t i o n  of commands

from nodes, and no corrmrnunication allowed between two nodes.

4. Connectivitl - three I/O ports per node .

5. Fault— tolerance level — network can withstand at least two

li nk f a i l u r e s  anywhere  (except for  the two links from the

CPC) and continue to function as a fully connected network .

6. Communications method — asynchronous bit serial.

7. Me mory c a p a c i t i e s  a t  the nqdes - 1000 words of PROM , 256

words of RAN .
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8.  E u n u i r  i - m u  o o t r o m l  — p a r i t y ,  f r a m i n g ,  and  m o o -  i v o - r  m u ’ ; o - r r u n

cho cked on e- ;ch by te . E r r o r  r i - m n , v i - r  - .- m i  t u a t o - o l  a t  t o - r

r o - u - o - i p t  ( i f  ( u r i c -  o t  a b o ; ’j i - t r a n s m i s s i o n  ‘ - r r -or s , m i t  i a t i - u t  F - ,-

the CP C - ) n l y .

‘1 . Sc- tw;;rk control — s o f t -w a r ’ - , loca ted  i n ;  the C1’C ‘ 5 o m o s i n

m - c - r r ; u - n - ’ , n - - t r o t rols growth , reconfi guration ,mn d  t o - n i t  t o o l  of  t i n ,

nO t w u  - r k

10. D m s j  I - o ~ — a D i j  i t - a l  i - q u i p m e n t  C o r p o r a t i o n  “ DECSC OPE ” si-mows

the  s t a tu s of n e t w o r k  a t  a l l  t i m e s  and a l l o w s f o r  the

i nt e r a c t i v e  n e t w o r k  mon i t o r i n g  p r o q ram  “S Y SP ROG ” t u u  be

executed .

11. Modularity - each node is identical and can be- p lau ’crd in

any node position. (i.e. this is because the node ID is

“ h a rd-w ir ed” i n t o the b ackpla ne of each node ’s s l o t .)

An expanded description of many of the listed network featu res

will be presented in succeeding sections of this chapter.

3 .2  Tes t Network Topology Selec t ion

The topology of the six-node network was chosen on the  b a s i s  of

the topological optimization process as described in Section 2.6 for

a network of six symmetrically positioned nodes. It was also selected

so that it could be disp layed clearly on the  D E C f ;C o P E , t h n i t-; e n h a n c i n t n

the demonstrateability of the single level network ’s features. The

r e s u l t  i s  seen in Fi g u r e  3 . 2 , a ph o t o g r a ph of the ac t  ;iel I o i - C ; n C O ) I ’ l -  I/O

network display. Few of the 3003 possible network combinations , as

were calculated in Section 2.6 , were actually evaluated , s i n c e  many of

the c o m b i n a t i o n s  were e i t h e r  e q u i v a l e n t ,  or else not  app l i u ’,ib le .

h o t  e - X m t u : ~ i 1 e - , th e - i i; oi a of more  th a n ;  one link b u t  wi - i - n

s i n g l e  p a i r  of nodes were d i s r ega r d e d .  For a s e l e c t e d  t oo ~o o u 1 o u r y ,  t h e

red undancy  m a t r i x  was c a l c u l a t e d  by determining the set ot t i t , t s s m b l e

p a t h s  j o i n i n g  m y  two nodes. It. shou ld  be noted  t h a t  in t h e -  f i r m  t o t

the matrix computed here,many paths contained one or more common links.

Therefore , the fai lure of a particular link may nu-duce the r o - u i u m o d s n ; u ’y

matrix en try for a particular node pair by more than one . li ,uw , i er , the

r edundancy  m a t r i x  is s t i l l  a valid interpretation of the i’ve- I of fmu l t-

t o l e r ance  o u t  the ne twork due to the manner  i n  which ti m ’ -  no ’-t -w o rk is
actuall y reconfi gured afte r a failure. It is ~ 1 s u m  a n i o o t e - r !n r e t m t i o n
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to be used in the discussion of t h e  r e l i a b i l i t y  t es t  c o n f i t o i r o t m o o m o s

o r  e f c - r  t t u  Se- c t m o n  5.3)

H i g h l i g h t s  of t b u -  o p t i m i z a t i o n  c a l c u l a t i o n s  used to ‘ - v - u ]  u a te  the
to~~ol o qy  t h a t  was  f i n a l ly se lec ted  are as f o l l o w s : ( r i - - f o r  t o  F l u j u r e  2 . 4

f o r  the o p t i m i z a t i o n  a l q o r it  ho)

1. R e d u n d a n i -v  M a t ’ i x

a .
r 11 r 61

= 
r 12 . . . r

6~

r 16 r
66

b .  Where  r .  - is the number of a l t e r n a t e  pa th s  betweeni -I
node i and  node j .

c .
— 4 4 8 5 4

4 — 4 5 4 4

~ ‘I — 
~~ ‘~

-- 

8 5 5 — 4 4

5 4 4 4 — 4

4 4 4 4 4 —

2.  R e l i a b i l i t y  Measu re

R = 1 r - = 134
m - - ij

1 ,J

3. Co~~~~~~~~sure

a .  C = 2 ( 1 o .  ) = 23m - 1
1

b .  Where i = U of l i n k s  and

1 — i n t ra  Lab l i n k

2 — intra Lab link

4 .  E f f e c t i v e n e - u s s  Measu re

C = R  / C  = 5 .83m m m
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A l t  Sno u t S ~hc- a c t o o a l  ~‘al o o i -  of 5.83 f o r  the effectiveness n r o ’ - l s o o n i -

h a s  r u m  s m - m o n  f i c o n ; , , -  tv  itself , it d i d  prove to bu- the himot nest val me-

n~m l n i i l m t c - tl fi r the networks test -i’d. Also , as imp l i e d  by the no-d un dim ncy

m a t r r x , t b -  fau1~ - lo o l r - rani- i ’ l i- v ol of two link failures was r o e - I  t oy  t h i s

I u~~ ; u i  l o i n ’ 0 ’ . I n  s u m m a r y , t he ’ t o -st t o ;  -oloqy of Figure 3.2 was chi n - m u  s i n ce

i t  bes t  s a t i s f i e d  the  t o l m n l o q i c a l e v a l u a t i o n  p rocedure  b y m a x i m i z i n g

the redundancy of the network , while mm imi zing its cost of imio linnre r~ t

t in e

3 . 3  %oJe H a r d war e  D e s cr i p~~ion

The M6800 microprocessor node is an e f f i c i e n t l y  des i gned d i - - ; it a l

s v s t o - r n i  which is contained entirely on o t o e  p l u g — i n  c i r c u i t  b o a r d .  I t s

ru -u n - n oct imp lementation is thus ideally suited to use aboard an a i r u / n a f t

or a s h i p .  The node r e q u i r es two power supp lies f o r  i ts  TTL and MOS

e i e n m , e n t s :  +5 and  — 1 2  volt -s. I t  is p a r t i t i o n e d  i n t o  a con t ro l  and da t a

p o r t i o n , in  keep i na  w i t h  the  c u r r e n t  d i g i t a l  desi gn ph i l o sophy .

Since  t h e  c o n t r o l  sec t ion ’ s f i n i t e  s t a t e  mach ine  ( F S M )  is imple-

mented primaril y in  sof tware , its discussion will be deferred to

Section 3.4 on the nodal operating system. From a strictly componen t

sense , howeve r , the control portion of the node ’s imp lementation is

compr i sed  of the M68 0 0  m i c r o p r o c e s s o r  u n i t  ( M P U )  , 4 — N a t i o n a l  Semi-

c o n d u c t o r  M M 5 2 0 4 Q  5 12 x 8  b i t  p r o g r a m m a b l e  read on ly  memor ies ,  two P6810

1 2 8 x 8  b i t  r andom access memor ies , m i s c e l l a n e o u s  TTL gates , e t c . ,

r e q u i r e d to ope ra t en- the m i c r op r o c e s s o r  p roper ly ,  and  a 4 MHz c r y s t a l

o s c i l l a t o r  clock (see F i gu r e  3.3) . For a detailed description of the

con tro l  s ign a l s  of the M E 8 0 0  MI ’U , ari d the o ther  assoc ia ted  chips

c o n s u l t  r e f e r e n c e  26 . The e x e c u t i o n  speed of the c o n t r o l  p o r t i o n  of

the node is hardware constrained. Suffice i t  to say t ha t , a l t h o u g h  the

M ’o 8 0 0  t-°l ’U r a n  ope r a t e  a t  r a t e s  up to 1 M H z ,  i t  is cu r r e n t l y  operated a t

500 k H z  w i t h  the I/O in  the d i v i d e  by 16 n-mode ( 3 1 . 2 5  k i l z )  - This  is due

to the r e l a t i v el y s lew access t i m e s  of the 5204 MOS PROM ’ s. I n an

a c t - u i - m i  O S I R I S  imp l e m e n t a t i o n , due to the use of faster microprocessors

and bipolar fusible—link PROM ’s, the anticipa ted I/O speeds will be in

the vicinity of 1 M baud .

The dat a  s o o t  i on  o u f  t he  s i n g l e  leve l node h,nos the important

r e sp o n s i b il i t  t i - s  f o r  node I/ O ,  mi nd l i i i  c m  n m o m i t - —~~w m t c t u i n g  t h e  t i m  ; u o u r t s

m u t t  - - l o o m  O t t  ou t t i i ’ -  m o t i l e ’ s m i t - - m n - u I  b u s .  The n i a t a  sec t ion  a l so

contains the hardware necessary to imp lemen t the physical links between

40

- ‘— - - - ., - -~~ •-.. - ,. - - ________



~-I6800

~~~~~~~~~~

f

~~~~~~~~~
82fl

______ _ _ _ _ _  — 
C6 85

1t M5 204Q ( P O R T  ____

(5 12x8BITS)  _ _ _ _  _ _ _ _ _  

— 1) 

I S T E R N A I
_________ 

SWITCII INul

‘- N - t 5 2 0 4 ç  - C I R C U I T R Y
PROM _ _ _ _  _ _ _ _ _ _  

( SEE F I G .
MC (0 85 3 — 4 )  —

~~~~~~

,l6 A C I A
/ (P O R T

2 )

~~~~~~( u 8 l 0  
_I ~A~-1 

~ 
-

MC 685

~~~~~~~~BITSr
_ _ A L I A  -

~~~~~

3)

A DDRESS I/ O
BU S ‘8

________ — — Y1 C685

I T T Y ) J~~~
L1

~~
Y I E

OP T I O N A L  ~~~~~~~~~~~ i ) I~flONAL
I) A ‘I A
BU I

F u t u re 3 . 3  t - i 000 ‘ l i i i  processor  N , t , -  B l in k  D i a q r , i nu .

4 1



the node -s  . I i;’ ma j o r  c o m p o n e n t s  of the dot -a  h u o r  t ion are 4 — MC 6850
a s y n c h r o m ; u i n m o ;  c o m m u n i c a t i o n s  i n t e r f a c e  ad a p t e r s  ( A C I A ’  s )  , t w m o  MC 6 8 2 0

p e n i ; -h e  r at  i n t e -  r f a c e  ~i o l i ~~m t e  r on ( P T A ’ s) , 3 d i f f e r e n t i a l  i i  ro e -  d r  m vers
3 u g t i cn i l i s u o l a t o r s , and v a r i o u s  N A N D  u l n i t c is , i - t o . ,  t u o  s o - r v i -  - u s  the

c i r c u i t  s w i t c h e s  (see F u t u r e  3 . 4 ) .

As f- -m m - as t -h e  imp l c t n o i - r o t m t  m o rn of  t h e -  o i i u t , o  1 i m o k s  i s  c o r i i : r - r n o - - - I ,

since the - ;jm r -t :u ils of c o m m u n u c a t  m o - ’ d i t t o f r o m the c e n t ra l  p rm ui - i - s 5 0 0 r  t ’ u

t he  n e t w o r k  were  a d e q u a t u - l y covered in  t l o n -  l a s t  c hap ’ i ’r , o m o l y the

a n t - n e i l c o m p o s i ti o n  of t h e  ph y s i c a l  l i n k s  need be c overed  i n  t h i s
, m n a t n r i ; i h . Each of the ten l i n k s  is f u l l — d u p l e x , and is imp lemented

u s i n o  2 t wi s t e d , sh i e lded  w i r e  p a i r s  w h i c h  -tm i re  c o n f i g u r e d  as two

c u r r e n t  loops (see F i g u r e  3 . 5 )  . To reduce no i se , the l i n k s  a re

o p t i u - a l l y  i s o l a t e d  and d i f fe r e n t i a l l y  d r i v e n .  S p e c i f i c a l l y ,  a t  the

t r a n s m i t t i n g  end of a p a r t i c u l a r  h a l f  of a l i n k , a d i f f e r e n t i a l  l i n e

d r i v e r g e n e r a t e s  a d i f f e r e n t i a l  s iqr u a l  in  response to a d i r e c t  c u r r e n t

“ 1 ”  or “ 0 ”  (see Fi gure  3 .5  a g a i n ) .  This signal is transmitted in the

c u r r e n t  1oop to the  r e c e i v i n g  end of the l i n k . There an o p t i c a l

i s o l a t o r  is caused to either conduct, or not to conduct in response to

i t  b e i n g  e i t h e r  f o r w a r d  or reverse  b iased , r e s p e c t i v e l y .  The c u r r e n t

p r odu c e d  by the op t i ca l  isolator is then passed to one of the three

por t s  of a particular node (refer to Figure 3.3 again) for appropriate

message processing .

Once a b y t e  of a message has  been received by an ACIA an ’IRQ

i n t e r r u p t  is g e n e r a t e d  ( to  be d e f i n e d  in Sect ion 3 . 4 )  . In  response ,

the o p e r a t i n g  sys tem w i l l  d e t e r m i n e  f i r s t ,  i f  the message is i n t e n d e d

for  t h a t  p a r t i c u l a r  node ’s a t t e n t i o n, and i f  so w h e t h e r  a n y  p a r i t y ,

f r - m m m i n g , or rece iver  o v e r r u n  e r r o r  c o n d i t i o n s  arc-  i n d i c a t i - i i .

It the n r 0 0 0 j s m u t o -  is m o a t  f o r  t h a t  i s i r t i c u l mr  o u m u i b e , i t  is i gn o r e d .

Since the  i n t e n d e d  path to the destina tion node was constrimn - t - d  ducinq

the configuration phase in a circuit-switched network , the message will

proceed th r o u g h  the i n t e r m e d i ate node , regardless of whether it is

bei ng processed or n o t .  The route  of i ts  passage th rough  the node is
determined by the setting of the nodes circuit switches (refe r to

Figure 3.4 again) . The circuit switches are enabled using

s p e c i f i c  b i t s  of one of the two r eg i s te r s , of one of the 1°IA’ s f o u n d

on the node . The s e t t i n g  of these b i t s  is de te rmined  by t h e  MP h , in
response to CPC generated ne twork  con t ro l commands ( r e f e r  to Sect m on

2 . 5 )  . Again , the r e s t r i c t i o n  e x i s t s  t h a t  no more than one I/O p or t
may be set to the IN BOARD s tat e . This r e s t r i c t i o n  p r e v e n t s  t h e

4 2
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u n d e s i r e d  cond i t  ion t o t  d a ta  lo op i n g~ As - m I i t o - u i  u i  -r o l e - n ’ t

comple te  the d e s c r ih u t - i o n  of t h e  d a t - i  por t  i aim ‘- f  th n o u t o  , eric’- -m n m r e u n m o  i-;c-

has reached it s  d e s t i n a t i o n , the response , i f  u n y , r e - t m - i c - i - m n  t h ’ - ;; m r- °
p a th , over  w h ich i t  was t r a n s m i t t e d, back to the  C l - C . Th i n-i is  ulhmtne b y

u t i l i z i ng  the  other h a l f  of each d up l e x  l i n k  j n v o l - ,- i - d .

3 .4  N~~~~~~_~~~~er a t i~~~ _ tem

The o p e r a t i n g  sys t em f o r  the m i c r - o ; - r u o u n e s s o r  t oni c was u I o --n ; i t i m e d

and developed , in a l a rge  p a r t - , by C. ,J . S m i t h  ( 2 8 ] .  I t - s  d e s c r i p t i o n m

is e s s e n t i a l  to the  u n d e r s ta n d i n g  of the s m n u i l o -  l e vi- I n e t w o r k , and so

a summary of some of the work of Ref-~rence 28 will i m e - h ur en n i erot i .

The nodal opera ting system is responsible I m o r  ma n y of ‘ t oe-

same ne twork  f u n c t i o n s  as is a typ ical  P r o g r a m m a b l e  F r o n t  End l r (uc(-5:-;o u r

( P F E P )  i n a t e l ecommunica t ions  network [ 2 2 ] .  S~ c o n i f i c a l l y ,  the opera-
t i n g  sys t em of the P6800  mic roprocessor  node provides  f o r :

1. C o n f i g u r a t i o n  of I/O ports.

2 .  E r r o r  C o n t r o l .

3. Nessage assembly .

4 .  Message b u f f e r i n g  to a l i m i t e d  e x t e n t .

5. Code conversion and reformatting of network messages.

6 .  Data  m a n i p u l a t i o n .

To implement the above l i s t  of c a p a b i l i t i e s, the  o p e r a t i n u n

sys tem , in i t s  c u r r e n t  f o r m , p e r f o r n o s  t he  fu 4 l ow i n g  o p e r a t i o n s  [ 2 8 ] :

1. Suppo r t s  the c i r c u i t - s w i t c h i n g  f u n c t i o n s .

2 .  A l l o w s  d y n a m i c  ne twork r e c o n f ig u r a t i o n .

3. S u p p o r t s  m u l t i ple I/O ports and devices.

4. Provides for error detection and error recovery procedures.

5. Utilizes full—dup lex transmission links to the maximunn

extent possible .

6.  P rovides a conven ien t  i n t e r f a c e  for  background
app l i c a t i o n  p rograms .

7. Can be used in a ny node with any application program

w i t h o u t  r e q u i r i ng  change .

45
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The’  m m n , m  j e i r  p r  t ion  of t i m e  i ! u o - r , m t l m o l sys tem u s  d i v i d e d  i n t o  t t u ~~t

sect m e m o s , 0. t - r  r.- nt ~~uu m o u l m t o g to the f u r  t y p e - s  of interrupts r ,~ r u t m t r r i o o m b  b u y

the ‘-‘i ROn MI T ’ : Id- S I’ , m n , t n — n m n ; k , - i h l e  m m l t e - r - r u p t  ( N M ! ) ,  o ; o t f t w - u m e  i r i t i - i  m o l t

(:nW: 3 , , m r o o t  r u n t m - r r u m b m t  r e q o m o - n o t ( 1 8 .0 )  . The SW I and N M I  sec t u ’ o f l S  an -

n ow g  l i - t i  v i n u u t e n i o -niuk -nt , while- the HLtn !-: I and IRQ sect-ions are ne - I m  t e d

t o m  i n n — :  the node m i t  m m l  j z i t  ion l~roces~

Si n c e  the  m a j o r  p o r t i o n  of the  o p e ra t i n g  s y s t e m  is t h e  i n t e r r up t

r eq u e s t  s u p e r v i s o r , w i t h  i t - s  associated message r o r o c e s s i nj  s t a t e s , i t
will be described first. A processing st-ate is used to  d e s m - t n o t e  t he

m u  r o m e ss which will be activated upon the occurrence of an IR O i n t e r r u p t ,

such as those  i m , -’n e rat ed  by the  ACIA of a p a r t i c u l a r  I/O p o r t .  Each  of

the three ports on a node can be simultaneousl y sending or receving

d a t a , and so there are six possible transitions for each IR Q interrupt.

When an IRQ interrup t does occur , the interrupt request supervisor po nil s

t h e  th ree  p o r t s  to determine the cause of the interrupt, and therefore

w h i c h  s e r v i c i n g  r o u t i n e  to a c t i c - o t  - . r i  a l a n ’  d o - u id ,-s i f  a n i t - i t ’  ci n o ru ne

is r e q u i r e d  on the n e x t  i n t u — r r u p t , and  i f  so , up d a t e s  i t s  s t a t e  t a b l e

a c c o r d i n g l y .  The i n i t i a l  s t a t - m n  of t h e  o p e r a t i n g  s y s t e m  is set by i - i t - h e r

a RESET i n t e r r u p t  or e l s e  by -i CPC m i - n e r u t u - c i  RE START command .  In  t h i s

m a n n e r , t he CPC exerc ises  c o n si t h - r a b l e  c o n t r o l  over w h i c h  ;or iu co- sse s

w i l l  be a c t i v a t e d  at any  one t ie r -  i n  the  node . I n  the f o l l i o w i m og f o u r

pa ra g r ap h s , the features of the four interrupt handling routines will

he discussed.

I .  RESET and RESTART

The RESET sect ion of the  o p e r a t i n g  systems is a c t i v n m t r - d  b y u - i t - h e r

the ha rdwa re de t e c t i o n  of the RESET l i n e  go inq  low , or by the in t o - r m r - -

t a t ian  of a cp c generated message as being a RESTART command. in

e i t ii t -r  ( m u s e , the following functions are then executed :

1. A l l  2 5 6  by t e s  of RAM are c leared .

2 .  Address  p o i n t e r s  f o r  b u f f e r  management  and I /O por t

add r e s s i n g  are i n i t i a l iz e d .

3. All circuit - switches are reset-  to the NU l L s t a t e  by
r e ; u r n m m r a m m n i n u o  t h e  P I A  to o u t p u t-  a l l  zeros f o r  t h u

t t m e ’  6 c o n t r o l  b i t s .

4.  The i n i t i a l  va l ues loon the six state pointers ama - set.
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5 .  The  u n i u l u m - Ti mu o]e mu l e - r o t i t m e - n  ( I D )  is m o - i d  f r o m  the  p h y s i c a l

slot - m f l t m )  w h i c h  t h e  r u o u d u  h m n o  l o e - i mi  ! m l m c ’e o l .  ‘ Ih i s  I D  is t i m - m i

sto u t  i - m t  in PA M

6. The I/ O p o r t  AC IA ’ s a r e  i n i t m - m l i z c - d  t m  th o - feollowing st - stu n :

11 b i t  b l o o n k s  ( 8  d a t - u  b i t s , 1 s t a r t , 1 s te p ,  1 odd parity

h i t ) ,  d i v m m b r -  by 16 1/0 r a t e , t m u : n s m i e  da ta r o- -~ ist e r  e m p t y

( T D R E )  i n t - e r r o m p t  d i s a b l ed , 1 o - o m o - i v c -  d a t-a  u o - q i s t o n r  ( R D R F )

i n t o - r r a p t  e n a b l e d .

7 . I f  the d i s p l a y  key board  is a t t a c h e — ui , a b r a n c h  is made to

the DSKY ~oroqram.

8.  I f  the t o - i c - t yp e  i n t e r f a c e  is connec t-ed , the TTY A C I A  i s

! n u ; r m m m n i o u 1 f o r  2 s top b i t s ,  no pan t -0 - b i t , and  the d i v i d e

by 64 mode .

q , The i n t e r r u p t  mask is cleared and then con t ro l  is passed
to  the  background application v i a a “JSR” instruction .

I I .  5t )5—MASKABL!-t INTL RPt i°T (NM I)

This sect-join is activa ted only when the NUt line goes low . The

o n l y  h a r d w a r e  u n i t  - p r ~~pped w i t h  an NMI c a p a b i l i t y  is the D S K Y .  bl ow —

eve r , before contnu 1 is passed to the DSKY N t t I  e n t r y  p o i n t ,  a check is

on .i be to- ensure that the DSKY is connected .

I I I  . S nI- ’’T W A H I  IN’I ’EH R U P T  ( S ) - ~ I )

T h e -  S W !  i n t e r r u p t  m n r o m s , -d t o m  ni c - btmu t u ; m g  purposes  onl y ,  and is

a c ti  v u t c i l  w h o - o n  - e n  Inw I i n S t t  u u~ t ion  is exec um t u - u i  by t h e  b a c k g r o u n d  job .

I f  the TTY is a t t m n h ’ - d , i t s  monitu -r l u r o o t r u m n u  w i l l  be e x e c u t e d , or i f  the

is  connec t-ed , i t s  551 r 0 0 0 t m n e  w i l l  he b r an c h e d  to .  I f  coo - i t - h e r

u r - uj e  is l o r e - s m - m t , t i e  m e t muo r n will be t a k e r .

I V .  I STE RRU P T RE QUES T ( I  RQ )

The processing of the IRU interrupt has been discussed to a

t r e a t  e x t e ’ m n t i n  a u r o V i o m u S  n o o c t  i o n ,  l o u t  t hc- following additional

points m n u m n n t  is- lp h o em roie- d. If an I/O port did not cause ‘-ho interrupt ,

C lue  TTY s t a t u s  r e m t i s t e - r  m o o  checked to see i f  the  TTY i n t e r f a c e  is

- ‘m i r m n -u t-ed. I f  so , the e O r m t i - r o t s  of ti m e- reg isters are printed , and the

TTY m on itor r m t r u l m o u  ma i r o t , u  ins  c o n t r o l .  I f  the DSKY caused the IRQ

u n t e r r o m l i t ,  c o u n t - r n )  is passed to i t s  IRQ e n t r y p o i n t , which returns via
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-in “ R T I ” i n s t r u c t - i o n .  F i n a l l y ,  i f  t h e  u ’ , C O O S m ’ of the  i n te r r u p t-  can n o t

be dote - reined , arm error code is set , and control returns to the bdck-

u r r o u n d  j o b .

A n o t h e r  m m n n ! m o r t a n t  p o r t i o n  of the operating system is tb-ui- m n n e - n n o ; i - ; - -

synchroni zatie:r and error control procedures. As stated bef oorr - , t b - m o e

! -r o c e du r o s are- m n ~’oiked m i m i l y  i b o i r i n t i  DATA oi ii ’ nn s u m J e S , niomi i t r o u t i n n - I  dur-

in g  n - t  w i t  k cm u n n t r o i  cu ut n omnnn u n d s’. I n r e - f o r e - n i n e  t o  Fu tu re t . ( , h o -  t o t  -~~~i r u g

s t a t - e c u - m i t  s conco -r n  t he  fo rm of  comn- cm r m i c at i o n s  p ro tocol  used to  im I l i - -

ment the message synchronization .

1. Each 11 b i t  b l o c k  is e d i t ed  b y the r e c e i v i nu ;  node ’ s (o r

CPC ’s) Ad A. If no transmission errors are ib ct o-c t e d , an

acknowledgemen t  ( A C K )  is t r a n s m i t t e d  back to the  message

o r i g i n a t o r  r e q u e s t i n g  c o n t i n u a t i o n  of the message .

2 .  Since this protocol is implemented using full—dup lex link s ,

t ime is not was ted  by the sender w h i l e  w a i t i n g  for a re-

t u r n i n o m  ACK b e f o r e  s e n d i n g  the  n e x t  b lock . On the

c o n t r a r y , up to t h r e e  words can  be t r a n s m i t t e d, b e f o r e  the

f i r s t  ACE mus t  have been received. If none is received ,

the t r a n s m i s s i o n  is t e r m i n a t e d  before  a f o u r t h  word is

s e n t .  In the node , the subsequen t  rece ipt of an ACK w i l l

r e - i n i t ia te  t r a n s m i s s i o n , wh ile in the CPC a s o f t w a r e
timeou t will occur at which time error recovery procedures

will be invoked. - -

3. CONTROL and GATEMA N message fo rma t s  (as  were previous l y
mentioned) do not use the message synchronization procedure .

This is because the ne twork control commands are themselves

used in the c-rror recovery lorocess , and consequen t ly, it is
not  poss ib le  to use them to recover f rom t h e i r  own e r r o r s .

Wit -h the message synchronization process in mind , the er ror

recovery routine for transmission errors will now be discussed as the

f i n a l  impor t an t  aspect  of the o p e r a t i ng  sys t em.  Upon de tec t ion  of an
er ror , the rece iv ing  node w i l l  t r a n s m i t  t o  the sende r (CPC ) a word
i n d i c a t i ng  the n a t u r e  of the e r r o r .  The sende r , i n r esponse , f o r m at s
a nd Sends a Coos i sou l, message heade r , f o l l o wed by a r e — t n a n s m i s s  ion ci
the i n c o r r e c t l y  received data , and then, the remainde r of the message .

I f  e r r o r  recovery is not  s u cce s s f u l  a f t e r  two a t t e m p t s  i n  r e - c - s t a b —

l i s h i n g  c o mr n u n i cu t i o n s , the n e t w o r k  DETECT/RECONFI GURE test. ( w h i c h
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KEY P O I N T S

Source Node ( o r  CPC)  t r a n s m i t s  up t i  3 words  at- start.

ACI-n f u r  Word 1 mus t  be r i-ce ived  b e f o r e  W o r d  4 i s  s e n t ;

i f  r ece ived , message is c o n t i n u e d .

r u  ~N ’F! u u  01 , n o e n o S a g e S a r c -  not- uck nouw l eu l t , ui by t h i s  m e t h o d .

F i g u r e  3 .6 C P C — N O D E  Mt ’s sao;e  S y n c h r o n  i moo t  i o u ’ .
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W i l l  o k - s c r i h o - d  i n  S e c t i o n  3 . 6 )  w i l l  he i t o y o u k e - d .  F i n m I  ly, the t o o t l e  ~~~i 1 1

no t  a t t e i m l i t -  t o  r e — e s t a b l i s h  c o m m u n i c a t i o n s  on i t s  own , b u t  w i l l  w u i t

f i r  i n s t r u c t i o n s  f r o m  the  CPC . T h e r e  is no l i m i t  to t he  n u m b e r  of

succe ssful error recove ries during a s i n g l e  message , howeve r , exc e ss iv ’n
, ‘r r ir  re c o v e r i e s  do degrade  sys t em th r o o u u m h p u t  and  p e r f o r m a n c e .

3.5 Ne ’  tw or k  C o n fj ~~u r atj on  and  C o n t r o l  S o f t wo r e

The- set of al gorithms grouped together under the heading “con-

f i guration and control softwa re ” form the major contributions of the

- m u t h o r  t o  t h e  d e ve l o p m e n t  of the s i ng l e  level  n e t w o r k .  These proc ;ra mno s ,

wri n t i - n in Itt -I (C assembly language, res ide  in the m a i n  memory and  in

the ar o u n d  s u p p o r t  u r o c o - s s o r  of t h e -  c e n t r a l  p rocess ing  c e n t e r  ( C A R D S )

The consis t of five basic programs , three of wh ich can be executed

as a t a s k  in a t r i a d  of p r o u c e s S or s  o p e r a t i n g  in a m u l t i p r o c e s s i n g  c uoto-

l i q n m r a t i o n .  A b r i e f  descrip t i o n  of the programs  is as f o l l o w s :

1. ;ROW

The u r o n r a m  w h i c h  sets the  c i r c u i t  swi tches  of the  v a r i o u s

nodes i n  such  a m a n n e r  as to c o n s t r u c t  a f u n t i o n in g  I /O

s y s t e m .  GROW m u s t -  be ca l l ed  d u r i n g  the  i n i t i a l i z a t i o n

process not  o n l y  to c o n s t r u c t  the ne twork , bu t  to i n i t i a l i z e

the data base used in programs 2 and 3. GROW constructs

a netwo rk , b a s i c a l l y, by s t a r t i n g  a t  a root  node ( the CPC )

and then attempting to activate all possible links subject-

to the restric tion that a node may not have more than one

port which is INBOARD .

2 .  RECONFIGURE

A derivative of GROW , calli-d when the network must be

restructured t.o avo id  a known  l i n k  or node f a i l u r e .

R E C O N F I G U R E  uses  the same “ g r o w t h ”  type process  as 1, b u t

r e l i e s  on a da ta  b - u s e -  t h a t  has been s t r u c t u r e d  to onl y

t es t  and i - n o b l e  those l i n k s  ne ce s s a r y  in order to affec t

a network repair. It- will not disturb those portions of

the  ne twork  w h i c h  are performing noimally.

3. TEST

A rela tively short program used to isolate and identify a

l i n k  or node f a i l u r e . TEST sends a STATUS request to each

node in the n e t ,  in  the  orde r in w h i c h  t h a t  node was j o i n e d
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to tb ’ f l i t _s i  m~ n _  I n  b u u l n i - r  t h i s , - m  , . l  i i ’  - . i - c -.’

r; t u t ron i c — n o n -  b u m — k  I n  i i - m  e - - - n i l ,  ‘ u .  i ‘ - i a  a c ,

te - m s i n o t l e  p o i n t . ‘ii SI -mi ca - - n i ’ m e - S m ‘ l ~ St . i ’ ,n a t

e ’ach s ,r t  ot t i m ’  - t - n— i t r u b ,  o n e  0 5 - — ‘ - 1 : ,  e lie I

bjse- ‘s PORT n F ? , r  TAI4I E

4 .  t~t c o s lToR

A 01 ( u m o r , mnl t b - s  o - r m o c - d  t u o  i c ’ o x - m o ° -- - I  n t b o o -  ;r u o J n n : - o n  ; -  - r

p rocess u r  of the  Cp C w t o o u n h nu ~~o t  i n n - n a ) I’~ I - - u  n • m u  o - : t ,  t n .

TEST p o r u u c  r a n  w a i t  1 n u n t i t  - u  no’ t w- -o k t i i i  I o r  - - . .. ° a ml I o r - -

15 iI(teCted , Mt m N l ’ I o o P  b r - i t o - t i es to R i u -  ild I t n i p t  f o r  co r i - an .

WiN IT )~ -1 iso  o -  — u P -5 ‘ s f l u  - - - - ‘ n , m  - - - - a to  - - - n - i -  I c - u ” -

number of TEST 100 -s in r l , -r n o - m a - u - u  l a m b - i l  l i n k s

that have bc -n - i n n , -  i l u m a t o o n a l  S in e . - I t o ’ -  last t j r , P Ii. -
~~ i i

cal led.

5.  SYSPROG

An i n t e r a c t i v e  demons t r a t i on  program r u n n i n g  in the u r m o o m n l l

s u p p o r t  F r i u c u - s s o r  w h i c h  c o n t a i n s  programs  1 — 4 p lus  app li-

c a t i o n  su b r o u t i n e s  t o u r  s end ing  and r e c e i v i n g  tel-type

messages .  SY SPROG ’ s m m n u m i o r  b e n e f i t- , howeve r , is t h a t  i t

also contains the DECSCOPE net ov ti rk disp l ay program and -u

time calculation subroutine . In this manner , not onl y can

data on various ne twork configurations he taken , b u t  the

dynamic reconfigurati on !t r u m c a s s  co n be observed (rc- fer to

Fi gures 3.13 — 3.14) .

GROW , RECONFIGURE , and TEST all run mS a task in a lock-step manner in

a t r i a d  of processors where the r e su l t s  of every  i n s t r u c t i o n  are  voted
upon.  Thus , the r ç l iab i l i t y  of the ne twork  is or e a t e r  than  i t  would
have been if the configuration and control software had been resident

in the i n d i v i du i a l  nodes ’ opera t i ng systems . Again , as m e n t i o n e d  e a r l i e r,
this is i - n e - of t b-me more s i g n i f i c a n t  u u i u ’u u n t  u - m e - s  of t he h i e r a rch n e - a )

ne twork  d e s i g n .

Before the network algorithms can be described , three p reparuitory

topics must be addressed: the organization of the network ’s data base ,

the sizes of the different program segments , and a b r i e f  descr ip t ion
of the six service routines (GATEMA N , CONTROL , E N D F I N D , N U L L F I N D ,

UPDATE , and STATUS )
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The ne twork ‘ s d a t e  base and  assoc i a t e - u i  shar ( ’d  c o n s t a n t s  or ’-

l o c a t o - u l  e- xc~~u siv e 1y in  t h e  CPC ’ s m a i n  m e m o r y .  The ma jour tables mn cl

lis ts are us follows:

I . P I I Y S  T C A L  C O N N E C T I O N  TABLE (( ‘ ON TAI i )

Fi  ft 
~~~ 

f i v e  s i x t e e n  b i t  words  o u r u o m n i z e d  i n  i n c r e a s i n g  m , r o l e - r

d e s c r i b e  the a c t u a l  physical topology of the network . They

are of  the f o r m  (N N N N  PPPP N t I N N  P P P P )  where  the f i r s t  b t e

is the o r i g i n ’s node and por t  ID w h i c h  is connected to the

second by t e ’s port and node ID or the destination of that

particular link. To illustrate , the e n t r i e s  f o r  node 1 a re

as f o l l o w s :

addr 16 c o n t e n t s
16

l l3 C  
- 

1101 ; por t  1 to node 0 , por t  1

1330 1 2 2 3  ; por t  2 to node 2 , port 3

l 3 3 E  1333 ; port  3 to node 3 , port 3

l 33F  0000  f u t u r e  e x p a n s i o n  to

1340  0000 ; f i v e  por ts /node.

2 .  PORT STATUS TABLE (PORTA B )

A rmain as in 1 , fifty—five sixteen bit words are organized

by node and port in increas ing order as in the CONTAB , b u t

t -h i s  t ime each word i n d i c a t e s  the  c u r r e n t  s t a t e  of each

particular port. The PORTAB is the most important table

of the network’s data base for it acts as a “ v i r t u a l”

network in itself. The table is referenced by all configu-

r a t i o n  and c o n t r o l  programs . PORTAB is initialized b y the

GROW program and then upda ted as the network proceeds

through the qrowth process. The allowable status table

e n t r i e s  are :

[0000 - null port

I 0001 - inboard  por t

0002 - outhoard por t

[~~~
o - f a i l e d  port
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L GROWL IS T

S i x t e e n  c o n s e c u t i v e  s i x t e e n  b i t  words  wh ich  i n d i c a t e  the

order  in w h i c h  successive nodes accept-e ’l an INBOARD p o r t ,

arid became a member of the network. The GROWLIST is formed

by t he  GROW r o u t i n e, and it is an integral part of the test

and r e c o n f iguration data base.

4 .  RESET LIST

Six consecut ive  s ix teen  b i t  words w h i c h  i n d i c a t e  the  o rde r

in w h i c h  to p repa re  a damaged ne twork  f o r  r e c o n f ig u r a t i o n .

More explana tion of the RESET LIST will given in a later

sec t i on .

Providing essential functions for the GROW and RECONFIGURE rou-

tines are the following service subroutines:

1. GATEMAN

R o u t i n e  w h i c h  makes the node and por t  whose I D ’ s are passed

to it in r e g i s t e r s  one and th ree , an INBOARD port. GA TEMA N

returns to the main program a 0 if successful and a 1

ot he rwi se .

2. CONTROL

Routine which makes the node and port whose II)’s are  passed

to i t  in  r e g i s t e r s  one and t h r e e , an OUTBOARD p o r t  i f  re g—

i n t e r zero  = 0 , or a NULL por t  i f  r eg i s t e r  z e r o  = I .  CON

T R o u l  ret-urns to the main program a 0 if s u c c e s s f u l  and a

1 u u t h e - r w i s e .

3. TATgS

“t o t ir ~e ’ which verifies that GATEMA N or CON TRO l  were  suc—

‘-n sf m l  i n  s e t t i ng  t h e  s t a t e  of a p a r t i c u l a r  p o r t .  STAl LS

r e t u r n s  t m  the m a i n  p r o gr a m  a 0 i f  s u c c e s s f u l  and a 1
i t  h e ’r w i s e .
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4 .  UPI )A TE

Ro u t i ne w h i c h  uses the  node and r~’or t- I D ’ s passed to  j t

in register s one and three , and the status word pass -m i iii

ro u ster zero to update a p a r t i c u l a r  e n t r y  in  the  PORT

STATU S TABLE .

5. E N D F I N I )

R o u t i n e  w h i c h  sea rches  the  Cf N N E C T I O N  TABLE f o r  the node

and po r t , whose I D ’ s are passed in reg isters one amid thr’ c,

for the termination of the link ,whose star ting point is

i n d i c a t e d  by the g iven ID’S. If successful , E N D F I N D re tu r n s

to the m a i n  p rog ram the  E N D P O I N T  ID ’s in r e g i s t e r s  one

and th ree , otherwise ENDFIND restores reg i s t e r s  one and

three with the original ID’s.

t o .  N U L L F I U D

Routine which searches the PORT STATUS TABLE for an avail-

able NULL port from whi ch a possible new link can be ori-

ginated . NULLFIND is subjec t to two constraints. If called

d u r i n g  GR OW , the  N ULL port ID r e t u r n e d  m u s t  be f r o m  a

possible link whose temination node does not alread y have

an NBOARD port . If called during RECONFIGURE , the NULL

por t  ID r e t u r n e d  m u s t  be on a node w h i c h  does a l r e a d y have

an INBOARD por t  . Tb e-~~~- two s e e m i n g l y c o n f l i c t i n g  s t a t e —
i o . t o t n n  will be maci c more clear in the next su bsection .

To conclude the preparatory remarks , Table  3 d i s el a y s  the

r e l a t i v e  sizes of the various confiqurution and control program seg-

m en t s .
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TABLE 3

CON F I G U R A T I O N  AND CONTR OL

Si : ;Mu-SJ’I LENGTh S

SEGMENT LOCATION ~~ OF W ( d ~D5

Da ta base and Main memory 317

shared  c o n s t a n t s

Service subroutines Main memory 135

TEST r o u t i n e  M a i n  memory 139

G R O W / R E C O N F I G U R E  M a i n  memory 4 9 5

r o u t i n e s

SYSPROG (inter— Ground support 71-i

m e t  ly e ’  DECSCOPE 
~ 

mm i ii mo n t )  u - n  ou ’ Ss”)r
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3 . 5 . 1  G k u ) 5

The P- ~ - n o ’ m o m  es t u b ol  m s h e - s  t h e  b u n t  j u l  n t t u t e -  o t  t h o  I/O

r n c t w u r 0 b y  i t t  - m n - ;  t u i - n  ‘ 0 )  - m m -f i ’ u t  ‘ ‘ a pa tio to - - - ‘i - n -/ o r m o l u - . The 
~~~ 

n c i  
~- i

ir o n - n t  ° - - t t  t o  - i-n o )-. n - ‘ i n -  is the t i ; ~ po ’~~ r ’ ; T A I I I , l :  o m n o l  t h e  i r  o n c i p l o :

- ‘ ‘ m l  put , t i e s m o l e - s  ‘ t o o ’  n :ysical s e t t i n g  of t h e  ne twor t m c i t  i o o i t  u n w o  t n - i r s ,

is t to .  u i u j i 0  • i I - \  I l a  T A i - l . i . .  P n i u u o  e r r o r  and  s t a t u s  i n f o r m a t u o t u  is n ot  n o —
- c a i r o - I  l o o t  I t i m  n p - u _ i - . n u m n t i r m o - , t o n  i t  w i l l  c i r c u m v e n t-  a n y  f a i l e d

l i n k s  on  r~u u u l t - s  - u s  i t  - o m s oo o - t - o - r o c n f u l  l y a t t e m p t s  to t r a n s m i t  GAT IP ’IAN u~mr

CON I R ’ - P  u -onn-i mnds t o  tin , - f a u l t y  e l e m e n t s .

i n p ot o  iii m t i u m t  n u n o , GROW n e - c o r d s  t h e  sys t em t i m e  f o r  ‘Pita ta k irt ;

:uimrposes , and  initiali ze-s all tables and variables. It therm sets the

central processing element as the root and initial “GROW—NODE” for

the g r o w t h  p r o c e sn .  Thu node and port ID from which a link is to be

rn ~ n os c m l l i - - t t)n- - “ u m ~ o u l ; _ I i u o I p ’ p ” . The fjrst 0PRO1-;—POILTT to be consm dr- r -d

on any node is always port 1. Therefore , the CPC ’s port 1 is desig-

nated as the initial GROW—POINT . Next , ENDFIND is called to determine

i f  the  G R O W — P O I N T  has a v a l i d  t e r m i n a t i o n  or “ E N D — P O I N T ” . Since i t

does ,a GATEMA N command is sent  to the  E N D — P O I N T  to make i t  an I N H O A R D

p o r t .  If GATEMAN is successful , the ID of the END—NODE is p laced on

the  “ ‘ i r s t— i n — f i r s t — o u t ” ( F I F O )  GROWLIST . T h i s  node w i l l  be the  nex t

GROW—NODE to be considered . The value of the node counter “NODENUM”

is also incremented at this point. At the completion of the GROW rou-

t i n e , this counter will be compared to the actual number of P°h’~’Si

cal nodes in the network. In this way a rapid determination can be - m a o l e

as to the  overall connect i”it-y of the network.

Since a l i n k  has  now been c o n s t r u c t e d , the  c u r r e n t  G R O W - P O I N T

is e x h a u s t e d . Consequently, NULLFIND i s  called to determ ine - the nex t

GROW—POINT , i f  any , on the cur r e n t  GROW-NODE. In the  case of the  CPC ,

two G R O W — P O I N T S  are p o s s i b l e -  and  SO the  CPC ’ s port 2 becomes the next

GROW—POINT . The linking process is m o m i w  r - p e - m t - m i  e nd , i f  s u m c - o - s s tu l

u second node-  is p laced on t he  GRO WL I ST  and NODEN LI M is a u u L u i n  m ccc—

mer .trnd . A snapsho t of the  n e t w o r k  so f a n  i s :
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Proceedinu t ahead , the current GROW-NODE is agiin checked by

~,n L I1- IN t O for thu next available N U LL port. Suocu none exist , the n n u - n ~n t

GROS-NODE is fetched from the GROWLIST and the GROWLIST point -er is

incremented. The linking process is now repeated for node 1 , por t  1,

i d e n t i c a l l y  to t h a t  used fo r  node 0 ( the CPC ) w i t h  one e x c e p t i o n .

Before a link can be grown from a GROW-POINT the actual circuit switch

trust be made OUTBOARD using a network CONTROL command . Also , as

exp l a i n e d  f o r  the N U L L F I N D  s u b r o u t i n e, a link will not ben gr o w n  to a

node w h i c h  a l r e a d y  has  an INBOARD por t. By app l y i ng the i u r O C ( - u O u l L m S

o u t l i n e d  so f a r  to node 1, the f o l l o w i ng is the  n e t w u u r k  s t a t u s  at  t h e

u n u i n t  where  node 1 has exhausted all of its GROW—POINTS :

GROWL 1ST 
-

~~~~ ~~~~~

- - -
~~~~~~~~~~~~~~~~

“

From t h i s  p o i n t  the o p e r a t i o n  of the GROW p r o gr a m  j u r u ) o - e e d s

r a p idly to connect nodes 5 and 6. Again , a l l  nodes who u c o n g u t  an

INBOARD por t  are p laced on the  GROWLIS’I’ , and r o u s t  be u t i l i z e d  is a

v a l i d  Gl-nOW - t lO io l - : . When a v a l u e  of  0 is read as the GROW -NODE , the

GROWLI ST has  been e x h a u s t e d  and  the o ’dO oS r o f l u t i n c ’  can proceed no
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I u r t he r .

To comp l t  o - t h e  u r o o - o ss a i - h o - o . k  i s  it m o l e - t u ,  sp e i i  ~~~~~~~~~~~
I f  so , a l l  si’ nodes h uv o -  lu -u-m o nm u u o l , -  - u p u r t -  01 t h o- n e t w o r k .  ‘l’he (P°~~,

; u r u - ( r r m o m r  also n o- - r n n n  t I m ’ -  termin a l  t i t n o e - i n t l  t - o m ; u t m t - - s  t h e  - 1 m o unn -d ti n T ,--

m u m  the ;r a w t i o  pro c - c - n a  l u e - f o r - o r , - t i n i n o i .  ( F o r  o d o t - m n  led u l e - n ; c r i r o t - m m , n o  o u t

the o ; i - ~ol~: a l u m c u n i t h m  see Fi g u r e  3 . 7 )

A l t h o o i u ; i o  an i-xt-ensiv e stud y of GRow—TIMid ; u n d e r  v - mr ir us inn ‘ i a l

C t u t i u l i  tions is ;- r e - nnc-o ot ‘- -1 i n  C h a p t e r  6 , t h r -u examp les are d i  n;~ i l o y u - u 1  in

Fiourr-s 3 . 8 , 3.9 , 3.10. N o t  ic o n the variations in the three confi ’~u—

ra t ions ’ GROW—TI~’ii-S . The v a r i a t i o n s  a re  due p r i m a r i l y t m o  d i f t  e n o - rn o -”s

in total 1/u) t i m e  required in these three exanples. Agai n , t h i s  w i l l

be amp lified in Chaa tc - r 6. As a final commen t ,  GROW is also cu lled

p e r i o d i c a l l y ,  b y o ther  r o u t i n e s  such as  TEST or SYSPR OG ~~to r ,- -GROW t-hi u

network . In this way contact can be re-established to nod,-s which may

have become operational au ;ii n after h u r e v i o u s l y  being i s o l a t e d  f r o n t  the

network during the faul t detect-ion process.

3. 5 .2 RECONF I GU RE

The P t :C O N F I G U R E  r o u t i n e  is  a d e r i v a t i v e  of the  GROW r o u t i n e . I t

is passed by TE ST , the node and port ID of the END-POINT from which no

STATUS request response was rece ived. RECONFIGURE beg i ns by m a r k i n g

both ends of t h i s  l i n k  F A I L E D  in  the PORT STATUS TABLE . The PORT

STATUS TABLE ~m n d  GROWLIST up to this point- are in the same state as

when the  GROW r o u t i n e  had f i n i s h e d  some t ime  p r e v i o u s l y .  REC ON F I GU RE

must now RESET the PORT STATUS TABLE to reflect that uu  l o o r t io n  of the

ne twork previ ously connected has been isolated, when the faulty l i n k

ceased to function . Once the PORT STATUS TABLE has been RESET,

RECONFIGURE simply sets i t-s GROW-N()DE pointe r to the first node on the

GROWL I ST and then b r a n c h e s  to t h e  GROW R o u t i n e  to proceed as in a

part ial l y comp leted network. The Ri- 51- T process , howeve r , is no t a

st r a i g h t f orward  procedure as can he q u i c k l y  seen by the flowchart of

the R E C ONF I GURI -  r o u t i n e  ( F i g u r e  3 . 1 1 ) .

The d i f f i c u l t y  of R E S E T T I N G  the PORT STATU S TABLE ra n b u i ’
d c - m o m s  tr ou t -ed by cons i der i nq time- fol lowing examp le.
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I .  d l  ye-n t o ’  P0 - t w i n  ~~~~ ~-d I T

Links CPC-4 , and 1—2 have failed and links 2-3 , 2-5 , and 4-5 aoe

s p a ro s .  -

RE CONF I G U R E  the net-work given that :

Link  3-6 has  f a i l e d .

3. S o l u t i o n :

It can be seen quickl y t h a t  nodes 4 ,5 , and 6 have been l o f t

d a n u n l i n g  by the  g i v e n  link failure . In response to the failure , l i nk
3-6 is m a r k e d  F A IL FD , and RESET t h e n  proceeds to m o d i f y the PORT STATUS

TABLE and  the GROWLIST in  the  f o l l o w i n g  m a n n e r :  ( ag a i n  r e f e r  to

Fi gure 3.11 )

a. Since the FAILED-NODE , node 6 , has  2 OUTBOARD po r t s , a

t r ace  must  be made of each “ b r a n c h ”  to f i n d  i t s  t e r m i n a l

p o i n t- .  Once a I- i - n o m i n a t i o n  has  been f o u n d  a l l  e n t r i e s  f o r

the te r m i n a l  node m u s t  be n o ]  led in the  PORT STATUS TABLE

and the t e r m i n a l  node ’s ID removed from the GROWLIST. (This

is the essence of the  RESET p r o c e s s . )

b. Ee-x t ,t-hc- trace is “ u n w o u n d ”  back towards  the F A I L E D — N O D E ,

r e p eat i n g  t h e  e x p u l s i o n  process fo r  each node in the pa th .

C.  When the I - A I L E D - N O D E  is at - m m  r eached , a t race is made of

the o t h e r  o o t ” I l o O i i l W  }uo)rt. Similar initializinq procedures

arc  c a r ru - d  ou t , f o r  th~ i t o o c l e ’ s  i n  i t s  p a t h  a l s o .

d.  cH u t e , d i f f i c u l t i es  a r i s e  when  a node in the  trace has  more

t h a n  ‘ o n e -  0 0 0  - I l o m m;o kl) l o n e  t o - n o u m i  I m t o u ;  i n  m u l t i p le t o - i r o m n u a t o o n s .

R J : I ; F T  h an d l e s  t h i s  rondi finn - usi ly through the use of a

s o f t w m r - ~~t m m k o ’ u l  l u - c t  t b -  p p t - t : t ’  UII -~T. ‘l’he RESET L I S T

e 2
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in o i - l e m e n t - s  a F I F ’ f l  scheme s i r r o i l - u r  to the  GROWLIST to

e f f e c t i v e l y  h a n d l e  a l l  the t o o t h - s  i n  t h e  n e t w o r k  tn ’ be Pi l l - e d .

e - . Once the  or i t ;  i n e  I F A I L E D — N O D E  is c m u r o n i u l c ~t o n l y I d - :NI :T  ( b o t h

t r a c e s  comp l e t e  and  t he  RESET L i S T  i s  e m p t y) ,  the

R E C O N F I G I I R I -  p r o g r a m  b r a n c h e s  to an e n t r y  p o i n t  i n  the  GROW

rou tine .

f .  A summa ry of the  s teps o u t l i n e d  above f o r  the examp le

presen ted  is as f o l l o w s :

( 1)  LINK 3-6 HAS FAILED GROWLIST

( 2 )  NETWORK STATUS AFTER THE RESET OF

NODE 6 , PORT 1 (R e s u l t s  of Trace 1 ) GROWLIST



3) NI-:TWORK STATUS AFT 1-~R Til l- ; RE SI - T OF NoDr-; 6 ,

PORT 3 ( r e s u l t s  of T r n o r i -  2) , (also st o tus

a t -  en t r  u t o )  GROW r o u t i n e)  GROWL IEI T

( 4 )  STATUS OF FINAL REC ON F I G U R E D  NETW ORK
a f t e r  comple t ion  of GROW R O U T I N E .  G R O W L I S T

g.  No t i ce  t h a t  in  the  above examp le , tha t on ly  those’ l i n k s  t h a t

were  e s s e n t i a l  to the R E C O N F I G U R E  process were a c t i v a t e d .

Also , note  t h a t  the GROWLIST has been restructured so that

i t again reflects the order in which the nodes joined the

ne twork .

h . As a means of comparison, RECONFIGURE was initially imp le-
mented s i m i l u u r  to an a l gorithm found in 125 1 that was used

in the earlier Drape r Fault—Tolerant Ne t-work Effor t.

m i t  u - il  results have demonstrated that the utilization of

the Rl-PPT concept have resulted in an approx irooately 40%
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s a v u n o n s  in R E c 0 N F r G U R A T I O N - T IM E . T h i s  f a c t  is f ur t h e r

d e m o n s t r a t e d  by the  s e r i e s  of DE CSCO PE p h o t o g r a p h s , Fi g u r e n o

3 . 1 3  t h r o u g h  3 .14 . In  t h i s  examp l e ,  the  c o r r e c t i o n  o f  a l i n k
failure by REn ’oo NFIGURE was four times faster than that-

o b t a i n e d  by RE-GROWING the network . This startling result

demonstra tes the value of the RECONFIGURE routine , and  i t

c - n n n h - h a s i z e s  t h a t -  m i n i m i z i n q  the n u m b e r  of l i n k s  t h a t  have to

be de-ac° iva temi re-activated , lessens the  t ime lost  by an

aiopli cat ion process such as the digital autop i l o t , d u r i n g  the

RF:cONFIGHRATION t a s k

3 . 5  . 3 TEST

The TEST r o u t i n e  is the  fault - detection and isolation program for

the single leve l network . (A flowchart of its alg o r i t h m  is g iven in
F i g u r e  3 . 1 2) .  TEST’ s r e l a t i v el y shor t  l e n g t h  is i n d i c a t i v e  of the f a c t

that it is a straightforward program that attempts to verif y t h a t

communications exist between the CPC and every node of the network . I t

facilitates this by trans~~~tting a STATUS request to each node whose

ID is on the GROWLIST , in the order in wh ich  t ha t  node was added to the

n e t w o r k .  This is a c r u c i a l  p oin t ,  f o r  it allows the non-receipt of a

single STATUS request to pinpoint a FAILED link down to one possible

choice. This is a valid procedure since the links were added to the

network in much the same way that a tree grows. Verify ing  t ha t  a l l  the

n-i links are good , which were added up to the point where  the n t h  l i n k

is tes ted , says  t h a t  i f  the test  f a i l s  f o r  the n t -h  l i n k , i t  n ’umst be t h a t

link which has malfunctioned. Therefore the order of the node ID ’s on
th’- GROWLIST must correspond exactl y to the sequence in which the ne t-

work was GROWN or RECONFIGURED . TEST a l s o  p e r f o r m s  a v e r i f i c a t i o n

f u n c t i o n .  By c o m p a r i n g  the  STATUS r ece ived  f r o m the TEST-NODE w i t h  the

e n t r i e s  in the  more r e l i a b l e  “ v i r t u a l ”  n e t w o r k  of the PORT STATUS

TABLE , discrepancies can be detected and corrected. Since the PORT

STATUS TABLE is deemed correct, a discrepancy is treated like a link or

node f a i l u r e , and results in the RECONFIGURE routine being called. The

TEST p rog ram r u n s  e i t h e r  in  the d e m o n s t r a t i o n  MON I TOR mode or by the

norma l process of being invoked as a task when error recovery procedures

have not- been successful (see Section 3.6) . TEST in  this case , de tec ts

the error and passes the information to the RECONFIGURE routine for

f u r t h e r  p roces s ing .
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3.5. -I SYSPROG

T h i s  i n t e r a c t i v e  p rogram , stored in  the PROM of the  g r o u n d  s u p —

por t  processor , is designed to be a demonstration and dat-a collection

tool f o r  use w i t h  the s ing le level  and e v e n t u a l l y  w i t h  t he  h i l e v e l net-

work. It does not i n t e r f e r e  w i t h  the  o l m i r at i on  of n o n ’ u ; r m t - u n ;  o x  - -

t in g  in the multiprocessor triads. It can , however , load f rom the main

memory the same GROW , RECONFIGURE , and TEST p r o g r a m s  i n t o  the cache

memory of the ground support processor for debugging purposes. The

f o l l o w i n g  DECSCOPE commands a re  a v a i l a b l e  to the u l u e . r i o u u r  m l ( - s i n j j o

t u u  - u t i l i z e  S’ISPROG :

1. I N I T

This  command clears the DECSCOPE network display, initial-

izes al l  v a r i a b l e s , ta ble s , and c o n s t a n t s  used by SYSPROG .

I N I T  places SYSPROG i n t o  the  command i n t e r p r e t a t i o n  s t a t e

a w a i t i n g  the nex t  i n s t r u c t i o n .

2. GROW

This  command causes a b ranch  to the GROW routine which has

been loaded into the ground support processor ’s cache memory .

GROW also displays the results of the GROW routine on the

DEC SCOPE.

3. MONITOR

This command places the network control into a test loop a-

waiting a link or node failure to be detected by the TEST

rou t i ne. When TEST detects  a fau lt 1cont rol  a u t o m a t i c a l l y  is

passed to the RECONFIGURE r o u t i n e  f o r  c o r r e c t i o n. Upon corn—

pl’:-rii’ri , the results of reconfiguration are displayed and

the test  loop is once again entered .

4. SEND/GET

These two c o m p 1 em e n t - u r ~ commands  a re  used to send and re-

ceive t e l e t y p e  messages  V i i  C~~o c o  DECSCPOE command line . The

d e s t i n a t i o n  no )m le- u t  w h i c h  t h e -  t e n l e t y p e  i n t e r f a c e  is a t - t a —

ct e d  mus t  be s p e c i f i e d  p r l m , n  t o  t h e  a c t u a l  message t r a n s —

m i s s  m u o n .

5. SYSP W)G “TI N! NC” I- 1- AT ! i1li-;~

FASTER/SlOWER

70

-t -. S — 



- comnauud n; control the speed u t which I he ( H ( oW

n u , u m t i r u c ’s r e s u l t s  ar e  d i sp la yed . h - A S T E R  d i sp l u ,’n ;  t b ’ r n - - C  —

work  s t - i t - u s  o n ly  a f t  o r  t h e  GROW m i t  i nc  h u m s  h o - o n corn —

p i e - t e d , w h i l e  S l O W E R  d is~ t 1 ay s  o uch  l i n k  as i t  is act  i —

v a t  e - d .

b .LOOP S

This comm and specifies the number of test loops d esur o h

d u r i n g  a MONITOR operation before the network in ; RE—

GROWN . L OCh’S allows the network t o o  become more or less

s e n s i t i v e  to t r u n si e n t  f a u l t s , by b e i n g  ab le  to v a r y  t h u

r a t e  at  w h i c h  a p r e v i o u s ly f a i l e d  link may re—join the

n e t w o r k  subsequen t  to t h e  l in k  becoroirug operational au;,iin .

c • DELAY

This command ,mliows a variable number of loops in the

f r e q u e n t ly c a l l e d  DELAY s u b r o u t i n e. The most si g n i f i c a n t

use of t h i s  f e a t u r e’  is in  GATEMA N s u b r o u t i n e  where  an

i m p o r t a n t  am o u n t  of de l ay  is placed between the trans-

mission of a RESET and GATEMAN command. Ttis -num n n t ; u n t  of

delay must be variable- to provide for efficient net-

work ope ru t i u o n u , since the time req uired to process net-

work comnoancls vurie s between the sing le level and bileve l

nodes .

6 .  GOTO , I - H I P , S I A l I  p

These I- t in i s -  - u u m m u n d s  oi l low branchin g to any address in the

g r o u n d  su ~o~t u o u 0 ; - n uu - e - n ; s o o  . I n  the  c u n ; o of F B I  R and STATUS ,

c o n t r o l  u s  L u m S n ; o - u l  C m i  t h u  i u t u t r y  p o i n t s  of t he  o t h e r  two

sys t em S t - a t o m . d i s h u l u v  p r o g ram s , w h i h o -  GOTO a l l o w s  an a r —

h i t - m a r y  b r an c h  O u t  f b i -  - u - h t l r e s s  w h i c h  is appended t o  i t

when i t  is t Yi~ ° - m l  0 - m o  I he ‘u uroIfl m nnJ l i n e .

3 .6 li m c m - rpo rti ° m o n 01 t i m e -  P e t  w o O  P Co ot  m u ; o ; i  ut m o n o  anoh (‘o nutn ml Sof t w u r

in t o  t i m i -  cARD S__‘1ult j~~~s’o- nn s m un

One of the most important benefits of the  O S I R I S  h i e r a r c h i c a l

n e t -w o r k  s t r u c t u r e, as has her-ru cited ~e-ver ,m 1 t i m e s , is t h a t  t h e  recon—
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j o i n  at  m u o n  a n n u l  c u o n t  n m o l  u l ’ j ’ u r i t h n u s  m u ’ -  o x ’ - ’  n o t  eol um eurn o - u ! ly in n t i m e C ri p h ,-

r e c h i m n d m n t  , t a u l t  — t  o l e - r u n t  e-nm v ironnu en t of t ime- (‘Al- OP tou uul ti L u l m u o n u u m  .W n  t h u

t h i s  1 e - , i t u r e  i n  n u t  nd , t h u e -  u - m o n o  I i ‘ H i m  m t  j r -u i  and  cen t  ci p r r ) m j u  I n t O  ~ - t 0~~ J i t

o ; r a t o - t l  i n t o  t i m ’ -  - - - o  u l l .  O S l P l ; O  s yn C  i - n - i  i i i  I t o -  ni lo , w m o  g ~~- m l u n ’ - r :

1. They m e -  n v - u k - o h  by f b i . -  sy s t o  I/o t - u ; O  o n t o  -n w ! o - - r i - n  n - o r

u i - c o o - cr y  o r u u c c - d u r e -n n u t - i -  u n n o m  u - m o - n u n - - f u l

2 .  ‘rhey i re- o n v m u k o - u i  on a j i e -nio d i t -  basis h o 1’ - i  oct ; ~-rn o ;os ~ - i - - s m  - ; n u - - t l

t i )  P i t u  - ‘  l m t e r t t  f a u l t s  i n  p oo r t i on s  of t h ~ 0 0 c 1 W - n  k O u t  o ’ u r  —

m i - r o t  1 
~ i n  vu I vi u i  i n I/ (  0 .

S i n c e  I b o o -  GROW , R E C O N F I G U R E , and TEST r o u t  inc ’s w i - n c -  on m ; o —

n a l  ly  execu ted  in  t h e  g r o u n d  s u p p o r t  processor  f o r  d o - b u g y  i n - I  p O o r  1 0 ;  - n - n ,

seve ra l  mod i f icat  ions  were  r e q u i r e d  to a d a p t  them so t h a t -  t b  -y con 1 1

he r u n  as a t - u sk  in ut t n i a d  of processor s .  Th e f o u l  l ow i n g  i n s t - s  t h e . r u n i o r e

i m p o r t a n t  of t hese  c h a n u ; i - s :

1. The t h ree  p r o g r a m s  were  s e p a r a t ed  f r o i m  t h e  a s s o cia t  ed t i - s t

code and assenubled  t o u i e t h e r  in t h e  f o r m a t  r o - q o m i r e d  o f  a s y s t e m

t a s k . Since the total l e n g t h  of t h e -  n e t w o r k  c o n t r o l p r o - J r a m s

was s l i g h t l y  less t h a n  the  768 words a ll o t e d  in  ii p rocessor

cache memory t o u r  a t a sk  and its s o f t ware s t ack , o n l y one task

was c r eat e d . Th i s  t a s k  was g i ven ii u n i que ID and the name

D E T E C T / R E C O N F I G U R E  t a s k .

2. The DETECT/RECONFIGURE task was stored in an as s i g n e d  a d d r e s s

s p i e l -  in  m a i n  memory wh i c h  was no t  used by a n y  o the r  t a s k .  A

pointer to i t s  e n t ry  p o i n t  was placed in the Task Identifi-

cation Table located in the base page’ of m a i n  m e m o r y .

3. A l l  r c f e r . - r o o - u - s  to t he  d i s p l a y  p o r t i o n  of SYSPROG s t i l l  r e ’—

rn~m i n i n - J  in the- D E T E C T / R E C O N F i G U R E  t a s k  were  rernoved .There  can

be no t -r , i n s f  o r  of c o n t r o l  o u t s i b -  t he  t r i a d  w h i l e i t  i s  r u n n i n g.

4. The t a s k  was made t u l l y r e l o c a t a b le -  by removing  a l l  r e f e r -

ences to spe-cif ic memory locations and by u s i n g  indexed ad—

dress  i r u g  whe reve r  ap p m o p r  I - m t e .

5. A l l  c o n s t a n t s  used by t he  t m sk were  p lao - -d in the base page

of t he  F u r m , c e s n ~~,r ‘ s c ;uo h e -  m e m o r y .  h owever  , upon i n i t i a t i o n,

t h e - s e  c o n s t a n t  n o r e q u u i r  c -o f m i t  i , u l  I z , m t  i o n  w h i c h u  was accomp l i s h e d

by r e a d i n g  i n t o  f l u e -  b u n ; , - li m o -  u b l o c k  of code cent  u i  n i n o j  t he
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- - i l u o s 01 I - h i -  u - m 0 0 0 s t u n n t n - n , T h i s  1 u t - m o o e c h o i r o  , w h i l e  t o n i c  c o r m s u m m —

n o r ,  W a S  t~c o .- e S 5 u r  V S i 0 0 0 o -  o uch t usk invok -d into a pi-o (_ne-~~sco r

i s o - s  t b -  hoao; c- ~~~~~ f r  its own - _ n u r i a b l e s  and c o n s t a n t s  and

u m t n o se qu en t l y d o t e s O m u t  I n o - s c - i _ ne:  t he  data t h e n -  f r o m  -u u r i - : i o u s

t u s k .

C . F n n ~~u l i y ,  i l l  s y s t o - t -  v , i r i - i l o l e s  u s e - o f  b e t -I  by p Y S I u I ~o n  and t h e

10 1 .  l:c’I /Rl - Co oNFIG i~RJ-~ task were placed in main roem ot ry , a sham ed

r e s o u r c e . In  th  n o  way i n t e r a c t  l u t t o  between the  t u s k  and  the

control p r t q n w n o  was facilitated. Specifically, configur ation

speeds , and the number of test loops desired before RE-GROW ,

could s t i l l  he c o n t r o l l e d  by the  o p e r a t o r  at  the DE C SCOPE ,

in  sp i te  of the c o n f i g u r a t i o n  and c o n t r o l  a l g o r i t h m s  b e i n g

executed  in a n ’mu l t i p r o c e s s i n g  e n v i r o n m e n t- .

Even when a l l  of the above procedures are c a r r i e d  out  p r o p e r l y ,

D E T E C T / R E C O N F I G U R E  w i l l  not  he execu ted  as a task u n l e s s  i t  is added to

the Tine Even t Queue of the  m u l t i processor. The Time Even t Queue is thc-

scheduler for the various system tasks. It controls the order of exe-

c u t i o n , execution time s, i t e r a t i o n  ra tes , t r i a d  assignmen t s , and exc_ _

c u t- i o n  r e s t r ict i o n s ,  i f  a n y .  The queue , as d i a g r a m m e d  in F i g u r e  3 .15 ,

j o i n s  the set of t a s k s  us ing  a ser ies  of cha ined  address  p o i n t e r s .

Since the TEST routine requires approximatel y 70 rnmsec. for a

typ ica l  s ix -node ne twork , an i t e r a t i o n  ra te  of 1 h e r t z  was chosen f o r

the network task . In this way , the n e t w o r k  w i l l  be scanned  f o r  l a t e n t

faults once every second . If a faul t is detected , RE CON F I G U RE w i l l  be

branched too for correction before the task retires. Further, i f the

r e q u i r e d  number  of t e s t-  loops , as s iu e c i f i e d  by LOOP S , have been made

on the . - previous nunuber of task iterations , In bo rn the GROW p o t i o n i n n  w i l l  be
c a l l e u b  f o r  RE-GROWTh !  of the  n e t w o r k . A g a i n ,  once t h i s  is comp l i n t c _ - the

task  w i l l  r e t i r e . In all three possible variations of the DETECT/

RECONFIGURE task the total time that norma l system traffic will

be suspended , has been shown to be of the order of one second ( r e f e r

to C h a p t e r  6)  . W h i l e  t h i s  amoun t s  to an excessive portion of the avail-

able I/O bandwidth for au-i iteration rate of 1 lhert z, the one secon d

figureis more of an uppe r bound for infrequent occurrences. In a nor-

mal situation , no faults would be de tected and so DETECT/RECONFIGURE

would retire in the acceptable time of 100 mscc.
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rNO TE : Assume

that only th reo-

tasks  or e  r u n n i n g

~~~ 
________ 

P o i n t e r to TASK B

IP o i n t e r to  W A I T I N G  AREA

TASK ID

P o i n t e r  to A r g u m e n t s

h h i q h  Order Time ( l 5 b i t n 4 )  p- TASK A

Low Orde r Time (15  b i t s )  J
‘rriad Assi g n m e n t

I t e r a t i o n  R a t e

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~K C

F i g u r e  3.15 R e i m I - i c o m  o u t  u Typ ic- i l

Task to the T in oc l- v e - n t  Q u e u e .
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CHAPTER 4

TIlE RILF-:VE L TEN—NODE NETWORK

4 . 1  Ge n e r a l  Desc~~j~tIion and f~p~ b i l i t i e s

The d e v o n  l o u L u n ~oe- n t of the hi boo ’,o-l ne t-work as an b l u r ,  t ’ - c o n c - n t  to  C he

s i n g l e . -  leve l n e t w o rk  of C h a p t e r  I I I  was  u n d e r t a k e n  p r i m a r i l y  to f u r t h e r

enhan- :e- the  b e n e f i t s  t h a t  n e t w o r k i n g  can p r o v i d e  to t h e  a rea  of d i s t r i -

bu ted proce ssi nuj . The variety and often extensive number of sensors

and effectors found in a typ i c a l  f l i gh t control environment impose So~ —

vu -re bandwid th and reaction time requirements on the central p r o c e s s i n g

cen te. -r (CPC). If this processing load can be d i s t r i b u t e d  to a se t o f

local processors , preferably co—located with the individual sensors or

e’ffec tors , a great savings inn bandwidth is ro-alized [16] . T h o u g h  t h i s

fo rms  the basic  j u s t i f i c ation f o r  the sing le level network , as L u ro -~~m n u us —

ly desc r ibed, the bilevel network goes one step f u t h e r  by improv ing  the

throughput of the local processors. It does t h i s  by implementing a

network with two hierarchical level s, the upper  l eve l  e m p h a s i zi n g

control and data transfer , and the lower level emphasizing computation

and d a t a  r e d u c t i o n .

The concept of a b i l e v e l  n e t w o r k  is not -  new.  D. W . Davies and

his  c o — w o r k e r s  a t  t he  B r i t i s h  Na t i ona l  P h y s i c a l  L a b o r a t o r y  proposed a

similar idea for use in a telecommunications environment [6]. They

envisioned a two level network in which the upper level would be respon—

sibl e for long distance packet transmission and switching functions ,

while the lower level would be a local area network serving a central

phone exchange , f o r  examp le .  Th i s  o r g a n i z i n g  of s i m i l a r  p r o c e s s i n g

functions into sub—networks carries over into the OSIRIS bilevel net-

work concept. there , the upper level network can he considered as a

um roup of “middle manager ” nodes. Each m i d d l e  n n a n a q o o r node is responsi-

b le  to  the  CPC o n l y ,  b u t  can have s u b o r d i n a t e  to i t  one or more  nodes

forming a lower leve l networE (see Fi-rure 4.1). Since the middle mana-

ger node is a member of both hierarchical levels simultaneously, i t

is a l so  known as a “ h il e ve l”  node.  Ana logous  to the phone e x c h a n g e
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e x a m p l e - , o u c h  l u o wo -r li - v - I  ne t w o r k , o k- o i l y ,  is ‘- m o t n o l r ooo’d of nodes who,n;r-

- m t t uu - he - oh h o- s t I u r m m c c ~ssors n i l  i u e r t o m m  a r e l u t - e d  f u r m c t  b u n  such as
n ay  i q a t  i on .

The n c - u i  f o e - r i o ’ f m t 00 t h e  - b i i ’  -v i ’ 1 n e t w o r k  over  the  s i m p l e x  ne ework

as has  P t - c - t i  s t o t o - u f  c - a r !  m u  r , is  I - h i t  i t  l o o p  ri ce’;; t he  o - m m n n n ~ u o m t a t i o n  t h r o u g h —

put poss ib le at  a I over l i - c e - i  p r m o -es sor n u ’ , d u - . I t  oic~-s  t h i s  by n o t  i n t e r —

r u p t i m o u :  e \ - er - l O u w u r l i - c o o l  oi l, - i-vu - n y t ime u n o u h o m o s t -  f o u r  ‘ l o u t - a  i s  o r i g i-

n a t e d  by t b ’  CPC . In  t h e -  n ot - i n _ i l  s o o i ; l e  leve l t o u - t w u o r k  ‘ - o H _ n  m e s s u u l e  s en t

by the CPC - l u - m o - n a t o - s  itO ~~~ i r ;t - r r up t  i n  e v e r y  n o u o i o -  , w h i c h  m u s t  be

1 ro,ct-sSod tou l o t  - - r m i n n o -  i f a c t  ion is  r e q u i r e d  - Thus , u n y  b a c k g r o u n d

I ’r n ~~e i s s i n  h u m ’ i n m  done.- it  a o n - n d , -  is c o n t i n u a l ly  b e i n g  s usp e n d e d  w h i l e  t i m e

om ’e.’r~itin q s’:st - - m b o o t o - r f l m r u i - s  t h o -  n a t u r e  oa f the rece:i vo- d mess 4u-;e: . In flit -

bile-ve l r oe tw uu nk how e-von , nn1y the  upper leve l of the n e t w o rk is inter—

r e u n i t e d  d i r o - o - t l - ,- by the o S C .  Each bileve l node has the abi l i t y  t o o

i n t e r c e p t  and n e — t r a n s m i t  a l l  nessages  desig n a t e d  f o r  a n y  of the  nude-n ;

of i t s  s u b — n ; m : t .  Onl y when such a message is received , is  the lower

leve l i n t e r ru p t e d  f o u r  c l - i t - a .  I n  t h i s  w a y ,  the lower leve l n e t w o r k  be- —

comes a more  e f f i c i e n t  c o m p u t e r  and spends less of its t ime }on u ut :,.ssini tn

data requests no t intended for its use. This then is 1 basic justifi-

cation for the bib eve l network concept. As an alternative , an ot h e r

solution to the constant interrup t problem , invest m m ~at-ed in Ref. 31 , h a s

been to imp lemen t  a node w i t h  two mic roprocesso r s, one dedica ted Lou

background processing and one designed to handle to the communications

and control functions exclusively. In this way, each du a l p r o cessor

node c o u r t  s i m u l t a n e o u s l y  h a n d l e  both p r i m a r y  noda l  f u n c t i o n s .

The experimental bileve l ne twork at the C.S. Draper Laboratory,

has  the f o l l o w i n g  charac t e r i s t i c s  and c a p a b i l i t i e s  in a d d i t i o n  to ,those
l i s t e d  for  the single level network in Section 3.1.

1. Network Size_and  Con
~pa sit i o n  - ten node s , two of w h i c h  can be

hilevel. The increased ne twork size adds to the r i c h n e s s  of

various topologies possible , while the implementation of just

two P m  le ve l nodes can clearly demonstrate the bilevel concept.

2 .  Menwor~ (SiEacl tI - an  a d d i t i o n a l  1k of RAM and 2 . 5k  of PROM
f o r  o u c h  h o  leve l 00 ( 10_n .

3. In~~~t / C o i t j u u P r t s  — 3 additional for each bileve l node for

a tot - a l of s i x .

4 .  Jnt e r ro - ul N w i t c h i n ~~~F u n c tj o n s  — an a d d i t i o n a l  P I A  h~ms been

added t u u  h i r u d l e  the e n a b l i n g  b i t s  f o r  the e x t r a  three  I/ O
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por t  s.

5. C on nrnu n n  i c - u t  i m o n o  m et -h o o d  — ci rcui t— Swi tchi n u u j , as b e f o r e  — m t  c u r  —

n a l  t o _ n  e a ch  mo o t -w o r k  l e v e l ;  pa ck - t — s w i  t u b i n g  of 1 byto- p o c k e t s

at  each f o l  l , ’v o- l n o  u i , - .

(i~~ N u mb e r  of s u b - n e t w o r k s  p o s s ib l e  f rom_any h i  leve l t H o u  -

one , u l u e -  to t i o u  - n o - s t n i c t  i t  o t ~s I au -ed on t o e  ab i i i  I y of th e

sof t win e  o h 0 0 0 r a t -  in g  s y s t e m  I - t m  h u t i u l  b t i i ’  !)ro ~~ -ss i t o ~ o f  h i  l o u _ n e  1

im nt u-n face p o r t s .  Cu r r e n t  l y , ou t  l y on _ n o  - i n t  e r f i o - o - port can  b e -

se.- rVbcu o l fu o r a J i ’ e i n l , i b , t:,- 1 t o ol - - .

7 . Sottware addotions — expansion of t b -  nuodal o p e n - f  m g  sys t em

to h a n d l e  t i m e  b ile:vc l c o n t r o l  command , and a d d i t i o n a l  buffe r

handi lncj routines to imu p lemen o t t h e  ~~u~~k et s w i t- c h i n q  u t o n _ n 0 0 0 t o n ;  i —

r a t i o n s  scheme .

4 . 2  Test Net-work Topolo~jy~~~ebec t ion

The topology chosen for the hilevel network was basicall y the
six t;oti e - topology sc_ n lect e -oi o , u r l  b e _ n e with four - i u h m l i  tj o n a l  o n u o o l o s .

(see Fi 3ure 4 . 2 ) .  Since no a c t u a l  p a r t i t i o n i n g  a c c o r d i n g  to node pro-

cess ing  functions was made , it was decided to use a topology which

would Lest demonstrate the bilevel network concept- . That is , each hi—

level  node was p r o v i d e d  w i t h  ~p t o  four nearest neighbors which could

function as members of a lower level network. In addition , two links

were added joining the two sub—nets. These were imp l emen ted  so th a t

nodes cou ld  be exchanged  between the sub—nets in the event of link or

node failures. As in the sing le—level network , three  of t he  nodes were

placed in the Hybrid Simula tion Facility near t h e  a i r c r a f t  f l i g h t  simu-

lator. The other seven nodes were located together in Advanced Di q it u l

Systems L a b o r a t o r y  nea r  the  C e n t r a l  P rocess ing Cent er (r e f e r  to Fi g u r e

3.1 again ). Finally, a DECSCOPE d i s p l a y  r o u t i n e  was a lso w r i t t e n

s h o w i n g  the ten node n e t w o r k  in a s y m m e t r i c  a r r a n g e m e n t- , much l i k e

F i g u r e  4 . 2 , in order  to f a c i l i t a t e  the  d i splay of network status. N u o w

that the basic characteristics of the bilevel topology have been out--

l ined , the modifications to the existing sing le leve l s o f t w a r e  and

har m iw -u r ’- , r e q u i r e d  o .r the bilevel network , will he discussed .

4.3 Nm,dal Hardware Descri ption

The a d d i t  i m u r o u l  h a r u i w o o r o  r e q u i r e d  to imp l e m e n t  a b i  I ” u 1 n o m u h i -

is 1o , c , i t c H  on a 1) 1 l e v e l  o m i t  o - r f u c e  board . T h i s  board  t o g e t h e r  w i t h

the  p r e v i o u s l y  de scr ibed  M 68 0 ()  m i c r o p r o c e s s o r  nod e board , c o n s t i tu t o -
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t i~e s o  ou; ~ le t ,- P ii eve!  0 0 ) 0  le . T hu  - t oil ev o  - I i n  I o - r - I u ’ - - I ‘ u _ n  rd is m u ch so  nip b e n

in  o l e - s m - t i n  t h a n  t h e  ~ (m 80O ononcro pr oo cu -o so r n m o u l e ’  l , m u a r d . I t -  is u - i o t ; I 1 n i n ~n e t l , —

bas j 0 e !  ly ,  c u t  t h u e  u o l o l j  t i o m m l  memory  n e - r o i l  n- i - t i  by t b o o  bile ’;e-l u q u u r m t j t _ n u~

s y s t e m , m u d  t h e ’  a b u t  i o na l  h a r d w ar e ’  re u l u i r e m i  f o u r  t h e  t h r e e  c o n t r a  I/O

p o r t s .  S I - - c m  f i a l l y , 0.0 i l l  O f ; ’ - 0 f o r e - i - m a r t s , o n e -  f o ’ - n i p h ( - r m  I u n t o - n  - i ce -

a u l o t l i t e r  ( ! ‘TA)  was  n eo c en o n O , i t  y to s up p l y  t i m e -  r e q u i r e m i  s i x  c - a m b l i n g  s i qn a l s .

In a d d i t i o n , t h r o - c -  a s y n c h r o n o u s  c o m m u n i - i  t - i on  m t  i - r f  ace -  a n d a l o t  e r s , r m n o h

.i s i m i l a r  n u m b e r  of O I L  j o - i l  i s o i ,u t  o u r s , an d  d i  f f e r e n t  i al  I i t _ n e  d n i v - r s

were p r o v i l e - u l .  F i n a l ly, th e - requisite number c f - I ~u o us a n d  t r t — s l  u i ’  l o a f —

I en s  w e - i  U io oc lu oi ed to a f o c i  the su m m o n  m in t e n - n a l  swi tc h i n q c i r c u i t ry  u s

in  F i qu r e  3, 4. To add the- increased mentory , the  f o l l o w i ng  nu mn h e r  o t

memory  r i o - m e r i t ; ;  w e r e -  a l u I ended to t h en node S d a t a  and  a d d r o - s s  bus e s

1. 5 — M1152(I402 512 x Ii b i t  S o u l  m o n o 1 S c - m n o m t - m o n o t l u c t o m  I r a  ; r o n n n -  e l la -

Read O n l y M e - n i o r i e s

2 .  8 — M M 2 1 02  1k x 1 b i t  N , i t i o n a l  S e m i c o n d u c t o r  R a n d o m  locco- s s

Mentor ies.

The actua l separation in the b1l o~~e -I t oo l ’ - of th e- t w i t h i e r a r l i —

cal network levels was accomplished via software , through a new CGN T II OL

command s p e c i f i c a l ly designed for the bilcove l node . The specifics of

t h i s  new f e a t u r e  alonti with other additions to the node ’s oper a t i n g

sys tem w i l l  be covered next. It should be emphasized , in s u m m a r y ,  t h a t

the basic differences between a single and bilevel node are p r i m i t i l y

op eratinm n system related . The differences in h a r d w a r e , on the  o t h e r

hand , e f f e c t  the  c a p a c i ty  of the node to execut- - app l i c a t i o n  p r o g r a m s ,

and t h e  number  of I/ O po r t s  w h i c h  i t  possesses .  In o the r  words , a

s ing le level node could Lo~ c o n v e r t e d  in to  a scaled down v e r s i o n  of a

b i l e - i - I  node s i m p l y by l e a c h i n g  t he- b i l e v e l  o p e r a tin g  s y s t en t  w i t h  a f e w

m i n i o n  o H  - - i , i t  i r o n s .

4.4 No ot ia l ( o j o o - t ~~ t i t m q  System

The b i l e - v u - i  opul ut ing s y s t e m  c o n t a i n s  a l l  o u t  the features of

the s i n g l e -  b - - e l  0 0 1 0 , - r a t  i n g  s y s t e m  as o u t - i  i ned in  S e c t i o n  3 .4  . I n  a m i d  i —

tion i t  cm r o t u i n s  t h e  f o l l o w i n g  new c a p a b i l i t i e s  1281:

1. I t  p r o v i d e s  a n ot h e r  u m o n o t - r o l  command , the  B I L E V E L  RECONFIGU-

R A T I O N  command . T h i s  f o r u t  o i r e -  has h o ,  - c - r u  added t o t h e -  n e t w o r k

c o n t r o l  sec t i c o n  of  t he  o~u e . - r a t i n g  s y s t e m .  The h t l L E V l - I L RI-: —

C O N F I G U R A T I O N  commr u and is used to t ak e  a o l e S i r&d A C IA of 1 b e

n o b ’ s in t o - n  r u m  I b u mS , t i . - o o - i o ~ u eroue u ’ u unq  t ha t  ~
_noi t t r o o n o n  t h e -  m e t —

work of w h m - i o  i t  was a o n oo -m-;Iuon r . I t  t u - n  & nab le-s t h e  p ool t l o o m

H O



use i n ;  u l o t  1 ° - u - I i m o t  o-rf i o o -  port I - u  , u stib ,or -rl i t o - i t o -  n e t w o r k .

2. I t -  m t  o l i z e - s  t w e ’b o ’c -  p o i n o t o - r u , i n st  - u i  of s i x  ms in  0 he s ir u ij l e

level  0/S to de t e r m i n e  w h i c h  l u r o c I ss to a c t i v a t e  upon r o- -

c e c i t  of an IRQ i n t e r r u p t.  T h i s  is n e ce s s a r y  s i n ce  any  one

of the  s i x  I /O po r t s  nay be s e n d i ng  or r e c e i v i n g  da t a  a t-  t b

i n s t a n t  an I RQ i n t e r r u p t  is processed .

I . I t  imp lenm ent s  f o u r  200  word c o n t igu o u s  c i r cu l a r  b u f f e r s  i n

RAN . One pair of buffers handles CPC — b i l e v e l  node corn-

muni c,itiorus while the other two buffers facilitate communi-

ca tion between the bilevel node and its subordinate network.

4. As par t of the  app lications programs interface , i t  adds  the

f o l l o w i n g  b u f f e r  m a n age m e n t  r o u t i n e s :

a .  GET — t akes  da ta  received f r o m  the CPC w h i c h  i s  in th e

“CPC to node ” INPUT buffer and passes i t to the applica-

tion program.

b. PUT — p laces da ta  to be t r a n s m i t t e d  back to the CPC f r o m

the application program into the “b i l eve l to CPC” OUTPUT

b u f f e r .

c. BGET — takes data received from the sub-net-work , w h i c h

i n  the “sub—net to bilevel” INPUT buffer , and passes  i t

to the  app l i c a t i o n  p r ogr a m .

d. BPUT — place data to be transmitted to the sub—net-work

f r o m  the app lication program in the “bilevel to sub—n et ”

OUTPUT b u f f e r .

5. Finally, the bilevel opera ting system also has two new I/O

routines for transmitting and re-ceiving data from the sub-

ordinate network. These routines are part of the applica-

tion prog rams interface , and are called READ and WRITE.

Overall , ti-me modifications required to implement the bilevel

operating system are concentrated in the area of providing the bilevel

node with sufficient data handling capabilities to function as u “pseudo

CPC ” . In other words , the bileve l node must h o e  gi v e -m n the ability to

efficiently interpret , r e f o r m a t , and forwir ci the outme byte packets of

data to the lowe r l e v e l network. It must also , be able- to r e- v o - rsc’

the  procedure, and receive messages front the lower leve l nodes. To

accomplish these two fun ctions, a series of buffers and buffer handling

routines are required .
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4 . 5  Ne tw o r k  C o n o f i o ; o r i t  i 0 0 0  u r o o l  Cont  c o o l  Soft w u r e

The m o d i f i  c m t  ion at  the GR OW , R E C O N F I G U R E , and TI -ST p r o g r o m n ; n o  t O)

o u l m e r o  t &  l f i c ien t  l y i n  C P m  l u - y e -  1 r o e - t w o  u r k  j o n - i - s o -  n o t  s eve ra l  p r ob l e m s  t a he

o o\ - er c o n e . The f o b l - w i n q  u r e n  t h ’ - si g n i f i c a n t  ar e a s  of l i f t  i c ul t y :

1. S i n m o n -  the b m i l e u o ’ o - l  n e t w o r k  u t i l iz e s  g r o u p i n g s  o t t  nodes poe—

si-ss  m tog cm ii l a m  p r o c e s s i r o u r  f u n _ n e t  i ons , i t  is d e s i r a b le -  t h a t -

tho se_ n nodes  a l w a y s  be c o n f i gured together in the same sub—

ni-twork. This means that a uretoera lized GROW routine is no

lon ger app licabl e:- , si n c e  i t p laces lit tle pro f e r e n - c -  as to

wh ms - l i nod c-s ~-m re  c on n e c t ,_ n u i  t o oj i ’t i o i -r ( s e - c I-’i j u i r e  4 .  3)  . l~Ioa L

is r i o u j u m  red i s  a neon ’-  s p e c i f i c  GROW r o u t i n e  w h i c h  a t t e m p t s

to pr e s e r v e  the  a p r i o r i  c o m p o s i t i o n  of each s u b — n e t .

2. Similar to p rob lem ( 1 ) ,  R E C O N F I G U R E  m u s t  a t t e m p t  to r e p a i r

a n e t w o r k  f a u l t  by f i r s t  u t i l i z i n g  the spare l i n k s  o~ a

g iven sub—net-work. 11 reconfiguration of the sub—netw iurk

doe ’s coot r e su l t  o n  t he  i s o l a t e d  p o r t i o n  be ing  r e c o n n e c te d ,

t hen an e f f o r t  m u s t  b e -  made to t r a n s f e r  these  i s o l a t e d  t o r u n l , - s

to an other sub—ne t-work , or to the upper level. In any net-

work it is mnore important to main _n t - am the surviv m bility of

o_nve ry node , t h a n  i t  is to i n s i s t  tha t  the  i n t eg r i t y  o f u

par ticular sub—network be preserved .

3. Even  though t h e -  TEST routine requires the least modification

to o p e r a t e  in  -u b i l e vel  e n v i r o n m e n t , a p rob l em does a r i s e

when d e t e r m i ni n g  the  o r d e r  of nodes to be t e s te d . I f  sonic

Sort of proc ed ure is not- used to  p lace  s u c c e s s i v e  nodc’s on

t h e -  GR O WJ IST , t h e n  the failure to rece-ive a STATUS r o - u l u e - s t

response  f r o m  1 g i v o - n  t e s t  node w i l l  not  isolate the fiul t

to a s i ng le p o i n t .  In  t h i s  case , a o n o - n e r a l i z u - u b  GR O W r o u t i n e

m u s t  be o i s e ’ o I  to p l a c e  t h e  nodes on the  G R O W L I S T .  t ° n t o r t u —

n a t o o n l y ,  t h i s  seems to be a c o n t r a d i c t i o n  of  p rob l em s  ( 1 ) .

I n  or d e r  to s u t - i s f y t h e -  o u t _ n a v e -  t h r e e p r o b lem s , a c o m p r o m i s e  has

been i m p l e m e n ta l i n  a d a p t i n g  the  GROW r o u t i n e , s p e c i f i ca ll y ,  to  t he  b i —

level network. The e s n- n e n u tia l f o _ n utumri - s of this compromise are de scribed

as foll ows :

1. Before execu ting the GROW r o u t  in c  a v a l u e  from 1 to 4 is

p i m en o m i  i n  m aid mo oe -nn uor y iocatioius SllflNl-Tl a iool SI J I3NI -y l 2 . These

o n e  l ues  c m  u j i m i f y  t i _ no - - number of nodes desired in e ach sub— n o , -t —

work. SUI3NF:Tl u - o r r o - o ; I e o n e u l s  t o o  hi leve l n o u u o i e  3 ‘ s s u b — n e _ n t and
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SUBN1:T2 is b i l e - v o l t o o sle - S ’ s s u b — n et .  I n  t h i s  way the  m o a n n n u ; u l

GROW routine will attempt to connect to node 3 end  node 5 the

specified number of nodes (see Fi g ur e 4.4). If the nearest

nm _ n i -~hbors  ( o f  the two b il~~vo-i iodc-c can be considered as

nodes whose hosts have simila r processing f u n c t i o n s , then
as d e s i r e d  in prob lem ( 1 ) ,  a ~- a r t i t i o n i ng  based on s i m i l a r

process ing  f u n c t i ons , can be -iccomplish e--l . It  must also be-

no ted ;  however , t h a t  GROW m u s t  be m o d i f i e d  to r e c o g n i z e  t h a t

i f  nodes 3 or 5 a- re a c t i n g  as b i l e _ n i l no b -c , t h e n  t h ey  Carl

have  at  most  one b i l e v e l  p o r t .  A g a i n , t h i s  is due to the

l i m i t a t i o n s  of the  b i l e v el o p e r a t i n g  sys t em.

2. As the root-work is grown , each node w h i c h  is c o n f i gu red  as a

lower l e ve l  node w i l l  have a 3 or a 5 appended to i t s  GROW—

LIST entry in the following manner:

0000 OXXX 000X XXXX.
. ~~~~~~~~~~~~ ~~~~~~~~~~~

3 or Re- Node ID
5 i f  set s i x t e e n  h i t  G R O W L I S T  e n t r y
I--mR field
of
sub-
net

Thi s  a d d i t i o n  w i l l  a l l o w  R E C O N F I G U R E  to a t t e - m n ~ -t  to r e p a i r

the net-work using the nodes of a particular sub—net first-,

t h u s  s a t i s f y i n g  the  i n i t i a l  par t  of p rob lem ( 2 )  . The second
h a l f  of the  prob lem s a t i s f i e s  i t s e l f  once the  members of the

sub-net  have been exhaus t ed  as poss ib le  GROW nodes .  In  o the r

words , RECONFIGURE requires only m ’nimal modification (see

Fi gure 4.5).

3. F i n a l l y ,  s ince  the  bas ic  GROW r o u t i n e  has not been a l t e r e d,

i t  w i l l  s t i l l  place nodes on the  GROWLIST  in a l og ica l  o rder

t he r e fo re, TEST will continue to i s o l a t e  a f a u l t  in  the  net-

work in one opera tion . Consequently, problem 3 has been

solved w i t -h  no m o d i f i c a t i o n  r e q u i r e d .

Since the changes  m d  a d d i t i o n s  r e q u i r ed  to implement the t hree

con f igurat ion and control programs c u r e -  r o - J ~ u t i v e l y  m i n o r  rue r e v i s i o u m o s  to

the f l o w c h a r t s  of F i g u r e s  3 . 7 , 3.11 , or 3 .12  w i l l  be j u i m - s i- n o t o - il . A l s o ,

since the roles of SYSPROG and the D E T E C T / R E C O N F I GU R E  task are identi-

cal in the bilevel environment-, th e i r  funct i o n s  will not bc repeated

here . In summary, the confi guration and control soft-ware adapt them—
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selves easily to the bilevel network due to their flexibility and gen-
erali ty.
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S U B N E T  1 = 4
Cp C SUBN ET 2 = 3

1 4

/ UPPER LEVEL
/
/

~~~~~~~~~~~~~~~~~~~~~~ Node 1

Node 4
2 6Node 3

Node 5 /

7 ~~~~~~~~~~~~~~~~~~~~~~~~~In t e r f a I~~~~~~~~~~~~~~~~~~~~~~~~~~ 0
P o r t s

8

:- o I I i N i : T  1 SU R N E T  2

Node 3 N o o o l e  5
Node 2 N o e l , ’  0 0

Node 7 Nod e-  10
Nade 8

F o g o r  e-  4 . 4  Typ ica l  (Ii I c - v o l N t  w u on k W i t h  ‘I\~o S u b — N e t s .
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I [ i i i  FAI  I GR i S

L I N E  5 — 1 0

L I N E  7 — 8
CPC L i n k  3 — 8

1 4

/
/ UPPER LEVEL

/
Node 1

Node 4
2 

Node 3

Node 5
B 131 leve l  

BInte r f a c e
3 — — 

Ports — — - —  5

/
/

/ I

I 10

8 - - 9

SIJBNET 1 SUBN I-:T 2

Node 3 Node 5
Node 2 Node 6
Node 7 Node 9

Node 10

Figure 4.5 Resul ts (of Reconfi guratio n m )f Figure 4.4.
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CHA I’ T ER 5

RE l I A B i L I T Y A N A L Y S I S

5 .1  D e f i n i t i o n  of R e l i a b i l i t y  in the C o n t e x t  of the

O S I R I S  I/O E n v i r o n m e n t

In  the c o n t e x t  of the  O S I R I S  sys tem , the chief role of the- I/O

ne twork  is to p rov ide  a r e l i a b l e, uninterrupted communications pa th

between the c e n t r a l  processing center and each fli gh t  c r i t i c a l  sensor

or effect-or throughou t  the d u r a t i o n  of any m i s s i o n .  I f  a p a r t i c u l ar

critical device becomes isolated from the CPC due to a combination of

node or  link f:iilures , then the survivabil ity of the entire system is

jeopardized . Consequently, the  measure  of r e l i a b i l i t y  to be used fo r

the OSIRIS Input/Output Network is the probability that the network will

maintain effective conoir-ounications with every fligh t c r i t i c a l  s u b s y s t e m

throughout- the length of time that the system is in operation . To aid

in the further cla rification of this concept, the f o l l o w i n g  assumpt ions

will be made concerning the network ’s general organization :

1 . All nodes in the network will have three I/O ports (i.e. -

the re will be no bileve l nodes in the reliability analysis)

2 .  A l l  f l i ght cri tical sensors (gyros , accelerometers , etc .)

will be implemented in groups of at least three , i f  no t  more ,

to provide an adequate backup capability (see Figure 5.1 for

one possible c o n f i g u r a t i o n  of sensors  and nodes )

3 . A l l  e f f e c t o r s  ( r u d d er , a i l e r o n s , etc.) will be implemented

in p a i r s , with each individual effect-or being serviced by a

t r i p ly  r e d u n d a n t  t r i a d  of nodes (see F igure 5.2 for one

possible configuration of effectors and nodes)

Before the specific problem of analyzing the reliability of a

t y p i c a l  O S I R I S  n e t w o r k  is addressed , the  ge n e r a l  f o rm  of the r e l i a b i l i t y

f u n c t i o n ,  R ( t )  , w i l l  he p r e sen t ed . For the gene ra l  c lass  of ne twork

a p p l i c a t i o n s :

RNFT (t) = J j [ R e l i m b i l i t i e n -o of  ,u ll possible confi gurations
- wh i ch do not  lead t u c r i t i c a l  device  be ing

i s o l a t e d  .T
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P A R A L L E L  SENSOR Cl o g i -  T GUR ATI OW

Redu n_ n ib-int Redundant Redundant-
e n s or  Sensor Sensor

~~~~~~

IItF H

~

L i n k s  to Ne twork

F i g u r e  5 . 1  E x am p le Sensor  C o n f i g u r a t i o n .

DUAL i-;FFECTORS WITH TIIR NODES CONFIGURATION

Re d u n d a n t R e du n d a n t
l-~f f e c to r  E f f e c t - o r

L i n k s  to N e t w o r k

F i g u r e  5 . 2  Examp le E f f e c t- o r  C o n f i g u r a t i o n .
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T o o  e ’ v u i o m a t e  t h i s  m : i u r c o ; o ; m m o n  o m m n n o , 0 r  i c - o i l y ,  t b u o -  e n t i r e  set of app licable-

cornbinat ma ns noust t oo- u b m - t  m - y r n i i t _ nm ol . b o w  , p r o t h i e m s  q o m u e - k l y a r i s e  in

t his  j u r o o u - e d u r e - d o m e  t o  t b _ ni - - l i - t e _ n r r o o m n m t  ion  o f  t he  f o l l o w i n g ,  m o f t o - r o

comp l e x l y i n t e n d  l m t i - o b , l a m - t m o r s.

I .  -rh, failure r s tc -s o u f  the individua l links , nodes , und

a t t - i c h o - o i  hos t  dc v i  ce- i .

2 . The f n  l u r e  n u t - e s  of the  v a r io u s  cent  i oj u r a t - i o n s  o t t  c e n s o r s

and c- ffectors.

3. The i n ter d ep e n d e n c i e s  of the  se nsor  and  e f f e c t - o r  c o m b m r o i-

tions (i.e. — i f  a sensor  g r o u p  f a i l s , w i l l  m i t  e n f o - e t o m

t r i a d  f a i l  a l s o ? )

4. Thc- varm a t i e - n _ ns in failure rate-s for active and spare links

or nodes .

5. C o n s i d e r a t i o n s  of t r a n s i e n t  and i n t e r m i t-t en t , as w e l l  - u s

pe r m a n e n t  f a u l t s .

6 .  The c i  f m - c t - s  of d y n a m i c  r e c o n f i g u r a t i o n  to co r rec t  cy s t - en

f a u l t s .

7.  The e f f e c t s  of i m p er fe c t  f a u l t  d e t e c t i o n , and hence  l a t e nt

f a u l t s .

One q u i c k l y  r e a l i z e s, upon e x a m i n i n g  t h i s  l i s t , t h a t  the f i na l

f o r m  of the r e l i a b i l i t y  f u n c t i o n  f o r  such a n e t w o r k  i n v o l v e s  an

e x t r e m e ly comp l i c a t e d  o v e r a l l  s o l u t i o n . U n l e s s  m s a j u o r  a s s o m m pt i o r . s  a r e

made p r i o r  to the a n a l y s i s , t h i s  avenue  can r e s u l t  i n  r e l i a b i l i t y

function s which have little or no p r a c t i c a l  v a l u e  ( 81  . The a p p r o a c h

used in t h i s  t h e s i s ,  c o n s e q ue n t l y ,  will be to address the rel0utive

c o n t r i b u t i o n s  to the overall reliability function that the following

three  f a u l t- - t o l e r a nt fe a t u r e s  c o n t r i b u t e :

1. Redundant neodes.

2 .  R e d u n d a n t  devices .

3. R e d u n d a n t -  p a t h s .

5 . 2  R e l i a b il i t~ - C o n u s i d e r a t i o n s in i ‘~y j o i o - u 1 O S I R I S _ Ne twork

In  a t y p i c a l  O S IR I S I/O N e t w o r k , nuany  of the same f a c t o r s  t h a t

e ft , - - t e - d the reliability function of the- general network app lication ,

app l y  he re  a l so .  The c r i t i c a l  i s s u e s  i n v o l v e d  i n  ti -me O S I R I S  a p p r o a c h
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to the  r e l i a b i l it y  p rob l em are as f o l l o w s :

1. Which a r e  the f l i g h t  c r i t i c a l  sensors  and e f f e c t o r s ?

2. How much redundancy is required to insure their

survivability ?

3. How are  the sensors  and e f f e c t o r s  i n t e r r e l a t e d ?

4 .  Wha t  is the o v e r a l l  sy s t em f a i l u r e  r a t e  w h i c h  the

ne twork  m u s t  be able  to ach ieve?

Once the initial analy s i s  c o n c e r n i n g  dependencies , f l i ght

c r i t i c a l  f u n c t i o n s , and choices for  redundan t  s t r u c t u r e s  has  been

comp leted , the reliability evaluation can proceed based on the ma the-

matical equations governing reliability theory . Useful expressions at

th is  p o i n t  w i l l  i nc lude :

1. The r e l i a b i l i t y  function for an individual node or

l i n k  f a i l u r e :

R . (t) = exp ( —  A t )

whe re  - is the c o n s t a n t  i n d i v i d u a l  node or l i n k  f a i l u r e
1

r a t e .

2. The reliability function for 3 TMR (two-out-of-three) v o t in c~
sys tem,  as would be imp lemented in the  effect-or triads

e x c l u d i ng  the voter r e l i a b i l i t y )  ( 3 ] :

R TMR ( t )  = [R.(t) ]3 + 3 ( R . ( t ) 1
2 ( 1  - R . ( t ) )

here the (P ( t ) ’ s are the equal  node r e l i a b i l i t i e s  in the

t r i a d .

3. The r e l i a b i l i t y  f u n c t i o n  f o r  three  p a r a l l e l  ~ y s tem s_ al l

p~~~~~~~~~ n~~~~~ie same f u n c t i o n , as woo ld be i~~p leme n ted in

the sensor  c o n f i gurations:

RPAR ( t )  = 3 (R.(t) ] - 3 [R.(t - ) ]
2 

+ (R~~( t )  ~~

where  R ( t )  ‘ s are the i n d i v i d u al node r e l i a b i l i t i e s .

4 .  A p p r o x i m a t i o n  to the i n d i v i d u a l  component  r e li a b i l i t y

f u n c t i o n  when the f a i l u r e  r a t e  u . t -  -- .01:

R
1

( t )  exp  ( —  A t - )  1 — A~~t
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Now , usino g s computer simulation or o t h e r  c o m p u t a t i o n a l  a ids , the

f i n a l  v a lu e -  f o r  the r e l i a b i l i t y  f u n c t i o n  could be d e t e r m i n e d .  At  t h i s

p o i n t , it h a s  been assumed t h a t  a l l  i n d i v i d u a l  f a i l u r e  r a t -e s  t h a t  h a v e

been p r ov i d e d  f r o m  user  da t a , or e x p e r i m e n t a l  i n v e s t i g a t i o n s, are

accura to - . For a comme rcial aircraft - environment , the required failo mr o

r a t e  t h a t  s h o u l d  be o b t a i n e d  is on the orde r of ~~~~~ f a i l u r e s/ h o u r .

Th i s  co n v e r t s , using reliability expression (4) , to a d e s i r e d  sy st em

reliabili ty of .999999999. If the final computed ne twork reliability

is not relativel y close to th is  v a l u e  then a d d i t i o n a l  r e d u n d a n c y  is

required. [3] Though no t yet- shown , a s o l u t i o n  to t h i s  p r o b l e m  may be

to p r o v i d e  more a l t e r n a t e  c o m m u n i c a t i o n  pa ths , i f  the  p r o b a b i l i t y  of

l i n k  f a i l u r e  is h i gh (i.e. a combatant aircraft- environment). More

parallelism is another alternative , if system cost- is not- oo c r i t i c a l,

and the individual node or device failure rates are high . Multi p le

other solutions can also be investigated. Aft-er each improvement , how-

eve r , the reliability function should be recomputed to determine i f  the

g ive n c o n s t r a i n t s  have been met ,

In summary , though the preceding discussion is rel u t i v o - l ’,-

q u a l i t a t i v e  in  n a t u r e , it does address the realist-ic prob le� ’-o of

at-tempting to accurately model , and then compute the comp lex relia-

bili ty expression for a typ ical  O S I R I S  I/ O ne t w o r k .

5.3 Reliability Improvement- Provided by the Alternate Path s

in the Demonstration Six—Node Network

Since  the d e m o n s t r a t i o n  I/O ne t-work  developed is u n i que in  i t-s

use of dynamic reconfiguration to correct and circumvent network faults ,

t h i s  q u a l i t y  m e r i t s  i n v e s t ig a t i o n  in the c o n t e x t  of r e l i a b i l i t y .  When

compared to the typ ical OSIRIS net-work of the previous sect-ion i t can

be seen t h a t -  few of the same r e l i a b i l i t y  c o n s i d e r a t i o n s  app l y to the

s i n g le or bileve l net-works. There is no distribution of sensors and

effectors to contend with , since a l l  s i m u l a t e d  f l i gh t  da t a  is ar r i v i n g

or b e i n g  t - r a n s mr  ted over one or two nodes. There are no variations in

l i n k  or node f a i l u r e  r a t e s s ince  all links and nodes are equivalent.

Sti l l , the general reliability expression has an application to the

experimental configur a t i o n . For the s i n g le level ne twork , the relia-

b i l i ty f u n c t i o n  R NET (t ) i s  d e f i n e d  as :

RNF T (t- ) = ii [ R e l i a b i l i t i e s  ( i f  all the possible paths connect--

i ng  the  C1’C to each node in  t he n e t wo r k .
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In o ther  words , the network ‘ survives ” only if it- i-s fully con-

nected , and will perish if one or more of the six network nodes cannot

be reached by RECONFIGURE .

From th is  d e f i n i t i o n, it is evident that- the reliabili ty function

of the single level net-work is contingent upon ti-m e following two factors:

1. It- is directly proportional to the individual node ’s relia-

bility function , since there is no nodal redundancy.

S p e c i f i c a l ly:

a .  RN ODE 
— exp (-  A N

t)

where 
~ N 

is a constant- node failure rate .

b. If A
N t is assumed to be -

~ .01 then :

RNODE 
( 1  - A

N
t )

c. There fore :

RN E T = ( 1 - A
N

t ) .

2.  It- is directly proportional to the reliability function of

th re e- links in parallel ,since three links ,not irrcluding the

two CPC l i n k s ,must - fail before a node is isolated . In this

case , f o r  each i n d i v i d u a l  CPC to node p a i r  the l i n k  f a i l u r e s

are  i n d e p e n d e n t-  and equa l .  S p e c i f i c a l l y :

a .  RL I N K  exp L t -)

where is a constant link failure rate .

b. If )
L
t is assumed < .01  t h e n :

= ( 1 — A
L

t )

c .  Now fo r  3 l i n k s  in p a r a l l e l  ( r e f e r  to Sec t ion  5 . 2 ) :

R ( u- ac-li CPC—nooo b e J)air)”’ ~3 (1 — A
L

t )  —

2 3

~±~T~~2_ LJL A L
t)
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d.  Th i s  e x n o r e ss i o n  c u n n o t  be s i m p l y exoanded  to s i x  r o e - o l e - ;

because t h e  l i n k  f a i l u r e s  d i s t r i b u t e d  over the ne t wo r k

are not disjoint - . (i.e . — one l i n k  f a i l u r e  a t f e - m - t r ;

more t h a n  one node — CPC psi  r (se en ~ o - c t - i o m o  2 . 6  f o r

r e d u n d a n c y  m a t r i x  r e p r e s e n t a t i o n )

e.  As a s i d e  r io t -c , i f  the 6 node s w e - r e -  i n d e p e n d e n t  w i t h

respec t-  to l i n k  f a i l u r e s ,  t: ioe  o~e n o r u l  re 1 l a b i l i t y

e x p r e s s i o n  f o r  the s e r i a l — pa r a l l e l  sys tem w o u l d  look

l i k e :
6 2RNE T 

= 1 - ( 1  - 

- 
r R

1
)

i= l

Thus , an ove ra l l r e l i a b i l i t y  e x p r e s s i o n  f o r  the s i n g le leve l net--

work is (assum i ro- : that - 1 m n m ~i and node failures are statisticall y indepen-

dent) : P RNE T R L I r ~K S S RN 0DES 
— C 1 

( I  — A
N

t )

L • C 2 ( 3 ( l  — 

~L
t )  — 3 ( 1  — A

L t )  + ( 1  — A
L

E ) )

where  C
1 

and  C
2 are  c o n s t a n t s  r e l a t i n g  the r e l a t i v e  m a g n i t u d e s  of

and

As a f i n a l  p o i n t- , if the reliability of a s t r i c t ly d e d i c a t e d

ne twork  w i t -h  s imp lex l i n k s  were  compared to t h a t-  of the ne twork , the

advantages of redundant paths can be shown. Specifically :

1. Assume A L = lO~~~

2 .  RD ED I C A T ED  CONN
— - 2 3

RNETWORK 
-_ 3R

L 
— RL 

+ R
L

3. ~~~~~~~~~~~ CONN (1 - m )  =

RNETW ORE 3 (1 - )-
1

t )  — 3 ( 1  — O L E )  + ( I  — AL t ) 3 
= 9 9 9 9 9 9 9 9

In conclusion , the providing of alternate communication paths is a

d e f i n i t e  b e n e f i t-  to the ove ra l l  sy s t em r e l i a b i l i t y, e s p e c i a l ly i n

instances where the probability of l i n k  f a i l u r e  is s i g n i f i c a n t .
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CHAPTER 6

PERFu,~MANcE EVALUATION

6 .1 ~~~y_Factors  A f f e c t in 9j le two r k  Perforneu ce

The e v a l u a t i o n  of the p e r f o r m a n c e  of the s ing le leve l and

bil eve-l net-works is an import-ant topic. Only i f  the v a r i o u s

configuration and control algor i thms  can be execu ted  rap idl y
enough , so as not- to interfere wit-h the normal ne t-work traffic,

w i l l  they  be acceptable. Fu r the rmore , in the bileve l net-work the

delay inheren t in the packet-switching communications scheme must

also be cons ide red .  U n f o r t u n a t e l y ,  i t mus t-  be stated at- this

point- , t ha t  p e r f o r m a n c e  dat-a is a v a i l a b l e  f o r  onl y the  s i n g le l eve l

network . Due to unforeseen delays in the imp lementation of the

additional four nodes and associated links , the bile- ve l net-work was

not- comp le ted in time to be evaluated in this thesiS.

For the single- le v el  n e t w o r k , conseq uen tl y, t h r ee  e x e c u t i o n  t imes

are essential in the e v a l u a t i o n  of the control  and c o n f i g u r a t i o n

al g o r i t h m s :

1. G R O W -T I M E

The time required for the GROW r o u t i n e  to con_n t iqure a

network not- based on previous status . Since the GROW

r o u t i n e  a l w a y s  t r i e s  to c o n f i g u r e  a s i x— n o d e  ne twork due

to the test topology it- is given , the GROW—TIME is not

simp ly proportional to the number of nodes in the network .

2. RECONFIGURE-TIME

The time requ i red  to r e c o n f igure  a ne twork  based on the

s t a t u s  give1~ i n  the PORT STATUS TABLE . The R E C O N F I G U R E -

TIME beg ins  t h e  i n s t-a n t-  L h a t  the TEST r o u t i n e  passes  to t h e

RECONFIGURE ro tUne the ID of the  f a i l e d  E N D - P O I N T . The

R E C O N F I G U R E — T I M E  is a f u n c t i o n  of the ‘-x t e n t  to w h i c h  t u e_n

network requires re -pair by reconfi gura tion .
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3. TE ST-TIM I- :

The time required by the TEST program to send a STATUS

request to every node on the GROWLIST and interpre t it-s

response . As long as no f a u l t s  are  de tected , the TEST -TIMES

calculated after each test- loop, for given number of nodes

in the ne t-work , are relative ly constant. The only source of

v a r i a n ce  is t h p e r i moo b oc but- variable number 01 six

millisecond interrupt-ions occurring in  the TEST p r o g r a m

execution in order to update the panel displays on the CARDS

m u l t i p r o c e s s o r .

In the next two sections the following questions , which are

i n d i c a t i v e  of the p e r f o r m a n c e  c h a r a c t e r i s t i c s  of the c o n t r o l  and

c o n f i g u r a t i o n  al g o r i t h m s , w i l l  be answered :

1. GROW-TIME

How does the c o n f i g u r a t i o n  t ime depend on the number  of nodes

in the n e t w o r k  or on the amoun t of to t-a l  I/O t ime involved

in a p a r t i c u l a r  con f iguration? What- are the areas in which

the GROW-TIME can be improved?

2. RECONFIGURE-TIME

How does the RECONFIGURE-TIME compa re to the GROW-TIME for a

similar network repair? Is i t- always more advantageous to

RECONFIGURE rather than re— GROW?

3. TEST-TIME

Does the TEST-TIME vary with the n umber of nodes in  the

n- t w o r k ?  Is i t  sho r t-  enough to be- c a l c u l a t e d  once c - ver y

second as p a r t  of the DETECT / RECONF IGURE t ask?

toe - fore proceeding a n y  f u r th e r ,  two points must - be not-ed at this

j u n c t u r e  c o n c e r n i n g  the c - xe cu t i o n  t - i m e s .  F i r s t- , a l l  t - i r i e ’s  quoted  i n

the f o l  l o w i n g  p u t  m u ’ r r a 3 - i m s  a re  r e l a t i v e  to the  h a r d w a r e  a n d  t o  t i n  - spe c i o l

of t i m ’ -  I / o  imp len n i - r o t o - o t  in  the o l o - t o o n o s t  ration ne_ntwork. No ut tempt ~ i 1’  f o e

resole to p lace a b s o l u t e  uppe r or lower bounds  on the  e x e c u t i o n  t i m e - s

wh i ch a r e  accep tab le . I n  the ac tua l O S I R I S  sy s t em to be const -ruct e-il ,

these time s will ii i  a l l  l i k e l i h o o d  be a t  l eas t  an order  of rna qnit uu le-

f a s t e r than  those c a lcu la  t o - d  h e - r e . Secondl y, the  p rocedure  of
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recording the initial and  final event time s and , as mentioned earlier ,

the ~&riod ic interruptions of the panel display program induce a bias

level proportional t~( the length of the elapsed time . Again, in an

a:tual imp lementation , these artificialities would be removed.

6.2 GROW-TIME Evaluation

A comparison of the confi guration times required for the growth

of sing le level networks of varying link and node numbers was ~~ r f o rrno d.

The goal of this investi gation was to determine which factors most

directly influence these elapsed GROW-TIMES. For the demonstration six-

node network , every possible six node combination was tested by

systematically failing different groups of nodes. Furthermore , every

data samp le was actually the average value of three identical runs.

In all , over 300 samples were obtained.

The first comparison was made between the average GROW-TIME to

attempt to construc t a six—node network given that from one up to fi .’e

of the six nodes have been removed . The results of this comparison as

can be seen in Table 4, do not exhibit any degree of linearity with the
• varying final network sizes. Therefore , this cannot be a valid mea-

sure of GROW-TIME dependence . Also notice in Table 4, the extremely

large standard deviations exhibiting a wide spread of the data about

its mean.

The second comparison is much more productive . It disp liys th

dependence of the G R O W - T I M E  on the number of CP(’ t i: ’~~~~~i t  ; . A

timeout , as cited earlier , oecurs in the CPC ’S I/O routines when it

does not receive status information back from a particular node .

Obviously, the more timeouts th~it are e n c o u n t e r e d, i.e., the more dead

ends that GROW is forced to take , the longe r the confi guration time .

Table 5 and Figure 6.2 support this observation . However , for the case

of no timeouts the confi guration time is actually more than at three

timeouts. Though we are close to the solution , another measure is

required.
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TABLE 4

AVERAGE GROW-TIME VERSUS NUMBER OF NODES

t~ THE NETW ORK

NUMBER OF AVERAGE STANDARD

NODES IN THE GROW-TIME DEVIATION

TEST NETW O RK (MSEC)

1 139.8 1.25

2 211.0 3.91

3 2 8 8 . 6  6 . 4 5

4 315.0 5 4 . 9 5

5 286.3 21.04

6 188.0 0.47
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TABLE S

AVERAGE GROW-TIME VERSUS

THE NUMBER OF CPC TIMEOUTS

NUMBER OF AV~: RAGJ:  STANDARD

CPC TIMEOUTS G R O W - T I M E  D E V I A T I O N

(MSEC )

0 188 .0  . 4 7

1

2

3 139.8 1.25

4 2 0 9 . 5  3 . 5 0

5 278.5 5.86

6 356.1 2.71
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Figure 6.1 Graph of Average GROW-TIME to

Number of Nodes in the Network .
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Figure 6.2 Graph of Average GROW-TIME to
Number of CPC Timeouts .
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As o f i n a l  a t t e m p t , the da ta  f r o m  Table 5 is now compar °’I  to t h ,

t n t ~i 1 1,0 t ime  i n s te ad  of  the numbe r of CPC t i m e o u t s . This  mo~I u u r o

takes into account the  t ime r equ i r ed  fo r  al l  STATUS , GATEMAN , and

CO~~TR0L commands , in a d d i t i o n  to the  CPC t i m e o u t s . As can be seen in

Table  6 and  F i q u re  6 . 3 ,  t h i s  p r o v i d e s  th best ov er a l l  s o l u t i o n  as t o

w h i c h  I ’a r a ln e t e r  the  R O E - T I M E  is a function . consequently , the time

r p ~i red  t o  rjr()w a particular network can be reduced by streamlining

the ne twork I/O procedures. ‘I~~o solutions are proposed to do jus t

t h i s .  One s o l u t i o n  has  been t r i ed  and f o u n d  s u c c e s s f u l, w h i l e  the

second is c u r r e n t ly b e i no  i mp l e m e n t e d .  F i r s t ,  the de l ay v a l u e  of

7F 16 mill iseconds in the cPC timeout loop can be reduced. A reduction

of 20 16, or- , in othe r words , c u t t i n g  the t ime w a i t i n g  in a ioop f o r  a

response to r e t u r n  f rom a node , can save considerable time . Likewise ,

~ re~Iu -tion in the length of the r e t u r n i ng  response f r o m  f i v e  words  to

th ree  w o r d s  w i l l  a l so  speed up the q rowth  process .

In summary , even under the most adverse circumstances, a network

c~~n be comp le t e ly grown in less than half a second. This time is within

the requirements currentl y dictated by the demonstration autop ilot

app l i c a t i o n  p r o g r a m . F u r t h e r , t h rough  s t r e a m l i n i n g  of the I/ O

procedures  and the imp l e m e n t a t i o n  of faster microprocessors , the

GROW-TIME required for a typical network of a fixed number of nodes ,

w i l l  c o n t i n u e  to d e c l i ne . For l a r g e r  ne tworks , the s ize  of the n e t

data bise , and the total GROW-TIME for the new topolog ies will be

rouqhly proportionil to the number of nodes. Again , the increased

speed of the I/ O due to f a s ter microprocessors , etc., will most likely

offset the increased configuration times , and keep the entire growth

process to a fraction of a second.
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TABLE 6

AVERAGE GROW-TIME VERSUS

TO TAL I/O TIME

COMBINED * OF
GA TEMAN , CONTROL , AVERAGE S TANDARD

AND STATUS REQUEST GROW-TIME DEVIATION

COMMANDS + (MSEC)

I OF CPC TIMEOUTS

12 139 .8 1. 25

18 18 8 .0  0 . 4 7

2(3 2 0 9 . 5  3 . 5 0

24 2 7 8 . 5  5 . 8 6

36 3 5 6 . 1  2 . 7 1
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6.3 RECONFIGURE-and TEST-TIME E v a l u a t i o n

Two observations ccncerninq the RECONFIGURE-and TEST-TIMES hive

been made :

1. As stated in Section 3.5 , the RECONFIGURE program is about

four t imes as fast as the GROW program in  c o r r e c t  inq t y p i  cal

single network faults . This is attributable to the fact that

the RECONFIGURE routine does not disturb portion s of the

network which are f u n c t i o n i n g  p rope r ly  w h i l e  GRO W r e c o n s t r u c t s

the network by initially clearing any past status. Except

for faults near the root node of a network , RECONFIGURE will

always be faster than GROW due to its savings in total I/O

time . In fact RECONFIGURE should always be called to corre’~t

a network fault, since it will degenerate into the CROW

routine if the fault is detected at the root node of the

network .

2. As for the TEST program , data has shown that the average

execution time required is roughly eleven mill iseconds

for each node in the network . Consequently, an average

TEST time for a six-node network of sixty—six milliseconds

is possible. To this value , however , the panel interruption

variance must be appended to arrive at the observed cycle

time of 66 ~ 6 milliseconds (refer to Figure 3.13) .

addition to the preliminary Draper network effort , the TEST

t ime per node of eleven milliseconds , compares favorably

with the six milliseconds per node observed for the simi 1~~r

functioning VERIFY routine [25). In the case of VERIFY ,

the nodes being interroqated were strictly hardware in

composition; and hence could respond more quickly than the

microprocessor nodes. As a final comment , a measure of the

total time the network will remain isolated due to a fault

i:~ a region of the network not involved in I/O can be

expressed as:
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A v e t  aq i i  r - t - i 1  r u l  a det e c t  a f a u l t  and  r e c o n f i g i r €

~ he n e t  w ’ r k .

~~~ ~ \ v u r i ; i  ijela’ t 1 t ~~ b t ) ~~( t h D E T E :c T / R i - :c )NF IGU RE
— Lta sk h i s  been I N V : K V D .

+ ~~~~~~~~~~ TES T_ T T ~~L)  ~~
node 2

÷ Av e ra o Pt  ‘- 1 ~~~RI

I r i n - t w ’  rE

A s u r i r : L 1 r ~’ o~ t he  i mp o r t a n t  r e s u l t s  of C hap t e r  6 is L :en in  T a h ] e  7 .

TABLE 7

hUM ~-~T\Rf OF TUE I M I ’ f l h I ’ A ~~T RES t i T f  ( I F  THE

S 1N ;LE A h P  H I  Ll - :Vl-: l , NETWOR K DEVl-: I~ )P MENT

1. Number of link failure s which em be

t - ( ) l ( r i t o d  and  s t il l  m a id - t i n  n e t w o r k  2

surviv abili t- y .  ( e x c e pt  CPC l i n k s)

2 . Range )f Ave r i p (H ~w — rI ~ i:  S for nm two rks 1 3~ . 8 to

0! 1 t i  6 nodes 356 .1  m sc c .

3. A v c - r i p -  l e n g t h  of TE~;T loo p -  n d  t o  11 msec.

de te r~~i n m  i f  a f a u l t  ha s  o c c u r re d

4 .  M o m  t i r e  t o  DFTI :C T a f i t  I t  and  780 msec .

R E C ON F 1( ;H P I -  a x — i  to t i t S -  I~~.

5 .  Mo st c i i  t ical t , i c t r i t  t m - t i n q  t i e  To t a l

f e r t r tr mn m ot the c o m i f i q i r i t  i i i  I/O Time

b rat r i: ;P ~-
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CHAPTER 7

TOPICS FOR FUTURE INVEST I CATI ONS

Several areas related to the single and b i l e v e l  n e t w o r k  jo -

. e to pm e n t  should be pursued in future investigations. The more signi-

‘ i can t  of these topics are d e l i n e a t e d  below .

1. The bilevel network hardware should be completed and vali d ity

of its operating system , and the configuration and control

algorithms verified .

2. Additional app lication programs to be run as background jobs

should be written for various nodes. These programs must be

executed both in a node which is a member of an upper  level

network and one which is a member of a sub—network. In this

manner , quantitative results could be obtained for the

t h r o u g hp u t  q i  i n s  po~~ ;ib 1e through the utilization of a bi —

1 - 1  n e t w o rk .

3. An evaluation will need to be made as to the relative morits

of the bilevel versus the single level network to determine

w h i c h  I/O scheme w i l l  be chosen for implementation in the

actual OSIRIS system.

4. In reference to the NAVY contract under which the bileve l

network is being developed , an effort should be directed to-

wards an adaptation of the network design to a combatant

ship environment. In essence, a hypothetical cost and feasi-

bility study could be made for a network implementation a—

• board a representative NAVY ship.

• - - - - ~~-e*-- ~-~ -

I -
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5. Finally, looking towards the developing technology of fi-

ber optics , serious consideration should be placed upon

its possible application to the network. Its high bandwidth

potential , low loss characteristics , and exceptional toler-

ance to electromagnetic interference make the substitution of

fiber optic links for the current electrical transmission

method very attractive . Further , potential savings in weight

and eventually in cost also , are selling points for the fiber

Optic implementation.
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CHAPTER 8

C O N C L U S I O N S

This  thes i s  has  traced the deve lopment  of the s i x — n o d e  ne t w o r k

from its conception as a follow—on design to an earlier f a u l t - t e i ~~r an t

network [25] , to i ts  e v e n t u a l  imp l e m e n t a t i o n  as an o p e r a t i o n a l  p o r t i o n

of the demonstration OSIRIS system. It has also developed tie- h il t 1

node concept as an added c a p a b i l i t y  to the s ing le level  ne twork , and
has traced a majority of its implementation. In both network designs

the overriding concern throughout has been the attainment of increased

levels of reliability and damage—tolerance, while maintaining the

maximum network throughput possible .

In comparison to the earlier Draper network effort of 1974 [ 2 5 ] ,

three statements must be made concerning the microprocessor—based

follow-on design :

1. The s ing le  and b i level  node s r e q u i r e  s i g n i f i c a n t l y  less

hardware. Whereas 60 discrete chips were incorpora ted

into the original simplex node , a single microprocessor ,

its associated memories , and related interface chips arc

all that are needed now . In other words , due to  .m i - : in - es in

technology , a node can he imp lem ent ed on One p l o t - i n  cir-

cuit board instead of two .

2.  The single and bilevel configuration and control I r i rams

require approximately 10-15% more words of main memory.

This increased memory is utilized primarily to interface

the central processing center with the microprocessor node ’s

operating system . Since the increased flexibility afforded

by the mic roprocessor-based  node desi gn o u t w e igh s  the

relatively few additional words of main memory required ,

this statement is not a degrading feature of the follow-on

design .

3. Finally, due to the speed restrictions imposed by the hard-

ware currently in use , the sing le and bilevel ne twork m i l i a q e -

ill
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ment- functions require a greate r percentage of the available

I/O bandwidth . This percentage will be reduced considerably

when the  I/O rate is increased by a factor of approxima tel~
100 to 1 in the next OSIRIS imp lementation.

Additionally, the single and hilevel network designs offer specific

advantages when compared to the more conventional l i m i - l ( t u n h l a n t  h i s  and

dedicated connection I/O schemes. Among these advantages ar f oar

specific points  which have been stated or mn~ l ied throughout t h i s

thesis:

1. The single and bileve l networks offer t~~ - l t -  1r i t

damage—tolerance due to their dynamic r- e n f i m i r i t i o n

feature .

2 .  The ne t work desi gns lend themselves rn r ’- w i m - !  distribut m u

the computing load of the syst.-m d~~~ ~o mh0 1 - - i l  recessor

nodes . This is a t t r i b : t - i b l m  the h : . r i r c h i - - a l  ne twork

arch itecture.

3. Since reflection and atten ia t i n  i b l ems  are  not  a l i n i t i m i ;

f ac to r  as in many bus b -si gns , m h0 sinqle and bilcivel net-

works are more adaptable t-~~- changing and expanding system

app l i ca t i ons .

4. Finally, the simplicity of the link interfaces in both net-

work designs provide considerable flexibility in the

decision as to which transmission me thod to imp lement in the

actua l OSIRIS system . Furthermore , the point-to-point

nature of these links lend themselves to a fi le r o 1 t ic

link implementation .

In conclus ion , the experimenta l sing le and bileve l input/output

networks developed at the C.S. Draper Laboratory have demonstrated

that dynamic reconfiguration in a hierarchical network can result in

significant improvements in reliability and fault-tolerance , when

compared to other more conventional architectures.
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