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REPORT SUMMARY

This report covers technical development at
UCLA-CCN relating to the National Software Works
(NSW), during the period July 1, 1976 through
December 31, 1976, The NSW 1is a distributed
multi-computer operating system based on the
ARPANET. The primary goal of the NSW project at
CCN is to make the CCN IBM 360/91 a
"tool-bearing host" within the NSW.

This report 1is specifically concerned with the
CCN 1implementation of MSG, the interprocess
communication mechanism for the NSW. MSG is
basically messagye-oriented but also provides
subsidiary connection-oriented facilities.

PL/MSG, the process-callable interface in CCN's
MS5G implementation, is an access method designed
particularly for use by PL/I programs. PL/MSG
communicates with the central message-switching
mechanism M*S*G, which executes within the NCP
job. Section 2 of this report defines the
interface which PL/MSG presents to a process,
while Section 3 describes MSGBUG, an in.eractive
debugging mechanism built 1nto PL/MSG. These
two sections are intended for those who
implement processes which will use CCN's MSG for
communication.

The later sections of the report describe the
internal design and logic of the CCN
implementation, in increasing detail and
specificity. Section 4 describes the operating
algorithms and the <configuration tables for
M*S*G, without giving programming details.
Section 5 presents a general view of the
intcrnal organization and Exchange protocols
used by M*S*G, and can be understood with little
knowledge of 0OS/MVT or the CCN system. Finally,
Section 6 details the data structures, program
logic, and system interfaces of M*S*G.
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1. INTRODUCTION

1.1. The NSW and CCN

The UCLA Campus Computing Network (CCN) .s one of the
participating organizations in an R&D effort tc build the
"National Software Works" or "NSW" [l,2]. The NSW is
designed to be a computer software system to support
large-scale software production efforts. It will give
users convenient and controlled access to software
development "tools" available on diverse host computers
linked through a network, and will create a global file
system spanning these hosts. The prototype NSW under
construction is based on the ARPANET.

The mechanism of the Nsw will essentially be a distributed
multi-computer operating system. An NSW user will log into
the NSw and may then execute "tools" by name, generally
without knowing which server host is actually executing a
particular tool. To select a file for the tool, the user
will enter the NSW file name. The NSW file mechanism will
automatically locate a suitable physical copy of that file
and copy it, across the ARPANET 1f necessary, into the
local file-space in which the tool is gxecuting.

The principal components of the NSw are:

FE -- Front knd

The Front End program is the interfa.e to the user
terminal. It may be a separate process in a
time-shared computer system (e.g., tiz PDP-18 Tenex
system), or it may be a mini-host dedicated to
terminal access for users of the NSW.

WM —-- works Manager

The Works Manager, the central controlling and
record-keeping mechanism of the NSW [3]), performs
many operating system functions for the NSW server
hosts. The WM maintains a data base containing the
user profiles and access rights, the file <catalog,

and the tool descriptors. In addition, 1t keeps
dynamic tables of the currently-active users and
too's.

Functionally, the WM is organized into a set of
subroutines or "procedures" which are "called" by the
other components of NSW. The WM in turn may call
procedures in either the FE or the server hosts.
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TBH-- Tool-Bearing Host

In the NSW, a server host itc called a "Tool-Bearing
Host", or "TBH".

Tne role of the UCLA Campus Computing Network in the NSw
development is to make CCN's IBM 360/91 a Tool=-Bearing
Host .,

Initial TBH software development at CCN [4,5] resulted in
the implementation of a facility to execute "batch tools",
i.e., tools which can be executed in background wusing the
normal  batch-processing machinery of the 366,91. More
recently, work at CCN has focused on the software
components necessary for interactive tools under TSO. The
necessary components are:

* An #SG Server
M5G 1s the interprocess communication protocol for
the dMSW [6]. MSG is oriented towards messages rather
that connections, with each message  carrying  its
destination process address.

* A File Packause ("FP")

The File Pacviye (7] is invoked directly by the Works
Manager or indirectly by another File Package to

perform NSW til= operations -- copying files locally
or acrow:s the ARPANET, converting their
representation to/from a form suitable for a

particular tool, and deleting files.
* A Foreman ("FM")

The Foreman [8] is logically the extension of the
local operating system required for NSw; it is also
the interface between the Works Manager and the
tocls.
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This Technical Report is devoted in particular to the CCN
implementation of the NSW interprocess communication
mechanism MSG. The implementation described here is for an
IBM System 360/370 computer running the CCN Network Control
Program under the IBM operating system 0OS/MV7;,

The remainder of this introduction discusses the MSG
protocol and the general objectives and desian decisions in
the CCN implementation. Section 2, describing the
Process-callable interface to the CCN MSG, is intended for
a programmer writing an NSW process. Sect:sn 3 describes
MSGBUG, an interactive debugging tool for pr.cesses using
MSG.

Section 4 gives the information necessary for installing
and maintaining the configuration tables required by CCN'sg
MSG.

Section 5 presents an overview of the internal organization
of CCN's MSG; it should not require a knowledge of US/MVT
or of the details of CCN's NCP for understanding. #inally,
section 6 is a complete explanation of the internal logic
of M*S*G, the central controller of CCN's MSG, suitable for
systems programmers who must install, maintain, or modify
the MSG programs.

The design of the CCN implementation was primarily
performed by L. P. Rivas and H. C. Ludlam of the CCN staff.
Rivas accomplished the entire implementation of M*S*G,
while Ludlam designed and coaed MSGBUG. The
process-callable interface PL/MSC was a joint effort.
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The MSG Protocol and the Exchange

The MSG protocol for communication among NSW processes was
designed by a committeo composed of: Robert Thomas,
Richard Schantz, and Paul Johnson of Bolt, Beranek, and
Newman, Inc., and Stuart Schattner and kobert Millstein of
Massachusetts Computer Assoclates, Inc. [6]

The abstract definition of MSG s independent of any
particular medium of communication between host computers,
However, the MSG protocol 1is being implemented on the
ARFANET tor the NSW. From the ARPANET viewpoint, MSG is =
"third-level™ protocol, built upon the standard
host-to-host protocol [11].

MSG provides three difterent mechanisms which two "user"
processes on the same or ditferent hosts may use to
communicate with each other:

* Messages
* Alarms (1.e., software interrupts)
* Direct connections.,

In each host supporting MSG, there must be an MSG cont.
program to interpret prccess addresses and to queue
messages and alarms for remote and local processes. In the
CCN implementation, we call this control program "M*S*G".
It is conceptually unimportant whether M*S*G is implemented
by a single explicit process, by a set of interrelated
processes, or ac< an 1integral part of the "hard-core"
Supervisor.

M*S*G must multiplex messages to/from the local user
processes into the single Network connection pair to a
particular remote MSG host. Thus, M*S*G must issue ARPANET
Inicial Connection Protocol (ICP) [12] sequences when
necessary to connect to MS5G control programs on other
hosts, and respond tc such sequences 1initiated by other
hosts. An MSG "user" process, l.e., a process 1in the host
that uses the MSG facility, must commuanicate through its
local M*S*G control program.

We note that this organization introduces an additional
requirement for interprocess communicat.on, internal to
each NSW host -- communication between the user processes
and the MSG controller M*S*G. Presumably, each host has an
internal IPC (interprocess communication) mechanism for
this purpose. The IPC mechanism used on the IBM 368/91 at
CCN is called "the Exchange" [9,10].
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For a complete definition of MSG, the reader is referred to
[6]. However, it is interesting and wuseful to briefly
review here the features ot MSG, and to compare them with
CCN's Exchange.

The significant features of the MSG protocol are as
follows:

(1) Individually-addressed messages

Each MSG message and alarm carries its own
destination address. Thus, MSG is message-oriented
rather than connection-oriented like Exchange or the
ARPANET host-to-host protocol [l1]. For occasional
or brief communication, the message orientation is
clearly simpler for t.ue commuanicating processes than
opening connections would be.

(2) Generically-addressed messages

MSG uses a "generic address" to establisi initial
contact between two processes; thereafter the
processes must use specific addresses to continue the
conversation. This generic address ic analogous to
the symbolic "tag" used by the Exchange for opening
connections, and the specific MSG address essentially
playc the role of the Exchange window handle.

(3) Implicit Opening of Connections

Although MSG deals with individually-addressed
messages while Exchange is connection-oriented, each
requires the first operation in ¢ conversation to be
different from subsequent message transmissions. In
MSG, a logical path:

(process-name-1,process-name-2)

must be established by the first message, which
specifies a generic process name to cause the other
MSG to create (or allocat) & receiving process.

The first Exchange operation, an Exchange OPEN
("EXOPEN") . deces not send any data; however, we could
have made Exchange more 1like MSG by combining the
functions of EXOPEN and EXCH (the data-transfer

primitive of the Exchange [9]) into a single call.
(4) Buffering
Buffering and concomitant flow control are

fundamental to MSG. The Exchange, in contrast,
deliberately avoids the flow-control issue by not
providing any buffering.

"
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Generic Process Allocation and Creation

M*S*G functions as a process allocator, finding (or
creating) a process to answer a generically-addressed
message. The exact manner of doing this 1is not
precisely defined in the MSG protocol description
[6]. The options are as follcws:

* M*S*G might allocate one from a pool of existing
proc.'sses. These might be TSO jobs which it has
previously 1logged on (or which it knows someone
else has logged on). These might be separate jobs,
or for a server like the File rPackage could be
logical slots within a job which internally
multiprograms.

M*S*G might create a new process, e.g., by logging
onto TSO as a pseudo-user or by submitting a batch
job.

* M*S*G  might simply queue the request until a
process is available to service it.

* M*S*G might reject the request if no ReceiveGeneric
request is pending from a local process.

The actual CCN rules are described in Section 4.
Note also that the selection of a remote host to
receive a generically-addressed message is controlled
by tables within each MSG host, so that new generic
names cannot be introduced dynamically.

"Central.zed Receiving"

Under MSG, send and receive operations work
differently. MSG send operations specify the process
name of the receiver, but receive operations do not
specify the name of an acceptable sending process.
When a particular receive does complete, therefore,
the receiver must examine the process name of the
sender (included with the message by the originating
MS3) to determine the source of the message.

In snort, an MSG process has only « single logical
receive channel. 1If a process were to have more than
one ReceiveSpecific operation pending, all of these
operations would be equivalent. Therefore, there 1s
no loss of generality in restricting a user process
to one pending receive operation of each type
(Generic, Specific, or Alarm); the CCN implementation
of MSG makes this restriction, for simplicity.
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In contrast, the Exchange was designed with complete
symmetry between sender and receiver, and therefore
has no comparable single-channel reception.

(7) Built-in Timer

Every MSG call for an asynchronous operation is {
specified to include a time-out wvalue, A timing
service built into arn IPC mechanism is probably very
useful; we rejected it in the design of the Exchange

only because implementation under OS/MVT would have

been difficult. Perhaps we gave up too easily; a
privileged system task could periodically wake up,
2xamine the Exchange queues for timed-out requests,

and force them to complete abnormally.

(8) System Incarnation Number

Reliable operation of any interprocess ccmmunication
system requires that a process not be able to
accidentally reuse the handle for a communication
path which is no longer open. Because the Exchange
was designed to operate within a single CPU, it could
rely upon an addition to the OS/MVT Supervisor to
close an Exchange window 1if one task wusing it
terminates or "abends" (terminates abnormally)
without closing the window.

This approach will not work in a network; there is no
great "abend-in-the-sky" to clean up when a single
host crashes. Instead, MSG depends wupon each host
supplying an "incarnation number" for its MSG control
program. Each time the local M*S*G is restarted, the *
incarnation number siiould be different, and the same E
number should not be reused "too often". When one |
MSG controller connects to another via the ARPANET,
they begin with an initial handshake in which ¢
incarnation numbers are exchanged. The presumed =
current incarnation number is included in every %
transaction (as part of the process name), allowing
the receiver to check it.

An equivalent scheme, based upon a globally-unique
id, could have been used in the Exchange
implementation, obviating the need for an OS5/MVT
Supervisor change.

1.3, MSG Implementation at CCN

We begin by enumerating explicitly the chosen objectives
for the CCN implementation of MSC.
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* Support TSO (Swapped) Processes

The NSW processes which will wuse MSG will be the
Foremen, interactive tools, and the File Package; all
of these are expected to execute as 7SO jobs. Thus,
MSG must be able to create or allocate TSO jobs as MSG
processes and to communicate with these jobs.

* Full Process-Callable Interface

The process-callable interface to MSG should be as
close as possible to that recommended 1in the MSG
dociment (6]). This is achieved by providing a set of
intertace subroutines, i.e., an "access method", for
user processes at CCN.

* Support PL/I Programs

The MSG access method should be particularly suited for
PL/I callers, because CCN 1is wusing PL/I as a
higher-level system programming language for NSW.

* Responsiveness

In order to be responsive to both local and remote
processes, MSG should be implemented either at the
operating system level (i.e., as an SVC) or else as a
process (task) within a system job with high CPU
priority. Writing and debugging complex programs at
the SVC level 1is difficult, since these routines
operate within the Supervisor protection sphere.
Hence, the system job choice is preferable.

In addition, efficient communication with swapped TSO
jobs without "clogging the pipeline" to remote MSG's
requires a pool of resident buffers for messages.

From these considerations, it was determined that: (1) MSG
code should be divided between a central controller, M*S*G,
and a local process access method called PL/MSG; (2) M*S*G
should be implemented within a high-priority system task;
and (3) for reasons of modularity and functionality, CCN's
standard IPC mechanism the "Exchange" [9] should be used to
communicate between M*S*G and PL/MSG instances.,
Fortunately, the Exchange supports communication betwe.n a
resident process (e.g., M*S*G) and a swapped TSO process.

The design of the CCN Network Control Program (NCP) [18]
assumes an NCP process per ARPANET connection; thus, the
Network transmission for MSG must be hardled by processes
within the CCN NCP. In fact, the NCP itself runs as a
high-priority task within a system job, so the NCDP provides
a natural environment for implementing M*S*G,
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MSG must maintain a dynamic data base describing messages,
alarms, connections, and processes. In a real-memory
machine like the 368/91, this data base must be resident in
main memory for responsivcness. This raises the problem of
a location for this data base. The memory zone used by
OS/MVT for system control blocks, the System Queue Area or
"SQA", 1is in the Supervisor's protection domain (storage
key zero). For reliability, we do not want any part of MSG
to be privileged, so M*S*G could not use SQA for its data.
Fortunately, the NCP region provides a suitable zone for
allocating the MSG tables and queues.

Finally, the NCP uses a commutator (coroutine) control
mechanism that runs as a single real task while simulating
multiple processes ("pseudo-tasks" or ‘"ptasks"). This
mechanism simplifies the implementation of M*S*G, because
it avoids most problems of mutual-exclusion from critical
sections.

The objectives listed above controlled the design and
implementation of MSG at CCN. However, MSG may have
applications beyond NSW. 1In particular, MSG may be useful
at CCN in two oiher ways:

* Support non-Arpanet communication to another host.

In the future, CCN is likely to be operating large-scale
CPU(s) in addition to the 366/91. If an additional
machine were an IBM System 360/378, great flexibility
would resuit from extending the Excharge to provide
interproce s communication between the new CPU and the
360/91. 1In any case, a CPU-CPU IPC mechanism would be
very useful and could be based on MSG. For example, the
CCN NCP could be extended with additional 1I/0 Driver

processes to communicate with leccal CPU's as well as with
the IMP.

* Support communication between two different TSO joba

MSG allows any two processes to communicate, regardless
of whether they are in the same or different hosts. In
particular, the CCN M*S3*G handles intra-91 MSG messages
efficiently, placing them directly on the receiver
process queue without going through the IMP. Because MSG
provides buffered communication, it will allow one
swapped TS0 job to talk to another.
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PROCKESS INTERFACE PACKAGE: PL/MSG
This section describes PL/MSG, a package ot interface

subroutines which a process executing on an 1IBM 360/37¢ can
use to invoke the functions of the interprocess communication
facility MSG. Acs such, this section supplements the primary
NSW documentation on MSG [6] to provide the information
required by a programmer writing an NSW process for an IiM
368,/370.

The following discussion will be clarified by an
understanding of the relationship between PL/MSG and MSG
itself. The MSG protocol definition in NSW documentation [6]
specifies a set of process-callable communication primitives.
1t is recommended that each MSG implementation provide a set
of calls which are as nearly as possible identical to those
described in the document., However, there may be differences
from one implementation t» another because of local system
differences.

PL/MSG is the realization of this process-callable interface
in the CCN implementation. PL/MSG is in fact a package of
subroutinecz which cause MSG primitives to be executed; in IBM
terminology, PL/MSG forms an "access method" for interprocess
communication within the NSW. 1In addition, some PL/MSG calls
perform non-primitive or support functions for MSG, not
explicitly defined by the MSG protocol document [6].

PL/MSG is designed to be simple to <call from processes
written in PL/I, and in particular is compatible with object
programs created by the IBM PL/I Optimizing Compiler [13].
However, most of the PL/MSG routines can be invoked from
Assembler language or any higher-level language capable of
supplying the necessary data structures. Furthermore, to
minimize compiler dependencies, the PL/MSC routines do not
depend upon PL/1 data descriptors ("dope vectors”) in their
calls. This requires that the PL/I program declare the
entries with the attribute:

OPTIONS (ASSEMBLER, INTER)

This will be done automatically if the $INCLUDE packets
described later are wused to declare the entry attributes.
See the section entitled "CANNED PL/I DECLARATIONS."

PL/MSG opens and manages one or more Exchange windo.s to the
central MSG control program M*5*G, which resides within the
CCN  Network Control Program. However, neither the Exchange
protocol nor the internal function ol M*5*G are important to
the programmer writing a process using PL/MS5G.

——— = e e = . R S = - e S
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Basic PL/MSG Cails

In this section, we will describe the PL/MSG access method
calls for other than direct connections. There are PL/MSG
calls for MSG primitive operations (i.e., those described
in [6]) and for some non-primitive operations. The actual
functions of MSG primitives are described in the NSW MSG
documentation [6), with which the reader is assumed to be
familiar.

The PL/MSG call descriptions in this section are written in
terms of invocation from PL/I programs; however, these
calls can be made from any language that can supply the
necessary data structures. The actual data types for the
parameters to the calls arc defined later, in the section
"PL/MSG Data Structures". The values returned in event
signals are described in appendix A.

A PL/MSG call is non-blocking; that is, it returns control
to the caller immediately whether or not the operation has
completed. When the operation does complete, the caller is
signaled through an "event signal" variable passed as part

of each call. The same event signal variable 1is used to
return an indication of the success/failure of the
operation. In general, the caller should not examine any

of the results of the operation wuntil 1its successful
completion has been signaled. Furthermore, in the case of
a send operation, the caller should not change the "message
area" containing the message to be sent until the send
operation is signaled complete.

T === =
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Materializing a Process ("TerminationSignai")
CALL MSGMP (process name, /* Set and returned */
process handle, /* PL/MSG returns *x/
event signal); /* PL/MSG signals */

This non-primitive operation "materializes" the current
process, 1i.e., "introduces" it to MSG, assigning a
specific process name and providing an event signal which
M*S*G can use to request graceful termination.

A process must issue this materializaticn call before it
can issue other PL/MSG calls. For example, when M*SrG
creates 1 new process in response to a SendGeneric from a
remote host, the new process should issue this
materialization call immediately wupon starting, before
1ssuing a matching ReceiveGeneric call. However, a
process that was not started automatically by M*S*¢ can
still materialize. This csimplifies debugging of
processes, by allowing the programmer to start a process
under direct <control of a TSO terminal rather than
indirectly through the Front End, Works Manager, and
Foreman. M*S*G will not 1let an arbitrary process
materialize, however; the jobname of the process must
match an entry in a table of valid procesc jobnames in an
MSG configuration module, as described later.

"Event signal” correspcnds functionally to the MSG
primitive "TerminationSignal", and in fact replaces that
primitive in this implementation.

"Process name" should be the chosen generic name, with
all fields except "generic name" zero. PL/MSG returns
values for the other fields, vyielding the specific
process name. The operation also returns a handle to the
process in "process handle", but the process hac to save
and use this handle only if it needs to materialize
multiple MSG processes within the same 1load module
instance; see the section entitled "MATERIALIZING
MULTIPLE PROCESSES."

In the future, it is planned to define a specific form of
"process name" which will allow an aborted process to
restart itself and reestablish interrupted communication
with M*S*G, Definition of this case is deferred.

W‘I
i
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"ReceiveGener icMessage"

CALL MSGRGM (message area, /* Set and returned */
process name, /* PL/MSG returns */
event signal, /* PL/MSG signals */
time-out interval);/* Caller sets */

The 1local process calling PL/MSG must give a maximum
value to the length field of "message area". PL/MSG will
set a true length when it fills in the message data, and
will also return a specific process name.

"ReceiveSpecificMessage"

CALL MSGRSM (message area, /* Set and returned */
process name, /* PL/MSG returns */
event signal, /* PL/MSG signals &Y
time-out interval, /* Caller sets */

special handling); /* PL/MSG returns */

The caller must give a maximum value to the length field
of "message area". PL/MSG will set a true length when it
fills in the message data, and will also return a
specific process name and values for "special handling".

ReceiveAlarm ("EnableAlarm")

MSG documentation reters to this primitive as
"EnableAlarm". We will <call it "ReceiveAlarm" 1in CCN
documentation, because the original name has been found
to cause confusion.

CALL MSGRA( alarm code, /* PL/MSG returns x/
process name, /* PL/MSG returns 93/
event signal, /* PL/MSG signals *x/
time-out interval); /* Caller sets */

PL/MSG will fill in "alarm code" and all parts of
"process name".
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"SendGenericMessage"
CALL MSGSGM (message area, /* Caller sets x/
process name, /* Caller sets */
event signal, /* PL/MSG signals /1
time-out interval, /* Caller sets ik pf
wait enable); /* Caller sets *x/
The caller must give values to "message area", "process
name", and "wait enable". "Process name" must be a
generic name, with zeros in all fields except

"qenerichname", and optionally, "host number",

"SendSpecificMessage"

CALL MSGSSM (message area, /* Caller sets *x/
process name, /* Caller sets x/
event signal, /* PL/MSG signals */
time-out interval, /* Caller sets *x/
special handling); /* Caller sets wy

The caller must give values to "message area", "process
name", and "special handling". "Irocess name" must be a
Specific name with all fields »pecified by the caller.

"SendAlarm"
CALL MSGSA (alarm code, /* Caller sets x/
process name, /* Caller sets */
event signal, /* PL/MSG signals x/
time-out interval); /* Caller sets x/

The caller must give values to "alarm code" and to all
parts of the specific "process name" .

"Rescind"

CALL MSGRSND (event signal); /* Caller cets y
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In this special case, the "event signal" variable is not
associated with the completion of the Rescind primitive
(which does not itself create a pending event), but
rather identifies the pending event to be rescinded. The
"event signal" wvariable will be signaled with a
disposition code to indicate that the event with which it
was originally associated was aborted by a Rescind.
However, if it is found to be already signaled complete,
this call becomes a no-operation. Notice that the
ADDRESS of "event signal" is actually used to locate the
original event, so passing a copy will not work.

ArmAlarms ("AcceptAlarms")
MSG documentation refers to this primitive as
"AcceptAlarms". We will «call it “ArmAlarms" in CCN

documentation, because the original name has been found
to cause confusion.

CALL MSGAA (alarm arm); /* Caller sets */

where "alarm arm" is 'l'B to arm the process for alarms,
and '0'B to disarm.

"Resync"

CALL MSGRSNC (process name); /* Caller sets */

where ‘"process name" must be a specific name with all
fields specified by the caller.

"Stopme"

CALL MSGSTOP;

In the CCN implementation, this call dematerializes the
current MSG process. It does not affect program or task
status in any other way. On return, the calling program
is free to materialize another process, terminate, or
continue execution dealing with non-MSG work.
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waiting for Events

CALL MSGWAIT (event signal, ...):

This routine does not correspond to an MSG primitive, but
is provided as a programming convenience. Its parameter
list consists of any number of event signal variables.
Control does not return until at least one of the event
signals is posted.

Set User Post Subroutine

CALL MSGSETP ( post subroutine,
bit mask /* optional */) ;

This non-priniitive PL/MSG routine causes a change in the
method of signaling ("posting”) event signal variables
for the subset of PL/MSG routines defined by "bit mask".
It basically provides an elementary software interrupt
mechanism for these event signals.

"Post subroutine" can be a PL/I POINTER or ENTRY vaiiable
which contains the entry point address of a closed
Assembly-language subroutine. For all subsequent posting
of user-provided event signal variables for the specified
routines, PL/MSG will «call this subroutine instead of
posting the event variable, If "post subroutine"™ 1is a
NULL POINTER, PL/MSG will revert to standard posting of
these event variables.

Each PL/MSG rcoutine is assigned a unique index called the
"primitive number"; see the discussion of event signal
variables in Section 2.3.3. If substr( "bit mask", P, 1)
= '1'B, then MSGSETP will change the posting method for
calls to the routine with primitive number P. 1If bit P
is '0'B, then the posting method for P will be unchanged
by this call. The "bit mask" argument may be omitted, in
which case the default '111...1'B will be used, i.e., all
PL/MSG routines will be affected.

A post subroutine must be written in Assembler language
and be capable of operating as a software interrupt
routine (i.e., on an IRB). The registers must be used as
follows:

R13: the address of a usable save area;

R14: the return address;

R15: the entry address of the routine;

R@ : the post code;

Rl : the ECB address;

R2-R12: undefined-- must be restored if altered.
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2.1.14. Host Type

CALL MSGHTYP ( host number, /* FIXED BIN(15), */
/* caller sets */

host name, /* CHAR(*) VARYING, */

/* PL/MSG returns*/

host family ) /* CHAR(*) VARYING, */

/* PL/MSG returns*/

This non-primitive rnutine returns information about a
particular ARPANET host. A process is encourag2d to use
this function to 1look up host information in the MSG
configuration tables, rather than to have its own host
table,

The caller must set "host number", which is the same as
the corresponding subfield of a PL/MSG Process Name
structure (see definitior in Section 2.3.1 below).

"Host name" and "host family" are character strings
returned by ™L/MSG. Conventionally, "CHAR(32) VARYING"
strings are used. These strings can be used in
human-readable messages, or can be compared to determine
family relationships.

2.1.15. Editing Process Names

edited string= PNAMOUT ( addr (process name) );

This function converts a standard PL/MSG process name
structure (defined below in Section 2.3.1) into a
printable character string for human consumption.

"Edited string" may be any VARYING character string
variable, conventionally of length 128 maximum.
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Pan A Direct Connections

There is a separate set of PL/MSG <calls for manipulating
MSG direct connections. Unlike the calls listed in the
preceding section, the direct connection subroutines are
written in PL/I and can only be called by PL/I-compiled
programs. No OPTIONS attribute should be declared tor
these entries. This difference will be cransparent to the
PL/1 programmer using the R%INCLUDE packets (described in
the subsection entitled "CANNED PL/I DECLARATIONS") to
declare the attributes,

2.2.1. Opening a Direct Connection ("OpenConn")

The particular CCN 1implementation of OpenConn and
CloseConn makes them technically non-primitive
operations. However, the only effect of this on the
| PL/MSG caller is that an OpenConn call can be rescinded

i only by calling CloseConn, no%t by calling Rescind.
§ CALL MSGOC (connection request, /* Caller sets w7
| process name, /* Caller sets */
: time-out interval, /* Caller sets */
E connection handle, /* PL/MSG returns *x/
- open event signal, /* PL/MSG signals w3
close event signal);/* PL/MSG signals Ay
- The caller is responsible for ensuring that the

"connection identifier" subfield of "connection request"
1s known to the remote process, which must specify the
same value in its matching OpenConn reguest. On return
from this call, even before the event 1is signaled
complete, PL/MSG will have assigned a value to
B "connection handle". The caller should save this handle

in order to reference the connection ir subseguent PL/MSG
calls.

| The "open event signal" variable will be posted when the
connection has opened successfully. The "close event
signal" will be posted whenever the connection is closed,
for one of the following reasons (as indicated by the
"disposition" field of the event signat}):

1) The connection failed to open, due to a reason
known to M*S$*G,

2) A CloseConn was issued by this process.

3) A CloseConn was issued by the remote process.

= v = i " i
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4) An unrecoverable failure occurred within the
communications machinery between th2 two processes.

Hence, after <calling MSGOC the process should wait on
both the open event and the close event in order to be
certain that the connection opened successfully. In any
case, if the close event is signaled before this process
has issued a CloseConn, the caller should: (1) dispose
of all pending GET's and PUT's for the window (all will
have completed in one way or another, ané GET's may have
provided the caller with good data); and (2) issue
CloseConn,

Closing a Direct Connection ("CloseConn")

CALL MSGCC (connection hardl-); /* Caller sets */

This primitive requests that MSG close the direct
connection which is identified by "connection handle",
the value returned by OpenConn. In the CCN
implementation, this primitive rescinds any pending
events (open, GET, or PUT) for this connection betore
requesting the close,

Completion of the close is signaled through the "close
event signal" wvariable passed to PL/MSs by the OpenConn
call. If that event signal (ECB) was pcsted before this
call, this call will complete immediately (though the
call should still be made). The ECB will not be <cleared
or posted again, so the caller can still wait on it if
convenient.

In order to avoid 1lost data, two processes sharing a
connection may synchronize their use of CloseConn by
means of the "higher-level" protocols used for
communication on the connection. However, PL/MSG
provides recommended sequences for avoiding lost data,
minimizing dependence upon higher-level protocols. These
sequences are as follows:

* Case 1 =-- abort: The caller can use MSGCC to close any
type of connection at any time, if the intention is to
abort the associated activities.

* Case 2 -- responding to a close: Anv time a
connection's close event signal 1is posted, implying
that the other process has initiated CloseConn, the
caller should clean up and issue CloseConn as soon as
practical. This 1is the recommended technique in the
case of binary simplex receive connections.

=
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* Case 3 -- binary simplex send: CloseCounn can be issued
at any time without loss of data.

* Case 4 -- binary full-duplex: To initiate CloseConn,

use MSGEOD to "close" the send half of the connection.
This has the effect of draining the local send buffers
and posting the other process' close event signal.
That process is then expected to close the connection,
draining the local input buffers and posting the close
event signal. The caller is then expected to call

MSGCC.

* Case 5 == TELNET types: These conversational
connections require some higher-level-protocol
syanchronizatiou. The only general rule is that the

User TELNET side should normally be the aggressor.

2.2.3. Preparing for CloseConn
CALL MSGEOD (connection handle); /* Caller sets x/

MSGEOD is a preliminary to MSGCC. It can be issued
against any connection, but it only has a specific
function in the case of binary full-duplex connections;
it indicates that the caller intends to 1issue no more
PUTs for the connection. However, the caller may still
issue GETs. See the recommended usage of MSGEOD in Case
4 under "Closing a Direct Connection", above.

2,2.4. Getting Data from a Direct Connection

CALL MSGGET (connection handle,/* Caller sets &Y
message area, /* Set and returned */
event signal); /* PL/MSG signals x/

The caller must have set a maximum length 1in "message
area". PL/MSG will store data from the connection
identified by "connection handle" in "message area",
adjusting the length of "message area" to the actual data
received. The number of 8-bit data bytes returned from a
single MSGGET depends on the connection type:

* Case 1 -- TELNET types: MSGGET returns a data string
whose length is the smallest of: (1) the initial length
of the character string "messane area", (2) the number
of bytes received from the remote process, or (3) the
smallest substring ending in either a "Newline" or a
"Goahead" character., It will only wait if no data has
arrived from the remote process. In ar extreme case,
the caller may receive input one character at a time.

== o o N il
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The representations for "Newline" and "Goahead" depend
upon the options set for the CCN TELNET protocol
handlers. The mechanism for setting TELNET options |is
independent of MSG and is documented elsewhere [15].

* Case 2 -- Binary types: MSGGET will not complete until
the message area has been filled, or until the local

system learns that the remote process has initiated
CloseConn.

MSGGET always returns an integral number of 8-bit bytes.
If the connection byte.size is not a multiple of 8, it is
the responsibility of the caller of MSGGET to inte<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>