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ABSTRACT

This thesis researched the effect major

legislation in the area of individual privacy has on

the computer industry . Definitions an3 current

legislation are discussed. Specifically, the

influence of privacy legislation in the following

areas was considered: Management , Data: Accuracy and

Flow , Hardware , Software and Cost. Certai n

recommendations for implementation of 1eg~ slative

requirements and problems created by existing

regulations are discussed .
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I. I N T R O D U C T I O N

Previous to the enactment of the “Privacy Act of 1974” , the

main thrust of computer literature was toward the depth to

which the laws of this country should regulate personal

information processed by computers and the extent to which

individual privacy needed to be safeguarded. It is not

unusual to obtain a copy of one of the many “horror stories”
associated with computers or to see a. comic of an

individual ’s life bein g threatened by the invalid,

inacc urate information in a computer. What was not

emphasized , however , is that the machine itself is not the

v i l l a in :  -t he process ing  of the  contents of that machine by
human beings is the crux of the issue.

The purpose of this thesis is to discuss some -of the

more recent issu es on individual privacy arL I security

related to the Computer Industry today and determine exa ctly

what computer professionals should focus on to imp lement

today ’s legislation. -

A basic defini tion of privacy and security will be

discussed along with the “Privacy Act of 1974” and it s

i m p l i c a t i o n s  t o w a r d  c o m p u t e r  o p e r a t i o n s .  The  i n f l u e n c e  of
this legislation in the following areas will be consi~1ered:

1. Management

2. Data : Accuracy 3nd Flow

3. Hardware Considerations

L I4~ Software Considerations

5. Cost

7
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I. INTRODUCTION

Previous to the ena ctment of the “Privacy Act of 19714”, the

main thrust of computer literature was toward the depth to

which the laws of this country should regulate personal

information processed by computers and the extent to which

individual privac y needed to be safeguarded. It is not

unusual to obtain a copy of one of the many “horror stories”
associated with comp uters or to see a comic of an

individual’ s life bein g threatened by the invalid ,

inaccurate information in a computer. What was not

emphasized , however , is that the machine itself is not the

villain: the processing of the contents of that machine by

human beings is the crux of the issue.

The purpose of this thesis is to discuss some .of the

more recent issues on i n d i v i d u a l  pri vacy a nd  s e c u r i t y

related to the Computer Industry today and determine exa ctly

what computer professionals should focus on to implement

today ’s legislation. -

A basic definition of privacy and security will be

discussed along with the “Privacy Act of 1974” and its

implications toward computer operations. The influence of

this legislation in the following areas will be consi3eref:

1. Management

2. Data Accuracy and Flow

3. Hardware Considerations

4~. Software Considerations

5. Cost
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A. DEFINITIONS .

P r ivacy  is “t h e  r i g h t  of i n d i v i d u a l s, g r o u p s  or

o r g a n i z a t i o n s  to cont ro l  t he  col lect ion, use , or
d i s s emina t i on  of pe r sona l  i d e n t i f i a b l e  i n f o r m a t i o n . ” f 214) In
another context, the meaning of privacy is the right to be

le f t  a lone . The f o r m e r  d e f i n i t i o n, mo s t  accep ted  in t h e

i n d u s t r y  t o d a y ,  is a s s u r e d l y  less r e s t r i c t i v e  in n a t u r e

since it justifies record—keeping systems and disregards the

stion raised by the latter of the right to ;ather any

sonal  i n f o r m a t ion w h a t s o e v e r .

Secur i ty  is “t h e  r e a l i z a t i o n  of p r o t e c t i o n  f o r  h a r d w a r e ,
s o f t w a r e , a n d  da t a . ” [2 4 ]  In  t h i s  sense , p r ivacy  t h e r e f o r e

implies protecting the individual whereas security protects

the organization . In order to maintain privacy, enforcemen t

of secur i ty  is necessary .  I t  is un d e r s t o o d  t h a t  one area

c a n n o t  be considered w i t h o u t  o v e r l a p p i n g  i n t o  t h e  o t h e r .

To establish clarity, the following defini tions are

quoted from section 552(a) of the “Privacy Ac t of 197L~”.

[54 )

The term ‘agency ’ includes Federal agencies and those

government contractors who maintain a system of records to

accomplish a function of a Federal agency. Subdivisions of

an agency may be defined as agencies. It is determined by

the higher unit as to whic h of its components will be

subject to the Freedom of Information Act rather than the

Privacy Act . This practice of allowing flexible internal

compliance is intended to further the purpose of the acts,

not to defeat them. (149]
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“The ter m ‘individual’ mean s a Citizen of the United

States or an alien lawfully admitted for permanent

residence.” [514]

The intention of this definition is to “listinguish

between the rights which are given to the citizen as an

individual under this Act and the rights of proprietorships ,

businesses, and corporations which are not intended to be

covered by this Act . This distinction was to insure that

the bill leaves untouched the Federal Government’ s

information activities for such purposes as economic

regulations. This definition was also included to exempt

from the coverage of the bill intelligence files and data

banks devoted solely to foreign nationals or maintained by

the State Department , the Central Intelligence Agency and

other agencies for the purpose of dealing with nonresid ent

aliens and people in other countries. ” (Senate Rep rt

93—1183 , p. 79).

“The term ‘maintain ’ includes maintain , collect , use , or

disseminate. ” [54) Within the Privacy Act , two connotations

of “maintain ” are used: first , to denot e the record keeping

actions which apply to the act ; and second , control (not

necessarily physical custody) over , and thus responsibility

and accountability for record systems.

“The term ‘recor d’ means any item , collection , or

group ing of information about an individual that is

maintained by an agency , includ ing, but not limited to, his

education , financial transactions , medical history, ari d

criminal or employment history and that contains his name ,

or the ident ifying number , symbol, or other identif ying

particular assigned to the individual , such as a finger or

voice print or a photograph. ” [54 1

9
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“A “record”
— means any item of information about an individual that

includes an individual identifier;

— includes  any  g r u u ? in g  of such i t ems  of i n f o r m a t i o n  ( i t

should not be confused with the use of the term record in

the  conven t iona l  sense or as used in t he  a u t o m a t i c  da ta
processing (ADP)  c o m m u n i t y )

— does not d i s t i n g u i s h  b e t w e e n  da ta  and i n f o r m a t i o n ;
bo th are  w i t h i n  t h e  scope of the definition; and

— i nc ludes  i n d i v i d u a l i d e n t i f i e r s  in a n y  f o r m  i n c l u d i ng ,
but  not  l im ited to , f i n ger pr i nt s , voice p r i n t s  a n d
photographs. ” [49]

As is stated la ter , understanding this definitio n is

impera tive in determining exactly which requirements of this

l e g i s l a t i o n  apply  to each c o m p u t e r  sy s t em of r ecords .
Reco rd as used in the  P r ivacy  Act ex t ends  b e y o n d  t h e
c o n v e n t i o n a l  c o m p u t e r  science con tex t .  I t  can i n c l u d e  one
descr ip tor  about  an i n d i v i d u a l  or m a n y  des c r ij t or s .
Therefore what is considered a data field or grou~ of f i e lds
in a c o m p u t e r  record could be e s tab l i shed  as a r e r or d  in t ’—te

legal sense . This means  tha t  a c o m p u t e r  r e c o r d  could
consist  of m a n y  legal records .

“The  t e r m  ‘ sys tem of records ’ m e a n s  a g r o u p  of a n y
records under  t he  control  of any  a g e n c y  f r o m  which
i n f o r m a t i o n  is re t r i eved  by t h e  name of the  i n d i v i d u a l  or bf
some i d e n t i f y i n g  n u m b e r , symbol , or o the r  i d e n t i f y i n g
p a r t i c u l a r  assigned to t h e  i n d i v i d u a l .  ( 5 1 4 ]  The k e y  phrase
in th i s  d e f i n i t i o n  is ‘r e t r i eved  by ’ . Those recor~ s w h i c h
are not obtainable by use of a ‘personal identifier ’ are

excluded from the act even though the possibility of using

the ‘identifying particular ’ as a key field in record

retrieval exists. According to the Office of Management and

Budget (0MB) Guidelines , ‘agencie s’ should consider two

10
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factors in determining which systems are covered: “ . .. . its
ability to comply with the requirements of the Ac t and

facilitate the exercise of the rights of individuals; and

..the cost and conven ience to the agency, but only to the

extent consistent with the first consideration. ” r 4 ]  Also ,

section 552k(4) lists specific exceptions to those systems

of records covered by the Act.

“The term ‘statistical record ’ means a record in a

system of records maintained for statistical research or

reporting purposes only and not used in whole or in par t in

making any determination about an iden tifiabi~ i n l iv i d u a l ,
except  as provided by sect ion 8 of t i t l e  13. ” [ 5 1 4 ]

“A t
~statjstjcai record” , for purposes of this A ct , is a

record in a system of records that is not used by anyone in

waking any determination about an individual. T.-tis means

that, for a record to qualify as a “statistical record” , it

must  be held in a system w h i c h  is sepa ra t ed  f r o m  sys t ems
(so me p e r h a p s  co n t a i n i n g  t h e  same i n f o r m a t i o n )  w h i c h  con ta in
records that are used in any manner in making decisions

abo ut the rig h t s , be n e f i t s , or en titleme nt s of an
ide n t i f i a b l e  indiv idua l, T h e  t er m “ide n t i f i a b l e  i n d i v i d u a l”
is used to d i s t i n g u i s h  d e t e rm i n a t i o n s  a b o u t  s p e c i f i c
individuals from determinations about aggregates of

individuals as, fo r  e x a m p l e , census  da t a  are  used to
apportion funds on the basis of pc~pula tion .

By this definition , it appears that some so—called

“research records” which are only used for analytic purposes

qualify as “statistical records” under the Act if they are

not used in making determinations. A “determination ” is

defined as “any decision affecting the indivflual whic h is

in whole or in par t based on i n f o r m a t i o n  c o n t a i n e d  in the
record and which is made by any person or any agency. ”
(House Report 93—1416 , p .15.)

11
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Most of t he  records of the B u r e a u  of the  Census  are
considered to be “ s ta t i s t i ca l  records” even t h o u g h , p u r s u a n t
to section 8 of title 13 , United States Code, the Census

Bureau is authorized to “furnish transcripts of census

records for genealogic al and other proper purposes and to

make special statistical surveys from census data for a fee

upon reguest.” (House report 93—1416 , p. 12)

In a p p l y i n g  th is  def in i t ion, it might be helpful to

d i s t ingu i sh  three  types of collect ions or g r o u p ings  of
information abou t in dividuals: (1) statistical compilations

which , because they canno t be identified with inliviluals ,

are not subject to the Act at all; (2) “records” m a i n t a i n e d
solely for the purpose of compiling sta tistics - which are

the types of records covered by section 552 (a) (5) of the

P r ivacy  Act ; and (3) “ records ” o n i nd i v i d u a l s  w h i c h  a r e  used
both to compile statistics and also for other purposes , e.g.

a c r imina l  h i s to ry  record used both to compi le  i n d i v i d u a l
statistics and to assist a judge in waking a sentencing

decision about the individual to whom the record pertains ,

which is not a “statistical record.” [49]

“The term ‘routine use ’ means , with respect to the

disclosure of a record , the use of such record for a purpose

which is compatible with the purpose for wrich it was

collected.” [514]

B. LEGISLATION

In legislating, the right of privacy must be balanced

against equally valid public interests in freedom of

information , nat ional defense, foreign policy and law

enforcement.

12
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On the international level, there have been three

approaches to the regulation of privacy:

1. Administrative self—regulation which was employed by

the British .

2. Omnibus licensing and regulation , the a p p r o a c h of
Sweden and Germany.

3. An area—by—area provision of court enforceable citizen

rights which is the American viewpoint.

The British “Data Surveillanc e Bill of 1969” establishes

a Registrar to keep a register of all data banks , pu±lic and

private. This reg ister contains details of the data kept by

the data bank , the person responsible for the dat bank , the

purpose for which data may be used , and by whom. The

register is subjec t to both public and private inspections.

Under  t h i s  bill, each person shall receive a prin tout of t~ e
data stored about hims elf includ ing the purpose for whic h it

is used when the data bank is established.

A f t e r w a r d , fo r  a fee the  i n d i v i d u a l  m a y  ob t a in  a
printout of the data, their purposes and a listing of all

the recipients of such data. tf an individual desires to

remove inaccurate , unfair or out of date inform ation , he may

apply for an order to remove such data and all recipients

are notified. The law further states that each operator of

a dat a bank is liable for damages when he permits inaccurate

data to be supplied which can be harmful to a person.

Punishable offenses include failure to accurately register a

data bank , use of the data for nonregistered purposes,

allowing access to persons other than those entered on the

register , and aiding and abeting the wronaful use of the

data.

13
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Various West Germa n States have passed data protection

acts that establish certain measures of control over

government files. Sweden , the first country to pass a law

on pr iv acy, established a federal Data Inspection Board.

This organization requires the licensing of all commercial ,

computer— er~~~ d record—keeping systems in accordance with

established go’ ernment standards including conditions for

their operation. The board additionally provides advice on

the conduct of gov ernment data banks .

France has studied the problem , but has taken no

definitive action. The Department of Communication and

Justice in Canada has produced substantial studies and

recommendations on the issue of privacy, however , no

legislation has been passed at this time.

It is of special importance that Canada and the United

States be strengthened in the area of privacy regulation

because of the enor~ ous number of privately owned American

companies headquartcred in Canada and the United States.

Questions regarding the legal regulation and

res t r ic t ions  on t h e  p r i v a t e  records of Canad ian  c i t i z e n s
which are owned by American companies are still unanswered.

The concern over invasion of privacy has received

special attention in the United States as a resul t of
numerous developments , among which are the GSA proposa l for

a comprehensive computer n~~t~ ork which could store personal

information on file in several -different Federal agencies ,

and increasing use of the social security number as a

standard universal ident ifier.

Since policy conflic ts arise, as in all government

legislation , two approaches are taken to resolve these

14
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differences. The agency—b y—a gency resolution which imposes

upon each agency “....the responsibility for regulating

dissemination of personal data persuant to legisla tive

gui de lines — i nc lud ing  the  d u t y  to ob ta in  f i r s t  t h e  w r i t t e n
consent of the subject .” [32] This approach fixes

responsibilities, however, some agencies may have to expand

their own information collecting activities to obtain

directly from the subject what previously was obtained

indirect ly fro m other agencies.  The  secon d approach
classif ies and regu la tes  p r o g r a m s  and t ypes  of d a t a  sys tems.
“This  a pproach relieves the  bu rden  on some a g e n c i e s , but
would not distinguish the portions of such records which

could usefully and properly be disclosed” . [32 3 A

combination of both approaches has been impl ic i t  in most

bills introduced in Congress, but the need for a study of

the proper balance of the values in conflict still arises.

One reason for this discord is that presently there is no

legal definition for privacy. It has been established ,

however , that each individual ’s idea of privacy differs with

age, experience and environment.

The “Privacy Act of 1974” (P.L. 93—579) amends Chapter 5

of Title 5 of the United States Code (section 552a) . It

applies to U.S. Federal Government Agencies and private

contractors who are performing a record—keeping service for

a Federal agency and is based on the 1973 report by the

Committee on Personal Data Systems of the Departm ent of

Healt h, Education and welfare entitled “Records , Computers

and the Rights of Citizens” . [55 ] This landmark in computer

history created a set of standards for the collection ,
maintenance , use and dissemination of personal information

in both manual and automated systems. The initial report

contained a set of ‘fair information practices ’.

The purpose of the Code of Fair Information Practices

was to define the desired behavior of a data bank , the

~~~~ 
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desired relation between the data subject and the dat a bank ,

and to establish certain rights for each citizer.. Each of

the five basic principles was incorporated into the Privacy

Act:

1. There must be no personal data record—keeping system

whose very existence is secret.

2. There must be a way for m individual to find out

what information about him is in a record and how it is

used.

3. There mu st  be a w a y  for  an i n d i v i d u a l  to  p r e v e n t
i n f o r m a t i o n  about  h im tha t  was  o b t a i n e d  f o r  one pu rpose  f rom
being used or made available for other purposes without his

consent.

4. There must  be a w a y  for an i n d i v i du a l  to correct  or
amend a record of identifiable information about him .

5. Any organization creating, m a i n ta i n i n g ,  using or

dissem i n a t i n g  records of i d e n t i f i a b l e  personal  d a t a  mus t
assure the reliability of the data for their intended use

and must take precautions to prevent misuse of data . [55]

These principles as incorporated in the Privacy ~ct
(section 552 (b)) include the permitting of excep tions to the

Act when determined by specific statutory authority.

1. Provisions are provided which re- lair e the

publication of an annual notice in the Federal Register and

public notice of changes to existing systems of record s as

well as new systems.

2. Any in dividual is permi tted to view and receive a

copy of any record containing personal information about him

16
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in those systems covered by the Act exclusive of exempt

disclosures. He may also see an accounting of his record to

determine how the information in it has been used.

3.  Unless prior written consent has been obtained from

an i n d i v i d u a l , all  Federal  agencies  are  p r o h i b i t e d  f rom
disclosing information unless its use is consistent with the

original intent of the collection of such information.

4. The Privacy Ac t specifies procedures which must be

i m p l em e n t e d  by t h e  agencies to a l low an i n d i v i d u a l  the
possibility of amending or changing his record.

Additionally, it requires that said agencies must review

i n i t i a l  re fusa l s  to  amen d such records  and  s tate t h e  reason
f o r  t h i s  ac t ion.

5. AU subject records used by an agency which

maintain s the syst em of records shall insure their accuracy,

relevance , timeliness and completeness “as is reasonably

necessary to assure fairness to the individual. ” [5 4-) These

agencies are to implement administrative , technical and

phys ica l  sa feguar ds “to i n s u r e  secur i ty  and  c o n f id e nt i a l i t y
of records. ” [10 ]

Additionally, the Privacy Act clearly states rhat

responsibility for effective personal informa tion systems

and integrity and accuracy of the data which comprise them ,

rests with those individuals who manage and employ such

systems. If this law is not implemented , civil penalties

vii]. be awarded.
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II. EFFECT O~ COMPUTE R SY STEMS

In section 552e of the Privacy Act , cer ta in  r e q u i r e m e n t s
are listed for each agency to fulfill. To implement these

condi t ions, the Office of Managemen t and Budget Privacy Act

Guide l ines of July 1, 1975 have  been created to  furthe. .
exp la in  the  measures  to be enacted.  Since i t  is the
responsibility of the personnel who maintain the record

systems covered by the Privacy Act to insure the accuracy

and integrity of persona l information , certain procedures

should be es tabl ished a n d  fu l f i l led  to comply  w i t h  th i s
legis lation . Although , it is beyond the scope of this

discussion to list pr ecisely what must be accomplished in

each computer installation , those measures applicable to all

situations will be mentioned. By studying the installation

and establishing the objectives and goals to be attained in

specific circumstances, an ef ficient review and plan of

action can be developed with the least amount of effort.

A. MA NAGE ME NT CO~ISIDERAT IONS

The first consideration is to decide which systems of

records are covere d under the Privacy Act . This may seem a

simple task: however , due to the vague and complex

definition in the law , serious thought and study should he
spent on this decision. This leads to the necessity of a

manager  knowing  t h e  c u r r e n t  leg i s la t ion .  (The P r i v a c y  Act
and 0M B G u i d e l i n e s  a re  in t h e  f o r e f r o n t  t oday .  A m o n g o tner
pertinent literature is the Freedom of Information Act and

H .R .1 984). Realizing t~h at  not  all managers have the 4ime to

18

_ _ _  

- - - -  -- -
~~~ 

-
~

--
~~~

-- -~~~~
-- - -

~~~
— - - —



read the legislation, nor t h e  legal expe r t i s e  necessary  to
u n d e r s t a n d  all the  impl ica t ions  or de ta i l s, t h e  need for
educat ion arises. An a l t e r n a t i v e  a p p r o a c h  w o u l d  be to
appoin t  indiv iduals  knowledgeab le  in bo th  f ie lds , law and
computer  science , to s tudy the  s i t u a t i o n  and present  a
s u m m a r y  (in layman ’s terms)  avai lable  to all compute r
ins ta l la t ions .  This wou ld not on ly  save much  t ime and avoid
unnecessary complicat ion s, b u t  would be an exce l len t  m ode of
educating a vast number of c o m p u t e r  p rofessiona ls  in a short
time. ~t is inevitable that private industry will be

a f f e c t e d  w i t h i n  t h e  nex t  t h r e e  years and  the  need fo r  r a p id

u n d e r s t a n d i n g  is m a n d a t o r y .  Var ious  s ta tes  have  legis la t ion
alread y in e f f ec t .

There  a re  measures  to  protec t  c o m p u t e r  p r o f e s s i o n a l s
which can be accomuplihed b e f o r e  more l eg i s l a t ion  goes in to
e f f e c t .  The Assoc ia t ion  f o r  C o m p u t i n g  ~a ch i n er y  has
suggested rules  of conduct f o r  personne l  in the  compu te r
industry. These guid-elines cover three categories of

professional conduct : relations with the public , relations

with employer and clients, and rela tions with other

prcfessionals.

To insure a high quality of personnel , it is desir~.ble

to establish similiar standards throughout the profess ion.

Other approaches, previously mentioned in literature , have

been licensing or bonding  of personne l  and  c e r t i f i c a t i o n .
By insuring the competence and integrity of personnel, the

installation thus increases protection against illegal

activities , intentional or not , and decreases the threat of

internal subversion. These standards must continue to

demand high quality work. This means accuracy of data.

More will be said of this in later sections. In addition to

the personnel , assurance of adequate physical protection

shoul d be established. The National Bureau of Standar ds and

the Association of Computing Machine ry have published
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security checklists as guides in determining proper security

at each installation. :24 ,46] These are excellent starting

points in planning the protection of an organization

regardless of the age or style of the computer equipment .

Questions applicable to all, phases of computer technology

will  be f o u n d  in these re fe rences .

Presently, there is some level of security at all

installations. Controlled personnel access to the computer

is an imFortant factor in maintaining secure operations.

There are various ways to attain restricted entrance . The

point here is to consider who has the authority to obtain

admission to the f a c i l i t y  and ho w d i f f i c u l t  it is for an
unauthorize d indiv idual to achieve access. The next step is

to determine which method to use and to what degree , if  an y ,
restricted access is necessary. The computer environm ent

shou ld  not be over looked  in dec id ing  how to im p l e m e n t
p ro tec t ion  measures .  The locat ion of the  f a c i l i t y  a n d  the
b u i l d i n g  in which it is housed, if poorly guarded and

constructed , may lead to infiltration and destruction of

personal information or other valuable files. Thus computer

personnel could be accused of negligence and appropria te

penalties would be awarded.

Once the overall physical environment has been analysed

and appropriate decisions made as to what action , if a n y ,  is
required , the computer equipment and software should he

evaluated for compliance . After a final review of the

equipment and support facilities, the final step is to

provide for future analysis , otherwise known as periodic

auditing. There are various methods for accomplishing a

reevaluation of existing systems. One of the most effective

being management by exception. This does not preclude the

possibility of other less important factors influencing the

quality of an efficient system , but rather aids in
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establ ishing whic h a t t r i bu t e s  most s i g n i f i c a n t l y  ha mper
computer  opera t ions  a n d  i m p l em e n t a t i o n  of object ives .

Before  concluding this  port ion of the  discussion , a
remar k on costs should be includ ed . Those e l e m e n t s  wh ich
must be weighed in management of computer facilities all

contribute to some degree to the cost of compliance . The

basic question to be resolved is which action should be

taken at a reasonable expense. If every computer

installation takes a passive role toward the legal

implications and responsibilities set forth by government ,
have the efforts of individuals to maintain their right to

privacy and their right to have accurate facts pertaining to

their lives contained in these machines been for nought?

Does this attitude reflect the typ ical manager ’s

position is this an enhancement or hindrance to th e

computer profession? Should every manager wait until the

other organization is penalized or should he use the prudent

man approach? It is suggested that ea ch computer facility

review its operations and procedures , thea a decision as to

what degree of compliance is necessary would be made to the

benefit of the entire community.

B. DA TA : ACCUR AC Y AND FLOW

This section w i l l  discuss those f ac to r s  which i n f lu e n c e
how data  is coll ected and w h a t  f ac to r s  a f f e c t  the  qu a l i t y  of
exactness achieved in information retrieval. The various

methods employed in data collection have a comm onality of

factors which influenc e the degree of accuracy attained in

initial accummulation. The natur e of the data may cause

unavo idable error. For example , if the specific numeric ,

alphabetic or special characters are written in an

undecipherable penmanship it is left to the descretion of
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the i n d i v i d u a l  who enters t h a t  da ta  into the  c omp u t e r  sys tem
as to w h e t h e r  it is correct or n o t .  This  is not  to  say
mistaken data is intentionally created , but obviously the

need for validation arises. Which validation procedure is

implemented is the decision of those personnel  responsib le  ¶

for data accuracy. Analysis of input data should include

whether or not a particular item is still necessary for the

purpose for which it was intended. If the data is no longer

r equ i r ed , it should be deleted from the input procedures .

Retention of data for longer than needed could also cause

h arm to  i n d i v i d u a l s .  There  is no s t a n d a r d  tine f o r
de t e r m i n i n g  when th i s  i n f o r m a t i o n  is obsolet e as th is
depends  on the  s t a t u s  of its f u n c t i o n , i . e .  if t h i s  pu rpose
was satisfied , or the  age of the  i n f o r m a t i o n  causes it to be
unreliable , or if its o n l y  va lue  is h i s t o r i c a l .  Other
elements involved in error control and collectio n include

t he  a u t h o r i t y  f o r  a s semb l ing  t he  d a t a , w h o  does t h e  act ual
collection and  why . Not to be missed is t h e  source of the
dat a. If t he  data collected is not correct i n i t i a l l y ,  error
checkinc  at the c o m p u t e r  c e n t e r  level may  no t  be e f f e c t i v e .
The legal implic ation , of course , is: W ho is r e s p o n s i b l e,
the individual who inserted false data or those wh~ maintain

it?

The legislati v e v iew is to assume a relationship of
trustworthiness between the data subject and the r eceive r  of
the information. If the individual for whatever native ,

enters false data into the system , how does the computer

industry protect itself against lawsuits for invalid data?

Ideal ist i ca l ly ,  this situation would never arise.

Realistically, protection of both  pa r t i e s  s h o u l d  be
established .

The f o r m  which  c o n t a i n s  the  data  s h o u l d  be e x a m i n e d  for
c la r i ty  and  r e adab i l i t y .  A poorly designed d o c u m e n t  c-a n
lead t~ errors by the most well—intentioned jrocedure. If
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t h a t  data  is not inscr ibed  d i rec t ly  in to  t he  s y s t e m , such as
from a terminal , are the initia l forms (source documents)

which  conta in  t h a t  i n f o r m a t i o n  careless ly  d i sca rded  or is
some procedure  i m p l em e n t e d  to insure  those  d o c um en t s  do not
reach unauthorized personnel?

This leads to protection of the data once it has been
entered  into the s y s t em .  D e t e r m i n a t i o n s  as to the
possibi l i ty  cf m a i n t a i n i n g  dedicated sys tems  foi~ personal
in fo r m a t ion files could lead to excessive costs an d
management adversity. This approach could be justified by

the stringent requirements of security and the threat to

individual privacy . The costs of maintaining a separate

sys tem and los ing the  b e n e f i t s  of a shared  dat a  base  are
factors which should be weighed in this decision.

In t e g r a t i n g  data into a da t a  base may no t  be the  p r o b l e m  if
th~ elements (identifying pa rticulars) have no purpose in

be ing  in that specific data base at all. The sensitivity of

t h e  personal  data may  va ry  t hereby  l e n d i n g  i tself to levels
of c l a s s i f i ca t ion .  Si nce  t h e  l e g i s l a t i o n  n a y  cause
problems , existing record structure needs to be exam ined for

legal records  to establ ish w h a t  da ta  f i e l d s  may h a v e  to be
changed to ccnform to the legal requirements. The mixing of

the different sensitivity levels of data and sensitivity

tr a n sien ce have cr eat ed the need for reeval uation at the

data f ie ld level.  Pr e sen t l y ,  the  t ech nological  a p p r o a c h e s
to store mixed levels of data either use an increased am ount

of s torage  or a n  immense  a m o u n t  of t i m e .  The  e x i s t i n g
technology for f i l e  s t r u c t u r e s  does no t  h a v e  a s i m pl i f i e d
solution to this situation. The idea of simple aggregation

of data such as statistical information has been suggested

to alleviate this problem. The intent is that having a
large number of records , even with certain sensitive

elements contained in the record , will be sufficient to

e l i m i n a t e  the  t h rea t  of h a r m  to an i n d i v i d u a l .  O n e  method
is to input individual items , compute aggregate ( averages ,
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et c ) , then  dest roy i n p u t s .  This  is a d e q u a t e  if  the
o rgan iza t ion  only needs aggrega tes .  O b v i o u s l y ,  if the
sensi t ive  i n f o r m a t i o n  is still  in the da ta  ba se  a f t e r
aggrega t ion , no p ro tec t ion  has been a f f o r d e d .  Th i s  ‘ safet y
in n u m b e r s ’ a t t i t u d e  could be a s imple  m e t h o d  to e m p l o y ,  but

does not  in su re  t ha t  an u n a u t h o r i z e d  i n d i v i d u a l  is p r e v e n t e d
f r o m  o b t a i n i n g  the  i n f o r m a t i o n  in  the f i l e s .  Even  if  t h e
sens i t ive  i n f o r m a t i o n  was g iven  some ser ia l  n u m b e r  and  cross
re fe renced  on ano the r  h i g h e r  level f i l e , this does not
preclude the possibility of unauthorized access to the

personal informa tion.

S o f t w a r e  u t i l i t ies  may  a l t e r  or delete personal
information. This action substantiates th~ need for

est ab l i sh ing  a check of ex i s t i ng  prog ra m s  f o r  c omp l i a n c e
wi th  the  cur ren t  legislation. If unintentional

modifications to legal records occur , furth~ r errors are

created. The programs required to process the informa tion

should not increas e fallacy in the process and dec:e~ sc data

integrity. By refusing to evaluate current software , the

threat of individua l harm persists . Checks to include

p r i v a c y  compl iance  in ne ’~ p rog rams  s h o u l d  be added  ~o
current standards. Th is insures continued protection of

individual rights and data integrity. Operating systems

have been studied and designed around security, but existin~
sy stems ar e n ot tot a lly i m m u n e to illegal pe n e t r a t i o n .  To
cons is ten t ly  patc h holes and use the  r e t r o f i t  app roach
ce r t a in l y does not  i n s u r e  u n a u t h o r i z e d  access and  n a y  create
new p a t h s  of e n t r y .

It is a fact in ou r  in d u s t r y  t h a t  a s o f t w a r e  a p p r o a c h  to
i n s u r i n g  secur i ty  of f i l e s  is o n l y  as e f f e c t i v e  as t h e
ha r d w a r e  in which  it is s tored .  F a u l t y  m a c h i n e r y  w h i c h
loses b i t s  of d a t a  crea t es errors. Proper preventative

m a i n t e n a n c e  aids in m a i n t a i n i n g  a secure  sy s t e m .  rhe
eavesdro~~~ing  or “ bugging ” of elec tronic ievices is

- 
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p r e s e n t l y  be ing  researc hed.  New m e t h o d s  of e l i m i n a ti n g
elect r on ic fallou t a r e bein g t ry ed a n d possible sol u tions
exist in the  nea r f u t u r e . C u r r e n t l y ,  h o w e v e r , t h e  problem
still exists. What are t h e  legal i m p l i c a t i o n s  i f  personal

i n f o r m a t i o n  is o b t a i n e d  in th is  m a n n e r ?  How is on~ to
provide  for  protect ion of personal  i n f o r m a t i o n  i~ c u r r e nt
technology  has nct advanced  to the  degree of f u r n i s h i n g  a
so lu t ion?  Are  the responsibilities of the computer industry

to  perhaps  rever t  to  s i m p l e r  me thods  of processing
information by elimina ting third genera tion e-~ui pment and

networks? This question , although harsh , is to ~oinz out

the need for legislative personnel and computer personnel to

work together in solv ing  data process ing p r o b l e m s .  To

formulate realistic legislation toward computer processina

entails careful deliberation on all phase s of the industry

coupled  w i t h  the  r igh t s  of t he  i n d i v i d u a l  at a reasonable
expense to all.

Once the information has been generated , procedu res for

insuring proper safeguards for ou tput should be maintained.

Legal restrictions and verification of reports , tapes ,

cards , etc , for ‘routine use ’ and ‘the purpose for which

originally intended’ pose a problem of revising pro ductio n

procedures. The same possibil ities of unintentional

disclosu r e  exist as w i t h  or ig ina l i n p u t .  C e r t a i n
p recau t ions  n ay in clude c h a n g i n g  the  o u t p u t  class so tha t
co m p u t e r  opera to rs  m ay a d m i n i s t r a t i v e l y  p r o v i d e  a more
secure  e n v i r o n m e n t  for  the o u t p u t .  For example , r u n n i n g
tho se p r in tou t s  o n l y  at ce r t a in  t imes  and  a l l o w i n g  o nl y  t h e
i n d i v idu a l  who submitted the job to receive the output or

re—locating a prin tez to a more restricted area where only

ad tho r i zed  p ersonnel  wou ld  see the  information. If

carelessly disca rded output is no t destroyed , and
unaut horized uses result, l ega l ly  it is t h e  r e s p o n s i b i l i t y
of t h e  c o m p u t e r  f a c i l i t y  a n d  c iv i l  ac t ion  m a y  follow.
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C. H A R D W A R E  CONSIDERATIONS

“Phys ica l  secur i ty  measures  a re  the  first.., line of

defense  agains’t t h e  risks which  stem f rom the u n c e r t a i n t i e s
in the e n v i r c nm e n t  as well as f r o m  the  u n p r e d i c t a b i l i t y  of
human  behav ior . ” [ L & 6 ]  C omp u t e r  a r c h i t e c t u r e  is n ot  des igned
to fully eliminate the ability to obtain access to data

t h rough  u n a u t h o r i z e d  me thods .  Some devices for  in su r ing
pro tec t ion  include memory protection schemes such as

relocation and bounds registers, segmentation , paging and

memory keys which allow limited access i.e. read—only.

Error—detecting circuits and codes check almost all hardware

errors in the computer. The problem of insuring privacy of

data frcm a hardware standpoint includes those old-er

mach ines  wh i c h  do not  have c u r r e n t  t e c h n o l o g i c a l  f e a t u r e s
inco rpo ra t ed  i n to  t h e i r  s t r u c t u r e  and  the  r e t r o f i t  so lu t ion
has not been success fu l  in resolving illegal penetration.

R eg ar ding n etwo r ks , the g rea tes t  po ten t ia l  of a b reak  in
security lies in the telecommunications line. Electronic

e m a n a t i o n s  are t h e  g rea tes t  t h r e a t .  As s tated p r e v i o u s l y ,
s o l u t i o n s  to  this  problem a re  being s t u d i e d  an d a w o r k a b l e
result is expected soon. [~~7 J

1. Q2~~~ .tiag. ~~~~

The t h i r d — g e n e r a t i o n  compu te r  wi th  o p e r a t i n g  sys tems
or mas te r  ccn t ro l  p rog rams  have , g e n e r a l l y ,  t w o m odes of
o p e r a t i o n :  supervisor  ( s y s t e m )  and p rob lem (use r )  . The
supe rvi scr  mode enables one to execu te  p r i v i l e d g e d
ins t ruc t ions .  These i n s t r u c t i o n s  inc lude  c h a n g i n g  t h e  s ta te
of the computer , starting input/output processors, c h a n g i n g
protection rights of parts of the compu ter and altering the

interrupt status of the machine. Obviously, one who has
access to the  superv i so r  mod e fo r  a specif ic  c o m p u t e r  has
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access to  any and all data associated wi th  t ha t  c o m p u t e r .
Prev ious  cases of a user , i n t e n t i o n a l l y  or not , e n t e r i n g  the
supervisor  state f o r  h a r m f u l  reasons have  been r eco rded .

One solution to a v o i d i n g  th i s  s i tua t ion  has  been the

‘p a t c h w o r k ’ approach .  When one “h ole” was pa tched , a n o t h e r
was created thereby  i n i t i a t i n g  a more complex  pa th  to
achieving the goal of illegally retrieving data. The

procedures to i n su re  tha t  the supervisor  mode  is not
obtained th rough  illegal methods  have so f a r  no t  prov en
totally successful.

The s torage  p ro tec t ion  m e c h a n i s m  in  the  o p e r a t i n g
system is a major factor in safeguarding personal  d a t a .  Not
only does it a f f e c t  c o m p u t e r  p e r f o r m a n c e , b u t  i f  not
p rope r ly  imp lemen ted  and control led , sen sitiv e da t a  could

become ava i lab le  to in unau tho r i zed  user .  “Co m mon
pro tec t ion  mechan i sms  a re  checks on logical addresses or on
phys ica l  addresses . The logica l address check consis ts  of a
segment base con tainin g the actual address and the segment

length. The physical address protection employs separate

key—to—lock mechanisms. ” 214 ) The proper utilization of t h i s

mechanism coupled with limited read—only or write—only

access to the program s and data within -the computer decrease

a possibility of alteration and access to personal data and

increase compliance with present legislation. Limiting

access to the master control program or operating system is

another obvious safeguard to be employed .

2. ri~ her al Devices

Consideration of direct access storage devices and

tape drives includes the methods of erasing erroneous or

out—of—date data contained on the medium. Therefore to

insure security, writing over the entry could be
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accomplished through hardware control while disconnec~ ed

f rom the data- ch anne l .  r h i s  method is p r e f e r r e d  over  the
use of the operating system for this purpose since the

latter may involve too many system services and extreme

overhead.

Tape drives can best be protected t h r o u g h
a d m i n i s t r a t i v e  procedures .  The t ape  l abe l ing  process is
easily bypassed and in some cases access to the  d a t a  t ape  is
obtai ned b y merely requesting the tape be m ounted. One

proposed solut ion is to color code spec i f ic  devices  which
contain personal information to easily determ ine the legal

requirement for special protection. With regard to

i n p u t/ o u t p u t  devices , c u r r e n t  desi gns are not  adeq u a t e l y
secure. Teleprocessing equipment provides the greatest

th rea t  of ha rm.  In t e rmina l  sys tems , t h e  need to  i d e n t i f y
the  opera to r  and t e r m i n a l  is real and v a l i d .  The solu t ions
here v a r y  f rom password  to k e y w o r d  voice spec t ro -ana lys i s .
In some cases sign —ons a r e  accompl ished  t h rough  h a r d w a r e
cont ro l .

Fcr un i t  record devices , limited access to the media

and data through administrative measures is one solution.

Error check ing  codes , i . e . ,  pa r i ty  and cycl ic  c h e ck i ng  must
be r e q u i r e d  f o r  data p ro t ec t i on ;  and  logic  c i rcu i t
r e d u n d a n c e  is necessary in  t h e  core cri t ical  h a r d w a r e
c i r cu i t ry .

D. SOFTWAR E C O N S I D E R A T I O N S

Cer ta in  admin i s t r a t ive  procedures  for  s o f t w a r e  h a v e  been
men t ioned .  It is the purpose  of th is  section to d iscuss  t h e
technologica l  aspects  of p r o g r a m m i n g  w i t h  regard  to  pr i v a c y
legislation .
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The solutions men t ioned  in l i t e r a t u r e  for  s o f tw a r e
securi ty have  been costly and not necessar i ly  r ea l i s t i c  for
the  computer  ins ta l la t ion. For e x a m p l e , p l a c i n g  an
indicator  in each “legal record” h-as been suggested . This

however requires space w h i c h  may not be ava i l ab le  and would
require lengtheni ng a computer record which may already be

using all its al located space. In older computer systems,

storage techniques and programming are not as versatile as

in newer systems and this impl ies  ob t a in ing  a ne w co mput e r
sys t em.  Ce r t a in ly  t h i s  is no t  an easy t ask  or decis ion.

There  are  va r ious  types  of a t t a cks  i n v o l v i n g  s o f t w a r e
w h i c h  have  been ca t ego r i zed  by  t he  A i r  Force  Panel  on
Technology and Planning. C 3 1

— “I n  the  case of impl ied  s h a r in g , t h e  su per vis or sha r es

some of its w o r k  space wi th  the  problem p r o g r a m s .
T h e r e f o r e , the prob lem p r o g r a m  is free to access such

resources as the catalog , a n d  b u f f e r s  in which  p r o p r i e t a r y
information is kept. For example , the supervisor rea ds the

security profile (the list of system data sets and user

passwords)  into the  user ’ s area to a u t h e n t i c a t e  t h e  user
t h a t  is reques t ing  acces s to a pa r t i c u l a r  da ta set (dare
file) . However , because the information remaining in tii~
sha red area ( the user ’s area ) and has not been o v er u r i t t ~ n ,
the  c u r r e n t  user now has access to other users ’ passwords .”

Obviou sly , t h e  so lu t ion  is to e l i m i n a t e  botn superv isor
and problem mode using the same work space. rhis means

redes ign ing  the o p e r a t in g  sys tem.  If t h e  sy s tem inc ludes
checks f or location an d use of the  superv isor  an d  insures
t h e  space has been overwritten before assigning it to a
problem program then this threat is e l im i n a t e d .  This  of
course de lays  use of sys tem resources.  The  imp l ir a - t i o n  is
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cer ta in ly  nct  to b -~ t aken  l i g h t l y — — — —  the re  is no th o roug h ly
secure sys tem.

“In the case of s c a v e n g i n g ,  the word  space is n o t  shared
by the  user ’s program , but  n e i t h e r  is it cleared a f t e r  be ing
used by the supervisor. Therefore, if the  user has  access
to it, he could gain access to sensitive information like

passwords  and a u t h o r i zat i o n  levels. A n o t h e r  t y p e  of
scaveng ing  exists in the  area of da ta  m a n a g e m e n t .  On a
direct access device , the system can a ll oca te  spa ce fo r a
t ile and  then f i l l  tha t  f i l e  wi th  s ens i t ive  da ta .  W h e n  t h a t
f i le is del eted , its space may  not be cleared by t h e  s y s tem .
The r e fo r e , w h e n  a n o t h e r  user  p rogram gains  con t ro l , the
system could allocate that same space to the user so it is

possible f o r  him to read  it and ga in  access to sens i t ive
i n f o r m a t i o n  t h a t  was l e f t  t h e r e  p r e v i o u s l y .  T e m p o r a r y  f i les
us ed i n t h e  cour se of a j ob  t h a t  con ta i n ed sens i t i v e  data

could also be candida tes  fo r  scaveng ing . ” [2L&~3

To clear the workspace befo re it is used by the next lob

would eliminate this typ e of attack. Technologically, this

pr o b l e m  h as bee n sol v ed and should not be a factor in larger

sys tems .  In smaller , less sophis t i ca ted  compute r  sys t ems ,
t h e  f l e x i b i l i t y  of the o p e r a t i n g  sys tem is l i m i t e d  and
stricter administrative controls and procedures are use d .

“Incomple te  pa rame te r  checking is a maj or  w e a k n e s s  of
contemporary operating systems that occurs at the interfaces

be tween  the  system and t he  users ’ programs. Users call

o p e r a t i n g  sys tem f u n c t i o ns in a m a n n e r  s imi l a r  to s u b r o u t i ne
calls, us ing many  pa rame te r s . By s u p p l y i n g  addresses  ou t s i de
the  space al located to t h a t  user ’s p r o g r a m , three ~angerous

results are possib le:

1. The superv i so r  m a y  ob t a in  u n a u t h o r i z e d  data  fo r  th a t
user.
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2. A set of cond itions can be generated to cause a system

cra sh. - 
-

3. Control  may be r e t u r n e d  to t he  user  in supervisor
state.” [24 ]

To assure cont ro l  of the supervisor  s tate is not  ga ined
t h r o u g h  th i s  means  requi res  redesign of t h e  storage
protect ion mechanisms as wel l  as l imi ted access to those
addresses whe re in  the  supervisor resides.

“The asychronous interrupt method exploits a combination

of poor system design and the handling of asynchronous

interrupts. For example , suppose a remote terminal user is

permitted two unsuccessful sign—ons before being terminated .

When  t he  sys tem is des igned  to h a n d l e  an i n t e rr u pt  before
u p d a t i n g  t h e  counte r  used to l i m i t  t h i s , unpredictable

r e su l t s  can occur.

The t r o j a n  horse  class of a t t a c k  is used in an a t t emp t
to achieve the breakdown in security ny introducing into the

operating sys tem programs with security holes. when a hole

is activated , the “tro jan horse” routine can be u sed to  open
any user files and gain access to c lass i f ied  da t a .  For
e x a m p l e , a sc f tw a r e  performance monitor , while evaluating a

p r o g r a m , can  ga the r  s ens i t ive  da ta  associated w i t h  t h at
program .

—_ -- —  - 

~~~~~~~~~~~~~~~ ode c h a n g e  i s a  class of a t t a c k  t h a t  is
closely re] .ated to th e  t r oj a n  horse  a t t a c k .  In t h i .  case ,
system programmer s could insert code into the system that

would form trapdoors. Indeed it is a l m o s t  r O u t i n e  for
systems proçrammers to add such trapdoor code to current

operating systems for legitimate systems programming

purposes such as quic k maintena nce. At c e r t a i n  t im es  and

based on certair. combinations these trapdoors may be
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act ivated by a user from his p rog ram.  This  c a p a b i l i t y  also
exists for  the  persons who i n i t i a l l y  design the s y s t em , or
fo r  m a n u f a c t u r e r s  who s u p p l y  fixes to the system .

The asynchrono us a t tack  has o f t e n  been r e fe rr ed  to as
the  t i m e  of check and t i m e  of use problem. When a user ’s

prcgra m parameters  were  ori g ina l ly  checked by the  superv i so r
they were proper . But after the check and before their use,

the user changed them so as to circumvent some protection

f e a t u r e  of the sys tem.  This attack is possible because

t h i r d — g e n e r a t i o n  c o m p u t e r s  are  able  to process i n p u t/ o u t p u t
and rel inqu i sh  con t ro l  back to the  user for  c o n c u r r e n t
processing.” [24 ]

These t h r e a t s  involve  a redesign of t he  o p e r a t i n g  sys tem
and s t r ic ter  security measure s  in s o f t w a r e  development.

C o n t r o l l i n g  user access to the  supe rv i so r  m o d e  is re —

e m p h a s i z e d .  The creat io n of a secur i ty  m a t r i x  for  purposes
of deciding who has authorized access to which resources is

mandatory. The solutions to those threats a.s yet

unconguered rely on the technologica l community to provide

the answer.

Legally, the question still remains: if it is
t echno log i ca l l y  possible to  ga in  access to persona l
in fo rma tion and the  s tate of the  a r t  has  not c o n q u e r e d  the
m ethod of a t t ac k , who is l iable?  If  the  c omp u t e r
ins ta l l a t ion  has i m p l em e n t e d  all possible p rocedures  to
avoid u n a u t h o r i z e d  access , are they  still subject to

l eg i s la t ive  penalt ies? The  poss ibi l i ty  of des ign ing  a
t o t a l l y  secure s o f t w a r e  opera t ing  sys tem in to  existing

h a r d w a r e  is not real is t ic  and wou ld  be e x t r e m e l y  cos t ly .
T h e r e f o r e  more  r e l i ab le  progra m des ign , accep t ance  t e s t i n g
and s t andards  is an a l t e r n a t i v e  app roach .
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Possibl e safeguards  to be employed inc lude:  proper
decision making  cr it eria ( f o r  e x a m p l e  i n c lu d i n g  all
appropr i a t e  fac tors  and c h a n g i n g  t h e m  as c i rcum stances
w a r r a n t )  , avoiding logic errors caused by an  inva l id
t r ans l a t i on  of r egu i r em en t s  between user and p r o g r a m m e r ,
inc lud ing  a complete  edit check f o r  d e t e r m i n i n g  comple te
i n p u t  da ta  (this includes  for  instance a check for blank

data f ields leading to incomplete  i n f o r m a t i o n )  , es tab l i sh ing
standards  and  crit eria for  p r o g r a m m i n g  d o c u m e n t a t i o n .

In a s tudy  con duct ed by the G o v e r n m e n t  Accounting Office

(G A O)  , t h e  fo l lowing  soft~i a re  prob lems  wer e resea rched.

They are quoted  as possible areas of improvement for more

effective contro l in implementing privacy legislation.

1. Adequa te  c o mm u n i c a t i o n  be tween  the parties to

s o f t w a r e  des ign.

2. Incorrect  percept ions  of the n a t u r e  of ac tua l
t r ansac t i ons  to be processed.

3. Inadequate  d o c u m e n t a t i o n  p r e v e n t i n g  a d e q u a te  r ev iews
of s o f t w a r e .

U .  Time c o n s t r a i n t s  ha m p e r i n g  the  e f f e c t i v en e s s  of the
design prccess.

5. Absence of w r i t t e n  criteria or guidelines for

designers  to fo l low.

6. Detail  and c o m p l e x i t y  invo lved  in d e s i g n in g ,  cod ing ,
and r e v i e w i n g  soft ware

7 . ~eLiance on- the e x p e r t i s e  a n d  exper ience  of people
doing t h e  w o r k .
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8. Undetected changes in c i rcumstances  m a k i n g  the
appl ica t ion  obsolete.

9. State of the a r t  of progra m t e s t ing  w h i c h  p reven t s
test ing all possible condi t ions .  [22 ]

Certain solut ions have  been proposed to assist  in the
e l imina t ion  of these sources of error.  It is no ted  that
w i t h  today ’s technology,  completely e r r o r — f r e e  s o f t w a r e
canno t  be design ed , however  the p robab i l i t y  of inaccura te
d o c u m e n t a t i o n  can be reduced through implementation of

appl icable  procedures .

“—Documentation should be prepared that highlights (1)

key port ions of t he  au tomated  dec i s ionm ak ing  c r i t e r i a , ( 2)
data e l emen t s  t h a t  are c r i t ica l  to t h e  d e c i s i o nm a k i n g ,  and
(3) t h e  ed it checks placed (or j u s t i f i c a t i o n s  for  o m i t t i ng
them)  in the  s o f t w a r e .  A f o r m a l i z e d  synops i s  of t hese  i t em s
should be prepared for review and  app rova l  by top
m a n a g e m e n t .

— Q u a l i f i e d  a u d i t o r s  or o thers  who  a re  i n d e p e n d e n t  of
designers  and  users should  review the designed application

befo re  it is placed into  ope ra t ion .  O t h e r s  could inc lude  a
design tea m independen t of the original designer and user.

They w o u l d  be responsible fo r  eva lua t i ng  the (1) adequacy  of
the  decis ionma ki ng c r i t e r i a, (2) log ic in t he  coded
app l ica t ion , and (3) needs a n d  use s of edi t  checks to detect
incomple te  data e lements  p u t  into the app l i ca t ion .

-Simila r independent teams should review the operation

of these applications shortly after they are implemente d .

The objectives would be to evaluate the adequacy of the

decisionmaking criteria in an operational environment and to

provide  f c r  ear ly de tec t ion  of any  bad decis ions .  This
would a l low for  ea r ly  correct ion of p rob lems .
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— Some form of cyclical system monitoring of actions

initiated by operational automated decisionmaking

appl ica t ions  sho ul d exist . Teams composed of ( b u t  not
restr icted to ) designers , users , and aud i to r s  could  analyse
a p p l i c a t i o n — i n i t i a t e d  act ions  to (1) see if desired results

were  achieved in the  bes t  w a y ,  (2) i d e n t i f y  u n f o r e s e e n
c i rcumstances  that  would r equ i r e  m o d i f y i n g  the a p p l i c a t i o n ,
(3) d e t e r m i n e  tha t  the  ac t ions  were  as t he  user and designer
in tended , and ( U )  insure  tha t dec i s ionm aking  was not
adversel y a f f e c t e d by incomplete data not being screened by

an edit check .

—The  designer  and user shou ld  be p h y s i c a l l y  located in
the same place d u r i n g  design phases to a l l o w  for  cons tan t
communication. ill effect, the design would be a joint

effort and would help to insure that adequate decisionmak ing

criteria were contained in the application.

—Priorities should be established for software

modification (changes) which are at least partially based on

the cost of continuing incorrect automatic actions if no

changes are made within a short time .

-The initiator of the needed software modification (for

e x a m p l e , h e a d q u a r t e r s , user , a u d i t  t e a m  and /or  o th ers )
should be informed about the status of the change and ne

provided wit h confirmation that the changes have been made. ”
[ 2 2 ]

E. COST IMPLICATIONS

“The cost of increased overhead created by aiditiona l

checking  ver i f i ca t ion should  not be greater than the value

35

- — .:~
:-- :~i~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



~ - V - . .-~~~~

of the  resources bein g protec ted  or the  use of a secure
system wi l l  be deterred. ” [2 4 ]

The aspects of d e t e r m i n i n g  the cost of p r i v a c y  inc lude
tan gible and i n t a n g i b l e  fac tors . Past research has  not
a c c u m u l a t e d  a s i g n i f i c a n t  a m o u n t  of s ta t i s t ica l  information
on the subject and  t he re fo re  concrete tota ls  in t ime ,
m a n h o u r s  expended and money are not r e a d i l y  ava i l ab l e  to the
general public . The tangible cost factors include the

number of data subjects who will make inquires , the amount

of executive personnel time necessary to handle data

disputes , p r o g r a m m i n g  t ime  to develop software to handle

Pr ivacy  Act r equ i rem ent s  and  pe r sonne l  t r a i n i n g .  T h er e  ar e
th ree m a j o r  f ace ts  of cost .  Leg i t i m a t e  costs inc lude
conve r s ion  and operating costs. The third is improper costs

or those items or p rocedures  w h i c h  h a v e  been p lanned
previously, but are now mandatory and are charged to privacy

l eg is la t ion .  E x a m p l e s  i n c l u d e  i n s t a l l i n g  more phys ica l
secur i ty  h a r d w a r e , p u r g i n g  or d e s t r o y i n g  obsolete data ,
installing a new data management system , or no longer

collecting more personal informa tion tha n is required . It

is also conceivable that organ izations may charge the

pr ivacy  budge t  w i t h  mi sce l l aneous  expenses such as c h an g i n g
programs or r e — c o n v e r t i n g  a p p l i c a t i o n  systems.

The Na t iona l  Burea u of S t a n d a r d s  ha s  p u b l i s h e d  ~A
Compute r  Model to  Det e rm ine  Low Cost Techni ~ ues to Comply
w i t h  the  Pr ivacy  Act of 197(4 ” wh ich  was d e ve l op e d  by
Goldstein and S e w a r d .  [25 , ( 4 2 ]  The l e g i t i mat e  costs of
pr ivacy  are por t rayed in t h i s  model .  This report , h o w e v e r ,
warns  of us ing the  f i gure s  in spec i f ic  cases s ince  the
f ac to r s  i n f l u e n c e  each agency in specific degrees . The

e lement s  used in the model are appl icable to m a n y  agencies .
however , it is l e f t  to the  discretion of each i n d i v i d ua l
i n s t a l l a t i on  to de te rmine  to w h a t  degree each f a c t o r  a f f e c t s
t h e i r  to ta l  cost and which  elements  may  or m a y  not  be
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appl icable  or are  not inc luded in the model. Th~ twenty

compl iance  steps ( t e c h n i q u e s )  ana ly sed  by the model  f a l l
into f o u r  general  categories

1. Subject  Access Requirements
2. Subject Control Requirements

3. Data Usage R e q u i r e m e n t s
4 .  Opera t ing  Proced ur e R e q u i r e m e n t s

To provide  c l a r i t y ,  the  var iable  names  used as i n p u t  to
the  model are  in pa ren thes i s  a f t e r  each compl iance  s tep .

1. Subjec t  Access R e q u i r e m e n t s
A. N o t i f y  each sub jec t  of the existence and content

of his  record.
(Record ex is tence  n o t i f i c a t i o n )

B. Respond to i n q u i r i e s  f r o m  data sub jec t s
concern ing  the  existence and content  of t h e i r  records .

(Record ex i s t enr e  i n q u i r y )
- C. Respond to inqu i r i es  f r o m  da ta  subjects

conce rn ing  the  uses of t he i r  records.
(Record uses i n q u i r y )

D. R espond to c o m p l a i n t s  f r o m  data sub jec t s
concern ing  t h e  a c c u r a c y  of t he i r  records.

(Data accuracy  i n q u i r y )

2. Subject Control Requirements

A. N o t i f y  each subiec t  whether  he  is obl i~ ate d  to
provide da ta .

(Data  supply  obli ga t ion  n o t i f i cat i o n )
B. Obt ain the consent of the data subject for eac~i

use of t h e  data .
(Consent for additiona l use)

C. Obtain the consent of the data subject before
trans ferring data to a less protected system .

(Consent to t r a n s f e r  d a t a )
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3. Data Usage R e q u i r e m e n t s
A. Check the authorization of each request for

data.

Check usag e a u t h o r i z a t i o n )
B. Maintain a log of all accesses to personal data.

(Usage  log m a i n t e n a nce)
C. Include  the data  subject’s statement with any

release of d isputed  da ta .
(Subject  claim dissemination)

V 
D. Send the subject’s statement to all past

recipients of disputed data.

(Retroactive claim disseminat ion)

2. Assure that any system to which data is

transmitted will provide adequate prot ection.

(Record transmission)

F. Notify the subject before data is released in

compl i ance  w i t h  legal process.
(Legal  process n o t if i c a t i o n )

14~~ Operating Proced ure Requirements

A. Assure  t he  accuracy  and comple t enes s  of a l l
records .

(Data  accu racy )
B. Include any a d d i t i o n a l  d a t a  needed to give a

f a i r  p i c tu re .
(A d d i t i o n a l  data)

C. St ore a sub ject ’ s stat e m e n t  of d ispute  w i t h  his
record.

(S ub jec t  claim s torage)
D. Protect aga ins t  t h r e a t s  a n d  h a z a r d s  to the

secur i ty  of the  d a t a .
(Physical  secur i ty )
2. Train a l l  users in a p p r o p r i a t e  p r i v a c y

procedures .
(User t r a i n i n g )
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F. Assure  t hat  his s y s t e m  meets  all of the
r e q u i r e m e n t s .

(System assurance)
G. Pub l i sh  a descr ip t ion  of h is  sys tem w h e r e  it

wi l l  be seen by most da ta  sub jec ts .
(Public notice)

The model t h e n  requires  a d e t e rm i n a t i o n  of th e  value of

various a t t r ibu tes  which describe a pe r sona l  da ta  s y s t e m .
In all , s e v e n t y — f i v e  pieces of data  a re  r eau i r ed .  E x a m p l e s
are the  size of t h e  data base , v o l u m e  of t r a n s a ct i o n s , and
the  n u m b e r  and types  of u se r s .  These f a c t o r s  are also used
to d e t e r m i n e  w h e t h e r  a s y s t e m  has  on—line capability and if

a data  m a n a g e m e n t  package  is used. C e r t a i n  a t t r i b u t e s  are
m a t c h ed wit h t he regulatory requirements in a matrix format.

These are then  analysed to prod uc e t w o  o u t p u t  f o r m a t s
(reports) . “The first level of output from the model

consists of estimates of the incremental amounts of various

resources needed to meet each r e q u i r e m e n t .  I n c r em e n t a l
resource demands are calculated in order to provide an

i nd i ca t i on  of w h a t  ~~~ costs would  be i n c u r r e d  s p e c i f i c a l l y
because of the  pr ivacy legis la t ion, a nd to avo id  the
probably insolvable problem of deciding what share of

certain costs should be attributable to privacy , and what to

other  ob jec t ives . The impac t  model  also d i s t i n g u i s h e s
between  convers ion cos ts w h i c h  are i n c u r r e d  o n l y  once to
b r ing  a system in to  compl iance  wi th  the  r egu la t ions , a n d
ongoing costs which  mus t be added to ‘preprivacy ’ o~perating

costs. ” ( 2 5 ]

Conver s ion  ( n o n r e c u r r i n g )  cost f a c t o r s  i nc lude  phys i ca l
s ecu r i t y ,  operator  and user  t r a i n i n g  in privacy—orient ed

procedures , and pr o g r a m m i n g  r equ i r ed  to develop

legislatively mandatory capabilities. This is th~ first

o u t p u t  f o r m a t  wh ich  inc ludes  cost totals fo r  each
r e q u i r e m e n t .
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Types of ongoing costs encompass m a i n t a i n i n g  an
accurate data base and handling complaints and  inqu ir i es
f r o m  data subjects . (The  second section of t h e  ou tpu t
consists of these expenses . )  It is— s-uggested the reports  be
placed s ide—by—side  for  most e f f i c i e n t  ana lys i s .  “The
general  resource categories which are consid’ r ed  are :
manpower , data s torage,  i n f o r m a t i o n  p rocessing ,  da ta

communica t ions , and capi ta l  (which  includes  var ious  i t em s  of
equipme nt and supplies). Each of these categories is broken

d o w n  in to  several subd iv i s ions .” [ 2 5]

The model uses the  fo l lowing  header s  r espec t ive ly :
a dm i n i s t r a t i o n , s torage, process ing ,  da ta  t r ansm is s ion , and
cap i ta l .  A d d i t i o n a l l y ,  t h e  n u m b e r  of programming man—hou rs

is l isted.

“O nce the  resource  d e m a n d s  of each r e q u i r e m e n t  have
been com?uted , they are converted to  money  - amo u n t s  using
factors appropriate for the specific installation , and are

then  aggregra ted  by r e source  a n d  by r e q u i r e m e n t .  This
enabl es t h e  quic k i d e n t i f i c a t i o n  of h igh— cos t  r e q u i r em e n t s
and  of resource  areas exper ienc ing  h e a v y  demand s . ” (2 5 3

It is obvious  that  not all dat a bank s y s t em s  wil l
encoun te r  the  same level of convers ion and ongoing costs.

The da ta  banks  w i t h information already publically available

or of low sens it ive ty  n e e d  to i m p l e m e n t  features t h at
g u a r a n t ee  data  i n t eg r i t y  a n d  p reven t  user  i nt ~ :f ~~r en c e  w i t h
each o ther .  More sens i t ive  i n f o r m a t i o n  in  o n — l i n e , s n a r e d
and in tegra ted  da ta  bank sys tem s , h o w e v e r , m a y  r e g u i r ~ t h e
installation of all known protection features.

Cer ta in  conclusions  reached by Go lds t e in  ab o u t  r e l a t i v e
costs are  w o r t h  n o t i n g .  W i t h  reguard to conversion cos~s,

th ree  areas  were expens ive .  The f i r s t  is t h e  cost cf new
form.5 wh ich should inc lude  a n o t i f i c a t i o n  of the r i~eht s  of
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the  data subject when p rov id ing  i nf o r m a t i o n  on t h e  f o r m ;
second , the cost of ins ta l l ing  a “s a t i s f ac to ry” phys ica l
securit y sys tem;  and th i rd , employee  t r a i n i n g  in t he  use of
new procedures.  In some ins tances  p r o g r a m m i n g  s i g n i f i c a n t l y
increases t h e  cost of con fo rming  to legis la t ion. ( G ol l ut e i n
suggests using general data  base m a n a g e m e n t  p ackages  to
decrease conversion costs)

Under  the category of opera t ing  cost s, the  most
expens ive  areas were :  sea rch ing  a f i l e  f o r  the records of
those i n d i v i d u a l s  who i n q u i r e  abou t  t he  da ta  in t h e  r ecord
and  w h i c h  organizat i on s have  the  record and  the  execu t ive
personnel  t ime  req uired to process d a t a  s u b j e c t’ s con p lai n ts

about  the  accuracy of the i r  records.  The  f i n d i n g s  of the
s tudy  by Goldstein are still preliminary and in some

ins tances  his conclusions are not surp r i si n~~. U n t i l  this
model is used with other types of computer installations , it

is still nebulous  as to w h a t  t h e  costs of privacy

legislation are.
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III.  CONCLUSIONS

The privacy issue is e x t r e m e l y  complex in n a t u r e .  T~~
proper balance of protecting i n d i v i d u a l  r igh ts  t h r -~ugh
management  proc edures , d a t a  cons ide ra t ions, an d  secur i ty
measures  is needed to insure compliance wi th  leg i s l a t i o n .
This r eeva lua t ion  of cu r r e n t  systems and  tecl~ii olo’vj i~
in tended  to br ing  out i m p o r t a n t  f a c t o r s  in m a in t a i n i n g
compliance wi th  l eg is la t ion .  To achieve t he  proper  ba lance
between the r igh t  of the i n d i v i d u a l  and  the r i g h ts  of
i n d u s t r y  and gover nm ~ r’t w i t h  regard  to  personal  i n f or ~iat io n
is the  u l t i m a t e  ideal goal.

I n s u r i n g  in d i v i d u a l  p r ivacy  protect ion ex tends  f r o m  the
state level to beyond  a c o u n t r y ’s phys ica l  geographica l
border .  ( 1 1 ,52] The n i n e  Common M a r k e t  c o u n t r i e s  have
recognized the  need fo r  s t a n d a rd  legis la t ion on the
i n t e r n a t i o n a l  scale as is evidenced by t h e  su rvey  c u r r e n t l y
being conducted by the Commission of the European
Communi t i e s .  ( 1 1 ]  One i m p o r t a n t  f ac t  is t h a t  th e  data
processed in each count ry  is not legal ly  protected once it
is ou ts ide  its borders.  The  issue is yet  to be r e so lved  in
the  United States of America and Canada. It could haie an

enormous  impact  on p r iva te  i ndus t ry  if H . R .  198t s be comes a
l aw .

The  quest ions  concerning m a n a g e m e n t  of personal
i n f o r m a t i o n  still to be resolved are mos t importantly (1) if

t he  c o m p u t e r  ins ta l la t ion  personnel  h a v e  imp l e m en t e d  al l
possible measures through administrative , training and

secur i ty  procedures to protec t  an  ind iv id ua l ’ s p~ r son al  data
and the personal da ta  is still ob ta ined  by u n a u t h o r i z e d
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means , who is responsible  and l iable for  legal penal t ies?
(2) if t h e  ‘state of the a r t ’  technology is yet to solve the
problem of a comple te ly  secure a u t o m a t e d  s y s t e m , is the
compute r  i ndus t ry  legally responsible  fo r  personal  data
obtained th r cu gh  c u r r e n t l y  unsolvable  technological  methods?
and  (3) to wha t  ex ten t  s h o u l d  the  compu te r  manager  imp le m en t
procedures to insure  that  pr ivacy  leg is la t ion  is complied
wi th?

Data accuracy can best be a c h i e v e d  t h r o u g h i n p u t
v a l i d a t i o n  procedures .  If however , t h a t  da ta  is in a c c u r a t e
due to improper  e n t r y  b y -  t h e  i n d i v i d u a l  who  is t h e  sublect
o f t ha t  da t a , then who is legal ly  respons ib le?  ~ga in , a
re la t ion shi p of t rus t  r n u s t  be r e in fo rced  between t h e  data
subjec t  and  the  compu te r  i n d u s t r y .  Lega l ly ,  the  industry is

not  covered and unless they  establ ish some pro t ec4- ion
procedures , a la ws uit could resul t .

The proble m s associated w i t h  h a r d w a r e  lie m a i n l y  w i t h
the  t e l e c o m m u n i c at i o n  sy s tems (e lec t ron ic  e m a n a t i o n s )  and

older  c o m p u t e r  sys tems which  do no t  h a v e  all t h e  internal
secur i ty  checks and  p ro tec t ion  nechanisni s tha t  a r e  in th~
t h i r d — g e n e r a t i o n  sys t ems .  Wi th  r egard  to electronic

e ma na t ions , it is the  researchers  who must solve th i s
problem.  As fo r  older compute r  sys tems , if compute r
i n s t a l l a t ions  hav e to c h a n g e  e q u i p m e n t  to c omp l y  w i th
legis la t ion, it would  be costly.

One m a j o r  problem is the coinpa tab i l i ty  of “ie~ al
records ” wi th  “ computer  records ” . Legal ly ,  the  t~erm record

could mean  only a part  of a compute r record.  Thi s  means
r e o r g a n i z i n g  files and a new method  of s t ru c tur in~ da t a  must
be achieved . The compl ica t ion  of hav ing  a va r i e ty  of data
sens i t i v i ty  levels Th a compute r  record can be costly to the
compu te r  i n s t a l l a t i on,  the  issue is eve n more c om p l e x  wi th
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the requirement  to re t r ieve  all data held on a da ta  sub j ect
should t h e  i r .d iv idual request  it.

The data s t ructure prob lem is both h a r d w a r e  a nd  so ftware

connected.  Limit ations exist in t he  physical  storage
capacity of the equ ipmen t  and the  p r o g r a m s  u t i lized  in the
processing of the data must  be r eeva lua ted  fo r  possible
modi f ica t io n to a new sys t em.  S o f t w a r e  a u d i t i n g  procedures
must  be implemente d to i n s u r e  u n a u t h o r i z e d  access is not
possibl e , as well as u n i n t e n t i o n a l  mod i f i ca t i on  of data.

Th e cost of implementing privacy legislation has been

a n a l y s e d  by Goldstein and Seward .  A l t h o u g h  it has on l y  been
used on a f ew  types of sy s t ems  ( i n t e r n a l , f i n a n c i a l , and
g o v e r n m e n t a l )  the resu l t s  are p r o m i s i n g .  The Purdue
I n f o rm a t i c n  Pr ivacy  Research Center is currently conduct ing

research on the  economic impac t  of p r i vacy .  [ 1 7 ]  T h e  resul ts
of this  st udy  should be of great  va lue  to the computer

i n d u s t r y .

This discussion has mentioned various procedures,
t&ch nologica~ and a dm i n i s t r a t i v e , t o be i m ple m en ted i n
regard to decreasing u n a u t h o r i z e d  access and  i n c r e a s i n g  data
accuracy as is req u ired by t he  p r ivacy  legisla’~ion in e f fec t
t o d a y .  It is not in tended to  cover all a reas  of t h e  privacy

s i tua t ion  nor answer  all ques t ions .  It is i n t e n d e d  to
emphas ize  ma jo r  considerations faced b y  the c om p u - er
i n d u s t r y  w i t h  the  advent  of pr ivacy legis la t ion .
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