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A BSTRACT

Reliability is an important concern of any computer system. No matter how

carefully designed and constructed, computer systems fail. The rapid and systematic

restoration of service after an error or malfunction is always a major design and

operational goal. In order to overcome the effects of a failure, recovery must be

performed to go from the failed state to an operational state. This thesis describes

a recovery method which guarantees that a computer system, its associated data

bases and communication transactions will be restored to an operational and

consistent state within a given time and cost bound afte r the occurrence of a system

failure.

This thesis considers the optimization of a specific software strategy - the rollback

and recovery strategy, with in the framework of a graph model of program flow
which encompasses communication interfaces and data base transactions.
Algorithms are developed which optimize the placement of dynamic recovery

• checkpoints. Presented is a method for statically pre-computing a set of optimal

decision parameters for the associated program model, and a run-time technique for

dynamically determining the optimal placement of program recovery checkpoints.
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• Chapter 1

INTRODUCTION

1.1 Reliability and Recoverability

The concept of reliable computing has existed for a long time, but it has remained
almost exclusively the preserve of the hardware designer. Hardware structures have
been developed which can continue to provide the required facilities despite
occasional failures, either transient or permanent outages of internal components and

modules [1,2]. -

- - F

Since the term reliable syst em can have many different meanings, it is important to
clearly establish just what is desired. One does not try to build a completely
non—failing device. Instead, one introduces redundancy into systems of intrinsically
unreliable components. This redundancy may be in hardware - additional hardware

modules, or it may be in lime - additional software, or a combination of both.

Given this redundancy, the attempt is to build a system which will recover
automatically within a given time period. Recovery is defined as the continuation of
system functions, after the incidence of an error, with data integrity. In a total

system environment, it is a problem requiring both hardware and software aids. The
fault must be diagnosed and if a broken hardware module is at fault , then it needs
to be removed from the system. For both transient and solid failures , data must be
reconstructed to a consistent state before restarting.

In many applications it is not necessary to operate continuously and perfectly. The

needed reliability of a computer system is a function of the task which is being

performed. A computer failure while running a numerical auialysis program is

annoying at worst. However, in such areas as real-time process control , spacecraft

guidance, and air traffic control a computer failure can be catastrophic . When
human lives are at stake it is imperative that systems perform reliably. For these

1 
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situations it is sufficient to operate correctly most of the time, so long as outages are

infrequent, fixed with minimal human intervention , and most importantly that the

system recover w ithin a maximum time limit.

• How one copes with infrequent brief outages depends on what one is trying to do.

For tasks which are tightly coupled to real time requirements , such as a real time
process control app lication, a method is to choose checkpoints at w hich to record the

state of the system , so that one can always recover by restarting from the checkpo int

just preceeding an outage [3]. Other app lications with tighter real-t ime constraints

-• may only tolerate outages of several seconds, or milliseconds before the system

suffers catastrophic , unrecoverable failure. Thus an aircraft guidance system might at

times , tolerate only the briefest downtime , whereas an air li~~ reservation system

could adapt to downtimes of a considerably longer duration , before the network’s
- 

general operation would be jeopardized.

Occasionall y, despite all efforts, a system will break so catastrophically that it will be

unable to recover. Given that there is sufficient redundancy in a system , a goal is to

reduce the probability of such a system failure to the probability of failure of all

redundant components. The presence of operable system components, however , is not

suff icient to guarantee that operation will be resumed. In addition , the software

must be able to survive the transients accompanying the failure , re-configure , adapt

to the remaining hardware , restore all faulty data to a consistent state , and continue

process ing.

In certain applications one is also concerned with maintaining privacy and security

along with reliability. Security is concerned with protecting a system from an active

external agent who see ks to defeat system objectives. Reliability means the ability of

a system to overcome or recover from random errors. Security and reliability are

related, and often the tec hniques for providing reliability will interfere with the

maintenance of a secure System. These interdependencies will he elaborated later

w hen the system model is described.

2
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The major approach to computer reliability proposes a redundant system design and

studies the interaction of the various redundancy techniques. The redundancy may

exist in the form of extra modules, such as triple modulo redundancy [TMR]

techniques [4,5,6,7], redundant software, such as Randell’s method of acceptance tests

with alternate recovery blocks [8], or the use of extra time to perform the function

of maintaining system integrity.

The technology of reliable computing encompasses theory and techniques of fault

k ; detection and correction, modelling, analysis, synthesis, and the architecture of

fault—tolerant systems and their evaluation [9]. Reliability and recoverability cannot

be added on to a computer system. An iterative process must be used in design.

The final implementation of the recovery process wi ll be the result of evaluation of

the best possible data integrity assurance at the minimum cost in both hardware and

software. H

In a typical recoverable computer system , there are four major tasks to perform. The

first is fault or error detection. The second is the identification of the fault. in

hardware, a data transaction error , or possibly identifying the fault as transient and

non-recurring. The third is the modification of the system to eliminate the cause of

the fault , and fourth is the system restart after reconfiguration.

Hardware checking and diagnostics can be used for assumed failure modes, but they

must be supplemented. In addition, program errors must be discovered. This can be

done by audit programs interleaved with operational programs. If software

information is to be audited, it must be redundant and be able to satisfy consistency

relations.

One use of audit programs is to check hardware by its proper execution of

operational programs. A second use is to check for data integrity, for examp le, the

consistency of data base inform ation. A third is to check the validity of the

information necessary for the supervisor y program: the queues , tasks , system

directories, buffers and other system resources allocated by software.

3
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Recovery programs are the software equivalent of hardware retry. Similarly, audit
algorithms are analogous to hardware checking. The better these algorithms are, the
greater the information integrity and the more valid is the recovery information.

• • Also, without accurate diagnosis of the cause of the fault , system reconfiguration will
be inaccurate and much potential fault tolerance wi ll be wasted . Audit routines are
extremely useful, but are environment dependent . They perform hardware checking of
the components and data transaction consistency. They are principally responsible
for information integrity of the system . Recovery routines are activated by the audit
routines . They reconfigure the system , and then restore it to a consistent state via
checkpoint and rollback techniques.

1.2 Hardware Reliability

Reliability enhancement is ac hieved through better components and by adding

functiona l redundancy to the hardware modules. There are two types of functional

redundancy: fault masking redundancy and standby redundancy. Masking
redundancy is achieved by implementing a function or module so that it is inherently
error correcting, for example TMR techniques. With standby redundancy, spare

modules are switched into the system when working modules break down. The
process of applying tests and determining whether the computer is fault free or not
is generally known as fault detection or checkout. Fault location and isolation is the

process of identifying the failu res within the smallest possible set of components.

In order to avoid complete systems failures , a failed component must be repaired or
replaced before its backup also breaks . The system must therefore report all
failures. It must be possible to remove and replace any component whi te the system
continues to run. The system should absorb repaired or newly introduced modules

gracefully.

4 
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1.2.1 Reliable Hardware Systems - TMR

Tri ple Modulo Redundancy [4,7] was one of the earliest methods suggested for
obtaining a reliable system from less reliable components. The system output of Fig.
1.1 is the majority of three identical components.

If only one of the components is in error, the system output will not be in error,
since the majority of components will not be in error. Thus, the system can tolerate
errors in any one component. These errors may be transient or permanent.

S

1

1.3 Hybrid Reliability

Sof twa re recovery after fault detection with hardware self-repair is a hybrid

utilization of reliability techniques. Various strategies are used to reduce the impact
of interruptions or malfunctions both to the system and to the user. Operating
System 360 as used in Model 65 [3] is equipped with a set of programs called the
recovery management support which embodies a number of methods. The recovery
methods depend on the nature of the malfunction . In the input/output area,
rereading of input data with parity errors is common. If errors persist even after
repeated retries the system could consider reconstruction of damaged data (error
correction) if possible. In the case of processor error , the instruction may be retried
if feasible (if the operands were not modified by the instruction) . The most
important technique OS 360/65 provides is checkpoints in all programs so that
programs can he rolled back to a previous state and computation resumed.

1.3.1 Ijy~rid Systems - JP L STAR

The JPL STAR (Self Testing And Repair) computer system , as seen in Fig. 1.2

5
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obtains reliability by using TMR and spares [4].

The n spares are inactive and not powered on. If at any point in processing, one of
the three active modules disagrees with the majority, the disagreeing module in the
minority is switched out and replaced by a spare. The spare must be powered up
and loaded. One method of loading is to use rollback and load the component with
the last saved error free state , and resume computation from that point [10]. If at
nTost, one component (module) fails during a rollback cycle, and if the vote taker is
error free , the system is fail safe until all the spares are used up.

s 1.3.2 Hybrid Systems - PLURIBUS

BBN has constructed a multi processor computer system, Fig. 1.3, which achieves both
increased operating power and gains increased system reliability through parallelism

and redundancy [1,11]. Their system architecture is known as Pluribus. The system
consists of processor units, memory units and input/output units. Each unit is in

itself a communication buss providing a physical housing, power and cooling, and a
communication discipline provided by a buss arbiter . All processor busses are
coupled to all memory busses and all input/output busses, likewise all memory busses
are coupled to all input/output busses.

• The Pluribus system provides extra copies of every vital hardware resource, and
iso lation between copies so that any single component failure will impair only one
copy, leaving a potentially runnable machine, It also provides software facilities
necessary to survive transients stemming from failure and to adapt to running on the
new hardware configuration.

1.4 Software Reliability

• Methods have been developed to improve reliability primarily by means of software

6 
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[8,12,13]. The cost associated with software methods is generally the additional time
• and storage required for processing.

In many real time systems it is necessary to recover rapidly from an error. One way

of achieving quick recovery is to fix the cause of the error (assuming that it was not

transient), and then rollback and restart the program at a previously saved error free

state. If an error is detected while a program is being processed and if the error

cannot be corrected immediately, it may be necessary to run the entire program

again. The time lost in running the program may be substantial and in some real

time applications, critical. Software methods for enhancing reliability assume that
the systems programs are written correctly . Software techniques utilizing incorrect

programs will not improve system reliability .
-F

Since software is an expensive item, and software errors have become very costly, a
need arises to validate and verify the correct operation of a software package before
it is committed to regular use. Several approaches to the formal validation of
programs have been studied [16,17,18]. These methods either put considerable

burden of the validation on the programmer or require that the input/output
assertions provided in the program be verified by a sophisticated theorem proving
mechanism . An abstract model of computations in a program and a method of

proving that a specific program will always run properly is provided by King [19].
The complexity of most of the program verifying techniques indicates the need for
much simpler methods which could provide partial validation of large programs.

1.4.1 Reliable Software Systems - Randell

Randell [8] has developed a method for structuring programs by the use of recovery

blocks. This is illustrated in Fig. 1.4. IIis aim is to provide the dependable error

detection and recovery facilities which can cope with errors caused by software

design inadequacies, particularly in the system software , rather than the

malfunctioning of hardware components.

7
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Randell’s scheme is software analogous to hardware standby sparing. As the system
operates, tests are made on the acceptability of the results generated by each software
module. Should one of these checks fail, a spare software module is switched in to
take the place of the erroneous module. The spare software module is not a copy of
the main software component , but one utilizing an alternate and independent design,
so that it, hopefully, can cope with the circumstances which caused the main
component to fail . The technique uses recovery blocks , in which acceptance tests of

• task functions are ensured by primary or else by a number of secondary alternatives.

His recovery block scheme incorporates a solution to the problem of switching to the
S

. use of the spare component and of repa iring damage done to non-local data via a

recursive cache structure. If the backed up program has modified global variables,

these variables must be restored to their previous values , or the program could

operate on incorrect data when the it is restarted . If the variables that a program
has modified were used by another program, then the program that used the
modified variables must also be backed up.

Randell’s model, though, does limit concurrent processing, all data transactions with a
data base, and communications with other external processes.

1.4.2 Software Reliability - Russell’ s Extensions

r

Russell [12] has extended Randell’ s wor k on recovery blocks and recursive cache by

presenting a system design that supports the restoration of system state in a system
of asynchronous communicating para llel processes. He provides send/receive

primitives which implement interprocess communications through messagelists ,
illustrated in Fig. 1.5. Also provided are recovery primitives which perform the
consistent state restoration of the system .

The complexity of state restoration is analyzed , and is shown to be dependent upon
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the structure of the messagelist and on its interconnection wit h the processes. More

efficient recovery is possible if the system is constrained to insert siac k~narks into
the process cache before executing the send/receive operations . Russell finds bounds

for the amount of state restoration which must be performed to restore the system to
a previously consistent recovery point after the occurrence of an error.

1.4.3 Software Reliability - Chan~yis~ W ork

Chandy [13,14] has presented a model of computation for process control systems .
* Each job run by the syste m is pa rtitioned into several tasks , Fig. 1.6, by the

programmer . The programmer must construct a task graph which represents the
program control flow . Associated with each vertex of the graph is the maximum
execution time for the corresponding task.

His graph models the synchronous program execution in which multiple edges leading
away from a node represent possible control flow points of which only one may be

taken at run time . Chandy ’s model arrives at a means of optimally inserting

checkpoints along edges of program flow. His model includes neither concurrent

processing nor transactions with an external data base or communications with

external processes . It also requires a priori knowledge of node execution times.

1.5 Hardware — Software Fradeoffs

Consider an aerospace s stem such as an air—traf f ic  control system. The system has a

specific goal which must be accomplished w ith in a certain specified afl ioutit of time.

A large penalty is incurred i t  I he system does not accomplish its mission. A lateness

pena lty is incurred if the t ime ta ken to accompli sh the goal exceeds this limit. The

longer the time taken the l,ii cc r Ihe penalty.

9

_ _  _ - • • - _-— _ - —-- ---— 



- - —
~ -v-~:~~~

- 
~~~T - T ~T~ 

—-~~-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ —- •- • - - — S_ --—— — —

-

-

TASK—
, 

1

L F

- 

TASK TASK
2 3

TASK
4

TAS K
5

Figure 1 . 6  - CHANCY ’S GRAPH MODEL OF PROGRAM BEHAV IOR

9a 

~- —.•-- --——- —



Several mode ls have been constructed for designing reliable machines from

intrinsically less reliable components by using redundancy. These are hardware

• methods. The cost of a hardware method is the cost required to build and maintain

the redundant hardware. The cost associated with software methods of achieving

reliability is generally the additional time and space required for processing, and

possibly the actual manpower cost associated with providing this software.

In some systems , software methods have to be ruled out since the amount of time

available to complete a tas k is too short to permit methods which require additional

time. In other cases , the longer the system takes , the more expensive are the

consequences.

Studies have been done by Ramamoorthy, Chandy and Cowan [ 1 5 ]  wh ich attempt to

construct a framework in which hardware and software methods can be compared for

cost effectiveness. In essence , their method compares the costs of delays introduced

by time redundancy techni ques with the costs of hardware in hardv.a re redundancy

schemes. They analyi.e FMR, hybrid , and TMR with standby spares (self-purging),

obtaining techniques for computing a set of indices for comparison of reliability

methods. However , the problem of selecting the optimal mix of redundancy

strategies for a system is very difficult because of the numerous cost—effectiveness

parameters whic h can be adjusted.

1.6 Summary

A computer system for error recovery must provide four capabilities:

1. a means for detecting that an error occurred ,

2. a means for locating and diagnosing the error ,

3 a means for correcting any adve rse affects t he error has iiiscd , and

l0
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4. a means for reconfiguring the system so that the error does not reoccur.

Retrying a failed operation will succeed if the error was a transient error.

In the remainder of this thesis, detection , location, diagnosis, and reconfigurat ion are

not considered. The optimal restoration of the correct system state is studied.

The algorithms and programs used for the recovery scheme are assumed to be error

free and to function properly.

1.7 Organization of Thesis

In Chapter 2, “A Model of Program Structure for Rollback and Recovery,” the

particular characteristics of a highly available computer system are presented , along

with a model of program behavior which includes communication interfaces and data

base transactions. The concept of the statically pie-computed decision parameter set

which minimizes the expected program execution time is introduced , and an

algorithm for its use at run-time is presented.

In Chapter 3, “Algorithm Which Optimizes the Insertion of Recovery Checkpoints ,”

the MERT algorithm is presented and proven to minimize the total expected run

time of the program. S

Chapter 4, “Examp les Illustrating the Dynamic Insertion of Recovery Checkpoints ,”

presents a (typical) program graph which is analyzed by the MERT algorithm. This

ana lysis determines the optimal decision parameter set , whic h is then used to

illustrate the run-time program behavior for several different runs of this same

program.

11
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Chapter 2

A MODEL OF PROGRAM STRUCTURE FOR ROLLBACK
AND RECOVERY

Program checkpointing and rollback is a method of enhancing computer system
reliability. Program checkpointing is the process of making a copy of program state

• in secondary storage. Rollback is the re-loading of this state upon the occurrence of

~ ~~
‘- an error , and the restart of the system.

The objective and constraints may vary considerably from system to system. The
system being considered is assumed to have high availability. However , if an error
does occur , it must recover very rapidly since a delay in performing system functions
may have catastrophic results. The objective is to assure that every recovery be

• rapid. For our system , an explicit constraint is assumed: the interval of time taken
to recover must not exceed a given quantity, M time units. In actual practice M will
depend on the system . may vary from job to job in a given system , and may depend
upon the actual stage in processing for a particular job , Our system is assumed to
have sufficient processing power to perform its primary task and to support the
overhead which is associated with rollback and recovery. The objective of our

• analysis is to minimize this associated rollback and recovery overhead , with the
constraint that recovery never exceed M time units.

2. 1 Optimal Placement of Rollback Points

The check pointing strategy may be stat ic or dynamic. Static checkp oint ing requires
carrying out checkpotnt ing at fixed intervals regardless of their immediate necessit y .
In a dynamic checkpo inting environme nt , the placement of checkpoints will vary
from one run of a program to the next. This variation will depend upon the
dynamic runtirne characteristics of the program. Dyna m ic check pointing icids
higher system availability than stati c c heckpoint ing because it takes into account the

12
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actual rollback and recovery requirements .

The optimal placem ent of recovery checkpoints necessitates that the programmer
• analyze the program flow and make estim ates on certain branching parameters, task

F 
execution times , etc. The more often a program is run , the more cost-effective and

beneficial is the optimal placement of recovery checkpoints . Programs whose total

processing time is shorter than a maximal crucial recovery ti m e do not need recovery

~~ checkpoints. A program v~hich is worth anal~zing for the optimal placement of

rollback points ~ m ll have a combination of these attributes:

S..

* It must he crucia l to the appl ication of the program that error recovery be

accomp lished quickly and systematically.

* It is necessary to maintain correct operation , imperative that errors be

detected and corrected.

* The same program must be run a number of times , a
prod uci ion program.

* The program will require a substantial amount of processing time.

There are many application areas which possess these attributes:

• Real time process control of expensive or dangerous components.

$ A pplications where human lives are endangered by extended system
downtime, such as air traffic control.

• App i icatm o m is iii which miia ny people are dependent upon the continuous
service of an esseut ma t or expens ms c commodity, su ch as electronic funds
transfer ( I—I l ) in banking or an airline reservation system.

• Spacecraft guidance, nav mgat ion. and life support Systems.

13
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There are several different parameters to consider when deciding the optimal
placement of recovery checkpoints. The choice and placement to insert a checkpoint
depends upon the importance of speedy error recovery. In certa in real time
applications it is crucial that a program reliably run to completion bounded by a
fixed maximal time limit. In other applications , the loss incurred due to a system
failure is only the computer time wasted.

2.2 Program Graph Model

2.2.1 ~~pgram Graph

Our algorithm for the optimal placement of recovery checkpoints uses a sequential
graph model to describe a program. Similar graph models have been used for the
analysis of program structure and behavior [20,21,22 ,23 ]. We require that a
programmer analyze his progra m and represent it as a sequence of tasks. This
analysis could be done manuall y from a flow chart , or could be accomplished
automatically with the aid of an analysis program. A task will consist of a number
of machine instructio ns , and will involve an amount of processing time which is
hounded by the maximal recovery time M.

Let a program be represented by a directed graph, as in Fig. 2.1, where each node I
in the graph corresponds to a task i in  the program , and edge ( i j )  exists if task j
may directly succeed task i wi th probability p~ .

2.2.2 Program Running Time

The analysis ma kes use of estimates made by the programmer on the expected
amount of processing time , t~, required by a task i. It is impossib le Lu desi gn an
al gorithm , which, given any program , determines the time that may be required to
process each tas k in the program. However , it is possible for a progr a mm uier to
obtain estimates of average or worst case hounds for the tasks of his particular
program. These Limes could he obtained through a measurem ent s~ ste in , In many
computer installa tions . progi amii m l lc rs submit es t I mates of the ma s i mu m m Ii inc requi red
to process their jobs. It is important to note that in installations where a

14 
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programmer is allowed to specify recovery checkpoints , he must make estimates of
• this sort, and then make intuitive decisions based on these estimates. Our objective

is to c larify and formalize this decision making process. The accuracy of the
dec isions clearly depends on the accuracy of the estimates. The decision to insert
recovery checkpoints depends on the importance of speedy error recovery: the

- . 
- 

penalty incurred if a program does not run to completion in a prescribed amount of
time.

— Obtaining a program graph from a program is not inexpensive. The program must
be analyzed and estimates made of several parameters. In many cases, the advantage
gained in having tailor made recovery checkpoints is not worth the time spent to
obtain a program graph. In these cases static checkpoints at fixed intervals are
sufficient. However , in those cases where the costs of slow error recovery are high,
the advantage of dynamic recovery checkpoints outweighs the time spent to com istruct
the program graph. We are concerned with cases (Section 2.1) of this latter type.

2.2.3 Program State

At any stage in the processing of a program , certain information is required by the
program for computation to proceed successfully. A state at any stage in the
processing of a program will be defined as the information (program variables , state
of the input/output devices , secondary storage) which may be subsequently used by
the program.

At each edge (i,j), one may dynamically choose to insert a reco very check point. If a

checkpoint is inserted on edge (i,j), then after task i is completed and before task j is
begun, the state of the system is saved in secondary storage. Any state saved prior to
this (i ,j) rollback point is accumulated , allowing subsequent recovery attempts to
make use of multiple recovery checkpoint s (Section 2.4). Thus, when an error occu rs,
an attempt is made to restart the program from the most recently saved state.

2.2.4 Branching Probabilities

Associated with each program bramlch is the probability, ~~ that branch (i ,j) will he
followed. For each node i , it follows that

�~ 
Pu
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• Furthermore, the probabilities p~, are assumed to be fixed and independent of the
way the progiam reached the particular branch (i ,j). This will he recognized as a
Markov model assumption. Although this is not always valid, it is a simp lifying
assumption to aid the analysis. If we do not assume a Markov model , the resulting
analysis is over ly complex [23].

-
• 2.2.5 Acyc lic Program Graph

The sequencing of tasks may change from one run to the next due to the conditional
branching probabilities p~ . lii the graph model , it is assumed that no task is

• 
. 

- 
repeated. The program graph G is an acyclic directed graph. If there is a loop in
the program , then each iteration may be niodeled as a distinct task , or the iterations
may be combined into a sequence of one or more tasks. Beizer [23] presents a
method for transforming a cyclic program graph into one which is acyc lic.

2.2.6 Error Latency and Detection

An error which is not detected as soon as it occurs may propagate. For example , if
an erroneous input is used to update a data element , t he updated item will also be in
error. When an error is detected , it is not generally possible to ascertain when the
error occurred , nor the amount of error propogation. The error latency is the period
of time between the occurrence of an error and its detection. The distribution of
error latency depends upon the method used for error detection. If error detection
occurs intermittently at a fixed interval ‘I’, then the error latency is not likely to
exceed 1’. The error latency distribution influences the amount of error
propagation. If an error has a short lifetime , it is less likel y to be used to update
other data items , and therefore less likely to propagate.

Error detection may he performed continuously or inte rmitte ntl~ - Parity checking is
one example of cont inuous error detection since i t  ca n proceed as long as the system
is available. Other techni ques iiia~ perfor m int eg rmt ~ /consls tency checking only at
discrete intervals. The abil m t y  to Ioeali :e the extent 1)1 erro r has i beneficial impact
on the recovery process.

Suppose an error occurs while a task is being processed. m u d  SU~~~OSC i t  is not
(I iagnused ( Fig 2.5). Ii a c-heck point occurs unimned i mtcl ~ aft ci the task is comp lete ,

16
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then the information that is saved at the checkpoint will be erroneous . Subsequently,
if an error is diagnosed, this erroneous informat on will be loaded, and the system

• will continue processing from the recovery checkpoint. Eventually the same error
will be diagnosed again. If the same error is detected after rolling back, we can

conclude that an undiagnosed error occurred before the last recovery checkpoint , or

U that there exists a permanent malfunction which the system reconfiguration has not
corrected. If an undiagnosed error has occurred , we have the potential of rolling
back again, to a previously saved recovery checkpoint , in an attempt to reload a
correct copy of the program state.

2.3 Data Set Interactions

The total state of the system which must be saved at rollback recovery checkpoints
consists of both program state (memory, registers , etc .) and the complete state of all
peripheral devices which interact and exchange information with the program. Let us
refer to all interacting external devices as data sets.

- 2.3.1 Data Sets

Data sets include all input and output devices, such as user terminals , measuring
transducers , system data bases, etc . If a system failure occurs , and operation returns
to a previously established rollback recovery point, it must be possible to insure that
all data sets are returned to consistency with the program state at this rollback point.

Rolling back data sets implies that:

1. input devices must be able to furnis h again the identical sequence of data ,

2. output results , some of which may he erroneous, must he revoked ,

3. additions , deletions and updates to data bases must be undone, and

4. dialogue with users at remote terminals must be duplicab le.

17
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2.3.2 Transaction Journals

In order to provide for this backup capability, the system must continuous ly
maintain a record of pertinent transactions w hich occur with each data set. In its
simplest form, the transaction journal is a record of input and output transactions
performed by the program. Each item is writ ten onto secondary storage before it is
processed. For an update action , a typical journal entry might consist of the item
name which is being updated , its old value , and its new value. The content and use

• of these journals is dependent upon the characteristics of the individual data set.

- 
. Three types of transaction journal need to be generated by the system so that data set

* 
rollback may take place:

2.3.2.1 Backup Journals

The backup journa l is used to restore the data set to the earlier state which ex isted
at the last rollback point. Backup journals provide a record of those input and
output tr a nsactmom ms between the program and data set which modify the state of the
data set. The backup journal need oul~ record those transactions which result in an
update being made to the data set. Individual entries in the backup journal include
that information necessary to undo state modifications , st ic h as additions and
deletions to a data base.

2.3.2.2 Revoke Journals

The revoke journal provides the ability to either revoke any erroneous output which
was issued by the real data set since the last recovery check point , or to indicate the
extent of this erroneous data so that an (external) agent nm i ght take appropriate
actions to recall or undo the effects of this output data. Entries in the revoke
journal ~ou Id i mid kate that output which in ight he potemi t ial ly erroneous due to the
occurrence of a system error.

I
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2.3.2.3 Replay Journals

The replay journa l provides the ability to simulate the replay of a non-repeatable
input data set, such as a reader, measuring transducer , etc. Entries into the replay
journal would include all those input data transactions which the data set could not
again furnish to the program.

2.3.3 Virtual Data Sets
- 4

To facilitate rollback and restart , it is desirable to treat all classes of’ data sets in a
similar and general manner. For our model this is accomplished by providing an
interface process between the real (physical) data set and the program. This
interface process creates a virtual data set as seen by the program. A virtual data
set is one which possesses the same attributes as the real data set , but in addition , is

capable of being backed up to a previously defined state upon the detection of a
system error. This capability is independent of the actual physical attributes and
limitations of the real data set. This is shown in Fig. 2.2.

2.3. 3.1 Virtual Data Set Interface Processes

The virtua l data set capability is provided by the data set interface process , whose
structure and actions arc tailored to the characteristics of the real data set. The
interface process and its attendant transaction journal supplement the real data set ,
creating those capabilities necessary for the correct execution simulating a virtual
data set. Both the interfac ,~ process and the transaction journal are tailored
specificall y to create a virtual data set interface for the associated real data set.

Depending upon the characteristics of the real data set , the interface process makes
use of the transaction journal to provide this virtual capability. 

- 

-

2.3.3.2 Recovery Commands to the Interface Process

In order to ensure data set consistency during the rollback and recovery procedure ,

19
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all virtual data sets must recognize and act upon control commands from the
program. These commands are:

1. MARK (data set name)

2. RESTORE (data set name)

When a recovery checkpoint is inserted in the program, say at edge (i,j), the program
state is saved in secondary storage , and all virtual data sets are notified of this
insertion by the MARK control command. Upon receipt of the MARK command ,
the virtual data set interface process takes the appropriate action necessary to ensure
that the rea l data set , at a later point in time , may be restored to a state of
consistency with this recovery checkpoint so that succeed ing transactions may be
again duplicated. Typical actions taken at the receipt of the MARK command might
include clearing the previous journal entries , noting the current system clock time ,
etc. Succeeding interactions between the program and the virtual data set produce
journal entries , the content of which is determined by the characteristics of’ the real
data set.

Upon the occurrence of system error , the program state is reloaded froni the latest
rollback checkpoint , and the virtual data sets are notified of the error by the
RESTART command. Upon reciept of the RESTART , the virtual data set takes the
necessary action to restore its real data set , enabling subsequent input/output
transactions with the program to be duplicated and replayed.

2.3.3.3 Classes of Data Sets

Let us divide the various types of data sets into equivalence classes , each of which
possesses common characteristics as seen by the virtual data set interface process.
The goal of this classification scheme is to systematicall y provide a virtual data set
which:

1. exhibits the same operational characteristics as the real data set , during
error—free system operation ,

20



2. may be notified of the insertion of a program recovery checkpoint via a
MARK command ,

3. upon the receipt of a RESTORE command (at the occurrence of a system
error) restores its real data set to the state consistent with the last rol lback
checkpoint , and

4. will furnish the identical sequence of input and output actions while the
program is being rerun during the recovery process.

Data Sets Requiring No Transaction Journal

* The simp lest type of peripheral device to provide a virtual data set interface for is
one which possesses internal state which is not modified by data transactions , and
which is fully repeatable. This type of device will be read-only, and no rollback
state restoration need be performed , nor transaction journals generated. A read only

‘ random access disk file , or a table look t mp ROM are examples of this type of data
set. The MARK and RESTORE commands are null operations for these devices,

Data Sets Requiring Backtfji Journals

Input/output transactions to a data set with internal state will be non—repeatable if
the transaction modifies the internal state of the device. This state modification may
be the result of an update or write action , such as updating a record in a random
access disk file; or it may the result of physical movement , such as a read operation
which repositions the input poim iter of a magnetic tape unit.

A hack tip j ot mrn a l needs to he ge mmerated for this class of data set. The MARK
command causes the current state of the device to he entered on to the journal so that
subsequent s t i l e  mod ifm ca t mons may he umidone . Each data tran saction which updates
this state must generate a journal entry which can later he used to undo the
m odificati on. S~ stcni , cs is t  v, Ii kh make use of sop hist icated hack up t itechanisms

[24].
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Data Sets Requiring Revoke Journals

This class of data set includes output devices w hich interact w ith and output
information to an external destination , suc h as a lineprinter , display, etc. A revo ke
journal needs to be produced for this type of device so that upon the occurrence of a
system error , that output which was issued since the last MARK command may be

.4 marked as erroneous. A revoke journal might also be used to take appropriate action
to revoke those items which were issued in error.

The revoke journal entries must include all those out put results which may be
potentially erroneous upon the occurrence of a system error. For a particular device ,
if it is sufficient to note only the extent uf the erroneous output which was issued
since the last rollback recovery checkpoint , then .i revo ke journal does not need to be
generated , and the interface process need onl y indicate which output will be re-issued.

Data Sets Requiring R~~~.y.j2~s~als

Input devices which possess no internal state and which are not repeatable , require
the generation of a rep lay journal. Such devices include keyboards , input samplers ,
card readers , and remote terminals. Individual entries into the replay journa l include
that information which is produced by the device and which is riot repeatable. Upon
the occurrence of a system error , the replay journal is used to furnish the same
sequence of input data to the program.

If the data set is used interactively for bot h inptmt and output , suc h as a remote user
terminal , and the input received from the device is functionally dependent upon the
output transact ions issued to the device then the interface process should notif y the
terminal user , telling him to retransmit all messages sent after the message with such
and such a serial number , which was the last correct transaction preceding the last
rollback checkpoint. By using serial numbers , it could check carefully that it is not
causing a file to be updated twice.

When the user ’s dialogue is interrupted , it is sometimes advantageous that he should
he able to start it aga in where he left off. If it is a len~ t h~ dialogue , for examp le

the reordering of complex machinery, it is certainly desirable that he should not have
to go hack to the beginning. For this reason , check points moas he built into a

dialogue structure. At intervals the decisions made up to that point in the dialogu e 
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wi l l  be reviewed , and possibly changed. W hen the terminal user agrees that it is —

correct , they wi l l  he recorded.

In most terminal conversations , there are certain stages at which the set of decisions
recorded up to that point can be agreed upon as correct. This can be regarded as a 

- 

-

closure iii the decision—making process. Sometimes it is merely an arbitrary stage in
data entry. PeriodicaIl’~, at a natura l closure the user should be given a recap of

w hat has been established up to that point and asked to check it . When the 115cr has
agreed that this ~s correct , the system w i l l  process these transactions.

5) P r e ~~~ o~ ind Sto raee Overhead
I

Furnishimig these virtual capabil it ies wi l l  Incur an ose rhead cost due to addmtm o na l
process ing and secondary storage requmr emn e ii t s. 1 hcsc o~ erhead cost s are:

Ccreaie — the :mddi t io na~ pruccs~i ri~ ti me required h~ the virtual data set
interface fur the creation and recording ot the t rans ,k ion journals.

Cstorage — the addit ional seconda ry memory required for storage of the data
set transaction journals.

Cniemory - the additional system nic litory req t mmrcd for the storage of the
virtual data set im iterf ac e process code and internal buffering.

When a syste m error occurs (RESTORE), t he additional processim ig costs are:

~
‘backup — the addit ional processing time required to hack t mp the data set to the

point of the prcs lulls MAR K corn wand , undoing all state

modificat ions.

~rc~oke — the time and processi rig c~ st of res ok I i i~ the erroncu ns output issue d.

~replay — the tm nc id pm ccssr ng cost nc ctssa rs to rep lay t hose in put
transa urotis w hicli are lot repeatable.
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For the subsequent calculation of recovery load time (Section 2.3 .5), let us define a
processing time cost C~ which is the sum of the backup, revoke and replay times
which are incurred during the execution of task i. is the total per recovery
RESTORE time for data sets due to interactions with task i of the program:

-

. 
- = Cbackup + Crevoke + Creplay.

2.3.5 save and Load Time

The quantity of program state (memory in use, etc.) which must be saved when a
recovery checkpoint is inserted may vary widely from one point in the program to
the next. Assume that a sufficient amo unt of secondary storage exists , so that it w i l l
always be possible to save the entire prograni state. The secondary storage used ihtV

be disk , drum, magnetic tape , or other , more advanced media [e.g. laser photostore ] .
The media used will , of course , affect the save time.

Associated with each edge (i .j) of the program graph , as seen in Fig. 2.3, are tw o

numbers: S, ,  and L~. If the execution of task j follows task i, then the state of the
ii ii

system after task i is completed and before task j is begun is the collection of the
registers , program status and condition words , primary memory, and the state of al l
of the external data sets. The time taken to save the state at this point in the
program secondary storage , create a recovery checkpoint , and reset the v irt lma l d,ita set
interface process (via the MARK command) is S . The save lime S may vary user

Ii ii 
—

other edges (i ,j) of the program graph.

Given that a recovery checkpoint was established on edge (i,j) of the program n graph .
and that an error occurs dumr ing the execution of some succeeding task , s:is task k , the
t ime taken to reload the program state from this established check point is reload~.

The time taken for the data set interface to process this rollback (s ia the RFSTO RE
comman d ) is “resIore~ 

This t i n e , Trc~~,re. includes any special ac ion which the
data set mm iterf acc process must ta ke for handling hack mng imp, revok mng and rep lay.

~rcstore is the sum of the RESTORE time (~ . over all miodes i, w loch w er e rr )cess cd
since the last recovery check point. 1-or examp le, if a check poim rt were est i b l is l ied at

edge (a .h) of the progra m grap h in Fig. 2.4., and rccove r~ is to he pert or mncd dt i rmn g
the ex ecution of task 1, then:
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Trestore = 
~~~

i € (b,d,f)

The total time taken to restore this particular system to consistency is the load lime ,

¼

Ldf reload df + 1restore~

5.

2.4 Recovery Time

Define the re covery t ime r at any point (in particular , at a point P. when the error
is diagnosed) in the program to be the interval of time taken to:

1. reconfigure the system i f the error was caused by a faul ty hardware module ,

2. restore the system to the consistent state of the most recent recovery
checkpoint which contains the corre c t program state , and

3. rerun the program , from this state to point P.

Thus, if an error is detected at point P, the recovery time r is the aFnounl of time
lost due to the error. If the error was caused by a transient hardware fault , then the
reconfiguration time is -iero. If an error occurs while task i is being processed, and

the error is detected before task i is completed , then the most recent recovery
chec k pomnt will contain the correct system li state. If this is not so, the syst em needs
to be rolled hack to a more previous checkpoint (Fig 2.5, and Section 2.2.6).

The recovery time r can he qu ick l~ det ermimied du rim i g program execution. L)ef ine
Sys( Iock to he the value of the s y ste m clock at point P (wh emi the error is

diagnosed) , If there are n previo u sly saved recovery c heckpoints on secondary

storage, then the expected recovcr~ time r at point P is:
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n
r = R + ~~~~~ {SysCloc k - CI’(’Iock~ + l.oad~} * I’r~

i=l

where:

R — is the expected time to recom ifi gure the system hardware , per haps

amputating a faulty module, If the error was caused by a transient

fault then R = 0.

( l’( ‘lock 1 — is the ss ste m clock time of the i~ recuver~- checkpoi l i t .  If  no

rcu se r s  c heck po ints were previuusl~ placed , then (‘l’(’Iock I is the

sal ue of the system clock at the very start of the programii run.

I .oad~ — i’. the t im e t : t ken to reload the program state fromii the 1th recovery

checkpoint , ami d restore data sets to consistency w ith this rott h~sck

checkpoint (Section 2.3.5).

Pr1 — is the probabi l i ty of the ~
th recovery checkpoint co ntaining the

correct st a te informatiom l .

If ’ re l iable mm rcth o d of em ror det ectiom i (Sectio n 2.2.6) i’. perl ’oriiied l r e/ re program

tas k’. corn plete , then i t  is pussil)le to part i t i o m i our s~ sk’nl so that err i s are not l ikely

to propagate ~I1 1 5 5  task boumidari es . Il’ . m rd iahle met hod of error/ u r is is tcm icy

detection is employ ed , then there wil l be a high proba bi l i ty that t lie rOost recent ly

est a b lished re c o Se r ~ hcv k pum nt ss m ll com it a in the correct state in fo rmat ion , ar i d I’u’ i +

I’12 + . , - + Pr ,1_ I 0, mud Pr,~ 
‘
~~~ I. so:

r = Sys(’Ioc k — (‘I’( ‘luck ,1 + l oad 11 + K
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2.5 Optimal Decision Parameter — B,
‘U

It is not generally possible to predict the precise amount of time that a given
program tas k will require. Thus, it is desirable to ma ke the insertion of rollback
points a dynamic procedure. On certain runs of a program , one may want a rollback
point inserted on a particular edge (i ,j), while on another run of the same program ,
with different data , it would not be optimal to place a rollback point on that same
edge. The decision to insert rollback points should be quite simple so that it can be
done in real time wit h little or no overhead.

Suppose that at some point P in the program flow , that task i was just completed ,
and task j is to be executed next. Thus we lie on edge (i ,j) of t he program graph.
Let r be the recovery time at this point P. Define the optimal decision p ara~ne:er to

he B . Then , if r ) M - B a recovery checkpoint should be inserted. If r 
~ 

M —

ii ii
B choose not to insert a checkpoint. B is a conStant , and the set of all B are
Ii Ii ii

computed before the program is run. Then , dynamically at runtime , after task i is
completed and before task j i s processed , the recovery time r is interrogated (Section
2.4) and a recovery checkpoint is inserted on ly if r > M — B ,. Figure 2.6 illustrates
this procedure. In general r will vary from one run of the program to the next ,
because the time taken to execute a particular task will depend on the input data to
the program. Thuis, the insertion of rollback points also varies from run to run,
since the optimal decision is a function of r.

The anal ysis which follows in Chapter 3 determines the optimal placement of
recovery checkpoints to:

1) minimise the total expec ted program running time , and

2) minimiie the recovery overhead cost.

These al gorithms statically compute the set of optimal decision parameters It .

ii
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Figure 2.6 - RUNTIME INSERTION OF RECOVER Y CHECKPOINTS

27 a

_ _  _ _  - .5 .. — ----~~~~~--- -



P” ~~~~T~~ ’~~~ TT~~T ~~~~~~~~~~~~~ T’ T’~~. ‘

~~~~~~~~~~~~~~~~~~~~~

‘ 
‘ ‘  “ 

III

Chapter 3
ALGORITHM WHICH OPTIMIZES THE INSERTION

OF RECOVERY CHECKPOINTS

3.1 Purpose of the MERT Algorithm — Minimization of the Expected Run Time

The purpose of this algorithm is to minimize the expecte d run time of the modeled

system under the constraint that the expected recover y time must not exceed a hound
of M time units. The interva l M is assumed to be a constant , system defined
bound. From our graph model of program flow , we will need to determine the task
branching probabilities p

~j~ 
and the expected executiom i time for task i. t~.

3.2 Estimates of Program Behavior

3.2.1 Probability of Occu rrence of Task Error

Other estimates of program behavior are needed for this analysis. Assoc iated with
each task is q

~
, the probability that at least one erro r will occur during the processing

of task i.

This probability, q
~. is primaril y a function of the hardware which is supporting the

execution of this task i. If the hardware support cannot he estimated , then q1 might
be approximated by:

= Q / ‘~

where Q is the total probability of a system error occurring and n is the number of
ruinnable tasks in the program.

If one can reasonably estimate the amount of time that task u is spendim ig on
hardware module a. and the probabil ity of fail nrc Q.~ 

on mod ole a , then i more

reasonable estimate for is:
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where H1 i~ the set of all hardware modules supporting the execution of task i.

3.2.2 Expected Time Until Detection of a Task Error

Given that an error does occur during the interval in which task i is processing, let
the random variable y~ he the expected time between the initiation of task i, and the
detection of the error. The parameter y

~ 
cou ld be accurately estimated only by a

su bstantial amount of program analysis and measurement. If a reliable method of
error detection (Section 2,2.6) is per formed before program tasks complete , then it is
possible to partition our system so that errors are not l ikely to propogate across task
boundaries. If this is so, y~ is bounded from above by the expected task execution
time:

yi~~~~t i

3.2.3 Summary of Program Behavior Estimates

Before proceeding with the minimization algorithm , let us briefly lecap those
estimates of program flow behavior which we will be using in the following analysis:

— Expected time to execute task i correctly, given t hat no errors occur. A

random variable (Section 2.2.2).

— The probability (fixed , independent) that task j will follow task i — i.e., that
edge (m .j) of the program graph wil l  be taken (Section 2.2. 4).

q1 — The prohahilit~ of emicoumnler ing it  least one error during the execution of
tas k i.

— The probability of executing task i sumccessftmlly.

29
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y1 - The expected time betweem i the initiation of task i and the detection of an
error , if one occurs.

S~ 
- The time taken to establish a recovery checkpoint on edge (i ,j) (Section

2.3.5).

D1 - The expected recovery time if task i fails. This variable includes:

1. R, the system re—configuration time.

2. C1, the sum of the backup, revoke and replay processing ti m es
which are incurred during the execution of task i (Section 2.3.4).

M - The maximum bound on the expected recovery time.

3.3 Def initiom i : Expected Task Execution Time

et us estab lish E[t 1], the expected execution time for task i, given the probability
f task error q1.

~ t I- [t 1] he characterized , by a geometric distribution , as:

F[t 1] = (l-q 1) q~k {t~ + k(R + y
~
)}

noting that:

( l — q 1 ) q1k - is the probability of k fai lures fo llowed b a successful e\ecimtion of

task i.

+ k(R + y~
) — is the recovery time for k f a i lu m ic s pl us  the expecte d time to

successfu lk exee mte task m without errors.

30 
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Then:

L

F.[t 1] ~~ (l~q~)q~1’ t 1 + 
E 

( I _ q ~)q 1k k(R +

k=0 k=O

(l-q1) f~ ~~~~~ q1k 
+ (l-q 1) (R + y~

) ~~ k
k:0 k=O

= t
1 

+ 1q~ ( l-q~) (K + y~)} d/dq 
~~~ q1k )

= + {q 1 ( l— q~) ( K + / ( I —q~ )~

so:

E[t 1] (
~ + 

~ 
q1 (R + y~) } / (t-q ~) - -

3.4 MERT Ajj~q~ thmiu

3.4 .l ihc A tmxm ha ry fçr) and ~~r) Fu nct ions

For each node i of the program graph ( , l i t us define 1 f mm n c t ion r1(r), which 15 the

,nm,i,mum toi~,l ( ‘ lp’ (’(e J e~ u ’cu (j a,,  tinu ’ ol’ t Im e program f rom the point al ter ta s k m
completes until the ter~n,,maIion of the pr g ía in. Ib is  i l l i l l i  inn iii cx pected exec ut moo
time includes:

the e s pected progra iii task execution t i inc . and
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2. the time required to establish all required recovery checkpoints.

Note that f is a function of the expected recovery time r.

For each edge (i,j) of the program graph G, define a function g1~(r), which is also a
function of the recovery time r. The g~(r) function is the min i mwn expected total
execution time of the prograni after task i completes until the terminat ion of the

program . if task j  follows task i. Thus in the computation of g~(r) it is implicit

that the (i,j) program branch is being taken. The f~ft) amid g1~(r) functions are
illustrated in Fig. 3.1.

3.4.2 The MERT ~jgorithm

Define f 1(r) = ~ for all nodes i in the program graph , whenever r is greater than
the maximum expected recovery interval , M.

Step 0

Define f~(r)  = 0, when r 
~ 
M, for all exit nodes i of the program graph C.

A node with no successors is an exit node. After the function 11(r) has been

dete rmnined for node i, consider node i to be labeled , else unlabeled. Th us ,
at this point , all exit nodes of the program graph are labeled.

k~~ Step: (k =

It’ no umm ilaheled nodes remain on this k th step themi terminate the a ltzor ithm .
having computed the set of opt imna l decision parameter s , { - It ’ there exists

an unlabeled node i, which has all of its su ccessor nodes labeled ( f i g  3.2),
then label n~ mdc i by corn put I mig I he funct ion 11(r )  ,ms I ol lows:
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I. First , for each labeled node j which succeeds node i (i.e.. for each edge
(i,j) emiianating from node I) define the function g1~(r) to be:

g~1
(r) ~~ + F[t~] + f~(E[t~] + L~ ) ~f r+F;[t~] M

= E[t~] + miii { S1~ + f~( I’ 1t~~] +

. f~(r + F[t~]) } ii r+I’[t~] < M.

equat ion (1)

2. Secomid . compute the optimal decision parameter B~1 for this edge (i,j). 
~~

is defined to he the ,na.x imum value of the expected recovery time r, for

which:

g~ ( r )  = f~(r + F[t~]) + F[t~J. equat ion (2)

3. Third . after g1~(r) has been computed for all edges (i ,j), com pute 11(r):

f
~
( r )  = - g1~(r),

j € (m .j ) equation (3)

and label miode i , indicating that the fumiction 11(r) has heemi determined for
this node.

Note that ml 1~(r) ~ for all r > 0, then ~ e are riot able to meet tile
constrai mit of bounding the expected recu)~ery ii me b~ the max i mu rim va l tie of
M time mm its for t hi s chosen graph I ormui lat iomi of the program . C.

Repeat the next (k + 1st
1 step of ’ the algori thm.
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3.5 Lemrn~r Termi na of A~~~~ thm

The MERT algorithm terminates only after all nodes have been labeled.

Proof (by contradiction)

- p Assume that the algorithm has terminated , leaving an unlabeled node P. If the

algorith m terminated with an unlabeled node P. then there must exist a subgraph of
successors to node P. all of whose nodes are unlabeled. Since all subgraphs of
acyc lic directed graphs are also acyclic , we can follow this path to an exit node. But

- 
. all of the exit nodes were labeled on the 0th step of the algorithm . Therefore, by

* 

contradiction , the algorithm could not h ave termina ted.

.1

3.6 Lemma: Bounds on Termination

The MERT algorithm term ninates wi t~ in n steps if there are n nodes in the program
graph C.

Proof

Each step it’ the algorith m sxr ll remove at least one unlabeled node from the program
graph C. By Lemma 3.5 . the algorithni terminates when all mmdcx have been

labeled. Therefore it terminates wit h in n steps.

3. 7 Proof that the MFR’F A lgo rm i !imii ~~~~~~~~~~~~ t R t u e

Proof by induction . t hat on the k th step of the al gorithm , the xalue determ ined for
is t he optm ma I dec si on pa ran meter descr ibed prey mo i ts l ~ in Sect mon 2,5,

3,7,1 (‘:tse k r l

For c~ch node m which is labeled on the f’m r st step, ‘,~e limse the folIos’, u i i ~: s r l m i : t t i o i i  of ’

F i g. 3.3, in which all nodes j . such th. it the edge ( uj ) exis ts , .mrc ex i t  nodes.
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Since f~(r) = 0 for all of these exit nodes j, equation (I) reduces to:

g1~(r) = S~ + E[t~] if r+E[t~] > M

= E[t~~] if r + E [t ~J < M

S u m b c a s e : r ÷ E [ t 11 > M

If r + F[t~] > M, a recovery checkpoint must be inserted on edge (i ,j) . otherwise the
recovery time after task j completes , r + E[t~], may possibly exceed the maximum
bound of M time units. If a rollback point must be inserted on edge (i ,j), the
minimum expected executi on time g1~(r) at this point , after the completion of task i,
until the end of the program , is the sum of:

1. The expected task execution time for task j, established previously in Section
3.1.2: F[t ~].

2. The time taken to insert the rollback point on edge (i ,j): S~ . This includes
saving the program state and t hose action which the data set interface processes
takes uipon receipt of the MA RK command,

Thus ,

g,~(r) E[t2] + S,1.

r I-[t~J ~ M

(1 r + F[t~} < M, a recov e ry checkpoi n t riced not he inserted on edge (i .j ). S ince
node j  is an ex i t  node. the minimum expected execution t ime g1~(r) is the expecte d
execution tinie for task j:

= I[t~].
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The optimal decision , R,~. for this case (k:1) when node j is an exit node is to not
insert a rollback point on edge (i,j) as long as:

r + F [ t ~] < M
‘~1

Thus, B1~ for this particular edge (i,j) is:

= E[t1]

Note also that ~~ is the mi iaximum value of r for which:

g~ (r) : f~(r + l.:[t~I) + E[t~].

Computation of f 1(t)

The rnimiim urn expected time spent in progra m execution , after task i complcte .s u m nti l
the termination of the program , is then the weighted sum of the g1~(r) averaged over
all program branches (i ,j) emanating from this node i:

f~
(r) = - g~(r)

j €

Thus , the MERT algorithm is true for the case k = 1.

3. 7 ,2 Induction Step

Assume that the algorithmi i is true for k 1,2, ... x— I . I’ ru se it to he true for tile

case k = x.

36
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At this point we are at an arbitrary edge (i ,j) of the program grap h C, as illustrated
in Fig. 3.4.

If a recovery checkpoint is inserted on edge (i ,j) immediately before the execution of
task j , then the expected recovery time after task j completes is:

4’. E[t~] + L~~~ .

If the expected recovery time after task j terminates is F.[t~] + L1~. themi by the
induction hypothesis , the minimum expected execution time after task j completes .
until the end of the program is:

f1(F. [t~] + L~1)
1” 

,~~

Thus the total minimum expected run time , after task i comi ipletes and if task j is
executed next , is the su m of:

1. the tinie taken to establish the recovery check point , S~j . plus

2 the expected time to e x e c u t e  t a s k  j ,  F[f~] plus

3. th e minimum expected executi on time after task j completes , f1(E[f~] +

So:

g1~(r) r + W~
] + f~(F[t~] + ‘lj )

If a recovery checkpoint is ~mot inserted on edge (i .j) . the expected recover y time
im rued iatel after task j terminates is:

r + ITt1]

If the expected recovery time ms r + F[t 1]. then h~ the induction hypothesis . the
nim ni iu umu expected execution time after the e mumu p ict ion of t isk j  is:

f~(r +
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The total minimum expected ruin time after task i completes , if task j is executed
next , is the expected time taken to execute task j plus the minimum expected
execut ion time after task j  completes:

g1~(r) = E[t~J + f~(r + E[t~]).

Subcase: r + E{t .1 > M

If r + F[t ~] > M, a rollback point muist be inserted on edge (i,j) if the expected
recovery time after task j is constrained not to exceed our bound of M time units.
Thus:

I 
- ,

= S~1 + F.[t~] + f~(E[t~J + L1~)

Suhcase: r_ + E[t11,�M

If r + F[t ~J < M, then the option exists of riot inserting a rollback point on edge
(ij) .  If it is not inserted , the minimum expected run time of the program is:

E[tj] + f1(r ÷ F.[t1])

If a rollback point is inserted , the minimuim expected run time is:

+ Ff11] + f,~( Ff11] + Lj~)

So, picking the method ~ hiich minimi/e s the expected execution time:

g11( r )  = 1”[t 1J + ruin + I~( Ff 11] +
f~(r + E[t ~]) }

~~~~~

_

I
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The optimal decision for the edge (i,j) is to not insert the recovery checkpoint as
long as the minimum expected execution time after processing task j until the end of
the program:

11(r+E[t1])

plus the expected execution time for task j:

E[t~]

equals the minimum expected execution tin ie after the processing of task i, along the
(m .j) program branch:

-r

B
~ 

then is that muaxi mum value of r, below which:

• g~1(r ) f~(r + ITt1]) + l’[t~
].

This is the valu me of B1~ which minimi ,es the expected execution time.

Computation of

Again

f
~
(r) = - g11(r).

j € ( i .j)

f 1(r) mx t he expected run time of the program after task i coirip letex . aver ag e d over :ill
branches ( i ,j) en la miat mne t ro u t node i.

Q,l D.
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Chapter 4

EXAMPLE IL LUSTR ATI NG THE DYNAMI C I NSERTI ON OF
RECOVERY CHECKPOINTS

This chapter will attempt to illustrate the use and implementation of the previously

developed MERT algorithm. A graph model of a typical sample program segment is 0

analyzed by the MERT algorithm , and the static opti,nal decision para~ne1er set

{B
~

} is computed. Then, using the recovery check point insertion procedure of

Section 2.5 , t he run-time behavior for this program graph is examined for vary ing

conditions of execu ition parameters and error conditions.

4.1 Graph Model of a Typical Program

p
A graph model of the typical program is shown in Fig. 4.1. There are seven distinct

tasks in the program. For simplicity, the Load and Save time for all branches (I ii.

S1~) are are fixed for this example at L1j = 3. S1~ = 4 for all branches (i ,j). Any

iterations (i.e., FOR, WHILE, or DO Loops) in the program have been coalesced into

a sequmence of statements contained in one task. The other para m eters for this

program are:

- The expected time to execute task i correctly (Sectio mi 2.2.2).

y~ 
— The expected time between the initiation of task i, and the detection

of an error , if one occurs (Section 3.2.2).

— The probability of encountering at least one error duiring the execution

of task i (Section 3.2.1).
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- The probability (fixed and independent) that task j  w i l l follow task I

(Section 2.2.4).

Also , assume that task 5 issues output to a lineprinter type data set (the virtual data

set interface process described in Section 2.3.3).

The maximum expected recovery time , M, is 30 time units duration , and the system

reconfiguration time , R, is 2 time units . The values given in Fig. 4.1 for E[t 1] (the

expected task execution time for task i) are compuited (Appendix A) from:

F[t
~] = + {(ft + 

~~~ 
q1} / (l -q1) (Section 3.3)

4 ,2 Computat ion of the Optimal Decision Parameter Set

The opti m al decision parameter set for the program represented by Fig. 4.1 is

flow obtained h~ app lication of the MERT algorithm which was presented in Section

3,4.2.

lhc MERT algorithm has been coded as a BCPL program in Appendix A. The inpui t

data to this ana hsu s program for our sample program is shown in Appendix B, and

the output results obtained by the MERT analysis (the f
~(r), g~ (r). amid the set { Bjj })

are given in Appendix C.

Applying the MER T algorithm (Section 3,4 .2) to the sample programii graph in l”ig.

4.1.

On this iu imtia l  step of the al gorithm we define f1(r) = 0, for r < \1 for all exit

4 !
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n odes of’ the program graph. In our sam ple program there mx only one exit node,

node 7. So:

f 7(r) = ~ 0, for 0<r<30, - 
—

~~~~ , for 30<r.

and mark node 7 as being labeled (i.e.. f 7(r) has been determined ).

Step I

2 ’ Node 7 is now labeled , and nodes 2 . 4 , 5 and 6 are un labeled , havimig had all their

successors lab&ed. Contpumte g27(r) and 827 fro m equi atmo ni s (I) amid (2).

g27(r) r S27 + F[t 7] + f 7(F[t 7] + L27) if r+ F[t 7]>M,

E [ t 7] + mm 

~ ‘27 + 17(F[t 7] +

f7(r + I’[t7])I if r÷I’~[t’~]<M.

sub .sti iu ting into eq uat io~m (1).

If r÷I”[t7}>M (i .e., r>20) then:

S27 + I[t 7] + f7(F[t7] + l~27) = 4 + 10 + f7(l0 ÷3)
= 14 + f7( I3) = 14.

If r+F[( 7]<\1 (me, . r<20) then: :~~ ,

I”[t 7] + mm 
~~27 

+ f 7(F[t 7} + L27), f7(r + F[t 7])}

= II) + miii ~4 + 17( 13) , f7(r + l0)~
= 10 + mm ~~~ r 10

sot
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g27(r) = 10, for 0<r<20,

14, for 20<r~~30.

Note that g27(r) = f 7(r+E{(7]) + E[17] = f7(r+I0) + 10 for all r<20 , so using

equation (2) we find our first optimal decision parameter:

B27= -

Pt
-

Since there is only one edge emanati ng from node 2. we can compute f 2(r) from

equation (3) as:

f 2(r) = 
~27 g27(r) = g27(r).

So:

10, for 0<r<20,

f 2(r) = 14 , for 20<r<30,

for 30<r.

and label node 2 , indicating that f2(r) has heemi determined.

P
SLep~~~~~4

Now compute g47(r), g~7(r), g67(r) and 1147. B57, and 867. (k ing the \arn e

procedure as above , s~ e determine that:

g47(r) g57(r) = g67(r) = ~ tO , f~~r O<r<20,

L 

- 14 , for 2t )<r<30•
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and:

847 = B57 = 1167 = 20.

Again . si nce there is onl~, one edge Ie~iv im ig nodes 4, 5 and 6. we can compute f 4(r),

f 5(r) and f6(r): 
-

ç 10, for 0<r<20,
- 

-~~ 
f 4(r) f5(r) = f 6(r) = 14 , for 20<r<30,

for 30<r.

and label nodes 4, 5 and 6.

Now , since node 3 is unlabeled , and all its successor nodes (4, 5 amid 6) are labeled ,

we can compute g34(r) and 834 from equm ation -is (I) amid (2):

g34 (r) ~ S 34 + F.[t4] + f4(F[14] + L34) if r+F[t 4]>M,

= F[t 4] + miii {S 34 + f 4 ( I [ t 4] + L,34),

f 4(r + E[t 4] )} if r+F.[14]<M.

1’’
J If r+F{14]>l\1 then:

‘4 34 + Ff14] + f 4( I’Tt 4] + L34 ) = 4 + 16 + f4(16÷3)

21) + 1 4( 19) = 20 + II) = 31)

If r+ I’[t 4 - \1 (i.e ., r <4 )  then:

f 4(r + I - [ t 4] )  14(r+ I6 ) r II) for r< 4

44 
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so:

g34(r) = ~

‘ 

26, for 0<r<4,
30, for 4<r<30,

Now note that g34(r) = 14(r+F[t 4]) + F.[t4] = f4(r+l6) + 16 for all r< 14 , so using

equlation (2) we find that:

834 = 14 .

-1’

Now compute g35(r), and B35 - Using the same method as above , we find that:

g35(r) = 16 , for 0<r< 14 ,

p20 , for 14<r<30 0

and:

1135 24.

And for g36(r) and 836:

= 17, for 0<r<13 ,

~ 21, for l3<r�30~

and:

~ 36

4S 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ , .- - . 5 . 5- . 5. . - . 5-— --



Now , since g~ (r) has been computed for all edges leaving node 3 (i.e., g34(r), g35(r)

and g36(r) ). we can use equation (3) to compute 13(r):

13(r) = p1~
- g1~(r) equation (3)

jE{4 ,5,6}

where p34 = .10, P35 = .30 and 
~36 = .60, and g11(r) are those given above. This

connputation yields (See l”ig. 4.2 for a pictorial representation of this calculation)

.4

- 
. 

17, for 0<r<4 ,
18 , for 4<r<13,

f 3(r) = 20, for 13<r<14 ,

21, for l4<r<30,
~~~, for 30<r.

and label node 3, indicat m nig that f3(r) has been compumted.

Step 6

Now compute g12(r), g 13 (r), g14(r) and 1112, B13, and B14. Using the same

procedures , we find that:

g12(r) 34, for 0<r< (0,

for lO<r<30•

and:

812 10 -

46

1k -.5 .5-. ’— -  - -,--- .- - --~~~~ -



“

,~~~~~~~ ~~~~~~~~~~~~~~~~ -~~~ -~‘~ T ‘~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ‘ ‘~~~~~~~~~

30
g34 (r)

2f— p34 = .10

0 4 30

g35(r) 
1t~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ =~~3Q
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24, for 0<r<7,

g13(r) 26, for 7(r<8,
27, for 8(r<24,
28, for 24<r<30,

and:

81 3 = 2 4 .

g14(r) = 26, for 0<r<4 ,

• ~ 30, for 4<r<30,

and:

8J4 = 14.

Now, since g12(r), g13(r) and g14(r) have been computed , ~e can calculate f 1(r).
Using equation (3) we find that:

29, for 0<r<4 ,

30, for 4<r<7,
f 1(r) 31, for 7<r< 10,

33, for lO(r<30,

for 30(r.

and la bel node 1.
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Step 7

On this final step of the MERT algorithm ii we find that all of the nodes are labeled.

The algorithm terminates , having computed the complete optimal decision parameter

set {B
~

}.

.4 , These results are summarized in Fig. 4.3.

4 .3 ~~am ecut ion oL Sa~~~h~~Prp~~~rn

In the following examp les , suppose that the given run of the sample progra m
(represente d by Fig. 4. 1) executes tasks 1, 3, 5 and 7 sequentially. Also . assunie that

the program is init ia l ly loaded in time L0() = 1.

From f 1(r) (Section 4.2) ‘~e find that the mainimun i total expected executio n time for

the program , inc ltmdi nig the time for placement of any required rec ove r\ check points is:

Ff 1 1] + r g (F [t 1] + ~‘oo~ 
= f 1(13 + I) = 13 + 33 = 46.

‘T he following examples make use of the uheck pomm it imi sertion al go rithm presented m u

Section 2 ,5 (and 1 1g. 2.6).

4. ~,! 1- ’ x ;unup!e !

Suppose that in thi s g m ’.cui ruin of’ the program that the t us k C\cc i i t i oui  tui ia’ s a T e :
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B12 10 ‘ 
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B13 24
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B35 24

B36 23 
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I

task 1=  1

task 3~~ 2

tas k 5~~ 3

task 7 =  5

After task 1 completes, we interrogate the recovery time, r:

r = R + SysClock 1 - C1’Clock 1 + Load 1 ( =L00)

= 2 ÷ ( I - 0 ) ÷ 1 = 4

and r < M - 

~ 13 = 30 - 24 = 6, so we do not insert a recovery checkpoint. Process

task 3.

After task 3 completes , again interrogate r:

r = 2 + (1 + 2) + I = 6

r < M - 835 = 30 - 24 = 6, so no recovery checkpoint is placed. Process task 5.

After task 5 completes , interrogate r:

r = 2 + ( I + 2 ÷ 3 ) ÷ 1 = 9

and r < M - 857 = 30 - 20 = 10, so go on to process task 7.

Thus, for the execution characteristics of this particular example , it was not miece ssar y

to insert any recovery checkpoints. 

~~~~~~~~~~~~~~~~-~~~~~~~~~~~~~~~~~~~~~~~ --  .5 _ t i



4 .3,2 Example 2

On this run of the program , the task execution times are:

task 1 = 2

t a s k 3 = 5

t a s k 5 = 4

task 7 = 5

After task 1:

r =  2 + ( 2 - 0 ) + t = 5

r < M — 11( 3  = 30 — 24 6. so go on to process task 3. A lter  tas k 3 comp letes ,

again imiterro~ate r:

r = 2 + ( 2 ÷ 5 ) + I = 10

r > M - B35 = 30 — 24 = 6, so we insert a recovery checkpoint on edge (3,5) (which

consuimes S35 = 4 time units). Now process task 5. After task 5 conipletes,

interrogate r:

r = R + 4 + L 3 5 = 2 + 4 + 3 = 9

r 
~ 

- 857 = 30 — 20 r ID, so go on to process task 7,

Thus , in example 2, one dyna m ic recovery c heckpoint was placed between the

execution of task 3 amid task 5. 

~~~~~~~~~~~ .
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4.3.3 Example 3

On this run of the program . let the tas k execution times remain the same as above

(Example 2):

task 1=  2

task 3 = 5

task 5 = 4

task 7 = 5

But on this run , an error is detected during the processing of task 5.

Wh e mi the error is detected , we roll hack to the previously placed check point which

preceded task 5, (i.e., the one which was placed on edge (3 .5). am i d backup the ~mrtua l

data set which interfaces with task 5 (via the RESTORE command which s~ill cause

the ou itpu m t issued by task 5 to be revoked), This reloading process takes:

R + L35 (= rcIoad 1~ + ‘1rcstore~ 
= 2 + 3 = 5 tj lfl C units.

Assum ing that the system reconfi guiration (R) fixed the f aum l ty module s~ hirh caused —

task 5 to fail , and that this reloaded check point contai ned the correct State

information , we find that task 5 now execu ites successfully. After task 5 f inishes:

r = R  + 4 +  I~~ = 2 + 4 +  3 = 9

and r < M — 1157 = 10 , SO coui Ii ni tic on to process task 7.

_  . 5- -.5---’ --’-



4.4 Summary

In this chapter, the compuitation of the set {B1~} and its exe~ution time use have

been demonstrated. It has been shown that the optimal insertion of recovery

checkpoints is a dynamic procedure , amid is a functioni of the runit ime characteristics
— input parameters , actual task execution times . etc. - of the program. Given that

the set {B
~

} has beemi determined , the insertion of recovery check points requ mires only

a minimal runtime computational overhead.

l’his thesis has described a recovery method which guarantees that a computer system

and its asoc iated data sets will be restored to an operational and comisiste nt state

within a given amount of time . mininui/.i ng the tota l overhead cost of creating

recovery checkpoints .

52



~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~• . 5 _ _ _ . 5

BIBLIOGRAPHY

[11 S M , Ornstein , W .R. Crowther , M,F. Kraley, R.D. Bressler , A.
Nliehel , and FE. Heart , “P luribu is — A Reliable Multi processor ,” Nati.
Comp. Conf. 1975, pp. 551-559.

[2] W .C. Carter , DC. Je~sep, W .G . Bouricius , ~\ .B, Wadia , C.E. McCarthy,
anid F.G. Mulligan , “Desigmi Techniques for Modu mlar Architecture for
Reliable Compuuter Systems ,” IBM Report RA12 , March 1970.

[3] IBM Corporation , I B M OS Advanced Checkpoint/Restart , IBM

Manual GC28-6708, 1974.

[4] I - P . Math tmr , and A. Avi,ieni s , “Reliability Analysis of a Hybrid
Redundant 1) mgmt a l System - General iied TMR with Self—Repair ,”
Spring Joint Comp. Conf. (AFIPS) 1970.

[5] J. Losq, “A Highly Efficient Red tm nda ncy Scheme: Self Purging

‘ kl t imi danc~ ,
“ I FEE Trans. on Computers , Vol. C— 25 , No. 6, June

pp. 569-577

[6] W .C. Carter , am id C l- , McCarthy. “Implenientat ion of an
Experimental Fault Tolerant Memory Syste m , I FEE Tramis. on
( ~nipuuter s , Vo l.  C-25 . No. 6, June 976, pp. 557—568.

[7]  A .  Av inen  ~, “I)esugii of Fault i’oleramit Computer s .” t i ll ni it

(‘omp. Conf .. AH PS Press , New Jersey. 1967. pp. 733-743.

[8] It . Randell , “S’, s t em ii Structure I or Sof ts sa rc Fault l’olerance ,” I F FE
, i i i - ~ on S t t t w t i r c  I- rig.. \ ‘ d . S F — I . No , 2 , Jimm i e 1975 , pp. 220—232 .

[9] J. Von Neuuun a um n , ‘ ‘Probabil i s tic I n~’ ics  tu r d the S~iit li~sis of
— 

Reli ab le ( ) re : Ir i isi i is from I Inrel iahl e (‘o m iipo mie nls ,’’ A iu tom t i t a
‘~i tid ies , pp. 4 t—98 . Pr m nc eto u i I, iii ‘.c r s u i  Press , Pruui ee tom i , N.J., I 9S6.

53

_

~

. ,
~~~

, . .5. ~~~ , ,  ~~~~~~.
. , . . ~~~~,



-

I

[10] J. .’\. Rohr , “S~ s tcmn Sot t~~a m c b r  a I ,uu lt- ’E’ olc rai i t  Dugi t. t l  C o mimpt er ,”
Ph i). Thesis, Comnpu ter Science Department , Uurm v . of Illi minis ,

1973.

[11] BRN Inc.. Plur ihus D ument I : ser~~e~~ BBN Rep ort No . 2999 ,

M. . 1975 .

[12] D.c. R uussell . - I ru - or R e~osc r~ and Prore~s Com unmiur ica tio rl ,” Ph.D.

I h~-ns , (. n i pt i ter  SL lene e Department . Stanf ord t J n iversut ~ , A pr u l

1 976. ‘,:

[13] K .M. Ch:uurd ~ ami d ( V . Ra ‘mi , m nio ou thy .  “Rollback and Rt’cos cry

Strate~’ es for Con ipi uter Programs ,” I FEE 
.
1 railS. on Co mn putu is . Vol .

C-21 , No, ~~ , June 1972 , pp. 546—556 .

— [14] K M .  Chandy, “A Sur s ev of A n:t l \  t ic Models of Rol lback amid

Rccove r~ Str ate g ie s .” I FEE Computer Mag mi im ie , \‘ nl . 9. No . 1. A pr I

1976 , pp. 40-47.

[15] ( V . Rai imamn oo rt t r ~ , K M. (,‘haiid~ , am i d A l — . ‘ \~ ,i i t , ‘‘
.‘\ I u o i i e s s u u  k for

i- lard ssa re — Sot 1~~, mre ‘T radeoffs iii the design & 1 Fa u l t  — 1 olera urt

Comp u ter s ,” Proc . Fall j oint ( & ‘ mn p. (onf., A Fl IN l’ ress , Ne~ .krse~ -

1972 , pp. 55-64.

[16] R.W. FIo~t1 , “Ass i gi . mu g Mean mugs to Programs .’’ Proc. Syrup. Ap~ l

Math., A miiericam i Math. Soc., Vol.  I 9 , pp. 19— 32 , 1967.

[17] C A R .  I b a re , Ii ~sa rds a ‘Fhi’or> ~f Parallel l’rogramui im rg ’.’’ Im i
()~)er~ut l i1g Sss tcm s I e~t , n iquu c s . Iboa re amid l’e r n t t . Ar.mde inme Press ,

\cv, “t ork , 1972.

[18] II. ( ’ . l . auer , “( ‘ nr rcu t !ut ’ ss in ( u ~ ra i l u ig  S~ s t e u i u s .” l’l i . l). I hc~t s .
‘ a iuueL ’ I c — Mcllon l J i i i s e i s r t ~~. 1973.

[19] IC . K imme , “P r o v u i e  l’ o ’ u , unus  to he ( ‘ r ie c t .” II I I- I m aims . our

(‘ oui uputer s . Vo l ( ‘~ 2 f ) . No . II . N~~ eii ihei 19 71 , PP. l .~~l l  t 3u ~,

[21)] (‘ .V . R a i u u , r i u m u i t b i s . F.M. (‘h.icid~ , and Mi. ( & uui:u le i . “O p t u i m m a l

Se he di ulm i ug S t i . u t c : ’ u  iii a MuiIIipi~~ e.s r S’,si e i i i ,’’ II I I I m . i i u’ •. 
—



~1

Comiiputers , Vol. C-21 , Feb. 1972 , pp. 137- 146,

[21] E.C. Russell , and G. Estrin , “Measurement Based Automatic
Analysis of Fortran Programs ,” Spring Joint Comp. Conf., AFIPS
Press , New Jersey, 196’~

[22] P.M. Merlin , “Th e Time -Petri-N et and the Recoverability of
Processes,” U.C., Ir sine , Technical Report 48 , May 1974.

[23 ] B. Beizer . “Am ualytical Technique s for the Statistical Evaluj atio ni of
Program Running Tunic ,” Fall Joint Comp. Conf., AFIPS Press,
New Jersey, 1970, pp. 519-525.

[24] W. Teitelman , “The Inte rl is p Editor ,” In !pLci]I~sip ~~~~~
Manual, Xero x Palo Alto Research Center , 1975.

~1

55

-.5.



Appendix A

THE MERT ANALYSIS PROGRAM

II Program for computation of MERT algorithm
/1 Input parami meters stored on file: GIN

get “STREAMS.D” // Stream Definitions

F- ‘ external
[ // system rouutines
Gets
keys
Puuts
Wss
\Vs
Open File
(‘loses
I)eleteF~e]

manifest
{
nrna x 100 // max number of nodes
emax = 100 II max n umber of edges
fmax 3U() /1 breakpoint stora ge iii fum iction list
in f m u ii t y = #77777 1/ our 16-h it infinity]

static [
N /7 n ode list
F II edge list
F // function lust
&Ii- ~kin 7/ di s k input file
di s komi t 7/ du sk output file
nodes / / m u u iii her )

‘ nodes
edges 7/ ni un iher of edges
M /1 miu :u s re~ & u s e u  y t ime
R II re —& a um i l ’ ue ii rat  ion t i me
ln~~ s t  II I ree pointer unto I—u u nc t u o u i  lust chain
II

str i tu i r ’ ’ ~tr umug :
I II si Ii i i ’
lc mig t Ii byte
cliii ’ l , 2SS h~tc

Sr

L _ _
_ _ 

_ __ _
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structure node:
[ // each entry corresponds to omie nude in the graph
indxtl ,nmax:

count w ird /1  miuu i r ihe r uuf succ ess ors to this node
plink word II lust of predecessors — pointer to

II EDG E lust
slink s~ord /1 list of sulce e sso rs — pouniter to

II EDG E lust
0 scor d II expected ruumin i ng ti me of this n ode
Et m word /7 es pecte d t i s k  ex ecut ion t imiie — computed by i)etEti
vi word /1 expected t ime until dem ee t m m  ot error
qi wor d /7 proha h i m  t \  of error m m c m , ur n mg (per cent)
t’lunk word H po u m ul er t i m  t u rs t  elem u iemit  of ’ the

II I’ funct ion iii I’UNC I ION list
labelled word II this x c r t c \  is labelled

stru ict uu rc edge:
[ 1/ each euit r~ corresp on ds to ouie edge in the graph
imi clx t l .eniiax:

{
pre d w ord II predecessor node
pli n k w ord II linked l i st ( in EDGE) of

/7 predecessors
suce s~ ord 1/ succes sor node
slink v,ord /7 l inked list (in l- DGE) of

1/ succes sorS
load word II load 0 me for t im us ( pred = > suucc)

II edge
save w ord //  save m u me t iur thus (pred => suce )

/1 edge
pij word 7/ prohahi lu~ of ta king th is  progra m branc h
g t ink word 1/ poini Icr to f i rs t  c’ leiiui’iit cu t ’ t he g

/7 fi um ic i ion iii II . NC’I’ION lust
Bij word II de c msiour s ir iable B( m .O
]

II

stE un. t u ’ IC  fuumi ,. tuon:
I,’ II e.ucli eu m t r s  c ou respc u u ids tu) a bre. mk po im i( i i i ’ the

1/ 1 or g f unc t io n
u mi d x i I .t ’unax:

LI
x scm m c I  7/ ut ~s m, us s a f i s  iii iii mu u i &

v. m m i i / / u i i ra te ml 4 ’  u i  iii it s
xx l ink w o r d / /  l uuuuu i s 1cm the uu e m ,t hue .u i pniuit
I

I
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let Main 0 be
[Main

II Create the Node , Edge and Function storage areas
let v = vec (size node)/16; N = v
let ~ vee (size edge)/16; E v
let v = sec (s ize funct ion)/16; F v

W s (“ cSt art of Program c”) /1  Initialization on screen

duskin = Open File ( “G IN”, ksTypeReadOnly, char ltem)
if disk in eq 0 then

[ /1  Input file not on directory
Ws ( ‘ *eFile: G IN  not oui disk”)
goto FIN
J

De leteF ule (“G.OUT”)
diskout = OpemiFile (“G OUT” , ksT ypeReadWr ute , chanitem)

f i l i l i s t s  (duskin , du s ko t ut)
1> r mi ) t l msts (ui isko rut)
Mert () II l’he MFRT Al gori thm
Pr m ntl ist S (diskouut)

FIN: \V rap mp ( .)

]Maun

and r\lert () he
[Mert

II The MERT Algorithm — Chapter 3

II init ial i ze: for all terminal nodes: F(r) = 0 for r Ic M

for m I to ui m ’mdes do
[
i f  N> >n m mi e .umlx t i .cou unt ne 0 then loop
N>> node ,t ndx ill in k f next
F’m i t e r s .  ( M. u nt ’in i t x , ( Ii  / / store h rcakp m u i nut s
N > > nm m de . i n d xx  labelled = t rue 7/ label e x i t  node
Pu mit F ( u , 0, N>> node.i mmcl x 1’ i.f I ink , du s koumt)
I

1 .001’:
II l m m m u k  Our an uj ni , i hu ’ l l ecJ ~ ‘nlu ’x w hic h has all im)’ i ts  smic ’eessors
//  labelled

let ( mind = false
f r  i I t m  U di’ s dii
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LI
if N>> node.indx ti .labelled then loop
let suiccessor labe lled = true
let ptr = N>>node.indxt i.sl ink
while ptr ne 0 do

[
let j F> >edge. indxtptr .succ
if not N>>ioide, undxtj. labelled then

[
su ccessorl ah el led = false

br eak
I

ptr E>>edge. uuidx tptr .s l ink
I

if miut suuecessor labe llecl thei r loop

/1 at this pomnit We know that a lt m l ’ t he successors
// to node i are labelled

found true
let ijptr = N> >node.tmi dxti .slink
while ijptr ne 0 do

[
// for all edges j (I => j ) coui ipuute Gij(r)
let j  [ >> ec lge. iuidx t ijp tr .succ

\Vss (diskout , “cV ert ex i is unlabelled and vertex j us
labell ed ( i ,j)= “ )

Wits (diskout , i)
Wds (diskou t , j)

DetGij (i , ~ , ijptr)
I’nu m m tF (i , 

~ , E>>ed ge .indx?ijptr .g l imik , diskout)

II now set Bij
I-> )edge .undx t ijptr .Bij = DetBij (i , i, ij ptr)
//  p r um u t Buj
~V ss (d iskout , ~*cBiJ . (I , J , lImj) “)
~ V& j  (diskum tu t , I)
\Vds ( du sk i m u t , J)
Wds (di ’s k o umt , F> >edge. indxt ijptr .Buj)

ij ptr = I’. > >edge.i midx m ijptr .sI ink
I

II fi t 1w corn pu Ic I’ m( r)
let s i p  i)et i’ m (m)

Pr im mi l  (i , I) , N >> mi mdc. u ndx t u . l ’ lm ui l - c lus k t u m ut)

/1 l ibe l  made u to slum mw t hat f - i f  u )  h is  beepu c’ouimputed

59
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~

N>>node.indxt i .labe lled true

if stop then
LI
Wss (diskoLit , “~cFi(r) infinity for 0 le r le M”)
Wss (diskout, “~cNode “ )
Wds (diskout , i)
return
I

I

~~ II try to find another node whose successors are all labelled

if found then goto LOOP

]Mert

amid DetG ij (i , ~ , ijptr) be
I ’ [DetG ij

II deterniine Gij(r)
I-
II r+E[tj ] gr M: Gij(r) = Sij + E[tj ] + f j (E [t j ]  + Lij)
II r+E[tj ] Ic M: = E [tj] + mm ~ fj ( r+E[tj ]),
II Sij + fj(E[tj ] + [.ij) }

• let Etj N>>node. imidxtj .Eti
let bp = M-Etj // breakpoint
let 1.5iJ E>>edge .indx?ijptr .load
let Sij E>>edge .indx t ijp tr .save

let F’jptr = N>>node . indxtj .f l ink
let si Suj + Eva lfg (Fjptr , Lij+Etj )

II flow coi istr tmct Gij(r)

let ysave = 0
Ict s p = 0
E> >edge. indxs ijptr .glink = fnext

for r = 0  to bp do
II
let yval Ev :ulfg (Fjptr, r + Etj)
if ~xa l  gr x l (lien y v a l  = sI
i f  (s x il + I - i j )  ne ysav e theni

[
i f  sp ne 0 then F> >f tmn ctmo n . m mi d x tsp . s s I mu r k  [next

fnext
I ’ m i te r xs  (r, sval + Ftj, 0)
ss . m ve ~oml + Etj

1
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I
F - II miow enter breakpoint val ume if it isn ’t there

if (si + Etj ) ne ysave then
LI
if sp ne 0 then F>>f unctioni .indxtsp .xy link = fnext
sp fnext
Enter xy (bp, si + Etj , 0)
I

F>>func t ion .indx rsp .xy link = fnext
Enterxy (Ni , infin ity, 0)

]DetOij

and DetFu (i) = valof
[DetFi

II Determine FUr) = SLIM os er all edges (i,j) of Gij(r)tpij, r le M

let stop = false
let jptr = N> >nudc’.indxr i.slink
N> >node.inidxt m .t ’ l iui k f next

let ysave 0
let sp = 0
for r = 0 to M do

• [rloop
let infinflag = false
let ysu un 0
let flag false
let iJptr N> >node . mn idxt i , s lj n k
w hile ijptr lie 0 do

[ //  pu * gij(r)
le t Gmjptr = E>>edge. indx t ijptr .g lmnk
le t pij F> >edge .uui d x i  ijp tr.pij
let Gval Eva lt ’g (C ijptr , r)
if Gval eq imifin ity ’ then infinf lag = true
~suu m = ys uimli + (Gva l * p u)
mjp t r = E> >edge .iuidx t ijptr .s l im rk
I

ysum = ysum / 100 II Normal i/c: ~IJ in per cent

if ’ mmml mm i l ’ l ag themi ysum it mm m f ini i ty
u ) 55 , m vc ’ m u c ~suuii (lien

[ II Enter tIns breakpoint into the l’uuic t mou i
list

i f  sp ire (I t heir F>> fum re t u o u i , imi dx isp.xyl iu i k = fmi ex t
= fuie s t

I u it c ’rx~ (u , ysum n , 0)
= ~sumi m

I
$
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if ysave eq infinity then
if r Is M then stop true

] rloop

resu ltis stop

JDetFi

4’
and DetBij (i , J ’ iJptr) = valof

[DetBij

II Compute Bij such that:
II gij(r) fj(r + E[tj]) + E[tj ] for r Ic Bij

let Etj = N>>node .indxtj .Eti
let Gijptr E>>edge.indxtijptr .g link
let Fjptr = N>>node.indxtj.f link

for r 0 to M do
[ II loop while Gij (r) Fj (r + E[tj] ) + E[tj ]
if (Evalfg (Fjptr , r + Etj ) + Etj) ne

Evalfg (Gijptr , r) then resultis r
I

resultis M

]DetBij

and DetEti (i) be
[DetEti

// Determine E[ti] for node i:
II E[ti] = Ii + ( (R#yi)* qi / (1—qi) )
let t i = N>>node. iuidxti .tj
let yi = N>>niode. indxt i .yi
let qi N>>node .indxti .qi // note that qi is in %

let F t m Ii + ( ( ( R+vi) * qi) / (100 — qi))
N> >node .undx t i .Eti = Eti

JDetFti

and Fm Ill is ts (st rmim m , st ruilout) he
[Fi lil ists

II c reate the E DC F and NOI)F isi s from n the graph model
// Input pana nieter I ile (s tr m i m m ) on t’m lc : G.I N

W ’,.s (s irni o m ul , ~*cI ’ nler lime Maxiunun Recovery Tu ne Ni: “ )
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M = Getnum (s rniin , strmout )
W .ss (strn rout . “*cE nter the Re—con ) iguration Time R: “ )

R = Getnumn (strmi ul , st rmout)
Wss (strmout , “*cEuitcr the number of nodes in graph: “ )

nodes = Getnum (strmun , strmout)
edges = 1

for i = 1 to nodes do
[h OOf)
Wss (strniout , “*cE nte n ( f m ‘V u Qm(%) for node “)
Wds (st rnlout , i)
\Vss (str nnout , “

: “)

N>> niode.ind ~ 1’ i.ti Getnuni (strrn in, strmout)
N> >miod e. im udx 1’ i ,~ i = (ietmiuni (s tr n im ui , strmout)

~ N> >nodc.indx f i.q i = Getnumn (st rniin , strmout)

7/ Determine E[ti]
DetEti (i)

Wss (s trmnout , “For each suiccessor to node “)
Wds (str uiiout , I)

.5.. Wss (st rm ir o uu t , “ enter: 8c”)
Wss (strniout . “ (Successor Node, Load Time, Save Time, Puj(%)

) c ”)
let cnt r 0
let tp ij = 0
xc lim le t r u e  do

[edgeloop
Wss (str ul iouut , “ “)

le t succ = Get uiumii (strm iiin , str nrout)
if succ eq 0 then

LI
if tp ij mie 100 then Ws s (strmout ,
“ eSuum of puj ’s mieq 100 * * ** **~~)

break
I

cot = cut +1
F> >ed ge.mu id s t  edges .suu cc st mcc
F> >eu.lge.uni.I s tedges .pred
E>>edg’c .umud x t e c lee s . l m , uml Getm i umo (s tru ’ nun , st rmi io uu t)
I > >eck ’c . umuclx teml ges .s m s  e = Get nu m mi ( s t r m  in , str mou it)
F > >cdg c . mmud s te c lgc s .pu I = ( j et um u umu i  ( s t r mn u n . sl r uulo u mt)
t p mp = t puj  + F> >edge. iuidx t ect ges .~’,ij
I > >edgc .iiid st edge~.g liii k = 0
I > )cm t ’e nid x t  edges .Uij = 4 )
tes t (curt  eq I)

l s m m  I > >i’mj ’’ m , i mid x m m,’~l~’~~ sI iii k = 0
it tot I > >ccl gm ’.m uic lx t~’~lgcs .s l umr k  edg es—I

edges = edges + I
]ed getm mm p

test ( m m m i  eq t ) )
it s m u  N> >uiu u cl e . iui dxl’ i .s luum k 0

‘ 1 63
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ift iot N>>node .indxti . slink edges —

N> >node.uncl ’c t i.cuiunt = CflL

N >>no de .un dx -r i .fl ini k 0
N> >node.mndx ’m u.Iahe lled false
Jiloop

edges = edges — 1

/1  create the predecessor linked list

for i 1 to nodes do
[iloop
let p t r = 0
(‘or .~ 

= 1 to edges do
[jloop
if E>>edge. ind .xtj .succ ne i then loop
test (ptr eq 0)

mfso E>>edge.i uidxtj.p link 0
ifniot E>>edge .iuidxtj .p link = ptr

p t r = J
]j loop

IN>>mlode.in dxt i.plink ptr
]iloop

/7 initialize Fuimiction list by linking the free pointer chain

for i 1 to fmax do
LI
F> >func t ion . indxt i .xy l ink i+1
I

F>>f ’unctiomi.iuidxtf max . ’cyl ink = 0 /7 end of chain
fnext 1

]Filllists

and Pnunil ust ,s (slrrninut) he
[Prunt l ists

/7 Pri nit the co u item r t s i f  the Node list

\Vs s (st rn lomu t ,” e Nm ucle I. msL *c ”)
ss (s tr nrou) ,’’ N ode ( ‘om em i t  P l i n k Slink’’)

‘cV ss (str rno ut ,’’ lu ‘u i ( ) i— ’T F[t u] I- ’ l iu ik I m hel led* c )
I or m = I to ill i l _ s k~

[m l ii mp
‘4~m , l’-’ (s irniciuit ,i)

I mui m mu t J ”~ > > mi m ( I m ’ m u d  x l  u,e o u mu it)

\° d’. ( smr m r u mm u u i N >> m tuu u lc . m mmdx ~i.p iurk )
l x i  rur i u im u t ,’’ ‘ ‘ )

~vi l’, ( s t mu iuu u mu) ,N~> > mm m dm ’ mmii lx tu ,s l u n k )

64
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~V ds (s t rm i i t u tm t ,N > > mio d e . muud x t i . t u )
V~ mis ( s trm u u o ut , N>> um ode ,u uidx t m . yi)
Wd s (strmi iu uut ,N > >u iode .uur dx t i.qi)
Wds (s t rm u a uu t ,N >>node, umidxti .Eti )
Wd’~ (s tm mruo ut ,N>>node. indxt i.f l inrk)
test N>>node , imidx ’r i ,lahe lled

ifso \Vs ’, ( s t u  iuiou t , “ tr ue*c”)
ifmiot Wss (s trmnout , “ false ’c”)

-
‘ 

]iloop

II Print the conte uits of ’ the Edge list

Ws s (str rnou it ,~*c*cEdge List: *c”)
Wss (strni o uut ,” Index Pred Pl umi k Succ “ )

• 
‘ 

W ss ( s t r nr o um t ,’S l in i k l oad Save P ij— 17 Glimik Bij *c”)
I’or j I to edges do

[j loop
W ds (s t r m rn m u m t ,J)
W ds I so miii m it E> >edc’e. i uim , l m pied)
\~m,lx ( s i m uu i ’ u t ,F>> c ’dee. u u i l \ m j , p l i i u k )

Is
:. V~’ds ( x t r u u r o u t ,[> >ec t u e. i r io t s  1J .succ)

~V ds (x i  r uu io ui t ,E> >edge , u nd ~, tj .s l m ir k)
\Vd s (s t  n u u i m m u t .I’ > >e dgc, i ird m~ tj , lm _ mac I )

~\‘d~ ( s t r m u i m  m u ut F ‘> >edgc’.u uud \  m J . s : m xe )
\\ ,,Is (s ( ru iumu i t ,E> >cd ’ L’ m uds t j , puj)
W ds ( ‘ , i mn u i t , I >>cd ’~’ u i u m l’, t i  g luur k)
\Vds ( ‘t i  m u um t , i’ > >e dge.i uid x i t . Umj)
Wss (str nlouu t ,”* c”)

.5 1,jloop

IPrintlists

and Evalig (ptr , x) valof
[Evalfg

,‘/ esalu:m ie t h e  I or u’ t u ru re tmom i  (w t uus e t us i  e t u ’ iu ie m r t is pommited
7/ to by pin) xci  tli a r g m iu imenit x

x
let result = 0
while pt r ne t) do

[
if x Ic F> >t ’uumictio ur .in d ”, I l m t i  x then break
res u ult = I’> >1 u ur ctuo ui , u urd s m
ph 1 > > l m m u i m t i m u u u . m m m d x t  ptr . s~ mu r k

resu li ms result
]F v a It ’g

am id Fn iter xx ( x , ~~, l u r k )  he
[Fumie r x y

(15



// make an (x ,y) entry on the Function list

let i = fnext
fnext = F>>function .indxti.xylink
F>>function.indx t i,x = x
F>>funct ion .indxti.y = y
F>>function .indxti .xy l in k = link

- 

‘ 
it ’ fnext eq 0 then

5
’ 

- [
7/ no nnore space
Wss (diskout , “*cFu mnction list filled”)
Gets (keys)
I

IjEnterxy

and PrintF (i, i, ptr , strmo ut) be
[PrintF

7/ Print either Fi(r) or Gij(r)

if j eq O then
I’ LI

Wss (strmou ut ,”tcFunction — F”)
Wds (sirmout , i)
Wss (strrnout,”(r) “)
]

if j ne 0 then
[
Wss (st rmout ,” cFtunction - G”)
Wds (strmout ,i); Wds (strmoutj)
Wss (strmout ,”(r) “ )

I
white ptr ne 0 do

LI
Wss (strmout , ~*c ~

)
\Vds (shrmout .F>>function .indxt pt r.x)
let yx: m l  = F’>> fuu nct ion .indxrpt r ,y
test ~v ;u l eq infinity

ufso W ss (strmout , “ inf”)
ifniot Wd s (st rmo um t , yval)

ptr F> >fuu iction .indxtpt r .xy lin r k
I

Wsx (stunnotut , “tc”)

]i’rintF

and Getn mum (xi m u  in , st m n m o ui t )  = valof

/7 me nu in a binary mi mu mu ihe r f’ ru imn the keyboard

(m6

L _ _ _ _.
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l e t c = 0 ;  Iet n = O
wh ile trume do

[
c = Gets (strinin)
Puts (stmmout ,c)

.5 
if c eq #40 % c eq #15 then resultis n
o = 0*10 + c-$0
I

IGetnum

amid Wds (strm, sal) be
[Wds

// W m ite deci m al val ue: val to stream: strm

let outst m vec 5
for i = 7 t o I by -i do

• LI
-t outstr > >s t n u mig .char t i (val rem 10) +

val = val / 1O
I

f o r i = l t o ô cjo
I
if ou uts t r> >st ning.ch a rti mie ~0 therm break
outst m> >st rung .cha r t u $
I

ou utstr > >string .length = 7
Wss (s um, outst r)
I Wds

and Wm ap ump 0 be
[Wrapup

1/ Close disk files , etc.

Closes (diskin)
(.‘kus c’s (ci is kom ut)
Ws (“ cEmid of Pni m g r m n n ”)
finish
JW rapup
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Appendix B
SAMPLE INPUT DATA FOR MERT ANALYSIS PROGRAM

Enter the Maximun Recovery Time M: 30

Enter the Re-configuration Time R: 2

Enter the number of nodes in graph: 7

Enter (t~ yj q~(%) for node 1: 12 10 6
For each successor to node 1 enter:

(Successor Node, Load time, Save time, Pjj (%) )
2 3 4 5 0
3 3 4 2 5

.3 4 3 4 2 5

Enter (t~ y1 q.(%) for node 2: 20 3 3
For each successor to node 2 enter:

(Successor Node, Load time, Save time, p~(%) )
7 3 4 100

Enter ((~ y, q~(%) for node 3: 5 2 8
For each successor to node 3 enter:

(Successor Node, Load time, Save time, P1j(%) )
4 3 4 10
5 3  4 30
6 3 4 60

Enter (t~ y1 q1(%) for node 4: 15 12 5
For each successor to node 4 enter:

(Successor Node, Load time , Save time, p~1(%) )
7 3 4 1 0 0
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Enter ((
~ 

y1 q~(%) for node 5: 6 4 1
For each successor to node 5 enter:

(Successor Node, Load time, Save time, p~(%) )
7 3 4 1 0 0

Enter (t~ y1 q1(%) for node 6: 7 0 0
For each successor to node 6 enter:

(Successor Node. Load time, Save time, pjj (%) )
7 3 4 1 0 0

Enter ((
~ 

y1 q~(%) for node 7: 10 5 2

• For each successor to node 7 enter:
(Successor Node, Load time, Save time , pjj (%) )

< EOF >

___  _ _ _  
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Appendix C

OUTPUT DATA FROM MERT ANALYSIS PROGRAM

(Note: fj r) and g,/ r) are step functions. They are stored by storing their breakpoint
values. i.e., f7(r): 30 00 corresponds to:

17(r) = 0, for r 
~ 

30,
00 f o r r) 3 0 .)

Function - 1’7(r)
30 00

Vertex i is unlabelled and vertex j is labelled (ii) = 2 7
Function - g27(r)

0 10
20 14
30 00

B11: (i, ~ Bjj) 2 7 20
Function - f 2(r)

0 10
20 14
30 00

Vertex i is unlabelled and vertex j is labelled (ij) = 4 7
Function - g47(r)

0 10
20 14
30 00

B~: (i. i• Bj1) 4 7 20
Function - 14(r)

0 10
20 14
30 00

Vertex i is unlabelled and vertex j is labelled (ij) = 5 7
Function — g57(r)

0 10
20 14
30 00

lI~j : (I , i. B~ ) 5 7 20
Function - 15(r)

0 10
20 14
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4
I

30 00

Vertex i is unlabelled and vertex j is labelled (ij) = 6 7
Function - g67(r)

0 10
• 20 14

30 00

Il ~: (i, J~ B~) 6 7 20
Function — f6(r)

0 10
20 14
30 00

Vertex i is unlabelled and vertex j is labelled (i,j) 3 6
Function — g36(r)

• 

. 0 17
13 21
30 00

f

• 
• • ••  ll~ : (i . ~~, B~

) 3 6 23
Vertex i is unlabelled and vertex j is labelled (i,j) = 3 5
Function — g35(r)

0 16
14 20
30 00

(i . 
~~
. R~

) 3 5 24
• Vertex i is unlabelled and vertex j is labelled (ii) = 3 4

Function — g34(r)
• 0 26

4 30
30 00

• R~ : (i . i, B,j ) 3 4 14
Function — f 3(r)

0 17
4 18

13 20
14 21
30 00

Vertex i is unlabelled and vertex j is labelled (i,j) = 1 4
Function - g14(r)

0 26
4 30

30 00

(i. i. l3~ ) 1 4 14
Vertex i i~ unlabelled and vertex j is labelled (ii) = 1 3
Function — g13(r)

~1 0 24
7 26

• 8 27

7’
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24 28
• 30 00

B~: (i, i. Bjj) 1 3 24
Vertex i is unlabelled and vertex j is labelled (ij) = 1 2
Function — g12(r)

0 34
10 38
30 00

B11: (i, ~~, Bjj) 1 2 10
Function — f 1(r)

• 0 29
4 30
7 31

10 33
30 00

S
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