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SECTION 1
EXECUTIVE SUMMARY

T BACKGROUND AND OBJECTIVES

EG& G. under contract to DNA, has undertaken to perform a
definitive tradeoff analysis of Electromagnetic Pulse (EMP) test techniques
which might be employed in the assessment of underground Command, Control,
and Communication (C3) facilities for survivability in a high altitude EMP
environment. Four classes of potential buried C3 facilities were defined.
These four classes bound, or typify, the majority of the facilities which would
be encountered in the DNA C3 Assessment Program. For each of the four
classes, an optimum mix of test and analysis techniques has been defined.

This document is a final report on this evaluation study and defines the four
classes, identifies the four typical actual sites. presents the test technigque
evaluation criteria. and the conclusions and recommendations derived.

The Defense Nuclear Agency is currently conducting comprehensive
programs to assess the high altitude EMP vulnerability of C3 systems. This
program includes evaluation of many types of voice, teletype, and digital
communication links. Because of the diversity and scope of this program. a
large variety of structural types of buildings will be encountered. This includes,
but is not limited to, buildings which are buried or on the surface, buildings
which are unshielded or well shielded. buildings which incorporate hardened
penetrations, and buildings with very simple or very complicated external and
internal coupling geometries.

The primary thrust of the DNA C3 Programs is analytical, depending
primarily upon computerized modeling techniques such as the Boeing developed
PRESTO code. However, to validate computerized models and to verify their
predictions, some form of EMP testing is required. Test techniques can vary
from simple low-level CW direct injection of signals on cables up through

threat level pulse radiation. A large variety of EMP test devices and simulators
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are available to perform these tests. Hence, trade studies are required to
determine the optimum mix of test techniques and simulators for the various
classes of buried facilities to be encountered.

The objective of this study is to perform a definitive tradeoff
analysis of the alternative test and simulation techniques available for deter-
mining the survivability of certain classes of buried (73 facilities for an EMP
environment. Several buried C3 systems may require testing for EMP vulner-
ability and such a trade study would be helpful in planning for future specific
tests.

This study has not attempted to define a single preferred technique
for each site. A decision to test, and subsequent experiment design is highly
individual for each test program, and depends upon many time varying param-
eters. Such parameters include simulation state-of-the-art. analysis state-
of-the-art, the role a site has in support of national priorities, available funds.
etc. Because of the highly flexible natures of these factors, it is impossible
to determine far in advance an optimum technique; this depends on test objectives
and available resources.

This study scrutinized many combinations of test analysis methods
and evaluated them in terms of accuracy, applicability, cost. and other factors.
Thus, for several classes of sites, including most actual existing buried C3
facilities, optimum combinations of test and analysis methods can be chosen

in light of test objectives and program priorities.

1.2 TECHNICAL APPROACH

Because of the large variety of potential configurations which buried
C3 sites might assume, EG&G has taken an approach which allowed the majority
of these sites to be bounded by a sample of four generalized sites. Each of the
four generic sites is discussed in more detail in Section 2 of this document.
Briefly the four sites are typified by the following measured parameters, (1) a
large complex site with many buildings -- some buried, some shielded. some

both, some neither, (2) site buried and shielded, (3) site buried but unshielded,

and (4) single tall structure partially buried. For each of the four classes of




facilities, an actual specific site representative of the class has been selected
for an example. Detailed descriptions of the four actual sites are contained
in Section 2 of this document.

For each of the four actual sites, the applicability and usefulness:
of various test techniques and simulators will be evaluated.

The seven test methods typically used in EMP vulnerability assess-

ments are shown in Table 1-1.

Table 1-1
Test Methods

POE Direct Drive (Pulse)

POE Direct Drive (CW)

High Level Pulse Radiation
" Low Level Pulse Radiation

CW Radiation

Scale Modeling

Subsystem (""Black Box') Testing

Inasmuch as these test methods are almost always used in combina-
tion to form an integrated assessment program, the test methods have been
grouped together in eight groupings. We have assigned the name assessment
technique to each group. Fach assessment technique then is a combination of
the test methods plus analysis. The combinations that were used in this evalua-

tion program are shown in Table 1-2,

’ 1-3
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Table 1-2

Assessment Techniques

Technique 1 Analysis: Scale Modeling: Subsystem
("Black Box'') Testing

Technique 2 Analysis; CW Radiation: POE Direct

i Drive (P)

Technique 3 Analysis: High-Level Pulse Radiation;:
POE Direct Drive (P)

Technique 4 Analysis: POE Direct Drive (P)

Technique 5 Analysis; CW Radiation: Subsystem
(""'Black Box'') Testing

Technique 6 Analysis: High-Level Pulse Radia*ion

Technique 7 Analysis: Low-Level Pulse Radiation:
POE Direct Drive (P)

Technique 8 Analysis: CW Radiation: POE Direct

Drive (CW): POE Direct Drive (P)

Combinations of the above methods have been employed in many of the major
EMP programs completed in the past. Application of the assessment techniques
in the past EMP programs is illustrated in matrix form in Figure 1-1.

Brief explanations of each of the individual test techniques are con-
tained in the following paragraphs. A more detailed description of each is
contained in Section 3.

These are the individual test methods used in any assessment pro-
gram. A test method is rarely. if ever. employed in an isolated application.
Rather. a combination of test methods are chosen to arrive at an integrated
assessment program or technique for a particular site.

Analysis

Analysis will mean those analytical and predictive methods used to
relate test data to phenomenology and for extrapolation to threat levels. Since
the primary analytical tool of the DNA (?3 EMP assessment is PRESTO, it is
assumed that the coupling predictions will be generated using the PRESTO code

or some equivalent code whose accuracy is well known for these applications.
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For subsequent evaluations herein (such as cost estimates) analysis will also
include the off-site data reduction processes required in each particular case.
POE Direct Drive (P)

The pulse direct drive of facility POEs is a method often employed

to auement illumination of the facility by radiating or bounded wave simulation.
Due to insufficient coupling the latter methods inadequately or improperly drive
POEs. An example of this would of course be long aerial lines. Pulse Direct
Drive is therefore often employed to provide these time domain simulations

and ‘or to extend to threat levels and facility nonlinearities.

POE Direct Drive (CW)

The direct drive of facility POEs in the frequency domain is

employed for reasons similar to those of pulse drive. that is direct measurement
of transfer functions. However, this method would not normally be used to
threat levels, but rather to extend the dynamic measurement range for obtaining
transfer functions of linear systems. This method is frequently used to measure

parameters to aid in analysis.

Pulse Radiating Simulation (High- and Low-Level)

Pulse radiating simulators are employed for assessment of direct
energy penetration into facilities and excitation of some POEs. They have
advantage in efficiency of assessment by virtue of their time domain nature.
They differ in peak field levels (from as little as 1 kV ‘m to full threat levels).
spectral content, polarization, and uniformity of excitation. Therefore, selec-
tion of a pulse simulator is determined by the particular facility to be tested.
The pulse simulators to be considered in this study are TEMPS, RES-I. and

SIEGE type underground excitation.

CW Radiating Simulators

The methods employed by these single or swept frequency simulators
have their principal advantage in the extended dynamic range of measurement.
Peak field levels are comparatively very low. Has utility in obtaining system
transfer functions and to identify flaws ("'leaks') is shielded sites. CW drive

bounded arrays offer further increased range.
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Subsystem or '"Black Box'' Tests

This method is employed in instances when facility POEs can not
be driven to threat levels. It is used to determine upset and damage thresholds

and margins of safety.

Scale Modeling

While not commonly employed. Scale Modeling offers an alternative
approach to complex facilities: to instances where analysis and analytical models
offer limited confidence and may not be possible because of practical reasons.

Inasmuch as there are numerous permutations of the eight assessment
techniques, preliminary screening based on engineering judgement and experience
was performed to arrive at a reasonable minimum set of combinations.

Based upon the four representative sites, the foregoing test methods
have been grouped into combinations of methods, each combination thus forming
an assessment technique. Eight assessment techniques were considered applic-
able and sufficient for all four representative sites.

Clearly the use of an arbitrary number of permutations of all possible
combinations of test methods is not feasible. The result would expand the sub-
sequent technique evaluation task beyond manageable proportions. Therefore,
for each site evaluation, techniques were based not only upon the particular site
characteristics but also upon that which was reasonable, and thus necessarily
contain an element of subjectiveness.

At the other extreme, there has been the strong tendency to prejudge
as to the one single suitable assessment technique at the exclusion of all or
many others. Avoiding this tendency, a reasonable set of assessment techniques
has been chosen for each site and the judgement as to the most suitable will be
determined by subsequent evaluation criteria.

For each of the individual four actual sites, additional preliminary
screening was performed to arrive at a reasonable set of techniques which
could be applied to that site. The techniques chosen for the various sites are

illustrated in Table 1-3.




SITE 1

Technique 1
Technique 2
Technique 3
Technique 4
Technique 5
Technique 6
SITE 2

Technique 2
Technique 3
Technique 5
Technique 6
Technique 7

Technique 8

SITE 3

Technique 2

Technique 3
Technique 6
Technique 7

Technique 8

SITE 4

Technique 2
Technique 3
Technique 4
Technique 6
Technique 7

Technique 8

Analysis:
Analysis:
Analysis:
Analysis:
Analysis:

Analysis:

Analysis:
Analysis:
Analysis:
Analysis:
Analysis:

Analysis:
Drive (P)

Analysis:
Analysis:
Analysis:
Analysis:

Analysis:
Drive (P)

Analysis:
Analysis:
Analysis:
Analysis:
Analysis:
Analysis:
Drive (P)

Table 1-3

Assessment Techniques

Scale Modeling: Subsystem ("Black Box'') Testing
CW Radiation: POE Direct Drive (P)

High-Level Pulse Radiation: POE Direct Drive (P)
POE Direct Drive (P)

CW Radiation; Subsystem ("'Black Box') Testing

High-Level Pulse Radiation

CW Radiation: POE Direct Drive (P)

High-Level Pulse Radiation: POE Direct Drive (P)
CW Radiation: Subsystem ("Blaclk Box') Testing
High Level Pulse Radiation

Low-Level Pulse Radiation; POE Direct Drive (P)
CW Radiation: POE Direct Drive (CW): POE Direct

CW Radiation: POE Direct Drive (P)

High-Level Pulse Radiation: POE Direct Drive (P)
High Level Pulse Radiation

Low-Level Pulse Radiation: POE Direct Drive (P)

CW Radiation: POE Direct Drive (CW): POE Direct

CW Radiation: POE Direct Drive (P)

High-Level Pulse Radiation: POE Direct Drive (P)
POE Direct Drive (P)

High Level Pulse Radiation

ILow-Level Pulse Radiation: POE Direct Drive (P)
CW Radiation: POE Direct Drive (CW): POE Direct
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For each site and for each grouping of techniques, a final evaluation
to determine the optimum analysis test mix was performed. For the final

evaluation, a set of evaluation criteria were developed.

1.3 EVALUATION CRITERIA

In order to assess the applicability and desirability of using a given
test and or simulation technique, the following evaluation criteria have been
established.

1. Accuracy of Data

2.  Approximate Cost
3. Duration of Test
4.

Interference with Routine Facility Operation

The meaning and application of the above evaluation criteria will be

discussed in the following paragraphs.

1. 3.1 Accuracy of Data

The amount and type of data required of a test program is dictated
by the confidence requirements of the assessment program, and the confidence
interval provided by the analysis portion of the program along with data provided
by other test techniques. For instance, should a high confidence assessment be
desired in conjunction with a low confidence analytical technique. then large
volumes of extremely accurate high quality data would be required. Conversely,
if an extensive, high confidence analytical assessment program is utilized then
less data would be required to validate portions of the analytical model. For
purposes of this program, data quality has been divided into three categories,
high, i.e., error bounds of less than 6 dB: medium. i.e.. error bounds between
6 and 20 dB: and low, i.e., error bounds within 20 to 40 dB. Error bounds in
excess of 40 dB are considered unacceptable. Achievable data qualities for the
potential simulation and measurement techniques to be utilized in a test were

assessed based upon:

1. Direct historical evidence of data taken on similar site or
test items.




2. Based upon experienced and demonstrated reliability of a
known measurement technique or measurement devices.

3. Based upon estimated reliability of required measurement

techniques.

The accuracy of analytic techniques were also evaluated. For this
study it was assumed that the analysis techniques to be considered would have
accuracies comparable to the predictive capability of the PRESTO code. This
code has been used to develop EMP and TEMPS environment response predic-
tions at two AUTOVON facilities. Comparison of test data to pretest predictions
has been performed to determine, in a quantitative fashion, the accuracy of the
predictions as a function of the level of complexity of the coupling path to the
point at which the prediction and the subsequent measurement were made,

(see Reference 1).

1.3.2 Costs
SIMULATORS — Each of the potential EMP simulators that have

been evaluated in this program have been examined to determine their approxi-
mate operating costs. Simulators in this sense applies topulse and CW cable
drivers, low level radiators as well as threat level simulators. Each has been
evaluated to determine such factors as transportation costs, setup and tear-
down times, and manpower requirements, operating costs (i.e., number of
personnel and material required), data acquisition costs, and finally data
reduction costs. Whenever two simulators or two types of simulation will
satisfy a test requirement, the less expensive simulator has been the one

which has been recommended.
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ANALYSIS — It has been assumed for the purpose of this study, that
analysis techniques wiil be based upon the PRESTO prediction modeling code
which has been employed and developed by the Boeing Company in support of
the PREMPT and APACHE Programs. No attempt is made, or intended, to
provide actual or reasonable cost for any of the analytical assessments to be
encountered in the DNA's (‘3 Assessment Programs. Rather a relative cost
in rank orders for the various analysis efforts has been developed. There are
many assumptions and ground rules in this costing effort which may. or may
not, hold during an actual assessment. In determining the relative cost of an
analytical assessment, the size and complexity of the site combined with the
availability of test data will be primary consideration, for instance a fairly
simple facility with limited numbers of penetrations which was to be subjected
to a full scale simulation test would require very little in the way of analysis.
For this type of facility and this type of technique an "abbreviated' analytic

assessment would be considered adequate.

1.3.3 Practicality

Each of the test and simulation techniques has been evaluated and
ranked in terms of the practicality of instrumentation. Those factors which
influence the practicality of a test technique include such things as the number
of independent agencies requiring coordination, the size and complexity of the
physical facilities required, the logistics requirements and their availability,
site access topology and location, (e.g., use of a TEMPS type simulator on

steep rocky mountainous terrain would not be recommended).

1.3.4 Interference with Normal Operation

The potential forms of interference with routine operation have
been grouped in three categories. These are:

1. physical modifications to the site,

2. interruptions of site functional activity, and

3. Special safety considerations.




In the first category. each simulation or test technique has been
evaluated and ranked according to those modification requirements attendant
upon use of that simulator. There are then three classes of modification.

The first of these is moderate which would include limited earth work, limited
temporary site modification, such as disconnecting cables, or installing special
measurement devices. The second category, which is more severe in nature,
would include potentially large earth work, expensive or more permanent
modifications to the site for instance cutting holes in doors or walls to route
instrumentation cables or transmission links, and finally temporary installation

of additional office or laboratory space in the form of vans or frailers. The

final categorv of physical modifications would include facilities construction on
site as grading, clearing, installation of footings, parking lots, sanitary facilities,

etC.

1.4 ELECTROMAGNETIC APPROACH
EG&G has engaged the services of the Mission Research Corporation
to provide additional analytic support in the area of Electromagnetic Propagation
and Coupling. Using MRC computer codes, the incident and subsurface electro-
magnetic fields for an assumed high altitude (HA) EMP and for each of the
simulators have been computed. Thus, the subsurface fields generated by
the various simulators can be compared to those of a HA EMP to determine
the adequacy of the simulation technique, and the amount of extrapolation which
would be required. For the simulators a crude approximation of the type of
signals to be anticipated for each of the four specific sites ‘wuvs calculated. The
. usefulness of each of the simulators can then be evaluated in terms of:

1) adequacy of simulation, 2) ability to generate sufficient response to fulfill
the data requirements.

The various external coupling paths have been modeled. The pur-
pose of this modeling effort was to determine the relative currents induced on
these coupling paths by an assumed HA FMP and each of the various radiatine

simulators. Of particular concern in any radiated EMP tests is the ability of
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this radiating simulator to adequately excite long coupling paths such as power

lines or communication cables.

HIGH ALTITUDE EMP ANALYSIS — The HA field is defined in
Reference 2. Two worst case studies were made. Case I maximized the
horizontally polarized component of the incident electric field. This occurs
at an angle of incidence of 26” from the vertical, with an electric field

polarization angle of 79° from the vertical (Figure 1-2).

Figure 1-2. HA Case I - Angles of Incidence and Polarization

Case II maximized the vertically polarized component of the incident
electric field. This is at an angle of incidence of 26 and polarization angle of
70 ., with the angles defined as before.

The HA field is uniform everywhere at the surface. The
effect of ground parameters on the reflection and transmission of the fields
by the ground need only to be calculated at one point. The incident and reflected
electric and magnetic fields were calculated at the surface of the ground and the
transmitted fields were calculated at 1, 5, 10, 15, and 20 meters below the
surface. The effect of sni!l water contents of 1, 10, and 50 percent were
calculated on these fields: the 10 percent water content is an average soil, and

the 1 and 50 percent cases are used as bounds.
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Conductivity and sensitivity are obtained as functions of frequency
according to the methodology of Longmire (Reference 3).

The plane wave reflection and transmission cocfficients (Reference 4)
for vertical and horizontal polarizations were used to get the fields at the

surface and in the ground.

TEMPS ANALYSIS — The TEMPS analysis is more complicated
than that of the HA. because the TEMPS fields are a function of position.
To simplify the analysis, TEMPS is assumed to be infinitely long and at its
maximum height (20 meters). The electric and magnetic fields wer e derived
from measured output of the TEMPS given in Figure 1-3. The fields were
calculated for a square extending 100 meters in each direction from the center
of the TEMPS, at 50 meter increments. The incident, reflected. and trans-
mitted fields were calculated for the same depths in the ground as the HA
fields. Only the fields for soil wat er contents of 1 znd 10 percent were calculated.

The analytical model for the TEMPS field was necessarily simple,
and was based on theory for an antenna infinitelv long. The expressions of
Jordon (Reference 5) for a finite antenna were expanded to give the infinite
antenna result,

The results are:

()
1 0
E =-—
Z b RO
- Z
Ey -y v Ro Vo (t)
H . (1) .

where F‘z and Ey are the electric fields longitudinal and radial to the antenna,
respectively, Hy is the magnetic field azimuthal to the antenna, y is the
perpendicular distance from the antenna, z is the longitudinal distance from

the center of the antenna, and RO = /yz ‘ 22 . VO (1) is the pulser voltage,

and ¢ is a constant,
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These equations were normalized to give a peak electric field
of 50 KV/m at 50 meters from the antenna having the waveshape of Figure 1-3.
The fields in the ground were calculated using the same reflection
coefficients {which depend upon angle of incidence) as were used for the HA

calculations.

SIEGE ANALYSIS — The SIEGE fields are a function of position
also. For this study the SIEGE array was assumed to be 3 meters above the
ground, and 110 meters long. The total electric and magnetic fields are
calculated beneath the simulator at the same depths as before at various
locations along the length of the simulator. The ground has a conductivity
of 0.01 mhos/meter and a relative permittivity of 100, which approximately
corresponds to a soil water content of 10 percent. The fields are calculated
for two different pulsers exciting the SIEGE: one is a standard double -
exponential pulser, whose output is shown in Figure 1-4, and the other is a
step function pulser shown in Figure 1-5.

The method of solution is a two-dimensional time domain finite
difference solution of Maxwell's equations. Neither the source end nor the

load end of the above ground array was loaded.

OVERHEAD CABLE CURRENTS ANALYSIS — The currents
induced on a cable by the HA and TEMPS fields were calculated. The
cable was defined as a 1-3/4'" OD power line cable with an 1/8" thickness of
insulation with a relative permittivity of 2.75 (polyethylene). Two lengths, 50
and 100 meters were studied. The cables were 10 meters above a ground with
10 percent water ('ontont,vund were shorted to earth on each end by an additional
length of the cable extending to the ground level.

For HA excitation, the worst case of broadside incidence was
calculated, i.e., the entire length of the cable is excited simultaneously .

The cable is excited by both the incident and reflected (from the

earth) waves with appropriate time delays.
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Figure 1-5. SIEGE Step Function Excitation

For the TEMPS excitation. the cable was orientated as shown in
Figure 1-6,

The cable is again excited by the incident and reflected waves,
and the spatial variation of the TEMPS fields is taken into account, including
time delays.

The cable solutions are obtained by using a time domain finite

difference solution to the telegrapher’'s equations (Reference 6,

CABLE

- 60 m -

TEMPS
. TOP VIEW

Figure 1-6. TEMPS Cable Orientation
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BURIED CABLE CURRENTS ANALYSIS — The short circuit currents
induced on cables buried 1 and 5 meters below the surface of the ground were
calculated for both the HA and TEMPS excitation. The same cable type
which was used in the overhead cable currents analysis was used, as well as
the same cable lengths. The ground had a 10 percent water content. The
cables had the same orientation as for those overhead.

The method of solution is that of Wilson (Reference 7) which treats
the buried cable as a transmission line. The incident fields are those trans-
mitted into the earth to the appropriate depth. The HA fields are
incident everywhere along the cable uniformly, where as the TEMPS fields

are non-uniform in both amplitude and time of arrival

TOWER CURRENTS ANALYSIS -- The short circuit currents
induced on a tower 80 meters high with an average radius of 7 meters were
calculated for both the HA and TEM PS excitation by using handbook
information of Reference 8.

The voltage induced on the tower was calculated analytically by
integrating the incident electric field along the height of the tower. This
voltage is used with Figure 2-14 of Reference 3 to give the currents. The

TEMPS induced currents are for the configuration shown in Figure 1-7.
bl T

TEMPS kY
. TOP VIEW

Figure 1-7. TEMPS Tower Configuration
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1.9 SUMMARY AND CONCLUSIONS

In this Section we will present, in summary form, the results of
the evaluations. Tor each site. a matrix summarizes the results in term: of
each of the evaluation criteria. For simplicity. each criterion has been

divided into catecories as shown in Table 1-4,

Table 1-4

Evaluation Factors

1. Accuracy of Data:

High <6 dB
Medium 6 <dB < 20
Low 20 < dB = 40
2. Cost:
High > $500, 000
Medium $100, 000 - $500, 000
Low < $100, 000
3. Duration:
Short > 3 months
Medium 3 - 6 months
Long > 6 months
4. Practicality:
High Quick and simple
Medium Moderately difficult
Low Large complex program

5. Interference with Site:

High Possibility of long transient upset
Medium Possibility of short transient upset
Low Require site personnel assistance

An overview of the characteristics of the four actual sites is given
in Table 1-5.




Table 1-5

Overview of the Four Sites Chosen

I. Site 1
[ Most Diversity of POEs
-- Buried Cables 'VLF Antennas
-- HF Antennas
-- Two Microwave Towers
-- Satellite Ground Terminal
® Large Size: Greater than 1 km square

® Designed for EMP Hardness

II. Ellisville. Florida. Ground Entry Point
;‘ ® Simplest Site Possible

® One Building

@ No Tower

° Shielded

® Few Antennas and Cables

[11. Lamar, Colorado. Ground Entry Point
° More Typical. in the Middle of the Spectrum
° Unshielded

® Microwave Tower 75' from Building

IV. Site 4 Communications Station
. ° Partially Buried Tall Structure
—/" ® Partially Shielded
. Blast Hardened
L] Few POEs

e
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Figure 1-8. Site 1 Results of Evaluation

Analysis: Scale Modeling;
(""Black Box'') Testing

Subsystem

Analysis: CW Radiation: POE Direct Drive (P)

Analysis: Hich [evel Pulse Radiation; POE
Direct Drive (P)

Analysis; POE Direct Drive (P)

Analysis: CW Radiation: Subsystem ("Black
Box'") Testing

Analysis: High Level Pulse Radiation
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§ 0 e | Site 1 Summary

Because Site 1 is well shielded and hardened. typical assessment
type tests using high level radiated pulsing is not recommended:; this places
Techniques 3 and 6 on the bottom of the rank ordering of techniques for Site 1.
see Figure 1-8. The most confidence per dollar expended is gained using
Techniques 4 and 5. Technique 2 follows closely behind 4 and 5. One of these
three, or a combination thereof, would seem to be the preferred approach.

Because Site 1 is not yet built, it would be extremely advantageous
to incorporate built in test capability design trade studies recommended to
evaluate use of:

1. POE Direct Drive attachments such as pigtails or
toroids with assessible above ground attachment points.

. Buried coils which could be driven in the CW mode to
monitor shielding as a function of time.

3. Means of injecting currents directly onto the walls of
building to monitor shielding as a function of time.

4, Installation of permanent current probes at the inside
and outside of POEs to monitor POE hardness as a
function of time.

In addition, it is recommended that CW EMI EMC type testing of
the building shielding be accomplished during construction, before the building

is buried, and after the building is buried.

1.9 Z Site 2 Summary

At Site 2, Technique 5 is the preferred technique. It provides
medium accuracy when extrapolated and has the least interference with site
activity. Techniques 2 and 8 are ranked just below 5. They provide slightly
more confidence, but introduce a non-zero probability of site upset or damage
during POE threat level pulse direct drive. These results are shown in

Figure 1-9.
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Figure 1-9. Site 2 Results of Evaluation

oo

Analysis: CW Radiation; POE Direct Drive (P)

w

Analysis: High Level Pulse Radiation; POE
Direct Drive (P)

5 Analysis; CW Radiation: Subsystem (''Black
Box"') Testing
] Analysis; Low Level Pulse Radiation; POE

Direct Drive (P)

8 Analysis; CW Radiation: POE Direct Drive
(CW) POL Direct Drive (P)

6 Analysis; High Level Pulse Radiation

Note (1) Questionable - Additional tests or analysis required
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b 5.3 Site 3 Summary
The results on the technique evaluation at Site 3 are similar to
those from Site 2. That is, Technique 5 is the preferred technique followed

closely by 2 and 8, see Figure 1-10.

1.5.4 Site 4 Summary

Technique 7 utilizing the vertically polarized airborne RES
simulator provides the highest confidence assessment. However. it scores
poorly in cost, practicality and site interference.

The three other techniques evaluated for potential use at Site 4
appear to be equally desirable. If recommended that the particular test
methods employed in a test of this type of site be based on other considerations

such as availability of equipment.

1.6 CONCLUSIONS AND RECOMMENDATIONS
e High or low level radiation test, either CW or pulse, is not

recommended for sites with 280 dB shielding and hardened penetrations.

2, Built in test devices. such as POE direct drive points, should
be incorporated in new buried shielded and hardened sites to monitor hardness
of site during its life cycle.

Sn New shielded buildings should be tested during construction to
verify integrity of shields.

4. Any final decision on the use of the various test methods
depends strongly on the test objectives, and the results of this study should be
re-evajuated when a test of any particular site is contemplated.

S Additional studies are recommended on Site 1 design tradeoffs
for EMP self test capabilities.

6, Buildings with questionable shielding should have low level
testing or analysis prior to high level test to determine feasibility.

i This study pertains to HAEMP only. Additional studies should

be performed to optimize testing mixes for close-in ground burst coupling.
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Site 3 Results of Evaluation

Analysis; CW Radiation; POE Direct Drive (P)

Analysis: High Level Pulse Radiation POE

Direct Drive (P)

Analysis; CW Radiation: Subsystem (""Black

Box") Testing

Analysis: High Level Pulse Radiation
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Note (1) Questionable - Additional tests or analysis required
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Site 4 Results of Evaluation
: CW Radiation; POE Direct Drive (P)
: POE Direct Drive (P)
: High Level Pulse Radiation
: Low Level Pulse Radiation: POE

Direct Drive (P)

Analysis; CW Radiation; POE Direct Drive

(CW) POE Direct Drive (P)

Note (1) Questionable - Additional tests or analysis required
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SECTION 2
SITE MODELS AND SITE DESCRIPTIONS

Of the many potential site geometries which will be encountered in
the DNA (‘3 Facility Assessment Program, four generalized classes were chosen
which bound, or typify. the majority of these sites. For each of these four
classes.a generice site model was generated which incorporates the character-
istic parameters of the class. When the four generic models typifying each
class were completed, an actual site closely resembling the generic model was
chosen for each class. This section presents descriptions of both the generic
sites and the actual sites chosen. Table 2-1 summarizes the main characteris-

tics of the four classes of sites.

[8%)
—

GENERIC SITE DESCRIPTIONS

2017 Site 1

Figure 2-1 portrays the generic model typical of Class #1. This
model is centered about a buried central building functioning as a communica-
tion center. This building is both buried and shielded and has treated. harcened
penetrations.  All penetrations regardless of the nature or source enter through
an EMP vault which contains surge arrestors, filters, and signal conditioning
equipment. The site model incorporates most conceivable communication cable
penetrations. This includes satellite up and down links, microwave links. L
carrier communication links, local communications, HF, MF, and LLF radio
communications, ete. The ancillery building cables and antennas cover a large
area, up to one kilometer square. The interconnected buildings are also diverse
in gceometry and function. Some of these buildings are buried. some are shielded,
some are both and some are neither. Because of the large area and the diverse
nature of the total site, only the central building, the communication center. will

be the subject of a hypothetical vulnerability assessment.
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The generic model of Site 72, shown in Figure 2-2. typifies the
stmplest possible buried communication facility. This class of facility is
buried and shielded. but does not incorporate specific EMP hardening treatment
for its penetrations. This class of site is limited to a minimum number and
tvpe of penetrations. This includes power lines, a buried communication cable,
and limited number and variety of antennas. This type of facility, which
incorporates EMP field shielding around the building but does not incorporate
EMP hardening of the penetrations is typical of facilities designed in the middle

and late 50's. This model may include a possible microwave tower.

Figure 2-3 portrays generic Site #3. Site #3 is a buried and unshielded
site. The major differences between Site Model 2 and Site Model 3 is the absence
of shielding on the buried facility in Site #3. In addition, Site “3 is more complex
in that it incorporates a larger variety of penetrations. Specifically. a larger
number of antennas and communication cables are present. This type of struc-
ture. i.e.. buried but unshielded, is typical of facility designed or constructed in

the late 50's and early 60's.

2.1.4 Site 4

Class “4 was chosen because it represents a number of facilities
which are partially buried rather than completely buried and partially shielded.
Site #4 generic model is shown in Figure 2-4. Class #4 is a "hybrid" model
because it is only partially buried and only partially shielded. [t is represen-
tative of a large number of sites which do not clearly fall into the preceding

three classes.
2 ACTUAL SITE DESCRIPTIONS

A brief overview of the four actual sites selected for this study is
riven in Table 2-2. The table contains short lists of the sites' characteristics.

The characteristics for each site typify one of the four classes of generic sites,
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Table 2-2

Overview of the Four Sites Chosen and Rationale

Site 1
e Most Diversity of POEs
-- Buried Cables VLF Antennas
-- HF Antennas
-- Two Microwave Towers
-- Satellite Ground Terminal
e Large Size: Greater than 1 km square

e Designed for EMP Hardness

Ellisville. Florida. Ground Entry Point

e Simplest Site Possible

e Omne Building

e No Tower

e Shielded

e Few Antennas and Cables

Lamar, Colorado. Ground Entry Point

e More Typical. in the Middle of the Spectrum
e Unshielded
°

Microwave Tower 75" from Building

Site 4 Microwave Station

e DPartially Buried Tall Structure
e Purtially Shielded

e Blast Hardened
@

Few POEs

2-8




Bl Site 1 Description

The

Table 2-3

Site 1 Description

Plan View and Dimensions

See Figure 2-5

Point of Engry List

: [ ]
™
[

o

- Y

Direct penetration
- All buildings and cables EMP shielded
--  4mm thick welded steel
-- Cables into buildings via EMP vaults
-  Main building 104m x 90m x 15m hich: buried 5m
- Four buried switch facilities

Two microwave towers (62m) and facilities - above ground

Two VLF LF antennas - buried horizontal monopole

Four HF antennas - horizontal dipole whip

Satellite ground terminal - dish antenna and facility - above

oround

Two switched telephone lines - into switch point - buried

One leased communication cable - into switch point
Primary power - above ground into site

- shielded transformer at each building
- Secondary lines in buried conduit
- Into building via EMP vaults

Important Features and Pecularities

Large, complex site - many buildings, cables, POE's
Desicned to be very hard to EMP

Imposstible to simultaneously illuminate entirve site

major EMP characteristics of Site 1 are listed in Table 2-3,
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222 Site 2 Description
The major EMP characteristics of Site 2 are listed in Table 2-4.
Table 2-4

Site 2 Description

Plan View and Dimensions

e See Figure 2-6
Penetrations

e See Table 2-5 of antennas

Important Features and Pecularities

EMP Shielded building

®
e No tower
e Few penetrations

Main Building
The buildine is a concrete rebar structure designed for survival to

50 psi. Equipment installed in the building is shock mounted to withstand an
There

The bottom slab is 38. 2 feet below the roof slab.
there i1s an above-

overpressure of 50 psi.

is an average of 5 feet of soil above the top slab. In addition,
ground portion of the structure which contains an equipment shaft hoist and
entrance doors. The reinforcing bar size and spacing vary. The average size
is 7 gauge at an average spacing of 2 feet. The rebar is tied together every-

where with 10-cauge iron wire, (Reference 9).
The concrete thickness varies as follows:
2 feet

Top slab
Bottom slab 2 feet
Middle floor 12 inches

Outside walls 1 foot, 6 inches
There is a second building, structurally separated from the main

which has a varage and storage area. There is no access to this
& supplied via conduit

building,

building below cround.

Electrical power and water ar
and pipe running undergiround from the main building

2-11
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The earth resistivity for this site is estimated to be 15 (v 20 ohm-m
since the bottom slab is close to the water table.

For protection from lightning and EMP. the building is wrapped with
a 7 ounce copper sheet which is attached to the peripheral ground rods.

Ground rods surround the perimeter of the building and are spaced
every 10 feet. The ground rods are 0. 75 inches in diameter and 10 feet long
of copper-clad steel.

Waveruides and Transmission Lines

There are no wavecuides. horns. or tower at this site. This site

does not have any soft CHU-1085 antennas.

Hard CHU Antenna

The four hardened antennas (CA-3018H) are located approximately
285 feet due west of the main building and are placed on two separate towers.
The cables from each of the hard CHU antennas penetrate the ground

at the antenna base. The cables run 310 feet to 350 feet to the building.

Carrier Cables

The three [.-4 cables are approximately 2 inches in diameter and

each has an 1 8 inch lead shield covered by an 1 '8 inch insulator.

Antennas

The only antennas that exist at this site are (1) FM antenna and (2)

CHU-3018H hard antennas.

Local Telephone Lines

~® One 1.25 inch diameter local telephone line cable (buried) enters

the building.

The main power lines approach the site from the northeast above
ground. At a point 150 feet from the northeast corner of the building, the
power lines enter the ground. The power cables are encased in one conduit
(which is in concrete). Each conduit is 4 inches in diameter, separated from
each other by 3 inches, and travels approximately 1 foot underground to the
power transformer located at the northeast side of the building.

2-14




3 =

y E ' Al 28 i ™ £
Ao £ . e o RAG D ¥ L] 4
0 MVRiy el L CLZPY

Site 3 is characterized as a buried unshielded buildine, slichtly

2.2.3 Site 3 Description
more complex in nature than Site 2. Table 2-6 presents the major EMP related

characteristics. A plan view is shown in Figure 2-7.

Table 2-6

Site 3 Description

Plan View and Dimensions
e See Fivure 2-T7
Penetrations
e See Table 2-6
Important Features and Pecularitics
e Typical ground entry point
e Buried. unshielded construction
e Microwave tower and L. cables

Main liunl_(ilmz

The buildine is a concrete rebar structure designed for survival to

5C p-i‘Reference 9). The bottom slab is 38 feet below the earth’s surface. There
are about two feet of soil above the top slab. In addition. there is an above-ground
portion of the structure which contains @ tv.o-car carage, leuvered intake air for
air conditioning, and entrance doors. The rebar spacing varies from & to 12 inches,
The rebar is tied together everywhere except at the [-beams. where 1t is welded.

The concrete thickness varies as follows:

Top slab 2 fest

Bottom slab 2 feet, 2 inches —ay
Middle floor 12 inches

Outside walls 1 foot, 6 inches

A second building, structurally separated from the main building,
houses @ varace and storace area. There is no access to this building below
cround. Electrical power and water are supplied to it via conduit and pipe

runninge undercround from the main building.
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The earth resistivity for this site was 49.7 ohrn: m.

Wavecuides and Transmission Lines

The wavecuides extend from the horns at the top of the microwave

tower (350 feet above ground) to a point about 5 feet above ground. The wave-
uide is urounded to its supporting structure at several points by two-gauge

stranded wire about 2 feet long. The supporting structure is tied to the ground
loop just above the waveguide shaft entrance by ©2 0 AWG stranded wire which
extends into the ground loop from one leg of the structure. The visible portion
of this wire is 3 feet long.

No protection devices are present on the waveguides: however. there

1s a lightning arrestor at the top of the tower.

Soft CHU- CA-1085 Antennas

Two soft antennas. both type CHU-CA-1085. are 300 feet due north
of the radio relay tower and are 25 feet apart in the northerly direction. The
antenna is 26, 75 inches high and 14 inches in diameter. This antenna operates
over the 225- to 400-MHz frequency band with gains over 6.0 dB and VSWRs
less than 2.0:1.0. The cables enter the ground at the support slab and remain
undercround (~ 2 feet) to the radio tower, where they enter the waveguide
support structure at the base of the tower. These cables follow the waveguides
along the support structure. down the waveguide duct. and eventually enter the

building at the east wall 26 feet below ground.

)‘_!:!Eih'”“d CHU-301H Antennas

The hardened (50 psi) antennas are located approximately 400 feet
due north of the relay tower. These antennas are collocated on a single tower
and are CHU type CA-3018H. The hardened antenna produces a normal dipole
pattern and covers the 225- to 400-MHz frequency band with a VSWR less than
2:1 on 50 ohms. The package is 5 feet tall and 29. 5 inches in diameter. The
antenna feed design provides a high-capacity de path to ground for protection

from EMP and ligchtning,
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Carrier Cables

The 1.-1 coax cable is about 2 inches in diameter and has 0.125
mches lead shield covered by a 0.125 inch insulator. This cable enters the
building more than 30 feet below the ground surface. It is buried at a depth of
4 feet after leaving the building. The two .-3 caax cables are about 3 inches
m diameter and have an 1 8 inch lead shield covered by 1 8 inch insulator,

Entry and burial depth are similar to the L-1 cable.

Tower and Tower Equipment

The microwave relay tower is located about 75 feet from the north-
ecast corner of the main structure. The height of the tower. which contains a
iehtning arrestor at the top is 350 feet.

The following equipment is located on the tower:

| 1. Two P20120 10-foot parabolic dish antennas. One
1s located from cround level and uses two trans-
mission lines. The second is located 337 feet from
cround level, and uses two wavecuides.

2. Four KS-15676HR microwave horns, located at 350
feet. Each employs two waveguides.

3. One Andres 150-1 antenna. located at the 350 foot
level and used for local two-way radio communication.

L.ocal Telephone Lines

Two local telephone lines penetrate the building. Number 1 provides
service to the adjacent satellite communications building (approximately 400
feet away). This cable, about 1.5 inches in diameter, remains underground
(about 4 feet) between the two buildings and enters the buildine about 2 feet
. below the top slab of the radio power room, This line carries voice and teletvpe.
Number 2 provides service to a city 11 miles away. This cable,

about 1 inch in diameter, is undercround from the city to the site.

Primary Power

The main power lines approach the site from the east above cround.
At a point 125 feet from the southwest corner of the building the power lines

enter the ground. The power cables are encased in two conduits, which are

T
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encased in concrete. Each conduit is 4 inches in diameter. separated from
each other by 2 inches. and travels approximately 1 foot underground to the
power transformer located at the eastern side of the building. A set of lightning

irrestors is located on the last pole before the power cable enters the ground.

WWV Antenna

A WWV antenna which is a small (1 foot length) horn, is mounted on
an 8 foot pole on the eastern side of the building. A 0.5 inch diameter coax
runs from the horn to the waveguide and enters through the wall in the radio

room.

2.2.4 Site 4 Description

The plan view for site number 4 is shown in Figure 2-8. An eleva-
tion view of the central micrawave tower is shown in Ficure 2-9., This is a 50
psi blast hardened building, it does not have an integral EMP shield or EMP
treated penetrations. There is some steel lining on the vertical rolls which
will provide some EM shielding. However. since this lining does not cover the
entire building. there will likely also be some local field enhancement and re-
radiated fields inside. Until some testing or more detailed site survey and
analysis show otherwise, Site 4 should be considered as an unshielded building.

A typical power pole treatment is shown in Figure 2-10.
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SECTION 3/
/
ASSESSMENT ME T}IOD/}%; ND APPLICATIONS

There are numerous experimental techniques which can be used in

an EMP assessment program. Because no single experiment can provide all
the data needed to complete an assessment of a complex site, the common
approach in the EMP community today is to use tests as a means of reinforcing
and or verifying analysis.

Eachi of the various test methods is designed to provide insight into
some portion of the assessment problem. [n order to more intelligently discuss
the usefulness of each test method we will first discuss the major elements in

an EMP assessment program.

% EMP ASSESSMENT APPROACH

The essential elements of an EMP vulnerability assessment of a
C" site are:

1. Determination of site electromagnetic environment.

2. Determination of voltages and currents induced by
external points of entry such as cables. towers,
pipes. etc.

3. Determination of the shielding effectiveness of the
building structure.

4. Propagation of POE coupled signals in the interior
of the structure.

Coupling of fields to internal conductors.

e 6. Determination of the damage and upset thresholds
- - for the critical interfaces.

7. Determination of the functional response (in terms
of site mission impairment) of the facility when the
thresholds are exceeded.
[n the course of an EMP vulnerability assessment, all of these
requirements can be partially satisfied by analysis. However, to increase
the confidence in the assessment, (i.e., to decrease the error bound),

i verification testing is frequently done.
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In the evaluation of suitable assessment techniques for the four
selected sites. each technique will be examined to determine how well it fulfills
the preceding requirements as they are apphied to each particular site.  For
each site. some site unique features will simplify. eliminate. or add confidence
to some of the elements of the analytical assessment. For instance the use of
a well shielded enclosure whose electromagnetic attenuation is known, eliminates
the necessity for measurine or caleulating the shielding effectiveness of the

building. or the coupling of the fields of internal conductors.

3.2 ASSESSMENT METHODS AND APPLICATIONS
3.2.1 Analysis

S.25 Ll Definition. Analysis comprises all those analytical or computational
methods used to predict the response of a C3 facility to a threat level EMP.
Since the primary analytical tool of the DNA C3 EMP Assessment Program is
the PRESTO code. it i1s assumed that predictions will be generated using this
code. or some equivalent code whose accuracy is known for these applications.

In most current large scale EMP assessment programs. analvsis
consists of:

1. Developing computerized models of the electrical
ceometry of the site, and using these models to
predict voltages and currents at points of mterest
throuchout the site. e.g.. POEs. critical interfaces.
ete.

2. Determining by hand analysis, or from a suitable
data base, the damage and upset threshold at the
critical interfaces.

3. Comparing 1 and 2 to arrive at a probability of failure,
the failure mode, and its effect on the site mission.

Other analytical approaches and methods are commonly employed
on simpler, more tractable problems, for example a calculation of the EMP

response of a deliberate antenna whose frequency response is well known.
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3.2.1.2  Application,  Analysis, in its more general meaning. can be used on
any or all of the elements of an assessment program. It is quite common for
a site to be completed atilizing only analytical or computational
predicted methods.  The usefulness of the test techniques is to increase the
accuracy and the confidence of an analytical assessment by verifying the

accuracy of the predicted model,

3.2.1.3  Accuracy. One of the most important of the evaluation criteria used
in this study is accuracy. As applied to a test or measurement method accuracy
refers to a one sigma error bound. That is 687 of the measurements will have
errors smaller than the stated error bound. When the term is applied to a
prediction or an assessment (whether of a circuit or a site) the term means that
68 ¢ of the population of identical circuits (or sites) will have responses within the
specified error bounds, The current capability for accurate analvtic predictions
of electromagnetic response is shown in Figure 3-1a. taken from Reference 1,
The charted errors are for a one sigma confidence internal. The cumulative
error in proceeding to greater levels of complexity adds linearly in the chart.

i. e. they are not statistically independent. Thus a test or measurement which
refines predictions from level to level reduces the overall error by the dif-
ference between charted error and measurement errvor., For instance, the total

cumulative error in an analytic prediction at level 6 is 22 dB. A one -¢ measurement

of the total coupling to level 5 with an error of +2 dB removes 17 (19 minus 2) dB

of uncertainty. Predictions at level six can now be made with only 5 (22 minus 17)

dB error. The levels of complexity used in this chart are defined in Figure 3-1b. |
This chart does not take into account uncertainties in the determination

of damage and upset thresholds or in predicting the functional response. Pre-

diction of failure thresholds by hand analysis, by recourse to a data base, or

by comparison to known devices, contains uncertainties of approximately £5 dB.

Black box or devices testing refines the uncertainties to the spread within a

device type caused manufacturing tolerances and item to item variations. This

uncertainty is of the order of 3.4 dB. When these factors are added to the errors
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shown in Figure 3-1. an analytic assessment of a site based on visual inspection

only is seen to be accurate to within approximately £25 dB.

S e B Point of Entry Direct Drive (Pulse)

3.2.2.1  Description. A point of entry is either an aperture in the site
shielding or an extended antenna like object which can pick up relatively large
EMP induced voltages and currents and couple them into the site.  For this
study we will use the latter definition, Sample POEs are power lines. telephone
lines. sewer or water pipes. antennas. towers, ete. The electromagnetic
response of a site is frequently dominated by its POE. This is p':n'li(-u]:n*]\ true
in the case of a well shielded building, Because of the size and extension of

the POEs. radiated or bounded wave illumination frequently fails to properly
excite them. POE direct drive (pulse) is a direct excitation of POE by a high

voltage stored energy pulser.

3.2.2.2 Application. Use of this technique allows one to measure directly

in the time domain the transfer function from the POE to the critical interfaces.
Use of high voltages and currents also drives the POE into its nonlinear range

if one exists. It is often feasible to tailor the output waveshape by varving the
output impedance or by using a waveshaping network, Thus, a waveshape
similar to that predicted for the POE at threat can be injected. In this case,

the tests (1) verify the predicted model, (2) verify nonlinear behavior, if any, and
(3) vield threat related transfer functions which obviates the need for extrapola-
tion. Nonthreat waveshapes are also useful because they perform (1) and (2
above,

Another type of POE direct drive (pulse) involves the use of a low
level Broad Band Pulse (BBP)., It is uscd in conjunction with a network or
spectrum analyzer to measure the transfer function in the frequency domain.

In this report POE direct drive (pulse) means high level excitation: BBP tech-

nique will be discussed along with its close relative CW direct drive,
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3.2.2.3 Accuracy. In Reference 10, Chapter 8. it is stated that the dominant
source of error is the deviation from the nominal transfer impedance of Stoddart
or Singer probes. However. the transfer function for each individual probe is
provided by the manufacturer as a function of frequency. This transfer function
provided by the manufacturer is accurate to within £1 dB. This accuracy is
quoted by the manufacturer, Because the transfer impedance is frequency
dependent. it cannot be used to interpret pulse data in the time domain. How-
ever, with the use of proper algorithms. and a large scientific computer such

as a CDC 6600 or equivalent. time domain data can be quickly transformed to

the frequency domain. corrected for frequency dependence. and then transformed
back to a time domain. The cumulative error in this process of digitizing.
transforming, correcting. and inverting are approximately . 6 dB under ideal
conditions, A counservative estimate of a standavd error in this process would
b2 - 1 dB. Because they are statistically independant, we add the errors in
quadrature to yield an accuracy of : 17 percent for the current measurement.
Since the injected current and the test point current are both measured by
similar probes, the error in the transfer function is approximately :25 percent,

or 2 4B. The transfer function is defined;:

X

i L
tr test point “injected
The voltage measurements uncertainties and calibrations of £2 dB
were recorded in Reference 1,
even under field conditions. could bring this error down to 1. 6 dB or +£20 percent.

Thus, the error in the transfer function

‘(11‘ Y test point I‘miwwd

is 26 percent or +2 dB.  Thus, the average standard deviation for voltage and
current transfer functions in a POE direct drive pulse test is +2 dB, and £1. 6

dB for the individual measurements,

It is felt that improving the calibration procedurcs
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T POE Direct Drive "('\\ )

2 Her s bl Description.  Sometimes it is impractical to use high level pulsers

hecause of site assessibility, site interference, time available, or other factors.
A technique which uses off-the-shelf. relatively portable and inexpensive elec -

0

a tronics is the CW direct drive technique. Tests can b2 run using either selected
frequencies or a swept CW generator. This type of test utilizes such small
siocnal levels that testing can b2 performed on an operating site with little or no
interference to site operations. In a typical CW POE direct drive test, a swep!
frequency venerator across the bandwidth of interest is used to inject signals at
the point of entry. and a spectrum or network analyzer is used to record the data

at the measurement points of interest, see Figure 3-2

3 S App'ication. The CW direct drive method is used to:
1. Measure parameters to be used in the modeling effort.

2. Identify points which are tightly coupled to POE's to
direct the modeling effort.

3. FEliminate points which are not coupled to POE’s from
the modeline effort.

4, Verify predicted transfer functions atter the fact.

5. Measure transfer fun-tions directly.

Since low level signals are used, this method will not drive POE’s
or coupling paths into nonlinear regions. Therefore, this technique should be
used with caution when nonlinearities such as electrical surge arrestors are

known or suspocted.

As mentioned in 3.2.2, an aljunct of low level CW direct drive is

W the low level broad band pulse test. It has all of the same advantages and
applications of low level CW, but with a more restricted dynamic range.
3 3-1
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of the current probe in the frequency

P4 Data Accuracy. The accuracy
domain 1s 1 dB or 12 percent. The accuracy of the measurement can b
limited by the width of the scope trace oa the network or spectrum analyzer

Whichever is used, accuracies of 1 dB or 12 pereent can be consi

achieved in the field if proper care and practice are used I'hus. for CW
testing . transfer functions can be measured directly with an accuracy of 17
P rcent or .l;)!'rll"‘.wll.u!ln'l'\ 1.5 113.

2.4 Pulse Radiating Simulation

X Definition. An EMP simulator is a device which is capable

minating a test object with a radiated or bounded wave pulse of electroma

in waveshape to a high altitude EMP. There exist

etic enerey simila

number of ich simulators in the U.S. today. A brief summary of their chief

characteristics is shown in. Figure 3-3. In this study we shall consider

evaluated are TEMPS. RI

table simulators. The simulators to b

a hybrid simulator consisting of an existing pulser plus an undergcround ar:
Possible buried arrays are SIEGE type baried transmission lines, or buried
Helt | |1 i1l
T TR \pplications. The ereat advantage of full scale imulatio hat
i inate he entire test object with a threat like pulse. Thus. the inter
et f the field with the building . local external POE's like area lightin
vater pipes. and crounds, and interior conductors can be evaluated in a4 most
realisti tshion Because the total site is illuminated, a complete tegrated
redictive model can be verified. The one shortcecon full scale mulation
1 hat » Simulator can er a large enou ired t lam unifor: an
1 idequately drive the lone POE's such as power and phone ling Iha
i hy 1n the past PREMPT TEMPS test able drivi vas also performed

P — —
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The advantage of threat level simulation is that the functional
response of the site to a threat EMP can be measured directly. Nonlinearities
on the small POEs or in the internal coupling paths or their terminations can
be measured directly. Also, because the high level pulse will give more
signal, the dynamic range of the test is extended. Low level testing is also
useful but does not exercise nonlinearities nor functional response. Frequently
low level repetitive pulsing is used in conjunction with threat level pulsing
because of the ease and speed of data acquisition using a free running repetitive

puise.

3.2.4.3 Accuracy. In a high level direct illumination simulator, test

measurements can be performed with the following accuracy.

1. Current+ 1.5dB = 17 percent
2. Voltage + 1.6 dB = 20 percent

3. Electromagnetic fields : .3 dB = 3 percent

Since the electromagnetic field components (E and H) are not mapped
everywhere, field uncertainties can exceed the field measurement error. It
is estimated that uncertainties are of the order of 20 percent. Thus, the transfer
function errors are: for current, : 28 percent, and for voltage, : 23 percent.
Thus, the average 1 sigma confidence interval for data taken in an EMP

simulator test is + 2 dB.

3.2.5 CW Radiating Test

3.2.95.1 Description. The radiated CW testing is a relatively quick and
economical way to determine coupling of radiated fields to site conductors.
Either a spot frequency testing or swept frequency CW testing can be used.
A typical swept CW test setup is shown in Figure 3-4. Because the bandwidth
of interest in EMP testing extends from 0.1 to 100 MHz, different antenna

sizes or antenna loads must be used in a swept CW test,
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3.2.5.2 Applicatons. The advantage of swept CW s that the amplitude
portion of the transfer function can be measured directly and simply with
either a spectrum analyzer or a network analyzer. With some additional
care . the phase can also be gotten with a network analyzer. This technique
is {requently used to measure building shietlding attenuation, and to measure
directly the linear behavior of the POEs. Because of its low signal levels,

this technique can be used with 'ittle or no interference with site operations.

302,09 Accuracy. Radiation patterns of monopole antennas are well known.
Therefore, a single reference sensor to monitor radiated signal strength will
usually allow the field to be extrapolated to any point with an accuracy of - 10
percent. Since the current and voltage measurements are known to within 17
and 20 percent, respectively, the standard deviation for the transfer functions
is 29 to 23 percent, respectively. Thus. the average standard error for a 1
sigma confidence interval is @@ 21 percent or 1.7 dB.

& 2516 Subsystem ("Black Box") Testing

3.2.6:.1 Desceription and Application.  Subsystem direct drive testing is the
direct injection of pulsed voltages and currents and to the critical interfaces

of operational racks or drawers (i.e., black boxes) to measure directly the
upset and failure thresholds. An excellent example of a subsystem test facility
i1s the Air Force Weapons Laboratory Programmable Universal Direct Drive
System (PUDD). A typical subsystem test sotup at the PUDD is shown in
Figure 3-5. [t is sometimes assumed that if POEs are driven at threat level,
the thresholds of the eritical circuits coupled to the POEs arve automatically
determined. However, the synergistic effects of simultaneous excitation of

all POEs plus radiated illumination is usually ignored. Thus. the critical
interfaces are not necessarily excited in the same fashion they would be in a
threat or radiated test.  In addition, this technique is not normally applied to

a statistically significant sample and does not yield the statistical spread of

the threshold, i.e.,, the mean and standard deviation for both failure and upset,
Joth the mean ant the spread are required for a complete accurate assessment

statement. Therefore, to increase the confidence in the margin of safety, direct

oo A s SRS A S
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Figure 3-5. Typical Subsystem Direct Drive Test on PUDD

measurement at failure and upset threshold are required. These are normally

acquired by means of subsystem or black box testing.

3.2.6.2 Data Accuracy. PUDD input pulse voltages and currents are
recorded with on a Tektronix 7904 oscilloscope using 6000 series voltage and
current probes. Typical accuracies for these devices are 2 percent for the
scope and ¢ 3 percent for the probes.* The measurement accuracy is therefore

3.5 percent or approximately .3 dB.
Selet Scale Modeling

3.2, 1.1 Description. Scale model testing is almost self explanatory. It
consists of a test of a scaled down test object in a small simulator. The major

shortcoming of this method is that when large test objects such as buildings are

*Data taken from manufacturer's catalog, 1975
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scaled larve scalinge factors are used. This places extreme demands on dimen-

sional tolerances and manufacture of the scale model because test frequencies
or pulse risetime and decay time must be scaled up and down. respectively.
[Large scale factors can place the test environment and test object response
bevond the bandwidth of current state -of -the -art EMP instrumentation normally

found at test facilities.

R A Applications. Scale modeling offers a relatively quick and economical
way to increase the confidence and predicted coupling to complex external
ceometries. It offers an alternative to simulation or radiated CW testing in
instances where these may not be possible for practical reasons such as site

accessibility .

G Accuracy. The limiting factor in the accuracy of scale model testing
are dimensional in frequency scaling tolerances. There is limited data available
on the accuracy of scale model testing. However, it is felt that scale model

testine can be accomplished to within - 50 percent or approximately 4 dB.
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SECTION 4
ENVIRONMENTS AND SIMULA TORS

4.1 GENERAL
There are numerous [ixed and transportable EMP simulators in

the DoD EMP community. [n addition to these simulators. there exists a

large variety of pulsers which are used in special applications in EMP testing.

The number and variety of pulsers too large to permit any comprehensive
treatment.

n this Section we will present the pertinent electromagnetic char-
acteristics of three of those transportable simulators which are considered
appropriate for testing buried dispersed facilities. They are RES-1, TEMPS,

and a modified SIEGE type simulator.
4.2 RES-I
The Radiating EMP Simulator (RES) Program was initiated by

AFWIL, in the spring of 1967 to develop a flyable simulator for fixed site and

airplane vulnerability assessment. RES-I can be used as either a horizontally

or vertically-polarized radiating antenna system. The two RES-I systems.
horizontal and vertical, can be used to make coupling measurements with both

horizontally and vertically polarized E-fields. (Reference 2).

4.2.1 Svstem Deseription

The horizontal antenna system is composed of a pulser and an

mflated antenna structure, which uses a CH-47 helicopter for system mobility.

The 200-foot long antenna is a fiberglass structure, which maintains its shape
by inflation to 4. 2 psig. This horizontal system delivers an EM pulse of at
least 900 V.om at 500 meters.

The vertical antenna system uses the same pulser as above and a
wire-cage antenna. It uses either CH-53 or CH-4T7 helicopters for system
mobility. The pulser has a biconic section, with a self-breakdown switch

located at the apex. [t is capable of 1.75 MV output. The antenna is
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approximately 200 feet long. and the pulser-antenna combination produces a
pulse similar. except for polarization. to that produced by the horizontal
system.

The RES-I pulser assembly consists of the following primary com
ponents: 1) power system. 2) Marx generator. 3) inductor. 4) transfer capacitor.
5) output switch, and 6) pressure vessel. Each of these components and or

subsystems is described in the following paragraphs.

Power System

F'he Marx cenerator is used to pulse charge a transfer capacitor
through a waveshaping inductor. A simplified circuit diagram and the charging
and output voltage waveforms are shown in Figure 4-1. The inductor is connected
to the center conductor of the water transfer capacitor. the fast risetime element
of the system. The Marx cenerator charges the water capacitor jp about 1.2 ps.
The output switch. connecting the water capacitor to the antenna structure. is a
high pressure (~100 psig) S [4", cap. At or near the peak charging voltage. the
switch self-fires, discharging the capacitor into the antenna. Breakdown voltage

is dependent upon the switch pressure.

1.2/ sec 1 .
0

il \/\_/
A

0 300 nsec 1
. y ) ‘ /"
— Y Y Y ! - .
S LBaMY
nv - i 8
cw Cy 9 v

-
b

Figure 4-1. Simplified RES-1 Circuit Diagram and Voltage Waveforms
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4.2.2 Electromagnetic Characteristies

The RES-I antenna design is based on the requirement for a radiation
pattern similar to that produced by a dipole. one with symmetry about both the
major and minor axes of the system. The antenna is comprised of a biconic

high-frequency wave launcher and a long low-frequency radiating antenna.

Biconic Antenna

In the area of the pulser. the design of the antenna is biconic, as
shown in Figure 4-2. This geometry radiates the high-frequencies of the system.
[t has been shown that the peak E-field magnitude on the equatorial plane is:

60 V
(0]

rz
k
where I'ka is the magnitude of the peak E-field. V is the driving voltage, r is
()
the radial distance to the point of observation. and 7’1‘ is the biconic impedance

given by
2)

o 2 ot o
Zk 120 (£n cot he

BICONIC EXTENSION

LATE-TIME PULSER
ANTENNA

Figure 4-2. Pulser Antenna System
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The value 6, is defined in Figure 4-3. The above expressions

he

assume the pulse risetime to be instantancous. For risetimes that are not

mstantaneous the peak field is radiated if the biconic slant heicht exceeds a

certam minimum length.

For this pulser.

0 30 degrees.
he '
Therefore,
Zk ~ 1602 and
E . 1.3 kV /'m at 500m
pk

(assuming the maximum V_1.75 MV).
0

60 VO
" rsin® Zk

Figure 4-3. Biconic Transmission Line
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Figures 4-4 and 4-5 showv time and frequency domain plots Hf a
typical RES pulse. The B sensor was located 500m from the source. The
peak magnetic field is 5 x 1()_() tesla or an electric field of 1.5 kV/'m. (The
data as illustrated has been corrected for ground reflections and anele of
incidence . ) After peak, the siope of the radiated pulse is determined t the
design of the long antenna sections. For a simple nonresistively loaded dipole
antenna. the length of this pulse, beyond which undershoot occurs, is equal to
the antenna half-length. For this antenna, L is 100 feet and the pulse length
to the first zero crossing should be 100 ns at the equatorial plane. Since the
antenna is resistively loaded, a somewhat shorter time should bz anticipated.

In Figure 4-5 the pulse width is about 70 ns.

For the vertical antenna system, resistors ave placed on the ends of
the antennas to reduce the current to zero before the initial wave arrives at
these points. The radiated waveform is then shaped and damped and the outward
flowineg current is reduced in steps. Subsequent reflections are, however, spread
in space and time.

For the horizontal antenna system . lumped resistors arve located
at points along the antennas. The objective here is to damp the oscillatory

nature ol the fat-dipole radiation.

43 TEMPS

The TEMPS I (Transportable Electromagnetic Pulse Simulator!,
sponsored by the Defense Nuclear Agency, was designed and built by Physics
International Company for the Harry Diamond Laboratories. The TEM PS
simulates the electromagnetic environment produced by exo-atmospheric
nuclear bursts. TEMPS is a complete, self-contained simulator that could
be completely transported to remote sites, rapidly erected, checked out,

and reliably operated to conduct EMP tests.
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4.8 System Description

The system is a synchronized bilateral Marx generator peaking-
capacitor pulser that drives the terminals of a long (300 meters) dipole antenna.
positioned horizontally over earth ground at elevations of up to 20 meters. The
characteristics of the electromagnetic wave launched from the system are
determined by the pulser in conjunction with the antenna and its posttion

g relative to ground.

A biconical transmission line. with @ characteristic impedance of
120 ohms at the center of the antenna. cuides the electromacnetic wave from
the small dimensions of the pulser, contained within the bicones, to the 9.2
meter diameter cylindrical wire cage dipole antenna. Each end of the antenna
is terminated to ground with a resistance that approximately matches the
characteristic impedance of each half of the antenna. which is viewed as an
equi. .lent rod-to-plane transmission line to ground.

Essentially. TEMPS has three individual subsystems: the pulse

cgenerator, the antenna, and the support structure.

Pulser

A simplified circuit of the TEMPS generator is shown in Figure 4-6,
C,_ is the erected series capacity of each 35-stage Marx generator: L, is the

stray inductance of each half generator: and R _is the sum of stray and lumped
bl

series resistance.

tuput g
Cg = 5nF+109 Ls Rs Switon Rs  Ls
0 YN AN * - <~ 9 &NV —L I
L 2,15 yH £ 5
,.,r _pn - Vo/2 | % Cp : Vo
N Rs = 13Q = Rshunt = C —— Rshunt =
) P 8 e
Rghunt = 1-1k$ Cqg .
. * o AAAO & .
Cp 1nF £ 10 ,
Za
. < ‘ Inttial 120€2
<A

| Late time = 25082 (for 20-meter antenna to ground spacing)

Figure 4-6, TEMPS Pulser Circult Diugram
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Typical peaking capacitor pulse charge and output voltage waveforms
V& 4.1 MV) are shown in Figure 4-7. These waveforms are derived from
resistive voltage divider monitors installed across the peaking capacitors on
cach side of the system. The monitor outputs are fed to oscilloscopes contained
within screen boxes located on-board the pulser, one on each side of the system.
Oscilloscope power is derived from battery inverter sets also contained within

the screen boxes.

Side 1
i R | ’77{7"[ FEpE =1
| ! [ |
BRI | i Il / { + 1 DO | T
v i
/ 1
Y
Vv
- ~ :

TIME BASE = 50 nsec /division

Figure 4-7. Typical Pulser Waveforms

Antenna

The antenna, Figure 4-8, is a cylindrical system of wires extending
from each end of the pulser assembly, with associated forming hoops and
assemblies, tensioning elements, and end ground terminations which launch
and guide the EM wave.

The assembly forms a 120-ohm biconical radiator which launches
the high-frequency early portion of the pulse with minimum distortion. The
bicones are solid to a diameter of 23 feet and are tapered to a cylinder 30 feet
in diameter with a conic-section wire cage.

The 30 foot diameter cylindrical wire cage dipole radiates low fre-
juency energy.  The length of this dipole can be varied in 100 meter increments

amum of 300 meters. Each end of the dipole is resistively terminated

4 -8




Ficure 4-8. TEMPS Antenna

terminated to earth through a conical-section taper designed to maintain charac-
teristic impedance of the dipole to the terminating resistors.

\ modular. easily erectable, fiserglass structure supports the pulser,
bicones. and antenna.  This structure requires minimal preparation for erection
and is adaptable to particular antenna configurations desired. The support
itructure allows the antenna height to be varied up to 20 meters and permits

operation in wind velocities up to 28 mph (25 knots).

4.3, 2 Electromagnetic Characteristics
K., e S RN DR T et L e

The TEMPS is a hybrid simulator. Peak free fields of up to 52 kV
per mgter can be obtained at 50 meters from the pulser. This output pulse
l‘s-\'t | can be remotely adjusted over a 3:1 rance. The fields are predominantly
horizontally polarized.

The TEMPS is designed to produce a double exponential output pulse
with less than 20 percent undershoot. Pulse risetime is adjustable (about 8 ns

at most output levels). At maximum antenna lencth, pulse duration to first

crossover is approximately 800 ns.




The broadside coverage of the TEMPS simulator for the fast rise-
time peak fields is 50 meters at a distance of 50 meters from the simulator.
Over this range, the peak field will vary less than 10 pei‘cent. The nominal
TEMPS test area is illustrated in Figure 4-9. TEMPS can provide an angle

of incidence of 10 to 20 depending on antenna height.

: | > e

S50M

)
oM S EEREE £ FREE
PEAK PEAK
2 KV/M 17 KV N
100M
.
b rREE b FREs
PEAK PEAK
26 KM 235 KV/M

Figure 4-9. TEMPS Coverage Area

The waveform in Figure 4-10 is the time history tantential magnetic
field for a probe position 50 meters horizontal from the antenna and close to
earth ground. To a large extent, departure of the waveform from a perfectly
smooth one arises from vertical components of antenna current (at the metal
antenna hoops and termination), and gives rise to tangential magnetic {ields
disproportionately large compared with the incident free-field magnetic field.
The spectral content is shown in Figure 4-11.

A summary of the TEMPS electromagnetic environment characteristics
is given in Table 4-1.

T T 4w
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Table 4-1

Summary of TEMPS Characteristics

Puls¢ Shape Double exponential

Pulse Duration 800 ns

Pulse Undershoot 20 ¢ of pulse peak

Pulse Amplitude 18 kV/m to 52 kV/m

Pulse Risetime 4 ns to 12 ns

Angle of Incidence 10 to 20 at 50m ground range
Coverage 25m on a line parallel to antenna

axis at 50m ground range

4.4 MODIFIED SIEGE

The SIEGE (SImulated Early Time Ground Environment) Simulator
was initially designed specifically for testing underground facilities. It consists
of an overhead array used to irradiate the surface, and a buried transmission
to couple electromagnetic energy to underground facilities. See Figure 4-12.
At each end of the array are four conical transmission line transition sections.
At the drive end a 280kV single pulser is located. The output of the pulser is
fed through a fanout box to four ejual length cable thence to the four transition
sections. At the termination ead, four distributed resistor strings (one per
transition section) are installed to minimize reflections.

The buried transmission line consists of copper clad steel rods
placed deep into the ground. Each ground rod was placed in a drilled hole
which had been filled with a mixture of salt water and carbon to enhance
coupling into the earth.

I'he SIEGE mini-array was developed to support the In-Place
Validation Site Survey Program. This simulator is basically a scaled
SIEGE 1.2 used with SIEGE 1.2 pulser. The major characteristics of this

simulator are given in Table 4-2,




=7 S

&F;A;———;—:[Ai
I =T T R ——
i Eacimy |
e NG =3

PULSER AND FAN OUT
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Figure 4-12 a. Plan View
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Figure 4-12 b. Side View

Figures 4-12 a. & b. Schematic Representation of SIEGE Array




Table 4-2

Modified SIEGE Characteristics

SIEGE 1. 2 pulser with high voltage

Maximum charge voltage
Maximum field strength
Risetime

Duration

de Repeatability

'ime jitter

Optimal load impedance
Number of sections
Height

[Ilumination size
Weight

Power requirements
Portability

Setup time

Polarization

I£ H ratio

S IR ‘1@!;."&7._\" b e W LY

mini-array (wide area illumination)

280 kV
50 kV /m
30 ns

1.6 us

30 ns

40 ohms g
2-80 ohm sections
2.4m

33m x 28m

10, 000 pounds

2 110/208 3 @
Poor

10 days

Vertical

377 ohms

L I S
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To support any test of a buried (‘3 site further modifications would
be necessary. The length width and height of the coverage should be tailored
to optimize exitation of each site.

For this stuly, an assumed design was created. This simulator has
a length of 110 meters and a height of 3 meters. These dimensions were chosen
to allow a test of Site 1 where the main building is 90 x 104 meters.

A hypothetical pulser was used to drive the array with a buried
exponential pulse.

B oAt ES _ -4.76 E 8Y),

where A is chosen so that

e S0 5 104 V/m
4.5 EMP TESTING WITH BURIED COILS

The idea of buildine magnetic coils around a buried site during con-
struction has some appeal in that EMP testing of the very low frequency com-
ponents of the EMP environment is best done this way, and secondly, installing
these during the construction phase would allow subsequent testing for quality
assurance with minimum interference with site operations.

Unfortunately, these advantages are outweighed by problems as we
will discuss here. '

In Figure 4-13 is shown a plot of the magnetic field shielding obtained
with a spherical aluminum shell three feet in diameter (ref. 11). This figure illus-
trates the fact that there is little shielding obtained at very low frequencies. Itisthis
observation that leads one to concern himself with low frequencies. The reader
will observe that the interior field is proportional to \/: for frequencies less than
the corner frequency, that is when shield thickness - skin depth. For construction
grade steel plates, the corner frequency would be only a few hundred Hertz
so that only extremely low frequencies will propagate through the shields

unattenuated .
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Figure 4-13. Magnetic Field Shielding of Spherical Aluminum
Shell Diameter 72'', Shell Thickness 1/16'" (from Reference 5)
. Few cases huve been found where frequencies less than 100 Hz

have caused either transient or permanent damage to equipment (probably
because designers live with 60 cycle hum, lightning, etc.).
It is probably not worthwhile to devise a system level test to

check equipment response to these frequencies.
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Well, how about checking imperfect shields to higher frequencies”
This is the case of most interest in the study of real systems.

Studies of cracks or apertures in shield walls or leakage throuch
windows and doors reveal that the EM transmission throuch imperfections of
this type increased with frejuency until resonan-es are observed.

For typical small cracks and apertures the resonant frejuencies
are quite high. Because of the contemplated size of the main buried building
at Site 1, large buried coils would be required. Because of inductance, disper-
sion, and the appearance of higher modes. it would be quite difficult and extremely
impractical to drive these large coils at the required high frequencies. The con-
clusion is that buried coils cannot be used to senerate realistic simulated EMP
environments for large buried structures.

However, buried coils may be of use in detecting and locating
imperfections in the shield which may develop with time. Even at frequencies
well below resonance some leakage will occur at cracks and holes.

Although it would be impossible using this teclinique, to quantify
(in dB as function of frequency) the effect of these imperfections, buried coils

might be useful in locating them so that they can be repaired.

4.6 COMPARISON OF SIMULATOR-INDUCED FIELDS AND CURRENTS
TO ASSUMED HIGH ALTITUDE EMP-INDUCED FIELDS AND
CURRENTS

4.6.1 Introduction

The main concern with using EMP simulators is the problem of
how well the simulators simulate the EMP fields. The objective of this
section is mainly to provide some insight into this problem of coupling to
buried structures. A hypothetical high altitude (HA) EMP field is compared

to two simulator fields: TEMPS and a SIEGE array.
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The study is organized as follows: First, we present and discuss
the results for HA, TEMPS, and SIEGE arrays. These results include electro-
macnetic fields below the eground, and currents on cables which are either
buried or elevated. Next, we present the same data on a one-to-one basis
for direct comparison of HA, TEMPS, and SIEGE results. Next, we present

results for currents on towers, and finally, we present the conclusions.

4.6.2 Results for HA Excitation

This section provides surface and underground fields and cable
currents for a high altitude EMP excitation.

The HA fields chosen have a double exponential waveform (ref. 2).
Two cases are chosen for analysis and are summarized in Table 4-3. Case 1
maximizes the total horizontal electric field (E ), and Case 2 maximizes the

H

v It should be noted that these are different

from the vertically polarized (I’VP

total vertical electric field (I

) and horizontally polarized (I ) components,

‘Hp
as will now be discussed.

Figure 4-14 illustrates the geometry. The total plane wave
electric field E. incident on the earth, is shown traveling in the direction
of propagation k, which makes an angle ¢ with respect to the local vertical.
The plane of incidence is defined as the plane containing k and the normal to
the earth's surface. The total electric field E can be broken up into components
in the plane of incidence and perpendicular to the plane of incidence. These
components will be referred to as the vertically polarized part (}*\_])\ and the
horizontally polarized part 'f”“], . cach of which has a different reflection

and transmission coefficient (ref. 6

- o L) ey
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Table 4-3

HA Environments

[ Double Exponential Plane Wave Pulse with I"n ae = 20 kV/m
® Two cases are chosen to maximize horizontal
and vertical electric fields

1 Az 135 I‘yp e Im;t.\
t 26 I:}‘)) 5’2 E nr
N il max
E =_ B
h max
E .19 E
v max
|E| = 1.02E___
max
9 N7 C < ) )
2. Az 90 }‘vp 08 E,ax
6 26 Ep 63E
y 42.6 7
E .88 E
h max
E = . 30E )
v max
|E| YE,. .
max

where:

1§ is maximum electric field

max

- Az is angle of arrival from true north

6 is angle of arrival from local vertical

is angle between the E vector and E P (polarization
angle)

\
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Figure 4-14. Relationship of Incident Total E to Vertically Polarized
(FVI,) and Horizontally Polarized (I'-.‘”I,\ Components

The total electric field E makes an angle with respect to the

plane of incidence such that

| Eyp = [E| cosy
| Eyp = [E|sin .
| Simple geometry shows that
# F“ \F‘\\J'szd : ('ns2~ ('ns29
D Ey = [E| cosy sine,
from which we get 9
f E
2 b «

tan ¢ - Tl sin Zu‘ - ('()Szu (1)
| Vg 0 , 5
f !F Ccos \;in - i — = r‘:121 g F'V A}
‘ : s ‘ ¥ J =15 2 3

: sin“ ¢ + cos™¢ cosTy

A

|
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Accordine to the coordinate system of Figure 4-14, the vector

forms of the horizontally and vertically polarized incident fields are given by

U (3)

B E
HP Z
b INC
i .
INC ‘o :
X
where 1) 377 ohms, l'z is the unit vector in the z-direction.

The discussion will focus upon the underzround electric fields

at a depth d, according to

o y )-1K|d I (5
Eqp. = (Egp) (Typ) ¢ " 8 U,
UG
E i ,
. VP /.. -iKd & i
[“\'P o Ne n <'I Vp) € 5 L\,
l(l § O

where k and noare the complex propagation constant and wave impedance
in the aarth, urld THI’ and TVI’ are the plane wave transmission coefficients
as determined from Stratton (Reference 6, Stratton, J.A., Flectromagnetic
Theory). Because of the large earth conductivity, the wave propagates very
nearly vertically into the ground.

The ground permittivity and conductivity are a function of frequency
and water content according to the data of Scott (ref. 4) as discussed by Longmire
(Reference 3). Anaverage soil of 10 ¢ water content is used for these calculations.

The total underground electric field vector is the vector sum of the
vertically polarized and horizontally polarized component parts and forms an
angle o with the y axis as shown in Figure 4-15,

z

>y
Figure 4-15. Definition of Angle . Showing the Magnitude of the

Underground Flectric Field Vector E and its angle
With Respect to the y Axis

4-21

ot A T e e T e T T iy - —




;/;nﬂ—nouz 832

UNCLASSIFIED

EG AND G INC ALBUQUERQUE N MEX ALBUGQUERQUE DIV F/6 20/14

ALTERNATIVE EMP TEST TECHNIQUES FOR UNDERGROUND FACILITIES.(U)

SEP 76 J LEIBr R PERALA ONADO1=76=C=0143
E6/6=AL~1240



I

4 s




Table 4-4 summarizes the peak electric field amplitude and
the angle « as a function of depth for two cases. It is noted that there is
approximately 35 dB attenuation in amplitude between 1 and 20 meter depths.
The peak amplitude does not attenuate uniformly as a function of depth. This
is because the fields nearer the surface contain higher frequencies which are
attenuated more than the low frequencies.

This is evident in the fact that the waveshape changes with
depth as shown in Figure 4-16 which shows the total electric field for
Case 1. The rise time at 20 meters is greater than 800 ns, and the rise
time at 1 meter is about 20 ns.

It is noted that the variation with depth is quite comparable to

the results given in Chapter 11 of reference 12.

Table 4-4

Summary of Peak Electric Fields as a Function
Of Depth and Angle a for HA Cases 1 and 2

Depth Case 1 (¢ =117 ) Case 2 (@ = 130")
1 7500 7000
5, 1460 1380
10 510 482
5 238 226
20 129 123
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Figure 4-16, Electric Field as a Function of Depth for HA Case 1,
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Currents on a buried cable were also calculated for the HA
environment Case 1 and Case 2. The methodology used is that of reference 7.
The cable is positioned such that it is excited by the horizontally polarized
component of the underground field, and this lies in the z direction. The water
content is again 10%.

Figure 4-17 shows the results for Case 1. Curves are presented for
the short circuit current on the end of the cable for a 50m and 100m length cable,
at depths of 1 and 5 meters. The results for Case 2 can be obtained from
Figure 4-17 by multiplying the amplitude by .68.

The curves show that there is very little difference between a
100m and 50m cable. This is because the cable propagation constant is so
lossy that signals reflected from one end of the cable are sufficiently attenuated
by the time they reach the other end that they are masked by the locally generated

signals at that end.

900 T T

50m cable, 1m deep

== === 100m cable, 1m deep

600

¢ = 50 & 100 m cables, 5m deep

AMPS

300

TIME ( usec)

Figure 4-17. HA Excited Short Circuit Buried
Cable Currents for Case 1
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Calculations were also done of currents and voltages induced
on a cable 10 meters above the earth. The cable is modeled as a wire over
a perfect ground plane except that the exciting fields are obtained by the HA
fields incident upon an earth having 10" water content. Simple TEM trans-
mission line theory is used to obtain the solution.

The transmission line is excited by the free space electric
fields and the fields reflected from the earth delayed in time. The electric
fields used are the horizontal electric field along the wire length and the
vertical electric fields in the ends. The transmission line is loaded at each
end with a 10 meter length of wire having an inductance of 13.2 FH.

The cable is in the z direction of Figure 4-14. with the right end
referring to the end pointing in the negative z direction. The results for the

current for both HA cases are shown in Figure 4-18.

4.6.3 Results for TEMPS Excitation

The electromagnetic fields produced by a TEMPS antenna are
much more complicated than the HA plane waves. For TEMPS, the amplitude,
angle of incidence, and the wave polarization are a function of position, whereas
they are not for HA.

Figure 4-15% shows an oblique view of TEMPS. The coordinate system
is the same as that used in Figure 4-14, The TEMPS antenna is on the z axis.
aty = x = 0. It is 20 meters above an earth with 10« water content. The electric
fields in the ground are calculated at nine locations shown in one quadrant of the
view of the figure. If one draws a vector from the origin at (0,0,0) to another point
(x,y,z) where the fields are to be defined, it is useful to define the angles - and o

according to the following:

cos B _,_4.::_;_...:._7_ (M
ol NSRS RN T
(. g - g
Yy
cos © e
VX + ¥y (8)
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The fields are found from the formulas of Jordon (ref. 5) for
fields near a dipole and are expanded in a power series to obtain the fields
before reflection from the ends take place. This is equivalent to making the
antenna infinitely long, or else having a long antenna with perfectly matched
terminations on each end.

The resultant total electric and magnetic fields are

Vo
F?t = —_— (9)
RV xz P y?
and 'Et
He = 5 (10)
0

where V0 is the pulser voltage and ¥ is a constant, and are chosen to normalize

the incident electric field to 50 kV/m at the earth at the coordinate y = 50 m,

The field and its spectral content are shown in Figure 4-20 and 4-21, respectively.
The unit vector Gp perpendicular to the plane of incidence is given

by A 1

N
U » [U (sinB cos ¢ )
p Z

\/sinzﬁ coszo + coszlf
N
iy (cosa)] (11)

Then the incident horizontally polarized and vertically polarized incident fields

are given by

o Et cos ¢ A
E = U (12)
HpINC (Sin2 B (-os2 ® + cos2 f )1/2 .
ﬁVP b 'F‘t sin® cosp G (13)
INC "o (sinZ;I CO;Z@ + (.052;; )172 P

An approximation is made that the plane wave reflection coefficients
for the earth can be used. The fields below the ground are then calculated in
an analogous manner as for HA. The plane wave transmission coefficients
are used to obtain the fields at the surface for both polarizations. They are

attenuated exponentially according to the depth and both polarizations are then added
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Figure 4-20. TEMPS Incident Electric Field at (-20,
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vectorially to give a total electric field magnitude in the earth and an angle

(Figure 4-15) with respect to the y axis. Because the vertically and
horizontally polarized reflection coefficients are different functions of
frequency, the waveshapes in the ground for the components are generally
different. However, because of high earth conductivity, the waveshapes
are very nearly the same. The angle « is taken to be the arctangent of the
ratio of the z component to the y component at the time in which the total
electric field peaks.

Figure 4-22 is a plan view of the quadrant of the TEMPS for
which fields are calculated, and it shows the peak value and the angle « of
the electric fields below the ground as a function of depth and horizontal
position. Again, the total attenuation from 1m to 20m is about 37 dB. The
variation of the field amplitudes for the test area considered is on the order of
29 dB.

The waveshape variation as a function of depth at (50,0) is shown
in Figure 4-23., Note the different amplitude scales for the three lowest depths.
The rise time changes considerably as a function of depth. Fortunately, the
waveshape does not appear to change significantly as a function of horizontal
position and the curves of Figure 4-23 apply to the other horizontal positions
as well, if the amplitudes are scaled according to Figure 4-22.

Calculations of currents on a buried cable were also done for
TEMPS excitation. The methodology is the same as that used for HA,
except that now the electric field excitation varies spatially along the line
in both amplitude and phase.

The cable is buried in the earth and parallel to the z axis. Because
the results for HA showed essentially no difference between 50m and 100m
cables, and the fact that the TEM PS and HA fields are similar in shape under -
ground, results will be presented only for a 50 meter cable. It is buried in the

earth and is located at y - 50, and runs betweenz - 0 and z + 50.
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Figure 4-22. Amplitude Variation of TEMPS Underground Electric
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The results for the short circuit currents at two burial depths

ave shown in Ficure 4-24, for the currend on the end of the cable nearest the

axLs tZ ()

180 T T

\ — —— M deep

5m deep

AMPS

TIME {psec)

Ficure 4-24 . Short Circuit Current on Buried
Cables Excited by TEMPS

The currents on an elevated cable are also calculated for the TEMPS
environment. The cable and methodology used are the same as for HA. The
cable is parallel to the z axis, 10 meters above the earth, and running from
z =0toz 100m at a y coordinate of 59m. The excitation in this case is quite
complex. The cable is excited along its length by the tangential electric field
f}“/ and on the ends by the vertical electric field il*\ . Both involve direct
waves from the antenna and waves reflected from the earth delayed in time.
Both the direct and earth reflected waves vary alonz the cable length in both
magnitude and phase.

Ficure 15 shows the currents calculated on both ends of a 100m
cable. It is to be noted that the response at the end at z 100 is delayed

with respact to that at the end at 2z~ 0.
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Ficure 4-25. Currents on 100m Long Overhead
Cable Excited by TEMPS

4.6.4 Underground Fields Induced by a SIEGE Array

A study was done to predict underground fields induced by a SIEGE
type of array. The array is two dimensional as illustrated in Figure 4-26.
The array consists of a perfect conductor 3m above the ground and 110m long.
It is terminated in each end by a resistor which provides a wave impedance of
377 ohms which will perfectly match the TEM waves in the transmission line
formed by the earth and the upper plate. The pulser is located in the left end
of the line as shown. Calculations were performed with the pulser providing
either a step or double exponential waveshape, but the double exponential
waveshape provided the best comparisons to the HA environments.

The analysis was done in the tinie domain with a 2-D finite-
difference computer solution of Maxwell's equations. The ground permittivities
were ¢, 100 and o .01 mho/m, which roughly corresponds to 10 © water

content.
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The spatial variation of horizontal electric field peak amplitude is
also shown in Ficure 4-26. It is noted that the fields vary horizontally about
50 « over the region shown.

The waveshapes also vary slightly with horizontal position, but not
siemificantly. The variation with depth is shown in Figure 4-27. Again, the
risetime greatly increases at the lower depths.

Because it does not appear practical to excite cables with a SIEGE

array. no cable calculations were performed.
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Figure 4-27. Variation of SIEGE Field Waveshapes with
Depth at Center of Array
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4.6. 5 Direct Comparison of HA, TEMPS, and SIEGE Results

The objective of this section is to provide a convenient one-to-one
comparison of the underground field and cable current results for HA, TEMPS.
and SIEGE excitations.

The comparison of the underground electric fields is summarized
by means of Figures 4-28 and 4-29,

Figure 4-28 is a summary of the peak amplitudes of the underground
electric fields for the three excitations. The view shown is a top view of a
TEMPS and SIEGE superimposed on top of each other. It is assumed that the
facility to be tested would be located directly under the center of the TEMPS
or in the center of the SIEGE. The SIEGE is assumed to be long enough in
the y axis direction so that the 2D finite-difference analysis would apply. The
HA fields, of course, do not vary with position but are included for convenient
reference.

The figure shows that the TEMPS variation is much greater than
SIEGE for the same test area. Over this test area, for example, the TEMPS
field at 5 meters down varies 23 dB, while the SIEGE varies .5 dB.

The figure shows that the SIEGE fields at the center are not attenuated
with depth as much as the other fields. TEMPS and HA are attenuated approxi-
mately 35 dB between depths of one and 20 meters, while the SIEGE fields are
attenuated only about 29 dB.

One may question whether the difference in attenuation is caused by
the different formulation of constitutive parameters and/or if it is caused by
ﬁ_»,_\"n the difference between simulations. In order to check this, a computation

was made of the HA underground fields using the same constitutive parameters
as used in the SIEGE analysis. The attenuation between 1 meter and 20 meters
“ was 31 dB. Inspection of Figure 4-26 reveals that the attenuation for the
SIEGE fields varies between 31 and 26 dB, depending upon horizoﬁ'tal position.
. It thus appears that the different formulation of the constitutive parameters is
‘ on the order of 4 dB, but the variation within the SIEGE simulator itself is on
the order of 5 dB.
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Ficure 4-29 compares the waveshape as a function of de pth for the
three excitations: HA Case 1. TEMPS aty = 50 and z - 0, and SIEGE at
midplane.

It is clear that the risetimes and general waveshapes compare quite
favorably for these excitations. The main difference appears to be in the
amplitudes.

The currents induced on a buried cable for HA and TEMPS excitation
are overlaid in Figure 4-30. It is clear that the differences between them are
principally in amplitude. The amplitude difference is because of the reduced
value of the TEMPS underground fields and its spatial amplitude variation and
phase delay. The exciting voltage sources for the HA are uniform and in phase
alone the line. The current risetimes appear to be comparable.

The currents induced in an overhead cable by HA and TEMPS excita-
tion are shown in Ficure 4-31. Here the amplitudes and waveshapes compare

favorably. but differ in detail.
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Figure 4-30. Comparison of Buried Cable Currents Induced by
HA and TEMPS for a 50 Meter Long Cable

4-40




KA

KA

Figure 4-31.

HA

—— TEMPS / \

TIME ( usec)

a) CURRENT ON LEFT END

1.6
8 |
— A
—.— TEMPS
0 ! J
0 2 4 .6 .8 1.0

TIME ( usec)

b) CURRENT ON RIGHT END

(Wnnpurisnn(»f(\nwwwns(nn:n\lernnwi(\uﬂt'hn‘
TEMPS and HA Excitation

4-11




1.6.6 Currents on an 80 Meter Tall Vertical Tower

In this section, the currents induced on an 80m vertical tower by HA
and TEMPS will be estimated. The tower has an average radius a of 7 meters
and a fatness factor € = 2n (2 h/a) = 6. 26.

The tower i1s excited by the incident vertical electric field. For
Case 1. the vertical field is 9.5 kV/m, and for Case 2 the vertical field
is 15 kV m. Therefore. calculations will be done for Case 2. Scaling
to Case 1 is linear

The tower currents are estimated by use of Figure 4-32 from
Reference 8, which shows the unit step response. For an Q of 6. 26, the value
is 4 7T ma m for one volt per meter input. This then yields a current for 5640

amps at the base of the tower
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Ficure 4-32. Normalized Short-Circuit Current on a Dipole Antenna
Excited by a Unit-Step Electric Field Transient
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Estimate of current for TEMPS excitation is more difficult. If the
tower is located anywhere along the v axis (Ficure 4-19). no vertical field is
incident on the tower. Estimates will be made for the currents when the tower
is located at v - z - 50 meters (Figure 4-19).

The vertical electric field F’\ incident on the tower is given by

1 E, cos /3 sino (14)
X t
where equations (7). (8). and (9) define the quantities used.

For the present ceometry. the incident vertical electric field on the
tower is an odd function for 20 meters each side of the plane x - 0. Thus. a
first order approximation is that the tower current mainly comes from the top
40 meters. The average vertical electrie field in this region is assumed to be
the averave of the fields at x = 20 and x - 60, and the result is 13.4kV m
This is applied to 40 meters of the tower. and the resultant current estimate
is thus 2520 amps. This is approximately one-half of the value obtained from
HA .

This approximate answer is based on the following approximations:

1. The incident vertical electric fields varies lineariy along
the tower.

2 The contributions caused by the incident field along the
first 40m of the tower (measured from the cround) is zero.

3. The average field applied to the top 40m of the antenna is
13.4 kV ‘m. This is not exactly true

4.6.7 Conclusions

Results have been presented on the underground fields and currents
on cables for threat and simulator environments. In this section, conclusions
are made recarding the effectiveness of the simulators in reproducing the
HA EMP environments and responses.

Several conclusions can be made regarding the reproduction of

underground fields:
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TEMPS has a rather severe (23 dB) horizontal variation

of fields over a 100m x 100m quadrant test volume. For

a building requiring a quadrant of only 50m, the variation
is 18 dB, Thus, it appears that in considering a TEMPS
simulation, one needs to determine if this nonuniformity is
acceptable.

TEMPS risetimes and waveshapes of underground fields
compares favorably with those of the HA (Figure 4-29)
and the amplitude fail off with depth is very nearly the
same (within 1-2 dB).

Another difference between TEMPS and HA is that the
relative arrival times of the signals on an underground
test object is not the same. The difference becomes less
severe with increasing depth because of the very long rise-
times.

The spatial variation of the TEMPS fields is not as severe
(less than 6 dB) along the z axis as it is along the v axis
(27 dB). as indicated in Figure 4-28. This information
may be used to advantage if the test object is rectangular.

A SIEGE array requires a larger pulser than does the
TEMPS (by a factor of 25) to obtain similar field levels.
but the SIEGE array has much better horizontal uniformity
of fields than does the TEMPS.

The SIEGE underground fields attenuate differently with
depth as a function of horizontal position, but only by 5 dB.
This is probably acceptable for a given test.

The SIEGE fields' risetimes are similar to those of HA.
Reflections from the ends of the SIEGE array may pose a
problem, and more developmental work would need to be

done to determine how severe the problem is and the best
way to correct it if needed.

With respect to response of underground cables, several conclusions

may be made:
;

The TEMPS-induced currents are smaller than the HA induced
currents for the same peak amplitude field incident along the
line. This is because of the spatial variation of amplitude and
phase of the TEMPS environment.
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2. The risetimes of HA and TEMPS-induced currents are
very nearly the same.

3. For the soil parameters considered, very little difference
in cable response occurred for lengths greater than 50
meters. This is caused by the large lossy propagation
constant of the buried cable.

With regard to the response of overhead cable. the following conclu-
sions can be made:

1. Phase differences exist between TEMPS and HA induced cable
response because of the nonuniform excitation caused by TEMPS.

2. The amplitudes of the response are within 50 of each other
for the case considered.

3. The risetimes of the response arevery nearly the same.

4. The waveshapes differ in detail but have a definite similarity
(Figure 4-29),

The calculation of the tower currents was a crude estimate based on
handbook information. For the tower considered, the HA response was about
twice that caused by TEMPS. Differences in arrival times of the fields incident
on the tower would affect the waveshape, and a more exact computation would be
required to determine the significance of this.

In general, it appears that both SIEGE and TEMPS arrays can be used
to simulate HA excitation within certain limits as discussed above. The main
limitations are caused by nonuniform simulator fields, and the relative phasing
of the induced responses. The exact error in a given simulation would depend
upon the types and importance of POEs which exist at the site. The importance
of syneruvistic effects would have to be taken into account because of the relative
phasing problem of the various responses. It should also be noted that the SIEGE
array is a4 bounded wave simulator and therefore cannot be used to excite the
external penetrators. These would have to be excited separately by a direct

drive technique.




SECTION 5
TECHNIQUE EVALUATION

INTRODUCTION

In this Section. we shall evaluate the various techniques that have
been selected for application in @ hypothetical, analytical, and experimental
assessment of an actual site representative of each of the four classes of sites.
For each actual site. a group of proposed techniques will be examined and
evaluated and ranked according to the evaluation criteria contained in Section
1.3 and finally. for each site. the various techniques will be ranked according

to the findings of the evaluation process.

O 1 SITE 1

Site 1 is characterized as a large complex site with many buildings:
some buried. some shielded. some both, some neither. The site is inter-
connected with many buried shielded cables. The main buildings are desizned
with EMP protection incorporated. The buildings include electromaunetic
shielding., EMP vaults. shielded doors, hardened penetrations. etc. In general.
there are many antennas of several types including HF, VL F, microwave and
HF satellite uplinks and downlinks. The site is large in extension, up to 1
kilometer square. The generic model of this class of site 1s shown in Ficure
2-1. An actual site representative of this class is shown in plan view in Figure
2-5. For the purposes of this evaluation, the main buried building is the one
being subjected to a hypothetical EMP assessment. The other buildings. either
buried or on the surface can be considered members of one of the other three
clusses or as part of the coupling source for the main building POEs.  The key
features of the main building are: it is buried. electromagnetically shielded. has
hardened penetrations (all penetrations enter a single EMP vault).  Penetrations
are treated with electrical surge arrestors and filters. The penetrations are
extensive in area. are in general both buried and above ground. They include

power, communication, and antenna cables.
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The test techniques selected for application on Site 1 include:

1. Technique 1: Analysis, scale modeling, subsystem
(black box) testing.

2. Technique 2: Analysis, CW radiation, POE direct
drive (P).

3. Technique 3: Analysis, high level pulse radiation,
POE direct drive.

4. Technique 4: Analysis, POE direct drive (P).

5. Technique 5: Analysis, CW radiation, subsystem
(black box) testing.

6. Technique 6: Analysis, high level pulse radiation,
H.0%. 1 Site 1 - Technique 1
In this paracraph, we will proceed to evaluate the applicability and

effectiveness of Technique 1 in a hypothetical assessment of actual Site 1.

T e | Accuracy :_f_l);n;l

5.1.1.1.1 Analysis. The past history of pretest predictions for the magnitude
of currents and voltazes coupled to buried POE cables is accurate to within

9 dB standard deviation (7). The accuracy with which the electric and mag -
netie field can be predicted as a function of depth and soil parameters (oo H
is known to within « 5 dB standard deviation. (See reference 1, ‘

Assuming that the buried building shielding is well designed from

a RFI point of view ., is designed to stand up throughout its projected [ifetime
i.e.. not subject to settling, cracking, corrosion, gasket abuse, ete.), tested
durine construction to verify that the shielding meets desian specifications, and
is not violated in unforeseen manner . then the field inside the building can b

predicted for a viven external field outside to within 1 or 2 dB of the accuracs

of the original test data (ignoring the effects of internal structure and equipment)

Given the above assumptions, it can be stated that coupling of ficlds mside the
building to interior conductors within the building is negligible. Hence, the
voltage and current seen at each of the critical interfaces can be predicted
based upon propagation from the point of entry to the interface.  From past
EMP assessment predictions and subsequent testing, interface voltage and
current can be predicted with an accuracy of -~ 22 dB.

o R4




Given the interface voltage and current, it is necessary to know
the damage and upset threshold of the eritical equipment at the critical inter-
faces. The value of these thresholds can pre predicted analytically by use of
existing SUPERSAP style data base, or by simple analyses of the interface
components. Typical accuracies for threshold analyses are - 5 dB.

Combining these sources of error we arrive at a total uncertainty

in the analytic assessment of approximately + 25 dB for one standard deviation.

5.1.1.1.2 Scale Modeling. The HDL scale model facility at Woodbridge,

Virginia is currently measuring voltage and current to within - 6 dB, compared
to theoretical prediction. It is felt that with a modicum of effort. the measure-
ment error could be reduced to less than = 3 dB.

A problem of particular interest in scale modeling Site 1 to measure
scaled POE currents in the difficulty in scaling the effects of the soil in which
the buried cables are submerged. However, it is felt that given actual measured
parameters of the soil to be used at the site that these parameters can be
modeled to within 2 dB in the laboratory. Extrapolation of the scaled fields to
threat involves data processing errors of = 2 dB.

Given that the error bounds for all the components add in quadrature
the total standard deviation for scale modeling testing is

J32 . 2% s 9% - 414B = ¢

5.1.1.1.3 Subsystem (Black Box) Testing. The purpose of subsystem testing

is to determine the failure and upset levels of the interfaces for eritical equip-
ment. The measurement techniques usad in black box testing are normally
accurate to within + 1 dB. However, the statistical variation of damage thres-
holds within @ given class of components can vary considerably. For typical
classes of discrete, solid state components, the statistical variation of damage

thresholds can be = 3.5 dB. Moreover, black box testing at the subsystem
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level obviates the need to model the coupling path from the subsystem level to
the circuit level. This results in a total of 5 dB improvement in the assessment

accuracy.

5.1.1.1.4 Overall Technique Accuracy. In Section 3. we pointed out that

there are seven essential elements of an EMP vuinerability assessment. Each
of the key elements can be determined analytically and ‘'or experimentally. We
have assumed for the purposes of this evaluation that all would be determined
analvtically using techniques with known accuracies similar to that used in the
PREMPT Program. Hence, the applicability of the test techniques lies in their
ability to increase the confidence (decrease the error bound) of the analysis in
each of the seven areas. For purpose of this evaluation, it is assumed that
there is zero error in the determination of the coupling of fields to internal
conductors because of the shielding characteristics of the building. We also
assume zero error in assessing the shielding effectiveness of the building,
although this assumption may vary with time. The two test techniques that we
have evaluated increased the confidence in the area of: (1) decreasing errors

in coupling of voltages and currents to POEs from 1 to 2 dB based on scale model
testing, and (2) reducing errors in upset and damage thresholds at the subsystem
level from black box testing by 2 dB. However, Technique 1 does not address
propagation of the POE coupled signals in the interior of the structure. Hence,
the overall error of the predictions generated vsing Technique 1 would be

improved by 7 from approximately 25 dB to 18 dB, one standard deviation.

o 1 Site 1 - Technique 1 - Cost Factors

In this Section we will evaluate the relative costs of each of the
methods used in Technique 1. This is a relative costing only based upon
current engineering judgement, It must be borne in mind that EG&G is nct
attempting to tell the Government or any of its contractors what an actual
assessment of an actual site of this type should or would cost. The intent
liere is merely to make crude order-of-magnitude estimates so that the
various techniques can be ranked according to relative expenge versus relative

return.




5.1.1.2.1 Analysis Costs. The costs of performing an analysis and pretest
prediction on a complex site can be crudely bracketed by assuming a detailed
PREMPT style assessment as the upper bound and an abbreviated assessment
as a lower bound. However. since at this time, the details in the ccmplexity

of the site are not known, these are simple order-of-magnitude costings. The
approach to costing this type of effort has been to assume that an average engi-
neering manhour costs of $25.00, and an average technician or data clerk or
technical aid costs of $15. 00 per manhour. The approximate resource require-

ments for a detailed assessment are shown in Table 5-1.

Table 5-1

Site 1 Detailed Assessment Labor Requirements

Task Labor Requirement Manhours
Site Survey 4 Engineers 2 weeks 320 engineering hours
Modeling 4 Engineers 12 weeks 1920 engineering hours
2 Aid /Clerks 12 weeks 960 tech hours
Software Support 1 Programmer 10 weeks 400 engineering hours
TOTALS 2640 engineering hours
960 tech hours
2640 x $25 366, 000
960 x 515 14, 400
Total <80, 400
Travel 6, 000
Computer Time 10, 000
TOTAL S96, 400

Resource requirements and costs for an abbreviated assessment

~

are shown in Table 5-2.




Table 5~2

Site 1 Abbreviated Assessment Labor Requirements

Task Labor Requirement Manhours
Site Survey 2 Engineers 2 weeks 320 engineering hours
Modeling 2 Engineers 4 weeks 320 engineering hours
Software Support N/A
TOTAL 640 engineering hours
640 x 325 S16, 000
Travel 6,000
Computer Time 2,000
TOTAL 524, 000

The $25.00 per engineering manhour, and $15.00 per technician
manhour are uscd regardless of whether the test is long term, short term,
on-site, or off-site. This is assumed because short term tests even though
off-site usually use fully loaded costing because home site facilities will be
required when the personnel return. Long term, off-site testing is sometimes
priced with separate off-site reduced overhead but the additional cost of travel

has to be considered.

5.1.1.2.2 Scale Modeling. For purposes of pricing a typical scale model

test, we have assumed that a GFE scale model facility will be provided and
that this facility will include environment generators, probes, sensors, mstru-
mentation and all supporting hardware. Thus, the scale model price includes
desien of the model, fabrication of the model, actual testing and reporting.

The cost resources required are shown in Table 5-3.

5.1.1.2.3 Subsystem (Black Box) Testing. For purposes of pricing typical

black box threshold testing we have assumed a subsystem test facility will be
provided as GFE. This facility will include drivers, sensors, probes,
instrumentation, and all supporting hardware. For the purpose of this
paragraph, we have assumed that the Air Force Weapons Laboratory Pro-

crammable Universal Direct Drive (PUDD) or equivalent would be provided.
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Table 5-3
Scale Model Test Costs

Task Manhours

Desion Model 320 encineering hours

160 tech hours

Fabricate Model 160 engineering hours

320 tech hours

Test 320 engineering hours

320 tech hours

Reporting 80 engineering hours
I A f

TOTAL 880 engineering hours

800 tech hours
522,000
12.000
334, 000
Material 500
1,000
__8,000_
$43, 500

880 x $25
800 x $15

Shipping
Travel
TOTAL

From past EG&G experience in operating the PUDD, it has been found that a
typical black box test requires 193 engineering manhours and 99 technician

manhours. Thus, the total cost of an average, typical black box test in a GFE
facility is $6,310. This does not provide any of the circuit analysis or functional
analysis . Since "Analysis' is a part of the technique, these functions are

assumed to be performed there. This paragraph covers cost of test only. This
is consistent with methods currently completed in the assessment of aircraft
subsystems. For a large complex system such as Site 1, a minimum subsystem
test program should include 10 "black boxes.'" Thus, an approximate cost of

$65,000 can be expected.
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If a test facility is not made available, the cost of a test 1s
increased by the cost of building or renting a test facility. This could caust
the cost of the test to increase by at least a factor of two and up to a factor

of 5 depending on complexity and amortization of new test facilities.
5.1.1.2.4 Cost - Technique 1. By simple addition of all of the above com
ponents, it can be seen that the cost ol a site assessment using Technique 1

would fall between the limits of $132 500 and $204,000.

5.1.1.3 Duration of Test

In evaluating the duration of both the hypothetical scale model test

and hypothetical black box direct drive test, it has been assumed that in both

cases the test facility would be GFE and that it would be readily available and
that only minimum modifications to the facility hardware would be require )

that no undue delavs would be mcurred.

5.1.1.3.1 Scale Model. The various phases of a scale model test are: (1
design model, (2) build model, (3) prepare test plan, (4) test, and (5

reporting. For the simplified scale model test envisioned for Site 1. each
phase would take approximately one month. Hence the total duration of th

test would be five months.

5.1.1.3.2 Subsystem Test. Past experience using the PUDD at Kirtland AFB

has shown that it takes approximately one month for a complete test eycle of
a black box. If we assume that this facility assessment would require testing
of ten black boxes, the total test duration would be approximately ten months,
Note that the one month's duration is for a "tvpical” average complexity black
box. Should all six of the boxes be extremely complex in function and test

requirements, the duration of the test could exceed ten months.

5% 9 Practicality

Technique 1 would be an extremely practical and simple technigue

to implement for either of the proposed test programs. Very few acencies
would be involved. They are: (1) the sponsoring agency, (2) test facility

owner, (3) the testing agency, and (4) the owner or SPO for the bliack boxes
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L 1 fillence of the assessment I'he e 1ssing elemem
X testu mmimize errors in threshold prediction
A ol \ (
2.1.1 Analy I'he analvsis approach to be used in Technique 2 is
el that used in Technique 1. Hence trom Paragraph 5.1.1.1 the one
L error bound erated with the analvtical asse ment for this tyvpe of
)5 ‘l
2. 1.2 CW Radiiation. There are two type f radhated CW attenuation
urement experimeoent One technique commonly used in EMP experiment
radiate the e usinge A ept CW urce such as a Hewlett Packard sweep

t
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cenerator . a high power amplifier and @ monopole radiating antenna. Because
CW sionals of much lower amplitude can be measured using tuned receivers,
this technique allows direct measurement of the transfer function from the field
to a critical interface in the frequency domain, Another technique more commonly
associated with EMI/ EMC is to drive from inside of the shielded enclosure a
variety of antennas at different frequencies and measuring the attenuation of the
field with receivers on the outside of the enclosure. For a site such as Site 1
which has been desiened to have high attenuation over the bandwidth of interest
and whose penetrating cables are primarily buried, the use of the monopole
radiator would probably not generate usable signals inside. Inasmuch as the
basic objective of a CW radiated test of a site like this is to verify the shielding
inteerity. or to look for RF leaks or inadvertent penetrations, and to verify that
the buildine meets design specifications, the second EMI/EMC type CW testis
recommended. It is well known that the type of equipment used in this tvpe of
testine can achieve accuracies of «+ 2 dB. Additional errors associated with
transformine the data to the time domain and extrapolating to threat might add
an additional 1 dB because of the absence of phase data. Hence the overall
accuracy of the CW radiated measurement could be between 2 and 3 dB. However,
since a reasonable desien goal for such a buried shielded building is 120 dB,
these Lecuracies are acceptable in that they would verify design specifications
to within a few dB and thus eliminate completely from the assessment problem
coupling of fields to internal conductors.

A more common practice in EMP assessment and test programs 1s

to radiate a site with CW radiation from a monopole antenna. FEither discrete

- frequencies are used to spot check or a swept frequency generator 1s used.
Use of a swept CW generator allows the direct measurement of a transfer func -
tion from the field to mexsurement point of interest. Because Site 1 1s well
shielded. let us examine in an order-of-magnitude way, the sors of signals
to be expected.,

In order to illuminate the site with plane wave, arbitrarily defined
as one whose nonprinciple components are less than 10 percent of the principle,
we can arrive at a distance R which should separate the monopole from the test
site. See Figure 5-1.
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Figure 5-1.

Definitions:

1. acceptable planarity: ll‘ >
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For & vertical monopole

where P is the Poynting vector

For a transmitter radiating 10 watts of power at 520 meters

30 30 -6
P 3 } 8.8x 10 ~ watt,
4 - (520)° 3.4 x 14"
2
I
) -
‘ 3T
by e . -6
k P x 37 8.8 x atlx 10
-3
3.3.x 10
-2
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: 2 FIRRC. |
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& -6
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) -14
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)
for
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-6
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. U'sing the lareest, most sensitive FCLG maenetice field sensor,
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has an equivalent area (A r;‘ of 10 ~ square meters,
e
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e
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“The fields inside are not related by E
We make this assumption here only for the sake of simplicity.
applies to the least attenuated field component.
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Add -20 dB earth attenuation (also a conservative assumption at 10 MHz)

vV 1.1 x 10 °-volts

Since all assumptions are conservative and most frequencies are
attenuated more than 1 MHz, we see that measuring the magnetic field inside
the building is impractical. One might consider using a more powerful trans-
mitter or moving the antenna closer. However, even a 1 kilowatt transmitter
improves the signal only one order of magnitude which is still too small to
measure accurately. Moving the transmitter closer to the site degrades the
planarity of the wave and requires that additional analysis be performed to
derive the transfer function.

[n an experiment at HDL oodbridge ("7/RF) in 1973. see Reference 3.
FEGa G excited five buried conduits and measured the current on wire inside and
horted to the conduit at the end. The conduits were buried six feet (1. 83m) and
wvere 99 feet (30.195m) long. Thev were excited by an overhead arrav as shown
in Tigure 5-2. “ach of the conduits was flawed and the objective was to locate

the flaws. The measured array current was 0.88 amps.

The array width was 8 feet (2.44 m) which gives an effective surface current density.

For radiated case

Assunie

then

at H20m

1.5 x 10 amp meter
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Thus. the surface currents excited in the vicinity of Site 1 are 60 dB less than
in the WRF experiment.
Inasmuch as the signals in some of the flawed conduits were too

small to record accurately, and the signals predicted for cables inside Site 1

1

conduits are much smaller (even with 1 1 kilowatt transmitter), use of this tech-

nique is not recommended for Site 1.

5.1.2.1.3 _ POE Direct Drive (Pulse). The instrumentation used to record the
data during the Phase 1 and Phase 1I cable driving tests at the Delta, Utah
PREMPT Site was analyzed to have an accuracy of : 2 dB based upon the known
accuracy of each of the components. An analysis of the repeatability of the
cable drive data indicated a maximum spread at repeat test points of 3.1 dB.
A weighted average spread would then b2 approximately 1-1/2 dB, roughly
equal to the given accuracy of the measurement system. II we assume the two
to bz statistically independent, and add them in quaditure, then the error bound
on the data is 2.5 dB. This is a conservative estimate because they are probably
not statistically independent (Reference 4

Inasmuch as the models developed for the pretest predictions can
utilize as an input the output of the direct drive pulser, there is no additional
error involved in scaling to threat if required. Hence, the overall error in

the direct drive experiment is approximately 2.5 dB.

10 8 (L Overall Accuracy, Technique 2. Starting with a baseline of 25 dB

analysis quality, the test techniques increase the assessment confidence as
follows,

The results of CW testing arve difficult to quantify. The test is
intended to verify the shielding integrity of the site. In this sense, it is a go-
no-go type test, There is no statistical data available to show what the standard
deviation building construction from shielding design goal.

The POE Direct Drive (Pulse) test reduces errors in coupling from
POE to circuit and in threshold predictions. If adequate threat level POE pulse
drive is used, the error in transfer function from POE to circuit is reduced from
13 dB (see Figure 3-1 a) to 2.5 4B, The net improvement is 10 dB. Thus, the
I

quality of a Technique 2 assessment 1s 15 dB.
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5 L Cost Factors \

The cost of the analysis portion of Technique 2 is the same as
i

lechnique 1.

5.1.2.2.1 CW Radiation. \\'nh’uui having detailed information on the external
and internal structure of Site 1, it is ((iti’l('ult.ztn accurately predict the cost of
determining the attenuation of the structure experimentally. However, with
the use of some reasonable simplifying assumptions and a good deal of engi-
neerine judeement based on past experience, it should be possible to come up
with a relative approximate cost. The .msumptmnjﬂ used in this evatuation are:

1. RF drive from inside. measure from outside

9. Measure only from 10 kHz, 100 MHz. i.e.. the
bandwidth of interest for EMP

3. Assume the building is shaped like a rectangular
parallel -piped that is each side a rectangle but not
necessarily square

4. Assume a drive point:

e At or near the center of each of the six sides

e At cr near each of the eicht corners

e At or near the center of each of the 12 edues

e At or near the center of each of the four quadrants
5. Measure at four points roughly equivalent to the four

corners of the top surface at the surface of the earth

above the building.

Thus. there would be 120 combinations of drive and measurement.

From past EMI/EMC experiments, it is reasonable to expect that two men
could complete two complete measurements per day. This is a conservatively
slow estimate based upon the probability of difficulty in communication. In
addition. it will require approximately one man four weeks to organize, analyze,
and report the data. Thus, 140 manlays or 1120 engineering manhours would be
required for this test, At the assumed rate of $25.00 per hour, the cost of

such a test would be approximately $28,000.

H-16
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9.1.2.2.3 POE Direct Drive (Pulse). At the Polk City Autovon Site, a very

extensive and compiete cable drive program was performed. The cable drive
program took approximately three months and required the following personnel:
e 10 Technician
e 1 Cable Drive Technician
e 1 Data Clerk
e 3 Engineers

e 1 TEMPS Team Manager

[nasmuch as the Team Leader or Manager's presence was required
primarily because of the TEMPS testing, he will not be considered in costing
and the equivalent POE direct drive experiment which could be performed with
only the three engineers. Thus there were a total of 5, 760 technician hours at
a cost of 886,400 and 1. 440 engineering hours at a cost of $36, 000. Hence, the
total labor cost was $5122.400. It is estimated that additional material and
supplies and shipping costs were 510, 000 for a total field program cost of
%132, 000. This was a very large complex facility with many untreated POEs.
For a facility with controlled, hardened POEs, a test of approximately half
this magnitude should suffice. However, it is reasonable to assume that a

program at a site such as Site 2 would cost between $65, 000 and $135, 000.

5.1.2.2.4 Cost Technique 2. An assessment of Site 1 using Technique 2

would cost between 3105, 000 and $355. 000.

N
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Both tests could be run concurrently with little or no interfer-

ence. Itis perhaps even desirable, that the CW testing be performed during

construction so that anv inadvertent leaks ('uu}d be corrected. An additional

advantaze of testing during the construction u'imsv is that testing measurements
P

of attenuation of the shielding alone without (he overburden could be performed

if desired. Should the direct drive of the POEs be as comprehensive as that

performed at Polk City, a total test duration of three months could be

encountered and additional four to six weeks of equipiment setup and takedown.

Thus, a test program of from ten weeks to four months could occur.
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5.1.2.4 Practicality

This would be an extremely practical technique to implement in
that a limited number of agencies are required, all of the hardware that 1s
required currently exists and several government agencies and or civilian
contractors have the required expertise to perform the tests and integrate the
results. The CW radiation would require one contractor or government agency.
The direct drive program would require one agency or contractor plus the GFE
pulsers from the HDL, AFWL, or SAMSO pulscr inventories plus data acquisi-
tion instrumentation.

Very little in the way of data reduction and processing time or
cquipment would be required. Shipping of the equipment and simualators would
also be a practical matter since no extremely large or bulky simulators or

instrumentation would be required.

B Le 2 Interference with Site

The CW shielding test should be performed during the construction

phase or before the site is backfilled and buried. A delay in the construction of up

to three in the construction could be incurred. During the POE tests, site
operation, if started. could continue. Assistance from site personnel would
be required to locate and access test points. In a high level POE test, as in

any high level test, a possibility of upset or damage exists.

0:1: 3 Site 1 - Technique 3

Technique 3 consists of analysis. high level pulse radiation, and
POE Direct Drive (P). Technique 3 differs from 2 in that high level pulse is
used rather than CW radiation. This overcomes the shortcoming of the CW
approach. which is that system elements are not driven to threat or nonlinear
levels. In the case of a well-shielded building, such as Site 1, high level

pulse radiation provides the additional advantage of higher level signals and
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increased dynamic range of test. Thus, such a combination as Technique 3
could provide high threat level radiation testing. combined with facility response
testing, and high level direct drive testing on all pertinent POEs even though.
they are not adequately illuminated by the high level pulse radiation.

5.1, 3.1 Accuracy of Data

5 e p el Analysis. As indicated in Paragraph 5.1.1.1, an analytic assess-
ment of this type of facility can be completed to within approximately 25 dB
standard deviation,

oL 31,2 High Level Pulse Radiation. The usefulness of a high level
radiated pulse simulator can be evaluated from two distinct perspectives.
Depending on one's point of view there are two separate criteria. They are:

1. The adequacy of the simulator, i.e., field levels
at building depth compared to the threat level field
levels at the same depth, and currents induced by
the simulator at the POEs as compared to currents
induced on similar POEs by a threat level pulse, and

2. The useability of the data. That is. will the data taken
in the three common types of measurements (internal
fields. points-of-entry voltage and current, and inter-
face voltages and currents) be of sufficient magnitude
and have sufficient signal-to-noise ratios to allow for
reasonable interpretation.

From Section4.6 we see that the fields induced at the top of the
building (5 meters below grade) arc approximately 13 dB below HA in the case
of TEMPS and over 10 dB above HA in the case of SIEGE. This means that
the TEMPS simulator produces smaller fields than threat. but is still in the realm
*’""\." of adequate simulation. On the other hand, the SIEGE type simulator produces
simulation which is marginal at best because it does not excite the POEs outside
the buried array. Also, from Section 4, we see that current induced on cables
by @ TEMPS simulator (cables up to 100 meters in length) are approximately
14 dB below threat, whereas the SIEGE simulator by its very nature provides

negligible excitation for either buried or overhead cables. Thus, for a large

buried facility with extensive numerous POEs, SIEGE can be eliminated as
potential threat level simulator for Site 1 because of the inadequacy of POE

excitation.

RN s
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Fraom the above we can see that while SIEGE is not considered an
adequate simulator, TEMPS provides small but adequate field illumination and
POE excitation. We shall now evaluate the usefulness of the TEMPS simulator
in an EMP vulnerability assessment program of a well shielded site, such as
Site 1, based upon the second criteria - usability of the data.

Referring once acain to Section 4, we see that the TEMPS induced
peak electric field at a depth of -5 meters is a 2.6 x 103 volts per meter. As
before. we assume a conservative 80 dB field attenuation due to building
shielding, thus TEMPS induced fiblds inside the building are of the order of
2.6 x 10! volts per meter. At the 5 meter depth, the H field induced
by TEMPS is equal to 6.4 and the B field is 8.6 x 10_6. Hence, the interior
magnetic field is 8.6 x 10 il tesla. The risetime of the external field
at this depth is approximately 600 nanoseconds. Assuming an interior

-10 | 6

risetime of approximately 1 microsecond, B-8.6x10 1x10 8.6 x

-4 . . WY S . :
10 and using the largest equivalent area MGL B Sensor, which has equiva-

lent area of 0.1 meters squared, this gives an output signal of 8.6 x 1077 volts.
This signal is within the dynamic range of present oscilloscope/camera
recording systems only if a 40 dB amplifier is used. However, this is the
anticipated peak value: details of the time history and frequency content may

be difficult to interpret. Moreover, should total magnetic attenuation exceed
80 dB over an appreciable portion of the EMP frequency band, the peak may be
too small to measure accurately. Naturally the converse is also true and the
signals may be larger. The situation will be further complicated by the installed
equipment which enhances and shields field in an nonanalytically predictable
manner. From this we conclude that TEM PS is marginal as a tool mapping
interior field level.

We shall now proceed to evaluate the applicability and usability of

the TEMPS simulator to measure coupling of fields directly to external coupling
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paths (penetrations). From Section 4, we see that currents induced upon
buried cables at the 5 meter depth for cables both 50 and 100 meters in length,
the currents are in the order of 60 to 80 amps. For greater depths these
currents are smaller, therefore, this is 4 best case analysis as far as inducing
usable signals in a cable. Assuming a very conservative cable shielding effec-
tiveness of 60 dB, the amount of this total current induced on the interior bundle
of conductors would be in the order of 60 to 80 millivolts. This is indeed a
measurable signal level using Singer type bulk current probes with transfer
functions of 1 ohm. However, this has been such an exceedingly conservative
evaluation, ignoring such factors as:

1. The division of the core current among many conductors,

2. The additional 40 to 60 dB attenuation encountered in
propagation from the point of penetration to the critical

} ‘ interface,

3. The fact that most signal cables have considerably more
than 60 dB shielding effectiveness, and

4. The buried cables will, in all probability, be buried at

depths creater than 5 meters.

We can reasonably conclude that although there is a high probability
of useful data being taken on some interface circuit measurements, there is a
very small probability of being able to adequately map the distribution of
currents throughout the facility and determining the transfer functions from
fields to critical points with any reasonable degree of accuracy. Hence, we
can conclude the TEMPS simulator is not a useful simulator for performing
' the type of full-scale EMP pulse radiation facility tests such as has been
p"'n\n performed in the PREMPT Program.

Having shown that neither the SIEGE nor the TEMPS simulators are
adequate tools for performing a "classical' facility EMP test, one can reason-
ably ask, "Is there any reasonable application for such high level pulse testing 2"
In the case of a newly constructed building incorporating modern shield desion

goals, null or zero results and the absence of any facility response, e.g.,

s

upset or damage, constitutes meaningful data and can contribute to a




l’*—"*\"

successful test. Thus, a high level radiated pulse test could be successiully
performed as a quick and simple verification test of building shielding and
building penetration hardening. Should significant field levels be encountered,
or should significant current be measured on the inside of the points-ol-entry,
one could immediately conclude that there was a deficiency either in the buildin

design or a variance in the building construction from building design.

5 IR T TR POE Direct Drive (P). From Paragraph 5.1.2.1.3. we have
already shown that the accuracy of measurements in Direct Drive (P) testing

is +2 dB. and the overall accuracy of the test technique to be approximately 2.5 di

5.1.83.1.4 Overall Technique Accuracy. Given that the error in the pre-

diction of voltages and currents at the penetration of the point-ol-entry is 4 dB

and that the error of the prediction at the circuit level is 22 dB and that the

add linearly, the improvement in the prediction realized by the Direct Drive
point-of -entry test is 10 dB (from 13 to 2.5 per Figure 3.1 a). The accuracy

of the assessment as refined by the results of this test would then be 15 dB

or 10 dB improved over that based on visual site survey alone. The accuracy

of the Site 1 predictions would not be affected by a TEMPS test because the data.
taken during such a test would predominately null the :l;ntu" ';lssmm}; a-"'classival”

assessment type TEMPS test program).

(7 B o Modification to the TEMPS Pulser or Antenna. Given that we have
concluded that the TEMPS simulator is not a useful tool for testing a facility suct
as Site 1. one can logically ask, "Are there simple moditications to the TEMPS
pulser or antenna which would make it a useful tool ?'" The TEMPS coverage area
and the peak-free field. electric field values are shouwn in Figure 4-10, For a

test object to be illuminated by the early tast rising peak tield, with < 10 percent
field nonuniformity, that test object must be within a 26 anele from the center Line
shown in the illustration. By observation, the 104 meter by 90 meter burted
buried building would have to be located at the 100 meter distance on the center line,
At this distance, the peak-free field is already reduced to 26 KV per meter which
would mean that data which is already too low to be usetul in an assessment pro-=

gram would be reduced by an additional factor ol 2.
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Len:thenine the Late Time Radiating Antenna would not significantly
affect the peak value of the free electric field at this range because this is
coverned primarily by the early time radiation from the bicone. Within the 26
TEMPS coverace angle . only the late time fields are supported by radiation from
currents in the late time antenna. Therefore. changinz the length of the antenna
vould chance the logarithmic decrement of the decaying pulse, but wouid not
affect the peak field. Inasmuch as it has already been shown that these fields
are marginal to inadequate at the 50 meter point and the 100 meter point,
one must conclude that lengthening the antenna would not significantly increase
the usability of the TEMPS simulator.

Another potential modification to the TEMPS to increase the efficiency
vith which energy is coupled into and below the ground. would be a modification
f the cround connection at the termination of the late time antenna. One could.
by drivine a vround system to great depths in the ground,. force the TEMPS
antenna currents to sreater depths. However, it was shown in analysis of the
SIEGE type array that the buried transmission line current required for HA
jevel fields at or near the surface far exceeds the capability of the TEMPS pulser.
Thus . althouch a detailed quantitative study of an optimum TEM PS’ground inter -
face has not been performed one can reasonably conclude that it would not decrease
test deficiencies to the point where useful data could be produced.

e Bnod Costs

The cost for analytic assessment in Technique 3 is the same as
for Techniques 1 and 2.
5.1.3.2.1 High Level Pulse Radiation. The rental cost for a TEMPS simulator
amounts to roughly 1 to 1.5 million dollars per year. This fee includes the cost
of instrumentation and operating erew. Because of the highly variable expenses
involved in site preparation and test preparation, transportation and assembly,
exact cost estimates for a test of Site 1 would have to be determined based on test
objectives for such a site. Nonetheless for any TEMPS test. or TEMPS style

tests . costs would be of the order of 1 million dollars.




1..3.3 Duration of Test
Technique 3. employving the use of high level pulse testing, would

require a threat level pulse simulator such as TEMPS. Since POE direct drive
Pulse) is also to be employed, additional pulsers would be required. For a

hich level pulse test site, preparvation and simulator assembly require approxi-
matelv one month. This includes erection of simulator pulser and radiating
antenna. data reduction facilities, data acquisition facilities, administrative
office space, and installation of utilities. A similar period of time would be
required at the end of the program to remove the simulator and associated
equipment. Based upon previous test efforts at pPolk City, Florida, and Delta,
Utah. a minimum test period of six months would be required. During the six
month period, both High Level Pulse radiation and POE Direct Drive (P) could be
accomplished. As in past tests utilizing TEM PS, POE Direct Drive testing could
be accomplished concurrent with TEMPS on a noninterference basis. Inasmuch
4s Site 1 is a verv larce. functionally complex facility, with a large number of

differing types of POEs, a six month test program is considered a minimum test.

5.1.3.4  Practicality

Any test of a large complex facility using threat level simulation
techniques requirées the application of considerable resources, both in terms
of hardware and manhours required.

A considerable number of agencies inevitably become involved in a
threat level simulationtest. At a minimum, the using ageacies, sponsoring agency ,
the simulator owner agencies, their contractors, and the analysis agency and their
contractors would be involved. In typical past EMP assessment programs, a
test working croup was formed with representatives from all of the participating
avencies as members. In preparation for a test the test working aroup bezan
meetings as early as three to six months in advance of the test. Test planning
and coordination must begin a minimum of six months in advance of such a

large scale test program.




The test facilities required for such a program are typified by the
inventory of the full scale TEMPS facility. This facility consists of:
1. The TEMPS pulser, with antenna
9. The TEMPS command and control van
3. A TEMPS maintenance man
4. A data acquisition instrumentation van
5. An instrumentation calibration van
6. A data reduction van
7. An equipment van

8. Administration, engineering and office space
(up to 5 additional mobile office trailers)

For a test program utilizing a threat level radiating simulator
other than TEMPS. a similar complement of material would be required. (The
In-Place Procram using SIEGE required slightly more resources).

The transportation requirements for such a program, although varying
lareely with the objectives and scop2 of the program, contain as a minimum the use
of 10 to 20 larve semi-trailers to transport the facility equipment and the vans w-so-

ciated. Transportation outside CONUS becomes progressively more complicated.

S TR Interference with Site

The installation of any threat level simulator requires extensive
facilities construction in the vicinity of the site. However, all of these efforts
involve only temporary modifications to the site: at the termination of test all
facilities can be removed, and the site restored to its original condition. During
4 test of this nature access to the site and to the site operating personnel would
be required for the data acquisition engineers and technicians.

Durine a threat level test using either threat level radiated simula-
tion. or hich level PO direct drive, the possibility of functional interruption
of site activity exists.  Although it is impossibie to accurately predict, in a
newly constructed EMP hardened site, the probability of more than occasional
transient interrupts would be very small. It is anticipated that this site could

be maintaimed operational throughout such a test.




[here are no unique personnel safety hazards encountered during

EMP testing. There is a hich voltage electrical hazard present in the vicinity
of a pulser(s). However, the site operating personnel are not exposed to
these hazards. There are no known radiation hazards associated with EMP
testing. However., some communications contractors. such as AT&T. do not
allow their personnel to be exposed through electrical fields in excess of 5 kV
per meter, Should pretest predictions or earlv low level testing indicate that
such fields will exist in areas where the site operating personnel are required
to be. shield rooms can be installed in those areas so that site operating per-

sonnel can be protected during actual high level testing.

&

5. 1.4 Site 1 - Technique 4

Technique 4 consists of analysis and POE direct drive (P). The
use of onlv direct drive testing increases the assessment confidence only in
the area of internal propagation and nonlinear threat level response of the POE
clectrical suree arrestors. The assessment confidence would be limited to the

analysis confidence in the areas of shielding, thresholds and POE coupling.

5.1.4.1 Assessment of Confidence

5.1.4.1.1 Analysis. The accuracy of the analysis for Technique 4 is the same

as for Techniques 1, 2, and 3, that is 25 dB.

’

o. 1.4 1.2 l_’())i Direct Drive. The POE direct drive test increases the

assessment accuracy by 10 dB, from 25 to 15 dB total.

1.4.2 Costs

(S ]

The cost of the analytic assessment is the same as discussed above,

The cost of the POE direct drive test is the same as discussed above.

9.1 4.3 Duration
The duration of a POE direct drive test, as discussed above, would

be fromn eight weeks to four months.
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0.1.4.4 Practicality

\s discussed aboy implementation of POE direct drive tests |
mn extremely practical technigque in that few agencies are imvolved and al I

the hardware and expertise required for this procram currently exists and

could be shipped to the site with minimum problems

i 1 Interference with Facility

As discussed above. there would be no interference with the opera-
tion of the facility with the exception that support fron ite per neld uld b
required for locating drive and measurement points and there always exists
the possibility during threat level direct drive testing that the sii per
may be briefly interrupted
5. 1.9 site 1 - Technique 5

'echnique 5 « ists of analvsis, CW radiation i fe
testin

j \ ccul i Pata

.1.5.1.1 Analysis. The analysis approach to be used i Technique 5 i
identical to that used i Technigue 1 Hence, from Paragraph 1.1.1.1 [he
one sigma error assoclated with an analvtie assessment for this type [ S1t¢

is 25:dB.

5.1.5.1.2 CW Radiation. As mentioned earlier in the evaluation of Technique
2. there are two types of potential CW radiation tests which could be performed
Smee the purpose of this CW radiated test is to verify the intesrity of the
electromagnetic shield, the recommended technique is to locate the radiatin
clements or antennas inside the site and measure the resultant fields outside
the site. In order to cover the band with of interest several stvles and sizes
of antennas would be required. The accuracy of this type of test would be plus
or minus 3 dB.

The standard method of illuminating a site with radiated CW from

a vertical monopole and measuring fields, currents, and voltaces inside th

site 1s not recommended for application at Site 1. This is because the
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This would be an extremely practical technique to implement. Onl
a limited number of agencies are required, all of the hardware that is required
currently exists, and several covernment asencies and civilian contractors

have the required expertise to perform both the CW and the Subsystem tests.

500 [ L Interference with Site

There would be little or no interference with setup operation.
Support from site personnel would be minimal in that no test points within the
facility operating equipment would be utilized. There is a possibility, small
but non-zero, that the levels of radiation involved in a CW test from inside the
facility may cause some interference with site equipment resulting in transient

mterrupt.

8.1 6 Site 1 - Technique 6

Technique 6 consists of analysis combined with high level pulse

radiation.

9.1.6.1 Accuracy of the Data

The total accuracy of an assessment of a well shielded and hardened
facility such as Site 1 based on Technique 6 would be limited to the accuracy
involved in the analytic assessment. Because of the limited dynamic range of
a TEMPS style test, compared to the building shielding, accurate data to refine
the predictive model could not be reliably obtained. Hence, a TEMPS styl¢
test would be used primarily to detect leaks or other deviations from design
goals. Technique 6 then is essentially a 25 dB analytic assessment program
whose results might be verified or disproven by a TEMPS test. It is difficult
to quantify the resultant reduction in uncertainty. The assessment confidence

resulting from the application of Technique 6 would then be 25 dB.

D X é0»2 Costs
The rental cost for a TEMPS style simulator amounts to roughly

1 to 1.5 million per year. A go, no-go style test such as envisioned would last
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between 3 and 5 months. Current engineering estimate is approximately 3
months. however, because costs do not scale linearly, and because the exact
cost estimates would have to be based on test objectives and transportation
cost. exact cost estimates for Site 1 would have to be determined. However,
a4 TEMPS style test combined with detailed analysis effort, would result in

cost of the order of $500, 000.

Bolia 0% 9 Duration

Because the high level pulse radiation test envisioned for Site 1,
Technique 6 is essentially to o, no-go style test a program much shorter than
the 6 month program discussed in Paragraph 5.1 is envisioned. However,
inasmuch as Site 1 is a large complex site even an abbreviated go, no-go style

test could not be performed in less than 3 months.
|

5.1.6.4 Practicality

As mentioned earlier, any test of a large facility using threat level

simulation techniques requires considerable resources, (see Paragraph 5.1.3.4).

Hence, Technigue 6 is considered to be an impractical test program. The
results acquired, in terms of increased confidence or increased accuracy in the
assessment do not compare favorably with the hich cost and large resource

requirements.

5.1.6.5 Interference with Site

The installation of any threat level simulator requires extensive
facilities construction in the vicinily of the site. However, all these efforts
involve only temporary modifications to the site: at the termination of tests,
all facilities can be removed, and the site restored to its original condition.
During a test of this nuture access to the site and to the site operating personnel
would be required for data acquisition engineers and technicians.

During a threat level test the possibility of functional interruption
a site activity exists allowing possible to predict accurately, in a newly con-
structed EMP hardened site, probability of more than occasional transient

interrupts would be very small.
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S SITE 2

Generic Site 2 is characterized as a buried shielded building. In

neral . the building mayv or may not have an antenna tower present: it has

few cables which are buried and shielded. has EMP shielding around the

buildine ., has few antennas and has no special EMP protection on the ponetra-
tions of the cables. The generic Site 2 model is shown in Figure 2-2. An
actual site representative of this class is shown in plan view in Figure 2-6

There are no waveguides. horns., or tower at this site, nor are there any soft
CHU-1085 antennas. There are four hardened antennas (CA-3018H They

are located approximately 285 feet due west of the main building and are placed

on two separate towers.

oround at the antenna base.

The cables from each of the hard antennas enter the

The cables then run approximately 300 feet to the

bailding. There are three [.-4 cables approximately 2" in diameter and each
has a 1 8" lead shield covered by a 1 8" insulation layer. In addition to th
hard antennas listed above . there is one FM radio antenna. There is one

1-1 4" diameter local telephone line cable which enters the building. This
telephone cable is buri¢d. The miin power lines approach the site from “he
northeast above ground. At a point 159 feet from the northeast corner of the
building the power lines enter the ground. Power cables are each encased in
a conduit. Each conduit is 4" in diameter. These conduits are buried approxi-
mately one foot underground and they run to the power transformer located at
the northeast side of the building. Table 2-5 summarizes the antenna and
cable penetrations to actual Site 2.

The test techniques selected for applicationon Site 2 include:

L. Technique 2 - Analysis, CW Radiation, POE Direct Drive.
2 Technique 3 - Analysis, High Level Pulse Radiation POE
Direct Drive (P)
3. Technique 5 - Analysis, CW Radiation, Subsystem (Black Box)
Testing
4, Technique 6 - Analysis, High Level Pulse Radiation
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Technique T - Analysis. Low Level Pulse Radiation, POE
Direct Drive (P)
6. Technique 8 - Analysis. CW Radiation, POE Direct Drive
(CW). POE Direct Drive (P)
Technique 2 would employe CW radiation to quickly test site shield
inteoritv. As there are few antennas and external cables associated with this

“direct drive of the POEs to those levels predicted by what might be anti-

Site
cipated to be an only moderate analysis effort would complete the assessment
technique.,

Technique 5 would also use CW radiation to test site shield integrity.
Due to the number and simplicity of antennas and cables a modest analysis
effort would be anticipated to estimate to and through the POEs. No sophisticated
SA protection exists for this site so that subsystem tests could then be used to
predict upset damage thresholds and margins of safety.

Technique 7 was selected primarily because for the particular site
model there was reason to believe that the site shield may have been less than
adequate. Therefore, while Site 2 has a shield, its integrity is very uncertam.
This hypothesis is certainly in harmony with the fact that ESA protection is not
provided. Low level pulse radiation is then a viable test approach for Site 2.
Because of the relative simplicity of the site, a modest analysis effort would
be anticipated for coupling predictions, followed by direct drive of the POFEs
to predicted levels.

Technique 8 is identical to Technique 2, with exception of additional
CW direct drive testing. This additional feature is particularly applicable
because of the lack of ESA protection of Site 2. As in other test programs, it
would extend the understanding of the coupling mechanisms or transfer functions

into the site.
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T Site 2 - Technique 2

Technique 2 consists of analysis, CW Radiation, and POE DirectDrive.
Dl 1 Accuracy of Data
9.2 1. 11 Analysis. An analysis of this type of site would consist of describing

the local electromagnetic environment, describing the external POE coupling,
assessing the propagation of POE coupled signals inside the building shielding,
and determining the failure and upset thresholds of the critical interfaces.

The electromagnetic environment at the site can be predicted as a
function of depth and soil parameters to within + 5.5 dB. Pretest predictions for
the magnitude of currents and voltages coupled to buried POE cables are accurate
to within + 9dB. If we assume that the buried building shielding is well designed
and has not deteriorated dramatically since construction, then the field inside the
building can be predicted to within + 6 dB {ignoring the effects of internal structure
and equipment). However, since Site 2 has not had a recent EM shielding effective-
ness test, and defects in shielding are frequently impossible to detect visually,
large variances in internal fields could be encountered. This will be reflected in
increased uncertainties in the internal coupling models. Degradation of predictions
at critical interfaces is estimated at 6 dB. Hence, the voltage and currents seen
at each of the critical interfaces can be predicted based upon the propagation from
the point of entry to the interface only to within : 28 dB. From past EMP predic-
tions and subsequent testing, the value of the damage and upset thresholds can be
predicted analytically by simple hand analysis or from existing data bases to

within an accuracy of : 30 - 5 dB.

9521 1.2 CW Radiation. For this site, a standard EMP type CW test is
assumed. In this type of test, a site is illuminated by a known CW field and
transfer functions are measured directly. In the discussion of CW radiation
testing in Paragraph 5.1, it was noted that using a 10 watt radiator outside the
building, and assuming building attenuation of 80 dB, B-dot signals within the
building would be of the order of a few millivolts. Hence, this type of a test
would be adequate to verify that the combined building and earth shielding at

Site 2 were at least 80 dB. For signals at frequencies which were not attenuated

by at least 80 dB, measurable data in excess of a few millivolts would be taken
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taken inside the building. Therefore, since it is the objective of a CW

radiated test to werify that the shielding integrity of the building is in

excess of 80 dB, this type of test would be adequate. Because the signal

to noise ratio, when measuring millivolt level signals inside a communica-

tion site are less than 20 dB the accuracy of the data would be questionable
(errors of the order of magnitude of 10 dB could easily occur). Thus, if the
total attenuation of the earth overburden and the building shielding is in excess
of 100 4B, this technique could not accurately measure the transfer function.
However, since 80 dB is considered adequate shielding, the inability to measure

transfer functions is unimportant and the errors mentioned above are acceptable.

5.2.1.1.3 POE Direct Drive (P). As stated in 5. 2. 2.3, individual voltage

and current measurements in a direct drive pulse test of a POE can be made
within - 1.6 dB. Average standard deviation for voltage and current transfer

functions in this type of test is + 2.5 dB.

5.2.1.1.4 Overall Accuracy - Technique 2. For an older site whose EM

shielding has not been recently tested, variance between specified shielding
value and actual shielding value can be quite large. Errors up to 40 dB (at
some frequencies) in the estimate of shielding effectiveness could be encoun-
tered. This would introduce additional errors in interior coupling model.
Although, it is difficult to quantify these errors, an estimate of 6 dB has
been assumed. Therefore, it is estimated that a CW test which verifies
shielding, or pinpoints defects would increase assessment accuracy by 6 dB
narrowing uncertainty in shielding and an additional 3 dB by contributing to

refined model parameters.
When combined with POE direct drive (P), which further reduces

errors in internal coupling, an assessment accuracy of 13 dB could be achieved.
5.2.3:2 Cost Factors

5.2.1.2.1 Analysis. Given that Site 2 is a buried, shiclded building, the
coupling analysis for interior coupling paths would be limited to propagation

from points of encry to the critical interfaces. Since it 1s also true that there
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are a limited number of points of entry to Site 2, the coupling of the external

coupling to the POEs could be analyzed in a fairly simple straightforward

fashion. Because of the relative simplicity of the geometry of Site 2 and of
»

the coupling analysis, an abbreviated type assessment of Site 2 should be ade-

quate to yield an assessment with approximately 32 dB accuracy. Such an assess-

ment would require approximately 2 man-monthsto plan, perform and document
a site survey: approximately 6 man-months to model, analyze, and make
predictions: 1 man-month to report: and some travel and computer costs. Such

an assessment would cost between 25 and 35 thousand dollars.

5.2.1.2.2 CW Radiation. Assuming that the appropriate equipment is readily

available as GFE, and that site access will not provide undue delay, it should
be possible for one technician and one engineer to set up the test equipment,
complete the test, and remove the test equipment in four weeks. Thus, there
would be 160 hours of engire ering time and 320 hours of technician time. It
will require an additional two weeks of engineering time and one week of tech-
nical publications time to prepare a report. Thus, the total cost of such a
simple CW radiated test would involve six weeks of engineering time and five
weeks of technician time. At $25 and $15 per hour respectively, this totals to
$9000. This test does not include the cost of any analysis which would be done

under the analysis section.

5.2.1.2.3 POE Direct Drive (Pulse). Again, given that the test equipment is

provided as GFE and that undue delays are not encountered because of site
access problems, the POE direct drive test on a fairly simple facility with

limited numbers of POEs could be accomplished by one engineer and two tech-

nicians in approximately one month. An additional two weeks in engineering time

would be required for test reporting. An additional two weeks technician time

would be required for a technical publications support in preparing the test report.

Thus, a total of 400 technician hours and 240 hours of engine ering would be
required. At a cost of $15-$25 per hour respectively, the total cost would be

$12, 000. Once again, this does not include data analysis or data reduction.
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5.2.1.3 Duration
In evaluating the duration of a hypothetical t
been assumed that the test facility and test hardware »

test facility would be available and the only mmimum

facility would be required so that no undue delays would 1

5.2.1.3.1 CW Radiation. A simple CW radiation t¢

of up to 30 transfer functions could be performed m app:

Should additional transfer functions be required up to fou:

expended in this type of testing.
The POE direct drive (pulse) test pre

facility such as Site 2 in a two month period

9.2.1.4 Practicality

This would be an extremely practical tecl
a limited number of government agencies are require
is required currently exists and several government age
tractors have the required expertise to perform the te
test would require only one contractor or governmen

facility operator. The direct drive program would requ

contractor. Very little, in the way of data reduction and

equipment would be required; this part would be provides

tractor. Shipping of equipment and simulators would al

gince no extremely large or bulky simulators or mmstrun

5.2.1.5 Interference with Site

The interference with the site operation oc

would be minimum. There would be [ r no site modifi
there would be no earth work required. Support from sit
required in locating and connecting to the drive and test pe
CW and POE tests. During POE direct drive at high level
possibility of brief interruptions of the site For this type

hazard and only routine safety hazards that are connected

pulse test.







5.2.9.1.3 POE Direct Drive (Pulse). Because of the limited size of the

coverage area of the TEMPS field, as compared to a HA field excitation of
the external coupling paths to the penetrations will not achieve comparable
levels. When used in conjunction with a TEMPS test, POE Direct Drive

Pulse) overcomes this deficiency.

5.2.2.1.4 Overall Technique Accuracy. The combination of Analysis, High

[evel Pulse Radiation, and POE Direct Drive (Pulse) was used on the AUTOVON
sites at Polk City, Florida and Delta, Utah. By verifying and refining predic-
tive models of those sites, it is felt that the post test predictions concerning
these sites are accurate to within approximately 10-12 dB. By comparison i

is assumed that Technique 3 could be applied to Site 2 with equal accuracy

vieldine a total assessment with 10 -12dB errors or uncertainties.

A Costs

A hich level pulse radiation simulator similar to the TEMPS costs
1 to 1.5 million dollars per vear. Inasmuch as Site 2 is fairly a simple site,
both functionally and geometrically, a pulse test duration of approximately 3
months is assumed. However, because simulator operating costs do not scale
linearly a high level pulse radiation test program would cost on the order of
$500. 000. When combined with the analysis and POE direct drive costs, a total
assessment program of approximately $600, 000 would be involved in the use

of Technique 3.

0. 22:9 Duration

The high level pulse radiation test would require 3 months. A POE
direct drive pulse test program would require approximately 2 months. By
combining the two and taking advantage of common data requirements the test
program could probably be compressed to 4 months. An additional 2 months

would be required for setting up and tearing down the equipment.
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Anv test using threat level simulators requires considerable

resourees hus, such a test ranks low and a scale of practicality Particu-

riv when compared to the other techniques which yield assessment aceuracic

mparable to Technique 3 at much less cost and effort.

B s & O Interference with Sii¢
Extensive physical modifications are required in the vicinit
he site t ouse the simulator facilities, However. all of these modifications

are temporary and the site can be returned to its original configuration at the

nd of a test program. During both High Level Pulse Radiation and POE Dire«ct

assistance would be required from the site personnel 1n locati

and accessing measurement points, During any High Level Pul

yasibilit £ty

ility of transient interrupts or damage exists.

3 Site 2 - Technique 5

rechnique 5 consists of analysis. CW radiation. and subsystem

I 1ck box) testit

2.3.1 Accuracy of Data

9.2.3.1.1 Analysis. As in Technique 2, an

1

abbreviated assessment tyvpe

analysis of Site 2 could be pertormed with an assessment confidence interval

o 32 dB (1 sigma),

H.2.3.1.2 CW Radiation. As noted above,

[ S e S

within 1 dB.

the accuracy of CW radiation is
Because of reduced error in internal coupling and model parameter -
izing, overall assessment is improved by 10 dB.

5.2.3.1.3 Subsystem (""Black Box'') Testing. As noted in Paragraph 5.1.1.1.3

for typical classes of discrete solid state component type hardware, statistical
variation of damaged thresholds is the limiting factor in the accuracy of black
box testing. This error is in the vieinity of ~ 3 dB. which results in 2 dB
improvement over the 5 dB analysis error.
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.2 .3.1.4 Overall Aceuracy - Technique 5, Starting with a 32 dB analyti

assessment. the additional accuracy provided by the CW and subsystem test 1S

17 dB. Thus. the overall accuracy of Technique 5 applied to Site 2 1s 15 dB
234 Cost Factors
,.2.3.2.1 Analysis. As noted above. an abbreviated type assissment within

a one siema confidence interval of 22 dB can be performed for approximately

25 to 30 thousand dollars.

,.9.3.2.2 CW Radiation. As noted above in Paragraph 5.2.1, a CW radiati

test of a Site 2 facility would cost approximately 39,000.

5.2.3.2.3 Subsystem Tests. As noted in Paragraph 5.1. subsystem testin
can be performed at the Air Force Weapons Laboratory PUDD Facility for a
typical test cost of $6,310 per black box. Assuming four black boxes are 10 (3%

tested . this would incur a total cost of approximately 525,000

SRS Duration of Test

It was noted before that the CW test would require approximately
two weeks of on-site facility time. The black box test which would require
approximately one month per box would require a four month period of time
0.2.3.4 Practicality

Technique 5 would be an extremely practical and simple te ¢ hnigue
to implement. Very few agencies would be involved. The test facilities are
reasonably small and simple, ave currently existent, and are normally avail -

able for relatively small simple tests such as the one proposed.

7 I Interference with Facility

The only portion of Technique 5 which takes place on site would be
the CW radiation test. This would involve no interference with the operation
of the facility. However . facility prsonnel support would be required to locate

and connect to measurement test points.
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pulse radiation

previously stated, an analytic assessment of te 2

7,400 - S0 High Level Radiated Pulse. As stated previously. data accuracs

pulse testing is 2.5dB., and the post

test assessment

A high level pulse test

see paravraph 5.2,2

A high level pulse test at Site 2 would require approximately thre

lv three
z ) .4 .4 Practical ity
\ny test 1 hieh level threat simulators requires lerab's
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Technique 8

2. 2.6 Site 2

Technique 8 consists of CW radiation, POE direct drive (CW), and

POE direct drive (pulse). Technique 8 is identical to Technique 2 with the

addition of CW direct drive testing. CW direct drive testing would not add any

more insight to the sites coupling mechanism for hardness than would pulse
type POE direct drive tests. However, if the CW direct drive testing were
accomplished in conjunction with or prior to analytic effort, it would consider-
ably enhance the analysis confidence or reduce the analysis cost. The limited

CW testing envisioned would be accomplished by the analysis team during their

site survey. A detailed evaluation of Technique 8 is not included here because
it is considered equivalent to Technique 2.
9,3 SITE 3
Site 3 is characterized as a buried unshielded facility. The buried
building is constructed of reinforced concrete hardened to design an overpressurt

50 psi. The top ot the building is 2 feet below the surface of the earth. Ther:

is a 350 foot high radio tower. The techniques chosen for evaluation for potential

use on Site 3 include:

lechnique 2 Analysis; CW Radiation; POE Direct Drive (P)

Analysis;iiigh Level Pulse Radiation: POE Direct Drive (P

Technique

Analysis; CVW Radiation: Subsystem ("'Black Box'') Testing

Technique

Technique 6 Analysis; High Level Pulse Radiation

Analysis: Low Level Pulse Radiation: POE DirectDrive (P

Analysis: CW Radiation: POE Direct Drive (CW): POE
Direct Drive (P

-3

Technique

Technique ¢

Site 3 is nominally an unshielded facility. However, to determine
the feasibility of any r'.ulul;wi test whether pulse or CW, some data on the
shielding effectiveness of the facility must be known. Table 5-4 summarizes
the data from the SAFCA shielding effectiveness tests if we assume that this
buried building at Site 3 is an average concrete building. Its attenuation will be
similar to the mean attenuation of the buildings tested in the SAFCA study, 1.e.,

27 dB, with an error of 27 dB, 1 standard deviation.
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5.3.1.2.3 POE Direct Drive (P). It is estimal »d that a POE Direct Drive
(pulse) at a site such as Site 2 would require the efforts of one engineer and two
technicians approximately two months to set up the test imstrumentation, com-
plete the tests, and remove the instrumentation.  An additional one month of
encineering time would be required for data processing and reporting and an
additional month of technician time would be required for technical publications
to prepare a test report. Thus. a total of approximately 500 technician hours
and approximately 480 engineering hours would be required. The total cost tor

such an effort would be $24, 000,

5.3.1.3 Duration

In the preceding two paragraphs. it was stated that approximately
two months would be required for a CW test and approximatelv two months for
a4 POE direct drive test. Although the excitation source for these tests ar
fifferent in nature ihere would be considerable overlap in the data reqguire
ments of both programs. Therefore, it is assumed that both tests could be run
concurrently on a noninterference basis with a time savings of approximately
one month. Thus. it is estimated that a total test duration for a Technique 2

would be three months on-site.

5.3.1.3.1 Practicality. On a site such as Site 3. Technique 2 would be a

practical test technique to implement.  Only a limited number of covernment
acencies would be required, the using agency. the sponsoring agency, and a
testing avency or contractor. All of the hardware required for both tvpes of
tests currently exists and several government agencies or civilian contractors
have the required expertise. On-site data reduction would be at @ mmimum
since this service would be provided by the analytic assessment contractor.
Shipping of bulky equipment would be minimized since the data acquisition

and excitation equipment neither extremely large or extremely bulky.

5.3.1.3.2 Interference with Facility. Technique 2 would not involve interrup-

tion of facility operation nor would it involve extensive facility modihication or
carth work. The services of on-site personnel would be required to locate
measurement points and direct drive points.  As with any threat level direct

drive test, the possibility of transient interruptions and potential damage exist.
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I'here would be no operational interference created by & CW radiation test

ither than the requirement for personnel.

3.2 Site 3- Technique 3

Technique 3 consists of analysis. high level pulse v iafion and

POE direct drive (P).
it was stated that the

In the evaluation CW radiation testing for Site 3.

probable value of attenuation of the building at Site 3 is 27 db with a 1

sicma standard deviation of 27 dB. It must be kept in mind that this is a fairly

crude estimate based on limited data. The actual shieldine value of the

buliding in Site 3 is completely unknown. It is not known whether the dynamic

range of a high level pulse radiation test would be sufficient to acquire mean-
ingful data.

A high level pulse radiation test program is always a costly under-
taking. Such a program ranks high in cost. low mn practicality. and hiigh in
interference with site operations.

In view of the above, a high level pulse radiation test cannot be
recommended at this time. Additional data in the form of CW testing or
analytic predictions should be acquired and used as a bases for a proper
determim tion of a test no-test decision. Until such data is made available, it

is 1mpossible to quantitatively determine the accuracy of the results of a high
level pulse radiation test on a facility such as Site 3.
Application of the remainder of the evaluation criteria will not
be performed on Technique 3. It can be stated, however, based on previous
anzlyses of high level testing programs, that Technique 3 would rank high in

cost and low in practicality.

5.3.3 Site 3 - Technique 5

Technique 5 consists of analysis, CW radiation, and subsystem
bliack box testing. Technique 5 relies primarily upon the analytic asse ssment
predictions to determine electromagnetic site response. The use of CW

radiation testing would enhance the accuracy of those predictions. Subsystem
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black box would be utilized to determine the damage and upset thresholds ol
the critical equipments. The site vulnerability assessment would then be made
by comparing the CW refined analysis predictions with the black box test

thresholds.

N
o

e Accuracy

5.3.3.1.1 Analvsis. An analytic assessment of Site 3 would be accurate to

within - 25 dB.

5.3.3.1.2 CW Radiation. The accuracy of the analytic assessment statement

would be enhanced by CW testing to 12 dB.

5.3.3.1.3 Subsystem (Black Box) Testing. Given that the accuracy of upset

nd damage thresholds determination based on analysis 1s 5 dB and that after
a test program the uncertainties in the test program combined with the statis-
tical spread in the manufacturing tolerances given a post test accuracy of

3.4 dB. then an assessment bas>d on subsystem test results will on the average

be 1.5 dB more accurate than one based upon hand analysis and prediction alon:.

The 5 dB improvement normally associated with subsystem testing is not found

here because the coupling from subsystem to circuit is already in the CW test.

5.3.3.1.4 Overall Technique Accuracy. Given that the electromagnetic

response based on analysis and CW test accuracy to within - 12 dB and the
accuracy of the thresholds based upon subsystem tests or + 3.4 dB. then the

uncertainties added in quadrature equal 12,5 dB.

S W Costs

The costs of the analysis and CW radiation portion of Technique 5

are the same as in Paragraph 5.3.1, Technique 2, that is $50, 000 to $75. 000
and $18, 000 to $20, 000, respectively. The cost of subsystem black box testing
at the PUDD Facility is as stated in Paragraph 5.1, $6.310 per box. It is
anticipated that approximately three to five types of boxes would be new or
would contain solid state devices which have not been tested hefore, the total

cost of a subsystem black box test would lie between $18, 000 and $31, 000.
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T s S Duration of Test
The CW radiation test would require three months occupancy
the site. The subsystem black box test would not be run on-site but at
the PUDD Facility and could be run concurrent with the CW radiation test.
I'hese tests would also take approximately three months. Thus, the total

test duration for Technique 5 would b2 three months,

s 9 L Practicality

I'echnique 5 would be a very practical test to implement.
However . it would in fact. be less practical than Technique 2 because a
black box test would require that black boxes be made available by the
usine avency. transported to Albuquerque, and subjected to possibly

damaging testing at the PUDD.

S Bl Interference with Sife
nasmuch as the only on-site testing would be CW radiation
testing, Technique 5 would involve very little disruption to routine site
activities. Since there is no probability of traisient interruption caused by
the low level CW radiation, the only interference with the site would be access
2 .
required for data acquisition personnel and the use of on-site cperations

prrsonnel to assist in locating measurement points.

. 3.4 Site 3 - Technique 6

Technique 6 consists of analysis and high level pulse radiation.
As stated in Parasraph 5.3.2. the uncertainty in the shielding effectiveness
at Site 318 so ercat that the usefulness of hich level testing cannot be
evaluated withouwt additional data Thus. a high level pulse test cannnot

be recommended at this tine
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Technique 8 is considered a practical test equivalent to Technique 2.
5.3.6.9 Interference with Site

As stated in Paragraph 5.3.1, any test involving the use of threat
tevel POE excitation has the possibility of transient upset or damage. The
only additional interference with site operation would be the requirement tor

assistance in locating measurement points.

5.4 SITE 4

Generic Site 4 is characterized as a single tall structure partially
buried. The actual Site 4. shown in elevation view in Figure 2-4, is a 106
foot tall tower of which the bottom 21 feet are buried. It is a blast hardened
buildine with thick reinforced concrete walls. Some sites in Class 4 have
structural steel liners installed for blast havdening purposes. Although these
wall liners were not installed with electromagnetic shielding in mind, they will
provide some shielding bat of an unpredictable nature. A site with such liners
may react as a single tall op»n-eaded cylinder or as a series of stacked short
squat open-ended evlinders. It is not known whether or not the actual Site 4
has the steel liners. Because of the foregoing the amount of shielding provided
by the structure fo the inside electronies i1s completely unspecified, Site 4 18
a eylindrical shaped tower. Because of this, it is amenable to analytic analvsis
af the shielding.

Site 4 has very few penetrations or points of entry. There are n
communication cables, The primary points of entry are the antennas on the

roof, the tower itself, and the utility penetrations.

4. Site 4 - Technique 2
Technique 2 consists of Analysis, CW Radiation, and POFE Direct
Drive (P). At this time the shielding effectiveness of the tower walls at Site 4

15 completely unspecified,




[t 1s assumed that a site survey conducted |

electromagnetic pulse survev engineers. would provide

L Zroup ol experience

ufficient detail infor-
mation such that an analvtic assessment of quality comparable to that performed
on other sites could be accomplished.

Therefore, it is assumed that an abbreviated style analvtic asse
ment of Site 4 could be accomplished with an accuracy of 25 dB.
0.4.1.2 CW Radiation

In a site whose electromagnetic shielding is completely unknown,

a preliminary CW radiation test is most applicable. Such a test would quickls

determine the effect of electromagnetic shieldine and allow direct measurement
of the transfer functions of the more significant penetrations, and provide in-
creased confidence in the modeling parameters chosen by the analyst. Should
it be determined that Site 4 has an effective electromagnetic shield provided by
steel liners. then a CW test would remove the internal field coupling portion of

the problem from the analyst task making his predictions easier and more
accurate. In such a case no results would be significant. Should the electro-

magnetic shielding provided by the liner prove to be negligible at least in some

areas or for some frequencies then the CW test would provide detailed modelin
mformation.

In either case the CW test would increase the confidence in the

analytic assessment from 25 to 15 dB. The use of the CW test is particularly
appropriate for Site 4 because of its vertical geometry.

[}

The common method
)i

providing radiated CW is with the use of vertically polarized monopoles.

“wn

This would increase the effective dyvnamice range of the field coupling to the
I

structure.

9.4, 1.3 POE Direct Drive (Pulse)

The POL direct drive test minimizes the uncertainties in the
coupling model from the point of entry to the circuit level. Thus, the remain-
ine uncertainty is that associated with prediction at the point of entry and the
uncertainty associated with the threshold of the circuit.  The uncertainty in
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Because both the CW radiation test and the direct drive pulse test
have already been reduced to their absolute minimum of one month on-site,
no synergistic effects would be anticipated in conducting both tests concurrently.
Each test would have to be completed in its allotted time of one month. The

total cost then would be approximately 520, 000.

5.4.1.6 Duration
The total duration of on-site testing would be two months, one each

for CW and direct drive testing.

5.4.1.7 Practicality

The combination of CW radiation and POE direct drive is an
extremely practical test to run. This test program would involve a minimum
number of agencies mainly the site user, the test sponsor and the test con-
tractor(s). Both the hardware and the expertise for such tests exist within

several government agencies and several civilian contractors.

Interference with Site

9.4.1.

Interference with site operations during a test program utilizing
Technique 2 would be minimal. During the two month on-site period of testing,
site operating personnel would be required to assist in data acquisition. During
POE direct drive at threat level pulses would entail a moderate risk of transient
site interrupt or possible damage. No other form of interference during this

technique is to be anticipated.

L2 Site 4 - Technique 3

Technique 3 consists of Analysis, High Level Pulse Radiation, and
POE Direct Drive (P). The high level pulse simulator most appropriate for
testing a site such as Site 4 is TEMPS. The SIEGE simulator would only be
useful for a completely buried facility. Because the TEMPS simulator radiates
primarily horizontally polarized components, while the tower at Site 4 would
be excited primarily by vertically polarized components, and because the
effective electromagnetic shielding of Site 4 is completely unknown, it 1s
impossible at this time (without further test or evaluation) to quantitatively
determine the advantages of high level pulse testing. Because of this lack of
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5.4.3.5 Interference with Facility

During any high level direct drive test possibility of occasional

transient interrupt or damage exists. In addition, operating personnel would

be required to assist the data acquisition engineers in locating measurement
points.
5.4.4 Site 4 - Technique 7

Technique 7 consists of Analysis, Low Level Pulse Radiation,
and POE Direct Drive (P). The low level pulse technique evaluated for use
on Site 4 involves the use of the vertically polarized airborne RES pulser.
The vertically polarized RES was chosen because of the vertical geometry of

Site 4.

5.4.4.1 Accuracy of the Data

A test program utilizing both pulse radiation and POE direct drive
would result in an overall assessment with accuracies of the order of 10 to

12 dB.

9.4.4.2 Cost

Total cost for the RES simulator averages $10, 000 per week. For
a relatively simple site such as Site 4, it is estimated that a two month test
period would be adequate. The rental cost for the RES would be approximately
580, 000. In addition, two data acquisition engineers and technicians would be
required. After the test program, approximately one month of engineering and
one month technician time would be required for preparation of a test report.
A total cost for the Low Level Radiation test would then be in the vicinity of
$125.000. The cost for the analytic assessment of Site 4 would be between
%25, 000 and $35, 000. Total cost for a POE direct drive would be $9, 600.
Adding the component costs together results in a total assessmont cost of

between $160, 000 and $170, 000,

.4.4. 95 Duration of Test
Total test time would be four months; there would be little or no
time savings brought about by the common data requirements because of the

ready compressed schedule,
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Beh 4.4 Dodchicling

This test technique ranks low in practicality inasmuch as many
agencies are required to support a RES type test. The RES simulator is in
the custody of the Air Force Weapons Lab, and a helicopter from the Air

Force is required. This introduces two additional Air Force agencies

5.4.4.5 [ntcrference with Site

The cooperation of the site personnel would be required to locate
measurement points for both the low level pulse test and POE test. During
the POE test, as in any high level test, possibility of transient interrupts and

damace exists.

(1]

Site 4 - Technique 8

Technique consists of analysis, CW radiation, POE Direct
Drive (Pulse) and POE Direct Drive (CW). As indicated earlier in the
evaluation of Site 3, Technique 8 is considered identical in effectiveness,

accuracy, practicality, and duration to Technique 2.
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SECTION 6

RESULTS

Numertical results of the preceding analyses

-1 through 6-4.

are presented in
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