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EX ECUTIVE SUMMARY

Electromagnetic compatibility (EMC) is the ability of electromagnetic

systems to operate in their Intended envi ronment without causing unaccept-

able degradation due to unwanted electromagnetic radiation or response.

Since electromagnetic radiations may travel worl dwide, international

regulations of treaty status have been established between the United
I States and 150 other countri es . Supplementing these agreements are

Federal regulations and policies . The Department of Defense has di rected

in DODD 3222.3 that an Electromagnetic Compatibility Program (EMCP) be

established in all services to control interference.

The system acquisition program manager can promote EMC through built-

in des ign compatibility. The three factors which may be used to control

EMC are system technical characteristics , envi ronmental geometry and

frequency assignments. The program manager can design his system to an

acceptable level of EMC by manipulating these three factors within the

constraints of established standards, policies and operational mission

requirements. EMC design techniques are most economical when applied

early in the development 0f a system.

To assist the program manager with EMC desi gn , this report presents

and discusses EMC decisions and actions requi red throughout the acquisition

process. A Li fe Cycle System Management Model is used to indicate the

relationships of EMC actions to the system acquisition process. The

Electromagnetic Compatibility Analysis Center, descri bed herein, can

‘I provi de technical assistance to the program manager upon request. A

knowledge of EMC design requirements and policy by the program manager

F ~ is an excel lent sta rting point for ensuring electromagnetic compatibility .

ii
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SECTION I

INTRODUCTION

Often it must appear to the acquisiti on program manager that the

early-on or front-end considerations In his program are endless. The

compendium of things to do grows by leaps and bounds in the conceptual

and preconceptual stages, and each item of interest vies for his atten-

tion . One such contender is Electromagnetic Compatibility (EMC).

Most program managers equate EMC to a “black box” technology which

engineers quote frequently, but which is an adjunct rather than an

essential feature of his program. EMC is, of course, a prime considera-

tion in conriunicati ons-electronics (C-E) systems, but also it is a

responsibil ity of all system designers and managers if successful opera-

tion of electromagnetic (EM) systems is to be assured.

Electromagnetic Compatibility is the ability of conrnuni-
cations-electronics equipments, subsystems, and systems,
together with electromechanical devi ces (for example , 

V

vehicles, eng ine generators and electrical tools), to
operate in their intended operational envi ronments wi thout
suffering or causing unacceptable degradation because of
unwanted electromagnetic radiation or response.1 EMC
embraces both susceptibility and vulnerabilit y .r Thus, the considerations of EMC for the program manager center around

the interactions of all electromagnetic systems, the exchanges of electro-

magnetic energy, and the steps which must be taken to minimi ze both the

i nteractions and their disrupti ve effects. To assist the program manager

r fifteen EMC considerations or guidance categories have been identified

for EMC planning. Al so, fifteen actions and decisions in pl anning for

EMC during system acquisition have been identi fied and discussed

1. Footnotes will be found on page 25.
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i i
in Section IV of this report. These EMC actions, decisions and guidance

categories have been keyed to events in a Life Cycle System Management

Model (LCSMM) in Appendix I. This method of EMC planning is used at the

Electromagnetic Compatibility Analysi ,; Center (ECAC), Annapol is, Maryland ,
and has been expanded in greater detail in DA Pamphlet 11-12 , Integrated

EM Analysis and Testing Guide, now under preparation at ECAC.

Purpose of the Study Project

The primary purpose of this study project is to alert acquisition

program managers to the requirement for early-on consideration of EtC. 
-;

It serves as an introduction to the methodology of EMC planning utilizing

an EMC Life Cycle System Management Model (LCSMM). This project will

ind icate and discuss EMC decision points throughout the LCSMM. A guide

to current regulations , directives and policy concerning EMC will be

provided as a basis from which program managers may expand thei r under-

standing of EMC.

Specifi c Goals of the Project

;1.

For the program manager to have a successful program, he must

adequately deal with all factors which impinge upon his program. This

• implies an ability to recognize important areas for consideration.

Having identified EMC as such an area, the program manager asks many

questions. What is EMC and what are its implications upon the system

being considered? Who has developed an EMC policy , and what is its

nature? Where can the program manager find assistance in EMC planning,

and where does it enter Into the Li fe Cycle System Management Model?

2
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These are some of the specific questions to be examined in this study

project.

— 
Scope of the Study Project

Integral with EMC is the topic of electromagnetic spectrum (EMS)

management. EMS management pol icy and decisions precipitate from the

International Telecommunications Union (ITU), through the Office of Tele-

communications Policy (OTP) and the Department of Defense (DoD), to the

service departments and subordinate commands . Within the scope of this

study project the constraints applied by these organizations will be

accepted as unalterable by the program manager. Additionally, the

techniques of EMS management will not be detailed in this project.

Standards and specifi cations and the engineering design responsi-

bility for EMC are detailed in MIL-STD-l88, -449, -461, -462, -463, and

-469; however, an indepth treatment of these publicati ons is beyond the

scope of this study project.

-~~~~~~~~~ ~~~~~~~~~~~~~~~~~ .
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SECTION Il

ELECTROMAGNETIC COMPATIBILITY

Description of EMC

EMC , as defined in Section I , is achieved when all equipment capable

of transmitting and receivi ng electromagnetic energy can operate satis-

factorily in the same envi ronment. This does not mean that interference

w ill not occur, but that the resulting interference is within some level

of tolerance. Operating EM equi pment without suffering or causing

unacceptable degradati on is achieved through the consideration of three

primary EMC factors : system technical character istics , envi ronmental
r geometry, and frequency assi gnments . EMC planning by the program manager

during system acquisition involves compromise or trade-off among these

three factors . A system containing two electromagnetic sub-systems

whose technical cha racteristics allow unacceptable mutual interference

may be corrected by manipulating the environmental geometry.

For example, assume a ship has a mechanically dri ven electri cal

generator which interferes with a communication radio. The technical

characteristics of these two sub-systems can be altered by using filters,

supressors or circuit redesign. Also, the envi ronmental geometry can be

4 altered by moving or separating the generator wi ring from the radio

wi ring, maxi mizing the separation of the generator and radio antenna, and!

or adding metal shields , cove rs , or ducts . Other changes may also be made;

however, any change will requi ra additional time and dollars . In this

:1 examp le the program manager will trade-off technical characteristi cs and

envi ronmental geometry to achieve EMC. This trade-off is most readily

accompl ished during the early part of system design. In general , the

L 4
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l ater in a program that EtC problems are discovered, the more costly will

be the corrective action .

The electromagnetic environment is a product of all the emitters in

particular area . The contribution of each emi tter depends upon its

technical characteristics such as radiated power, type of modulation ,

radiated band width and the frequency or frequencies of operati on . The

degree of interference received will depend on the receiver ’s own

characteristics such as selecti vity, sensitivi ty and the type of modula-

tion in use. The relati ve locati on of emi tters and receptors also deter-

mines the electromagnetic envi ronment and the degree of EMC . The location

can be influenced by terrain, tactical deployment concept, and the design

limi tations of the equipment. Frequency management techniques for the

a l loca tion and ass ig nment of frequenc ies and time sc hedules a l so contribute

to developing the electromagnetic envi ronment.

Sources of Interfe rence

Interference in the electromagnetic envi ronment can be caused from

many sources. It is common to di vi de interference into two general sub-

categories: natural and man-made . Natural interference to EM systems

i; can be caused by atmospheric, solar, and galactic noise. Atmospheri c

noise is caused by the build—up and discharge of static electricity . The

static discharges may be large, such as lightning, or small unseen di s-

charges from objects like ai rcraft, vehicles , buildings or antennas.

* 
Atmospheri c noise causes abrupt fluctuati ons in EM systems and sharp

crashes of sound in C-E equipment. Solar noise , usually affect ir~y C-E

systems , is caused by the sun and increases wi th sunspot or solar flare

activi ty. It sounds like a background noise or “hash” on C—E systems.

5
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Galac tic noise i s cause d by all electromagnetic phenomenon in the galaxy .

It is also a background noise and varies In intensity with frequency.

Man-made interference, as the term implies , is more likel y to be

experienced in industrial or densely populated areas. Man-made inter-

ference is divided into two general types: narrowband and wi deband

interference. Sources of narrowband interference, affecting a sing le

frequency or small group of frequencies , are caused by inadequate geo-

graphical separation , propagation conditions , improper equipment adjust-

ments , harmonics , intermodulati on and crossmodulation . Wideband inter-

fe rence extends ove r a large nunter of frequencies. There are many sources

• s uch as powerl i nes , fl uores cent light s , arc-welding equipment , vehicle

ignitions , switches and relays , radar pulses and industrial equipment

utilizing electromagnetic energy. Electronic warfare (EW) may also be

considered a man-made noise, but it is not addressed in this project.2

The nature and sources of interference have been descr ibed here only

as road signs for the program manager. An in-depth technical description

is of interest to the program engineers ; however , for the p rogram manager

to develop an awareness and appreciati on for EMC, he too must be alerted
I’

to potential problem areas affecting EMC .

EMC by Design
.1.

During the devel opment of EM equipment , design engineers insure EtC

through the use of past experience in the form of military specifications

* 
and standards and through the test and eva luation of new concepts and

- 

V~~ desi gns. Conscious design effort to achieve EMC will help prevent the

fielding of an unacceptab le system. Redes i gn or retrofit of a deployed

system is costly and in many cases may be impractical . Even prior to

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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deployment , failure to insure EMC early-on can resul t in program delays

and additional costs when “backing up” to affect an EMC change . Eve ry

effort must be made during the conceptual and desi gn phases to insure EtC

through the use of state-of-the-art EMC technology and rr4teria ls .

Advances in the state—of-the-art in integrated circui ts and packaging
- techniques may allow the use of advanced circuit desi gns to enhance EMC

whi le s taying wi thin wei ght , size and cost. In C-E systems imp rovements
- :4 in modulation techniques or filter design may permi t closer frequency usa ge

-i and increased EMC. Research and development efforts for EM systems must

incl ude EMC as a considerati on. This can be accomplished through an

exchange of information in seminars and technical publicati ons.
‘
4

Engineering design handbooks are a source of reference for methods of

accomplishing EMC in EM programs . Proven EMC techniques s uch as intermod-
• ulati on interfe rence charts allow the des igner to incorporate known methods

and avoi d costly mistakes or wasted time in reinventing the known methods .

Mathemati cal and cc, uter models can be used to make EMC eval uati ons

during desi gn. Alternati ve circui t desi gns can be exami ned wi thout the

need to construct a breadboard circuit thus realizing a savings in time .

ECAC has the capability to model spectrum management , emi ss ion and

susceptibility characteristics for C-E systems , fil ter circui t design ,

and envi ronmental geometry. The use of these models i s ava il abl e to a l l

DoD agencies and additional information is provi ded in Section III.

EMC Through Concepts and Doctri ne

V 
The concepts and doctrine for the employment of EM systems have their

greatest effect on envi ronmental geometry. The program manager must know
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how the user will ultimately deploy his system if valid EMC decisions are

to be made . Des i gning to meet every conceivable EMC problem is neither

desirable nor economical . This can lead to unwanted complexi ty, increased
size and wei ght, and unacceptable costs. The program manager must examine

the concept of his system to determine where trade-offs of envi ronmental
- 

-~~ 
• geometry, technical specifi cations and frequency assi gnments for his  system

can be made.

- ~~• The familiar ques tions of who , what , when , where , and how provide the
fi rst clues of where trade-offs can be made. Computer models and studies

of tactical concepts will indicate probable deployment of EM systems and

expected equipment and spectrum densities for a given envi ronment. For
~ 

•1

example , in a joint forces amphibious operati on a large nunter of land ,

sea and air EM and C-E systems not normally collocated would be required

to operate with EMC. Hi gh-powered shipboard radar systems may be required

to operate in the proximity of land based radar systems. Numerous single

channel and mul tichannel C-E systems in various frequency bands will be

in use. An analysis of the EMC envi ronment for this scenario wi th the aid

of computer models can predict interference potential and assist in spectrum

management and equipment design . In the early stages of a program there

will be little or no equipment that can be used to evaluate EMC and con-

ducting large joint operations for EMC is costly. When expected missions

are synthesized, managers have a less expens ive means of evaluating EMC .

• Training for EMC

EMC training can determi ne the success or fai lure of any EtC program.

Training should be requi red for all personnel who desi gn , develop , produce,

8
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deploy , use and maintain EM systems. EMC techniques and the consequences

of incompatibility must be known and understood in order to avoid degraded

operational performance . This is especially true where the operator and

service technician is concerned.

For example , a solid state HF receiver ori ginally procured for

isolated receiving sites for the Army and A i r Force was desi gned for
-

• 
. operation in low energy radio frequency (RF) fields . A subsequent require-

ment caused many of these receivers to be installed in tactical mobi le

-

• I shelters where transmitters generating high RF fields were operating.

Simultaneous operation of the. transmitters and receivers caused the

receiver RE input stages to be damaged. Automati c sequencing equi pment

was not avai l able , thus requi ring the operator to be trained to provide

the EMC necessary to insure proper operation . A poor ini tia l EMC training

program resulted in an extremely high failure rate for the HF receivers.

In some units the failure rate reached critical proport ions befo re the

consequences of EMC training were understood. In fa:t, one mi ght even say

that EMC was not properly considered in the original decis ion to relocate

the receivers in the first place .

One sol ution for the program manager developing a C-E system is to

include EMC doctrine in the technical manuals for his system. These

technical publ ications should add ress operation and maintenance functions

requi red to insure EMC . They will serve as a basis for EMC training when

the system is deployed.

9
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SECTION I I I

POLICY AND DIRECTIVES

Internati onal Regulation

• The propagation of radio waves is not restrained by political borders;

therefo re, national policy and di rectives for controlling the use of the

4 . frequency spectrum, location of emitters and C-E system technical charac-

teristics must conform to an internati onal framework. The requirements

:1 of compatibility and interoperability3 are vital if military C-E systems

are to be deployed worldwi de. Allied joint comands, such as NATO , Ye-

qui re established standards for EMC during both war and peacetime.

The International Telecommunications Union (ITU), first created in

1865 and now a spec ial ized agency of the United Nations , has a mentership

of about 150 countries. The ITU establishes International Radi o Regula- ~•

tions which specify allocations of RF spectrum and registrat ion of fre-

quency assignments. The ITU Radio Regulati ons have treaty status when

ratifi ed by menter nations . The ITU Radio Regulations , as amended in 1971,

have been ratified by the U. S. Congress and have been in effect since

1 January 1973.

The actual allocation of the RF spectrum is done through World Ad-

~ 
4.;-

ministrative Radi o Conferences (WARC) of the ITU. The last WARC to deal

• with the complete set of ITU Radio Regul ations , a general WARC , was hel d

in 1959. The next WARC for this purpose is scheduled for May 1979 in

Geneva, Switzerland. Menters of the Department of Defense (DoD) are

now preparing to represent military interests at the Conference.

10
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i~ationa1 Regulation

The utilization of RF spectrum, a natural resource, and the control

of geographical location of emitters and establishment of technical stand-

• .
~ ards is accomplished at a nati onal level within the framework of the ITU

Radio Regulations . The basis for this management is deri ved pri ncipal ly

from the Communi cations Act of 1934. This act establishe d the Federal

Communications Commission (FCC) to regulate nongovernment communications

and recogni zed the Constitutional powers of the President to regulate

Government (and thus military) communications . The President, by Executive
• 

Order in 1970, provided for a Director of Telecommunications and established

the Office of Telecommunicati ons Policy (OTP) to accomplish governmental

• regulation. Thus, within the U. S., there is a dual authori ty for RF

spectrum management - the FCC and the OTP.

An Interdepartmenta l Radio Advisory Committee (IRAC) was created to
- 

~ • • support and advise the Director of the OTP in managing government use of

the RF spectrum. The IRAC is composed of representatives of the Depart-

ments of the Army, Navy and Air Force, as well as the Departments of

Comme rce, Interior, Justice , State and others. The FCC is not a menter

of IRAC ; howeve r, a liaison representative does work wi th the IRAC. The

IRAC allocates frequency bands and established technical standards, all of

which promote EMC.

EMC Management in DoD

Spectrum management and EMC policies within DoD are the responsibility

• of the Di rector of Telecommunications and Command and Control Systems

(DTACCS ). The DTACCS coordinates the DoD interface with the IRAC and is

11
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responsible for monitoring and reviewing policies , plans , programs and

budgets for telecomunications within the DoD. The DTACCS is a menter of

the Defense System Acquisition Review Council (DSARC), a matter of

interest to the program manager of a C-E system.

The DoD has established pol icies and standards which are of concern

to a program manager in the area of EMC and a list of those DoD Di rectives

(DODD) is located in the Bibliography . Of particular interest is DODD

3222.3 , Department of Defense Elect romaqneti c Compatibility Program ( EMCP),

dated 5 July 1967. This DODD established an integrated DoD program whose

objecti ves are :
II A. Achievement of electromagnetic compatibility of all

electronic and electrical equipments , sub-systems and systems,
produced and operated by components of the Department of
Defense , In any electromagnetic envi ronment. Operational
compatibi li ty  is part of the paramount focus of this
objecti ve .

B. Attainment of bui lt-in design compatibility rather
than use of after-the-fact remedial measures.

C. Fostering of common DoD-wide philosophies , app roaches
and techniques in the design, production, test and operation
of C-E equipments .4

The DoD EMCP includes , but is not limited to, the following:
51. Standards and Specifications (Navy)

2. Measurement Techniques and Instrumentation (Army )
3. Educati on for EMC (Al l servi ces )
4. Data Base and Anal ysis Capability (Air Force)
5. Design (All services)
6. Concepts and Doctrine (JCS)
7. Operational Problems (JCS )

• 8. Test and Validat ion (Army )

DODD 4630.5, Compatibility and Commonality of Equipment for Tactical

Command and Control, and Communications, dated 28 January 1967, was wr i tten

to ensure that C-E systems “possess.. .compatib ility and commonality

essential for joint military operations.”

12
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It is apparent that the program manager is not without guidance in

the realm of EMC. The need for EMC has been recognized; information and

formal programs are available to the program manager. Each component

service has published implementing regulations and technical guidance to
1’

assist in achieving EMC . The Bibliography contains a list of those con-

sidered most important to the program manager.

Electromagnetic Compatibility Analysis Center

DODD 5160.57, Electromagnetic Compatibility Analysis Center (ECAC ),

dated 23 Septenber 1966, established the ECAC with the responsibility of

analyzi ng and assisting with EtC problems through the use of a comprehensive

data base and engineering techniques. Located in Annapolis , Maryland, ECAC

is a contractor—operated facility managed by military and civilian per-

sonnel. ECAC can assist material developers in the areas of (1) Spectrum

Planning , (2) Emission and Susceptibility Characteristics Evaluation , (3)

Deployment and Siting Analysis , and (4) Consultation Services. ECAC main-

tains a comprehensive data base, a large-scale computer wi th appropriate

software systems for analysis and data manipulati on, and an extensive

r library of analyti cal techniques. Each component service is represented

by a Deputy Director at ECAC and may be reached by writing to ECAC, North

Severn, Annapolis , MD 21402. Telephone nunters at ECAC are: commercial ,

301-267-extension; AUTOVON, 281-extension ; lOS , 1229-extension . Extensions:

Army, 2103; Air Force, 2681; Navy, 2556 ; Marine Corps, 2555.

13
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SECTION IV

LCS~I FOR EMC

The Acqui s it ion Process

Department of Defense Directive 5000.1, Major System Acquisition ,

dated 18 January 1977, outl ines the DoD management policy for major system

acquisi tions as a sequence of specified phases of program activi ty and

decision events initiated wi th approval of a mission need and extending

through successful completion of development, production and deployment

of the system. As a tool to assist in this process , a Li fe Cycle System

Management Model (LCSMM ) outlining the life cycle of system acquisition

from materiel concept investigation to ultimate phase out and disposal of

systems has been constructed. The LCSrtI is a flow chart which may be used

L for both major and non-major systems . Appendix I, the LCSMM for Army

sys tem acquisition, wi ll be used to illustrate the EMC considerations in

system acquisition .6 Similar events occur in the Air Force and Navy.

The basic events of decision-making, documenting and testing are

shown on the top portion of the model . The EMC Decisions/Ac tions and EMC

Guidance Categories 3Ye shown in the lower portion . The flow chart is

event-oriented and has not been drawn to represent a time scale. Many of

the events shown are only requi red fo~ the most complex, costly or highly

visible systems; however, the EMC decision points should be addressed for

eve ry system. The complete LCSMM is divi ded Into the four major acquisi- - •

tion phases of Conceptual , Demonstrati on and Validation , Full-Scale

Engineering Development and Production and Deployment.

F -
14
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TABLE 1. EMC Decisions/Actions

1. PrelimInary experi mental RF allocation request

2. Preliminary equipment characteristi cs and

- • 
. frequency supportability determination

3. Updated experimental RF allocation request

4. Prototype specifi cations defined

5. Veri fy pro totype performance

6. Developmental RF allocation request

7. Devel opment specifi cations defined

8. Veri fy development performance

9. Approve equipment authorization documents ~nd

tra ining methods

10. Operational RF al location request

11. Ini tial production specifi cations defined

12. Verify in itial production performance

13. Operational RF assignment request

14. Production specificati ons defined

15. Veri fy production equipment performance

I —
15
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TABLE 2. EMC Guidance Categories

• 1. System feasibility and perfo rmance requirements
• 2. Command and organizational principles

3. System operational factors

4. Economic assessment

5. Electromagnetic envi ronment evaluati on

6. Natural envi ronment evaluation

7. Hazard evaluation

8. Equipment and performance characteristics

9. Conformance , waive rs , standards , specifi cations

10. Spectrum si gnatures

11. Measures of system effectiveness

12. Site survey and selection

13. EMC training data

14. EW analysis

15. Threat evaluation

J 16
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EMC Decisions/Acti ons

Currently under preparation at ECAC is a publication titled Inte-

grated EM Analysis and Testing Guide to be designated DA Pamphlet 11-12.

The purpose is to:

...provi de primarily a clearer understanding of the over-
al l program structure , of the primary factors Inevitably
invol ved in EtC compromises, and of how the major activities
within program areas develop t~e support provi ded to systemmanagers and system operators.

Incl uded in the draft are the fifteen EMC Decision/Acti ons listed In Table

1 and the fifteen EMC Gui dance Categories listed in Table 2. Also incl uded

is an EtC LCSMM which was simplified for use in this project to the LCSMM

] in Appendi x I. The following fifteen nuntered paragraphs are a discussion

of the fi fteen EMC Decisions/Ac tions. The appropriate EMC Guidance

Categories are indicated in the paragraph heading to identify general

areas of consideration . Appendix I folds out to allow the reader to

identi fy the porti on of the system acquisition life cycle referred to in

each paragraph . Each paragraph is a brief discussion intended to i denti fy

for the program manager the type of EMC activities which occur and should

not be considered as a complete guide for his actions. The EMC LCSMM is

a planning tool for the program manager. 
—

(1) Preliminary RF experimental allocation request (EMC Guidance

Categori es 1, 3, 5, 14, 15). The fi rst action by the program manager of

a system that Is an RF emitter is to initiate a request for experimental

frequency allocati ons. An EM system not intended to be an emitter will

not require an allocation ; however, the program manager shoul d consider

col located C-E systems for the possibility of unintentional EM radiation

or reception.

17

I V. ‘~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~ ~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

-
~~

‘ 
~~~~

- .•.



— — — ~.w ~~~~~~ r— -- -~~~~~~~~_ _1-S_ _ .,w.5-- ‘~~~~~~ - - -

I
An experimental frequency allocation request Is made on DO Form

1494 to the appropriate DoD Area Frequency Coordinator (DODAFC). DOLAFC

responsibility is divided among the Army, r~avy and Air Force ; however

limited authority has been delegated to local commands. The program

manager should seek direction fi rst from his local ~o.miand. At this

early conceptual stage development information may be viry limited; how-

ever, in recogniti on of the dual system 0f frequency allocat lc’ n and the

time required to receive an assi gnment , f a i l u r e  ~o Irit late an early

I request could result in a delay of equipment testing lat er In the program.

Note that al locati on is a setting aside of frequency bands for selected

functions , while assignment is a granting of authori ty to use a portion

of the frequency spectrum. Even though an appropri ate allocation may

presently exist for the C-E system under cons ideration, formal application

through the DODAFC must be accomplished.

Development of the operati onal concept at this ti me will dri ve 
—

the system feasibility and performance requirements. Bringing the system

technical characteristics to wi thin the scope of the operational concept

will allow evaluation of existing systems in determining their effectiveness

in satisfying the operational mission . Trade-offs between manipulation of

environmental geometry (deployment), system techn ical characterist i cs , and

frequency alloca tion will be accomplished at this timer

(2) Preliminary equipment characteristi cs and frequency support-

ability determinati on (EMC Guidance Categories 1-8, 15). Special task

forces and study groups examine the preliminary concepts to determine the

feasibility of the system. The system techn ical characteristics and the

extent of spectrum occupancy are exami ned in light of performance

objecti ves . The force deployment , tactics and doctri ne contined wi th

18.
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operational factors are considered , and an evalua tion of system cos t in

relationship to performance is made. Equipments presently operating in

• -: the spectrum under cons i derati on, background noise levels and man-made

interference are evaluated. Terrain and meteorological factors in the

deployment area are determined , and potential radiation hazards to

personnel and to other EM systems in the area are evaluated. The tech-

nica l  f e a s ib i l i t y  in terms of the lor~q-range threat must be considered.

Upon completi on of these investi gations and trade-offs , a pre-

liminary written concept package in te rms of equipment technical character-

istics and frequency supportability is produced. This is then incorporated

in  a Dec i s ion Coordina ting Paper (DCP) for major systems or a formal report

for other than major systems for authorization to proceed with the EMC

concept established.

(3) Updated experimental RF allocation (EMC Guidance Categories
- 

~~ • 1, 3, 5, 6 , 8). The exact equipment characteristics and frequency usage

determi ned in the report from (2) will allow the experimental RF allocation

to be updated, if requi red. In many cases , development funds may be

withheld until the allocaticn is received; therefore, the app lication for
;~‘ allocation should be closely monitored from this time onward. Non-radiating

EM systems require no act ion at this point.

(4) Prototype speci fications defined (EMC Guidance Categories

9, 11, 12). The demonstration and validation phase is initiated by a

DSARC I approval (or equivalent for non-major programs). In preparing the

contract Request for Proposal (RFP ) for the system prototype equi pment

specificati ons must specify design goals for EMC. Appropriate military

standards and speci fications for EMC should be tailored for inclus ion in

the RFP. Some measures of system effectiveness for EMC must be defined in

19
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the RFP for guidance to the bidders in evaluating the proposed system.

The competing proposals received from the bidders are evaluated

in terms of technical characte ristics and cos t against the EMC cri teri a

previously established. The relationship between EMC and operational

capability , cost, radi ation hazard , spectrum conserv3tion and confo rmance

to proposed equipment standards will determi ne the appropriateness of the

systems proposed. Selection and contract award are then accomplished.

(5) Veri fy prototype performance (EMC Guidance Categories 5-11 ,

15). The results from operational and development tests will reveal the

success or failure of EMC desi gn efforts . Shielding, bonding, fi ltering

and the like will have been used to the extent necessary to produce the

desired level of EMC. Powe r density measurements against radiation hazards

- cri teria will be performed to determi ne potential operating restrictions

or desi gn modi ficati on . Tests to determine compliance wi th military

specifications of susceptibility and emission standards in MIL-STD 499

and MIL-STI) 462 are perfo rmed and evaluated.

(6) Developmental RF allocati on request (EMC Guidance Categories

1, 3, 5, 6 , 8, 10, 12). The results from (5) have been finalized and

definitive evaluati ons of EMC in relationship to the envi ronment have

- ~~.
- been completed. Sit survey and selection for additional testing or

deployment is made . Equipment characte risti cs which cietermine inter-

actions wi th other EM systems and thus frequency supportability are

defined. These factors allow application for a developmental RF frequency

al location for C—E systems . This application is often a conditi on to the

release of funds for Fu11-Sc~1e Engineering Development (FSED) so it

shoul d be made as soon as poss ible.

20
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(7) Development speci fications defi ned (EMC Guidance Categories

3, 4, 7—9 , 11 , 15). The FSED phase is initiated by a DSARC II approva l

• for major sys tem acquisition . The development specifi cations used in the

RFP for FSED contract awar.i must , as for previous contracts , specify desi gn

goals for EMC. The considerat ions in (4) also apply to this decision area.

Contract award results and FSED beg ins.

(8) Veri fy develqpment pe rformance (EMC Guidance Categories 5-li ,

15). The resul ts from operational and developmental testing are veri fied

as in . (5). This evaluation completes veri ficati on of development equipment

perfo rmance and the results will be used to determi ne if the system enters

- •~ into producti on .

(9) Approve equipment authorization documents and training

material (EMC Guidance Category 13). During FSED the requi rement for

technical publications and training programs for EMC is reviewed. Time

• must be allowed for publication and use of the material prior to the equip-

ment being deployed. The equipment authorization documents are drafted and

approved prior to deployment. Logistic support plans , ILS , can be affected

by EMC in terms of susceptibility . Some systems requi re special log isti c

support to provi de EMC while the system or components to the syste~ are

.1~ being transported. Completion of these actions is requi red prior to

entering the production and depl oyment phase.

(10) Operational RF allocation request (EMC Guidance Categori es

5 , 6 , 8, 10 , 12). The operational allocati on is an authori ty to produce

or procure equipment which has passed the development stage and is planned

for deployment. The application for allocation is also made on DD Form

1494. For a major C-E system, the form may have many attachments to

21
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supply all required technical characteristics in precise detail. Opera-

tional RF allocations may be requi red for some radi ating EM systems .

(11) Initial production specifi cations defi ned ( EMC Guidance

Categories 3, 4, 7-9 , 11). As in EMC Dec i sion/Ac tion areas (4) and (7),

the system spec i fi cations obtained from FSED pertaining to EMC must be

comunicated accurately in the REP and then utili zed to evalua te proposals

and to award a contract for production . EMC requirements must be detailed

and speci fic.

(12) Veri fy initial production performance (EMC Guidance

Categories 5-12 , 14, 15). The tes ts performed on p roduction i tems are

3 conducte ’ ~i the same manner as in (5) and (8). These results insure EMC

of the prodLction items and allow the system to be released for deployment.

T

V. (13) Operati onal RE assignment request (EMC Guidance Categories

5, 6, 8, 10, 12 , 14). The authori ty to operate on specifi c frequencies

at speci fic locations is obtained through an operational assignment. The

request procedure vari es among servi ces and may not be a function of the

program manager depending on the type of C-E system invol ved. Assignments

for fi xed C-E systems will most likely be the responsibility of the program

manager while tactical assi gnments will be the responsibility of using

commands . Requests for operati onal RE assignments are processed through

DoD Area Frequency Coordinators and ulti mately to the Frequency Ass i gnment

Subcomi ttee of the IRAC.

(14) Production speci fications defined (EMC Gui dance Categories

3, 4, 7—9, 11). The initial producti on speci fications (11), and produc-

tion specifications (14), dec i s ions and act ions may be co incident dependi ng

on the method of procurement. The EMC considerations of previous RFP

and contract award acti ons apply.

22
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(15) Verify production equipment performance (EMC Guidance

Categories 5—12 , 14, 15). As in all previous EMC performance ver i f i cation

tests (5), (8), and (12), the results determine continued production

deployment of the system. Operational problems will be evaluated to

determine compliance wi th any existing waivers of EMC standards and

. 
specifications. The veri fying of production equipment is a continuing

- :~ 
process th rough the remainder of the system life. The performance data

collected will be used for revision of training programs and technical

data , modifications and product improvements , and determinati on of

requirements for new replacement EM systems thus initi ating a repeat of

I the LCSMM.

H-

!~~~~. 

_ _ _ _  
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SECTION V

SUMMARY AND CONCLUSIONS

The acquisition program manager for EM systems has a responsibility 
-:

to ensure EMC for his system. DoD policies and directives outline the

• 
- 

- objectives of EMC, technical specifications and standards set the goals

for EMC, and ECAC provides technical assistance for the program manager.
Retrofitting of systems that experience unacceptable EMC can be

costly. Thorough conside rati on of a system design in terms of EMC

throughout the acquisiti on process will reduce the need for remedi al

measures after the system has been fielded. The program manager can

infl uence EMC through the system technical specifications , the choice of

operating frequencies, and the envi ronment in which the system is utilized.
A tool to accomplish EMC is the EMC Life Cycle System Management Model

which identifies EMC decisions and actions for a program manager.

* 24
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FOOTNOTES

-
~~ 1. Army Regulation 11-13, Army Electromagnetic Compatibility Program,

29 July 1969 , pg. 1— 1.

: 2. The EW threat and electronic counter—countermeasure s (ECCM) are an
important concern of the program manager. They will be considered
as a subset of EMC in this report and will not be examined in
detail.

3. Interoperability is the ability of C-E systems of di fferent origin
- to exchange data (including speech ) wi thout the requi rement of

bufferi ng, transl ative or similar interface devices.

4. Department of Defense Di recti ve 3222.2, Department of Defense
Electromagnetic Compatibility Program, 5 July 1967, pg. 2.

5. Service component or acti vity responsible for each EMCP category
is as indica ted.

6. Department of the Army Pamphlet 11-25 , Li fe C~’cle Management Modelfor Army Systems, May 1975, Fi gure C-l , modifi ed by the author.

7. Development of the Army EMC Program Guide , ECAC-PR-76-O58, October
1976, pg. 1. This publication available only by request to ECAC .

1.

‘4

4
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TABLE 1. EMC Decisions/Actions

1 . Preli mi nary ex per imental RF al loca ti on request
2. Prel iminary equipment characteristics and

frequency supportability determination
3. Upd ated exper imental RF alloca ti on reques t
4. Prototype specifications defined
5. Ver ify prototype pe rformance
6. Developmental RE allocation request
7. Development speci fications defined
8. Verify deve lopment performance
9. Approve equi pment authorization documents and

training methods
10. Operati onal RE allocati on request
11 . In itial production specifications defined
12. Verify Initial production performance
13. Operati onal RF assignment request
14. Production specifi cati ons defi ned
15. Verify production equipment performance

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~ 
‘ -~~~~~ ~~~~~. -t - - ~~~~~



V. - - —--—----
~~~~~c-” ~~ V._~~ _______________ 

—s ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -- -•. 
~~~~~~~~~~~~~~~~~~~ 

V.. ________

— ,—-----— --—— -.- -

EMC

LIFE CYCLE SYSTEM MANAGEMENT MODEL
VALIDATION AND DEMONSTRATION FULL- SCALE ENGR DEVELOPMENT j
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TABLE 2. EMC Guid ar
APPENDIX I~ 1. System feasibility and pe

2. Command and organizationa
ADAPTED FROM DA PAM 1.1—25 3. System operational factor

- 4. Economi c assessment -

5. Electromagnetic envi ronme
6. Natural envi ronment eval L
7. Hazard evaluat ion
8. Equipment and performa ncE.
9. Conformance, wai vers , sti

10. Spectrum signatures
11. Measures of system effeci
12. Site survey and selecti or
13. EMC training data
14. EW anal ysis
15. Th reat evaluat ion

-x— -~ -.--~~~ - ~~~~~. ~~~~~~ ~2 ~~~~ - - - - ________ 
- _______



• • V . ~~~ ’V.~~~~~~~~T _ _ _ _ _

LDEVEL0PMENP
~ 

PRODUCTION AND DEPLOYMENT

ENT PROTOTYPE INIT~AL PRODUCTION ITEMS FULL PRODUCTION ITEMS
OSANC/~ ~_41)~ A HC

J7~

~~~~~~~~~~~~~~~

TABLE 2. EMC Guidance Categories

1. System feasibility and performance requi rements
2. Command and organizational princi ples
3. System operational factors
4. Economi c assessment
5. Electromagnetic envi ronment evaluation
6. Natural envi ronment evaluation
7. Hazard evaluation
8. Equipment and performance characteristics
9. Conformance, wai vers , standards , speci f ica t ions

10. Spectrum signatures
11. Measures of system effectiveness
12. Site survey and selection
13. EMC training data
14. EW analysis
15. Threat evaluation
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