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1. INTRODUCTION

This report covers progress in message technology under the

contract "Message Technology Research and Development" for the

period 2 January 1977 through 2 March 1977.

L

This work 1is a continuation of work on MAILSYS/HERMES
performed wunder the ARPA Contract "Distributed Computation and

A TENEX Related Activities" during 1975.

During the January through March quarter, the primary effort

Pl o MR

of the HERMES project was directed toward implementation of the
version of HERMES under the DARPA/NAVY/CINCPAC test (the Military

Message Experiment or MME).

HERMES 3.5

During this period, we extended the facilities of the
generalized HERMES system in parallel with the developments
required for the CINCPAC-HERMES system. At the beginning of the
quarter, we developed and released parallel 1implementations of

Bool the HERMES system, Version 3.5, one with the simulated security

features, and the compatible "civilian" version.

MME-HERMES

We implemented MME-HERMES, which is a simulated

l demonstration version of the proposed multilevel secure CINCPAC
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version of the HERMES system. The object was to create a system

with the same wuser interface as the projected secure HERMES
system. Security is simulated by causing message-fields to carry
security labels, and by providing commands within HERMES for all
file-handling and other TENEX functions. MME-HERMES provides a
total message management and text-processing environment in which
users login and logout directly without accessing the TENEX

Executive System.

To keep track of ACTION and COG assignments in MME-HERMES,
we created a new facility called the ACTION-LOG which facilitates
the task of the CINCPAC Action Officer, and other personnel
involved in monitoring the flow of messages within CINCPAC.
Formal release is accomplished through a special MME-HERMES j

command that checks for address and proper authorization.

We implemented a PDP-11 interface between the TENEX monitor
and the terminals to be employed in the MME evaluation, which
improved performance at the user level and facilitated the use of ,L
the WE Editor and the display of security information on the

screen of the user's scope terminal. !

1

We also implemented the interface between the HERMES system,
running on the TENEX operating system, and the Navy's LDMX

message system. Messages inbound from the AUTODIN network a

through the LDMX are processed through a receiver program that

performs subject extraction and 1initial message distribution.
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Messages outbound from the TENEX installation are prccessed
through the release function alluded to above, and then

physically transferred to the LDMX computer.

The distinctive features of MME-HERMES are documented 1in
SR-1. "MME-HERMES: AN INTRODUCTION", in the Supplementary Reports
Section of this progress report. The details of the proposed BBN
Security Design for MME-HERMES are documented in SR-2.-"BBN

SECURITY DESIGN".

Other New Features

Our MME implementation of HERMES also included a number of
new features which are applicable to both the regular and the
multilevel secure version of Hermes. Most of these were designed
during the previous quarter, and were 1implemented for the MME

Evaluation.

The the new features 1include user-created fields, which
allow the user to create new message~fields (in a choice of four
datatypes), the COMMENT command, which allows the user to create
a comment-field corresponding to any standard message-field or
any user-field, and two facilities for circulating messages in

the draft state, the REFILE and REDISTRIBUTE commands.
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The WE Scope Editor

A final configuration of the WE Editor for the HP2640/45
Scope terminals was installed and implemented following extensive
testing by BBN and MITRE personnel. The modular nature of the WE
program has allowed alternative patterns of interaction between
the terminal and the wuser to be evaluated, and future

reconfigurations will be evaluated.

Structured Documentation

We implemented a structured documentation facility
consisting of a set of topics with associated examples. The
ics are organized in a structured outline, and the

rentation commands allow the user to review the outline to
ying 1levels of depth, in broad outline, or in narrow detail.
Documentation can be output to the wuser's terminal, ¢to a
line-printer, or to files. The user can specify the output of
small sections of text, or can cause HERMES to generate a

multi-page document with a title page and table of contents.

Improved Handling of Message-Files

A new implementation of the auxiliary files used to aid the
handling and searching of message-files was completed, and
resulted in a substantial speed up of the time required to input

a message-file and a great increase in the maximum number of

et i
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messages that can be entered in a single message file. The time

for searching message-files was also considerably decreased.

Load Tests Simulating Navy Conditions

We performed a series of load tests with MME-HERMES, wusing

simulated LDMX messages and simulating Navy operating conditions.

Data Management

The capabilities of the Hermes system have been extended to
the point where Hermes can be used as a powerful data management
tool for many varied types of records that might be created in an
office environment. The Supplementary Reports section of this
progress report contains an example of such an application,

SR-3. "HERMES IN DATA MANAGEMENT: THE BLUE FILE".

Implementation of HERMES on the TOPS-20 Monitor

Following the installation at BBN of two new host computers
with Digital Equipment Corporation's TOPS-20 Monitor, which is a
close relative of the TENEX Exec, we began the task of converting

the Hermes program to the TOPS-20 Monitor.

The first Hermes version to run on TOPS-20 was HERMES 3.5,
which was installed February 1977. All subsequent versions have

been fully convertible between TENEX and TOPS-20.
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Statistics on Hermes Use

We have continued to <collect and analyze statistics on

HERMES usage.

Human Factors

We completed the questionnaire and interview items described

-

A in QPR No. 4 for review by NAVELEX, CINCPAC and MITRE.

3 Future Plans

Following the MME Evaluation, we directed our efforts to three
parallel projects.

3 1. To implement and release Hermes 4.0 without security

\ features for general wuse by DARCOM and other users
through ARPANET on the BBN host computers, and on the

? OFFICE-1 and ISI hosts; also to continue the design and

' implementation of improvements in Hermes fetures and to
work for increased efficiency and speed 1in Hermes
operations.

. 2. To complete the LDMX-TENEX Communications Control Program
which will be required in the MME to pass messages from
the LDMX to TENEX, and back again.

. 3. To begin study of future message-system tasks and
% configurations. These involve:

a) Study of the adaptation of HERMES to minicomputers and
i terminals with built-in computing facilities.

: b) Study of possible revision of the HERMES user
interface.

1 ¢) Study of the 1long range design problems and
possibilities, with respect to user interface, system
architecture, automation of message functions, and
integration of the message system with office
automation facilities.

| 6
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2. HERMES 3.5 WITH AND WITHOUT SECURITY FEATURES

Parallel version of Hermes e called HERMES and

CINCPAC-HERMES, were installed on selected BBN and ISI host
computers in January 1977. The two programs were identical

except for simulated security features in reading and creating

messages.

In addition, the non-secure version was released on all BEEN

systems except BBNE.

New features in both versions of Hermes included:

a) Structured documentation.
b) The COMMENT command.
c) The top-level ADD command for updating sequences.

d) The two "life-style" switches, SPACE-FUNCTION and CR~
FUNCTION.

e) The UPDATE-PROFILE switch for automatically saving

filters, templates, and switch settings from sesssion to
session.

f) The revised ? facility for showing long lists of possible
choices in in smaller subgrours.

g) The User-Field facility.

h) The WE-Editor for HP2640/45 scope terminals.

These features are documented in the previous ~progress report,
QPR No. 4, or 1in the Supplementary Reports section of this

progress report in SR-1. "MME-HERMES: AN INTRODUCTIUN."

S o Y S TR T
« BN s Pndoe v . it g 9 e X ‘I”z""‘"f*«‘ ‘
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3. MME-HERMES 4.0

The version of Hermes developed for the MME Evaluation,
MME-HERMES, 1is a simulated demonstration version of the proposed
multilevel secure CINCPAC version of the HERMES system.
MME-HERMES was installed on BBNF in February 1977. The user
documentation for MME-HERMES is reproduced in the Supplementary
Reports Section of this progress report. This is not a complete
Users' Guide, but is intended as an exposition of the features of

MME-HERMES that were new at that time.

Some features of MME-HERMES were designed especially for the
needs of the CINCPAC organization. These are the security design,
the ACTION LOG, the Release feature, the LDMX-HERMES Translator,
and the PDP-11 Interface between the the HP 2640/45 terminal and

TENEX.

3.1 The Security Design

MME-HERMES is a simulated demonstration version of the
proposed multilevel secure version of HERMES designed for
CINCPAC. MME-HERMES appears to be a single HERMES program,
very similar to the current HERMES. The chief difference is
that the message-fields carry security-level labels.

It is possible to use all features of regular HERMES to
read and create messages, and to <create and modify such
HERMES tools as sequences, filters, templates and switch
settings. However, access to the functions of the TENEX
Executive program is limited to the normal pre-login
commands.

A user logged in at a given security level, is able to see
all information at that security 1level or 1lower, but
throughout the HERMES session , is unaware of the existence
of any part of the MME-HERMES system at a security level
above the login security level.

8
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For example, a message in an MME-HERMES message-file may
contain an UNCLASSIFIED (U) Subject: field and a TOP=SECRET
(T) Text: field. To a user logged in at any level below
TOP-SECRET, the message appears to have a subject: field but
no Text: field, and there is no way of knowing whether or
not a Text: field exists. However, a user logged 1in at
TOP-SECRET, 1is able to see both the Subject: and the Text:
fields. When messages are greated the user is required to
give special commands to set the security 1level of
individual message-fields. All such fields must be at the
login security level or lower. The details of the method of
achieving security in MME-HERMES are contained in SR-2.
"BBN SECURITY DESIGN FOR MME-HERMES"™ in the Supplementary
Reports section of this progress report.

The ACTION LOG

The new HERMES facility called the ACTION-LOG keeps track of
ACTION and COG assignments within CINCPAC. This can be
thought of as a specialized message-file which contains an
unclassified summary of the routing information for each
message. Without leaving his own message-file, each user
can query the ACTION-LOG and search for messages on the
basis of the LDMX fields DTG (date~time-group) and FROM, or
of the Action-Cog assignment, or of the Suspense-Date.

HERMES automatically wupdates the ACTION-LOC whenever tne
Action-Cog assignment or the Suspense-Date s changed
through an ACTION, or COG command. Alternatively, a user
may search the ACTION-LOG, and make a change to the entry

for a message summarized there. This causes a citation
message to be sent to the Action Officer and the other
persons involved, notifying them of the change of

assignment.

The RELEASE Feature

Formal RELEASE of a message to AUTODIN for transmission
outside CINCPAC is accomplished by a new RELEASE command.
This command places an appropriate address on the message,
checks to see that the wuser is authorized to RELEASE
messages and places the message in a queue in a designated
RELEASE file for the LDMX to pick up.



——— ~J!!!llH-I--.lIIIllI.I-lIl!ul---"!_--'-'-.-.-..-1!!q‘

BBN Report No. 3541 Bolt Beranek and Newman Inc.

3.4 The LDMX-HERMES Translator

An LDMX-HERMES translator transforms the 1incoming LDMX
messages into messages that conform to HERMES standards and
similarly translates outgoing HERMES messages to LDMX
standards.

T R

3.5 The PDP-11 Interface Between the HP 2640/45 and TENEX

The hardware configuration for the MME TENEX system included
a PDP-11 to act as a front-end concentrator for the
HP26440/45 scope terminal. We wutilised this PDP-11 to
provide two additional functions:

i

a) To provide a very responsive cursor moving function
to the WE scope editor, and

b) To provide an interface to the terminal for
§ disrlaying the current and maximum security levels of
y information displayed on the user's screen.

A protocol was established between the user's terminal, the
. PDP-11 and TENEX to allow for responsive cursor movements.
The PDP-11 would keep track of where the cursor was, a
transmitting this information to the user's TENEX job (i.e.
! WE) whenever a non-cursor-moving character was typed on the
= terminal. All other characters were transmitted immediately
to TENEX. This allowed immediate response for cursor
. movement commands and significantly reduced the TENEX 1load
while the user was in the WE Editor.

Two kinds of security information were displayed on the
user's screen. The top line of the screen displayed the
maximum security level of all the information currently
displayed on the screen. As data of a higher level scrolled
of f the top of the screen, the display for the maximum level
was changed by the PDP-11 software to reflect the current
maximum being displayed.

|

g ol In addition, the security level for each line on the screen
was displayed as the first character on the 1line 1in
inverse-video. This permitted the user to tell quickly at
what security level he was currently working, regardless of
3 the maximum security level on the screen.

i
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%
5 4., LOAD TEST TECHNIQUES

2wl w NN "

Procedures for testing the effect of any combination of hardware

and user pattern on Hermes were developed.

Dedicated use of the machine on which the test is to be

run

S is required. A "master" program starts up as many simulated
. users ("slaves") as desired, while one or more monitoring
"2 programs are used to <collect data describing the load, paging
; ; rate, or any other system parameter. Each slave is driven by a

script file which may or may not vary between slaves. This
allows us to test the efficiency of the overall configuration, to
determine where improvements must be implemented, to measure the

effects of coding changes, and to tailor the system to a

particular usage pattern.

A special command, WAIT, has been added to HERMES to allow
the script files to introduce delays to simulate the time
required for Hermes users to type in commands, for the HERMES
system to print out messages on the users' terminals, and even

| for users to stop and think between HERMES commands.

2 | At the present, the capability to simulate up to 23 slaves
3 per master has been attained. Each slave may have as long a
script as desired, and can be automatically restarted when the

script 1is exhausted. Qutput produced by each slave can be

retained, providing valuable data for performance analysis.

!
\
|
\
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Reponse time can be measured as a function of background
load by executing prepéred scenarios by hand against background
loads at different load points. Throughput can be measured by
measuvring wunits of work accomplished (e.g., messages sent) per
unit time at different load points. The wutilization of system
resources can be measured by running an analysis program that
measures such variables as memory, CPU, and swapping channel
utilization while the test 1is being run. It is possible to
detect the conditions under which the system becomes saturated,
and to determine the particular aspects of the system that cause

saturation to occur.

1




SR ST

BBN Report No. 3541 Bolt Beranek and Newman Inc.

5. THE LDMX-TENEX INTERFACE

We 1implemented a Communications Control Program which
handles IXS/RIXT communications protocol. This program passes
messages from the LDMX into the TENEX System and from TENEX 1into

the LDMX.

Much effort during this period was expended in fine tuning
of the TENEX and corresponding LDMX 1interface <code to achieve
full conformity with the details of Navy protocol logic. Live
testing was accomplished involving direct TENEX-LDMX
communication through phone lines between BBN Cambridge and the

Washington Navy Yard Testbed LDMX site.

We also completecd development of an interim system which can
record messages from the LDMX on magnetic tape and then load them
into the TENEX system as input for the MME message processing

system.

We were able to input messages from the Testbed LDMX into
the TENEX System by using this interim system. The 1load tests
described 1in Section 4 of this report made use of this interim
magnetic tape system in the production of simulated LDMX

messages.

The LDMX messages passed through the Communications Control
program into the TENEX system are then wused as input for the

LDMX-HERMES translator described in section 3.4, which perform

13
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subject extraction and initial distribution for the HERMES
program. Messages output by HERMES through the RELEASE feature
described in section 3.3 are translated 1into LDMX format

LDMX-HERMES translator and then passed through the Communications

Control program into the LDMX system.

14
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6. THE USE OF HERMES IN DATA MANAGEMENT

As described in QPR No. 4, we have implemented user-created
message~-fields within the HERMES system. This feature extends
the capabilities of HERMES to handle message structures other
than the current ARPANET standard, and allows HEKMES to create
and handle information records other than messages. The data
manipulation functions designed for message management can now be
used to manage other, varied types of files that might be created

in an office environment.

The user-field mechanism allows the HERMES user to establish
and name new types of information-containing fields.

a) All Hermes functions can be applied to newly defined
information fields, just as though they had been built
into the system from the beginning.

b) Few users will need %o concern themselves with the
definition process. One individual <can set up a new
Hermes application for many other users.

c¢) Records containing newly defined fields can be
transmitted as messages (to other Hermes systems) or
managed as conventional data files. As far as Hermes 1is
concerned, messages and general records are one and the

same.

d) Hermes is quite flexible about record and file content:
not all fields need be present in each record, and a file
can contain records of mixed type -- for example a
mixture of messages and general office records.

The SR-3. "HERMES 1IN DATA MANAGEMENT: THE BLUE FILE"

contains an illustration of the use of this new tool to organize

and manage a database of information on Navy and civilian ships.

1=
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MME-HEKMES
AN INTRODUCTION

Thls paper is aimed primarily at those of you who have come
to know basic HERMES, but are not yet familiar with MME-HEKMES,
the new generation HERMES system we have developed for CINCPAC.
The paper focusses on the special needs of CINCPAC, the features
of MME-HERMES that are intended to meet those needs, and nrovides
general information on computer supported message ovrocessing in
the CINCPAC environment.

For those wunfamiliar with basic HERMES, this writeup plus
the first few sections of the User Guide will provide a aeneral
introduction to the system with smecial emphasis on the CINCPAC
perspective.

Message communication in the ARPAnet consists mainly of
informal traffic among loosely coupled individuals. In contrast,
CINCPAC must deal with formal as well as informal traffic, and
message processing at CINCPAC 1is performed by a close-knit
orgainzation of <collaborating individuals. CINCPAC also has
special needs that arise from 1its interconnection with the
Autodin network, ana from tne fact that military messages will
trequently contain classifiea intormation.

Tne features of MME~HERKMES tnat auguress tnese needs are
outlined brieily below ana expanded 1in the next sections.
Adaitional, detailed intormation is also proviued by tne Scenario
Responses tnat accompany this document.

1. Individuals and Roles MME-HERMES supports the distinction
between individuals and the roles (e.g., J33, J301) an
individual may assume. HERMES makes it possible for an
individual to assume different roles from time to time, while
still retaining information that tailors the system to his
own preferred characteristics and orivileges. It 1s also
possible for more than one individual to assume a given role.

2. Message Flow MME-HERMES contains features that suobport formal
and informal circulation of messages among the CINCPAC staff.
For aqeneral informal «circulation ("info" copies of Autodin
Traffic, draft messages in prevarations, etc.) MME-HERMES
contains a new command called REDISTRIBUTE. Users may
redistribute a message intact to other users within CINCPAC;
the only change 1is the addition of three new fields that
indicate tne redistributees, the redistributor and the date.

£l
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The ACLTIUN ana COG commands pertorm the dilstripution
tunction wnere transter of ACriun or CUG responsibility is
involved. Notification ot assignees and record keeplng are
performed automatically.

3. Annotation and Message Editing CINCPAC wusers will need to
annotate and comment on messages as they are passed from
individual to individual, and to edit draft messages.
MME-HERMES supports a number of editing operations.

The EXPLODE command opens up a message for general
editing; all editing functions can be applied and any message
field can he changed in anyway. ANNOTATE opens a message for
b restricted editing. Comments and certain other new
information can be added, but the integritv of the oriaginal
messaqge fields is breserved.

=

Both EXPLODE and ANNOTATE provide access to the command
repertoire of the YERMES Message Editor. To meet the needs
of CINCPAC we have extended the editor somewhat. COMMENT 1is

: a new e’itor command that allows the user to attach comments,
cH@lgm narked as such, to the fields of a message. REFILE
makes it possible to return a message to its original file

] position after editing. Edited or Annotated messages can
: also be disposed of tnrough REUISIKIBULE, ACTION-COG and
SENU,

4. The Action Loy 1o keep track of the ACTION ana COG
assignments, we nave created a new HERMES facility called tne
ACTION-LUG. This can be thought of as a specialized
message-file which contains an unclassified summary of the
routing information for each message. without leaving his
own message-file, each user can query the ACTION-LOG and
search for messages on the basis of the LDMX fields DTG
(date-time-group) and FROM, or of the Action-Cog assignment,
or of the Suspense-Date.

YERMES automatically updates the ACTION-LOG whenever the
Action-Coqg assignment or the Suspense-Date is changed through
an ACTION, or COG command. Alternativelv, a user may search
the ACTION-LOG, and make a change to the entry for a message
summarized there. This causes a citation message to bhe sent
to the Action Officer and the other npersons involved,
notifying them of the change of assignment.

5. Security CINCPAC must deal with message traffic at different
{ security levels. MME-hermes supports this need through a
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number of security provisions. Security bookkeeping 1is
provided by separating and 1labeling the message parts and
other information that may exist at various security levels.

Basic DoD security policy is also supported. Classified
information can be accessed at or below the current security
level of the user; new information can only be created at
that 1level. HERMES provides commands for moving from level
to level, and for automaticallv changing level when eliciting
information from the user in promnt-driven input sequences.

6. Interconnection with AUTODIN MME-HERMES provides a two way
inferface with the AUTODIN network. Messages inbound from
Autodin are processed through a receiver program that
performs subject extraction, and initial message
distribution.

Formal RELEASE of a message to AUTUDIN for transmission
outside CINCPAC 1s accompllshed by a new RELEASE command
wnicn checks for proper release authority and then queues tne
message for outbound transmission. This commanda places an
appropriate address on tne message, checks to see that the
user 1s authorized to RELEASE messages and places tne message
in a queue in a designated RELEASE file for the LDMX to pick

up.

7. The MME-HERMES Environment In creating MME-HERMES we added

file handling and other mechanisms that make it unnecessary
to have recourse to the Tenex Executive. MME-HERMES provides
a total message management and text processing environment;
users login and logout directly to and from MME-HERMES.

8. The WE Editor To take advantage of the Adisplay terminals to
be provided at CINCPAC, we have designed and integrated into
HERMES a text editor with full two-dimensional aqraohic
capabilities.

NOTE : The 1intent of this paper is to document MME-HERMES as it
will appear when all refinements are complete. Features whicn
do not appear in 3.6x are marked "Wot Yet Available."

23
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R INUDIVIUDUALS Anb ROULLO

HokMbs supports tne CINCPAC distinction between 1andilviduals and
roles tnrougn tne Tenex directory structure. Each individual
user will nave his own TeENEX directory, e.g., JONES or ROBINSON.
Another directory will be assigned to each role an individual
user might assume, e.g., J3, J301, J333.

To act as himself a wuser will Login under his own name.
This will individualize HERMES to the characteristics in his
profile, plus give him access to his own personal data base of
messages.

To act in a role, a user will first Login as nimself, then
Connect to the desired role,. This will retain his personal
orofile characteristics but switch access to the message base of
the role assumed. Example:

QLOGIN JONES <password><CR>
>CONNECT J301 <password><CR>
>

A user can also Login directly to a role, in which case he
will acquire both the profile characteristics and message base of
tne role assumed.

Protection HeRMES protects eacn role from unauthorized
access through a password associatea witn the role. Urdinarily
(as snown aoove) tne user must type the password to assume tne
role.

Alternatively, the SCO (System Control Officer) can give
selected users group access to a role, in which case the password
is not needed (though typing it will do no harm).

Accountability Whenever accountability procedures call for
the name of a user taking an action to be inserted in a HERMES
field, both the Login (user) and the Connected (role) names will
be shown. Example:

Redistributed-bv: J3A1 JONES

24
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II. MESSAGE FLOW WITHIN CINCPAC

Message flow in CINCPAC includes:
o Formal transfer of Action-Cog responsibility.

o Informal distribution and redistribution of messages for
information purposes.

o Circulation of draft messages prior to release.

o Creation and circulation of informal messages within the
command center.

Hermes provides basic support for these functions through thne
general message creation, sending, reading and filing operations
The following functions provide support for formal and informal
message circulation.

>

DISTRIBUTING MESSAGES AND ASSIGNING ACTION

-
.

Redistribute*

Any user may, at anv time, send an "info" copy of a message
to any other user (without touching the Action-Cog
assignment) throuah the command

>REDISTRIBUTE <message-seauence><CR>
Redistribute-To: <addressee-1ist><CR>
Refile?: <Yes/No?>CR>

OK to Redistribute?: <Yes/No><CR>

Example: JONES, acting as J31, sends copies of messages 6,21,
22 and to J313 and J314, and refiles the originals.

>REDISTRIBUTE 6,21:23<CR>
Redistribute-To: J313, J314<Ck>
Refile?: Yes<CR>

OK to Redistripute?: Yes<CR>

& Note, that unlike tne Hermes FORWARD command,
REDISTRIBUTE does not wrap the message affected in a new
"envelope". All fields of the original message remain
accessible for searching, filing, etc.
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Three new fields are added to each of the original messages,

Redistributed-To: J313, J314
Redistributed-By: J31 JONES
Redistributed-nate: February 14, 1977

Subsequent Redistribute operations will add new sets of
Redistribution fields, thus providing a "distribution
history" for each message.

Redistribute will support informal circulation of messages

received from Autodin, messages created within CINCPAC, and
draft messages awaiting release.

2. The ACrIun and CUG Commands

The ACTIUN or CUOG command prompts for the division or branch
to which action 1is to be assigned, a list of Action-Cog
addressees, and a Suspense-Date,

>ACTION <message-no.><CR>

Action-Cog[U]: <div-branch><CR>
Suspense-Date[U] : <date><CR>
Action-Cog-Info[U]: <addressee-1ist><CR>
OK to Redistribute?: <Yes/No><CR>

Example: User JONES, connected to the role-directory J3@1,
examines the message-file <J3>ACTION-PENDING and assians
ACTION on Message 17 to J311, with Info copies to J3, which
is the Adirector s readboard, and to J313.

SGET <J3>ACTION-PENDING<KCR>
>ACTION 17<CR>

Action-Cog[U]: J311<CR>
Suspense-Date[U]: 3 Mar 1977<CR>
Action-Cog-Info[U]: J3, J313<Ck>
OK to Redistribute?: Yes<CR>

Wlew fields are added, and the message 1is automatically
refiled and circulateud to the addressees in the Action-Cog
and Action-Cog-Into fieluas. 7The ACTIUN-LOG 1is updated to
show assignment to J3ll. The added tields are:

Action-Cog: J311 ACTION
Assigned-by: J301 JONES
Suspense-Date: 3 Mar 1977
Action-Cog-Info: J3, J313

The COG command marks the message with the word "COG" instead
of "ACTION", and does not orompt for Suspense-Date.
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3. The suspense-Date Command

To change tne suspense Date ot an Action or Cog message
without aftecting its Action-Cog assignment:

>SUSPENSE-DATE <message-no.><CR>
Suspense-Date[U] : <date><Ck>
Action-Cog-Info[U]: <addressee-1ist><CR>
OK to Redistribute?: Y<CR>

New Suspense-Date and Action-Ceg-Info fields are added to the
message. The message is automatically refiled, and copies
are circulated to the Action-Cog-Info addressee-list. The
Action-Log is updated to reflect the changed date.

When a user wants information about the status of any message
assiqgned action in CINCPAC, he aueries the ACTION-LOG. Also,
Action-Cog assignments and suspense dates can be changed
through mechanisms built into the ACTION-LOG. To access the
ACTION-LOG type:

>EDIT ACTION-LOG<KCR>

This causes the Hermes system to enter the ACTION-LOG EDITOR.
Once 1in the editor, four subcommands are available. When
finished with the Action-Log, type "DONE"” to get back to
Hermes.

B. THe ACTION LUG
The ACTION LOG is a Hermes facility design to keep track of the
CINCPAC ACTION and COG assignments. It can be thought of as a
specialized message-file which contains an unclassified summary
of the routing information for each message. Without leaving his
own message-file, each user can query the ACTION-LOG and search
for messages on the basis of the LDMX fields DTG
(date~time-group) and FROM, or of the Action-Cog assignment, or
of the Suspense-Date.

HERMES automatically updates the ACTION-LOG whenever the
Action-Cog assignment or the Suspvense-Date is changed through an
ACTION, or COG command. Alternatively, a wuser may search the
ACTION-LOG, and make a change to the entry for a message
summarized there. This causes a citation message to be sent to
the Action Officer and the other persons involved, notifying them
of the change of assignment.
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The JUURNAL Eubcgngqq

JUUKNAL allows tne user to list specitied messages from
ACTIUN-LUG. The torm of tne command 1s:

>>JOURNAL <sequence> <destination><CK>
where <sequence> may be specified as follows:
a) <Action-Log Entry>

This 1s a simple number which is the entry number of
message in the ACTION-LOG. Example:

>>JOURNAL 2872<CR>

(2R72) DTG: 22895 12 Nov 1976 PSN: AAD2
From: AM EMBASSY MANILA
ACTION assianed to J313

the

the

Suspense date: 1 Jan 1977 Assiqned bv: J301 JONES

Subject: SPECIAL FORCES CONFERENCE
b) DTG <date> <from-name>

This is a single message identified by the DTG and
fields. You must type in "DTG". Example:

>>JOURNAL DTG: 1 Nov 76 235552 SECDEF WASH DC<KCK>

c) DIV-BRANCH <name>

Thls is a set of messages with a specified division

FROM

or

branch in tne Action-Cog field. You must type "DIV".

Example:
>>JOURNAL DIV-BRANCH: J311<CR>

d) SUSPENSE~-DATE: <date>

This is a set of messages with a specified Suspense-Date.

Example:
>>JOURNAL SUSPENSE-DATE: 19 Apr 77<CR>

e) ALL

This is the set of all messages in the ACTION-LOG.

Examnle:

>>JOURNAL ALL<KCR>
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2. The SUSPENSE-DATE Subcommand

>>Suspense-Date: <message-no.>CR>
<journal printout>
NEW Suspense-Date: <date><CR>

Reconfirm suspense date: <date printout>
OK? <Yes/NO>KCR>

Example:

>>Suspense-Date 2872<CR>
(2872) DTG: 22095 12 Nov 1976 PSN: 6002
From: AM EMBASSY MANILA
ACTION assigned to J313
Suspense date: 1 Jan 1977 Assigned by: J3@1 JONES
Subject: SPECIAL FORCES CONFERENCE
NEW Suspense-Date: 15 Mar 1977<CR>
Reconfirm suspense date: 15 Mar 1977
OK? Yes<CR>

3. The ACTION and COG Subcommands

The ACTION and COG commands are identical in form:

>>ACTION <message-no.><CR>
<journal printout>
Action-Cog: <name><CR>
NEW Suspense-Date: <date><CR>
Reconfirm assignment: <Action-Cog printout> and
suspense date: <date printout>
OK? <Yes/No><CR>

To mark the action on a message as completed, wuse the
following form:

>>ACTION <message no.><CR>

<journal printout>
Action-Cog: COMPLETED<CR>

4., How the ACTION-LOG Notifig§ Users of Changes

The ACTION, COG and SUSPENSE-DATE subcommands cause the same
entries in the ACTION-LOG as the top-level commands ACTION,
COG and SUSPENSE-DATE. The ACTION-LOG then sends a brief
message to everyone involved in the change and to the Action
Officer. It is the Action Officer s responsibility to search

his file for the original messaade and reprocess it with the
appropriate commands.
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III. ANNOTATION AND MESSAGE EDITING

A vital adjunct to message circulation is the ability to
annotate or cnange tne messages one nas received. This can
involve anytning rrom commenting an Action messagje to wholesale
ealitlng ot a dratt tor release.

The mechanisms that support these operations must reflect a
concern for accountability, which will wvary according to the
circumstances. For example, the recipient of an Action message
must be guaranteed that no one has changed the key parts of that
message as received from AUTODIN. 1In contrast, when the task in
hand 1is collaborative preparation of an outbound draft, those
very same message parts must be opened up for modification and
editing.

HERMES norovides two basic commands for changing messages,
that reflect these two concerns. Each emnlovs the HERMES message
editor as its underlving tool, and each serves to 1initiate an
diting session. However, the capabilities granted to the user
quring that session will vary with the need for accountabilitv.

EXPLODE opens up a message for total modification. the
philosophy is "you break it - you own it"; any change is allowed,
but the message is clearly marked to show that arbitrary changes
may nhave been made, and to identify the responsible user.

ANNUTATE allows notes and cowmments to be added to a message,
but protects the original content from change. Added information
15 marked as such, ana subseguent reclpients are assured tnat
original intormation has not been moultled.

l. Exploae

To access a message for general editing type:
>EXPLODE <message no,><{CR>

The message is brought up out of the current file 1into
the message editor; the message editor is opnened (HERMES
types the double promot >>). All commands in the message
editor can now be hrouaght to bear on the exploded message
(See Part I, Chapter 1V, HERMES USERS’ GUIDE) . In
particular, new fields can he added, and existina fields can
be erased or arbitrarilv chanqed.

To indicate that a messane has been exnloded, HERMES

rewrites 1its Sender:, Message-ID:, and Date: fields to
reflect the current date, 1oaaed-in name and host comouter.
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Annotate (Not yet available)

To open up a message for restricted changes:

>ANNOTATE <message no.><Ck>

The message is brought up 1into the message editor.
Comments can be added to the message (see below) and new
keywords can be added, but no other field can be changed,
erased, or added to.

Comments and new keywords are marked by HERMES to
identify user and date.

Comment

4.

Within the 1limits sketched out above, a message opened
up by EXPLODE or ANNOTATE can be freely manipulated by the
commands of the message editor. The Comment command, in
particular, is expected to be useful in CINCPAC, where users
will want to add notes of various sorts to previously created
messages. To attach a comment to a message field:

>>COMMENT <field name><CR>

Exanple:

>>COMMENT FROM: <Ck>

(l'ype comment to CIKL-2)

[FROM] : Note by STEVENS on 5 Jan 1977 1307 EST.
This address will change to BBNA after

Feb. 1.<CTRL-Z>

COMMENT causes a new field to be added to the message
(in this case [FRUM]:), named after the field commented on,
with square brackets added to show it’s a comment. HERMES
automatically inserts user, date and time in the first line
of the comment.

Successive comments can be attachea to a given field,
and a comment can itself be commented on (try it!).

Refile

With editing complete, how does one dispose of the
changed or augmented message? One possibility is to put it
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right back in the file where it came froin. This can be
accomplisned oy typing:

>O>KLEFILE<SCK>

Retl1ling over message

<survey of message>

OK? <Yes/NO><CR>
It's also possible to return a messajge to some particular
slot in the file (possibly other than where it came from) by
typing:

>>REFILE <message-no.><CR>

The message currentlyv occupyina that slot will be reolaced.
To put a message at the end of the file, tyne:

>>REFILE END<KCR>

Circulating an Edited Message

An edited message can be circulated directly to other
users without leaving the messaje editor,

Messages opened by EXPLODL <can De circulated through
Sena or Kedistribute. +The SEiNUL coxnmana works as described in
the HERMES USExS® GUIDE ~-- the messaje 1is circulated to all
audressees 1in tne To, CC, BCC anu rCe fields. Redistribute
works as descrioed previously.

Messages opened by ANNUTATL can be circulated tarough
REDISTRIBUIE or ACIIUN-CUG subcoiands.
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IV. SECURITY

The Hermes system supports CINCPAC security policy by classifying
information according to four levels: Unclassified, Confidential,
Secret and Top-Secret. Special commands allow the user to easily
change from 1level to 1level and view and create information at
different levels.

A. CHANGING SECURITY LEVELS

To change security levels, you type one of the commands:
>UNCLASSIFIED<KCR>
>CONFIDENTIALKCR>

>SECRET<CR>
>TOPSECRET<CR>

Hermes moves you to your requested level, or to your maximum
allowable level if that is lower, and displays:

From: old-level To: new-level

B. MESSAGE-FIELDS

Within a message, message fields can exist at different security
levels. A user cannot see fields of a higher level than his
working security level. The security 1level of a field 1is
indicated by a single letter following the field name. For
example:

SUBJECT[U] :
KEYWORDS [C] :

oome fields are required to pe unclassified, others can exist at
any single security 1level, while others can exist at multiple
security levels, as shown on the next page. For example, it is
possionle to have both TUP-SECKET and UNCLASSIFIED Subject fields
in a message but the To fiela must always be unclassified.

To reclassify a message-field to your present security level:
>>RECLASSIFY <message~field><CR>

If you are reclassifying to a lower level, Hermes shows ou the
field and requires you to confirm every 20 lines.
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Unclassified Single level Multiple levels

Date Text Subject

Sender In-Replv-To Reference

Messaqge-1D Precedence Keywords

From Message-Class Sovecial-Handling

To Start-Date

ce End-Date

BCC Suspense-Date

FCC
when composing a message, 1if you enter material for a

single-level field at more tnan one working security level,
Hermes allows you to merge the material into a single level.
Before leaving the editor, Hermes will prompt you with a short
series ot questions and merge the wmaterial in the manner you
specity.

C. CUMPUSING MESSAGES -- SPECIAL ILMPLATE ITEMS

Because message composition will often require changes 1in the
user ‘s working security 1level, Hermes has a special set of
template items which facilitate these changes. The items are:

Unclassified
Confidential

Secret

Top-Secret
Present-Security-Level
Ask-Level

During message comnosition when one of these items is encountered
in a template, the Hermes system automatically switches to the
specified level. (Again, if a 1level greater than the user’s
maximum level 1is reguested, the system switches to the maximum
level.) Composition continues at the specified 1level  until
another change is requested.

The "pPresent-Security-Level" item causes the Hermes system to
return to the level at wnich the composition started, regardless
of present level.

Tne "Ask-Level" item causes the system to request a level from
tne user.

For example a template to compose messages with secret subjects
but arpitrary text fields would look like:

(1) Unclassified
(2) Toz+

(3) Secret

(4) Subject:+
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(5) Ask-Level
(6) Text :+

D. TERMINAL LOCKING

To prevent unauthorized use of a terminal, the Hermes system
provides a locking feature. To lock your terminal, type:

><CTRL-Y>

The system then prompts you for a keyword and your password
(neither the keyword nor the password is displayed):

Key to unlock console is: <keyword><CR>
Password: <user 's password><CK>

To abort entering the keyword, type Rubout or CTRL-Q
betore the carriage return.

Once locked, no information will cross security levels wthin the
Hermes system and no input will be accepted from the user until
the terminal is unlocked by someone typing in the keyword. Any
word can be wused for a key any time a terminal is locked,
however, if the key is forgotten onlv the system security officer
can unlock the terminal.

——
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1.

V. INIERCONNECTION WITH AUI'ODIN

Inooung_ﬂessqgg§

Messages arriving at CINCPAC via AUrubLlun are entered into the
lenex system anu preprocessed by a special intertace prograan
taat translates trom standard Autuuls format 1into a more
structureu torm suitable for wanlpulation by HEKMLS. Tne
interface program airects 1its output 1nto two message files.

Incoming Action or Cog messajes are placed 1in tne file
<J3@1>MESSAGE, and all incoming messages are placed 1in the
file <J3>INFO-READBOAKD.

e e e e

Messages are released from HERMES to AUTODIN through a two
stage nrocedure. The user desiring to release a message
first routes it (by REDISTRIRUTE) to an individual or role
with Release Authority. Phvsical release is then
accompnlished bv the command:

>RELEASE <messaae-no><CR>

which places the message in a snecial outbound release queue.
Messages aueued for release are subject to an optional final
screening and then processed through the outbound AUTODIN
interface module.

Control over tne release comimand and all subsequent stages is
assured tnrough reliabple, long established protection
features built into the TENEX monitor.,
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VI. I'de MUb-HERMLES ENVIRONMENT

fiME-HERMES has been expanded to include a number of basic
support functions normally relegated to the TENEX Executive.
This means that the message service can provide a total
environment for the user. CINCPAC users entering the system are
transferred directly into MME-HERMES and there 1s no need to
learn or use the command repertoire of the TENEX Executive. In
detail:

1. The TENEX LOGIN Command

ALOGIN <user><password><account><CR>

transfers the user AdAirectlv into MME-HERMES. User names,
passwords and accounts are assianed by the SCO. For each
user there is a default account; tvoping <SPACE><CR> where
account 1is called for will cause automatic selection of that
account.

2. The QUIT Command

>QUIT <CR>

terminates a session witn Mrb-Hekeics and releases the system.

3. The CuNNECT command

As described in section I, tne notion of individuals and
roles 1is supported by tne file directory -- one for each
user-name under which it is possiole to LOGIN. Logging 1in
under a given name will establish the profile characteristics
assigned to that wuser, and provide primary access to the
files in his directory. To retain logged-in profile
characteristics, but switch pnrimary access to the directory
of another user:

>Connect <user><nassword><CR>

37




ot bt

.._.,__-..._-.,_“‘mvv.._<

BBN Report No. 3541 Bolt Beranek and Newman Inc.
SR-1

4. Message-Files and Dratt-Files
Message* and draft files are treated a
Files nave a simple name structure:

HERMES objects.

i

<user>tile-name
cXample:

<SMITH>MESSAGES

The directory name need only be supplied when accessing files
outside the directory to wnich one has logged-in. Having
logged in as himself, SMITH need only type the name:

MESSAGES

to refer to the above file,

MME-HERMES treats rile names jnst like the names of other

obijects. They are recoanized, extended and
spellina-corrected as are other words and phrases in the
HERMES vocabulary. The ? feature annlies to files, meaning
that

GEE 2

will yield a list of all possiole wnessage files, while

GET A?
would list just those message-tiles peginning witn "A". 1In a
similat way, "2" will prouuce 1li1sts ot drate-files in
conjunction with APPEND-FIut or <CiRL-B> 1n the message
eaitor.

As at present, files are initially created wnen information
is first transferred into them. uJessage-files may be created
with the FILE or MOVE commands. braft-files may be created
with the SAVE-FIELD command. (there is no STORE-DRAFT or
RESTORE-DRAFT command in MME-HERMES.)

- e e e e e e s a2

*The index file that accompbanies cach message file is hidden
from the wuser 1in MME-HERMES,. Onerations on a messade-file
automatically extend to its index file, If a message-file is
deleted, archived, or retrieved from archive, its comvanion index
file travels along with it.
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All your message-files are listed in the special HERMES
"object" named MESSAGE-FILES. To see all the
message-files in your directory, type

>SHOW MESSAGE~FILES<CK>

tor example,
>oHUW MESSAGE~FILES<KCR>
JUNESMSG
MESSAGE
PEKSUNAL
To get rid of a message-file, you must use the command
>EDIT MESSAGE~FILES<CR>

This opens up a specialized command group known as the
message-file editor which allows you to delete
message-files.

>>DELETE <file name><CR>
DELETE marks the entire message-file for deletion.

>>DELETE JONESMSG<KCR>
>>5HOWLKCR>
MESSAGE
PERSONAL
>>DONE<CR>
>

A deleted message-file, like a deleted message, may be
undeleted:

>EDIT MESSAGE-FILES<KCK>
>>UNDELETE JONLSHSGKCK>
>>SHOW<C kK>

JONESMSG

MESSAGE

PERSONAL

Other subcommands are ABORT and the documentation
subcommands.

Deleted message-files in the connected directory are

automatically exopunged (i.e., wvhysically removed) when
vou leave HERMES with the OQUIT or EXIT command. This

3%
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destroys tne name of tne tilc and any message 1t
contains.

b) All your draft-files are listed 1in a special HERMES

"ooject" named DRArI-FILLs. o see all the draft-files
in your directory, type

>SHOW DRAFT-FILES<CR>
To get rid of draft-files, you must user the command
>EDIT DRAFT-FILES<CR>

This opens up the draft-files editor, which has the same
specialized set of commands as the Message-Files Editor.

Files will be archived and retrieved from archive by the
following commands: (not vet available)

>ARCHIVE <file><CR>

and
>RETRIEVE <file><CR>

40
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VT THe wk EDIITUK

wkE 1s an editor designeu for use on HP 2640/45 terminals. WE can
be used to edit any field. It is invoked from the message editor
by typing:

>>WE <field-name> <CR>
WE can also be invoked when entering a message field by typing

<CTRL-K>. When an editing session is complete, return to Hermes
by hitting the function key:

QUIT
Hermes prints out "Replace the Text field?" (or whatever field
has been edited.) TIf vyou respond with Yes, Hermes inserts the
edited version of the buffer as the new message field; 1if vyou

type No, the edited contents of the buffer disappears and Hermes
does not change the contents of the field. 1In either case, you
are returned to the message-editor.

A. BASICS

. Tne Display

The display presented by wE has two lines at the top which
snow intormation about the state of the editor and the text
oeing edited. The remainder of the display is a view of part
of tnat text. The cursor is used for indicating positions in
tne text. A guiding philosophy in the development of WE has
been: You should be able to edit only what you can see on
your display. That is: What you see is what you get.

Some consequences of this philosophy are:

* Tabs cannot be distinguished visually from spaces.
Therefore, we automatically enter the proper number of
spaces whenever vou type a tab.

* Control characters are not visible, Therefore, when
needed 1in the text, they are entered as up-arrow
followed by the character.

* The screen has a fixed width. Therefore the lines 1in
the text may have at a maximum that length. Longer
lines are automatically broken into multiple lines.
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The Keyboara

Commanas are gilven to WE by nitting wvarious function keys.
Text is enterea by typing on the keyboaru.

The particular arrangement of the wiL function keys is

selected by your installation anu can be individually
modified. All of the keys described below will be available.

EDITING FUNCTIONS

The cursor determines where WE functions 1like deleting and
overwritina affect the text.

To move the cursor from line to 1line without changing its
horizontal position use UP or DOWN.

To move the cursor within a line use LEFT or RIGHT.

Pressing a cursor movement key moves the cursor one line or
one character. Holding the key down causes the movement to
be repeated until the key is released. To mnove the cursor
over a specific numpber of characters, type the number
followed by tne command.

To move zo a specific line in the text, type tne line number
and then nit tne JUMP key.

Erasing Text -- EKASE/MOVE

The ERASE/MOVE key changes the mode of WE back and forth
between erase mode and move mode. In move mode, LEFT, RIGHT,
UP and DOWN simply move the cursor. 1In erase mode, the same
motions erase the characters over which the cursor moves.

Modes of Movement -- WORD/CHAR, LINE

The unit of movement when wusing TLEFT or RIGHT can be a
character, a word or a line. To change back and forth
between word mode and character mode, use the WORD/CHAR key.
If you want to move to either end of the line vou are working
on, hit LINE, then LEFT or RIGHT.
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Adding lext -- INSEKI/OVERWRITL

whenever you type text on the keyboarud, it is added to the
text you are editing at the cursor location. wnen wk is in
insert mode, the text is simply inserted. Wwhen in overwrite
mode, the inserted text overwrites, characters for character
the text being edited. 170 switch between insert mode and
ovewrite mode, use INSERT/OVERWRITE.

Searching For Text -- SEARCH

SEARCH is used to locate words in the text being edited, and
to place the cursor near them. When the key is hit the upper
line of the display shows the word being sought. While
typing in this word, the following control characters have
special effects:

“A,"H,DEL ERASE CHARACTER LEFT

"W ERASE WORD LEFT

“Q abort gathering search word

R redisplay

E toggles search mode between exact and
case-independent searching

Se L;"Fy Bs N set mode of cursor placement

> D)

PN

The typing of the word to search for is terminated with any
of tne ftollowing characters: REIURN, LINEFEED, SPACE, TASB,
CIRL-Z.

Search for tne wora 1is carried out in one of two modes:
Case-insensitive: "a" is regarded as the same as "A".
Exact: "a" and "A" are considered to be different.

E is used to specify the mode while typing 1in the search
word.

On finding the searched for word 1in the text, the search
stops and the cursor is placed near the word. This placement
happens in one of five ways, as controlled by the following
mode-specifying control characters which can be used while
typing in the search string:

S on first character of search string (Stert)

L on lzast character of search string (Last)

“F on character to the right of search strina
(Following)

“B on the first character of the word containing
search string (Beginning)

N on the first character of the word after

search string (Next)

| ——
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Formatting Text -= FORMAL

The FORMAT key is provided for " neatening” the edited text:
lines are filled (and optionally justified). Blank lines
are interpreted as paragraph breaks and any indentation at
the beginning of a paragraph is preserved.

Formatting can be turned on and off within the text. A 1line
containing only ""I" (two characters, up-arrow and "I")*
sianals the start of text which is not to be formatted. A
line containing only "“I"I" signals the return to formatting.
Formatting does not affect cursor nosition.

SPECIAL FEATURES

Tailoring WE -- PROFILE

PROFILE is used to modify a collection of mode control
switches wnicn determine finer details of the way in which WE
carrlies out its various actions. Hitting this key produces a
display which explains tie profile switches, their options,
ana now to cnange tnem. This is self-explanatory.

Keyboara moue

WE permits the keyboard to be used to 1invoke tne functions
associated with the function keys. When <CTRL-2> is typed,
the functions associated with the function keys become
available on the keyboard. Thus, the LEFT function is
invoked by typing L, RIGHT by R, and so on.

Tyuing another <CTRL-2> changes the meaning of the keyboard
irom command to its "normal" meaning of characters to be
added to the text. Hitting <CTRL-Z> when in this text mode
switches the keyboard back to command mode.

As a special aid, the INSERT and OVERWRITE commands
automatically switch from CMD to KEYS mode, on the assumntion
that when you hit one of these vyou are intending to add
characters to the text.

The keys corresponding to the function keys are:

- - ——————

“1" is used by WE to represent all TAB (or CIRL-I) characters

The TAB Key 1n wk inserts spaces. On return to HERMES, ""I"s
are cnanged pack to TABs. Inus formatting in WE and HERM&ES
are compatiple.

44

passed to WE from HERMES.

- |



: . e ————

BBN Report No. 3541 Bolt Beranek and Newman Inc.
SR-1
. #-9 multiplving numbers
1 W C set WORD and CHAR mode (like toggling W/C)
1 U D UP and DOWN
. L R LEFT and RIGHT
E M set ERASE and MOVE mode (like toggling E/M)
I O set INSERT and OVERWRITE mode (like toggling I/0)
% JUMP
Q DONE
H ABORT
o 3 PROFILE
a 3. kditing-Cnaracters
. There are a set of control characters which have been
5 implemented in WE to aid in correcting common typing errors:
Control characters Meaning
<CTRL-H>, <CTRL-A>, <DEL> ERASE CHAR LEFT
g <CTRL-W> ERASE WORD LEFT
’ <CTRL-Q>, <CTRL-U> ERASE LINE LEFT

<CTRL-R> repaint the screen
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APPENDIX A - LOAD SCENARIO 1

Logon

>LOG USER-NAME <password><CR>
Role = J3x

>CONNECT J3x <password> <CR>

RETRIEVE VARIOUS MESSAGES OFF INFO READBOARD
>GET <J3>INFO-READBOARDKCR>

Examine headers of messages from SENDER between DTG1 and DTGZ2
Print out two of these

1. >SURVEY AFTER DATE1/BEFORE DATE2/FROM: SENDER<CR>
>PRINT 15,17<CR>

Examine headers of all messages with subject X between DTG3 and DTGY
Print out three of these

2. >SURVEY AFTER DATE1/BEFORE DATE2/SURJECT X<CR>
10,25,28<CR>

Examine headers of all messages between DTG5 and DTG6 with keywords
A and B but not C

Print all of these out

3. >CONSIDER AFTER DATE5/BEFORE DATE6/KEYWORDS A/KEYWORDS B<CR>
>EDIT CSEQUENCE<CR>
>>ERASE KEYWORDS <CR>
>>DONE<LCR>
>SURVEY CSEQUENCEKCR> or SURVEYKCR>
>PRINT CSEQUENCE<LCR>

Examine headers of messages in Folder 1 with keyword K
Print out two of these

>SURVEY FOLDER1/KEYWORDS K<KCR>

>PRINT 11,13<CR>

Examine headers of messages in Folder 2 with subject Y
Print these out

5. SURVEY FOLDER2/SUBJECT Y<KCR>
>PRINT PREVIOUSKCR> or >PRINT <CTRL=-P><CR>
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Examine headers of messages in Folder 2 with Sender SENDER |
Print these out

Annotate one of these and foward a copy to J311

LR

6. >SURVEY FOLDER2/SENDER: SENDERKCR>
>PRINT PREVIOUSKCR> or >PRINT <CTRL-P><CR>
>ANNOTATE 31<CR>
>>COMMENT<CR> ]
[TEXT] NOTE BY J3X ON 23 DEC 76 0927-EST. ,
<Text of comment on message> E
<CTRL-Z>
>>REDISTRIBUTEKCR>

-

iy Redistribute-To: J311<CR>
. >>DONE<CR>
s

Examine the action log for J3

Add suspense dates to 3 actions

reassign an action from J312 to J313

Send a note to J312 and J313 explaining the change

7. >Edit ACTION-LOGKCR>

>>JOURNAL ALL<LCR>
(Print-out of the journal entries for all messages
in Division J3.)

>>SUSPENSE-DATE (message) 2<CR>

(2) DTG: 080515Z Oct 1976 PSN: 1
Originator: 314 AIR DIV OC OSAN AB .OREA
Assignment: Action Assigned to: J314
Suspense date: 2 Dec 1975 Assigned by: JONES J301

NEW Suspense date: 12/11/76

Reconfirm suspense date: 11 Dec 1976

baliaie il . o dies g o 2
-

OK?: Y<CR>
>>SUSPENSE-DATE: (message) 41<CR> ;
(41) DTG: 010830Z Nov 1976 PSN: 24

Originator: WWPN PHNC 010830
il Assignment: Action Assigned to: J3
' Suspense date: [none] Assigned bv: JONES J301
NEW Suspense date: 12/11/76
i Reconfirm suspense date: 11 Dec 1976

, OK?: Y<CR>
? >>SUSPENSE-DATE: 148<CR>
(148) DTG: 220951Z Nov 1976 PSN: 135

Originator: AMEMBASSY MANILA
Assignment: Action Assigned to: J316
Suspense date: 7 Dec 1977 Assigned by: JONES J301
NEW Suspense date: 1/15/77
t Reconfirm suspense date: 1 Jan 77
OK?: YKCR>
>>ACTION (message) 4<CR>

47




ggN1Report No. 3541 Bolt Beranek and Newman Inc.

(4)Y DTG: 080015Z Oct 1976 PSN: 3
Originator: COMSEVENTHFLT
Assignment: Action Assigned to: J312
: Suspense date: '9 Dec 76 Assigned by: JONES J301
[ NEW Action-Cog: J313<CR>
NEW Suspense date:<CR>
Reconfirm assignment to: J313
QK2 Y<CR>
>>DONE<KCR>
>COMPOSEKCR>
TO: J312, J313<CR>
Cc:<CR>
Subject: Change of action on <DTG><LDMX~FROM><CR>
: Text:
» <Explanation of change.>
¢ <CTRL=-Z>

a
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APPENDIX B - LOAD SCENARIO 2

§ Logon
>LOG JONESKCR>
Role = J31x
>CONNECT J31x<CR>

Examine a summary of pending messages (there are 9)

1. Initial survey of RECENT messages is generated

% automatically when user first Logs on.

"

- Display Msg#1; Create a reply to #1; Save the reply ]
5

2. >PRINT 1<CR>

>REPLYCCR>

- Copies to ALL TOs APDRESSEES? Y<ECRD>
by Copies to ALL CC: ADDRESSEES? Y<CR>
[Hermes prints headers of generated reply]

(Type Text of Reply, to ~Z)
[User types text]

Send? Yes<CR> [CONFIRM]<KCR>

Display Msg #2
Make a hardcopy of it
Delete Msg #2 from your pending file

3. JPRINT 2<GR>
PLIST 2<CR>
>DELETE2<CR>

Display Msg #3
fe Examine the names of J3's organizational folders
Examine a summary of the contents of one of the folders
2 Add Msg #3 to this folder and one other

b, DPRINT 3<CR>
>FILE 3 <J3>MESSAGEKCR>
>GET <J3>MESSAGE<LCR>
>SHOW NAMES SEQUENCES<CR>
FOLDER=-A
FOLDER-B
FOLDER-C
>SURVEY FOLDER=-A<CR>
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>ADD % (to sequence named) FOLDER-A <ESC>(and to sequence

Bolt Beranek and Newman Inc.

named) FOLDER-BLCR>

Display Msg #4
Search Info readboard for msgs with subj Y

Examine the headers of those found in the search

Create a new folder containing Msg#4 and 6 of those found above

Display

5. >GET MESSAGE
>PRINT U<CR>

>FILE 4 INFO-READBOARD
>GET INFO-READBOARD

>SURVEY Subject:
>CREATE SEQUENCE
>>ADD %,6:11<CR>
>>DONE<CR>

>

Msg #5

Annotate Msg #5
Forward it to J312 without the annotation
Create a message to J31

Send it

6. >GET MESSAGE
>PRINT 5<CR>
>ANNOTATE <CR>
>>COMMENT<CR>

Y<CR>
NEWFOLDER<CR>

<text of comment><CTRL-Z>

>>REFILE LAST<CR>

Note: This places the annotated copy of message 5 back in

the user's file.

>>DONE<KCR>

REDISTRIBUTE 5<CR>

>Redistribute~To:
>COMPOSE<LKCR>

Tos J31

Cc:<CR>

J312

Sub ject: <text of subject><CR>

Text:

{text of message><{CTRL-Z>

Send? Yes<CR>
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|
Examine Action Log for pending Actions assigned to J311; Mark 2
of these as complete ]
|
i 7. >Edit ACTION-LOGKCR>
P >>JOURNAL DIV-BRANCH J311<CR>
(Print-out of the journal entries for all messages
assigned to J311.)
>>ACTION (message) 2<CR>
(2) DTGz 0805152 Qect 1976 PSN: 1
Originator: 314 AIR DIV OC OSAN AB KOREA
Assignment: Action Assigned to: J314
Suspense date: 2 Dec 1976 Assigned by: JONES 43073
3 NEW Action-Cog: Complete<CR>
3 Reconfirm Action-Cog Complete
% OK?: YLCR>
t >>SUSPENSE-DATE: (message) 41<CR>
5 (41) DTG: 010830Z Nov 1976 PSN: 24
% Originator: WWPN PHNC 010830
Assignment: Action Assigned to: J3
Suspense date: 11 Dec 76 Assigned by: SMITH J34
NEW Action-Cog: Complete<CR>
s Reconfirm Action-Cog Complete
QK7 Y<GR>
Examine headers of msgs 6-9
8. >SURVEY 6:9<CR>
{Surveys of Messages 6,7,8 and 9 are printed out.>
1 . Delete Msg #6

9.

10,

>DELETE 6<CR>

Display msg #7;
Create a note to yourself;
File msg #7 in a personal folder

>PRINT T7<CR>

>ANNOTATE T7<CR>

>>COMMENT<CR>

<text of comment on Text:-field><CTRL-Z>

>>REFILE 7
>>DONELCR>
>ADD 7 MYFOLDERKCR>

sl




T —
.

BBN Report No. 3541

Bolt Beranek and Newman
SR-1

Display message #8

Search thru some fclder for msgs with keyword Z
Display each found

Mark those found NOT to be archived

Examine log of your archived files

11. >PRINT B8<CR>
>CONSIDER FOLDER-A/Keyword: Z<CR>
>PRINT CSEQUENCE
>MARK CSEQUENCE NO-ARCHIVE
>SHOW ARCHIVED-FILES
Undelete Msg #2 and #6
12. >UNDELETE 2,6<CR>
Examine summary of pending messages again

13. >SURVEY RECENT<CR>

Logout
14. >LOGOLKCR>

52
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APPENDIX C - LOAD SCENARIO 3

Scenario 3 contains some hundred set of operations with
considerable repetition from set to set. Shown below are
selected samples, covering each of the principal types of
operation illustrated in the full scenario.

Load Scenario 3 focusses on action assignment; it assumes an
Action Officer 1is working systematically through a rather large
file of inbound messages, dealing with the Action on each in
Turn. Under these circumstances, the Action officer would most
likely take advantage of the HERMES Linefeed command, which
allows him to step through the messages one by one. The linefeed
command 1increases the current message-no., or CMESSAGE, by one,
then PRINTS the message through the PTEMPLATE. The Action
Officer would probably set his PTEMPLATE to a short summary
showing only the message-fields he usually needs to see to be
able to assign action of a message. Such a template might be:

SHORTFORM

(1) Message-No. DATE:+ FROM:+
(2R " Suspense-Date:+ PSN:+
(30 " Sub ject:

Here, the DATE field corresponds to the LDMX Date-Time-Group but
translated into a more readable format. The PSN 195 an
LDMX-generated serial number.

EXAMPLE:

>COPY SHORTFORM PTEMPLATEKCR>

><LF>

22 DATE: 8 Oct 76 0138Z FROM: CDR JCRC NAS BARBERS HI
Suspense-Date: 1 Nov 76 PSN: 000012
JCRC MONTHLY STATISTCAL SUMMARY (MSS)

The ACTION and COG commands will default to the CMESSAGE, that
is, if the CMESSAGE is 15, ACTION<KCR> = ACTION 15<CR>

If the Action Officer desires to print out the message in full

before assigning action, or to make a hard copy, he can specify
the CMESSAGE by the shorthand symbol"."

>PRINT . LONGFORM<CR>
>LIST .<CR>

EXAMPLE:

Some typical sets of HERMES commands used to implement ACTION
assignment from the <MILMESEXP>ES3.Load-Scenario are:
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1 Action (s)
Assign to J311

1. 2<ER>
>SECRETKCR>
>ACTIONLCR>
Assign Action To: J311<KCR>
Suspense-Date: 17 Mar 77<CR>
Action-Cog Info:<CR>
Refile? YLCR>
OK? Y<KCR>

2 Action (C)
Display the text of message
Assign to J312

2 2<EED>
>CONFIDENTIALLKCR>
>PRINT . LONGFORMKCR>
>ACTIONLKCR>
Assign Action To: J312>CR>
Suspense-Date: 17 Mar T77<CR>
Action-Cog Info:<CR>
Refile? YLCR>
OK? Y<KCR>

4 Action (C)
Make a hardcopy of message
Assign to J314

4., >ZKLF>

>LIST <CR>
>ACTIONLCR>
Assign Action To: J314<KCR>
Suspense~-Date:<CR>
Action-Cog Info:<CR>
Refile? YKCR>

OK? YLCR>

8 Action (TS)
Mark for Director's Readboard
Assign to J333

8. >XLF>
>TOP-SECRET<KCR>
>ACTIONKCR>
Assign Action To: J333<CR>
Suspense-Date: 25 Mar TT7<CR>
Action-Cog Info: J3<CR>
file? YLCR>

—_



BBN Report No. 3541 Bolt Beranek and Newman Inc.
SR-1

OK? Y<LCR>
>

N
’

To assign action completed:

>ACTION 17<CR>
Assign Action To: COMPLETE<>CR>
3 Suspense-Date: <CR>
Action-Cog Info:<CR>
Refile ? Y<CR>
OK?: YLKCR>

i
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3BN SECHRITY DESIGN FOR MME-HERMES

I. INTRODUCTION

When you use MME-HERMES, it appears to be a single HERMES
program, very similar to the current HERMES. The chief
difference from the current HERMES 1is that the message-fields
carry security-level labels.

You are able to use all tne functions of the current dbERMES to
read and create messages and to create and modify such HERMES
tools as sequences, filters, templates ana switch settings.

N However, your access to tne functions of the TENEX Executive
program is limiced to tne normal pre-login commands.

Once you have logged in at a given security level, you are able
. to see all information at your security level or 1lower; but
throughout your HERMES session, you are unaware of the existence
: of any part of the MME-HERMES system at a security level above
your login security level, For example, a message 1in a
MME-message file may contain an UNCLASSIFIED (U) Subject field
and a TOP-SECRET (T) Text: field. 1If you are logged in at any
level below TOP-SECRET, this appears to have a Subject field but
no Text field and vou have no way of knowing whether or not a
Text field exists. TIf vou are logged in as TOP-SECRET, vou see
hoth the Subject and the Text fields. Refore vyou <create
messaaes, you are reauired to aive special commands to aet the
security 1level of individual message-fields. All such fields
B must be at vour login securitv level or lower.
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I1. CONCEPTS UNDERLYING THE BBN SECURITY DESIGN

1. The AIM Security Enhancements

MME~-HERMES will run vunder the control of the AIM (1) security
enhancements to the TENEX Monitor, to ensure that HERMES cannot
accidentallyv cause a security breach.

2. The Trusted Job

When vyou 109 into MME-HERMES, you are 1loagged in at the minimum
of your maximum level and the terminal maximum level. Commands
within Hermes allow vyou to change your login Security level,
MME-HERMES includes a "Trusted Job" (TJ) whicn acts as the
coordinator between the HERMES activities at different security
levels.

I'he IJ, in turn, creates a separate and complete dLrMES Jjob at
your security level and at each security level below your
securlity level. kach "Security-Level HExMLS" (5LH) joo operates
1nagepenuently. All communlcation from higher to lower security
levels 1s done tnrough tne TJ.

However, you are not aware of the TJ or the multiple SLH joos.
You appear to be communicatiing with a single HEKMES which knows
about security levels and which shows you all information at your
security level or lower.

3. Message Structure and Message Files

MME-HERMES stores messages in TENEX files. Each MME-message file
appears to the user to be a single file, containing fields at

different security 1levels. Actuallv, each MME-message-file
consists of four TENEX message-files, one at each of the four
security levels,. FEach Security Level Message-File (SLMF)

contains only those portions of a messaade which are classified at
the SLMF’'s security level. Each SLMF contains a header field for
aach message. Therefore, in order to display the contents of a
message, MME-HERMES must examine the contents of all SLMF images
¢ of the message-file which are at or below its security level,
Associated with each message file is a parse file which contains
parse information at or below its level.

(1)
S.R. Ames, Jr. and Ww.w. Plummer, "TkENLX Security Lnhancements",
Tne MI[TRE Corporation, Bedf»ord, massachnusetts, mMILRE Technical
: Report, wlk 3217, vol. 1. 1 April 1976 (AkPA F19628-76C-0001,
4 8vw78, D73)
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III. JOB STRUCTURE

1. Trusted Job

As mentioned above, an MME-HERMES actually consists of a "Trusted
Job" (TJ) mediating information transfer between the user and up
to four 1independent Hermes jobs operating at different security
levels.

All information which is pnassed down security levels is passed by
the TJ using the AIM SIGNL feature. For any information other
than commands without arguments, the TJ first displays the
information to the user, requests confirmation and only then
passes the information to the lower security level. The details
of tnis communication process are:

a) Commands without arguments which affect 1lower levels are
re-displayed to tne wuser and then passed as numbers. No
confirmation is required.

o) Commands witn arjuments wnich atfect lower levels are passed
as numoers ana requlre user contirmation. These are: Add,
Compose (it a template is given), Delete, Erase, Explode,
File, rove, Get (if a message file 1s given), Release, Reply,
Refile, Send and Undelete,

1)y - Eile names are passed to lower levels as
<DIRECTORY>FILENAME . The filename 1is up to 39 capital
alphanumeric characters and hyphens. Directory is

omitted if its the connected directory.

2) Object names are passed as strings of up to 5@
alphanumeric characters and, o Nt soand - MeM.
Alohabetic characters are nassed as capitals.

3) Seaquences are passed as a list of message numbers and
message ranges, Ranges are specified by number:number.

4) Numbers are passed as numbers.

2. The Hermes Jobs

There 1s a Hermes job at eacn level up to the wusers maximum

level. Each Hermes joo supports all stanaard operations within
tne contines of 1its level of security, and there |is no
intercommunication Dbpetween jobs. Thus, tne concept is that at

any time tne user 1is talking to some particular Hermes job. That
dermes joo carries out all the wuser’s requests; it passes no
commands or parameters to Hermes Jjobs at other levels. Any
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information input to that Hermes job (e.g., message fields) |is
retained at its level of security.

3 A given Hermes job will be able to honor his reauests only
insofar as the security conditions allow it to do so. Attempts
to carry out operations in violation of security will fail, but
there will in general be no positive indication that a failure

has occurred. As an example, if message 13 has a secret text
field, and the user reauests that confidential Hermes job "PRINT
= 13", no text will appear, but there will be no other indication
of failure.
K]
i$ 3. Message Files |
} i
5 Thls design 1is supported by a quadruplication of the present i

Hermes file structure. Hermes retalns tne concept of mescage
files, put what appears to the user as a single "virtual" file is
actually supported by four physical message tiles plus four index
riles, witn one message file and one inadex file at each of the
- tour levels.

bEach message file contains intormation at its security level,

: each 1index file contains intormation at ana below its level. The
=] fields of a particular message are distributed across the files
according to security level, and, as noted above, no assumption

. is made about the pattern of this distribution. A single message
occupies the same "entry" in each of the files. In any given

file this entry will vary in size depending on how much of the

message resides at that security level. If a message has no

fields at a given level, then its entry in the file at that level

! will be empty, but the entrv will exist nonetheless. Thus, the
existence and ordinal numbering of messaages is kept uniform '

across the four files.

[ " Because the desiagn 1is insensitive to the security vattern of
I J message fields, many different arrangements c¢an he supported,

2 including most of those suggested in the security scenarios.
Among other things, it is perfectly possible to have multiple
instances of certain message fields at different security levels.

E ) The concept of a "current" or "active" message file is supported
: in the security design. At any moment in time, a given Hermes

can be attached to a single "virtual" message file. It will
‘ "see" only as much of tne total file as it’'s security level
permits. Thus, a Secret Hermes will have access to the Secret,
Confiderntial, and Unclassifiea pnysical {iles that represent
tnose security levels of tne currently active virtual file.

E

i [
!
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4. OQutput Operations

APPSR

Output commands are applied to all of the security levels
& accessible to a Hermes. "PRINT 13" would output those portions
of message 13 accessible from the Hermes job to which the command
was issued. Message fields above that level would not appear in
the output.

Note that the presence of a3 message is known at all 1levels. At
. the 1least 1its ordinal number can be output by any Hermes (but
only if the output template calls for that datum to appear).
Using the standard survey template, for example, the output of
all messages from even the lowest level would reveal at least an
ordinal numober for each message in the file.

“

-y

Car

5. The Draft Message

The dratt message 1is maintained as a multi level virtual file é
with eacn constituent physical file containing message fields ’

s input tnrough tne Hermes joo at its level. The draft message is
accessible for display ana output according to the logic
suggested previously: a given Hermes can "see" all parts of the
draft at its level and below. Input to the draft, and changes to

oo existing fields of the draft are accomplished through the Hermes
at the appropriate level.

6. Other Hermes Objects

In addition to messages, Hermes contains seauences, templates,
3 filters, and switches. These will all be unclassified and exist
in a single unclassified file.

63




BBN Report No. 3541 Bolt Beranek and Newman Inc.
SR-2

IV. TERMINAL DESIGN

The terminal operates in two modes P

- e

a) multilevel security

b) single-level security
' Initially the terminal assumes multi-level security, with the !
a user ‘s maximum security level set to UNCLASSIFIED.

- Changing the maximum security level helow the maximum security
» level displayed on the terminal clears the screen.

In the multi-level mode, every LF sent to the terminal causes the
terminal to pailnt tne following string at the letftt-hand margin of
' each line:

{secur1ity level> <space> <inverse video bar> <space>

Example:

U b >

;; In either mode, there is a display at the upper right-hand corner
of the terminal screen which shows the maximum security level of
% the material displayed on the screen,

Changing from multi-level to single-level security clears the
screen, except for the display of the maximum security level.

! The terminal operates on 9-bit characters, consisting of the
standard 7-bit ASCII code, nlus one narity bhit, nlus one special
"9th-bit" control bit. The"9th-bit" control »it can be set only
if the job has secure write-down capabilitv under AIM.

If the "9th-bit" control bit is set, the following characters
2 have special meanings:
D Go to single-level screen.
f E Go to multi-level screen
3 P Change the current security level to TOPSuCRET
G " " " " " " S taC Kt;-lu
H i " " e i " COUNFIDENTIAL
I - a2 - 5 N " UNCLASSIFIwD
J Clear tne current line anu repaint the security~level bar at
left-nana edge (multi-level only).
K Set user’s maximum allowed security level to TOPS:tCRET.
l L " " L1} " " " " S EC RBT .
&
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M " " " " " " L] CONFIDENTIAL.
N n " " " " " L) UNCLASSFIED.

(These are independent of the Hermes security level,
: but are not yet imolemented.)
3 0 Reinitialize., (Clear screen. Set maximum security level
to UNCLASSIFIED. Set mode to multi-level.)
P Turn on inverse video display. (Used for output from TJ.)
Q Turn off inverse video display.

Some escape seauences that act as commands to the terminal are
used in the WE Editor. These are defined as:
3 <ESC><string or character>

‘—a See the HP2645 User s Manual for further details.

V. TERMINAL LOCKING

Tne Hermes system provides a terminal locking feature, mediated
s by the 1J. when the wuser types CTRL-Y, the TJ requrests a
keyword and the user s password. Subsequently, no information is
passed through tne TJ and no input is accepted from the terminal
until the keyword is typed again.

! VI. RECLASSIFICATION

The reclassification feature of the TJ allows a user to
reclassify the contents of any field. The TJ 1is vpassed a
filename and security level. The contents of the file are shown
(in chunks to fit the screen if necessary) and the user must
confirm them. When done, the TJ puts out the same filename at
the new 1level and deletes the original. (This feature is not
implemented in the current simulation.)

B e B

T v
-

VII. SUBJECT CLASSIFICATION

The subject classification will be extracted from the JANAP-128
format message received from tne LDPMX if it appears in
well-defined locations. Otnherwise, the overall message
classification will be taken as tne subject classitication.
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VIITI. HARDCOPY, ARCHIVING AND SSO INTERFACES

The issues of hardcopy and archiving have not vet bheen addressed.

The SSO interface will be provided by allowing the SSO to login

to the Exec. User security levels, passwords, release
capability, and access to the svstem are nrovided using the Tenex
monitor and exec. Login, 1loaout and incorrect vpassword

information are also provided by Tenex.
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HERMES in Data Management

The Blue File#*

We have extended Hermes to handle message structure other
than RFC-680 (the current ARPANET standard) and information
records other than messages. One reason for doing this was to
enable Hermes to process military format messages such as those
to be employed in the Military Message Experiment. However, we
were also motivated by a desire to further exploit the data
management capabilities that were built into Hermes initially for
message management, In particular, it appeared to wus that the
Hermes data manipulation functions could be put to good use in
managing various types of files that might be created 1in an
office environment.

This writeup provides some general notes on Hermes as a data
management tool, and 1illustrates this new use of the system
through the "Blue File", a data base of information on Navy and
civilian ships =- Their characteristics, current 1location,
employment, etc.* Other data management applications planned or
in development at BBN include technical data on current and past
projects, an information file on contracts and proposals, and
s various library files.

The key <change to Hermes that opens it up for data
management applications 1is a mechanism that allows the Hermes

user to establish and name new types of information fields, and
then to compose and process messages or records containing these
. fields. The full details of this new feature are covered in

section XI of the revised User Guide, but a few key points may be
in order here.

0 All Hermes functions can be applied to newly defined
information fields, just as though they had been built into
the system from the beginning.

o) Few wusers will need to <concern themselves with the
definition process. One individual can set up a new Hermes
application for many other users.

0 Records containing newly defined fields can be
transmitted as messages (to other Hermes systems) or managed

e

¥ The Blue File was made available to us through the courtesy of

Commander Rose of the Naval Electronics Laboratory, San Diego.

4 The version illustrated here is unclassified; there is also a
classified version of the Blue File at NELC.
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as conventional data files. As far as Hermes is concerned,
messages and general records are one and the same.

8 o Hermes is quite flexible about record and file content:
not all fields need be present in each record, and a file
can contain records of mixed type - for example a mixture of
messages and general office records.

THE BLUE FILE j

The Blue File contains information on some 240 ships, about
: 58 representing units of the U.S. Navy, the remainder civilian
Y ships and navy ships of foreign nationalities. Considerable
information is recorded about each ship - its interantional radio
call, name, type, key hull dimensions and tonnage, speed and
range capabilities. 1In addition to this basic data, each ship
record contains various field groups¥*, most of which deal with
current conditions - the ship's mission, convoy membership (if
any) casualty status, etc.

i In addition to the basic ship data, the Blue File contains

; special records that prcvide mission data about each convoy, and
generic information concerning classes of ships and weapons.
Appendix A <contains a dictionary naming and defining each field

| that appears in any of the record types, while Appendix B gives
an example of each record type, as represented in Hermes.

As far as the hermes functions are concerned, each of the
300 plus records in the Blue File is equivalent to a message in
an ordinary message file. Thus, as is brought out below, one can
Print, Survey, List, or Compose records; pass them through
templates; 1link them into sequences, etc.

| asiaie adte . o b o 2

DATA MANAGEMENT

The data management functions of Hermes provide various ways
to access and manipulate the information contained in the Blue
File. Just as with messages, we can retrive records by ordinal
number in the file:

3 >survey 4,13,99,173
4 NAT: US TYPE: CV HUL: 66 NAM: AMERICA SHIPCLAS: KITTYHAWK

¥The Blue File, as we received it was represented as a relational
data base, and each of these field groups was recorded as a
relation.
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13 NAT: US TYRE: SSN HUL: ‘626 NAM:GRAYLING SHIPCLAS: STURGEON
99 NAT: UR TYPE: DDG HUL: 564 NAM: OBRAZSTSOVY SHIPCLAS: KASHIN
1730 NAT: NE TYRE: BUEK “HUE: S0 NAM: AMSTELSLUIS SHIPCLAS: AMSTERDAM

As with messages, records can be retrieved by number, but

it's often more wuseful to retrieve a particular record by its
content

>survey NAM SARATOGA

5 INAT & USIEYBE: "CNS THUL: 60 NAM: SARATOGA SHIPCLAS: FORRESTAL
>

>survey UIC NOOO21

2IL°NAT: US TYPE:CG HUL: 29 NAM: JOUETT SHIPCLAS: BELKNAP
>

>survey IRCS RN29

87 NAT: UR TYPE: CA HUL: @40 NAM: SVERDLOV SHIPCLAS: SVERDLOV
>

We sought the ship named "Saratoga", the ship with Unit

Identification Code 21, and the ship with International Radio
Call "RN29",

TEMPLATES IN DATA MANAGEMENT

To generate the example above, we prepared a template called
"SHORT" and then declared it tc be the default template for the
SURVEY command. SHORT outputs a few key fields of each record,
the ship's nationality, type, hull number, name, and within its
type, the class of vessel. For example, the "AMERICA" is a US

carrier (TYPE:"CV") of the KITTYHAWK class. 1t has hull number
66.

>show SHORT

(1) Message=No.: ™ " NATz+ " " FYPEs: ™ " fUkae © " NAMce M
" SHIPC LAS:+

Our experience so far suggests that templates will be an
important tool 1in data base applications such as the Blue File,
where each record contains a 1large number of short fields.
Template "LONG" extracts and formats the same information as
SHORT plus that portion of each record that describes a ship's
dimensions and capabilities:

>print 4,99,173 (using template) LONG
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4 NAT: US TYPE: CV HUL: 66 NAM: AMERICA SHIPCLAS: KITTYHAWK
i Hull Dimensions
Length: 1072 BEAM: 130 Draft: 36
Dead Wt: O Gross Wt: O
Capabilities
Cruising Range Norm: 12000 Max Spd: 4000
Cruising Speed Norm: 16.0 Max: 35.0

99 NAT: UR TYPE: DDG HUL: 564 NAM: OBRAZSTSOVY SHIPCLAS: KASHIN
Hull Dimensions
Length: 471 BEAM: 53 Draft: 19
Dead Wt: O Gross Wt: O

P

Capabilities
2 Cruising Range Norm: 5500 Max Spd: 1800
: Cruising Speed Norm: 16.0 Max: 35.0

173 NAT: NE TYPE: BULK HUL: 0 NAM: AMSTELSLUIS SHIPCLAS: AMSTERDAM
3 Hull dimensions
Length: 559 BEAM: 73 Drafits 32
Dead Wt: 18900 Gross Wt: 13900

Capabilities
Cruising Range Norm: 19000 Max Spd: 19000
Cruising Speed Norm: 14.0 Max: 14.0

Template LONG appears in Appendix C together with the other
templates and sequences that figure in this discussion.

Templates can also be put to use as a tool for extracting
grouped fields from a record. In fact, judicious wuse of
templates allows one to form any desired information grouping
whether or not it was anticipated in constructing the data base.
An important field group in the Blue File is called "MOVES". It

gives some notion of a ship's mission - its departure and
? ! destination points, estimated times of departure and arrival,
ete.

To extract this information from each record (plus other key
data such as a ship's type and nationality) we constructed a
template called "MOVES". To illustrate MOVES, let's check up on
shipping scheduled into Lisbon on a given day:

>print DST LISBON/ETA-(DATE) ON 14-JAN-76 (using template) MOVES

72
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212 NAT: NO TYPE: BULK HUL: 0 NAM: TENNERAIRE SHIPCLAS: WILHELMSON
Mission Data
Departure Cery: UR Port: LENINGRAD Etd: 0
Destination Ctry: PO Port: LISBON Eta: 14-Jan-76 1600-GMT

213 NAT: NO TYPE: BULK HUL: @ TENERIFFA SHIPCLAS: WILHELMSON
Mission Data
Departure Ctry: UR Port: LENINGRAD Etd: O
Destination Ctry: PO Port: LISBON Eta: 14-Jan=-76 1600-GMT

214 NAT: NO TYPE: BULK HUL: O NAM: TENNESSEE SHIPCLAS: WILHELMSON
Mission Data
Departure CEry: UR Port: LENINGRAD Etd: O
Destination Ctry: PO Port: LISBON Eta: 14-Jan-76 1500-GMT

SEARCHING FOR RECORDS

This example also shows how the search capabilities of
Hermes make it possible to retrieve indefinite numbers of records
that may meet certain conditions. Many other search patterns are
also possible. For example, let's take a quick look at Russian
ballistic missile subs:

>survey TYPE SSBN/NAT UR

63 NAT: UR TYPE: SSBN HUL: 901 NAM:
64 NAT: UR TYPE: SSBN HUL: 902 NAM:
65 NAT: UR TYPE: SSBN HUL: 501 NAM:
66 NAT: UR TYPE: SSBN HUL: 502 NAM:
67 NAT: UR TYPE: SSBN HUL: 518 NAM:

SHIPCLAS: DELTA
SHIPCLAS:

SHIPCLAS: YANKEE
SHIPCLAS: YANKEE
SHIPCLAS: YANKEE

*x® Xk K K XK

USE_OF SEQUENCES

Although search techniques can be used at any time, 1it's
often more convenient (and efficient) to build index structures
that 1link together related records. Sequences provide a
E mechanism for doing this in Hermes.

Certain ships in the Blue File belong to one of three
convoys. Since a convoy lasts for some time, and 1its members
will often be accessed as a group, it will be convenient to
represent each convoy as a sequence:

{ 73
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>create sequence CTWO09

>>add RELATION SHIPS/NCNAMTIT CTWO9
>>show

104:112,177:186

>>done

>

Sequence "NL53" was created with those ships belonging to
: the convoy of the same name. Let's look at its membership:

>print CTW09 (using template) CONVOY
104 TYPE: BULK NAT: US NAM: GREENVILLE#VICTORY Cgo: VNAD
105 TYPE: BULK NAT: US NAM: JOHN#TOULE Cgo: CHRORE

A 106 TYPE: BULK NAT: US NAM: FRANCIS#MCGRAW Cgo: TIN

< 107 TYPE: BULK NAT: US NAM: ANDREW#MILLER Cgo: TIN

4 108 TYPE: BULK NAT: US NAM: MORRIS#E.CRAIN Cgo: VNAD

- 109 TYPE: BULK NAT: US NAM: TRUMAN#KIMLOW Cgo: VNAD

? 110 TYPE: BULK NAT: US NAM: JAMES#E.ROBINSON Cgo: PHOS
B! 111 TYPE: BULK NAT: US NAM: JOSEPH#E.MERRILL Cgo: CHRORE

112 TYPE: BULK NAT: US NAM: JACK#J.PENDLETON Cgo: CHRORE

g = 177 TYPE: BULK NAT: SF NAM: MERCHANT Cgo: CHRORE
% & 178 TYPE: BULK NAT: SF NAM: PIONEER Cgo: CHRORE

179 TYPE: BULK NAT: SF NAM: SEAFARER Cgo: VNAD

180 TYPE: BULK NAT: SF NAM: SHIPPER Cgo: VNAD

B 181 TYPE: BULK NAT: SF NAM: STATESMAN Cgo: TUNGST
182 TYPE: BULK NAT: SF NAM: TRADER Cgo: TUNGST

183 TYPE: BULK NAT: SF NAM: TRANSPORTER Cgo: TUNGST

. 184 TYPE: BULK NAT: SF NAM: VANGUARD Cgo: CHRORE
185 TYPE: BULK NAT: SF NAM: VENTURE Cgo: CHRORE
186 TYPE: BULK NAT: SF NAM: VICTORY Cgo: CHRORE

Template "CONVOY" was designed to provide basic data plus each
ship's cargo - items that figured in the Convoy relation of the
original Blue file.

SUMMARY AND REFERENCE RECORDS

Summary data for the convoys in the Blue File is provided by
; special records - one for each of the three convoys represented.
B We linked these records together into a "master sequence" of
3 convoys, and created a template for displaying their content:

y >print CONVOYS (using template) DCON

¥
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276 Name: AN72 Escort Code: TU24.2.1 Est. Spd.: 15.0
Departure Ctry: SA Port: ALMANAMA Etd: 22-DEC-76 1600~GMT
Destination Ctry: US Port: NEW#YORK Eta: 31-JAN-76 0800~GMT
Estimated Posit: 1716S00156W As Of: 18-JAN-76 1200-GMT

277 Name: NL53 Escort Code: TU24.2.2 Est. Spd.: 15.0
Departure ctry: s Port: NEW#YORK Etd: 12-JAN-76 0800-GMT
Destination Ctry: UK Port: LIVERPOO Eta: 20-JAN-76 1600-GMT
Estimated Posit: 4T735N0O1249W As Of: 1-JAN-T76 8120-GMT

-

-

* 278 Name: CTW09 Escort Code: TU24.2.3 Est. Spd.: 15.0

» Departure Ctry: SF Port: CAPETOWN Etd: 07-JAN-76 1200-GMT
2 Destination Ctry: US Port: WILMINGT Eta: 24-JAN-76 1400-GMT

Estimated Posit: 1921NO3408W As Of: 18-JAN-76 1200-GMT

Having generated summary data, we could now probe the
details of each convoy, such as its membership (as illustrated above),
the Navy units escorting it, etc. For example, to get a look at the
escort for CTW09 we can:

>survey OPCON TuU24.2.3
48 NAT: US TYPE: FF HUL: 1053 NAM: ROARK SHIPCLAS: KNOX
49 NAT: US TYPE: FF HUL: 1054 NAM: GRAY SHIPCLAS: KNOX
50 NAT: US TYPE: BF HULZ 1055 NAM: HEPBURN SHIPCLAS: KNOX
51 NAT: US TYPE: EF. HUL: 1056 NAM: CONNOLE SHIPCLAS: KNOX

L 52 NAT: U3 TYPE:S BE. SHULES 105 NAM: RATHBURNE SHIPCLAS: KNOX
53 NAT: US TYPE: FE HULS 1058 NAM: MEYERKORD SHIPCLAS: KNOX
54 NAT: US TYPE: FF HUL: 1059 NAM: W.S.SIMS SHIPCLAS: KNOX
55 NAT: US TYPE: FF HUL: 1060 NAM: LANG SHIPCLAS: KNOX
>

Auxiliary data on ship and weapons classes is useful in tracking
down the details of a particular vessel. We created a sequence
(SHIP-TYPES) of all generic ship class records, and a template (SHIPT)
for printing this information. We can use these, together with
similar information on weapons classes to examine the weapons complement
of a particular vessel - say the nuclear sub (type SSN) with Hull
Number 638:
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>survey TYPE SSN/HUL 638

117 NAT: US TYRE: SSN HUL: 638 NAM: WHALE SHIPCLAS: STURGEON
>
>print SHIP-TYPES /SHIPCLAS STURGEON (using template) SHIPT

- ——— - . " e e e WS R S s e e . A e e W A e . e -

242 NAT: US TYPE: SSN SHIPCLAS: STURGEON
WEAPONS: SUBROC 4/6
21" #0S 4/12
Hull Dimensions
Length: 292 BEAM: 32 pratt: 26
Displacement: 4630

Capabilities
Cruising Range Norm: O Max Spd: 0
Cruising Speed Norm: * Max: 30.0

Endurance: 96

>PRInt WEPSNOM SUBROC,WEPSNOM 21"#US
Message 279; 72 chars

RELATION: WEAPONS

WEPSNOM: SUBROC

WEPSDES: ASW#MISSILE

MAXRANGE: 25

Message 295; 68 chars
RELATION: WEAPONS
WEPSNOM: 21"#US

WEPSDES: TORPEDO
MAXRANGE: 12

BUILDING A DATA BASE

The Blue file was machine-transformed from its original
format into one compatible with Hermes, a technique that would be
recommended where any significant amount of machine readable data
pre-exists the Hermes application. Total time to write the
conversion program and process the conversion was on the order of
a couple of man-days.

The Hermes message editor can be put to use in creating new
files or adding records to an existing one. We made up a
template for creating new ships-records:
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>compose SHIP

Prompted message composition:
RELATION: ships

Fcc: <KMYER>GB.MSGS; 1

Please enter ship data

VCN: x0001

NAM: Argo Merchant

TYPE: TNKR

NAT: LI

Basic Dimensions

LGH* 750

DET: 36

BEAM: 85

Cruising Speed/Range

NCS: 14

NCM: 12000

Max Speed/Range

MCS: 16

MCM: 18000

Send?: Yes

Message <[BBN-TENEXF]13-Jan-77 15:07:32.MYER> sent.
1 new message has just arrived

307 NAT: LI TYPES “ENKR NAM: Argo Merchant
CMESSAGE(=.) = 295

>

>

>

>PRInt 307 (using template) LONG

307 NAT: LT TYPE: TNKR NAM: Argo Merchant
Hull Dimensions
Length: 750 BEAM: 85 Prafts 36

Dead Wt: Gross Wt:

Capabilities
Cruising Range Norm: 12000 Max Spd: 18000
Cruising Speed Norm: 14 Max: 16

Records can be edited throusgh the Hermes EXPLODE function in
conjunction with the REFILE operation (which will be released
shortly).

FUTURE_PLANS

This 1latest development represents one step in an
evolutionary process; we plan to continue improving HYermes' data
handling capabilities in the months ahead. Currently planned
extensions include:
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Sy

o The ability to create and manipulate records with more
general types of structure (e.g., list structure, repeating
grouped fields, etc.). The more general the record
structure, the more kinds of information relationships we
can represent.

M S iy o e

R

o The ability to create more powerful kinds of index
structures.

i o Enhanced search capabilities.

o Improved archiving and storage management.

B
.g o The ability to handle advanced data types such as
: facsimile and digitized, compressed speech,

~ar

—————
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' Blue File -- Appendix A: User-bFields J PAGF 1
_ frasssss=a|lsraatasSassss RaSanmoeoSbis sarees = aesr s e s=—r=— l
‘ | NAME | DEPINITION | UNITS |
| & == e e s e e SR e R e j=rr=czmn== |
I ) ANAME JABBREVIATED NAME OF UNIT |N/A |
f ro=rm=—n= R S e R R T s o R R S O R e e =t e=roazes |
M | BEAM | BEAM (WIDTH) OF A SHIP | FFET ]
I o> e e e A e e e e e e s e s e e =i |
| | CADAT | PROJECTED DATE OF CHANGE OF UNIT'S {N/A {
| | | READINESS CONDTITION | |
| nnessmas e e e s T e L e bl L e e b Enss T mnrs |
: > | CARAT |PROJECTED OVERALL READINESS RATING THE | N/A |
) | {UNTT EXPRECTS TO ATTAIN | |
| | =rmmaseas e i e e s e i e e e e e ot |
v
| CASREP | DTG QF CASUALTY REPORT MESSAGE IN/A |
| -
V- [ e s s e e s e e s e e s e T e e S === |
>
i ; ] CONAM { NAME OF COMMANDING OFFICER IN/A |
&
s i e Ry T Ty i s i ot o it R e et |
| DEP | NAME OF PORT, OR GEOCOORDINATES OF JN/A |
ﬂ |POSIT, “"ROM WHYCH SHIP HAS DEPARTED OR | |
| = | |WILL DEPART | |
f==r2r= b e e e S R s e s s R EEsszsEs=r= 1
| DFT | DRAFT OF A SHIP | EEET {
e e L R S S R S P A Eom i T e ey e i |
' | DISPL | DISPLACEMENT OF A NAVAL SHIP | TONS |
St b s et e Bl e e =i R e e B == s asSRantT |
e § DOCTR {INDICATES WHETHER A DOCTOR IS FMBARKED |N/A |
| f P STTES e S e R E T T T T e e ity T s |
| DPC | COUNTRY CODE FOR SHIP'S DEPARTUPE {N/A |
| JPOINT ON THIS MOVE | {
| e e S e e S e e e et ki i s |
| DSC {COUNTRY CODF FOR SHIP'S ARRIVAL POINT IN/A |
b i JON THIS MOVE | |
| gt i b e e o s e e e e e e |
| DSP |DESTINATION PORT | N/A |
it e e e e i e e ((e====s==ie |
|DWT |UNLADEN (DEAD) WEFIGHT OF SHIP | HUNDE EDS |
& ] ! |]OF TONS |
R e e R e T T T T R T R e e i i oo |
| EBEG | DATF WHEN A UNTT'S EMPLOYMENT BEGINS IN/A |
\
s [ttt L i e i S s e |
} | EEND |DATE WHEN UNIT'S EMPLOYMENT ENCS |N/A {
| Gt e e S e S e S S S e S ittt |
F
! |
a4
‘ {
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BBN Report No. 3541 Bolt Beranek and Newman Inc.
SR-3 i
Blue Pile -- Appendix A PAGE 2
jr=n=nee=s jrm=rsciaamacmsssns s = iz a e ji=Srs=rma= |
‘ | NAME | DEPINITION | UNITS |
i frunsseses sl e s o e e et R e | Sones S |
S | EIC | EQUIPMENT IDENTIFICATION CODE; IN/A
| {ASSIGNED TO A SPECIFIC PIECE OF !
| | EQUIPMENT |
frossm=at=x e s e i e e e i e e e (Zazse —masr |
| EICNOM {NARRATIVE MEANING OF FIC | N/R |
S f==—e=—r=s e e s e o e e i it lgs=masmrts |
{ EMBRK |ABBREVIATED NAME OF THE SHIP IN WHICH | N/A
e i {UNIT IS PHYSICALLY LOCATED |
kY = s R e essasr e |
5 ] ENDUR JCRUISING ENDURANCE; MAX TIME AT SEA, |{DAYS |
? | | BASED ON SUPPLIES AND CREW FATIGUE | |
: oo [ e e e e e e e e e s ST s =ssas |
2 | ETA | ESTIMATED TIME OF ARRIVAL IN/A {
A Gtk e (I e e e e e e e e e A iy AT i | it |
| ETD | ESTIMATED TIME OF DEPARTIRE |N/A |
o= el e e T T O e e~ |
& ) ETERM JTERM DEPICTING UNIT'S EMPLOYMENT IN/R |
| Bt i S e R e e T e e el I -l i & S |
| PTP | FUEL CODE; 1ST CHAR.=ENGINE TYPF, 2ND | N/ A
| (CHAR.=FUEL TYPE | o y
1 il e e e e e s s Jism e | " ,
]GWT JGROSS WEIGHT OF A SHIP {HUNDREDS | E
¢ ' | JOF TONS | i
' | Bt b S e e e e = e = = o ST S s fzs =t s=s |
L | HIT | INDICATES WHETHER SHIP HAS BEEN | N/ A |
F | | DESIGNATED A HIGH INTEREST TARGET {
| S i = i e e b L et )
i | HOGEO ] GEOGRAPHIC CODE FOR HOME LOCATION OF A |N/A |
' [ JUNIT | |
! g i i s e oo i (= ittt |
L | HTP |NUMERIC DESIGNATOR FOR A SPECIFIC HULL | N/A
‘ | | SHAPE ! |
jrr=dsac=a e o = = e e e s e S SRS e s T s s 1
R jHUL { HULL NO. Z A NAVAL SHIP, GR 3-DIGIT |N/A
| fCODE FOR OTHERS | |
; | i s e e e T S et jEsis = messe |
b | IRCS | INTERNATIONAL RADIO CALL SIGN | N/A {
| | R e b i e e e i |
| LGH {LENGTH OF A SHIP JREET |
B B pESS=Casass ]

~—
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BBN Report No. 3541 Bolt Beranek and Newman Inc.
i SR-3
| Blue File ~- Appendix A PAGE 3
{z=e=mowpg e e S e e ke e | adire |
3 | NAME | DEFINITION | UNTTS |
-
! [==sascmas K g i S T R e e === |
= | LINEAL JLINFAL NO. OF UNYIT C.O. |N/RA |
fi=r= S et e s s e T e |
| MAXRANGE |MAXIMUM EFFECTIVE RANGE OF A WEAPON | NAUT, MI, |
fr==m=x=5s {SEsrprssssEssesss st Srio eric A s mees St iz= s s am=e |
| MCM |]ICRUISING RANGE AT MAXIMUM SPEED | NAUT. MI. |
| S e e e e s S e Gl =g {
| MCS | MAXIMUM CRUISING SPEED OF A SHIP { KNOTS |
s ot s R e s S e s fron ARy ! 3
5 |MED {INDICATES WHETHER A DOCTOR IS EMBARKED | N/A | ;
== [ s e e N e s E R e s e e e e e o [ !
* | NAM INAME OF A SHIP | N/A )
| Rttt R i e T e B e e e e it o |
A | NAT |COUNTRY CODE OF THE NATIONALITY OF | N/A |
| ] SHIP'S REGISTRATION | |
| ] (FLAG FLOWN FOR NAVAL SHIPS) | |
=== e S R e R G R e T Dl T RS e lligess5" |
} NCARCITY J NAME OF POPRT OF ARRIVAL OF SHIP OR IN/A |
; | JCONVOY | |
e el i e R e e e e B e e e e e e ==rme=mrs [ .
| NCARRCC JCONVOY ARRIVAL COUNTRY CODE | N/A |

1 | | SHIP [ !
st e i e L i B e e !
| NCCOMM {INDICATES CONVQOY COMMODORE IN/A |
| {1 (3R VICE-, OR REAR-) IS EMBARKED | |
i S i Rl el e foeorene e [
] NCCQTYP JAMOUNT OF PRIMARY CARGO ABOARD A IT,B OR |
| | MERCHANT SHIP IN TONS, T, OR BARRELS, |'B? |
| |B. MAIL IN TONS OR BAGS, ‘B! | |
i e T B ek s ol e [
k JNCDEPCC {CONVOY DEPARTURE COUNTRY CODE IN/A \
faaes it A i T e T O g eaa |
4 | NCOPCITY | NAME OF PORT OF DEPARTURE OF SHIP OR IN/A i
o | |CONVOY | |

Jlnemein s s S e e i i P i o e [
i | INCDRPOS |DFAD RECKONED POSIT OF A SHIP CR | DEG & MIN |

| {CONVOY AT A FUTURE TIME | !

31
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SR-3 :
|
Blue File ~-- Appendix A PAGE 4 i
}
= ¢ =mer=nnasretnrarsas s araa s aT e Rkl ik |
< | NAME | DEFPINITION | UNITS |
jesnameres § 5 TR AR e o R S TID M R {Eeeeroraie [ E
| NCDRTIME DAY, TIM® AND MONTH OF ARRIVAL AT DR | N/A | 4
{ | POSIT OF SHIP OR CONVOY | | w
§ s s St A e i it i A i e [
| NCESDES1 |CODE IDENTIFYING CONVOY ESCORT TASK IN/A | f
| | GROUP | [ !
s=r====us P e e o e e e e e e S e e e e e S e oA | :
| NCETA | ESTIMATED DAY, TIME AND MONTH CF | N/A |
F ] { ARRIVAL OF SHIP OR CONVOY AT FPIRST | |
3 | |DESTINATION | | ]
§ Ao R A S S s i e [ {
: | NCETD | ESTIMATED DAY, TIME AND MONTH OCF | N/A | }
& | { DEPARTURE OF SHIP OR CONVOY FROM | |
) JPRESENT POSIT | |
Y= | e s s e s s s s s s s meim e s S e lgss=s s == |
| NCIRCS | IRCS OF A SHIP OR CONVOY | N/7A {
o e e e i o i e |
s { NCM | ECONOMICAL CRUISING RANGE | NAUT. MI. |
Fr===aio=se S s T e T e e e e lSss=a"" |
| NCNAMTIT |NAME OF A SHIP OR TITLE OF A CCNVOY | N/A |
} | b et | e e R e s e o S e |
K {NCS |NORMAL CRUISING SPEED OP A SHIP | KNOTS |
§ o= e T N D e e f=es =" |
. | NCSOA |SPEED OF ADVANCE OF A SHIP OR CCNVOY | KNOTS |
= o=t e e e e s e St |
|OPCON | ABBREVIATED NAME OF UNIT EXERCISING | N/A |
| {OPERATIONAL CONTROL OVER UNIT | | B
| JREPORTING | |
foommse—as SaEase s et | E
| OWN | COUNTRY CODE OF NATIONALITY OF REAL |N/A | E
| |OWNER OF SHIP | | ;
jooresa=cs e e e s e e e e ke fi===——=c=== | 2
) PCFUEL | REPORTED PRRCENT FUEL ON BOARD IN/A |
x ot et | et st R e e e OO e fleas==c=—==s | E
P ool | PTC JSHIP'S COURSE AT HTISTORICAL POSIT | DEGRFES | J
| S | et e s o il e iy | { F
3 { PTD | DATE AND TIME SHIP WAS RFPORTED AT | N/A | 4
| ! |HISTORICAL POSIT | l
o) s jeamE R EREC s e S S s SR R A R nes fiSsE=sss=rs | ¥
1 | PTP {GEOGRAPHICAL COORDINATES OF SHIP'S IDEG & MIN | 3
é | |HISTORICAL POSIT | |
E 4 | Sindi e e e L e i ) ]
L
!
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BBN Report No. 3bv41 Bolt Beranek and Newman Inc.

SR=3

Blue File -- Appendix A PAGE 5
jrr=nnmma | reS e RS e AR RS e S i e e e i |is=reme==ns |
| NAME | DEFINITION | UNITS |
| rax=rrizs | S e e e e e e e RS | |
{ PTS | SPEFED OF SHIP AT HISTgﬂTCAL POSIT | KNOTS {
oS e [ =2 mnm SN s RS o R e e e T e e e Jie St |
{ RANK |ABBEEVIATED RANK OP UNIT CO | N/A |
[Tes=namws R e e e s e e e S e femrmeremnss |
| READY |CURRENT OVFRALL COMBAT READINESS OF A |N/A |
| |UNIT { {
lzs=r=—= | St b e e e s === =n t
| REASN f CODE INDICATING MEASURED RESOURCE AREA |N/a 1
| |RATING OR OTHER REASON WHY UNIT IS NOT |} |
1 1C-1 | |
R i fis=msmm e nmmn s e s s s s e e li=s ===+ |
| SHIPCLAS |SHIP CLASS |N/A {
s =nss S R S s e R e S e e e e S e e w lissss=s==== |
] SOA |SPEED OF ADVANCE OF A SHIP {KNOTS |
oo mssate f T e T e T R e e e oo s |
| TFUEL ITYPE OF FUUFL USED BY A SHIP (UNIT) |N/A |
i ek | St e e B s e e e e === |
] TRAKNR | TRACK NUMBER LOCALLY ASSIGNED TO AN IN/2 |

| ALk OR SURFACE TARGET IN THE TASK | |
| | FORCE OPERATING AREA | {

{ TYPE {SidtpP TYPE ACRONYM JN/A |
e s S 7 =T e R e e e |
| UIC |UNIT IDENTYIFTCATION CODE; ASSIGNED TO (N/A |
| |USN SHIPS | |
jmninn s PP g s S e Lo vpnie aone |
| VCHN | VESSEL CONTROL NUMBER; A UNIQUE, I{N/A |
| {NON-CHANGING, NUMBFER ASSIGNED EY NOSIC | )
| {TO NON-USN SHIPS | |

| WEPSCAP | CAPABILITY OF WEAPONS INSTALLATION IN |N/A |
| ITERMS OF NO. OF LAUNCHFERS, AND NO. QOF | |
| { ROUNDS CARRIFD | |

F ey e e b e i pi e haeems l
| WEPSDES | NARRATIVE DESCRIPTION OF A WEAPON OR IN/A |
i | J]WEAPONS SYSTEM | |
o e e e e i |
| WEPSNOM | NOMENCLATURE OF A WEAPON OR WEAFGCNS | N/A |
| | SYSTEM { ]
jussescsad et e e
b
|
{ s
L 83




BBN Report No. 3541 Bolt Beranek and Newman Inc.
SR-3
Blue File -- Appendix B: Sample Records PAGE 1

Message 52 541 chars UNSEEN
RELATION: SHIPS
UIC: NOAQOOS
VCN: 4
IRCS: NABG
NAM: SARATOGA
TYPE:s CV
HUL: 64
RID: *
NAT: 0S
OWN: *
B HIP: ¢
* GWT: ¢
| DWT: @
N LGH: 1239
5 DFT: 37
BEAM: 1130
ETP: 1d
MCM: UQ39 |
T MCS: 33.98 |
MED: D .
NCM: 908¢ {
¥ NCS: 16.1 e
o EBEG- (DATE) : 15-Jan-~76 1
EEND-(DATEY : 20-3an-~76
: ETERM: RAV
! DEP: NDORFOLK
DPC: US
ETD- (DATE) : 21-Jan-76 #8d0-GMT
DST: 6002NO303AW
. DSC: *
ETA- (DATE) : 26-Jan-76 @8dJ4-GMT
SHIPCLAS: FORRESTAL
ANAME: SARATOGA
EMBRK: *
CONAME: A.BROWN
RANK: CAPT
LINEAL: 4836
OPCON: CTG67.3
HOGEO: NORPF
PCFUEL: 144
DOCTR: D

-

84
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Message 203; 347 chars
RELATION: SHIPS
HIcs *
= VCN: 22909
IRCS: KupP8
HIT: *
NAM: TAMPA
TYPE: BULK
HOL: ¢
NAT: NO
OWN: NO
A HTP: @
» LGH: 536
; # DFT: 136
- BEAM: 72
~ GWT: 12202
DWNT: 12244 !
FTP: 1C |
MCHM: 22340 F

DESY TR

"

] MCS: 18.4

E NCM: 25080

NCS: 15.8

MED: D

] DEP: LONDON f
oy DPC: UK

ETD~ (DATE): @ ;

DST: ROTTERDAM !

> DSC: NE ;

ETA~(DATE): 14~Jan-76 1233-GMT

SHIPCLAS: WILHELMSON

Message 246; 269 chars UNSEEN
RELATION: SHIP-TYPES ;
SHIPCLAS: BELKNAP
TYPE: CG
NAT: US
LGH: 547
PET: 29
¥ BFAM: 55
DISPL: 7902
i ENDUR: 35
MCM: 2200
MCS: 34.0
] NCM: 55048
NCS: 16.0
WEAPONS: TERRIER 1/1¢
MK32 6/150
5"/54 1/2302
3" /5S4 /13444
ASROC 1/12

-~
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Message 278; 277 chars UNSEEN
RELATION: CONVOY

NCIRCS: ©9C32Z6

NCNAMTIT: CTWO9

NCSOA: 15.4

NCARCITY: WILMINGT

NCARRCC: US

NCDPCITY: CAPETOWN

NCDEPCC: SF

NCETD-(DATE) : A7~-JAN-76 1203 -GMT
NCET A- (DATE) : 24~JAN-76 14@A-GMT
NCDRTIME-~ (DATES) : 18-JAN~76 12008-GNT
NCDRPOS: 192 1NQ3408W

NCESDES1: TU24.2.3

*

vy

o

LSS o

Message 281; 97 chars
RELATION: WEAPONS

WEPSNOM: SEASPARROW

2 WEPSDES: SHORTH#RANGE#AA#MISSILE
E ¥ MAXRANGE: 10

PAGE

Bolt Beranek and Newman Inc.
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Blue File -- Appendix C: Templates and Sequences PAGE 1

T

>SHOW SHORT
N (1) Message-No.: " " NAT:+ " " TYPE:¢ " " HUL:e¢ " " NAM:+ " SHIPC
: **LAS:+¢

>SHOW LONG

(M
~ (2 ) MU o i o e o s o s N o i S N S G et R U ) o, 1]

(3) Message~No.: " " NAT:+ " " TYPE:+¢ " " HUL:¢ " " NAM:¢ " " SHIPC
3 **LAS:+

A (4) " " whyll Dimensions"

¥ (5) " L Length: " LGH: " " BEAM: ¢+ " Draft: " DPY:

: (6) " L Dead Wt: " DWT: " Gross Wt: " GWT:

E & (7 = " nwcapabilities"

B 8y " LA Cruising Range Norm: " NCM: " Max Spd: " MCM:
(9) LI Cruising Speed Norm: " NCS: " Max: " MCS:
(19)
(1

¥ >SHOW MOVES
(1)

(2) B e o e o o . A A o - e e A - - - ”"
£ (3) Message-No.: "™ " NAT:¢ " " TYPE:# ® I HUL:+ “ WEONAM: W SHIPC
. **LAS: +
(4y " " wMission Data"
5) o LA, Departure Etrys * DPC:s Port: " DEP: “ REdes W.pd
**D- (DATE) :
4 (6) " s Destination Ctry: "™ DSC: " PEEE: " DSTs Etas " ET
*%A- (DATE) :
(N
(8)
P al
f >SHOW CONVOY
Ei: (1) Message-No.: " " TYPE:+ " " NAT:¢ " " NAM:+ " Cgo: % NCCGTYPP:
‘;
i
{
>
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Blue File -- Appendix C PAGE 2

>SHOW DCON

(1)

(2) O e o i S s S g S o i o o i 0 ) S A ek S G S ) s i e A S A e < T A A Y o S A S0 L]

(3) Message-No.: " Name: " NCNAMTIT: " ©Escort Code: " NCESDES1: " Est.
** Spd.: " NCSOA:

) " Dsparture Ctry: " NCDEPCC: " Port: " NCDPCITY: " Etd: " N
**CETD~ (DATE) :

(5) " Destination Ctry: " NCARRCC: " Port: " NCARCITY: " Eta: " N
**CETA~ (DATE) :

6) " Estimated Posit: " NCDRPOS: " As Of: " NCDRTIME- (DATE):

(N

>SHOW SHIPT

(1)

(2) 0 S i o i e e A i 7 < S S <0 A e 02w e O S A ] 3 e e ! et s i i s s 4O 20 N | "
(3) Message-No.: "™ " NAT:+ "™ " TYpPFR:e¢ " " SHIPCLAS:+

(4) WEAPONS:+

() " " "Hull Dimensions"

(6) " Lt Length: " LGH: " ® BEAM:+ * Praft: " DFT:

Ty v LA Displacement: " DISPL:

(8 " " “Capabilities"

(@) v " Cruising Range Norm: " NCM: Max Spd: " MCM:
(1) " LA Cruising Speed Norms: * NCS: " Max: "™ MCSs
(1 " L Endurance: " ENDUR:

(12)

(13)

>SHOW SHIP

(1) literal [RELATION: ships]

(2) literal [Pcc: <MYER>GB.MSGS;:;1]
(3) "Please enter ship data"

(4) VCN:+

(5) NAM:+

(6) TYPE:+

(7) NAT:+ ;
(8) "Basic Dimensions" i
(9) LGH:+

(19) DPT:+ }
(11) BEAM:+ {
(12) "Cruising Speed/Range"
(13) NCS:+

(14) NCM:+

(15) "Max Speed/kRange"

(16) MCS:+

(17) MCM:+
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Blue File -- Anpendix C

>SHOW ALL SEQUENCES
Sequences:
Current:
CSEQUENCE
1:397
(«=387

User-created:
AN72
113:129,162:166
CONVOYS
276 :278
CTWNO9
104:112,177:186
NL53
132:161,167:176,187:194
SHIP-TYPES
241 :275
W EAPON-TYPES
279:385

Fixed:
ALLMESSAGES (=%)
1:387

Bolt Beranek and Newman Inc.




