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Some of the probiems 2ssdci-
vated with computer auditing are
‘related to AICPA Slatement on Au-
diting Standard ido. 3. The authors
propose means for dealing with

ﬂ(lhe problems until improved inter-
nal compuier security methads are

o mplemented.
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Introduction

fMost avditing procedures for
computer-based systems relate only
to those aspects thal can Le readily
reviewcd and understeod. The
probiem, ncwever. is much more
general and includes the total envi-
ronment cf the system including
opecating systems and telecom-
munications. This environment has
been shown to be vuine rab!:\ in
such a way that it may affect the

i financial condition and life cycle of

the firin. Examples of this vuinera-
bi'ity are cited in a report of Stan-
ford Research institute.’ Even with
the most sophisticated organiza-
tional and application ccntrols, the
remaining parts of tha systems ¢n-
vironraent are substantial and the
problems associated with these gio-
ments can be catastrephic to the
organization.

From reviewing the AICPA
Statem2nt on Auditing Standards
No. 3 (SAS No. 3) and some of the,
literature on computer auditing, it
beccmes evident tiiat more is
needed to insure the integrity of the
systems being audited. Further au-
diting procedures must be insti-
tuted to insure compitance with the
intent of SAS No. 3.

What Is SAS No. 3?

SAS No. 3 indicates that inter-
nal controls in the daia processing
instaliation should b2 evaluated
when computers are used in pro-
cessing a significant number of ac-
counting applications. SAS No
further points out that the aud l.mq
examination ..ho i1d be performed
by persons with ad quate icchnical
training as audilers. In evaiuating a
computar-based system, this im-
plies that auditors musi ndt only be
competent in understanding audit
objoctives, but also in understand-

Domald D Parker  F “ 15 tho SR
Conference on Compu'er Abuse. Stantord

Kesparch Institute, 1973

ing of computer concepts to be
able to identify the strengths and
weaknesses of the system.

SAS No. 3 points to several
types of controls that shouid be
evaluated, inciuding the following:

1. Organizationa! pian and op-
eration of activilies;

2. Procedures.relating to docu-
mentation, review, testing and ap-
proval of sysierms and systems
changes;

3. Contro's for hardware;

4. Access controis to equip-
ment and files;

5. Application controls relating
to input, processing and output;

6. Segreaation of functicns re-
lating to both manual and ccmputer
operations (€.g.. the same person
shouid not be aliowed to write a
program to process vendot invoices
and be able to submit transactions
to that program for operational
processing).

In concluding, the siatement
considers some procedures to re-
view lhese controis.

Computer Auditing— State of
the Art

Today, over 100,000 computers
are in use worldwide with over 80
percent of these storing and pro-
cessing fnarCIa| records.” In terms
of SAS No. 3, a gcod portion of
these instaliations are processing a
significant amount of accounting
information and should be evalu-
ated, as part of the organization,
for strengths and weaknessas in the
contro! functions. Yet, many com-
panies are doing today's computer
audit vwork with yesterday's auditing
expertise in terms of expencence
and educaticn.? The ERP environ-
ment has ¢ch m:god substantially in
the last decade. Unit recerd equip-

2 Rohert I Stane “WhHA Is Reangnsible
tor Comnauter Fret Journal of Accaueniangy,
February 1975

LIN oh W ~oan [ P aCom
puter Auant Fackage, Journal of Aocount

ancy, Aprit 1674
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ment techniques have evolved into
sophisticated operating syste
teleprocessing. data base syste
multiprogramnung and mulitipro-
cessing environments.* We would
expect the firm which possesses
these processing capabilities to
have more technical expertise 1n an
operational sense than an inde-
pendent auditor, when the auditor
has not been trained as a technical
comptter infgrmation systems spe-
cialist.

What 1s the impac! of this prog-
ress on the auditor? Tne traditional
internal contiol evaluation tecomes
somewhat more complex. Areas of
concern are seg
which might ve biurred by highly
integrative systems and the part:al
or total disappearance of the audit
irail.® These developments qive nse
to a multiplicity of interactions
within advanced systems, on a real-
time basis. wiciening the potential
error rate and potential fraudulent
activity at any given time. After-the-
fact tests of compliance and contro!
may be insufficient to meet present
day audit requirements.® The num-
ber of transactions processad daily,
proiected to 2 monthly basis. could
be so voluminous that a center
undergoing undetected penetration
or errors in processing couid be so
severely affected that the going
concern concept for that company
could become nvalid prior to an in-
depth audit. Therefore, the need for
continuous system integrity reviews
appears imperative.

Again, what are the implica-
tions of these gproblems to the audi-
tor? The auditor in the attest func-
tion states that the financial state-
ments fairly represent the financial
position of the company. Given an
unqualified staterment the auditor by
implication states that the firm’s
liquidity 15 adequate to support the
going concern concept. Yet there
have been many cases of docu-
mented computer abuse totaling in
the milllons of dollars. After the fact

S Editonal Technical Proficiency for
Auditing Computer Processed Accounting
Records. Journal of A untancy. Oclobe
1975

4 Carl Pabst, “What s Al the Fuss About
FOP " Calfor ' CPA Quarier i

¢ George Rettershach ana S Haran Jr

Auditing Advaticed Systems, Journa! of Ac-
countrrnicy, June 1974
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auditing might in fact locate
abuses, but thore is stidl the issue of
responsibility for toss if the firm
cannot recover from these abuses.
In Equity Funding management,
auditors and computer vendors
were all named as parties to a
“computer’ fraud.

What then is the current state
of the art in computer auaditing?
Computer auditing ray be consid-
ered as having twe component
parts. First, the computer 15 ulilized
in many audits as a too!. Exiension
testing, depreciation calculations,
presant values. footing, confirma-
trons, aging. statistica! sampling.
etc. are some of the funciions that
can be accomplished through the
computer on a timely and cost/
effective basis. This aspect of com-
puter auditing is baing utilized with
great frequency.” auditor is
abie to identily Girect teneiits from
this audit tool and tha audit can
then be a scientificaliy sarnpied ver-
ification of financial statements
rather than a heavy clerical burden

The second aspect of computer
auditing can be referred to as data
center reviews, which encompasses
the main thrust of SAS Ne. 3. This
entails a review and analysis of
operations. security, applications
and generai internal control func-
tional tests. Here tne auditor is
faced with some problems. Levine®
depicts 11 basic conzcerns of the
auditor in this area, highlighted by
keeping current in EDP and its
audit impact. He also addresses
some aspects of what auditors need
to enable them to address the audit
with sufficient compeotency includ-
ing utihization of monitoring sys-
tems, methods of evaluating sys
tems’ integnty and standard soit-
ware controis. Weber® goes further
by nsisting that aperating systems
be audited periodically because the
intearity of the entire system is
controlied by the operating system
Yet. since the techn.cal aspects of
operating systems are so cemplex,
the auditor views this aspect as a

P Everett C. Johnson The Computer As

2 Audit Tool formin CFN Quartary
*E.G Levine, Augung leauirements
for Advanced Systen Journal of Account
Shaeh 17
HOn Webeg
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low risk area. This may be a critical
error of the auditor and will be
discussed further in the next sec-
tion.

To summarize the state of the
art, the auditor utilizes the com-
puter as a toc! in a relatively effi-
cient munner. But in a data center
revicw the extent to which controls
are evaluated is often limited to the
visible physical security and appli-
cations controls. In acing this the
audttor relies on technical systems
such as teiecommunication net-
works and operating systems that in
fact might be used to override and
change the very applications that
have been auditea. juaged appro-
priate and outputs relied on without
extensive substantive testing

Problems Remairing

As pointed out in the previous
two szctions, thare are areas of the
systems environment that are not
explicity aadressed by SAS No. 3.
For example, suppose a system is
operaticnal within a computer
mode and & penetrator 1s seeking to
enter the syslemn and gain access to
data and/or programs by using a
terminai. i the computer system is
a general time-sharing system. the
data and programs are available to
authorized users during certain
times. The data and programs
could relate to accounts payable,
inventory shipments, personnel
data or product development.

The penetrator first atiempts to
enter the system using the telecom-
munications network. Even if the
system is password protected, and
the password cannot be broken. the
penetrator can resort to masquer-
ading (pcnetrator represents an au-
thorized user), eavesdropping (lis-
tening in at random). wiretapping
(listening at determinged times and
recording data over the lines), pig-
gybacking or between lines (pene-
trator uses system when the author-
1ized user is signed on but not
active, or Is aiven disquised mes-
sages). Alternatively, the penetrator
may be able to deduce the author-
1zed users’ password by the charac-
tenistics of room locatian nitials,
SOC e y numuer, Lirthgate,
address or other data obtainable

s

per 3 4 1 $
After the panctrator has suc-
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attempt can be made to override
the operating system and move into
the privileged mode (where the
penetrator has the abihty to affect
the system itueli). At this point the
penetrator cisables or diverts the
computer accodnting system such
that the activity (1.e.. audit trail) of
the system is blurred. Now the pen-
etrator can imitiate unauthorized
transactions a'ter program and sys-
tems logic, destroy information, ob-
tain or view highly sensitive infor-
nation or can accomolish ¢l thats
possibie by his or her own creativ-
ity. The penetrator now having
compieted the above task sians off
the computer system undeatecta

There are several implications
in this simple example. First, unau-
thorized trancactions can sericusly
impair the operaticnal integrity of
the system. The financial state-
ments, depending on the sysiem,
may not refiect the true state of
affairs of the company. A seceond
implication is the racognition that
compeltition within an indusiry com-
bined with precedents of lenient
attitudes toward white collar crime
and the avaiiable technology makes
such appioaches more attractive
and limited in rnisk. A third imipiica-
tion is that if only the content of
SAS No. 3 is foliowed, the internal
controls could be judged sufficient,
giving the auditcr comfort it relying
on the outputs generated, when in
fact they were not due to the com-
puter and communications environ-
ment of the system (i.e., possibiiity
of penetration).

To suminarize, these three im-
plications may impac: the firm
which relies heavily onn computer
systems by indicating the threat,
the effect on operations, finencial
statements ard the on-going con-
cern concept, end the need for
additional and more sophisticated
controls.

Security Measures

One study'® has indicated that
there are no secure operating sys-
tems commercially avaiable and
that there is no way today of certify-
ing secure computer systems. It is
essential then that intenm measures

IBEM, Data Security and Data Frocess-
ng."” 1IBM Corporation, G320-13/0-0, 19474,
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be employed untii secure operating
systems become a reality."

Exhibit | represants a tzable of
penetration methods, recovery
measures if penctiated, preventive
security measures and cost ele-
ments of implementing the securily
measures. This Exhivit can be uti-
tized to address the example pre-
sented earlier. To counteract pene-
tration of communication lines:
data can be encryptec (coded), sys-
tem-generated random dialegues
utilized (system queornes user at ran-
doni with reqgard to perscnal char-
acteristics), alternate routing of
messages and muitipie passwords
per transaction can be required
The techniques in the computer
center itself include encrypted files
and progrars, automatic cancella-
tions vpon unauthorized attempted
access, accounting programs that
are not controlied by operating sys-
tems, but by input/output coritroi-
lers, digk contro!lers that are hard-
wired for security techniques ana
access autharization.

The Exhibit i1s not ail inclusive,
but represents some techniques
that can be empioyed when wezak-
nesses are discovered in the opera-
tions of a data certer. The auditor
should be aware that there are in-
terim techniques available to par-
tialiy control access and penetra-
tion szhen these are considered
high-risk arcas.

In general, there should always
be passwords on files when possi-
ble, read/write restrictions if appro-
priate, accounting systems, pro-
grams in load moduie form and
counteractive sysicms measures
when mistakes are made either in
the l0g-0on procedure Of access pro-
cedure. Starting with the above
measures, utilizing some methoeds
given in the table and employing
intelligent and alert personnel will
insure more confidence and less
risk within the computer system

Developing Cost-Cifective
Approaches to Sccurily

Impiementing a!l pessible coun-
termeasures i1s not warranted or
cost effective. Overkill to counteract
raprobavie penciraion can se

"R C Canrung * Protecting Va'uabio
Data. Part it EDP Analyeer, February 1974

verely affect the cost and perform-
ance of systems. Organizations and
incdependent audilors can employ
simulation technigues and 1isk
analysis' to identify the iughly sen-
sitive and exposed arczs where the
mejor controf efforts should be
piaced.

There are basically thiee areas
to be observed when reviewing the
internal controls of data cen
ters: operalions, physicdi securty
and software securnity. For opera-
tions, the same guidelines should
be imposed as when reviewing
manual systems. Typical functional
areas arc: input, operations, pro-
gramminag and maintenance, library
and output. When the organiza-
tionai framework is set-up ni this
manner. the review can be struc-
tured to look at segregation of du-
ties and control functions. The !i-
brarian contrels pregrams and dat
while the input section controls
new transactions. The programming
and maintenance functions are sep-
arate Therefore. there is no poss:-
bitity of changing programs to fit
new data. Controls that can be
implemented are iogging proce-
dures of programs utilizec. authori-
zation for programming changes,
approprniate dissemination of output
and explicit operational directicns
for operators. A wealth of iiterature
is available describing adequate
physical security.'?

The approach to reviewing soft-
ware security is not defined as pre-
cisely as the olher areas. One rea-
son for this is that, given the most
sophisticated software security
available, pensetration may still be
possible. The approach must be a
probability technique accessing
high nisk areas. Once these areas
have been dentified one can pick
the measure available that would
most satisty, in cost and perform-
ance, that particular need.

The most effective approach
might be the one most common to
auditors today, the questionnaire
Throuah this methed we try to
quantity both the impact and proba-

3 3.8 un, Se oly ( Ay ¢
Frivar, < utar Systems, En NOOO
rreony . ' N

Yihe Lotsceiations of Foyscal Secu
aty in a Compuler Er BN Conpo
rat:on Manual, Co2
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EXHIZIT |
Event List

Event

Recovery Measure

Preventive Mcasure

Eiements of Cost ;

Attempls through commu-
nication lines (see
definitions under -
“Problems Remain-

" ing")
+ Masquerading

« Wiretapping/Eaves-
dropping

+ Piggybacking or
Between Lines

Attempts through Com-
puter Systems
* Unautharized Attempt
to Enter System

+ Browsing
none

+ Override Operating

System none

Retain back-up files

Retain back-up files

Retain back-up files

Retain back-up files

Retain back-up files/

Retain back-up files/

Levels of Passwords
Transformation Functions
Random Dialogues
Encrypted Files

Cryptography
Alternate Routing of Messages

Cryptography

Random Diaioques

Leve!s of Passwords

Continuous Passwords
With Each Transaction

Autematic Shut Offs Aftern
Seconds of Nonuse

All ldentificat on/Authorization
Measures
(&) passwords
(b) dialogues
(c) transformation functions

(d) magnetically encoded cards
If detected immediate diszbiing ac-

tions
Functional Passwords
Transformations
Read/VWrite Restrict
Encrypted Files
- Intelligent Disk Controllers
Automatic Cancellations
Upon Unauthorized Action
Accounting System
Independent of
Operating System
System Monitors
Encrypted Files

Software costs
Encryption/Decryption Devices
(coding and decoding)
Effect on System
Performance —increased sys-
tems overhead
Softward Costs
Encryption'Decryption Devices
Effect on Sysiem Performance
Software Cosis
Encryption/Decryption Devices
Effect on System Performance

Scoftware Cosls
Effect on System Performance

Software Costs
Hardware Costs
Encrypticn/Decryption Devices
Effect on Systern Performance

Software Costs

Personnel Costs
Encryption/Decryption Devices
Effect on System Ferformance

bility of an occurrence. This ena-
bles the following questions to be
addressed. Can the occurrence be
tolerated? Can the dollar impact be
lowered or can the probability be
lessened? This type of analysis
measures the value of an asset to
the firm and the amount of re-
sources to allocate to the asset for
protection. For example, @ system
might contain two resident disk
packs. On one, pack data pertain-
INg to census information is stored.
On the other, product development
information is stored. Each disk has
an equal probability of being pene-
trated. Yet the outcomes of suc-

20

cessful penctration are quite differ-
ent depending on which pack 1s
chosen. We can tolerate penctra-
tion of the census data. It is public
infoermation and at worst duphca-
tion would be the final outcome for
the firm. It is obvious that the
answer dramatically changes under
the product development assuinp-
tion. Here penetration cannot he
tolerated, so that there 1s concern
about the dollar imnact and about
lessening the probabiity of penelra-
tion. We have now put a naw type
of value on an asset. We might cail
it an exposure valie or cost of loss
of exclusive use. Though product

development information may be
totally useless without preper de-
mographics. the information, con-
sidenng exposure value, 1S quite
different.

Through Exhibit 2 we attempt
to give the crganmization and inde-
pendent auditor some points to
consider and questions to ansyer
to develop proper exposure values
or probabilitics of penetration.
Thers is no clevr cut mothod of
actueving theze values since they
are instailation deoondent. As the
Cxposul
through its uninterrupted accesst-
bility, the risk of exposure 1S in-

Ul ail dostl wideis




MR 8o A AP A A

AR

s a8, i e A e OAEL o

e ———— ey -

- —

—~———

R B @ A kT S A Tenet i B & RN G N e e L LR 8 a AR s+ et .

.

THE VULNERABILITY OF COMPUTER AUDITING / g

EXHIBIT 2
Risk Analysis Questionnaire

Telecommunications

« Identify systems that are dependent on telecommunizations

« What are the log-on procedures?
—Do they gemain censtant or change?

« What type of data is transmitted?

« What s the sensitivity of the data?

« What is the frequency of data transmission?

« What is the volume of data transmission?

- What has been the experience with retransmission or {ost messages?

+ Are telecommunication systems data entry systems oniy of retrieval and processing systems as well?
« Is the system restricted (o certain terminals or can the system be dialed up from any compatible terminal?

« What type of communication system?
- Are long time lags experichiced between responses”?
« Are the usars of the system heterooenecus or homogaeneous organizationally?
- What secutity procedures are currantly employed?
Computar Operations
« Identify on-line systems
« What are the log-on procedures?
--Do they remain constant or change?
« Are all programs/data protected in some mannar?
—Password protection?
—Encryption?
—Read/Write restrictions?
--Do they remain constant or change?

- Does the operating system controi the checking procedures for the protection methods?
« Has, to your knowliedge, the operating system, e'ther intentionally or accidently. been overridden?

-

« Have reguests been made to your system which were answered by data irrels vant to the question, but considered sensitive

data?
« Is there an up-to-date accounting pregram empioyed by your system?
—Is it controlled by the operating systein?
« Are there procedures employed to cancel programs that exceed their au'honty"
« Are all vendor supplied security features employed?
—If not, why not?

- Are there periodic checks that current production programs conform to the authorized version?

« Can a program be run if it is not cataloged”?
« Organizalionally speaking. is the computer used by a
« What are the security features currently employed?

heterogeneous or homogeneous set of peopie?

creased. It is then up to installation data in a cost effective manner.
management or independent audi-
wors to consider whether resources
should be allocated to that asset.
This approach can serve as a
guideline for the design and the
continunus auditing of the system.
The approach aims to dentify
where controls should be placed to
assure reasonable processing of

Canclusion

With the development of SAS
No. 3, the indepandent auditing firm
that audits clients with significant
accounting computer-basea appli-
cations systems has more responsi-
bility for assessing computer-based

controls. The responsibility must be
met with technical expertise and an
understanding of the environment
of application systeins for com-
puters and telecommunications.
The scope of contrels necessitated
by this environment must be broad-
encd and the auditing firm must be
knowledgeable enough to audit the
total systain to address these ele-
ments of the environment. €

Inderiture's History

The modern finance term “indenture,” referring to the legal agreement
between the corporation issuing the bonds and the trustee representing
the bondholders covering terrs of the bond issue and the restnicticns
placed on the company, had 1ts origin in colonial America. Individuals
wic hing to come to America would bind themsalves to a master in America
in return for their passage over. In this system of temporary scrvitude,

upon the completion of a period of service, the indivi dual would ea'n his

I as ggeniured ot

frecdom. The pedpie wer? Ko

“f
O

the papers rec (\rfh'- the contract, papars which were cut or lf\n. with an
J

indcntured edne

other 1o the servant, would correspond. = Excerpt from *

co thot the hweo ~ping one acina o the n

Her and thp

‘\m Years Ago in

Accounting,” by Lawrence C. Sundby, Ph.D. and Robart C. Kehm, CPA.

The People of Arthur Andersen & Co., Saptember 1976.
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