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Som o of the prob le ms assoc i- Intr ock!ction log of computer concepts to be

~~~~ated with con~pu t er  ~udit inq are able to ident if y t : e  strengths and
related to A cl~A Statement on Au- Most auditing procedures for weaknesses of the system.

~~~~ditinq Sthnda rd IJo. 3. Thc authors co mpj ter-bas ed syr .t€~ms re late only SAS No. 3 points to several
propose moa ns for deahi g with to t’ io:o ~eot s tLit c~ n he rc~~l~ y typ2.~ of c c r : t r ~’l h i d  S ’ ;OL i d he p

~~~~ the pr Ob lems unti l improved inter- rev1ewed and undeis tc cd .  The evaluated. nc uoinq the fo llowing: S

nal co n uuter secu r ity methods are prob~~m . hewev cn . is much more 1. Organizat iOnal plan and op-
Im p lemented. . genera l ar~ r,c l u d ~:~ t i e  10:5/ o ne-  c rat ion of act iv i t ies:

r o f l r :e , i t  cf t h e  sys~€ n; incli,;c, r. 2. Pro c edu ’es r elating to docu-

~~ / . ope at ing systems ~~ri te lecom- mentaton . review , testing end ap-
r. 1 / municat.clns . This c r ~~.r orimcnt has prova l of systCms and systems
( / - / l . . ,  been shrj e.n to be vu lac ra ble in changes :

~~~ I / - ~ 
such a vie~ tha t  it ‘~5f &tecr tn~- 3. Co rt ro c for hardware :
f i n an c ia l  co n d i t i on  end l;fo cycle of 4. Acce sc contro ls to equip-

I the f i rm. i x a m p e s  of th ;s vu lnera- meri t and f i les ;

/ J hi lty are cited ri a rc por of St,;r;- 5. App lication control s relat ing
/ / / ford 1l- sud r c i ;  :ii; .t ,~ ,t e . ’ Even w ith to i np u t , 1rocessiri g and output;

the most s coh ~st iceted or3aa iza- 6. SegregatiOn of fu nctions re-

\ . tionul arid app licet 1ori cel - t r ols , t he  hati ng to both nianual end co n poter
renlai ling parts ot h o  systems en- operations (e .g. . the camc

I v ; r ’ :,mont are sub a ’ t : a i  and the ~h o u i d not be ~l i ow~ d to w r i te  a
problems assoc ;atc i  w ,~h tr iese ~~~ program to process vendor invoices
ments can be catastroph:c to the arid be able to submit t ra nsactions
organization , to that program for operational

~canet P. L o ~;tz , From reviewing the A!C PA processing ).
Ph.D ., c, : : e  Pro- Statement on Aud it nh Sta ndard s In conclud ing, the siateme rit
fessor o~ Comput c ~s No. 3 (SAS No. 3) and some of t i J  considers some proaedu rcs to re-
and l , ( c rm . : t -or  Si r- literature on computer audit ing. it view those cont rols .
ten S . 

~~~~ bccon;-c;; ev ident t ; at rriore is
mer u Univo r s 7 ty c f  needed to insure the integrit y of the Co mputer Aud i t ing—State of
California , L.A .. is syc t~ mS being audited . F:.irthor au the Art
author of many 

~~~~
. - diting procedures roust be insti-

pes  and a tuxf hook tuted to insure con:p I~ance  w ith th~ Today, over 100 ,000 comp uterS
on information sys- in tent of S.AS No. 3. are iii use ec ;Ide.’ cie Wi t 1  c r 0 1  80

(ems. 1r3 R. We iss , . percent of these storing and pro-
Ph C. (p c ~ure I What Is SAS No. 3? coss ing hnacc ial reco rj S$ ri terms

Pro- of SAS No. 3 . a ~~ on ~~~i ! 0 f l  of

~ 

i~ S ~3 No 3 indrc~ a U t inter ihec in~ t al ’ en ore proccs ing a

(ems. Grc . h’~te nal cOn t io l S It ’l thO O.~H Pr0003Sing s iyn hic~.n amount of acco unting

School ~: ~~~~~~ 
instahat ion should b~’ eva luated info r mation and should be e ~~lu-

N YU . is ci ’rer”iy cv’- when computers a ru us~rd ii i pro- ated , as pa rt of the organizat iOn
veloping Sri ,r - 7t- ~ r~ C esiu m a s . o n m t m a i i t  number of ac for st re ngths and weak n’~sses ri the
C O r r P CT ac- ddinrj  count ing z p n l i ai ;c:~ SAS No. 3 control fun O t io r n .  ~~‘t . r : rmf ly  corn-
cnu~;e lj r  NYU. . f u r th e r  po et s out U: I ‘he ::~,J t r i j ~.JnIes are de .nq to day s computer

- . 
£ ‘wor: n a t o f l  o h r : i: ~ t~ : r ’e; hr ~~m d  audit vu ;  l.~ w ; .C ya~ t r r c i . ;y o auditing

if’ ~~~~ __ 
by ~ er ~ O r i O  v.111 ; 0L 1 

~~ .i;k iec ;ci~o r1  c x p c r 1  ;.~~‘ ri r m s  c f  c’s.p0 ’ri cfl CC

~~~~ tre in r ,~ o’ ~ 
rJ k i i  c’ .: iirrt i a a and educ: ;t ;~ r;) he EDP env iron-

~~~~ computer-based s’,~ turr ; . f h’~ in:- ment has c l : . ’~~ed s~ i ~t etmol iy  in
plies ‘ ima t  auditors ii , -: ; r at onl~ f ç ,  th e l~ st clec ado. Unit ecu’ d equip-
con it’e!nult ri und- - ’ t ’ :d n t  a ud i t
ohj :0 t ivCS , hut a lso in underst?nd-
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mont t ’ a c t ’ nmq i o -  - hnv~ CvOlv o 1 m r t ~ aud t nq might a f a r t  locate low ri ;- k area Thy , m a y  tie a c r i t i ca l
s:p hmst ; r ;~ : ’:t ce - . lu rm at : .vr t ’ - ’ ’  S. ahur-ea. but tfi ’r C ;s a t !  the is ;,m ic- of error r ’ too a; .’ ’ i o ar  c ad v i P  be
t.. io~.’ OCt .- - s i  :1 t .~ -a a.- t a n s. rp. .mr flaihi i . t , . h r  t j .  a f ’~~ f ; r r n  dm ~c u - ’- - -ad f u r l ;  or a t i ;c - f l Oa t  SOC-
rnulliprOg m e r r i ’ n n ;  ~-n.i nr i i lt i prO- ca n n ot rucev ~- r f r a u  these abuses. Iron.
ces s ing Cnv r .-n r’ rots We WOu ld In Equity Funding nmanagem er it , To summarize the state of the
expect the f i rm which po s se sses auditors and computer vendor s art , the auditor utilizes the corn-
Parse prec ~-s~ rig c..piLi t ius to were alt named as or :  t ;~ a to a polar a.  a toni iii a re 1 a t i~ o;~ eftm -
have more toch ru c~~i C- ~p e r t : s e  in an ‘‘ computer fraud , c ent me n r a r .  But in a dal i  ce r te r
Opoc; ’t iC rLi i  SC 15€ than an nd-a - What ther m iS t I :’ -:ii rrent  st; /? me;- , the eAt ’ ? ’ it to v.- t mcli contro ls
pondent ourl to r , C. l Cii t h e  auditor oi t ime  ~rt iii con m put ’ r : auoiti ng? are eval uated is of ten t mrni t ed to the
ha5 not bc -en t ai’ iad as a te ch n ical Comp iler ~uOlt ir1a r. sy be Cor isid- v isib! -: ~ 

h ,’i C,il security and appti-
compute r m n !a -m ,d. c , rm ~-y ~ t .:-n:s ape- ;ed l ,as ; r ; a  lv. u c~~m~~u’ ont uatic.i .s c- :;;iro,:~ In d:::r.a this t r i o
c m a lm st .  par t s .  First. tho c o r t p m i t er is uti l ized auditor re l ies or m techn ic : systems

What is t I -? impact of t~;~ . r c - g_ ri many audits a ,  
~, tea ’ . Eo ;or , ; io ’ i  such as tc ’ ;- ,.:ornrro;; i c a t i c n  n at-

mess on tee rec t o r?  Tne t ra J . I or . .ml test .n u , dep .?c aOo n cJ :C~~;, liOr~ - w o rks  arid epr’ ret ng 5, - a t o r i s th at in
ir,te nal c- JflI; C 1 c-- .a !uot , 3 ’ m :.:aor1: r~ p;r ’ r I  rO O t S .  ~ c on f . r nna -  fact mg i ; ;  be m , sc-d to c. -, c n m ; d e  and
somewhat n u-o vom p c- x - Ar~ ,,s of t ;or a - .r~~ng . e  iCit rI au s. :T.nI ,od cl anrro I t o  ver y ope ’ t cu t m c r ; s that
concern a r e ,(-~;‘ , - i J a t i ) n i  of d ut ’e~ etc. ale Carrie of th~ f l O l  O h S  t OO l  harc brai n r i U O l t C U  - l i.OgeO :ppro-
w hic h might u- ’ r u r rc d b- , h ’~t - : , c an L~ r~ p ! -  it -~ O t r c ~,r t :  th~’ porte a; vi ~ Li ; UiO rJ - r: (. 1 w ithO ut
integrat ive c- ,-a ’nr- ;5 and nr ~o f l i r t - a l  cmY’iputcr On Ci t i f l rdd-. e Q  Cos t -  e’ .€tC rlS ivC s ue- ,t, ,n t v r ’  It St .ng —

or total o;aa r;nc-u’ ;uii.: e- of t i ;  nodi t  c 1fcc1-ar: oasis. 11 r~.oect of c o l t .
r rar l . 5 T b - ~g~ ; l ? - ,~~i f l O ; ; C ; ; i - nO- ”- usc- P’ t- r : mad t ’ n ’ i is I -:. -:: :;t ,! irOd Wi th  Problems fl e ’ma ir dr g
to a mult ipl ! c mty of r- - :~,c ; - , irs  g r-r .i ti~ :~~. c: iO~’ .’ T- :o ~_ :da-r is
with in ad-;a r:cc J — -,-a 0’ .nS. ,rn a rca :-  nH: t o  ! C , C l h t ,  , CI ’ - :‘ I. — f l . ; a la  hr ~ ‘n A s po nt— h art in t i -  pro~ i.a us
time ba .m~ Ii; pot r lb j J I 1 1 a in two a th t I_ 1~~ ~mf hr
error rate and potential fraudulent trim: n be a scme nt i i i cat y sa rnpft ’ci • ei ’  svst ~ m~ er’ .,’ i q~~nm~ nt th a t  a’e not
activity at army gmvcn time. A : te:  the- m f m ca: en 0; f in~ r c iai ~; . , : t , r1t~ ex nuicit y a ’,Or€ — :,se d h , SAS No. 3
fact tests of r-on;c’- m i7nc e and c ent re :  rOl ler th an a envo y ceo c a l  Curd’.’;; For ,~~n’rn ’e supp ose a ‘nipr;; is
may be m ri su f t i c - en t  to mea t  prene nt The second na~’e:t at com put- : r operational -.~;t h m r a comp::t nr
day audit raqo rcmen ts . 6 The num- auditing can be r c - f e : r c d  t o us dat; ;  mode ar id a penetrator a seeking to
ber of t ra nsy ct ;o ” s processed dai ly, confer revIews . W I’ucn er ;COmpaS’ .c ;c enter thu r~st ”-i ’ : and ga i n aca ’- ’ss to
pro~ecI ed to a r::cntnlv basis. cou ld th a t main thrust of SAS No, 3. This dc” . : , r r i - -m pr cua!ams hr using a
be so i’olum~r;c ;r lf:ri t a cen t e r  c i l Ia - la  a review dna vi n ah- r;S c-i terminal , 1 th e’ conipute r system is
undergoing undetected ounmi t rat ion operations. security. c.ç ’n l ;ca f ie r ls a cioneral ti ne-sh arme ; : sys tem , the
or errors in processing C o u l  be so arid genera l internal contro l  fur ic- data and p ’ a - ’cms are available to
severe ly a t f t - c i v j  Ihat the’ g-u nq t O n a l  t -s ts .  H~ r u  t r:o ~: 3 to ’  S authori:’ed users during certa in
concern concept for that company f :mcecl v- i tO some problems. Levine ’ tim es. 1 he data and p rc ’g ’ a r r i - u
could become invalid prior to a r m in- dep o t s  11 basic conoemns of the could ri-late to accounts payable. *

depth audit. Therefore , the need for auditor in this area , highlrghted by inventory sh ipments, personnel
continuous sys ;~-irm integrity reviews keeping current  in [UP and its data or nroduct development.
appears irn~.~ r~ ’ ve audit im pact. 1-10 also addresse s The penetrator f m r s ~ :;t ompts to

Again , v,- hat are the impt mca - some aspects Cf v~hat auditors need ent er the system using t h e  teleco m-
t ions of th’:av prO blems to b e  audi- to C’s . : to thorn IC acm dr ccs limo aud I murm ucat ar s r mo twom k Lve r i  if the
for? T he am j d m ra-i r t i e  .::;ost f t c  - ‘V i i i  s , :;i~~- ’nt CO bny — : - -  na-c inClud- s~-~ t : ‘ ‘  p: ‘r:’.-ord p:c :c o tc  d - and
lion stat e - - t t~at the f i r a i i ; -a , a h 51, 10- nt ; uti l ization of m- : r mi t o r i r i c i  Sti~ the p :- as- .’.- O rd can no t h’~ Uro ice n t he
ments fair ly r e r r aso r i l  the t -ncn c :u l  t an i . met hods at ;: ‘ urt if l g 0 . 5  pcniet ratr r can ri-sort to n ’ ;’ cquer-
positron of the co mpany. Given an ferns integrity and ;,Irl r-O ,~rd SOft ~ ad i ra (pc-ne tr vr tor repre sents an au-
unq ua l ; f m o ’d statement the auditor by v.;iie co ntro i s.  t .’~ ia~- r aces f m i n t t c r t honrz ~’d uoer), eave’sdropnirrq (lis-
implicat ion Sla tes tn _ it t inC Iirm S by r’’.- at i r ig tha t  c’~ or .l :r . ~; 5’~ S ’ .’ i f l S  tening :1 at ran dom). w ;r r -l; .ppmng
liquid ity a mIc.q . r.n lr to s: ipF O’ t  t hc be a - d . t ~-a p c r : O ’ i _;h ;v ‘ - y c - 0150  t h u  ( 1 ’ ’ ’ 1n 0 01 dr . tor if l i ra ,  teir’ s and
going CUr- c-u i, ( C ’ f l ’ - O ’ t  ‘u c t  t ; i - a ro  m l -  ) — -

~ i’ o f t  - ‘; ‘ .1; ’ ’? r :r r m .; rec o i d r ’ a ~Ot0 v - i a n  : . ‘ -  d ’c~ ) .  p ig—
have been n i  u-i ,’ case’s of docu- cr.’ r- ;ro ’ ° -d  by t i c :  up’ ’ ;atm n s y t - I C  ‘0 qul ’ac k ’ r m r on ri* ;,‘.ec- n lmn ’ . s (pe rie-
menlad C- i trip it r abu s~ I t icr in ‘n 1 n ‘- r the I C ‘ 1  ~ a t  t r i t o n  i s r 1 i fl II au ’h o r
lb m l  riS ,, f Col lars \ f  r t O I O~ 1 i i  S i t  e ~~“ 7, I “ i r ~time aud.lo~ ~ - u: ’.~ - t u . ,, O- .1,OC I OS ci - ac t ive  or r~ ~ - v , - iu  u,1 m S ’ r t i i ~- ” ,j mes—

- saqc ’sf A lIce :1 , - H., - b e y, ‘u’ t r a t O r
n r a , ho ~ tj i ~ to n ’ , - . : 0  r n ’  au thor-

• ~d ! y r -  1 i~ c’ , , c m i  Pry ’ , - - ‘ ‘ . v ri i a - a 1. - -  c - i ’.:’ . b 1 t i - -a ch:n rac -A ud ,t ’n~ i I 4 $ I t r OOn’l i O 1 t Ic
- ‘ ‘ U  (. , . s , - ’ .. . r~ I,, .~. , , - ; ~. a , - i ,. : - - -,. - :  i ,  r im: ,  - - ;_ - : u c , ’ , - .

-a ian . ’ - . ~ ‘ p . , 
~~ , . A ’ . ’ ‘ . ‘ A . : ,  ‘0 , - ’ ’ ” -  — - ‘ - t ,, ’ a ’ -’ , ,— .. ,u’l - ’ ’ r  - - . . ‘ ‘~~~~- t - •

r t’ n
• C ’ - ., , , r - . , c ’ i- i s , - - .r J r i - . u ;.,  - , ..,, i t  - ‘- a .  - - - -c • ‘A ‘ i  i l l  ‘— it t r i~m i .

c - n ,.- ’ t ’ :  j ,~
- - - n  C i  ‘ ‘ n , , O.~ - ; - r Cu . ,O i ; ‘ : , k- ’ ’ ‘ - i J t t - r . , . 1 - n; an
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att e m pt c~i’ m be mad e to 0y ’:;i rIo be c r uuployed un ti l  t a - c u r ’ .’ oper at in g verel y a f t - o c t  the cost ami d pe rform-
thO Ope natm n :~ ;. -;“ r ’~:n ar id moi- C- into sy-c i’’ms 0 ni ’: ,. ; c n ! , t~ , ‘ ‘ ant_u i of n 5 _ - f r - ” i : ,  Drq ,rm; , ’C . l , nnO and
Inc pr.r !-- ” ;o:f niah ’ f a- ’,; ‘n _ U. ’: 1- ‘- ‘ n O t  I nc :’’ - “ - ‘.15 ISO ’ i of m n l C - -O’r’ :n ’ nt ,n ’:dmlors a i r  nmp l-o y

enetrat or i,~ ’.. the ci fOl i ty t o ,;t ..’~ t penetrat ion ; rot-line ‘is . r O C over  -,- smm i i ! : t : c ’ n ,  f r- .chnu ,ru .:u and isk
true syc t ’.-r n f ol i~. At this r n rn t  t l iC nii’;isurl” s if pv’ i o - l i , ut u ’d , prr- ventiv~’ an :mb ys ’ s ’~ to ideirt i l y t h i n’ m m i q f i l y  s-an-
pu”netr ator c - s - h Ips or dive rt ’ , t he  ~a -0 :m; i t y rneat ,urec , and cr,s( ole- s it ive and exposed ars ’ :.s v .Ourc-  the
computet ac cao.r - t nr q c-yste rn :.~ia h merits of Ir r m l m tc-ru it-r ing tim e se cur i ty  flui .;uI cu:vi ic ’i cabon a sii’~u d  be
that the act v ’ t v  (i. e .  audit t r a ; h h  of measures , Thi it. E- ’. h i ’ ,,it can be uti- placed.
Ii:-? S’101’ ri m a H,: ’ r~ c1 NOW t f ;r-  pen- hza’J 10 id:f m’.’sr t i c ’  c-~ ai;;~~’ p m -  T hre ne o ’e basic a l ly  tr ,~ ‘c; areas
c- tr oto r can ir r it to l t ’  unaut’ u c,ri;-v’ d sen t’d eani re r , To - r a n m n t c n a c t  pene- to he o btc- rved ii he- n re\’ , a7 , ncr th e
t rur l - ,:-:tions r~’te ’  p rcr g r Ti ,ii 1 sy s— t ro t  - ‘in of CCMrr. ur, -‘ :‘tion ‘ m e n  n t - c r ;  il n_ ’ . ’ n: tr o:s of dc. t~ ca r ;
f e rns Iog :c , ‘a’ :.t iuy r nfo rrna t i iu n . oh- data can Pta e imc i  j v’ a a is :‘ded), s~~ - t e n .5 c ptar : r - .ii s , pit, ~:t ,, : -:- - : ‘a i  ty
Olin or v ieo h.c :ut y S€ ’f lS i i l ,”’ rUin- t ern-generated r:,ndem cr v- I coc u€ - s a nd ~- uft .’. a re cocomn i l y .  I-or opera-
niation n’ ci:: m i  -j f l iCO Sf  - I  t hat  is ulJ::’ad lsy~ t :m ~‘ . . ‘ :m ” s u’ue~ at rarr - t ens , t f .,a 1, - tO’ ; :  c lUid O lOt , S should
ç’oss ibio by lii: or her own c rcu a in v- dam witr i r€ -- °lii ’-j to i -e r .~c ’ual char- La n t _ p t -  -:- -J as wh en r s r ; ~~ ’.’ r i g
ty .  The o -: ;:~- hat or now h r , :v im ” ;  at 0 - r i s t i C s :  iat-~r r ,.~e no t _ t ug ‘at in s t ru c t  s- . ‘a n i s T~ ;r .c: f- - r a t i onal

c o rnp i -.- :c:i to ’  aO ’a ’ - o t ick :- -n na off ru;- ’ss,:qm a and n t _ h - m a c ’ a c s s w c , i c s  ~re, ;~ ion . inp, O , opc r:i ’ - .a r ;a- . tu r n—
th e cOmput e r S y at er n  end’ :o-: h.-d per t r cnsac f ’ on  c-on i:’-: nra~~c ’ r red cr n- - , r r r r r - in , r  005 ; n i t _ - r I ’ . ,-,a,— r , ’c’- . I t _ -nary

The’’~n arc ’ nev r-ra l in~ph c- iI~ons The te C imni r c’iu eo ru In c Compr t a r  a c - a  cu t ~ .1 ‘-,‘. r: :-n I - C  o:g ,nics-
in thi s sn , p :a  ,:x:. , i , r - l - :- First. -r io- c c - ; - t ’ - r  ‘c’ .’ t  r- ;: ,-c ,e H’O r ;pte’ I  f l - -~ t i o i n a ;  rn : -  . .“-.-

~~ 5 S O t - a l :  P t n - S
thonizc;d t ’ nm ‘ “ t o r s  c a n S~ur ;cJn ! y ai::t ~- :c .J r OncL , a t _ Ic r - at :‘ a - r r ; c C ’ I c ’ r’ a r nc- ’ . - .,  ‘ ‘ - ‘‘a. ’ ’  ( ‘a- b_a ‘~truc-
impair t r ~e c ; : : iuflOl i” !C : i : ! i  of I o n -  uhc- f l  Lic e. - ’ - ’ :‘.,;-h i ’r,- -:.~ - ’”J  to::-: :! to !c- -c~ a ’ sec r oc n .or; C i
the syste m - ‘I 0- .’ f i r  ‘an cm vd s:at’:— acc ( :s ’. - accc -l i’ 4 ’ ’ . .t ~ L 0 ’  a irs t I - at t ,e -~ rrd c -a  i t ;  ca-I ft.::; t ar- - Tni~ ‘ t_
monts , u- ipc n ’ i - nt r  on the s~s ie’m , arc n-at ce nt -oh - c !  u; c- a ra t i a r ,  :,,s - b r a n ,;;:: co ;, 0. s prc- .arai”: a- rd data
ma y not ret :  ‘-a t  t im In uc- stoIc cml tems, but by inp m Oou. to Ut  Cor’e t rO i -  Wii: IC t m - n  mnu r I 5t’CtiOfl c o c t ~ufs
affairs of ,: ‘-  ccr ipany. A s’ n-c c nd lens . disk Cc .f l t ro ’ n ra t i nt a-c - 1’~ nd-  ne w t r an : - sa t i c ’ us  The rnroct rnrrnming
impt i cation is the r -a c o gnr f r c t r. t hat wi red for sec ur i ty I..: oct_ qua-s cam arid niair,tanc :;cu r :- ; ict ;n ,aa a c  sep-
Cornpel:t ’-e r, ,‘.,t : ;ii  an mnduany corn- 3CC-CS-s ~- u t h C a . ’.~’ on au-il’s Therefore. Ih~~r.~ a ru-i po rs~-
bined with p asodOn ts of For-c - n t  The Ex hib it is not thf inmc la sm i-e , b i l m t y  of changing p r o q ’o ’n s  to fr I
at t i tude s , toward white collar crime but represents s o - unt: tech n ique : ne-.~’ data . Co ntrols t h a t  con  he
and the a- ,;nii~~ble technology makes that can be enip : .:-y:d wh en w ea k- impleniar: ia-d are logo- ag r.roo’a-
Such app ;c- cchas rrrcca c , t t .uc t .ve  n-ass es are dmsao ’ .-e :’’ ni ‘r hO opera- clurvu ,it prog rams uti l ized. aullion i-
and l i mited iii r m ’ ,~ . A third imp ! ca- tic .ns of a oat s cc -r e;, The auditor zati on for programm i ng c h a nges.
hon is t h a t  ~ ciruly the con ’ont of should ho tn - s-ma ’ t h u -st tb~ ’e are in- appropr iate diss mm na lmon of output
SAS No. 3 is fo bo- .ved , th.~ inte ’ r p’ i l  t n -rim te ’ch niqm i’us a’,- . - :  ecu to par- and exp ;c it operational d ’ne ct io ns
Contr ols cou ch be udqed suf i ic ;C r ,t . t ia k’ Contro l C ,ccc - ., and penotra- for oper a t - ums .  A wcO l t i i  of - C c i  a t om
giving the aud tc r comfort rn relying tioi; ~‘hen these arc con s idered is avai la ble des cribing adequ ate
on the outputs generat ed, when in high-risk areas , physical s r c u r I y . ’’ -
fact they were not due to t h e  con;- ~ni general , there should always The approach to re. r a v i n g  soft-
puter and communications environ- be passwo rds on f t  as when possi- ware securi ty is not dc - h ue d  as pre-
ment  of tO- :- s’,’r,tem (i.e., pos si hmt i ly bto , read /wr i t e  i” r. n i c t i o : rS i t  appro - ci s el y as the o i l -e r  arc - us On ie re - vu -
of penetrat ion) . priate. acc ou nt mn q s y s n an i s ,  pro- son for t h is is that , 0, -v on t h e  most

To summarize , t hese three urn- grams in load nmovh -o torn; ar id ~ophi~ Io ~ t-:d :. fl -u a’ a- secu r it y
p ! IOn tm o i r5 -  ri g- anp:,c , t b :a  in n ; C9u ’ ;t Or. ; c t : ’.~ a , :1 - , :’ ; :- n: -: . o ur -ac ar .; - 1  - t Oo , r a t - a l - a n  n : ,- sI ll t o

a w hich r ’ - ! ~~s l i - - a - . :1’,’ on OC- i r ;C nte r  -u-hen rna.Ia~,’.s C : mS rr,id.- cu ’h”’ r in N’ .,n:- t’- ! - :  -T , ap’ . ’ rc ’ a- I ,  ‘ i - ; t h-s a
systems hi indicint nig the threat . th,~. log—on p ro ” ; - : u r C -  0; ;iccr a:- p ro -  1-n ; t .v , h. l i I ,- In :rn : ,~ ue cc - . a

‘ the ef fect  on operations, financial codnire. SI.irt irr~ ;•. ‘ t b the above high risk a re a s  One; t — ”.-sc a rca s
stat c’mei ’i ts  .-un d the On-Qoi rig Corn- rncu rr :~uras . ut ,t iz i nn come ruictha:f:. ha- ,,- tic ’- n m uct ( - f l t i t - e - d  f l I n t -  can p:ck
Corn CCm ric ’~ l v -r id the nece t fo r o n .-;fl in n th e hobO and - ir ’-- p ioy ;n l the ru ic- cn ire c. -, , i l a t ’ .!.:- 1 1 0 1  ;‘.- ,at _ id

~c idr t m oi ’ i.:l ,.:;J more suph i :s t -c t : lcd mnnt . - i l ,gn nt  ann ‘0 : - I  pc- raun ne l  i - f l  mcn-t r :i. .- iy, ri r i - - h  a r c h  pr r ; c i nnm
Controls, inSure nruurc cor;;~ ’- f i O ,’ amid 0-sa i nc . - . f f - ’ C ~~- : ’ f it , . . ,- - r - . 1

risk i’.-~th mn th e co ’ ur ;noir .:r sys t em ‘T f ’~’- f l . c :.l , ! . - ç n - \ -  ,,~ - pnC i OCf i
r Secu i’ it y Meas ures might Li’: C ; ~ err,.- r” c-~ l : -  - - - - i n , ’; to

Developing Cos t - t t f e c t i ve  a: ri f .  ~ t - o  :‘,- . t i  - - C, :- -
~~ii on — i’

One s ’ - .’ c fy ’’ hac indicated th a t  Approac hes to SE cur ily T ir roucr i , hi - : r iot hoc t ;‘~u t r y  to
• t hcm r~- a n e r,a t e a - in o p ” n ; t - t~ :-~ s— qu in t ’ ’ -,’ v t ! .  t f : u ’ n - 1 m u:t ,~‘ ‘ ,1 t i ro b i -

t a ’ ;m~ C ur- - n i- ’ ; , .0 y av a : iv l ,O ’  arid lm~ f l m , - m : t fl(i ~n~! t~~. .- : - - I ; ’ ,’ COLI fl
th at tn,:n, ’ is r i ,  i’ ,_ ry tad~my of c-: i  t h y- tv - r nr , -:vm -: ,, a~ is not .‘. sr c:. ntc-d or

I 5~’i’ ’ . ’ ’’ ‘ mp- . Inr ‘ n ’,-mtcCr , l, It iS (:‘ i’t ri cH’,-:’ f l ; - - ’ - r f r l h  to ( ‘ o i u r u f ’ ’ r n ic t  — —
t n t _ - i l  t hat 1,1: , rn rr : . ’as:i ic’ r. i 

~~~~~~ 
:a. u ie’ i’, c : n , . n - i ,- : n 5, - n  ‘ui - - ,~ - $ . , . , 

‘ - .. —
,

C’ ,,u’  - - c m ’ - ‘ , 
j
’ - - ’ , t n .-, - - ,

- i ’ s , t j ’ ’ ’’ f i P

“ I r - $ .$ I’ a n  S,’c ,r r-n-i ‘ y j  t i m  t~n ‘ ,‘- ,c - I’ . C ( . , . , ‘ u  - l- .,, ’ l, ‘ ; . ;  V .,  - ,  - i - , - , -  C- ‘ - - . ‘ -  1 ‘ . - - ‘ ‘ ‘- n , , - ‘

• Inu U. ’’ l t _ M ( , , , ,r ,r ,n . O. ’ v , b n j , , i O . i - e r  i n  i t _ i :  h_ i  ‘‘ . - ,, - - - i  u - r ue it ’  ~r . . ’ .  a,,: C.r ’ .’ .’- ’cas. n- ’ . -
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EXH FEtI T I
Evenl List

Event Recovery Measure Preventive Muas ure Elements of Cost

Attempts t hrou g h comrnu-
niC nuti C’n li nes 

~- -
~~ ‘

definitions Ui~ er -

“Prolils-nis Remain-
ing ’ )

• Masq uerad i ng Retain back- up files Levels of Passwords Saf iware costs
Transforn ia tion i’- unctnon s Encry p tion /Decryptio n Devices
Random Dialogues (coding and decod ing i
Encrypted Files Effect on System

Performance — increased sys-
- ferns over imaa- J

• Wiretappin g/Eaves- Retain back-up lutes Cryptography Sc’ttv. ’a :d Casts
dropp ing Alternate Routing of Muasages En ic iypt ’or n Dao r i- r t a n  Devices

[bl oC - i c-rn S>s’o: r : h_’ c ’ h’ n i- ’-:m;ce
• Piggybackrng or Retain back-up f mlos Cry utogr v phy Software Cr isms

Eet , ,e .c i m Linus Ra nd om Dialogues Encry pt ion/ Dac rvp t ’on Devices
Levels of Passw orda Effect on System Pc- i o r e - S C - ce
Continuous Passw ords

V/ t In Each T r a n s ’ c u -c- :u

~ utCmvr t ’ c Shi.-.i Cir f s -‘ f t c :  n
Seconds of N~ rnu3e

Attempts trnrou~ h Com-
puter Systems

• Unautiunrr ,~d Atti rrpt Retai n hack-up fj fe ~ All t:i,~n1 f ;c ;t on 7 b i :cn r ,vat c,n Sc’ ci’,’.an o Cc: t ,
to En ter System Measures Ettect on System Performance

(at çna :.s ,s ord .
- (b) d;alogues

(c) transformation functions
(d) magnetica lly encoJed Cards

If detected rmn;c- cl -a ;c . di:abiing ac-
lions

• Browsing Retain back-up f m ’~s/ Functional Passi ’ ;ords Software Costs
none Tr a n s forrn a t n o n s Hardware Costs

He- J/’ ,/r;n~ Ftc -stri ct E.nc - r vp t : c - r -  D-ac: ;nt ar, De,’mces
Encrypted F,tes Eftect on S~stei , Performance

- Intelli gent Disk Controllers
• Override Operatin g Retain back-up fmtes/  - Aut cn in vt i C Car.ce lh,-r rions Software Costs

System none Upon Unauthorized Action Personnel Cos ts
Acco un ting System Encryption/D ecryp tion Devices

Indi-pendent of Effect on Syste rnn i”erfo rmance
Opereiting System

Systc ’ r ’ h-Ion,tors
Encry pted F In - - s

bility of art occurrence. This ena- cessfu l pc-.r-c t r at ion are qui t e d i f f e r -  dcvelori nnc- nt infc ’ r mat ’n ’n may he
bios the follo:iing questions to be ent deper idun c i or v , i imC h 0 a . ~ is t o t a l l y  i ; s cs h n”cs w i t ’ i ’- irI rr ”Iunr dc”
addressed. Car, the occurrence be chosen. We cail t ok ’ - a t e  po ;ct u ’m- mo~~’,10!iics . the inf o : r - ’ ,m t ’ on , con-
to lerated? Can the do htvu n impact be t io r i of the ct - r vla s c t a t a .  It is publiC si’.m a r n n i ’ t  e~ p0c:Jre ,‘,iluc- , is quit e
lowered or can 11:9 pro b abi lity be information inn-f at v.’orst du ;r l’ .ni d - f f c : ’ni .
Iessn ncd -° Th u s fy i-c ’ of analy s is  tion wou ld be t i: , t ini ;uh outco inc for Thr o uqtu Esfui t , i t  2 i- - c ~‘t lempt
meas u ret _, t i . c -  v .i !uc - of a i r 0 : 0 : 1  to the- f irm Ft is 01 . 005 th at  t ! ’ n r  Ii g . . u - II’. c - 1 n  :..I o n and inch-a —
the f irm and the an r io unt of re - answer d r 0 n r : a h ; c - : i h l v  c - bu ni on- under pc dr-ru ~;, ‘I.t nr s a n - c  r - : ’ r it . to
sou rce s t a :.1lo :_ :rtrr to Iii:’ tr:s,’t for t h u -a prod uct  c r O c i  -n’ ’ :  - I ,; a s , i -  imp- cc -a ’.: d r - r  ,ret au-a - (‘ r u ’ , to answer
protect ion. Pun c ’ ’-v ,n i l . :c a system Iron . Herc p’- r - a ; ’ ’ .i icn c,,nnic, t f ’ s  to & i - t ~ - ’~~ ’ ‘ ‘a c- er P.p- .  :u:c- isluc’s
rrirq iit ca- n I ta r ’- two residont disk tc i I u ,n !’ :d - :-u i n  it t f , p,irt ~ iS cc’nc-’- r ii or 

~~i r’ i - .’- bn ;  - t i C s  Of p;’nnetniliofl -

pan-i’ s On one pnck data pr~rta i n~ ~hou t f t - n  dr ’ ! .r r n ’ - ’ -  a” I ‘ t  -n ‘T r - ‘ - - ‘ s  “ r i  - ‘ I. - - ‘- “ it ‘ ‘ -  -
~

m u - i t o  C e- nC - us  ,n ’D r - r .-l t ’ ri I ., 510cC - U m- _ ::.u_ ’’ ’ :n c~ { i ’”  ~ - ‘ - - : . . n - -v ‘ a r t ’ ; . - ’ ~,1 crc - u , - . , :  I’ -e v , ,. - _ s - , m r u c t ’  t m t_~
On tho ether , p r o d m a t  r f”vn ’ Iournusnt t - ~ ; W -  f :a ’~:- ri m: - r - .~ Ii’ : ’ r a ’-  ,‘ t I . ’ - ,  in - ‘  ru t . - ,- , t un e
i n t e r  a - . - . ; - ’ - [ , - h J g l , .~ c - t -,, ;uui c’ ’’ ,e’ ,, r - ’ i,,. ii ,~~. i . , r O  

~~‘ j . - ,,,_
an equ al pn ’ t r . ib i ! i i  of being pene— it an °~~r,

’ -  . . ‘ ‘ - -  i- . -‘~ a or ~c: ,’- I 0 ’ !‘~~ .- t i ’ .o- . . t , O~ un- - ‘ - - i  I ’ d
tr iu t ed. Ye t the - ’ outcomes of suc- of e~ clut- i ,C- us..- t f ru ’ i gh  pi “ ‘ ac t  bit t~ tn ; ’ n i P  of r~ p. . mr ,  ‘~ in -
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THE VUL NEFIABUJ1Y OF COMPUTER AIJD I’rING / ~~~~~~~~~~

EXH FI3I T 2
Risk A nab y c is Qu estionnaire

To l eco m mu nui ca t io ns
‘ Identi f y n.y s roms th at are dependent on fe lecom nnun,c-at iC’ns
- What are the eq-on procedures?

—Do t f ne~’;. ::: ui const ant or change?
- What type of ‘Jstu i-i, t ran~rn fled?

- - Wh et is the sensitiv it y of the dat- i ?
• WIt _ n ’ is the f rr-quen, .y o f  data tn hu , S fl n ’-n ,iOn?
• W I o f  u - ~ th~ ve iun:c- of data t ransm’r: ,rcn?
• Wh at b i n’ , hnnpni th~ e~r,c rrnen c e w ut h ret it mns ’n rss mon or last messages?
- Are telecou ;mn nu nicatuon systems data e rrtr ~ sys ren ’s c- i ’ y On rn ’ l i ’ C~d ~nid liroc~-si.irng systems a.- a- -al l?
‘ Is the system restr icted to ce rt amn r rni , i i ols or ca - n I;~, Syn-te rr i be dialed a ,’, from any compat ibi C terminal’?
• Wh at typ e ot con, munics ’o n  system?
- Are long tr nme a~ s ex~.:- ’c -0~ed hot: i:,;. r, :.pc’n ,ces ’
- Ar,: u i- c c ars a ’ rIo: ’ s, - - t e ” n  r-e ’e ’ o n-an ’ -n - n r n- . 0r h’irr’:,- ’ccOus organm zat ionalhy ”
• V/fo nt s r- n- unity procedures are C un rc: ; Uy e. -np ioyo.J ’ i

Com put -’r Operat i ons
— kieri l’f y onm — ii ruo s~ ~lei;;a
• What are the Ion-on procedures?

-- Do they rema un c-: r:an ;rih or :ha;mgo ’
- Are all r r c ~~ar~a~~I. t. o protect ed mn some mann er 7

—Pass wo rd pro,, :0t -.

— E n c- ~~~
t ,
~

n;?
• — Re- n a V/ r Io restr ict ions?

— Do they remain ca notar i r or chang e?
- Does thr O operating s’,stcrn contro l the c r :c-a~ oi iy prcn c: vic u:- : ton the protection n- n c - t i c-i s ”
• Hot_c- to your knoe.’le ’ig’e , t to ~ op e na t on i g ~rs:ce - , C r 1- O n  r i - , f l I ’ O n - 5 i~ or ,-.: . , i,-~~~ h i .  been oiern.dieo ”
- Have req ’ os ts been made to your s-/steer whi Ch ‘i.ere ~r, ,-,’.-~- red by d~t~ mr r Cte van i  to flue q’aear cnr . but cOnairetred n-.ensmtive

data?
4 • Is there ar m up-to’-Uate accounting program employe d by year  syste m’

— Is it controlled by the Operat i ng sy s te m ? -

— • Are there procedures employed to CO”Cci r”Og’anflS that oscu ’od tbuoi r authority?
- Are all vendor suiopt iad security tm .-at urua employed?

—i f  not, why not?
- Are there periodic Ch OCkS that current produc tion pn,:grt’ nns conform to the au tho rized ver sion?
• Can a prcgram be run m f it is not cataloged”
• Organi: ’~ l’o natly Cpe - ,ik : :-a . is the co napu t - r used hj a b t _ t ’ n L .  ~ent oar or homogeneous sot of p’aopie?
• What are the ce c n in t -/ fe; ’ turc .s curr ;-nt :-/ ern l . I ,ny~~~?

creased. It is then up to in sta llation data ih a cost ef fect ive manner. controls. The responsibility must be
management or independent audi- met with tcchn cal exp e rt t se and  an

~ors to cons der wheth er resources Co nc Iu~ ion lundersivm nding of t i i 3  envuronm ent

should be al located to that asset. of application syst o u ; o ’- for corn-
Tlui~ a 1-p rot t ch can serve as a With the development of GA S p il fers arid te lec nmrnr ; :nucatuons.

gu ide line to ; t ine dcsic r ’ : and the No. 3 , 11:0 i :- , 0 - e : n . a r : t  a : : c h t  en ~: -ni Tb-cr r - n n r o  of cc n t r - : ‘s nec es sitated
continu ou s a ud i t i r rg  of the system. that aud m ia c l o t _ i t s  with siqn if ic ,;nlt by lOis e n i ’ : rO nrru OPi r~ nst  be broad-
The a~- r nt. i,_ h aims to i’ ic-n bt-j accounting c.onni p it s r_ b ,n.no i lrp~a li- en: ‘I Onn i tr io ’ a u om trr i~r fm - n i  must be
where con tro ls shuolO be placed to cations s~,stems has more ra-;p -a noi- ~,nioa-I -idg~ ahO? c- nao~~h to n audit the
assure’ reasonable proitessing of bility for acs - : C--’i u n g comput er~ba~ed to f ’ tl s y ’ -Oon i im  to address th~~O ebe-

r r r e r nt : :  of t he  cavi l; ‘rt_ ’ -sf1 11

!r’m der t ’,:.’c ’s Hr s be’y

- The modern f ; rj , m nmce idOU “irm lunt ure. ” re f in in g to tO(: c - as !  a t m ,  c- i ’ : - : t
L;’t~ ,’t i_’p t b ’  c , ’n r t nn ’. i . f :- r: i n n - n r a  Ik : t o r n ’ ! ’- and tb’ t : , ’ _ ’,.nn- r,n ,- n” r c r u t -n q
the hondhotdvro cev , - r , nrc ; t in; ; 

~
, of l i re bond i: ,atmc: av id tn, i.., ~nu ic - Ic - -  - -~

placed on the c:uri;p. ’ r iy ,  I:;’:! itO o r u n v ’ m )  in’ cc’ ln’-ni:il An:i’- n i C ~ tnir to ’udi: ~~
w i  ‘ . nn : ç J  to c ’c ’ . .— - .‘- ‘ - ‘..‘ ric , . ’ v, a ’ ! l  o r- I t ’ . ’ m: — l s - — ° Ic- a r~- :- I- ’’ in t n -  ‘ n - i
in , i t  him f o’ t r i - - i r  Ym- ’, , : sc . . i Irt l I nu S I’ 

~~
, 5 C t  I- ‘ ; - i ’ r , ’ - , 5:- ’ v i t i ’ - I ,  -

upon the  Cornph’nf ion c-f a period of service, the im m i i mv od i i a l  would u , ’ ii ton s
- - - - i i  ml 1! c- ~

- -  - - ,, ~ ~ . - . n - r - .0 - . - .  m .  ~~:. a ‘1 . . n- - t - - : 1  a - .  -
~ - :;, -

tb’ ’ ~‘_ i
~:’(’’:, 

r - - -  i— I ’ , t im ’ :  c r ’ ’ i t r :unO r - ‘ : , - ~rs y, ! i m ~ i i v,- ; - r c -  ( .y , t  or t o r i .  :‘ - n ri u mnu

‘ -0 - - t i ’c -d ‘ ‘ “‘i  I’ ’ ‘“ - 
• ‘. ~; c - n - n o ’ ’ a ‘ - - • i’~ r -  :

(u t f ; c n t~ It ‘ - ‘ ‘ - ‘ i i -t t  v - i: ; im :j C ’ ’ ’  ‘ I n - - f O r  ‘ — f - x m ’ ’ r  I tori • - ,i m  y . . ,,,:, t~~~, ri

t’.~~ oi.m n f i nq - b y - l a ,-.;’ i n ’  - ,.‘ t a :: - O ’ y ,  Prr . f) ,‘n ;i J f t n L- n- rt  C, ‘ - f i n , , . CPA .
• 7/ , n  Pcronlcr el ‘ i - b ’,,’’ A ’ um ;’ ’  ‘~ - on & Co S,”tntf ’ iib”r 1976.
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