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SECTION I

Introduction

Introduction to Phase II

The aim of this report is to fulfil the requirements of

Phase II of a three-phase contract on integrity methodology
for secure data management systems (DMS). Phase II concerns
the development of a generalized functional design for an
adequate set of primitives to support the implementation of a

family of secure data management systems.

The requirement is that, in the set of primitives thus
defined, the security related operations should be identified.
These form the security kernel and must be proven to uphold
the principles of the mathematical model! of a protected data
management system. Associated with the security related
functions will be a number of security related data elements

which will be considered to belong to a kernel working area.

In this design, a number of additional primitive functions are
included. These are not part of the security kernel, since

they do not perform security related operations. These functions
complete the set of primitives essential to support multilevel
data bases and their precise nature will be discussed in later

sections of this report.

M.J. Grohn, A Model of a Protected Data Management System,

ESD-TR-76-289, I.P. Sharp Associates Limited, Ottawa, Canada.




The statement of work for the contract identifies the set of
primitives thus defined as the "DMS tool". 1In Section II,
which concerns the approach to the specification, a
differentiation between the set of functions, comprising the
DMS tool, and the set of primitives, comprising the security
kernel, will be described and justified. Essentially, the
design described in this report encompasses two levels of
abstraction. In order to avoid confusion, the higher level
will be termed "the DMS tool level" and the lower level "the
DMS kernel level". The functions which exist at the DMS tool
level, although primitive at that level, will be known as
"DMS facilities" to distinguish them from the functions at

the DMS kernel level which will be known as "DMS primitives".

One of the requirements of the contract is to show that the
DMS tool design could apply to data management systems
implemented in any of three environments:

1. A dedicated DMS.

2. A DMS implemented as an application program on a
computer system with a secure operating system.

3. A DMS implemented in a computer network.

Section VI of this report is concerned with the fulfillment of

this requirement.

Other sections of the report deal with the following issues:

Section I presents a brief review of the mathematical
model; a description of the specifications
in terms of levels of abstraction; and a
short summary of relational data base theory.



Section II describes the evolution of the design, some
of the main decisions and gives an overview
of the system.

Section III describes the data base entities in detail.
Section IV presents the main system concepts including

that of the working area and the function
of the data base administrator (DBA).

Section V deals with some of the issues concerning the
specifications of the primitives.




The Mathematical Model

The purpose of the mathematical model is to represent the
capabilities of a secure data management system in terms of
abstract entities. 1In keeping with this, the model identifies
a security policy which is sufficient in order to guarantee

no security compromise in the system.

The aim of a DMS is to enable users to access information
within a database, quickly and easily. The mathematical model
is concerned only with the internal computer system, thus the
human users are abstracted as subjects; these are the active
system elements. The data base, itself, is abstracted as a
set of objects, the passive system elements or information
containers. The policy of the model may be expressed, there-
fore, as the rules which mediate the access of subjects to

objects.

The access authorization of the model is defined in terms of
three separate concepts:
1. Non-Discretionary Access

Each subject and object has a composite protection
level, with security and integrity components.
Protection levels are partially ordered, that is,
dominance relationships exist between levels.
Subjects will not be permitted to "write-down" or
"read-up" to objects, where "up" and "down" are
directions on the dominance path.




2. Discretionary Access
Access of a subject to an object may be restricted
further by means of an access permission matrix. To
access an object, a subject's identifier must be
present in this matrix and it must have the required
access right associated with it.

3. Tranquility Principle
The protection level of an active object will not
change during normal operation; neither will the
level of a subject.
Note: 1In some systems it would be possible to

raise the current level of a subject;

however, this possibly is not acknowledged
in our model.

The specification of the DMS tool embodies this protection
policy; however, no attempt is made, at this point, to prove
the correspondence of the specification to the model. The
formal certification of the design will be performed in Phase

III of the contract.

Although no formal proof is given, the effect of the model
policy on design decisions will be discussed in this report,
since the model provided the blueprint for the evolution of
the design. The most fundamental correspondence between the
two is that of subjects to processes, acting on behalf of
users, and objects to relations. Subsequent sections in this
report will define these precisely; however, we will generally

talk about "a user" accessing a relation.

The non-discretionary access rights of a process to a data

object will be mentioned, often, in terms of "higher" and

"lower" protection levels. These terms are only applicable




to a comparison of levels which lie on the same dominance
path within the lattice of all protection levels. Obviously,
since protection levels have only a partial ordering, many
subjects and objects will have incomparable protection levels,

permitting no access at all.

The following summarizes these concepts (>0’ signifies

dominance) :

Level of Subject >0 Level of Object => Subject is at a HIGHER
or equal level

Level of Subject o Level of Object => Subject is at a LOWER
or equal level

(Level of Subject:ﬁ?Level of Object) and
(Level of Subject quevel of Object)

=> Protection levels of subject and object
are INCOMPARABLE

The mathematical model describes a directory system compatible
with the protected data base system. There exists a set of
directory objects where each directory contains the identifier
of all objects at a particular protection level (Pi) and
therefore itself possesses that protection level. A directory
may also accommodate the identifiers of data objects at higher
protection levels: in the design this is referred to as the
process of "registering" an object at a lower protection

level.

The directories,sign-on lists and data objects will be
discussed in detail in the section describing the data base,

Section III.

10



The Scope of the Specifications

As was stated in subsection 1.1, the design deals with two
levels of abstraction: the DMS tool level; and the DMS kernel
level. The DMS facilities, which comprise the machine
language at the tool level, consist of basic data management
operations. These include functions which permit a data base
designer to establish a relational data base. The remainder
of the set consists of fundamental operations for manipulat-

ing such a data-base.

It is anticipated that the data base designer would develop a
query and manipulation language appropriate to a particular
application. Such a language would exist at a level of
abstraction above the DMS tool level and would be interpreted
in terms of the DMS facilities at the lower level. These
facilities in turn, would be interpreted by means of DMS
kernel level primitives, some of which would be security

related.

Figure 1.3.1 identifies the two levels of abstraction, with
which we are dealing, and shows how they fit into the scheme
of things. These are levels 4 and 5 on the diagram. Level 6
defines the data management system appropriate to the
particular application being considered. The facilities of
level 5 are designed to be general enough to support a number
of applications at level 6. The applications form a family
of data management systems for data at a multiplicity of

security levels i.e. multi-level secure data.

11
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The DMS facilities at level 5 are specified in terms of calls
to level 4 primitives and level 3 operations, which are also
available at level 4. These specifications will be identified
as the set of mappings to distinguish them from the non-
procedural DMS kernel primitives which will be termed simply

the specifications.

The specifications themselves are written using Parnas?
techniques and are 'O' functions which have a certain effect
on the state of the system, represented by 'V' functions.
The terminology and techniques used and the specifications
themselves are presented in Appendix IV of the report. The
most important characteristic of the specifications is that
they are non-procedural and are expressed as a number of
effects on the V-functions. Incorrect invocation of a
primitive will cause an exception condition and the effects

will not occur.

At level 5, the data objects are relations and the DMS
facilities are the set of all operations that may be performed
on relations. Many of the operations deal with the
establishment, modification and deletion of relations, but a
number of manipulative operations are included also. These
additional operations fall into two classes: the Relational
Algebra and the Domain Algebra. The meaning of these classes

will be discussed in the following subsection.

D.L. Parnas, "A Technique for Software Module Specification
with Examples", Communications of the ACM, Volume 15,
Number 5, May 1972.
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The mappings which interpret the level 5 facilities in terms
of level 4 primitives are procedural and are expressed in
pseudo-code as a series of primitive calls. The mappings will
not be validated since they will exist at a level of
abstraction above the highest level at which security issues
are of concern. It will be sufficient to validate the
specifications of the security related primitives which
support the DMS facilities. 1If these enforce the protection
policy of the model, then the DMS facilities cannot violate
that policy, as long as the DMS primitives are the only

operations which can access the data base.

14



The Relational Interpretation

The mathematical model introduces the relational approach to
data management (3.10) and shows that a relational data base,
with its associated operations, is consistent with the gener-
al model and would provide a suitable basis for a design.
The relational approach also has the advantage that it is
theoretically based and implementation independent; thus
emphasis can be placed on security considerations rather than

the problems of data organization.

A brief recapitulation of some of the main points about
relational data management is probably useful here. In most
books and papers, relations are exemplified by tables of data
such as: employee number; name; salary. The entries in the
table are known as tuples and one tuple exists for each
employvee. The column of employee numbers is a set, as are
the names anrd salaries. A relationship between sets has been
established by tabulating the data so that each employee
number is associated with a particular name and salary. When
sets are related in this way they are referred to as the

domains of the relation.

Each relation has a key which may consist of one or more
domains. The value of the key uniguely identifies the tuple

of which it is a part.

In addition to the relationship between those sets comprising

the domain of a relation, relationships can exist between




relations. To establish relationships between distinct
relations, relational operations are applied. The resulting

relation is referred to as a derived relation.

There are a number of distinct relational operations which

have been identified and are said to form the Relational

Algebra? The operations are: UNION; INTERSECTION; DIFFERENCE;
SELECTION; PROJECTION; RESTRICTION; CARTESIAN PRODUCT; and
JOIN. In addition to performing these operations on relations,
a relational data base user may want to normalize relations

in order to remove functional dependencies of the domains on

other information?

In some applications, the user may not be interested in a
particular domain of a relation, but may want subtotals based
on certain combinations of domains. For example, for some
relation R, the values required may be found by adding ten
per cent of the value in domain one to twenty per cent of
domain two. There are a number of operations of this type

which form what is termed the Domain Algebra. For complete-

ness, the DMS tool includes these operations which fall into

four categories:

1. Functionals

i +...+a.D.+...+a.D.
e.g a,b, alD1 5P5

where Dl“‘Dj are domains and aje... e

a. ar
real numberg

E.F. Codd, Relational Completeness of Data Base Sublanguages,
IBM Research Report RJ987, San Jose, California, March 1972.

E.F. Codd, Normalized DB Structure: A Brief Tutorial, IBM
Research Report RJ935, San Jose, California, November 1971.

16



2. Reduction (within a single domain)
e.g. AVERAGE;SUM
3. Subsetting (based on selection)

4., Partial Reduction (over subsets)

It has been mentioned that the result of the application of
any of the operations, which compose the relational algebra,
will be a single derived relation. The normalization opera-
tion will produce several derived relations, as will sub-
setting. The point to emphasise is that the result of per-
forming operations on relations will be to produce relations,

even 1f they are single valued i.e. one domain, one tuple.

In the literature of relational data bases, two further con-

cepts are discussed: these are the view and snapshot. A

snapshot is a relation derived from a number of existing
relations, by the application of relational operators at a
moment in time. Modification of the relations from which the
snapshot was derived has no effect on the snapshot; thus the

snapshot is historical.

A view is also a derived relation, with the difference that
any changes made to the relations, from which the view is

derived, may also affect the view.

The mathematical model (Subsection 3.10.4) indicates that the
approach to be adopted is not to regard a view as a derived

relation in its own right, but to regard it as a mechanism

whereby the derived relation may be established. Essentially




the view is an algorithm which applies relational operators,
including those of the relational algebra, the domain algebra
and normalization, to a number of relations to produce a

result which is one or more relations.

It is necessary to be able to store this interpretation of a
view in the data base, along with the relations it uses. This
view is rather different from what we normally understand as

a relation i.e. a table of data with an associated format.

It may consist of one or more lines specifying operations to
be applied to operands i.e. instructions. We may consider,
however, that a view is a relation consisting of two domains
(an instruction and an ordering) and one or more tuples (the
sequence of instructions). It should be emphasized that the
ordering is required because tuples of a relation are

normally unordered.

Having introduced the view as a particular type of relation,
it is worth mentioning that one other type of relation is
acknowledged, which again differs from the standard data table
example. This is a string or message, which is regarded as a
single-tupled, variable-domained relation. Strings, views and
standard relations will be discussed further in Section III,
which deals with the data base entities; however the term
"relation" will be used in much of the discussion to mean any

of these.

The relational operations, defined here, are all specified at

the DMS tool level as DMS facilities. These facilities are

18



supported at the DMS kernel level by a number of primitives.
How these primitives support the relational operations is

shown in Appendix II Section B.

A full exposition of relational data bases is provided in a
number of books and papers. It is recommended that the
interested reader consult the bibliography, provided in a
recent ACM Computing Surveys®, for a list of references on the

subject.

> Bibliography, ACM Computing Surveys: Volume 8, Number 1,
(March 1976) page 60.
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SECTION II

The Approach to the Specification

The Evolution of the Specification

The objective of Phase II was to develop a design for a DMS
tool, founded upon the elements and principles developed in
the mathematical model. The statement of work anticipates
that this DMS tool would consist of a set of primitives, some
of which would be security related and which would require
validation in order to prove that they enforced the model

rules.

The purpose of the DMS tool is to provide a basis for the
implementation of a family of secure data management systems.
It was required, therefore, that the tool should include
sufficient functions to handle all reasonably conceivable

data base manipulations, subject to the rules of the model.

Some discussion about levels of abstraction has already
ensued (subsection 1.3) and it has been made clear that the
DMS tool has been defined at one level of abstraction,
supported by a set of primitives at a lower level. The aim
of this subsection is to provide an account of the thinking

which led to this choice.

The foundation for the development of the DMS tool was in the
basic data management operations defined in the model. These

operations: CREATE; OBSERVE; APPEND; CHANGE; DELETE; RESERVE;

20



RELEASE; are represented in the model report (Table 3.4,

page 66) in terms of observations and modifications of

various data base entities. Originally it was felt that these
operations would constitute the functions of the DMS tool.

This implied that to validate their enforcement of the security
policy of the model it must be proved that each operation

would only be successful if the following conditions held:

1) The protection levels of subject and object
permitted the required observations and
modifications. (Non-discretionary)

2) That the subject had discretionary access
rights to the object or component parts
affected by the operation.

3) That the Tranquility Principle was maintained.

If these could be specified and validated then it was
anticipated that other functions, in particular the operations
of the Relational Algebra, could be constructed from them.

An attempt was made to represent the relational operators in
terms of this set of basic operations and it was determined

that they were inappropriate. Additionally, they cannot
support the arithmetic type of operations in the Domain Algebra,

as it is described in Subsection 1.4.

In consequence, it was decided that the set of functions being
sought was either the basic set plus some additional operations
or possibly a set of rather different types of operations.

Each basic operation defined in the model is composed of

simpler operations, namely observations and modifications of




entities. This pointed to the possibility that the design
should be concerned with functions at two levels: those which
perform useful and recognizable operations on the data base
and those which amount to observations and modifications of

entities, such as a directory or a permission matrix.

From the team's experience of data management systems and from
the literature on the subject! it was felt that the operations
comprising the DMS tool should be more diverse than those
identified in the model. The tool should include the relation-
al operators and not merely supply basic operations from

which they could be constructed. Tool facilities should allow
users to define relations in the data base and then build up
their format and values in separate operations. Generally,
the DMS tool should include specific facilities for generat-
ing new relations, moving data around, extracting and replac-
ing values and should be as useful as possible to a data

base designer designing an application.

In the course of the design process it was determined that a
number of data base administration facilities should be
incorporated in the DMS tool. Such facilities would be for
the use of the system security officer or database adminis-
trator (Subsection 4.4) and would enable him to perform
functions such as establishing user rights to access the data

base at a particular level and with certain resources.

D.C. Tsichritzis and F.H. Lochovsky, Data Base Management
Systems, Academic Press, New York, 1977
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Thus it was that the facilities comprising the DMS tool were
formulated. They are the set of functions which exist in a
virtual machine at the level of abstraction immediately below
the "application" level of abstraction. Many of the
facilities affect more than one component part of a data base
object, some affect several objects and some cause directory
modifications. Not all of the DMS facilities raise security
issues; however, thiswas not ascertained until some decisions
about the nature of the system had been made. These decisions

will be presented in the system overview.

Having formulated what was considered a comprehensive set of
DMS facilities, an attempt was made to identify simpler
operations within them. The type of operations to be
identified were those which caused an observation or
modification of particular entities within the data base. For
instance, the process of creating a relation within the data
base involves, amongst other things, making a modification to

a particular directory.

The type of simple operation, which was sought was of the
nature of a function which effects a modification having first
ensured its legality. It is responsible for checking security
issues and either making a modification or doing nothing
depending on the result of the check. From the point of view
of security, the operation is independent of any other
operations in the creation process. This is not saying that

the outcome of the operation would not be known at a

23



subsequent stage in the execution of the facility. 1In the

instance of creating a relation within the data base, in fact,
if an attempt to record the identifier in the directory fails,
no attempt should be made to establish the component parts of

the relation.

What we undertook to define was a collection of simple func-
tions which enforce the protection policy by performing

checks on the applicable factors and are only successful if no
protection compromise occurs. Some indication of the success
or failure of the operation could be transmitted to subsequent
operations in the DMS facility, but only if such communication

did not constitute a "write-down".

Defining the DMS facilities in terms of these virtually
indpendent operations was considered desirable for a number

of reasons.

If each facility can be expressed as a sequence of calls to
more primitive operations and each primitive operation can be
guaranteed to enforce the protection policy, then concern for
protection issues is removed from the DMS facilities. 1Instead,
it is the responsibility of the tool level to ensure that the
relevant primitives are invoked in the correct order and that
no primitive depends on the outcome of a previous primitive,

if there is a possibility that this outcome may be unobtainable.

Proving the correctness of the design involves validating the

specifications of all security related operations. The

24



discussion above indicates that responsibility for protection
can be placed with a suitably specified set of DMS primitives,
which exist at a lower level of abstraction than the DMS tool
and from which the tool facilities can be constructed. This
implies that it is the primitives which must be validated,
with respect to the mathematical model, since, if this can be

done, then no DMS tool facility can violate protection.

It has been suggested that the complexity of a validation
increases perhaps exponentially with the size of the
specification. It would seem, therefore, that some advantage
has been gained by specifying a set of DMS primitives, rather
than by attempting to validate the more complex DMS facilities.
Additionally, some duplication of effort is avoided since a

particular primitive may be a part of several facilities.

At the end of this report (Appendix IV), the set of primitive
specifications is presented. This set includes a number of
primitives unrelated to security issues. Although these
primitives are specified in the same manner as the security

related primitives, these will not require validation as they

are not a part of the DMS security kernel.




2.2

A System Overview

The DMS tool consists of a number of data management facilities
to support the establishment, administration and access of a
secure multi-level relational data base. The facilities are
intended as a basic language which a data base designer would
use to establish a relational data base and to generate

higher level query and manipulation programs appropriate to

an application.

The facilities are all interpreted in terms of the simpler
set of functions known as the DMS primitives. Such an
interpretation is termed a "mapping" of the facility to the
primitives and an example set of such mappings is provided in
Appendix II of this report. Generally, a DMS facility can be
expressed as a series of primitive calls and parameters,

though some of the facilities will map on to single primitives.

The protection policy dictates a subject writing information
to an object at a higher protection level should not be made
aware of the success or failure of the attempt. This fact is
taken into consideration in the structure of the mappings in
all instances where this "object dominates subject" situation
may arise. In such cases, the invocation of one primitive
must not depend on the outcome of the preceding primitive

execution.

By mapping the DMS facilities on to the primitives in the

manner described, it is left to the primitives to ensure that
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the protection rules of the model are obeyed. Not all of the
DMS primitives perform security related functions and thus

not all primitives belong to the DMS security kernel and require
validation. Before discussing exactly what constitutes the

DMS kernel, some of the design decisions will be presented.

The user of a relational data base system has at his disposal
a wide range of operations which can be utilized to collect
information from any of those relations which he is entitled
to observe. Each relational operation in the Relational
Algebra results in the establishment of a new relation, even
if this relation is as degenerate as to contain only one value
i.e. single domain, single tuple. Use of operations in the
Domain Algebra may result in a number of relations, as will

the process of normalization.

If these operations were allowed directly on the data base,
there would be a number of problems to resolve. Each object
in the data base has an associated protection level and must
be recorded in the directory corresponding to that level.
Additionally each data base object is composed of a number of
parts to facilitate data management and to support discretion-
ary protection. If derived relations are to exist within the
data base, even on a temporary basis, they must conform to
these requirements. This introduces a considerable overhead,

so the decision was made not to allow relational manipulation

directly on the data base.




The approach adopted, instead, was to provide each user with a

working area, which will be denoted W. This would be an area
of flexible size private to a particular user. W is not an
object but is a space into which data base objects or
component parts may be copied and manipulated. This working
area is really an extension of the user rather than of the
data base, since its purpose is to provide a computerized

"scratch pad".

The concept of users having private working areas is widely
used in computing. Examples of its use are in the Cambridge

Monitor System running on VM/370 and almost every APL system.

In order to preserve the rules of protection, each W must have
an associated protection level equivalent to the users' current
level. To be allowed to copy part or all of an object from

the data base (D) into W, a user must have the necessary

discretionary and non-discretionary access for observation.

The concept of relations as data objects and the operations
which may be applied to them are summarized in Subsection 1.4.
The parts of the relation with which we are concerned in
relational manipulation are the format and set of values,
although it has been made clear that a relation stored as a
data base object consists of a number of additional components.
The nature of these and a discussion of the discretionary
access permitted will be left until Section III, for the time
being it is sufficient to state that these components can be

considered to be "in relational form".
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Returning to the consideration of W, it is useful to emphasize
that it is an extension of the user and any data in W is fully
observable and modifiable by him. It has already been stated
that to copy anything from D to W the protection policy must
be obeyed. Similarly, to store anything that is in W back in
the data base discretionary and non-discretionary rights must
be considered. The level of W being equivalent to the users'
current level implies that all data read into W, irrespective
of its associated level within the data base, takes on the
level of W. Since non-discretionary protection controls
prohibit any higher level data being read into W, this means
that the level of W must dominate anything transferred into
it. This implies that if a user wants to copy a relation into
W, modify it and then return it to the data base, he must have

a current level equal to that of the relation.

It has been mentioned that W will be the area where relational
manipulation occurs, thus the user must have the use of the
operations of the Relational and Domain Algebras in his W area.
What this means is that these operations are not subject to
protection considerations, since the user is virtually at

liberty to do whatever he wishes inside W.

The operations which may be applied in W form a subset of the
DMS facilities and Appendix I Section B of this report
provides a summary of these facilities. At the DMS kernel

level of abstraction, these "security unrelated" facilities

are interpreted in terms of security unrelated primitives.




These primitives are not part of the DMS security kernel and
they are functions which will execute in user state. It will
also be said that they "run in W", since they use data in W as
operands and produce results also in W, without attempting any

data base access.

Obviously, in order that relations can be manipulated in W,
they must previously have been transferred from the data base,
D. The operation of transferring data from D to W is subject
to protection constraints. A number of DMS facilities are
defined to transfer various component parts of relations in D
and these facilities are all interpreted in terms of security

related kernel primitives.

Similarly, the DMS facilities that move data from W into D are
also subject to protection constraints and the primitives

which support them are again security kernel primitives.

A major concern of each security kernel primitive is to ensure
that the protection policy of the mathematical model is
enforced. That is, primitives do not impart to the user any
more information than the policy permits. The primitives will

be considered to execute in kernel state, where kernel state

is inaccessible to the user and functions executing there may
only be initiated from one specified point, often termed the

"kernel gate".’

W.L. Schiller, “The Design and Specification of a Security
Kernel for the PDP-11/45%, The MITRE Corporation, Bedford,
Massachusetts, March 1975.
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The decision was made to consider an entity space associated
with this state, where intermediate results could be stored
and manipulation occur without a user's knowledge. The
acknowledgement of such an area, which will be known as the
kernel's working area (K) was a matter of choice, but we
believe that it makes a definition of the DMS kernel primi-
tives easier. Appendix VIII of this report will discuss the

ramifications of ignoring K.

A K area will exist for each user, but it will be considered
to be more closely associated with D than with W. Figure
2.2.1 is a diagram of the logical overview of the system, as

it would appear to a user.

The K area does not have a specific protection level

associated with it, although movement of data into K is subject
to the rules of the model. Objects, or parts of objects,
transferred from D to K will keep the protection level which

was associated with them in D.

All data transfer to and from the K area will utilize an
accumulator and, in addition, two registers will provide for
temporary storage. As can be seen from Figure 2.2.2, the
structure of the accumulator and registers is identical. Each
has space to store a table of values (VACC,VX,VY) and an
associated format (FACC,FX,FY). An identification component

(IACC,IX,1Y) specifies the content of each and its protection

level. The level of the accumulator or a register will never
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be allowed to be strictly dominated by the user's current level
(CUR _LEVEL), since, in certain instances, this would constitute a
write-down of information (such as parameters). For this reason,
when "lower" level data is copied into the accumulator, it assumes

the user's current protection level, instead of its actual level.

Some additicnal entities are to be found within K, as will be
seen from the diagram. There are obvious values such as the
current time, the user's identifier and the user's current
protection level. In addition to these there are the user's
current quota and two tables, the Open Table and the Reserve

Table.

The user's current quota is the means whereby system resources
are managed. Each data base user has a quota imposed upon him
by the data base administrator. Creation of data base objects
reduces the space available to him and at each sign-on he will
specify the space required for the session. This must not be
more than the space he has available and the amount he has
requested will be added to the sum of resources used in his
DBA ULIST entry. The current quota field in K will be set to
this and as objects are created, deleted or resized in the
course of the session, so will the current quota total vary.
Any attempt to utilize more resources than are indicated as

available will result in failure.

The reserve table is used to hold the identification of all

objects which the user has reserved. 1Its main purpose is to
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prevent deadlock and, as users' may only reserve objects at
their current level, the protection level of the reserve table

is also the users' current level.

The open table was added to the K area as the result of a
particular design decision. This decision was that users
wishing to access database objects must first open them. The
rationale for this decision was that it would be easier to have
a single primitive which determined permitted accesses of an
object, rather than checking discretionary and non-discretionary
access rights for each kernel primitive. For each allowable
access of an object, a tuple is added to the user's open table.
The discretionary access rights are rights to observe and
modify component parts of a data base object; however, if a
user's current level does not dominate that of the object, no

tuples involving observations will be added to the open table.

So far little has been said about the kinds of primitives
that belong to the security kernel. These fall into five
categories:

1. Data Transfer:

These primitives move data between D and K, K and W,
etick,

2. Directory Update:
These primitives are concerned with creating new
directories and appending, deleting and replacing
entries in existing ones.

3. Reservation:

These primitives are used to implement facilities
to reserve and release objects.
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4., Intra-Kernel:
These are primitives designed for manipulating
data within the kernel. They include functions
to amend the open and reservation tables in the
hidden part of the kernel.

5. Data Base Administrator:
Only the DBA will be entitled to utilize these

primitives, since they provide regulatory functions
for the user and general data base control.

In addition to the primitives which fall into these
categories, there are two additional primitives which handle
signing on to and off from the data base management system.
The list of users entitled to access the data base, together
with their maximum permitted level of access, or clearance,
and variables to control data base resources are maintained
in a special relation, DBA_ULiST (c.f. 4.4). A user
controller process will handle sign-on requests by accessing
this list and determining whether or not a particular user is
entitled to sign-on to the data base at the level requested.

The SIGNON primitive is provided for this purpose.

Additionally, it establishes a K area for a valid data base
user and records within a SIGN ON list in the data base that

the user is now active.

The SIGNOFF primitive reverses this process by destroying the
sensitive 'K' area and removing the user from the SIGN ON list.
Additionally, it must "clean-up" by closing opened objects,
releasing reserved objects, and adjusting the users "sum of
resources used" total in his user entry within the DBA_ULIST

relation.
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In the final section of this report, a discussion of the
applicability of the DMS tool design to three environments is
presented. This presentation includes a description of the
use of these primitives and an overall look at what the user

may or may not do on the system.

In concluding this overview of the system, something should be
said about the data base itself. Figure 2.2.3 shows how the
data base 1is structured in terms of directories, objects and
sign-on lists. The directories are taken directly from the
model. The objects, again equivalent to the model consist of
data in relational form with a number of component parts to

facilitate data management and protection.

The sign-on lists were not present in the original model, but
can be thought of as directories of active users. They provide
useful information in that they enable a user to determine who
is signed on to the DMS at his level or lower and who also
wishes to be visible. They also permit control of duplicate

sign-on.

Each of these entities is discussed in depth in the following

section.

Within the data base there exists a special relation, DBA_ULIST,
which has been mentioned in this section. This relation
determines which users have non-discretionary access rights to
the data base and keeps account of space resources used. The
usage of resources is controlled by the user and thus he may

indirectly manipulate the total resources used in his own
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DBA ULIST entry. If this were somehow observable by a lower

level user then it would constitute a potential communications

path.

The mathematical model dictates that objects should, primarily,
be protected by non-discretionary rather than discretionary
mechanisms. To prohibit the unauthorized observation just
described, the DBA ULIST will be maintained at the highest
protection level, denoted SYS HIGH. A further description of

the DBA ULIST will be found in Subsection 4.4.
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SECTION TIIT

The Database

Introduction

Section II presented a brief overview of the data base
management system and summarized some of the more important

features of the three areas W, K and D.

Section III is concerned with the data base D. The structure
and entities will be discussed in greater detail and the DMS

facilities, which affect D, will be presented informally.

Not all of the DMS facilities will be discussed explicitly. A
full list of facilities together with an explanation of their

purpose, may be found in Appendix 1, at the end of this report.
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FPigure 3.2.1
firectory EXAMPLE DIRECTORIES
(level =P,)
139491 SALARY R 2
123456 HEALTH R pn—T
445566 MESSAGE s 0
654321 EMPSAL P 0— |

Directory
(level =P )
n

|

(:::>_-.__—“-123456 HEALTH R
119943 ACCOUNT R

112233 DEBTS B

KEY:

1. A registration of a relation which exists at level
Pn (Pn Do’Pl)

2. The definition entry for a view : zero in 4th
column indicates no registrations.

3. The definition entry for the HEALTH relation which
was registered at level P,.
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The Directory System

The directory system consists of a number of directories, one
for each relevant protection level. Out of potentially large
number of directories, only a small proportion will actually
exist and each will have its'specific protection level

associated with it.

Directory entries contain object identification which falls
into two categories: DEFINITIONS and REGISTRATIONS. Each
object in the data base has a unique identifier which is a
guadruple consisting of:
OWNER IDENTIFIER; OBJECT NAME; OBJECT TYPE; PROTECTION LEVEL

(This 1s abbreviated as: OWNER; NAME; TYPE; LEVEL.)

This identifier may be entered in several directories at
varying protection levels, lower than that of the object itself.

Such entries are known as registrations. They exist to enable

users, with lower protection clearances, to be made aware of
the existence of an object, although they may not have access
to its essence. (See figure 3.2.1) This facility follows

from the mathematical model.

The single definition entry is recorded in the directory

corresponding to the protection level of the object. This
entry contains a counter to keep account of all the registra-

tions of the object in lower level directories.

Every object in the database is considered to have an owner

(or creator) with overall responsibility for that object.
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The owner is that user who first defines the object in the
directory and, thereafter, is accountable for the information
contained in that object. A name is given to the object at
definition time and the type is specified. This information
is prefixed by the user identifier of the definer to form the

directory entry.

The owner of an object will be responsible, initially, for
granting discretionary access rights to the object. He may
wish to provide certain users with the ability to grant access,
but he may never transfer ownership, since only deletion of

the object from the directory can disassociate his user

identifier from the object name.

Many DMS tool facilities observe the directories in order to
locate whole objects or their component parts. Access to a
directory is not governed by discretionary rights and as long
as a user has an appropriate protection level, he may observe
a directory. A number of DMS facilities result in directory
modifications. These are:

DEFINE; PURGE; REGISTER; DE-REGISTER; RE-DEFINE; RECLASSIFY

The DEFINE facility enters the identifier of an object in the
directory and a corresponding set of null component entities
in the data base. This is not a true "creation" because the
format of a relation or string will also be null and the
object, therefore, will have no shape. DEFINE establishes
ownership of an object by prefixing the object name with the
"userid" of the invoker, making it part of the object

identifier.
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The other facilities, with the exception of RECLASSIFY, will

be restricted to use by the owner of an object on that object.
In this design, the responsibility for purging an object is

that of its owner only. This rule was adopted to avoid the
complications inherent in allowing one user to destroy another's
data. REGISTER and DE-REGISTER are responsible for adding and
deleting lower level registrations of an object in the data
base. For the owner to be able to register or de-register his
object, he must be signed-on to the data base at the appropriate
low level. Thus he may not register an object he has just
defined unless he signs off from the data base and then signs on

again at the lower level.

The owner is responsible for ensuring that the existence of
his object is only made known at suitable protection levels.
The RE-DEFINE facility changes the identifier of an object in
the definition directory entry. If anyone except the owner
were allowed to change this name, a user could lose control of

his own objects and data consistency problems might result.

The DBA will be the only database user with the potential to
reclassify data base objects to lower protection levels, since
this involves violating the *-property. In addition, use of
the RECLASSIFY facility at a time when users are signed on to
the system would violate the Tranquility Principle. RECLASSIFY
has thus been designed to be used only when users are not
signed on to the system and will fail if anyone other than the

DBA is active.
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More will be said about RECLASSIFY in the context of the DBA's

function, described in Subsection 4.4.

In Subsection 4.2 the management of database resources will

be discussed in some detail. It is perhaps worthwhile remark-
ing here that the definition or resizing of objects in the
course of a session has no effect on the "sum of resources
used" field in the DBA_ULIST entry for that user. This total
will be adjusted by a DMS kernel primitive, SIGN OFF, when the

user terminates the session.

To summarize,; actions resulting in modifications of a directory
will be limited to use by the Data Base Administrator, by a
user creating a new object and by the owner of an object who

is modifying directory entries relating to this object.
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Objects

The mathematical model [1] deals with 'subjects' and 'objects',
where subjects are processes and objects are passive entities
such as relations. The model distinguishes between the
descriptive aspects of an object and its values and also
associates an access permission matrix with each object.
Therefore, an object can be regarded as consisting of the

following parts:

1. IDENTIFIER
2. PERMISSION MATRIX
3. DESCRIPTOR

4. VALUE SET

The identifier of an object is said to define the EXISTENCE,
while the other three parts constitute the ESSENCE. The
creation of an object involves the establishment of its

existence in a directory and its essence in the data base.

The previous sub-section described the DEFINE facility, which
establishes the existence of an object and goes some way
towards establishing the essence. In designing the DMS it was
determined that finer granularity of the essence would be
desirable. Thus a data base object was defined to consist of

the following component entities:
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M - the access permission matrix )
)

O - the open list ) ACCESS INFORMATION
)
)

R - the object's reservation information

F - the format of the value set )
)
Z - the maximum size which the object may assume )
) DESCRIPTION
E - the exact current size of the object ) INFORMATION
; )
H - the history (creation and last update )
information) )

\Y

|

VALUE SET

The single letter representations of these entities have been
adopted for use in a naming convention for primitive functions.
This naming convention will be described in Section V and the
following paragraphs, in-this section, discuss the format and

purpose of the component entities.

The access permission matrix defines the discretionary access
to an object. It consists of those users, authorized to access
the object in some way, and the particular accesses permitted

them.

The open list contains the identifiers of all users who have
an object open for writing. This entity is used to avoid data
consistency problems; for example, the object may not be
purged while there are any identifiers, including that of the

owner, in the list.

The purpose of the reservation will be described in detail in
Subsection 4.6. It consists of the user identifier of the

user who currently has the object reserved.
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The format entity transforms the amorphous mass of data,
contained in the value set, into a relation. Each tuple
within the format corresponds to a domain within the relation
(see Figure 3.3.1). Fields within a tuple name a domain,
specify its width and type and whether or not the domain is
part of the key to the relation (c.f. 1.4). This last
attribute is determined from the value in the role. If the
role is zero then the domain is not part of the key and if the
role is an integer, n, then the domain forms the nth part of

the key.

There are two size variables for each object, the maximum size
which the object may assume, and the exact current size. The
size limit is imposed at definition time, either by the owner
explicitly, or by default. By means of the facility, RESIZE,
this limit may later be modified. Only the owner of an object
will be entitled to modify its maximum size, since the change
will affect the owner's current quota. The exact current size
changes in response to any of the functions which modify

component entities of an object.

An object's history component is used to record the time of
the object's definition, the identifier of the last process to

update the object and the time at which this update occurred.

The value set contains the object's data, which may be
instructions, in the case of programs and views, a table of

values for a standard relation, or a string of characters.
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(U,Pers,S,Pers)

Directory
Owner ID Name Type "Essence" Level
13949 SALARY R S,Pers,S,Pers
(S,Pers,S,Pers) A REGISTRATION
Directory
Number .
Owner ID Name Type Registrations
13949 SALARY R T
THE DEFINITION
EXISTENCE
User ID Access
ESSENCE
29614 1 User 1D _—
58231 59 74299
74299 123 62383 ResEivec
62383 1233 13949 62383

Permission Matrix (M)

Open List(0)

Reservation (R)

w
Access Information
Domain
Name Type Width Role
EMPNUM iy 8 i 10000 8650
NAME A 20 0 Max Sizg(z) Current Size(E)
SALARY I 6 0 Creation Time Last UP‘{«‘:;(“J User ard Tim=
Format (F) 13949 269482 19500
History (H)
vV
Descriptor Information
12345678 ENTWHISTLE J. 16000
23456789 BLOGGS F.A. 25500
11643257 SMITH U.M. 14250
13298733 MACDONALD A.J. 31050
22458613 WILSON B. 8960

Value Set (V)

Figure 3.3.1

The Representation of a Relation Within the Database
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To summarize, a data base object is composed of eight
component parts of which six are present to provide some
useful data management features and to support discretionary
protection of the relation. Manipulation of the relation by
the various relational operators requires only access to the

format and value set.

This was one of the main considerations in the introduction of
the private W area. In W, relations are simply value sets
with associated formats. The various other components,
including the permission matrix, are unnecessary since each

user has access only to his own W.

New relations will always be established in W before being
saved in the data base. Such relations may be formed in one
of two ways: by using relational operators to derive a new
relation from existing ones or by creating the object from

scratch.

The first method involves transferring the operand relations
from D into W. If a view is to be used to form the new
relation then this must also be moved into W. Only the format
and value set of each required relation need be transferred
into W and the RETRIEVE facility performs this task. The
result relation (or relations) 1is established as a format and
value set within W. This result is not part of the data base

until such time as its creator decides to save it there.
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Creating a new relation from scratch involves building up the
required format in W and then supplying values appropriate to
this format. A complete format with a null value set is a
valid relation and may be saved in the data base to enable
value tuples to be appended later. The facility APPEND_DOMAIN
is used to build up the format of a relation. As can be seen
from Figure 3.3.1, the format itself consists of a table of

values and appending a domain adds a tuple to this table.

To save a relation which has been created in either of these
ways involves the invocation of two DMS facilities. The first
of these 1is DEFINE which records the identifier of the
relation in a directory and creates the component parts
necessary for its establishment within the data base. The
second facility used is STORE, whose purpose is to transfer
the format and value set from W into the newly created

components in D. STORE is effectively the inverse of RETRIEVE.

Modifications to the value set of a relation may be performed

in two ways:

1. The relation is copied into the user's working area,
modified by appending, deleting or changing tuples
locally and then re-stored in the data base.

2. Value tuples may be amended directly within the
data base.

Before leaving the topic of representation of relations within
the data base, the reader may recall that, in Subsection 1.4,
three types of relation were introduced. These were: the
standard relation based on data sets; the view, consisting of
two domains and many tuples; the string, consisting of a
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single multi-domained tuple. The distinction between these is
made because certain DMS facilities are not appropriate to all
types of relations. The relational type (see Figure 3.2.2) is
identified in the type field of a directory entry: R for

standard relation; S for string; P for view.

A view is basically a sequence of instructions to be applied
to standard relations and strings. This amounts to "executing"
the view in much the same way as a program would be executed

in most computers. Figure 3.2.2 c¢) represents the structure

of a view.

A string is composed of a number of fields which are generally
strings of text. Figure 3.2.2 b) gives an example of part of
the logical representation of a string within the data base.
In this case, the fields are strings of text belonging to
different messages. This string will not exist in isolation,
but will correspond to other strings, possibly at different
protection levels. A message, generally, will be composed of
a number of fields, taken from strings which exist at various

protection levels.

For example, a message might consist of a header from an
unclassified level, a "confidential" abstract and "secret"
text. It is not the purpose of the functional design to
provide detailed mechanisms for a protected mailbox system,
however the tools certainly exist to make this a feasible

proposition.
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domain data

name type length role
NAME A 20 1 ENTWHISTLE O. 64 M
AGE N 2 2 FORTNUM J. 41 F

SEX A 1k 0 BLOGGS F. 315 M

SMYTHE D. 26 F
a) A Standard Relation - _-*,Jr /)r

field data

name type length role
A MSG16 A 32 0
f MSG29 A 59 0
( e . ° ’ - ' “—~‘~§\m“‘\\\\\\\\\\\
% N
SALARY RELATION HAS BEEN UPDATED HOW MANY USERS . . . . \
vl
<

. WEEK USER GROUP MEETINGS AT 9:30

b) A String

domain data A-\\
name type length role ///774%
ORDER N 4 0 1 UNION(R1,R2,R3)

INSTRN A 80 0 //// 2 PROJECT(R1,D1,D4)

c) A View

Figure 3.3.2

Logical Representations of The Permissible Relational Types
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It is anticipated that a view could be adapted to act as a
mechanism for linking the parts of a message and that
facilities could be written to ensure that the message be sent

to the correct set of users.

Although the format and value sets of a string differ only
slightly from those of a standard relation (i.e. "role" is
meaningless for a string), the manner in which fields are

manipulated is analogous to tuples rather than to domains.

Modifications to the value set of a string may be performed

in to ways:

1. The whole string may be copied into the working
area, amended by concatenating or deleting fields
locally and then re-stored in the data base as a
whole object. :

2. Concatenation or deletion of fields may be

performed directly on strings within the data
base.

54



3.

The Sign-On List

within the data base are a number of entities called sign-on
lists which contain the identifiers of all currently active
data base users. A sign-on list exists for each protection
level at which users are signed on to the DMS and lists are
created and destroyed as required. The DMS kernel primitives
SIGNON and SIGNOFF are responsible for creating and delet-

ing lists and adding and removing users in them.

Any user, signing on to the DMS, has the option of being
invisible to other users. The visibility of an active user is
determined by a flag associated with the users' identifier in

the sign-on list.

The concept of a user being able to determine who else is
active on the system at his level or lower is not a feature

of the mathematical model. It was, however, deemed to be
useful in an on-line DMS and does not violate the protection
policy of the model. The additional feature which allows users
to be active but invisible is not essential to protection but

is considered to be a desirable option.

More discussion about signing on to the DMS will ensue in the
following section. Also, in that section, the topics of

process spawning and resource allocation will be presented.

5:5




SECTION IV

System Concepts

Subjects (Processes), Sign-On and Sign-0Off

Although process control is outside the scope of the design,
it is essential to specify the constraints on processes as

they are the "subjects" of the mathematical model.

A process is considered, generally, to be the manifestation of
the human user in the computer system, however, there are also
a number of system processes to perform specialized functions.
Many computer systems do not allow the general user to have
any control over the creation and deletion of processes. Some
systems, however, do provide.optional capabilities to enable
the specialized user to create and manipulate processes

directly.

The data management system acknowledges a number of processes,
each with an associated protection level, which represent
valid data base users signed on to the DMS at various levels.
Of these processes, that belonging to the Data Base Adminis-
trator (see subsection 4.4) is singled out as possessing

special privileges.

Additionally, the DMS recognizes one other process which will
be known as the User Controller Process (UCP). Neither the
term "Answering Service" nor "Sign-On Process" has been
adopted here, since the UCP is also involved in signing off

users from the DMS.



The UCP is the father of all system user processes. It will
be established at system initialization and may be the root
process of all other system processes. In some systems, the
UCP would be a child process of an ultimate root process;
however this is of no concern to the DMS. What is of concern
is that the UCP should be a trusted subject since it is
responsible for spawning all user processes at various
protection‘levels. If it were not a trusted subject there
would be no guarantee that phantom processes were not being
spawned or that users were not being represented by processes

at levels higher than those to which they were cleared.

The function performed by the UCP in the sign-on procedure
will probably be triggered by an interrupt indicating that a
previously "dead" terminal is now being used to access the
computer. How the UCP proceeds will differ slightly depending

on whether or not the system is a dedicated DMS.

To avoid confusion, the term log-on will be applied to the
function of establishing communication with the computer
supporting the data management system, and sign-on to the
function of linking to the DMS itself. 1In a dedicated
environment no user may be logged on to the computer without

being signed on to the DMS.

Logging on generally involves the authentication of a user's

identity. The user controller process, on responding to the

type of terminal interrupt identified above, will run an




authentication routine. This routine requests identification
data from the user, such as an account number and password,

and determines the validity of this data.

Signing on to the DMS requires the UCP to access the data base
itself in order to determine the user's right to be signed on
at the particular level requested. The identification of each
authorized data base user, his clearance and resource limits
are maintained in a special relation named DBA ULIST. Only
two subjects have discretionary access to this list and these

are the process belonging to the DBA and the UCP.

The DBA_ULIST relation contains the identification of users
with a variety of non-discretionary clearances and thus the
protection level of the relation itself must be system high,

denoted "SYS_HIGH".

User identifiers and associated information are appended to
DBA ULIST as a result of execution of the ADD_USER facility
by the DBA. Similarly, the DELETE_USER facility will remove

this information.

A DMS kernel primitive, SIGNON, is invoked by the UCP to
handle data base sign-on. This primitive is specified, with
the other kernel primitives, in Appendix IV. 1It's use,
however, is restricted to the trusted UCP since, because of
its function, it is inevitable that it does not totally com-

ply with the protection policy of the model.
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The SIGNON primitive first searches the DBA_ULIST for the
relevant user identifier and clearance. A user will request
the level at which he wishes to sign-on to the DMS and his
clearance must always dominate this requested level. If sign-
on at this level is permissible then the SIGN-ON primitive

ensures that the user is not already signed on there.

The final check made is to ensure that the gqucta requested by
the user does not exceed his available resources. Resource
management was introduced in subsection 2.2 and will be

discussed at length in 4.2.

If there are no exception conditions, SIGNON proceeds to
establish a K area for the newly active user. This involves
setting the accumulator, registers, open table and reserve
table to null values. The user's identifier in K will be set,
as will the current level and current quota, which is requested

by the user.

Having established K, SIGNON will append an entry to the sign-
on list at the appropriate protection level and will modify the
DBA ULIST entry corresponding to the user. This latter
amendment updates the "sum of resources used" field (c.f. 4.4)

with the gquota requested for the session.

On successful completion of the SIGNON routines, the UCP must
spawn a process on behalf of the user. This process will
operate as a subject, bearing the user's identification, at

the protection level requested by the user when he signed on
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to the DMS. The UCP must also associate a working area, W,
with the user and this will also have a non-discretionary

level equal to that requested.

Signing off from the DMS is also managed by the UCP. The user
will indicate a desire to sign-off either by running a special
log-off routine or by simply switching off the terminal.

Either method will result in activation of the UCP to kill the

user's process and clean up on his behalf.

This clean up is managed by the SIGNOFF primitive which, like
SIGNON, is a kernel primitive only invocable by the UCP.
SIGNOFF releases any reserved objects, closes any open objects
and removes the user from the sign-on list. Additionally,

SIGNOFF decrements the current quota remaining from the "sum
of resources used" field and finally purges the portion of

memory that acted as the K area.
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Resource Management

The allocation and release of resources in a data base
management system presents a potential communications path
unless the functions are controlled. If resources are avail-
able on a system-wide basis two subjects may signal to one

another by systematically using up and releasing resources.

Another alternative would be to allocate resources by
protection level, bringing 'up' resources from a lower level
when resources are exhausted. There are two main problems with
this approach. The first is that resources may not be moved
'down' again with ease because of the signalling potential.

The second is that there is still the possibility of a subject

using up all the avialable resources and crashing the system.

The approach that has been adopted here is to allocate a
logical resource quota for each user and keep this in the DBA
ULIST entry for that user. This quota will be established by

the data base administrator.

When a user signs on to the DMS he will request to be signed

on at a specific protection level and with a particular resource
quota. Provided that this requested guota does not exceed the
difference between his logical quota and the sum of resources
already used, this will be his allocation for the duration of

the session.

The resource allocation is maintained in the K area in the

CUR _QTA variable. It deals entirely with data base quota,
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since the size of W is assumed to be unlimited and the size of
the hidden area, K, is of no concern to the user. When a user
defines a new object in the data base, either he will give it a
size limit explicitly or one will be assigned by default. This

limit will decrement CUR QTA.

At a later date, the user may wish to amend the limit imposed
on one of his objects. The RESIZE facility enables him to do
this, either increasing or decreasing the size and thus affect-

ing the resources available.

The only other facility affecting CUR QTA is PURGE, which is
utilized to delete an object from the data base. Only the
owner of an object may delete it and the size limit which had
been imposed on the object becomes space available to him.

Thus PURGE has the effect of incrementing CUR_QTA.

At sign-on, the available resource total assigned to CUR_QTA
is added to the "sum of resources used" total in the DBA_ ULIST
entry corresponding to the user. At sign-off time, one of the
functions of the SIGNOFF primitive is to decrement from this
total the space that was not used during the session. This

space is indicated by the last value of CUR_QTA.

During the course of a session it is entirely possible that a
user may exhaust his available quota. If this occurs then any
further requests for space will fail. Since the quota is his

own, no possibility for signalling exists.

Data base users may append values to relations which they do

not own, providing they have the appropriate access
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authorization. The possibility here is that they may exceed
the size limit imposed by the owner. Only if they are
performing modifications to objects at an equal level to that
at which they are signed on, will they be made aware of this
problem. However, no user other than the owner will be

permitted to amend the size of the object.

By allocating resources in this manner, data base resources can
be managed without the risk of a system crash or a potential

communications path.
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The Working Area

In Subsection 2.2 the reasons for adopting the working area
approach were presented. This section is intended as a

summary of the uses of W and the rules which apply to it.

A working area (W) is intended as a temporary storage area
which is private to a user for the duration of his terminal
session. It is an extension of the user rather than of the
data base and all information in it is maintained at the level

at which the user has signed on.

All information in W will be held in relational form, that is
each named entity, existing in W, will have a value set and an
associated format. Entities in W are established there in a

number of ways.

The first method to be considered is the user inputting data,
through his terminal, in order to set up a new object within
the data base. He must supply a name and build up the required
format within W. Additionally, he may set up a number of data
tuples in W before saving the relation in the data base. To
save this newly formed relation in the data base, it must first
be DEFINED. This establishes its identifier within a directory
and creates the component entities which accompany the
relational data within the data base. Once this has been
accomplished, the STORE command transfers the format and value

set from W into the data base.

The inverse of this process is the request that a set of values

be RETRIEVED from the data base into the working area. If the
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requestor has the appropriate access, this command results in
those component entities named "format" and "value set" being
transferred from D to W. The RETRIEVE facility causes only
these components to be transferred and no others, though other
DMS facilities exist to copy components such as the history,

permission matrix and size.

The permission matrix exists within the data base to control
discretionary access to the component parts of the object,
including discretionary access to itslef. The permission
matrix has a standard shape of two columns of data, one con-
taining user identification and the other the access permitted.
Certain users will have discretionary authorization to read

the permission matrix itself and a read is interpretted as a

transfer of information from D to W.

It has been stated that all information in W is in relational
form and this applies equally well to the permission matrix.
Within W, the permission matrix becomes simply a collection of
data and loses its status as the discretionary access controller
for a particular relation. It will have a local identifier in
W, to which it is assigned by the user. The format, which
reflects a data table with two domains, will be established by

the primitive which moves the permission matrix into W.

It must be emphasized that a permission matrix in W cannot be
transferred back to D as a permission matrix, even if no

changes have been made to it. Once it has been copied into W

it becomes a set of values with an associated format, which




theoretically could be stored in D as a new relation with a

permission matrix of its own.

Updates to the permission matrix of an object may only be

accomplished by the use of the DMS facilities EXTEND PERMISSION

and REVOKE PERMISSTON.

The argument outlined for the permission matrix, applies
equally well to the history and the size. It also applies to
any directories and sign-on lists which the user may read.
Only the format and values of a data base object may be copied

into W, manipulated and replaced in D.

Another method of generating new relations in W is to perform
relational operations on existing relations. The user may
explicitly retrieve the operénd relations from D or he may
retrieve a view and execute it. An executing view will
retrieve the relations it requires from the data base, as it
proceeds, subject to the user's discretionary and non-

discretionary rights to read them.

The working area is considered to be an area of flexible size
with each user having unlimited access to anything in his own
W. A user's area is hidden from all other users and will be

purged when the session terminates.

It has been stressed that the DMS facilities will be used to
build query and manipulation languages appropriate to various
applications. Commands in these languages are interpreted in

terms of DMS facilities which can be considered to run in
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user state. The facilities effectively run in W until a call

to a kernel primitive is encountered, when execution temporarily
transfers into kernel state. The particular primitive and the
level of the user will determine whether or not any

information is passed into W from K or D. ©Under certain
circumstances execution of a DMS facility may mean that a
sequence of kernel primitives is run without any information

being returned to W on the outcome of the calls.

In conclusion, therefore, a private working area, W, exists
for each active data base user. The area assumes the protec-
tion level with which the user has signed on and remains at
that level until he signs off. Transfers of information
between W and D are subject to protection rules but manipu-
lation within W is not. All information in W is in relational

form and has a protection level equal to that associated with

W and the user.




The Function of the Data Base Administrator

The name Data Base Administrator (DBA) has been chosen to

define the user whose function is that of a system 'policeman’'.
This user may also be known as the 'system security officer'.
Although only one such user is envisaged, this does not preclude

the possibility of several users performing this function.

The DBA will have top protection clearance (SYS HIGH) and his user
identifier number will be recognized by the DMS. This special
number, attached to a process, will enable it to perform
operations which other processes may not. Amongh these

operations will be his ability to violate the *-property, under

certain circumstances.

DMS facilities are provided to allow the DBA to accomplish the

following tasks:

l. To establish a new user within the database and
associate a maximum protection limit with that
user.

2. To impose logical limits on the resources
available to a particular user.

3. To remove a specified user's ability to access
the data base.

4. To find the maximum protection level of a user.

5. To determine the resource limitations imposed
on a user.

6. To display all users with a specific maximum
protection clearance.

7. To reclassify a user from one level to another.
8. To reclassify an object from one level to
another.
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User information is maintained in a special relation, DBA_ULIST,
within the data base. This relation has a permission matrix
which gives discretionary access of DBA ULIST to only the DBA
himself and to the user controller process. Some mention of

this was made in Subsection 4.1.

The responsibility for granting users access to the data base
rests with the DBA. The facility ADD USER enables him to grant
a user non-discretionary access rights to the data base. He 1is
additionally responsible for limiting the data base resources
available to each user. ADD USER enables him to do this and
the facility CHANGE USER_LIMIT permits him to change the limit

later.

Establishing the non-discretionary data base rights for a use
results in a tuple being appended to DBA ULIST. This tuple

consists of the following information:
user identifier; user name; clearance; quota; sum of resources used
Figure 4.4.1 gives an example of how the DBA ULIST might look.

The DELETE_USER facility enables the DBA to remove data base
access rights from a user. This facility must be used with
caution since removal of a user who still owns objects also
removes the mechanism whereby those objects can be purged from

the data base.

The facilities FIND LEVEL U, GET_USER LIMIT and LIST DB_USERS

enables the queries 4, 5 and 6 to be performed and RECLASSIFY

USER allows a users clearance to be changed.
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123456 SMITH J. 4000 100000 89000
654321 BROWN T. 25 5000 3500
112233 JONES D. 960 5000 4900
445566 DRURY P. 3500 60000 45500 VALUE SET

Figure 4.4.1

The DBA's User List Relation (DBA ULIST)
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All of the facilities discussed affect a relation, albeit a
special one. They can therefore be expressed in terms of other
DMS facilities; however they are included as part of the DMS
tool as they affect the fundamental administration of the data

base.

The DBA will be the only data base user with the potential to
reclassify data base objects to lower or incomparable protection
levels, since this involves violating the *-property. The use
of the RECLASSIFY facility will be restricted to a time when
the DBA is the only active user on the DMS. 1If other users
were also active, the potential would exist for the object to
be open (active) and the Trangquility Principle would be

violated, even if the *-property were not.

While on the subject of reclassifying objects it should be
mentioned that the general data base user will be permitted to
reclassify objects to higher protection levels. Only the owner
of an object may perform this function, since it involves a
PURGE of the original object. The object is copied to the
higher protection level by means of AP COPY. This reclassifi-
cation process does not violate the Tranquility Principle
because AP _COPY establishes a new object at the higher level.
In addition the original object (lower level copy) may not be

purged unless no other user has it open for modification.
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The Open Table and The Reserve Table

In order for any user to access an object within the data base,
that object must first be opened. The OPEN facility, is
provided for this purpose and this facility is mapped on to a

primitive which updates the user's 'open table'.

An open table is a temporary entity which is private to a
particular user but which is hidden within the K area. The
user may add and delete entries in the table by means of the
OPEN and CLOSE facilities, but otherwise may never access the

table directly.

When a user opens an object, he will be given a number of
access rights to that object. This set of rights is a subset
of his discretionary rights to that object based upon the

non-discretionary rights allowed by his sign-on level.

For example, if an object exists at a level Pl and a user is
signed on at a higher protection level P2, even if that user
has the discretionary access to both read and write the object,
non-discretionary security will not permit modification, so

only read access will be granted.

There will be one tuple for every access right granted to an

object, so the table will resemble Figure 4.5.1.
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Object Identifier

~
Owner ID Name Type Level Access _*
13949 SALARY R S, Pers, S, Pers RETR
13949 SALARY R S, Pers, S, Pers RDSZ
13949 SALARY R S, Pers, S, Pers RDHS
58231 EDUCATION R C, Pers, C, Pers RETR
5:8:2 3! EDUCATION R C, Pers, C, Pers RDSZ

Figure 4.5.1

The Logical Representation of the Open Table

Because opening and closing objects implies appending and
deleting tuples in the open table, the same type of operations
that perform these tasks on a relation will be used on the

table also.

It was mentioned that the open table is kept well hidden from
the user. The reason for this is that it contains information
on objects at many different protection levels and so its own

level is undefined.

A user has the ability to write out information to objects at
higher protection levels, subject to his discretionary right

to do so. He must first open the object and because of his
"dominated" position he 1is not entitled to learn of the success
or failure of OPEN. If the user were given the opportunity to
observe his open table, he could discover the result and this

would constitute a security violation.

Irrespective of the fact that the open table is hidden to the
user, it is well used by the kernel primitives. Rather than
* See Appendix V for list of access codes.
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checking the discretionary and non-discretionary rights of a
user on each invocation, those primitives, which would
normally need to do so, may simply check the open table for

the appropriate access.

Naturally this approach requires that the primitive, support-
ing the OPEN facility, is comparitively complex, however, many

of the other primitives become considerably simpler.

The reserve table also is maintained in K and is referenced by
primitives. Unlike the open table, however, information in

the reserve table is all at one level. The reserve table
simply consists of the object identifiers of all objects
reserved by that user. Successful reservation of an obje<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>