ESD-TR-77-141

H T3 ey RETITR b'
> ' 1 ‘nl.'

PROTECTED DMS SPECIFICATIONS

I.P. Sharp Associates Limited
Ottawa, Canada

April 1977

Approved for Public Release;
Distribution Unlimited.

Prepared for

DEPUTY FOR COMMAND AND MANAGEMENT SYSTEMS
ELECTRONIC SYSTEMS DIVISION

HANSCOM AIR FORCE BASE,

MA 01731




LECAL NOTICE

When U.S. Covernment drawings, specifications or other data are used for any
purpose other than a definitely related government procurement operation, the
government thereby incurs no responsibility nor any obligation whatsoever; and
the fact that the government may have formulated, furnished, or in any way sup-
plied the said drawings, specifications, or other data is not to be regarded by
implication or otherwise as in any manner licensing the holder or any other person
or conveying any rights or permission to manufacture, use, or sell any patented
invention that may in any way be related thereto.

OTHER NOTICES

Do not return this copy. Retain or destroy.

This technical report has been reviewed and is approved for publication.

Yt £ S 2L 12

WILLIAM R. PRICE, Captain, USAF RO R. SCHELL, Lt Colonel, USAF
Techniques Engineering Division ADF System Security Program Manager

FOR THE COMMANDER

JA ((4/\-4: }‘. ;;.ijwc&_,

FRANK J. EMMA, Colonel, USAF
Director, Computer Systems Engineering
Deputy for Command & Management Systems




UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE (When Data Entered)

REPORT DOCUMENTATION PAGE

READ INSTRUCTIONS
BEFORE COMPLETING FORM

1. REPORT NUMBER 2. GOVT

ESD-TR-77-14l

ACCESSION NO.| 3. RECIPIENT’S CATALOG NUMBER

4. TITLE (and Subtitle)
VALIDATION OF THE
PROTECTED DMS SPECIFICATIONS

S. TYPE OF REPORT & PERIOD COVERED

6. PERFORMING ORG. REPORT NUMBER

7. AUTHOR(s)
Cillian Kirkby
Michael Grohn

8. CONTRACT OR GRANT NUMBER(S)

F19628-76-C-0025

9. PERFORMING ORGANIZATION NAME AND ADDRESS

I.P. Sharp Associates Limited

. PROGRAM ELEMENT, PROJECT, TASK
AREA & WORK UNIT NUMBERS

Ottawa, Canada PE 62702F Project 2801
11, CONTROLLING OFFICE NAME AND ADDRESS 12. REPORT DATE

Deputy for Command and Management Systems April 1977

Electronic Systems Division T3. NUMBER OF PAGES

Hanscom AFB, MA 01731 124
14. MONITORING AGENCY NAME & ADDRESS(if different from Controlling Office) 1S. SECURITY CLASS. (of this report)

UNCLASSIFIED
1Sa. DECL ASSIFICATION. DOWNGRADING =

SCHEDULE

N/A

16. DISTRIBUTION STATEMENT (of this Report)

Approved for public release; distribution unlimited.

DISTRIBUTION STATEMENT (of the ebstrect entered in Block 20, {f different from Report)

SUPPLEMENTARY NOTES

KEY WORDS (Continue on reverse side if necessery end identify by block number)

mathematical, validation, Parnas, specifications, security, military,
relational, data management, verification, certification

20. ABSTRACT (Continue on reverse side if necessery and fdentify by block number)
A mathematical validation of the formal specifications of the security-related
functions of a secure (military sense) relational data management system is
presented. The validation technique is described, and a sample set of Parnas-
like specifications with all associated validation sheets are included.

DD , 2%, 1473  eoiTion oF 1 NOV 65 1s OBSOLETE

UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE (When Date Entered)




UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE(When Data Entered)

UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE(When Data Entered)




Table of Contents

Page

I ENTRODUGCTTIGON: = m o ® # m @ ® @ & & & @ @ @ & & & @& % & & 3
II VALIDATION TECHNIQUE. . « @« « o o o & o o & o & & o « & 4
2.1 Objective. 5 S @ R R BEE W B 9 e B R s S BB 4

22 ERVAXSEntS &5 @ om e o Bom @ m @@ 4 & o T oy B R 5

2.3 Case Tables. 6

LII DESIGN' FUNDAMENTALS <« @& @ @ @ o @ to o ‘e 5 e 6 & e w0 0 @ & 7
B:d: OEFEEEE. » 5 v o9 w B B 8 moP & @ @ 7

3.2 Protection Level Assignment. . . . . . . . . . . . . 9

3:83 Objcct AEEETS: @ @ o @ B @6 % B E N AW 53 L5 e 11

il SUDTEEES x w w50 e e e @ i e . e 0 @ @ W@ se . B s e s 12

IV: 'RROOE ‘OF TNVARIANTS & i @ @ & % @ 2 & % i & 4 ¢« 4% & & 3 & 13

4.1 Minimum K=level. . . ¢ ¢ v v ¢« o o o« o « o o o o o 13
4.2 Open Table . . . ¢« ¢ ¢ « v v ¢ v o o o o o o o e o« 16
4.3 Identification . . « ¢ ¢ v ¢ ¢ o o e o e e e o o o 19

V¢ JUSTETEFLCATTION OF PROTEETION' v & @ & # @ @ & @ & = & % & 3 21

5.1 Non-discretionary Policy . . . « « ¢ « ¢ ¢ « « « o . 21
5.2 Tranguility Peineiple. « o o« o « w w o n o o @ o & s 23
5.3 Discretionary Authorization. . . . . . . . . . . . . 25

APPENDIX I O=BUNCIITON: iCASES, . w o f jov = o & o0 as o 4e & e @ @ 27

APPENDIX II RESULTS OF THE VALIDATION . . . . . . . . . . . . 121

REEERENCES & A &6 9 @ & 66 8 &0 & 8 & & 58 2.8 8 & &2 o5 & a 1524




List of Tables

Table Number

81 Protection Level Assignment.
4.1 Table of Identification Data
Shadl Discretionary Authorization Relevant to

Each O-function.

A l.l Table of O-function Categories

Byerdig 1 Problems with the Specification.

Page

10

20

26

28

122



I INTRODUCTION

The purpose of this report is to prove mathematically that
the specifications of the primitives of the protected DMS [1]
correctly embody the protection principles designated by the
mathematical model [2].

The validation technique is described, and the detailed

validation of a representative sample of O-functions is included

as an appendix.




II VALIDATION TECHNIQUE

Objective

The objective of the validation is to prove that the accesses
of objects by subjects (in the secure DMS), which are formally
specified in appendix IV of reference (1], do in fact conform to
the axioms of the mathematical model.

These axioms are taken from section VI of reference [2], and
are expressed using the notation and variables of the specifica-
tions. In addition, " >Z“ means "security level dominance", and
"5‘3" means "integrity level dominance". Let SV and IV be the
security and integrity levels, respectively, of variable V. MV
is the permission matrix associated with variable V. CUR SEC and
CUR_INT are the current security and integrity levels, respective-

ly, of the subject of interest. Then the model axioms are:

(i) Direct Disclosure (Simple Security)
Subject observes V=> CUR SEC >= S
(1ii) 1Indirect Disclosure
Subject modifies V= CUR_SEC CKS S,
(iii) Direct Modification
Subject modifies V = CUR _INT >xi L
(iv) Indirect "Contamination"
Subject observes V = CUR_INT G<i I

(v) Trangquility Principle

A) CUR_SEC and CUR_INT are constant
for any subject; and



B) SV and IV are constant for any
variable V.
(vi) Discretionary Access Control

Subject accesses V = (Subject,access) ¢ Mv'

Essentially, the validation consists of proofs based on the
inspection of specification statements, invariants, and case
table results. Arguments of reasonableness are used in the
determination of an O-function's cases, and to justify discre-
tionary access control.

The mathematical notation and semantics used in the
validation are those of the formal specifications, and are
described in §B of appendix III of reference [1]. The flow of
the validation is maintained by the use of clear English state-

ments.

Invariants

Invariants are general "relations", or conditions involving
variables of the specification which hold true between O-function
invocations (i.e. between system states). They are proved
inductively by showing that each O-function preserves each
invariant [3]. The proofs involve inspection of the effects

section of the relevant O-functions.



Case Tables

The purpose of the case tables is to identify the object
accesses in all cases of the specified O-functions. Each case is
defined by a distinct relationship among function inputs, and
presents the protection levels of all variables observed and
modified.

An inspection of a case table will prove that the protection
level of each modified variable dominates the levels of all
observed variables. Certain lemmas may be required to clearly
justify the dominance relationship, and these are proved by
invariants or the TRUE/FALSE value of exception conditions. 1In
subsection 5.2 it is explained that this relationship ensures the
satisfaction of non-discretionary requirements.

The set of all security-related O-functions is partitioned
in such a way that each class of the partition consists of
O-functions which possess analogous case tables. That is, input
parameters, the number and type of accesses (observe or modify),

and their levels are the same. Then the case tables of only

certain representatives from each class are included in this report,

in appendix I.



IITI DESIGN FUNDAMENTALS

The specification language was structured to facilitate the
validation of the design. The semantics of the symbols used in
the specifications most relevant to validation are summarized in

this section.

Objects

Variables in the specifications represent the hidden kernel
entities, directories, sign-on lists and the component entities
of data base and user working area objects. Variables correspond
to model objects since each possesses an identifier, a protection
level, and a value.

The identifier of a variable is constructed in such a way as
to indicate the characteristics of the design entity it
represents, such as:

(i) user, kernel or data base environment
(W, K or D);
(ii) the data type of the entity;
(iii) its owner (creator);
(iv) its name (for use in W) ;
(v) the kind of compound object of which
it is a part (e.g. string, program,
relation) ; and

(vi) its protection level.

The identifiers of variables isolated on a user basis

(working area and kernel) do not include owner or level




information, since they are "owned" by the current user, and
their levels are stored in other variables. Their name is a

mnemonic suggesting their role in the design.



Protection Level Assignment

Table 3.1 1lists the protection levels which are assigned to
the variables in the specifications.

The mathematical model explicitly gives the levels of the
data base variables. Directories and sign-on lists are assigned
the level of their contents. The level of a component entity of a
data base object is taken to be the level component of its
identifier.

Variables in the user's working area will assume the user's
current (SIGNON) level. This is because they may be both
observed and modified by the user.

In the hidden kernel area, certain variables contain data
describing the current user, or his activities. Since the user
set this data (by parameters) it will be assigned his current
level. These variables are indicated in table 3.1 by level
"K_CUR_LEVEL". The reserve table reflects successful
reservation requests. The space quota gives the current session
space resources of the user. The levels of the accumulator and
temporaries reflect past "level" parameters. The current time is
included to guarantee its correctness.

The levels of the accumulator and temporaries are set equal
to the contents of K LACC and K LX (Y and Z too) respectively,
since that is their purpose.

The open table is a five dimensional boolean array, which is
partitioned according to the level dimension. That is, the level
of each part of the open table is the level of the objects identified
in that part, unless that level is strictly dominated by K_CUR_LEVEL.

In that case the level of such a part is taken to be K CUR _LEVEL

[cuf. §4.,11].




Variable Identifier Level
Database (multi-level)
directory D D(level) level
sign-on list b @llevel) level
exact size D E(o,n,t,1) 1
format D F(o,n,t,1) -
history D H(o,n,t,1) 1
permission matrix D M(o,n,t,1) 1
open list D_Ofoym;&,1) i
reserve queue D R(o,n,t,1) gl
values D vV(o,n,t,1) 1
maximum size D (o fate1) 1
Kernel (isolated)
current user level K CUR LEVEL K CUR LEVEL

current
current
session
reserve

user identifier

time
space quota
table

open table
accumulator level

accumulator contents

accumulator format
accumulator values
level of temporary
temporary contents
temporary format
temporary values

Working area (isolated)

return code

relation value table

relation format

Table 3.1

K _CUR_ID
K _CUR TIME
K _CUR_QTA
K_RESERVE
K_OPEN
K_LACC
K_IACC
K_FACC

. K_VACC

K_LX,
K_ 1%,
K FX,
K_VX

W_CODE
W_Vname
W_Fname

K _CUR _LEVEL
K _CUR _LEVEL
K CUR_LEVEL
K _CUR LEVEL
K CUR _LEVEL
K_CUR_LEVEL
K LACC
K_LACC
K_LACC
K_CUR_LEVEL
K_LX

K LX

K_LX

K_CUR_LEVEL
K_CUR_LEVEL
K_CUR_LEVEL

1
OR K _OPEN [level]

Protection Level Assignment

L The dominating level is assigned to each part of the open

table.

2
Y and Z temporaries as well.

10



Object Access

The accessing of objects is represented in the specifications
by usage of a variable's identifier. An observe access is
represented by a variable's appearance in a V-function derivation,
an exception condition, or on the right-hand side of the "arrow"
(«) in an assignment statement in an effects section. A
modification access is represented by the appearance of a variable

on the left-hand side of the "arrow" in an assignment statement.

11



.4

Subjects

A subject is a process associated with each O-function
invocation, whose sole purpose is to have the capability
(authorization) to perform the observations and modifications
required by the effects of the O-function.

When an O-function is invoked, one subject sets the return
code (W _CODE) and the levels of the accumulator (K_LACC) and
temporaries (K LX, K LY and K LZ). The level of this subject is
K CUR LEVEL [c.f. table 3.1]. Another subject performs all
other modifications. An inspection of the case tables in
appendix I will reveal that these modifications are all either at
level "1v" (a parameter) or level "LA" (level of the accumulator),
except for SIGNON, SIGNOFF and MOVE. Therefore the level of the
second subject is established as that level.

Since the three exceptions are functions which perform
multi-level observations and modifications, they are restricted
to be performed by "trusted" processes such as the user control

process (UCP) and the data base administrator (DBA).

12



IV PROOF OF INVARIANTS

Minimum K-level

4.1.1 Invariant
K _LACC »?K_CUR_LEVEL
and

K Lx > K_CUR_LEVEL, for x = X,Y,Z.

The levels of the kernel accumulator and temporaries always

dominate the current user's level (K_CUR_LEVEL).

4.1.2 Requirement
This invariant ensures that parameter data (which is at
level K CUR LEVEL) is never found in a kernel entity at a

strictly dominated level (prohibits "write-downs").

4,1.3 Proof
An inspection of the case tables in appendix I will reveal

that K LACC is set by the following primitives:

(1) DKD, DKQ, LIST DOWN, and WKB;

An inspection of their specifications will
reveal that the level K LACC effect is:

K_LACC « K_CUR_LEVEL
(ii) DKE, DKH, DKM, DKR, DKV, and DKZ;

An inspection of their specifications will
reveal that the level K LACC effect is:

18



K _LACC « LEV IF LEV > K_CUR LEVEL ELSE K _CUR LEVEL

where LEV is the level parameter

Clearly, these assignments result in the relation:
K _LACC > K_CUR_LEVEL
(iii) ASSIGN
The level effect statement is:
K _LACC « K Lsource IF source ¢ {ACC,X,Y,Z}.

An inspection of the case tables will reveal
that only the ASSIGN primitive modifies the
temporaries X, Y and Z. The function of
ASSIGN is such that data can be assigned to
temporaries from two sources only:

- the kernel accumulator; or
- a working area (W) value.

In the first case:
K_Lx >» K CUR LEVEL, x ¢ {X,Y,2},

by the conclusions of (i) and (ii), since
K Lx was in K_LACC once.

In the second case, K Lx is not modified, so
the invariant is not affected. Therefore,
K_LACC » K_CUR LEVEL if

source ¢ {X,Y,3}.

If source = ACC, there is no change in K_LACG
and the invariant is unaffected.

If source ¢ {ACC,X,Y,2}, then K _LACC is not
changed, so the invariant is unaffected.

Note that the assignment of a working area
value will occur only when the data conforms
to the format data in the kernel, prohibiting
assignment of values only to null kernel
entities. Therefore, the levels of the
kernel entities will dominate the values by
the above arguments.

14



(1v) SIGNOFF
The effect statements:

K_LACC, K _Lx - # , x e {X,Y,2}
K_CUR_LEVEL - §

trivially satisfy the invariant.




4.2 Open Table

4.2.1 Invariant
Subscript a variable by t to indicate its value in the

system state at time t. Then:

K_OPENt(owner,name,type,level,access) = TRUE
———————b
K_OPENt_l(owner,name,type,level,access) = TRUE
OR
(K_CUR ID,access) & D_Mt_l(owner,name,type,level)
OR

K _CUR _ID = owner

If an object has some access granted to it in a user's open
table, then it was there in the preceeding system state, or it
was authorized in the object's permission matrix in the

preceeding state (when OPEN was requested).

4.2.2 Requirement

This invariant assures that the discretionary authorization

mechanisms function correctly.

16



4.2.3 Proof

An inspection of the case tables in appendix I reveals that
only O APPEND, O DELETE and SIGNOFF modify K OPEN. Effects
statements in O _DELETE and SIGNOFF set the K_OPEN entry of
interest to FALSE, so only O APPEND is relevant to this invariant.

There are two possibilities:

(i) O_APPEND was invoked at time (t-1),
producing the system state at time t;

or (ii) O _APPEND was not invoked at time (t-1).

Suppose O_APPEND was not invoked at time (t-1). 1If
K_OPEN (owner,name, type,level,access) = TRUE at time t, then it
must be TRUE at time (t-1) as well, since K_OPEN is not modified
in this case.

Otherwise, suppose O APPEND was invoked at time (t-1). If
the open table entry of interest is TRUE at time (t-1), then
O _APPEND will return exception code "DO", and the entry will
remain unchanged to time t.

If the entry is FALSE at time (t-1) and TRUE at time t, then
exception ND = FALSE. That is, by the derivation of the ND

exception:

~(K_CUR_ID # owner) A (4x(K_CUR_ID,X) ¢ D_Mt_l(id))

(K_CUR _ID = owner) Vv (dx(K_CUR _ID,x) e D_Mt_l(id))

Effect [1] of O APPEND states:

K _OPEN (Access_set_0(id))= TRUE

¥y




Access_set O returns the set of tuples S:

s = {(id,x) : (OWN = K_CUR _ID) v (K_CUR_ID,x) e D_M,__,(id)}
by the derivation of the Access_set O and Aith O
Vv-functions. The "access" in the invariant is

one of these x's, since these are the accesses
authorized.

18



Identification

4.3.1 Invariant

D V(id) e K_Vx and D F(id) ¢ K _Fx

>

K Ix = id, for x = ACC,X,Y,Z.

At all times the identifiers (i.e. K_IACC, K IX, K _IY, K _IZ)
of the contents of the kernel accumulator and temporaries are a

correct indication of the identity of their contents.

4.3.2 Requirement
This invariant is required for discretionary authorization,
to ensure that data cannot masquerade when being presented to a

user (KWA) or copied to the data base (KD...).

4.3.3 Proof

An inspection of the case tables in appendix I will reveal
that K_IACC is modified by the O-functions in table 4.1. An
inspeetien of the K IACC effect 1h each Eunction specification
(included in table 4.1) will reveal that it is appropriate for

the function.

Since only ASSIGN affects the temporaries, they contain only
data previously in the accumulator. Assigning a user working
area value to the values component of the accumulator or a

temporary does not affect its identity.

19




Primitive

DKD
DKQ

LIST DOWN
DKC
ASSIGN
WKB

SIGNOFF

Identification Effect

K_IACC « (K _CUR _ID,'D','R',lv,'V')

K_TACE + (K _CUR _ID;'Q’ 5" R 19" %)

K_IACC « (K_CUR ID,DEF NAME,'R',K CUR LEVEL,'V')
K _IBEC « (idsC) » € & {BH;MR,¥V,2)}

K _Ita¥get « K_Isource IF sourece ¢« {ACC,X,Y,%2}
K_IAcC « (K_CUR ID,n,'S',K _CUR LEVEL,'V')

K_IACC <« §

Table 4.1 Table of Identification Data

20



V JUSTIFICATION OF PROTECTION

Non-discretionary Policy

The secure DMS has been designed in such a way that there is
no modification access without an observation access, and vice
versa.

An O-function execution involves two subjects: One executes
at the single level of the data being modified, and performs all
effects except the setting of W CODE, K_LACC, K LX, K LY and
K LZ. (This is “"Subjeet 2* in appendix IL.) ThH& other subjeet
executes at the user's current level (K _CUR_LEVEL), and sets them
(*Subjact 1%) .

Therefore, the first four (non-discretionary) model axioms
fc.f. § 2.1] are maintained by the specifications if it can be
proved that for each O-function, the level of the modified
variables dominates the levels of all observed variables, for
each subject. This follows from the definition of protection
levels and protection dominance [2].

The representative sample of case tables in appendix I do
indeed prove that this is true for every O-function except
SIGNON, SIGNOFF and MOVE.

Since the three exceptions violate the axioms, each must be
executed by a special process, "trusted" to perform its
function correctly. The user control process (UCP) executes

SIGNON and SIGNOFF in response to a human user's request. MOVE

may be invoked only by the data base administrator's process.




These "trusted" processes are required to execute at the
system-high protection level, and therefore maintain at least
the simple security [c.f. § 2.1] and indirect "contamination"

axioms.

22



5.2 Trangquility Principle
It is assumed that the protection levels of the subjects
performing the O-function effects remain constant.
Variables in the user working area are tranquil for the
following reasons:
(1) they are completely isolated from
other users; and
(ii) their level, K_CUR_LEVEL (by
definition), is modified only by

SIGNON (initialized) and SIGNOFF
(purged) .

In the data base, the protection level of an object is a
parameter of the access (by the structure of identifiers
[c.f. 8 3.1]). Each different level parameter indicates a
different object is to be accessed. Additionally, the design
allows no movement of identifiers from one directory to another.
Isolation of the kernel working area, and the constancy of
K CUR_LEVEL ensure that the following kernel entities maintain a

constant protection level:

K_CUR _LEVEL, K _CUR_ID, K CUR QTA,
K_CUR_TIME, K_OPEN, K RESERVE,

i EAGGy K _EN; ® N, & IE.

However, the level of the contents of the accumulator or a
temporary may be changed by various O-functions. This apparent

violation of tranquility is acceptable for the following reasons:

23



(1) an inspection of the case tables in
appendix I will reveal that every modifi-
cation of K LACC, K LX, K_LY or K_LZ has
an associated modification of K_VACC,

K VX, K VY or K VZ, respectively; and

(ii) this modification is specified by means of
an assignment statement, which requires
the previous contents of the accumulator

to be purged upon re-assignment (by
definition).

In conclusion, it is evident that the tranquility principle

of the model is maintained.

24



Discretionary Authorization

Discretionary authorization policy requires explicit
permission to have been extended before a user may access a data
base object.

The primitive function which establishes such permission is
KDM. An inspection of its specification [1] will prove its
correctness. That is, the "NO" exception ensures that there is
discretionary authorization to extend discretionary authorization.
This is made possible by defining ownership of a variable
(indicated in its identifier) to imply complete discretionary
authorization. The "IC" and "IV" exceptions ensure that the
accumulator contains the appropriate permission matrix.

The only means of transferring data base objects to the
user is by means of the KWA primitive, and the Discretionary kwa
V-function checks for appropriate authorization. The Open Table
[c.f. § 4.2] and Identification [c.f. § 4.3] invariants ensure
that the mechanisms involved in this check function correctly.

The only means of storing data in the data base is by means
of the WDV, KDM and KDV O-functions. The NO exception in each
of these functions checks for discretionary authorization.

The Open Table and Identification invariants ensure that all
data in the hidden kernel area is correctly subject to
discretionary authorization.

Table 5.1 summarizes the discretionary authorization
mechanisms in the O-functions, leading to the conclusion that the

discretionary authorization model axiom is maintained.

25



Primitive Discretionary Primitive Discretionary
Authorization Authorization
1. APP DIR directory is exempt DKM NO exception
2. BEL DIR directory is exempt DKQ signon list is exempt
3. REP DIR directory is exempt DKR NO exception
4, INIT ownership DKV NO exception
5. DESTROY ownership DK?Z NO exception
6. RES NO exception WKB ownership
7. REQ NO exception KDM NO exception
8. REL RS exception KDV NO exception
9. SIGNON trusted process KDZ ownership
10. SIGNOFF trusted process WDV NO exception
11. O APPEND ND exception KWA Discretionary kwa
12. O DELETE NO exception PROJECTW ownership
13. APPEND hidden SELECTW ownership
14. ASSIGN hidden APPENDW ownership
15. CONCAT hidden CROSS ownership
16. EXTRACT hidden ARITH ownership
17. SELECT hidden ASSIGNW ownership
18. PROJECT hidden SIZE ownership
19. LIST DOWN exemption APFOR ownership
20. DKD directory is exempt DIFF ownership
21. DKE NO exception MOVE directory is exempt
22. DKH NO exception

Table 5.1 Discretionary Authorization Relevant

to Each O-function

26
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A.l.l Inkroduction
This appendix contains detailed case tables [c.f. § 2.3] for
certain O-function specifications. For each such O-function the
following is included:
(i) its formal specification from appendix IV of
reference [11];
(ii) flow diagrams illustrating the cases for each of
the two subjects [c.f. § 3.4] performing the
O-function; and
(iii) its set of case tables. The purpose of each case
table is to prove that the level of each modified
variable dominates the levels of all variables

observed in that case.

The security related primitives are the only ones requiring
certification, and these may be categorized according to analogous
case tables. The case tables for a representative sample of
O-functions is included in this appendix. The sample consists of
at least one O-function from each category (subsection A.1.3).

Three primitive functions break some of the rules of the
"strict" protection policy, but they are essential for computerized
data management. These are SIGNON, SIGNOFF and MOVE, and their case

tables are found in subsection A.1l.4.
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A.l1.2 Notation Used in Case Tables

The symbols and mnemonics used in the case tables are taken
from the formal specifications, and are described in appendicies
III and IV of reference [11].

Additionally, the following abbreviations are used:

abbreviation meaning

W - User's current protection level (K_CUR_LEVEL)
LA - Level of the kernel accumulator

LX - Level of a kernel temporary

Ll [ L2 - The dominant level of Ll and L2

L, L L2 - The dominated level of Ll and L2

id{LEV] - The level component of the identifier

LEV - An abbreviation for id[LEV]

ACC - Kernel accumulator

UcCPp - User Controller Process
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A.l1.3 The Sample Validations

The set of all security-related O-functions are categorized

below according to analogous case tables.

Those whose case

tables are found in this section are so indicated.

Category

1. Directory manipulation

2. Object existence

3. Object reservation

4. Access authorization

5. Accumulator
manipulation

6. Transfer to
accumulator

7. Transfer to data base

8. Working area

9. Access DMS

10. Data base
administrator

Case Tables
Included

APP_DIR
INIT

REQ
O_APPEND

APPEND, CONCAT

DKD, DKE

KDM, KDV, KDZ

KWA

SIGNON, SIGNOFF

MOVE

Table A.l1l.1 Table of O-function Categories
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Not Included

DEL_DIR, REP_DIR
DESTROY

RES, REL

O_DELETE

ASSIGN,

EXTRACT, SELECT,
PROJECT, LIST_ DOWN

DKH, DKM, DKQ,
DKR, DKV, DKZ

WDV

WKB



‘uoT3Tpuod drysasquawu ay3l AJST3IeS [TIM UTRWOP
TANFT 9Yy3} UI punoj anTea Aue 3jey3z sa3edorpur a7dnl AI10309ITP 8Y3 UT }STISISe Y]

‘AT = TAAFT ¥AD ¥ 3T AINO PauiInial ST ad Spod 3IeYF S93BOTPUT ad &g YSTISISE BYL 2

g

Jo onTea sT uoT3dadxs SSTS ‘dANYL O3 Sajenyeas Nm IT Hm Jo anTea ST uoT3dadxsa :ST

3yswelels e yons uonoaucmEmm 3yl -sanTeA ISTIVI/ANYL YITM suotssazdxd [edoTboT aae
Tg sxoym ‘*g gg1a “3 a1 :wI03 ay3z jo oae ,JI, DBuTurtejuUOD SjusWS3e3S coHummome
_ B TIATT_¥ND_N
(aT)Q @ a0l M aI ¥nd A
P3T3ITPOW pue PSTITPOW SOTqeRTIeRA paaIasqQ soTqeTIeA 9Tqe3 ssoooy (9)
poAI9sSqO saTqeTIeRp
x ,UMOD-93TIM, ® DTOAY x AT = TIATT ¥0D M JI Nd +~ 3A0O_M  [Z1«
* A13us ayz puaddy 4 (z7“3‘u’ @I ¥D M) n | 4 » (aT)a a (1]
¥+ "uddx, JO SOT3URWAS 8Yy3l S9ATH [Z] 309339 eyl 930N & 309339
i Apeoaate axsy3z sT Aajud F(AT)A a4 > (x‘3°u’@I_¥nd M) _ :ad«
% dn-a31am e aq 3snu puaddy « TIATT ¥ND A K AT €iqy
x buTjeuTwop AT30TI3S IO 0OI3Z 4 ?ﬁm*ANHV A (AT = 2T) FSTd 0 = 2T 4TI FSTIVd H"mH
¥ "3saAT3 zZT as3sweaed jo A3TTebaT YooYd « uo13daoxs

2T o0aoz T19Ad3T ‘3 adA3 ‘u sueu ‘AT T[3A9T

sadA3 x93sweaed

M *,AT, 3® uoTjea3lsThax 309(qo ue s,3T 3T 0 # 2T (TT) *
- {A13us buturyep s,309fqo ue s,3T JT 0 = 2T (T) ¥
% :ax9ym ‘Ax03091Tp 9seq ejep B 03 o91dny e puaddvy «

(zT3‘uU’AT)¥IQ dd¥ UoT3IdUNI-O (V)

T Gay 20 TESTH

31




APP_DIR

START

Subject 1
(at level W)

W CODE <« IN W _CODE < DD

Subject 2
(at level 1lv)

END

Append END
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PRIMITIVE: APP_DIR CASE: 1 SUBJECT: 1

CONDITIONS: IR
Register attempted at level not strictly dominated
by that of the definition entry.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : lv, n, t, 1z W W_CODE W
CONSTANTS : 0, IR Unclass
VvarimBIES: T
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W
PRIMITIVE: APP DIR CASE: 2 SUBJECT: 1

CONDITIONS: (~IR) A IL
Directory level does not strictly dominate the user's
current level.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: 1y, t, 1z il W_CODE W
[consmants: o g Unclass

VARIABIES:

K_CUR_LEVEL

HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

Ll

_




PRIMITIVE: APP DIR CASE: 3 SUBJECT: 1

CONDITIONS: (~IR) A (~IL) A (W=lv) A DD
The directory entry already exists.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: 1lv, n, t, 1lz 1) W_CODE W
R S S S ¥ e i
CONSTANTS 0, DD Unclass
[VARIABIES: K_CUR LEVEL | W |

D D(1lv) lv=

K_CUR_ID W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

PRIMITIVE: APP_DIR CASE : 4 SUBJECT: 1

CONDITIONS: (~IR) A (~IL) A (W=1lv) A (~DD)
No exceptions.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : I Hip &5 12 W W_CODE W
CONSTANTS: O, DN |1 Unclass
VARLADIES: K _CUR_LEVEL W

D _D(1lv) lv=

K_CUR_ID W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | 1
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PRIMITIVE: APP DIR CASE 1. SUBJECT: 2
CONDITIONS: (~IR) A (~IL) A (~DD)
No exceptions
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS :
=Seeeaeliee NG Dy 8 12 W D D (1lv) lv
CONSTANTS : O,_D_N_ Unclass
VARIRBLES: K CUR_LEVEL W
K_CUR_ID W
B B {L) lv
HIGHEST LEVEL OBSERVED: 1lv LOWEST LEVEL MODIFIED: 1v
LEMMA: v 7 W
PROOF ¢ Rl
35
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s START

Subject 1

(at level W) W _CODE « IL

END

END

W_CODE « DE

- END

v W_CODE & Bb

END

W _CODE * DN I W _CODE +« SZ

START

END END

END

Subject 2

(at level 1lv) END

END

s Ny
Initialize Adjust
object with K _CUR QTA
zero size Initialize

G .,




PRIMITIVE: INIT CASE: 1 SUBJECT: 1
CONDITIONS: 711,
Level of object to be initialized does not
dominate user's current level.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: 1)
n,t,1lv,s W_CODE W
consTanTs: | Unclass |
IL
——————————————————————————————— -1————————
VARIABIES
K_CUR _LEVEL W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | w
PRIMITIVE: INIT CASE: 2 SUBJECT: 1
CONDITIONS: (~IL) A (W=1lv) A DE :
Object is not defined in the directory, and
the object level equals the user's current level.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
n,t,lv,s W_CODE W
consTaNTS: Unclass
ZERO, DE
[variaBES: [T 777
K CUR _LEVEL W
K_CUR_ID W
D D(1v) lv=W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W
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PRIMITIVE: INIT CASE: 3 SUBJECT: 1

The object has been previously initialized

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W

n;t, Iv,s W_CODE W
}— ———————————————————————————————————————
CONSTANTS : Unclass

ZERO, DD
VARIABIES: |77

K _CUR_LEVEL W

K_CUR_ID W

D D(1lv) lv=W

D-E (id) lv=W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: E

PRIMITIVE: INIT CASE: 4 SUBJECT: 1

CONDITIONS: (~IL) A (W=lv) A (~DE) A (~DD) A SZ
The requested size exceeds user's current quota

OBSERVED LEVEL MODIFIED LEVEL
ke et N Y H W_CODE W
constanTs: i Unclass

ZERO, SZ
ERMETRSY R CHR TEVEL W

K_CUR_ID W

D D(1lv) lv=wW

D E(id) lv=w

K_CUR_QTA W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | g
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PRIMITIVE: INIT CASE: 5 SUBJECT: 1

CONDITIONS: (~IL) A (W=1lv) A (~DE) A (~DD) A (~S2)
No exceptions.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: p,t,lv,s " W_CODE W
[CONSTANTS:  gpRo, g, on | Unclass |
varimBIES: |

K_CUR_LEVEL W

K_CUR_ID W

D D(1lv) 1lv=w

D E(id) 1lv=w

K_CUR_QTA W

K_CUR_TIME W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | y

PRIMITIVE: INIT CASE : 6 SUBJECT: 1
CONDITIONS:  (~IL) A (W#lv) '

The object is initialized at a strictly

dominating level.

OBSERVED LEVEL MODIFIED LEVEL

ARAMETERS :

RebalL T n,t,lv,s % w3
‘consTanTs: I Unclass _
L e R SR R i
VARIABLES :

K_CUR_LEVEL W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | W

3 . ’ T ’ .

Note that this is the "null" modification, that is, W_CODE
is set in such a way that it signals that "1lv strictly
dominates K_CUR_LEVEL", by ~IL.
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PRIMITIVE: INIT CASE: il SUBJECT: 2
CONDITIONS: (~IL) A (~DE) A (~DD) A (~SZ) A (W=1lv)
No exceptions. Initialize object at user's
current level.
OBSERVED ILEVEL MODIFIED LEVEL
PARAMETERS : W "
= n,t,lv,s D E(id) lv=W
D H(id) lv=W
________________________________________ D z(id) lv=W
CONSTANTS : Unclass K_CUR _QTA W
ZERO, @, DN
VARIABLES: ¥ CUR_LEVEL W
K_CUR_ID W
D D(1lv) lv=W
D E(id) lv=w
K_CUR_QTA W
K_CUR_TIME W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W
CONDITIONS : (~IL) A (~DE) A (~DD) A (~S2) A (W#lv)
No exceptions. 1Initialize object at level
strictly dominating user's current level,
giving it zero size.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : 1% ]
) o o (7 A3 D E(id) 1v
D H(id) 1lv
________________________________________ D z(id) lv
CONSTANTS : Unclass -
ZERO, @, DN
VARIABIES: . _____ [ ~T77°°
A K_CUR_LEVEL W
K_CUR _ID W
D D(1lv) 1v
D_E(lv) 1v
K_CUR_QTA
K_CUR_TIME W
HIGHEST LEVEL OBSERVED: 1v LOWEST LEVEL MODIFIED: | 1v
Lemma: 1lv> W
Proof: ~IL 41
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REQ

START

Subject 1

(at level W)

W _CODE <« RS

END

I W_CODE <« DN W_CODE +« DL

END
END

I START

Subject 2

(at level W)

WAIT
UNTIL
AVAILABLE

15

RESERVE
OBJECT

END




5

PRIMITIVE: REQ CASE: 1 SUBJECT: 1
CONDITIONS: NO
Object is not open.
OBSERVED ILEVEL MODIFIED LEVEL
PARRMETERS: , . ¢ » W_CODE W
[consTtanTs: T Unclass |
RSRV, NO
VARIPBIES®: K_CUR_LEVEL W
K_OPEN W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W
PRIMITIVE: REQ CASE: 2 SUBJECT: 1
CONDITIONS: (~NO) A RS
User already has object reserved.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS :
— - o,n,t = W_CODE W
[consTanTS:  [i Unclass
RSRV, RS
[VARIABIES: _ . [ o
————" K_CUR_LEVEL We
K_OPEN W
K_RESERVE W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

44

Note that reservation is restricted to a user's current level.




PRIMITIVE: REQ CASE: 3 SUBJECT: 1
CONDITIONS: (~NO) A (~RS) A DL
Object is reserved by another user, and to queue for
it would risk deadlock.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
— __o,n,t : W_CODE W
constanTs: ] Unclass |
RSRV, £, DL
——————————————————————————————————————— o
VARIABIES
K_CUR_LEVEL W
K_OPEN W
K_RESERVE W
D_R(id) W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W
_IBIMITIVE: REQ . CASE: 4 SUBJECT: 3
No exceptions
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: o ) ¢ o W_CODE W
consTaNTS: i Unclass
—  RSRV, @, DN
ST S SO L. SER
VARIABIES:
K_CUR_LEVEL W
K_OPEN W
K_RESERVE W
D_R(id) W
W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W




PRIMITIVE: REQ CASE 1 SUBJECT: 2

CONDITIONS: (~NO) A (~RS) A (~DL)
No exceptions. Reserve object on behalf of user.

OBSERVED LEVEL MODIFIED
PARAMETERS : W
o,n,t K_RESERVE
STANTS : ;
CONSTANTS: RSRV, @, DN Unelarsl DRy
VARIABIES:
K_CUR_LEVEL W
K_OPEN W
K_RESERVE W
D R(id) W
K CUR_ID W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED:
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O_APPEND

START

Subject 1
(at level W)

W_CODE <« NE

END
W_CODE « DN | |W_copE « npD START
END END
Subject 2

(at level WIid[LEV])

N
K_OPEN (id, access) Add user to D O (id)
= TRUE Update K_OPEN
END END
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PRIMITIVE: O APPEND CASE: 1 SUBJECT: 1

CONDITIONS: TL
User's current level and object level are incomparable.

OBSERVED LEVEL MODIFIED LEVEL

PARAMETERS: . o w W_CODE W
[CONSTANTS: T Unclass |

T
_______________________________ RO
VARIABLES

K_CUR_LEVEL W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

PRIMITIVE: ( APPEND CASE: > SUBJECT: 1

CONDITIONS: (~IL) A (W % LEV) A DO
Object is open already.

OBSERVED LEVEL MODIFIED LEVEL

PARAMETERS : | W
S W_COLE W
consTaNTS: i Unclass

DO
| vaRTtABLES: [T OTTTT
VARIADLES! ¥ CUR_LEVEL W

K_OPEN[LEV] LEV

HIGHEST LEVEL OBSERVED:

LOWEST LEVEL MODIFIED: W




PRIMITIVE: o APPEND CASE: 3

CONDITIONS:(~IL) A (W Y LEV) A (~DO) A NE

Non-existent object

SUBJECT: 1

OBSERVED LEVEL MODIFIED LEVEL

PARAMETERS: id W W_CODE W
consTanTs: |1 Unclass | -
variaBIES: | ]

K_CUR_LEVEL W

K_OPEN[ LEV] LEV

D E(id) LEV
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | W

PRIMITIVE: o pppENDp CASE: 4 SUBJECT:
CONDITIONS: (. 71,) A (W » LEV) A (~DO) A (~NE) A ND
User has no discretionary authorization.
OBSERVED LEVEL MODIFIED LEVEL

PARAMETERS : W
— 1id W_CODE W
[consTanTs: [ Unclass

ND
R e

K_CUR _LEVEL W

K_OPEN[LEV] LEV

D_E(id) LEV

K_CUR _ID W

D_M(id) LEV
HIGHEST LEVEL OBSERVED: " LOWEST LEVEL MODIFIED: -
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PRIMITIVE: O_APPEND CASE: 5 SUBJECT: 1
CONDITIONS: (~yL) A (W > LEV) A (~DO) A (~NE) A (~ND)
No exceptions.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id W_CODE W
[CONSTANTS: ApCY, EXPM, RDHS, RDPM|Unclass
RDSZ, RETR, RSRV, STOR
DN
[vAaRIABIES: . . I
K_CUR LEVEL W
K_OPEN[ LEV] LEV
D_E (id) LEV
K_CUR_ID W
D_M(id) LEV
HIGHEST LEVEL OBSERVED: " LOWEST LEVEL MODIFIED: W
PRIMITIVE: O_APPEND CASE: 1 SUBJECT: 2
CONDITIONS: (~IL) A (~DO) A &NE) A (~ND) A (LEV A W)
No exceptions for a strictly dominated object.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id K_OPEN W
CONSTANTS : APCY, EXPM, RDHS, Unclass
RDPM, RDSZ, RETR, RSRV, STOR, DN
VARIABIES: [T TTT7T
K_CUR_LEVEL W
K_OPEN[ LEV] LEV
D_E(id) LEV
K_CUR_ID W
D_M(id) LEV
HIGHEST LEVEL OBSERVED: i LOWEST LEVEL MODIFIED: %
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PRIMITIVE: o APPEND

CASE

CONDITIONS: (~IL) A (~DO) A (~NE)

No exceptions. Level of object being opened
dominates user's current level.

2

SUBJECT:

A (~ND) A (LEV’®W)

OBSERVED LEVEL MODIFIED LEVEL

PARAMETERS : W

id D_0(id) LEV
ONSTANTS : 1
CONSTANIS* ApCY, EXPM, RDHS, elees
RDPM, RDSZ, RETR, RSRV, STOR, DN K_OPEN[LEV] LEV
VARIABIES:

K_CUR_LEVEL W

K OPEN[LEV] LEV

D_E (id) LEV

K CUR_ID W

D_M(id) LEV
HIGHEST LEVEL OBSERVED: LEV |LOWEST LEVEL MODIFIED: LEV
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APPEND

Subject 1

(at level W)

W _CODE « IL

END

W_CODE * IT

END

| w_cobe « 1cC

END

W_CODE <« DN | W _CODE « IV

END END

END

Subject 2

N Y

(at level LA)

END

APPEND
TO K_VACC

END
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PRIMITIVE: APPEND CASE: 1 SUBJECT: 1
CONDITIONS: (xt) e {X,Y,2}) A (W> LA) A IL
xt is a kernel temporary. However, its level
is not dominated by the accumulator level.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
xt (name of temporary) W_CODE W
ConsTanTs: T Unclass |
IL
variaBIES: |7
K_CUR_LEVEL W
K_LACC W
K _Lxt %)
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | .
LEMMA: LA =W
PROOF: W » LA and Minimum K-level Invariant [c.f. § 4.11].
PRIMITIVE: APPEND CASE: 2A SUBJECT: 1
CONDITIONS: (xt ¢ {X,Y,2}) A (W = LA) A (~IL) A IT
APPEND cannot be used with strings.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
xt (temporary) W_CODE W
‘consTanTs: [t Unclass
S, T
variaBIES: [ 7
K_CUR_LEVEL W
K_LACC W
K _Lxt W
K_IACC LA = W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | W




PRIMITIVE: APPEND CASE: 2B SUBJECT: 1

CONDITIONS: (xt ¢ {X,Y¥,Z}) A (W = LA) A (~IL) A IT
xt is a value in the user's working area.
Attempted to append this to a string in the

accumulator.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: w

xt (value) W_CODE W
CONSTANTS: Unclass |
- el
VaRIABIES: | 7" 7

K_CUR_LEVEL W

K_LACC W

K_IACC LA=W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED:

PRIMITIVE: APPEND CASE: 3A SUBJECT: 1

CONDITIONS: (xt € X, ¥,2 § A (M= 3R} & IL) A CIT) * 1C
xt is a kernel temporary. The domains of
xt do not conform to those in the accumulator.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : 1

xt (temporary) W_CODE W
‘consTanTs: [ Unclass

e e e e e e  — o — o -

VARIABIES:
K_CUR_LEVEL W
K _LACC W
K_Lxt w
K_IACC LA=W
K_Fxt LX
K _FACC X
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

IEMMA: LX = W
PROOF: (~IL) = LA >LX
W= LA= W LX 58



PRIMITIVE: APPEND

CONDITIONS:

(xt ¢ {X,YIZ}) A

CASE:

(W =

3B

LA) A

(~IL) A
xt is a user working area value which does
not conform to the accumulator contents.

SUBJECT: 1

(~IT) A IC

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W

xt (value W _CODE W
consTanTs: % Unclass |

'DTYRPE" ,'S" ,IC
variaBIES: |77

K_CUR _LEVEL W

K_LACC W

K _IACC LA=W

K_FACC W

K_Fxt W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | W

PRIMITIVE: APPEND CASE: 4A SUBJECT: 1
CONDITIONS: (xt ¢ {X,Y,Z}) A~ (W= LA) A (~IL) A (~IT) A (~IC) A IV

Xt is a temporary, and appending its tuples

to the accumulator would result in duplicate keys.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : 1Y

xt (temporary) W _CODE 1
consTanTS: N Unclass

'DNAME', 'DTYPE'

'WIDTH','ROLE','S',6IV

MR By %.GUR EEVEL W

K_LACC W

K Lxt W

K_IACC LA=W

K_Fxt LA=W

K_FACC LA=W

K Vxt LX=W

K—VACC LA=W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | y

See Case 3A for Subject 1
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(xt ¢ {X,Y,2}) A~ (W

PRIMITIVE: APPEND CASE : 4B SUBJECT: 1
CONDITIONS: (xt ¢ {x,Y,2}) & = LA) A (~IL) A (~IC) A IV
xt is a user working area value, but appending
it to the accumulator would produce dulicate keys.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : ]
xt(value W_CODE W
[CONSTANTS:  \yamg', 'DrypE' | Unclass |
'"WIDTH','ROLE','S',IV
VARIABIES: K CUR LEVEL | W |
K_LACC W
K_IACC =W
K_Fxt W
K_FACC LA=W
K_Vxt W
K_VACC LA=
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | o
PRIMITIVE: APPEND CASE: 5A SUBJECT: 1

CONDITIONS: = LA) A (~IL) A (~IT) A (~IC) A (~IV)
Xt is a temporary, and there are no exceptions.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
xt W_CODE W
CONSTANTS Unclass
'DNAME', 'DTYPE'
'WIDTH','ROLE','S',DN
VARIABIES K CUR_LEVEL W
R LACC W
K_IACC LA=W
K _Lxt W
K Fxt LA=
K_FACC =W
K Vxt LX=W
K VACC LA=
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W




PRIMITIVE: APPEND CASE: 5B SUBJECT: 1

CONDITIONS: (Xt ¢ X,Y,Z2 ) A (W =LA) A (~IL) A (~IT) A (~IC) A (~IV)

xt is a user working area value, and
there are no exceptions.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W

xt (value) W_CODE 1Y
CONSTANTS : ' DNAME ] . DTYPE ] . Unclass

'WIDTH','ROLE','S',DN

VARIABLES : K _CUR_LEVEL W
S K_LACC W
K_IACC =W
K_Fxt W
K_FACC LA=
K vxt W
K_VACC LA=
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | y

PRIMITIVE: APPEND CASE: 6 SUBJECT: 1

CONDITIONS: W > LA

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W 9
xt W
consTants: [ Unclass
variaBIES: | "
K _CUR_LEVEL W
K_LACC W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

The "null" return code is at level W.
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PRIMITIVE: APPEND

CONDITIONS: (ZE & 162,20 &

(~IL) ~

xt is a temporary.

OBSERVED

CASE : 1A

SUBJECT: 2

(~IT) & (~I1C) » =EV)

LEVEL MODIFIED LEVEL
PARAMETERS : W
xt (temporary) K _VACC LA
constants: T Unclass |
—  'DNAME','DTYPE'
'"WIDTH','ROLE','S’',DN
VARIABIES: K CUR LEVEL | W |
K_LACC W
K_Lxt W
K_IACC LA
K_Fxt LX
K_FACC LA
K_Vxt LA
K VACC LA
HIGHEST LEVEL OBSERVED: LA LOWEST LEVEL MODIFIED: | 1
LEMMA: LA > W LEMMA: LA > LX
PROOF: Minimum K-level Invariant PROOF: ~IL
[é.&: § 417
PRIMITIVE:  APPEND CASE: 1B SUBJECT: 2
CONDITIONS: (xt ¢ X,¥,2 ) A (~IL) A (~IT) A (~IC) A (~IV)
xt is a user working area value.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
xt (value) K_VACC LA
FE Ty T — oty
'DNAME', 'DTYPE’,
'"WIDTH','ROLE','S',DN
VARIABIES: K CUR LEVEL | § W
K_LACC W
K_IACC LA
W_Fxt W
K_FACC LA
W_Vxt W
K_VACC LA
HIGHEST LEVEL OBSERVED: LA LOWEST LEVEL MODIFIED: | LA

LEMMA: LA > W

PROOF: Minimum K-level Invariant
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START

CONCAT
Subject 1
(at level W)
W_CODE « IL
END
W_CODE « IV |
END
| w_copE « DN W_CODE < ND
END END
START
Subject 2

(at level LA)

Temporary to
Accumulator

Concatenate ‘ <:£££:>

END
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PRIMITIVE: CONCAT CASE: 1 SUBJECT: 1

CONDITIONS: (W > LA) A~ IL
Level of temporary is not dominated
by the level of the accumulator.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : 1)

X (temporary) W_CODE W
[consTANTS: Unclass |

IL
[variaBIES: | T

K_CUR_LEVEL W

K_LACC W

K_Lx W
HIGHEST LEVEL OBSERVED: w LOWEST LEVEL MODIFIED: W

LEMMA: LA=W
PROOF: W >~ LA .
LA Y W by Minimum K-level Invariant [c.f. § 4.1]

PRIMITIVE: CONCAT CASE : 2 SUBJECT: 1

CONDITIONS: (W = LA) A (~IL) A IV
Accumulator and temporary do not
bot contain strings.

OBSERVED LEVEL MODIFIED LEVEL
Ll B »
X W_CODE W
‘consTaNTS: i Unclass
Iv
________________________________________ =
VARIABIES:
K_CUR_LEVEL W
K_LACC W
K Lx W
K_IACC LA=W
K_Ix LX
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | o
LEMMA: LX = W
PROOF: LA % LX By ~IL=>W Y LX
LX @ W By Minimum K-level Invariant
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PRIMITIVE: CONCAT CASE : 3 w: 1
CONDITIONS: (W= LA) A (~IL) A (~IV) A ND
There are no new fields in the
string to be concatenated.
OBSERVED LEVEL MODIFIED LEVEL
RAMETERS : 1
PRRAETER & W_CODE W
[ConsTanTs: | Unclass |
'DNAME' ,ND
VaRTABiES: K COR LEVEL T3
K_LACC W
K_Lx W
K_IACC LA=W
K_Ix LX
K_FACC =W
K_Fx LX
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | W
LEMMA: ILX =W
PROOF: W = LA and LA » LX By ~IL=W > LX
LX > W By Minimum K-level Invariant [c.f. § 4.1]
PRIMITIVE: CONCAT CASE : 4 SUBJECT: 1
CONDITIONS: (W = LA) A (~IL) A (~IV) A (~ND)
No exceptions.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
S - W_CODE W
consTANTS: |1 Unclass
'DNAME' ,DN
VARIABLES: K CUR_LEVEL W )
K_LACC W
K Lx W
K_IACC =W
K Ix LX
K_FACC =W
K_Fx LX
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | W

LX =W By LEMMA in Case 3.
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PRIMITIVE:

CONDITIONS:

CONCAT

(W 3 LA)

CASE: 5

SUBJECT: 1

User's current level does not dominate accumulator.

67

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: W

X W
"CONSTANTS: | Unclass |
variaBIES: |

K_CUR_LEVEL W

K_LACC W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

PRIMITIVE: CONCAT CASE : 1 SUBJECT: 2

No exceptions.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
- X K_FACC LA

K_VACC LA

coNsTANTS: Unclass

'DNAME' ,DN
VARIABIES: K CUR_LEVEL W

K_LACC W

K Lx 1%

K_IACC LA

K _Ix LX

K_FACC LA

K Fx LX
HIGHEST LEVEL OBSERVED: LA LOWEST LEVEL MODIFIED: LA

LEMMA: LX Y W LEMMA: LA )@ LX
PROOF: Minimum K-level Invariant PROOF: ~IL
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DKD

Subject 1

(at level W)

W CODE <« DN

W _CODE « IL

END

B BECE == W W_CODE <« NF
END
START
Subject 2

(at level W)

Copy directory
to accumulator

("enp

69

END

END




PRIMITIVE: DKD

CONDITIONS: IL

CASE : 1

User's current level does
dominate the directory level.

SUBJECT: 1

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : ]
o 1y W_CODE W
‘consTANTS: | Unclass |

IL
vartaBIES: | 77

K_CUR_LEVEL W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: |

PRIMITIVE: DKD CASE : 2 SUBJECT: 1
CONDITIONS: (~IL) A NF

No directory exists at level 1lv.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W

1v W_CODE W
TconsTanTs: i Unclass

g, NF
———————————————————————————————— o ce iy e S
VARIABIES:

D D(1lv) 1v
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: |

LEMMA: W ¥ lv
PROOF: ~IL
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PRIMITIVE: DKD CASE: 3 SUBJECT: 1;

CONDITIONS: (~IL) A (~NF)
No exceptions.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: W
1v W_CODE W
K_LACC W
CONSTANTS: ¢,l,2,3,4, IOWNERI : Unclass

'NAME', 'TYPE','LEVEL',USE WIDTH
MAX NAME,LEV WIDTH,'R',6'V',6 DN

I e X e el e L R Ny —————

VARIABILES
D_D(lv) lv
K_CUR _ID W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

LEMMA: W > 1lv
PROOF: ~IL

PRIMITIVE: DKD CASE : 1 SUBJECT: 2
CONDITIONS: (~IL) A (~NF)

No exceptions. Copy directory into accumulator.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
1v K_FACC LA
_ K_IACC LA
CNsTNTS: T TTTTTTTTTTTTTN Gnetass | K_VACC LA

VARIABIES:
D D(1v) 1v
K_CUR_ID W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | 1
LEMMA: W » 1v LEMMA : LA =W
PROOF : ~IL PROOF: Effect(1l] of

specification
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DKE

START

K_IACC « W Subject 1
(at level W)
LK_LACC < LEV " o v
END
! W CODE +« DN | I W _CODE <« NO
END END

START

Subject 2

(at level W[ LEV) ned

Copy the exact
size component
to accumulator




PRIMITIVE: DKE

CONDITIONS : W LEV

CASE : 1

SUBJECT: 1

Level of object strictly dominates

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : %)
id K_LACC W
consTANTS: |t Unclass |
VARIABIES: |77
K_CUR_LEVEL W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W
PRIMITIVE: DKE CASE : 2 SUBJECT: 1
CONDITIONS: (W » LEV) A NO
Object has not been opened.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id K_LACC W
_____________________________ e— W_CODE W
CONSTANTS Unclass
NO, FALSE
VARIABIES: | -
K_CUR _LEVEL W
K_OPEN[LEV] W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | w
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PRIMITIVE :

CONDITIONS:

DKE CASE

(W > LEV) A (~NO)
No exceptions.

3 3

SUBJECT: 1

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: ]
= 14 K_LACC W

W_CODE W

‘consTanTs: | Unclass |

DN ,FALSE
varIaBIES: |

K _CUR_LEVEL W

K_OPEN[LEV] W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

PRIMITIVE: DKE CASE : 1 SUBJECT: 2
CONDITIONS: NO A (W > LEV)

Dominated object is not open.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W ‘

id W
[ consTanTs: N Unclass

FALSE
[vartaBIES: [T

K_OPEN[LEV] W

K_CUR_LEVEL W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W




PRIMITIVE: DKE CASE

CONDITIONS: yo A (W >fLEV)

s 2

SUBJECT: 2

Strictly dominating object is not open.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id K_FACC LEV
_____ K_IACC LEV
CONSTANTS : Unclass K_VACC LEV
¢ ,FALSE
[varIABIES: i
K_CUR_LEVEL W
K_OPEN[LEV] LEV
HIGHEST LEVEL OBSERVED: LEV LOWEST LEVEL MODIFIED: | RV
LEMMA: LEV Y W
PROOF: Minimum K-level Invariant
PRIMITIVE: DKE CASE : 3 SUBJECT: 2
CONDITIONS: ~NO
Object is open, no exception.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id K_FACC Wl LEV
K_IACC W[ LEV
ConsmanTs: i Unclass | F—VACC LR
FALSE,'EXACT','I’,
__SIz WIDTH,'E'_ _________ | ___
VARIABLES:
K_CUR LEVEL W
K_QPEN[LEV] Wl LEV
HIGHEST LEVEL OBSERVED: Wl LEV LOWEST LEVEL MODIFIED: | w[ LEV
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START

KDM

END

BEbFesE -1 W_CODE + NO

(at level W)

W_CODE « IC

W_CODE + IV

W_CODE < DN |w_copE « sz | .

END

END

Subject 2

(at level LEV)
REPLACE Sup

D _M(id)

END
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PRIMITIVE: KDM CASE: 1 SUBJECT: il

CONDITIONS: IL
Accumulator is not at proper level (W).

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W

id W_CODE W
CONSTANTS: 77T Unclass |

BE
varIABIES: 07T

K _CUR LEVEL W

K LACC W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

PRIMITIVE: KDM CASE: 2 SUBJECT: 1

CONDITIONS: (~IL) A NO A (W = LEV)
Dominated object is not open.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W

id W_CODE W
[constanTs: i Unclass

NO
VARIABIES: | 77

K_CUR _LEVEL W

K_LACC W

K_OPEN[LEV] W
HIGHEST LEVEL OBSERVED: LOWEST LEVEL MODIFIED:

9




PRIMITIVE:

CONDITIONS:

KbM

(~IL) A (W =

CASE: 3

LEV) A (~NO) A IC

SUBJECT: ]

The accumulator does not contain
the object's permission matrix.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W

id W_CODE W
[consTAaNTS: Unclass |

IC
[variaBies: T

K_CUR_LEVEL W

K_LACC W

K_QPEN[LEV] W

K_IACC W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | .

PRIMITIVE: KDM CASE: 4 SUBJECT: 1
CONDITIONS : (~IL) A (W = LEV) A (~NO) A (~IC) A 1V

Format of accumulator contents is inappropriate.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: | W
== W_CODE W
CONSTANTS: 0,1,'T','L','M',IV, |Unclass

'USER','VISIBLE',USE_WIDTH

(vARIABIES: | 77

K_CUR _LEVEL W

K_LACC W

K_OPEN[LEV] W

K_IACC W

K_FACC W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: %
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PRIMITIVE: KDM CASE 5 SUBJECT: 1

CONDITIONS: (~IL) A (W= LEV) A (~NO) A (~IC) A (~IV) A SZ
This permission matrix would cause the
maximum size of this object to be exceeded.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id W_CODE 1%
TS 2 Unclass
%S_T;AN_-_ o,l,lIl,lLl,lMl ,SZ
'USER','VISIBLE',USE_WIDTH
VARIABILES:
K_CUR _LEVEL W
K_LACC W
K_OPEN[LEV] LA
K_IACC LA
K_FACC LA
D F(id) LEV=W
D_Vv(id) LEV=W
D_z(id) LEV=W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W

LEMMA: LA =W
PROOF : (~IL) A (W = LEV)
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PRIMITIVE: KDM CASE 6 SUBJECT: 1
CONDITIONS : (~IL) A (~NO) A (~IC) A (~IV) A (~SZ) A (W = LEV)
No exceptions.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id W__CODE W
: Unclass
_C_O_N_S_E_A_N_T_S_ 0,1"I|,|L|’IM|’DN nec
'USER','VISIBLE' »USE_WIDTH
VARIABLES :
K_CUR_LEVEL W
K_LACC W
K_OPEN[LEV] W
K_IACC W
K_FACC W
D _F(id) LEV=W
D _V(id) LEV=W
b % (id) LEV=W
K_CUR_TIME W
D_H(id) LEV=W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W
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PRIMITIVE: KDM CASE 1 SUBJECT: 2
CONDITIONS: (~IL) A (~NO) A (~IC) A (~IV) A (~8S2)
No exception.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS: W
id D M(id) LEV
D E(id) LEV
D H(id) LEV
CONSTANTS : O,l,'I' ,'L' ,'M' Unclass (=
'USER','VISIBLE', USE_WIDTH
VARIABIES:
K CUR _LEVEL W
K LACC W
K OPEN[LEV] LEV
K_IACC LEV
K FACC LEV
D_F(id) LEV
D_v(id) LEV
D zZ(id) LEV
K_CUR_TIME W
D H(id) LEV
IGHES VEL OBSER R 3
H T LE SERVED LEV LOWEST LEVEL MODIFIED LEV

LEMMA: LEV>” W

PROOF: ~NO => K OPEN(id,EXPM) = TRUE
The derivation of the Access_set O and Auth O
V-functions in O APPEND complete the proof.
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START
KDV
N P—— —_Y— ——— —
P ‘\\ | W_CODE « IL
|\‘__- h--_-‘
Subject 1 [ NO
2
(at level W) N
5 e O _W_CODE_« NO |
P o B |
= - ‘_ﬂmi
| END )
. L Bk Y e
- - w _CODE « IC
| _ e
J (Enp )
| W_CODE « DN ' W_CODE + S2

e .T_._ == e ih

Subject 2

Replace Format
and Values in (at level LEV)
Data Base




PRIMITIVE: KDV CASE: 1 SUBJECT: 1

CONDITIONS: IL
Accumulator level is not equal to ‘object level.

: OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id W_CODE W
[consTanTS: Unclass |
IL
_______________________________ | TIPSR
VARIABIES
K_LACC W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: W
PRIMITIVE: KDV CASE: 2 SUBJECT: 1

CONDITIONS: (~IL) A (W # LEV)
Object being replaced is at
a strictly dominating level.

OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W

ia W
‘consTanTs: [t Unclass

e e o n —— —— ——— o — i —— —— — — — b — — —————

VARIABIES:
K_CUR_LEVEL W
K_LACC W
HIGHEST LEVEL OBSERVED: W LOWEST LEVEL MODIFIED: | W
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PRIMITIVE: KDV CASE: 3 SUBJECT: 1
CONDITIONS: (“‘IL) A (W = LEV) A NO
Object is not open with STOR access.
OBSERVED LEVEL MODIFIED LEVEL
PARAMETERS : W
id W_CODE W
consTanTs: T Unclass |
STOR,NO
variaBres: | 77
K_LACC W
K_CUR_LEVEL W
K_OPEN[LEV] W
HIGHEST LEVEL OBSERVED: <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>