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EVALUATION

The value and significance of this work is that it presents a full
spectrum analysis of performance assessment techniques for the digital
DCS derived from the DCA requirements base. Three promising techniques
are strongly recommended for further development and verification under
the development phase of this contract. These are: (1) Adaptive channel
estimation; (2) Digital hybrid (sequential/signature) fault detection/
isolation; and (3) irending for prediction. Outputs of this development
effort will be applied to the ESD ATEC prediction program and related

DCA/DCS System Control requirements.

This effort supports thrust R4A "Network Management Control",
Subthrust "System Control and TPO IV", "Communications for Command and

Control”.

C\honfaa .
CHARLES N. MEYER
Project Engineer
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SECTION I
INTRODUCTION 5

GIE Sylvania, Eastern Division, is pleased to sulmit this final report
for the Automated Performance Monitoring and Assessment for DCS Digital Sys-
tems Program (also referred to as the Wideband Digital CPMAS Study). This :
study was performed for the Rome Air Development Center under Contract
F30602-76-C-0433 during the six (6) month period November, 1976 to April, 1977.
The analyses, results, and concﬁs;_ﬁns contained herein are in accordance with
the objectives of the Statement of Work tasks and address the requirements,
benefits, altermatives, and implementation of CPMAS for DCS digital trans-
mission systems.

The Wideband Digital CPMAS study program is outlined in Figure 1-1.
During the study DCS Digital Transmission System equipments and system re-
quirements were analyzed to determine wideband digital CPMAS requirements.
Based upon these CPMAS requirements, design alternatives for the Wideband
Digital CPMAS were defined and evaluated to derive a recommended CPMAS approach.
Results of the study included: (1) Recammendations for inclusion in the ATEC
speéification, (2) A feasibility evaluation/demonstration plan for evaluating
selected portions of the recammended CPMAS approach, and (3) recommendations
for autamated technical control related research and development programs.

Technical discussions, approaches, alternatives, and recommendations for
wideband digital CPMAS are presented in this report. In order to clearly pre-
sent these results, this report is organized as follows:

a. Section 1 - Introduction
b. Section 2 - Study Summary
Cc. Section 3 - Presents the Digital Transmission System Model that was used

T R L

as a framework for CPMAS analyses.
d. Section 4 - Discusses the DCS digital transmission system requirements
and the resultant CPMAS requirements.

-l
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e. Section 5 - Describes and evaluates design altermatives for the
wideband digital CPMAS.

_ f. Section 6 - Describes technical control man-machine interface

1 results including nodal control displays

g. Section 7 - Presents the recommended wideband digital CPMAS
approach which is based upon the analysis and conclusions of this
study.

h. Section 8 - Describes the recommendations that can be incor-
porated directly into the ATEC Performance Specification.

i. Section 9 - Describes the wideband digital CPMAS feasibility/
demonstration plan for the CPMAS Option Phase.

j. Section 10 - Summarizes the recommended research and development
programs for Automated Technical Control.

k. BApperdices A through G - Detailed analyses and/or reference data
used in this study.

Bl i L b i dan tcccs
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SECTION 2
STUDY SUMMARY

This section summarizes the results of the CPMAS Study Phase.
Background for the CPMAS program is briefly reviewed in Section 2.1.
Sections 2.2 through 2.8 summarize the major topics of the CPMAS Study.
These major topics include:

(1) DCS Digital Transmission System

(2) CPMAS Requirements

(3) CPMAS Alternatives and Their Evaluation

(4) Technical Control Man-Machine Interface for CPMAS

(5) Recammended CPMAS Approach

(6) CPMAS Feasibility Demonstration Plan for the CPMAS Option Phase
(7) Recommended ATEC Research and Development Areas.

2.1 Background

Evolution of the Department of Defense (DOD) Cammumnications from
analog systems through a hybrid (analog/digital) configuration to an all-
digital posture is a transitional process which is expected to span the
next two decades. Planning and development of effective technical control
capabilities to efficiently manage cammmications resources is underway
at this time. The constantly changing Defense Communications System (DCS)
configuration, particularly the replacement of, or additions to the current
Frequency Division Multiplex (FOM) network by digital systems, demand that
R&D be acconplished to develop the technology to provide a responsive,
autamated, digital tech control capability.

The analog Defense Communications System (DCS) is evolving toward a
hybrid analog/digital system. Subscribers are presently using their
access circuits to transmit digital data, in quasi analog form, at data
rates as high as 9600 bps. System upgrades have been approved, e.g.,
Frankfurt-Koenigstuhl-Vaihingen (FKV) and Digital European Backbone (DEB)
segments of the Defense Cammnications System in Europe, that will replace
the FDM equipments with Pulse Code Modulation (PCM) and Time Division
Multiplex (TDM) equipments and introduce new microwave radio (MW) equipment,

such as is planned under the Digital Radio and Multiplexer acquisiton (DRAMA
3
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at selected terminals. Those upgrades will result in digital, as well

as analog, signals in the technical control area. Therefore, to be
responsive to the monitoring and performance assessment requirements of
this iiminent hybrid DCS, including its all-digital segments, the Automated
Performance Monitoring and Assessment for DCS Digital Systems (CPMAS) Study
was undertaken by GIE Sylvania under contract to Rome Air Development
Center, Griffiss Air Force Base, New York.

2.2 DCS Digital Transmission System

The digital transmission equipment which makes up the digital portions
of the DCS includes the DRAMA radio and multiplex equipment, Digital
Applique Unit (DAU)/FM radio equipment, Frankfurt-Koenigstuhl-Vaihingen (FKV)
radio and multiplex equipment, satellite terminal interface equipment,
encryption equipment and the group data modem.

A digital transmission system model was designed to provide a framework
for CPMAS analyses and designs. The digital transmission system model is
based upon the planned DCS digital transmission system for Europe,
government documents describing DCS digital transmission plans (e.g., DCEC
TR 12-76, DCEC TR 3-74) and the Autamated Technical Control System
Description. The model provides a digital transmission system which
includes a nodal control area, a large nodal station, terminal and repeater
stations, a satellite terminal interface and several radio system alterna-
tives. The model is sized to ensure that CPMAS designs can meet all
requirements placed upon them when they are applied to any portion of the
DCS Digital Transmission System. The model includes multi-link routes and
various terminations (e.g., 4 kHz (PM derived), asychronous digital
channels, digital groups, and 16 kb/s digital subchannels).

The digital transmission system model shown in Figure 2-1 is a nodal
area model which includes the different network characteristics and station
types encountered in the planned DCS digital transmission system. Figure
2-2 is a diagram of the multi-link subnetwork which is used to make up the
Nodal Area/network model. Shown specifically is the DRAMA configuration.
The CPMAS study considered the DRAMA, DAU/FM, and FKV radio configurations.
Four of these subnetworks are included in the nodal area model of Figure 2-1,
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to provide a model which will ensure that CPMAS deisgns meet the requirements
placed upon them when applied to the DCS digital transmission system.

In the nodal area model of Figure 2-1, a nodal area of responsibility is
defined by a dashed line. This particular nodal area, which is the responsi-
bility of nodal control, has sixteen stations. The quantity of each station
type in the nodal area is given in Table 2-1.

The digital transmission system model includes three different types of
radio systems, namely the DRAMA-type digital radio, the FM radio with Digital
Applique Unit and the FKV radio. The multiplex and encryption equipments are
the same for both the DRAMA and FM/DAU radio systems since each radio can
accept the same mission bit stream bit rate. These radio systems can trans-
mit/receive two 12.9-megabit-per-second bit (Mb/s) streams.

The FKV system uses the T1/4000 second level Multiplexer, CY/104 first
level (PCM) Multiplexers, and T1WBl Digital Multiplexers. The FKV radio
baseband signal is limited to 12.6 Mb/s and cannot directly replace all
radios in the transmission system model. Camparative analyses (Section 7)
for the FKV radio systems perfommed in the study adjusted radio and multiplex
quantities to achieve a fair camparison of the FKV, DRAMA and FM/DAU radio
systems.

The nodal area model contains 15 links and 4 interface links which
teminate at another nodal area. The resulting number of radios within the
nodal area model is 34. Sensitivity analyses were performed for nodal area
radio quantities up to 128 radios. The ATEC System Description specifies
a maximum of 64 links for a nodal area which implies a maximum of 128 radios.

The satellite terminal interface is a planned cable interface to the
satellite terminal station. The satellite terminal interface multiplexers
include the DRAMA first level multiplexer and the AN/GSC-24 second level
multiplexer. A microwave radio link interface to the satellite temminal is
also possible and would be identical to the terrestrial radio links already
included in the transmission system model.

Many of the CPMAS design characteristics were evaluated using the
digital transmission system model summarized here, however, it is essential
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Quantity of Stations in
_Station Type Nodal Area Model

Nodal Station 1
[ Terminal Stations 7
i Repeater Stations 5
' Branching Repeater Stations 3

Total 16 i

' 3057-77€

i TABLE 2-1. NODAL AREA MODEL STATION QUANTITIES i

PARAMETER RANGE

QUANTITY OF STATIONS
IN NODAL AREA 3TO 16 3

QUANTITY OF RADIOS ‘
IN NODAL AREA 3TO 128

3 QUANTITY OF RADIOS
AT ASTATION 1-16

PERCENT OF GROUPS
TERMINATED WITH MUX 0- 100%

TYPE OF RADIO DRAMA/DAU/FM/FKV

TABLE 2-2. MODEL SENSITIVITY PARAMETER SUMMARY
8
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to evaluate certain CPMAS characteristics at extreme transmission system
parameter values. Table 2-2 summarizes model sensitivity parameters and

ranges which were used in the CPMAS study.
2.3 CPMAS Requirements

DCS requirements provide the means to assess various CPMAS configurations,
place requirements upon the CPMAS functions, and arrive at an optimal CPMAS
system.

DCS availability and perfomance requirements are presented and
discussed in Section 4.1. Presented are the preliminary performance
objectives for the DCS (per DCEC TR 3-74) and the updated performance
objectives (per DCEC TR 12-76). A discussion of the digroup and data/VF
channel availability requirements relates the digital transmission equip-
ment to the DCS availability requirements.

In Section 4.2, the effects of employing various degrees of CPMAS
upon the digroup and data/VF channel availability was analyzed. It was
found that the availability of a digroup exceeds the DCS requirements for
all CPMAS configurations.

However, even when performance assessment and autamated fault detection/
isolation are employed, the data VF cahnnel availability does not meet the
DCS requirements. When a method of increasing the radio MIBF (of which trend
analysis is one means) is added, the availability then meets or exceeds the
DCS requirements. The above analysis assumes transmission equipment that
meets DRAMA specifications. The effect of monitoring less than the DRAMA
specified alarms is discussed and its effect upon data/VF channel availability

presented.

Tables 2-3 and 2-4 present the results of the availability analysis
fram which the above conclusions were based. As shown in the tables, the
unavailability is presented as a percentage of the DCS requirement. Thus,
while availabilities greater than 100% do not meet the requirements of the
DCS. Natupally, the smaller the unavailability, the better the performance

of the CPMAS configuration.
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Fram Table 2-3 it is shown that for all CPMAS configurations, the di-
group availability exceeds the DCS requirements. In addition, the CPMAS ocon-
figurations investigated resulted in up to a 35% (91%-56%) of specification
reduction in the digroup unavailability.

Table 2-4 shows the data/NVF channel unavailability as shown in this
table using autamated fault detection/isolation and performance assessment
will not result in the channel unavailability meeting the DCS requirements.
Including a trend analysis technique capable of predicting 20% of radio
failures would then result in exceeding the DCS requirements. Thus, it can
be concluded that trend analysis is one method of meeting the DCS requirements.
Other methods would be improved maintenance procedures or improved equip-
ment reliability. The assumptions and methodology used to calculate the di-
group and data/VF channel unavailabilities are discussed in detail in Appendix B.

The availability analysis was used to arrive at recammendations for the
CPMAS functions. Recamendations for performance assessment, fault
detection/isolation, trend analysis, and corrective actions were made.

These reconmendations will enable the DCS to meet or exceed the updated
performance and availability requirements. Some of these recammendations can
be incorpordated directly into the ATEC specification, while others contain
an element of risk and should be tested during the option phase of this
contract.

2.4 CPMAS Alternatives

During the conduct of the CPMAS Study contract, a series of alternatives
were defined and evaluated with recammended implementation approaches

selected. This section sumarizes the four major functions that were 1
analyzed, namely: ]

(1) Performance Assessment .
(2) Trend Analysis i
(3) Fault Detection and Isolation and
(4) Telemetry

5
.
2.4.1 Performance Assessment Alternatives %i

An equipment failure analysis was performed in order to assess the :

usefulness of measuring a particular parameter and to evaluate performance

assessment and trend analysis techniques. This analysis consisted of two
12




investigations: a fault cause/effect investigation and a failure rate
investigation. The fault cause/effect investigation purpose was to
determine which faults occur in the multiplexer, radio, and the propagation
media; what symptams these faults would have; and what performance

related parameters would be affected. The purpose of the failure rate
investigation was to provide a quantitative estimate of the failure rates
of the various modules of the DRAMA radio. These failure rates can then
be used to assess the benefits of measuring digital transmission system
parameters.

Techniques for performance assessment are discussed, as is the method
by which a recamended performance assessment approach was selected. Table
2-5 summarizes the selection process of the digital radio performance
assessment technique. Each technique was rated fram zero to ten (with ten
the best) for its ability to satisfy each of the selection criteria. These
ratings were used to evaluate a figure of merit for each technique. It was
found that channel estimation is the best single performance assessment
technique. Also, channel estimation plus DRAMA BITE is the best cambined
approach and is more cost effective than channel estimation alone. For
partial response systems, it is recommended that format violation be
used in addition to channel estimation and DRAMA BITE.

Format violations and DRAMA BITE contain virtually no risk and, thus,
no further testing of these techniques is required. The channel estimation
technique contains sufficient risk to make it desirable to perform on-site
testing during the option phase of the contract.

2.4.2 Trend Analysis Alternatives

The results of an analysis showing the effect of trend analysis upon
equipment availability is discussed. It is shown that failure prediction
can greatly increase the equipment mean time between failures. Parameters
to be used for trending and the parameter selection process are discussed.
Table 2-6 sumarizes the results of the trend analysis parameter selection
process. The parameters recammended for trending are transmitted signal
power, signal-to-distortion ratio, and signal-to-noise ratio.

13
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i Five techniques for trending are presented and discussed. These
i techniques are existing approaches that are applicable to trending

; parameters of a digital transmission system. The process used to recammend
a trend analysis technique is presented and discussed. Table 2-7
sunmarizes the results of the trend analysis technique selection process.

i Exponential smoothing and direct smoothing were the best CPMAS trend '
E analysis techniques with each receiving about the same figure of merit. {
£ Exponential smoothing is the recommended trend analysis technique. :

' The trend analysis CPMAS function has sufficient risk to warrant
on-site testing. This testing will attempt to verify the prediction

3 capability of the reconmended parameters as well as the trending capability
of exponential smoothing. This testing should be performed during the
option phase of this contract.

i e e i i i

2.4.3 Fault Detection/Isolation r

i In the DCS the autamation of the fault detection/isolation process

3 will furnish the technical controller with rapid and accurate resolution of
faults and provide the controller with the information necessary to

effect repair and restoral of service more efficiently.

The presence of equipment failures or faults in the DCS is evidenced t
by the generation of binary alarms and the crossing of critical thresholds
by analog and counted parameters. At times, alarms of a sympathetic nature
L will occur in non-faulted equipments as a result of their connection to ‘
| faulted equipment. The fault detection and isolation algorithms process ’
this alarmm data to yield the description and location of the faulted
] equipment as well as the location of the fault.

] The fault analysis technique utilized to provide the desired information
and meet the speed and accuracy requirements must be amenable to the J
characteristics of the DCS. Same of the specific features that must be
i addressed include:

1. The large number of equipments/sites in the DCS and the associated
alarm and monitor parameter database;

2. The diverse nature of the nodal areas, stations, and equipments
that campose the DCS;
16
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3. The possible occurrence of multiple independent faults within an
area of nodal responsibility;

4. The sympathetic alarming of non-faulted equipments at many sites
which could be remotely located from the faulted site;

5. The constantly ewvolving characterization of the DCS and the
equipments that compose it.
Finally, the techniques employed in optimizing the fault detection/
isolation process to these needs and atributes must be practical in terms
of hardware and software camplexity and size.

There are two general techniques for processing the input data to
arrive at the desired conclusion, sequential and parallel processing.
Sequential processing involves making decisions on each item of data and
utilizing the results of many decisions to arrive at a conclusion. An
example of sequential processing is a tree approach where the logical
decisions made define a path through the tree to the desired conclusion.
The second approach, parallel processing, involves transforming and
carbining many data items into a single cbservation which is directly
associated with the desired conclusion. An example of parallel processing
is a signature approach where several binary alarms are cambined in a
binary signature which in turn defines a conclusion.

Examination of the attributes of each technique in light of the
requirements and constraints of the DCS lead to recammendation of a
hybrid sequential/signature approach to fault analysis. In this approach
faults are detected and isolated down to an equipment level in a sequential
manner and signatures are utilized for the equipment alarms to further
fault isolate the equipments. The sequence of actions required is shown
in Figure 2-3.

In order to deal with multiple faults within a nodal area, algorithms
to assess the severity of alarms related to individual stations and to
utilize that assessment, in conjunction with station location, to prioritize
and queue the work for the fault isolation algorithm have been recammended.

18
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OCCURRENCE OF FAULY SYMPTOM

(1

INITIAL DETECTION OF FAULT

3

GATHER + FORMAT FAULT DATA

TRANSMIT DATA VIA
TELEMETRY CHANNEL

y

30 SECS. MAX.

DATA SUCCESSFULLY NO REQUEST
RECEIVED AT NODE? RETRANSMISSION

¢ YES

BLRD LIMITS

ASSESS FAULT SEVERITY
AND FORM AND ENQUEUE
FAULT MESSAGE

!

INFORM NODAL CONTROL
OF ALARM CONDITION

2 MIN. MAX,

!

AWAIT TURN IN FAULT
ISOLATION WORK QUEUE

1

PERFORM FAULT ISOLATION

r

INFORM CONTROLLER OF
FAULT ISOLATION

FIGURE 2-3. FAULT DETECTION/ISOLATION SBQUENCE
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The problem of sympathetic alarms in the fault isolation process is
dealt with by utilization of correlation jumps contingent on the identified
' signature definition to direct fault analysis to the faulted equipment.
Upon resolution of faults, suppression of alarms of a sympathetic nature is
employed to eliminate superfluous processing of non-existent faults.

Utilization of signature processing at the equipment level provides for
inherent flexibility of the fault analysis approach. An additional benefit
of utilization of signatures is that amissions of errors in the definition
f of fault signatures for equipments can be corrected easily, without modi-
fications of hardware or software, through a process of supervised signature 1

learning.

The alamms required for signature analysis of faults were examined and
a set of recomended alarms, to be used in fault detection and isolation,
were specified. In particular, it is recammended that individual alarms
for loss of input/output digroups on the second level mutliplexer be
: provided to assure fault isolation to the desired equipment and likewise ﬂ
that individual alarms be provided for the input/output digital channel
ports of the first level multiplexer.

Ancillary functions of fault analysis including operator interfaces, |
resolution of inter-nodal faults, manual initiation of fault isolation and ?
learning of unresolved fault signatures are discussed and functional
descriptions given for the approaches. A functional diagram showing the
relationship of the various fault analysis sub-functions is given in
Figure 2-4.

o

The section dealing with fault analysis is concluded by examples which :
illustrate how the techniques recommended work and a summation of the
recamendations related to fault analysis. 1

2.4.4 Telemetry

The telemetry network is an integral part of the nodal area CPMAS
shown in Fiqure 2-5. The Wideband Digital CPMAS data at each of the
] stations of the nodal area is monitored by the station's Wideband Digital
Monitoring Set (WDMS) and transmitted via the Cammmications Interface Set

(CIS) and a telemetry channel to the Nodal Control Processing Subsystem
20
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(CPMAS-NCS) . The Service Channel Multiplexer provides telemetry channel
access as well as orderwire channels for Technical Control. The relationship
of the telemetry channel within the nodal area CPMAS is simply shown in
Figure 2-6. All camunications between a station and nodal control are trans-
mitted via its assigned telemetry channel.

Each telemetry channel must provide digital telemetry canmmmications
among the three major areas shown in Figure 2-7, the Measurement Acquisition
Subsystem (MAS) elements including WDMS, Station Controller Position and
Nodal Control.

The basic Wideband Digital CPMAS telemetry functions are:

1. Transmit alarm, status and performance assessment data fram the
Wideband Digital Monitoring Set (WDMS) to Nodal Control via the CIS
and Telemetry Channel.

2. Transmit alarm, status, control, reporting and display messages
between nodal control and station control via the CIS and tele-
metry channel.

3. Transmit nodal control cammands to Wideband Digital Monitoring
Set (WDMS)

4. Provide interstation control commmications via Nodal Control.

The Wideband Digital CPMAS data at WDMS is communicated to Nodal Control
(CPMAS-NCS) via the telemetry channel. The transmission time for this data
must be sufficiently small so that when added to processing delays, the
ATEC System Description requirement to display a fault to the nodal
controller within 30 seconds can be met. The time to transmit the fault
data is detemrmined by the length of the message which is a function of
coding, i.e., ASCII or Binary and the telemetry channel bit rate.

Binary coding is the form recommended for CPMAS data to be accessed
at the WDMS. ASCII coding reguires a binary to ASCII conversion process
at WDMS and the reverse conversion back to binary at the nodal control
processor. Binary coding is more campact that ASCII and thus provides more
efficient and speedier transmission of data to nodal control. The raticnale

supporting the recommendation for using binary is presented in Section 5.4.
23
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The same message coding should be used to report alarms and status i
to station control in Standalone operation. {

s The station control position commnicates with nodal control and with 1
; other station control positions via nodal control. This cammmication
which must be transmitted by the telemetry network consists of messages
between controllers and CPMAS data/fault/status displays available at

- nodal control. These messages and displays are alphanumeric in character
| and are most suited to ASCII coding. The nodal controller can assign }
fault isolation/repair responsibility to a station, i.e., station controller. :
The limited processing and storage capacity of the station control limits
its fault/status display capability. It is thus desirable to make available
to the station controller the camprehensive CPMAS data/fault/status §
displays residing in the nodal control processing subsystem. ]

J The time to transmit a display from nodal control to station ocontrol
is an important factor in the station controller's ability to accamplish ]
rapid restoral and repair. A 2400 bits/sec telemetry channel rate is *
required to meet acceptable human factor display time standards. In
addition, the Cawmmications Interface Set (CIS) must be a concentrator as 1
opposed to a multiplexer and the station control-CIS interface rate must
be 2400 bits per seocond in order to achieve acceptable nodal control
display transmission times.

Description of the Telemetry Analyses is given in Section 5.4.

1 2.5 Technical Control Man-Machine Interface

A major functional element of GPMAS is the technical oontrol man-
machine interface. The effectiveness of CPMAS depends heavily upon the
ability of the technical oontroller to access and use CPMAS data. The
nodal ocontrol position which is shown in the CPMAS system block diagram in :
Figure 2-5 interfaces directly with the nodal control processing system ;
(CPMAS-NCS) . CPMAS displays are provided at the nodal controllers' CRT/ ]
Keyboard unit and hard copy is provided by the page printer. CPMAS data
g fram all stations within the nodal area (up to 16 stations per the ATEC
System Description) is transmitted to the CPMAS-NCS processing system

26
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where fault detection/isolation and transmission network performance
assessmént is acocamplished. The results of these CPMAS processes are
displayed for the nodal controller so that he can exercise judgment and
make task assigrments to maintenance and station control personnel.

The technical control displays and display organization developed
during the CPMAS study phase were directed toward fault detection/isolation
and fault status reporting. CPMAS fault information displays are ordered
in the hierarchy, shown in Figure 2-8, which leads frum a general overview
of the nodal area status to levels of increasing detail.

The Fault Summary display, the highest display in the hierarchy,
provides an overview of the nodal area fault status. All faults in the
nodal area which have not been cleared by the nodal controller are displayed
in the fault summary display. The second level of the display hierarchy,
the fault detail display, provides fault data for a specific fault
listed in the fault sumary display. A control entry on the fault summary
display selects a fault detail display. The third and lowest level of the
hierarchy provides alarm and status data for specific elements listed in
the fault detail display. The third level display provides status for a
specific equipment, transmission path, trunk or circuit and is selected by
a ocontrol entry on the Fault Detail display.

Detail descriptions of the Nodal Control Displays are given in Section 6.

2.6 Recammended CPMAS Approach

GIE Sylvania's recommended CPMAS approach is an integrated system which
provides automated communications performance monitoring and assessment for
DCS digital transmission systems. The design of the system and the subsystem
elements is based primarily upon the ATEC System Description; the Baseline
Requirements Document (BLRD); the GIE Sylvania developed DCS digital
transmission system model; GIE Sylvania's recammended techniques for
performance assessment, trending, fault analysis, and telemetry; the various
working meetings and reviews held with RADC/DCLD, AFCS/DOYTN, USA CEEIA,

ESD, MITRE, DCA/DCEC, and GIE Sylvania personnel; and the Statement of
Work (SOW) for this study.
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The SOW idnetifies seven primary CPMAS functions. These are perfor-
mance monitoring, performance assessment, fault detection and isolation,
trend analysis, corrective actions, reporting and telemetry. Sections 4,
5, and 6 of this report define these functions in terms of CPMAS, and
discuss alternative approaches and recommendations for their functional
implementation.

The ATEC System Description and the Baseline Requirements Document
define a baseline system approach for the seven primary functions for
automated tech control of the DCS transmission system, including both
analog and digital transmission elements. These documents have been used
as a guideline in developing the CPMAS system for the DCS digital trans-
mission system.

Four general functions are required for CPMAS. These four functions are
listed in Table 2-8. Also listed are the five functional units (ARF, PCF,
WDMF, NCS and CTF) required to implement these functions according to the
ATEC System Description, and the four functional units (CPMAS-D, CPMAS-

NCS, CIF and Station Control Position) developed in the CPMAS System Study
for wideband digital transmission system CPMAS.

The CPMAS-NCS, CIF, and Station Control Positions are essentially
identical to the NCS, CIF and CTF functional units as described in the
ATEC System Description. The primary difference is that the CPMAS-NCS
combines the functions of the NCS and the nodal control CTF.

The CPMAS-D functional unit effectively combines the ARF, PCF and WDMF
functions as described in the ATEC System Description. This includes
binary alam scanning and change-of-threshold detection, frame error rate
calculation and threshold crossing detection, analog parameter scanning,
conversion, and threshold crossing detection, performance assessment,
ocommand reception and execution, and fault reporting by exception.

The recamended hardware implementation of the CPMAS-D unit consists
of a single control microprocessor and a variable amount of data acquisition
hardware, depending upon the station configuration. The data acquisition
hardware consists of binary monitor point signal conversion and multiplexing
logic, frame error monitor point signal conversion and error rate

29
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calculation logic, analog parameter signal conversion and multiplexing
logic, and performance assessment parameter conversion.

It has been calculated that a single 8-bit MOS microprocessor with 8K
Bytes of data memory and 8K Bytes of program memory can control the CPMAS-D
function for an 8-radio DRAMA nodal station. This size station contains 272
pieces of transmission equipment which present a carbined total of 4512
binary monitor points, 312 frame error pulse monitor points, 448 analog
monitor points and 16 performance assessment monitor points. For this many
points, the CPMAS-D conbined scan rate is about 50 msec/scan, and the CPMAS~D
implementation requires approximately 200 circuit cards and 400 watts of
prime power.

Figure 2-9 presents the CPMAS hardware element family tree.

The recammended CPMAS software system is hierarchical by nature. The
system is made up of four functional units:
a) CPMAS-NCS software which performs the nodal control CPMAS functions
and processing for nodal controller displays and controls.

b) CPMAS-D software (implemented with finmwware) controls the monitoring
of performance and assessment parameters of the digital transmission

equipment at a station.

c) Station Controller Position software primarily provides the means
by which the station controller can monitor and control the
equipment at the station.

d) Commmnications Interface Set (CIS) software coordinates commmi-
cation interface among CPMAS/ATEC units at the station, the Station
Controller Position and Nodal Control Subsystem.

The CPMAS-NCS is central to the CPMAS function. The Nodal Control
Processing System software coordinates reception and request of status and
performance assessment data fram the CPMAS-D units of all stations within
the Nodal Area. In addition, the NCS software controls the fault detection/
isolation and performance assessment function for the nodal area. The
software resident at the NCS also formats the display used in status and
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alamm notification. Similarly, reports for system dissemination are
formatted and generated both autamatically and with operator intervention
at the NCS. The software also maintains CPMAS parameter histories and
data bases for the nodal area. The NCS software also coordinates CPMAS
data transfer and message conmmication between the station controls
within the nodal area and the sector control.

The data gathering function of the CPMAS system is provided by the
CPMAS-D subsystem. The software resident in the CPMAS-D coordinates and
controls the data monitor function. It performs exception processing to
determmine state changes, and it coordinates status data transmission to
the respective nodal control position and station control position. In
addition, the CPMAS-D software performs effectivity processing for requests
fram the NCS and the respective station control positions.

The data transfer between the detection and measurement elements of
the CPMAS system, the station control position, and the nodal control
position is coordinated by the CIS subsystem. The software resident in
the CIS controls this function. In addition, the CIS software provides the
protocol processing necessary for inter-site commmication.

The station control function (controller terminal function) is, like
the nodal control function, under software control. The software
resident at the station control will control the man-machine interface for
the CPMAS function at the station. This is the means by which the station
controller can operate in the stand alone mode in the event of a CPMAS-NCS
failure. Additionally, the software will coordinate traffic data between
the station control position and the CIS. These software functions require
that the station control function be performed by an intelligent temminal.
Figure 2-10 presents the CPMAS operational software family tree.

2,7 CPMAS Feasibility Demonstration Plan (Option Phase)

The CPMAS study phase analyzed the DCS transmission system, the
requirements placed upon this system, the evolved wideband digital CPMAS
requirements and recommended a wideband digital CPMAS design approach.
Certain critical issues which exist in the CPMAS design approach will be
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addressed during the feasibility testing program to guarantee a successful
uninterrupted production phase program. The critical issues include new
performance assessment, fault detection/isolation, and trending techniques.
Man-machine operations and higher order language utilization will also be
evaluated for CPMAS applications.
The option phase program will:
(1) Develop and test WIMS feasibility models.
(2) Perform early field test evaluation of the channel estimation and
eye opening monitor performance assessment techniques.
(3) Implement and program a CPMAS test processor subsystem.
(4) Perform a field test site survey.
(5) Perform field test of CPMAS feasibility models at Fort Huachuca
or other CONUS test facility.

The wideband digital CPMAS option phase will evaluate the recammended
wideband digital CPMAS approach using the functional evaluation model shown
in Figure 2-11. Feasibility models of the Wideband Digital Monitoring Set
(WDMS) will be fabricated. Nodal control and station CPMAS functions and
similation of the digital transmission system and Commmications Interface
Set (CIS) will be implemented in a test processor.

Figure 2-12, the in-plant evaluation model, indicates the test
arrangement for in-plant testing of wideband digital CPMAS. Two CRT/Key-
board terminals are used to emulate the station and nodal ocontrol display
teminals. The test processor interfaces with the WDMS to receive and
transmit WDMS to nodal control and WDMS to station control communications.
The test processor simulates the transmission equipment's monitor and
performance assessment inputs to the WDMS for in-plant evaluation and also
for WDMS loading during field testing.

During the initial months of the CPMAS option phase, a field test will
be conducted to evaluate the performance assessment techniques as a means
of assessing digital transmission system performance. Feasibility
models will be fabricated and used in the preliminary field test evaluation
model shown in Figure 2-13. The feasibility models will be incorporated
into the WDMS feasibility models for the CPMAS in-plant and field tests.
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2.8 Future Related Research and Development

During this study, areas that warrant further research and development
were identified. These research and development areas would aid in
arriving at an optimum CPMAS for the digital transmission system as well as
defining additional capabilities that could be included for DCS system
control. The four areas for future R&D include autamated digital network
control, analysis of restoration/alternate routing procedures in an
autamated enviromment, electronic counter counter measures (ECM), and pro-
grammable multiplexer design and development.

By nature of a study GTE Sylvania is perfomming for DCEC, Contract
No. DCA100-76-C-0064, it has been determined that a Digital Network Control
capability, which was defined during the study, offers advantages to
controlling the DCS that do not exist at the present time. These
advantages are summarized in Table 2-9.

Because of this, it is recammended that the development and demonstra-
tion of a feasibility model of a Digital Network Control DNC element be
oonsidered for future research and development. Section 9 describes the
DINC and the recommended feasibility program. Digital network control
provides the technical controller with the ability to reconfigure channels
at local and remote stations from a central technical control position. The
DNC program scope would demonstrate the feasiblity of autamatic digital
channel reconfiguration, digital channe). access, and remote control of
digital channel reconfiguration.

Analysis of restoration/alternate routing procedures in an automated
environment would be beneficial in incorporating DNC into the DCS. The
scope of this effort would be to study the connectivity data base
organization, data base update procedures and controls.

The EOOM R&D program would determine manifestations of EOM in a
digital environmment, evaluate modifications or additions to the CPMAS
performance assessment technique for detecting ECM, and provide for testing
the approach.
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The programmable multiplexer would provide multiplex 2 3 channel
reroute capability in one unit thus requiring less hardware than separate
units while providing greater flexibility. The work scope would be to
design, develop, and test a programmable multiplexer based upon the
attributes of the DRAMA multiplexer and the INC.
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SECTICN 3
DCS DIGITAL TRANSMISSION SYSTEM

This section describes the digital transmission equipments which will
make up the DCS Digital Tranamission System and which are to be monitored by
CPMAS. The digital transmission equipments include the DRAMA Radio and Multi-
plex equipment, Digital Applique Unit (DAU)FM Radio equipment, Frankfurt-
Koenigstuhl-Vaihingen (FKV) Radio and Multiplex equipment, Satellite Terminal
Interface equipment, Encryption equipment and the Group Data Modem,

A Digital Transmission System Model which provided a framework for
CPMAS designs and analyses is described. The Digital Transmission System
Model is based upon the planned DCS Digital Transmission System for Europe,
government documents describing DCS digital transmission plans (e.g., DCBC TR-
12-76, DCEC TR 3-74) and the Automated Technical Control System Description.

The model provides a digital transmission system which includes a nodal
control area, a large nodal station, terminal and repeater stations, a
satellite terminal interface and several radio system alternatives. The model
is sized to insure that CPMAS designs can meet all requirements placed upon
them when they are applied to any portion of the DCS Digital Transmission
System. The model further includes multi-link routes and various terminations
(e.g., 4 kHz (PCM derived), async digital channels, digital groups, and
16 Kb/s digital subchannels).

The Digital Transmission System Model is described in Section 3.1. Des-
criptions of each of the DCS digital transmission equipments which will be
monitored by CPMAS are given in Appendix A.

CPMAS design characteristics were evaluated in the context of the
Digital Transmission System Model. Sensitivity analyses also investigated the
effect of varying transmission model and CPMAS design parameters on CPMAS
designs. Sensitivity analysis parameters are summarized in Section 3.1.4.

3.1 Digital Transmission System Model

The Digital Transmission System Model shown in Figure 3-1 is a nodal
area model which includes the different network characteristics and station
types encountered in the Planned DCS Digital Transmission System. The mocel
provides a multi-link transmission network, a large nodal station, repeater,
branching repeater and terminal stations and a satellite terminal interface.
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Figure 3-2 is a diagram of the multi-link subnetwork which is used to make up
the Nodal Area/Network Model. Shown specifically is the DRAMA Configuration.
The CPMAS Study oconsidered all three radio configurations DRAMP, DAU-FM, and
FKV. Four of these subnetworks are included in the nodal area model in Figure
3-1, to provide a model which will insure that CPMAS designs meet all require-
ments placed upon them when applied to the DCS Digital Transmission System.
Analysis which considered the larger stations of the Planned Digital Buropean
Backbone Network (DEB) indicated the results shown in the histogram in Figure
3-3. Of the stations, 85 percent were equipped with 3 to 6 radios. Only one
station, Donnersburg, had more than 8 radios. The nodal station model which
contains 8 radios is equal or larger than over 90 percent of the stations

in the Planned DEB. Sensitivity Analyses to determine the impact of the
quantity of radios on CPMAS design were performed for station radio quantities
up to 16 radios. Radio quantities referred to above are radio subsystems which
actually include two radio units each, one for main and one for standby.

The multi-link network in Figure 3-2 consists of a terminal station
link (e.g., link from Node A to Terminal Station B), and a multi-link network
(e.g., network connecting Noda A, Terminal Station A), Node B and Terminal
Station C).

In the Nodal Area Model in Figure 3-1, a nodal area of responsibility ;
is defined by a dashed line. Within this nodal area which is the respon-
sibility of the Nodal Control there are 16 stations. The quantity of each
station type in the nodal area is given in Table 3-1.

The Automated Technical Control System Description specifies a maxiumum
of 16 stations for a nodal area. Analysis of the planned DEB indicates that
50 percent of the stations in DEB are repeater stations. The number of
stations for the nodal model was therefore selected to be 8 nodal/terminal
stations plus 8 repeater stations. The maximum number of repeaters in an
internodal path in the planned DEB network is 11 (Hillingdon to Schoenfeld).
For this reason, the path from Node A to Node B in the Transmission System Model
is equipped with 11 repeater stations.

Analysis of the stations in the planned DEB indicated that the percent of
Digroups terminated with first-level multiplexers was approximately 50, and

thus 50 percent of Digroups in the Nodal Station Model (Node A in Figure 3-2)
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Station Type

Quantity of Stations in
Nodal Area Model

Nodal Station 1
Terminal Stations 7/
Repeater Stations 5
Branching Repeater Stations 3
Total 16
3057-77
TABLE 3-1. NODAL AREA MODEL STATION QUANTITIES
MICROWAVE MICROWAVE
SITE RADIOS S\TE RADIOS
HOHENSTADT 4 BANN (]
STUTTGART 4 HILLINGDON 3
LANGERKOPF 5 CROUGHTON 4
CONNERSBERG 10 MARTLESHAM HEATH 3
PIRMASENS 4 ADENAU 3
SCHOENFELD 3 FELDBERG 8
MUHL 6 KOENIGSTUHL 5
5
a4~
NUMBER
OF NODES
HAVING 3
R RADIOS
2
1 e
0 | |

0 1 2 3 4

5 -] 7 8 9 10

NUMBER OF MICROWAVE RADIOS (R}

FIGURE 3-3. HISTOGRAM OF S‘;I‘gATI(N RADIO QUANTITIES
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are terminated with first level maltiplexers,
3.1.1 Radio Systems

The Digital Transmission System Model includes three different types of
radio systems, namely the DRAMA-type digital radio, the FM radio with Digital
Applique Unit and the FKV radio. Figure 3-4 shows a link equipped with each
of the first two radio system alternatives. The multiplex and KG equipments
are the same for both of these radio systems since each radio can accept the
same mission bit stream bit rate. These two radio systems can transmit/
receive two 12.9 megabit-per-second bit streams in the Digital Transmission
System Model. The third radio system alternative, the FKV radio system, is
shown in Figure 3-5. The FKV radio system uses the T14000 second level Multi-
plexer, CY104 first level (PCM) Multiplexers and TIWBl Digital Multiplexers.
Channel quantities for the different FKV multiplex configurations terminating
8 digroups are listed in the table in Figure 3-5 The FKV radio baseband
signal is limited to 12.6 MB/S, half the maximum capability of the DRAMA and
FM/DAU radio systems and cannot directly replace all radios in the Transmission
System Model. Comparative Analyses for the FKV radio systems performed in the
study adjusted radio and multiplex quantities to achieve a fair camparison of
the FKV, DRAMA and FM/DAU radio systems.

The nodal area model contains 15 links and 4 interface links which
terminate at another nodal area. The resulting number of radios within the
nodal area model is 34. Sensitivity analyses were performed for nodal area
radio quantities up to 128 radios. The ATEC System Description specifies a
maximum of 64 links for a nodal area which implies a maximum of 128 radios.

Sensitivity Analyses related to the nodal area performed in the study
used the parameters and ranges listed in Table 3-2.

3.1.2 Satellite Terminal Interface

The transmission model's Satellite Terminal Interface is shown in Figure
3-6. This interface is a planned cable interface to the Satellite Terminal
Station where the cable is terminated by the MD920 modem's campanion modem
MD921. The Satellite Terminal Interface Multiplexers include the DRAMA First
Level Multiplexer (TD1192) and the AN/GSC-24 Second Level Multiplexer. The
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NODAL AREA SENSITIVITY PARAMETERS

PARAMETER

QUANTITY OF STATIONS

IN NODAL AREA

QUANTITY OF RADIOS

IN NODAL AREA

TABLE 3-2.

ANALOG
{4 KHz) o_‘I

DIGITAL *
(2)

12

TD1192

PCM

15T
D51 mux

D7

16 KB/S s

RANGE

3TO 16

370 128

608-77€

NODAL AREA SENSITIVITY PARAMETERS

AN/GEC 24
1

CABLE

3

2ND MODEM
MUX KGB1}— MD920 L

*DIGITAL LINE RATES ARE:
D1 0-20 KB/S ASYNC
D2 50 KB/S ASYNC
D3 56 KB/S SYNC
D4 64 KB/S SYNC
D5 128 KB/S SYNC

O
SAME AS TD1192
ABOVE
o—
FIGURE 3-6.

D6 256 KB/S SYNC
D7 512 KB/S SYNC

SATELLITE TERMINAL INTERFACE

TO
SATELLITE
TERMINAL

B P T s

S,
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CPMAS is responsible for the transmission equipments up to and including the
MD920 modem. The Satellite Terminal Station and the Cable is the responsi-
bility of the Satellite Terminal Technical Control. A microwave radio link
interface to the satellite terminal is also possible. The microwave satellite
terminal interface is identical to the terrestrial radio links already included
in the transmission system model.

3.1.3 Nodal Station Model

The nodal station model (node A in the nodal area model) is shown in
Figure 3-7. Each digital transmission equipment group refers to the radio/
multiplexer equipment in the transmission system model subnetwork shown in
Figure 3-2. Four of these equipment groups provide the eight radio/multiplexer
subsystems of the nodal station model. CPMAS for digital transmission Systems
monitors these digital transmission equipments and the Satellite Terminal
interface equipment. The 4-kHz analog lines and low-speed digital lines will
be monitored by the analog ATEC subsystem; i.e., the AN/GYM-12 or AN/GYM-13 or
functional equivalent designed for that purpose. The nodal station model
characteristics related to CPMAS are summarized in Table 3-3.

Sensitivity Analyses related to the Nodal Station performed in the study
used the parameters and ranges listed in Table 3-4.

3.1.4 Sensitivity Analysis Parameters

Many of the CPMAS design characteristics were evaluated using the digital
transmission system model described in this section. However, it is essential
to evaluate certain CPMAS characteristics at extreme transmission system para-
meter values. Table 3-5 summarizes model sensitivity parameters and ranges
which were used in the CPMAS study. The percentage of groups terminated with
multiplexers is an important sensitivity parameter because it determines the
nurber of first level multiplexers at a station and, thus, the number of alarms
to be scanned.
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NODAL STATION  DIGITAL TRANSMISSION
EQUIPMENT GROUP 1

aKHe
ANALOG ANALOG LINE O] =
LINES INTERFACES o wux 7] raoio

{4000 MAX) v

€= 129Mm8/S
oy Mux l RADID

DIGITAL o
LINES DIGITAL LINE :

T INTERFACES :

|
DIGITAL TRANSMISSION
EQUIPMENT GROUP 4

SATELLITE TERMINAL -
INTERFACE MUX RADID
10 M8'S
NOTES

o—- MDDEM MUX
o—yq MuX RADID z g
1. EQUIPMENT GROUP * NDDE A DF DIGITAL

TRANSMISSION SYSTEM MODEL 277¢
MULTILINK SUBNE TWORK

FIGURE 3-7. NODAL STATION MODEL

l" e DIGITAL GROUPS AT NODAL STATION 104
e RADIOS AT NODAL STATION 8
: o DIGITAL TRANSMISSION CHANNELS
: TERMINATED: 4 KHz (PCM DERIVED) 928
‘ 16 KB/S (SUB MUX INPUTS) 378
DIGITAL (1ST LEVEL MUX) 132
TOTAL 1438

TABLE 3-3. NODAL STATION MODEL CHARACTERISTICS
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Parameter Range
Quantity of Radios 1-16
Percent of Groups Terminated 0-100%
with MUX
Type of Radio DRAMA/DAU/FM/FKV

TABLE 3-4. STATION SENSITIVITY PARAMETERS

PARAMETER RANGE
QUANTITY OF STATIONS
IN NODAL AREA 3TO 16
QUANTITY OF RADIOS
IN NODAL AREA 370 128
QUANTITY OF RADIOS
AT A STATION 1-16
PERCENT OF GROUPS
TERMINATED WITH MUX 0- 100%
TYPE OF RADIO DRAMA/DAU/FM/FKV

TABLE 3-5. MODEL SENSITIVITY PARAMETER SUMMARY
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SECTION 4
CPMAS REQUIREMENTS

In this section the availability of the reference digroup and data/VF
channel are evaluated for sewveral CPMAS configurations. It was found that

the digroup availability exceeds the DCS requirement for all CPMAS config-
urations considered. The data/VF channel availability does not meet the DCS
requirements when performance assessment and autcmated fault detection/
isolation are employed. However, when a trend analysis technique capable of
predicting 20% of the radio failures is added, the data/VF channel availability
exceeds the DCS requirement. The above analysis assumes equipment meeting
DRAMA specifications. The effect of monitoring less than the DRAMA specified
alams is discussed and this effect upon data/VF channel availability presented.
presented.

The preceding availability analysis was used to recommend a CPMAS sys-
tem. Preliminary recommendations for performance assessment, fault detection/
isolation, trend analysis, and corrective actions were made. These recom-
mendations are such as to enable the DCS to meet or exceed the updated per-
formance and availability requirements.

In Section 4.1 the DCS perfommance and availability requirements are
discussed. The purpose of this discussion is to provide a yardstick by
which the various CPMAS configurations can be gauged. Section 4.2 presents
the results of an availability analysis relating system availability to the
degree of CPMAS employed. The functional requirements for CPMAS that enable
the DCS to meet its performance requirements are discussed in Section 4.3.

4.1 DCS AVAILABILITY AND PERFORMANCE REQUIREMENTS

Preliminary performance objectives for digital DCS transmission systems
have been defined ("Digital Transmission System Design", DCEC report TR 3-74,
March 1974") and updated ("DCS Digital Transmission System Performance", DCEC
report TR 12-76). The DCS system requirements resulting fram these reports
are presented in this section.

4,1.1 DCS Performance Objectives
Preliminary performance objectives for Digital DCS transmission systems
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have been defined ("Digital Transmission System Design," DCEC Report TR 3-74, i
March, 1974). These objectives were stated in terms of four performance

measures, namely, bit error rate (BER), jitter, bit-count integrity (BCI), and
availability. A fifth parameter, error-free seconds (EFS), was postulated as

an additional performance measure.

! Recently the performance objectives were updated ("DCS Digital Trans-

mission System Performance," DCBC Report TR 12-76). This updating has resulted

) in the digital DCS transmission system objectives being specified in terms of

; six performance measures. They are: probability of a fade-outage, mean time

between loss of bit count integrity, availability, link design (fade margin |
for line-of-sight (LOS), mean SNR for troposcatter), system gain, and error

free data blocks.

The probability of a fade-outage for LOS links is defined as the proba-
bility that all diversity paths will be below the received signal level (RSL)
corresponding to a 1074 BER for longer than five seconds. Mean time to loss of
BCI is specified as a percentage of fade-outages which result in a loss of BCI.
Availability if the cumlative percentage of time that the system is in an
outage ocondition, where an outage is defined as any of the following:

o i

a. loss of path continuity for a period in excess of one minute,
b. error rate on either mission bit stream in excess of 10°° for a

period in excess of one minute, 1
c. fade-outage rate in excess of five per minute for a period in excess

of one minute. {

Fade margin is defined as the difference in dB between the non-faded RSL
and the RSL required to obtain a 10~ BER at the receiver output. System gain
is defined as the difference between transmitter RF power output and required
l receiver input to obtain a 10" BER. Error free data blocks is the fraction of
l 1000 bit data blocks received without an error. :

Table 4-1 presents the preliminary and updated performance objectives
for the digital DCS transmission system.

It should be noted that fade margin and system gain are, in reality, link
design specifications and as such will not be continuously measured during sys-
tem operation. !
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4.1.1.1 Reference Digroup Availability

A DCS digital group (digroup) has a transmission rate of 1.544 Mbps.
The DCA has placed performance and availability requirements upon a reference
digroup. The reference digroup segment is shown in Figure 4-1. A reference
digroup is defined as two second level multiplexers with associated bulk en-
cryption equipment connected by three tandem RF links (three LOS links for a
type A reference digroup or two LOS links and one tropo link for a Type B
reference digroup) .

The availability requirement shall be at least 0.9998 for the Type A
reference digroup and 0.9997 for the Type B reference digroup.

The reference wideband data channel shall operate at 1.544, 3,088, or
6.176 Mb/s and shall be composed of appropriately strapped ports of the
reference digroup transmission link. The performance of the reference wideband
data channel shall be the same as that of the reference digroup.

4.1.1.2 Reference Data/VF Channel Availability

The DCA has placed performance and availability requirements upon
reference data and VF channels. Performance characteristics of the reference
data channel shall be as measured from the data submultiplexer channel input to
the corresponding channel output of the data submultiplexer at the opposite end
of the channel for 16 x 2" Kb/s data channels (N=0,1, 2, 3), and shall be from
the channel input of the Level 1 PCM multiplexer to the corresponding channel
output of the level 1 PCM demultiplexer at the opposite end of the channel for
50 Kb/s data channels.

In general, the VF channel characteristics are those of 64 Kb/s, u-law
campanded pulse code modulation with nominal 300-3400 Hz bandwidth and providing
built-in E&M-lead supervisory signalling.

A reference channel (woice or data) is defined as two Level 1 PCM multi-
plexers connected by four tandem Type A reference digroups and one Type B
reference digroup. This configuration is shown in Figure 4.2. The availability
of the reference woice or data channel shall be at least 0.999.

4.1.2 CPMAS Considerations

In developing a CPMAS system, the DCS availability requirements must be
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considered. CPMAS provides the means by which these requirements are met.

Due to equipment/link variations, it may be desirable to develop a CPMAS
system that provides an availability margin over the DCS requirements. This
margin must be assessed in terms of cost and performance benefits.

Additionally, the DCS requirements are specified in terms of reference
digroups and channels while the DCS is a very real commnications network.
The characteristics of this network must be considered when arriving at an
optimum CPMAS system. Factors like travel time to remote sites, data/voice
facility utilization, and time of day network utilization must be taken into
account when evaluating a CPMAS system.

Finally, the fact that CPMAS is multi-faceted must be considered. CPMAS
consists of fault detection/isolation, performance assessment, trend analysis,
and corrective actions. These CPMAS functions can be applied in varying de-
grees and in an automatic or manual fashion.

4.2 CPMAS EFFECTIVENESS

The effect of employing various degrees of CPMAS upon the digroup and
data/VF channel availability was analyzed. The results of this analysis are
summarized in Tables 4-2 and 4-3. As shown in these tables the unavailability
is presented as a percentage of the DCS requirement. Thus, unavailabilities
less than 100% exceed the DCS requirements, while unavailabilities greater than
100% do not meet tie requirements of the DCS. Naturally, the smaller the un-
availability, the better the performance of the CPMAS configuration.

From Table 4-2 it is shown that for all CPMAS configurations, the di-
group availability exceeds the DCS requirements. In addition, the CPMAS con-
figurations investigated resulted in up to a 35% (91%-56%) of specification re-
duction in the digroup unavailability. The assumptions and methodology used to
calculate the digroup unavailabilities are discussed in detail in Appendix B.

In Tables 4-2 and 4-3, the 24 hour redundant equipment check column in-
dicates that every 24 hours the off-lire second level multiplexers and digital
radios are switched on-line in order to detect unalarmed failures in the off-
line equipment. This will allow repair of the equipment while the on-line
equipment is still working, and, thus, will not result in a communications
outage. The CPMAS approach of switching in redundant equipment is undesirable
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since it results in the unnecessary tampering with a satisfactory operating
system, can result in a 10% probability of losing bit count integrity during
switching of the second level multiplexer, and requires manual intervention
for the switching process.

Table 4-3 shows the data/VF channel unavailability as shown in this
table using automated fault detection/isolation and performance assessment
will not result in the channel unavailability meeting the DCS requirements.
Including a trend analysis technique capable of predicting 20% of radio
failures would then result in exceeding the DCS requirements. Thus, it can be
concluded that trend analysis is necessary to meet DCS requirements. The
assumptions and methodology used to calculate the data/VF channel unavaila-
bilities are discussed in detail in Appendix B.

The results presented in Tables 4-2 and 4-3 are based upon equipment
meeting the DRAMA specifications. One of the prime DRAMA specifications
affecting communications availability is that at least 97% of all radio and
second level multiplexer failures will be detected by BITE and will result in
the automatic switch-in of the redundant equipment. Since other than DRAMA
equipment will be part of the digital DCS, the sensitivity to varying the per-
centage of unalarmed failures was investigated. Figure 4-3 presents same re-
sults of this investigation. As shown in this figure, if 20% of the radio
failures are unalarmed then the data/VF channel unavailability is more than
twice (>200%) the DCS requirement. Thus, the effects of performance assess-
ment and trend analysis upon system unavailability will be more pronounced if
less failurecs are alarmed.

4.3 CPMAS FUNCTIONAL REQUIREMENTS

The purpose of this section is to define functional requirements for
monitoring and assessing the digital DCS. Requirements will be placed upon the
interoperability of the sector/nodal/station control hierarchial levels as well
as the functional subsystems of CPMAS. Requirements for CPMAS are based upon
firm requirements for maintaining the availability and performance of the
digital DCS transmission system as discussed in Section 4.1.

The DCS System Control (SYSCON) is the means whereby DCS assets will be
used to maintain/restore maximum DCS performance under changing traffic con-
ditions, natural or man-made stresses, disturbances and equipment disruptions.
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Basic aspects of system control include: timely acquisition of system perfor-
mance data, facility and traffic load status, and service quality indications;
the subsequent decision making; and the execution of real-time control actims
plus the support of long range system management.

DCS SYSCON is structured within the following hierarchial levels:

Level One Worldwide Control
Level Two Theatre Control
Level Three Sector Control
Level Four Nodal Control
level Five Station Control

The Automated Technical Control (ATEC) System must be capable of re-
sponding to requirements allocated to it from other SYSOON functions and pro-
vide processor capacity to accommodate System Control.

4.3.1 CPMAS Description

The ATEC System will provide automation support to the sector, nodal,
and station levels in those performance assessment and status monitoring
functions related to maintaining the DCS transmission facilitjes. The Communi-
cations Performance Monitoring and Assessment System (CPMAS) addressed in this
study is responsible for perfonuning the ATEC functicns associated with the
digital transmission equipments. Fiqure 4-4 presents the CPMAS functions to
be automated at ATEC.

Figure 4-5 illustrates the functional breakdown of the station/node
CPMAS of digital transmission equipments. The station control functions in-
clude: Alarm Reporting Function (ARF) to detect equipment and facility change-
of-state alarms; Parameter Converter Function (PCF) for measurement and con-
version of specific transmission parameters; Communications Interface Function
(CIF) for data interchange between the detection and measurement elements of
the ATEC system, the Technical Controller, and the Nodal Control Subsystem;
Controller Terminal Function (CTF) to provide the man-machine interface re-
quired for the Technical Controller to commnicate to, and receive information
from, the Nodal Control Subsystem (NCS) and other measurement functions;
wWideband Digital Measurement Function (WDMF) for in-service measurement of wide-

band digital multiplex hierarchies, mission bit streams and equipments to in-
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clude parameter measurements, threshold comparisons, and alarming.

The nodal control is primarily tasked with concentrating and re-
ducing data into meaningful results, correlating parameter measurements,
identifying performance degradation, isolating faults, maintaining a dynamic
data base of system resources and connectivity, and facilitating optimal alt-
route and restoral actions. The nodal control requirements will be satisfied
by the Nodal Control Subsystem (NCS). A CTF will provide the man-machine
interface required by the Nodal Controller.

4.3.2 Sector/Nodal/Station Control Interoperability

Sector/Nodal/Station control are the three lowest hierarchical levels
of DCS SYSCON. This section describes the requirements that interoperability
of the three lowest SYSQON levels places upon the performance monitoring and
i assessment of digital transmission systems. SYSOON will be confiqured to
provide for execution of restoral and reconfiguration actions at the lowest
i hierarchical levels and reporting to the highest levels of the hierarchy.

The Sector/Nodal/Station control interoperability requirements will
l be examined for their impact on performance monitoring and assessing the

digital DCS transmission system. Some areas where the interoperability re-
quirements may impact CPMAS are: telemetry budgets, message formats, message
priority, data base management, and CPMAS processing capability.

The Sector/Nodal/Station control interoperability is defined in the
Baseline Requirements Document and summarized in Figure 4-6. As shown in
Figure 4-6 direction, coordination, and commnication interfacing are per-
formed at the higher hierarchical levels; and information and parameters/
status data flows upward in the hierarchy. The Sector/Nodal Control inter-
operability requirements are:

a. The Sector Control Subsystem (SCS) correlates link status infor-
mation from adjacent SCSs and facilities under its jurisdiction, and notifies
NCSs under its jurisdiction.

b. SCS will transmit restoral and alternate routing plans to NCSs.
The SCS will coordinate information received from NCSs regarding implemen-

T e

tation of restoral and alternate routing.

T—

c. The SCS will maintain and display the complete system connectivity
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information for the entire theatre. The NCS shall provide the con~
nectivity information and the SCS shall issue a data base update message
to the NCS.

SCS shall possess an automated capability to update/change the data base
of all subordinate NCSs. The N°Ss shall provide data items for reports.

The SCS shall provide the communication interface between NCSs within a
sector by mcnitoring and coordinating the interchange of messages be-
tween NCSs.

The SCS shall have the capability to request parameter values and status
information from any ATEC equipment via a subordinate NCS.

The Nodal/Station control interoperability requirements are:

a.

Capability of the NCS to coordinate status information received
from the SCS with the status information received from subordinate
stations within the NCSs jurisdiction shall be provided.

Capability to transmit directed actions to station level Technical Con-
trollers based upon restoral and alternate route plans shall be pro-
vided. The NCS will be notified of the results of station level actions.

The NCS shall provide the capability to maintain the data base of all
subordinate Measurement Acquisition Subsystem (MAS) elements.

The NCS shall provide the capability to request that subordinate MAS
elements obtain specific parameter measurements on selected communication
links, trunks, and/or channels at predetemmined time intervals during
the normal scan and to store the resultant values for display upon re-
quest.

Fault isolation algorithms will be initiated either manually or by alarm
conditions detected by MAS elements and reported to the NCS.

The NCS will be capable of controlling station level functions.

Capability to interface individual sets of MAS elements located at
separate DCS stations, will be provided.
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In addition to the above interoperability requirements, a stand-alone
capability must exist whereby each level is capable of operating without the
next higher level. It is considered operationally acceptable to fall back
into a degraded mode of operation when the next higher level is inoperative.
If the NCS is inoperative, the station level equipment must be able to stand
alone using local I/0 control devices. Whenever the MAS is disconnected from
the NCS, the station level Technical Controller will be capable of local
control of all MAS elements. @A similar requirement exists for the NCS when
the Sector Control Subsystem is inoperative.

4.3.3 Nodal Control Subsystem

The Nodal Control Subsystem satisfies the nodal control requirements.
Before proceeding to the CPMAS functional requirements, a brief discussion of -
the NCS processing requirements will be presented. The Nodal Control Sub-
system is primarily tasked with concentrating and reducing data into meaningful
results, correlating parameter measurements, identifying performance de-
gradation, isolating faults, maintaining a dynamic data base of system re-
sources and connectivity, and facilitating optimal altroute and restoral
actions. Additional responsibilities include reporting to Sector Control, co-
ordination and control of station lewvel actions, providing sumary statistics,
execution of specific test procedures, and identification and transfer of sys-
tem and network problems to Sector Control. No measurements are made at this
level.

The impact of Nodal control responsibilities upon NCS processing are:

a. Each NCS will store the camplete system connectivity information
for all DCS transmission facilities within its sector. Capability to display/
change this data base must exist. The system connectivity data base will in-
clude route, link, trunk, channel and subchannel records. A loadable copy with
changes will be available.

b. The NCS will maintain restoral and alternate route plans. A means
of assessing the feasibility of implementing a planned alternate route or re-
storal action must exist.

c. The capability to store a minimum of 25 measurement results and

associated statistics for up to 25 monitor points will be provided.
d. Capability to store and correlate status information for up to

.
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15 links will be provided.

e. Each NCS will provide the capability to store selected report for-
mats, automatically enter data items provided by MAS elements,
and display the format upon request. The capability to make a hard
copy of the completed report and transmit the report will also be
provided.

: f. The NCS will provide the capability to acknowledge and issue
1 camands to subordinate MAS elements.

g. The NCS shall have the capability to store fault isolation and
performance assessment algorithms.

el o e s

h. The NCS will provide the capability to maintain a 24-hour nodal
event log and to accept external entries into the log.
i. Capability will be provided for the NCS to store the status of all

equipments at each of a maximum of 16 DCS stations and up to 15
links per station.

j. The NCS shall maintain a Master Faults List with the capability to
renove an entry and place it on a Subordinate Fault List.

k. Each NCS will be capable of interfacing with one Sector Control
Subsystem and 64 Telemetry Channels maximum.

: 1. Capability of the NCS to interface with the controller terminal will
E be provided. The capability will exist for four slave terminals to
be added at the NCS.

F 4.3.4 CPMAS Subsystems Functional Requirements

Figure 4-4 presented the CPMAS functions to be automated by ATEC. In

f this section the performance requirements for these functions will be dis-
cussed. The purpose of this discussion is to present the baseline require-
ments and allow an objective selection of the various alternatives for per-
forming each of these CPMAS functions. The requirements will be presented

i in such a manner as to allow the greatest flexibility in selecting an alterna-

i tive, while being specific enough to be able to determine if the proposed al-
ternative meets the requirement.

‘ The availability analysis of the previous section was used to recommend
| 7
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a CPMAS system. Preliminary recammendations for performance assessment,
fault detection/isolation, trend analysis, and corrective actions are made.
These recommendations are such as to enable the DCS to meet or exceed the
updated performance and availability requirements as stated in Section 2.

4.3.4.1 Fault Detection/Isolation

A fault is an abnormal condition resulting in a loss of system per-
formance, a significant degradation in system margin, or a loss of a standby
(or redundant) subsystem. The purpose of the Fault Detection/Isolation CPMAS
function is to detect the occurrence of the fault, isolate the fault as to
its cause, and report the results for corrective actions.

Faults can be categorized as two generic types: Intermittent faults
(e.q., impulsive noise, fast fade) and hard faults (e.qg., equipment failure,
slow fade ), Intermittent faults are to be examined as a possible precursor
of a hard fault or to isolate fault external to the transmission equipment,
for example, intentional jamming or faulty shielding of electric motors.
Hard faults by their very nature imply a loss of system capability and are of
more immediate concern to the Technical Controller. Hard faults can be further
categorized as to the extent (e.g., supergroup, digroup, channel) of system
degradation and as to their potential for system ocutage. For example, a
hazard condition (HAZOON) exists if another like failure would result in the
loss of at least a group or digroup.

The detection of a fault can be after-the-fact as indicated by equip-
ment alarms, frame errors, subscriber complaints, etc. or before-the-fact
using performance assessment measurements, trend analysis, etc.

The requirements for the Fault Detection CPMAS function are:

a. Performance assessment measured out-of-specification must be de-
tected and reported to the NCS within TBD (~1 minute).

b. The change of status of all equipment and station alarms must
be detected.

c. The means to process user complaints will be provided.

d. Kedundant/standby equipment or subsystems will be checked periodi-
cally to detect faults in off-line equipments.
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Once a fault has been detected, it must be isolated as to its location.
Fault isolation is a resident software package located within the SCS or NCS.
Associated with this package is the capability to cammand MAS elements to
retrieve parameters and to comand the insertion of test signals. The re-
quirements for the Fault Isolation CPMAS function are:

a. Fault Isolation algorithm can be activated manually or automatically
by alarm conditions. Fault isolation procassing shall be automatic.

b. A fault shall be indicated on the Nodal Control panel within 30
secords as a major or minor alarm for a particular site.

c. Fault isolation processing time is dependent upon the number of
faults. One fault shall be isolated in less than two minutes.

d. Intermittent faults shall be isolated as to time of fault and probable

cause.

e. Fault isolation shall be capable of coordinating activities on DCS
links, trunk/circuits that cross jurisdictional boundaries and
shall be capable of handing over fault isolation responsibility to a
SCS or another NCS.

f. 1Isolation of redundant/standby equipment failures shall be performed.
However, no switching of redundant/standby equipment for fault
isolation shall be performed unless manually commanded (man-in-the-

loop) .
4.3.4.2 Performance Assessment

The MAS element associated with performance assessment of the wide-
band digital multiplex hierarchies, mission bit streams and equipments is the
WDMF as illustrated above by Figure 4-5.

Requirements for performance assessment have been determined. These
requirements reflect the availability analysis of Section 4.2.

The performance assessment functional requirements are:

a. Assess the quality of the digital transmission signals by measuring
or estimating a sufficient set of performance measures.

h. Assess the performance of digital transmission equipment.

For DRAMA equipment CPMAS must detect at least 50% of unalarmed
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radio failures. No additional assessment isrequired for the DRAMA
multiplexers.

d. Failure/use of the performance assessment MAS element will not de-
grade the transmission system.

e. Off-line equipment will be periodically assessed.

f. In-service performance assessment will be used.

g. Performance assessment shall provide fault detection/isolation in-
formation by assessing segments of a circuit.

These recommendations reflect the conclusion that assessing the
second level multiplexer has a negligible effect upon availability (see
automatic fault detection/isolation with 50%, 100%, and no second lewvel
multiplexer assessment) and that detecting unalarmed radio failures is
linearly relaced to unavailability. Performance assessment of unmanned
radios alone should be considered since radio failures at ummanned sites is
one of the dominant contributors to unavailability.

4.3.4.3 Performance Monitoring

Performance monitoring is the CPMAS function associated with the
extraction/conversion of parameters and with the monitoring of equipment/
system status. The performance monitoring function is functionally re-
presented in Figure 4-5 above by the ARF and PCF. The CPMAS performance
monitoring function has the requirement of extracting the required signals
and converting them into a format compatible with the other CPMAS functions.
The signals must be sensed at the proper rate, duration, and accuracy and
without disrupting (or degrading) the normal operation of the system. Thus,
the requirements placed upon the CPMAS performance monitoring function will
strongly depend upon the parameters being monitored.

Some data (e.g., equipment status alarms, Received Signal Level
(RSL), etc.) must be monitored on a continuous basis and requires immediate
monitor response. Those data involving the integrity of the mission bit
stream fall into that category. Other data (e.g., fuel supply level, etc.)
required upgrade at longer intervals and relatively slow response is
acceptable.

Accuracy of CPMAS data is related to several factors:
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a. Nature of the parameter monitored.
b. Resolution of the monitor function.

c. Capability of CPMAS response.

For example, an alarm for off-frequency operation, while requiring
moderate accuracy, would not demand the precision that an analog readout
of frequency error would require. These factors affect accuracy of monitors,
reporting functions and control responses.

In addition to the above functional and performance requirements, the
requirement to accept external commands tomonitor a specific parameter must
be incorporated in the MAS elements.

4.3.4.4 Trend AnAlysis

The primary functions of the trend analysis are to store selected
parameter histories and to process this data so as to predict future system
performance. Trend analysis will also be responsible for alarming impending
caponent degradations.

As shown in Tables 4-2 and 4-3, trend analysis is necessary to meet
the DCS availability requirements. The trend analysis requirements are:

a. Trend analysis shall provide parameter history storage.

b. Trend analysis shall perform the processing to predict future
system performance and estimate time to cross predetermined
thresholds.

c. Trend analysis shall predict greater than 20% of radio failures.

d. Predicted radio failures will have a mean lead time of twenty
(20) to three hundred (300) hours.

4.3.4.5 Telemetry

The following is a list of the functional requirements of the tele-
metry subsystem:

a. Convey to the CPMAS processor located at the TCF analog para-
meter data (e.g., signal levels, noise measurements, etc.) relating to site
operation and maintenance. This data is collected at both manned and un-
manned sites on a regular basis.

b. Convey to the CPMAS processor at the TCF system status and alarm
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conditions (e.g., carrier group alarms, primary power supply failures,
etc.) which are monitored and stored at each site. This data may be
collected on a regular basis, as changes in status occur, or a cambination
of both.

c. Convey framing, control, and test information required for monitoring
synchronization, bit error rates, and other performance parameters.

d. Convey commands required for operation, maintenance, and/or tests.
The operational commands would relate to such functions as:

1. Initialization of telemetry system

2. Disabling of a data channel or subchannel

3. Loopback

4. Testing of local alamms

5. Ordered rather than automatic switch-over to standby equipment
6. Exercising of standby equipment

7. Calling for data from the local data base or sensors

8. Resetting of remote alarm registers

The technical requirements of the telemetry subsystem are summarized
as follows:

a. Utilization of a 64-Kb/s subchannel of the service channel,
per DRAMA, DAU/FM specification. (4-KHz analog telemetry channel for FKRV).
b. Drop and insert capabilities at each site.
c. Analog parameters transmitted on a regular basis, as required by
the trending and performance assessment subsystems.

d. Alarms and system status conditions monitored and changes trans-
mitted.

e. Each station connected to its associated nodal control via a
dedicated communications channel.

f. Error control capability.

g. Encryption of the telemetry channel must be possible.

Throughput and time requirements will dictate the channel baud rates.
Circuit requirements between the nodal levels and subordinate measurement
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elements must be minimized.
4.3.4.6 Corrective Actions

After the performance assessment, fault detection/isolation, or
trend analysis CPMAS functions have detected or predicted and isolated a
fault, the corrective action CPMAS function is responsible for correcting
the fault and restoring service. For those fault that require repair of
failed equipment to restore service, corrective action consists of notifying
the technical controller and maintenance of the source and nature of the
trouble.

Sometiiies service can be restored prior to repairing the failed
equipment. This arises when a failed on-line equipment can be switched cff-~
line and the redundant equipment switched on-line. DRAMA second level
miltiplexers and radios are redundant and are automatically switched on-line
by monitoring BITE alarms. For failures that are not alarmed, the failed
equipment remains on~line. The corrective action would then consist of
switching in the standby equipment. It is recommended that this switching
be remotely commandable by the nodal controller.

In addition, the digital DCS will contain trunk encryption devices
with associated crypto by-pass equizant. It is recommended that insertion
of the crypto by-pass be remotely .arandable when the failure has been
isolated to the crypto.

Rapid restoration of service ‘>llowing an interruption (not auto-
matically corrected) reun.res the proper execution of a sequence of pro-
cedures which culminate in the corrective actions taken by the technical con-
troller. The sequence of procedures can be grouped into three general
categories or phases as follows:

a. Fault detection Corrective
b. Fault isolation Maintenance
c. Corrective acticyz ‘s jice restoral Phases

The actions taken by the coritroller to restore service will obviously
be a complex function of the informetion gathered in the fault detection and
isolation phases. However, given the system performance objectives (see

77

BP9 3 o 1D ~ T




e s

T T T T——y

i
4
,,
E

Section 4.1) and the corresponding time constraints on the corrective main-
tenance actions, the decisions and actions of the controller must provide
the quickest method of restoral. In response to this need, CPMAS provides
effectivie means for achievinc the objective of minimizing the time required
to complete the three phases of corrective maintenance. It accomplishes
this by processing fault detection/isolation data either automatically or
semi-automatically under the guidance of the technical controller.

In a general sense, there are only two options available to the
technical controller with respect to restoring service following an outage.
Assuming that the source of the problem has been isolated, the technical
controller can either reroute the affected circuits around the troubled area
or arrange for the appropriate maintenance personnel to repair the faulty
equipment in a timely fashion. The criterion by which he chooses between the
two alternatives, reroute or repair, is established by the DCA. As described
in DCAC-310-70-1, if a fault cannot be corrected in a reasonable period of
time, the technical controller is to reroute or restore in accordance with
established restoration priorities, pending completion of repairs.

4.3.4.7 Reporting

The reporting CPMAS function will be required to automate the record
keeping functions of SYSCON. The general procedures and quidelines to be
followed by the technical controller in fulfilling the record keeping
functions are well established (DCAC 310-55-1)}. Through the use of a record
keeping software package many of the record keeping functions will be auto-
mated. Data stored in the record system will be analyzed, formatted according
to report type, and displayed to the controller for verification. Records and
logs of a narrative nature will also be able to utilize data stored in the
record system for scheduling and reference purposes.

Operational direction and control actions in ATBEC generally flow
downward in the hierarchical DCS SYSOON system, whereas reports generally
flow upward in the hierarchy. The ATEC system will provide computer assistance
in report preparation. Sector and nodal control will have the capability to
display up to twenty-five different report formats to the technical controller.
It will include the capability for both machine and controller entry of
address information and data items to the report formats. The capability to
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make hard copy of completed reports plus the capability to automatically
transmit the reports will also be provided.

Each NCS will provide the capability to store selected report formats
needed to satisfy Military Department and DCA reporting requirements, auto-
matically enter into the formats those data items provided by the MAS elements,
and display the formats to the Nodal Controller upon request. The Nodal
Oontroller will be provided with the capability to complete those format
entries which have not been automatically entered. The capability to make
a hard copy of the completed report and transmit the report will also be pro-
vided.
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SECTION 5

CPMAS ALTERNATIVES

This section addresses the problems of selecting recommended
approaches for performance assessment, trend analysis, fault
detection/isolation, and telemetry.

Section 5.1 discusses performance assessment alternatives.
These alternatives are evaluated and compared to arrive at a
recommended CPMAS performance assessment approach. A fault
analysis study was conducted to determine equipment failure

modes and failure rates.

R | Section 5.2 discusses CPMAS trend analysis alternatives.

? Presented are the benefits to be derived from trend analysis.

{ Trend analysis parameters are analyzed and compared for their
trend analysis attributes. Techniques that can perform the
CPMAS trend analysis function are presented. These techniques
are comparativelyevaluated. A recommended CPMAS trend analysis
; approach is derived and consists of parameters to be trended

- and a trending technique.

Section 5.3 discusses the CPMAS fault detection/isolation
function. Alternative fault detection/isolation approaches are
] discussed and a recommended approach described. Functional
i flow charts for the recommended approach are documented.

I Examples are presented to illustrate the fault analysis concept.

The CPMAS telemetry function is described in Section 5.4.
Telemetry trade-offs are discussed and recommendations for data

F ’ formats and telemetry rates are presented.
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5.1 Performance Assessment Alternatives

The present discussion is concerned with the performance
assessment technical control function. Some of the benefits to
be derived from performance assessment are: system performance
measure; aid in fault detection/isolation; aid in providing
indications of future system degradation; and aid to tle technical
controller in increasing system margin by proper maintenance
scheduling. A performance assessment algorithm'must be evaluated

in light of these benefits.
5.1.1 Equipment Failure Analysis

An equipment failure analysis was performed in order to
assess the usefulness of measuring a particular parameter and
to evaluate performance assessment techniques. This analysis
{ consisted of two investigations: a fault cause/effect investi-
gation and a failure rate investigation. The fault cause/effect

ek s g

investigation purpose was to determine which faults occur in the
multiplexer, radio, and propagation media; what symptoms these
faults would have; and what performance related parameters would
be affected. The failure rate investigation purpose was to pro-
vide a gquantitative estimate of the failure rates of the various
: modules of the DRAMA radio. These failure rates can then be used
i to assess the benefits of measuring digital transmission system

parameters.

Prior to discussing the results of the equipment failure
analysis, some parameters of interest in assessing digital trans-

: mission systems will be presented. As discussed in Section 4.1,
E DCS availability and performance requirements are expressed in
terms of four parameters: bit error rate (BER), bit count
integrity (BCIl), error free seconds/blocks (EFS/B), and jitter.
The BER of a transmission system is expressed as the ratio of

the number of bits incorrectly detected relative to the total
number of bits transmitted. Bit count integrity is the condition
that exists when transmitted bits separated by N bits are pro-

T T ———

cessed at the receiver separated by N bits. Error free seconds/
i 8l




] blocks is simply the fraction of seconds or data blocks in which
' no data errors are made. Jitter is the random time modulation
that is superimposed upon the data signal.

System level parameters are also indicative of the perfor-
mance of a digital transmission system, among these are: inter-
symbol interference, signal-to-noise ratio (SNR), signal-to-
distortion ratio (SDR), and carrier-to-noise ratio.

In high bits per second per hertz digital systems, the high
data packing results in adjacent pulses spilling into the inte:val
of the data bit being detected, this spilling is called inter-
symbol interference. 1In addition to intersymbol interference
; being present in high bits per second per hertz digital trans-

4 mission systems, equipment and propagation media degradations
' can also produce intersymbol interference in the baseband signal.

Signal-to-noise ratio relates the signal power in the base-
band to the noise power. SNR would reflect signal attenuation
and noise enhancement degradations. Signal-to-distortion ratio
is a gross performance measure relating the signal energy
present in the baseband to the distortion energy present. The
; distortion can be manifested as intersymbol interference, delay
distortion, intermodulation distortion, co-channel interference,
etc. Carrier-to-noise ratio relates the carrier power to the
receiver noise power and is closely related to received signal
level and signal-to-noise ratio.

E Measurement of transmission equipment signals can a?’so be

' used to assess the digital transmission system. Among these
signals are: received signal level (RSL), transmitter signal

] power (TSP), and transmitter frequency drift (TFD). RSL denotes
the power of the received signal, TSP denotes the RF power out-
put of the transmitter, and TFD represents the deviation of the
average transmit frequency.

3 In addition to system level and equipment level parameters,

parameters associated with cabling and waveguides are also of
interest. Mismatch of impedance between the antenna and the
82
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transmitter results in only a fraction of the signal being
radiated. Measurement of VSWR would be indicative of this
prceblem.

In order to assess the usefulness of measuring a particular
parameter and to evaluate performance assessment techniques, a
fault cause/effect investigation was undertaken. The purpose
of the investigation was to determine what faults occur in the
multiplexers, radios, and propagation media; what symptoms
these faults would have; and which performance related parameters
would be affected. Tables 5-1 to 5-4 present the results of this
investigation. In these tables the relative sensitivity of the
parameters to the various faults are indicated, with (1) being
the most sensitive and (2) being the least sensitive.

Table 5-1 presents the results of the fault cause/effect
investigation performed upon the radio transmitter. Many of the
radio transmitter faults produce distortion which is manifested
in digital systems as intersymbol interference. Further degrada-
tion of these faults would eventually result in bit errors and
a corresponding reduction in error free seconds. Other faults
result in signal reduction or noise enhancement. These failures
will be indicated by TSP or VSWR in the transmitter and by CNR,
SNR or RSL in the receiver. Similarly, increased degradation of
these faults would result in bit errors and reduction of error
free seconds.

Table 5-2 shows the results of the fault cause/effect inves-
tigation that was performed for the radio receiver. 1In addition
to failures producing distortion and signal reduction cr noise
enhancement, timing recovery circuit failures produce jitter and
diversity switch hits result in bit errors in the output mission
bit stream.

Table 5-3 shows the results of the fault cause/effect inves-
tigation that was performed for the second level multiplexer.
This analysis reflects the digital nature of the multiplexer
which results in faults causing bit errors or jitter. Status
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alarms detect loss of data or frame.

The fault cause/effect results for the propagation media
are shown in Table 5-4. Multipath fading is one of the
é dominant failure causes in the 4 to 8 GHz band for line-of-sight
: (LOS) channels. Frequency or space diversity can substantially
, reduce these outages. Most LOS fading data is for links in the
g 10 to 50 mile range. Since the DCS contains LOS links of 80 to
100 miles, special attention must be given to these links. For
these long links insufficient clearance and changes in the amount
of refraction in the microwave beam may prohibit the transmitted
signal from reaching the far antenna.

For systems employing cross-polarized signaling, rain can
introduce a rotation in the signal and produce cross-polarization
f distortion (XPD) in the received signals. Presently, it does not
appear that cross-polarized signaling will be required to obtain
1 the data packing desired for DCS transmission and, thus, XPD
: was not considered as a parameter of interest to assess the
digital DCS.

] Interference is a potential problem in LOS systems. For

' the purposes of this study, interference was assumed to manifest
itself as noise in the receiver. The problem of interference

being intentionally (jamming) introduced into the DCS and potential
methods for combating this interference are beyond the scope of

1 this contract and have been recommended as a future research and

development area (see Section 10).

The failure rate investigation estimated the failure rates
§ of the various DRAMA radio modules. The DRAMA radio model is
presented in Appendix A and shown in Figure 5-1. Using failure
rates for the digital applique unit (DAU) ("Microwave Data

Transmission Test Program Digital Applique Unit", RADC-TR-76-268)
and the MDTS ("Reliability Mathematical Model Megabit Digital
Troposcatter System", contract number DAAB07-74-C-0040) as a

i basis, the failure rates of Table 5-5 were estimated for the

| DRAMA radio. The DAU and MDTS failure analyses were used for
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this failure rate investigation because of their data rate and
power output similarities to the DRAMA radio. The failure rates
shown in this table are for a dual diversity radio configuration.

The dominant failure modes are: power supply failures,
demodulator failures, and receive timing generation failures.
The system failure rate of Table 5-5 corresponds to a MTBF of
1617 hours, whereas the specified MTBF for the DRAMA radio is
1600 hours.

5.1.2 Description of Techniques

Five generic performance assessment techniques for digital
transmission systems will be discussed below. They are: error
counters, eye opening monitor, pseudo error counters, channel
estimation, and jitter monitor. A set of performance assessment
techniques will be chosen to perform the wideband digital
measurement function (WDMF) of Figure 4-5 of Section 4. The
performance assessment CPMAS function would be performed by the
WDMF, by the examinationof equipment alarms, by counting frame
error pulses, and by thresholding/processing equipment analog
parameters.

5.1.2.1 Error Counter Techniques

Perhaps the simplest conceptual method of assessing
performance involves counting errors. One error counting
technique performs a bit-by-bit comparison of the detected
data sequence with the transmitted data sequence and counts the
number of errors to determine bit error rate (BER) and error free
seconds (EFS). Since the transmitted data sequence must be known
at the receiver, data transmission must be interrupted.

In addition to transmitting a known data sequence, code word
parity bits, format violations, or frame errors can be used as an
error counter without interrupting data transmission. A code
word parity approach has been proposed for assessing digital
transmission performance. This approach increases the Tl frame
by adding a frame parity bit. 0dd number of errors in the block
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can then be detected. Application of this technique to the
digital DCS is complicated by the need to increase the frame
length by adding the parity bit and by problems resulting from
bulk encryption.

When partial response modulation is used, data errors can
be detected by monitoring format violations in the three-level
partial response signal. Minor error propagation effects arise,
which result in an ambiguity in measuring error rate. This
ambiguity is normally less than a factor of four. For the no
intersymbol interference case, an ambiguity of about four-thirds
results. Counting format violations would provide excellent
measurements of bit error rate and error free seconds.

Framing bits in the radio and MUXs can be monitored for
errors. Framing errors can be related to bit error rate. Since

the bit error rate is related to the number and performance of
E the links traversed, the frame error rate in the radio, second
' level MUX, and first level MUX will differ. For a regenerative
1 system the radio frame error rate is related to the link error
rate, the second level MUX frame error rate is related to the
bit error rate between T1 breakouts, and the first level MUX
frame error rate is related to route error rates.

The main advantage of the error counter technique is that

: it directly measures error rate and, as such, does not require
any additional extrapolations or calculations. Error counter
performance assessment techniques have the disadvantage of
requiring long processing time to obtain a statistically signi-
ficant number of errors when the error rate is low. For example,
about 1010 8 with
10% accuracy (one standard deviation). At present data rates

data bits are required to estimate a BER of 10

being considered for the DCS, it would take an exceedingly long

3 time to count errors and would not provide an advanced indication

I of a degradation.
' 92
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5.1.2.2 Eye Opening Monitor

Using the baseband signal to trigger an oscilloscope
generates what has been called an eye pattern. The eye pattern
is one of the oldest means of assessing performance of a PAM
system. Although there is much ‘information contained in the
eye pattern, extraction of this information in a format that can
be applied by the technical controller remains to be determined.
Since just about every performance assessment technique can be
related in some manner to an eye pattern parameter, only eye
opening will be considered in this section.

As intersymbol interference and noise increase, the eye
pattern becomes fuzzier and the eye opening decreases. By moni-
toring this eye opening, the technical controller has an indica-
tion of noise immunity. It can be shown that the eye opening
can be used to upper bound the BER. Although this bound may be
useful, it is not always tight and it is possible to have
acceptable performance for very small eye openings. The reason
for this is that the eye opening is related to the worst inter-
symbcl interference pattern, which may not be very representative {
of the average effect of the intersymbol interference.

Since most common system degradations (e.g., noise, inter- |
symbol interference producing degradations, modulation/demodula- .
tion nonlinearities, etc.) result in a reduction in the eye opening,
the advantage of eye pattern technique is that small system degrada-
tions can be detected and used to provide the technical controller
with an early indication of degradation.

An eye opening monitor was developed and tested as a means
of assessing performance of a high-speed digital system. Additive
disturbances and carrier frequency offset degradations were
inserted to test the eye opening monitor. The results of these
tests are: (1) that for different degradation sources the accu-
racy of the monitor varied and (2) that small degradations can
be detected and used to provide an early warning capability.
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5.1.2.3 Pseudo Error Counters

Due to the processing time reqguired to count actual data
errors, Goodingl, while at GTE Sylvania, proposed a performance
assessment technique that artificially amplifies the error rate
by using a series of degraded detectors. The output sequences
can be used to form an error rate estimate for each of the
degraded detectors (called pseudo error rates). These pseudo
error rates are used to extrapolate to the actual error rate
by using information concerning the form and extent of the de-
graded detectors. Figure 5-2 shows how the pseudo error counter
technique can be applied.

The detector degradation proposed by Gooding was to
modify the threshold level in the detector. The use of a modified
threshold level was shown to be fairly robust with respect to
the form of degradation for several baseband modulation schemes.
However, Gooding was primarily concerned with fading channels
and was trying to estimate average BER (averaged over both noise
and channel fluctuations). Therefore, although the pseudo error
rate technique can be used for LOS links in which a short-term
bit error rate estimate is desired, the theoretical analysis by
Gooding does not apply. Potential methods of extrapolating the
BER estimate from the pseudo error rates have been proposed and
compared.

The attractiveness of the pseudo error technique is due
to several factors. Firstly, pseudo error rate is a monotone
function of BER and larger than the latter by several to many
orders of magnitude. Thus pseudo errors can be used as a pre-
cursive indicator of system degradation. Secondly, pseudo error
counters do not require knowledge of the transmitted data.
Lastly, BER can be estimated from knowledge of the pseudo
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errors. The methodology of relating pseﬁdo errors to BER can
be divided into two generic categories, the extrapolation
algorithm and the proportional algorithm. Linear and quadratic
extrapolation algorithms have been studied2 and the conclusions
of that studv will be presented.

Assuming perfect pseudo error rate estimates, the gquadratic
extrapolation algorithm considerably outperforms the linear
extrapolation algorithm for SNRs greater than 14 dB, and provides
about the same performance for SNRs less than this. In general
the quadratic extrapolator provides excellent results and the
linear extrapolator good results. The major disadvantage of
the extrapolation algorithms are their marginal capability to
provide real-time BER estimates.

The proportional algorithm did not perform well, except
for low distortion conditions. It could find applicability
where only a gross indication of system performance is desired.

5.1.2.4 Channel Estimation

Adaptive estimation techniques can be applied to the perfor-
mance assessment problem by adaptively estimating parameters that
can be related to error rate. Figure 5-3 presents a functional
block diagram of the channel estimation approach to performance
assessment. The nucleus of the technique is a channel model
with a finite number of parameters. The detected data segquence
is input tothe channel model and used to form an estimate of the
sampled eye pattern, which is then compared with the actual
sampled eye pattern to generate an error signal. The error
signal is used to update the parameter estimates of the channel
model. 1In this manner channel variations can be tracked by the
performance assessment subsystem.
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A channel estimator (CE) was analyzed as a means of
assessing the performance of a digital transmission system.
CE adaptively estimates the tap gains of a discrete nonlinear
channel model. These tap gains represent intersymbol inter-
ference and nonlinear terms that can be considered nonlinear
intersymbol interference.

Performance calculations of the CE indicate that inter-
symbol interference parameters can be accurately estimated.
Figure 5-4 presents the convergence of the parameter estimates
for step sizes of 10-2, 10-3, and 10~4 using the Least Mean
Square (LMS) adaptation algorithm. As shown in this figure

approximately 102, 103, and 104

iterations are required by

the respective step sizes to reduce the mean parameter estimation
error to 10% of its initial value. Since data rates of about 107
bits per second are of interest in the DCS, only about 1 ms would
be required for convergence using an LMS step size of 10-4 and
updating the parameter estimates at the bit rate. Since signi-
ficant time variations of a LOS channel occur slower than 1 ms,
hardware simplifications can be achieved by iterating the CE

slower than the bit rate, while still retaining a performance
safety margin.

The steady state mean square error (MSE) in estimating the
intersymbol interference parameters was found to be given by
2a 2

MSE = ——Z2 7o (5-1)
where A is the LMS step size, Np is the number of parameters
to be estimated and ¢ is the additive disturbance standard
deviation. The step size A must be chosen small enough that
the mean squared estimation error is small, but large enough
such that the convergence time is small with respect to the
time variations of the channel. Selection of A to meet these
restrictions should not result in significant performance
degradations. It is felt that using an adaptive A to reduce
both error and convergeénce time will not be necessary.
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The effect of noise on the channel estimator is to produce
an error in estimating the discrete channel tap gains. This
error combined with an error in estimating the noise standard
deviation, result in a BER estimation error. The error rate
estimation performance was studied2 and the results indicate that
CE can quickly and accurately estimate BER for LOS channels.
Additionally, CE will provide SNR, ISI, and SDR estimates.

Since the CE can estimate BER quickly, an instantaneous measure

of BER is available, which can be used to estimate the percentage
of EFS.

5.1.2.5 Jitter Monitor

A jitter monitor was developed and tested at Richards-
Gebaur AFB [i]in which the timing variations (jitter) of a partial
response waveform were monitored and correlated to a measured
BER. It was found that measureable amounts of jitter can be
recorded prior to any bit errors being made. Therefore, this
technique has the potential of providing the technical controller
with an early indication of system degradation.

Since jitter is a digital network performance measure,
monitoring jitter is being examined. Since wideband digital
systems are sensitive to timing variations, a jitter monitor is
attractive by being able to quantify these variations. The
jitter monitor being considered would measure the rms jitter in
the baseband signal. Measurement of jitter in the MUXs does
not appear to provide relevant performance assessment informa-
tion because with asynchronous multiplexers it would only measure
the effects of stuffing/destuffing bits.

5.1.2.6 Digital Radio BITE

Equipment procured under the digital radio and multiplexer
acquisition (DRAMA) program will incorporate performance monitoring
and assessment features. The multiplexers to be procured via
DRAMA will be equipped with status alarms and frame error pulses,
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while the digital radio will be equipped with assessment param-
eters in addition to frame error pulses and status alarms. The
performance monitoring features of the DRAMA equipment are
discussed in detail in Appendix A.

The DRAMA radio assessment parameters can be used in lieu
of or in addition to the performance assessment techniques
presented above.

5.1.3 Performance Assessment Technique Comparison

In this section the performance assessment alternatives
presented in the previous section will be compared. This
comparison will be used in Section 5.1.4 to define a recommended
CPMAS performance assessment technique.

Table 5-6 shows the performance assessment techniques and
the criteria that will be used to select a recommended performance
assessment technique or set of techniques. The five selection
criteria are specifications measured, trend analysis parameters,
BER estimation accuracy, speed of assessment, and cost. Specifi-
cations measured reflects the number of DCS performance require-
ments parameters that can be meaaired by each technique. The
performance requirements parameters of the DCS are given in
Table 4-1. Trend analysis parameters sdection criteria indicate
the ability of each technique to provide parameters recommended as
possible trending parameters. BER accuracy relates to the ability
of each technique to accurately estimate BER. Speed of assessment
reflects the time required by each technique to assess performance.
The non-recurring production costs of each technique is reflected
in the cost criterion.

In Table 5-6 each criterionis assigned a weight as to its
relative importance in selecting a performance assessment tech-
nique. The weights are either two (2) indicating a criteria of
greater importance or one (l) indicating lesser importance. As
shown in Section 4 trend analysis can increase system availability
and, thus, the ability of the techniques to measure parameters to

be trended is of greater importance and is given a two weight.
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