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The research documented in this volume was conducted under Ballistic
Missile Defense Technology contract number DASG60-76-C-0087,

entitled "Distributed Data Processing Technology." The work was per-
formed by Honeywell Systems and Research Center, Minneapolis,

Minnesota under the direction of Mr, C. R. Vick, Director, Data Pro-
cessing Directorate, Ballistic Missiie Defense Advanced Technology

Center. Mr. J. Scalf was the BMDATC project engineer for this con-

tract; Ms, B.C. Stewart was the Honeywell/GRC program manager, General

Research Corporation acted as subcontractor for a portxon of thxs work

The experiment plan was developed at Honeywell, The following
personnel participated in this research: R.G. Arnold, W.E, Boebert,
E.D. Jensen, G.D. Marshall, and W.K. Utt. R.Y. Kain of the
University of Minnesota acted as consultant to Honeywell, General

Research Corporation's observations on the subject of experiments are
presented as Appendix A,

In this report, we review critical issues defined in other volumes and
suggest experiments that will help address these issues concerning the
use of DDP in BMD systems, We also discuss the results of one simula-
tion experiment conducted under this project, Finally, we propose a con-
figuration of hardware and software that might be added to the ARC
system to support the suggested experiments, Reactions to a similarly

suggested confliguration that was independently generated by SDC are also
presented.
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Certain experiments have been identified as prime candidates for early
performance, A calendar scheduling the phases required to perform each

experiment is presented,

This document is Volume VII of the final report, Other volumes of the

report are the following:*

Volume I - Management Summary

Volume II - DDP Rationale: The Program Planning
Point of View

Volume III - DDP Rationale: The Technology Point of
View

Volume IV - Application of DDP Technology to BMD:
Architectures and Algorithms

Volume V - Application of DDP Technology to BMD:
DDP Subsystem Design Requirements

Volume VI - Application of DDP Technology to BMD:
Impact on Current DP Subsystem Design and
Development Technologies

Application of DDP Technology to BMD:
Research Performance Measurement

Volume VIII

Volume IX - DDP Rationale: The Program Experience
Point of View

* Volumes V, VI, the appendix to Volume VII, and a section of
Volume VIII were prepared by General Research Corporation.
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SECTION 1
INTRODUCTION

Paper studies and even foivmal analyses (using such tools as queueing
theory and graph theory) are ultimately limited in the amount of information
they can supply about a system of more than trivial complexity. Because
DDP hardware and software architectures are highly complex, design
studies must be backed by experiments, Furt\hermore, since the DDP
design process is also complex, studies of the process must also be

backed by experiments. Properly designed experiments can greatly
facilitate concept comprehension, hypothesis formulation and verification,
feasibility or infeasibility demonstration, and quantification of solution

payoffs.
1.1 CLASSES OF EXPERIMENTS

Experiments will be proposed to test hypotheses concerning the system
design process (called " designer experiments' herein), the implementation
mechanisms (called ' mechanism experiments' herein), and the DDP
payoffs (called " payoff experiments' herein),

The purpose of an experiment is an important factor in determining the
benefits expected from its performance, Most experiments can be divided
into one of three classes: 1) to verify a logical design, 2) to quantify
performance, or 3) to select a best technique or design among alternatives,
A gate-level simulation of a new processor design, for example, verifies
the logical correctness of the mechanism but would not be used to determine
the system throughput, Logical verification experiments range from




complete correctness verification to concept familiarization in which
system designers become more aware of the consequences of possible
design decisions, Similarly, performance verification experiments range
from feasibility demonstrations, which ascertain that a particular design
concept (a mechanism experiment) or a particular design process (a
designer experiment) is not terribly inefficient, to success measurements
in which detailed performance measures are determined (a payoff
experiment), Alternative selection experiments also range along the
continuum from feasibility studies to success measurements, though they
may be of little use when they provide little confiden:e in their results,
General experiments are most appropriate for the early phases of a
design project, At this stage of understanding of the DDP design process,

designer experiments should be confined to general experiments,

The following subsections discuss two important factors contributing to

the costs and benefits of an experiment,

1.1.1 Modeling Detail

The amount of detail in the experimental model affects the time and cost
in performing an experiment,

Mechanism experiments with the least detail include functional simulations
performed on a general-purpose compuier, Typically, these functional
simulations use stochastic models to determine gross performance
characteristics, including queueing delays and sites of bottlenecks,
Further detail can be provided by emulating the system design at the
instruction level using a general-purpose computer, Such experiments




ey wumy @GN N WS

l.‘

Jo—
.,,....,,3

can provide limited information concerning performance (because many
steps must be emulated to obtain statistically significant results), More
accurate data can be obtained by emulating the system using a collection of
general-purpose computers coordinated by a master computer, The
ultimate detail is provided by implementing the complete system (though
not necessarily in deployable form),

Most designer experiments will have little detail, since the problems will
have to be simple in order that unambiguous results be produced. It is
not clear how one could effectively increase the amount of detail in
designer experiments because of problems with the statistical significance
of the results, Early experiments should use the least possiktle detail,
not only because additional detail would not contribute to the results, but
also because it may be dependent upon a particular design methodology or
mechanism technology that cannot be projected to the time when complete
designs or systems may be constructed,

1.1,2 System Specificity

The system specificity of a proposed experiment determines the scope of
application of the results, and, therefore, the benefits for the overall

system design.

Broadly applicable (generic) experiments study characteristics common to
many designs, functions, architectures, or pairings of architectures with
functions. An experiment to measure the performance of various
communication policies falls in this category. At the opposite end of the
spectrum lie experiments that ascertain the behavior of specific function-




architecture pairings, Measurements of the performance of a specific
radar scheduling architecture executing a radar scheduling algorithm
typify this class,

The majority of the first experiments should be generic so that designers
may gain a better understanding of system behavior under various design

philosophies,

1.2 EXPERIMENT SELECTION RATIONALE

Experiments should be selected because the anticipated benefits are high
compared to the anticipated costs. The benefits must include not only
benefits in terms of the payoffs of DDP to BMD (discussed in Volume II),

but also benefits in understanding how DDP systems should be characterized
and designed, These latter benefits include such items as an understanding
of how design methodologies might bias the resultant designs, of how
system parameters influence computation demands, and of how logical
structure must be imposed on distributed data bases to ensure correct
usage. Such understanding contributes indirectly to the efficacy of all DDP
systems designs, and thus to BMD systems in particular,

Another important benefit of a series of experiments can be determination
of parameter sensitivities, As we design systems, we make design
decisions based on our estimates of parameters describing the technological
possibilities and the environment of the system, We really should estimate
our confidence in these parameter values, For every experiment which
uses the parameter as an input, other experiments should be made with

the parameter taking on other values within its estimated range., This

set of experiments determines the effect of changes in the parameter on
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the experimental results, which is the sensitivity of the results to changes
in the parameter, When a parameter's effects are quite large, we should
design other experiments to more accurately estimate the actual value of

the parameter in the BMD environment,

Experiment costs include not only the obvious costs of developing the
hardware/software for the experiment but also the costs of meeting the run-
time requirements, The search for statistical significance from complex
experiments can Jzad one to propose unrealistic experiments unless a
properly configured hardware system is available, The complex
asynchronism and concurrency, coupled with unpredictable (i, e. random)
interactions between the BMD system and the DP subsystem make statistical
significance elusive, One may easily propose experiments whose run-
times would exceed the MTRF of the experimental facility! Proper
hardware configurations can alleviate this problem,

The experiment complexity problem is very serious when the experiment
involves simulation or emulation of a complete system design. This
complexity affects not only the significance of the results, but also dollar
cost and time. required to develop and perform the experiment, Complete
design emulation is an inappropriate type of experiment at this phase of
our efforts towards developing DDP system design methodologies.

First, we must experiment to quantify the characteristic of the essential
features of distributed systems, and thereby show that distributed
systems do exhibit BMD payoffs lacking in centralized systems,




se———

The cross-interaction matrix (Volume II) showing the relationships between
BMD payoffs and DDP attributes would seem the natural place to begin
selecting appropriate experiments, Though this is a good strategy, present
knowledge is inadequate to define meaningful experiments at this level, We

do not know how to quantify many DDP attributes, and we also cannot quantify

many BMD payoffsf Meanix_lgful experiments emulating complete systems
could be performed, but these, as noted, are too specific, too costly, and
too time-consuming, We can, however, specify a few experiments to
learn more about some payoff-attribute interactions, as discussed in
Section 4, Much more research is required before specific payoff
experiments can be developed,

Specific system mechanism experiments should be performed to study the
implementation techniques that could be used to endow a distributed system
with attributes contributing to BMD payoffs. With current knowledge, we
can propose experiments that evaluate the performance of these properties
of distributed systems, These implementation problems are subjects of
current research; several of them do not have well-understood solutions.
We discuss these mechanism experiments in Sections 2.3 and 3.

Designer experir <¢nts are needed to study the consequences and benefits of

the design methodologies, These experiments are selected by examining
design methodologies and determining areas requiring further design
attempts to resolve critical issues in the methodologies, These designer
experiments are discussed in Section 2,

*For a complete discussion of this problem, see the section entitled
Toward Quantifiable Payoffs in Volume II.




We answer the following questions for each experiment described in this

document:

1, Why perform the experiment ?

2, What results are expected ?

3. How do the results relate to the BMD means-ends cross-

interaction matrix ?

4, What approach should be used ?
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1.3 SURVEY GF THIS DOCUMENT
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The experiments planned during this contract are designed to assist in

the resolution of some critical issues concerning the application of DDP

to BMD which were identified during this study., This document summarizes
critical issues that may be resolved by experimentation, describes some

i
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experiments, prioritizes them, and proposes schedules for the performance
of these experiments, Some tools that must be developed to assist certain
experiments have been identified; these are described along with the

experiments,

As part of this contract, we did perform on e simulation experiment to
demonstrate the adequacy of simulation models and to gain some
experience in such studies, This experiment and its results are described
in Section 5. Suggestion for experimental facilities were developed, and
Honeywell reacted to a facility proposal independently generated by SDC,
as described in Section 6.
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The major content of this document comprises Sections 2 through 4 in
which we present the experiment suggestions, organized according to the
volumes of this report in which relevant critical issues were identified.

These sections cover the following areas:

Section 2: DP Design Methodologies (Volume IV)
Section 3: DDP Implementation Techniques (Volume IV)

Section 4: DDP Rationales (Volume II)

There is some variance in the level of detail in the experiment descriptions;
some early suggestions were developed in great detail, but later we
collected suggestions and included them in this document to provide a
record of all ideas developed during this project,
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SECTION 2

DDP DESIGN METHODOLOGIES

We review some critical issues concerning data processing design
methodologies that were uncovered during this project and propose designer
experiments to discover additional facts concerning these issues, Some
experiments are predicated on prior completion of additional research and

development, as noted in the appropriate descriptions,

2,1 CRITICAL ISSUES CONCERNING DDP DESIGN METHODOLOGIES

In Volume IV, Section 7 (Future Needs) we described numerous critical
issues that should be addressed in further work on design methodologies,
The list included the following areas:

1) Specification Techniques--how to specify properties of the

system and its components.

2) Design Constraints--how to confine the designer from

unreasonable, unrealistic configurations,

3) Design Steps--how to direct the designer towards a good
configuration,

4) Description Techniques--how to describe the complete
system that has been designed,




Many of these issues require further research and development before
experimentation will be worthwhile; others, including selected design
constraints, can be subjects of experiments in the immediate future, if

desired,

In this section we describe a few experiments that might be performed
during FY 78 or FY 79 and some that should be performed only after
further progress in research and development concerning the related

critical issues,

2,2 EXPERIMENTS CONCERNING DDP DESIGN METHODOLOGIES

We next describe several designer experiments that test design
methodologies and suggest improvements in them, These experiments

require the use of actual designers who perform design exercises and

then are queried concerning their methods, Additional evaluations can be

based on the quality of the designs produced (assuming that we have a
quantifiable measure of ' quality'"),

The following experiments are designed to test hypotheses concerning the
viability of an enforced or suggested design methodology and the modifica -

tions to the methodologies proposed in Volume IV,
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2.2.1 Methodology Enforcement Experiment

This experiment will evaluate the use of methodologies for DDP subsystem
designs and the importance of forcing designers to follow those
methodologies.,

2.2,1.1 Why Experiment ?--Methodology development is useful only if
designers will follow the resulting methodology and if they produce better
designs as a result, This experiment is intended to provide answers to

these questions,

2.2,1.2 Expected Results--This experiment should document the value

of design methodologies and uncover difficulties in enforcing the
methodology. Furthermore, ways to enforce methodologies will be
compared,

2.2.1.3 The Experiment--First we must develop a way to enforce
particular design methodologies upon designers. One candidate
enforcement technique requires documentation of all design steps; the

designer is required to describe in writing how he followed each design step
as he performed the design., In the proposed experiment, one group of
designers will be required to use specified methodologies, Other
designers will be given methodology descriptions but will not be required

to follow them, and a final control group will have no information

regarding methodologies,

In the experiment, designers using methodologies available at the time of
the experiment are compared with designers using no methodology.

11




The experiment proceeds as follows:

1, Select a group of designers,

2, Select a BMD function to serve as the test case,

3. Randomly assign designers to methodologies and to whether
and how they must document their design decisions,

4, Compare the resulting designs,

o el

It will be difficult to obtain statistically significant results from such an
experiment; however, it is important to know the value of methodologies,
Quantitative architectural evaluation techniques are not essential to
perform this experiment, since the designs could be compared by a panel

of designers (though the same designers may have biases towards their

own designs, and thus are inappropriate to evaluate their own work),

A questionnaire designed to elicit information concerning design decisions
might produce helpful insights concerning new methodological possibilities

and improvements to the existing methodologies,

2.2.2 Payoff Emphasis Experiment

This experiment will determine the effects of presenting DDP subsystem
designers with different payoff emphasis information,
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2.2.2.1 Why Experiment?—It is important that we determine how strongly

designers are affected by differing emphases concerning design goals, We
cannot ascertain such information by nonexperimecntal means, since no one

can explain the behavior of human beings,

2.2.2.2 Expected Results--This experiment should improve our know-
ledge concerning the effects of emphasis changes on designer behavior,

New design techniques to meet different goals may be uncovered,

2.2.2.3 The Experiment--A team of designers will be presented with the
identical BMD function to be implemented in a DDP architecture, They
will be given different directions concerning the payoff(s) to emphasize in
their designs. Resulting designs will be evaluated (as described in Sub-
section 2.2. 1. 3)to determine the effects of changing payoff emphases,

A questionnaire could be used to learn how the designers approached the
different design problems., Additionally, we may collect novel design
techniques useful for meeting various payoff criteria,

In a follow-on experiment, we would ask the same designers to modify
their designs to also achieve higher payoffs in other areas, Useful
information might be gained by selecting, say, two payoffs for the first
experiment and reversing their roles in the follow-on experiment, For
example, suppose that fault detection and growth were selected. In the
first experiment, one set of designers would be told that fault detection
was a very important property of the design, while the other set would
design for growth possibilities, During the second experiment, the first
group of designers would be asked to modify their designs for growth, the
second group for fault detection,

13




The follow-on experiment could produce several outcomes, depending

upon architectural comparisons, If, for example, the modifications in

the second stage are minor, we conclude that designs for growth are likely

to have good fault-detection characteristics, This information belongs

in the cross-interaction matrix describing the payoffs, On the other hand,
if major modifications are made, we consider the two payoffs unrelated or

even counter to each other., Additionally, if the final designs are radically
different, we conclude that the order of payoff handling was significant,

A selection of which should be emphasized first requires more study of the

overall system requirements,

2.2.3 Component Degradation Experiments

We need to learn good ways of specifying degraded component behavior,
These two designer experiments will evaluate possible specification
techniques, Since no specification techniques have been proposed during

this project, this experiment cannot be performed in the immediate future,

Though the experiments described in this section are based on component
degradation specifications, the reader should feel free to construct similar
experiments to study the impacts and true meanings of other specifications
discussed under Future Needs (Section 7) in Volume IV,

2.2.3.1 Designer Usage--Since component degradation affects system

performance, we must place this experiment in a context where system
reliability is paramount, This effect can be achieved by instructing
designers that they shall consider system availability (or another similar
payoff) to be the most important attribute, Cost or configuration limita-
tions will have to be imposed to exclude arbitrary redundancy and achieve
ultra-high reliability,
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During the experiment, designers will be given a BMD function and some
component specifications incorporating selected forms of degradation
specifications, The designers will be asked to document their design
procedures and will be given questionnaires to determine how they have

used the degradation specifications,

2.2.3.2 Quantitative Consequences--After quantitative measures of

component and system degradation have been developed, simulation
experiments to determine how the component behaviors combine to give

system behavior should be performed,

This combination issue is closely related to the system control strategies
concerning resource allocation and scheduling in the face of degraded
behavior, The experiment should be designed so that alternate

strategies can be compared in specific BMD contexts and so that the
relationships between component degradation and system degradation can be

studied more generally,
2.3 EXPERIMENT PRIORITIES AND SCHEDULE

We feel that the experiment concerning payoff emphases should have highest
priority, since its potential consequences are important for development
and refinement of computer systems design methodologies. This experi-
ment should be performed during FY 78; an approximate schedule is
outlined in Figure 1.

The other two experiments have lower priorities; they probably should be
deferred until future years,

15




FY 78

SELECT BMD FUNCTION

SELECT TWO PAYOFFS

SELECT SET OF DESIGNERS -
rIRST PAYGFF DESIGNS R

REFINE DESIGNS FOR
SECOND PAYOFF

COMPARE DESIGNS ‘J{

Figu® Proposed Schedule for Fayoff Emphasis Experiment
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SECTION 3

DDP IMPLEMENTATION TECHNIQUE STUDIES

In this section, we propose mechanism experiments to help resolve
certain critical issues concerning DDP implementation techniques, Most,
but not all, experiments proposed to study DDP implementation techniques
will cover either system control policies or interconnection mechanisms,
Although the policies are affected by the interconnections and vice-versa,
these interactions are usually less important than the separate effects
that will be studied by the proposed experiments,

We review the identified critical issues (in Section 3. 1) and note their
relationship to current research before we turn to detailed experiments
(in Suksection 3.2). Experiment priorities and schedules (Subsection 3. 3)
complete Section 4.

3.1 CRITICAL ISSUES IN DDP IMPLEMENTATION TECHNIQUES

Implementation techniques encompass system control and interconnection
techniques.

3.1.1 System Control Issues

Critical issues in the system control area include issues in the following
categories (which are not mutually exclusive):

17




Process* configuration--constructing processes from pieces

of user and system software,
Process assignment--binding processes to processors,

Process scheduling--determining the sequence in which

processes are to execute on one or more processors,

Process dispatching--activating processes in their scheduled
order and mapping them into one or more control streams

(processors),

Interprocess communication--the flow of information among
processes for such purposes as providing operands, accessing

shared variables, synchronization, etc,

Process synchronization--the time coordination of processes

" to maintain proper precedence relationships, to share common

variables, to allocate common resources, and so on,

Resource allocation--passing control over resources among

processes,

Data base management--performance and coordination of

data base operations,

Protection--guarding information from unauthorized use or
modification,

Fault detection--discovery of erroneous events or conditions,

"
"Process' is used in its computer science sense rather than its BMD

18

e B

St L



® Fault isolation--confinement of faults and their effects to a

subset of the system,

e Fault recovery--tolerating or overcoming the effects of a

fault by degrading performance, reconfiguring, etc,

For each of these categories of system control functions, much remains to
be learned about alternate concepts, policies, and mechanisms, even in a
uniprocessor context, For the concepts, policies, or mechanisms of any
category, the issues, alternatives, and trade-offs are poorly understood,
System design and implementation decisions are almost all made
heuristically., In a DDP context, the situation is even worse: the few
concepts, policies, mechanisms, issues, alternatives, or trade-offs which

are well understood stand out as rare exceptions,

The current state of the art varies among these system control issues, In
many areas, policies that implement ''correct' behavior are known,
Usually, the performance of these policies cannot be analyzed, so
experiments are required, Very little information concerning the overhead
incurred under various policies is known, In other areas, inefficient
policies giving correct behavior are known, but no efficient correct policy
is known, = Distributed data base management falls in the latter category,

3.1.2 Interconnection Techniques

Critical issues in interconnection techniques include issues in the following
categories:

19




e |

e Interconnection topologies--What should be the structure of

the paths among elements of a DDP system ?

® Communication medium access control--How do communications

protocols resolve competing access requests?

A shared data transport medium (such as a bus, a loop, or a shared
memory) occurs in many cxisting and forseeable architectures, Shared
memory schemes have been treated extensively in the analysis of
conventional multiprocessors, both from a logical synchronization view!
and from a performance analysis view, To study performance, one can
develop analytic models? which provide results limited by the assumptions
necessary to make analysis possible or develop simulations, Shared
memory communications may not be acceptable in many other real-time
command and control systems, since they are a possible central failure
point, Some bus and loop control schemes have been modeled and
simulated (references are in the following discussion), but not in real-time

command and control application environments,

Some of the critical issues concerning bus or loop schemes which require

answers, and are thus candidates for experiments, are:

@ Under what circumstances are buses better (or worse) than
loops?

e What control scheme and protocol offers the best throughput
and response time for buses? for loops?

® What control scheme and protocol offers better systems
integrity for buses? for loops?

® How should the bus (loop) interface unit hardware appear to the
application/executive software?
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3.2 EXPERIMENTS STUDYING DDP IMPLEMENTATION TECHNIQUES

The following subsections describe independent sets of experiments to
improve our knowledge of the critical issues in DDP implementation
techniques, as described in Section 3.1. Experiments in the following

areas will be discussed:
e Distributed data base management
e Decentralized resource allocation
e Decentralized scheduling

e Loop vs, bus interconnections

During this project we ran a simulation to determine the performance of a
shared memory within a real-time command and control environment:
this experiment is described in Subsection 3,2,4. The remainder of the
experiments covered in this volume are proposals; no efforts have

begun towards performing any of them,

3.2.1 Distributed Data Base Management

Data base management includes the following operations, whether the data
base is centralized or distributed:

e Performing data accessing strategies

e Interfacing with processes using the data

e Checking authorizations for all access attempts
e Validating updates
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® Monitoring the performance of the data base subsystem
® Detecting errors

e Recovering from errors (possibly backing up)

We can divide the data base system design into two parts: data storage and
access control, In uniprocessor systems, both parts are centralized;

the corresponding design problems are quite well understood., When the
control is centralized, straightforward extensions of the uniprocessor
policies can be used, even if the data itself is distributed, Centralized
control is not acceptable in many applications of DDP to BMD, however,
since the central control point is a potential bottleneck and a critical

element with respect to failures,

A simple distributed data base technique is to partition the data base and
assign a single control point for each partition, If a multiplicity of
processors need access to any particular part of the data base, a number of
difficult problems arise; these include how to partition the data base,

and where to assign each part; how to know where the various pieces of an
access request should be sent; and how to reintegrate the responses to the
requests, Some of these problems (e, g., the first one) have been
diligently studied, but for most neither the problems nor the solutions are
yet well understood.

In many DDP architectures, it is necessary to replicate decentralized data
(such as target parameters), While it is possible to have centralized
control over multiple copies of a data base, it is frequently unsuitable and/
or undesirable owing to system integrity, reliability, performance, or
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other issues, Therefore, it is critical that we learn how to implement
decentralized control over a decentralized, replicated data base., . The
central problem is keeping the data base consistent, Some attempts to

keep consistency introduce deadlock or fault recovery problems,

Problems may arise if synchronization variables are not modified in the
proper sequence, because two different processors may simultaneously
think that each has locked the shared variable and, ﬂm:, proceed to modify
it. Updates to shared variables can also be handled by using time stamps
attached to the requests or by using voting mechanisms, In fact, six
different schemes have been proposed to solve this problem, but their

performances are unknown,

3.2.1.1 Why Experiment ? --Experiments are needed to assist analysts in

approaching this problem, They need additional intuition ana additional
design, analysis, and proof techniques before they can effectively work on
this problem. The knowledge and intuition concerning this problem are
so Hmited that researchers do not know how to approach the proof
questions--to show either that a scheme is logically correct or that it is
efficient, The most useful result is one stating that a certain scheme
produces the same final state in the data base after all transactions settle
out.3 As no statements can be made concerning the delays before this
ideal condition pertains, the result, while theoretically useful in that it
shows correctness, is not practicable, This gap is particularly
important in real-time command and control applications,




3.2.1.2 Expected Results--An experiment with replicated data base

systems would evaluate performance parameters of schemes proposed to
solve the problem and may even uncover situations in which one or more of
the schemes does not give correct behavior, This information is most
essential in coordinating the use of shared information and distributing
control over the data base to a number of independent processors (which is

necessary for redundancy and failure-mode system operation),

3.2.1.3 Relationship with BMD Payoffs--Correct, timely management of
distributed replicated data bases is essential to support BMD payoffs,
including:

1. Reconfigurability

2, Programmability

3. Fuhction modularity
4, Correctness

5, Timeliness

Reconfigurability is supported by the fact that the different copies of the
data base can be used by many modules within the system, Program -
mability and function modularity are supported by the mechanism being
decoupled from the concerns of those persons implementing functional
modules within the system, Correctuess of the distributed data base is
essential for system correctness, and system timeliness is directly
related to the speed of the coordination mechanism,
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The degree of influence of these effects on overall system suitability
depends, naturally, upon the usage frequency of items within the replicated
data base, System designers can increase the system reliability by
replicating data, but will be loath to use this technique if the attendant
overhead is too great, As discussed in Volume IV, Subsection 7.3.5, the
distributed designs created during our architectural development studies
did not emphasize memory issues, so the replicated data base problem was

not introduced into any of those designs,

3.2.1.4 Experimental Approach--A combination of simulation and

emulation seems appropriate for experiments on replicated data base
management, The demand characteristics could be simulated, but the
detailed coordination mechanisms must be emulated in order that they
show all transactions required for proper coordination,

The proposed experiments will develop confidence in new solution
techniques and may develop some relative performance measures, We
will compare several update synchronization solitions with respect to
correctness and performance, Three possible solutions are described in
the following subsections,

3.2.1.4.1 Common Update Arrival Sequences--All data base copies
will agree if they are initialized identically and receive updates in the same
sequence, Common sequencing can be ensured by passing all update
requests to all data base modules along the same structure of serial links
or by passing all copies of the data base past the .nodules making updates
in the same sequence, The former scheme appears more attractive for

several reasons, including:
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1. Lower communications requirements, and

2, Better failure resiliency,

Note that while the circulating data base must pass through a loop topology
of updating modules, the circulating update requests may pass through an
arbitrary interconnection structure as long as the requests are not

reordered,

3.2,1.4.2 Sequence Numbers--In the schemes of Subsection 3,2,1.4.1,

the update requests must arrive at the data base in the updating order,

The data base module could order the requests after their arrival if each
request included sequence information, The big problem with this scheme
is to develop efficient techniques to generate unique sequence numbers, If
this could be solved in a distributed manner, the system is likely to be

more fault tolerant than those discussed in Subsection 3.2.1.4.1.

3.2.1.4.3 Data Base Manager Votes--In this scheme, update

requests are not ordered by arrival at a common point or by departure from

e i et e m—— Wt w4 2w o WP R

a common point, Rather, they are implicitly ordered by arrival times at

3

the data base management modules, Whenever any module attempts to

perform an update, it transmits information to all other data base managers

concerning the proposed update, Each data base manager votes on each
update proposal by determining whether it has a conflicting update request, ‘

Votes allow the manager to proceed or the manager must withhold the
request until a later time,

i
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3.2,1.4.4 The Experiment--These three proposed solutions to the

replicated data base update synchronization problem differ considerably with
respect to a number of important attributes, such as computation and
protocol overhead, throughput, memory consumption, maintenance of
request time sequencing, operations supported, implications on the
architecture and implementation of the hardware, etc, This problem and
these solutions are very poorly understood, and formal analysis shows

little promise of helping, While simulations may be an effective means of
evaluating these and other solutions to the problem, it is likely that

coding the actual algorithms and running them with a small data base on a
group of interconnected minicomputers would cost less and provide more

results,

The proposed experiment will require a set of processors that simulate
update request generation following statistics determined from BMD
applications analysis, Processors will execute the data base updates

when the policy permits,

The experiment performance will be monitored for correctness by
occasionally halting request processing and examining the data bases for
consistency. Performance will be determined by measuring rates of
updates and the amount of communication and computational loads devoted
to update synchronization,

The experimental facilities described in Section 6 will be adequate to
support this experiment without requiring special tools,
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3.2.2 Decentralized Resource Allocation

The problem is to efficiently and effectively allocate resources from a
distributed pool of resources without requiring a central control mechanism,
One proposed mechanism to solve the problem has been 1mplemented,4

but it is not understood and it has not been adequately instrumented,
This problem is of critical importance for DDP systems applied to BMD
problems since it affects reliability, efficiency, and other important BMD

payoffs, as discussed below,

3.2.2,1 Why Experiment? --Two mechanisms have been proposed: the

DCS bidding scheme of Farber5 and the virtual ring scheme of LeLann.6
The DCS scheme has been implemented but not instrumented; the virtual
ring scheme has been proposed but not implemented, Neither scheme has
been analyzed, as the environment of the application is extremely complex,
An appropriate, well-designed experiment would yield values of performance
measures for the proposed mechanisms and uncover areas for improvement
| in the mechanisms, If the experiment is modularly designed, it should be
possible to use the same experimental facility to test other protocols
without starting from scratch,

3.2.2.2 Expected Results--The major results from this experiment will

be measurements of several parameters describing the performance of

|
i
1 particular decentralized resource allocation mechanisms, Interesting
| performance parameters include:

|
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1.

Processing delays experienced by resource requests,

Probabilities that requests will be satisfied upon the first

request,

Probabilities that requests cause deadlock situations
which preclude their satisfaction,

The processing required in each module to handle each request.

The intermodule communications requirements for each

request,

The mechanism performance is strongly dependent upon the characteristics

of the environment, particularly the statistical patterns of allocation

requests, Therefore, an experimental outcome would be a family of

performance curves with the parameters of the allocation request

statistics as independent variables,

3.2.2.3 Relationships with BMD Payoffs--The efficiency of resource

allocation mechanisms affects the performance of a DDP system in a BMD

environment through several payoffs, including capacity, timeliness,
adaptability, and survivability, The system capacity is adversely affected
by increased delays in the resource allocation mechanism, Similarly,

timeliness is adversely affected by increased resource allocation overhead,

In many applications these effects can be small, because most resources
can be allocated when the system is designed, One must realize, however,
that the overhead must be incurred whenever any amount of any resource




(that is managed in a distributed manner) is required, Adaptability and
survivability are intimately related to distributed resource management
because any changes in system structure must be handled by a distributed
policy (as the combinational growth of the number of possible system
configuration changes requiring resource management precludes managing

the resources by some policy fixed before the system is in operation),

3.2.2.4 Experimental Approach--These experiments should be performed

by emulation, since we want to understand the performance of the manage-
ment algorithms, and we want to look for any pitfalls hidden in the
algorithms (which have not been studied extensively), The emulations of
the application environment should be clearly separated from the
emulations of the management algorithm, This permits the same
emulation structure to be used to evaluate other management algorithms
that may be proposed, Statistically-generated inputs will drive the
emulator, Results are obtained by counting the times required for the

requests to propagate through the system and be satisfied,

The experimental facility describea ir Section 6 will be adequate to support
this experiment,

3.2.3 Decentralized Scheduling

Decentralized scheduling is similar to decentralized resource allocation
in that a system control function is being performed in a decentralized
manner, Unlike decentralized resource allocation, there are no proposed
schemes for implementing general decentralized scheduling using any
policies, A scheme proposed by Stome7 has been shown to apply only to
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the cases of two or three processors; it has also been shown that this
scheme cannot be generalized in any way to systems with four or more

processors,

In the absence of proposed algorithms or scheduling schemes, we can
propose scheduling for real-time systems where the set of tasks to be
performed is fixed beforehand, In this case, one may establish a set of
schedule templates (with some potential for limited modification) using
some generating algorithm, Experiments to ascertain the performance
of the template schedules generated by a particular algorithm would
increase our understanding of how decentralized scheduling might be

achieved in a more flexible manner at some future time,

3.2.3.1 Why Experiment? --We need to experiment with scheduling

mechanisms to better understand the problems attendant upon decentralized
scheduling, Experimental experience will help us develop our intuition

and provide a basis for future algorithm proposals, Fixed template
scheduling must be studied first, as we do not have any proposed mechanisms
for flexible distributed scheduling that we might use as a basis for
experimentation,

3.2.3.2 Expected Results--Scheduling experiments can quantify the
overhead in the scheduling operation and can be used to determine how

well the scheduling policy meets given system performance criteria,
Minimum delays for high priority tasks may be 2 good criterion, (Note
that one cannot use the average delay, averaged over all tasks in the
system, as this number is affected only by the scheduling overhead and
not by the order in which tasks are in fact scheduled, )
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3.2.3.3 Relationship with BMD Payoffs --The BMD system must respond

quickly to unanticipated external events, It is difficult to meet this
requirement by using any fixed scheduling policy, Thus, we require a
flexible scheduling mechanism that would contribute to response timeliness
and system capacity, A flexible mechanism is essential to cope with

node, subsystem, and module failures,

3.2.3.4 Experimental Approach--We must emulate proposed scheduling

mechanisms to study their performance within specific demand
environments, A modular design would incorporate scheduling emulation
modules coupled to environment simulation modules, The experiment
would measure the scheduling delays and instrument the details concern-
ing where the requests spend their time within the system (i,e., where
there may be bottlenecks). As we do not have any proposed solutions to
this problem, we cannot actually perform this experiment; we can,
however, design an experimental facility into which we could easily couple

emulations of future designs,

The facility described in Section 6 will adequately support these experiments,

3.2.4 Loop Protocols

Protocols control information flow along communications links interconnect-

ing the elements comprising a distributed system, Numerous protocols

have been proposed to solve this control problem for various interconnection

techniques; they differ with respect to overhead and transmission delays,

An efficient control mechanism is required in BMD and other fast-response

real-time systems to ensure timely responses to external events,
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In this subsection, we describe a loop protocol experiment; a similar

experiment concerning bus protocols is discussed in Subsection 3. 2. 5.

3.2.4.1 Why Experiment?--No loop protocol has been analytically
modeled; one has been si.mu].ated8 but it did not use any real-time

environment considerations. Experiments can clarify the relative

performances of the schemes under controlled environments, producing

design criteria that can be used while configuring DDP systems.,

3.2.4.2 Expected Results--This experiment will produce data points on

design trade-off curves, For each protocol the trades between overhead,
bandwidth, and error detection capability should be quantified,

3.2.4.3 Relationships with BMD Payoffs--Reliable, high-bandwidth
communications assist modularity, capacity, responsiveness, and
survivability, Allocation flexibility and timeliness can be problems in
loop interconnections, In real-time applications, the sequence in which the

computers are allowed to place messages on the loop should not be
constrained by the physical order in which they are connected in the loop,
Furthermore, it should be possible to assign different proportions of the
loop bandwidth to various computers in order to match any application
throughput nonuniformity, These two requirements should be met with
minimum delays in loop allocation or message transit around the loop,
Previously, it had not been possible to allocate loop usage in a way which
is both flexible and timely for real-time applications,




3.2.4.4 Experimental Approach--The experiment we propose will use

functional simulation on a network of small computers to determine the
performance parameters of two loop protocol schemes, The results will
be useful in detailed designs.

Each processor connected in a loop is interfaced through an interface
module (see Figure 2). Typical loop interface functions include deciding
when a message from its associated computer can be placed on the loop,
deciding when a message arriving from its neighboring interface is
intended for its associated computer, acknowledging correct or incorrect
receipt of a message intended for its associated computer, and removing

from the loop a message which has been correctly received at its ultimate

destination,

LI

LI LI

LI LI

LI: LOOP INTERFACE
P: PROCESSOR OR SUBSYSTEM

Figure 2. Typical Loop Architecture
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We describe two proposals for efficient, timely loop protocols before we
return to the experiment itself,

9
3.2.4.4.1 The DLCN Scheme--In the DLCN system each loop
interface unit contains a buffer for information circulating around the loop,

Any message shorter than the empty buffer space can be transmitted by
filling the buffer rather than relaying bits coming around the loop, When
an unused space arrives, the buffer can be emptied, This scheme offers
advantages over the Pierce loop10 and the Newhall loop11 in reducing
queueing delays.12 It is not yet clear whether the DLCN approach is
suitable for real-time systems, but it<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>