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the data was analyzed to determine the Type I and I! er r o r  r a tes  for  identity
yen I [cat ion . A Type I error is a failure Its S -~~~f~~II i zt’ a legitimate sub i s- ’
whereas .1 Type II error occurs when an imposter Is identified as a legitim.ite
subject. Results were quite encouraging. The bI.Illd pr ln t  achieved a Type I error
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EVALUAT ION

This exploratory deve lopment program investigated in

detail those personal attribute s which offer a potential

to automatic identity of an individual for access control

functions . The initial phases of this program were to

find physica l attributes that were unique to an individual

and could be effectively automated with today ’s technology .

This program was a natura l outgrowth of RADC’ s success ful

automatic Speaker Verification System for access control

and RADC ’ s expertise In signal processing systems such as

DL PARS

Of the over thirty attributes studied , two were selected

for detailed , in depth experimental Investigation . Both of

the attributes were found to meet existing entry control

specifications. Hence, It Is recommended that continued sup-

port be given In the operational realization of these attrib-

utes for future generation entry control systems.

BRUNO BEE K
Project Engine er

vii  
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‘!~~‘~I ON 1

IN T R O P U C T I 2 N

1.1. EX ECU TI V~: 5V~1~ A RY

From the a h o ri~~ir . i 1  native who cover’- h s  body wi~ h tribal and individual

tattoos to t h - -  astronaut disembarking at - i space - - - i  ion to ~~~~~~ ‘t ~~r in a

voice recognition h-ooth in .‘ :~~~~~~ , A 2 :-ac. ’ - ‘ -~vr~~”.’, —a n has ~~~~~~~ in fa~~ or

in f ict ion , t h E -’ m~~a rc  to id e n t i f y in d i v i d u a l  member s  of h i s  race. Ar~~h~~r’

Clarke ’s vision ot the future in 2001 is , l i~~e mu -h of th . better science

f iction , based on fact. The t . ,rc :~~~’: necessary f~~ - i - . t : - i C voice recog-

r , i t ior~ has been r o u e .t  for some time and is curr~ r.t 1’; ~t ..’ personal identity

mechanism which is to be j ncoi ro ra ted  int o  t ’ . e Air Force Base a~~t n~ t~~ iation

S.~c i rit v  2- .’stem- (BISS). A speaker veri~ :(lti c .. to’ has been deveio~et by

Texas ~n st r u m em t ~ which is able to meet the lowest level of l~ISS specitica-

t ions, error rates near ore per cent.

The Some Air sevelopment Center (t ~~..~~~~ V ) has r~ nnrore~ a consi~ erabie

:-ort ion of the hea~ er verification work . Recently , however , ~his agency has

begun to consider alternative means of identity verification an— ~ has , as a

result , funded a modest investi~at ion by Pattern Analysis and Recognition

Corporation (PAR). This document constitutes a final ret ort on t h e  effort,

‘~~n tr ac t  ~u F 0 C t 2 — 7 6 - C — t 368.

i — i
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1 . - r e  ~U’& ’ m any reasons for pursuing - r r .  ‘ -  ‘-~-~ n s of ider .~ v e r i f i c -

t i~ r. - or all , t~ e one :-er c ent  error r a t e  i~. only tL. l~ st leve] c~

i’ I~~ c e-: i t i : - i t iOns . At th e  h ‘, h . -ct  level of ~,e. ur 1rv , c-:x wr~~~l~~ !i~ •

dch i~-vc error rates o~ low as one ~-ar r in a i i i i - - : , .  i t  is : - ,‘

ccr~ -i ir t : . .t voice recognit . s can ittt1 ~ ~~.is goal. °ne ho;-e is ‘ ‘ ‘  sor.-

new at t r~~- u .  n i gh t  meet ~he more c tr i n c . ’r ,t ‘ ‘ 
~

• . i f i ca t i -  n . Add~t i- -n ~i ly ,

t :. ’.’r- ’ is L l w ay u  t he  p o s s ib i l it ’.- r~ . r t  smaller •- c x - -r r ~r or can e ~in . -d by

combining speaker recognition with some - - - :  -~tt rit ~~~~- , one pe rh aps

e” c r e  t rc-::; the  PAR inve ,;t i ~~atj o n . An o th e r ’  ‘ct iv . . ’ for seeking ~d d i t i onal

means of  i ~ertitv ve r i f i ; t t  ion is th a t  voice rec ’) ;n1~~: - ~c, ~-ay rot alwivs be t o

:‘e~ t technology for every ar’: lication . Tt may sometimes be ~~~ :- costly, or

too slow , or , perhaps , too difficult to

~eo us di gress for  a mo sent  to make more ~r- ’ciso two ideas whi yh we have

so far hoes using interchangeably, ‘ident i~ i.~~~. i t ir Vn ” and “v e r i f i c a t i o n. ”

:~~~n t i~~ic .~t ic:~ is to label ~n ur,~-no wn ir.-dividual of a : -o cu l a t i on , whereas

v e r i f i c a t i o n  is ascertain -~[hotho: ’ a labeled in d iv idual  of a population is

:crr’~:t i .  l abe led .  ~en t i f i cat i c s  is r : . e domain  ot f o r en s i c s .  V e r i t i c a t i o n

is w:,at is deman~ e~ in most  securitl ’ system ~- for access c o n t r o l .  Thus , an

i nj i vi  :ual nr e s e r .t i n g  h i ns el :  fo r  en t ry  is assuned to cue the system by

enter ir ,c  h i s  name or code . The s ’ ; t e m  simp ly ‘zer i f i ec  t h a t  the  personal

a t t r i h u t e  being measured fcc t h a t  person agrees w i th  t he  value a l ready  on

:i .Le .  Th e ‘.‘~ r i f ic at ion problem j r  obviously simpler , since any system which

can p e r f o r m  :‘~n t i f i ca t i o n  can , a fo r t io r i,  r e r fo rm ver i f ica t ion.

1—:
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A variety of means of identi ty verification alternat i ’.’es to vo ice r~e’o~’-

nition are already under commercial development. Those 1~ ,own to th .~ authors

include fingerlength measurement by Identimat Corp., fin~’ertrint recognition

by Calspan Corp., body vibration transfer function by b- ‘-‘ir Electronics Corp.,

signature recognition by Veripen Corp., and face recognition b-v variety c-f

in’-’estigators. PAR was excluded from examining fingerprints , b recognition ,

signatures , or retinal vein patterns.

PAR undertoo three tasks for RADC . First, we were to perform a general

study of alternate means of identification . From a list of candidate personal

attributes, we were to single out two especially promising techniques for in-

depth investigation. For the two personal attributes selected under the first

task , PAR was to collect data on 72 pec’ole at three sessions over a period of

three months . The final task was to use this data to determine the errvr

rates for each of the two attributes.

The attributes listed in Table 1-1 were selected by PAR for evaluation .

Sources for these attributes included RADC suggestions, books on forensics,

r:edical and physiological literature , and the imagination of the staff.

The various ih ysical attributes were evaluated for utility in a verifi-

cation system by assigning numerical ratings to them in six categories. The

categories for evaluation are listed in Table 1-2. “Separability” means the

error rate of the technique . For verification systems, the errors are labeled

Type I, a “sin of omission ,” the probability that a legitimate applicant will

1—3
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IE- .~,-.1 - ei’nonal Attributes Considered For Identification

t~ai -rint (lines and/or ridges) and footprints

i ~ ~-r olds

~~~. ~‘in -t’ lengths, hand area

L ,~ d’~~n color , hair color , eye color

Ve in pa ttern

~~- . Photoplethysmogram

7. Skin resistance

~~~. Total (bod y )  resistance

° . Bone pattern (ultrasound )

~1c- . Finger tremor pattern

11. IR radiation pattern

lC . Eve scan path/dilation

l’ . ~onic characteristics of the teeth/skull

lb,~. Bite patterns/fillings

15. Ear structure

16. FJ ectroencep halograms

17. Visudily evoked potentials of the brain

18. Visual ly  evoked magnetic fields of the brain

19. Saliva

20. Blood composition

21. Odor/sweat

22. ileight/weight

V .~~~ ~~~~~ - ~~~~~~~~
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23. Gait

24. Electrocardiogram (ECG , DCC , Echoca rdiogram)

25. Ballistocardiogram

26. Verbal response pattern

27. Personal history

28. Typing style

29. Lip grooves

30. Polygraph

31. Implanted marks

32. Body vibration transfer function

33. Nail grooves

Table 1-1 (Continued)

1—5
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Table 1-2 Evaluation Criteria for Personal Attributes

‘- ‘.ihilit v - Type I and II Error performance

- . - cc.- ’: t - t h i l i t v  — User acceptance

— Technological risk

Cost - Development , production and operating

- Tine for user to gain access

Fene t r ah il i t y  - Ease of access by a trained agent

Table 1-3 Error Rates

Handprint C-Trace

I .01- . 0122

.01 , .0107

1— b -



be rejected by the system , and Type II , a “sin of commi: .sion ,” the probability

that an illegitimate applicant will be accepted. The latter is assumed to be

only a casual intruder and not a trained agent. To evaluate T’~re I and II

errors theoretical formulas were derived which gave these errors as a function

of standard deviations of the measured attributes for individuals and for the

population at large. Acceptability was measured by circulating a question-

naire designed by PAR psychologists. The last four categories were evaluated

by engineering investigations of verification systems based on the respective

attributes. “Penetrability” was taken to mean ease of access by a determined

intruder with knowledge of the detailed operation of the system .

The six categories were weighted , separability and acceptability being

most important , penetrability being the least, and the scores were combined to

attain an overall ranking for each attribute. Some judgment was required

since it was not always possible to assign numerical scores to the attributes.

Two a t t r ibutes  were selected for detailed investigation : first, flexion

crease lines on the palm and f ingers , and second , electrocardiograms. Crease

lines on the palms , those lines used by chiromancers , are congenital flexure

lines and are located where the outer layers of the skin are more firmly

attached to the subcutaneous tissue. In choosing crease lines, we believed we

ysuld have an attribute as rich in detail as a fingerprint, as permanent as a

~incercrint , but mresent on a larger scale. This latter poipt is a fundamental

one for ~~tornatic recognition systems. It makes rio matter how good an attri-

hute ir ; the end result will depend just as strongly on how easily the attri—

hute is transducible. The electrocardiogram (ECG) was selected because,

1— 7
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although not unique at the same level as a finger or palmprint , theoretical

estimates indicated that ECG’s could meet BISS specifications. It was further

believed that the ECG could be used to produce a low cost system. This is in

contrast to palm or fingerprints which require optical input devices with

consequent greater cost.

Palmprints were collected from 72 people by placing their hands on a

photocopying machine. The copies were marked at a number of fiducial points

such as crease lines in the fingers and width of the fingers halfway between

each crease line. Major crease lines of the palm were extended to their

intersection with the silhouette of the hand to gain further fiducial points.

These fiducial points were then digitized with a graphics tablet. Interpoint

distances were computed to form thir ty-four measurements on each paimprint .

These measurements formed a 34-dimensional “feature vector” in the jargon of

pattern recognition.

The next step was to find those subjects whose hands looked most similar

under this measurement . With one feature vector per subject, we had 72

points in a 34-dimensional space. The Euclidean distance between all pairs of

prints was computed , and a set of 25 hands comprising “worst case” pairs and

triplets was identified therefrom . For each person in the group of 25, a set

of 10 handprints was collected , the subject replacing his hand on the machine

for each copy. Additionally , two more prints were collected for all 72

:.ubjects.

1—8 
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This data was placed into the On-Line Pattern Analysis and Recognition

System developed by PAR and RADC [1]. Using the measurement reduction routines

in OLPARS , the 34 original measurements were reduce~ to nine which seemed to

carry most of the distinctiveness between individua~s. At t .~~ point , we were

prepared to evaluate the Type I and II errors.

Let us denote the subjects by the symbols A , B, C, ..., and let us

suppose that A is on the list of “worst case” hands. Thus thirteen handprints

are available for A. Using ten of the thirteen prints , we designed a weighted

nearest-mean vector logic [1] with a reject boundary . I’ll three sets of 72

hands are tested against this logic. The three prints of A are used to deter-

mine a Type I Error. They should be accepted by the logic. The 213 other

paimprints representing intruders should be rejected by the logic and can be

used to determine the Type II Error. This procedure is then repeated for the

next subject on the “worst case” list until all 25 subjects have been com-

pleted. Then the Type I and II Errors are computed as an average over the

errors for each individual. These results are presented in Table 1—3.

We now turn to a discussion of ECO data. It is envisioned that this

access control device will consist of two electrodes to which the person

desiring access will touch his hands. We therefore collected ECG’s with

electrodes attached to the two index fingers of the subjects. No ground

~-1ectrode was used , nor was any electrode paste. The subjects were told to

stand normally. Thus , the recorded waveform is a highly modified ECC and to

0’.’oid medical connotations we have called it a “(‘-trace.” ECS’s were col-

lected on 72 subjects over three sessions. The waveforms were digitized and

V 
V~~~ ----~~~~~~~~ - - - V



t h e n  entered into t ’ e }A!~ Waveform Processing h”stem [4) for smoothing and

-sto~ atic - enra ..Jon into individual beats. A ten-dimensional feature

cector was extracted from the waveforms . The data was again manipulated in

— LPAR S in a fashion very similar to that described for the paimprints. The

resul ts  are shown in Table 1-3 .

The results of Table 1-3 are encouraging. The demonstration of feasi-

iL ity  c-n the  cardiogram data is quite interesting in that the signal proces-

-~~ .5’  .r ia ~eatst- ’c e~ craction was almost totally automatic . The handprint still

~- e c u i r e c  l e f i : c i .~g an a;- ~ ro ;-r iate  imaging device and feature extraction algo-

r i t h u , fut the we Ith of stcl—le features on the palm of the hand indicate

t : .dt extremel’i small error rates are attainable . We recommend continued

-de--e !s:-”ent of both attributes , the C-trace for use in low security areas, at

Li’w -~rJt cost , and the Landrrint for higher security areas, at correspondingly

.i ~ ner cost .

PEFORT OR°ANIhATION

~-ction 2 o’~ r:.is r’ercrt describes the f i rs t  task of the effort , the

~r ’ o r .  of two physical attributes for in-depth study. The second task ,

d a t  c o lle c t i o n  on the chosen attributes , is given in Section 3. The final

t i s k , the  an~~lvr  is of the data and est imation of Type I and II error rates ,

-sill he found in ~-rtion 4. Section 5 provides our conclusions and recom-

nen Iat ions.
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SECTION 2

ATTRIBUTE SELECTION

Task I of this research consisted of comp iling an extensive list of

~h’,’sical at t r ibutes  for identity purposes. The attributes on the list were

then reviewed in order to select the best two for in-dei th data collection and

analysis. The selection would complete Task I. In this section of the

report , we present our methodology and results of the selection task.

2.1. EVALUATION PROCEDURE

~ven from the earliest PAR staff meetings it was readily apparent that a

long list or attributes was being generated for evaluation . It was felt that

t h e  evaluation would require significant library research and contacting of

medical expe~’ts. Consequently, a team of over ten engineers was formed to

:d tam the fa-~ts necessary to perform the evalua tion , each eng ineer typ ically

h e in~’ assigned a few attributes for investigation . The proiect staff was

briefe i at several meetings and given written guidelines for evaluation . The

. u i d e li n e s  are reproduced in Aj pendix A.

The guidelines requested that the evaluator score each of his attributes

on the bacc is ot 100 points (perfect) in each category. He was not necessarily

riced of the weighting of the categories that would be employed in obtain-

a numerical score for each attribute. The principal reason for not

d i v .~1g in~’ the evaluation formula was that it had not been finali:ed , but a

2— 1 
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secondary motive was to reduce possible evaluation bias. Note f rom Appendix A

that engineers were asked to assume an advocacy note for their assigned

attributes. A “devil’ s advocate ” or negative position would be assumed by the

evaluation comittee. Nevertheless, frequently the same people were involved

in both defining the evaluation formula and researching the attributes so

complete independence was impossible.

2.2 . EVALUATI ON CRITE RIA

The criteria by which an attribute was to be evaluated are listed in

Table 1-2. We now discuss each criterion .

2.2.1. Separability

The separability category rated an attribute in regard to its Type I and

II error performance. A Type I error in identity verification occurs when a

person A , claiming to be person A , is rejected by the identity system. A

Type II error occurs when a person X , claiming to be A , is accepted by the

system . The goal of the study was to obtain a Type I error better than .01

and a Type II error be~ter than .02.

Dur procedure for estimaing separability was to develop formulas for Type

I and II error rates. The development of the equations is relegated to

Appendix B; here we present only the results. Let E
1 and E11 be the Type I

and II error rates respectively. A is the number of measurements (the dimen-

sionality) made on the personal attribute . For example , if the attribute is

2—2
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size, we night imagine measuring height and wei~y . t , in which case ft 2. The

half range of the ith measurement over the entire population is denoted

while the standard deviation in measuring the ith feature is O
~~

. Then E 1 and

F11 can both be expressed in terms of the above variables and a tolerance

i arameter k, which measures the tolerance on a measurement in units of the

standard deviation .

1 - erf(k/V~)~ (1)

A a.
k 

~~~~~
. (2)

i=l i

Equations (1) and (2) clearly shown the trade-off which exists between E
1 and

E11. If E1 Is fixed at .01, for example , by suitable choice of k , then E11 is

determined .

For many attributes , -~~, R., and (~. could be estimated from physiological

data. The engineers reviewing each attribute were requested to fix E
1 at

.01 and use the resulting E
11 as the separability evaluation .

2.2.2. Acceptability

Another important point on which to judge an attribute is its accepta-

iiitv to the user. Measurements which produce embarrasment , pain , or

i:  ( r e enn i on  in the user should be eliminated . Our procedure for evaluating

th  is is:~ortant criterion was to employ a staff psychologist to design and 

~~- V 
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evaluate a survey to determine acceptability. The survey and resul ts  are

contained in Appendix C.

2.2.3. Feasibility

The technological feasibility is an important criterion for two reasons.

First , many of the attributes to be investigated had on~’.’ ~‘~.‘n des- c. ~~~~~~~ j y
~

laboratory environments. To bring the technology to a ;-c~ rct where it could be

employed for access control might take many years of development . fecon~ ,

feasibility can he strongly interlinked with sel’ard-ili tv in that an -jt’~ i~
w h i c h  might exhibit high intrinsic separability right be less attr~~~~ ’ ’- i~

methods of transducing the attribute are found to degrade it- unicuercess.

Fingerprints are a good example of this crohier . Finge:’snin s a:~ b eLieve

be unique to an individual. Unfortunately, the scale of t ” ..-’ ~ - 1 - . t l - 5  ri (,-es

and the minutiae which produce the uniqueness make finger~ r~ ctr a v.~rv ~if~~i-

cult attribute to utilize. Thus, the feasibilit y of obtai ning a - 
~~~ i r - i ~ i~~~t - ,-

equal to the known uniqueness of fingerrrintc is essentially zero . 2me must

use a lower estimate of separability to achieve -i r on -ze ro  f e a s ib i L i ty .

2. 2. + . Tost

Three categories of cost were considered : deve1c~-rent cost , ‘ urchace

-s~ t , and maintenance cost.

L - ~~~~~~~~~~~~~~~_
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2.2.5. Speed

The time required for personnel to gain access was also evaluated . This

proved to be a useful category for eliminating some of the more exotic attri-

butes such as blood composition .

2 .2. c . Penetrability

In the penetrability category , we estimated ho.4 easily a determined

intruder might pass the system. This  is to be distinguished f r om Type II

error which refers to penetration by a casual intruder. The casual intruder

is assumed to be drawn at random from tte general population .

There are two aspects to penetrability. The determined intruder must

first “steal” the attribute from a legitimate entrant candidate and then

du~licate that attribute in such a manner as to defeat the system. Fxternal

at t r ibutes  such as f ingerprints  are generally easier to steal than internal

attributes like electrocardiograms. Electrocardiograms might be simply

d-c:iicated , however, wi th  an F~ tape recorder. Fingerprints might prove more

di :ficult , depending upon the method used for transducing the ;- -r i n t .

2.3. A T I R IBU T II  EVALUATION

The thirty-three attributes were investigated and reports on most are

—ollec ted in A spendix I). Fror these reports , and from the survey on accepta-

bility described in Section 2.2.2., Table 2—1 was produced . Table 2-1 lists

2 — 5
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ATTRIBUTES S

1. Palm print 85 70 80 60
2. Finger folds 85 70 90 60 60
3. Finger L-ru t1~~ 85 100 90 80 100
4. Skin/hair color 40 92 90 — 100 —

5. Vein patt -r’ r i 85 60 80 80 60
6. PFL~ time delays 85 80 95 80 60
7. Skin i-~- -c istan ce 0 75 90 — 100 hI)  40

8. Body resic;tcince — — — 100 140 40
9 . Tremours 140 85 ‘~O 90 75 80 40

10. Bone pat tern 47 70 30 100 60
11. IF  r ad ia t ion  — — — 60 40
12.  Eye ocan / d i i i t i o n  — — 60 — — 80 40
13. S o n i c . .  . sku l l  — 147 — — — — 1c 12

114. Bite (‘ott--rn — — — — — — 140
15. Ear nt -uc tu re  68 70 80 40 80
Li .  EE-~ 

— — — 80
17. VEP 55 40 95 100 60
18. t ’FM — 68 — 30 — — 42
13. Saliva — — — — — — 60
20. Blood com:~. — 10 0 — — — 100
2 1. Odor — — 30 — — — 4 0

2 2 .  ~ieight/weig }ct 814 100 100 100 20 100
23.  htlt — — 30 — — 100 60
2~~. ECG 75 90 90 50 80
25.  BCG 80 7° 70 90 ioo 40
26 .  Verbal P n:pon ;e — — — — — 80 80
27.  h-1-c son - l 1  I-1l ;t .  47 75 80 80
2 5. 2 .~ ~~ t ) -  83 100 100 LiO 80 80

~~~. Li :— Grooves — 47 00 — 75 40 .0
30. Polvot -aph — — — — 40 — —
31. in .  iarcted ta~ - 0 — — — — —
32. Bod y v~ ic-~ t i - ~ns 80 90 100 00
33. N -~ il pro ’v - 70 60 100 40 hO

WEIdFiTO 4 3 2 2 2 1

~~ way 3ttach electrodes

2cibl - 2— 1 P r-o~- n.i1 Attrihu t - : - Vr~rificat ion Attr ibute Evaluation
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the thirty-three attributes in the left-hand column . Along the top of Table

2-1 are the criteria on which the attribute was evaluated. The row of numbers

following each attribute indicates its score on the basis of 100 in each

category. Frequently, the evaluation committee used its judgement to temper

some of the ratings given by the researchers . Some entries of Table 2-1 are

left  blank where it was obviously impossible to arrive at a numerical value .

The final column of Table 2-1, is a number assigned by the evaluation commit-

tee, again from a minimum of 0 to a maximum of 100, to indicate a subjective

evaluation of confidence in the six numbers assigned in the other categories.

2. 4 . CHOICE OF TWO BEST ATTRIBUTES

The evaluation committee began its work with the numerical scores

recorded in Table 2-1. Because many scores were either unavailable or not

needed , many gaps occur in the table.

The formula for evaluation of the attributes was basically a weighted sun

of all the categories. The exception to this rule was that we required .i

minimum score of 50% in all categories. The weights assigned to each category

are shown at the bottom of Table 2-1. Separability and acceptability were

favored by the weighting formula. Cost and feasibility were de-emphasized

since it was felt that technological advances might alter these categories.

In discarding at t r ibutes which failed to achieve t~ nir,imun , score - ‘

in all categories , the confidence assignment was considered to  he a se .r~~~

category. This was felt to be a mechanism for eliminat ing attributes which

2-7 
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rnigh~ superticially appear worthy of study,  but for which detailed or reliable

infoi  ation was lacking.  -

Asp i v in g  the above strategy , we were able to eliminate from further

cor.c leration skin/hair color, skin resistivity, body resistivity, finger

• — s r  pattern , bone pattern of the hand , IR radiation pattern of the hand ,

- s : lth: , sonic characteristics of the skull , bite pattern , ear struc-

C t :-ser :e :tdlograp h , visually evoked potential , visually evoked

Lie ld , sal iva , blood compos it ion , odor , hei ght /we ight , ga it , ballisto-

i~~ r e - p o nse , personal history , li p grooves , polyg raph ,

el tags , anI nail grooves. The detailed discussions will he fou~1 in

- Howeve r , -~ e briefly summarize here the reasons for eliminating

~t : i 1 - V t e c .  Sk in and hdr color were f e l t  ts fe too variable to achieve

i tm :  rat ir-~- . - i~ re~~ t ivit-i ~as a phy s io l oc i c a l  a t t r ibute  which

e to measure , but a~ paresi~i.~ - : u i t e  useless for ident i f ica t ion due to

3r iab i l : t~~. Bod y r e s i s t i v i ty , as ne~ sured by an oscillating magnetic

: , was an int~’- ~st ing a t t r i b u t e  -~-ca- :se it was non-invasive (assuming low

-ser d i ss i pated in the bod y ) .  Howeve r , •h .~ :- roh lem s associated with metall ic

- ect s on the subject seemed d i f f i c u l t  to handle .  The suggestion that the

.11 is ob~ e~-t s  would ex h ib i t  a d i f f e r e n t  p hose in the complex conduct ivi ty  

~~c , Hut the t echnolog ica l  r i s k  was h igh  as t h i s  method has not been

re sr-~ :. Pcne -itterns of the hand were to Ic measured with ultra-sound .

t - c r .  i; e i u . ~~ no way to avoid immersing the hand in water , this

was re~~-cted as being unacceptable to the user . IR radiation

- - . - of - .- body or hand was never investigated sufficiently to make an

d stior.. T h i s  it t x- iHul ~e was consequently eliminated on low confidence

2—H
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rating . Similar remarks apply to eye scan paths. Sonic characteristics of

the skull was eliminated due to a low acceptability score since it was felt

that adequate signals could only be obtained at the expense of some user

discomfort. Bite patterns and teeth were also eliminated on the basis of low

acceptab ility , however , in th is case , the reasons were more psycholog ical.

~ur survey on user acceptability indicated that any measuring device attached

to the head was perceived as a higher threat than similar attachments to the

extremities. In particular , the hand is a convenient and acceptable place to

perform a measurement. Ear structure was eliminated due to low penetrability

score. The evaluation committee felt it would be a simple matter to observe

someone ’s ear structure and duplicate it, perhaps with a false ear, with very

low probability of detection , even by a human observer . Many of the lineal

features which would be measured on the ear are morphologically similar to

lineal features on the hands. Since the hand will probably be brought into

coatact with the measuring device , tests could be performed to determine

whether a false hand or glove was being used. (One might test for the pres-

ence at a PPG signal , for example. See Section D.4.) Conversely,  since the

imaging of the ear would be done remotely , no such test could be performed .

Also , the hand is much more easily brought to the sensing device than the ear.

In short , the hand has the advantages of the ear, richness of detail and

-snis~ueness, hut lacks many of the disadvantages. Electroencephalography was

ininate~ in favor of the closely related , active technique of visually

i :-otentials (VEP). VEP was itself eliminated due to low feasibility

- 
- :r e. ~o r-:ethod of easily attaching electrodes was discovered. Although , in

.-h~ of th-~ excellent results we eventually obtained on electrocardiograms

wi th dry electrod es , VEP is perhaps worth new consideration . Visually evoked

2 — 14



r-agnetic fields would le too costly to pursue . A good deal of low temperature

i s-ment would need to be assembled . Saliva was ruled out for low technologi—

s..l feasibility and low confidence. Its uniqueness and the capability to

~nalyze saliva in an entry access environment was not convincingly demonstrated

‘‘i ths research. Blood composition tests were not acceptable to the users, in

ist  scoring lowest.  Odor detection at the required concentrations appears to

vt~t be beyond present technology. Height/weight measurements were eliminated

I. e to low penetrability score . However , a combination of these measurements

with other simple phtrsical attributes still appears a viable technique ,

ilthough outside the scope of the present investigation . Gait was eliminated

when no automatic measurement technique was apparent . The ballistocardiogram

was eliminated in preference to the more easily investigated electrocardio-

- ram. Verbal response and personal history were rejected as being outside the

scope of the investigation . They further demand certain basic literacy levels

which make them not ideally suited for all applications. Lip grooves were

~liminated for low acceptabil i ty.  The polygraph would take too much time and

;~ s therefore rejected . Implanted tags were jud ged unacceptable . Body

.-ibration s are being pursued by others and results are not yet available.

1inally, nail grooves scored poorly in the penetrability category . As in the

- i .;e of ear structure, the evaluation committee felt  that the system could be

— isily defeated with a false nail overlay and that no simple tests to detect

• - e fake nail were available. Thus, most attributes were eliminated through

- i s  preliminary screening .

The remaining a t t r ibutes  are collected in Table 2-2. The evaluation

so--mittee also listed a group of at tr ibutes of secondary rank . We cannot

2-10
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Table 2-2 Personal Attribute : kema ining in Survey a f ter  Pr,-
1 in i nary Screening

Palm nr int s

Finger )olds  Can stud y as one a t t r ibu te

Finger ceomet r’y

Vein patterns on back of hand

). 1 ctrocjrd iograph

Table 2-3 Personal Attributes Ehir-iinated from Study But of
Hi gh Rank

Vi sually nvok uI Potential

Pep :sj i~ 1 1 story (burst icr: /Answer)

Ball is t s c a r)  • c r - am

TaI~1 .- 2— 14 hers sni) Attributes Elimina t ed from htudv But of
Potential Use in Combination

I u ser  l e n ’ t  ) : :  ( Identimat Corp . )

7’:: in0 st y-

‘( ‘1:: - - - - i . -
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overemphasize that opinions came strongly into play in the final attribute

screening. Those attributes eliminated are not being rejected as unusable in

the future. Indeed , technological breakthroughs are apt to make almost any

one of the physical attributes studied a viable technique for automatic iden-

tification . Table 2-3 lists those 3ttributes which came closest to meeting

the criteria and will perhaps be useful in the future . Table 2-4 summarizes

attributes which were eliminated on the basis of low separability scores, but

which appear to have the advantage of being measurable at low cost. They

would thus be useful in combination with themselves and other simple attri-

butes.

\

It was fel t  by the evaluation committee that the f i r s t  three  a t t r ibutes

of Table 2-2 could be combined in one p ilot s tudy .  how th is  was accomp lished

is discussed in the following section . Vein patterns on the back of the hand

were felt  to be of hi gh interest , but in regard to fea ture extraction , very

similar to palm lines. Electrocardiographs had the nice property of employing

a transducer technology distinctly different from that of the palm prints and

vein patterns. This was felt to be valuable for lowering the technological

risk of Phases II and III of this investigation. Consequently , the two attri-

butes selected were handprints (actually , a combination of palm prints, finger

to lds , and finger geometry) and electrocardiograms (actually, a highly modified

lead sys tem) .  With these choices , Phase I was complete . Data collection and

analysis on the two chosen attributes remained .

2-12 
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2.5. DISCUSSION OF TWO SELECTED ATTRIBUTES

The major reason for selecting the hand print as an attribute to be

studied further was our judgement that it is sufficiently rich in detail to

meet even the most stringent error specifications. This richness is illus-

trated by the fact that all three attributes of Table 2-2 can be measured at

the same time, yet they are all independent and can contribute therefore to an

excellent separability. The three attributes of palm prints, finger folds ,

and finger geometry can be measured simultaneously from a single image. If

the hand is illuminated obliquely from the front (palm) side against a dark

background , then the silhouette will permit extensive measurements of finger

geometries. The silhouette of the hand produces crisp outlines from which the

endlessly variable shapes of the finger , blun t, conical, tapering, crooked ,

may be extracted . The creases of the finger folds and palm fold lines will be

enhanced by the oblique illumination . We believe that the friction ridges of

the palm , although as unique as those of the finger tips , are too small to

permit good measurements. The flex lines of the fingers will permit measure-

ment of finger segment lengths and provide fiducial points at which to measure

f inger  widths . The f lex  lines of the palm are not only of a size to permit

resolution by straightforward devices , but are rich in detail.  In the subse-

~uent sections we shall refer to the attribute as “handprint,” and this term

wil l  mean (1) finger and hand geometry measurable from the silhouette plus (2)

f inger  f lex lines plus (3 )  palm flex and crease lines.

The same object ion ar-plies to fingerprints, although Calspan Corp. is
pursuing an identification system based on the fingerprint . Any results
of their investigation will be more useful for assessing the performance
of the technique than hypothetical speculation .

2— 13
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The major  reason for selecting the ECG as a physical  a t t r ibute  is that it

ears to have adequate separability and also appears to be capable of rapid

~~cbnological development . This latter point follows from the fact  that

electrocardiography is an ancient medical technique when measured on a time

s u e  consistent with the rap id advances in medical science the last two

J C C u b-S have produced. Furthermore , extensive work has already been done on

P11 matic processing of E CG ’ s for computer diagnosis and storage. We will

this be building on established fact . Finally ,  there appears to be no tech-

: -siogy gap in any area of E CG’ s for access control, no new amplifiers , scanners ,

igs , ri gs , or hi gh speed processors. If the 5CC can be shown to work satis-

actorily,  then all of the above argue that development , installation, and

n~uintenance costs can be agreeably low compared to other access control

e vices.

As ~e have already mentioned in Section 1.1. and will describe in more

~etail later , the method of ECO measurement we shall employ consists of two

~rv electrodes attached to the index f ingers . This is not a medical lead

~~
- ‘stem and to avoid any medical connotation to the measurement we have named

jt r--trace ( ‘C ’  for “cardiogram” ) .

An interesting aspect of the C-trace is that it is a much more private

a t t r ibu te  than voice , f ingerprints, f inger lengths , or hand prints , which are

all external ly  visible . The C-trace is similar to signature verification

( - :i . ich ac tua l ly  measures  pressure history of the signature) and body vibration

t ransfer  funct ion which are internal and remain hidden . These latter attributes

would appear much less susceptible to hostile penetration due to their covertness.

2— 1 ’
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A d isadvantage of the C-trace is that the time to record the necessary

heartbeats, perhaps eight, will always be five seconds or so, placing an upper

limit on throughput. Additionally, although our survey determined the C-trace

to be acceptable to users, it did not score as highly in this category as

hand prints .

In the next two sections we describe in detail  the data collection and

processing which produced the error results quoted in Table 1-3.

‘N
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SECTION 3

DATA COLLECTION ( PHASE II)

This section sets forth the methods by which the handprint and cardiogram

data were collected . The hardware configurations are describ d and samples of

the data are presented. The amount and structure of the -data obtained for

further processing is also given.

3 .1. HAND PRI N T S

N
To demonstrate the feasibil i ty of using handprints  for verification

purposes , a large amount of data is required. Thus, any means of handprint

collection must be convenient as well as accurate. Not only does a large

pho tocopy ing machine meet these specifications, but it also provides a perma-

nent record of all data .

Distort ion introduced by the cop ier was of some interest .  To determine

the distortion errors produced by a copier , the following simple experiment

was conducted .

Step 1: Draw straight lines at various locations on white paper.

Step 2:  Measure the lengths of these lines with a magnif ica t ion

comparator.

3—i
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Step 3: Make a copy of the paper . The location of the original

was carefully settled .

Step 4: Measure the lengths of the lines on the copy with the

comparator.

Step 5: Calculate for each line the ratio of the original length

to that of the cop ied one .

Figure 3-1 shows the original seven groups of l ines.  Each group consists

‘N of three vertical and three horizontal lines marked as shown . The lengths of

these lines and the copies were measured with a Gurley Rapid Comparator Model

7055, and copies on two machines were generated: an IBM Copier II and a Xerox

4500. A summary of results is given in Table 3-1: full results for each line

appear in Tables 3-2 and 3-3. From this experiment it was concluded that the

IBM Copier II is superior to the Xerox 4500 in both magnitude and uniformity

of the magnification fac tor .  Further experiments were performed with the

results that the magnification is location dependent but time invariant .

In order to obtain the best possible hand image from the cop ier , images

from a variety of hand orientations and several degrees of applied pressure by

the hand on the copy surface were examined . As a result , all app licants were

instructed in the same way : place the right hand comfortably but f i rmly on

the c o y  surface , fingers spread . Cover it with a cloth , then position the

le f t  hand on the cloth over the right hand . The resulting image has suff  i-

cient detail to def ine  and mark the features.  A typ ical copy is shown in

3-2
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i~~.-: re 3-2 . Vnfnrtunately , the quality of reproduction in technical reports

:‘- ,r - i Ies the quality of the original photocopy image cons iderably.

lar-J prints by the ir natu re are quite stable in t ime (see Section D.1).

ThUS , tic individual variation was expected during the time frames involved in

the hIr : r  m t  -Lta collection. The handprint images were obtained at any time

convenient to both the researcher and the subject.

- e ha n dprint  data is arranged in two formats. All 72 subjects had hand—

prir is :Cilected on three days. Then 25 were chosen for detailed study. For

~hese 1 - o ~le, 10 additional haridprints were collected . The 25 people were

s e l e c t-j  as follows :

C’irst , one ha n dprint from each of 72 people forms a reference set. There

are three such sets , each collected on a different  day. Measurements were

extracte-) from the f irst  reference set , a process described in detail below.

Add it ional processing was used to measure the similarity (Euc lidean distance

[2]) between each pair of hands ( individuals) . The sets of vectors that were

closest together thus corresponded to those hands that were most similar . The

25 worst cases , the hands most likely con f u sed , fo rm the second data f i le .

An add itional ten d i f ferent  images of each of these hands were collected

-~t ore t ime . By choosing the worst cases , those hands most similar , the error

est imates obtained from the classification logic could be considered to be the

):oXot  rossible performance of the logic.  Choosing hands less similar  should

decreese the error rates.
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In any dedicated system , the handprint collection and feature extraction

must be accomplished automatically. To date we have investigated the achiev-

able resolution of the parts of the hand by using a television camera and have

concluded that a satisfactory image can be obtained (Appendix H). The algo-

rithms by which the features are found and measured from the image have not

been developed.

3.2. CARDIOGRAMS

Because any dedicated verification system must be acceptable to its

users, all cardiogram data was collected in a simple manner. Two electrodes

were attached to the index fingers without a ground lead or electrode paste.

Figure 3-3 depicts a data collection session. A stripchart recording of

typ ical signals measured by a Hewlett-Packard 150DB Electrocardiograph is

shown in Fi gure 3_ L ~ • The horizontal scale is • 44 sec/cm ; the vertical scale, 1

mV/cm.

During the data collection phase , each person at each of three sessions

had recorde-i a 3Q-C)’~ second tracing. To manage such a large amount of data ,

all tracings were recorded on an FM analog tape recorder and later digitized

at a convenient time . Each person was told to stand erect but comfortably and

wa s requested not to move or speak since the technique is sensitive to any

other —:uscular activity. -

:~-~ corr iguratiori in Figure 3-5 was used to record the data . The re-

or electronics were calibrated to a 100 Hz 20V p-p sine wave before each

3-9

_______________________________________ 
___________________



1 ’
I

~~~~~~~~~~: _
- 

-- - 

T ~ :~T~~~~~ 

~~~~~~~~~~~~~~~

3-10



-~~~~~~~~~~~~~~~

- -

~ -

t
~~~T~~~~~~~~~~~~~~~~1- 1 -- i ----

~ ~~~~
-
~~~~~~ t” ! °~~~;: :9::4~5

H

~~~~~

3—11



— — -- -~~~~~- - - -- -- - - - -- - - - - - ------- ---- ---- -

LI)
a - C )cc— ai
c—I P
H O

(N
(NE
0 0
( N C-)

eli
0

c c-I
C_I
.c-I
4->

c c->

0o 0
P ‘TO

C 0 HI)  0
C) C O a - C ( l i ’ 0 C ) E  ‘0
C ) b X l  -U 4-> I O P X ) O )

X C’) 0 >. In C) H ~c _ 4  4-> 0
( N I  (X l 0 0  ~~~F 0 c c-l O > )  cc-i

( N C) . X l f l OW  ‘0

0
I >  ~ , O C -  (Ci O X > 4 - >  o E—’ c-c 0
C: ~~ 

-
~• ~~> c c-I 0

C) P 4 - C) C) In 0 H 4-’ (N ‘0 -I-’ ‘0
4 0- (N H 0 (N C 0) 0 (N In C’) CII (I

C’-) ~_I i’- H 1 ~> C’) E >-~ c—I 0) a) C!)

i~. C’) to C- C 0) C (N 0) (1) 0) CXI c—I C)

1~ 

F

_____________ a) 0 0) 0
C: C) 0. C)
0 ’~0 ’ 0  C

(N (0
I (0
~

3—1 2 

— - -  ~~~~~~~—---- - -- -  -



_— - - — —------- --~~~~~~—- - ‘ - - - - - - - - - -_ - —- - ---—~~~~~~ --- - - _-~~~-- - - - - - - -

recording session. The filter was low pass with a 3 kHz cutoff frequency and

had a gain of 20 dB. The data and the time code were recorded simultaneously

on non-adjacent channels of the recorder.

The Hewlett-Packard 1500B has a high-gain differential input. The car-

diogram signal rides on a large and time-varying DC offset which must be

balanced out manually to bring the output voltage of the l500B differential

amplifier into a range where it can be recorded on analog tape. This balanc-

ing was accomplished manually at the time of data collection by visually

monitoring the stripchart needle on the l500B and adjusting the DC bias

control on the unit.

Playback of the data was accomplished with the configuration depicted in

Fi gure 3-5. The amplif ier  was used in the variable gain mode , and was set at

the beg inning of each dig it izing session so that a calibration signal out of

the electrocardiograph resulted in a digital signal of the same amplitude.

The A/D converter has 15 bit capacity,  and we used this fu l l  range to accom-

modate the full input signal of 2 my peak-to-peak . The power signal-to-noise

ratio due to the sampling procedure is

SNR 3 .2  x 10~ P

where P is the mean square value of the input cardiogram signal expressed in

2 . 2(— ~~Jivo1ts) [-3]. For a typical value of P (.1 my ) ,

SMR 75 d B .

3—13
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This SNR is greater than the signal quality , so no appreciable noise is added

by the digitization process. In addition , the medical literature suggests

that the bandwidth of ECO’s is fairly low, less than 100 Hz. (Appendix B).

The sampl ing rate used was 1 kHz , quite sufficient to obtain all relevant

frequency information. Figure 3-6 shows a typical data sample immediately

after digitization, and Figure 3-7 shows the power spectrum of this data. The

SNR is approximately L~5 dB , and the signal energy appears at below 200 Hz.

Noise at the line frequency and its two harmonics are prominent . The 1 kHz

sampling rate thus represents an oversampling by more than a factor of two

over the Nyquist [3] rate. 
-

Table 3_l~ summarizes the cardiogram data obtained at the three sessions.

It should be noted that tracings from some people were recorded at different

ga in sett ings on the electrocardiograph itself to prov ide for full use of the

allowable signal range. In addition , the totals given represent the number of

people from which the indicated number of tracings were received , regardless

of when those tracings were recorded. Time constraints did not permit all

subjects to part icipate in the collection at all three sessions. Thirty of

the forty-seven people for which there are three tracings account for the data

subsequently used for the logic evaluation .
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Number of Number of
Session Date D i f f e ren t  People Tr~~c- in g i ;

1 13 Jan 77 57 1-5

2 19 Jan 77 L~L~

3 8 Feb 77 ~9 85

Totals

Number of Number of
Tracings People

3 147

2 10

1 10

T~d—le 3-14 Cardiogram Data Collection .
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SECTION 14

DATA ANALYS1S (PHASE III)

This section describes how the data collected during Phase I I , both

handprints and ECG’s, was analyzed. Results in Type I and Type II errors are

given.

14.1. HANDPRINTS

In this section , we present the error estimates obtained for the hand-

prints and the processing used to obtain them . The error est imates are

encourag ing and confirm that enough information does exist in a handprint to

perform verification in a dedicated system. Since the handprint features were

ext racted manually, very little processing of the features was necessary.

Before the error results are presented and explained , the features themselves

are discussed.

L~.l , l.  Feature Defini t ion and Extraction

The most s t r iking characteristics of a hand are the sizes of its various

- 
~~~~~~~ ~igore 2-1 showc the major bones of the hand. Though we cannot

easily reasure their dimensions , they do suggest their sizes by the position

- 
Ci

C . creases on the ~atid i t se l f .  The creases appear where the bones allow

- itigers --ir hand to bend , and should therefore provide ample information

about the sizes of the parts of a hand to distinguish one hand from another.

14 — 1 
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Figure D- 2 shows the main creases in the hand . From Figures 3-2 we observe

that one of the most outstanding features on the hand image is the creases.

One strategy for defining a first set of features is to use as many of

them as are thought to contain information relevant for verification . After-

wards, those features not contributing much information can be discarded , and

a more manageable feature set can be determined. This is indeed the strategy

chosen for the handprints , since the cost in time and complexity for extract-

ing additional features is diminishingly small. Consequently thirty-four

features were defined as shown in Figure 14-1. Subsequent feature analysis in

OLFAR S El] resulted in the choice of nine features for the reduced feature

set. These nine were deemed the most distinguishing measurements of the

original 314 relative to our 7~ person data base and are shown in Figure 14-2.

After a hand is copied , the eighteen endpoints defining this reduced

feature set are manually marked on the cot- ’,- , then entered into the computer

with a Tektronix 4953 Data Tablet. T~-.is digitization results in the features

shown graphically on the computer display as in Figure 14-3. Once these points

are entered into the computer , the features are computed and submitted to

:0gb design and evaluation .

L .l.2. Log ic Oesi gn and Evalua tion

The nethc~ use2 to analyze the feature vectors develops from the typ ical

so-w.ar o des rihi rg the use of this data in a dedicated system. An applicant

request ing access to a classified area int-uts a password to the system. This 

~~~~-~~~~~~~~~~~~~~---- -——- - —
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:~assword indicates to the system under which identity he is attempting to gain

tccess . The system now digitizes an image of the applicant ’s hand , by a

television camera , for example , and automatically extracts the features. This

feature vector is then compared to the mean vector of the identity class

previously determined by the applicant ’s password , and an accept or reject

decision is made.

Note that this problem is a one-class design problem , and the applicant

either is determined to belong to the class under which he identified himself

or he is rejected . No effort is made to classify the applicant further.

Nearest Mean Vector (NMV ) log ic is used for both Type I and II Error evalua-

tions. Generalized NMV logic is a k-class classification technique ; it

classifies an unknown vector according to a metric computed from the unknown

vector to the mean vectors of the k classes. The decision is in favor of the

class which produces the minimum value of the metric. In the case here, k 1

and the value of the metric must be less than some threshold for the unknown

vector to belong to the class; otherwise, the vector is rejected. The metric

chosen is the weighted Euclidean distance; hence we require the variances of

the design vectors along each coordinate.

The hand print  data is arranged in two fi les , is shown schematically in

Fi gure ~~~ First, one handprint from each of 72 people forms a reference

set. There are three such sets, each set having been collected on a different

Jay . After processing the first reference set to obtain the feature vectors,

an additional processing step is used to determine those feature vectors, and

14—6
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henc - -iose hand s , that are most similar . These worst cases , the hands most

li—e , onfuscd , f orm the basis of the second data file.

addi t iona l  ten d i f fe ren t  images of each of these hands were collected ,

mark e -  , and entered in to the computer. There are twenty- f ive  such groups

presently available. By choosing the worst cases , those hands most similar,

the error estimates obtained from the classification logic can be considered

to be the worst possible performance of the logic. Choosing hands more dis-

similar should decrease the error rates.

tn the overall error analysis, the groups of ten vectors serve as the

desi gn sets. Thus the class means and variances are estimated from these

sets , and the c lassif icat ion logic is designed on each class separately. For

the error estimates presented in Figure 14_ 14 , each design logic was evaluated

using all other desi gn sets and the three reference sets , wi th  the results for

each class averaged together. For example, using the notation of Figure 14- 14,

weighted NMV logic is designed on the ten design vectors of subject B. A

rejec t boundary is employed. The three test data vectors of B are then sub-

mitted to the logic. Any rejection is, of course , a Type I Error. Similarily

for F , F , H , etc. The Type I Errors for all 2” of these design hands are

ave:-s~ ed to obtain an overall Type I Error estimate. Thus , if B and F each

have orc of their respective three test handr—rints rejected by the logic , the

average Type I error would be 2 errors out of 75 attempts (3 test hands x 25

s-d~jects 75 it tempts). To arrive at a Type II Error estimate for subject

B ’ s e t : t r, - code , sub j ec t  A , C , D, F, F, ... test data and sub~ ects F , F , H ,

-ic> sign :-c~a are submit ted  to the logic.  The number of vectors accepted

- -
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divided by the number of attempts (24 x 10 71 x 3) is the Type II Error for

B’ s access code . After  proceeding in a similar fashion for F , F , and H , the

average Type II Error may be computed. In Figure 4-5, we present the Type I

and II errors which resulted from a simple strategy of using the same rejec-

tion threshold for all 25 subjects in the desi gn group. The results are shown

in tabular form at the bottom. One subject ’s test data was poorly reproduced

on the copier . It was therefore eliminated leaving only 72 Type I attempts.

Also , for 20 subjec ts, only 9 cop ies were made of design data, for the 5

remaining subjects , 10 copies were made . Thus , the resulting Type II attempts

amounted to 10773 , as given in Table 4-1. The graph at the top of Figure 14-5

provides a plot of the tabular results.

The results presented in Figure 4-5 for the Type I Error rate were

unsatisfactory . In investigating these results, it was discovered that some

of the  25 desi gn sets clustered sign if icant ly  better than others did.  With at

most ten nine-dimensional  vectors in each design class , the estimates of the

r-eari vector and covariance matrix are at best rudimentary ; a deviation in any

vector component will  change these estimates by a non-negligible amount .

Y s ir g  the same threshold for each class , then , does not achieve the best

~ossib1e performance. Consequently,  a new strategy was employed - a va r i ab l e

t h r c c -h o 1 J  wi th  c la ss .  Choosing the threshold from the range (4, 10) that

the nurfec - of Tyn e I Errors for each class yields the statistics

shown in Table L-2 . The average Type I Error is 1 out of 72 attempts for

j . c - ;  the a- - c  ~- -e T ’-~~e TI 1-rror is 177 out of 10773 attempts for 1 .6 14% .

— 
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THH:.; H C LD TYPE I ERRORS TYPE II ERRORS
Out  of 72 A t t e m p t s  Out of 10773 A t t e m p t s

44 61% 16 .1t~

5.0 26 36% 43 .40S

6.0 20 28% 103 .96%

7.0 13 18% 184 1.7%

8.0 3 4.2% 368 3.4~

9.0 3 14.2’~ 627 5.8%

1~~.0 1 1.4% 927

T- J-~ c - I , - 1  I C - I - -s P 1 t -c - For Uniform Threshold

14 - 11
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THRESHOLD TYPE I ERRORS TYPE II ERRORS

1 4 . 0 0

-
- S c  0 0

3 5. 0 0

-~ 5. 0 0

5 5. 0 0

6 6. 0 0

5. 0 2

0 0

-3 7. 0 0

1 3 8. 0 12

13 . 0 3

H) 10. 0 26

H)- 8. 0 0

0 6

15 a 1 0

6. 0 29

H) 6 .  0 3

0 46

H) 5. 0 2

8. 0 33

7. -0 1

- - 5. 0 12

H) 5. 0 0

- c  8 . 0 1

0 1

T-~L- ie “-2 V-~ri -~n Jn Threshold StatHtics
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Even the best performance of certain classes as shown in Table 4 — 2 is

below average ; notably cla sses 10 , 12 , 16 , 18 , 20 and 22 for their Type II

Errors , and class 15 for its Type I Error. In an attempt to explain such

behavior , consider Table 4-3. Listed in Table 4-3a are the average variances

over all 25 classes for each measurement , and a ranking of these variances

from h ighest to lowest. Table 4-3b lists all classes that have a variance of

any measurement greater than the arbitrary value of 200. Notice that in

almost all cases the measurements listed in Table 4-3b have the worst average

va riances. In addit ion , the seven different  classes listed are precisely

those classes which caused the greatest number of errors (Table 4-2).

It is extremely important to identify the cause of the poor performance

for some subj e ’t s .  A study has indicated that there are three sources for the

large variances in classes 10 , 12 , 16 , 18 , 20 , and 22.  In decreasing order of

i” sostance , the error sources were ( 1) the technicians performing the manual

marking of the handprint  cop ies failed to follow their instructions, (2 )  the

cop ier  produced a poor image , one subject to extensive mottling and loss of

ent i re  areas , and ( 3 )  two of the subjects failed to press their  hands flush

ic - a in s t  the cop ier surface.  Of these errors , only the latter need concern us

since hut-an inconsistencies will be removed once automatic feature extraction

tc- ~~~
c -
~ ’s are ens-loved and the cop ier will  be replaced in the actual system

1- ;  u -  e ~-:: e of tel-c ’is ior.  tuhe or scanner. The third error source simply

r.structs us that some mechanism must be provided in the final access system

- n sirr t-L-~r the -;b~~ect ’ s hand is maintained f lush wi th  the optical system

H ice 21-Inc .

4-1 3
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Sh’asurem€rc- Average Variance (10 2
mm

2
) Ranking

1 71.1 3

2 14.6 8

11.1 9

4 125. 1

5 42.5 6

6 66.5 4

7 47.9 5

8 37.9 7

9 74.9 2

Table 4-3a Average Variances for Each Measurement

Variance Class Measuremen t

619. 20 6

567. 10 1

456. 22 4

349. 12 4

318. 18 9

2814. 22 5

2 2 5 .  20 5

215. 15 4

213. 16 6

Table 4-3b Worst Individual Variances

4-14



4.2. CARDIOGRAMS

In contrast to the handprint, the cardiogram tracings require more

extensive processing. However, each step in the processing sequence is auto-

mated to the extent that the software required for an automatic verification

system can be written with minimum effort. The features selected are simply

d e f i n e d  and extracted from each heartbeat , yet the error estimates obtained

I re  quite encouraging.

-~. 2.1. Preprocessing

A significant quantity of data is required to perform a meaningful error

analysis so, to use the collected data to its fullest  extent , each individual

heartbeat is considered to be a single event. One feature vector is obtained

then from one heartbeat . This philosophy precludes the possibility of using

such features as rhythm and rate for this study. In any subsequent work and

particularly in a dedicated verification system , such features nay be exploited

to increase performance . The feature extraction algorithm presented in Appen-

3ix F is desi gned to operate on a single beat . To minimize program complexity

the a l g o rithm  also assumes a relatively smooth waveform . The preprocessing

I -~~ - l I - ~S the data for the feature extraction .

The ~asic nethod to low pass fi l ter the waveform is to convolve it with

~ ~~~~~~~~ -~n-:tion . The simplest window is a rectangular  one , and Fi gure ~-6 

-wo t h e  result of such a convolution . Note also that the waveform has been

rcsas:led by a factor of 2, since it was originally oversanpied. Other

4-15 
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windows and more complicated smoothing techniques were compared with the

rectangular window , but none were found that performed so much better as to

warrant their added complexity . Figures 4-7 to 4-10 show four attempts at

using a dig ital filter to smooth the data in Figure 5—5.

The segmentation is accomplished by triggering on the use time of the

leading edge of the dist inctive, quite sharp QRS complex as shown in Figure 4—

11. When a complex is located , pointers are placed at the proper time inter-

vals both before and after it, resulting in the separation of that heartbeat

from the long record. After the entire record is searched and all the heart-

beats have been separated , the features can be extracted .

4.2.2. Feature Extraction

The ma in characteristics of the heartbeat are described in Section 13.7.

Because we define a feature vector from one beat only and because we measure

electrical potential in only one configuration, many of those characterist ics

are unusable. A large unmanageable number of features can be defined from

almo st any waveform ( e . g . ,  each samp le value can be a f ea tu re) .  Thus we

cannot initially define a large feature set with the intent to reduce the

number of features later , especially since we wish to keep the comp lexity of

the feature extraction algorithm to a minimum. Only a few features were

defined at f i rs t , and gradually the present set of ten features was decided

upon by careful study of d is t inct iveness  of waveforms . The features include

the five tine intervals and the five amplitude differences between adjacent

pairs of the  six points shown in Figure 4-12. Table 4-4 lists the ten

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  
--~~~~~~~~~~~~~~~~
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FEATURE NUMBER MEASURE ME NT ~

TIME FEATURES 1 2-1

2 3—2

3 4—3

4 5-4

5 6—5

A M P L I T F P E  FEATURES 6 ( 1 — 2 ) 1 ( 3 - L I )

7 (3—2)/(3—~~)

8 (6—5 )/(3—4)

9 (5—4)/(3—4)

10 3—4

~rs re ~-r tu  t h~~ce H): i t  d in Fi~ urr- ~4 1 2 .

Table .-~- Ten Card i~ cr-in Fe~- I t u r . ~c
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features in the form used in the logic evaluation . Note that four of the

amplitude features are normalized to the difference (3)-(4), so only measure-

ment 10 is an absolute amplitude. The PARLAN routine EKG presented in Appen-

d ix E extracts these 10 features, one feature vector from each heartbeat.

4.2.3. Log ic Desi gn and Evaluation

The feature vectors are analyzed in a manner very similar to that for the

handprint vectors. In the entrance scenario , an applicant requesting access

to a restricted area inputs a password to the system , indicating his assumed

identity . The system now reads several heartbeats of the individual , performs

the necessary processing to extract the features, and averages the feature

vectors together . This one average feature vector is then compared to the

mean vector of the identity class previously determined by the applicant ’s

password , and an accept or reject  is made .

Note that unlike the handprints, the final decision here is based on an

average of several feature vectors. The electrical activity of the cardiogram

changes appreciably in short time frames (respiratory cycle being a primary

cause ) , and the averaging operation minimizes th is  noise and , with higher

reliability, obtains a typical feature vector. To give an indication of these

changes Appendix F shows ten heartbeats from the same person taken on the same

day. To compare this intra-individual variation to the variation from person

to person , Appendix C contains one heartbeat from each of the thirty people in

the data set. Hand prints , on the contrary , are quite stable in time , so no

—2 t-
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averaging is necessary. Like the handprints, Nearest Mean Vector logic is

used for classification, but the metric is the Mahalanobis [2] distance. Thus

e require the covariance matrix of the desi gn class.

Since the processing of the cardiogram data is performed automatically,

~me mistriggers invariably occur , creating feature vectors that are unlike

the norm. To delete these atyp ical vectors the data is presented to a simple

clean-up algorithm. Because of the way in which the features are defined

(F igure 4-12 ) , each component of each vector must be a positive number . We

therefore delete any vector with a negative component. This method can be

expanded by relying on the medical literature to provide tighter bounds for

ill ten measurements. The algorithm simply deletes a vector with any component

falling outside the specified range for that measurement.

The results for both Type I and II error estimates are shown in Figure 4-

13 and Table 4-5. To evaluate the Type I error, the data was evenly divided

into a design set and a test set. The individual design sets were used to

---btain class means and covariances; the test set vectors were averaged in

groups of ten and these average vectors applied to the design logic. The

results of each class were combined to yield an overall Type I error estimate.

Because of the small amount of available data, the Type I error rate can be

estimated to at most i i°~. More data is required to sh ow the true shape of

~he curve.

Th e Type II error is based upon each entire class in turn serving as the

Jesign set , and all other classes as the test set , again averaging each group

4-26
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TYPE I ERRORS TYPE II ERRORS
THRESHOLD Out of 83 Attempts Out of 4785 Attempts

3.0 1 8

3 . 2 5  1 11

3.5 1 23

3.75 1 33

4.0 1 51

4.25 1 72

4 .5  1 96

~.75 1 109

5.0 1 142

i3bl e 4—5 C-- r-i i~ ri- --i m Error Statistics
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of ten vectors to obtain one test vector . The results for each class are

combined to determine the overall Type II error estimate. Note that each

group of ten vectors is used N-l times as a test attempt , where ~~ is the

number of “admissibles” (here , N 30). As expected , the Type II error rate

increases as the threshold boundary increases. Because of the uniform Type I

error over the indicated thresholds these graphs show that for the cardiogram

data analyzed , a dedicated system can operate with a threshold as low as 3 and

perform under the required specifications . However , a threshold of 4 is

probably a more realistic one based on the statistical results of Appendix B.

Thus , we estimate Type I Error rates at 1.2% and Type II  at 1.1%.
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SECTION 5

CONCLUS 1ONF A~ D RECOMMENDATIONS

5.1. CONCLUSIONS

The purpose of this research was to select two promising physical attri-

butes for in-depth ir•vastigation to determine their potential use in identity

verification systems. Both attributes selected show excellent promise. For

convenience we summarize in Table 5-1 the Type I and II error rates obtained

in Section 4 . -

Before considering the conclusions which can be hi awci from Table 5—1 it

is useful  to review a few key poin ts in the data processing and analysis. The

electrocardiograms were collected in a manner which attempted to durlicate as

nearly as possible the envisioned access system. The data was collected with

the subjec ts stand ing ,  without a ground electrode , with no elec-trcde ~~ste ,

and with electrodes attached to the index fingers . Furthornore , th e  data was

pro cessed almost entirely automatically. For exa m-n e , ~i :Ito:-.atic segmentation

and feature extraction were api 1~ ed in order to oht-iin th e  resul ts  of Table 5-

1. This software could easily be moved into a t~~ -t  -i ed ~vI-te~-.. Thus , we have

confidence in the C—trace results of Tal-le 5-1 ~~ ‘e’~l th-~: represent error

rates which could be obtained in the field. Furth-~. -r~- , the €-quit-- nent which

was used in the data collection and analysis of this s tu d - ;  is reasonably close

to actual e~ ui p-ment of a test-bed system . Thus , it appears that an access

control system utilizing electrocardiograms could he ~-rod uced at a reasonable

5—
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per unit cost. On the other hand , although the error statistics of the C—

trace can undoubtedly be improved , it is the authors ’ opinion that a Type I

error of 1% and a Type II error of .1% probably represent the ultimate perfor-

mance of the system . This opinion is based on the observation that most of

the information content of the ECG is already being extracted. All improve-

ments will probably come from quantitative improvements , not qualitative ones.

One important point about electrocardiograms which has not been touched

on elsewhere is the fact that the wave form shows second-order variabil i ty as a

function of heart rate. The encouraging results of this study were obtained

with no special consideration given to this problem. However, in the system

we envision , the variability wIth heart rate would be compensated . We propose

to ( 1) store approximately three records for each individual , each repre-

senting d i f fe ren t heart rates , and (2) to measure the subject ’s heart rate at

each entry attempt in order to retrieve either the appropriate record or an

appropriate interpolation.

The handprints, conversely , we bel ieve to be almost open-ended in their

ultimate error statistics. First of all , as discussed in Section 4.1., the

hands choser for stud y were those most similar to one another. Thus , the Type

II error rates are on the pess imis t ic  side. More impor tant ly ,  in the hand-

print feature extraction discussed in Section 4, we have only utilized a

miniscule fraction of all the available lines and creases. The malor lines of

the palm are used onl y for deciding where on the palm its breadth is to be

measured , whereas the minor lines of the palm have not been used at all.

— 
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Because of the manual steps which were employed in the feature extraction

p erformed on the handprint copies, however, we must consider that, at this

time, we have only demonstrated that handprints contain the necessary richness

- - f detail to provide the required Type I and II error rates. It remains to be

chown that han~prints can be dig itized and subaitted to automatic feature

ext raction . A small effort was undertaken to demonstrate that even a general

purpose digital TV camera and general purpose image processing algorithms

could produce an irrage from which measurements could be automatically extracted.

The results, described in Appendix H and shown in Figure H-l, are quite encour-

aging. The finger crease lines and the finger silhouette, on which most of

the measurements employed in this study were based , are quite well defined in

Figure H-i. Notice that even the writer ’s callous on the second finger is

visible, indicating that the subject is right-handed . Furthermore , we expect

-that more specialized image processing software , designed for this  particular

job , will achieve significantly better results.

Finally , we would like to point out that the two at tr ibutes chosen for

study complement each other nicely. The C-trace we believe to be of lower

~~~~ and of lower (ultimate) performance in error rates. The handprint will

probably require more development , and access control by this method will be

of hi gher per unit cost, but its performance can, we believe , be improved to

almost any level desired.

5—LI
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5.2. RECOMMENDATION

Based on the conclusions of the previous subsection , we recommend that

development of both personal attributes be continued. Both are ready , we

feel , to advance to a “test-bed” stage . In the test-bed stage we would build

the complete software package for automatic digitization , preprocessing,

feature extraction , post—processing , and comparison with stored data. The

output would be a decision in near real time that the individual’s identity

was or was not ver i f i ed .  This software would be installed in suitable hard-

ware to permit a real time extraction of the physical attribute measurements.

We now discuss the equipment configuration which would be necessary and how

the test-bed system would be used.

5.2.1. - - - :r -~ - e Test Red

The t~~ t bed for the d -trace would employ the Hewlett-Packard 1500B

e1ectrocardio~ya:-h (used in the data collection of Section 3) as its trans-

~u:er. The signal processor to implement the logic would be a mini-computer

wit :. analog-to-digital converter (ADC ) , dig ital-to-analog converter (DAC) ,

terminal , and car trid ge disk drive . This configuration is shown in Figure 5-

1. The signal ou tpu t of the electrocardiograph would be di gi t i zed  at the ADC

and :i-ncessed by the computer. The computer is also in a feedback loop to

:etermine the b ias (he~ tion 3.2.) and compensate by tuning the amplifier

t:r3u~~ the hAd . A terminal is provided for program control and to permit the

i ~entif’,’ Lim:;elf to the system. The disk serves as bulk storage

5— 5 
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and also permits programs developed on larger computers to be loaded into the

test bed computer .

The software would constitute a complete access control package . The

subject would identify himself by means of the terminal , and insert his index

fingers in the contacts. The cardiogram would be processed to obtain measure-

ments which would be compared to the subject ’s identity record . A decision

would he made and the new record and results stored. Statistics would be

compiled. Also , the software would perform the operations necessary for

entering a new subject ’s file into the records.

The preprocessing and feature extraction algorithms would at first be

essentially identical to that described in Section 4. The test bed could be

installed at the PAR facility in a hi gh traffic area . A list of legitimate

entrants and intruders would be formed from the personnel who frequently pass

by the test bed . Since processing would proceed in near real time , statistics

could be rapidly accumulated . However , we do not feel our present algorithms

are optimal. Consequently , after the system of Figure 5-1 is operational , the

first task would be to explore modified algorithms. The testirg of these

would advance rap idly due to the daily monitoring of performance statistics.

Once the algorithms reached a satisfactory level of performance , modificat ions

would cease and extensive statistics would be compiled. Thus , the test—bed

stud y would consist of three phases: (1) configure hardware and software , (2)

n odif y algorithms to enhance performance , and (3) gather statistics on perfor-

mance .

5— -, 
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The logical next step, assuming adequate results with the test-bed sys-

tem , would be brassboard development with actual components to be employed in

the final system. At this time there is every reason to believe that the

urocessing needs at the brassboard stage can be adequately served with a

microprocessor , a fact which will greatly reduce final per unit cost.

5.2.2. Handprint Test Bed

We recommend that the test bed for the handprint be implemented on the

RADC DICIFER system. This image-processing system contains a digitizing

television camera in addition to a processor and a full complement of peri-

pherals. It would only be necessary to build a jig for positioning the hand .

This jig would probably also contain the lighting required by the camera.

The same three development stages described in Section 5.2.1. would also

apply to the handprint , with three exceptions. First, feature extraction

software would need to be developed . Second , RADC personnel would serve as

subjects. Third , since the DICIFER television camera would not be employed in

an actual system , we recommend a small task to study possible imaging devices.

We feel that the existence of a complete image processing system will speed

the development of a handprint identity verification system.

5— 8
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APPENDIX A

PERSONAL ATTRIBUTES PRELIMINARY STUDY GUIDELINES AUTHENTICATION TECHNIQUES

A .l. OVERVIEW

We are about to begin Phase I of the personal attributes verification

( PAy ) contract . Phase I is an examination of a wide variety of potential

attributes. The various attributes will be assigned to individuals for

preliminary study on the basis of the individual ’s interest, expertise, and

availability . The two most promising attributes will be evaluated through

data collection and OLPARS tests in Phase II. Engineers who will be working

on this contract but were not involved in preparation of the proposal should

read the Statement of Work and the f irst  monthly report.

A .2. PERSONAL ATTRIBUTES TO BE CONSIDERED IN PHASE I

For the purposes of the proposal , we divided the attributes into three

categories depending upon whether the at tr ibutes were associated with the

hand , head , or other part of the bod y. Table A-l lists the attributes to be

considered.

A.3. EVALUATION CRITERIA

Although the personal a t t r ibutes  in Table A-i were organized according to

their relation to the parts of the body examined , another useful breakdown is



“ -‘I

Feature/Attribute Engineer(s) Hours Avai lable

Hand
1. Palm prints GE , FF , DS 60
2 .  Finger folds CF 30
3. Finger lengths/area CF (see 2.)
4. Color CF (see 18.)
5. Venous patterns DL 40
6. Plethysmograms MN 30
7. Skin resistance MN , JW 10
8. Tot—il resistance DL (see 28.)
9. Bone pattern (ultrasound) RE 20
10. Tremor nattern JW 10
11. IR radiation pattern DL (see 5.)
12. Nail -~trictions RE 10

Head
13. Eve scan path/dilation CF 20
14-. Eye color GF 20
15. Sonic charact. teeth/skull RE 10
16. Bite patterns FF 20
17. Ear structure FE 30
18. O u r  color , etc. GE 10
19. E1e - :-oet ~cenha  I o ’ams ~h-~ 20
20. L ii s  NA 10

~sce~ i -inec’us
21. ootpr-i n is X 10 (see 1.
2 2 .  hid l v i  NA 10

Oton -~ cei;~— s; ion 10
‘b’ , ~-~N 20

?5. i i e - d it , weight.... ~-~O 22
26. ~~~~ ~~~~ 10
27 . E1e - t ~-c~ -n- I ~C c~ - -in ; 70

( E C - ~— 3 C , BCC’- — i O .  PC

2-R . V-~~-b- --il responses 50

i ersonal hl st - )r ,’
rE -r: --ri se pat rrc ~

‘ ‘

tvL~:ng : ;t v ] e  2k
2~~. 

‘
~icme~ Lc r-~~s sn - e -

~~~ . ..
ar- d C 11 ngs p: 10

30. Pe ivcr a s -h  hA 20

ii 580

lie - - i : -~~
-
~~ u ~- ul -‘- eval . 60

1 L 4 i

T- ihle A- i

A-?
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to categorize the attributes in terms of their complexity into “scalar,”

“vector,” and “tensor” groups. A scalar attribute is a single number, a

vector attriub-te is a set of numbers which are easily expressed in monopara-

metric form , while a tensor attribute requires two or more parameters for

adequate representation. Hei ght and wei ght are scalar attributes , waveforms

such as EEC’s are vector attributes , and complex quantities such as palm

prints  and blood composition are tensor attributes. From the vector and

tensor attributes we shall have to define features. In general, one can say

that the more complex attr ibutes will be the richer in detail and hence the

probability of defining unique features is high. However , the problem of

di gi t iz ing the feature  will be severe (thus  cost ly) .  The scalar attributes

need no feature definition , obviously , and many of them can be easily, reliably ,

and inexpensively t~-ansduced . Individual uniqueness , on the other hand , will

rrohah l be quite low. Eventually we may want to assemble unrelated scalar

attributes to form a feature  vector which will have a high degree of uniqueness.

We wil l  evaluate a t t r ibutes  in six categories. In each category , the

at t r ibute  will be rated by the researcher on a scale from zero to one hundred.

Attributes scoring f i f t y  or less in any category will be eliminated. The

remain ing  a t t r ibutes  will be evaluated by taking a wei ghted sum of their

scores in the various categories.

The categories are as follows :

1. Separability. Is the personal attribute rich enough and repeatable

enough to ident i f y individuals?  We shall be interested in both Type 

- --~~~~ - ---— - - -- - c - --~~~~~~~~~~~~~~~~~~ --~~~~~ - c --~~~ - c ---- -c
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I (rejecting individuals on the acceptance list) and Type II

( accepting individuals not OXi the l ist) .  These error rates are

inversely correlated, so for the purpose of this evaluation we shall

fix Type II errors at 2% and evaluate only in terms of Type I. The

score of an attribute will then be 100 minus (an estimate of)  its

Type I error rate.

2. Acceptability . Will the method of measuring the attribute be

acceptable to the users? The researcher should explain how the

attribute will be measured. Then a survey will be made to determine

user acceptance.

3. Technological Feasibility. Here simplicity will be important.

Evaluat ion should proceed on these points:

a. Is equipment now available? (100)

b. Could the equipment be made with a small modification

of available equipment? (90)

c. Large modification? (80)

d. Is new equipment required? (60)

e. Can rio equipment be imagined? (50)

4. Cost. In the cost category we distinguish three areas.

a. Development costs. Especially important here is the cost to

collect data for the Phase II evaluation of the attribute. For

A- 4
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example , to measure an attribute might require a very expensive

p iece of equi pment . Since we have to collect new data for

Phase II , this would appear as a development cost to us.

b. Purch~tse cost.

c. Operating cost .

5. Speed. Our goal is a process which accepts or rejects  an ind iv ihua l

in 55~ Scoring in this category should be based on

( 5 0 )

3O~ (7 5 )

( 9 0 )

5s ( 100)

6. Penetrability. How easily is the system fooled? Think in terms of

a trained scent attempting to penetrate the system . Ersiustion

should he based on the cost to an intruder to renetrate.

:t is obvious that to evaluate an a t t r ibu te  in the above categories one

must envi s ion  a w o r k in c  system . How wi l l  the a t t r ibute  be measured? To guide

cur thinking we have agreed on the following configuration . The sub~ cc t in

question 2e~-ires  access to a con oiled room . At the entrance is located an

“identity lock .” Th e sub~ ect stens into the lock and closes a door b eh ind

him. The -sttribute is tested and , if the subject is identified as a member of

the acce;-t~in:~ set , a se-:cn ~ door opens to n-em it access. We imagine :or the

ir : ose of the  ~ ‘ia 1 sit 1o:. an i cce :-t an c e  list of 3C0 persons.

_ _ _ _ _ _ _ _ _ _ _  
-c -c -
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A. 4 . FORMAT FOR REPORTING RESULTS

Fach person assigned a topic will assume an advocacy role in support of

his a t t r ibu te .  The evaluation committee will assume an adversary role.

:n order to save time later, each researcher ’s results should be written

so in a form essentially suitable for the f inal  report . The history of the

identification technique/attribute should receive perhaps a paragraph.

Because of the fact  that any technique wil l  be eliminated for a score of 50%

or below in any category, the weaknesses of a technique should be examined

first. If a technique can be eliminated in one category, there is no need to

continue research into the other categories. All conclusions must be docu-

mented. List references in accepted fashion .

~ .. ~~~. PP-2C~~ ’JPE

:nstruot~ ons :

Pevi ew the list of attributes to see what attribute has been

assi gned to you and note the alloted time . These times include all

cer.era~ review and writing time .

2. hote an: attributes for which you mi ght ha ve leads , references ,

t h m -
~~:-ts, am sources even though they are not assigned to you , and

se~ t : e  r-enmons~ I l e engineer.

— c- 

- --—



AD—MIll 645 PATTERN ANALYSIS AND RECOGNITION CORP ROME N Y FIG 6/4 
‘N

Nj
PERSONAL ATTRIBUTES AUTHENTICATION TECHNIQUES. (U)
OCT 77 6 C FORSEN. M R NELSON, R .J STARON F3Q602—76—C—0368

UNCLASSIFILO PAR—77—21 RADC—TR—77—333 NL

2a 4
AD
A04 re45

_ _ __UI
_

H
~~~~~~~~~I~~~~~~~

&
~ 

_ _ _ _ _



3. Complete research and r.~’. o z t  in ~~ur  weeks.

~;ot ~ that  ~i good source of ir.~ or~~i t i on  is a ~t~t t ± r ~ent by an t x ~~ r~ (in

the ~er t inent  ield p~.y~~io1o~ ’i, .~t ’ . ) ~ ! t . iin.~~: by w rit ~~n~ a :.-tt ~.r .
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AI ’PEN D t X 13

~AR AM ET Ri c CON ~~I~~EP~AT iONS CF TYPE I A~ D T I  ER1~OPS !N ThL !~~NG! RPRI N T PROBLEM

~.L. L~ TR ODU C TI3N

The fingerprint problem is .t particular ty~~ ~~~~ pattern classification

s i tuat ion . Given i large po~u)dtion of i n d i v i 1u i 1~~, some personal

attribute is measured on a t~~- t o - d i y  hasi~~. Th is a t t r ibu te  :h~~~ 1J

remain c’or ’ or les’ c~~:~~;~~ ir. t t o t S  a spec i~ icd individua l and should

distinguish h im ~rcv1 o~~~ - l ividuals . In pat r~’~~ ct~~;;it ic iti on language ,

all, the “fingerprint” me~~~~~ ients ~~~~~ taken ~~ i i n d i v i~~u i l  ;~ comprise

class A , the fingerprints of ~n~’ividujl I~ compri~.e class 13 , and so on.

The c lass i f i ca t ion  proSlen :. t~~~~~ ; t p  ~t :~~t tt~ all t L ’  groups (individua ls)

and , presented w i t h  ~i ~~ t of f i n~~’rp r i nt s , to dec id~ t~ which , ii any,

of the known ind iv i~ u a L ~ the f ingerpr in ts  I~~1on~~.

The entry access problem is e~;sent i a l ly a v~ ri~~~t of the fingerprint

problem. From a l arge (~~~d ~ir ~t 1]  p r a c t i c i~ ~~~~~~~~~~~~~~~~~~~ in f i n it ~’) i p u la ti~ n

P , one is given ;.~~~ of N h~d iv iduals  who ir~ perr i i t t ’~~ ~cc~’ss to a

secure area. Being con on~ •~ l ~~ t h  a r~~r r  of P draw n a t  ra s hr i , one

must rccogn i :y~ the indivh!ua l if h ’  ~s oi~t c ’f t !i~~ N l i ,m . ;r ’d i t~div idua1s

and on” must re jec t  h in  ot~~ r~:i~; ’ .

B — 1
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In either the fingerprint or entry access problem it is frequently

useful, to have a priori estimates for the richness and distinctness of

the identifying attribute or feature one has chosen. The following

discussion derives such estimates for an extremely simple case, but

it is hoped that the expressions obtained ~.ill serve to i.,iu.~trate the

functional dependence of the relevant parameters and to provide order-

of-magnitude estimates of the worth of a specified personal attribute

which might be useful in trade-off studies.

B.2. DERIVATION

We consider a population set P containing a large nt~ ber of individuals.

From each individual, measurements are taken to form feat,.re vector v.,

where £ denotes the individual. The individuals ar~ ~r~asured on a day-

to-day basis and due to measurement errors and intrinsic variability ,

the feature vector for the ith individual is not always the same , but

rather is distributed according to f1. The mean value of the feature

vector for the ith individual we denote v.. The mean vectors v. are
1 1

assumed to have distribution F as i ranges over the menb”rs of P.

The distribution F describes how much variation one sees from individual

to individual, and we refer to this as “in ter indiv idual  var iabi l i ty .”

The distributions f . describe the “ int r a ind iv idual  var iabi l i ty .”

In the entry access prob 1e~~. N ind iv iduals  are placed on a list

of “Admits . ” I f  an ind iv i~~~il drawn at rmdom from P is on the

B-2
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acce7tance list , he is ~dn it t ’~!, and otherwis~ he i~ r~.jected. I)tie to

intrair.dividual variability, there is a (usually small but) non-zero

probability that an Admit will b.. rejected . Such an error i~ caUed

an error of Type I. Also, there i~ the pa~~llel pro~~bility that an

~:~v~~Li~ candidate , a “Rej~ ct ” ..ill ‘.e  accepted . This is denoted an error

of “ype II.

Under very simplifying assumptions, we would like to estimate the

Ty~ a I and Type II error rates. Also , a~sus~ing that the N Admits are

drawn at random from P, we shall define a number t.~ which measures the

ty?lCdl size of the A~ n it  1i ~~~.

Our assu~otions are th ~ t a l l o w i n , , :

1. The vectors v~ arc of dimension t~. (Thc r~asur~nents which1

form the feature vector may ~~ correlated , but it is assumed

that A uncorrelated measurements nay he fo~.,nd . Thus A is

the dimensionality of the space.)

2. The distributions f. are all multivariate Caussians with the

sarre covarianCe matrix ~~~~.

—~(v. 
- ~~)t y ’l( -

f.(v.) 
(2 fl

A / 2  ( d t  Y ) 112 
Ci )

~at ion 1 ‘‘ t ’’ cc cl ‘ cl ,c t “ dana t~’ ‘‘ tr  sç~~se ’’ cl ‘‘dc te rminant  .

B — 3
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3. The classification algorithm is to decide the vector v belongs

to class i when the Mahalanobis distance from v to 
~~~ 

is less

than k. If v is not within k of any nean vector, the vector is

rejected and the candidate is not admitted . The decision surface

deterriined by this algorithm is a hypere~.lipsoid of volume

~,

4. The distribution F is urij for ’m on a hyperellipsoid of volume

V and sem iaxes R1, R2, •.. R~~ . Thus ,

11/2 11
V = r (  A/ 2 + l)  11 R.. (2)

The situation envisioned in the above assurnptior.s is illustrated

in i ..6ure 1 for a two-dimensional feature space. The large ellipse is

the bound of the uniform distribution F. ‘The four smaller ellipses denote

the decision c’.nidaries for four individuals .

The Type I error rate is the integral of f . over all points

which l i e outside of Mahalanobis dista nce k f rom ‘
. it is easiest to

1

coi~pute the probability that a Type I error will not occur. With no

l~ of generality we can put the mean vector V . equal to zero and carry

out the integration in coordinates aligned with the axes of the hyper—

el’ i pse defined by the third assumption above,
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r 4 + .4 • . .  + 
~~ 

- 

k7, (3)

~ 1 ‘~2 011

where 
~ 

is the ith eigenvalue of u and Xj is the ith coordinate.

Then

R a . 2
A (‘ 1 dx. x.

l — E 1 = f l  j 
1 

— 
1 (4)

i~l-R ~~~~. 2~~ e 2
1 ~2ii’

Equation 4 can be expressed in terms of the error function by straightforward

mani pulations ,

1 - F1 (erf k / . ’) tt 
. (s,)

We now discuss the corrputation of the Type II error rate. This is

an error which occurs when an individual who has not been enrolled in

the identification system is mistakenly classified as one of the N

people enrolled in the system. In general, this error rate, t~~ , will

depend on whether a candidate for identification is requested to gi’e

his name or code number before the identification process is initiated.

We refer to th~ .s as a “log on” procedure. If a log on is required , then

an intruder would have to choose one particular person in the system to

im i t a t e .  Assuming a “casual intruder” (i.e., randomly chosen) the chances

that his attribute vector w i l l  match thit of the enrolled perc on is

a:~~roxim~tely ~ V/V . Ii , on the other a d , no name or number is required

of the candidcita , then t he  r ;~~~~~-n 1t~~:lf must t~’c ;t h i m  against all N

ir -~ividuals encollcd in the syotem . The’ chances that the intruder will

P - b



match any one of these N i nd iv i d u u L~. is thus greatly a~ e . c c  -cl and i s

~y.~roximateLy N 6V/V. Both of these e x - ~’ s L ~ .~. assume t~’~ t the vo~.ume

of overlap between individuals enrolled in the system may ~~ igno~.d and

that 6V is small with respect to V so that edge effects are negligible.

From the above arguments we have

= 
N ~V (no system log on) (6)

F11 = —v— (log on requi.red) ( 1 )

A~plying Equation 2 and an analogous expression for ~ V , Equation 7

may be rewritten

A

F ~ °~ ( )
A
~ R.
i~1 

1

Finally , we define N~ , the characteristic number of individuals

who can be drawn at random from P and placed on the acceptance list

without overlapp ing decision st~rfaces. The ‘.cm~—r ?1~ is an important

parameter for the fin~er’print problem because the goal is to define a

physical attribute such that all N people enrolled in the system look

different from one another. T c~ t is, we h~ v~ a~ N-class problem .

For the entry access problem , however, one ha ; essentially only a 2-class

problem : the candidate icc  either on the list or he is not. That is, it

does not r -ri tter  if two individuals on the A cl ’c i i t  list are occasionally con-

- - - ---~~~~ 
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The first name on the acceptance list i~. &1ra~.n w i t h  no danger of

overlap and can lie anywhere within V. ~iowever , the second i ’  ‘ .v i du,a].

must be drawn so that v
2 

is at least 2k from v
1
. Similarly, v3 must

l ie at least 2k from v
1 

and from i~et p ( N)  be the probability that

no overlap occurs with N individuals on the ac~e;’t a~ce 1i-~~. D-~ in.

N~ by

p (N1) = . 5 .  (‘i )

Notice the similarity of the above problem to the “birthday problem”

of elementary statistics. The birthday probl.rn ~ :;k :. for the probability

that there wi l l  be no common birthdays among a group of 11 persons.

Assume there are exact~.y 365 days in the year (r .o leap years). There

are then 365M ways to arrange the birthdays. There are 365 . 364

(3&5-M÷l) ways to arrange the birthdays with no c verlap . That is , the

f i rs t individual can have any birthday out of 365, the second, any out

of 3614, and so forth. Thus,

3 . (10)
= 365 (365—M)!

Surp:isingly enough, the probability q reaches . 5 for only 23 people.

Consider the N hyperellipsoids of volume ~V which according to our

four assumptions are distributed with random unifcrn distribution F

throughout volume V. We want to compute the prol’~tbi1ity of one or more

B-B
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overlaps. Fix attention on the f irst ellipsoid . There are then ti-i

ellipsoids which are also distributed in uniform random fashion through

V. The density of the remaining ellipsoids is 01-1)/V. To create

.an overlap of any of t~’ese ~-l - l].ipsoids 4 t h  the t~~rst • i i ~ ?~~ requires

that the center of the overlapping ellipse lie within Mahalanobis

distance 2k of the center of the first ellipse . Because the location

of each of the N ellipsoids is an independent event, we may u~e Poisson

statistics to compute the prol’a3ility of no such overlap, “q1
”. The

density of spheres of concern , tl-l/V and the vo l ure of interest , 6v ,

yield

cxp(_ (N_l)2
A 

a V / V )  (11)

Now fix attention on th-~ secor.cl ellipsoid. Tht• density of rernainir.g

ellipsoids is (N-2)/V. Thu3 , the probability that none of th.~ remaining

N-2 ellipsoids overlap with the second , q2 is

q2 
cxp(~ (N_2)?A 

~V/V). (12)

S im i l a r  expm essions  hold for all the  remaining  c l i i ~~so~ ds , y ie lding

q3, q4 , ... , end q~.1 . The 5oi nt ~-~‘e~~thility of no overlap . q, ia

given by the i r  product ,

q q1q2q3 . . .q~11,  (13)

or

B-9
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q = e x p ( - N (N - l) 6  V2 A 1/y)

Finally , we obtain as defini tion of t~

.5 = exp(_N~(N* 1)2
A 

~~~ v/ V)  ( 15)

B .3 .  SUMMARY or RESULTS

Assembl ing our resul ts we have f rom Equation S for the Typ e I

error rate

= 1 - erf(k/J~)
t
~ . (16)

For the Type II error rate, we have

K 
•~~~~ Ck

F 11 = (17)

Finally, for the characterstic value of ~:,

.5 exp (_N~1 (W_l)2
A 1 aV/V) (18)

~~~I 4 AP~~L I ’ :\TION

The application we sha1~ consider i~ the use of the c1ectr~cardiogran

(ECC) to identify individuals. Two ~r 1 ’ ~~~ n h ~nt p ieces of cv i d ~’nco show

8-10
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that th-~r~ are about 50 ir.dr~j”-ndent r t su r—r- ’ : t .  which r ay  I - extracted

run an FCC. Dun, et. al, (cited in icFarlane a:~i Laurie, 1974)

started w i t h  300 measurements on each FCC , but found tha t ~~~ty  50

measurements were necessary to separate normals from all types of

t~ norr’a1~... ~t~cortdly . i t  has ~-“-ert observed t h a t  ~~ of th~ • — r ~y of

an FCC lies in the first 214 harmonics of the ~ spectrwn (Blackburn ,

1969). fi:ic~ t’~o numbers, a sine a:.d cosir- ~o~ I~~ici~ nt are necessary

for each harmonic , w~ again arrive at a u~be’ of ordwr 53 i-or the

intrinsic d i m ~ n~iiona1ity of the measurerent ~;p auw of an ECG . Thus we

set A = 50.

The v a l u e  of ~~, which d e f i ne s  the  :i c ; i ’n  ~-u r f a c e , is determined

through Equation 16 once th .~ Type I • r ror  r a t~ •
~~~~~. Suppose we

p ick an error rate of (1 .01. Then ]~ is roughly 3.73.

We would ~~~~~ l ike to ev a l u a t e  th~ T yp~ II error rate. Simonson ,

et. ci. (l~s~ ) have gathered ;tciti~ tics on iri~ ividua1 variability and

range of Ef~ measures among the ror~al p7puldtion . In er t’r to apply

Equation 17 directly, we would need to know t~ e vaniano’s of f i f t y

independent measurements. We also need the ranc~es 1-~., w’~ich ray be g i v e n

for fifty different nedsurenents. From the ~ar~ of ~imon3on , et. ci.

i

~

1:.

~ 
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(1949) we have only 35 measurements reported. Furthermore, we have no

guarantee of the independence of these measurements. Nevertheless,

we proceed as if the measurements were independent and take the standard

deviation of the intraindivjdual variation as 0.. Simor.son, et al
I

report the standard deviation of the interindividua]. variation. To

obtain an estimate of K
1 

we set K
1 

equal to ~ of the reported inter-
individual standard deviation since a unif or m dis tribu tion of extent

+~f ~s has a standard deviation of s. The data taken from Simonson et

al is assembled in Table 8-1. From Equation 17 it is clear that kc~ /R

must be smaller than one if the ith measurement is to be of much use

in distinguishing individuals. Fourteen of the entries in Table 1

have 0./K . > 3.73. Let us suppose that these features are eliminated

so that we are reduced to 21 features. Now a Type I error rate of

.01 implies R = 3.51. Evaluating Equation 17 from Table B-i yields

E11 ~~ 
4 x l0~~

To evaluate N~ for FCC measurements we turn to Equation 18. It

is immediately apparent that any measurement for which 2k a. >R.  will

not contribute to a favorable value of N’~. Returning to Table B-i we

find even fewer measurements which sa tisfy  this restriction . Let us

s~ ;D3se that oniy the ten best 
measurements are chosen , namely 3, 4 ,

5, 10, 14, 22, 23 , 24, 25, and 33. In Figure B-2 we present a plot of

a:~d F11 as a function of k for these ten measurements. For purposes

B— 12
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of comparison , graphs of E~ and E11 are also given in Figure B-2 for

A =5 and 2. The crossover point of F
1 

and F11 for A 1 0  occurs near

k 3.5. Assuming this value of k, we obtain from Equation 18 a value

of  N ’~ near unity. Thus, FCC measurements appear to be unsuitable for

f ingerprint  purposes but potentially useful in regard to entry access.

B - 13
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Table B-i

Limb Leads [amplitudes in units of .lmV]

Feature name ‘[~ interir.dividual intraindividual

standard deviation standard deviation

.421 .141

2 R1 
3.43 .548

3 7.41 .6~4

4 R~ 9.11 .83

5 E QRS 15.12 1.49

6 RS-T1 
. 294 .152

7 RS—T2 
.3~6 

.182

8 RS—T3 
.416 .155

9 T1 
1.58 .387

10 T2 
3.10 .439

11 T3 
1.97 .443

12 F 7 
5.66 .814

Axis [degrees]

13 QRS 28.6 6.56

14 7 60.3 9.99

8—15

- -—

~ 

~~~~~~ - —-~~ 
_ _ _



- - - -
~~~~~

Intervals [.01 seconds)

15 K—K 22.9 8.59

16 ~ MAX—NIH KR U.gS 5.4

17 P-R 4.u1. .854

18 QRS 2.2 1 .400

19 K
QT 

.uj~ .015

20 KSVST .029 .011

Chest leads [.lmV)

21 K-CF1 .727 .27

22 R—CF2 4.22 .58

23 K-CF4 12.52 1.60

24 S—CF1 
10.17 1.31

25 S—CF2 15.8~
. 2.27

26 S-CF4 6.39 1.30

27 RS-T-CF1 .61 .19

28 RS—T-CF2 
1.04 .44

29 RS—T-CF 4 .97 .35

30 7-CF1 ~~~~ •57

31 7-CF2 
3.36 .84

32 7-CF 4 3• 53 .86

33 K/S-CF1 
.16 .02

34 R/S—CF 2 .31 .05

35 K/S-CF4 9.92 3.05

B- 16

- .

~ 

- -  - -~~~~~~~~~~—— — -



REFER EN CES

1. Blackburn, Henry, Measurement In Exercise Electrocardiography,

Charles C. Thomas Publications, 1969.

2. MacFarlane, Peter W. and T.D.V. L.awrie , An Introduction to Automated

Electrocardiogram Interpretation, Butterworth and Company , London , 1974.

3. Simortson, Ernst, Josef Brozek , and Ancel Keys, “Variability of the

Electrocardiogram in Normal Young Men ,” Ame rican Heart Journal, 38 ,

~407 , 1949.

8-17

________  
J



~~~~~
-

- . ;: h I : ~: C

DA ~~ A TTR I BU TI  STUDY

A ~ r r TAB I IT Y AU ~J .Y IS

One vital factor in the selection of a personal ~i~ trihut~ - ~or i~~ent 1-

ficat ion purposes io the acceptability with which a part icul ir me-1o ~~rem ent

technique is received. This sti~dy is an atte mpt to evaluate users ’ in ~~reo-

sions as to the acc eptabil i ty level of a set o~ t~~~~~e measuremen t t - h n iques.

Subjects were Civen a booklet containit . an ins truction sheet and a

set of 16 hypothe t ica l  id e n t i f ica t i o n  s i t u a t i o n s .  Th~ v were to r~ m 1 v  read

the description of a particular situation and rate it in terms of  ic c e - t -

abi l i ty on a scale from 1 to 10. Two examples (rersonal recogni’ion Iv a

guard and the analysis of blood and ur ine  ~anples) were provided t o  1r-ov~Je

a standard context in which to rate the remainin~ situations. (A copy of the

booklet is attached .)

Subjects were all employees of PAR and consi -tod o~ 6 fe:.-ai o

(secretaries and clerical person n e l) , 5 males from the Personal Attrib ute

Group ( sc ien t i sts and eng ineer s ) , and 15 a d d i t i o n a l  males selected at ran-

dom (programmers and other technical personn e l ) .

:t was determined ~ priori ‘hat the three groups of suh~ ects would be

analyzed separately. (The stati:-tical evaluat ion of inter-indivi dual vir --

ab i i ty was not a t t n rt e~ due ~ o the lack of av ailil -le ni1 vt ~ routines.)

c-i
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Nleon . ani st aridard devia t ions w i  - collected icr’os ub ~ I (wit h I: -

for each situation , and are shown in Table C—i. A~~th o u ~~h I W L  S i t  i r t  n w 

i i  anchors (Badge and X-Ray), the numbers in I Fe table should be

ii ’ -t t t  ci as relative to one another.

‘do situations are ranked in the t u b  in order of their uiu oj tabi lity

a r u e d  by the 15 males. The ~tdiidard deviations i t  l o t  the consistency

c~ t - t  in C, : wi th in a oro ip .  Not iu~ hat the meaour r: ent of nail ~i’ocver

t o  the females has a mean r u t  i n ’ . t 5.50, and .i :,Ian I ur ,i deviation of 3.73,

ii::’l ~ ing that there was suhst-i~~t i i i  d i : i ~~r - e n e n t  in  I ‘ i t s  of the acceptability

c t  I is measurement . Also , th e m ean ;tandard d c v i i i  ion for the personal

r ih u t  c’ fr-cup was (otot i ;t ically) lower than for t In- o t h er  groups. In

,-~dditi on , their mean ratings wer e lower. The implication is that this group

woo more un ted in their r a t in c , : , and furthermore t e n lod to rate the measure-

n: ti  s as nor - c  - uc cet it ,uf Ic than the other two ~ro r ’- ; of ui cots.

Some genera l i t- u- n i ; ‘an he inferred from the data. Across groups, the

S U b J O I n: ; t i lI ’ to  cr0 0’ ~it ’ (tcLiIlr-eu that were very  fast and inherently connive .

:~ this n- u-c ur l , hair coior , u - i fht /wt -i ght , and f la s h i n g a badg e were al l  very

. i ; c e t t a b l e  (hu t t h o  fu - n o  los  -r et -c  no t  quit u - s o  happy with the height/wei ght

no ut ~-ment ) . b u ~ ie cto wor ~ h i p p y  w i t h  t h u -  J lh o t o p l e t h ysmogr ap h , if t h ey  d i d

nro nt ’’d ‘ - u h - t c l d -  n t h e i r  - r o n .  The  femal e did not lik e the finger—

r: u i  t e a r -
, ( :  -r i o - : beco r -  h r v  could not use n a i l  eu-I i s h l .

Cl  i b i  1,  1 - -s -c e r r - i ~~1e a t - - r o c e i t i r - co whi ch i r e  p e r c eiv e d  1:: r e q u i r i n g

H . H I , l i t  - ‘ n : : , in tyrir - u nan t ill in this group. Desp i t e

h L ir  sl~~- ; ~~lv  ( ‘W et ’  ,~~- .‘ -t i I i 1  ity rat iripe , t i n - v  ir e  c e r t a i n l y  v i ab l e  o a n d i —

t t  - ‘ c r - c i  - t ions can Fm ’ seen O ft inst mea t it-orients requ i i i  l it ’

1 — 2
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cl< ’,’ t r’e,Fes , or the  use ct t h. t ,l(’ t~ , t ’ u m ’ , . - I ~~’ , ( e . ~‘ . , F - i  t e  b - - f l  t ern , 1~

ear r i - l u ’.- : ) .  b ’ t ’TdhupO : C ’ i t ’ p r  i : C  1Sf  lv , t h e  1 i , ” :t  i ’ ’ r l / , t r i : : w e r  r o u t  i t ’ - w u -  qu t ’ ’

lr - u l — cep tahle. Time W a r :  ~m ci, vj c u t :  - u t  I I I ’  t i

ii, the  c i  c h t  t o;’ pr - o c e i F u r ’ . ’ :: in t i l l ’  t~~l i - - u : ; - 4 , 1 1  0 be I - o u r  c u d  1 ’ .’

.CC ’C~t’~ t .1i’IC t o  t i u 4 , ’- : e  , : r j l I  ~eC ’t :: . (A poss ii’l ~ c ’Xl ’ - ’ t 10! t i C  ‘ h -  r u  ii r ” ” .’-

analysis t o t -  t he  ~ ,‘r rc u l c ’ : C . ) A word oF ‘ l I t  1) ’ !)  ~S i n - - r n , ‘ i ’ h .  !v . i ,

‘ r I b  ~e1’t  in  t h i s  t a - k ’  F ,  i : C  d ::, ‘c l I ’ j t ’ ’  Cl ii c i -  - - , i l l  hay . ’ l ’ -r i - i - r I - u t

none time 35 t o  the im : ’-e r - t , u n c c  of m a i n t . u  t r u St ’ nat~~ c i l  :C4 ~ o t l r ’ i ’ V , i t I  all

have worked ~‘n m i lit un’,’ re 1,u t 4~~C i  
~

‘T
~~~ 

‘c t  • II i: : it is p i ’  - - poss i F ’ I e ‘ 1 .

;ece people are ~ re~l icposed t o  3cc. ’~~t i rm’, an  i l erit it i l  , * t  A I ’ ) T I  ‘1’04 ’0 ~~~~ I ’  ‘ I c ’

o t he r ’  pco~~~e woul -i fin d or” irel,v i i i  i , ’)’ ’1 ’tOi ’ 1 , . ~~~~~~~~~ ill 110 n d - ’ - - ‘s

50 1’’  wh i t  - ‘ol I - i t’ , s1~ i l l  ed , h i  u ’,h i v  s~ i l d - ,i , or p 1 0 : 1 ’  ;s - t i - i l  - ,  - - ;  Ic.  How

o n h - -r ’  c l anec -CC of ;;< -op i -  would  rI - , u - ,-t  t o  the v lr’ioCl ’ ; ;—no- - -  t o - . - i s  an open

I n ’ ’ t l O t  , It ’  c:’: i n ; ’ l e  , i-nw would a un tel’ , who h : t ’ .~ n: t , 1  be fl , ’’  05.111 .

i l l i  ‘ -n i t ,’, t ’e ,c ’’  tO - I  ‘T’Oc- ’u’i r 0 w h o r ’ ’  he w a r  t ’ ’C~~u ~ ‘ t o  t v ’ .  hi- ’- n un--

low w s I t  -orr .’-on . ’ w i t  h cet’ -F ’n’al . u I - ‘,‘ to i i ’ ’ h and tn ‘r’ or rn - - - , ‘-‘.:._ -n t  7

-;on . ’en .-  ‘:cnl i n c - I  t a ,i W h e e l I ’h-l ~t ’ t O  t u j . ~ he i t ’ ’  / w e i 1’, F i t  ne~i . - i r ’ - - n . - n t  I C

i - t i e  “ r  1; i t  t or i n ’ ,’ o f t h e - ; - - n t  lO IS to- F r . ’ u’c e; ’t ih ie , t h e  i r , - . - t  u : - ’ ’r

: - ‘ : d I ” - ‘C n a - ’ he u - w i  i - it l y ,i1 - t n o w l . ’’ i i ’ ’~~F and , i n , u i v e ” - !  in l u - t a i l .

-‘ ‘~~~~~~~~~~ 1 _’.
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INS ’rRucTl -~~ 
I ’ -  I-i I : r F - N  : 1  IcA’: - : -h CT ( JDY

In d.-,uii n~’ wi th certain as e ct s  ot  m i i j t - u i - v  , in-1 ~‘a’~- c’t’nsCI.’nr - u1 o : ’u - !- a t i o u ; .

security ot  areas is  art  “ p o i ’ t . u n l t  c o - l i S t  F - r u ’ ic-u . tI , ut i c i n u l  = . ‘- - u :- it v In -es:’. - un iv

requires  t h a t  i c C - e r . : t o -  certa in 1 , 1 - u t  1 C ’ S - ;  ( - a -  ‘ w ar n ’, F e , . u ‘ c u ~ I t  Co St  i H i n .’, I ’’

,I ’ .~, - : im , ’n t : r  or a i,n bo-r ,’ i tory t o n ’  W. ’- i I  ‘111S r . ’ : - , u r ’ c i i )  F - . ’ 1 ! t r i i t . ’ l ~O -~~02  ~ I ~

v i du a l s .  ibow in order ’  t o i ’  thet :e  :‘ . ‘ - ‘ ; - l -  ‘ C ’ 1~~t i - u - :m issIorl 1 - a : : ccur ’ .-J 1 1.3

there  must  l’e some way of Isorr it i v . ’lv  i - I , -~ t i C - nc  t h r  cop le .  ~F i C ’ra .’ un e t w o

. c , O ’e C  t:; to t l ; ’ pr - c t -  i - - n .  A pn’oc, - I  i n - r u - :  t l’ .’C ’C’ 4’ ii cc t hio:;c’ ‘~‘o;~ Ic cn 1’ 1 - ’  :

.‘ n t c t ’  with a r’iriin :lm of ~i. ’ l u v  , i F  n o t ’,’ - ’ : i . ’ n i . ’e.  I i~ - -r ,  i:: ’ , t i n ’  l ’ i ’ ’, ’ ’ ’,l 2 T ’ ’ “ ‘ i :

‘a rt’ - - ,’ it ,’ r n-n’s Ze~’ peop le C ; t ‘t i  i t  i c  F ~~,~ i I ’ t ’ l , . u t ’-

he 1-lirpost - at  t h i s  e t~~_ l~,~ in  t o  cv a l -~- u ’ - :.‘ ‘‘.‘.‘r , i l  posn i b i  e ’’ , , . ’~ a t  : - - t , t

j o t :  t o r n  :‘ r ’oce,nl l ’er  in u - r i t e of n n s - r ’  u C ” - - ; - t . u I -  i i  i t v .  ‘ - I r I s i , i c r  tha ’ von itt ’

r’~~- r - i i t ’ u - - I  to ‘ C i t - I ’  a e,~’c l C n ’ e ,I i l l - - i  as 1- ,i t ’ t  of y o u ’  i o i ’ . A ‘ r ‘ ‘ u s  1 ” r , ’ a t

.ncon’:’-n ’ier , , e w i l l  n~’ -e o : ’ i n ’ :  iy 1 4 - ’ e ncount  ‘i- . - .I in  t h -  pr’ ‘c- n ’~; ot t~~1 in : t i ’ d o - C l ’ S

to he  ‘ i t - e n  . For • ‘w - ‘i t ’  I, ’ , at one ext reme you r’i i~’li 1 on Lv li ly ’ t o  he ~~~~~~~~~ I v  -

cu -  i n ’  I wI I n ’ ’ ‘01’S i c c von I in I ‘vi v “ - rod morn i nc ’ . A t  ‘ ho  - :~ , - t - -x • r -  r’ - ‘

‘:o’i m - ’ l~’ be n ’ . - ‘~ irc d ‘ o ‘ :iF ’n i t t o  - u I ioo . l  i sP :,i I ’ i f l O  ,, t n , u l ’ .’ : ; i s  t o t ’  pe n - I ’  ive

i l  I :  r n .  ‘il -v P, ’i :rly, th ‘~~~~ ‘ ‘CC ’ ‘C. , u t - ’ ; - : - -S it ’ .’ ~~ C 1  i ( ’  i i  ‘ ‘ C  - C : t  in  ‘ cr - C ’’ : -~

i t ’  I - ‘vel of - - n - - - t P i i  t ,  i’y F ’  t en -r on  I - - i n : ’. i d - n t  i t  I I .  n C ~u -  ‘ , ‘ ‘n’

t ’OI ’e’ ut ’r ’r :  tn i ’  1 ’  b ’ so ‘ i n -  i - ‘ i - a  i l l  ‘ h i t  u t’ - l ’ r : o f l  C r : i~~1,t . ; i . ’n : n’ - ”  h i  ‘~~~~~~

posi  Hr  : -  i ’ 1 ’, ’ - C  ‘I, n ‘it-rn i~ to ‘H- - proc.’~F iir’ - - .

H e i c w i , 3 = e ’ of I - C i t  i L -  i t  i on  l - n o , C . - . I u r ’c s .  You or ’’ t o  n ’ - - u - I  a p r - ’ ’

5, then n i t - - i t  ‘ 5  a sc t le  t n - r n 1 ‘ - 10 i:  t e r ’ m n  o l  l~~~w b c . ’Ppt u I ’ I O  i t  is - - V1 ’U .

I
,

— 5
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I t  a proc edtir’ t ’ is t o t u l l y  acceptable , i t  should r e & n - i ’.’,~ a rot i r s ’,  of 1. II

it is total ly unacceptable , it should receive .i i -at i sp  i t  10. n: ’erined iat -~

degrees of acceptab i l i ty  should rece ive correspcrt ding r a t in g s .  In t } . ~ above

examples , the guard recognition procedur-e mi~- l.t r e c- e i- .’e a ra t  I n ~’, of 1, i r Ci ~~~i , ’i rip

that it is a to ta lly  acceptable j d e n t j f j i r , r t  i- n , t u - - -h nique. The blood and u r i n e

analys is  mi ght receive a rating of 10, implyinc that it is a totally unaccept-

abl e procedure . Remember that acceptabil:ty is an over’- ul l term coverinp such

aspec ts as inconvenience , physical discomtort or injury , psycholog ical dis-

comfor t or in ju ry ,  embarassment , etc . You should interpret acceptability as

reflecting these factors and any other factors which you feel ire important.

Please take time to completely consider each procedure .

NOTE: Each proced ure will  describe wha t is being measured , obnerve,1 , etc.,

and what the situation will look like from the to - m t of view ot the person

being measured . in each cane , the measurements obtained are compared against

measurements previously obtained from you in an intiialization procedure , tnt

if these measurements correspond to the predetermined values (for von), you

are allowed to enter . The t ime re— :iired for any procedure is typ ically short :

of ten  only a few second s and always less than 30 seconds.

_ _  _ _ _ _ _  ~~~~~~~~~~
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Example 1.

A guard looks at you. His  recognit ion of you w i l l  a l l o w

you to enter .

Ratir ip._____

Example 2 ,

A medica l ly  tra ined a t t endan t  inset - i  C: i neu -d le  in your

arm to ob t a i n  a blood sample. You are then ,i:Oe,I to go in t o ,i room

a n i  u r i n a t e  i n to  a paper c up .  You hand t h -  cup to t he  - i t ~~e r i t u r i n’ who

then r : t s  both samples in to  -i machine . The m a ch i n ”  measures var’ j o - i c

c o mp o n e n t : ;  of tl ;~ two samples in ti: ’ ~~~~~~~~ of 1o -:: t 1 v - l y  id en t i t  “2 S f

‘I ’ o- t l ~~ (~~a~ - - that this procedur-e , as well as niio::t of t i l l ’  other p’c-’r-~ ures

‘,iscussed hen” , w i l l  t-3~~” into consider-ut ion t : h u -  day-to-day variations

in the rnea ir”ments.)

i~at inc

C- 7



Process 1.

You cli p ~n ele,-t r-ical , ‘ o r i t , u c t  on , ‘,ict ; ear. (The clips are

1 I ’~,e wcaH r:~’ r i f l p — t V p e  ,‘ io- P:’’.d’ i n n  , ‘ L I I , C rio electr’i’ it v will he flowing

throuu ’,h them . ) You t ht’:i 1’l ,i’,’e tw o  f ill ’, - - n - Cr on ::‘~ t - t  11 ’ , ‘:: , -o r i t a i n i n g

add i t  ic’na I d e c  t n -  j o -a l  c o n t , u , - I : : . The cos t  , u , - t : =  in the stir t Ice :; and in th e

can’ clips ar-c ~~~‘nI t o- ; -  i - ’~ up your’  m l  I ’ -’ i , Iu.ul 1 : - u t  F i t  (‘4’ ar PRO).

i- _ u t  i l _ _ u ’

Pr oc ess ‘

A I i  cx ible , - :  ‘r’ ii c.-’d mou I i n n - i  ec~’ (sin -i i i i —  I - - t h o r ’ ,, ’ ;i:re I

t v  a t h l ,~t eli ) is sit t Inc in 1 1  ‘ u t  ot  Von . You p i.’k i ‘ t i~ ’ , t b . ,’ ’  t

in t,’o u r -  mouth , u s I F r i  t o  down . ~t .nl - :o! ’S in  ‘ H. - mou ’ hp I c e  i t-n i  measure

vo n ’ i n :  ~~~~~~~~ bi te pattern .

Ru t I flu’

Process ,t .

Y~’:; ’4’C ,1l’r-, l e t ’  t w o  V~’t ’ i  - ii :rnit’t,bc ’~s as-I ‘ - t . i c , I  s~~ili

fo r ’  a - :Iu ,a’t t i ” - ’. Art :‘:—n’ i~- r t  ‘; ‘ur bejy is taken and ‘ i .  u - I  t o -

fv  von .

Rat i i : ’

You C’I i s ’  tWO t n i l ’ ‘ - n ’  - On i’ fo” - ‘ - ‘ ,‘r i t , i  i n  t i c . ‘ !o i ’~t i ’  i c , ’u i

- - - C ; t a C t S .  ‘:‘o t u  - hen l - ’ ’~ n l n r ’ ’ i . - In ‘i  d~’vic e i P i i ~~ l; r - ’:;, ’C ’ :l ’l es a p a i r

of i - i n :  - a l it ’ s .  The ‘or ; ’ a c t s  in  “ : 5  n i t - t ’ ,i ce:r  11: - i  in  ‘ lie binoc ular

k-v i c e  i n - ’ used to I - k  n vow- i i i  l i v  i d ua l ,  ‘ u t ’ ’ - - u ’ ( yost’ I F ~O

C- i~
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Process 5 .

Your walk over to a spec i t  ic un- ca on t h i . ’  F 1, - u ’ , ,t  -arid i , t ill ,

and hold your breath for 3-5 seconds. The v ilr’ ,it ions oF  your’

at ’ ,- p ickt c l up by sensors in the floor and ~ir - . ’  used in your i d e n t i f i c a t i o n .

Ra t ing_____

Process I

This  ; t’ocr but t ’ recogn ice:; you by mt ’O C :u n- ing t 1, .- i i p i t u 5 S —

i n n  through ‘,‘om r fingers (similar to the red light which is seen

passing through your hand when a flashlight is shined on your hand

in a dark room). You p lace the ind’~x finger from each hand on two

surfaces. Each surface contains a small light source and a sensor .

The lii’,ht reflected off your fingers is then measured .

F-at inp ______

F ’ n - ” C E - O = i  7.

You si’ in front of a computer terminal consisting of

,i “ i ’~~~~~’ t ” r  ev t - ’o-ir I - isP i TV. You 0 1- n  asked a short set of -1 - u-ts-

‘ions uI ; - ’i t ‘,‘e-:n’ p1 - i -l a te l i t ’ - sash as: What is your dog ’s name , or

W h i t’ in - your mother ’s maiden name. Each time a different set 01

~ue:rt1O n iC is ~ s k c : l .  In a d d i t i o n , if you feel that such questions

are in invasion of ‘m ar’ privacy, you may answer fictitiously. The

~ C , b y  rt ’i u i r’ - ,, rC’ent is ‘in -ut yo ur answers be consis ten t each t ime the

r: , ane , ‘;-o ’,tion is encoun tered .

Ra t ing_____

C- ct



Process 8.

You place the index finger of each hand in two grooves

on a surface such that your palms arc fa:ing upward . A TV camera

under the surface takes a picture of the’ fingernail of each index

finger . The very small grooves in your fingernails will be measured

and analyzed in the same way that fingerprints ar-u- rrieasur ,r- :. (There

can be no polish on the nails of the index fingers.)

Rat ing_____

Process 9.

You si t in front of a typewr iter and type your name and

a code word . The rhythm pattern of your typ ing is the measurement.

It does not matter whether or not you are a touch typist .

Ra t ing______

Process 10.

A sensor in the ceiling measures the color of your hair.

Varia tion s due to dampness , sun bleaching , etc. are taken into

consideration in comparing your hair color to previous measurements.

Ra t ing_____

Process 11.

You ,;it down and look through a device which resembl es a

0” hir,,r:,jl~’irs. This places your head in the proper position .

‘,.d o-’cn you are positione l , n T’.’ cam era wil l  take a p icture of your ear.

The r ,~~‘ -  - ‘in  I valleys of vn - , :r — i n ’  In t o will be measurr’t as part of

th is pr’ c-”i -; re . (In your ha i r’ .‘ ‘ .‘c’r’:’ yo ur ear , you wil l  be requir ed

to hold it hank so h--i t ‘/nur ‘our is (‘ :srn i i I c ’lt e l y exposed.)

Rating_____

C - A



F’ r’e~’e: : r :  17.

You p ick  up a p e n c i l — i  ik e  F l u sh l i g h t  n i - I  l u e l d  i t  i n

yo u r -  hand . You r t hen point the l ight i t  a t iT’~’,et t ot’ a few ::cu ’orucls .

‘rhe sl igh t  nuo v cm -ri t of y o n u r -  hand wi l l  he me,in-;urt’d i’’, i~bu~~t c ’ r ; u ’ T i r ; u ’ r : ;

in  t h e  t aru ’, ’’t

R u t  i rt t~

h’,s’,’r ;r : 1,1 .

Thu in ; ~-r’o -c.’, Iu ut’ ,- la- L e o - n  i S, - : : VOll 1-v n’ n’ uC :nu!’ITl t ’ t ‘ 
‘ - 1 ight

ross jr; ,’ t l u r ’ e ~~,’ h v, ’ i ; r ’  I i r i u ’ . ’r’ C r ( s i n  i i  un’ o the ru - I  I i gh t  w h i c h  is

s, ’ c n u  p u : -:  i r u u ’, I h t ’ ’ u u u ’ , h  you r ’ h - u n _ i  when a flashi ight i :; ;;Iu iuu ’ — .l on

‘.~- ‘iii ’ hand in  - u - 1 , u u - k room). You ci i p two , - o r i  t t o t s  t o  your eat ’ :;

‘ l i l t ’ c i  1’ ° - ~~’ c l i k e  . u w - - - u~ YC~~I ’ i i i . ’ ’ I v pc  , ‘ l o t  lu c  -p i n .  ) ‘t o u t  t hen

p 1 - u t ’ i t : ’  i nn l , -x t i r i o - u t ’ I i - .’n n coo - li  b ind  on t w o  s u u r - t  , u c e n ;  . Each

u n  c i  i~ ’ n i l . - , u - - h u  : u u t -  - u , ’c - ‘ ‘r u t  u I n i r ;  a ama 11 1 ig hu t : : e u I r ’ c t ’ a n d a

I i~’, t u t  r e t  11 ’. - tcd - - 1 t “ - i i i -  , - , u u ’ l e h e : :  and I i r u u ’ , u ’r’ :; iS

u - - u n ’  ‘ - I 1 -~~ t H ,‘ : r , ’ n u r :or’:;

Rat ing_____

H - ‘ ‘ ‘s . I l l .

‘ t i r l u n ’  I i ’  1 ’ t i t  and w u ’ i u ’Ju t a re  a u t o ma t i — u  1’,- m e a n i u n ’ ,’ !.  The

-n - i n n win I - ‘ H you - u t , - r ;t , ’t n i  I r r ,u ’, con tn  in;: ,i n i ’ , u 1,’, arid the walls con—

i : r i  : • 
~, . l ls t o t ’  m einui r i ni ’, your he inh t .

Rat in ~’,

(‘- i ~)

- ~~~~-: ., ‘ , ,~ ~~~~~~~~~~ “— - .- - - -—



F’ roL ’e:;s 1” .

‘I’h in ; proc~’ i uu n-c’ i t i ’ ’ ’ ’ 5 ‘T nt ’, i :  L I l t  - 1 flu ’ t h i , ’ - ‘1, ’ -  i t  - i - u i  O C t  i ’. I I n

your ’  b ra in  aft -u ’ you see a in ’, ht tna: ’lu . You f i rst  H I ;-  an ci , ’ . ’ ’ : - ‘ i i

- - o - n t , u ’ t  on vouu- ear ’ . (Th e ,‘ii ln I ; -  l i ke ~u w e u k  r : j - r ’ i n i ~~ - t ype cL : 1 ,

and rue ‘ 1.’~’ I r’ I ’  I ty w i l l  be I low i ng th rough i t  . ) Y e ;  I l ien h o  - - I i n ”  u u ,

,u 1ev ice  whi I L i i  resembles t P ’4 ~t’ of ’ b i n o c u l a r s .  You w 11,1 ‘ c ’ -  - c  : i c y

(hu t no t  i n t c ’ u ’u o e )  f l a s h  of I j o - l i t .  The e l e c t r i c , u l  ‘ o r u t - i ’ t  w i  1,1 I ’ l l’ u~

t h e  ac t i v i t y  in your hr -a m - u s  . u r e su l t  of n e ’e i u t ’ , t h e  f l ash  of 1 1 , 1 , 1 .

( N o te  t h a t  no pain i s i n v o l v e d . ’)

Ra t  i n , -

F~r ’o, :e;n ,s 16.

You i n - c’ wear ing u h , i I u ’e w i t h  your name arid p i c tu re  on I t

A ‘ u t r I s, ’, - ’; tha t your t i — c ’ mat c h -us t h e  f ice nu t he  b udge p i c t u r e  - isP

that ‘-olin - name is  on h i : :  i i  .: t  of people

-~n t  i n ; ’

C- l i



Any comments you have concerning the acceptab i l i ty  of any of the above

procedures will be most welcome . Simply indica te the procedure number (s)

and your comments on this sheet.
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D . l .  FLEX I ON CREASES

“ I t  has long been said tha t  it is impossible to f i n d  two leaves exac t ly

alike : Nature  never repeats .  Choo;;” no m a t t c -n ’  what  ,u’t of the human bod y ;

examine it and compare it w i t h  care in d i f f e r en t  s u bj e c t s , and the po in t s  of

d i s s i m i l a r i t y  wi l l  seem to you the more numerous t i ’  more minu te  your examin-

a t i o n .  “ E l ]

This quote from Ber t i l lion , a well-known c r iminolog ist and s tudent  of

i d e n t i f i c a t i o n  t echn iques whose work preceded the deve lopment of modern

fingerprint me thods , justifies the search for additional attributes that

mig ht be used for personnel  v e r i f i c a t i o n .  This note suggests the investi-

g a t i o n  of t h e  f I -xi c ’ n sn ’e -t : ;es  of the  hand as one such a t t r i bu t e.

“A. : t hen - ’ i re  no two n a t u n - c s  il i i-: - , so there are no two hands al ike .”

( ‘ l i t ’ i t ’~ - [2 ]

C h ’ i r o ’ s st i t t ” Cnu ;flt r’- ’o - n r ’ - i i n ’  tIne n , u i n ; u i ; r t ’ s n : ’i st  — the f l ex ion  creases ,

o n -  i n - s  of  the palm , tha t  b , iv ’ sc -mr ,~ n :  r i - c l u e s  C _ u i ’  i i  ‘is “ l i f e  l ine ,” — serves

to J - ‘ - - t  us to  sh - p00:: iI ’ i 1 i ~~~ ~ f t ‘ ir us~’ in 1 ’n” , on n n e l  v e r i f i c a t i o n.

I i i  s i t i e n t  i - - n i  t i  detsi • hi :;  ~~-flV~~ l t  - t~i ‘ I ;  - h - s  n i p - t i - - n  of the var iab i l i ty

o t  s i s h  3, i n . ’ -

1 ~u f~~- : :  C ,  r a n - ?  h- j - :  n ,  : ‘ :~ ‘-I- P ’ , u l h i t  i - n i , u n ” ~’ [3] g ives the

f - - I L  w i n o -, 1 - - n  C~~, t , - C , :

D-2



- ~~~~~~~ ‘~~~----. -- --— ~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ‘~~~~~~~~~ - .‘- 

“Any of the normal grooves across the palm which accommodate flexion

(the  act of bending or condit ion of being ben t)  of the hand by se r o u r a t i n g

folds  of tissue .”

In order to describe the geometric  pat terns  of f l e x i o n  ,‘r -e ise s ( ; alm a r

creases , if they occur on the p a l m) ,  a few d e f i n i t i o n s  or- in t roduced  now

that are used to describe the general anatomy of the hand .  Figure D-l

shows the bones of the hand in outline form . Note the order of the numbering

of the thumb (I) and fingers (II-V). The phalanges (finger hones) are

labeled “proxima l, middle , and distal” in order of increasing distance from

the metacarpus (the part of the hand between the wr ist  - u n - I  the  f i n g e r s) .  The

bones of the h u n d  are comprised of the four teen  osn-a d i u ’j t , r u i r n  m i n u s  ( f i v e

proximal phalanges , four nn’n i d d I ’-  t - l u  ‘ 1, i nu ’e~ , ,in : ’l  i i: ’ ’ ~I v’’ d i s t i l  ~- t ; i 1 - i n ; g . ’ s

of the thumb an :l f i  nnge r s , th~- f ive  osssi s- ’ t i - - u n - I  a l i a  -t  t he  met  i in -pu: ;  and

the e ight ossa  ~~nn’~ I of t h  i - i n n - us -  (wn’i C t

The fl e xi i i n n sf i i : ’  f i e , t - ;  p - u r t  on t b ’  h a n - i  is  C: t n - - u i n : -  - ‘ t o  - ut ’ u t

the ~o in n t : ;  b ’stw . ” -n  the  bones , ot  , ‘s u n ’~~’ - . I ’Iie n’ , - : r i u l n  i n  1 -  : n i  ‘ n - ’- a ; - n t h a t

u n i f e s t  t h”mse lve s  in t b -  ‘kin or’ - -  g e t  i rs 1 lv  r e l a t e d  I .  s i n -  H Cm ‘I ion and can

be fs ;nr , 1 , t’ i f i r s t  order , in predi ’t ah l e  l o s - i t  i o n u : , .  TI - a , : , t l i - n - - are usua l ly

:5 I W I  n -  m l ,  v - n - c s r e i n e u  as, i ted  w i t h  the  lo i n t  b - - i  w’ ’n t i ’  m i d Ilu ;

n o I t i n t - i l  h a t  in , ’ - -  , two or t h n ’ i - , ’ c r ’ , i s ,i ’r:  -‘in Soc i - it uu d with the Print between 

, ) X I C f l ’ i  dnd m i d d l e  p h a l a n u ~”’s and two i ’n ’ th ree  sn - c - I o u ’ s  a;;soc i u t e d  w i t h

c ’  1 :;t  I ’ ’  t i ,,:, , - r ,  r n O ’ C -;~ ’ t a - - u r ’ ;- - u l  151 l’ r -
~ >:im ii p hH- inge for ‘‘‘to-h f ingor. In

- I i  ion , t i e r - c  - i n  - : ‘ - ‘v~’ r ,i  I t i ~~i i mar cr -us - : :  t h a t  i n - u ’ f ound  in  common lo  -a~ i ons .
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PARTS OF THE 

~~~~~~~~~ 

BONES (OSSA )

— DISTAL

n~ ers~~~~~~~~~~~~~~~~~ 

~~~~~~~~~~~~~~~~~~~1 ~HI U ) J4~ PHALANX (5)
Thumb

_ METACARPAL (5~
Metacarpus

Carpale (8)

: 1 1 - t i t u s  (w n ’ms -

Numbers in l:,i ’r’e f l t i i L’sc S

- I , ’n ;ot e  number  of such
1: ,an - S

F ’H’ n” 7— 1 P n - - n ’  1 An ~~ u t i ’ n uuv of the H , u n u  I
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Pi gure D—2 is a schematic u-c”resentation of the surface 01 ti n ’- Jma !r’ :ir’

side of the hand showing the usual location of the flexiora c-r€ ’,i;:u -’s and a

number - ‘I other flexure lines and features of the skin ’s surf,ti- c~. Some

additional t~-nsnuino logy ir ; introduced at this point for future u:; - . W i t h

n-c,;; c ’c’t to the major flexion creases of the palm , “;rc ’xinua l” and “di ::t,ul”

u-cf en’ to distance from the thumb across the width of the palm. “Trini,’v”-n ne ”

and “long i tud ina l”  re fer  to t i- orientation of :i line on the j’alm with

r esp e c t  to the hand , w i t h  t ransverse  being across the hand ( from the t l uml

to the palm m a r g i n)  and long i t u d i n a l  along the  length  of the hand (para l le l

to the f i n g e r s) .

There are three major flexion creases of the palm :

1. Rad ia l  Longi tud ina l  ( ‘c ase

2 .  Proximal Transverse Crease

3. Di: :t  i l  Transverse Crease

These Cu r e  shown as thi sk lines in h i ’ u n ’e  D — 2 .  h i t h e r -  t he  P i - ’ ; i a i  i , -n : ;u ’ I —

r i , , I i : ’i l  Cr c-m e (tb- : a l m i  : t ’ S L n u - of L i f e ) , t h - t  Proximal  Tran sv ’ ’r ’se ~t - - a ’ - ,’

( i  in ; ‘ - - : 1 1 ’ ’ uP ’) ‘ x t e n 1 set ,- u r’ i tely , or the-,’ j o in  t i ’ u - . ’ther  (as shown ’) be n nrc

I’ ’ m C h C j  t - - t b’ t l n u c ,I’ si - :, - o f  the pa lm , or ;- rox im- i l rn mr~, in. The h m s t a l

‘i - i c e  ( P i n e  -of l m ’ - m n’ t ) un : :uml lv , ‘x t e r u t : :  to the  dis t il nc-’nrc’in of the

i i ”,. Tabi’’ 7—1 s i ,  nd — iCC ’ ’ ’ t l~ los,’m t ion’ ms- i -f tfs’~ ’ ’ (and nth - ’r’) I 

‘ u  ‘ ‘5 ‘ - - - i - n i l ,’ t e n d  s~~ t b  p a ” ; . Als o l is t - - I  in T a b i -  D—l  s the  i -  m t

:1 - -:- , -;r- -- t i- - i n  I s  flie s ’ t n  ‘Cu ~~i’,’ a s s o c i c t - -  d w i t h  e n - h  r ’- , i :~ ’’ . I o n -  ‘ ‘> n ~an , ’ I” - ,
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LETTER CREASE NAME A~C’O(’ [ A T I : I  i ’L l i X t i I -  P
(Scientific/I’ - , l n ;ii: ,t n’ y )

a Secondary Radia l  L o n g i t u u l i n a l  F i n - ,~ ~“t a - C a r p . i i E - /
“Line of Mar - “ ‘‘ C a r p - c  I ’

Ic Pr imary Radia l  l on ag ; t u d i n a l  F i y ’ ,st M e t , m _  ,‘u r t  i~-/
‘ ‘l i n e  of L i t - , - ’’ (it on l e f t  h a n - I )  C a r l -  m i ’ S

c P r imary  Proxl In - il ‘i u ’ ,u n ;~:v-sn’ ::c,- F’n” ->:  n : ;, u I Phal m ni c -/
“Line  cr 1 He n -i ’ ’ Met _ urn-ales

P ~‘econP- ’ir ’v Proximal ‘i n- . cu v~~n - , ‘ - P u ’  ax i m a l  Phct 1 .- mni; ’-,ts/

~ El l n ” I  Ic of Venus ’’ 1 - h e r a — C a r t - i d o :  i

e Pr imary M,~- i t . u i  Lu~~u g i t u I i t :  i i  F i r s t  u rn-I F i f t h  h - t c t . m — C a r n - a l e /
“L i  n 01 Fat- ” Carpale

C, ’i - i n : I , i n ” ,’ ~P -  h a l  I . on uu ’i t u d i n i ; c l F i n - o c t  . I n i F i f t h :  Met  i — C a r p  ~ie/

“b i n  of Sun ” C a r t -  ~le

T, ’n’t i a r ’ ~’ Me -h al hsn : ,’, i tu d i n a l  F i r s t  and F i f t h  M e t a — C a r t  c le/
“l~ i n , -. - of H e , m I  t l , ” ‘ ‘ - - i t  t - 1, u

1’ f , ’ : - - - n : - t , u n ” , h i i , - :t  i i  Tran:;v,’r-:;” Fifth Pr o x i m a l  Ph ai a n g e/
“ L I n e  of 1-1 u n ’ n ’ i - m i ’ - - ” Fifth 1-Icta—Carpale

Primary Dist al Transverse T h i r d , F ou r th , S F i f t h
‘‘ i :~;- ~’ of li a r  ‘‘ Proximal Phal .anc’i-c : “M ’t a —

Carl’.cle

“~u p  cle  t’ , n C I s V , ’ ’S -  - Car;’ales (wriot)/Ulnar t m n ” : )

T i -  i i ’  D— l “ n” m o e  P 1 : .  a s h  A, i~u t e l  J o i n t s
(See F i g u r e D— 2b 1 or ’ 1, rc  i t  ions)

I’)-?
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f l exure , it  t h e  r ’ t ’t ,u o - ,u r ’u ’,u I /-droximal phalange ~ ‘ints ‘ I  t i ru ~’, , ’r ’ : ’ I I I  , : V t in - I  V

would be asoociated with the Dist il Transverse C t ’c ’ , m : t . ’ .

Fic ’ n e D—2 also shows t h i c  exiot,’nn-’,’ ot i ,1 ,Iiti , r n ; , m i - u  t u - i l - u n t . - . . . t

skin su n - f  .m ” e  en tine palmar side of t1:~- hand . The so’: commonly U C : ”  I mc tb, ’

of positive identification tc ’ h , iv  i :; f i n g e r- pt- i n. t ing whi - -t ; m i k e  - U s c ’  - ‘f ( c

uni que combination of patterns of I i c t i m ’n r i dge : ;  at t i : , f i n ; c - ’ ~ i i : . .  The

whorls , t ool’s , arches and m i n u t i a  form a 1 - - -n ’m. a r n e n t , i mhe ,h  I e 1  - n ’ ’ r - m . m t ’ ’cj ’ ,-; i_ ic

signature that doesn ’t (or’ganiical 1’,’) c h n n u g c  from b i r t h ;  t i  - d e a th  i n ,

topology [i’4 , 5 , s]. As is well h n u i ’ w r : , f ’ i n ; g n ’r t i :  friction n ’i - Io - , ’ s hi ’.”’ 1” ’ c’t ;

ccc l I o ct ” ,I manu ally by ink transfer iC: I r ’  i n -i t: -: by such un - n -ic ,’: a;’ t i ,

Bureau of Tnve::t  i cat ion ( F B I )  and .t ’i mo~:t ever”,’ l o s - i l  law - ‘ n u f o C ’  - ‘ C , ’ I’ -: u l’t —

m e n t .

Au tc ’n n . i t  i - ‘ c ann :  i So- , n - ’ ’  n i  - ‘v I i  .in -h “ 1. ; C u —  SVS terni s are being developed

by t b ’  FBI a n n - I  - : : i . ’ ’i’ cu ’n nn r’ i n t l - C ;  u s  S ; - t ’ I ’ C ’ ’ ,’ P . 5. 1  C. ’n - n- ’r , t t i , - n . ,  Rs ’ckwel l  T n t  en--

C: c t i, r n , , i  and ‘ m lspan  ?‘ ‘ n ’ s .  - n ’ - ,  C ; .  A , m I - : t ’ . u r n  un i • w u ’  to h ive P ‘‘S - - ct- ’ I for-

t h -  P . u ; n -  m d  I n s t - l h - ; t  i - u ,  ;ec a - i ’ ’ - - - i s  ~
-: it E l l . w  - n - t b ;  A i r  F -n - c c ’  Base u n u ’Ie n ’

to e  CA ’ PAT ; — r u ’ ,’t - am .  The n - r h  - ‘ W I C , . p .  ‘ -s t n — s ’  t i n ’  171 l . . m n ~’ I nforcement

P s l  I - in , i) cc - , ’ C n h ;en ’  I l f 3  ( r ” ’ - ; i , :e -I  M i n ’ , in I ‘0- - u )  ‘ ‘ n i - I  ‘ - n - : ; ,  - or’ , ’:: I .e j C -  he 1 j e t ’ in  I ’ ’

u n t f l ’ r - ,’ cr t  ‘ n - i s  u t t r i l ’ u t , ’ .

1 - i l l  the t- - - ’b ;n u i i ’ .m l I - n o d - h u n - c ’ : :  ~- m p l u - ’;c ’d i n ;  cr i m i n a l  i rn v , ’::i i m t i ’s, ,

C; ‘ , - - / ‘X d ” - ’ I  - i s; ’ ‘i - n i t  i il v - m i m e  , u t  t he  P u t  ‘ r u t  f ’ i t u , ’ , ’~ ’ : ’ n ’ i n t  examin a  ion . By

i~~~I S  mu- -inn ; u - - r n :  , n i n n y  c r i me ’: have been sol v e l  - i n - I  t h e ; - - n ’ : - ’ - t n — i t  m n ’ , ’ i - I c - n u t  i—

t ~c’d I ” ’ ’,’ u n I ‘ i l l  doubt
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The posit v~’ n ; - m t u r ’ ~’ ‘i  t i u ~ -‘ n - p r i n t  identjfi ‘it  i o n  is b a n - - f  on ti. ~-

- - w i  rio -, ~w-o t’.n-’ ~ : wh i - - i; have been c , t ml , - I i  shed t i n r - o : u u ’ i ,  oh : en - ’,’ 1t i- -n for many ,

- u t ’ : .

Every f I :ng- ‘t- ‘ I • ‘v ‘‘n ” .’ ’ - t’’ ’ 1; ii’ ‘ c i t ’ C ’ - I I - C b c ’ - a n-n -~‘iru s’ -n C u - : n i t which l

sn i

c i:;,’;; , ‘t  c o - i - I  ‘ - C , . el S~~r ’ , ’ c . i 1  C ’ - ’~u ov , i  , i n - I s . c t t ’ ~y ’ n u

‘- i’s:: i rs ’C ,t  b e t ’  t i - ’ li t ” of ‘he i n - I i v b I u . i l  and ‘ n ,  n . y -  s c t  i i  I - o n - a m —

- I t  -,-: - ‘,. h~~’ s k in  an t’ -r’ i - cm t h u .

ut il i:n ina g f i n e r ’ :  n - i : , ’ - ’  as “ ‘n , - ‘ r- : - n ,  -

V : V , “ i ,~- ‘ V - - :‘ . ‘ - n , ’. o f  I— ’ - n f ; r r -  r I ,  i . . -n  - n ° 51 ci— If I,— m l V  ‘- : ~:
- luded it

c - n t ’  In - ,’c-’ : ’Ig m t ’n,. The n: ’ ’n~1, s--n-i t - - r i ” ’ -  I n  t b~ FbI  h - . ’, I ’ n i n ,  ‘ u ’ ’ ’  , i, cwevr ’r :

“P oe m t’ ’ - : ’ ’ ’ n , ’ - s are t:’~~~ a ls o  “if r h :  n - ’ I - ,’- s -  ‘n .  the j ’ i ’inns - I th-

n - u i ’  u n , : 05 ‘ C , ’ ‘ n- -  : 1  50 1 -5: n the h e  - t .  1 :‘ r ; t i f i  u 1 i ’ , n : ~ ‘1 these

h 1 ’,’’ i n-- - _ c ” ’’ ‘ ‘ C . : ; :  . ‘ -~~~~ 1~~’, ci -c- il l rh’- ’• u :  I : n - : ’ ’ ’ C n C:  ‘ n n - - C , ’ ’. I n c a —

I r ’ I e - n-i , ;C r ; - - i - i ’s u: I c  ~ n . ~i~~s i - 01 C C ‘ I ‘n r i  I g ”  p a t ~~’ C’rV on raIns

C I 1  SoleS l iv. - I. , r u u i ’ -  i n ,  m i - l i n en ,  is.’ ‘ I , - :~~‘ on “i -c f i ; ’ ’ n ’ i ’ i : ’ r  [1 , 7 , 8].

P - . L r n  r - n r ; r ’ a l , -j v-c h’’o,uru u, - ’l 
•

:,  ‘ I ’  t n t ; ’  of - ‘ b ;i; ’ - ; h , r ’ - n r h m [ ° . 10 , 11] i n - n - I

51:’ ’ , ‘ - - : - ‘ t i  - ‘I I ,, er’: [12]. i’ m l f l i n ’  f l - ’ x i ru . ’ r”-~ises have be’:’ru ‘ :u g g c n - t - - i

i n - t I  ‘ i t  - Pe. w n m ’~ ; , :vn -I r ’om’c - i t ,  I I c - u k e n i m as w ’ -l [13]. P c - c a u s e  schiz—

‘,~ h , : ’ ::, Pa [~ sj a n n - i  D’ w n u ’ s ‘,‘r.  i n ’ , - - _ r h n - w ’ ’ ’- u g , ’ ’ i s’  I - u s h a v in ; ,’ g e n u - t  i
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origins , and der’rna t ol ’ ’u ’ i n - a l  f c - , m t n i r’ ,’o su. I as f r i  t joti ri  m ’ ’ ’ : :  - m r i i t I - ‘ X i -! ,

creases also are c ’ n ~- ; i - ,l” n - ~- ~I n -
‘ be ~p - r - ’t ica 1i’,’ determined [u u ] ,  it is na tu ra l

to search for ,u correlation between t hai ’ , ,’ - I i  - ‘n -i - ‘ n-’ : u rn - b the ;,t t i- n ;:: of

ridges and dr - c’d ’ ;c --s.

Congenit .ulI’ ,’ formed attributes are of m n - t i m - u i - m r  interest to t h i s ;

cn-cject bec .uruse tin y c’x i:’;t from bir th , t-;nd l in t  to change drastically or

rap idly w i t h  ago’ , and may be unique  to  the  i n d i v i d u a l .

The hand surface  is rich i n ;  such c I u ur i c t c . r i r : t i i ~s. Monn t , m e n , n  [ti ]

states:

u - i  I tes in the palm s and soles, inh- n ” - n ; t f 1-- ~. I - I i n . -::

and the countless f i n e  lin us over the “: ;  i”  m:urla,:e of the

skin are all  c o n g e n i t . u l ly  for-mel. ”

C o n g e n i t a l l y  t o rn - - P l i n e ’, : are not the only  l in i ~’:o , b u -s w ” , ” - n - , m i t  is

commonly known that  wrinkl- ‘s i n - I  f ’,nrn’ -owo, develop with age a n n - i  use. hi - u- ”.” ‘r ,

t h i s  is believed t o  be a sl o w  process  w i n - P - h  could be t i c  ‘ ‘ I , i f  p o ’c”on  

w i t h  re tu lar  u p d a t i n g  of t b : ’ r ” ’ t  - ‘n ’ - - n c e i l - n t - i  stored for  each individu al. It

mi ght also in d i u t e  to some e x t e n t  s h Y - e n v i n ’ o n i n n - e n i t , i i  c o nd i t ion : :  tha t  each

iridivi iu ,a l was r -x po .- : ei l  io’ lurin g 1;i ~ or i ;en -  , n - i  i n- y o u r - n :  that i n f l u e n c e d  the

fo rmat ion  of such wr ink les  and w h i  h mig ht f u r t h e r  , i i i  t in ’ personnel yen-

ica t ion n - r a c e ’s .  Flexion -“n-c. u:: - ::, I n a w c u v - ’n- , are  ;‘cn -ru m nu -n t  a t t r ib u t e s  as they

indii -r n t e t h e  locus of nint s a t  w h i c h  i i  - ‘ : 1 - i n  has a firmer anchoring to the

subc’nitcmruoous ti”,:’ou ’’ . They also ‘ -n i - I to sinew t h e  cmr n ’ , m n u ’c ’rC.e n n t of t i ; ’ co l lagen—

D-l0 
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l b - n ’ ; i n  n h -  , n , - r ’ rm i : : . Thin : , t b , ’ ”, I rm - i  j - , u t tern of I i n n ’ : :  on t i n , ’  hn , i rn ’ i

t i : , t , t i n - n  i c u l  i t ’ l v  w t n ’ ; t  ; ; t r ’ . - t ’b ; , ’ b , m mii 1s”-sib ’ ]v be i : f ’ ’ r c - n m t i , m t e b  due to

u m o t o r ’  h i f I ~- n ’ - ’ n n ’ - ’’ ca used by t b ~ j -r ’ es ”-ru ‘ - u r n - b  , uh’ .~;er m- ’ c - ( n t  t b  . c m ; : c m )  rh’

c o I i - m c e , i  in t hu ’  1 :- s- ’: l a y - - n ’ : :  rh t h ; - -  s~ i n .  ~ i t I u  t i ; - a I~m :i ’ n  ‘e m l  mu ch pigmen—

C ,i~ ‘ C ,  - ‘ CI  the t l m . m t ’  s i d e  ot  t i ’ ’ in m n . I  , t b ; - ‘ ‘n ’ i d u ’ i ’ m i S (tH I lyin g layer of

t h e  s k i n ; )  t - s n ; , b ; -; t o  h~’ n , , : ,  , I , - : ,

‘i i  ; : n . i l  I : :  - ;  - : .‘ni  , a t  th e  I I n ; ’ ’ - 
, e. u’ . 1- ’ :.: i~ ’n cm i : ; , :; , of the  hand

I”-’ ’ - i t n:: i nn ’ ,’ tvp- ’ s a t  I - i  t o ’ s ‘ I ,  u s  P c i  - m c t  ‘ ‘C’ l n - t i n. .  Fig, uir~- D—2b shows the

I n n  -‘f : ‘‘ ‘ - ‘ i l - i ’ -  en’ - u ;‘ - l i n u - ’:: ~a , I , . . . , ~~. The most common of these

n ’’’ I’ (n’ s - li i l l , ’n ; , ’ i t  : i n :  ii ~~, c (~ us:xi C ’,, ul tt’ . n u ;v ’ - n ’  ,~~~, I ( I j :rt , ii transverse)

- i nn I ( unr .le ti u C ; . . V c C ’ ; ’ ’ ’ ) . h I t -  ~ , ,  t b ;’ r. i ~i i . i I  l. ’n’i’ ’n :ina l c r-ease  will be

sm : t , - ’e , ’,’ ,- : - ‘; ‘ J y - , t - ’ I n - e m  ‘ t ’ n - :•: i ’- , l  t n - un  ‘,‘‘ - n - :- ’ n - n c - n : ; - ’ , as shown by the

J. u s : i ed  1 i n ; - ’ . It is - u s a  c , ‘m nnm o ni t ‘n ’ i , - , : - :‘: :‘;, c I i n n - I  d i  stcm 1 I n  - ,i nn:verse

n-’ i s, ’- ’ ’  ‘ he ’ ‘
‘ - i n ; ~’~ I ‘,‘ i : 1 : - I:;;~ cr- - u ” - , ul ,so ‘:b;c’n-n I n u - im’ ; h c~i I i n’- - .

Is . ,  I I i  t - : ;  a I , - ’ ’, ii nor in I i n - : c i ’  lo i i  -u s , ‘ ‘ n e  1 : - , ’ : ’- exist at the

ml i~ ,. ’ - i ’ - i : ’ u ( n - : i , ’ :u , , ’ ’ -  1 0 , 1 , . . . , 5 ) ,  m n n , I  n , u ’ i l i t  I C , ’ t b . -  f ’ u l - . h i n g of

C i - ’ k ’ -,o C ” ’ - j u l C - I by r i - V  u u r ’ , i ]  l ” r u m l i r ; , ’, u t ’  tI; ’ ’ C m u d -n’s. These creases

in - - : ml u ’ I’,’ I i , ’. n , ’ unn I n -os ii w iv , ; to lu - I l u c r e . Th ey vary  inn number and

‘‘‘ n-i st P ’ -: , hu ’ :‘ ;, u ’ ’  - t ’ ’v~ ’ n ‘ I u l , for ’  ‘ -‘x,m n;i ’ i li’ , in ru’ ’,msu u r’i n u ’.

1 ’ ‘u n , ’ hs.

n-ta ’ i n - - [ 2 1  ‘ I ’ ’ : ; m - r i b - ’ - h  t he ; ; l n , n ; - - ’;: of hands , t i n ,’ cl m r ’ , i , ’t e r i : :t i c : :  of

‘ u - - ‘  i~~oo m u  I - - u  - u i  ‘fl, mr’~ m t h e  
~~

- ul nn . Of - - - s un - - :’’ , h i - :  in, :” of these

L e n !  n - -  - n-- i ;  -J i t t ”  n c - n u t , i i i  I ‘ - r ’ h ’ i i - : ;  more ,-n n l u ’ n ’ t m i f l h m n ,’, but their Ieo~’ri p —
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t i on  pr’ m ’ V i m l , ’S .t u u : :et nm l b ,, u :; i s  t a n ’  t b ,  a t  on f - - m t  C u r ’ - -: ’, ;;l nownu in F i ~ ’ u n r ’ , ’

D — 2 b .

‘I’he outl in n ,’ of t h e  hand c u l l  ‘rev i m l , - ,‘‘,e v , ’r ’ , i  1 g, n ’ m u : : ’ ;  s t i l l  r ; t i c m ;  which  i ni

(“‘ I i  IWim ’t i a n n  wi t in a t  her  inu , ’, u : : u n n ’ ,’nnu , -n t u ;  inlay be u n : u ’ t  u l  I c , i ’  sc r u o i u i i i 1 yen  f i c c u t i o n .

LI- - n : t  i n : ; , , C  i O n  ~‘. ‘n ’n ian ’ , m t  ion sd 1:: d c ’minui nerci ,ul pm’ami uu m ’t f or th  1: ;  h - i n n - I ’ ) ; ’ ’ ’ t ’ , i o ’ - m I

~~in i j ’l V a n n  I n , ’:’n- : - - n u ~- . t h; ,iI one. There .uu ’e enoug h I i  n u ,g ’’ n ’ : ;  on a n n ’  - hand t h u t

i n ’ , - : : ; u t  I i - ’ l e n t  Iv :uni , ’- u n ’n ” ’ ljt~’ I in  length: to p r o v i d e  v’’i’i l i m i t  i ’ m  i t  s l i g h t l y

m ‘ ‘c’ ’ tb : , -I ’ ”; i ‘- ‘I I i n ’ :;t I ’  ‘v”l ‘r ’r s  a’ gao is of t h e  h i m : : , ’ dOLl I n~ t m  1 ion

:h- ~’ u n - i t v  ‘ - ‘ ‘ ‘ - t - ’u ; : (P1 :-h ) [ I n ] ,  u :  t - ’ : ; t ’ ’d i n  n ’ u -c - n u t ‘x ; m ’ i ’ i m e n t : -  [ i i i .  I t

u - I - b  it i a nn a  I nu~’ I ; ‘ r u n ’  - m ien ts w’. ’ n’  - C C : .  m 1 - ’ , - ‘ .g.  i n n  u - -n ’  t h i m  ‘k n , c o :; , - , m i n: ; width , hnnnnh

l e n , , ’, ’ lu . 1curva t ; ; n ’ ’ , w t- i s t  w i d t h , e t  . . , , u  c m - n v , ’ n u i ’ ’nt  , annd s - n - k  n I P  i ’  ;;y:: ’  - 5:

n ’ ‘ ‘ u n i t  , ;n :;  i mu g m ’ n n  1’,’ t l , -; ;~’ I, u t i n  n -
‘ ‘o . I ’ . m l n n n w i  - I t h :  , . ‘n - c x ,  iCCu C - I ~ , - ‘ u i id h ’

n:,’ n : : u i - ed : n - in x t - - 
~~

‘ ~~~~~ F i ‘ - u n - - ’ 1’- — ~Th )  w in i c i ,  - i n - u -  t h e  i n :  I ‘ n ’ :  - c ’ t ~ ‘ n m ‘ 1 the

two n u ; , i  ‘ ‘ n -  t - . u ;  ‘o n ’ , ; - - ‘ n ” ’ , -s ( ‘:-; i ‘ ‘ : u  - ‘ - I  i t  nu , ’c e s : ; , n n ”,’ 1 , u n u — I  t b ’ - : n ‘:.P r n i , ui  m d

d n :  t i I ‘0 u~’ - ; - - - C t I, ~ ‘ - c i  m , a:; I;~ ‘win in u t 1 ; ’ ’ ~ont lint ’ ’ . S i n i ~; I ’  ; - b n : ‘ u ’~ n I ;  - ‘ - ‘ b ; —

u ’  I ~“,v ml ‘I: - u L t  t I - - i . ’ ’ h ’ ’ , in  n b ; ‘ ‘ “ , i ~~”o . 
‘ v - i i  i t  in , ’ e n - ’ ’ u ‘C , ’: ’- n-’ - 5 ’

u n :, ‘d, , , i :’ : : ,  n :’ ; ; : :  w I , ‘ h ‘ m  ‘ - o’ I C I ’ : : :  c arl 1, !  h ’ u - I t ‘ - - ‘ 1 C n n n n : . i n . - - - m l  n- ‘ Cu —

‘ - ‘ i ’ m i s : ; :  - , ‘ t  - m i n i  w i , i I b , .  F i ’ u , ’ , ’ n  ler n u ’, i - 
~~~~~~~ no ’ : , - - ‘ ‘ - - i n - I  i v  - t n

n b : :  W I  t o , .  A l s o I i : ’ ’ - ? ’  n , ~ ‘ t i n s  n i l n - ’ i I h : n  r u u ’,’ I ’ , ’  n : ’  P C c l v

- :- 1 , t ~~~; ::.~ - i s ‘ m ’ “ ‘ v i P , - , u , l , bit i ’ n , , u l ni l ‘ i -  C , - ’ - v~ ‘ . - - ‘ ,~ i , b t b  -n

— - P u t  - , —~ :‘ :: n u ~ m t a  n—P t h u ~ ‘ : , - — i - ’ ; u - ‘ 1  i n n  ‘h  n i l  . 1 1 ,  a t  - - I :  I :  i l , ’ c f l ’ ’ ’ ’ C S

n - u n i t  r h ’,’ u ‘ l i t  i ‘nn n In - m : r n : :  ~i ‘ C ; .

‘I i - -:—: C - n ‘ , 1 U~~~, i - ,in - n - i  u : - ’ , c :; - - ‘ C m i n i -  C i sn : n s f  -no — ’, c . , — i n n i , ’rs C n’ ‘v 1 -  be

p O ! ’ ’ C u t  - i i  s- u l t i ,  rh i n t - - r - : ; u , n l  l a i n  u :  I - - the I t ’ ’n t  1 C \ ’  ol On m u  i v i d n n . i l .
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Furthermore , each crease can be one ,of several types as shown in Fi gure D-2b.

Such charac teristics as solid , parallel , f l a red , etc . ,  add further differen-

tiation power to this approach. Even th eir ends can be d i f f erent, e.g.

forked or tasselled . Also, creases are marked w i th spots , islands and

squares , as illustrated. Unusual features , if they exist , provide further

means for verification. Such items as scars and geometric figures , e.g.

stars, crosses and arrows, provide valuable information because of their low

frequency of occurrence.

Stretch lines , for example , on the fl esh y par t of the pa lm over the

first meta- caroale bone (connected to the thumb ) .-in. on the palmar sid e of

the digits are different in depth , spatial frf’qu- ’nd ’7 (two s: ectra , one

for largely transverse and the other for largely lnn :cit :u ”Iim n ,-il lines) and

extent of coverage . These lines arc not fIc-xio n creases , hut are somewhat

different from person to person .

It is evident , then , tha t  the pa lm surf’s - ’ details and the pro ject -I

shape of the  hand con t a in s  a r i - -ia v a r ie~ v of f e - u t u n ” : :  w h i P , I F  me

should provide a s u f f i c i e n t  set of , u t t n ’ i l ’ : u t ” : ’ t o  m e e t  t h e  f i u ” t  l e ve l  BTf”

s p e c i f i c a t i o n s, if not men- ’- ’ s t r i n ge n t  r e q u i r e m e n t s .

The leas t  c e r ta i n  aspect  of these ati : - i b u t  i ’: is the-jr me a, : uu r ’ e m e n t .  I f

contac t  could be made to a t r a n s p a r e n t  m a t - n ’ i a l , th en  in t e r n a l  r ’ e f lec t io n

i m i o e r y  t m  ‘ hn i ques c u u l d  he used r l8 ]  to’ produce an i : s , j , ’, e th it could h~

- m n i r u e  I wi t l, c;; to~~i “- :tronic tr- ,uns-Iun,:e r : . Th~”se have ~ - - ‘ n  used tc  — m b - t m i n

h i ,’ l u  p u - n h  ty foo l j .n ’in t s -  showing c lear  r i d ge patt ,‘~‘ns [j, a j .  The difficult

D—1La
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iSpe~ ’ t of the automatic fi’-m ture measurement , lies- - ‘‘ ‘ - n -  , iii t i n ’  m i ) ’ ’ n r ams t

l ’ n- ~~~ess the  e l e c t r o n i c a l l y  stored image , w h i c h  is simply an 1 m m ’,’ of

n”r l , ’,’t u- ,i li g hut intensities , win-soc f u n c t i o n  is to ex t rac t  m ice l ines ,

:::, ‘ ,i: :ul’ ’ t l : , , m n -  u,’ iiar ac t , ‘n ’ i ; :t i c - :  and quantify them for in: , ’ ’ in  v a n - i f  i c - i t  ion

- - ‘ ‘ i c .  - i n c h  i l ) ’ ;u t - i thms’ . m n ’ . ’ C n-e t “ o f t  — t h e — : -: h e lf ”  .in i h a y , - t i  l i ’  I ’velol’eui

n o r  , - , i ’ ’h ‘-tm Ph I i c , m t  1 ‘ii .

Sev’’m ’ , m I , u t ’ n ’ l i , - , i t i , s n i  r ou t  i n . ’;; nl re .md y ex i s n - i ng ,  fo r  e x a m p l e , on the

PICIF’ER svst,’nn ,nt Rem’s Ai r Development Ci’r’n t , ’n’ [20 j, such as spatial

d i ft e t  ~‘n t i a t i o n  m m n u d  l i ne  fell ow in u it , may 1,,’ u u : - :”f:n n I ‘n’ th I: ; appl  i c a t L ’n : .

I {~ w i ’v~’r’ , as is s u n ’ ;  t o m m y  I on’ mu ‘ .n’ lv  a l l  un I - ‘ i u n ~’ pat  t ’ ‘r ’ n r” - “n ’n : i t  ion : n ~‘t ~1 ems ,

Ide- ‘ : ‘  t ot’ d i  sc r ’5 I: ,  1 suiting fm ’stun ’ u-s  -in- .: also un I p u ’ . Th i n ’ ;  t l’. - ’ r - ’ , m t  ion af

s:n c c ’ - , : s t ’ ; l  n’a,’ - ’~~n n j t i ’ n u - ’v ” mj fj c a t i o n  l o u ’ 1 , ’ i : :  u n ’ , - : - ; : - - ‘n ’ i m ” n : t a i  J -n 

i n : v i ’ I ’ ,’ i n n , - t he  I C , ’i’ u t i v ’  m n - n u i ~ ’ . i t  ion i t ’ n ; ’ ’w d i t  i m r - I  t n - -  I ” : :  :“ ni ‘I n w

c t u a - ,- , - x - t n - , n , -t ion alc:—r”I thms 1 , 1 ‘J .
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D . 2 .  HAIR

Hair color, l ike  height and weight , is a classical personal attribute

for identification and would be a standard item in any descr i ptian o: a

pen-c-on . But , like hei Pt and w e i g h t , it is obvious tha t  ha i r  color can

only be a coarse d i scr ’im in at o r -  of i n d i v i d u a l s .  We m i g h t  hope to f i n d

ten  or twen ty  d i f f e r e n t  categories  of h a i r  color once al lowances are

made for the  day- to -day  va r i -i t i o n s  wh ich  w i l l  he in t roduced  by such

fac tors  as the frequency of wash ing ,  season of’ the year (sun b l e a c h i n g) ,

or h a i r  dy e in ~~. An th ropo log i s t s  use about 30 ha i r  samples for f ie ld

categor’iz,’nt ion [1].

The color of an i n d i v i d u a l ’ s ha i r  could be e a s i l y  r :esusun” :l by p lac ing

~n simn’l ” ~‘nu ’ -— ce1l ste-ct r- sn - b ,ms to mm ’t.’r in the  ce I I I n a ’  s t  the ,ucce sc  P’s, - t h .

Fh n’ - ‘- : : t  n -  a , ‘ - ‘ pup i l of’ tln I:,:’ t n ’ : n : C . -n t  couh ’i I. I ‘i , ’U ’ , e~’i on the  sub j ec t ’ s

C ; - ’ C I ‘ cm - ‘ ‘ ‘osn ; ,an: I c , n u , ’o ‘H ’ -  ;::uI,P’ct ‘ S t C , i T C i ”  or’ c m ,’d- ’ r ;uC”b , ’r - wa ,:

n - c l i::: -
‘ I F : ”  c y s t - n : . ,°tr ’, in t b : ’ he i ,’ l i :  I ’ ’ - a l s o  t o he - m

n C r ’ n I - -; ’e , Id;,: feui ”usi::s m ‘ : u l d  n’ ’’ ‘‘ ‘ ,I wjt b~’:’nt n ’ ’t ’,’r - m ’ ru- - . t~~~’ h ’: s,;:’iect ’s

S -.-;‘ -, p - :  “i: t . In m v  c m ; : . - , t h f — n u ; n m L - , - r  0 1 the  opt i -  -c w- - --u Id he hi u i u

- 5’:: Id ,~~’ : ~‘uc w - s r n l , I  n e t , I - ’  c t ’ i t  i c , m l .  ‘l ’h - ’ ;; ’, i e - :  :~~~ “, 1 , - t o - n : ; , - :  - C ’  s-” r u lml

‘rn: I u ,’ ; : ’ : P u , ~~ . ‘ - ‘ l , t  F -  m n u - I ~ i ss : 1 1  no n ’ , : mn i i -c t  i t  m u g  w i n e - I  t ’’ - h c  f i n ’ s  the

n c n n  I , :  o ’ n ’ ’ : - ’ : ; n  . A l t o  r ’ : u , s i m a u ’ the  f i l t e r , the  l i u ’b i t  would

‘5 ‘i ,‘ C ’- ’ I ’ b — i ’ a C ,  I : - n a - u t  ‘ s u i t  a I i - ’- t ube such as en ’’ o 4 t h . - : l , i A : ;  t vpe ;a .

Th ’ ’  1’ ‘ - ‘ n-; ’ ’ ’ ’  I , Id : I ‘h woul’i l ie in  cost inu : u , ’m u : ; rotation , could employ -i

C ‘ - n - - b - - n  t - n ‘ n ’i - - - a t  t l ~- -  t i l t  m- ,:.
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I f  sk in  color is also to be mea , ;u i ’e- i , a l i g h t  p i~, t -  m igh t  serve to

carry the  si gnal from , say,  the hand to the ’  ::arnn e spectr ’ap hr t e r n e t ” r ’ . In

- ‘ 
th i s  case , shu t te rs  would be necessary to select the two si g n a l : ; , e i t h e r

hand or hair.

C We now wi s l n  to discuss  the poss ib i l i t y  of m a k i n g  a closer examina t ion

of an ind iv idual’ s hair. Techniques do exist for . ‘x a r n i n i r m g  th~ elemental

composition of a single strand of hair. The ha i r  can be d i :  t inguished

as animal or huma n [2], and , if human , whe ther of Ca ucasia n , Mongolian ,

or Negro origin. However , “hairs do not possess suffici.;n;t individual

characteristics to be id.’ntified as or i g ina t i ng  fr ’om a pa r t i cu l a r  person

t , i the exclusion of all others” [11 . In addition , we buSvu: not been able

to identi t’v any technolog ical means for the single hair analysis which

would ;:at’nnuit an identification system based on it to be cost competitive

with other technii ques.
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D . 3 .  VENOUS PATTERNS

D . 3 . 1 .  Introduct ion

The lineal pattern formed by the superficial veins of the body may

provide a uni que characteristic by which a person may be identified . Only

the superficial venous pattern of the back of the hand will be considered

in this discussion. There are three reasons for choosing the pattern

provided by the back of the hand over any other venous ;‘.mtt ern . One ,

the back of the hand provides one C: the , if no t the mos t , prominent

venous patterns in the body. It is so prominent that it is usually

plainly visible to the naked eye . Two, the hand is tie’ most accessible

part of the body, requi ring no removal of clothing and is easily posi tion ed

ton’ access for the sensor system. Three , the hand pattern is complex

(rich in distinguishing features) compared to other venous patterns of the

la’cI’i , whi le being contain ed in a smal l  area fan’  c as ien ’  process ing.

D . 3 . 2 .  Fea tu re  Extraction

D. L 2 . l .  1H ’m n ’ - n - - m l

Several d i f f e r e n t  methods are a v ai l a b le  fo r  the  d . ’t , .’ ‘ tj o t i  of the

ve n ouj :; - ‘i t ~~~’ r ’n: . Photography of the  P a t t i - r n  in e i t h er  t h e  v i s i b l e  or

act i r u i c  (near  i r u l :‘ , m m - . ” ( I ; 700-900 n r n )  band , or a t l ; u - u - n c ’ c n ’ , m ; ’ F ; i c  record via

li ’ n - ni-l :rvstals or thermographic scanner are two ‘c’tential means of
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- ; ‘  I I ’ . ’ . i - I  ~ n - cal P i ‘~~ In 1 1 1  - t  a’ s:, ’~ - ‘ 
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Ano ther me thod of producing a thermograph i c  map of t i e -  s k i n  is i n

record the thermal infrared radiation emitted by the skin. This blackbody

rad ia t ion peaks for bod y temperature (310°K) at about 10 microns. There

are nanny thermographic scanning systems available for this purpose .

Curren tly available systems have hig h scan rates (16 frames/sec) , high

resolution (1140 x 130 pix els over a ii x 11 cm area), and high sensitivi ty

(T 0.1°C).

Such thermographic  systems are inhe ren t ly  q u a n t i z e d  in space so tha t

direct in t e r fac ing  wi th  a d igit a l  computer is possible.

One problem wi th  the thermographic  t echn i que l ies in temperature

variation , both the overall temperature variation of the hand and t he

variation of the temperature difference between “venous” skin and “normal”

sk in .

P .  3 . 2 . 3 .  P l u e t o ,l n ’ i J ih ’ ,’ Pa t t en ’n  Ext rac t  ion

Normal (v i s i b l e  l igh t ) p l n o t o g r m ’m: ’h v would not o rd ina r i ly  be s u ff i c i e n t

t i - I- ’,’ i n ’  the vei n  p-’ittern. However , photu’ic~r.iphv in the ac t in ic  band

(n e a r — i n fn - ’a n ’ - - ’ b ;  700-900 nm) is an excellent method . Superficial veins

t m : n n d  to be very v is ible  w i t h  t h i s  type of photography , recording darker

than  the  n ’ m ’ : t  of t In ’’ body. The skin and : : u n ’ r r ’t ’ i c i ” u l t i s su e s  re f lec t  most

ot , t :h- ‘ i n n t r’ i r - ” I t m - I  i , i t i on  f a l , l i n a c  on , and p- ’ne t  n i t  i n c  a :;i;o;’t distance

i n  ~~‘ ,i , t h e  tai’Id’j ; vi - n - ’ ’ I :  t. I n , ’  blood in t b ’ - v e i n : ;  absorbs mu d ’; of t he
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inf rared. I l l s  provides tone separation . Thi : v I e  01 photography does

riot  r e qu IC - ’ a s pec ial  camera , but rather only ii - ’  use u)I the proper

I u t - s  i n - ;  - m i n i f i l m .

‘ii; ’ ’ distinctness oct the venous pattern d e i : m ’ n u l , ”, on the thickness of

t i n , - ov , ’ n h av ing  skin , the degree of venou:: engorgement , the condition of

t o  V ej f l  w i l l s , and the  n m t ’ a n ’ n n e C : : -  of the  ve ins  to t he  n-un ace . Cond i t i ons

which obs.’ur’,’ the venous pattern i n c l u d e  the  fo l l owing : a r e l a t ive ly

I I ;  i c k  i , m ’ ,’en ’ of subcu taneous  fat , the thickened walls of varicose veins ,

- m n n ’ I  t he  dep th  of ce r ta in  l a rge  veins. The only c o n d i t i o n  w h i c h  migh t

i i  t m ’n’,mt n ’ the  l ’ . It t e rn  on the back of the hand would be the large fat

‘as i t s  ot an (ii~i : C  person.

P .3 . 3 .  Attribut ,- Evaluation

‘F l u e “v . i 1 u ~~t i on w i l l , be broken into the six cat”gories listed in

“t - ’ C ;  2.?.

0 . 3 . 3 . 1  . C - - : - a :  n : - n , L n t ’ ,’

Pm - n  - i : ’ , l l  i i i :  v a- ‘:‘ - - n n  I s an i~~~~ ’’ facton-: ’ : the cons tancy  of the character—

:1 i c  m n - I  t In - - i n c l i v i ’ I u n i 1 u n i ’ i u u , ’n ’u n a  of the c h a r a c ter i st  i u n  among the  popu—

I t i - n , .  ‘ T b ; - ’ u n - ’ : u ’ ; t , m n n c ’,’ Of tie,’ V e n o t u : ’ : p a t t e rn  w i l l  be h i g h , as there is  no

I- ’ I’: mccl- nn , 1 :r’ tm c m u :: - ’ th e ‘utt er -n i  to ch a i n g e .  The main r a m u n - e  of

l u - m g ’  - I nn :~ f c  ‘ C i t  I ’  - n - n m  w ‘ C i  I ‘I probably l u ’  - i n n ’ - t ‘ ‘ ~‘rn ’c ’r ’ in  t he det cot  ion
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~‘:;teni , arid t i n i ; ;  should be s u t  1 ic i enu t Iy small. lnlox’rna tion regarding

n u n ;  ‘ 1 i j ’  ‘ n i t ’;:;; at t ir e 1’,it t e l - l u  i c C  riot known t a tine ~iut hor . We have tie - sn

n I ’ ’ n , ‘ 1 mx’ ,i ‘ a J,-i t~n b c _ u ; ; ,  - at  n.’’ ~~~~~~ pa I I e n - n m ; ;  I in - t he hand , nor any

;t n t - - : ‘ ,, ‘ i i t  t o t h e  - ‘ I t  - ‘Ct  t ’ i n , i t  t h e  v e i n  P~~tt t ’n’fl el i  t i n e  back at  the  hand i c c

n u n ,  i n u n ,  t a t ’  ciii i rsI iv I dua l . ikiwev,’r , t rom ‘, ‘n ’ ::a r n , i J  c ’h ,- o - n - v a t  ion ( i t  the

- i t t  ~-r ’n an n at  her  peop le , etc h n ’ i t  t et -ri  i n i : ; i T - ’~ c ir ’ t ’cl d i : ;  t I n ct  Iv  uni que . It

ha:: “,‘ nn oh ;:, - : ‘v ‘ .1 iii me-i  i c,m I n t  m d  i c ’ : t h a t i t  is d i t  I icul  t t c ’ ,‘;~ ‘e C i t  \‘ d

I ”  V, - i n , ’ l n c ; 
~‘ , i t t  , ‘ u ’ n :  . ‘l’ h i s  li i ’ : 1 , - s n :  & ‘ : ; I ’ c ’c i i i  I v  r i o t  , -~I iii tire ,‘x i C ; t e r r ce

at  , m w i d e  ~‘, n r  - I t ’ Iv at v -r n . -u : : n ’  i t  t ‘ n ’ n ; - - i n  ,mi  t ire 1 ,‘ilna le hr’,- ,m :;t . We would

I c u t  , ‘ : - - n - -  i n ’ - d i i  i t v it 80 20 clue  t ‘ ‘ t i m e  l a m ’k at  a dat  .i ha:;,’ fr’o in wh ich

t a C u n - I c , ’

P .  .,P _ ’. 3cn’e n ’ ’ i t - I  I I ‘ v

n - v - i n  -
‘ ‘: - - ‘ ‘ t ie  ‘ v i - i  , u ’ u , ’r a ’ , ’ n ; t ,  i - t i m um ’ C n ; u ’ ’ :v ’ ’- t c -nc shoni Id not

- ~‘~ c ‘ - m l  I t ‘ ‘ , -op - ‘ ‘ t ‘‘ u . ’.. ‘ , C n m - C  0 ’ ’  i n c - i .  W , - wan Id r a te

- ,~~“‘ - ‘n- i l I , n

1’ . , I . ~~. ~~. 
‘1 — a  C Ot ’  I -  ‘,‘ Ic  ‘ ‘ i I ’  -

hc ,u C  : ‘ - n ’ : ’  ‘ n ’ : 1 1 .  n ;c i l i n m -  n ,~~n d ic ’ i i i  i c  p 1 t - ’ c ’ n ’ - i n ’h v  mn’ .’ well
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3. 3. . u ’,,::

O n - - n - i t  ional cost or purchase  cui; ;l ‘ ‘I e i t i uc i ’  .1 t hermo gr ’ap l ;  P or r ut it aic

C a t e r m n - l u  ft ; -;y:;tem would he .icceptahb- . 1t ’vt ’l, ’ - :- uu u - -n it ca::l :; f o r  u l , u t , ’i col—

l- ’ct lani via act  i n i c  p hotograp hy m r ’ .’ , m n . ‘ e i i t , i b u 1 , ’ , I ’ ,i r- a I i :, ’n’r nnogn’ , i j - i ; I c

scannt ,’: , mn - i ’ . r taccm ents  would need to ‘ c  ‘ m ade t a n  - - n ’  ‘dec o- ; to  - i iii ’ ‘0 I u ’ ,i  I u r n - i l : ;

. l - v i c . - , T i n . ‘ n - . l t ’r ’ t o  keet ’  t i n e  cac :l  t ’  n .1 , i t ,m ccl I~~- - t ion n’ c ’,’i ’ ; oni ,il ’I , ’ . Even

w ith ou n ,n tln-n’ n: iu ’ ii ’, r’,un ’ in ic scannun’ , t 1 u ’ ’ n ’ n C u . ’u ’n ’ - n l ’ i : i c  ,, I , m t , i  c a u l - I  be collect ’~I

w t I n  t l r t  (u: ; ,  of l i quid c r - v n - t a l s .  5, ’ w o u l d  n ’ , m t  - ‘ cost at 95.

0. ~~ . , t~~ 5. C

I C : ; , m , ’, - ’ I’ r’oL ’e n -O I rig which n:u i ‘tnt he n’’- ’ :in I :’, ’ I could  he q u i t e  t I au ’ ’

con n~~un: n: : u i : ; ,~ , ;“ ‘ : ‘ l : , n ; ’ ;- 10 to 15 sc -un - rn - Is. Fl u - i ’ , t a n ’ , ’ , wc n< -’ ; nl , I r u t , ’

~m t 80.

1’ . 3 . 3. H P e n n ’  - C n ’  0 l i l t

An T i : :  - ‘ n - i ’ : ’ ’ - :  I n n -  n - u i - I -  - ‘  v i ‘h . i  : ‘n ’ , ’pn’ ~’ n , u r ’ , - , I  i n :  n : m n ’ ’ ’ ’l T I l t  ‘ - n -n ; , ‘ c u u l , l  .1- ’t c - m t

I I :  e ::c ,’ : - - : : , .  I- -n5 ’ , ’ v- - n ’ , 1 ) : ’ ’ ‘ ‘ c t  ,~ t , ‘o ni , - t  ‘o c t  i n n , ’ ‘i t _ m b c ’ I - a l t  ‘ -r n ;  i l n l r i n , and

I h i  p ,  n t l :  u n  n n ’  a v i : ;  i l ii ’ opt i c m l  : :v; :  t , : : , .  We wou Id n u t - n -  :‘ c - n i ’ - t  n ’ , ) ’  11 i t  ‘.‘

i n  IT O .

- 
. P i . t ’ ; - - i~~ a

I,’ - w - ’~ ld r-e, ’ ’n ’irn ’ n n , l  : : ‘  : - T in  - corns i ’ Ic ’n ’ , i l i - - r u ‘~t th i ;; ,3t t t h i n :  - . I” - - - ‘ of
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the ratings for this attribute are very high. Since the hand is being

considered for so many attribu tes , it would be easy to combine this

attribute with other attributes of the hand . The main concerns are two :

( 1) tha t the patterns be individually uni que and , (2) that the patterns

be detectable for all normal physiological conditions.

D— 28 



- 
• u . ‘Hu l l  i ’ I , i ’F h Y ’  M- : - A 1 - ) ~~

a .,
~ ‘l. t I ’ s  ‘ S n  - u :  lu y j ;’: t in ~ 

- r’ - ’~” ’n “ Ii m u ’, a t  I :‘ v- ‘1 urn , - on  u ~~~ I : r ‘ , n t

i n :  i C u  - - C-: t n- :: u it ’,’ , - ‘n c  i n  , m - I :e t I nn ~’,~ n at ’  c - _ i n  - I u ’ ) ’ - , to - ’ inn , ‘ - , , - n u n  1 ; , ’ I I :  t i C: , ’

v n n ” ,’ in  C :‘ , - t ! , ’ , ’ , u r ’ .de ‘ n ’  t n’ , m n i : ; m : u  is:; i o n  a)  1 i , ’, l u t , i t  t I , ’ - ‘ ‘X i  n ’  C ’: i i  ‘; . I i

.‘v :  - n - I - n : , ’ , ’ t o  ‘ 1 ’  ‘ - m v - ’ t h a t  a n n ’ ’ :; u r n , )  will glow with a I ’ I . ’ c u ’ t — n ’ ,’ - l

do .  , ‘ n ’ v l : c ’ n n  1 l u m i : ,  u ’ ‘ “ I  hy  a f I , m , 5 i  P h i  i n  0 P- ct  ‘ “ ‘ n u t , i u ’ t  with t h e -  :3 , i n ,

- ‘ ‘~‘i.i i n n s ’, t i ,  , r t h e - n ’ ’  n ;  i s  , l a n ’ T -  - n ; -  ‘ n n ’ I :  I ’ ’  ,a h ; , - n ” v a  the et ’
~ ,’c t  . II, n ’ ’ —

t I c ’  t i v ~- pho t a: 1,-I C: ’,’ :u ’ n , , , ’ r ’ , m ; ’ l :  ~‘nuh’ 1 ’v t i n T s  : - l ; i ’ n u a r u u ’ ’ n n ~’ n n .  The I i n u u ’ ’ - n ’  a m ’

i :’lal’~’ n . ’ n ” : .i n ’ - l ect  i v, - n ’ i . , ho-: t - ’ ’ t v - n ;  .1 1 i u ’ i n t  : ; , ‘ u u r ’ , ’ - and m I i  ‘ 1 : 1

- ~~~~~ ‘ Ft : ’- ’ ; ’  w’ ’ : n I , I  .,‘ n - I i t ; nt ’ily 1” 1 P u b , ’ : -  i n  t i n t ’ n : : ’ n , I , ’ n - n :  ~n i :  I n ’ ; : ’ : ’ : 1 .

— 5’, ’ C , - - i n ’ ’  ‘ n C  , ‘ m ! ‘ n ’ ’o’d -U n ’ n ’ v - m v - -  C n ’ - m v c ’ 1 ~ t n - n  - ‘; u , ’ l u I i  n y u - - -  ‘ n u b - m n -  : ,\ ‘ ; t , - n n .

- p C’ - - n u n ’ ’ ’ —,; n- t i C’: - v - i n - ’ , - ri g, - m c i - I n n  u t 0 ’ t I u ’,;- I Tim t I ,  ‘ - a x  I n ’ ’ - ’, : ’ It t’

I n ;  ‘ ‘ n  ‘ - - - n ’ - :  c’ , H : ’-  - i n - : -  ; n n , ’ i t  1 C , .) a  n t  l , ’ct ,’ , I  t o  t I , -  ~h - - - ‘ o r  j:; ml - ’o

C n u n ’ ’  I n - - in’ ’ . Re- - ‘ ‘ n - - b  - nc ’ t ) n , ’ - ‘ I n - n ’ a t  I t  - ‘ c t  , ‘ n ’  ~‘, n v a

‘ - C - ’ , ’ ol ‘ H -  : C ’  n u n ’ - - n b , ’ . - n t ’S n e on’ . )  i s  n ” - t , ’ n ’ c ’ , ’ , I C ; ’  - I :

- :  - ‘ t n - -: :’ , ‘ , ‘ :‘ , u ’’ d ’~ )

F l : .  T ’ I ’ P  :, - “ - a ,  C o  t i C ’ , ’ i t ;  a : i n ’  m d  i n n - i  P n u - , l , - - < P  l n  c ) :  i n c  i : n  I ,lood

- ‘ ,; : n : - ’ , m n , d  5, , n ;~ ‘a : 1 , ’ ’ ’ h , n : - , -  a - b u m ’ - ‘ m v ’ - : , - : n’ W I  ha : ; , ‘ l  ; , , ‘ : ‘ v ’  a : i n ab ’ ,l-

- I ’  - ‘ - ‘ , : ‘ . I - . 1 ’ , ’ - ‘ 1 - - n ’’’ I t . - : n m ’  ‘ - rgu ‘ ‘ ‘ 1 : - i :  u C ’ - - v i  I h - ‘ C’ ’ . ; C i on .

- ‘ s , r : , I ‘ ‘ C.: - : - , 
- ‘n ’ - - ,:‘ 

- 
1 - -  . 5’ - ‘n 0 1- c ’ - , - , I - ‘ v’ ‘,‘ - r , - : , i , - ,  t :C~- ot

‘ ‘ i i  ‘‘n : , : n i  - r~: n n ~: I tn i c l i i i ’ i o i n : s aol 5’- h Ot l y ,  i n: I - ‘ I - V ’ - I n  -r

5, : n * - I i ’  - 
- nc — - ‘ n ; ’ ’~~~’ . - - n ‘ . ‘ ‘ ur n - n - nc , ’ , - - 

- 
n ex— . ml’ ; ,  I ’ ’ , — i : ’ in 11:~

- ‘ - r n - c , , ’ u n - - I  I ‘i ’ t m  - u ’ I I, ’ 
— ) , I ‘n , - n : i s r - - tm ‘ c - i  t ca - - n ’ .’ - - i .  ‘ - u n - - ‘ n - n ; ,  -

‘ - s i ’ ’ : i - i  I

_____________ -. - -  - n-~~~~~~~~ _~~~~, 
_
,
. — , ,~~~,



-.y- -
~-’

The PPG is measured at the index finagm- rs of both hands and both earlobes.

The delay between the ECG maxima and PPG maxima could then be derived

through s tandard  corre la t ion methods .  One would thus have available four

time lags. These time lags will depend on the pulse wave velocity which

w i l l, in turn , depend uporn heart rate. The heart rate could also be

derived from the signals and a correction applied to the four t ime lags .

This procedure would result in four numbers which would essentially be

the path length from the heart to the fiducial points. Alternativel y, onc-

might form the ratios of the four numbers to obtain three i n n d ’ - : ’en dm ’n t

numbers which would now be proportional to the ratios of the four lengths.

In Fig ur’~’ P-3 we sl; ’,~w a t v : ’ i c , m i  p hotoplel :y srnogram . Judg ing  from the

sl; mr t’ max imum , we n f t i nr hope to achieve a time lag accuracy of 1/100 of the

n’ t - r ’iod of t I - -’ w ,mv - ’ train. T.ik i mn ,g the p- ’n’iod to be approximatel y 1 second

c o n -  tIn ’ normal heart Pa nt and ta ’
~ i n n , ’ the velocity of propagation of the

pulse wave a:’ 7 nnl / : ;uc , WO :;e,’ t h a t  a measurement  accuracy of 7 cm migh t

be i t  t - u i r a  m I t - - . ‘i ’t ; : s  1:; - : ‘ ‘ n u n  - m n - m I l e ’  t o  IS’: resolution cmii:: which we have

‘ u~fl t ,’fl ;I I~ - t - ’~I in  t i n ’ .’ c m ’ : ’ ’  - t  h i - S n  (2 in ” I ’u c ’::), and we may coni :;eqnnent lv

c” inclun ,i ,’ thu i ’ PPn - d,” I , ’a’ ,-nu “ - m n  - n’ u i v  1: 1 ” only a r u - m r - s e  cha rac t e r i za t i on  of an

m liv i,P n~. 1. T b , - -  - r c ’ , ’;n n ’ , i cv  e;”,t imate  i:: our he::t t e c h n i ca l  op in ion  l’o aed

c m i  t h e  ob ‘~‘u ’ v - ’ ~I i , mns:u ’n ic  c c ’n t u - n t  of the PPC in ‘igur e  2 — 3 .  It i s  possible

l u - i t  ) u 1 , 1 ; ’ ’:’ ~i n ’ : ’u r ’ -m cjes m i g h t he  n ’ e l i . m l ’ l V  an ’ :  ained , hut  it is clear t h a t  an

m ud n nn ’a - ’,- o’ I, ’lOOO ‘ t ~ t in ,’ ’ n-ni l :o’ p e r ’ i - ’” l i : c  c a l l ed  f a n ’  h m ’ t ’ n r ’ -c t he  FF0 del , a ’,’ ::

w -  l ; r ’ ~” ’ ‘ I - -  - ‘ n 15. 1 can set”.’ - - liv l u” , ; m  1 va : n :  i ; : ’c,’ f i n l m d  i v idu a l

“1 is - : 1 5 1  Cu in n -
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Figure  0-3
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0.5. R~SISTIVITY OF THE HUMAN TORSO

D.5 .l. Theory of Magnetically Coupled Inductance

The n’eoistivitv of a conductive bod y ( such as a human body ) can be

measured by induc t iv e magne tic coupling without making physical contact

wi th the body. The basic principal is as follows. A transmitting coil is

energ iz ed wi th a sinusoida l current whi ch creates a t ime varying ma gnet ic

field in its vicinity. A second receiving coil is located at a fixed

dis tance from the tran smitt ing coil , wher e it picks up a signal voltage

due to the  osc i l l a t ing  magnet ic  f ield  of t r a n s m i t t i n g  coi l .  ~ihen a con-

d u c t i v e  bod y i n  brought into the vicinity of the transmitting coils ,

current,; are induced in that body which are proportional to the conducti-

vit ’,- of the body . These induced currents in turn produce a time varying

nm .’,mnu tic field . This magnetic field due to the conductive body becomes

a second source of signal to t h e  0cc- lying , coil. This signal voltage

is several or ;ler:;  of m,o’nitude smaller than the signal from the transmitting

coi l , so electronic r’r’oce;,:snng is used to cancel the transmitting coil

s ignal  t o  .11 ’ ‘cut on Ce ~‘:irt i n n  l0~~. ‘ ‘r u e  impor tan t  -m a p -ct  of t h i s  type of

mea ::ur , ’-nn nn - - n t  i:: the sensitivit’,’ of the signal t c- t he  d i s t a n c e  of the probe

fn ’o m  the  c o n d u c t iv e  l—a , ’Iv. In one “n - : r ’m ’r ’iment , a change in distance from

t I n - u  n - m o l e  to a human L’odv from ‘73.5 to lOf .8 mm produced a 70% reduction

c i  gn~u 1 volt, , ig , ’ . The ; C l  - r u n - I vn ’i  t ug e ,i ; ’ : ’e , ” ,a r’:; to drop ,as the seventh

I ~~ ‘ r - of - I i  t a n d ’ , e
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7 . 5 . 2 .  Techn ica l  Setup

The type of physical setup for access control using this type of

attribute would involve some technical advances over present equipment

cl, ;; ign. Since i t  is d o u b t f u l  t ha t  ea -h i n d i v i d u a l  has a u n i q u e  body

r’ , -- ; i’ ;t ’ ivit v , one would need several probes , measuring resistivities at

dif tn - ’n’t ’nt points on the b o d y ,  to form a pattern of body resistivities.

T h i s  I u a t l c ’n-n at’ m -e- - ,istiviti es may then be unique to the individual.

H . ’wev ~~r , n-anne means of measuring and correcting for changes in probe-to—

body d i s t ances  would he needed in order to match  measurements  taken  at

d i f n ’c ’n ’ent  times . Some means would also need to be developed to auto--

n -n a t i ca l ly  ,‘u n ’n ’ , ’ct for meta l  ob jec ts  on a person ’ s attire . Such objects

would iniciude metal button s, jewelry , pens , glass’:;, belt buckles ,

ch , ’m n n n ~,’ in a puu :R ~-t , watc I ;e , ; , et c. O b v i o u s ly , removal of all such

at , Ie ’ct :; wo u ld  n-rove unaccep tab le . However , t h e  p hase of the  : ; i gn a l

vo l ta , ’, cn Ow” to m e t a l l i c  ot ’ - i- ,’ct s  d i f f e r s  from t h a t  of the  n o n — m e t a J l i c

ha- I ’,’ . ,“~, lcI i t  I - n - nu n -  l iv ,  ot  :: u . ’ ir’ ’ t h u m  one t’ n ’ c:’be ’ w , ’re used s imul taneou:;ly  , some

- n r ; s  
~~

- ‘ - n ’ c ’y ” n t , a n ’ , i ; : ’ : —  t, i lk l’ , ’tw- ’en a t he  probes w,’ iu l , ’l he needed.

0 . 5 . 3 .  :“, C’ t r i h ’ ’ u t , ’  i’, v - a l u a t i - - ’ :x

0. 5 .  3 .  . - ;s i n -  m n  ‘iii t i

T I C : , , :5  rm’- ’i s ti v i t’,’ at uhe I’ n ’i ’~’ ’ l e ’ ; ’ - ’n~h ’ ’ u n  the t’,m ’ :i , ’ ;,fli n :ilv of

t I ; -: l - - ” I ’ i  i i  ‘ u ’ , “I nr ’u n , ” ’ ’ , ’ i n  t h - - ,‘m l i n i t - u w i l l  change in - - ’ n’ - lvi i v i t y
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attribute. Changes due to the imprecision of the measurement equipment

could be very significant . The uniquenes s of any one, or any pattern of ,

resist iv ity mea surements is simply not known . No data base of such

measurements exist . Since people are all grossly the same type of saline

bag of water, we would not imagine that large d i f f e rences in resistivi t ies

exist . We would rate separability at 60 1’ 35.

D . 5 . 3 . 2 .  Acceptab ili ty

-

‘ 

If  technological  improvements cannot solve the problems involved

with metallic objects and allowance for probe to body distance vari at ions ,

then the system would be unacceptable. If such problems are solved , we

would rate this at 70. The fact that it is radiatively in trusive to the

l cd’,’, even though von’-; ,;mall currents are involved , makes it less thart

100% a c c e p t u m l i l - ’ .

2 . 5 . 3 . 3 .  Teclnncoi.n gical Feasibility

The method of magnetically c o-rn -led resistive measurements is -j
te’:i,naicallv f,-’as 11:1 ’ .’. The improvements n’en 1nnired for an acceptable system

m r ” ,n t i n  are ’ n - , vS -n - u  t echn  i c , m l  f e a s ih i l  i t - ,’ is more quest ionable .  Although ,

nm:~n’.’,vm-n :u e- nt :; to correct for meta llic obiects (through phase informa tion )  and

f n n t - n - h o  to hi d ’; d i s t a n c e  v a r l i t i o n c a  are theore t ica l ly  possible , the

tec l;m no l,ocical ,im :’i ementat ion  would m n-i ’ve d i f f i c u l t . We would rate techno—

log i n - m i  t ’ : , i n - i b i  i~~~t ’/ - ‘i t  14 0.

D-3~
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T I : r ’ou g }n a conv om ’ : ; , m t  i - -n ;  w i t h  P t m ’ . i- ’ i c l , , m n ’ -b M ‘.‘ ot  ‘,‘r - ,Jc: u : - ’ -  t : r a i  .‘ m ” n ’ n - i t v ,

1;’.’ c o — d e v e l o p e r  at  h~’ nn ; .m n :~ 
C n - ’~~ ~~, ‘ ‘un 1 - ’  I “ n-c 1 :: i v method , t I ~- - author’

c , : n i , ’lude ;; t h a t  no ‘ ‘o n: m nn u , - : - ,’ l a b  . :, i C , c d - - : u l S O  I n n :  r io in ’ : :  i ’ - ‘~~“ : ‘ :- ‘ :;ts  I , - ’m v - ’

n - , ’  - r ;  :c ,md ” , u m n  t lit ’ I ’ m ’ - Ic t echo 1’ : u -  . n - . - -, , ’ m . - t I , - - u n i t  I t ’ . t I c  I ‘ut ’ b u i l t did

n o t  ~;eem poua :;ihla. He w,m: ; in ; t, ” tm’ ,- ::t ,’d i n  t - .’ t ’ t : , u : - s b u i l d  i n n ’ a s ,i r , j ’ l ,i f i ed

v on ’ , : - on; of h- ’ u n i t  . -
‘ , : n ’ : I , l - - r ’ ! tn ~ the  l ack  a t  access to equ i~ rn en and the

I r: ’, r ’ c ‘,‘ , ‘n - : e nn t s n n , ’, ’ducl t o  t h e  S n ’ ’ :c t ‘.- c’lifl i n - u n -  - , n i ’  would  r aF e  cost at 10.

5~ 3 . 5 . Sn- -cl

S: -- - - ’-d of c ’ S ’  - n - - n t  ion would be no t in - oI l “n -u . Wi- would n ’ -’ m t e  speed at 95.

2.  5. ‘3 . u . F’ , - m a -  - — n -at ’ 11 it’;

I n  - - n - ul ,- l I’ , - d i n  n ’ i cu l  1 0  :1 :1Cc - ’ tI; ’ n ’ I ’ t ,
:
v i t I ,  to an accur’ate

‘ u n - i ,  .I- - ,’n - - - , so tIn-i t’ s’’ w ould  :‘ n t ’ .’ n - c ’n e t r ah i l i t  i m ’ : ;  a t  t~;i~

- - . cor , c i n , , Ions

nJ ’S 1 - I  n ’ ‘ ‘“ ‘:::n:, - - C ;  I n - n - c i  I m ; ‘-t  n i n n ’ - ’ :; I : : , ’ tin i : — i t  t n - i l - i n  t - ‘  - m m i v  n n n ’ t  h e n - .

i ~~- ‘ , r - u , I ’ I i it y  :n -’ ’ t lem , m I , ’ n i m ’ w:tb t n -’ un ; , ’ : t . n ; t ’ , ’  of i t : -

I - ‘,‘ ‘ i S -  t :,j :- : : pr ” ;n cb ; ‘ n n , t  - ,- , ‘m : : il I - - .
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D . 6 .  TREMOR RECOGNITION

Muscular tremors have been placed in three categories by Wyatt [1]:

“at rest”, “intention”, and “static” .

In tentional tremors , those which occur whi le the musc les are und er

deliberate stress , do not manifest themselves as measurat’l’,’ motion and so

are not considered likely for attribute verification . Similarly, the

member is s u p por t e d  in the “rest” tremor situation thus masking tremors.

Tremors become ‘- i n - i l ’ ;  visible and measurable in the “static ” form when the

member is at r es t  hut  cm n ; :u p n - o r t t - d .

l~a ta  c o l l e c ti - ’n i n i t i a l ly should consist of d ig i t i z ed  “ n - i t t - u n ’ I n ’ s” a

photocell which the test sub~ ect attempts to illuminate with a 
: : n , m l l  l i g h t

source.

A n cui :n l ” c- r ’  of con f igu ra t i ons  have been s ugg e st e d  for the actual  access

r”.’om to u t i l i z e  t h i - ’ son- su re .  Several d i f f e r e n t  m o t i o n  s”n: ’; i n c  methods

are a v a i l a b l e .

T I n- ’ :‘ , ‘m t t e r n  to  i-c ma tched  w i l l  he ca modif  n -  it  ion of the raw mot ion

i , poss il l ’;  a power spectrum on’ ‘t h or  din - : illation .

i’ r- - ’ h i m ’ i n a - n : ’ v  c v i  ‘ n - m t  i on ; :

1. Separ’-mhi l I ‘v — unknown until data 1, ecu , r r n , ’:, : ,mv n i lah ie .  Wya t t

0-36
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si;c’ws that fingen ’ t r ’en ;na r ’ : ’ i t - n ’  n u t  I i c i e n t  l y r i c h  , ur m I m c ’,

t , ‘ ::e: - m r - i t , ’ some m d  i v i c lua l  :; . ‘ m t  i n u i ’, 140

A c c e p t ab i l i t y  — should he su i t e  h i - h  s i m n ’ , ’ t i n , , , m ’ - t l n , , , I  I : ’

q u i c k , painless , and m n ~) n ; — I nv m. - I v, . I- ’ i t  r um ’  8 5 .

i~lu it ’uCmen; t — m ’ , m t c ’c “.0 , , :lu a u ld  I’ - ’ :: inn;:’le t o build or n n c c , l  i i  y .

i i . ‘
~

-
~~~.: — s i mp - l i c i t v  of me thod  and -“ n - u i :  n a - n u t  , iv es t h i s  a i’n i m’j ’n

r a t i n g .  Ra t ing 90.

5. St - -n -n - I - sample t im- ’ -; in W ’,’ n - t t  y i n - i l f rom abou t 3 sec : -‘ over

12 sec. I t  I , -; n i t  c l e ar ’  how long  w i I i 5,: rn ’ c ’ n u i r n - I  f o r ’  ‘it :’,

t ’ c-:C u c ‘n , :s o speed I:; r a ted  75 for a lO— n -” u ’un ad n - a n n - I , :’ n - t n t add i n  i -

tI “- ‘ - for , a n ; a l,v o is .

3. Penet n - u t  l i l t  v — I: s d l  t I ; ’ n_u t :  to iI ’ : , u n ’ i n ’ ’ an u , ’ ‘ n u n  be I m , , ‘ i n  10 .1

t - i  s n ; , ; i n n - ’ i n ;’; - i : ; C , t , m n ” v  t n” - :’ ,’,ur ’ :’, . The :u ’toc eil could f e  f ’ , o i ~ ’ l l”y

a 1 i g n - t  c , :n t n ’  -lied I”.’ a n’ ’ ’ c ’ r ’ n ” I i n g  of t h e  ‘ r ’ - ’ t ’ ~ - : I - c - n - : : n ’; ’s : - - n u ’  : .

The coil  Ca , , c v i n m ’, I n ;  C : , - c , ’ n ; - ’ t  i , I i t - l I  sen - i t ’  would 1’~’ n u n - i  h a n - I -: ’  t o

i n  ‘- v ’ t m u  n - ’n - - di: H ‘ml :  ‘ - - . i :  i n ;”  ~ O.
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0. 7. D Y N A M I C  RESPONSE OF TIlE HE AD

It has lit-en proposed tha t  the response of the  head to mechanical

vib rat ion be u;;ed as a means of personal identity verification . Broad-

band or nan -ow-band excitation of the skull could he conveniently accc,-m-

p ’ isrn e d u s i n g  i p iezoelectr ic  t ransducer  driven b y an el ;ct r - on i c  wave

m~em;, ’n - , 1 tor , f an -  example .  The dynamic response to such n -xc i  t , m t  ion cou ld

t h e n  he measured by means of an accelerometer-  coupled to a second contact

:‘~‘ i n m t  on the  head (or between the  t e e t h  [1]) .  Spectrum anal ys i s  migh t

be employed to i d e n t i f y  resonant frequencies of the skull , j aws , teeth ,

“ t c .  , and hence e s l aj ’ lj : ;h u  fea tures  for d i f f e r e n t ia t i n g  between i n d i v i d ua l s .

The conceI t of ID v e r i f i c a t  ion us inc  the  d ynamic  re:-;j ’ ;in sn - - of t he

h u n , ; m ;  b ody  hn -c : been ‘at . ‘ n u t tn -I by Ott [2] .  A : :un’v , -v of the  pa ten t  and o ther

1: -S” ct n -  01 1 - :  ‘ — I n - C o m m  I c : :  i s  u ” ’n t a  I r u e d  in t i e ct  ion 2 . 2 3 .  K v body resonances

i r e  S n n n - w n n  to ,‘x i : :t  in t h e  14— 8 lb s  r’ , m n ; c ’ [3 ,14]. : t ud , i~’, a have ;;u g,gn --:’; t a u ’ I

t h a t  , m i - o v , ’ 15 II::  t b ; .  I ’ ,’ n ; , m n : i i ,  n ’ ” ’ , :  i n : ; , ’ u : f  t b : - l c d ’ ,  i n -  b u i i ’I i ly  c h ar a c t ” ; ’ i : :t  Ic

of t I n - n -  i n n ’ i i v i d u a l  I 3 , 0] .  15 -n v ’;  -I nm ’ ’ t r ’,u ’  a t  t In ”  i nc  I 1’ m u ’  c - n u t - m g , ’ , ’  j ; :  , n l : ; c i

n u n - n ,’:; to occu:- - i l ’ - ovc ’  100 b i n .

‘:2 :, - t ‘ “  ‘ : ;n ; i J o g \ ’  n ’ - e , I - ’J to  i ::u : - - i : : - ’  n , t u n ,  I D  y r  i t I ’ - m t  I o n ;  n-v ‘ c C’ . 1-n - n - n-,I on

i ’ , i u ) ” i ’ , ’ f l - m : : u i ’ ’ - , i ;  e r r - s  ova l I ; nl ’ I ’ ’. In tact , t inn ’ t :  ; : ;  - b u n - - n- i m n : : m n : , a -  :; , n t  Ion

‘ : ‘ - ‘ n l d  he m :  - - ‘r:;h i-- -i u - c i s c  “ ‘tt—U: ’ ’ —st u ’’ I I ” ‘~un:: i’ u ’ n - - ’c n m s  m t  ‘ u  cost of - m t v

- n - n  I n - - I ‘ i i !  1 n m c .  A r ’ ,; i c r n - u ’ - n i u c ’ : ;:‘c ’r’ m i , ’i : t m l  :0 1” - n u : : ’  ‘1 m c ’ n -  ‘c’ , : - ‘ ‘ i c - b ;

t” e s p ” n r n .  , ,  n I I ’ ;  I u u r ; ; - , m r ” e  I with a s imp it ’ ot ’t ,m in - cl t oo::; a m a g m u ’ - :  ic-ill ’;

D-39
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~‘in code~I c ,in’l . ,‘\c ’ , ’ ’ n ’  I i  1’ .’, t h u ’ t t n -  , t n ,  i c  cg, i ,‘ - m .-
- 

l i i i  It n- - -I t i , inn nm. t i n , ”  I

n- ~it~n--~~, u : ;c ’om’ , ’ a t  1 00 . - ~ct  ‘ ‘C , ’: ‘ c ’ m m - - - m l  so , m : ; soc  l i t - ” :  ‘ S i t  in ::e~’ , i r ’ , ib i I i t ’ , ’

, in , l  - ‘: - -~~- , i t  1 m m , ’

1 -w , ’v - ’n ’ , : t  w i n ,  - ‘ u r n ’  ‘ - ‘ - i’ , t i _ m t  r ’ - , ’ n u l , i m ’  :u - , - n , - - ’ t :, nu n - I a ‘v t - n::

n : ; j , ’ b ; t  he i n - s m ’ - ’ 1 : - m u ’  i v , — , n t ’ c ’, n t  n ’ - ;  e m ’ e l  Iv  i ; , ’ v l l i g ,  t h e l m ’  ‘ ‘ b ; , ’ , m , t : :  examined’’.

‘ n - - v - - n ’ , : : ur ; ; , e  di :, ‘ , “ n  n ’  , - u I ’ !  1” - ; n ; t  I c  i ; ’ i t  ‘ ci  ,I ; u n ’ i m n m ’, scr ’~ n : n u n ’  in vi -w

m b: ’  n , ~- -e n-i t v  t - :  C -
’ - - c ’f ldt ; - ” ’ : - 0 1  t i n t ’ I u , ’ , m - I  to  be c x c i t  ~-d . r t  i: known ,

f o r ’  i n ;  ‘ t  - n m n c ~ - . t I , ‘ i t  l u) h r  t l i t ’ I i ’ - ’ and c i:. - ks t , - m n , i  t o fi  ; r t  t , ‘n ’  i t  the

‘ -xc - : i t  ion I - n m ’ - - u n ’ .‘ m u c u i , ’f 1 5 1. S i m i  1, i t ’ i n- , d- ’ n ; t - m l  d i : : , ’ a n u u t  a r t  m g,~i t  to’

P ‘ n i t I - - , t - u : ’ ~ i - i n - i  v n - - n ’  w, - . i n - n” - c ’ I 00::, ’ ‘ I ’  ‘tnt  n i n ’ ,’:: . , ” \ ] : ’ , - , t’ ‘ mmmi ’ ,  ‘ n —

i n - l l v  1 P u n : ’ - I y i n - i - - n  , u :  I - inn ,: I n ’ , ’:’: the i n ; m t ’ i l i m v  01 t i m , ’ , - n-’e t o  t o l l o w  thn -

C ’ sm at  m n -  C I n t l  i n:: m , ’ ’- I i i  m l -  3—3’) 1:’, n ’ m n n - ’, - ’ f , t] “ i : ’ l , t la - u com1~I , a i n i t

n u n  1 k ’ - - . - r - - : ‘ ,- ; -  n ‘ t - - I I : c’ : - ‘ , ‘ ; t t : - I i ’  — ‘ i , ‘ - : - I : u n  I n  i ,, , C ; , ’ n’ - — ’’ ; I r i m ’

-
‘ n c ‘ - i~~ I L I  ‘ ‘ ,‘ ‘ : u  I I  , - : m l ’ ]  v i r u n - m m ; , - I t t ! n -  - V i t - n ’ - , :  I n u n -  - ‘~ ‘ m j n  ‘cc

C-i - — n ’ ’ - : ’ ,o • con: — ‘ b ‘ n - ’ - - t Iv n h , ’ I - - i d  . A : ;  - ii’ - ‘ : : ,  i t  i v - ’ ’ ;  , na - ,‘ - - i n-  I c - i t  , ‘ m i e r g v

P : i, ; , ~ In n- n C - n  ‘ , - 1  o ‘ h i , ’  I - - ‘ - - ‘ m’  , :‘ ‘ - i t  ‘ n n P  I t i m ’, a m ’  sit : m u ,  - i n : ’  e,’t

- C ;  t i c ’ - - m c : ’ - - C , :‘ , - - - - n ’  ‘ ;  n -I ‘ ‘ - ‘ c - on - -  t n ’  - ‘ , t  - - n : ’ ’ ’ n - I  t 1 : - ’ 1; ’ - ‘1 wanu 1 ,1 in

— ‘ - t - c t nnc - r’~ • , - m -
‘ ‘ ‘ - : ‘ n ; : ,  - _ - ‘ - - me - ‘ m m :  I :  - I -~ ‘- I ‘ , ‘ , ‘ C , ,  I 1 -  -m ‘. - ‘ - u ‘ . ‘ 1— ,— c_ m : , m I  - 1

‘c I C ; n -  ‘ ‘ - ‘ ‘ c - ’  - ‘ V ‘ n - n - m u  n’; I - ‘ ‘,I - b : n ’  ‘: u , ’ l ;  i t  . ‘‘‘ 1 1:; .: - ;  n - ’ - - ‘ii n i - — u n i t  a I so

- , I t .1-1 ’ - - n I v - - n  I - , , i  I n - r u .  - U I- ’ ‘-  1\’ m - , ’ : - ’ n u :, ’ mn . - , C n C - - u n u ’ ’ mu t :: wan_u l ‘I I-c

~
‘,‘‘ -1 ‘- u’s’’, I ‘ u - n ’ c - - n - - u n - - -  m m ,  c - mn: ; ” : 1 m m - - - [1 , n - ni  t h at  t i n - ’  - n - m ’ - -r r u t  , ‘ :C ca n _ m I d

- - in - c-  - ~0 i i ’ ; - ’ i c - en ‘ i n :  ‘ i v .
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In ~~ -m u- - luui ion , th.’ bio dyrmanm icn of the head at  first glance a l - p . ’ ’I m ’ : ;

t c  n - I  n ,‘ n ’  ,u n  , l t  t n - m n - n  , Vn ’ t ’ , i : ;  i s  f c ’ m ’  e st , i l - i  i : ; i n  i n ’ , , u  new I D  v o n - i f  i ’ -u t i o n  s y :;t e m .

II. W , ’V , ’ n ’ , n-j oIn u ‘ ;v  , :t  , ‘t :u woul d most l i k e l y  incur  con s id u -r ’ - m l ’ I e  user r ” ’n - i s t a n c e

c n n - - C ;; : :  m i ’ , ~ r0fli I- u t’ ; phys ia lu 1 ’, ic,il and I i : : y L ’ b u a l a g i ( ’ n - l  m l  t o o t ; ; , although

t - - c t  Irig , u t low n - I : - n - mt  i a n  1ev -c l ; -; m i g h t  prove o t h e r w i ; ; , ’ . In any c,’I : : c ’ , a

I m l ,  n , :  l i c, ’ m n: - :, - ,~‘ - ; n j , I ic e  m ’e qu i m ’e d  t a m ’  c I l i i , c n mnc ~m n t  ii0’, any of the  c a in e - - n - I s

II- - ’ I In ~’ n ” - .
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P.8. TEETH

E l f  t ee n  t e e t h  c ’ i n , i r ” ,ie t . ’r - i  :; t ics have been observed by Dr. 0 n - c a m-  Amnoedo

in 1898 [11. They can be c lass i f ied  by the fol lowing :

A .  Rela ted t o  ind i v idual  t o o t h :

o 1’ Icon:; ion ‘‘ 1  the t ,iu t  S

o ‘ ,; r n mi a t  the tooth

o , ‘n - I ’ i m’ , , f  t Ine t ’~-th

o F i l l i m ; g , s

o Unfill eI cavitie:;

o Di seased tooth

o Abnorma l forms cf the  t e e t h

B. Related t o  the teeth arrangements:

o Absence ot ’ teeth

o I r r e g u l a r i t y  of teeth w i t h  t he i r  pos i t ions

o - ‘ i n n - v t : ’  at  t b u - ’ d e n t a l  arcade

o ‘-~ I I n : n - I  t b u- - -u r ’ —

o Height n-t tine vault

I ’ . ‘- ‘ i - - , - C i  I i nn- mi ’ -

o Color and ex t:un ’ n- -f the gum

3 
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o Artificial dental crowns

o Artificial teeth

Platschick , u:;ing,, a set of n ine measurements on the teeth , observed

tha t  a l t h o u g h  t hese measurements were taken from skulls of the same

race , ‘n. - had mn ~ ’v , ’m ’ been able to  f i n d  three ident ica l  measurements on

two - n - I - ~~~ s, nu n  ‘1’.- two , in n- I even one only with difficulty.

The t ,’ett ; I, ’ - mt ;u y ’ ,’-: ; extractable from a bite pattern are limited to

tIn,’:;, ’ related to the teeth size , shape, rotation , and displacement . The

bit e n m t t e r n  will he changed due to the force applied , the dura tion of

th e aI-:’lication , the degree of the movement between tissue and teeth

during the a r-u p lication of the force 12], the suction and tongue thrusting

t e l - ce [3] , and the material properties of the tissue .

The s t a t ist  i cc  extracted from models of 6 upper anteriors were

studied by MacFarlane , et al at Glasgow Dental Hosp ital and School in

1974. [4] Two hundred samples over age 16 were randomly taken at the

dental hospitals in the Glasgow area. The result shows that at 95%

confidence level , 60.4% of the population aged 16 and above have six

norma l u i n ’ e r  anterior:;, 7 . 4 %  have ‘ i x  upç incisor posteriorly displaced ,

21.6% have the upper left lateral incisor slightly mesio-labial rotated.

Consid erinc’ all these phenomena :utat in -ti call v independent , 8 in 100,000

of the i ’ C c m J J , i t l o n  with some f l n- t U r n -i t e e th  m i - -h u t  5”- expected to have a

U n n ; i  j u t ’  dentit ion .



_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  ‘ ‘~~~~~~~~

Technical  considerat ions rap idly reduces the F n ’ u ”c : : n’ - . - ,’t ive u ;;- iy, m ’ of

t i n _ n- ~at t e r n  as entry control. First of all , the ::, ‘n sor ,i r n r , and recording

r- -I ’ hn . barect sensoring equipment similar to the one used to measure

‘ I n a  n -n - - : t  ion force [3] are beyond imagination . IndIrect son’;c-r-in ,’

n ; n’c-n-’hes which take the image of the bite pattern with n - t b - n -  t r ansduce r s

- - n - mr n ’  i “V camera seem to he the only solution ~.t the :‘re:;’cnut time .

Flu - ; c :  - n  ‘ s icu ,n-’ptabi li tv  to such an -‘ir- ‘1’~’ a ’ n -  vi  , nu ;t  be h i gh due to

n - I n - k  ‘f iri t” ’ct 1 ,- n .  Secondly,  t he  r e l i a h i l i t -,’ n--f t I n -  ::;e,m;:urc’;nont,; may be

i- - s. A,-: :-‘reviou sly ment ioned , the  force a:”:’- i i e d  to t he  t issue , the

- i n - n  u ’ j a r : “F cn-~’- v i y i n g  the  force , etc .  , will change the n -t t~srn obtained

n o n - I . in ’:’,t i :icati on . To n ’ern ove the dev ia t i ons , or to incorporate these

n t i o m i u , r-~-su i r es  f u r t h e r  s tud y .

D- 145
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P.9. THE EAR

The ear, thanks to the many hills and valleys which
cross it , is the most important factor for identifi-
cation of the human face. Actually, it is almo;:t
impossible  to come across two ears which  are identi-
cal in all their  par ts, and some of the  variations
in form w h i c h  tha t  organ presents appear -  to c o n t i m n u n ”
w i t h o u t  m o d i f i c a t i o n  from b i r th  to dea th .

— A. Bertillon , 1893 -

The o u t e r  ear (he re in  referred to s imply  as the  ea r)  ot  a h :una ,- =mn i” - ’ i n - -.g

n - a n n s i s t n -  of several v isual ly  discernable parts : the he l ix , the  - m n : m , i I ; ” i i x ,

- u , ’  t m’~m g, ; un - , tIn ,’ anti t n a g , us , the lobe , the concha , et c  . ( I ’ .i g , : n r c ’  D— ’m I . ‘Ft - r i  -~~~

- i e s c r ’ i p n ’ ion of the  s ir . ’ , shape , color , t ex tu re , p e c u l i a r i t i e s, lu ’c ’ i ’ i’cn

of the  e , m n -  n -n i / o r  th e n - a m - t n -  has been used for personal j ’,l C fltln ~~~~~~~~ ‘The

-,‘ , m n ’ . c’t - ,- and  r - i chness  of these fea tu res  ind ica tes  thai’ entn”v :on’, nn-’- 1 - m s e - ,~ on

I;e s - u t ’  n e g n  ~n- ean- structure is promising if thes.’ verbal de n -on’ Ip t I c  ns -“ a n n

be C o n : ;  ; F , n C  . 2 ,  in t o  nnn n- ’ch an ic a l ly  measurab le  p r — t m - m t  j e s , i t  these n -ueas ’j n ” n - C ; er - n t s

b-n- n - I t i  i n - ’ - I  :u u i c k l ’ ,’ m ud  m cc u r a t e l v , and if those f e a t -n r c ’ s r ema in

n-n: P. m n _ u n - m i C u - n ’  ~u n ” , -i ’ ; c nn : m t ’ j c ’- t i~ duration- .

P c - I -  ‘‘n - n u n C - in’.’h I :, nIi , - it ,cl i n-: i m ~” F- ro ses:’- i n n ’  an d  I u ~i t tel’n ; -e c o g , n n i t i o n

L’l ; ‘ ; , c - - n - ’u 1 ’t - - w i n , ’ n - e s n i l .: ‘u n -n i n-- o~~,’n t e , t  c ” I ’ I m ’ , ’”~.

Si 5° is : i l l - i n ’  I’,’ - n - c - t e r m ional  to the n ’ n n n 1 - e r  of p i c t u r e

ul ’ n’ - n - t n —, ;~‘ I t : ;  i n  t i ; ’ ‘n - I , en- ’ t ’ c — : u n -  Ic - i n - v

— ;i ‘7

_ _ _ _ _ _ _ _ _ _ _ _ _ _  - ‘
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ABCDE : Outer border of the Helix

A : Point of origin

AB: Ori g ination part

BC: Superior part

CD: Posterior part

DE: Inferior part

HIJ}K L: Inter borden- of the Helix

EEC : Outer bord er of the lobe

NOP : Border of the tragus

QRS: Border of the antitragus

VUTS : Border n -f the an t ihelix

CC’ : Adherence

Area wi th i n MN OPQRSTUV : concha

An’ea above VUT or -u i below IJK :  fossa innominata

Are , u b - t w - ’en 2PS ,‘n n d  EFC : the lobe

i ’i f, umu c U -t m The Oute r  Ear ( Continued)
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o Ohje~ t shape can be presented separately as t - ’po log ic :a l  properties

such as the n-onnectivit’- ’ , the genus and rcnetriuc’ properties such

as the curvatures and positions of acoints of extrema along the

object boundary .

o Db~ ect color can be mp dc ’ - i r ,’~~ as g m’-;v shades sensed in different

spectral bands.

o Object texture “ ‘in 1-e de n - n - n - il. .-~d as s’ ,’iti stical mensurations

such as the mea n , ‘~‘n-n’ I so c. - , ‘~~~ ewn: . ’,, : - : , etc. , of the image

spacial distribution.

o C°t”~~ect location car-n be measured as the distances between the

objec t  and two referenc e points.

The meris’,crati arm time depends on the speed in data acquisition and pro-

cessing . Excluding the human operatic-un ; time , the former depends on the

ejni7-nent used. The Computer Pvc of Cmatial Data System , Inc., for example ,

re-:;uireu; 34 seconds to digitize a 1480 by 512 image and n - t o m - c  it on the nag-

tn -mm ” but only 2.1 seconds if sufficient PA~I is available [2]. The data

r:.’cessirr r, time depends on the amount of ~Ista n- cqu la’ed , t y po  of measurement

cc “ n I , ; - n - - , - -s in-ion requirement , algorithm an-n-i ’- ’ el and hardware support. The

m e :;  - ‘n - n -  n - t i n - t n  a-ac ’arac ’,’ depends on sensor m ’eso ut i - n - ; . ‘ I n - t n -  n-eprr ;:cnutotion

: ‘ r ’ cor , : i ” '-n , n - 1 ,’ or i th r a  u n - e l , etc., and is bi n-n-ed by t h e -  - i n n - I - i - r u t  condition and

opcr ~~ Ho ; - n ’ o : ’  n un _- a  - ‘ i :nr in g  data a c q u i n - i ’  ion m n - i  ~-n ’ °  ‘.‘using.
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l a m ’  , - , m n - i n i n n I i v i d u , m l , m b tan-’m t ’ , cn’ - ’ - ; ci nt - -I ub v’ - .mr’ - - l i f t  - ‘ m a r t 5,1w - nc

t i n e  w ’  - - n m ’ ; ;  , n - n i  v a r y  , ic  - ‘ r ’ clin r P. t ,  h ~ ; - - m n - . - , w - ’ i , - m u m  , In ’ ’ i m 1 it i u ’,’ : , I c a l  . m n ’ l

nm c - n t a l  c, ’m n ’ . I j t i ( - c t s .  Co l or 0 1  t h e ’ ‘ ‘ - i n ’ , f - m n -  ‘ - x , u m u u : - I e , C i ,  m c ” ’ ; ,  In’ - n ; t  l il l y w ;,~ :,

n h e  st u l ’i e c t  I - i r ’ n ’ i t a t c ’ c i .  On t i n . -  c , t i ; c ’m’ b a rn-i , tin ’ - n - u : ’ 1 : :  1 . ’ . : ’ v u c l r n - m ’ , u h l e

‘ : ‘ : n ’ - c m ’ - ’ ,i w i t h  n - 1 l - - - r ’ nOn - ,- s i ~ ’l a , ’, i u ’al  a t m m ’ i l - m u m ” s  : ‘ ‘, u , ’ i u  n c :  the i c - . r c : - m m  I t b -  C ’ - - ’

A - - n --  C - I C ; ; ’, t o  our - n - I  i t : : i : u - n : ’ V  i m w - - I i , ’, - m t ,i ’ - n c , i t  ‘n oes : -  m ’ - - , a ; ; c c n , m h l e  - - a ‘ - ‘ “ n f l ; . ’

m l ,  n - u n I o n ’  :u ’m’n nn ~m I c ” ’ n u , I i  i- ’mn s , the;-,.- I ’ mt;:: - ’; :- ,-n ’, u , n i : c , ‘ c c r i : ;t  .n t  n c - n -  m t : u l  t : ’

du n- I mu ’ ,m n’’ n - ; ,’nu n -b I e a r  i - ’ I , ‘ n t I C:u- ’ .

, ‘x t m ’ - i ,  t , i i c I . ’  I n n - - n ’ , : U i - - c - - u ; ’  i n c l u u 1 . ’ ( F l o u n ”  1 — 4 ) :

r .  ‘I L- in-ca i ’m ;;: n-f Ice - n - i r t u  A t o V

5. The - : ‘ n u m ’ ,’ ,i t : , C ” . - , : , t  tb . ’ , : n -  a i nt s

c .  ‘H ’  - i : -  - - - , - . n - - r n - u - - - - ; ,  : i : c C  — en  s A ,:I: B , I C ,,l ; F ,; .  (w I d th of 1mm ,

I I -  C v )

u n .  TI;’’ m n-n. ‘ “ : ; c ’I atn. ’ , i P.’.-’ [I , F’ , fl , - ,: , P , S ( ,  I , : ’  ‘, - t  n _ I:.- i—t’~’-), h’~
• HP.,, ,P ,,, R ,:’,

‘l ’ , ’ , l l ,,t ( t l , , s i ze  n- I l ; ’ ’ - ” ’ r : - ’i ; , n ) , 1- ’,’ T ,- ’ ,F ,U ,V ( s ,:-n - on t b’ t n ’ s,]

i n n - n ’ :‘, l: n c - ; ‘I , 
‘- .0 , 1’ (n - I n - - ’ -  c~ 1;-:- t’ : c ‘ ‘ I  - 

, -? , R - ( n - I  n- ‘ o1 rh ,’ ,n — its - runs

n _ i  I I  ~ n r u n - c ;’: n - ‘ u-c - - - : ,  ‘~ , P I 1. - u n - n :  0 1  - 1’, - ’ - ‘ n m ’  ‘
t , B ,D n_ h:- n-: - n In : , of 1 , ’ -

.‘-n -~~
- ) , ,  ‘ -n - C , ( - h- - n e u ’ , n ’ - c - ‘ :  , 1, - C - ‘ n  ‘ - -

1 .  ‘I l , . - i : , - I ’ ’ n -  b-t n n -c - : ;  - 1 n :  lIFI a n ’n I

_ _ _  _ _ _  
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I t  should be noted tha t  some of those points may be unavai lable , such

as R. Some of these measurements may be linearly dependent and additional

independent fe,itures can be derived from these measurements.  Some qualita-

t ive  ear descriptions taken from [i] are shown in Figure 0-5. Fr iom these

f i gures , more metrics cdfl be derived if the sensor is powerful enough.

In the following discussion , the Compu ter Eye wil l  be used as th e input

sensor. Considerations will be given centered on this particular system

prototype . Suggested equipments are listed in Table 0-2.

Tb.’ s i n n e  of the human ear seldom exceeds 8.0 cnn in length and 5.0 cnn

in br-eadth (Table D-3). For 0.5 mm n_-c-solution , which is less than c-ne—

quarter’ of the - -n-ro n- introduced by manual mensuration [3], the whole ear

image n - i n  he - 1 i g it i ~~ed w i t h i n  a tOO pix .’l long, 100 pixel wide matrix. For

8 I - i  t s ‘;- i x l  pn -cy level -~ : u , m n n t  iza t ion , it requires  16 K 8—bit I’uv t ,”: to store

t i n - - d a t  m , s’s about  8 K l6—bN words.

n _ l u - P r ; : - : n i e n ’  by” -sc ,m n nu - -r’ c , mm n ‘can ;  . ; c i m  i r e  , m n a ’ c u n - I  4 80 l i ru ,,’;-:, 51?

: 1 : - u - I n -  p e r -  line i n n  ; :m ’ c , ’.na . I t  tak . ’;; I I  . 2 us for c’- , m - h  h a n - i  zontal  scan

p 1 12 . 3  ~~~~ t a r ’  I ;  ‘ n - i n : , ’ a n t , n  r e t r -u c . ’ m d  H57.5 ps 1 , - n- ; - ‘t , nl vertical rein- n--ic e

i - - n ’  t n - i n : : , ’ . CJ n ; ’ I . - r  m ire normal cLi p i t ,j n - , i t i , ’ rn rn- ’ . ; , t in ’ ’ c l i r , i t , u  I c c - r u I n - t e n - , under

- n - n  - n- : c - ’ r n n C - - 1 , I cc  n-  - : ~
‘: t b - n - i c :  u n - .- , ‘, - - n C i n - m u  t o  P. ’-  d i n ’ , it s.d. W in. -n :  t i ~ , ‘ : , c ‘m m : —

C ; In , , pot m ” -  i u d u n - s  n~~o -  b e an  i - - r u , t ine  1 irP.t intens it- ,- - i i  t h e  1 - - m t  L- :n is con—

- ‘ C) n- i ’ m ’ v - c it n - gm -  s i - ’ : u , u l .  An u - :  l i t  i - - n i l  5 jnn-; I: ; m ’ .’c ) u u i  r n - - I to convert

S I . ’ nu , . I ‘ - ‘ 8 — b i t  d I , - I n m l  v, i n n -  - ‘ — n - u ’ e ly  to t r a i n s : or’ t a the computer.

.u - , f(51 .2 lm: . :/ 5 1 2)  50 ‘ 1 : - n - I - - m m ’ ’ ’ s k i i’1 -e l ina n ’ i n : o n t - m l l y  between
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1. Compute r  Eye

a .  Scanner

I ’ . H s p l u v

c. Ph i t  i n - m n ’ [ l . ’ c t n ”

. m n - ’  r ’i ~ -~ 1 ~ it 1; n-u -n : n u n -mC i - ry

- i v .  - n o n : n ‘

- - n n - - I  / C u n r c  cc -n -  ( n -I n i - - m u - m i

5. i c O n -  ‘ P - n - n c , ’ ( - , n n l , ’m ; m H

n : , i - ’ , u I  ii , ,i , t l nt ‘ ‘ , ‘ n u t n ’  -l for ’ Scan-rn . n’ , L i , ’, l:t n n :u , etc.

( m n - I  I -  - r i m I )

Tn -hi ~ - 2— ‘ ‘ ‘- m n - , ’ ‘ cc t . ‘ - vs t - -to i n  I , - : - , - - n u t  I - n
j i m -  l i t  C - -n  m m [x l  m m c m  ion
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Heigh t ( cm ) Ear Length (mm ) Ear Bread th (mm )

if-S 62 37

It -b 62 37

167 63 37

16 8 6 3 37

169 63 37

170 63 0/

171 63 37

172 64 37

173 64 37

l7 u 4 64 37

175 64 37

176 64 37

177 64 38

178 64 38

170 67 38

131) 65 38

131 65 38

152 65 38

133 f ’ 38

1- 0 + 65 38

i O n -  65 33

50 % - f  :n , e i n t ’ l - ’ - f - n i l in hm ’ n w’ - ’ - t ,  ~ 2 mm of t b -  ave n - a r e

t i n ’ . ’ Ci  n m n : ç ’ i c ’ : :  1 - i l l  in  : - - n w . ’  ÷ 5 mm “f t i m e  -m v ’ ’ n ’ s n t e

98% -1 t i n - ’ ; - m n n - n - , , ’n ; f a l l  i n  t ’- - ’ w - - , mc + I) m imu - I  t h m ”  - m v a r , m v , ’

Table D—3 A v c ’ n - u , ’ ’ ’ Ear Sic :’- vs. I b - i g l u t  f rom 165 rn to 185 cm Adult s (1893)[l]
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‘

.‘ach d u t , u  t n’,um;s fc-n- . In order to digit I:;.- a li i) by 100 ecm r  i r n - m ; - - ’ , time inn mu ’ .,-

has to he scanned 50 t imes. Thus , 1.67 n - n - c ’ c ’n-nd is r m ’ q u i r ’ m - ’i if 8 K word b i n - l u - ’

‘an- , ’, - j  rn. ’n : :c ~ry is available. ( R e n ’ n - m n m r n . ’ r u ’ l e d  :- :p , i c I ng is 64 ~i x- ]  :‘~ s k i  I - n - - I .

T i - - m ’ e t  ore , 2.1 seconds is r e q u ir e d  to r ecord th n -  image .

A s su n u i n p  each integer addition takes 1 15 0  ns and e,mch m u l t i m - l i ’ -n - t ion

t , i k e s  750 ns , then it take:; 26.4 ms to compute the correlation between two

l ’ -~n x 100 ear i nmn a. ’m ’ , c X ,Y based on the  f o r m u l a

160 x 100
c: ( X , Y )  = (>: . - )2

1 - I
1 = 1

si c - n ’ - -  x . , ‘,- , a n ’ - - i r m t e n s i t i , ’ : c  a t  l o c a t i o n ,  I in t he  i n:: i n - - ’ X , ‘
t
’
, r ” ’ s j - - ’  • I v e ly .

n .Lle overi’ue ad is fc:rsem ’,-il:ie for image Hi . - n u s i t v  n o r m al i z at  ion , ,

j’r’~’i’c-r n’e’c ’, i . c r r u t i ~~rn 
:nn,I a ; C ; e’ ’ ’  ~~ t~~l u i n r  f ’s- -n ~‘ ‘T’1 ’I era l ic-vH s. N c - v - - n - t i ’; ”—

l ’ s , 1 second w i  I I be su f f  i c i - - n u m ’  to c . ’c ’vm ’m - t hese  ~~‘e rn-t  ion :: .

tt C h e  l i n c ’ - ;i, I - - , n t u m - - ’- :: c ;uc i ’, n-c, t i m — c  ‘“ ‘:Ii; ’ c nn ; ’, ’ c - ’ I 1’ r.’vi o’an -n - ’.’ n - n - -” n : -  1cm:

- x~ : u - n - - I , n_ - h o n - n ‘5-  o b i r - , - n  1 i ’ ’ t ’ — be i , - s ’l  i t ’ - - I  S i n _ ’ : : t  . Typ ical proc-- lur e fan’

o 5 ’ ’ct I n - ” : i t  n o n  Iri ’i’ ’l ’,’.n : ‘ - - I , ’ - - - I - - n _ c - n -  l e n _ u , 1, - u rn : nn ” ; t n _ ” cn - i fl n - n-nd m ’rnc -” finn ,- ,

i ,’ - - ‘ ‘ C ’  -n- I n c  C - ’ n n , - C .  !s’~, : u m : c i n c r  t i , - n u t - u t  i n :,nutrc is d .i~’i tj z ’ . ’- ’l n - C u  lm-r con—

‘ u — u i , - , ‘ n ‘ I i - - :-; - n i t  i c - n i l  m : 1 C ’ - Cnn m ’- t c ’ m ’  va l, n n - - : ’; s l u - - in id be c o n s i n - t e n t .  S I ’  e the

m n- n n - - .- I S  s -  n’ I i n ;  ‘ I  l : i , ’ l n - ’n - - c ’ . ’ I  :nn - ’ na - ” n ’ ,- , : - r c- - c s s i nct tH’, - s l , n - u ] i be

I ,  - n ’ n  . n ?n:’ t i n ;- - , i t ’  1 ’ ’ 65 mc; t ’- - - ‘on u t . ’  m l - , - - .‘, m - - ’m -H ’ :1.
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F m ’ -,,m c the above discussion , the success of persona l identification based

n-rn the n;’n1 -ject ’s ear structure relies heavily on the i nrape  collection pro-

cess. ‘ 1 ’ m 1, , ambient luminance , any earring worn by the subject , the color of

the L~ i x - and clothes , all d i rec t ly  a f f e c t  the li ght im u t e n s i t y  col lected by

the s~-rnsor ’. The relative angle between the sensor and the ear surface

normal introduces geometrical distortion. The distance between the ear and

the sensor arid the focus of the sensor should be c a r e f u l l y  ad ju s t ed  to

reduce -‘rsor . How much distortion is tolerable r , lnould  be s t u d i e d .  Never-

theless , proper r e p i o l r ’~i t i on  is desirable at the  da ta  a c q u i s i t i o n  stage to

m ’e , ,iuce tb .  operational devi ,ntions. We n _ m n - n - p a ; : - ’ m procedure in which the smub -

‘lec t  unden ’ test  is required to submit  some pan-swords for pre l iminary identi—

f i  c t i n -’:: and .‘an_ ’ ~‘
,m t t en-n m’e~ i ntrat ion .

i ’H’ , n n - , ’ 2 — h  shows those system ‘ in -  i t - m e n t s  v i s i b i”  to the s u b j e c t .  The

‘as it in-:::; at  th e  TV -a i ::n - ’ n _ u  an-i t b - c  m o n i t o r  , m r - - fixed on the stand . The

I;. ’ i n n _ h t ; :  a n  the n - a m m a n - n , m o n i t , ;n ’  in - i  l i m n , I t  sour ce can be a u t o m a t i c a l l y  adThsted ,

as -- an t b -  a n - i - - r c t , i t  i , : : -u: : of the TV - “ u n n i c ’ n ’ ,’- i and the 1 i n - i n - i  source.  A cursor is

m t t  ; - ‘ a c ’ ’  n t n -u tI : - k’’ ’ ’,’hn-n-~~ci so t h a t  n _ I n . ” suh~~” c m  -n -n  mo ve the  l-’-n ’ ’ ,n-r ion of c m

t ” -ct  n ; , n - u  I - , n  r r ’m ; ’ i i  on m l ; . - - TV monit-a’ . The , c i z ~’ - : 1 ’ n _ i ; . ’ rm ’-I m n g ; r l , i m -  r,r~g-h  is

- - n t - n - a - :  t l : n ’ , — u m n h  t I c ”  - ‘y l - - ’  n n ’  i .  ‘Fl n ’ -r~ - ‘ n r c ’  0 “ r - p i - ’ n n : c ” w i t h i n  the n ’ ’c t ;n p l e ,

as , ; h ’ : n - n r c  I:, I I c : n n - - -  0 — 7 .  n _ I c - , ’ :“- u n l ’j e c  can n - e l e c t  arm ’ ,- numb er in an ’’  s -m o l a r  of

• - ‘ se n - e n - ions  to e :-n m n - m n - n c  I c- , . m t u r” : . Obv ious ly ,  o n ly  t b -  c ” ’ n ’ ;’.”ct  person knows

I , - -  s in -”  of t i n ’ - r ec t  - m n _ u n -  i e , n_ he n’- u n : : l ’ ’’r , the reg i on  i l ’ s and the  u u m ’ ’,’Im ’ r ” of the

n _ - e n - I - n - c’ ; .  i ; I , l i t i ; , n u , n l  h , n c ’ n ’ m n ’i , n t i o n  5u~~l i n - n -  n _ l u ’ ’  m c c i —  h t s  of t i m ’ ’ cam era , l i n - h t

C c ’ c n - n ” : ’ -  an- ! TV “ . - - n : i C  a , ~ l c ’ -  u ” n ’ I ’ ’ n : t  t I  ~n~’ on the - , n _ : - - : - i  and t h e  light son-rem :

sic i- h ‘ m r”’ c - m u  1’, ’ known n- , ,  cor n’ ’’ - ’ C ‘ ‘ n - cc ’ ’ n-c , can 1- ’ ’  , ‘ m u t  - ‘ n - - - -  i through n _ h.’

li -SB

- - .  - -



- - - ‘ - - ~~~~~~~~ --‘—---~~
---‘- - -‘ - .‘ -“~~~~~~ ---- ‘ —- ‘ ‘

Ligh t
Source

~~~~~~ nitor 
ame t”.. m

Keyboa rd

Stand

F i n - u t ” -  1)-s [~‘n_ntem Prototype For Ear S tr u c t u :r ’e  A t t r i b u t e  E x t r a c t i o n

1 a

: , 5 (t

7 d

F l ’  n~’’ 2 7  b i n , ’ nc , . ,- i , n - c r ;  ‘‘ i n ’ h : n m  The Re- j 
.,, , - The TV i/c ’ :: ,i n _ ’ ,’r

0-59



-~~~~~~~ ---— - ----- --‘——

keyboard to imnc ra ,ms e the difficulty of penetration . It is recommended tha t

the ranges of the size of the rectangle, the heigh ts and oci entations , etc.,

ic divided into len - :-; than 10 intervals and encoded by 0 through 9 so tn-at

the  authorized personnel can memorize them with ease.

Wi-non the subject is taking the tcc;t , he first enters the size of the

r ’ e c t a r ’n , -j, c- , n_ he number of n -en - i o n s  in the rectangle , their ID sequence ,

i b m- a’ w i t h  o n _ - t i o n a l  numbers such as the heights and orientations of the TV

n- m n - men - a  a n - I  t h e  I i n-ht source , e t c . ,  throug h the keyboard in quest ion—

in n _ n w e r i n g  fa s h i o n  w i t h  the  computer .  These values serve as the password for

further test.

The suc , ’, - c c : ; n u n I s ub jec t  then regis ters  the ear by v iewing the TV moni-

n _ n - n’ . First , h. ’ r ’ - ’n - i s t -r ’;; h is  head location relative to the TV camera . Then

he focu ses  the TV camera lens u n t i l  the  image of the ear has s imi la r  sharp-

mn - ” ,;s as t’in ) s- ’ he takes as “ ma sk ’s” n - n - i i ~i na liv .  Then he moves the location

of n _ n c ’ ’ r ’ ’ c t - m n : n - l e  t l u n o ’ c : n u ’, i u t he  - o m n n ’ , ; on ’  so t i n - m t the  ear is properly n - e n - i n - t e n -c - ’;!

w i t h i n  n _ i c .- - ’ ra , ’ m ’ a n n -~~~~. Finn -li’,’ 1:-  n-asses the “ 77” hu t t on  for ’ the  computer

~o sc in - tl, -c  n - -m n- in t ;ap .’- , I i c i t i n : - c t . i - ‘ :, , m n , l  i ’l ’ ’n ’n-t i f  i - ’ m t i o n .

1.  Ac ‘ ‘ ‘ ‘ ‘; ‘Cabi

P-ass ib],m” ‘ c -I ‘ ‘ ‘ i-s n :c ‘ ‘ I ’ i u - : I : : ~’ t I  - - n - v s - t e r n  - in- . -

The ~i P n - O n - n t  t u c t  n - - s -n u n ”  n : n o  ; n m i l  b -ne t  h is  h i l t ’  to show

t t u a - - m m  I ’ n n  irn lt tic ’ ‘- ‘ n- I I n- m l ’ I - - n c .
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b. The subject mig ht be requested to take off any earrings.

c. The : , u h H c t  has to memorize the password which is about 10 di n - its

(n-f a telephone number ’s length).

1. Tim ”  s t ’hj ” c t  m ight be u n w i l l i n g  to show t in e air for psychological

m e _ i , ,  ‘i i , .

2. Penetrability : I , n - w

, m .  P r e - c c c r ’ e r - - m n  Pha cs . ’ :  The subjm ,’ct has to enter the correct password ,

w h i c h  m t  h-ac : t c o n - n i s t s  of the rectn-nn-l” : size code , the number

-of n - c ’ ,; i- n u n s , and the ;‘“n- i c - mn  I D — s e q u e n c e .  A s s u m i n g  5 n ’ e n -, iu” rn :: were

s e l - ’- , - t u ’ -, l , then  there  an - mu 9P 5 = 15120 j ’m - r ’ m n i u t a t i o n s  for the  ID—

c :- ’q m u ” n c ’ ’ . T h i  - m n ; u ; ’ n l ’ ’ -u , i i ,  add it i~’r; t o t h e 1000 i .’o;- n ; u i h ,t ’ combin—

i t i c - n :  — of tb ’’ n _ - c t m n ’ c . ’ l ’  l ’ r ; m n _ t l n , w i - t n - I :  i n .~ t i. - number 01 u - n - i- n - ru’ ’

a- :1 ’ ’  ‘ ‘ - -d , n” ,c d u n c ’  ;: t i n - -  n_’ v~- . - II -, .- r ’ m - - ”s : n m u i ’ ’n - IO
U

.

- 
. ‘ ‘ - - : ac - ’ u n _ - n ’  I ‘ - C ; ’ H I - - n t  I - : ,  I’l, n - n ’ : te ’l:n :i quo - I e ; ’ - ’n; I t .

nm. : 1 1 7 7 ’, ’ :  I nn c , i ’ f H i - : c l  : ‘ . n n c u

2.-v’ . Cs- c ,  O n - u t :  In . i nit - -m i : , ’’ I C :  u , ’ - n - r o n - ’  n - I n n , ’ sysn - ’n: IS  , ‘, v , m i l —

n t - I ’ ’  for ‘ c - c c ’ , C I  c ’ - n c ” i m ’ v e i ’ ’j ~n n en t  cost in , ‘iP ’ ’u n ’ ; t ! c n : :  , n ’ , n - l ’ - t t i - ’ n ; t , i t  i o n  u s ’
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neglig ible compared to data generation . For 90 subjects , 3 images!

sub jec t s  est imated processing t ime w i l l  be 2 man-weeks excluding

experimental  t ime for proper procedure  determinations. The latter

wi l l  be 3 man-days , conse rva t ive ly .

b. Purchase Cost: If Computer Eye and associated equi pments are

available , then purchase cost will he negligible compared to tb’

development cost .

c. Operating Cost: Unknown .

5. Speed:

Should be less than  10 n-’e ’onds , i n c l u d i nt ’, -in -ta a cqu i s i t i on , and

n n - m ” c e c s -: l nf , .

6 .  T,-ci ruc ~l,’n-v F-,’asibili •v: No Prolc l en:u’: -in - ,’ ant ici; ’,mt ad .
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D. 10. ELECTROENC}IPHALOGRAPHY

Electrical signals produced by the brain were discovered by Caton in

1874. In contrast to the rather simple , strong ( —  my) electrocardiographic

signal, the electroencephalographic (EEC) signals are complex and small (~ 41

V). The voltages are usually recorded at eight, ten, or even twenty points on

the skull, each as a monopolar signal with the ear or neck serving as ground .

At first glance the signals appear to be simply band -limited white noise with

a cutoff frequency in the neighborhood of 50-100 Hz. Actually , spectral

analysis shows the presence of a dominant frequency near 10 Hz for most

individuals.

Because the brain is the seat of the intellect, it is tempting to suppose

that these brain waves are intimately related to thought processes and that

consequently monitoring the EEC would distinguish individuals. Surely our

personalities are unique .

“But individuality remains and it is instructive to consider what it
means. Where is my individuality, for example? If I consider this
question , it is clear that individuality does not reside to any
great extent in my limbs or internal organs , all or most of which
can be replaced by protheses or hy transplants , or yet in my senses -

if I were deaf or blind I would still be rime in some sense. But
suppose a brain transplant were possible? Transplant someone else ’s
brain into “my ” body and “I” would not be “me ”. “I” would now be
the other person whose brain now operates i~~~ ’my ” body - it would
make more sense to talk about a body transplar.t.” [2 ]

“ A case may be made , therefore , that his memories are the most
durable and vital characteristic of an individual .” [2] 

-~~~~-~~~~ -~~~‘~~--‘—— - -



Unfortunately, the EEC signal is a coarse measure of electrical activity in

the brain , being a macroscop ic average of the signals produced by billions of

individual neurons. According to Gibbs and Gibbs (1950), “Since the electri-

cal activity of the human brain is almost indistinguishable from that of the

optic nerve of a water beetle , details of cellular arrangements , important

though they are for some purposes , are evidently of secondary importance in

electroericephalography .” Furthermore , there is no known correlation between

EEC at a point of the skull and the function of that part of the brain beneath

the point.

On the other hand , EEC signals show important variations with the state

of activity of the subject and from individual to individual . In general , the

electrical activity which correlates best with changes in central nervous

function is the strength of the principal frequency co:.ponent , al though most

encephalograp hers seem to feel that no spectral representation can adequately

represent the EEC due to its non-stationary character . The electrical signals

of the  brain begin during intra-uterine life. The rhythm is slow &t birth ,

b a t  ti -ne frequency increases with maturity. It slows again at senility and

wi~7’, death. Such effects as sleep, drugs , stage of menstrual cycle ,

,-tt en,tion , ar-.i fr i i -, i’ct also produce differences in the dominant frequency.

We have stated that the h’E-’i shows inter-individual variations. There

to be a ,~e net i c  factor  at work here, for the EEC ’s of identical twins

‘a r m” n - i n ’  ilar and ion-identical twins dissimilar. “But it is not correct to

-an-same that the electroencephalogram is a stable or easily id entifiable char-

acteristic of the individual . It is as characteristic as most other bod y

D- 65
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attributes; but many persons have EEC’s which are practically indistinguish-

able from those of other persons [13.

In summary, five sets of data have shown important correlations with the

LEG : (1) brain metabolism, (2) age, ( 3) level of consciousness (awake ,

asleep, relaxed, attentive), (Li ) certain clinical symptoms, and (5) the

pharmacological action of certain drugs. “Only in special types of cases are

electroencephalographic changes found to be related to major psychoses, the

neuroses, psychopathy, hysteria , emotional disturbances, and intelligence

1 1].”

Some work has been done to determine whether the EEC might be serviceable

for identifying individuals. Rather marginal results were obtained by Bukhout

and Walter [3] under controlled conditions. In light of the latter research,

the aforementioned variability with state of attention , and the low voltage of

the signa)s involved we consider use of the EEG as a successful entry access

discriminant highly improbable.

A related technique, however, would appear much more adaptable to our

purposes. It has been observed that the EEC recorded in the time immediately

following a stimulus is repeatable. The waveform recorded (usually for 300 -

L400 msec after the stimulus ) is somewhat unique to the type of stimulus , the

intensity of the stimulus, and the individual. It is, moreover, repetitive in

time. Since the “evoked potential” is a response to an observer-controlled

event , averaging techniques are employed to enhance the signal. A common
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st imulus is a t i a s h  of l ight , in which case ~~~ ~~~~~~~~~~ are k , w ~ au “visu-

ally evoked potentials” (V E P ) .  Th~• VEP i’ ro~~~h~~ ten t ime s the E L C in

vol t~i~ e ampl itude.

We postulate that the entrance access control t h r~ u) ’h use of the VU

require the candidate to clip a gro~;r . ~le~ Trr> fe (iT’v or cii ; . ic1t~it lye )

to his earlobe and view a ~L o t i c  stimulus t rou~ h a binocular vi ’win ~ ~øv l c e .

The ~u Hect ’s head would ~~~t’e~;s a second electrode in •~~~~ ~ r , il posi t i r . .

The ViT of ~ sub ~e~~t for various i~ ht level~. be ‘~tor .•~ in i-~

~n i n v  day one o these levels wi l l  b~ chosen it ran~om .v-~~ t h .~ l ight  t 1~t~±~~

i~~ irregular intervals. The measured VEF ’ would then he conp~ red w i t ’

known VEP ~or i-h at  l ight intensi -v and a •~:s status t r ~~ln ~~~ .

To evaluate the V~;F in repard to ~;e ; - ar a hi 1it v , we r ay  make u~-~ of th~

work of Dustman ar. Beck [i.]. In Figure )-8 we reproduce th~’ VH’ a ’ : uc t m ~~

an~ Sock for t our individuals labeled , PJ ., ~.F., R.D., and R.W . Each curve

~~ each ir.~~iv i Ju a l  is itself an average ~ 130 li~ Lt flashes. The various

; . r : e ~S for th~ individuals were taken at intervals of days and weel . Thus ,

1on~ , t e rn utahii ity of the \‘F.[ is demonstrated. rurthermore , it is obvious

f~-cn ~‘i ’~.re that there is substantial inter-individual variability.

~~~ c~~~ 1o: le(~ the waveform ~or 300 nsec at 25 points. This san—

is consistent with other sources which put  the typ ical rraximun,

.~n:: co~ - - r. ent in the pi:n ~t 100 Uz. Their data showed an intra-indivil-

.~~: ~rr~i l .t i  :. ranging from . 72 to .99 for seven suLjects , with a ne~ ian

c~ .~ 8. The inter-individual correlations proved i-c be nuch sm a l l e r ,

r , i n ~; from -.29 to .92, with median .37 . Thus , in the context of Appen dix

D-h 7

_ _ _ _ _ _ _ _ _ _ _  —4



—

;~~~~~~~~~‘

I ~~~~~~~~~~~~~~~ .r~os.c. “

~ Ui.’~~~ - ,oo~ ,W~oo

F i , u r t  f l—B

Reliability and individuality of the evoked rotentials. The first
four illustrations show the uuj’erinpo;ition of four averaged
evoked responses recorded at w e e k l v  or longer ir ,t .’rvalc  from subjerts
P.H., D.F., R.C., and R.W. The f i f t h  shows the superimposit ion of
the evoked responses of all four suh~e’ts.
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B , the dimensionality of the feature space , A, is 25, the o 1 
values may f *

taken at 12% of the mean values of the measurements, while the ranges appear

to be 63%. Taking E~~, the type ii error rate as .02, 
we find f rom i h t ~ appen-

dix that for 300 subjects

25 1/25
k ( .~~~~~~_ 4._

~
_
~
.) ) = 3~ ’7.

The Type I error rate derived from t h i s  value ~ k i~; r i ven by

(1  - 1)
1/ ert ( ¼/ v ’T~.

This latter equation may be reduced to

I. — (—k 2 
~~

~. or large k and ~r.all ~. Thus

.002 7 .

cr.sc~ uent1y, we rate the t c c t . r i c u ~ of 1PP i~~ 120 in  i-hr sep ar a b i l i ty  category.

t-e the  V1P at 80 in the Technolog ical Feasihilitv category. The

electrode structure would require large modification of existing equipment.

o r  costs are ar t to be somewhat higher than in the case of

‘he Y:’2. The ‘~.u ~‘obab1y begin with standard electrodes 
and record data an

F— f’
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two channels of an analog tape recorder, as timing and a signal channel. This

would be digitized at a later time for signal averaging. The low voltages

involved and the time required to develop expertise in the physiological

aspects of the problem would both serve to increase costs. Purchase and

operational costs do not appear excessive. We rate the VEP at € 0  in the cost

category .

If 300 msec of VEP are to be examined , the maximum flash rate is .33 Hz.

I- ten seconds 33 waveforms could be secured for averaging. This number would

probably be adequate since the increase in signal-to-noise in going from 33

waveforms to 100 in only y~~
5 We rate the speed category at 90.

Because control of the rate and level of the stimulus would be variable,

any device for penetration would have to incorporate sensors and would be, in

our estimation, quite expensive to build . We rate the penetrability factor at

80.
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D . l l .  V I SUALLY VOKPP MA~;NI:TUENCuI’HA1,~~;!~AM ( , .‘! ~)

The osci l la t ing electric potent i - u s u~ th’ elec troencephalogram

w hich ar. ’ detec t i f ! .  . h. - a l p  ~u r’~~~~~.- u r n - i ! ! .’ associated w i t h  e lectr ic

currents in the brain. Re . , .nt lv , rta ,’ :i. t Ic i :. ~~~ h. h r - i  in  have been

di scov.’red. These ex~e eI i ri ~ 1y w.- i . lds are t h e u r h t  to arise

he same c u rr . - I l  w h i c h  o~i u ’ ~~~ :-~~~; i lp  [‘ t . - r l  h~ : s. Oscillatory
— I
~m u n . - t  ic t ieldc 0: he or der ° 7 x 10 .‘au- - ; for  s: ‘ni - i n .~~u~ a lph a

frequencies and of the ~‘r-h-z- ‘f 5 ~ iO~ ~‘uu:r: for, vi~~u i l ly  evoked fields

have been oh~ .’rve~I ( Brenner , W i l l i a m s on , a r !  i u fm an , 1 i75~~. The . ;  ical

noise I .-vel ~f t a i ri. ’! 1w hose tu  n in wr ~ ;h i t ’  id’~d t f” ) r a t  or ’.’ in

Manha t t an  w i . ~ t v :  i c . u l l v  3 x io
8 ,‘ u u s  in  a f u n  I t i n  5 t o  25 Hz.

The ~tu  !-; o: he V Ft ~t ha~ on lv  ~cun an !  i t  is  consequently h- , : ; : .  ~b1e

to iu dr r  t h~ l r l i s~et1 .~ss of h~ t ~v 2 t : u u~ 7! - t’ s. : seem: -, a s  i f . -  • , .  un:

however, i -ha t  he un I :  setuess i n !  : i t - I t  l i i i  - ,‘ 0 t to V! ’t w i l l  be

comparable to hi t of rh . ’ V ! :-~ ul .lv Evoked Pot’ n~ lal. Like the !~~~‘ ‘: . ial .

the  VP~t is t ! i s ;  ~ possible 1st .-: ’- . t , r ! r ’ f ! v P ! u - u ~ i t  ni i f i s a t  ion. The

advantage of he r i u c r . ’-t ic t e c h n i que o v r  t !~~~ .‘- 1rc~ rio is f a c t  tha t

the  m a gn e t i c  i c k — u p  - s i !  I ;  po: ;i~ l ’’n ~ d 2 cm aw ay from i t . ’- scair , whereas

t h e  Electroencep ! u I ‘gr. ish c elect rsd. s r i  t f ’ -  c. -‘-rot s • ho scalp.

The n t  : : i icce :;sful d e v i c ’  for  det e c t  i i i . ’ weak h iorriagnetic f i e l d s

[1,2 ]  employs a :u : ‘ - r csn 1:uc ~ I n c  d r . u n t  Sr i h i t  “ - r f ’ .’i -er ice 1 . v i c ’ ( 0C 0t 1ID ~

Since a I’~9 !3ID requ r- s l i quid h e l i u m  t€’ -nmt ’- r - l t u r . - s , t h e  c o t  to s t - cr a t e

D- 72
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an id~’- n t  i i  1 -  i t  1 0  a c — , ’: ; : t :u c o r - p ( .r - , u t  i n ’  . SOtJID . ;  , ..r . exce:rsj v c .

The ; t a t t ’ of t .’L’hilO 1o~,V o~ t h i s  h - v  i c . ’ oh ’s! I t’e r” - , ’x ,u ” . i r i , - , !  l w

it ” t r’sm now • ~! . t  . rmint ’ whet !ter’ ,i Iv ur uci’:; w.,r-r.,nt in f e !

stick’ -u ’ : an idt’nt if ic - it ion t ‘ f t  I~~~’ - .
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D.17. SALiVA

h a i i v A  collection is r e l a t i ve ly  easy with a cooper.v’ive rerson and Is

certainly less ot’truuiv , .tn ! non -invasive th ur. blood collection . ~~in c~ ’ a

saliva sample ol 0.3 mil l i l et , - r :: is all that is r- ’’:uir .’ I f i r  cr mi :,al inve st i—

~at ions ( in .  wiping saliva t i-cm a bite m a r k ) ,  a sample collection well above

this minimum can be obtained t rom a cooperative ;“rson t v ’ ’ rely havinr ~‘..t

sensor. spit into a bottle or wi pe the tongue wi~~. a clear. c o tt S fl swab . Th e

use of  sa l iva  i- e s t i n i~ required a two—hour lahr’r.utc’rv re rdur e  in l~ 7t~ I . new

-.cti c’ds have reduced this to 15 “.in:utes in ~
g75, : ‘~~h.’r a~;tc - ’ ated tr-,;15

could reduce the c1assifica~ ion ime even further. The end result of a gui -~

test woul d not likely be a uni c~ue identification but i u h . - r  lirited i - c  t~e

classifi -ation of human f lood tv ;-r:- A , B , or 0. As in tt .” case of blood , a

cellular te;:~ exar ination can achieve a ‘unique identification except

ident ica l  twins. The sdliva t..’-t can , therefore , at !‘-e: 2rovide one rca- crc-

nest —- blood t ’,’se - -  in a t i ne  on th~ order 0 ’ l~ m inot ” . :There in  no

evidence that this time factor can reliably ic reduced. Further ~n-’.’c’ ~igatirn

m.d te:.;ts would he necessary to I ’ - i - .- : n ir e  th e  feasi~ it ’.’ of - in  autonotic ten~

of 5 nirsites or less.

i t t n :. ’;t .  is thus  considered to have non e  : ‘c tent ial  id en t i f i c a t i o n

c-inability in the 5 minutes or less t-ine frame that- f-is contract requires hu t

is - a : u i ~~r.e ! a ccundary roll —— esp ec ia l ly  s in ce  it could probably only contri—

:~ cts  to i f ’ . r .t i :icat ~ on by blood group in such a t ime f ra me .  A l onr e r , more

tedious cellular test ~rocedure would be required to attain an in d iv idua l ’ s

i- ’-m n t i f  i ca t ion.
0-75
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I. I 3. - 1 ‘ ‘i ‘.

‘ . 1  I t ’ f l t  - - ‘ i ~ i t t - I  iv I f u j i  ‘s blood has bet~n an acce ’; t~-

I-  : r . t t  ~~~~- : ‘ - . ! x , inu i nu t  ion - or! ’ of t he  common ‘radir loris .in I

5. -i t r o t o .  : . . - :  ‘ ion t o  generation :• ‘ C t c d ~~i. ’ ’- to t h i s

1- - - nv  i t i - r i .  F ,r .-x - u mt l.- , ‘ o ~;i~’5 n o ’ name in l’ l o ., ! is i -  - u t  as

- i i  - if - i .- t in t  ut in ~1 iv  i s .  i ‘ - 0 0. s i c :  i t  S t e.  h. lie r i ’ .

‘‘ f -Iso.!  I t o t  - t o - , ” r r ’ -u c ’ I - I ~
- , u:~~, Am. ’r ican In d ian  t :  - - , f his-

( r ;. . n i ’ ’- ’ L i - a l i - , - r ,  I h ; t h . c. ) o r r - .-.- I r ! i v i f . u i -  a t ’ - n i x ’ ! so i - t. ..r

• - - - b eS C’Pi~’ - t o

‘t’ :..~~.h - !c, ’i -  i i  h h ’n t  I: i c a r  1 :~ - : blood . : - w ’v. t . w u  .. ~ cor~ ?~ i,~

a:; -
- ‘ : 1 1 ‘ ‘ . i t  i t o- . - ‘ rou gh  - - - ‘ u t  ‘ -  . 1w: r -~

~
- . w et  . - ‘ .1 . i i  f t  i t ’ - ,- 7 , I ‘ hI . - • at t ,cS :o’  ‘ -

iv ~: c r . 0 ,  . ~:.~~~l cc-d c, — u : - -! f e  11 i s g u l -  .‘ - i r u i r o  i l .  This  h i  I

‘on-: • - :  : .- - - ‘  h; ‘ n. 1 : 1  or :‘ :n :n’’i~~j”i. Tts~ ‘-cond - i n . !  r- : .t i’ .’

.0 ’ 
~~~~~~~~~~ t ~~~~~ 

‘ [it’ ;: - : ,  w~ h of m.,’-!ical t :~ a . ’e I - .- . R i c o !

‘ : 10. - : c u r u n s  we: - :e i nI  : n - r i  o t i - I t  t i me , however , w h h  t h i ’ t c c u ;

c u - - u - ; ! :  . ‘I- .’ 1’. h a l f  or  t - , , : u t ~ ’ n t o  r c c - v 1 r c  blood tr-tnn fu : ion~

5 : , ‘ u : ’ 11 c : -o  f ul  ‘ u t ’ io n  w. r’ -. ;‘e r ’ f o c o ~” I

:10 : ‘ -s ;-: l i;, . ,. . ,‘ - ‘ 1 . 1 t u . - . ’ - f l ’’ l U ; . ’ - ’  I 1’’.- • i i ’ -  c o a gu l . u t  ion c’ t

- ‘ it . : ~ i. c’.. ‘ u Is 1. Pr . r u - I  i , j T u  - ;t e  ru : u : ’ : u ’ -  t ,

f l - I , I:. -c- t O  - v . v~ e t a ’ in, ’ or gr ~‘uu i T i ~~ SV, ; 1  en ‘a-

0 - - i t , : c- - - : — -uw 
‘ : ‘nly n y - i c - r I  on :; . T h i s  n v s t  -r u f ’e c a r i u ’ t u L uOl a- -

-- . i t , ’ h’- -::. in  t h~ - h  t en  - i t o ’  A - in  B - is - I thu t w ~ a nt i f ’s  l i e s
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are A n t i - -’t and A n t i — B .  In a 1 -  - • .  w ’  c” s ‘h ’  va r ious blood types

are described .

The u u e :t j o f l  of w h e t  f . - i -  an indiv idual’ s blood i s  uni que cannot be

anruwereul : - y  appli cation of ju ;t t h . -  ARO v t o , for . - x - i r r : r I . - . Current

methodo i ogy ( i n  i - h i -  t i e l d  of 1 - ’ : - - ’ . iC ,- ; l -ro i ’ l ”/ ) would c , . : u i r , .: the  tytuing

of blood by many :- ,‘ ;t ~- - r’- - befn’- ’ sri. ’ c oil I he r .- -i: ;o r ; - u I  lv  our ’ . To

accomplish t h i s , emphas is  -.~su I ’ ! , ~or the  most o u r ’  , f - i -  s u t  on the

development of t h e  sera and c o r r e n : - sn d i r u g  apr i t , , i t i on . - c t n : : ’ i ’ - -  required .

This  is where the d i f f i c u l t y  lies , for as C u l l ! f c r-I [1] says , “ I t  is not

yet possible to i n d i v i d u a l i z e  blood in the  same way as one can a finger-

pr int , but t h i s  i -u  because of a lack of knowledge of tec fun inu .-o anl not

because of the nature of blood . ”

Pursu ir - ’  the  ques t ion of individuality of human blood , -:u sr o : u u -  we

were  r e- cu l t -ed  to n y c  - n i ’,- a h i gh p r o b a b i l i ty  (poss ibly  9 8%) of correctly

c h a r a c ter i z i n g  sn .-  r : ’-rnn n  ( f - c  ~. ‘io c r i rt  ion of h . ~ blood ) from a r rous  of

o t f u o r ~~. T h i s  is - -e r,tiall’i wr i t  would f e  r - ’ - ’c-j ir ed - ‘f n :’ s It .’ security

sy s tem : . To •—; :amin~ 1-rh - ~b~ r ~f. is I re f - len  - ‘su if he ; - r - - i ’  ically solved we

f i r ~ t l-s~’f n o : u l a t i n n  d i ’ - t’ t - I h u t ~~or u - ;  frsn - - ‘ r n ,  o f c h , - most common blood

t -y j~~g i~~~em’ .

The I’~I I and Rh -cVSt Ct f l -c cit -  r o r nr l e t e l v  independent  of the ABO :-,‘otcn .

The :r i r : - c i p l e s , however , are th e n an,- - d’- t e c t  ion of s p e c i f i c  blood group

featured by th u - agglutination of  red cells by spec i f i c  ant i -sera . The
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Blood Type Ant ibod I - : ;  to R i o .  nI Type - , - lit: I rug
( A n t  i gens)  Cau :;” Agglutinat ion Ag~’, 1ut I oat J o n

A A n t i - A  B or ’ 0

B A n t  i — B  A or -  0

AB A n t i - A  and/or’
A n t i - B  A , B , 0

o ( n e i t h e r ’  A or ’ B) None Non-

Table I 1-~i
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~ ;‘u1~~t ion ~ e u - - .- i u  t ae . - -  [ .~ I 
for t h e  AB O , MN and Rh - : v : ;t  i - rn , :  are given in

I’a l ’ l ’ - D— 5 .

The !‘— i ~ !~f 12 ]  , :v - : t e m  c;e’,’ar,ite-: ci ,. t ot-ui - i t ion i i : ! I s - i ’ , as Table P — Ed

she - - . I f  , i  ‘ t - ’up ot  t • - .’i I e  w et’ .- t v ; . -d i v  - i l l  ou r -  ‘ ‘ c  ‘ - ri - , th . - maximum 

l ’ u ! ’ i l i t ’ , ( l ’ M A X )  of two t a - i ’ s - I . ’ l’, ’ - i r u ’ t ’ ,’: ‘ - . 1 t h e  name w o u l  .1 1’. ’

F’f ’ IAX ( t i l t ) x ( . 27 )  x ( . 37)  x ( . 5 1 )  .O l’,~ i ~

1. nc • , ci t-nt -ox m i t  . - lv two scot-i o ii) - ‘fl ’ ’ l u s t :  I : ” - !  w~ ‘u 1 1  he t v : ’  - ‘ I  the

- -arne ( a g a i n , t h i s  I : ;  t he  wc ’r ’ : ’; t c - u s e) .

I f  o~ h . ’ r c ~,’~-O .-rno uc i : - ,is the  ~. - l l  , u ’ - - - -  , ‘ , ‘oi l I ’ - wis ‘...- ‘ ‘r - ’-

- ‘ t h e  t r a y Iu ”U . - four , t h e  m a X i r : u r m  : - .- r - , - ’ ’ r : t  i , ’ - w o l f Ir ’o : ’ t o  ibout l~..

The poss i b j i l t  ien  seem 5 1 1 1  te gc ’o~f h i t  I i  lood ‘,‘: in’ c - i t t  y i .  - :1 1 - ‘ . - : - t  - if

Type I I  -‘r i-or , and would probably :: i v . -  ci v - i  v i ,o’ . - : - t  aI ’l . . - T’,’ t -u - I err-ot-

t - a t e  ,‘ i ’.’ ’ r u  adequate i r n I u l u ’I’:’ - i u t d t i o f l  t . - c h n i  ri ’s. Ti’ i i : :  is f r i - t i t e r -  v - - i  I! led

fu’,’ F i - :h i ’i ’  [7] who at -r an g ’  - - I t I , ’ ma “ r -  ‘ c- o s : - : ;  i n  t h e  , ‘r - , !oc ’ of t Is - I i ’

i n a h i l i t ’ ,- to d i :  t in q u i sh  bet to - -r u  any t w o  : ir:u ; 5I. ’:r of b l o o l .  He found 1 l ,.~

‘ i l o w ir u g :

- t i c  l’.’-rcent:n’ . - ha l  lure

RI: l° .S

A A , hO 37 .8
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Ant igens  Percent of  P opu la t i o n(E n g l i s h)

ABO A 1 
35

A , 9 .5

B 8 .5

A 1
B 2

A 2 B 1

o 14 14

MNfs I’lNt 27

23

21

15

Ns Ms 8

7

Rh ‘be /u ’ I t ’ 37

17

c l ’ - / c - , I , ’ 15

CDO/cDF. 1?

11

Oth”r’s 13

Table D-5
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~~- rn - i ’ht ’f O l-l 1 l , I t _I- (h u g i I s l i )

Jk(a-i’, h-)

Jk(a-s- , b+) 51

J k ( a — , h -u’ ) 2 , ’

Table b — h
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_ _ _ _ _ _ _ _ _ _ _ _  -

System Percentage Pailure

N i u l d  37 .5

P u t t y  38.3

Lewis 56.7

P
1

P
2p f E d  .6

Koll 83.7

Lutheran 85.9

Employ ing all these systems we could exp. - c t  a :- r - -l ’ , i f - i l i t v  ~u t  . O’4 °~- t ha t

we would not correctly d i s t  i ngu i sh  u t l e : or ”,;on t r ,: : in st f u . - t . In e f f ec t ,

the  preceding : :t a t  I t j  - ‘- - serve t o  enu i ’-hu ~I :: i :t. ’- 1 ’ - t ” t e n tj a l  of blood

ty p ing  as a means of personal i d e n t i f i c a t i o n. I4 ~ nc. ’ , in terms of

sep a r a b il it , - , blood v o i ng  w o o l f  t - i t o  aI r r o x i r n o t e l y  99.

User a c c e r - t a t - i l i t y  of a blood typ ing r ; c c u i i - i t y  sy st em  w i l l  be heav i ly

in f luenced  by the  means provided for  the ex t r ac t ion  o~ f r e sh  blood samples

for each of the required tests. Obviously, people will not he receptive

to any c-am , d lse isc , or i n f ect Io n -c a u s i n g  method . This  fac tor  of

;‘ernonal r i sk  and invasion is not overcome by presently avai lable

ci’ hi - dc . fl t fi ”i 1,’ :::: ib le method:;  of o b t a i n i n g  blood typ ing in format ion

In iv.- - been exam inci . For .cx ar:u:-lc , we note that secretors ’ blood group

l u - i--o r’:; i t - ’-  not on i y  t - r .- r : u e n t  in blood , but in sal i va , t ears , perspera t ion,

s - c - t i ’-: [3] make up onl y 80—85% of the  population .

i ’ - r ”, l uc i d on the  cu r ren t ly  i v i l  l i l le methods , user accep tab i l i ty

would be rated 0 .
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Other factors also inh ib i t  t i e  use “I  f ’ i c ’ l  t y p i n g  i ’ i f  I :  t ime .

For instance , in a working environmen t , given ‘hat 1 rn ,- t h ’ ’ blood

extraction was acceptable , the  blood would be t v : ’ - I  in con .- au t o m a t - I

way.  The f resh  blood would be collected in a I ia: ;I ’  of some k i n d ;

separated into N smaller f lasks  (one for each of the N blood t ’ ,’t In c

t es t s)  and input to the  machine which  would n i x  each of the  N samples

w i t h  the  correct serum . The samples would then move t h r - u g h  a p recine

array of procedures. U l t i m a t e l y ,  a reading for each o~ the  N t es ts  would

be output . A device called the Autoanalvzer is c u r r e n t l y  available and

works in t h i s  manner.  It is fe l t  that only s l ight  modi f ica t ion  to the

machine would he necessary since it is s p e c i f i c a l l y  designed to automate

the blood typ ing process. Some interface with a logic device capable of

in te rpre t ing  the output would be necessary . The pr imary  drawback is the

hig h cost of t he  device .

In summary,  blood typing as a means of personal i d e n t i f i c a t i o n  holds

much promise. However , until sufficient quantities of blood can be

obtained easily and acceptably or blood fac tors can be obtained from

other part;; of the anatomy fr om all people , it wil l  probably be unaccept-

able from the view of user acceptability.
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D .lL 4 . ODOR AND SWEAT

Althoug h odor and sweat do appear t -  have gou f i de nt i f i c a t i o n

potential , the i r  measurement is ex t r e n -~ly d i f f i c u l t  aru ’I beyond the present

state of the  art . One easy m i - t I n - !  ii: , - !  I- ’,’ p o l i ce  today I ’; t he  usc ot

odor-detecting dogs . The i n d i v i d u a l ’s - ‘~i- ’l~ can he c,’ni - i r - ef c -  that of

the ori ginal by us ing  a n i e c e  of the or ig i n a l  i r i d i v i - f u - i l ’ s c l o t f i n g  or

a p iece of cloth that  the  indiv idual  l ia r - l c u r u l l . ’- I as a r a - f e rence .

Scent is t ransmi t ted  to the c lo th  by a d i i ” c t  l i i i :  f.:-r of :;}~~n

secretions, cells , and bac te r ia .  Cot t on g l c v . ’:; would make a good

“scent art icle.” Al thoug h it may sound s i i ] y , a t r - i in e d  dog is worth y

of consideration for this personal attr ibutes study because it is r u t

expensive , it is available now , and it is fast  in recognizing scent .

Also , by making it easy for the doc , us ing a controlled environment

and cooperative individuals to cimply put on a pair of cotton or

paper gloves , the dog ’ s hark is a posi t ive signal correlation . Trained

gerbils are currently b e in c  t e s t ed  for d e te c t io n  of explosives  by odor .

Cells w i t h i n  our bod y have a d e f i n i t e  l i f e  -r i - a n , and the ep idermis

is constantly being replaced . T i e  body odor is produced by bacter ia

actin g upon t he  dead cells , res idues , in !  body - ret ions.  Added to

th is  a c t i v i t y  is the use of t o i l e t r y  prepara t ions  and c l o t h i n g ,  and the

i n div i d u a l  reaction to all of these components .  Human odor is undoubtedly

‘icr- ,’ complex and very individualistic. There is probably a basic odor
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which  is typ ical of each i n d i v i d u a l .  This , in tu rn , can likely be van - I

somewhat by emotions , toiletries , clothing , and di et. These complex

in teract ions  alone can account for  m i l l i o n s  of  var i a t ions  of huma n odor.

The success in the use of dogs to dvt .-ct :rcerit icc wel l-known from

prior war and police work . German Shepherds , Schnauzers , and Doberman

Pinschers are the best known t ra ined  dogs.

The measurement of odor by other techni ques is -:1 ill theoretical

based on ideas of molecular v ib r a t i ons  in resonant f requency  ranges as

described in the  references to W r i gh t , Davies ,  Amoco- c , and Dravmek ’s

t h o ot -  Ic: ;

The use of a dog in o i o x ’ / c c w i  ‘ - i t  detect ion is  t li t - c - , - ore t he roc

; o i u t i o r i  to this attribute.
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D. 15. HEIGHT AND WEIGHT

An individual ’s height and weight are personal attributes which have long

served as crude identification characteristics , serving in applications

ranging from driver ’s licenses to Selective Service records. The fluctuations

expected in both these quantities are large and of an obvious source. Never-

theless, together they might serve as a useful zero-order classifier. Further-

more, they are inexpensively and reliably transduced. Finally , we nay

consider height and weight as prototypes for a long string of crudely measured

attributes which , through sheer numbers , meet our criteria. ir any case, it

is useful to analyze height and weight (HW) as a benchmark agidrrst which to

compare other techniques. It is educational to analyze Ht’.’ to see how the

formulas developed in Appendix B will apply.

Weight is easily transduced , perhaps through a piezoelectric crystal

attached to the “floor” of the access booth. Height could be measured by

placing a line of emitter-receiver LED pairs along each side of the booth .

The last pair remaining uninterrupted would measure the individual ’s height.

In Figure D—lO , we show a height-weight scatter plot for 614 PAR employees.

The plot shows the correlation of large height with large weight that we would

expect. The range of the data is an ellipse of “volume” roughly 60 squares,

each of area 10 lb-inches for a total volume V of 600 lb-inches. Assuming an

individual’s weight is apt to fluctuate +5 lb due to clothing and the weight

variations and +2 inches due to heels, the resolution cells are of volume 20

lb-in . Hence, there are roughly 30 bins into which a coarse sorting by height
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and weight would classify individuals. Thus the Type II Error rate of

approximately 3% is unacceptable (see Append.ix B).

We can estimate the number of additional features of this type that we

would require. Taking ~~~~~~~~ we attribute 5 separation his s to each

dimension of feature space. Now ~3 125, which would ; - • ‘ - .lt in an acceptable

Type I]. Error rate.

As a s - ; g g e st i on  for another feature which might prove useful , we consider

measuring is indivi dual’ s density. Since we already have measured the sub-

j~~ t ’s .ue .’;t , we need only measure his volume to ascertain density. This

~ tcc.e by c~ b t r a ct i n g  the volume of the access chamber cum subject  from

tf , e known ‘.- ~— o  of the access chamber. If the chamber is pressure tight,

the:~ by -onitoring the pressure and temperature of the chamber while the

volume is changed by a (small) known amount, the residual volume may be

determined . If this small known volume change is produced by a diaphragm

driven sinusoidally at, say 100 Hz frequency , the residual volume should be

measurable to high precision .
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D. 16 . GAIT

Gait can be categorized by a crude type of description by observing a

person’s walk over a distance of 10 to 20 feet. It has been used to identify

a person in police work along with other evidence , but it is not easily

adapted to computer automation . The human observer can classify gait by

posture and style as:

Brisk

Active

Hurried

Slow

Measured

Pompous

Hesitant

Awkward

Shuffling

Limp ing or Lane

Head : forward , back , to one side

Arms : swing ing, han ging,  across body

Knees : bent, high stepper , leg swings forward or sideways

Feet : p igc-~on-toed , st -lave d out , f l a t , toe spring
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0.17 . FLE:CTROCARDIOGRAPHY

One of the most we l l—known  b i o . ’t . ’~-~ i- i - : - , 1  S i g n a l : -  i — f f i ’ . 1 - -tro ti - li - -

gram ( ECG ) . The ECG ;; i g n a  I ar i se ; :  Is ’;;; - - ‘ i t t  l o t  i ii o t 1 : -  h . -  it - I mus : 1 ’

is t i i e r e t o c ’e  a r e pet i tIv e  w i v , ’ t o i ’ ; i i  w i t h  t h e  i - I  o f  t he  h -a r t  I ’ i t  . The

c o n t ra ct i o n  of the heart  muscle , i l k . ’ a ll n i t :-  i l - i t -  ,o titt - , i t  i o n , 1;; m i t  i t t - I

k- an electr ical  signal cai n i~’~! by the r :’ -c’ v.’t; . I n  I c e  - i : : . ’  of l ie  I: ’ i l - I

t he  o t ’ i g i n  ot  t he  s i gna l is t l~ ’ : -  i : i - - - t t r i i  no -i t ’ ( i c ; - ! - r  - c i t c t t ’ , l  -f  t h e

centra l nerv ou ; -: v : : t e m ) , I n ’  f l at  uril ;‘ - i o c ; , ik ’-r  of the  ho ly .  The - ;  i gn~t I

propogat i ’S , i I  ~ng. the bund 1’ ’ of His to  a r r ive  i t  i ; 1 c ’ - 1~i ’ i  at  ‘ -  po in ts  of the

hear t  ven t r i c l e s  so a:: t - ‘ ( - r o i l  o a c o a i ’l  i n -  i t  c i  - on t  r i o t  ion  of t Ii ’ - heart .

Because of t h e  c o t n l ;l  - t  i v i  t y  of t l i t - i~ - l v ’ s , ‘~~ ‘ ‘t  c ’ o l v t , ’ : ; , t I n -  o l” ~- t r i c - i 1

s i g na l  w h i c h  i t  i v i t , ’:; t he h t m l  i i i  be d, - t . ’ c t o I  as v o l t  ago d i f f e r ’ ’ l ice ;;

1 ’ ’tw e e t i  points i t  the  ~~~~~~~ s : :w’ t  i c, - .

There are ,i vani~’t v  o f ; :v :;t  ‘ms f o r  ‘ 1 oct r o l e  ; - i - i c e m ’ ’n t  . Limb 1t ’a l;;

are i t  t i - t e l  i t  i t  I w ; ’ i o t  : : and in ar ik i - w h i l e  t he  :;eco:i l - i n k l o  :ot’v,’s ,r ;

- h i ~~~- j : “ ‘ round . The si x  t ~in l , i i ’ d - I ; , ’:; ¶ I oa k; - ii” ;sr:: it j its! near I i ”

I m ’ ’,u ’t .  in mos t ; t ’ o c c o n t  app l i c a ti on s , the  i ” ’s i : ’, t , i t n - b’ - t w - ’ ’t i  sk i n  and

o t t -c t ro k- I::  I - wered by usc of e lec t i - i  y t  I - - i :; I ~~~. On ’: oi ic i !  - I a t yp  I - i

i - : shown i n  I i  gure D— 11 , al t h o ugh  the  h , i i ’  m -  t en of the  wave W i l l  depend

upon t he e I . -  i t - - - 1 - ’ pa i n  cho- ; . ’ i i .  The po i l l  t : : On t I n ’  w v  - f orm have been

- l , ’iio t o t  P , Q , Ii , S , ari d ‘V , wi t In i l ’ .  - P wave at’ is i i i ’. rem t i t ’  at r ia  1 -e n t r , i~- —

nc : , the QRS wave from the ma in v. ’i i t r ’  1 -ular ui  f l i t  ions , and t In ’ - T w,Ive

from I ic - i t  - a ’  I t ~ t i ’ , ~‘ ‘ t ’ - i t  i n :; i -  ‘
~~ 

i i  i i -  ‘ 1  t u -  t I n  - next heat. Tht t y 1 i c i t

‘.01  t a ; ’ , - - ;  of the  R maxim a are %2 mV in t h e limb le - ils
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F ’ i i ’ ; m r - 0— 1 1  ‘F~’; ’ i - - i l  ~ch i e m at i c  E l e c t  resort! i a o n - i i - h ;
- I - ‘i tn iii he i i  I
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We now turn to the question of whether  an individual’ s ECC I;: a unique

personal a t t r i bu t e  which can be used f o i ’  i d e n t i f i c a t i o n  J i ’u~s’;:e;; . Since the

ECG is a c l i n i c a l  tool for the di: ;covery and evalua t i on  of ca rd i ac  problems ,

it has been ui ’ct ’: - ;;; lry t o  s tudy ex t ens ive ly  t i m ’ -  r ange of norma l F ( O ’ s. The

i n d i v i d u a l i t y  encoun te red  is ‘nc ’i m r - l g i n g  to the  lu ’osr ec t: ; of i d t - i i t  I f i c a t  ion .

For example , Burch and DePasquale  [1)  t ; t i t o  t ha t , “The m a j o r  d i f f i c u l t y  in

es tab l i sh ing  normal e t ec t roc ii s l iographic standards i t ;  the ex t reme v a r i a b i l i t y

of the  e lect rocardiogram in h e a l t h y  subj ~’c t ;t • “ One of t h e -  early investiga-

tors [2] even suggested the use of t h e  ECC - i t ;  an id e nt i f i ca t i o n  t e c h n i qu e !

There is a great number of var iab les  which  a f f e c t  the shape of the

e lec t roca rd iogr am .  Some of those var iables  are a : : :;ocia t ed  w i t h  j h i v : ; i~~I o g i cal

a t t r i b u tes of t he  i n d i v i d u al and b e n e f i t  the i i e nt : i f i ca t i o n  p r o ble m .  Other

var iab les  w i l l  r e su l t  in d a y — t o - day  v a r i a t i o ns  of an i n d i v i d ua l ’ s I~~’C o n i

w i l l  c o n s e q u e n t l y  aggrava te  the i d e n t i f i c a t i o n  p rob l em . In Tab l e  D-7 , we

l i s t  the  v~i r - i ab  I o t t  I ri t hit - ; , - two c it e g or  I i -cc a n t  appropr ia  I -  ref  ~‘ro imc ’

In S st  ion  2. 2 .  we In- ive - less r it s- i our e v i l  uat  ion -n - i t~’r i a.  The ti , ’x t

t ’vi ’r - i l paragrap hs cent i in  our - i~~
; I g n m o nt s  of n u m e r i c a l  v a l ue s  to the

- r i  ton- i i f o i -  the  l5’~

T I n -  mi - i - n - -m t - nt  t i  hn 1 p m ’  i s  a:: o i l  oW - . Two m v  electrodes w i l l  be

-t - - -v i i ’ - - I t o  wt, i - l i  t l~~- - t i l t  - c t  w i l l  - i i - ! ;  i i , ’ f I i i c ’u ’  of  i’ i -b ; h and . The

- t t  i - - i r i -~~ b ’  t I ~ w i l l , in - i l - i  i t  i - i , be t - - g c  ;
~ 

- 1  wi I - i binocul ar vi ewin g

d e v i c e  i i i - !  i i  h - i i h in d  dry ‘ - I - - - t i - o t t o  t o  h i s  I or’ ’ -In - - i t t  which  w i l l  : a -n v , - as

a g i - o u n - I .  The , - h t ’ - t i ’o :!, ’;: wi 1 1. ’ : - i ’ ~~: ; : ; i  i” ’ ; - ’ ri ~ i t  ly e  so l i - i t  i t i  i c h c i  i ;:i—

fl- - t In
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V a n i ab  I t ’:; wh j o l t  , i f f  i’s t i n t e r —  m div  l i lua l d i l l  or ’i ’flees

1. Car - I l ao  F’ot ; i t i o n  [i J

2. Chest  Conf igu ra t ion [1]

d . k o l a t  lye Ott o ; ;  i t y  [1]

it .  Age [ii

V a ri a b le s  which  a f fe ct  i n t r o—  h i d  i v  i t u a l  ( I iHt ’n ’on ce ; ;

1. I ’ i go :;t  i an  [3]

2. Ro sp it - ati on [ L I ] ,  [7 ],  [114 1

3. B i s ’t in o  Sh i t t : :  [i t ]

Li . h x t - r si s c  [5], [6]

h c :i ot  io n [10], [ i i ] ,  [12] ,  [12 ]

i~ . h i - i t t ’:: [H], [91

7. P o s t  m r’ - [7 1

P i t -s n -  - I - [‘1 mc - - n,  - t -  t [ ‘  1

Table ‘- -7  V , i r i  i i - ! -  A f t - - t  I r c i ’, ECC~’ 5
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t ion wi l l  commence once a l l  three t -1 e c t r - od~-cc are ej re;;sed . The l imb lead

LOG between the  two hands will be cca;iq led at lOi~ -Is by a low speed ADC for

approximately 3 seconds to resor t 3 heart beat:-. The signal will be input

to an o n — l i n e  processor to i l - - n t  I f  y or no j e s t  I he sub lect .

In A 1- 1~ - rit ix B , w~- t i a v o  - t i n e - i - t v  - in to  I vse I ECG in regal’a to i ts ab i l i t y

to separate i n d i v i d u i i s  w i t h  the t t - j i t i i - Type I and Ii  ‘ ror rates and we

f i n d  as a resul t  that  the  ECG must  be at;;;igned a scorr r’ - 100 in the

separab i l i ty  c.i to go i -y .

In the category of technologic’dl feasibility, it remains only to

di scuss the dry electrodes we have r n- - i t t  ioned , is the a m p l i f i e r s  and other

p ieces of equi pment are “off-the--shelf” items. Two t yj a - ; :  of dry electrodes

have appeared in the l i ter a t u r e . One va r i e ty  makes use of a - - a r a ci t a t i v e

coupling in place of a resistive one [15]. The authors  report resul ts  equiv-

alent  or superior to convent iona l  r ’ , - ; i ; ; t i v e  e lect rodes .  Another  type of

dry electrode is s i m p ly  a s i ]  ver ol  e c t ro t o  a t t a c h o l through c i t - c u i  t ry  to

s i m u l t a n e o u s l y  m e asu r e , and hence - - - i n s et , ak i n I - i S  i : : tance  [16]. Neither

of these electrodes is , t o  o l i n  know1e tg~- , - uniui r’cial]v a v a i l ab l e , neverthe—

loss t i -  te - ’tin i i qt ic ’:; s u m w i l l  demons t i - m I  - - I  so ti i t to. - h ive evaluated the

¶ ‘ - c h r t n i ~~;’ L -a i  f - t  : i b i l i t v  i t  90.

‘[ h i -  co at  - v - i  lua t ion - i t  “got- ’,’ inc l i-to ;; 1ev,’ 1 o -n;”r;t , porch  ise and opec’ —

I c c  cos t . ~~ t -  - I s: t i -  t h ~~ t I n ’ -  I -v ’ ’ l m ~ i i t  5 0 : 1 5  would  be minima l . To

toi l - I  i t t - I  I - s t  ch e  c i r c u i t s  i r i v lv , ’ - t  in  the  dr y  c lec t ro : I , - c i r t -u i t  d i s i : t m c c s t ’d

i t o v- - I ] w u  i - I  r . - pi i r e  ~ , r - i~ : two we -k: ; of - -ti c’ i n - en it’ , t [so i r , - t  two weeks



of technician time . The ADO facili ty already exists. The purchase and

operating cost would largely be reduced to those costs associated wi th  the

pattern classif icat ion processor . This expense is common to all ident i f  i-

cation at tr ibutes.  We consequently rank the LOG at 90 in cost.

Speed of access is a bit of a problem for the ECO . Since one heart

beat is always required , the lower bound on the access time is approximately

one second . If si gnal to noise proves a problem , as it well mig ht in such a

non-laboratory environment as is here envisioned , then four heart beats w i l l

improve the si gnal to noise by a factor of two ; nine heart beats, factor

three , and so fo r th .  At the moment there is no reason to believe that more

than 3 seconds of data wi l l  be required , but the intrinsic 1 Hz rate of the

heart beat may represent a boundary at a later t ime . In recognition of this

fa:-t , we have assigned 90 points in the speed category .

The pene t r ab i l i t y  of our proposed ECG system is perhaps its weakest

sa i n t .  Any techni que involving electrodes as t ransducers  is subject  to the

following penetration strategy . A FM tape recording is made of the EOC of

an individual on the acd’ - l - t m n .e list. The tape recording is played back

I . ;-o a’l; t he p r o ct e r  ins l i n t - - i t ,  m t ; - In I ng dev ices  i n to  the electrodes . It

- ‘:ti,~ t h a t  the di ll’ ,’ way to - i v e  [ - i  ¶ b i n  p en etr al  [ t n  s t rat e gy  is to measure

- t b oi ’ i - i i ’,’::ical i t t r i h u t ’ - :; simul t -in eoti-:l ~~ . On the other hand , the tape

I t i ; ’ -f  - :  i t ,  iv i d u a l  ‘ s Pt ’]  w o u l d  r i a t lv r equire h i . ;  cooperation. We

- - - a i r - -  1 70 n t h e  P C I  in the -en - i c - - i t  j ;;; ‘ i t . ’g or y .

__ _I
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D. 18. OTHER TYPES OF CARDIOGRAPHY

There are several other cardiac diagnostic techniques which might be

considered useful for extracting personal attributes. All of the techniques

we shall mention subsequently are similar in that they measure fluid motion

and displacement produced by the beating heart.

Ballistocardiology (Starr and Noordergraof, 1967) employs the fact that

the momentum of the blood flowing toward the feet (or any other point of the

body) does not equal the momentum of the blood flowing in the opposite direc-

tion at every instant of time. To maintain the center of mass of the body

fixed , the remainder of the body moves in the opposite direction . The result-

ing motion is a complicated periodic function which is sensitive to heart

stroke, blood volume , timing of the heart valves, blood pressure, etc. The

ballistocardiac motions of the body can be observed by anyone standing on a

sensitive spring scale and has consequently been rediscovered more than once

in the history of medicine since J.W. Cordon produced the first ballistocar-

diogram (BCG) in 1877.

The ballistocardiogram is affected by many of the same variables listed

in Table D-7 for ECC ’s. According to Starr and Noordergraaf (1967) height,

weight, body volume, age, sex, respiration , digestion, drugs, and emotion are

all important considerations. Consequently, we may expect substantial inter-

individual dispersion, as in the case of ECO. Indeed , “Records of healthy

persons do show small differences from one another, and these differences are
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so characteristic that the senior author soon learned to identify his ‘friends

by a glance at their records” (Starr and Noordergraaf, 1967).

Although modern ballistocardiography requires the patient to lie on a

table with sensitive (usually air) bearings, a usable record may be obtained

from a subject in a vertical position. Building vibrations must be reckoned

with in the latter case as the amplitude of the motion is greatly reduced .

For the BOG employed as an entry access control, we envision an entry booth

with floor entirely composed of a bearing platform. The motion of the platform

must be damped to avoid initial oscillations when the subject enters the

booth. The mechanism must then be unlocked and rapidly brought to a sensitive

state .

For ballistocardiography, it has not been possible to find the detailed

inter- and intra-individual variation statistics similar to those employed for

evaluating EOG’s because of the relatively small number of institutions uti-

lizing the BOG. Nevertheless, it seems reasonable to argue from analogy with

ECO’s that the BOG should score 100 in the separability category.

In regard to user acceptability, we rote that the BCG requires no elec-

trodes. On the other hand , the subject will be forced to cooperate to the

extent of remaining motionless and perhaps hold his breath for the duration of

the measurement , several heartbeats at least.

To i-rL. ~te the BCG access control to the status of technologically

feasible requires a large modification of existing equipment to convert the
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presently available table devices into a platform. The locking mechanism

which will be engaged when the subject enters the access port and the mechan-

ism for adjusting the platform to equilibrium under the subject ’s weight

remain to be developed. We rate the BCG at 70 in the technological feasibil-

ity category.

The development cost of the BCG is apt to run into hundreds of thousands

of dollars since data collection will require purchase of a commercial BCG

unit. The purchase cost will also be much highei- than for ECG since the

contemplated unit would be a special production item . Operating costs appear

reasonable. We rate the BOG at 70 in the cost category.

It seems that the BOG access control technique may be expected to require

approximately 5 seconds. Two seconds are allotted for bringing the platform

to equilibrium and 3 seconds to record three heart beats. We rate the speed

category at 90.

The BOG is quite interesting in its impenetrabil i ty.  Suppose an intruder

builds a device capable of simulating the accelerations of a person on the

acceptance list. First of all, this would be a rather sophisticated device.

Secondly, the intruder would be forced to remove his own BCG signal from the

platform, perhaps by elevating himself off the floor by a rod attached between

the walls of the access port. We might expect such abnormal behavior to be

easily detectable. We rate the BOG at 90 in the penetrability category.
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Phonocardiology is simply electronically assisted auscultation. The

motion of the blood and the openings and closings of the heart valves produce

sounds which are picked up by a microphone attached by pressure to the chest .

Again, in relation to ECG, very little quantitative information is available

as to the variations found in the normal population. Two facts, however, are

pertinent. On the plus side we note that the phonocardiogram (PCG) contains

frequency components up to 1000 Hz so we might expect a higher dimensionality

of feature space than the ECG. The principal drawback of PCC is the sensi-

tivity of the record to placement of pickup microphone and to the acoustic

coupling achieved between microphone and chest. We recommend that the POG not

be utilized over the ECG due to the many variables which it seems difficult to

evaluate without further experimental data .

The same remark applies to an even greater extent to echocardiography and

displacement cardiography. Echocardiography employs ultrasound and records

the time-varying acoustic properties of the chest through the heart cycle.

Displacement cardiography likewise records the time varying velocity of the

heart and tissue of the chest in response to the cardiac cycles. The displace-

ment cardiograph utilizes an oscillating magnetic field and measures the

inductance changes produced by moving tissues. Both of these cardiographic

techniques would be quite sensitive to the position of the subject and rather

expensive to develop. Consequently , we feel that neither can be competitive

with EC and we eliminate them from consideration.
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D.19. QUESTION AND ANSWER (Q/A )  SYSTEMS

The system to be described here is derived in part from suggestions by

Martin f 1] in connection with computer terminal security procedures. As the

user signs on, the computer asks the user a sequence of personal questions.

Questions have been selected in such a way that only the authorized user knows

the correct answer, and which he is not likely to forget. (This will reduce

the tendency of some users to write down the correct answers in a diary or

notebook, where they might be stolen. This is a seriou.z. objection to the

usual passwords or security code.)

Martin gives the following examples of questions which might be employed :

“When is your wife’s birthday?, What is the first name of your grandmother?,

What is your Aunt Mary’s maiden name?” The computer selects a small number of

such questions from a larger number stored for that person. It need not ask

the same questions each time, so that another person could not obtain all the

correct responses by looking over his shoulder or tapping the telephone or

other linkage .

He concludes : “This sign-on procedure has the advantage of being easy to

use , but the disadvantage of being somewhat lengthy in operation. It does not

give a high degree of security if the questions are such that a persistent

intruder could find out the answers to them, as with the first two questions

above.”
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The advantages to a question-and-answer ( Q/A )  system would be the fol-

lowing:

1. The user is not required to carry any objects , such as keys or cards,

which might be lost or stolen .

2. The correct responses are easily remembered , in contrast with number

sequences or code words.

3. “Off- the-shelf” equipment , in the form of inexpensive alphanumeric

terminals, is readily available at a low price.

Disadvantages, as noted by Martin, include the “somewhat lengthy” time

required for entry, and the possibility that a persistent intruder may be able

to obtain the answers to some personal questions.

In addition, the following objections should be considered : if a large

number of questions are to be available to the system, the storage require-

ments may become excessive. A Q/A system may also encounter resistence from

personnel who may feel that personal privacy is being invaded. (For example ,

a request for the names of relatives may reveal ethnic origins which the

individual properly feels are irrelevant to his employment.)

The purpose of the following discussion is to show that these objections

can easily be met by a Q/A system.
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It is important to emphasize , first , that individual memory uniquely

identifies an individual (Locke , 1653) . If it is correct to say that no two

persons have the same set of memories, however, it is essential to establish

some sort of behavioral criterion for determining whether individual A actu-

ally possesses the set of memories which he claims.

The problem is a non-trivial one in many legal applications, where it is

essential to establish, for example, that a claimant is actually the missing

heir. Childhood memories may be sufficient to establish the claimant’s

identity.

For the purposes of personal identity verification , however, two con-

straints will pose serious problems:

First, the limited storage capacity of any reasonable computer-based

system will require that the system use only a very limited number of ques-

tions, which must further be restricted to those which can be checked by the

machine. (This would eliminate, for example, a qualitative description of the

individual ’s childhood home, for which the data would be far too rich for

effective machine storage and checking.)

Second, another person, who may be assumed to be a persistent, .aalicious

intruder, may be able to memorize enough facts about the person to be able to

answer a sufficient number of questions correctly.
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Thus, while it is undoubtedly true that an individual ’s memories are

unique, it is not true that an individual ’s behavioral responses cannot be

imitated by another person .

The system to be described here is intended to meet the preceding objec-

tions .

A very simple terminal would be sufficient for the Q/A system, consisting

of a keyboard with alphanumeric characters, a visible display, and a non-

volatile random-access memory. Because of the relatively high cost of CRT

displays, it may be suggested that a single line of LED characters be employed.

However, for cost comparison purposes, a small CRT is used (below).

Memory requirements could be reduced significantly if personnel carried

magnetically-encoded cards. Such cards would include correct answers to a

variety of questions, which would be sufficient to identify the person author-

ized to carry the card. However, the use of cards would violate one of the

constraints imposed upon the identity verification system, and other means

would be required for storage of verification data.

it i3 proposed that a very limited number of questions be stored , and

that the questions be modified at each entry. Thus, the data for any individ-

ual person will be changing constantly , reducing the likelihood that a persis-

tent intruder will be able to memorize a set of correct responses.
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The proposed dialogue might take the following form :

NAME ? CLIDE SAMUELS

DOG’S NAME ? BARKLEY

MOTHER ’S FIRST NAME ? BETTY

ENTER FATHER’S FIRST NAME DICK

PASS

The first entry is used to ret.c’ieve records concerning the named person.

If no such name appears in the file of cleared persons, admission is denied

and an alarm sounds.

The next two entries are retrieved at random from the individual’s

records. These are stored as pairs of questions and responses. Further

research will be required to determine an ideal number of pairs to be stored;

for the purposes of this description , we may suppose that about ten Q/A pairs

are stored for each individual on an inexpensive random-access device within

the secure area. If a mismatch is detected , an alarm sounds.

Finally, the system requests a new entry , father’s first name . This is a

random selection from a stored list of possible queries , and it is used to

replace one of the Q/A pairs already appearing in the individual record . The

new pair will be available for identification for subsequent entries.

To avoid the problems of personal privacy mentioned earlier, and to make

it much more difficult for imposters to obtain the correct responses, it
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should be made clear to users that they need not tell the truth in their

initial answers. The unmarried person may , for example, tell the system that

her spouse’s name is PRINCE CHARMING . The only requirement of the system will

be that she uses the same response whenever the system asks for her spouse ’s

name. In this way, no person would ever be required to enter information

which he or she regarded as a potential invasion of personal privacy.

An additional advantage to this procedure would be that a potential

intruder could not possibly discover the correct responses for any individual ,

since no one other than the individual would know those responses. (It is

assumed that hardware storage devices and connecting cables are maintained in

a vaulted area.)

For the purpose of cost comparison with other personnel varificat ion

systems, a relatively small computer terminal is described in the attachment .

The cost of this equipment is in the $1,000 to $2,000 range. Since it incor-

porates a small CRT screen, which is a relatively expensive item , the cost of

this terminal may be regarded as higher than that of one which includes a less

sophisticated form of display . However, an advantage to this terminal is the

ability to display complete instructions for the novice user, messages in case

-~f user error, etc . In addition , since it is rack-mountable, it may be made

relatively secure against tampering by mounting it into the wall of a passage-

way near the secured entrance .

It is reasonable to estimate that time required for the use of this ~~‘A

system will be less than 30 seconds for the experienced user (who does not
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require initial instructions and is familiar with terminal operation.) For

such a user, the time involved will be the time required to type four or five

words in response to system queries.

It is expected that the Q/A system will easily meet requirements for Type

I and Type II errors .

In estimating the probability that an intruder is capable of guessing the

correct reply to a query, it is necessary to select a typical query ; probabil-

ities will vary somewhat with the type of query. Consider the query MOTHER’S

FIRST NAME ? Webster ’s New World Dictionary lists approximately 400 women ’s

names under the heading “Common Given Names ,” without including variant

spellings. Although no distribution data is included , it is reasonable to

suppose that a person who guessed the most common name on the list would have

no more than 1 chance in 100 of being correct. This chance would be consider-

ably reduced if users were encouraged to substitute mythical names for their

mothers; strange or exotic names would be much more difficult to guess.

If n questions are asked , the probability of guessing all n questions

correctly will be lOO~~
i . Thus the probability that an unauthorized intruder

woulu guess three questions correctly would be lO
_6

.

The likelihood that an authorized person will enter an incorrect response

is also quite small. If the terminal is mounted in such a position that only

trie user can see the display , it should be possible to echo the user’s entries

as they are keyed in. The user will thus be able to proofread his entry
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before entering it into the system , which will mean that typing errors will be

infrequent. The only possible source of error will thus be the result of the

user ’s forgetting the correct response. Since questions will deal with very

familiar material, this likelihood is quite low.

There is an obvious risk that a person who is cleared for a particular

area may reveal information to an uncleared person, thereby permitting him to

penetrate the security system.

Although such a possiblity obviously exists for a Q/A system , it is no

greater than the risk that cleared person will reveal classified informa-

tion to an unauthorized person . The whole existence of clearance procedures

is founded upon the assumption that a cleared person will not reveal classi-

fied information (within limits of risk which are narrower as the clearance

level is h igher) .

It is important to emphasize th is  point . If a person holding a security

clearance were to reveal the correct responses to the Q/A system to an

unauthorized person , he would be gu i l ty  of revealing classif ied information

and would be prosecutable under appropriate regulations.  Moreover , he would

be very likely to be ident i f ied  as the guilty p a r t y ,  since onl y he would have

known the particular responses which were revealed .

Under these conditions , the risk of penetration of the Q/A system is no

greater than the risk that any cleared person will reveal classified informa-

tion to an unauthorized person . Moreover, the risk that an unauthorized
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person will be able to obtain the memorized response-; to the 0/A system is

considerably lower than the ri sk that he will be able to mak e voice record ings ,

to duplicate fingerprints, or to obtain other surro~’ates required to penetrate

systemr- which depend on physical characteristics.
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P . 0 . T Y I ’ L N C  STYLE - KEY SEQUENCE TIMING

Ty l - i c a l  accesc securi ty methods o f ten  r equ i re  the  subjec t  to state

h~~ ide::: ii v. It seems quite reasonable that the cucrent project will

do the same and tha t  the  statement will he made via keyboard to be

machine accessed .

The hypothesis of this proposal is that measurable differences in

the speeds w h i c h  occur dur H,’, typing can he used to verify the stated

identity.

A pr imw’v advantage to th i s  method is that  l i t t l e  or no -e ld it io i ;- : l

h~irdw,ir~- is recuired and the software is ve:-v sm o te .  Data c o l l e c t i o n

is i m s L - 1 - n i e r ; t ’d by code w h i c h  intercepts signals from the terminal

(k”-Jssir-~) and extracts tic n~ information . The pas~~’d en to

nci-ns] oi’ocess in s  u n c h an fe d .

Pr- -1imin~u-- ,’ ~-~ td  co~ I~~~ should requir’ - ~-o~~-~~1’c 1 m:1n -’week ts

-nt or ~ r-sug~- J  V 1 week ~n r-  coil -c t ion .

Prefl - . i r - e - ,’ ~- ‘:j1u~ t i-er;

1. Se: 11 t~ — r;hri-ewr: s r i  i l  ~~ s-coI:ies available. The ~ -e-t

t~~-it teiers-n he~- c~ n h-e J s t n ; u i : h ~-~ by t~~~- i r -  :- or t  i cu l a r

st--le , t~ ie so— c- i~ i ’~:1 ‘~~ist ,’’ w h i c h  cu-~t be t L m i n r

4
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characterist ics plus the recogni t ion  of personal cadence and

habits  in typ ing supports an expectation of ent irely sufficient

separabil i ty.  Rate (t en t a t i ve ) 50.

2. Acceptabi l i ty  — rates 100 i f  a s ta tement  of i d e n t i t y  via

keyboard is assumed . Perhaps only 90 if special keyboard

ac t iv i ty  is requi red .

3. Equi pment - assuming s ta tement  of i den t i t y , no addi t ional

equipment should be required . Rates 100.

4 . Cost - it is not clear how to ~‘iv e  a relat ive ra t ing to cost

her e but , as mentioned in the description of initial implemen-

t a t ion , cost should he q u i te  low. Rat ing  85.

5. Speed — no delay is caused the s u hie c t . Ana lys i s  should

certainly be within 3 - ; e c e O - I 5 .  Rat in :~ 100.

6. P e n e t r a b i l i ty  — a h - v i c e  ~~~r ; - - n - - t r - i t i n f  t h i s  method has

been su~~~ested , an - t : : - o ’ ,- of so lenoids  p 1 aced e’-n--r the key board

and dr iv e n  by a r e c o : - ( I i n f  t t h -: 0; ’ r person ’s - i s t  i vit y .

R a t i n g  50.

A program ha - ;  been w r i t t ’:i t e  r’u;i on the PhE 11/45 which measures

tTh~- t ime  delay between k trcke - on the console.  T h i s  program has
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been used to gather statistics which would permit a tentative evaluation

c-f the  consistency and uni queness of an ind iv idua l ’s typ ing sty le. It

was considered most likely that , if any repea tabl e pa tt ern were to exi st

at all , it would be most strongly displayed when the subject typed a

familiar character string such as his name . Five subjects were cequested

to type their names and the names of the other individuals taking the

test. The results for the typing of the name “David Bennett” by David

Bennett are tabulated in Table D-8. The first column of the table gives

the adjacent character pairs in th e name . The second column gives the

time delay (units 5 milliseconds) mean and s tandard  deviation for the

suh~ ect on day A , the second column g ives these  :o~rnl -r-s for David

Bennett on day B two weeks later. This data shows that the pattern of

the suhiect ’s typing remains rather constant over two weeks. In Table

we show the  results of an imposter  t yp ing the  name “David  Bennet t . ”

Final ly , Table i~-1O g ves the mean delays for f i v e  su t ;~~( -ct s  typ ing

“David Bennett. ” Table P-lO also lists the standard deviations of the

;--uHects (~~n t e rin d iv id u a l  v a r i at i o n ) m u l t is l i e d  to  conv~r~ ) an

equivalent un~~form distribution . The b etwe en-sub~ ect v-.~ria t io~,, 
~B

’ ~~

consistently lar-~ er than the within subject variation , O~~~. In fact , the

c-eo n o~ 0~~- o ~ is 4 .08. Assuming tha t  there are ty ;  i c a l iv  10 character

- in a n -v:; , we comr-i l e  the -
- - - st incited Pyre  I and I I  ‘ri -or- rates

~ iven in Table D — l l .  (R e f e r  to A p p en d i x  A ) .

D-1l8 
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Trials of Day A Trials of Day B

Mean Standard Devia t ion  Mean Standard Devia t ion

DA 25 8.12 2 ’~ 2 . 67

AV 26 7 .61 ~‘2 6 .67

VI 29 10.13 26 3 .65

ID 43 6.10 142 Lii

D 56 18. 142 43 7. 76

B 146 23. 7 44 7 . 7 0

BE 20 3 .35 25 1. 78

EN 25 3 .39  25 6. 73

NM 31 1.10 31 .85

NE 28 11.26 20 3 .44

ET 26 7 .76 26 3 .93

TT 33 5 . 2 6  33 14 .66

Table D-8 David  Bennet t  : y p ir- .r “~ n v i d  Benne t t ”

_ _ _  
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I

Trials of Day A P r - l i  1:-  -e i  5-c. ’ B

Mean Standard I i ’ ~~ia t ion ~ - t : ;  : - i n 1 : ’ - ~ P’ - v i a t  Pe~i

bA 18 2 .82  20 1.63

AV L~7 8.85 27 7.77

VT 73 o~~59 7 1 15.7€ -

l i ~ t314 17 .3 55 3. 79

D 72 8 . 2  p _
- I  11.65

B 69 20 .36  70 I~~.21

BE 19 2 . 2 9  
. 

.~~~ 4 .73

EN 90 37.36 70 . 32

N~; 32 7.10 :~n 7 .82

NP 142 22.t~~ 36 .5

PT 38 11.15 Lp f l  7 . e

TT 39 19. 1-2 7€ -

Tab ]-- p— q Imposter  T’v ; - i r i s  ‘‘2 -ivi I 7 - i n -

D-l20
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Subject  1 S u b je c t  2 Subject  3 ~~~~~ -ij t 4 ?u h j - ct  5

DA 77 56 145 18 25 27.12

AV 39 93 149 42 20 46 .58

VI 26 73 55 68 79 37.67

ID 38 88 52 54 41 33 .99

D 52 120 36 72 83 55.18

B 57 136 106 83 46 63.38

BE 47 67 55 19 20 36.82

EN 32 121 62 90 25 69 .28

NM 29 ‘48 27 32 31 14 .50

NE 40 73 38 42 28 29 .50

ET 49 83 ‘+ 5 38 26 37 .03

TT 31 45 35 3q 9 .68

Table D—l0 Fivt .’ Subje ct;: Typing “David Bennett ”

D—12 1
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Tolerance Parameter E
1

k

1. —~ — . 004 5%

2 . 0  — .0 8%

2 . 5  12%

2 . 8 28 1 4 . 6~- 2 . 6 5

Table f l - il  P .’: I - m l  I I  i-i- :- ]-~a~ e :  for A 10 and oW 4 .08
GB

D— 172

_ _ _  ~~~~~~~—-



w

P.21. LIPS

Lip p r i n t s  consis t  ins, of l ab ia l  wr ink l e ; ;  , i ,~I t ’ roovt-:; I , , iv ’ bt t ::

d l v  ided in to  8 t v 1t t - ; ;  by m d  iv i d u , i l  q u a i l  -escei v t o -  p e i - s - e r i m i ident  if I

it~n [ii  . Mt-reever , there Wa;; found to be an m d  i v  i - I u , I  spec i t  Ic  I ty

in the  morp hology of the l i p  t ’r e e v t - ; ;  . in  a s t a t- it - of 107 ‘ - m i  1- en , no

~-n~’ ind iv idual  h a d  the  simi ’ l i p  t ’, roev~- - - i t t  - - i - n - i -.; any  ot t i t - :’ . h i s  p r i n t s

w~-r~- taken in the same manner as f i ng- :-: t - i ; i t  s U : ;  ing i 1 I - ; ; t  i s P  or other

removahL: ee;-;im-t ft on the 1 i ps.  Li.p I - I- Ut; ; t, - iild , i I  so he t ,ik’’n by

:t; ~’t osri l -ll\- ot  a m a g n i f i e d  TV cain - ri . hi i-l i : ; -  o~ ihtO i nd i - ;i d ua l s  w s l - e

take:; and four.d to he d i t  t t ~ t - -  U t  . I - i - l i t  5 01 18 i - i i i ’ s - t unovular

t w i n s  iiid i n:t - t h at  l i p  p r i n t s  ot  t w i n . ~- x l  i c i ly  a l R e  in - I  t h ~-i r

oh . mr - i - - t er- i - - I - ; i t -  i nhic r  ted e i t  h~- r 1 ;  i: I I i -  - i t  i t !  - oi-  cit - :  - : ‘ . A ; t i i l y

o 1 i ~~T ’ ; i t  q -v- - i - t i rue WO: he i ;; ~ - - - l i l t  I Ut ii ; 1070 hut  I he ‘: ui t ; -

i! il- -I , - t

‘Ii I - c i t - i  - - hiol 1; : i - -p :;. - - i : ; i l - ! -  j~~~e - no i- i i - i t  i n  ;~ t ’’ - - - , m l

i t t ;  l t - ; n t - . ; i - I - - ; , :  i :  - - t i ’ i ; .  ] ;  0 j e k  - i ; w i: - -;; I - - s  ;i ~~t - n t hut is

it~ cii I t - e  it ~ i i ’ - . ‘ l s -  - -i -i- - I  i t  ion  - i an i i i - I i v i - 1 , , i i ’ ;; li p ; -r i ;it: - s i l I

Is- ;‘ it clo t in ,i P .1 i i i  mann -~ i t - - ; ; - :  i : ; 1  n .  ;‘n -  ui - - I  l i - - I  may h~- t o

L IV ’ - .‘ is h 1 1 1  i v  - - i i  I - - ,i e I - - . is e l - i  ni si - i t e ( I i c - . I !  - i n’ 1 1: - - t I K or

- - - ‘ ‘ - t I i .  - ( i t  : i - — t  w- i i  - i i  ~ 1 - 
-

-
~~ . Ti : - i H - - — i  -o ;n I I  t l ; n  be

In t o  ) hi;; i l - - I  I I p -r’  in ’ 1-v tV - - en - r i n - t i ll I si I I - -i , ot t l ;  new 1 i p

- ii - i s i  I :  ‘ ‘ h - - e r -  I ’  i t - i  I .

I )— I .~ 
—



I a  i iii i ri t i ’  - a l l  gr imeri t e t t 1, ’ - 1 i~ ; - n - i n !  - - i:i 1 i i i ;  i rii ~- : - :e I l it -

ime , ‘V v i e  r ~ - - i ; h t I - t i - I  the indi ’-idual i’

ii I i ; I n o h i s  I I - i n ’  ‘ - r n. - - -r i s  1;~ I -n - i IV rn -en I t  - e’ rs; I:; ’ tin e

O!’ip ’ifldl I~~ ‘1 ~‘l ;~ 0 ove r I iv.
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Body movements and unnecessary oral discussion by the subject have

disturbing effects on the tests. Data in 4000 cases is available.
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D.23. HUMAN BODY TRANSFER FUNCTION

The physiological and psychological uniqueness of one person from another

has probably always been evident to man. From the earliest evidences of art

we see a careful depiction of the variations in human form.

One of the basic questions in medicine , for example, is how does man as

an individual respond to various external stimuli. For example, the human

body ’s response to vibration . The answer to that question is just, beginning

to be realized, however, the essence of today ’s solutions goes back to

research begun in 1862. In that year Dr. Maurice Raynaud wrote an MD thesis

describing the symptoms and probable origin of a disease effecting the extrem-

ities. As he described “ .. persons, who are normally females, see under the

least stimulus, sometime without appreciable causes , one or many fingers

becoming pale and cold at once.” The disease , then known as “dead fingers”,

was later given the name Raynaud ’s phenomenon , and it was at that time thought

to be largely hereditary in origin .

By the end of the nineteenth century , other conditions giving rise to

Raynaud ’s disease were recognized. The increased technology at the turn of

the century allowed the production of many new hand-held vibrating tools, such

as the pneumatic drill. The vibration induced by these tools had , under

certain conditions , effects similar to those described by Dr. Raynaud. It was

further found that the disease tends to be permanent unless only slight damage

has been inflicted on the fingers.
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The level of vibration at which damage is produced in the hand as well as

which causes general discomfort and loss of efficiency is difficult to deter-

mine. The ISO (International Organization for Standardization ) has done much

to try to determine what are the acceptable limits of vibration intensity and

duration with respect to frequency. Attempts to mathematically predict how

man will react to certain vibrations have, for the most part , rested upon the

ability to accurately model the human body. In particular, to model it as a

linear discrete or continuous mechanical system.

Research El] has shown that for some frequencies , the human body can be

modeled as a linear, lumped parameter (discrete) system. This is important

since it now enables us to apply much of the well formulated linear systems

theory to the analysis of human body response. Lumped mechanical systems are

composed of springs, masses and dampers. The parameters do not vary with time

and behave in a linear manner. In Figure D-12 there is illustrated a simple

discrete , one degree-of-freedom system.

Then, if the system is excited by a function , F(t), it has a response ,

x(t), which is completely determined by the system characteristics. If the

variables , F(t) and x(t), are transferred from the time or t domain to the s

~onain ~ get (for initial conditions equal to zero)

X(s) ‘F (s) 

~~~~~~~~~~~~~~~ -- - —~~~~~~~~~~~~~
- - ‘ - -
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where C(s) is the system transfer function. Further , for sjw (where 
~

and w = radian frequency ) we can re-express the transfer function in terms of

frequency as

C ( j w )  X ( j w ) / F (j w ) .

This equation expresses the complex frequency response of the system in terms

of the ratio of displacement to force. Expressions , similar in concept may

express system characteristics in terms of ratios of force-to-velocity or

force-to-acceleration . Hence in a real application we may attach transducers

to body segments which ei ther  measure displacement, velocity, or’ acceleration .

An example is offered . Suppose a displacement-measuring transducer is

att3ched to an individual ’ s arm . The arm would then be excited by a sinusoid

of vary ing frequency; the ratio of ou~ put to input would be recorded , and the

phase angle measured. Then , with all this necessary information g iven , the

t ransfer  funct ion for the arm would he synthesized.  From the following data

we can construct a Bode plot (Figure 7- 13) from which the transfer  function

2 ( 5 )  can be found . The slopes of the plot of ou tput / input  vs. frequency can

:rovije information as to the type of terms present in the t ransfer  funct ion .

rad/ sec Output / input  ( d B )  Phase lag (between
output and input )

.1 111 .9 _ l~1l .2

.2  13.6  — 112.3

.5 4.I~ —137 .0
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1.0 — 6 . 0 2  —180.0

2 .0  — 2 0 . 0  —223 .1

5.0 -41.914 -24 7.8

10.0 — 6 0 . 0  — 2 5 8 . 7

From the accompanying Bode plot the following transfer funct ion was deter-

mined.

C(s) = 
2 

1

s(s + l .96s + 1)

A very popular vibration test , emp loyed quite extensively, provides

information similar to that given in the examp le. The procedure is known as

the sweep ing sine wave test. The individual  to be tested , at the security

area , would probably be seated in a chair with his hand resting comfortably on

a glass or inetalic plate of known mass. A “vibration machine ” would then

excite the hand via the plate. As the frequency of vibration ~as swept from

some low limit to a high limit , the output of the transducers coupled to the

plate and hand would be recorded . Then the output-to-input ratio and fre-

quericy information would be sent to a logic device . At this point the logic

cisy compute the t ransfer  funct ion  and compare the computed function to the

known , stored one , or it may extract various features from the stored data

(output , input , and frequency). One feature , for example , might be the

location , in frequency , of resonant conditions.
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User acceptability of a vibration-inducing security system will be

heavily influenced by the discomfort and apprehension generated by the vibra-

tion and test equ ipment . For transfer function measurements of the hand-arm ,

a p late and attached transducer could be used , without requiring the user to

don any electrical hardware . This would probably be acceptable. The ampli-

tude of vibration could be troublesome if it is too large. This may cause

discomfort. Testing would probably have to be done to determine what ampli-

tudes of vibration are acceptable to a wide range of people. Essentially, if

the hand-arm system is employed , user apprehension and discomfort should be in

an acceptable range. User acceptability is rated 90.

The effect ive implementation of any identification system relies heavily

on the availability of the necessary measurement devices. Equipment to be

used in body transfer function measurements could essentially be selected from

“state-of-the-art” vibration test hardware. Equipment development in vibra-

tion testing has kept pace with the demands of many fields , hence , there is a

wide assortment of highly accurate , relatively inexpensive hardware available .

Most , if not all , of the equi pment needed in a body transfer function security

sy stem would be of the “of f - the-shelf” type so there should be little need for

any extensive equipment modification or development . This type of security

system should be technically very feasible, hence , is rated 100 in that area.

It is a reasonable assumption that the human response to vibration will

be a function of not only the body characteristics I it also of certain test

conditions. The variables involved may be grouped as extrinsic and intrinsic

features depending on whether they are characteristic of the vibrational input
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or the human body. Some extr insic  variables [2] a f fec t ing  the vibration

response of the bod y are the

1. Frequency range of vibratimn

2 .  Ampl i tude  of v ibra t ion

3. Tin e hi- ;t -oi’v of \‘ibration

4. Direct ion of vjlc-;’3tic- r;

~ Point of application of vibrat~ ~n

6. Interacti on between the bod y C i  ‘i~~l - i ” 1t  j o n t  input

7 . I ff ec t  of cloth i n~’,, etc .

This l and—ai m system , for ex in i le , - cni-i I - c sul-  ~ected to vibrational f recuen—

cies that  o f fe r  the best o p p o r t u n i ty  of leternining uniqueness Letween m di-

v lua l s .  ~ .J. ~‘- -i - i f f i n  [2 ]  has stated that  “I t  would appear to be a reasonable

:--ro ; osi t ion  tha t  resonances at 1- igher frequer.cies are hi ghly characteristic of

an individual  such that even when a pa rt icular f requency has a significant

effect on one subject , there is frequently no such overall effect for a group

of sub jec t s . ” Let us pursue this observation further. One researcher , James

‘tt  [3],  has at en ted  an “individual identification apparatus and method using

f r c Iuer ~cy re;- -onne. ” He has essent ial ly used spectral informat ion from 900 Hz

to i~t00 H z.  To measure the vibrational  response of the hand-arm he attaches a

transducer  to the “k in  in the immediate area of the ulna bone . This may be a

s - , i - -ce of - ; i , -rc i f . I  mt  ‘,‘- m r i -c i i i l i t v  im the vibration measurement for as Suggs

I~.1 has po inte l out , “ f l ecaus e  of tl-v’ resiliency of the skinx and muscle ,

sur face  attas’tiuc - ’cr, t of v ib ra t ion  transducers is not feasible except in the low

f r e q u e n c y  range ( t-J ;ranam and Suggs , l c i E g ) .  For hi gher frequency observations

Il_ 1 31;
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it is desirable to attach transducers directly to the bone.” It is desirable

to measure transmission through the bone because it is the most rigid tissue

of the arm . Bone attachments are obviously, however, impractical in an iden-

tification system.

What we are saying then is that although an individual ’s response to

vibrational frequencies above 900 Hz (or so) may be unique, the ability to

reliably and consistently obtain this information may be seriously impaired by

the inability to directly measure it.

The other extrinisc factors are important but to some degree can be

reliably controlled. For example , the dynamic response of the hand—arm is

11’ ‘ ‘ to be quite different along different axes. However, we can solve the

problem by measuring vibration response along only one axis (most likely the

longitudinal).

The intrinsic variables are probably most responsible for the variablity

in response between individuals. Some of the more significant intrinsic

factors are

1. Body size (wei ght , hei ght , e t c . )

2.  Posture or physical peculiarities (deformit ies)

3. Body tension

Body posture ‘;zould probably be most influential in  whole Lndv ,“-s -,

measurements (not the hand—arm). However , wh~it of body size? We ~now ~b 3 t
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body size may , in whole body tests especially, ef fec t  the dynamic character-

istics of the vibration source, but for the hand-arm , this type of effect

shouJ.d not be significant. What body size may be most indicative of is the

mass of the bone, muscle and other tissue for each individual. Hence, because

these components of the body will, to some degree, always be unique to each

person, the response of the hand-arm , for example , should be somewhat unique

for each subject . Zaveri and Phil [5] have shown the response characteristics

c f  two people to be uniquely different. One person weighed 55 kg and the

other 80 kg and both were subjected to the same test conditions.

Body tension can also effect  the transmission of vibration to the body.

For example , tests [5] conducted in which subjects were required to hold a

vibrating handle showed that the amount of grip pressure was directly rela ted

to the force transmitted through the arm . For tests measuring mechanical

impedance ( fo rce /ve loc i ty) ,  there was an increase in the impedance for higher

grip forces.

In conclusion , the dynamic response characteristics of the hand—arm or’,

for tha t fact, bod y segments in general are probably dependan t on the basic

‘Ssy: iolog ic~~l character is t ics  of the individual  as well as the psychological

~a ct s~’s which  con 1:. : l-~~’ncc t h o r n .  The masses of individual arms will be

- d i f f e r e n t ; subjects  will on any g iven day be tense or relaxed , or the muscles

s oy  Le s t r ’e tch - . or i unche I f~ - - some previous physical  ac t iv i ty .  Hence ,

tscre are ico n’ .’ yes’,’ i s ; - c r t a n t  and i n f l u e n t i a l  factors e f f ec t i ng  the reliabil-

ity with which a sec;~rity system , using body transfer function information ,
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can operate at. There is no available inform ation nor data available in

sufficient quantity which would enable us to predict either the Type I or II

error rates. For separability, we rate the attribute 60 , primaril y because of

the degree of variablity which the user can input to the system.
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D. 24 . FINQERN AIL AND TOENAIL STRIATIONS

The examination of nail samples has been shown to be an important

criminological tool in recent years. Like the patterned “friction skin ”

of the hands and feet , the longitudinal striations ( grooves) of the nails

apparently do not change with age , and in many criminal cases have

afforded a means of establ ish ing the gu ilt or innocence of a suspect [1,2] .

However , permanent disfigurement of the nai ls  can result from a serious

injury or disease. The striation process is caused by the nails being

“extruded” over parallel ridges on the nail bed during growth. These

ridges are suff ic ient ly  numerous and randomly distr ibuted to preclude

the existence of two identical striation patterns , thus providing a

means of personal ident i f icat ion. Fingernail samples acquired from the

same subject over a period of ten years did not show any marked

variation [2].

Inasmuch as the striations of the lower, concave surfaces of the

nails are more pronounced than those observed in vivo , known studies

have required the removal of at least a portion of the nail , usually

a clipp ing. The undersides of specimens are preferred also because they

are somewhat protected from damaging wear and injury during the ir

l i fe t ime. On the average , the spacing of the s t r iat ions  is of the

order of .1 mm , so that approximately 100 lines per nail  are available

for comparison [3].
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Three methods of preparing specimens are currently in use. The

first involves simply flattening them in -i press after cleaning . Two

na i l s  at a t ime are then viewed under a comparison microscope at 2 14-52

t imes m a g n i f i c a t i o n . The second method is designed to increase the

re ; ;o lu t ion  through the  use of a met a l i z i n g  step t hat dramat ical ly

in; Sove the contrast between the  s t ria t ions  when examined by microscope .

The t h i rd  method produces color i iua ~’os of nai ls  placed between two

s1e~’ts of cro ;;se3 l inear polarized mat e r i a l  and observed under a comparison

microscope.  No known techn i ut ’ f -i ’ - ; t u d v i n g  the nai ls  in vivo have been

developed.

The r i -osp~- c t s  I L’S e s t a b l ish in g  a personal i d e n t i f i c a t i o n  system

based on the  nai ls , preferahl ’i t 1~ fiii - , - ; i ils , appear to be promising,

provL1~-d tha t  a suitable means of m~si run’ing the stiiations be devised.

TI’ii ;; mi~ ht entail aLp lyirnG 1 t - - m i - o , s i l -v  c k ~t ing to t } i c-  na i l  as art of a

i -h -~t - ,~ro;-hic techni-1u- , or d ov - - io ing a hi gh i v o c u - ;  i t  iv e  t ransducer  for

det’ ct ing the occui-r- ’ uct - of th’- ; t r - i i t  ion 1 t - i k ; ; .  Such an instrument

could ‘;hen be ii s d  to ox arnine a n-~ i1 in much the  i-ant; manner as a UPC

i I’ c m ; ;  a 1- ii’ co-i , .

,‘is  c- -r i d ’ ; , the  t ;-~ i i i ;o  I i - : i l  -as 11 1 it-; of measur ing  na i l

I ms h i s  I ’s - i ;  a ; ;i , ’ n - I  - i score u t  60. The a r i I - i l i t y  and

S ~O - ’ ’~ - i t - - ‘ ‘ i-s h ;-i- r~ h 100 o i n t ; , l u t  less than  t~~t- :i 1

C’ ‘ i t 1 ’ ;  ic- 5’,’ ‘ - - -  - - - - u I - I  1 .- 1 i I ~ i - it ~~t el , s i n c e  women us - i ’ , ;

w aid Li’ : r o h i b i t e d  i - r n  - - I ;  1, - i n ’  i s i l l  ; l i s h .  Also , the  p o s s i b i l i t y  of
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an intr uder wearing counterfeit or stolen nails would render the system

vulnerable to penetration.

In summary, nail striat ions appear to offer an attractive alterna t ive

to presently accepted criteria for personal identifications. But because

it is not feasible for clippings to be taken each time a subject is to

be screened , current methods of analysis are inadequate. It is felt

that f urther research is needed to ascertain the viab ility of a personal

identification system based on the nails.
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D.25.  ULTRASONICS FOR HAND BONE STRUCTURE

The arrangement of bones in the hand can be observed easily via

x-rays . Ultrasonic techniques coupled wi th  laser imaging have been used

to see f ine  skelctal detail in a l iv ing f ish [1). Be replacing the

optical imaging arrangement with an array of ultrasonic sensors , an

arbitrarily f ine digital image (up to sonic wavelength resolution ) should

be produced.

The primary feature measured is the relative locations of finger

jo in t s  because they are fairly regular and will  show up more clearly than

other features . Features such as shapes of finger bones , placement of 4

palm or wrist bones all involve much more complexity and potential

interference than jus t  fingers and so would be ignored .

Prel iminary evaluation :

1. Separabil i ty - the variations in the measured feature are seen

to be r ich  by s imp le observation so separability should be

adequate even after the requisite data scaling and orientation .

2. Acceptab i l i ty  - the subject will get a wet hand or will have to

insert the hand into a possibly threatening dev ice . It is

poss ible that he will heaç noise indicat ing ultrasonic ac t iv i ty

which  may also be a deterrent .

D_ lL4 5
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3 . Equi pment no comp lete device as required here is known to

he readily avai lable  but all nece~ s~try compoii ’nts are e i ther

“o f f - t h e - s h e l f ”  or easily constructed .

4. Cost — a nearly comp lete ou tf i t is required , at least in proto-

type form, even to gather Phase II data. Since this is con-

sidered a development cost , this factor rate.; about 30.

5 .  Speed - Rates 95 . Di g i t i z a t ion of the sensor output , scaling,

orientation , and filtering (to leave only joint locations)

should be on the  o rde r  of m i l l i s econds .  In all , 12 items

of numeric data will then be compared to the data base. Time

should be well w i t h i n  10 seconds even for a larger insta l la t ion.

6. Penetrability - dup lication , to the ~xi ’~ c;ted resolution of th is

system , of the  in te rna l  s t ruc tu re  of a par t icular  person ’s

hand would be er;’t’ciallv costly and difficult for an adversary

so the ratins is about 80.
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Cardiograms ut Thirty Subjec~
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TOWARD AN AUT0M ~ TI C EXTRA C T I P~ f l~

H A N 3 P R I N T  ~~ A P ~~~:.~i:.

Measurements  e x t i - .i ~~~~~~ hand ~‘ • oro’ yV V , ( - r - ises on I n~’~ r~ - and

p a l m )  ind ica te  -;i , - n i f  I . .n ~ o t , -:~t ia1  for  a solli I th ’~ ident i ,

f i c a t i o n  problem . The bulk r ,f th . e f f - - r t  i n  ~h i - area t -  - . L~te h.1 . ~~n~~i n t e ’~

of analysis of  hand geometry , s e 1 , c t I ~~r -f  -~~r H I  : , ~~. - descri :~~oro , r injal

dig itization of descriptor measurement ;, i f l -  t he .1 -nign .iroi e v j i t ; - i I r

c l a s s i f i cation log ic based on ‘ :. - .
~~ reasur em- nts. C1assif :—~ I~~~ ~ .

performance has been exc~- 11-- nt as described ~n ~;u1 oec~~ion ~ .l of thi :

report.

It remains to der I: th~ capabil~~t ;  ~ 
t har~ ~~~~

measurements eff ientio,- - :~~ n.: automatic techn ;:~~s. During this ~-f fort ,

it was assumed that h-~ ;t  cos t~ effectivir~ approach was

vaL~e of the han ~~rinr -oto -~ -~ f~ r- automatic personnel ver i firat i .-n.

ThIVi a .~~~~1w~~~ for the eva’uation of the ~-oteriti .- i. of hand : rlnto ~~~~~ t : V . -~~~ t

excessive ox: ~n-Li t~~r . . for the d~ vei.o) men t o~ -ì .~3nuremen ’ ~v t r ,,~~~j ,-Vrn

d cvi. — , a~ no - f — t h -  — ohei f h~ : ~w o is ~i i -  ~~ v a r- : li cab l e .  Al though

the oorr~ ~-te desi.-~ of fully autnn,i t Ic hot lw. rt: ~or h i n h r  I nt feature

v-I : - -. ~ -- - - -~~ : - ~~. ~~f t h i s  e f f o r t , some :-r - e l iminary  i n —

• ~~~ h &V IJ been rn ide - -io : V  l.~d 1.~ l w .

or rn -nt i j O f l  was p .r ~ orme u~ ing d i - . i i i  :r o - :e :  s i n -  a1gori~~hns

on rh RADC 1~m-ic’. .~- Pro- - ’-~~~in g  ~Vsten (also known as DICIFER).

H- 1

- - . ~~~ -- 

- 

.--- -V-V ~44



One subjt - 
1 s f i n ~’ei ’o w . r -  di g i t  i L - d  ( a t  8 b i t  . , ic- ’.- . 1 er t Z x i

.V J  ) v i a

the on—i  t Computer -  Eye Vi iCon :it~~ - ra  and : t l r - e d  -15 0 image f l i e

( 5 12  x 512 l Ixe l s)  on U i  RP~ 2 disk . Spa t i a l  r - - - - : - ~~ot  I s was such  ~i .1t

val 1 k V 5  • r- idges , and n i inu t  iae were v i :  ib le  t h c  d i t - :  I ir ’ . ig-  - wi.

viewed - n tI c sys t rn ’ s TV di s p lay .  . ecot i -J  Iv  , he ii: V ro .:es ed w i t h

a l o w — i  ass :gs-ìtial  f i l t e r  u s ing  the  “Weight .~- i— hrno t 1 ‘0 1 tfn .lfl

D I C I I  h R .  The net  e f f V ect W O V , a sus ; -r eo s ion  of the “ h i g h — :  I . V~~V V ~~~ V~~
: 

~~~~ d e t a i l

of th-  f i ne  m i n u t ia e  w i t h o u t  obscuring t b -  t V b 1 ~~ ~
- . - .‘ h o -  :1 2 t s r -  du c- t - ~

the f i ex ion  creases.

The next step was t o  automatically extract the crease line :: and the

outside bc-un I,Iirj , VS of t i -  fingers. A picture gradient process was

utilized to extract the boundaries . This result was transformed by

thresholding to the binary image in Figure H-i. Indicationo are th~ t

wi th the proper lighting and with firm positi rrilno of the rub e foo l

through the use of a properly desi gned jig rh- i t such a gradient :r-

could be irnrlenented for the automatic 5XttV i c t~~~~~ . fl s- f hanl: r - in ~ f r

t is recommended that additional processing cf hand~ ri:r d a ta  i c

po— fnrned using the RADC Image Processing h-,T.tem in Phase I tc- I.--

-:in :— rorneters .2n d in Pha~ c II t~ implement  a te:- t

- J r . S V 1  - ,

H- 2
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Fi gure H- i Dig itized and Prec ’sse-d Image of
Three Fingers of Ri ght Hand
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