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1. Introduction

This report summarizes %the findings of *“he research suppor.-
ed by ¢the U. S. Office of Naval Hesearch Office under the con-
tract NOOO14-75=-L=-0485 for “hree years, November 15, 1974 “hrough
September 14, 1977. Most of wre results reported here nave been
published in technical papers, Ph.d. aissertations, and M.,S.
research reports cited in the References. 1% is gratefully noted
that ten graduate students have been supported by the grant %o
pursue advanced degrees at the University of California, Berke-
ley.

The overall objective of the research has been to investi-
gate software development process, automated testing *tools, and
deve lopment techniques for improving reliability of large-scale
software systems. In order to accomplish this objective, a prel-
iminary survey on reliability and integrity of large computer
programs has been conducted and the following scheme has been
proposed as a reasonable approach to developing reliable large-

scale software |1]:

(1) Specification. of the system.

(2) vesign ot “he structure, decomposition, and modularliza-
tion of the system, with the specification of each
module.

(3) Coding of the system in a suitable programming language.

(4) vebu #, integration, and check ou% of the system.

(5) >oft - raluation and partial validation with the help

of automated tools.
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(7) vValidation

(6) Software fail-safe, fail-secure instrumentation,

of protection and security measures.

In order %o accomplish the overall objective along “ris scheme,

the followimng

researcr

areas bhave been set and substantial

results have been obtained in each area:

(1) Design and

Evaluation

(2) Investigations

tions.
(3) Sof tware
analysis.

(4) Design and

Trese
software systems 1in

We shall

sub-ob jectives are

briefly

developmen® of %“he FORTHAN Automa‘ed Code
System (FACES).

in software requirements and specifica-
daynamic

performance evaluation based on

developmen® of an adaptive compiler.

intended to 1improve vreliability of

production, testing, and maintenance stages.

discuss our findings i1n these research

areas in the following four sections, one section tor each area

in the above mentioned order. A summary section will be found at*

the end of this report.
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2. Design and developmen® of *re FORTRAN Au‘oma‘ed (Code Evalua-

tion System (FACES)

Significant progress bhas been made 1n “re proof of program
correctness techniques in recent years. However, this approact
is not yet feasible for large scale systems because of complexivy
and nigh cost of implementation. Hence, program analysis, est-
ing, and evaluation are still among “he most effective means tor
attaining and assuring software quali‘y in practice. Tre teasi-
bility of improving software reliability and quality “‘bhrough %“he
use of automated software %©o0ol has been investigated. [2] At -
tomated software evaluation can be defined as the process of
checking presence or absence of certain sof tware attributes
(characteristics) throughout the life-cycle of a software sys“em
for ascertaining software quality. The aevelopmen® of the FACES
system has undergone ¢the ftollowing phases. First of all, the
sof tware developmen® process was analyzed to identify areas where
tools are applicable and the fundamental notions underlying these
sof tware tools were identified. Second, basic techniques for
program analysis were introduced, i.e. static and dynamic
analysis techniques. Static analysis examines the static source
code to uncover errors and inconsistencies among modules. Dynam-
ic analysis examines run time program behavior. Third, three
major categories of software %tools (i.e. program source code
analyzers, runtime analysis tools, and program testing aids) and
their limitations were analyzed 1in detail. Finally, based on
these analyses “he design and implementation of the FORTKAN Au-

tomated Code Lvaluation System (FACES) was conducted.
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FAGES [2,3,4]) 15 a Yool designed tor assisting “he develop-
ment, testing, modification, and maintenance of FORTKAN programs.
FACES is capable of performing (1) source code analysis, (2)
run-time analysis, and (3) automa‘ed “es*® case genera‘ion of “he
input FORTRAN programs. These functions are performed by “tre
corresponding Automated Interrogation Routine (AIR), “re Dynamic
Analyzer, and the Test Lase Generator (CASEGEN) as depicted in
Figure 1. A major design objective of FACES is flexibility.
FACES is provided with a language preprocessor which <“ransforms
the source information to be analyzed %o an appropriate “abular
representation in a data base. Ihe tabular representation i3s3 a
transactional torma®t of program operations whrich is relatively
free of implicit language properties. Using preprocessors, FACES
can be adapted to validate programs written in different program-
ming languages, e.g. COBOL programs.

In addition, the construction of the data base 1s intended
to provide a convenient means of retrieving various program a‘t-
tributes. The philosophy is %0 relieve the analyzer of the tedi-
ous process of examining the source information required +o vali-
date the program. Furthermore, Lhe data base forms the basis for
other validation techniques, *hus avoiding duplication of ef-
forts. The data base generated by the language preprocessor con=-
sists of three main tables: (1) sSymbolic table in which symbolic
elements of the input informa%ion such as variable names, labels,
subprogram names, etc. are catalogued. (2) Use table which
records how and where in the input source information the symbol-
ic element is referenced, e.g. where calls appear Yo subroutines

and what are the variables involved in an assignment statement.
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The use table allows questions concerning *he usage of variables
‘o’ be answered easily. (3) Node table which record: “hre program
flow structure. I[re structure of a program 12 modelled 3 )
directed graph with each statemen® represented by a node. Tre
node table is essential for structural analyses, Trese “ables
are not independent of each other and “hey are usually linked
together by logical assertions so that the movemen* from ne
table o another causes a logically related item *o be addressed,

Automated Interrogation Routine (AIR) 1nterpre%.s queries and
automatically searches the data base for “he specified language
constructs. The types of queries include (A) softtware quaiity
checks, (B) specific user requests, and (C) documentation produc-
tion. Software quality inspection queries are a set of applica-
tion independent queries used %o improve thre reliability and
quality of software systems. These queries perform (1) error
prone construct identifications, (2) interface checks, (3) pro-
gram structure tests, (4) coding standard checkes, and (5) unini-
tialized variable check. Specitic user requests queries allow
users to specify queries and “hen automatically searches the data
base for the user-specified language constructs. Users may
specity the area of search %o be the entire software system or an
individual routine. Document generation extracts information
from the data base Lo generate various cross-reference tables and
program structure diagrams. Some of these are variable versus
statement cross reference table, subroutine calling sequence
table, COMMON block versus subroutine cross reference table, and
program graph.

The Dynamic Analyzer performs dynamic analysis which is




basically a proces M software testing consisting of driving “re
program with the test input, oObserving %“re run %“ime program
behavior and evaluating “he outputs. It carries ou* both valida-
tion functions suck as error diagnosis and performance evalua-
tion. For this purpose, supplemental codes (monitors) are in-
serted inside %“he %targe* source program, Monitors perform fre-
quency monitoring, variable value tracing, and execution pasih
tracing. Capabilities for checking user specified assertions
rave also been implemented. Assertion checks can be viewed as
intentional sof‘ware redundancy %o improve program reliabili‘y.
Assertions can be any legal FORTRAN conditional expressions in-
serted into the program source code comments. Along wi'h “he
development of the Dynamic Analyzer, theoretical work hras been
directed into finding a minimal set of monitors and %“reir loca-
tions [5,6,7,8] such that the amount of overhead (extra s%orage
and time) incurred during program execution is minimized.

The Automated Test Case Generator (CASEGEN) [9,10,11) has
been designed and built %o generate test da%ta automatically for
testing FORTRAN programs and consists of three major components:
(1) Path Generator, (2) Path Cons“raint Genera%or, and (3) iest
Data Generator. A schematic diagram of CASEGEN 1is given in Fig-
ure 2. The Path Generator accesses the common data base and gen-
erates a near minimal set of paths to cover all edges. Tre
theoretical basis for finding a minimal set of paths has been
investigated and the results influenced the design and implemen-
tation of CASHGEN. (11] To allow easy analysis of program s.ruc-
ture, a program is modelled as a directed graph in which nodes

represent program segments and branches represent program flow of
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control. With this model an algorithm of linear complexity for
finding a subset of paths needed “o cover all brancres ras been
developed. [12] Given the pa%hs, “he Path C(Constrain® yenerator
uses forward substitution %o synthesize “he appropriate con-
straints. Loops and array references are treated wi%r special
concern. [13] The output of the Path Constraint Generator is a
set of equality and inequality constraints on %he inpu*t vari-
ables. The Tes% Da%a uenerator systematically assigns values %o
the input variables until all ¢the constraints are satistied,
using random numbers %o generate inputs. [11]

During the developmen®. of FACES, it became clear <%ha% an
interactive system would reduce the complexity and increase “re
efficiency of the testing process by enabling programmers %0
guide FACES in its testing decisions. With this in mind, the
design of a prototype of the Interactive bSof‘ware Evaluation Sys-
tem (ISES) has been completed. [11] ISES augments FACES %o pro-
vide an interactive environment in which a large software sys‘em
can be developed, validated, tested, and maintained. ISES allows
users to edit and then submit programs to FACES for analysis in

an interactive mode,
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i 3. Software

The problem of sof*

different,

methods of

validation techniques
has its greatest

tthe beginning. The basic

to say what

be c¢coded

are possible

.

ment,

bu

sof *ware

tain degree

Requirementvs

is intended

in a more efficient way.

throughput

ronstruction and by
and

contribut

and Specifications

ware reliabili%y can be attacked in *~wo

t aomplementing way s, {8, by daeveloping bhet ter

jeve ]l opmen® )

ools. A software specification system

ion O more reliable sof*tware righ* T

b iect.ive 135 %0 allow system designers
be done precisely 50 “ha* programs can
Moreover, frequent checkings

jevelopment period %o assure a cer=-

of achievemen® at any point of *ime during develop-

A software specification system should be formal enough tor

a variety of mechanical checkings such that there is a

degree of achievement

ingredient

language.

ducted. [14] Its main application area is in

time software.

U

have also

of a

(e) interaction
specitica%tions.

areas in which

| The principles

language: (a) data specifications, (b)

phase) are discovered.

as the design proceeds.

specification

software

The problem of the

jefinite
The most important

system 1is tre specification

A preliminary design of such a language has been con-

large-scale real-

The tollowing specifications are included in “tre

process specifications,

specifications, and (d) performance requirement

These four categories together cover mos®t of the

errors (especially during the design

language processor

been briefly considered %o the extent that “he amount
of required processing becomes fairly apparent.

underlying and a system for computer entry,
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representation, and analysis of a specification language describp-

ing a targe‘t system has been developed,., | ) } ihe specification
language is a top-down rierardical module-oriented design, wisth
a particular emprhasis on abstraction as a mechanism for organiz-
ing the functions of the system and for delaying “he description
of low-level details. 3pecifications for a module are grouped
in%to three basic categories: interfaces, covering those aspechs
of a module seen from the outside; attributes, defining “re
operational constraints of a module functioning within ¢tre en-
vironment; and tunctional specifications, providing constructs
describing the functional operation of a module ranging trom
essentially non-procedural torms to a full capability for defin-
ing sequences, iteration, and conditional expressions. [re
language is i1nteractively oriented, designed tor use with sopris-

+
-

cated software aids thav provide for an iterative, step-by-step

(.

progression toward the completion of a target system. A rela-

tional database i

n

used for ¢the internal representation of
specification constructs. Analysis techniques include the use of
a formal graph model, modular analysis, and cross checks of
internally represented information, Thre development of a
specification/analysis system has progressed to the state of a
prototype implementation design. [15]) The nature ot the system
as seen by the user has been clearly identified. Lxtensive in-
formation and details on the syntax, semantics, representation,
and analysis of the specification constructs have been provided

to enable the future implementation of a working system.
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4. Software Performance Evaluation Based on Dynamic Analysis [6])

An approach for evalua%ting and measuring software reliabili-
ty has been developed by exploiting the structural properties of
programs, In this approach, the program structure is represented
by a iirected graph consisting of a set of nodes and a se' of
direct arcs. A node can be defined as a computa*ional *%ask
which consis%s of a linear sequence of program instructions hav-
ing one entry point and one exit point, Each directed arc
represents a possible transfer of control from the exit point of
a node to the entry point of another. A node may have several
arcs directed to 1its entry point or from its exit. This grapt
model is conceptually simple, origination from flow charts. Tris
model has the advantage of the ability to represent the structure
of a program at any leve! of abstraction in a clear simple way
easily interpreted by human programmers, A unified treory of
program frequency measurement, which is composed of arc frequency
measurement and path frequency counting, has been proposed %o

-

collect information about the dynamic behavior of programs. Tre
optimal sites for such instrumentation has been given, whiech
enable us to minimize the measurement overhead [5,6]. vuther
measurement of the behavior of critical variables in the program
has also presented. All these ins‘rumenta%tion %ools can be in-
serted automatically after an automated analysis of thre program.
Automation is essential for these “ools to be applicable. Other-
wise, programmers will be reluctant to use them due to inconveni-

ence and unreliability.

The philosophy of structural program testing emphasizes the




role of program structure in %the design of effective ¢%estis.
Given a set of valid inputs, the program genera%es a dynamic pro-
ces3s Lo carry out the appropriate activities that the programmer
rhas prescribed, The program is correct if and only if the dynam-
iC processes i% generates are correct. Whren a process ter-
minates, it will correspond to a path (not necessarily a simple
path) for the emtry node %o the exit node of “he program graph.
The number of the legal processes that can be generated by a pro-
gram is an astronomical number. An effective approach to simpli-
fy this problem is to group pra} sses into equivalence classes by
neglecting detail differences among the processes 1in the same
class. In termes of the graph model the formation of equivalence
classes c5rre;oond: to the contraction of groups of nodes into a
larger node. This formation is carried ou* automatically or with
the help of human programmers. Structural program %testing re-
quires the examination of the program graph and the selection of
a particular path (hence the corresponding process) to be tested
every %Yime, Depending on different testing requirements cri-
teria, the path selected %o be tested may be ait'ferent. Design-
ing tests in this fashion has several advantages such as allowing
us to distribute our testing effort to test different parts of
the program in differem tests and ease of @enerating the reason-
ableness checks on the test output and of veritying that the test
data really test the process we have in mind. 1In order %o ac-
tivate a particular process test input data should be designed o

"sensitize" %the corresponding path in the grapn. A simple method

4
has been presented for this sensitization. A strategy called 1
"rollback testing" similar to rollback and recovery in fault-

:




tolerant computing systems Fras been proposed tor designing effec-
tive tests. Instrumentation for structural analysis also gives
us valuable information o rewrite parts of a program %o improve
exeaition efficiency of the program,

Some quantitative measures for the important parameters of
the quality of programs, 1.e. reliability, maintenability, and
availability, have been derived. Tre reliability of a program is
expressed in terms of the quality of the service “he program pro-
vides to the user. It was shown that software reliability can be
modelled by a simple Markov model. Although “his model is %00
Simple for accurate prediction ot the quali‘y of programs, the
model indicates how to improve reliability of programs effective-
ly. A program can be said more maih}ainable if the "ripple ef-
fect" caused by the interaction améng modules is small. Mainte-
nability of g program has been modelled by a graph model. As in
the case !of the reliability model, this simple modei is not in-

;

tended to be an accurate prediction of the expected number of

changes for every maintenance.
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. Adaptable Compiler [(16,17,18]

Software tools for testing and debugging large programs suct
as FACES discussed in the previous section are among the facili-
ties available to users for the developmen® of large programs.
Trhe cost incurred in maintaining existing software is also im-

mense in an always changing environment and usually surpasses “he

original development cost. One approach %o reduce maintenance
cost of programs 13 %0 enhance software portability and adap*a-

-~

bility, which are most influenced by the application, %“he hos
language, and the system support (i.e. compilers, operating 3YS -
tems, hardware organization).

With the decreasing hardware costs, application of minicom-
‘ puters is becaming common. A limiting factor %o small machine
application is the developmen® of appropriate software systems
having good portability and adaptability, since their properties
vary diversely and individual capabilities are limited. lrere-
fore, a software system developmen® %tool for minicomputer type
architecture, called the Multi-Mini Computer Compiler (MMCC) nas

been investigated as a solution to this problem. Specific areas

studied include: (1) design of a machine independent, but

minicomputer-oriented intermediate language, (2) tormalizing tre

i
3
g
)
¢

description of the minicomputer programmable resources, (3) au=-
tomatic translation of the intermediate language instructions
into individual minicomputer assembly instructions.

In MMCC, ¢the high-level application language is first
translated into the minicomputer-oriented intermediate language,

called the Meta Assembly Language (MAL). lhe MAL 1s then




translated into the symbolic assembly language of the minicomput-

er whose description is provided as parametric input *o MMCC., A

typical targe*t machine description includes processor organiza-
tion, word size, addressing schemes and the instruction se%t. A
finite state model of code generation has been built into %he

automatic code generating system, This model is automa‘ically
reconfigured for each new target machine according %o 1i%s
description. MMCC generates ;»Je by mapping the MAL instruc-
tions, line by line to those of the target machine. Code genera-
tion process is directed by the finite state transitions and %he
description of targe® machine programmable resources.

This compiler is highly adaptable to the execution environ-
ment since the object code compatible with the %target machine
will be produced fram a description of the intended targe*
machine's resources. Development of MMCC brings along several
advantages not presently available in conventional compilers.
MMCC 1ncreases the pool of available qualified personnel, pro-
motes uniformity of software systems, reduces education time wren
personnel shifts are required, and permits more graceful +t‘ransi-
tion among machines. The designer will be able to separate
deve lopment activities associated with logical system functions
from target machine operational quirks. This added flexibility
allows the software and hardware designer Lo proceed concurrent-
ly. Also, automated tools may be developed %o %Lest each activity
in the absence of “he other, thus resulting in speed-up 1in pro-
duction time.

Trhe Meta Assembler for TI960A and for HP 2100A minicomputers

have been implemented on the CDC 6400, using PASCAL as tne host
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6. Summary

[his report summarizes the research findings Jb{aiﬂui under
the contract NOOQO14=-75-C=0485. hﬁ”&@ynrull object ive of improv-
ing reliability of large-scale software 3;;‘em: has been divided
into four sub-objectives, 1i.e. developmen® of the FORTRAN Au-
tomated Code tvaluation System, software requirements and specif-
ications, sof tware performance evalua%ion based on jynamic
analysis, and adaptive compiler. The FORTRAN Automated Code
Evaluation System (FACES) has been implemented based on “re
results of several theoretical studies such as optimization ot
monitors and minimal set of program execution paths. In %he
study of software requirements and specifications, a
specification/analysis system has been developed %o the prototype
implementation design. A structural theory has been proposed and
applied for software performance evalua%tion based on dynamic
analysis. Finally, a software system developmen® tool for mini-
computer type architecture has been investigated as a solution %o

-~

improve adaptability of software systems.
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