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INTRODUCTION

This report documents the adaptive-communications signal-processing development
performed under the Survivable High-Frequency Communications (SHFC) project. Some of
the results from an earlier projectl are included in this report together with results of new
work.

The basic objective of the new work was to develop and evaluate new techniques
for suppression of noise and interference particularly as applied to signals with large band- |
widths and time-bandwidth products capable of being used in the high-frequency (3 to 30 : 1
MHz) region. To this end, certain conclusions from earlier work were used in this new z 1
effort. These were: "

1. If digital processing is used, a sample word size of 12 bits is required;

2. A fast Fourier transform (FFT) using 16-bit block floating-point arithmetic is
sufficient for a time-bandwidth (TW) product of 1024 or less;

3. An algorithm which eliminates all frequency-domain samples above a certain
threshold is effective in suppressing narrowband interference;

4. The threshold may be estimated simply based upon the noise-envelope exceed-
ance function; and

S. Broadband noise may be suppressed effectively by a nonlinear weighting of the
time-domain samples based upon the noise characteristics and the instantaneous
sample envelope.

In performing the previous work, a system for evaluating different signal-processing |
approaches was fabricated. This system, called the Simulation Test Facility (STF), used :
signal and noise generators to produce representative types of interference which could then
be added to sampled signal-waveform representations. This technique was used to generate
receiver operating curves for various processing schemes with different signal and noise
parameters. A description of the STF capabilities is given in the appendix. The STF was
used to:

1. Perform a trade-off between threshold excision and threshold whitening against
narrowband interference;

2. Perform a trade-off between clipping, blanking, and logarithmic processing on
the time domain input in burst interference;

3. Determine effectiveness of the noise suppression algorithms for small TW signals;

4. Investigate integration of the time domain and frequency domain interference
suppression algorithms; and

INELC TN 3210, Signal Processing Algorithm Developments for the Simulation Test Facility, by

GJ Brown, 17 August 1976.
(NELC (now NOSC) TNs are informal documents intended chiefly for internal use.)
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5. Evaluate signal processing simplifications and alternatives.
Unless otherwise stated, the STF was used with the following parameter values: -

1. Processed Time-Bandwidth Product = 2.56 ms x 100 kHz:

2. Signal Time-Bandwidth Product = 1.28 ms x 100 kHz (centered in processing
time interval);

3. Signal Modulation = 2 symbols with random phase coding; and '

R AT T ki o i
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4. Time Smoothing Function = Kaiser Bessel window.

] SIGNAL PROCESSING IN THE TIME DOMAIN

g Interference in the high-frequency spectrum can be characterized roughly as broad-
% band or narrowband. Broadband interference is that arising from lightning discharges, igni-
2 tion systems, and machinery which has a burst-type characteristic when examined in the
L time domain. Narrowband interference is that caused by other high-frequency users and
8 appears fairly constant when examined in the time domain.

Many techniques have been suggested for suppressing broadband burst interference:
all of these depend upon identifying the burst as extraordinarily large and eliminating or
weighting the burst to minimize its effect. This method of suppression requires that the
signal structure contain sufficient redundancy so that the desired information is not totally -
& suppressed along with the noise burst.

Three techniques for suppression will be included in this portion of the report.

These include threshold clipping, threshold excision, and the Hall-receiver technique. The .
first two techniques depend upon the setting of a threshold amplitude while their phase is retained.
waveform; samples above the threshold are then considered to be a noise burst. If clipping
I is used, these samples are then set to the threshold amplitude while their phase is retained.
If excision is used, the samples which exceed the threshold are set to zero. The Hall-receiver
technique2 is optimum for a particular noise environment which is characteristic of atmos-
pheric noise conditions. This receiver does not use a threshold but does require knowledge
of noise statistics.

I PRI, T

BROADBAND NOISE SUPPRESSION USING THRESHOLD EXCISION

Simplified diagrams of a burst-interference model and threshold-excision receiver
are given in figure 1. All parameters have been normalized by the signal power, Pg. In
this simple model, the noise into the receiver is either due to the hf background (with
probability 1-p) or to burst Gaussian noise interference (with probability p). The noise is
chosen independently of the received signal, which is a biphase modulated sequence.

SEL Report 66-052, A New Model for “Impulsive” Phenomena: Application to Atmospheric Noise
Communication Channels, by HM Hall, 1966.
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A symbol decision is made on an accumulated time-bandwidth product of TW = N. The
simple coherent receiver uses antipodal signals, assumed here to be a sequence of plus or
minus ones. The signal-plus-noise samples are excised to zero at threshold 4+z and -z.
Assuming a symbol of N plus-ones is sent, an error will occur if the test statistic, g, is less
than zero. This model is analyzed in the appendix, and some of the analysis results are
summarized in figures 2, 3 and 4. Figure 2 plots the symbol-error probability versus the
excision threshold level, z, normalized to the background-noise standard deviation, 0o. The
optimum threshold appears at about the same place, (zopt = 30,) regardless of the proba-
bility (p) of interference. This figure also shows that even the best performance with inter-
ference present does not equal the performance without interference (p=0). Figure 3 shows
that the best excision performance when burst interference is present, with a 20 dB Inter-
ference-to-Noise Ratio (INR) and 20 percent probability, is about 2.5 dB poorer than opti-
mum receiver performance in stationary white Gaussian noise. The signal energy loss
accounts for only 0.5 dB; the rest is due to imperfect suppression. Figure 4 shows the per-
formance versus normalized-excision threshold, parametric with signal-to-noise ratio.

Again, the optimum threshold occurs where z = 30,,.

This simple interference-model analysis shows that there exists an optimum threshold,
and that this threshold can be set based on the background noise level alone. Setting the
threshold then becomes a problem of determining the background noise level.

The results can be extended to the incoherent case where the threshold is based on
the noise envelope. If the standard deviation of the envelope is used rather than the standard
deviation of the input, then,

Zopt = 4.5 0,
where

¢ = standard deviation of the background noise envelope

=153 04

0o = standard deviation of the background noise,
In terms of the 90-percent exceedence level of the background noise envelope,

Zopt = 9.8 X9, (1)
where

Xg( = level exceeded by 90 percent of the background noise envelope

Several algorithms are available for setting the threshold level, defined basically as
quantile, moment, or multipass algorithms. The quantile algorithm sets a threshold based
on 1 point of the envelope exceedence function. For example, using the 90 percent point

and assuming a zero mean Gaussian noise input, the noise envelope is Rayleigh distributed
as:

N __:_______________—nﬁ

R Y - 4 TR




(4P 8- pue "Q[- "TIANS)
uoneziundo poysaiyy uoIsXy “f andi g

(®0/2) GIOHSIHHL NOISIOX3 O3IZITVWHON

oL 6 8 ¢ 9

L E AR S U o

e fe T

8P 8- = UNS
8P 0L- = UNS
8P ZL- = UNS

NS | e |

ot

ot

Nno—

ol

ALIM18V80Hd HOHY3 T08WAS

*souewio}1ad uoisxa 1sag ‘g andry

(8P) UNS
(4 v 9- 8- oL~ cl-

1 | 15

—
3SION NVISSNVO
3LIHM AHVYNOILVYLS NI
H3AI13034H WNWILHO

8ZL=N=ML

4P 0Z = HNI'1'0 = ¢ "TINNVHO
NVISSNVO A3XIW NO GTOHS3IHHL
1538 HLIM H3AI1303H NOISIOX3

| 1 | | 1

145

g-0t

101

o-0!

g-0t

-0t

¢-01

-0t

1-0L

AlM18v80Hd HOHH3 T08WAS

-uonjeziwndo poysaly} uoisixy g angig

®0/2 ‘A1OHS3IHHL G3ZITYWHON

Ll 6 L ] € i 0

| | 1 1 1

8P 0C = UNI
8P 0L- = UNS
8ZL =N=ML

S00 =1

ot

oL

£-

ot

ALIMI8VAOHd HOHYI 108WAS




e o R TN mm

L 7
Pr ‘n=xl =—x§' o [200 U(x)
0o

Pr ‘n > xI = e—x2/2002

and

e'x290/2002 =.90 > X90 = 0.459%0¢
Therefore the optimum threshold is

Zopt = 9-8 X9 (1)

The advantage of using the quantile algorithm is that it sets a threshold based upon the
smallest 10 percent of the samples, hopefully the background noise. The algorithm does
have some secondary problems, however. When only a small number of samples are avail-
able, it is difficult to estimate consistently with accuracy the 90-percent point of the back-
ground noise. A small sample size would occur when a small time-bandwidth product is
processed. When a significant number of samples contain interference, the threshold will
be biased high because the true background sample size has decreased. So two estimation
problems exist; estimating the exceedence function accurately, and differentiating between
background and interference noises in the estimation. Implementation is also a problem
since generating the exceedence function requires some kind of sorting process, which is
difficult to implement.

There are alternative implementation possibilities which could be used to estimate
the 90 percent exceedence point by, for example, setting a preliminary threshold, calculat-
ing the exceedence, and then calculating an adjustment to the threshold. Other alternatives
exist, but the work documented in this report will use the exceedence function based on all
the available samples, including interference.

The moment algorithm sets a threshold based upon the first and second moments
of the sampled distribution

z=p) +tauy, )
where « is a predetermined constant. The moment algorithm threshold value depends upon

the statistics of the interference as well as the background noise. Therefore, using the simple
model shown before in figure 1, the threshold will be

1/2
z=a(p012+(l—p)002) / ; 3)

and will be optimum for a fixed « only at specific values of p and 012.




The multipass algorithm combines some features from the moment algorithm and
the quantile algorithm. It measures the first (1) and second () moments of the noise
envelope and uses the statistic

Vg = (alup). 4

to determine the presence or absence of burst noise. For Gaussian noise, Vg is 1.27 and
should be larger for impulsive noise. If Vq is large, a threshold is set and large samples are
excised. Vq is then recalculated with the remaining unexcised samples. The procedure is
repeated until Vq is close to 1.27. This algorithm suffers from the problems of both the
moment and quantile algorithms. It is complex in that multiple passes are required. In
addition, V4 does not always supply a reliable indication of the noise impulsiveness, and
as more samples are eliminated, the estimates of 4| and ) become less reliable.

Based upon the preceding, the following strategy was chosen: the quantile excision
algorithm was used for TW products of 128 or larger; for smaller TW products, the moment
algorithm was used.

The threshold excision algorithm is illustrated in figure 5. The algorithm was
modified to excise additional samples adjacent to those exceeding the threshold. This
increased the sensitivity of the algorithm without undue over-excision. A technique simi-
lar to this was found to improve algorithm performance when applied to the narrowband
interference probl»em.3

ACQUIRE RANK; FIND SET THRESHOLD
S/TIMP(;-')ES —{ MAGNITUDE |—pp| 90%POINT f—3pl ATZ=-K-xg, [P
ir Y = Xg0

FIRST PASS: SET THRESHOLD

li-1=0
Q_1=0
ACQUIRE i :gm’;beos .A'= 10
SAMPLE S— 1 6 0
(1, Q) w, = 12+ a2l Iy YES j =
lis1 =0
NO Qj41 =0

NEXT j

SECOND PASS: EXCISE

Figure 5. Time-domain excision algorithm.

3llniversity of Missouri-Rolla Technical Report CSR-76-1, Analysis and Simulation of a Large WT Product
Signalling Technique in Typical HF Environments, by RE Ziemer and R Kister, January 1976
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Figure 6 shows 3 “snapshots” taken from the STF showing the input interference-
plus-noise-plus-signal time-domain envelope (a), the envelope after burst noise excision (b),
and the correlation function (¢). This sample represented a time duration of 2.04 ms, and
abandwidth of 100 kHz, in which the signal occupied the center 1.024 ms. The interference
pulses occurred at a 4-kHz rate and 10-us duration, and consisted of pulsed Gaussian noise.
The background noise was also stationary, white and Gaussian. The STF used a symbol
alphabet consisting of two random-phase coded signals with TW of 128.

MAGNITUDE (dB) e

TW =128

0 25 50 75 100 125 150 175 200 225 250

SAMPLE NUMBER

INPUT TIME DOMAIN (a)

Figure 6. Time envelope for burst interference.
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The signal- and interference-to-noise ratios are defined throughout this report as

& Signal Power < _PE_
Background Noise Power Py

INR = Interference Power _l_)L
Background Noise Power PN

where the power measurements are taken over the signal bandwidth

A S2(t) dt
Tft-T

SNR =

1 t
= 2
T ft—T n<(t) dt

and S(t) and n(t) are the band limited signal and noise waveforms. The SNR is related to
signal energy-to-noise power spectral density by the signal time-bandwidth (TW) product

P_S_ = Signal Energy = SNR -+ (TW)
No i Noise Power Spectral Density

The parameters for the example in figure 6 were

SNR =-4 dB
INR =16 dB
TW = 128

ES/NOI =17dB

SELECTING THE EXCISION THRESHOLD

In the preceding paragraphs, it was shown that, under certain interference con-
ditions, an excision threshold z = 9.8 X9q is nearly optimum over a broad range of inter-
ference parameters. This threshold was verified empirically using the STF. An example
is shown in figure 7 for an SNR of =10 dB and the same interference condition shown in
figure 6. An optimum threshold appears at a normalized value of about 9. Above this
value, the interference is under-excised and below this value, the interference is over-excised.

14
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This agrees approximately with equation (1) and the threshold value of 9 is used in all the

simulation results presented in a later section of this report.

SYMBOL ERROR PROBABILITY

10°

10

10

-3

10

10

M 2 I § | | | g%

SWGN + GAUSSIAN BURST (4 kHz X 10 uS)
TW =128

TIME-DOMAIN EXCISION

INR = 18 dB

O SNR=-10dB

| | - | | | »

4 4 6 8 10 12 14

THRESHOLD Z/Xgq

Figure 7. Excision threshold optimization for burst noise.
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PROCESSING LOSSES DUE TO EXCISION

Excision will cause processing losses due to the reduced signal time-bandwidth
product. The primary loss is from the reduced signal energy. In addition, there are losses
due to loss of symbol orthogonality and mismatch to the references (the correlation refer- -
ences are not excised).
The STF was used to ascertain the magnitude of these losses under varying amounts
; of excision on a SWGN channel. A periodic, time-domain, excision mask was used with a
1 variable repetition rate and excision duration. The results, as compared to no excision, are
shown in table 1. The theoretical loss takes into account only the excised energy loss, so
it appears that losses due to other causes are very small, less than 0.2 dB.

e S Ll L il

TABLE 1. EXCISION LOSS IN STATIONARY WHITE GAUSSIAN NOISE.

Repetition Loss Loss
Rate Duration Percent (Theory) (Actual)
; (kHz) (us) Excised (dB) (dB)
' 2 100 10 0.46 0.6
'E 200 20 1 12
1 300 30 1.55 1.6
: 400 40 222 24 .
4
’ 500 50 3.01 3
4 100 20 1 14 «
200 40 2.22 2
: 300 60 398 42
3 400 80 7 ~7
E
: BROADBAND NOISE SUPPRESSION USING THRESHOLD CLIPPING
Threshold clipping is similar to threshold excision except that samples which exceed i
the threshold are set to the threshold level itself rather than to zero. This algorithm also q
differs slightly from excision in that it is no longer simple to set adjacent samples to the '
clipping level, so that the algorithm tested here does not perform adjacent-sample g
processing. ;
: Some clipping *‘snapshots’’ similar to those shown in figure 6 are shown in figure !
4 8. To speed up the algorithm, the clipping process is approximated using right shifts 1
(divide by 2) and may set samples at slightly less than the clipping threshold, as shown in i
: figure 8b. i
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MAGNITUDE (dB) (]
A/B =5.12578

TW =128
SNR =-10

0 25 50 75 100 125 150 175 200 225 250

SAMPLE NUMBER

CORRELATION FUNCTION
SYMBOL NO 1 (c)

Figure 8. Continued.

As was the case for excision, the clipping threshold may also be optimized. This
was done empirically and the optimum clipping threshold was found to be about one half
of the optimum excision threshold. This threshold was used in all the simulations described
under performance of burst-noise suppression algorithms.

BROADBAND NOISE SUPPRESSION USING A HALL-TYPE RECEIVER

The receiver-processing algorithm described here is based on an optimum receiver
derived for the Hall model of impulsive noise.2 The exact realization of this receiver is
difficult because a logarithmic function is required. However, for a low signal-to-noise
ratio (which is typically the case for moderate TW products) the test statistic reduces to
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Aj=

/ T xv) w* (1) - s
0 [x® |2 +a(m)

wherei=1,2,.. ..M

M = alphabet size

A; = test statistic for the ith symbol

x(t) = input time waveform

ui(t) = ith symbol reference waveform

a(m) = bias term (dependent upon noise statistics)

m = noise parameter

This test statistic! is an incoherent correlator receiver where the input waveform has been
weighted by the instantaneous envelope and a bias term. The bias term changes the effect
of the envelope weighting. For o (m)>> |x(t) | 2, the receiver approaches a simple cor-
relator. Fora (m) << Ix(t) |2, the receiver sets the magnitude of each complex sample
pair equal to unity. The relationship between a(m), m, and the noise, is such that, in a
highly impulsive noise background, m is set to a value of 1 or 2 and a(m) is small. In a
nonimpulsive noise background, m is 3 or 4 and a(m) is large. The value of m must be
determined a priori, but a(m) can be calculated using a recursive algorithm that provides

a maximum likelihood estimate.4 A diagram of the receiver structure that was implemented
for simulation is shown in figure 9.

Hy “(t

t
I IZ‘(:I dxl
z, (0 T

A

x(t) y ! PICK
52001 + alm) | LARGEST —’om

t
X 0 v ”:Tzzm ux'

u_l'(()
Figure 9. Simplified Hall receiver.

Figure 10 shows the time-domain waveform before and after Hall processing (Hall
parameter, m = 3). The noise impulses are suppressed according to their magnitude: the
larger the noise spike, the more it is suppressed. The performance of this receiver is given
in the next section.

4Nircnburg. Lloyd M, Parameter Estimation for an Adaptive Instrumentation of Hall’s Optimum Receiver
for Digital Signals in Impulsive Noise, IEEE Transactions on Communications, COM-22, pp 798-802,
June 1974
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Figure 10. Continued.

PERFORMANCE OF BURST-NOISE-SUPPRESSION ALGORITHMS
PERFORMANCE IN STATIONARY WHITE GAUSSIAN NOISE

None of the three receiver structures is optimum in SWG noise to the extent that they
perform nonlinear processing on the input time waveform when no burst interference is
present. The performance curves from the STF for the processing alternatives are shown in
figure 11. Also shown are the curves for the frequency-domain correlator where no non-
linear processing is performed, and the theoretical performance for binary incoherent signal-
ling. There is a basic loss of 2 dB between the frequency-domain correlator and theory due
to the input windowing, symbol non-orthogonality, and transform noise.! Above this, there
is an additional 0.3-dB loss due to the excision algorithm. Some of this is a direct result of
the signal energy loss (3.5 percent excision = 0.15 dB loss), and the rest is due to statistical
estimation error and orthogonality loss.

21




= g
S

D 7 i 5 AL .

e S S TS S G RS s, o k.

0 100 .
1 | i i 1 T l T T
PERCENT OF TIME DOMAIN CLIPPED
* ﬁ“
’ —— *
STATIONARY WHITE GAUSSIAN NOISE
TW=128
10 — 10
FREQUENCY
DOMAIN
MATCHED FILTER
| O CLIPPING
3 I ‘n
; (o] 7]
E xz PERCENT OF TIME DOMAIN w
s w EXCISED o
ot &
g 2
i > HALL;m =1 b
w
R 2 -1 g
o -
THEORETICAL PERFORMANCE w
£ INCOHERENT BINARY 3
= SIGNALING e
3 o
< .
@ I
o z
£ 3]
&
a
103 — 0.1
4
104 | ] | | | | ]
-20 -18 -16 -14 -12 -10 -8
SNR (dB) .
3 Figure 11. Burst-suppression algorithm performance in stationary white Gaussian noise,
g




The performance of the clipper was nearly identical to that of the excisor even
though considerably more samples were clipped (20 percent versus 3 percent). Hall process-
ing with m = 3, degrades performance by about 1.5 dB from the frequency-domain matched
filter. This is significantly more degradation than in the excision and clipping experiments;
not an unexpected result since the Hall receiver does not set a threshold, but instead pro-
cesses all of the received samples in a nonlinear fashion.

For other values of the parameter m, the performance will differ, as was shown in
reference 1. The curve for m = 1, taken from reference 1, shows an additional 1 dB loss.

PERFORMANCE IN SWGN PLUS BURST INTERFERENCE

Tests were run with the STF using a combination of stationary white Gaussian back-
ground noise, upon which the SNR was set, and a higher level of pulsed Gaussian interference,
upon which the INR was set. The results of one of these tests is shown in figure 12 where
the SNR was held constant at -12 dB while the INR was varied. The burst-interference
parameters were held constant at 10-us duration and a 4-kHz repetition rate, or approxi-
mately four pulses over the signal interval (figure 10a). The advantage of processing is
clearly shown in figure 12, over the entire range of INR. Note that as the interference level
increases, so does the percent of excised time domain since the bursts are somewhat sinx/x-
shaped rather than perfect rectangles. As the percent excision increases, so does the loss due
to lost signal energy. A curve based on this loss and the SWGN performance (figure 11) is
also shown in figure 12. This curve comes close to the actual performance results, but an
additional loss is still apparent. Again, excision is somewhat better than clipping. The Hall
receiver’s performance is the least sensitive to INR, even though it performs poorest in
SWGN. Overall, excision performs better than clipping or the Hall receiver at all values of
INR.

The performance of the time-domain processing algorithms was also analyzed as a
function of interference pulse density. That is, the interference pulses were fixed at a peak
power level and were varied in repetition rate. The resulting error probabilities for an SNR
of =10 dB are shown in figure 13. The excision performance is close to that projected from
the previous SWGN characteristics. The projected performance was calculated by estimating
the energy lost and a loss of orthogonality (~0.5 dB in the region of 25-50 percent excision).
Two problems occur; first, the threshold is pushed up by the additional interference, this, in
turn, allows more interference to come through unsuppressed, and second, eliminating the
“interfered” samples from the threshold estimation process leaves too few samples for a
reliable estimate to be made. The excess loss thus incurred is about 2 dB.
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Figure 12. Algorithm performance in burst interference (SNR -12 dB),

Excision again performed better than clipping and Hall processing, although the
parameter of m, picked for the Hall receiver, was probably not optimal. In addition, the
particular type of interference picked for this simulation did not fit the Hall model
description for interference.

The receiver operating curves are given in figure 14 for the same noise and interfer-
ence when the INR is fixed at about 15 dB. Again, excision performs better than the other
2 techniques. Excision is also the casiest technique to implement, making it an attractive
choice, however, the impact of frequency-domain processing (SIGNAL PROCESSING
IN THE FREQUENCY DOMAIN) must be considered before a final choice can be made.
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TIME-DOMAIN EXCISION PROCESSING FOR SMALL TIME-BANDWIDTH PRODUCT
SIGNALS

Several techniques are available for broadband noise suppression when small TW
product signals are involved. One approach is to make *‘soft” symbol decisions on each
signal and let a decoder do the interference suppression. Another approach is to use
threshold excision, where the set threshold is based on statistics githered over a time interval
longer than the symbol itself. The first of these techniques places che interference-suppres-
sion burden on error-correction codes, a topic outside the scope of this report. The second
approach involves additional processing complexity and memory, and does not address the
problem of relatively short-duration interference.

The technique considered here is a simple extension of the excision algorithm
presented previously (figure 5). The only difference is the manner in which the excision
threshold is set. In this case, the threshold is based on the average envelope of all N sample
pairs

15
N

Mz

2= 0 Ylv

where
yj = envelope of the ith sample pair.

The multiplying factor of 1.5 was found empirically to give good performance over a wide
range of interference parameters.

A receiver operating curve for Gaussian plus burst-Gaussian interference with N = 32
is shown in figure 15. The excision performance is about 6 dB poorer than the theoretical
performance in SWGN, and about 10 dB better than the correlator receiver alone. The
performance loss from optimum is about 2 dB more than occurred for a TW product of
128 (see figure 14).
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SIGNAL PROCESSING IN THE FREQUENCY DOMAIN

The frequency-domain signal processing presented here used the fast Fourier trans-
form (FFT) to provide a sampled frequency-domain representation of the received signal
plus noise. Like time-domain processing, frequency-domain processing takes place on a
symbol-by-symbol basis, and does not make use of memory to establish estimates of noise
and interference conditions.

Previously,l three techniques were considered for frequency-domain interference
suppression; true spectral whitening, whitening above a threshold (threshold whitening),
and excising above a threshold (threshold excision). It was shown in reference 1 that true
whitening required a better estimate of the spectrum than was possible over the short symbol
interval. The other two techniques are examined in this report.

NARROWBAND NOISE SUPPRESSION (NBNS) USING THRESHOLD TECHNIQUES

The rationale for using a threshold is that signals above the threshold are high
powered and can be identified readily.

In a spread-spectrum system, narrowband interference will have processing gain
through the time-frequency transformation via the FFT. For example, figure 16 shows the
frequency transform for 4 different interference-to-noise ratios (INR) where

Interference Power _ Py

d S and
Noise Power PN

INR =

Pl = Power of CW tone (measured at baseband)

Py = Power of stationary white Gaussian background noise, measured over £50
kHz at baseband

Figure 16a shows that, at 0-dB INR, the tone is clearly visible. This is due to the coherent
integration performed by the FFT, giving a processing gain of TW or 24 dB. This also
illustrates why the dynamic range of the FFT processor must include an additional factor
of TW over the dynamic range of its input. The example shows that the FFT processing,

in conjunction with a threshold, can effectively pick out narrowband tones without excising
the background noise, even at low INRs, given sufficient TW sizes.

Figure 16d shows another interesting characteristic. In this example, the large tone
exceeds the dynamic range of the system’s analog to digital (A/D) converter. When this
happens, many spurious components are generated (the main peak has changed position
because a slowly sweeping tone was used). This distributes the noise power over the signal
bandpass, effectively increasing the background noise level, and also causing more of the
spectrum to be excised.
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The best threshold level is the one that provides the lowest communication-error
probability. This is achieved by detecting most of the narrowband interference (low
threshold) without overexcising the rest of the spectrum (the desired signal). This trade-off
was analyzed usinsg the receiver model shown in figure 17 for a broadband signal consisting
of multiple tones

N
S(t)=2 a(t) cos (wpkt), 6)
k=1

where
a(t) = pseudorandom biphase sequence, chip length =T
WA = l/T
TW=wp*N-T=N
The receiver in figure 17 is a bank of N filters, each matched to a tone in the signal. The
““test and excise’’ boxes are incorporated in the receiver to suppress narrowband interference
by testing the magnitude of the tone-matched filters against a threshold and excising those
that exceed the threshold. If the threshold is set at z (bar notation denotes a complex
sample pair),
gj IF lgj I<z
X; =
o IF I’g'j =2z
If tone interference is excised, the effective signal-to-noise ratio is
Ps

SNR
Py

[0}

where

Pg = Signal Power

Py = Background noise power in the signal bandwidth

SNELC TN 2461, Signal and Noise Representations for a Multi-Channel Phase-Coherent Signal, by
CS Fuzak, 23 August 1973

32




If the interference is not suppressed, the effective signal-to-noise ratio is

2 dg
Py + P

>

SNRl =

where P| = power of the interfering tone. The effect of the interfering power will, on the

average, be the same as an equivalent amount of Gaussian noise when N(=TW) is larger

than about 10.
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Figure 17. Receiver for a multitone signal.

The model in figure 17 was analyzed with the results shown in figures 18a and 18b.
The plots represent error probability versus interference-to-noise ratio for a fixed SNR and

symbol time-bandwidth product size, N. The curves are plotted parametrically with
excision threshold, and a binary orthogonal symbol set was assumed. Figure 18a shows
that performance improves over the total INR range as the threshold increases from
1No1 2t03 Noi 172 (N is the background unilateral noise power spectral density).
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Above 3 Ng11/2, the performance degrades in the region of INR about -8 dB. This is the
region where the interference is not large enough to exceed the threshold, but is large
enough to cause significant performance loss. This effect becomes more pronounced as the
symbol duration (hence TW product) decreases. Figure 18b shows the results when N = 16
(the SNR has been adjusted to compensate for the decrease in processing gain). The
decrease in N is reflected as a wider filter A (figure 17) and less processing gain with respect
to the interfering tone, requiring a higher INR for effective interference suppression. rigure
18b shows that a threshold of 3 N /2 is still nearly optimum over the INR range. It also
shows that it is possible to have poorer performance at a low INR, say -2 dB, than at an

INR of 20 dB because the interference cannot be separated from the desired signal at the low
INR.
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Figure 18. Narrowband excision characteristics.
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Figure 18. (Continued).

When several interfering tones are present, the resulting performance tends to be
that shown in figure 18b, even for large values of N. In the limit of many interfering tones,
the interference is actually broadband and this type of suppression technique is no longer
effective.

Several methods for setting the threshold level were discussed in the previous section
of this report. Since the quantile algorithm was chosen for the time-domain threshold, it is
reasonable to also use it for the frequency-domain threshold.




e

Flow diagrams for the two threshold NBNS techniques are shown in figure 19. Note
that twice as many samples (2 TW complex pairs) are taken as are required by the sampling
theorem. This is done to reduce the loss of signal by the Kaiser-Bessel windowing process. ! 6
There is an additional modification in the excision process where samples adjacent to those
exceeding the threshold are also excised. Programming complexity prohibited using this
technique with the whitening algorithm. This effectively increases the sensitivity of the
algorithm without causing overexcision when no interference is present.

For whitening, the magnitude of the complex sample pair is adjusted so that it
equals the inverse of it’s initial value

Pj = 1/P; for all P;>2Ng; /2,

where
Pj = power of jth sample pair (frequency domain)
Pj' = power of jth sample pair after whitening

The adjustment is made so that the phase of the sample pair is maintained.

PERFORMANCE OF THE THRESHOLD-EXCISION ALGORITHM

Characteristics of the threshold excision algorithm in stationary white Gaussian
noise (SWGN) are shown in figure 20 as a function of z/o where

z = threshold value operating on | F (w) |

[F(w)! = magnitude of frequency transform
a=(Ngy/2) 1/2
Ng 1 = Unilateral noise power spectral density

The curves flatten at about the same point for all 3 SNRs shown. At this point, only about
0.01 percent of the band was excised. The percent of the band excised was within 1 percent
of the theoretical calculations. Since so little spectrum was excised, the Gaussian-noise
performance curve for the frequency-domain matched filter (figure 11) could also be used
here to characterize the performance when z/o exceeded 4 (z= 2.8 ,/Np)).

6NUC TP 532, Windows, Harmonic Analysis and the Discrete Fourier Transform, by Frederic J Harris,
September 1976
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Figure 21 shows the performance characteristics for stationary white Gaussian noise
(SWGN) background plus a single slowly sweeping CW tone. (A slow sweeping tone was
used because previous experiments indicated that the error probability when no excision is
used is strongly dependent upon the placement of the tone. Slowly sweeping the tone gives
an average performance measure). In this case, the threshold never exceeded the tone level
and all the curves flattened out at z/o = 6. This was the point where the excision percentage
also flattened out, indicating that only the tone interference was being excised. With the
Kaiser-Bessel windowing, (6) 3 CW tone should occupy about 3 frequency slots. For the
256-point transform used here, this means a 1.2-percent occupancy. This is close to the
percentage excised in figure 21. Because of the TW processing gain, the excision threshold
was exceeded even for a 0-dB INR when a single tone was present. This condition is shown
in figure 22.

When several tones are present in the passband, the total interference power is
divided between the tones. For M equal power tones, the interference cell energy-to-
noise ratio is

In this case, the excision threshold may exceed the tone level if M is large enough. In the
limit where M approaches TW, the interference is essentially broadband and the frequency-
domain excision algorithm is ineffective.

Figure 23 shows the performance curves for 5 interfering tones plus SWGN where
the total INR was about 7.6 dB, or 0.61 dB per tone. The “‘percent of band excised™ curve
shows that at z/a = 5, most of the tone interference was excised (5 tones occupy about 6
percent of the band). At z/o = 10, the threshold starts to exceed the tone amplitudes and
at z/o = E[/M - 0 = 12, the error rate starts to noticeably increase. The effect was more
pronounced for a smaller INR, as shown in figure 24. In this figure, the minimum P, point
occurs at z/o = 5, the same as in figure 23:in fact, for all the examples, the optimum
threshold point appeared at about

z=50=3.5\/Nyj. (7)

Receiver operating curves are shown in figures 25 and 26 for a fixed threshold at

z=50.

In the case of a slow-sweep CW interfering signal, the performance was equal to that
expected in SWGN: that is, the tone was completely suppressed. The difference in per-
formance between the 0-dB INR and 11-dB INR curves was within the experimental
repeatability error of the STF (<1 dB). Figure 26 shows that the suppression of multiple
tones was less than ideal, with a loss of 1.5 to 2 dB from SWGN performance at an INR of
7.6 dB. The explanation for this loss is that not all of the interference was always sup-
pressed. This would be expected when the interfering signal was actually some type of
wideband interference, multi-tone or otherwise,




PERCENT OF BAND EXCISED

SLOW-SWEEP CW + SWGN
INT =10 dB
TW =128
EXCISION PROCESSING
10_1 — — 10
(0]
> SNR =-14dB
[
3
o
g a {—) PERCENT EXCISED
o
£
& 102 A 4
o« D A
& A
_. A SNR = -12dB
8 A A Ja
b3
>
%)
a a
= SNR = -
10 o 1 1 n R=-10dB o
10 L wJ b
0 2 3 a4 5 6 [ 8 9 10 1 12
NORMALIZED THRESHOLD (2/0)
Figure 21. Frequency-excision algorithm characteristics (slow-sweep CW and SWGN, INR
10 dB).
40
e ———— e ec— -_—__




SYMBOL ERROR PROBABILITY

10 0\'

SLOW-SWEEP CW + SWGN
TW = 128; SNR = -12dB
EXCISION PROCESSING

\ ‘.*4‘0_'9ERCENT BAND EXCISED; INR = 0 dB

T v

-2 — ~~ $> -
10 oo PERCENT BAND EXCISED, INR =10dB
(o)
o - |NR = 10 dB
INR=0dB
A A
A
w03
1074 | | | | ] ] ] | | 1
0 1 4 5 6 7 8 9 10 1" 12

Figure 22. Frequency-excision algorithm characteristics (slow-sweep CW and SWGN, SNR

-12 dB).
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Figure 23. Frequency-excision algorithm characteristics (5 fixed tones and SWGN, INR
7.6 dB).
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Figure 25. Receiver operating characteristics for frequency-domain excision (SWGN and slow-sweep CW).
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SYMBOL ERROR PROBABILITY

Another characteristic of interest is the effectiveness of the suppression algorithm as
the INR increases, given a fixed SNR. A curve showing this performance is given in figure
27. The interference in this case was a slow-sweep CW tone. The performance was
unaffected by the increasing INR up to an INR of about 20 dB. Past this point, the per-
formance degraded and at the same time the percentage of excision increased. The reason
for this behavior was shown in figure 16d. For this particular STF setup, clipping of the
tone occurred at the A/D converter when the INR reached 20 dB. The clipping produced
additional in-band tone components that also required excision. The smaller components
fell below the excision threshold and added to the background noise power level. The
larger components were excised and increased the percentage of spectrum which was lost.
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Figure 27. Excision effectiveness versus INR.

Another relationship of interest is the effect the signal level has on the threshold.
Since the statistics upon which the threshold is based are calculated over the signal-to-noise
interval, the presence of a signal will raise the estimate of N and the threshold. The effect
this had on excision percentage is shown in figure 28. The reduction in the excision and, hence,
interference suppression, was negligible up to an SNR of about -4 dB. Past this point,
significant degradation of interference suppression took place; however, this was a necessary
result if the signal was not to be suppressed itself.
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Figure 28. Excision characteristic versus SNR.

PERFORMANCE OF THE THRESHOLD-WHITENING ALGORITHM

Characteristics of the threshold-whitening algorithm in the presence of stationary
white Gaussian noise plus interference made up of five fixed equal power tones is shown in
figure 29 for several values of SNR. The optimum threshold appeared at about z = 30,
significantly less than for the excision case. This was to be expected since the nonlinearity
is less severe than excision. In comparing figures 29 and 24, it is interesting that the per-
formance sensitivity to a change in threshold is just as strong with threshold whitening as it
is with excision.

The threshold-whitening and excision-performance characteristics are compared in
figures 30 and 31, which show little difference in performance between the two techniques.
Considering the increased complexity of the whitening algorithm, excision is the best choice
for suppressing narrowband interference.
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Figure 31. Excision- and whitening-algorithm comparison (SWGN and fixed tones).
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INTERFERENCE SUPPRESSION IN THE PRESENCE OF MIXED
INTERFERENCE TYPES

It was shown in previous sections that interference suppression using simple quantile-
based threshold and excision schemes is effective against burst or narrowband interferences.
Recall that we wish to set a threshold which, in Gaussian noise, results in excision of only
about | percent of the time axis. In Gaussian noise, we could simply find the largest 1
percent of the samples. In hf noise, the largest samples are the ones we want to get rid of,
and this may represent more than 1 percent of the time axis. The technique used is to
estimate the Gaussian-noise 1-percent level using some other level (say the 90-percent
level) which is not contaminated by the impulses.

The situation is different when both broadband and narrowband interferences are
present simultaneously. Consider the receiver-processing model, where first, broadband-
burst interference is processed in the time domain, and then, narrowband interference is
processed in the frequency domain. Here the problem is to detect the broadband bursts
in the time domain when a tone is also present. The quantile approach based on the 90-
percent point of the exceedance function will be ineffective because the presence of the tone
pushes up the 90-percent point, placing the excision threshold at much too high a value.
Figure 32 shows the level of the Gaussian-plus-tone envelope at the 90-percent (Xgq) and
1-percent (X ) exceedance values, as well as the first and second moments. To maintain
less than 1-percent excision in Gaussian noise, the threshold is set at 6.5 Xg9. However,
to maintain less than 1-percent excision when a 10-dB tone is present, the threshold is set
at about 1.2 X90-

Since we want to find a threshold-setting procedure which is independent of the
interference, a simple multiple of Xg( is inadequate. Using the ratio of first and second
moments is also ineffective because the ratio is a weak function of tone-interference level.
The presence of any burst interference would also contaminate these values.

Our objective is still to estimate X from X9 because X will be contaminated by
impulses while Xg( will be relatively free of impulses. The ratio X|/Xgq is shown on
figure 32. (Note that fora =0, X|/Xgq = 6.5, as we have shown earlier.) If we could
find an approximation to this ratio based only on values uncontaminated by impulses, the
problem of threshold estimation would be solved. A technique that accomplishes this is
to use two points of the exceedance function. If the 95-percent and 90-percent points are
used as a ratio,
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Figure 32. Statistic characteristics of tone plus Gaussian noise.

4
then an approximation to the ratio X|/Xgq can be made as,

X
—l =5 (2.5 IR,
X90

The comparison is shown in figure 33. A l-percent excision value can be maintained by
setting the excision threshold at the level Xy or,

T=X; =Xgg* 5 (2.5-2R)3. (8)

A comparison of actual algorithm performance is given in figure 34. This figure
shows the density function of symbol excision percentages taken from the STF in several
noise and interference environments. The upper figures of 34a and 34c¢ show the charac-
teristics in stationary white Gaussian noise (SWGN) for the original single-point quantile algo-
rithm and the modified two-point algorithm respectively. The single-point algorithm never
excised more than 0.4 percent of the samples. The two-point algorithm excised an average
of 0.36 percent, and occasionally up to 24 percent. The lower figures of 34a and 34¢ show
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characteristics when noise bursts of the type previously used (figure 10) are added to the
SWGN. The two-point algorithm shows a larger spread compared to the single-point algorithm,
again occasionally excising a large number of samples. Figures 34b and 34d show what
happens when a CW tone is also added. With a low-level tone (upper figures) the average
excision percentage of the single-point algorithm drops to less than 3 percent as the tone
pushes up the threshold; however, the modified algorithm still excises most of the bursts.
Increasing the tone level (lower figures) does not affect the modified algorithm performance,
but the unmodified algorithm is completely ineffective.

Even if the excision threshold is set close to the 1-percent exceedance level, the
burst interference may go undetected if the tone is large enough to mask it. The only
alternatives in this case are to either use a “‘grid” processing technique to separate the two
types of interference, or to double the number of required transforms and process in the
frequency domain before processing in the time domain.

The reverse situation may also occur where, in the frequency domain, the narrowbar.d
interference is masked by the burst interference. The frequency-domain ratio of in-band
burst power to CW power in the tone cell is (figure 35).
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P
o =TW r ;
Pew Tg

where

TW = time-bandwidth product processed

TB = burst duration, TB <T.

For short bursts and moderate or large TW products, the burst must be very large compared
to the CW tone for it to be masked. Since large CW tones are common in the hf spectrum,
the masking of burst interference by tone interference is more likely to occur than will the
converse. It would appear, from this argument, that narrowband suppression should be
performed ahead of broadband interference suppression.
Another possible solution to this dilemma of time-frequency suppression is to use a
time-domain technique that does not require a threshold. The Hall processing described
earlier would be a candidate, together with frequency-domain excision. Table 2 summarizes

the techniques available in the Simulation Test Facility, and their applicability and problems.

TABLE 2. SUMMARY OF SUPPRESSION TECHNIQUES

FOR MIXED TYPES OF INTERFERENCE.

Technique

Application

Problems

Time-Domain Excision or Clipping
with Simple Quantile-Set Threshold

Frequency-Domain Excision or
Whitening with Simple Quantile-Set
Threshold

Reverse Processing Order
(Frequency, Time)

Time Domain With Modified
Quantile-Set Threshold Plus
Frequency-Domain Excision
Hall Processing Plus Frequency-
Domain Excision

Grid (Hybrid) Processing

Gaussian Noise + Broadband
Bursts

Gaussian Noise + Narrow-
band

Mixed Interference. Large
Narrowband, Small Power
Bursts

Mixed Interference, Large
Bursts

Mixed Interference, Large
Bursts

Mixed Interferences of all
Types
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Ineffective in Mixed Types
of Interference Common
at HF

Ineffective When a High
Powered Burst is Also
Present

Requires Two Additional
Transforms for Frequency
Domain Correlation

Threshold Setting More
Complex

Hall Processing is More
Complex Than Excision
Requires Large TW
Product
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GRID OR HYBRID PROCESSING

The most straightforward approach for integrating the time- and frequency-domain
processing in a mixed noise environment is to use the “grid” approach whereby the received
signal, time-frequency space is divided into a time-frequency grid (figure 36). This may be
particularly convenient when an analog filter bank is used rather than a discrete or fast
Fourier transform. In the latter case, the time samples must be blocked into T-second groups
and weighted by a window function to prevent narrowband “‘leakage.” To avoid significant
processing loss, the windowing must be done in an overlapping fashion as shown in figure 36b.
Thus a total of K transforms, each of size 2TW/K complex samples is required. The resulting
Fourier transforms have the grid structure of figure 36a, with half the frequency resolution
and twice the time resolution of the grid shown. Excision or clipping can then be used on
the total grid, allowing one or more elements in a row or column of the grid to be processed.
The excision or clipping threshold is set based on a quantile level calculated over the entire
grid. Correlation is most easily performed in the frequency domain by using reference symbols
with the same grid structure, and then summing the respective components of the product
blocks (figure 36¢). The IFFT of this product-sum array will give the correlation function
for delays of up to 2T/K seconds. For large K, this could be small and would only work if
the system were nearly synchronized. An alternate scheme for delays up to T seconds,
requires that the grid be put together again in the frcquency domain after the interference
suppression step (figure 37). This requires an additional set of IFFT and FFT transforms.

GRID-PROCESSING TRADEOFFS

Although the grid processing requires a lot of data shuffling, it also uses smaller,
more efficient transform sizes. Table 3 compares the processing times for a TW product of
2048 (1024 complex samples) with the data block broken into 1, 2, 4, 8, and 16 time slots.
Overall, grid processing with grid correlation is faster than the standard time-frequency
processing and the improvement increases as the number of slots increases. The time require-
ments for setting the threshold and excising were not included but, if they were, the grid
processing would show an additional advantage because this process is done only once over
the grid instead of once in the time domain and once in the frequency domain.

If the alternate (total symbol) correlation is done with the grid processing, additional
time is required for reassembling the grid in the time domain and transforming back into the
frequency domain for correlation. This will always take more time than the time-frequency
(non-grid) processing.

One of the trade-offs between grid processing and time-frequency processing is the
loss in frequency resolution when the grid method is used. Assuming a processed time-
bandwidth space of TW, K grid time slots, and Nyquist rate sampling, the frequency resolu-
tion will be

A = frequency resolution = % H,.

Also assuming Kaiser Bessel windowing, the effective resolution degrades (due to the narrow-
banding effect of the window) to

. 3K
A—T.
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TABLE 3. GRID PROCESSING WITH GRID CORRELATION.

-- K=1 K=2 K=4 K=8 K=16
(ms) (ms) (ms}) (ms) (ms)
1. Duplicate K Arrays of Size 2TW/K 0 22 2.9 232 2.2
2. Window K Arrays of Size 2TW/K 33 33 33 33 3.3
3. FFT K Arrays of Size 2TW/K 10.8 9.5 9.04 7.76 7.52
4. Determine Threshold - - - - ~
5. Excise - - - — —~
6. Ref Multiply 1 Array, Size 2TW 5.5 5.5 85 5.5 8.5
7. Accumulate K-1 Arrays, Size 2TW/K 0 1.1 1.6 1.9 2.1
8. IFFT 1 Array, Size 2TW/K 10.8 4.75 2.26 0.97 0.47
TOTAL TIME REQUIRED* 304 26.4 239 21.6 21.1

*Times Based on FPS AP-120B With Fast Memory

TW =1024 Complex Points

For simplicity, assume a single tone present, with bandwidth small compared to A. The

amount of excess processing loss is

For multiple tones, the worst-case loss is

L=10 loglo(l;vn—A) -101logyq (

where n tones are present. In terms of N and T,

TW-3nK_

L=101log; T™W3n

where

4 n = number of tones

) K = number of grid time slots
W = processing bandwidth

T = processing duration.

I

K =|012TW+0.63n
n ’

60

W-n4/

w

) ,

L = excess loss = 10 log| g (%é) ~10 log} <W-\$/

The maximum number of time slots for a loss of 2 dB or less is,

&)

(10)



where [x] is the largest integer less than or equal to x, but at least 1. The performance of the
grid algorithms will be given at the end of this section along with the other algorithm perform-
ances. Equation (10) is plotted in figure 38.

When the grid approach is used, the effect of having many tones present becomes
important because even a single tone appears K times (K = the number of time slots). This
multiplicity of tones has two effects; the presence of the tones biases the threshold estimate
higher and also increases the loss due to signal-energy excision.

Given n tones, all of which are excised, the processing loss due to excision is

_[TW-3nK
L, -(——Tw ) i (1)

where we have assumed the tones are large compared to the background noise and the noise-
excision effects are negligible.

If the threshold is set too high, the tones will not be excised and the effective SNR
will be degraded by the interference power. The maximum interference loss occurs when the
interference is just below the threshold level, z,

a2
Li (max.) = — e (12)
z= nK/2TW + 0=

o y ;
where o~ is the background noise variance.
The excision strategy is,

If L, e T Do Not Excise,
If LX < LI — Excise.

Therefore, the correct threshold can be found by solving for z,

L[ (max) = Lx
a2 _ TW-3nK
22nK/2TW + ¢2 W (13)

gt 1, *
271 - 3nK/TW ;

As the number of time segments increase, the desired threshold should also increase as,

zg  [TW=3n\"
7 “lTwoaak) o 3N<TW, (14)

*For K=1 and TW>>n,z = 2.450. This is less than the optimum value found previously (50 in equation (7)).
If background noise had been considered, a larger value for z would have been found.
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Figure 38. Number of grid time slots allowed for 2 dB loss.

where z; is the threshold for i time segments.

Now consider what happens then the quantile algorithm is used to set the threshold.
When large tones are present in the data sample, the 90-percent exceedance-value estimate is
¥ biased upward. The biased estimate may be calculated as follows: take the total number of ‘
grid samples as 3nK; assume that the interference is large enough to ensure that none of these
samples will occur in the lowest 10 percent of overall samples; since these samples are
randomly selected, 10 percent of them would have occurred below Xgq without interference
and 90 percent above Xg(; assuming they are now well above Xg(, a new 90-percent exceed-
E ance value is calculated (=X'90) as:

o BRS 2/2 2
[(TW-3nK) [ o—ze"‘ 0%dx] +3nK

X'90
F 0.9 = W § (15)
i .‘('90 = XB' ; :
f W 0.9 TW - 3nK =
s -J3n
t B =(—W) . 3nK <TW,
i
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and the threshold is set at

7= CXﬁ. (16)

The threshold calculated by the quantile method (equation (16) is compared in
figure 39 to the threshold resulting from the previous analysis (equation (14)). Both
thresholds have been normalized by the values for K = 1 to show the relative threshold
increase as K increases. The figure shows that the quantile algorithm does what it should;
increases with increasing K to keep the excision loss from becoming too large.

The results in the following section for grid processing were achieved using the
quantile algorithm described by equation (16), where C was set at 8 to avoid over excising
on the SWGN channel.

5 TONES

QUANTILE
THRESHOLD
EQUATION (14)

25 l
el 1 TONE
z, - , QUANTILE

<IN THRESHOLD

3 l \

2 ]

z 2.0 ,

3

I

z I

2 [

w

N

-l

«

s

v

< 1.6

1.0

1 2 4 8 16 32 64
NUMBER OF TIME SLOTS (K)

Figure 39. Threshold behavior for grid processing.

GRID-PROCESSING PERFORMANCE

The results of grid processing in the presence of narrowband interference are shown
in figures 40 and 41 for a single slow-swept tone and five fixed tones, respectively. With a
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single tone present, grid processing is effective with up to 16 time slots (blocks) when TW is
128. Figure 42 shows that only minimal excision took place with 32 or 64 time blocks,
balancing off the excision loss against the interference loss. With five interfering tones, the
algorithm was capable of effective interference suppression only up to four time blocks be-
fore the excision loss surpassed the interference loss (figures 41 and 43).

Figure 43 shows that, in a narrowband interference environment, the performance is
governed by excision loss. Since this loss rapidly increases when more than 50 percent of
the spectrum is excised, the grid format should be designed so that excessive excision is
avoided under typical hf interference conditions. The spectral characteristics of an hf trans-
mitter, as defined by FCC standards7, is shown in figure 44. The figure shows that the spectral
resolution of the grid processor should be around 3 kHz,

i W NN A L it Sl e '

3w

TW/K =3 kHz,

or

K~3kHz T,

where T = processing duration
K

The signal should also be designed to limit excision to around 50 percent. If we assume one
frequency user each X kHz in occupied regions of the band, then,

number of time blocks.

. W(kHe)
X b

TW

3nk € —-,

X
<—
= 6

Combining these criteria,

K = min (3T.% ), Tin ms. (17

7. Stein Associates Inc, ONR Contract N00014-76-C-0650, Final Report, Spread-Spectrum Concepts,
by Roger R Reed and John F Pieper B
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Figure 41. Grid-processing performance characteristics (SWGN and fixed tones).
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Figure 44. High-frequency transmitter emission standards.

TIME/FREQUENCY EXCISION
MODIFICATION OF THE THRESHOLD ALGORITHM

It was indicated at the beginning of this section that the excision algorithms used
previously (9.8 Xg( threshold) are ineffective when both broadband and narrowband inter-
ference types are present simultaneously. A performance example is shown in figure 45, where
the use of time and frequency excision improved performance only 3 dB over no interfer-
ence suppression, although the :ombined interference was more than 15 dB above the back-
ground noise. The major reason for the poor performance was that the threshold for burst-
noise excision was set too high and consequently burst noise was not suppressed. Figure 45
shows that less than 1 percent of the time domain was excised, but figure 13 indicated that
more than 10 percent should be excised. An additional loss was caused by the distortion of
the narrowband spectrum when wideband excision took place.

A modified algorithm for time-domain excision based on equation (8) was used to

E set the time-excision threshold in the time domain. Figure 46 shows the performance of
& this algorithm on a mixed-interference channel (curve A). For comparison, the performance
j of the old time- and frequency-excision algorithms are also shown for conditions of narrow-

band and broadband interference only (curves B and C). The performance of the modified

: algorithm was significantly better than the old algorithm, but it flattened out at about

Pe = 10-2 because, occasionally, the 2-point quantile threshold-setting algorithm set the e
threshold too high and underexcised, or set it too low and over-excised. This problem may

E be reduced somewhat by placing upper and lower bounds on the threshold estimate. It is

conjectured here that this limit would decrease for larger TW product processing and more

accurate threshold estimates.
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Figure 45. Unmodified time-excision/frequency-excision performance.
SMOOTHING THE EXCISION VECTOR

The second factor contributing a loss to the old time-excision/frequency-excision
algorithm was the distortion caused to narrowband interference by prior time-domain exci-
sion. A simulation was run to estimate the loss when time-domain excision is done in the
presence of a CW tone and frequency-domain excision is used to suppress the tone. The
result showed that a loss of between 2 and 2.5 dB resulted from the tone spreading due to
time excision. Figure 47a shows the tone and a signal in the frequency domain with a signal-
to-tone ratio of -10 dB. In this figure, no prior time excision was performed and the tone
occupies a single spectral region at 35 dB above the signal spectral peaks. Figure 47b shows
a simulated time-domain excision of about 20 percent of the time domain. The resulting
spectrum (47¢) shows that the tone is now spread over the total bandwidth.

The objective of excision-vector smoothing is to reduce this tone spreading by
limiting the steepness of the excision mask. This was done here by treating the excision
vector as a sampled-time series of zeroes and ones. The time series was smoothed by low-pass
filtering it to some fraction of its original bandwidth. To maintain a deep central null, the
original excision vector was stretched (the zero intervals widened) as shown in figure 48b,
low-pass filtered (figure 48¢), and this vector was multiplied by the original vector to create
the new excision vector that was used (figure 48d). Figure 49 is a flow diagram of how this
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Figure 46. Performance examples on a mixed-interference channel.

was actually accomplished. Figures 47d and 47e, and figures 47f and 47g show the results
with the vector’s low-pass smoothing point sct at fi,54/4 and fi,,/8, respectively.

A simulation test was run using different excision-vector smoothing points and noise
consisting of a combination of stationary white Gaussian noise plus a slow-sweeping CW tone
with an INR of 9 dB. The SNR was set at =12 dB. Table 4 gives the results of the simulation !
_ for four low-pass cut-off points and for no smoothing (cut-off at fi44). The final column of :
; table 4 is the excess loss after the signal-energy loss has been accounted for. The excess loss
}l is a significant factor when no vector smoothing is performed. By smoothing at fi;,4/8, the

loss is reduced to 0.6 dB. The time-excision/frequency-excision simulation results which
i follow use this lowpass point for excision-vector smoothing. ;
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;‘ TABLE 4. EXCISION-VECTOR SMOOTHING SIMULATION RESULTS.

Lowpass Pe Before P After Percent Freq Loss Relative
Filtering Frequency Frequency Domain to no Excess
Point Excision Excision Excised Time Excision Loss

| 0.351 0.072 9 3.6dB 24dB
- 0.352 0.053 9.5 2.8 1.6
0.354 0.048 9.5 2.6 14

By /B 0.348 0.033 8.7 1.8 0.6
fraxl16 0.342 0.030 7.8 1.7 0.5

TIME-DOMAIN CLIPPING, FREQUENCY-DOMAIN EXCISION

An alternative non-linearity to excision is time-domain clipping. Figure 50 (a, b, and
c) shows the frequency domain after time-domain clipping at 3 different levels when the
interference consists of a CW tone plus bursts of Gaussian noise in addition to the Gaussian-
noise background. The tone spreading is still obvious in (a) and (b). In figure 50c, the
threshold is low enough to cause the wideband noise floor to rise above the tone components.
1 Figure 51 is the frequency domain when a smoothed excision vector is used with a lowpass
; cutoff at fi4x/4. The background noise level is more than 10 dB lower than for clipping.
In this case, clipping in the time domain does not appear to offer an improvement over exci-
sion. Table 5 shows results of a simulation test using time-domain clipping and frequency-
domain excision. For comparison, the time-excision/frequency-excision algorithm with
smoothed excision produced an error probability of 0.034.
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Figure 50. Frequency specttum after time-domain clipping.
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TABLE 5. TIME-CLIPPING/FREQUENCY-EXCISION PERFORMANCE RESULTS.

Percent Time P¢ After
Domain Frequency
Clipping Level Clipped Excision
52 0.382
15 0.219
8 0.200
Burst Noise INR = 15 dB
CW Noise INR=11 dB
SNR=-12dB
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COMPARISON OF INTERFERENCE-SUPPRESSION TECHNIQUES IN MIXED
INTERFERENCE

The performance of several different processing techniques is shown in figure 52 for
a mixed interference and noise channel consisting of stationdry, white, Gaussian background
noise plus slow sweep-tone interference plus bursts of Gaussian noise. In addition to the
processing alternatives already mentioned in this section, a combination of Hall time-domain
processing and frequency-domain excision is also shown. At the lowest signal-to-noise ratios,
the modified time and frequency excision algorithm performed close to the limits set for
excision performance in simple types of interference (narrowband only or wideband only).
At higher SNRs, the grid-processing alternatives performed better because the excision thres-
hold could be more reliably established since the single point algorithm was used. The per-
formance difference between the grid and excision algorithms at low SNRs was due mainly
to the difference in resolution, amounting to an additional loss of about 2 dB for grid proc-
essing in this particular case.

The combination of Hall processing with frequency-domain excision performed poorly
on this channel for both values of the noise parameter, m. This was not unexpected since

the noise used for the test was very different from that for which the Hall-receiver configura-
tion is optimum.
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Figure 52. Interference-suppression algorithm performance on the mixed-interference channel.
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IMPLEMENTATION CHOICES

The following conclusions can be reached from the algorithm simulations:

1. Threshold excision is generally the most effective suppression technique in
the time domain and the frequency domain.

2. For the mixed-interference environment expected in the hf band, the simple
quantile threshold setting algorithm is ineffective and must be modified.

3. The grid-processing technique works well when the processed TW is large
enough to allow good time and frequency resolution and/or few narrowband
interfering tones are present.

The type of processing also depends upon the time-bandwidth structure of the signal
being processed. Table 6 lists some of these considerations. For short-duration or narrow-
band signals, the unmodified quantile algorithm and time or frequency excision (not both)
can be used. If mixed interference is present, excision cannot be effective since it would re-
quire eliminating most of the TW space. For large TW-product signals, grid excision is effec-
tive when enough time-frequency resolution can be achieved. The efficiency of grid processing
depends upon the system being nearly synchronized, so that prior to synchronization, or when
the time/frequency resolution is insufficient, time excision/frequency excision with the modi- 1
fied quantile threshold algorithm should be used.  E

Eaames Ll

TABLE 6. SIGNAL AND PROCESSING CONSIDERATIONS. -
TYPE OF SIGNAL PROCESSING
Small TW (<128)
— Short Duration Narrowband No Processing
— Short Duration Wideband Freq Excision
— Long Duration Narrowband Time Excision
Large TW (> 128)
— After Synchronization Grid Excision* ‘
— Before Synchrqnization Time/Freq Excision ‘
Using Modified
Threshold Algorithm 3

*Grid excision can only be used if the frequency resolution requirements 3
are met; equation (17) C

Figure 53 is an example of a signal structure that is compatible with the signal- 4
processing flexibility. A basic chip is defined as a pulse of 0.32-ms duration and 3.125 3
kHz bandwidth, TW = 1. A high-rate, narrowband transmission would use a string of the
pulses, differentially phase modulated, to achieve a rate of 3125 bits per second. By .
increasing the clock rate, sub-chips can be derived. For example, doubling the clock rate
produces the second subchip (0.16 ms X 6.25 kHz) and increasing the clock rate by a
factor of 32 produces the thirty-second subchip (0.01 ms X 100 kHz). Any combination of
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Figure 53. Variable TW symbol structure.
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symbol bandwidth (k X 3.125 kHz) and duration (n X 0.32 ms) can be selected by specify-
ing the clock-rate multiplication factor, k, and total number of pulses, n X k. The only
limitation is that fine enough frequency resolution be maintained by limiting n to values of

4 or more; and that the product n X k be a power of 2 (or close to it) for convenient fast
Fourier transformations. A simple flow diagram for such a signal generator is shown in

figure 54. In the figure, an alphabet size of 2 is assumed, and the code information is stored
in 2 buffers. If symbol “A” is to be transmitted with a bandwidth of 100 kHz and a duration
of 1.28 ms, the first 128 elements of buffer “A” are clocked out at 100 kHz. Since the
symbols must be filtered to different bandwidths, a digital filter is a convenient implementa-

tion, where the bandwidth change is simply a change in the clock rate.
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Figure 54. Digital-symbol generator.

CONCLUSIONS
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For simple types of noise (SWGN + narrowband only, or SWGN + broadband
only) threshold excision based on a simple quantile algorithm works well
in both the time domain and the frequency domain for a variety of interference
conditions.
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Several other techniques, including threshold clipping (time domain), Hall
receiver (time domain), and threshold whitening (frequency domain)
performed about equally as well as threshold excision.

3. The quantile threshold algorithm worked well down to a TW product of about
128. If fewer than this number of samples are to be processed, a moment
algorithm setting the threshold based on the first and/or second moments of the
input samples must be used.

4. In a simple noise environment, the excision algorithm effectively suppressed
all except about 2 dB of the interfering power, for interference that
remained within the dynamic range of the receiving system. The performance
losses are summarized in table 7.

5. In a mixed-interference environment, where both narrowband and broadband
burst noises were present, the simple quantile threshold and excision techniques
were ineffective. The primary problem was that the quantile algorithm set the
threshold too high and interference was not detected. A secondary problem
occurred when the time-domain excision caused spreading of any narrowband
interference present.

6. A modified quantile algorithm performed well when good statistical estimates
of the noise could be made (large processed TW) or when symbol error rates
greater than about 1073 were acceptable.

TABLE 7. PROCESSING LOSSES ON A SIMPLE NOISE CHANNEL.

Process (TW = 128) Loss

Input Windowing 0.5dB
Non-Orthogonality Quantization, Transform 1.5dB
Noise, Non-White Signal
Time Domain Excision* 0.3dB
Orthogonality Loss Due to Excision 0.2dB
Unsuppressed Interference (Time Excision) 1-2dB
Unsuppressed Interference (Time Clipping) 2-3dB
Hall Processing™* 1.5dB
Unsuppressed Interference (Hall) 1dB
Unsuppressed Interference (Freq Excision) 0-2 dB (1-5 tones)
Unsuppressed Interference (Freq Whitening) 0-1.5 dB (1-5 tones)
*Loss on stationary white Gaussian noise channel

7. Grid Processing worked well when a small number of interfering tones were
present, even for a TW size as small as 128. Grid processing was also simple
to implement when a small synchronization ambiguity was present.

8. The loss due to tone spreading could be minimized by smoothing of the excision

vector.
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9.  The best interference-suppression technique depended upon the type of
interference present, the TW over which the processing took place, and the
SNR at the receiver. Two techniques were most satisfactory in general:

(1) threshold excision in the time and frequency domains where the time
domain threshold was set using a quantile algorithm based upon two points
of the exceedance function; and (2) grid processing, where the TW space was
divided into a grid and the grid elements were threshold excised.

The processing losses for mixed interference are summarized in table 8.

TABLE 8. PROCESSING LOSSES ON A MIXED-NOISE CHANNEL.

Process (TW = 128)

Loss

Unmodified Time/Frequency Excision

Modified Time/Frequency Excision

Grid

Excision Spreading — No Excision-Vector
Smoothing (Single Tone)

Excision Spreading — Excision-Vector
Smoothing (Single Tone)
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Large
<1 dB for SNR <-12 dB
Increasing for Larger SNRs.

Loss depends on number
of narrowband tones
and resolution

~2dB

~0.5dB g




APPENDIX A: THE SIMULATION TEST FACILITY

The Simulation Test Facility (STF) performs the functions of noise, interference,
and signal generation, noise and interference suppression, and spread spectrum demodula-
tion. For each of these functions, several options are available as outlined in table A-1. The
STF is implemented as a combination of analog and digital equipments. The waveforms
representing noise and interference are generated at an rf frequency, are received, down-
converted to baseband, and sampled in quadrature at the Nyquist rate with a 10-bit bipolar
analog-to-digital converter. This provides the PDP-11/20 computer with a baseband double
sideband representation5 of the noise and interference. A similar representation of a random-
phase coded, constant-envelope signal is generated numerically by the computer and is
added at the required level to give the desired signal-power-to-noise-power ratio (SNR). The
STF is presently set up with a 100-kHz bandwidth (+50 kHz at baseband), a sample rate
of 100 kHz (complex samples) and processes signal time-bandwidth products of from 2 to
128. For any given TW product, the results can be scaled to any desired duration and band-
width that equals TW as long as the interference is similarly scaled. A functional flow diagram
of the signal and noise generation process for the STF is given in figure A-1. The STF
simulations used two random-phase coded signals and the correlation processing took place
in the frequency domain as shown in figure A-2. The Fourier transform of one TW = 128
signal is shown in figure A-3 (note the folded frequency scale), followed by its autocorrela-
tion and cross-correlation functions. Note the rounded form of the correlation functions
caused by time-domain application of a window function.

TABLE A-1. STF FUNCTIONS AND OPTIONS.

FUNCTION OPTIONS

Noise and Interference
Generation

. Stationary White Gaussian (SWG)
. Pulsed Gaussian

. Fixed Tone

. Swept Tone

. Multiple Fixed Tones

. SWG + Tone(s)

SWG + Burst

. SWG + Tone(s) + Burst

oo.\lo\m-hwu-—-

Signal Generation 1. Constant Envelope, Random Phase
Code, Alphabet = 2
2. TW =2 to 128 (powers of 2)

Broadband Noise Suppression 1. Threshold Clipping
(Time Domain Processing) 2. Threshold Excision
3. Log Weighting (Hall)
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TABLE A-1. (CONTINUED)

FUNCTION OPTIONS
Narrowband Noise Suppression 1. Threshold Whitening
(Frequency-Domain Processing) 2. Threshold Excision
Broadband/Narrowband 1. Any Combination of Two Above
Combination 2. Time/Frequency Grid Processing
Other 1. Variable Quantization After Noise
Suppression

To obtain the maximum possible speed on the STF, the signal-processing and data-
manipulation functions were performed using a set of Assembly Language programmed-array
processing routines that were called by, and controlled from, a BASIC language program.
This technique proved most useful, allowing complicated signal-processing programs to be
written easily and quickly at little sacrifice in processing speed relative to pure assembly
language programs. The fast-array processing routines placed some limitations on the STF.
All processing was limited to 16-bit block floating-peint arithmetic and the input dynamic
range was limited to about 45 dB. The arithmetic limitation was not considered a problem
since the resultant processing loss is negligible; however, the dynamic range did limit the
maximum allowable interference to noise ratios (INR).

Operator interaction with the STF was through a keyboard for input of test para-
meters, and a graphics display and printer for output. The procedure followed for a typical
simulation run is outlined in figure A-4. Throughout the processing flow, the operator has
the option of examining the intermediate data via the graphics display terminal. Any or all
of the plots could be displayed, according to switches set by the operator. Note that the
simulation procedure differentiates between “background” noise and interference. Ordinarily,
the background noise is stationary white Gaussian noise (SWGN) and the interference is a
wideband pulse, narrowband tone, or combination of the two. The signal-processing per-
formance is a function of both the signal-to-background noise ratio (SNR) and the inter-
ference-to-noise ratio (INR). Each symbol was always assumed to contain one bit of infor-
mation, regardless of the symbol TW product. A larger TW product would provide more
processing gain, but would not change the information rate per symbol.
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Figure A-1. Functional flow diagram for Simulation Test Facility.
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Figure A-2. STF signal generation and basic processing.
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Figure A-3. Continued.
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Figure A-4. STF flow diagram.
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Figure A-4. Continued.
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APPENDIX B: ANALYSIS OF A SIMPLE BROADBAND NOISE MODEL

A simple model is used here to analyze the characteristics of the broadband noise-
suppression (BBNS) algorithm. To simplify analysis, coherent processing of binary antipodal
phase-coded signals is assumed. The noise is additive and is chosen from one of two sample
populationsj' one with variance 002 and the other, representing broadband interference, with |
variance ¢~ >> 002. The signal has a constant magnitude of +1 or -1 and a time bandwidth i
product of TW represented by N = TW samples. This model is illustrated in text figure 1.

The BBNS algorithm simply sets thresholds at +z. Any signal-plus-noise values ex-
ceeding z or less than -z are set to zero (text figure 1).

Assuming a sequence of all 1’s transmitted, an error will occur if the match filter
output is less than zero,

A g T AT A TR,

N

Pr {error} = Pr {z <O} = Pr ‘ ) yi<OJ (B1)
i=1

R T R BV T S ARSI

The pdf for the y; random variable is the truncated Gaussian and is a function of the noise
variance present:
.
s lils e~ ()/-1)2/20i2 ; =2<y<z
2mo; y#0

zZ
L 120 41 - — - (y-D¥/202 dy 1y =0 (BD)

Py 050) =) e 1 Vo ¢

i=0,1

| =0:ly >z

Solving for the first and second moments of y:

Z
F =E = .._.__L_
mereh| - £ 7
-@+1)? -(z-1)?
0'

2. ) Z
My (o) = *—7-; $405 —w  ] _2_1;;_7 e~ (¥-1)%/20;2 (B3)
-7 i dy

2
e = (v-1)*/20;2 - ¢

D e N M o MO

z 2 Pl )
T 2l = —— ~(y-1)*/20;
uy (o) =E ,y } _zf Nz ‘dy
~(z+1)2 ~(z-1)?
oj 20:2 20:2 v P L ~y-1)%/20 (B4
i My (o) = ze %" -~ze <Uj +0° e i
L i Y V/2m0;2 dy +u (o))
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and the variance of y is,

0, () = np (0 - 112 (9)) (BS)

Under certain conditions (which probably apply here) the Centrai Limit Theorem may
be used to approximate the pdf of

g=Z vyj
1

as Normal with mean and variance,
z z
ng=[(1-PN [ pyvog)y] uylogit [N 1 pyopdy]wy @ (B
-7 -7

Z z
ag2 = [(1 -pN J py(y,oo)dy] ay2 (og) + [pN S py(y‘al)dy] 0y2(°1)
-Z -Z

where 1 -p = Pr {Noise Variance = 002 )
p = Pr [Noise Variance = 012 ) 2

In this case,

0
i e 7 V2126 2 d2
Pr {error} J /-—ZMg?_ e Bk (B7)

The BASIC program shown in figure B-1 was used to compute equation B7).
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110

170
180
190

210
220
230
240
250
251
252
253

255
256
257
258
280
290
300
310
320
330
340
350
360
370
380
390
400
410
420
430
440
450

470

2010
2020
2030
2031
2032

DIM D(2], H[2], M[2], G[2]

PRINT “INPUT THE SAMPLE SIZE"

INPUT N

PRINT “INPUT THE INR START, STOP, AND INCREMENT"*
INPUT 10, 11, 12

PRINT “INPUT THE SNR START, STOP, AND INCREMENT"*
INPUT RO, R1, R2

PRINT “INPUT THE THRESHOLD START, STOP, AND INCREMENT"
INPUT 20, 21, 22

FORK=14TO 14

P=0,05"*K

FORI1=10TO 11 STEP 12

13 = 10t (R/10)

FOR 2=20TO 21 STEP 22

PRINT “TW = "N

PRINT “INR = “(” DB”, “THRESHOLD = “Z,” INTER. PROB = ‘P
PRINT ** "

PRINT “SNR (DB)", “ERROR PROB."”
FORR=ROTO R1STEP 2

R3 =10t (R/10)

D[2] =1/R3

D[1] =13*D[2] '

u=0

S=0

FORJ=1TO02

E1=0

E2=0

A =-(Z+1)*(Z+1)/12*D[J])

IF A <-99 THEN 256

E1 = EXP (A)

B =-(2-1)*(z2-1)/(2*D[J])

IF B < -99 THEN 280

E2 = EXP (B)

A =(-Z-1)/SQR (D[J])

B =(Z-1)/SQR(D(J])

X=B

GOSUB 2000

B=F

X=A

GOSuUB 2000

G[J] =B-F

H[J] =SQR (D(J] /6.2831853)*(E1-E2) + G[J]
M[J] =SQR (D[J] /6.2831853) *(E1-E2)*Z+D[J] *G[J] +H[J] -H[J] *H[J]
NEXTJ

U=P*N*H{1] *G[1] +(1-P)*N*H[2] *G (2]
S=P*N*M[1] *G[1] +(1-P)*N*M[2] *G[2]
X=-U/SQR(S)

GOSsuUB 2000

PRINTR, F

NEXTR

NEXT 2

NEXT |

NEXT K

STOP

Y=X

IF X0

Y=-X

T=1/(1+0.2316419"Y)

F=1

IF Y*Y/2>99 THEN 2080

Figure B-1. BASIC program for calculation of equation (B7).
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2040 G=0.39894228*EXP (-Y*Y/2)

2050 F=0.31938153*T-0.356563782*T*T+1.781477937*T*T*T
2060 F=F-1.821255978*T*T*T*T+1.330274429*(T15)

2070 F=1-G*F

‘ 2080 IF X>0 THEN 2100
2090 F=1-F
2100 RETURN
g -
k| Figure B-1. Continued.
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