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ABSTRACT

Compact testing uses random inputs to test digital circuits . Detection

is achieved by comparison between some statistic property of the circuit under

test , like the frequency of ones on the output line , and the same property

for the fault-free circuit. In this paper we show that compact testing can
be efficiently used for sequential machines , although it has some inherent
l imitations . Synchronization is achieved by a long sequence of random

inputs whose length is circuit dependent. However , for most sequential
circuits synchronization can be achieved in a few seconds . The great maj ori ty
of failures inside the memory elements are easily detected , even wi th short

tests. Compact testing also detects most of the failures in the combinational
parts . There , its effi ciency is largel y dependent upon the test length and

also the characteristics of the random number generators . However , even the
most subtle failures may be detected if the test has sufficient length .
Some of the requirements and trade—offs to achieve efficient detection are
presented .

Index Terms: Sequential circuits , testing, random inputs , synchronization ,

failures , detection.
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I. INTRODUCTION

The ever increasing complexity of di gital circuits has made the

testing problem extremely difficult. The determin istic methods for test

generation (D. Al gorithm , [J.P. Roth , 1967], [W.G. Bouricius , 1971];

Boolean Difference , CF.F. Sel l ers , 1968]; Poage ’s Method , LJ.P. Poage ,

1 964]; etc.) become prohibitively expensive for large circuits . The

number of stuck-at faul ts increases exponentially with the number of

gates . For large LSI chips , like microprocessors , the amount of computa-

tion required to generate ~. vector test set that covers all singl e stuck-

at and some multipl e faults is extremely large. Furthermore , LSI fail-

ure modes may not conform to the stuck-at model and such failures as

pattern—sensitive failures may not be covered by the test obtained .

Random test generation methods [M.A. Breuer , 1971], [J.C. Raul t ,

1971], [V.D. Agrawal , 1972] and [P. Agrawal , 1975] are used to overcome

some of the computation costs of the deterministic methods . Ra ndom input

patterns are fed to a prototype of the circuit to test (or a simulator)

and are ana l ysed for their ability to catch failures . These methods give ,

in genera l , far larger test sets . However , there have been some studies

to try to optimize them (by assigning different weights to the input leads

[M.D. Schnwi nmann , 1975] or by interactive use [K.P. Parker , 1976]).

Some testing methods bypass the need for any prior test generation.

Quite often , testing is economically achieved by comparing the outputs

of the unit under test with the outputs of a known good unit (also called

“gold unit”) while both units are fed by the same sequence of ra ndom

Inputs . The efficiency of such testing methods has been analysed by
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[J.J. Shedl estky , 1975]. However , the need for a gol d unit may be

bothersome (large or expensive gold unit). Moreover , the reliability

of the gold unit is not guaranteed and the synchronization of the two

units may also cause probl ems .

Recently , a new test i ng method , wh i ch also does not necess i tate

prior test set generation , has been impl emented in some test equipments .

The un it under test is fed by random or pseudo -random inputs, and some

statis tics of the outputs (for example. the number of logic ones or transi-

tions ) are computed . If the output statistics satisfy some known proper-

ties (for exampl e , a given frequency of ones), the unit is said to have

passed the test. We will refer to such testing methods as compact testing .

An exampl e of commerc ial testers implementing this method is the Fluke

Trendar 1000 Logictester . Such a method has been investi gated by [J.P.

Hayes , 1975] , [J.P. Hayes , 1976] and [K.P. Parker , 1976]. Its general

efficiency , when appl i ed to combinational circuits , has been investigated

by [J. Losq , 1976]. The goal of this paper is to obtain quantitative

measures for the efficiency of compact testing applied to sequen ti al

ci rcuits .
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II. TEST DESCRIPTiON

Compact testing of sequential circuits is achieved In three steps .

The first part of the experiment consists In feeding the circuit a long

sequence of random inputs . The rationale for this is to try to synchronize

the ci rcuit. The next step consists in sending another long sequence of

random inputs during which output statistics are gathered . The third step

is the comparison between the obtained statistics and the correct ones.

The circuit is then declared faul t-free if the statistics match. For this

study , one will assume that the output statistics that are gathered during

the second step of the experiment are the frequencies of logic ones on

each output line . The study by {J.P. Hayes , 1976] tends to conclude that

it is the best statistic. Figure 1 gives the general description of corn—

pact testing.

The length of the i nput sequence during the first step of the experi-

ment (the synchronization step) will be denoted by T0. Similarly, the

length of the sequence duri ng the statistic gathering step will be de-

noted by T.

The circuit under test is a sequential machine , M , characterized by

its five t-upl e [E.J. McCl uskey , 1965], {M.A. Arbid , 1969]:

M = <I ,O ,Q,6,A>

with I = Input alphabet ,

0 = output alphabet ,

Q = state set,

- 3 -
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Fig. 1. General conception of random testers for n-input 2—output circuits .
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I! H 
_o = Q ~ I = state transition function ,

A = Q I > 0 = output function in Mealy-type machines ,

Q ~~~~ = output function in Moore-type møchines.

In the following we will adopt the fo 1low~ng conventions :

— The machine has n binary input variables : X 1, X 2 , ...,

- All the 2~ possible input vectors , A 0, A 1, . . . ,  A

accepted by the machine ,

- The machine has m binary output variables , Z1, Z2, • . .
~~ ~~

- The 2m output vectors are denoted by B 0, B 1, . . .,  B 
m
2 —l

- The machine , when it is fault free, has q states , Q1, Q2 ,

Qq~

- The machine is a Mealy-type machine (Moore-type machines are

special case of Mealy—ty pe mach ines).

Mathematically , one has the follow ing relations :

M = <1 ,0, Q ,O,A> ,

I = X~~ X2x---~X~ 
= {A 0. A 1, . . . ,  

2-li

= 
~~~~~~~ 

Z2x___ *Zm = {B
0. B 1, . 

~~~~ 
2_l i

Q = 
~Qi~ Qz , ... Q

q} .

X 1 , X 2 , ..., X~, Z1 , Z2 , . .., Zm 
= ~0,l}
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corres ponds to the input vector for which <X 1. X 2 

is the bina ry representation of i.

The random vector generator that drives the circuit under test (cf.

Fi gure 1) produces random inputs . It is stationary and characterized by

the probabilities , x~ , that the log ic value on line is a one . So ,

one can eas i ly obta i n the set of pro ba bi li t i es , a1
1 s , of all poss ib le

i nput vec tors , [K.P. Parker , 1976]. For clari ty , we w i ll use vec tor notat i on:

a 0
a 1

A =

a

2-1

with a1 
= Prob (input vector A

~
).

The strate gy for dec idi ng the “health ’ of the device under test i s

simp ly to compa re the number of ones counted during the second step of

the experi ment with the correct number for every output line .

If the random number generator is reset at the beginning of each test

ex per iment , it will always produce the same sequence of test v~’ctors .

This allows exact comparison. Any discrepency between the observed

statistic and the correct one indicates the presence of a fault or an 
-

impro per synchronization. If the random number generator is riot reset ,

then It is not possibl e to guarantee that two identical circuits produce

exac tly the same number of ones on each of their outputs (because of the

different test sequences). However , as it w i ll be seen later . two

- 6 -.
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Identical circuits , whatever their in itial state, will still produce

about the same number of ones . So, the criteria for a circuit to pass

the test is that , for every output line Z~, the observed frequency of

logic ones , z1, does not differ more than from the correct value z1 .

Circuit passes tests iff - z iII< 
~~~~

‘S

The vector z of the output probabilities z
~ 

is called the signature

of the circuit under test while the vector ~ of the correct output proba-

bilities z7 is called the correct signature (or reference si gnature) .
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III . SYNCHRONIZATION

One of the problems in testing sequential circuits is synchronization.

When exercized , the responses of sequential mach i nes are dependent upo n

their initial states . Deterministic test set generation methods use syn-

chronizing sequences (or homing sequences) to preset the circuit under

test in a known state (or to determ ine the initial state) [R. Boute , 1972].

Compact testing uses a similar approach. A long series of T~ random i n-

puts is in jected to the circuit to achieve a probabilistic synchronization.

Let the vector 
~~~~

‘ called Probabil istic State, denote the state

probabilities for the machine after the tth input has been applied .

t
S l

t S 2

ii
tSq

w i t h  = probability to be in state Q
~ 

after the tth i nput . From the

state transition diagram of the mach ine and the input probability vector ,

A , it is ea sy to obtain the state transition probabil ity matrix , N:

N = 
[n~~] 

~

with n~ = Prob (to go from state Q~ to state Q~ 
in one step I

the input vector is random with probability distribution

given by the vector A).

- 9 -

- ,_ -—



~~~~~~~~~~~~
y-

~~
-
~~~~~

—- ---
~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

With such a notation , the probabilistic state after the tth input ,
-4

is
+ -* t

= . N

where 0S is the probabilistic state at the start of the test.

If the mach ine under test is strong l y connected (which is to say

that from every state it is possib le to reach any other state), th en the

matrix N corresponds to the matrix of an ergodic Markov chain [T.L. Booth ,

1967]. Thus , the probabilistic state , 
~~ 

approaches a constant value ,

as the length of test , t , increases:

-,

Limit S iimi t l 0s . N~I -
~t L J W .

t -+~~~~~ t

This means that after a long sequence of random inputs , the probability

of any given state is fixed and independent of the initial state . So ,

one can say that any long sequence of random inputs is a probabilistic

synchronizing sequence in the sense that the final probab ilistic state

is independent of the initial state .

The necessary number of random input needed to achieve proper proba-

bilistic synchronization (
~
S is different from ~ by less th an ~

) is

directly dependent upon the ei genvalues of the matrix N. Any power of

the matrix N can be written as

Nt = 

i=l 

X~ 
. N
~

where th e A i
’s are the e i ge nva lues o t N an d the Ni

’s mat r i ces are

- 10 -
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i ndependent of t . The conver gence ra di us o f ~S (towards ~
) is the

eigenva lue with the larger absolute value (besides the eigenvalue. A i rl

wh ich always exists). For example , a bina ry counter with u stages
U .

(counting from 0 to 2 — 1) will reach its probab ilisticly synchronized

sta te ~~, with in a prec i s i on of l0 >
~, after a sequence of approximatel y

.46 X X X  random inputs of the same likelihood . In this example , the

required l ength of the synchronizing sequence is fairly large (around 1.3

million inputs for a 10-stage counter to reach the steady state within

.1%). However , thi s i s a worst case ex ample and , even thou gh , the time

required for such a probabilistic synchronizing sequence will be less than

1 second for most present-day implementations .

When the ran dom number generator i s rese t at th e beg inning of each

new test experiment , deterministic synchronization can be achieved if

the sequence of T0 random inputs contains a subsequence which is a deter-

ministic synchronizing sequence . However , if the length of the deter-

ministic synchronizing sequence is substantial , the likel i hood that it

will occur in a random sequence may be extremely small . For exampl e ,

if the shortest synchronizing is 100 inputs long and the machine has 10

input variables , it may require as many as 10300 random inputs of the

same likel i hood to have a significant chance to achieve deterministic

synchronization (cf., Appendix I). So , unless synchronizing sequences

are quite short (for example , when there are reset lines) , it is unlikely

that sequential machines are deter m inisticly synchronized at the beg inning

of the statistic gathering (cf, Fi gure 2).

— 11 — 
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Fig. 2. Probability that a random sequence contains a synchronizing sequence .
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IV . REJECTION OF FAULT- FREE CIRCUITS

Some fault-free circuits may not pass the test because of the

randomness of the test sequence and its finite length. In the following.

we will assume that the internal states constitute the outputs (one line

for each state). So , the si gnature of the circuit under test , ~~, is

= 

t=l T~
+t
~~ 

Nt 
= 

~ [~~~~l 
NT0+t]

As it can easily be seen , the signature of the circuit under test

appr oxim ates ~~, which is the correct signature . The matrix N can be

written as

N = . N~ (orthogonal decomPosition~A~=1 . the
i=l 

ordered by decrea sing magnit ude )

and q

Nt = ~~ A i
t .N

i
I =1

So , the difference between and ~ is

~~~~~ x
To+t

N)]t=1 i=2

As T0 is fairly large , one has onl y to consider the terms in X~ (x 1 being

1 i s cancel led by 
~~~

) .  So ,

T+l
“ + ~ 

X 2 0
z - W 

~~
_

~~~ 2 I ~ N 2

- 13 -
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The second fac tor represents the a cc urac y w i th wh i c h the pro ba b ilis t ic

synchronization has been achieved . As it i s clear from the fi rst term ,

the probability of rejecting faul t free units is extremel y low (even when

probabilistic synchronization was poorly achieved) if the ei genv alue with

higher absolute value , A 2 , is negative. Figure 3 gives the dependency

between the a pp rox imation of ~ by z and the length of the test.
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Inheren t inaccuracy

~ 
due to truncation

10~~ \.I 5’

\
N ~~~

.
-

\ 5,

5,

10 I I~~ I I I ~
i 10

1 io2 io3 10
L1. 
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Fig. 3. Difference between the steady state W and its approximation ~ as a

function of the test length .
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V. DETECTION OF FAILURES

V.1 INHERENT LIMITATIONS OF COMPACT TESTING

It has been shown by [E.J. McCl uskey , 1975] that random testing can

detect any failure inside a combinational circuit , if the input proba-

bilities are correctly chosen . The output probability becomes the fixed

point decimal representation of the truth table (expressed as a binary

number). So , random testing can be used to identify combinationa l cir-

cuits (even though it is highly impractical). However , for sequential

circuits such a statement is false. Whatever the input probabilities ,

whatever the sequential machine under test , there will always be different

machines which have the same signature (so they will pass the test). The

proof is fairl y simple. The signature , ~~ , of a sequential mach ine is

given by the following equation:
4.

+w M = W

But any matri x M’ obtained from M by some col umn permutation will

have the same signature . So , compact testing cannot guara ntee that It

will detect all the possible failures (and this is Independent of the

test length). However , most of the failures that do occur can be detected .

V.2  FAILURES IN THE OUTPUT CIRCUITRY

Most of the sequential machines have the architecture of Fi gure 4.

The memory elements are flip flops . They are controlled by a combinational

circuit synthetizing the exitatlon functions from the circuit Inputs and

the fl i p-flop outputs . The circuit outputs are obtained by combinational

lo gi c. Fa i lures can occur eith er In the memory elements ( f l i p  f l op s ) ,

— 17 — 
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Fig . 4 . General architecture of sequential circuits .
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in the combinational circuit controlling these flip-flops or in the

combinational logic synthetiz ing the circuit outputs . For simplicity

of this study , we will consider these three cases sepa rately. It is

quite intuitive that , in general , mult ip le fa ilures are eas i er to detect

(cumulative effects).

The failures that are restricted to the combinational log ic syn-

thetizing the circuit outputs from the inputs and the fl i p-flop outputs

(Mealy-type machines ) do not a ffect the state transitions . So, this

problem is analogous to the problem of detect ing fa i lures in comb i nationa l

logic (with input probabilities determined by the ci rcuit probabilistic state).

Failures can affect the val idity of one or several of the output

var iabl es . It is obvious that the failures that affect severa l output

l i nes are easier to be detected (the probabilities of ones on several

out put lines will not match the correct values). So , one can get a lower

bound for detection efficiency by looking onl y at singl e output circuits .

The output , Z, is a combinational funct ion of the inputs (A1
’s) and the

states (Q~ ’s). When the circuit is fault-free , the output probability

is z. The possible faults that affect the output circuitry may be very

varied in terms of their effects . A stuck -at fault direct ly on the output

line will be immediately detected (the probability , z, of the fault y

circuit will always be 0 or 1). In general , one can get a ve ry conserva-

tive model for the faults if one considers that on the average a fault wi l l

affect only a few cells of the truth table (output as a combinational

function of the inputs and sta tes ).  It is analogous to say that the

Output will be valid most of the time but incorrect for a few combina-

tions of input variables and interna l states.

- 1 9 -
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Under this assumption , it has been shown by [J. Losq. 1976] that the

distribution of the output probability , z, over all poss ible faulty cir-

cuits is a gaussian distribution.

Prob (z e [u - ~~~
-, u + v-]) = Gauss (u. z + ~~, ~2)  . du

with z = output probability of the correct circuit ,

(l—2z) .

y = proportion o f the cel ls  i n the truth ta b le tha t are

affected by a faul t (characterizes the extend of a

failure),

/+t r ~~~~~ /
= variance = y(l—y) A )~ ~~ ~tr

The fact that the distribution is not centered around the correct probability

an d tha t the variance is quite small implies that most of the failures in

ou tput circuitry will be detected , cf. Figure 5 (the difference between

z and z is very likely to be greater than the acceptance window 
~~~
). So ,

one can state tha t compact testing is efficient to detect failures located

in the combinationa l logic synthesizing the outputs. For exampl e, in the

case of Fi gure 5, more than 99% of all failures will be detected .

V. 3 FAILURES IN THE MEMORY ELEMENTS

The simplest an d most general assumption to make concerning failures

in the memory elements (fl i p-flops ) is that they w ill correspond to one

of the fl i p- flops being stuck (stuck-at failure at the fl i p- flop output).

When the output of a fl i p-flop is stuck , half the states are unreachable.

Half the columns and rows of the transition matrix N’ w ill be zero .

- 20 -
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Distribution of the output probability, z, for the fau lt y ci rcu its

.002

(2% of the cells are fault~~)

z = .2

I ~ n = R (~~~ 
input variables )

= .5 (equilikely inputs )

0 .175 .2 .212~~~~~~ 25 

2 states ( = [.s, .5] )

Fig. 5. Distribution of the output probability , ~~~, for the faulty circuits

(the test acceptance window is shown for comparison).
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Consequently , half of the eleinent~ of the steady-state vector are also - -

zero . If the interna l states are directly observabl e at the the circuit

output , these failures wi l l  be immediate ly detected . The si gnature of the

faulty circuit , ~~~~, will be completely different from the si gnature of

the correct circuit , ~~~ .

Even if the i nternal states are not directly observable , such a

failure will still be detected , unless the machine is not reduced (for

exam p le , if each one of the unreacha ble states is equivalent to the

state to which it is mapped by the failure). For Moore-type machines ,

the output variables , Z1, Z2 ,  . . •~~~ 
Z~ , are funct ions of th e s ta tes . For

each out put var iab le , Z~.. one can writ e the truth table C. in a vector

form so tha t the output probability . z~ , is given by:

4.

z
i ~~~~~

The condition for the faulty circuit to pass the test is that its signa-

ture is equal to the reference si gnature:

4. _,.

4 .w . C~ = w . C~ 3 E ‘~l , 2, .. ., m~

But every element of ~~~
‘ is different from the corresponding element in ~

(half of ~~~
‘ is zero). So , this set of m equations is extremely restric-

tive on the v a l u e s  of ~~~
‘ that satisf y it. So , one can say, without loss

of generality , that the signature of the faulty circuit will differ from

the reference signature . Mealy-type machines can be treated similarly.

So, as a general statement , it is safe to say to every failure that af-

fects the memory elements will be detected by compact testing.

- 22 -
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V.4 FAILURES IN THE COMBINATIONAL LOGIC CONTROLLING THE MEMO RY ELEMENTS

Failures that take place in the combinational logic that synthetizes

the exitat ions for the fl i p- flops acfect the state transition diagram of

the circuits . Failures are qu ite diverse. A stuck-at constant value on

the R in put of an R-S flip-flop may be analogous to a flip-flop failure .

On the other hand , some failures may change onl y a few trans iti ons i n the

transition diagram (for exampl e , a fa i l u re may change onl y the trans iti on

between states to Q~ under i nput A k). These las t ones will be the

most diff icult to detect because their effects on the system operation

is somewhat limited (in a statistical sense). So , as it was done for the

out put comb inat iona l lo g ic , we will only consider these failures in the

anal ysis. This will provide a meaningful l ower bound for detection

efficiency .

Each of the fl i p-fl ops that compose the circuit memory has its own

ex itation synthetized by combinational logic. It is natural to assume

that failures will a ffect the exitat ion of only one fl ip-flop. It is

also natura l to use the same model as used in Section V.2 to describe

the effects of falures . Each failure changes only a few cells in the

ex itation truth table (table giving the fl i p- flop exitation as a function

of the circuit inputs and internal states). The cells affected are ran-

domly distributed all over the truth table. For every faulty cell , the

corresponding state transition (inputs + state exitation + state transi-

tion) will be different from the correct one. Reciprocally , for every

correc t cel l in the exitation table both the faulty and the fault-free

mach ines have the same transiti on.

- 23 -
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If the cell corresponding to input A k and state is faulty. then

the norm a l trans iti on from state to state  Q~ un der input A k i s r ep l ac e d

by a trans iti on to s tate Q~
, .  The corres ponding change , AN , in the

transition matrix N , is

jth j’th

— 
__a

k
_ 

~~k 
— ith

The new next state is dependent of Q3 . If corresponds to 000...00

in the fl i p-flops and if the failure affects the first fl i p-flop, then

Q . corres ponds to 100.. .00.

The corresponding change in 
~~ , A~, i s ex presse d as :

A~ ~(I - N - A N) = 

~~ AN

If = [w 1, w 2 , . ..~~~ Wq]

then A~~ (I - N - AN) = 

~~~~~~~~~~~~~~~~~~~~~~~ ~~ 0,...0]

So , there wil l alwa ys be a c han ge i n 
~~ , A~ , assoc i ate d w it h su ch a fa i lure .

Th i s change , A~, i s the bas i c reason wh y compac t te s ti ng can detect these

failures .

rn general , failures in the logi c synthesizinq the exitati on

functions will i nvalid ate several cells of the exitation truth table.

The change in ~ associated with each faulty cell is given by the previous

equa ti on . It can be eas i ly see n tha t the effec ts of seve ral fault y cel ls

i s c u m u l a t ive :
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A~ (I - N - AN) = A~ (I - N) - ~~~ AN A~ (I - N)

So, if the changes on N , associated w ith the v faulty cells are respec.-

tively AN 1, AN2, .... AN,,,, then

A~ (I - N) 

~~~~ 

~~~AN 1 
= 

~~ ~~ AN~

If the number of faulty cells is small (compared to the total number of

cells in the truth table), then one can state that at least two elements

of ~ will be c hange d by the faults . The average magn i tude of thi s c han ge

is
n

w .  a 1
2 = w . [x.~ + (1 - x

1 ) 2 ]

So , the relat i ve chan ge i s di rectly de pendent upon the i nput pro ba bi litie s

x~ (the characteristics of the random num ber generator). It can be noted

that the variation i n w i s i nde pendent of the func ti on real i ze d by the

circuit . One can also note that there is a trade-off for choosing the

set of input probabilities (the xi
’s). Detection of failures in the

Output circuitry are facilitated when the x i
’s are close to .5(this de-

creases the var iance , G 2 , in the distribution of the signature , cf. Section

V .2). On the other hand , detection of failures in the exitation cir-

cu i try i s improve d i f the x i
’ s are far from .5 .

So , most of the failures located in the exitation circuitry can be

detected by compact testing. If they affect very si gnificantly one

ex it a tl on function , then they tend to have effects s imi lar to memory
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fa i lures , and thus , they will be easily detected. Even when their

effects are very limited , they will produce a change in the steady-state

of the c i r cu i t . Such a chan ge can be detec ted if the t est is lon g enou gh.

Fi gure 6 gives the minimum test l ength required to detect one of these

very subtle failures. It should also be noted that clock -related failures

will be detected by compact testing for they will be equivalent to memory

failures or exitation failures .
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Number of tests requ i red for detect ion

x . = x (same probabilit y

on each input )
10 n = 1 (1 inputs)

= . 1 (thi s provide s a

for state

Input probability

I I I I I

0 .1 .2 .3 .4 .5 .6 .7 .
~~~ .~~~ i

Fig. 6. Minimum number of test inputs to achieve detection of failures

in the logic synthesizing the fli p—flops exitations.
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VI . CONCLUSIONS

Compact testing is a very simpl e method to test complicated

circuitry . Circuit analysis is avoided . Testing equipment is extremely

simpl e and can be used with almost any kind of circuit. There is no

need for large libraries of test sets or reference output sequences .

This is obtained at the cost of far longer test sets . However , the

speed of most digita l circuits nowadays allows several million inputs

per second. So , very large test sets (106 inputs and higher) are not

a pena l ty , especially when they are random (algorithmic generation).

It has been prev iousl y shown that ran dom tes ti ng i s an ef fici ent

metho d to test combinational circuits . However , the problems associated

w it h sequen ti al machines can make one dou bt i ts use fulness for

sequential machines (even though it is practically used for this purpose ).

Here , we showed that the problem of initial state can be simpl y over-

come . A long sequence of random inputs , dur i n g w h i c h  one does not look

at the circuit outputs , acts as a synchron izing sequence far compact

testing , even when the machine does not possess deterministic synchronizing

sequences . The probability that compact testing rejects fault-free cir-

cuits can be made arbitrarily small by increasing the length of the syn-

chronization period. For most practical applications , the rate of re-

jecting falut . free circuits is negligible.

Even though compact testing can never guarantee one hundred percent

confidence in its results , it is still an efficient way to detect most of

the failures that can occur in sequential machines . Failures affecting
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the memory el ements (or the delay elements in the feedback loops ) are

guaranteed to be detected. Similarly, permanent clock failures do not

escape detection. Failure s in the combinational logic synthesizing the

output functions from the circuit inputs and its states , are also likel y

to be detected . It was shown that the corresponding signature differs

from the correct one by a quantity that is a random variable of non-zero

mean and extremely small variance , so , the efficiency to detect these

failures is a monotonically increasing function of the test length. Most

of the failures that affect the exitation of the fl i p-flops (or the state

transitions) can also be detected . Depending on the extent with which they

affec t the o pera ti on of the circ u i t , the change they induce on the circuit

si gnature is more or less accen tuated. Fa i lures tha t d ras ti call y chan ge

the circuit operation are extremely likely to be detected . However , even

the more subtle failures , those which chan ge only one state transition ,

can be caught by the test if it is long enough.

Because of the similarity between compact testing and random test set

genera tion , one may hope that the efficiency of compact testing could be

enhanced by some kin d of interactive use (or feedback between the circuit

signa ture and the random number generation). Investigation of this pro-

bl em may lead to a very general and efficient way to test very l a rge

digita l systems .
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A P P E N D I X  I

Probability that a random sequence of length T contains a given

subsequence of length 2.~

This is a well known problem whose general solution is extremely

complex . However , for our purposes , one can get a s imple a pp rox ima ti on .

Let us assume : all the letters of the alphabet (all possible inputs)

have the same likel i hood (with probability a = 2~~ ) and

the given subsequence does repeat the same letter (each

letter appears at most once).

Even though thi s seems to be a stron g assum pti on , it gives

a good approximation.

With these assumptions , we can model the process as a Markov chain. The

state, S,~ (I from o to t) indicates that , while the random se quence is

drawn , the last i l etters correspond to the first ith letters of the

subsequence. The probability transition matrix , M , for this Markov cha in

is

l-a , a , o , ..., o

l—a , o , a , ..., o
M =

l—a , o, o , ..., a

0, 0, 0, ..., l

The charac teristic polynomial is (x f l  ~~
+I - : 

:~~
‘‘ + a~

One of the eigenvalue is 1 and the one with the next higher absolute

value is closely approximated by 1 - (l_a)a Z. So the convergence radius

is 1 — (1—a ) a~ . So ,
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Prob (to be in state S& after I Inputs) = Prob (the random

sequence contains the given subsequence)

1 - Exp (- (1-a) aL T)

- 32 —

-- - 5 -  - - - — - -5 —5-- - —~~~~~~~
- .-— -~ -,

~~~~~
-—-~~~~——-_---5— -5-

~~~~
- -.- - — - - ‘~~~~~~,—-- -.- 5--- -  — -  ~~~~~~~~~~~~~ 

-



—- - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

VI . REFERENCES

[Agrawal , P., et al ., Agrawal , P. and V.0 .  Agrawal . “Probabilistic
1972) Analysis of Random Test Generation Method for

Irredundant Combinationa l Log ic Networks ,”
IEEE Trans. on Computers , Vol . C-24 , pp. 691-
695 , July 1975.

[Agrawa l , V.D., et al., Agrawa l , V.D. and P. Agrawal , “An Automatic
1972] Test Generation System for ILLIAC IV Logic

Boards ,” IEEE Trans. on Computers , Vol . C-21
pp. 1015-101 7, September 1972.

[Arbid , M.A ., 1969] Arbid , M.A ., Theories of Abstract Automata ,
Prentice-Hall , 1969.

[Booth, T.L., 1967] Booth , T.L., Sequential Machines and Automata
Theory, J . Wiley & Sons , New York , 1967 .

[Bouricius , W.G . ,  et al. ,  B o u r i c i u s , W . G . ,  E.P. Hsieh , G .R. Putzolu ,
1971 ] J.P. Roth , P.R. Schneider and C.J. Tan ,

“Al gorithms for Detection of Faults in Logic
C i rcuits ,” IEEE Trans. on Computers, Vol . C-2O ,
pp . 1258-1264 , November 1971 .

[~oute , R., 1972) Boute , R ., “Al gebraic Properties of Test Se-
quences and Fault Relations ,” Tech. Rpt. No. 37,
Digital Systems Laboratory , Stanford University ,
Stanford , California , November 1972.

[Breuer, M .A ., 1971 ] Breuer , M .A ., “A Random and an Al gorithmic
Technique for Fault Detection Test Generation
for Sequen tial Circuits ,” IEEE Trans. on Com-
puters, Vol . C-20, pp. 1 364-1370, November
1971 .

[Hayes, J.P., 1975] Hayes , J.P., “Testing Logic Circuits by Transi-
tions Counti ng ,” Proc. Fifth Int’l Symposium
on Fault-Tolerant Computing, pp. 21 5-219 ,
Par is , June 1975.

[Hayes, J.P., 1976) Hayes , J .P., “Check Sum Test Method s ,” Proc.
Sixth Int’l Symposium on Fault-Tolerant Compu-

~iaa, pp. 114-120 , Pittsburg, June 1976.
[Hayes, J.p ., 1976] Hayes , J.P., “Trans ition Count Testing of

Combinat iona l Logic Circuits ,” IEEE Trans. on
Computers, Vo .-25, pp. 613-620 , June 1976 .

- 33 -

- ~~~~~~~~~~~~~~~~~~~~~~~ —- -5— -  —- ——
~~~~

- — — -5—  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ --5~~ — -5  ,_ _.-



[Losq , J., 1976] Los , J., “Referenceless Random Testing, ”
Proc. Sixth Int’l Sy~p~sium on Fault-Tolerant
Computing , pp. 108-113. Pittsbur a , June 1976.

[McCl uskey , E.J., 1 965] McCl uskey , E.J., Intro duction to the Theory
of Switchinj Circuits , McGraw -Hill , New York ,
1965.

[McCluskey , E.J., et al ., McCluskey, E.J. and K.P. Parker , “Boolean
1975) Networks Probabilities and Network Design ,”

Tech. Note No. 60, Digital Systems Laboratory ,
Stanford University , Stanfo rd , Cal i forn i a ,
July 1975.

[Parker , K.P ., 1976] Parker , K.P ., “Compact Testing: Testing with
Compresse d Da ta ,” Proc. Sixth Int’l Symposium
on Faul t-Tolerant Computing , pp. 93-98,
Pittsbur g, June 1976 .

[Parker, K.P., 1976] Parker , K.P ., “Probabilistic Test Generation ,”
Ph.D. Thesis, Digital Systems Labora tory ,
Stanford University , Stanford , Cal i fornia ,
May 1 976.

[Poage, J.P., et al., Poa ge , J.P. and E .J. McCl uskey , “Der i va t ion
1 964J of Optima l Test Sequences for Sequential

Mac hi nes ,” Proc. Fifth Annual Symposium on
Switching Theory and Logical Design , pp. 1 21-
132 , 1 964.

[Rault , J.C., 1971 ] Raul t , J.C ., “A Graph Theoretical and Proba-
listic A pproach to the Fault Detection of
Di g i t a l  C i rcu i ts ,” Proc. First Int ’l Symposium
on Faul t-To l erant Computing, IEEE Computer
Soc iety Pub. 7lC—G .C , pp. 26-29 , Marc h 1 971 .

[Roth , J,P. , et al . , 1967] Roth , J.P. , W .G. Bouricius and P.R . Schneider ,
“Programme d Algorithms to Compute Tests to
Detect and Distinguish between Failures in
Logic Circuits , ’ IEEE Trans. on Electronic
Computers , Vol . EC-16 , pp. 567-580, Oc tober
1967.

[Sc hnurmann , M.D., et al. Schnurma nn. H .D., E . Lindbloom and R.G . Car-
1975) penter , “The Weighted Random Test-Pattern

Generator ,” IEEE Trans on Computers, Vol . C-24 ,
pp. 695-700 . July 1975.

- 34 -

-- - 5 - 5 - 5_-5 - 5 - 5 •-5~~~~~~~~’-5’~~~~~~~~~~~~~~ ’ 5-~~~~~~~~’ -- -~~~~ ’~~~~~~~~~~~~~~~~~~~~~~~~~~~~



‘ ~~~~~~~~~~~~~~~~~~~ ‘ ‘“~~~~_‘ ~~~~~~~~~~~ ~‘_‘~~~~~~~ 
- - - -

[Seller, F.F., et al ., Sel l ers, F.F., M.Y. Hsiao and L.W. Bearnson ,
1968] “AnalyzIng Errors with the Bool ea n Di fference ,”

IEEE Trans. on Computers, Vol . C- l7 , pp. 676-
683, July 1 968.

[Shedl estky, J.J., 1975) Shedlestky , J.J., “A Rationale for the Random
Testing of Combination al Digital Circuits ,”
Proc. CompCon 1975 Fall , pp. 5-8, September
1975.

- 35 - 

-5 



______________________ 
-

~~~ ‘ ‘ ~ f l , ’ 5 s ,,c~~ S. -r  7~~.a -~-~~~~~~ -~--~ - ..-- z—~~~n’ 5 ..- ,,. - ,... ”W ” ’ ”S’r ‘- 5-’ -

S EC U R I T Y  C L A S S I F I C A T I O N  OF T I-IIS PAGE When Data Entered )

READ INSTR U CTIONS
REPOR F I )OCt J ~4ENTATION PAGE BEFORE COMPLETING FORM

~- -~~~~~~ ~~~~~~~~~~~~~~~~ DC NUMB E R1 R EPORT NUMRER

Tec hn ical Note No. 104 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

—~~ 

~f— LØ ~~~~~~~~~~~~

5 TS’PE OF RE P O R T  ~, P E R I O D  C O V E RF I4 T I T L E  a n f  S

~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~?Technical~~otejJ

6 PERFORMING ORfl REPORT N U M B E R

7 A U T H O R( U  
_______________________________________

fi ~~fl
t.~T Q a~~~T OR ORaMT ~~~‘

—MCS 76-05327
,
,~

- 

)~~~E~
s Los

~~~~ ~~~~ ~~~~~~~~~~~~~~~~

9 P E R F O R MING O R G A NI Z AT I O N  NAME A N D  A D D R E S S  ,y . ~~~~~~~~~~~~~~~~ r rv~t N i  P0 IE C  T A S K
A R EA  & W O R K  U N T  ~. U V F~E~~~~Digital Systems Laboratory

Stanford University 7151 and 7106
Stanford , CA 94305 

_____________
________________________________________________________ 

13 NO OF PA G E S

1 1  C O N T R O L L I N G  O F F I C E  NAME A ND A D D R E S S  ______

Sponsored Projects Off 1L ~~ 
Dec .U
T5 SECURITY C L A S S .  of tB ’ S  3 t I

Stanford University 
r

Stanford , CA 94305 Unclassif ied
14 M O N I T O R I N G  A G ENC Y  N A M E  & A D D R E S S  ( i f  diM , f rom Contro ll, ng Of f ,ca )

Stanford Electronics Laboratories ‘15, DECLA SS ’F IC A ’ I O N  D O W N G R A D I N G
Stanford University SC H E D U L E

Stanford, CA 94305
16. D I S T RI B U TI O N  S T A T E M E N T  (of  t h ’s report ) 

— ___________________

This document has been approved for public release and sale; its distribution
is unlimited .

17  D IS T R I B U T I O N  S T A T E M E N T  (of the abstract entered in Block 20, f d ,f f eren t  f rom r epo r t l

18 S U P P L E M E N T A R Y  N O T E S

19 K £ V W O R D S  ICo ntn,e on recerse s,tle 1 necessary and dent ,fy by block number) 
-

detection sequential circuits
failures synchronization
rapdom i nputs testing

7~~~~~~ S T R A CT lCo n ? n~,e on re-,er,e ~,rIe ,f neces sa ry an~ ,dent~t y by b lor k numher ( 
- - —

Compact testing uses random inputs to test digital circuits. Detection is
achieved by comparison between some statistic property of the circuit under test,
like the frequency of ones on the output line , and the same property for the fault-
free circuit. ~~n tJ’iis paper we~show~that compact testing can be used efficientlyfor sequential machines , although it has some inherent limitations . Synchronization
is achieved by a long sequence of random inputs whose length is circuit dependent .
However , for most sequential c ircuits , synchronization can be achieved in a few sec-
onds. The great majority of failures Inside the memory elements are_easilydetected ~~~.~~~~
~~~~~~~ FORM
1,11 1 JAN 731473 ________________________________

EY E SE C U R I T Y  CLASSI f C A T I O N  OF T H I S  ~ -iiU IWBe ”  ~,Ua I

~~~~~~~~~~~~~~
_ _  

- -~ --5- -5-5 .---~~~~~~~~~



— — 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~

5- —- ---,.— -—-—---- 5,—’—-- 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~ “i-5 ~•5-_5-~~~ - 5 •~

-5-55-

$
\

~~~~~~~~~~~ 20. Abstract (continued )

even with short tests. Compact testing also detects most of the failures in the
combinational parts. There, its efficiency is largely dependent upon the test
l ength and also the characteristics of the random number generators . However ,
even the most subtle failures may be detected if the test has sufficient l ength.
Some of the requirements and trade-offs to achieve efficient detection are pre-
sented .
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