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20. Abstract

In the first year of this project (1973-1974), the main emphasis was on
exploring the potential of an approach to semiautomatic synthesis of induc~
tive assertions by mechanizing the solution of finite differdnce equations

for each program loop. This approach was found to be useful,\but limited
essentially to numerical algorithms. During the past three years (1975-1977),
we have explored alternatives that gave promise either of allewiating the diffi-
culty of assertion synthesis or of eliminating the need for it.™ Several rather
diverse approaches, some of them constituting such alternatives to the Elayd.
technique, are considered here: transformation of programs into primitive re-
cursive form before verification, the method of generator induction for proof
of properties of complex data structures, the use of a hierarchical design
methodology to structure programs so as to minimize the need for loop asser-
tions, and methods related to subgoal induction and computational induction.
The two latter methods were analyzed in detail and compared with the Pres
approach to arrive at a better understanding of their mutual relationships. -

In addition, we report on the development of two algorithms of great utility
in connection with program correctness proving, in general, and with the
interactive debugging of loop assertions, in particular. These are highly
effective decision algorithms for certain (decidable) formula domains that
appear frequently in correctness proofs. The first algorithm is for deciding
validity of formulas in an extension of unquantified Presburger arithmetic
where uninterpreted function symbols and predicate variables are allowed.
The second algorithm operates on a subdomain of this first domain--equality
formulas over unquantified Presburger arithmetic, but is considerably more
efficient over this subdomain. Both algorithms have been implemented (in
LISP). Two different versions of the first algorithm have been incorporated
into an experimental program verifier (for JOVIAL programs) under a separate
RADC contract.
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ABSTRACT

This interim report describes progress over the period 1 July 1974 through 30 June
1977 on a project aimed ultimately at solving a serious problem that has been encountered
in attempts to make program correctness proving a practical technique for software veri-
fication. The principal problem addressed here is the difficulty of synthesizing so-called
loop assertions in connection with the main method now under study for program proving —
the inductive assertion method of Floyd.

In the first year of this project (1973-1974), the main emphasis was on exploring
the potential of an approach to semiautomatic synthesis of inductive assertions by mechan-
izing the solution of finite difference equations for each program loop. This approach was
found to be useful, but limited essentially to numerical algorithms. During the past three
years (1975-1977), we have explored alternatives that gave promise either of alleviating
the difficulty of assertion synthesis or of eliminating the need for it. Several rather diverse
approaches, some of them constituting such alternatives to the Floyd technique, are con-
sidered here: transformation of programs into primitive recursive form before verification,
the method of generator induction for proof of properties of complex data structures, the
use of a hierarchical design methodology to structure programs so as to minimize the need
for loop assertions, and methods related to subgoal induction and computational induction.
The two latter methods were analyzed in detail and compared with the Floyd approach to

arrive at a better understanding of their mutual relationships.

In addition, we report on the development of two algorithms of great utility in con-
nection with program correctness proving, in general, and with the interactive debugging of
loop assertions, in particular. These are highly effective decision algorithms for certain
(decidable) formula domains that appear frequently in correctness proofs. The first algo-
rithm is for deciding validity of formulas in an extension of unquantified Presburger arith-
metic where uninterpreted function symbols and predicate variables are allowed. The
second algorithm operates on a subdomain of this first domain — equality formulas over
unquantified Presburger arithmetic, but is considerably more efficient over this subdomain.
Both algorithms have been implemented (in LISP). Two different versions of the first
algorithm have been incorporated into an experimental program verifier (for JOVIAL pro-
grams) under a separate RADC contract.
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I AN OVERVIEW OF THE PROJECT RESEARCH

A. Introduction

This is an Interim Report covering progress during four
years of research on problems allied to the generation of
inductive assertions for program correctness proofs. Proof
of correctness by mathematical techniques is one of the most
promising approaches to the achievement of reliable computer
programs--currently a source of major concern to the Air
Force. In the principal method for carrying out such
correctness proofs--the so-called Floyd method of inductive
assertions--the program to be verified must first be
supplied with formal mathematical assertions that hold at
certain points throughout the program. Such inductive
assertions are required in addition to input specifications
and output specifications, which state the designer's
intentions with respect to the overall behavior of the
program. At least one inductive assertion is required for

each control loop in the program.

Tn various current and recent research and developmené
programs that are attempting to bring Floyd's method closer
to practice, the invention of inductive assertions has been
found to be a rather serious stumbling block to the

application of that techniqgue. The inductive assertions




must not only be valid for the program in question, but they
must also be sufficiently powerful to permit the proof to
succeed. In particular, each 1loop assertion must be
power ful enough to imply itself around its loop, but usually
no more powerful. It must also be deducible from foregoing
assertions upon the first entry to that 1loop. Inventing
loop assertions is rather like solving a complicated jigsaw
puzzle where instead of physical pieces one has logical
expressions that must be fitted together to make a
consistent péttern according to the precise laws of rigorous
formal logic. The problem is compounded by the fact that
these "pieces" are not given a priori, but must be
synthesized from more basic facts consistent with the laws
of mathematics and program semantics. Considerable insight
and ingenuity, as well as specialized knowledge of both
verification in general and the specific program in hand,
are required of the person engaged in verification. The
project we report on here is an attempt to alleviate the
difficulty of the assertion-synthesis aspects of program
verification by the development of computer aids for the
programmer /verifier. The hope is that, with the addition of
interactive software tools to aid the programmer in
synthesizing assertions and proving them, the verification

process can be made a good deal more automatic.




B. Relation to Other Computer Science Laboratory Projects

The techniques developed thus far have been of
appreciable benefit to progress on a related series of
developmental projects that our group has been pursuing
under contract with the Rome Air Development Center. These
parallel contracts (F30602-75-C-0042 and F30602-76-C-0204)
are entitled "Rugged Programming Environment" (RPE/1 and
RPE/2). They have been concerned with the development of an
experimental verification system for JOVIAL/J3 programs (see
Elspas et 2l., 1976, 1977)*. The present AFOSR project has
provided considerable theoretical support to this tool-
building effort. A continuation of this development under

RADC sponsorship is scheduled to begin in November 1977.

Mutually beneficial relationships have arisen also with
several other government-suppor ted projects in this
laboratcry. The first of these is an ONR-sponsored project
(N00014-75-C-0816), which is concerned with the study of
equivalence-preserving transformations between programs.
For example, the initial work described below on formalisms
for handling verification of programs entailing side effects
has been continued under that ONR project. The second
related project is an NSF grant (Number DCR74-18661) devoted
to the development and study of a methodology for the
hierarchical design and verification of programs. One of
the papers (Spitzen, Levitt, and Robinson, 1976) describing
*References are listed at the end of the report.

3




work in that area was supported in part by these two
projects as well as the AFOSR contract. A third project
bearing some subject matter relationship to the present
contract is NSF Grant Number DCR72-03737A01, which is
concerned with mechanical theorem-proving techniques. The
work of Boyer and Moore on their theorem prover for

recursive functions is supported mainly by that grant.

C. An Qverview of the First Year

We include here a brief summary of our first year's
work (1973-74); details can be found in our first interim
report (Elspas, 1974). During that first year, we developed
a number of interactive software aids, the principal one
being a semiautomatic generator for inductive invariants
based on the method of difference equations. A good deal of
insight was also gained into the fundamental principles
entailed in the invention process. For example, an intimate
relation was discovered between the invention of inductive
assertions in the Floyd approach and the discovery of
generalizations of a theorem to be proved in an alternate
approach (Boyer-Moore) to program proving. Similarly, it
was shown that for single-loop "while...do" programs one can
always express a sufficient inductive assertion in a
canonical form making use of 1logical guantifiers and the

notion of the nth iterate of a function. While this was of

e —

Eepsup:

N



some theoretical interest, in practice there proved to be
serious limitations to the use of this canonical form. It
was shown that the Floyd method of proving partial
correctness could readily be extended to include proofs of
termination if one is permitted to modify the given program
by adding what we then called loop-index variables (or loop
counters). Essentially, these counters serve to record the
number of times a loop has been traversed. To prove that
the program will always terminate the verifier then needs to
insert clauses into his assertions that bound these counters
above by some function of the input data (see Elspas, 1974).
Finally, the difference equation method was found to be
moderately wuseful for numerical algorithms, but of very

little utility for nonnumerical data processing.

D. Overview of the Second through Fourth Years

Beginning with the second year of research (1974-75),
we spent considerably less time in tool building and
proportionately more in exploring alternative approaches to
the synthesis of inductive assertions. The aim in so doing
was to attempt to wuncover more basic relationships that
might Jlead to a better wunderstanding of the problem and
eventually permit the implementation of more effective
tools. The following avenues have constituted the main

1:nes of our investigations during the period 1974-77:




* Transformation of programs to primitive
recursive forms.

* Techniques for proving properties of complex
data structures (principally the method of
generator induction).

* Hierarchical design techniques.

* Investigations of the relations between such
alternative approaches to verification as
computational induction, subgoal induction, the
schema approach of Basu and Misra, and the
method of transformation into primitive
recursive form.

In addition, substantial effort was devoted to the
development of increasingly efficient decision algorithms
for formulas in certain domains that we knew to be decidable
(i.e., domains for which one can have a completely
mechanical procedure for determining truth and falsity of
formulas.) These domains are, in one form or another,
extensions of the domain of unquantified Presburger
formulas. There were two distinct motivations for this
work. First, there was a real need for efficient decision
algorithms in connection with our parallel development work
for RADC on an experimental program verification system for
JOVIAL. Second, we perceived that quick tests of validity
(and of nonvalidity) would be extremely useful in the
incremental synthesis of inductive assertions for test

programs on which we could ¢try out various heuristics.

Several such algorithms were developed by Shostak. Two of
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them have been implemented and were incorporated into the

RPE/1 and RPE/2 JOVIAL verifiers. The algorithms are

described in detail in Section JII of this report.

We next describe briefly the nature of our recent work

in the four areas listed above.

1. Transformation of Programs into Primitive Recursive

Form

We began to investigate this approach during the second
year, and the work was continued into 1976. Boyer had noted
earlier that the invention of inductive assertions in
Floyd's verification method was analogous to the so-called
generalization step in the Boyer-Moore method for verifying
recursive programs. When the recursive program appears in
the special form of primitive recursion, this generalization
step is often trivial. However, the direct translation of a
flowchart program into recursive form does not usually lead
to primitive recursion. This suggested the possibility of
looking for techniques to permit the transformation of
nonprimitive recursion schemas into primitive recursive
form. During the second year Boyer and Shostak discovered
several techniques for carrying out such a transformation
for certain classes of recursion schemas. Their results are

embodied in a paper with J Strother Moore (then with the
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Xerox Palo Alto Research Center), which was presented at an
ACM Symposium on Principles of Programming Languages in
Atlanta, Ga., and which appears as an appendix to this
report. It might be mentioned that Moore has pursued
(independently of this project) a related notion, likewise
growing out of the original Boyer-Moore LISP Theorem Prover.
Moore's approach was to modify the LISP Theorem Prover to
handle explicit program loops, but the underlying idea is to
transform such loops mechanically into recursions (see,
e.g., Moore, 1975). Both approaches (i.e., those of Boyer-
Shostak and of Moore) were strongly motivated by the
observation that verification tends to be much more
straight forward for recursive functions than for general
programs, since the latter generally regquire the inductive
assertion method with its concomitant need for inventing
loop assertions whereas, for programs that consist entirely

of a system of mutual recursions, the recursive definitions

themselves provide the equivalent of the otherwise needed
inductive invariants. There are, of course, other
difficulties inherent in the recursive approach, e.g., the
problem of discovering the right generalizations, but at
least they arise in a more controlled context. More
uniform, systematic techniques of mathematical theorem
proving are applicable to pure recursion, since the

principal deduction tool is mathematical induction applied
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to the expansion of recursive function definitions. The

reader is directed to Appendix B for details of the process.

2. The Method of Generator Induction

A second alternative that we began pursuing during
1974-75 was an approach to the problem of proving properties
of programs that create and manipulate complex data
structures. The method that was devised (by Spitzen in
collaboration with Wegbreit) was an extension of the notion
of generator induction. One 1is concerned here with
verifying that all procedures that are allowed to create or
manipulate data structures of a given type (mode or class)
will necessarily preserve the consistency requirements of
that type. Proofs of this sort are becoming increasingly
impor tant in connection with such matters as the
verification of security features of operating systems.
Moreover, such proofs seem to be excessively awkward to
carry out purely in terms of the Floyd inductive assertion
approach. Generator induction, on the other hand, permits
such proofs to be decomposed into small, comprehensible
units corresponding to the program's structure. Such proofs
emulate the desirable features of good informal proofs,
wherein the proof 1is understandable (and believable!)
because the program is partitioned into 1loosely coupled

parts, for each of which some simple property is




demonstrated, and for which one shows that the parts are

composed according to simple rules.

Details of the method are given in a paper (Wegbreit
and Spitzen, 1976), which also relates generator induction
to other proof techniques, principally structural induction
(Burstall, 1969). A detailed example (an implementation of
hashtables) is carried through in the paper, and several
crucial properties of hashtables are proved by generator

induction.

3. Hierarchical Design Techniques

Another alternative that we have investigated (although
to a much lesser extent on this project than either
primitive recursive transformation or generator induction)
is that of hierarchical specification. The notion here is
that much of the need for synthesizing inductive assertions
should, in principle, be eliminated by proper program design
from the start. Specifically, in the hierarchical design
methodology (HDM) that has been developed (with other
support) during the past few years by several staff members
of our Computer Science Laboratory (see, e.g., Robinson and
Levitt, 1977), program design 1is carried out through
successive layers of abstraction, wherein abstract machines

at each 1level are implemented in terms of modules at the

10




next lower 1level. At each abstraction level, the modules
are first thoroughly specified in an assertion 1language as
to their effects on the abstract data structures accessible
to them. Relations between data structures at different
levels are likewise characterized by mapping functions that
can be precisely defined. The beneficial result of this
systematic approach is that the proof process involved in
verification of correctness by Floyd's approach can be
partitioned into a series of proofs, each of which
determines that an abstract module is correctly implemented
in terms of lower-level modules, i.e., that the
implementation of a module in terms of these 1lower modules
is consistent with its specifications. This partitioning
avoids much, but not all, of the need for inventing
assertions, since many of the needed assertions already
appear in the module specifications. Inductive assertions
are still needed, however, whenever a module incorporates an

explicit loop, a while...do statement, or the like.

On this project, we attempted to analyze the benefits
of the hierarchical approach by workingvthrough a complex
example. This was the hierarchical design and a formal
implementation of a significant problem in the area of list
processing: to efficiently maintain (i.e., create and

access), lists so that no two are isomorphic ("hash-




consing"). This problem had been solved by L. P. Deutsch
(1973) in his implementation of HCONS as part of a program
verifier (PIVOT). The interest here was, of course, not in
the solution per se, but in how the design methodology
influences one's ability to prove its salient properties.
The method of generator induction (discussed above) was used
in part to verify these properties. The conclusions to be
drawn from this example are that careful hierarchical
structuring in program design 1leads to cleanly structured
programs, and formal specification of program modules
provides a precise guide to implementors (and their
managers!). Most important, the partitioning that is
inherent in the resulting programs leads to a corresponding
partitioning of the proofs about these programs, as

illustrated in the working example.

The results of this exercise are embodied in the paper
by J. M. Spitzen, K. N. Levitt, and L. R. Robinson,
entitled "An Example of Hierarchical Design and Proof,"
which appears in Appendix A. It has been submitted to the
Communications of the ACM for publication in the Programming
Languages Department of that journal. Dr. Spitzen's

contribution to this paper was supported in part by the

present contract.
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4. Relations Among Alternative Approaches

During the past year of this research effort we began
to investigate some relationships among several alternative
ways of handling program correctness proving. Although this
study is still in progress, it has provided some insights
that we feel are useful. These preliminary results are
contained in Section II of the report. In the next
paragraphs we summarize the tentative conclusions to be

drawn from that phase of our work.

During the period from roughly 1974 until the present,
there has been no shortage of papers dealing with the
problem of synthesizing inductive assertions and the closely

related issues described above. From some of these papers

one might conclude that the basic problem of assertion

' generation had been solved. A careful analysis of this

literature, however, reveals that many of the most promising

results actually depend heavily on additional assumptions %

that are not inherent in the problem. Moreover, several

papers by different groups of authors present similar- ?

| : sounding, but not identical, results that point at least to
| partial solutions. These papers fall into several groups,

as follows:

13




e e ——

* Papers dealing with elaborations of the
difference equation technique, which we
initiated in 1973.

* Those concerned with one or another sort of
heuristic, or semiheuristic, techniques for
deriving loop assertions from input and output
specifications.

* More formal papers dealing in a strict
mathematical manner with the basic question of
determining for given classes of programs
(whether in recursive or flowchart form) sets
of either necessary, sufficient, or both
necessary and sufficient conditions for
correctness.

Briefly, the papers on difference-egquation-related
methods appear to pose no complete solution to the
fundamental problem, a conclusion . that we have previously
asserted. However, systems for program verification can
certainly gain a great deal by the incorporation of such
features as difference equation solvers. It must merely be
recognized that these features are not going to be of much

help for nonnumerical programs.

Evaluation of the heuristic approaches poses a tougher
problem. German and Wegbreit (1975) have pointed out that a
great variety of essentially disjoint and complementary
techniques are needed and that, even with all of these tools
available and well implemented, much expertise is still
required to carry through proofs for arbitrary programs. In
addition to the difference-equation approach, the technigues

covered there include:

14




* The method of "weak interpretation"”
* The method predicate propagation
* The method of failure analysis (i.e., examining
why a trial assertion fails to succeed, and
trying to patch it up).
Even so, German and Wegbreit seem to feel that much more
work is needed, and that "assertion synthesis at the level
[they]l believe desirable is still a distant goal." This is

probably still true today (two years atter they wrote their

paper) .

Among the more promising formal techniyues are
transformation into primitive recursive form (already
described above), those proposed by Basu and Misra (1975),
and those described by Morris and Wegbreit (1977). These
approaches are all based on an analysis of schemas. Morris
and Wegbreit have coined the term "subgoal induction" (and
this name appears to have caught on). Basu and Misra (who
preceded the other two authors in publication) did not
choose to coin a special term for their approach. For want
of a better name, we shall refer to it in the following

simply as the "Basu-Misra approach."

The details of our comparison of these techniques are

covered in Section IT of this report.

15
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E. An Overview of this Regport

In Section II of this report, we present the essential
results of a critical comparison of the approaches presented
in the papers of Basu and Misra (1975) and Morris and
Wegbreit (1977) with still earlier known techniques
[principally, the method of computational induction, as
developed by Manna and Pnueli (1969, 1970)]. We have also
considered, within the same context, the method of
transformation into primitive recursive form, but our
conclusions regarding that approach are incomplete and are

not presented here.

Section TIII of the report presents a detailed
discussion of two algorithms developed by Shostak for
deciding validity of formulas over certain decidable
domains. An early version of the first algorithm described
in Section TIIT (for deciding formulas in an extension of
unquantified Presburger arithmetic) was implemented in the
RADC RPE/]1 program verifier system in INTERLISP. A second,
greatly improved version of this first algorithm was also
first coded in INTERLTISP and then translated into MACLISP
prior to its incorporation into the RPE/2 verifier (for
JOCIT). The second algorithm described in Section III is
concerned with a more restricted formula domain, that of

equality over Presburger arithmetic expressions augmented by

16
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uninterpreted function symbols. For this subdomain it is
more efficient than the first algorithm. It has not as yet
been incorporated into any of our program verifiers.
Presumably, it will be merged with the Presburger algorithm
to increase the 1latter's effectiveness in dealing with

functional equality formuleas.

Section IV presents some general conclusions that we
have arrived at in the course of these four years of

research on the problem of program verification.
There are three appendices included in this report.

Appendix A contains the revised draft version of the
paper by Spitzen, Levitt, and Robinson on "An Example of
Hierarchical Design and Proof," which has been described

briefly above in Section I-D-3.

Appendix B contains the results of our work on
primitive recursive transformations, in the form of the
paper, "Primitive Recursive Transformations," by R. S.
Boyer, J S. Moore, and R. E. Shostak, which was delivered
at the Third ACM Conference on Principles of Programming

Languages, but which has not been published elsewhere.

Appendix C summar izes conference and workshop

participation activities and publication of papers that were

17




A it T 0 e A Y NN ) w1, =tk

|
f supported wholly or partly through contract funds on this
; project.
| |
i |
| |
= |
| |
|
:
i
F |
e !




TT AN ANALYSIS OF RELATIONSHIPS AMONG SEVERAL

ALTERNATIVE APPROACHES TO ASSERTION SYNTHESIS

ITntroduction

In this section we present, in summary form, the
results of a careful comparison of several approaches to the
synthesis of assertions. This analysis does not claim to be
exhaustive, since we have omitted several important
competitive techniques, e.g., the method of difference
equations and various heuristic techniques (see German and
Wegbreit, 1975). Our choice of approaches for this
comparison was motivated by the observation that proving
properties about recursively defined functions was usually
more straightforward than the inductive assertion method
(Floyd, 1967) used for flowchart programs. The obvious
reason is that, in the recursive function case, the function
definition itself can serve as the induction hypothesis
(i.e., as the equivalent of the inductive assertion of the
Floyd method) . This same observation provided the
motivation for our work on transformation of programs into
primitive recursive forms (see Appendix B). It also

provides much of the basis for the remarkable successes

achieved by Boyer and Moore in mechanizing theorem proving

for the domain of recursive functions (Boyer and Moore,

1975, 1977; Moore, 1975).




We bhave, therefore, selected for our analysis those
techniques that derive, in one way or another, from the
recursive point of view. Initially, the analysis focused on
the method of subgoal induction (Morris and Wegbreit, 1977),
with which we were acquainted from earlier oral
presentations (circa January 1976), and some early, rather
isolated unpublished results due to Basu and Misra on while-
do schemas, which appeared to be related to subgoal
induction. In the course of the analysis, however, it
became apparent that the real genesis of both of these
viewpoints lay in much earlier work by Manna and Pnueli
(1969, 1970) on computational induction. However, the work
in these three areas (i.e., computational induction, subgoal
induction, and the Basu-Misra results) was couched in rather
different terms and, moreover, often made different
assumptions regarding such constraints as termination,
"domain closure,”" and the "tightness" of the specifications
to be proved. We felt it necessary, therefore, to rederive
with some care the basic conclusions of the computational

induction, subgoal induction, and Rasu-Misra approaches.

In the following subsections, we attempt to present
this unified viewpoint in a logically coherent manner with
particular care given to the questions of termination,

domain closure, and specification constraints. It is
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difficult to summarize in one (or even a few) global
theorems the massive detail involved, simply because the
'fine structure' of these proofs is often as important as
the final results. However, since our ultimate aim is the
automatic synthesis of loop assertions for the Floyd method,
we should, perhaps cite as an overall result the theorem
(Theorem A, below) due to Morris and Wegbreit, 1977. This
theorem gives a sufficient condition on a while-do schema
with input/output specifications for an adequate Floyd loop
assertion to be mechanically constructed from the schema and
its specifications. In their 1975 paper, Basu and Misre
proved some related results (see Theorem B) specialized to
the case of a functional output specification (i.e., where
the result z of a while-do computation is specified to be z
= G(x) in terms of the input variables). 1In addition, Basu
and Misra have pointed out the centrality of notions of
domain closure (roughly speaking, conditions wunder which
intermediate results of the computation ere guaranteed not
to fall outside the domain specified by the input
assertion), and also of some fine distinctions with respect
to programs for which it is possible to construct an
adequate 1loop invariant that does not refer to 1local

variables of the loop.
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B. Basic Assumptions and Notation

During the remaining discussion, we shall fix wupon the
recursive schema F shown below as prototypical for our
purposes:

F: F(x) <= if "B(x) then H(x) else L(x, F(N(x))).

We wish to determine conditions (both necessary and
sufficient) under which this schema computes 2 function F(x)
that satisfies an input specification PHI(x) and an output

specification PSI(x, F(x)).

It will be assumed throughout that x ranges over a
domain X, and that the functions H: X->X, N: X->X and
L: XxX->X, as well as the predicate B: X->{true, false} are
total. Observe, in particular, that for interpretations of
F we may take x to be a vector <x[1],...,x[n]> of program

variables.

Where we need to relate F to a flowchart program, we
shall assume the trivial L given by L(x, z ) = 2z, resulting
in a (tail recursive) schema, which can be represented
either in an equivalent while-do form or &as a flowchart
schema using a goto statement. Except where explicitly
stated otherwise, F will refer to the general (recursive)

schema shown above.
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Free variables appearing in formulas are assumed to be

universally quantified.

We use 'Term(F, x)' to mean "the computation of F

terminates when it is initiated with input argument x."

The following facts derive entirely from the definition
of F:
Fl: “B(x) -> Term(F, x) & F(x)=H(x)
F2: B(x) -> [Term(F, x) <-> Term(F, N(x))]
F3- B(x) & Term(F, x) -> F(x) = L(x, F(N(x)))
That 1is, F1-F2 are independent of any assumption that F

satisfies the input/output specifications.

We shall make frequent use of the zbbreviation:

R(x, z) = [PHI(x) ~-> PST(x, 2z2)]

C. Consistency with Specifications

We now define precisely what is meant by the
consistency of the schema F with the specifications
<PBI,PST>, We need to distinguish two meanings depending on

whether termination is assumed or not.

Definition: Consistency (strong sense)

F is said to be strongly consistent with respect to

<PHI, PET> when C is a valid formula:
C: PHT (x) -> Term(F, x) & PSI(x, F(x))

23




Definition: Partial Consistency (contingent on

termination)

F is said to be partially consistent with respect to

<PHI, PSI> when PC is valid:
PC: Term(F,x) -> R(x, F(x))

In the sequel we shall usually refer to PC as merely
"consistency” (dropping the gqualifier, "partial"). When
termination is to be included in the requirement we shall

use the term "strong consistency."

D. Consequences of the Definitions

We now list, with 1little or no proof, a series of
formulas related to the consistency requirement PC, either
by equivalence or implication (necessary or sufficient). 1In
many cases, the derivations are achieved by relatively
simple formula juggling. Where the derivations are much
more complicated than this, we either indicate an original
source for the result, or leave the proof to the reader. 1In
this manner we avoid cluttering the argument with detail
that would detract from the overall 1line of reasoning
connecting PC with the final results. The logical
connections among most of these formulas is shown

diagrammatically in Section ITI-F.
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C0 and C1, given below, are a pair of formulas whose

joint validity is equivalent to PC:
CO: "B(x) -> R(x, H(x))
Cl: Term(F, x) & B(x) -> R(x, L(x, F(N(x)))).

A modified form of Cl1 is given by D] below. D1 is
weaker than C1, but [CO & D1] is equivalent to [CO & C1],
and hence to PC.

Dl: Term(F,x) & B(x) & R(N(x), F(N(x))

-> R(x, L(x, F(N(x)))).
D]l is the induction formula used in computational induction
(Manna and Pnueli, 1969, 1970) for proofs of partial
consistency. The proof that validity of CO and Dl implies
validity of C1 is achieved by an induction on the 1length of

the computation, with CO0 providing the base case.

El, given below, is a stronger form of DIl:

El: Term(F,x) & B(x) & R(N(x), z) -> R(x, L(x, z)).

El is essentially one of the subgoal induction VCs (stronger
form) given in Morris and Wegbreit, (1977). We include
termination as 2n explicit conjunct in the antecedent of E1l,
whereas this assumption is global in their paper. Note that

z appecars as a free variable in EJ.
E]l can also be rewritten into the equivalent form:
Term(F,x) & PHI(x) & B(x) & [PHI(N(x)) -> PSI(N(x), 2)]

-> PST(x, L(x,z)).
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A weaker form of the subgoal VC, El, is given by El':

El': Term(F,x) & PHI(x) & B(x) & PSI(N(x), 2z)
-> PST(x, L(x,2)).

This is (essentially) the form of subgoal VC introduced and

used most often by Morris and Wegbreit (1977).

E. Constraints on Specifications

The reader may have noted that so far some of the above
formulas have been related only by unilateral implications.
For example, E) implies D1, but not conversely. Similarly,

El implies El1', but not the converse.

The following restrictions on the specification R(x, 2)
[or, equivalently on PHI(x) and PSI(x, z}] are needed to
establish the converse implications among the above forms of

consistency conditions.

Definition: (Functionality) An output specification

PST(x,z) is said to have functional form if it can be

written .z = G(x), where G(x) is a mathematical function from

X to X.

Definition: (Uniqueness) 2An output specification

PST(x,z) is said to possess uniqueness if

PST(x, z]) & PSI(x, z2) -> z] = 22

is valid.
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Definition: (Well-behavedness) A specification <PHI,

PSI> is said to be well-behaved (with respect to the schema

F) when:
Forall x B(x) & PHI(x) -> Forsome z ~“PSI(x, 2)

is true.

Definition: (Tightness) A specification <PHI, PSI> is

said to be tight (with respect to F) when both Tl and T2
hold:

Tl. B(x) & PHI(x) & PSI(N(x), zl) & PSI(N(x), 22)
-> [L(x,21)=L(x,22))

T2. F satisfies the Closure property (see below).

Definition: (Closure) The schema F is said to satisfy
closure when
PHT (x) & B(x) ~-> PHI(N(x))

is valid. 1In this case, PHI(x) is a loop invariant of F.

Note: This notion appeared first in an early
(unpubl ished) version of the Basu-Misra results. In the
final version (Basu and Misra, 1975) it was also extended to
a weaker notion. Closure also plays a central role in in

the theory of subgoal induction.

F. Relations Among Conditions

By means of the diagrams below we show the implications

that hold among the various versions of VCs 1listed above,
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and the conditions under which these relations hold. The
details of the proofs establishing these connections are not
given here, but are planned for publication in a separate

journal paper.

(o === PC <===> [CO0 & C1]

[PC & Term] [CO & DI1] <Manna-Pnueli Cond>
\
\equivalent assuming
/ Tightness
Strong Subgoal VCs: [CO & El1/
\
1 \equivalent assuming
/ Closure

Weak Subgoal Vcs: [CO & E1']

Some Subsidiary Relations:

Functionality ===> Uniqueness

Functionality & Closure ===> Uniqueness & Closure

|

Tightness

Closure
Well-Behavedness & E]1 ===> E]1' & Closure ===> El

Note: For the simple ('tail recursive') schema, where

L(x, z) = 2z, one also has that uniqueness implies well-
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behavedness, and therefore that functionality implies well-

behavedness. These results are not valid for more general

schemas such as F.

G. Relations To Floyd Verification Conditions

Our principal reason for analyzing the above relations
is to establish the weakest conditions under which
verification by means of inductive assertions (Floyd
verification) will be feasible. 1In order that the Floyd
method be applicable to schema F, we must restrict the
output function L(x,z) to be simply z. For this case, we
can replace the recursive schema F by an equivalent
flowchart or while-do schema. An adequate inductive (loop)

assertion is given by:
T(x,y) = PHT(x) & PHI(y) & Forall z [(PST(y,z) -> PST(x,2)],

provided the specifications are "tight" (as shown by Morris

and Wegbreit, 1977).

The while-do schema WD incorporating all three
assertions can then be written:
Schema WD:

begin
assert PHT (x);
= X3
maintain I(x,y) while B(y) do y:= N(y):
z:= H(y):
assert PST(x,z);
end,
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where the inductive assertion has been inserted into the
while statement by making use of the suggestive "maintain I"

syntax introduced by Morris and Wegbreit (1977).

The Floyd VCs corresponding to this loop assertion

T(x,y) are:

VCl: PHI(x) -> T(x,Xx) <trivially valid>
vC2: 1I(x,y) & “B(y) -> PSI(x, H(y)) <follows from CO>
vC3: I(x,y) & B(y) -> T(x, N(y)) <follows from E1'>.

Conversely, if one can show directly that these VCs are
valid, either for the given loop assertion I(x,y) or any
other one, then Floyd's method proves partial correctness

{PC) for the schema.

Diagramatically, we have the following implications:

Partial Correctness (PC)

3 (assuming Tightness)
(E1' & CO]

(assuming Closure)

v
[vCl, vC2, VC3]

v (by Floyd's method)

Partial Correctness (PC)

30
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A central conclusion that emerges from all of the

foregoing analysis is captured by the following:

Theorem A: For the while-do schema WD, if the
specifications <PHI,PSI> are tight, and WD is consistent

(PC) with them, then
I(x, y) = PHI(x) & PHI(y) & Forall z [PSI(y,z) -> PSI(x,z))

constitutes an adequate inductive assertion for

-

demonstrating that consistency.

It is worth noting that the above inductive assertion
takes a wuseful special quantifier-free form when the
specification PST is functional.. For let PSI(x, z) be given

by z = G(x). Then I(x, y) becomes:

PHI (x) & PHI(y) & Forall z [z=G(y) -> z=G(x)],
which is easily seen to be equivalent to:

PHT(x) & PHI(y) & [G(y) = G(x)].

Note that functioﬁality implies that the uniqueness
condition is satisfied, and this in turn implies the second
tightness condition T2. This means that a functionally
specified single-loop program that can be shown to satisfy

.

domain closure can a]ﬁays be verified (if it is consistent

with its specification R) by means of Floyd's method using

3]
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an extremely simple inductive assertion. These facts (which
have been noted repeatedly by others) are summarized in the

next theorem.

Theorem B: If the while-do schema WD is closed, and the
specification PSI(x, z) has the functional form [z = G(x)],

then the inductive assertion
I(x,y) = PHI(x) & PHI(y) & [G(y) = G(x)]

makes VC]-VC3 valid whenever the program satisfies its
specifications (PC valid). This assertion 1is therefore
adequate to prove partial correctness under the given

assumptions.

There is another productive way to employ Theorem B,
even when the given specification is not in functional form.
Suppose that one can discover what function is "computed by
the loop," regardless of the particular form PSI in which
the output specification happens to be given. Suppose,
moreover that this function can be expressed in some closed-
form expression G(x). Then, by using Theorem B with the new
output specification PHI*(x,z) = [z = G(x)], we observe that
T(x,v) as given in Theorem B must be an adequate inductive
assertion for proving PSI*(x,z) by Floyd's method. This
reduces the proof of consistency relative to the original
output assertion PHI to showing that the properties of G(x)

imply PST(x, G(x)).
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Observe also that a separate proof is not needed to
show that the 1loop output function has been accurately
captured in the expression G(x). That fact will have been
proved when the usual verification of the Floyd VCs is
carried out with the invariant constructed in terms of G(x).

This is merely one example of the general feature of Floyd-

type verification whereby it is immaterial how the inductive
assertions are obtained--one may even guess at them. The
proof that they were right 1lies in the demonstration of

validity of the VCs.

In the light of the preceding paragraph, one sees also
that the difference-equation approach is simply one way of
"wrapping up" an iterative (or recursive) loop into a
closed-form expression. If it succeeds, the resulting
closed~form solution may be used as G(x) in Theorem B to

yield an inductive invariant.

This concludes our summary of the relations among VCs
! for computational induction (the Manna-Pnueli approach),
subgoal induction (the Morris-Wegbreit approach), and the

method of inductive assertions (Floyd approach).

H. Concluding Observations

Tt could be argued that our convention of wusing single

variable names (e.g., X, Y,...) to denote what might in
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specific interpretations be vectors of program variables
tends to obscure the fact that, in actual programs, the loop
body may contain local variables. Indeed, Basu and Misra
(1975) are emphatic about excluding such 1local variables
from participation in the inductive assertion. Their
viewpoint is a reasonable one for the do-while statement,
but it loses its force when the program is written with
gotos. Moreover, exclusion of 1local variables from the
inductive assertion prevents certain programs from being
verified by Floyd's method. Our convention, on the other
hand, has been to permit local variables to appear in I(x,y)
by regarding them as part of y. However, if y and x are to
be vectors of the same dimensionality [as is assumed when we
define N: D->D, where y=N(x)], this forces x to include all
such local variables as well as true input parameters to F.
These conventions mean that to prove correctness for a given
three-parameter function Fl(u, v, w) that uses two local
loop variables a and b which are initialized to, say, 0 and
true in the 1loop body, we must first introduce a five-
parameter auxiliary function F(u, v, w, a, b), where two of
the parameters correspond to the 1local 1loop variables.
Verification is then carried out for F{u. v, w, 0, true) =
Fl(u, v, w). This forces one first to generalize the
specifications on F] to specifications about F. (Note, for

example, that in Basu and Misra's version of the well-known
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King-Floyd exponentiation

program this generalization step

has already been accomplished by the way thizy write the
i functional specification.) We do not feel that this need
E for generalization is more than a minor nuisance in
g practice. An equivalent process 1is reguired in, for
; example, the "generalization step" of the Boyer-Moore
% approach (Boyer and Moore, 1975). Moreover, our viewpoint

permitting the use of such "locals" in the 1loop assertion
% 21lows wus to verify programs such as Basu and Misra's
? example 9 (see Basu and Misra, 1975) by the Floyd method,

whereas their restriction will preclude this, as they

themselves state.
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11 DEDUCTION MECHANISMS FOR PROGRAM VERIFICATION

A. Introduction

In the past two years of work on this project, much emphasis has been placed on
the development of efficient mechanical deductive techniques for specific domains. This
emphasis has been motivated in part by the need for fast, automatic decision mechanisms
in the RPE/2 work (“Rugged Programming Environment — RPE/2”’) under RADC spon-
sorship. Most of the deductive systems designed specifically for application to program
verification have been of the heuristic, goal-driven type. The first SRI Program Verifier
(written in QA4/QLISP) and much of the RPE/1 system were subgoaling systems depend-
ing heavily on ad hoc heuristics. While such systems are usually quite general and easy
to modify, they tend to be unreliable, incomplete, and generally too slow to handle many
of the larger, more complex verification conditions encountered in the RPE application
in a reasonable period of time. Our early experience, dating back to the RPE/1 project
(1975-76) and even before, indicated that a substantial fraction of the formulas actually
encountered fall within domains that can be decided without need for heuristic methods.
Accordingly, we initiated a course of research with the aim of producing fast, nonheuris-

tic algorithms for these domains that could be easily implemented in the RPE/2 system.

The results of this effort are discussed in detail in the two subsections that follow.
Section I1I-B describes a fast decision procedure for quantifier-free Presburger arithmetic
augmented by uninterpreted function and predicate symbols. An INTERLISP version of
this procedure was implemented in the latter part of 1975, and was tested extensively
during the subsequent six months. A refined version of the procedure that more effica-
ciously handles formulas containing function symbols was developed and implemented
(first in INTERLISP, later in MACLISP) during the fall of 1976. The refined version,
detailed in Section I1I-B-7, was found to be a substantial improvement over its earlier

counterpart, running two to three times faster on the same formulas.

Section III-C describes more recent work on an algorithm specifically intended for
the class of unquantified equality formulas with function symbols. This class forms a
proper subclass of unquantified Presburger formulas with function symbols and can,

therefore, be decided using the earlier procedure. Owing to the restricted structure of
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the subclass (inequalities are excluded), it was possible, however, to devise a decision

algorithm for this subclass that usually operates much more quickly than the more gen-
eral procedure. The new equality algorithm has not yet been implemented within the
RADC Program Verifier for JOCIT, principally because translation from INTERLISP to
MACLISP is required. We expect this transfer to take place within the coming phase
(RPE/3) of our work for RADC, scheduled to begin in November 1977.

B. An Efficient Decision Procedure for Arithmetic with Function Symbols

1. Introduction

The procedure described here operates over an extension of the class of unquantified
Presburger formulas. Briefly, Presburger formulas are those that can be built up from
integers, integer variables, addition,‘ the usual arithmetical relations (<, <, >, 2, =), and
the first-order logical connectives. The formula (Vx)(Ey) 3x + y = 2 D x <y, for example,
falls within the class. The subclass of unquantified Presburger formulas consists of those
Presburger formulas having no quantifiers.

The extension of unquantified Presburger we shall be dealing with introduces, for
each n = 0, an unlimited number of n-ary function symbols (interpreted as functions
from Z" to Z) and n-ary predicate symbols (interpreted as relations over ZM).

The formula
x <f(y) + 1 A f(y) < x D (P(x,y) = P(f(y)y)) ,

for example, is a member of the extended class. One can easily check that this particular
formula is valid (that is, it evaluates to true for all integers X, y, z, no matter what monadic
integer function is assigned to f and dyadic integer relation to P).

Function symbols may appear in any term context and may have arbitrary terms as
arguments, including expressions containing function symbols. For example, the formula
g(x + 2 f(y)) = 4 is a member of the class.

‘Arbitrary multiplication is not permitted. It is convenient, however, to use multiplica-
tion by constants as an abbreviation for repeated addition; x + x + x is thus written 3x.
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The extended theory includes a surprisingly large proportion of the formulas
encountered in program verification. It is particularly well suited to programs that mani-
pulate arrays and other data structures that can be modeled as uninterpreted functions.
The semantics of the McCarthy (1962) ACCESS and CHANGE array primitives are easily
encoded within the theory; for example, the formula

M = ACCESS (CHANGE(A,LLV), J + 2)
can be mechanically transiated to an equivalent formula

J+2=1DM=V

AJ+2#IDM=A[J+2] ,

where A is now an uninterpreted function symbol.

A number of other constructs, including MAX, MIN, and ABSVALUE can be dealt
with in a similar manner. For instance, the valid formula

x =y + 2 D MAX(x,y) = x
containing the interpreted function symbol MAX translates to

[x 2y D MAX(x,y) = x Ay < x D MAX(x,y) = y]
=

[x =y +2 D MAX(x,y) =x] ,

where MAX is now interpreted.

The discussion that follows is presented in six subsections. Section III-B-2 provides
historical perspective and cites related work; Section III-B-3 describes a decision method
for the unextended class that forms the basis of the extended procedure. The next three
subsections establish the decidability of the extended class and introduce a basic version
of the procedure. The last subsection (III-B-7) presents an extremely efficient refinement
of the basic procedure.
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2. Related Work

The class of closed Presburger formulas was first shown to be decidable by M. Pres-

~ burger (1929). The best-known decision procedure for it (described by Kreisel and

Krevine, 1967, among others) is based on a method of elimination of variables. In its
raw form, the algorithm is prone to combinatorial explosion, and is therefore not practical
for nontrivial problems. More efficient versions of the method of elimination have since
been given by D. C. Cooper (1971). Cooper’s most recent procedure (Cooper, 1972) is
the most efficient known algorithm for full Presburger. D. Oppen (1975) has shown that
Cooper’s algorithm is probably the best one can do in the worst case (deterministic time
complexity on the order of 222“ in the length of the formula).

b e Sk i

More recent work has focused on the subclass of Presburger without quantifiers.
The decision complexity of this subclass is no worse than exponential, making it substan-
tially easier to decide (in theory, at least) than full Presburger. A number of theorem
provers for this class [Bledsoe (1975); Shostak (1977)] have been successfully implemented

and used for program verification.

The extension of the unquantified subclass dealt with in this paper is also no worse
than exponential deterministic time complexity. It is, perhaps, surprising that the incorpo-
ration of predicate and function symbols does not give away decidability altogether.
Downey (1972) has proved that the addition of even a single monadic predicate symbol
to the language of full Presburger produces a reduction class.

An implementation of our procedure (coded in INTERLISP for the DEC PDP-10)
has been used for the past two years in conjunction with a system for verifying JOVIAL
programs (Elspas et al, 1976). We have found that most formulas of a few lines are
handled in seconds, and that larger formulas are generally decided much more quickly

than by humans.

A number of other theorem provers dealing with similar theories are currently under
development. The systems of N. Suzuki (1975) and of G. Nelson and D. Oppen are

among these.

3. The Unextended Class

The new procedure can best be explained in relation to the author’s adaptation
(Shostak, 1977) of Bledsoe’s (1975) method for handling the unextended unquantified class.
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This method is carried out in two stages. In the first stage, the formula F to be decided
is reduced to a set of integer linear programming problems (ILPs) with the property that
F is valid if and only if none of the problems has a solution. In the second stage, the
ILPs are tested one by one for solvability. If one is found to have an integer solution,
the solution provides a model for 7TF and therefore a conterexample for F.

Let us now consider these steps in greater detail.

The reduction to a set of ILPs consists of expanding the negation of F into a dis-

junctive normal form:

_IFElesz...va 2

where each G; is a conjunction of linear inequalities of the form A < B. During the
expansion, terms of the form A = B are replaced by (A < B A B < A). Similarly, A > B

is replaced by B < A; A < B is replaced by A + 1 < B; "AA < B) is replaced by B+ 1 < A;
and so on. The conjunctions Gy, Gy, . . ., Gp in the expanded form make up the set of
ILPs. Suppose, for example, that

F=(x<3y+2)Ax=1Dx=y

F="x<3y+2Ax=1Dx=y]
=x<3y+2Ax=1A"T1(x=Yy)
=x<3y+1IAx<IAx21AXx+1<yVvy+1<x)

=x<3y+IAx<IAI<xAx+1<y)
VES3y+1IAXx<IAI<S<xAy+1]<x)

s0G] =x<3y+I1Ax<1AI<xAx+1<y

and G) =x<3y+IAx<ITAI<xAy+1<x

IF is satisfiable if and only if either G| or G, has a solution in integers, and so F is
valid if and only if neither G| nor G has such solutions. The G;’s are now tested for
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feasibility by using either conventional integer programming algorithms [such as
R. Gomory’s (1958), or the SUP-INF method (Bledsoe, 1975; Shostak, 1977)].

Continuing the above example, it is easy to see that the ILP G7 has the integer
solution x = 1, y = 0. These values provide a model for TIF and hence a counterexample

to F. (Counterexamples are also provided by G| which is integer feasible as well.)

4. Decidability of the Extended Class

The decision mechanism for the extended class elaborates upon a method for
reducing an arbitrary formula F in this class to an equivalid formula F in the unextended
class. The reduction is carried out in two steps, the first eliminating uninterpreted predi-

cate symbols, and the second eliminating uninterpreted function symbols:

(1) For each uninterpreted n-ary predicate symbol P occurring in F, let fp be a new
n-ary function symbol. Obtain F’ from F by replacing each atomic formula
P(ty, tp, . . - ty) by the formula fp(tl, ty, .- % R 0.

(2) For each pair f(t), ty, . . ., tn), f(ug,up, ... u,) of distinct terms or sub-

terms of terms in F’ with the same outermost uninterpreted function symbol f,

construct the axiom:
tl=ul/\t2=u2,/\.../\tn=un3f(tl,t2,...,tn)=f(ul,u2,...,un)
Let F” be the formula given by
AlAAzA...AArDF’ -
where the Ajs are the axioms so constructed. Next, for each term t occurring
in F" that has an uninterpreted outermost function symbol, let x; be a new

integer variable. Obtain F from F" by replacing each such term t with x;.
(In the case where one such term is nested within another, the larger term is

replaced.)

Consider, as an example, the valid formula F given below:

[(P(z) Dz =1)Agly) =z +4] D [f(g(y) = f3 + 22) v TTP(1)]
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Using Step (1) to eliminate the uninterpreted function symbol P, we obtain the formula

F' given by:
[fp(z) =0Dz=1)Agly)=z+4] D [f(g(y) =3 +22z) Vv fp(l) #* 0]

Applying Step (2), we observe that F' contains two pairs of distinct terms with the
same outermost function symbol — the pair fp(z), fp(l), and the pair f(g(y)), f(3 + 22).
The formula F" is therefore given by:

[z=12fy(2) = (D] A [gy) = 3 + 22 D f(g(y)) = f(3 + 22)]
D

[(fp(z) =02z=1)Agly)=z+4] D (f(g(y)) =13 +2z) Vv fp(l) # 0]

Letting fp(z), fp(l), 8(y), f(g(y)), f(3 + 2z) be replaced by x, X9, X3, X4, and X,
respectively, we obtain F:

[z=le1=x2]/\[x3=3+2zDX4=x5]
D

[(x]=0Dz=1)Ax3=2+4] Dxq4=x5V xp #0)

This latter formula is contained within the unextended class, and can therefore be decided

by using the method described in the last section.

The reduction just described is quite similar to W. Ackermann’s (1954) method for
eliminating function symbols from universally quantified equality formulas in predicate
calculus with function symbols and identity. The correctness of the reduction can be
proved straightforwardly; given a model for “IF, one can construct a model for “1F, and
conversely. The details are easily gleaned from Ackermann’s proof, and so are omitted

here.

While the reduction confirms the decidability of the extended class, it does not of
itself provide a very good computational method. Recall that in Step (2) of the reduc-
tion, an axiom is constructed for each pair of terms, (including nested terms) with the
same outermost uninterpreted function symbol. The number of such axioms is thus
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proportional (in the worst case) to the square of the length of the given “ormula. More-
over, each axiom at least triples the number of ILPs that must be solved in deciding the

reduced formula F

Suppose, for example, that the axiom x = y D f(x) = f(y) is generated in Step (2).
It is easy to check that the expansion into disjunctive normal form described in the last
section produces three disjuncts (corresponding to the cases in which x <y, x >y, and
f(x) = f(y)) for each disjunct that would have been produced in the absence of the axiom.

As an illustration of the kind of combinatorial explosion that can result, consider

the formula F given by
x < g(x) A x 2 g(x) D x = g(g(g(g(x))))

An axiom must be generated for every pair of terms among g(x), g(g(x)), g(g(g(x))), and
g(g(g(g(x)))). There are six such axioms, each one tripling the number of disjuncts appear-
ing in the d.n.f. expansion of the corresponding reduced formula i" Deciding AF therefore
entails the solution of 36 (= 729) ILPs.

In the event that the function symbol associated with a given axiom has more than
one argument place, the combinatorial effect is even more pronounced; one can easily

check that two more cases are developed by each additional argument position.

5. Basic Procedure for the Extended Class

The procedure given in this section greatly reduces the combinatorial explosion pro-

duced by the reduction process. The improvement is founded on two observations:

(1) In most cases, only a small part of the information contained in the generated
axioms is of relevance to the validity of the reduced formula,

(2) It is frequently possible to determine which information is relevant in advance

of its application.

The example formula F = x < g(x) A g(x) < x D x = g(g(g(g(x)))) of the last section
serves well as an illustration of the basic idea. Suppose we pretend, for a moment, that
F is a member of the unextended class, that is, that the terms g(x) and g(g(g(g(x)))) are
simply integer variables that happen to have fancy names. If we then apply the procedure
of Section I1I-B-3, the expansion into disjunctive form produces the two ILPs:
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[x < g(x), g(x) < x, x < g(g(g(g(x)))) — 1] and

[x < g(x), g(x) < x, g(gg@x)) <x — 1]

Let us focus on the first of these. If this ILP is solved, the following solution (among
others) is obtained:
x=0
gx)=0
g(g(g@(x))) = 1
At this point, the procedure of Section III-B-3 terminates, offering the discovered solution
as a counterexample to the formula F.

If we return to the view of F as a formula in the extended theory, however, it can
be seen that the above solution is not a legitimate model for TIF. In particular, the sub-
stitutivity axioms of equality forbid that x and g(x) be given the same value while
g(g(g(g(x)))) is given a different value. (Note, incidentally, that this violation occurs in
all solutions of the ILPs in question.) The violated substitutivity property is neatly ex-
pressed by the following formula:

x = g(x) D g(x) = g(g(g(&(x)))
If we now assert this formula as a hypothesis of F, the following formula F* is obtained:

[x = g(x) D g(x) = g(g(g(g(x)))]
D
x < g(x) A x = g(x) D x = g(g(g(g(x)))
If the new formula F* is viewed as a member of the unextended class and given to
the procedure of Section III-B-3, the resulting ILPs are found not to have any integer

solutions. The original formula F must, therefore, be valid as a member of the unextended
class and hence as a member of the extended class.
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Note that, in the case of our example, this approach requires the solution of only
seven ILPs (one to provide the illegitimate counterexample and six to decide the aug-
mented formula F*), as opposed to the 729 required by the reduction method. Part of
the improvement is attributable to the omission of unneeded axioms generated in the
reduction method. More importantly, the three axioms from that method that are rele-
vant, (x = g(x) 2 g(x) = g(g(x)), g(x) = g(g(x)) 2 g(g(x)) = g(g(g(x))), and
g(8(x)) = g(g(e(x))) O g(g(g(x))) = g(g(e(g(x)))) are replaced by a single formula:

L T sy e

x = g(x) D x = g(g(g(g(x))))
This replacement alone accounts for a ninefold reduction i the number of ILPs that must
be solved in the example problem.
We now give a detailed description of the procedure:

(1) Using Step (1) of the reduction method, all uninterpreted predicate symbols
are eliminated from the formula F to be decided.

(2) Expressions involving + or * that occur as arguments to uninterpreted function

symbols are eliminated through the introduction of new variables. [For example,
the formula x <y + f(3z + 5) becomes z' =3z + 5 D x <y + f(z').] Let F'
be the resulting formula.

(3) The negation of F' is placed into a disjunctive normal form G v Go¥W ...V Gp,

as described in Section III-B-3. Each G; is a conjunction of linear inequalities.

(4) The G;s are tested one by one for satisfiability by applying Steps (a), (b), and

(c) below. If none is satisfiable, F is valid.

(a) The ILP associated with G; is solved, using either of the methods suggested
in Section III-B-3.

(b) If there is no solution, G; is unsatisfiable.

(c) Otherwise, the discovered solution is examined for violations of substitu-
tivity of equality (in a way described momentarily). If there are no viola-
tions, G; is satisfiable, and the discovered solution provides a counterexample
for F. If, on the other hand, a violation is found, a formula H that sum-
marizes the violated property of substitutivity is formulated. Step {4) is
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now applied recursively to each of the conjunctions in the disjunctive
expansion of H A Gj. G; is satisfiable (in the extended theory) if and
only if each of these is satisfiable.

We have yet to show how to examine a given solution S for violations of substitutivity
and how to generate the associated substitutivity formula. We must also show, of course,
that the procedure [Step (4) in particular] terminates. For notational convenience, we
assume in the explanation that follows that all uninterpreted function symbols appearing

in F are monadic; the general case is a straightforward extension.

The technique for detecting violations if founded on the recursive function EQPAIRS
defined below. The definition depends on the following conventions. Let S be the dis-
covered integer solution for the G; whose satisfiability is to be determined, and T the set
of terms to which S assigns values. For each term t € T, let S(t) designate the value
assigned to t by S. Let U be the set of terms in T together with all of their subterms.
[For example, if S is given by x = 0, g(x) = 0, and g(g(g(g(x)))) = 1, then

T = {x, g(x), g(g(g(g(x)))) }and U = {x, g(x), g(g(g(g(x)))), g(g(x)), g(g(g(x))}}]. Finally,
for each term t € U, define the set:

_HYETIS@®)=8(t)} ifteET

t ity ifteT

EQPAIRS is defined as follows:
EQPAIRS (tq, ty, alreadytried) =

if {t], ty) € alreadytried, then return ¢
else if t| € Ey,, ‘then return {ty, tp)}
else if for some function symbol f and terms up, up:

(1) f(ul) € Etl and

(i) f(uy) € Etz and

(iii) EQPAIRS (uy, uy, alreadytried U {<t], t) D # ¢,

then return Pl V] P2 (V] P3, where
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Py =if t| = f(u)) then ¢ else {{t), f(uy)}

Py =if ty = f(uy) then ¢ else {{t,, fuy)}

P3 = EQPAIRS (u, u,, alreadytried U {(t{, ty}})
else return ¢.

As is evident from the definition, EQPAIRS is a function of three arguments. The
ﬁrst two (t; and t,) are bound to terms in U, and the third (alreadytried) is bound to a
set of pairs in U x U. The third argument is always bound to the empty set on external
calls, and comes into play on internal calls only as a device to prevent infinite recursion.
EQPAIRS returns a set of pairsin T x T.

The usefulness of EQPAIRS turns on the following result, stated here without

proof:

Theorem: If for all t, ty € T, either s(ty) = s(ty) or EQPAIRS (t, t5, ¢) = ¢,
then S has no violations of substitutivity, and hence G; is satisfiable as a member
of the extended theory. On the other hand, if for some ty, tp, s(ty) # s(ty), and
EQPAIRS (t;, ty, ¢) = {(rq, sl), R sn>}, n = 1, then the formula

H=[r =5 /\r2=s2/\...rn=sn3tl =t2]
follows from substitutivity but is not satisfied by S.

To check S for violations of substitutivity, it thus suffices to compute EQPAIRS(tl,
ty, ¢) for pairs t}, ty of terms in T assigned different values by S. A violation exists if
and only if EQPAIRS (t, t,, ¢) # ¢ for some such pair. In such a case, the formula H
summarizes the violation.

Note fromi the definition of EQPAIRS that, if ty, ty €T, s(t]) # s(ty), and
EQPAIRS (ty, ty, ) #* ¢ then t; and ty must be functional terms with the same outer-
most function symbol. In checking S for violations of substitutivity, therefore, one need

only compute EQPAIRS (1, ty, ¢) for such pairs.

Note also that EQPAIRS is defined nondeterministically; there may be more than
one choice of f 1> U1, and uy that satisfies (i), (ii) and (iii} in the definition. It makes no
difference which choice is made. Similarly, there may be several pairs ty, ty for which
EQPAIRS is nonempty. It suffices to generate H on the basis of the first such pair

encountered.
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Let us now return to the earlier example

F=x<g(x)Agx) < x D x = g(g(ggx))))
Applying Steps (1), (2), (3) of the procedure,

G) =x <gkx) Agx) <xAx <gglex)) -1

and

Gy =x<g(x)Agx) <xAglekex)) <x -1

are obtained as before. Solving G, once again produces the solution S: x = 0, g(x) = 0,

g(g(z(g(x)) = 1.

Since g(x), g(g(g(g(x)))) form the only pair of terms in T with the same outermost
function symbol and with different assigned values, it suffices to compute EQPAIRS for
that pair only:

EQPAIRS (g(x), g(g(g(g(x)))), ¢):
Eg(x) = (%, 8(x)}
Ega(g(z(x)))) = (8(&E(EC))}
Letting g(x) be f(u}), g(g(g(g(x)))) be f(u,), and recursing:
EQPAIRS (x, g(g(g(x))), {{g(x), g(g(g(@(x))N}):
Ey = {x, g(x)}
Egg(a(x))) = (8(8((x)))}
Letting g(x) be f(uy), g(g(g(x))) be f(uj):
EQPAIRS (x, g(g(x)), {{(x), g(g(g(&(x))), , gle@x)N}):
Ey = {x, 8(x)}
Egg(x)) = {8((x))}

Letting g(x) be f(ul, g(g(x)) be f(uz):
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EQPAIRS (x, g(x), {{g(2), g(g(@(&(x))), (x,
g(g(g(x))), &, glg(x)N}):

E, = {x, g(x)}

= {&, g(x)} |

= {&, g(x»}

= (¢, g} !

= {{&x, g(x)N}
The formula H produced in this case is thus
x = g(x) D g(x) = g(g(g(g(x))))

The ILPs corresponding to the conjunctions in the disjunctive expansion of H A G are

all found infeasible; hence, G is unsatisfiable.

In a similar manner, G, is found unsatisfiable. The procedure thus halts, reporting

that F is valid.

In this last example, only one level of recursion in Step (4) was needed. In rare
instances, more than one is required. Consider, for example, the theorem:

F=a<b<f(a)<1Da+b<1vVb+f(b) <1V f(f(b) < f(a)

Applying Steps (1), (2), and (3) of the procedure, one obtains the single conjunction G:

a<bAbL<f@Af@d<1A2<a+bA2<Db+f(b)Af(a) +1<f(f(b))
Solving the corresponding ILP produces as one possibility the following solution S:
E a=1,b=1,fG) =1, f(b) = 2, f(f(b)) = 2

The only two pairs of terms for which EQPAIRS need be tried are f(a), f(b), and f(a),
f(f(b)). Trying f(a), f(b) first, one immediately obtains a violation: EQPAIRS (f(a,

f(b), ¢) = {{a, b)}. The formula [a = b D f(a) = f(b)] A G is now expanded into disjunc-

tive form, giving the three conjunctions
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as<b-1AG b<a-1AG,andf(a)=fb)AG

The ILPs associated with the first two of these are infeasible. The third one, however,

yields a solution:

a=1,b=1,f(@) =1, f(b) = 1, f(f(b)) = 2

Applying EQPAIRS to the pair f(a), f(f(b)) produces {{a, f(b))}. Step (4) is again
applied recursively to the three conjunctions in the expansion of [a = f(b) D f(a) =
f(f(b))] A f(a) = f(b) A G. This time, all ILPs are found to be infeasible, and the proce-

dure terminates.

6. Termination

It is easy to see, in fact, that the recursive Step (4) must always terminate. Other-
wise, some branch of the computation would be infinite, yielding an infinite sequence of
ILPs G, G', G" . . . with a corresponding sequence of solutions S, S’, S” . . . and substi-
tutivity formulas H, H', H” . . . . Since each solution assigns values to exactly the same

set T of terms, some H must be repeated in the sequence. This is impossible, however.

since each solution S fails to satisfy its corresponding H, but does satisfy all preceding Hs.

7. A More Efficient Version of the Procedure

Although the procedure given in Section III-B-5 dramatically improves on the naive

reduction method, substantial additional improvement is possible.

First note that the expansion of H A G; into disjunctive form in Step (4¢) is unnec-

essary. The conjunctions that result from this expansion can be precomputed as follows:

HAGIE[r1=SlAArn=sn3tl=t2]AGl
E[r1¢slv...Vrn¢ant1=t2]/\Gi
5]’]<Sl—]/\GiVSl<l'l—]/\Gl-

Vrn<sn-1/\GiVSn<rn—l/\Gi
th=t2/\Gi
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Note that 2n + 1 conjunctions are thus generated, each one augmenting G; with an
inequality. If the ILP solver used can be operated incrementally (as can simplex-based
methods), the new ILPs can be solved with little additional effort.

In the great majority of cases encountered in practice, further speedup is possible.
Note from the definition of EQPAIRS that S(rj) = S(sj) for each j, 1 <j < n. Now sup-
pose it can be established, for a given j, that I and s; are equal in all solutions for G;.

In this case, the two conjunctions T < 5j — 1 A G; and 5 < T - 1 AG;are necessarily

unsatisfiable and can therefore be dispensed with.

What makes this observation useful is that one can test whether T and s; are equal
in all solutions of G; quite easily; it is necessary only to test (using the ILP solver) for
maxg; (rj - sj) = ming; (rj — sj) = (0. This can be done more quickly than testing
T < §j — 1 A Gj and s < - 1 for feasibility, since it does not involve additional

inequalities.

Returning to the earlier example:

Gy =x<g)Agx) <xAx<glEE -1 .
H = x = g(x) D g(x) = g(g(g(g(x))))
we see that x and g(x) must have equal values in all solutions of G| and so only the
conjunction g(x) = g(g(g(g(x)))) A G needs to be tested.
These ideas suggest the following replacement for Step (4c):

(4¢c) The discovered solution S is tested for violations of substitutivity by computing
EQPAIRS (t;, ty, ¢) for pairs t;, ty, € T that have different values in S but
the same outermost function symbol. If EQPAIRS returns ¢ for all such pairs,
the solution S provides a counterexample for F and the procedure halts. If
tq, ty are found for which EQPAIRS (t{, ty, ) = {{r, sp) .. ., s Sp?)s
n = 1, then Step (4) is applied recursively to

i S S S
and for 1 <j <n, to:

T < §j — 1 A G;j unless maxg; (sj - rj) <0
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and 5; <r1j — 1 A G; unless maxg; (rj — 5;) < 0

G; is unsatisfiable if and only if each of the conjunctions thus tested is found

unsatisfiable.

Finally, it might be remarked that the function EQPAIRS can be implemented much
more efficiently than the definition suggests. If, for example, a table is used to record
the results of internal calls, the amount of work required to compute EQPAIRS can be
made to grow no faster than the square of the length of the input.

C.  An Algorithm for Reasoning About Equality

1. Introduction

To be useful for program verification, a deductive system must be able to reason
proficiently about equality. Important as its semantics are, equality is often handled in
an ad hoc and incomplete way — most usually with a rewrite rule that substitutes equals
for equals with some heuristic guidance. This section presents a simple algorithm for
reasoning about equality that is fast, complete (for ground formulas with function sym-
bols and equality), and useful in a variety of theorem-proving situations. A proof of the

theorem on which the algorithm is based is given as well.

2. An Example

Let us first consider an example formula and how one could go about proving it.
The formula given below is of the kind one encounters in verifying programs involving

array indexing:
(I=JAK=LAAI[I] =B[K] AJ=A[J] AM =B[L)])
S A[M] = B[K])
Here, A and B are function symbols (corresponding to arrays) while I, J, K, L, and M

are universally quantified variables (corresponding to program variables).

One might approach such a formula by working backward from the conclusion,
substituting equals for equals until the left-hand side is transformed into the right-hand
side. With a little patience, the following proof is obtained:
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A[M]

= A[B[L]] (using M = B[L])

= A[BI[K]] (using K = L)

= AlA[ll] (using A[I] = B(K])

= A[A[J]] (using I = J)

= A[J] (using J = A[J])

= Al (using 1 = J again)

= BIK] (using A[I] = B[K] again)

Of course, one could just as easily work from B[K] rather than from A[M], or work

from both simultaneously; the links needed in the chain are the same in either case.

While this “backward substitution” method and other methods that transform
formulas through a sequence of substitutions are logically sound, they are not particularly
well-suited to machine deduction — simply because there is no easy way of knowing what
substitution is the “right”” one to make at each step. Indeed, a program working on the
formula given above could grind on forever (for example, by repeated application of the

substitution J = A[J]), generating terms of ever-increasing depth of nesting.

Intuitively, it would not seem necessary to generate terms beyond a certain depth.
It is easy, however, to construct examples showing that the critical depth (the smallest
depth necessary to consider) cannot be calculated solely as a function of the depths of
the terms appearing in the original formula; in particular, the critical depth is not simply
the maximum of these depths. The reader can easily convince himself, for example, that
no backwérd—substitution proof can be carried out for the formula given above without
generating Ia term of at least depth 3. (The maximum depth of terms occurring in the
formula is only 2.) Even if one could conveniently calculate the critical depth, one would

still, in general, generate many more terms than are necessary.

Fortunately, this difficulty with substitution transformation methods is not inherent
in the problem. Section III-C-3 presents a more efficient method that considers only the
terms appearing in the original formula.

3. The Procedure

The method given here may be described formally as a decision procedure for the
subclass of predicate calculus with function symbols and equality whose formulas have
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only universal quantifiers in prenex form. While the decidability of this subclass is well-
known, the classical decision procedure for it [given by Ackermann (1954)] produces a
combinational explosion that makes that method computationally infeasible for non-trivial
problems.

Since the decision procedure presented here operates on the negation of the formula
to be proved, it can also be viewed as a refutation procedure for ground formulas with
function symbols and equality. The universally-quantified variables become Skolem con-

stants in the Skolemization of the negation.

The procedure is as follows. The matrix of the formula F to be decided is first
negated and placed in disjunctive normal form. Next, all atomic formulas other than
equalities are replaced by equalities as follows. For each n-ary predicate symbol P{‘
occurring in the formula, a new n-ary function symbol fln is introduced. Each atomic
formula P?(tl, ty, . . . ty) occurring in the formula is then replaced by the equality
f? (ty, ty . . ., ty) = c, where c is a constant. The modified d.n.f. is clearly intersatisfiable

with the original one, and is satisfiable if and only if one of its disjuncts is satisfiable.

Each disjunct, moreover, consists of a conjunction of equalities and negations of equalities.

The problem is thus reduced to testing the satisfiability of each such conjunction.

For example, suppose the formula to be proved is:
P, vx=AR]D [Pg(y) V z # g(y)l
Putting the negation into disjunctive normal form, we have:
P, AP A —ng(y) ANz=gy)V (x=zAPg A —IPg(y) Az = g(y))
Introducing the new function symbol f to replace P, we obtain:

(f(z) = c A f(x) = c A f(g(y)) #c A z = g(y))
V(x=zAf(x)=cAf(gly)) #cAz=gly)
It remains to show how to test each conjunction for satisfiability. Let S be the set

of equalities and negations of equalities occurring in the conjunction to be tested. Let T
be the set of terms and subterms occurring in S. and define the binary relation = as the
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smallest relation over T X T (where uj, uy ... ug, ty, tg, vy, Vo .. . Vg denote terms
and f denotes a function symbol) that:

(1) Contains all pairs (tj, t) for which ') =thES
(2) Is reflexive, symmetric, and transitive.

(3) Contains the pair (f(u], Uy ...H), f(vi,vg ... "r)) whenever it contains the
pairs (u;, v, 1 Si <, and f(up, uy ... up), f(vy, vp . .. vp) are both in T.

The test for satisfiability of S depends on the following theorem (proved later):

Theorem: S is unsatisfiable « there exist terms ty, t) € T such that
'tl #=t'2€Sand t étz

The theorem tells us that to determine the satisfiability of S it suffices to consider
the negated equalities of S one at a time. If one is found (say t; # t) for which
t] = ty, S is unsatisfiable; otherwise S is satisfiable. Note that the definition of = involves

only terms in T.

In order to use the theorem, it is necessary to be able to <..culate whether a given
pair of terms is in the relation =. This can be done in a straightforward way by building
the relation from the definition (1) is used as a basis, and (2) and (3) are repeatedly applied
until no new terms are generated. Since < is an equivalence relation, one can conveniently
represent it during the construction as a collection of sets of elements of T, each set con-

taining elements known to be in the relation with the other elements of that set.

As an illustration, consider the set S= (I =J, K = L, A[I] = B[K], J = A[J],
M = B[L], A[M] # B{K] } that arises from the example given earlier. The corresponding
set Tis {I.J,K,L, A{I], B[K], A[J], M, B[L], A[M] }. The relation = is constructed

from its definition as follows.
From the basis (1), one obtains:

{{LJ}, {K,L}, {A[ll, B[K1}, {J, AUJ]}, {M, B(L)}}
Using (2):

{{IJ, A1} (K,L} {All], B[K]}, {M, B[L] }}
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Using (3):

{{LJ, AU} {K,L} {A[l], B[K]}, {M, BIL]}, {A[l]l, A[J]}, {BIK], B[L] }}
Using (2):

{{LJ, A[JI, A[I], B[K], B[L], M}, {K,L}}
Using (3):

{{LJ, A[J], A[1], BIK], B[L], M}, {K,L}, {A[M], A[l] }, {A[M], A[J]}}
Using (2):

{{1J, GUJI, A[l], B[K], B[L], A[M]}, {K,L}}

Since (3) yields no new pairs, the construction is complete. Since A[M] = B[K],

S must be unsatisfiable.

The rules for building up = can be implemented quite efficiently. Oppen and Nelson
(1977) have recently coded a very fast implementation that represents terms as graphs
and uses the Tarjian (1975) set-union algorithm in the closure step. Oppen and Nelson
have shown that their implementation requires only order n2 deterministic time and

linear space, where n is the length of the input S.

While the satisfiability of each set S can thus be determined quite quickly, the pro-
cedure as a whole (and the expansion into disjunctive normal form in particular) is of
exponential time complexity. This is not surprising, of course, since the decision problem

for the class is NP-complete.

The author has coded the procedure in INTERLISP for the PDP-10 using a matrix
representation of =. The program has been tested on a few dozen examples of the kind
that arise in program verification applications. It was found that most examples four or
five lines long could be handled in just a few seconds. The example presented at the

beginning of the paper required less than a second.

4. Proof of the Theorem.__

The main import of the theorem on which the algorithm is based is that it suffices
to “consider” only the terms occurring in formula to be decided. The proof of the

theorem is largely concerned with extending the model provided by the relation = from
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the finite set T to the entire Herbrand universe. We now restate the theorem and give

its proof.

Theorem:

S is satisfiable « there exist no ty, ty € T such that
ty =tyand 't) #tH €S,

Proof:

=  Suppose S is satisfiable, t|, ty € T and t; =t). Let M be a model for S. Because
M satisfies the reflexivity, symmetry, transitivity, and substitutivity axioms of equality,
t; =ty implies that t| and ty must have the same values in M. Hence, 'tl * t'2 cannot
be a member of S.

< Suppose there are no terms ty, ty in T such that t; =ty and 'tl ¥+ t'2 € S. We will
show that S is satisfiable by constructing a model M for S. The model must assign a
value vp(t) to each term t in the Herbrand universe of S in such a way that:

(1) 'ty = t) €S implies vpy(t}) = vyq(tp)
2 'ty # t5 € S implies vpy(t) # vp(ta)

3) VM(xi) = vM(yi), 1 <i<r, implies vM(f(x], S xr)) = vM(f(yl, A yr))
(where f ranges over all function symbols and x;, y; over all terms)

The first two conditions require that M satisfies each atomic formula of S. The

third condition requires M to satisfy the substitutivity axiom of equality.

Before defining vyq we first construct the term universe

Teo = (0] T, of S inductively as follows:
i=o
To=T
T = g, .-, 8 IHETPUT,

(where f ranges over all function symbols occurring in S)
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Note that the term universe T, is identical as a set to the Herbrand universe, but is
constructed differently.

Next, pick a representative term from each of the equivalence classes induced by =

on T, and define the function a : T - T that assigns to each term in T the representative
of its class.

The model M is now constructed inductively as follows:
L. Kte Ty, let vm(D = a(t)

II. Ifte Tj+l - Tj, j=2o,and t = f(ty, ty, ... t), then let

vM(f(x], -« ., Xp)) if there exists no fxy .. .. x.) € Tj

"M(t) s and VM(xi) =vm 1 <i<r

f(vM(tl). TNy vM(tr)) otherwise

Note that M is a Herbrand model, i.e., it always assigns values from the Herbrand

universe. The notation “f(vM(t ) vM(tr))" is intended to represent the function
symbol denoted by f followed by the terms obtained by evaluating vmlt) for each i.

Note also that vy would not seem to be uniquely defined. owing to the existential
choice implicit in the definition. In a moment. however, it will be clear that only one
choice is possible.

Now, we need to show that M satisfics (1), (2), and (3) above. (1) and (2) hold
since 't, = t'2 ES=hsty= a(t)) = a(ty) = vm(t) = vy(ta) and

Ill +* t:‘z €S=t| = t: =’&l(tl) ¢u(t:)=’vM(l|) ¢VM(t2)

It remains to show that (3) holds, i.c.. that vmix) = MY | <i < implies that

vM(f(_xl, gt e xr)) = vM(l'(yl. oo Yel) This is proved by induction on the maximum m -.
of the term universe heights of f(x, . . ., Xeh fC¥pe - - yp): |




Basis: m =o0
Then x;, ¥, g .- xp) fyp, - -+ y,) are all in T, and so
vm(xp) = vy = alx)) = alyj) = x; = ¥
b | Xp) = fyy, .- yp) = a(f(xy, . . - B a(f(yy, . - - Yr))

= vM(f(xl, v xr)) = vM(f(yl, it Yr)) as required

Induction Step: m > o. ,

First consider the case in which the height of f(xy, ..., X,) is strictly greater than
that of f(yy, ..., yp)- In this case, vM(f(xl, § s Rl = vM(f(zl, RS %) 8 where
€2y, - - z,) is of lesser height than f(xy, ..., x,), and vmxj) = M) (Note that
(zy,....2 ) is possibly the same as f(yy, . . ., yp)) Now since vjq(¥;) = "M(xi) = vpm(zp),
we have by induction hypothesis that vM(f(xl, RN vM(f(zl, oty BN T
vM(f(yl, i e yr)) as required.

In the remaining case, f(xy, . . ., x,) and fyg, - - - y,) are of the same height.
Now if there exists a term f(z, . . . , 2;) of lower height such that vy(z;) = vpm(x), the
argument above can be used. Otherwise, vM(f(x], o v BRINE f(vM(xl), N VM("r)) =
f(vM(y]), S VM(yr)) = vM(f(yl, i o 5 Yp))o8 required.

Q.E.D.

It might be noted that (3) implies the uniqueness of M as it has been defined above.

Of course, the uniqueness was not essential to the proof.
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A. Tntroduction

Tn this final section we present conclusions both with
respect to the state of the program verification art and to

specific project goals.

The needs that motivated research on program
verification are no less valid today than they were when we
began work on the project four years ago. Tf anything, the
desirability of producing and maintaining reliable software

has increased during this period of time.

el il ik il

While there is no gquestion as to the potential payoff
of formal proof (end related techniques, such as
methodolojies for formeal specification) in achieving
reliable software, this bernefit must be assessed in relation
to cost. At the current state of the art, the cost of
verifying 211 but the most insubstantial programs is quite ]

R high, both in terms of the sophistication required of the

user of the verification technigues, @nd the amount of time

i

and effort reauired to carry the verification process
f through to completion. The current state of the art of
program verification is analogous to that of the development
of nuclear fusion technology--the potential benefits are

vast, but the break-even point is still ahead of us. 1In
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both cases, however, the difficulties that stand in the way
of success are engineering problems as opposed to

insurmountable theoretical difficulties.

While the practicel use of verification technology
outside the research 1laboratory is still a thing of the
future, the techniques that have been developed here and
elsewhere have already had tangible benefits. As 3
conceptual tool for guiding specification, design, &and even g
implementation, the notion of proof of correctness has had ol
considerable impact. Manual proofs of correctness
(semiformal ones, for the most part) are beginning to be 4
employed in design of large systems (e.g., PSOS, STFT). The
impact has also been felt strongly in the area of language
design. Verification considerations have played a role in ?i
the design of several new languages (notably PASCAL &nd '
EUCLTD), end they will probably assist in the design of such t
still newer languages as the common high-order 1language for
DoD use. The formalisms of Floyd, and even more strongly
those of Hoare (proof rules and axioms) &and Dijkstra
(predicate transformers) have altered the way in which some :f

language wusers and designers think &about programs and

programming languages. W: foresee this trend continuing,
perbaps even accelerating, in the next few years. Moreover,

2s the difficulties of automatic verificetion are gradually

62




LRI

R e A

overcome, program verification systems will eventually
become commonplace tools in sophisticated software
development environments. The RADC system of which our
current effort is in support will (we hope) be among the

first of these.

B. Difficulties of Verification

The difficulties of formal proof of correctness can be

divided into four categories:

* Problems of specification
* Tdealization of real machine environments

* Formulation of inductive assertions (in Floyd's
Method)

* Theorem-proving.
Problems associated with specification are inherent 1in any
formal approach to software validation. While the
development of powerful assertion languages can make the job
of specification easier (just as high-level 1languages have
made the job of programming easier), there can be no
substitute for thinking clearly about just what a program is
supposed to accomplish. 1In the final analysis, any solution
to the problem of formal specification will depend in good
part on programmer training. This will require considerable
research and experience in practical environments, and will
go hand in hand with the adoption of good structuring

practices.
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The problem of idealization of real machine
environments arises from discrepancies between the program
semantics assumed by the verification system and those that
are actually operative in the machine environment in which
the program is run. While this problem is often cited by
critics of verification, it is actually less a problem of
verification than it is a problem of mismatch between the
programming language and its implementation. Unless the
semantic specification of a programming language is met by
that 1language's implementation, reliable programs are an
impossibility, regardless of the reliability technology

used.

The third and fourth difficulties cited above are the
primary ones addressed by our four-year effort. As we have
already described the results of this work in the body of

this report, we give only a summary account here.

C. Results of The Four-Year Effort

The first two years of the project focused almost
exclusively on the development of semiautomatic aids for the
invention of loop assertions. This work resulted in useful,
but limited, techniques for numerically oriented programs.
As the research progressed, however, it became increasingly
clear that no single such technique could handle enough

program structures to be of practical significance. One of
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the greatest benefits of this phase of the work was that it
spurred us to challenge the conceptual separation of the
formulation of inductive assertions from the theorem-proving
aspect of the verification process. We became increasingly
aware of the similarity of intellectual activity required to
perform these tasks successfully. In particuler, it became
clear that the formulation of loop assertions was very much
akin to the generalization of inductive hypotheses in
inductive styles of theorem proving (as, e.g., in the work

of Boyer and Moore).

Accordingly, the last few years of the project have
been concerned with deduction and with the exploration of
the relation between Floyd's technique and a number of
alternative methods of inductive proof. These include the
transformation of programs into primitive recursive form
before verification, the method of generator induction, the
use of hierarchical structuring techniaques, and methods
related to subgoal and computation induction. These last
two oapproaches were &analyzed in detail and compared with
Floyd's method to arrive at » uvnified understanding of their
mutual relationships. In addition, two thcorem-proving
algorithms were developed in connection with both
verrification condition proof and interactive debugging of

loop assertions. Both algorithms have been coded in LTSP
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and successfully used in support of an experimental program

verifier for JOVIAL programs under a separate RADC contract.
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