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20. Abstract

In the first year of this project (1973—1974), the main em~~asis was on
exploring the potential of an approach to semiautomatic syn~~esia of iiiduc-tive assertions by mechanizing the solution of finite differê~nce equationsfor each program loop. This approach was found to be useful,\but limited
essentially to numerical algorithms. During the past three y~~rs (1975—1977),we have explored alternatives that gave promise either of alle~~atlng the diffi

• culty of assertion synthesis or of eliminating the need for it.~ Several rather
diverse approaches, some of them constituting such alternatives to the V1.a1yli~ ptechnique, are considered here: transformation of programs into primitive re—
cursive form before verification, the method of generator induction for proof
of properties of complex data structures, the use of a hierarchical design
methodology to structure programs so as to minimize the need for loop asser-
tions, and methods related to subgoal induction and computational induction.
The two latter methods were analyzed in detail and compared with the Fa.o~L%f’~~S r~
approach to arrive at a better understanding of their mutual relationships._

In add ition, we report on the development of two algorithms of great utility N~in connection with program correctness proving, in general, and with the
interactive debugging of loop assertions, in particular. These are highly
effective decision algorithms f or certain (decidable) formula domains that
appear frequently in correctness proofs. The first algorithm is for deciding
validity of formulas in an extension of unquantified Presburger arithmetic
where uninterpreted function symbols and predicate variables are allowed .
The second algorithm operates on a subdomain of this first domain——equality

• formulas over unquantif led Presburger arithmetic , but is considerably more
efficient over this subdomain. Both algorithms have been implemented (in
LISP). Two different versions of the first algorithm have been incorporated
into an experimental program verifier (for JOVIAL programs) under a separate
RADC contract.
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ABSTRACI’

This interim report describes progress over the period 1 July 1974 through 30 June
1977 on a project aimed ultimately at solving a serious problem that has been encountered
in attempts to make program correctness proving a practical technique for software veri-
fication. The principal problem addressed here is the difficulty of synthesizing so-called
loop assertions in connection with the main method now under study for program proving —

the inductive assertion method of Floyd.

In the first year of this project (1973-1974), the main emphasis was on exploring

• the potential of an approach to semiautomatic synthesis of inductive assertions by mechan-
izing the solution of finite difference equations for each program loop. This approach was
found to be useful , but limited essentially to numerical algorithms. During the past three
years (1975-1977), we have explored alternatives that gave promise either of alleviating
the difficulty of assertion synthesis or of eliminating the need for it. Several rather diverse
approaches, some of them constituting such alternatives to the Floyd technique, are con-
sidered here : transformation of programs into primitive recursive form before verification ,
the method of generator induction for proof of properties of complex data structures, the
use of a hierarchical design methodology to structure programs so as to minimize the need
for loop assertions, and methods related to subgoal induction and computational induction.
The two latter methods were analyzed in detail and compared with the Floyd approach to
arrive at a better understanding of their mutual relationships.

In addi tion , we report on the development of two algorithms of great utility in con-
nection with program correctness proving, in general , and with the interactive debugging of

• loop assertions, in particular. These are highly effective decision algorithms for certain
(decidable) formula domains that appear frequently in correctness proofs. The firs t algo-
rithm is for deciding validity of formulas in an extension of unquantified Presburger arith-
metic where uninterpreted function symbols and predicate variables are allowed. The
second algorithm operates on a subdomain of this first domain — equality formulas over
unquantified Presburger arithmetic , but is considerably more efficient over this subdomain .
Both algorithms have been implemented (in LISP). Two different versions of the first
algorithm have been incorporated into an experimental program verifier (for JOVIAL pro-
grams) under a separate RADC contract.
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I AN OVERV IEW OF THE PROJECT RESEAR CH

A. Introduction

This is an Interim Report covering progress during four

years of research on problems allied to the generation of

inductive assertions for program correctness proofs. Proof

of correctness by mathematical techniques is one of the most

promising approaches to the achiev ement of reliable computer

programs——currently a source of major concern to the Air

Force. In the princ ipal method for carrying out such

correctness proofs—— the so—called Floyd method of inductive

assertions-—the program to be verified must first be

suppl i ed wi th formal mathematical assertions that hold at

cer tain points throughout the program . Such inductive

asser tions are required in addition to input specifications

• 
. 

and output specifica t ions , which state the designer ’s

• in tentions with respect to the overall behavior of the

program . At least one induct ive assertion is required for

each control l oop in the program .

In various curren t and recent tesearch and development

programs that are attempt ing to bring Floyd ’s method closer

to prac ti ce , the invention of inductive assertions has been

found to be a rather serious stumbling block to the

application of that technique . The inductive assertions

I
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must not only be valid for the prog ram in question , but they

must also be sufficiently powerful to permit the proof to

succeed . In particular , each loop asser t ion must be

powerful  enough to imply itself around its loop, but usually

no more powerful . It must also be deducible from foregoing

assertions upon the first entry to that loop. Inventing

loop asser t ions is ra ther like solving a complica ted jigsaw

puzzle where instead of physical pieces one has log ical

expressions that must be fitted together to make a

consis tent pattern accor d ing to the precise laws of r igorous

formal logic . The problem is compounded by the fact that

these “pieces ” are not g iven a priori , but must be

synthesized from more basic facts consistent with the laws

of ma themat ics and prog ram semantics. Considera b le insight

and ingenuity, as well as specialized knowledge of both

ver ification in general and the specific program in hand ,

are required of the person engaged in verification. The

project we repor t on here is an at tempt to alleviate the

difficulty of the assertion-synthesis aspects of program

verifica tion by the development of computer aids for the

• programmer/verifier. The hope is that , with the addition of

interactive software tools to aid the prog rammer in

synthesizing assertions and proving them , the verification

process can be made a good deal more automatic.

2
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B. Relation to Other Computer Science Laboratory Projects

The techniques developed thus far have been of

appreciable benefi t to prog ress on a rela ted series of

dev elopmental projec ts tha t our group has been pursuing

under contract with the Rome Air Development Center. These

parallel contracts (F30602—75—C—0042 and F30602—76—C—0204)

are entit led “Rugged Programming Environmen t” (RPE/l and

RPE/2). They have been concerned with the development of an

ex perimental ver i f ica t ion system for JOVIAL/J3 programs (see

Elspas et al., 1976, l977)*. The present AFOSR project has

provided considerable theoretical support to this tool-

build ing effort. A continuation of this development under

RADC sponsorship is scheduled to begin in November 1977.

Mutually beneficial rela t ionships have ar isen also wi th

• several other government—supported projects in this

la boratory. The first of these is an ONR-sponsored project

(N00014-75—C—0816), which is concerne d wi th the study of

equivalence—preserving transformations between programs.

For example , the initial work described below on formalisms

for handling ver ification of programs entailing side effects

has been continued under that ONR projeet. The second

related projec t is an NSF grant (Number DCR74—1866]) devoted

to the development and study of a methodology for the

hierarchical design and verification of programs. One of

• the papers (Spltzen , Levitt , and Rob inson , 1976) describing

• ‘ ~References are listed at the end of the report.

3
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work in that area was supported in part by these two

projec ts as well as the AFOSR contrac t. A third project

bearing some subject matter relationship to the present

contract is NSF Grant Number DCR72—O3737AOl , which is

concerned with mechanical theorem—proving techniques. The

wor k of Boyer and Moore on their theo-em prover for

recursive functions is supported mainly by that grant.

C. An Overview of the First Year

We include here a brief summary of our f irst year ’s

work (1973—74); details can be found in our first interim

report (Elspas, 1974). During that first year , we developed

a numbe r of interactive software aids , the pr incipal one

being a semiautomatic generator for inductive invariants

base d on the method of difference equa t ions. A good deal of

insight was also g?ined into the fundamental principles

entailed in the invention process. For example , an intimate

rela tion was discovered between the invention of inductive

asser t ions in the Floyd approach and the discovery of

generalizations of a theorem to be proved in an alternate

approach (Boyer-Moore) to program proving . Similarly , it

was shown that for single-loop “whi le.. .do ” programs one can

always express a suff icient inductive assertion in a

canonical form making use of logical quantifiers and the

notion of the nth iterate of a function. While this was of

4
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some theore t ical inter est , in practice there proved to be

serious limi tations to the use of this canonical form. It

was shown that the Floyd method of proving partial

correc tness could read ily be ex tended to include proofs of

term ina tion if one is permi tted to mod ify the gi ven program

by add i ng what we then called loop—index variables (or loop

counters). Essentially, these counters serve to recor d the

number of times a loop has been traversed . To prove that

the program will always terminate the verifier then needs to

insert clauses into his assertions that bound these counters

above by some function of the input data (see Elspas, 1974).

Fina l ly, the difference equation method was found to be

modera tely use ful for numerical algori thms , but of very
• little utility for nonnumerical data processing .

D. Overview of the Second through Fourth Years

Beginning with the second year of research (1974—75) ,

we spent considerab]y less t ime in tool building and

• proportionately more in exploring alternative approaches to

the synthesis of induct ive assertions. The aim in so doing

w~s to a ttempt to uncover more basic rela t ionships that

might lead to a better understand ing of the problem and

eventually permit the implementation of more effective

tools. The following avenues have constituted the main

l:nes of our investigations during the period 1974—77:

5
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* Transformation of programs to primitive
recursive forms.

* Techniques for proving properties of complex
data structures (principally the method of
generator induction) .

* Hierarchical design techniques.

* Investigations of the relations between such
alterna t ive approaches to verification as
computat ional induct ion, subgoal induct ion, the
schema approach of Basu and Misra , and the
method of transformation into primitive
recursive form.

• In addition , substantial effor t was devoted to the

developmen t of increasingly efficient decision algorithm s

for formulas in cer tain domains that we knew to be decidable

(i.e., domains for which one can have a completely

mechanical procedure for determining truth and falsity of

formulas.) These domains are , in one form or another ,

extensions of the domain of unquantified Presburger

formulas. There were two distinct motivations for this

work. First, there was a real need for efficient decision

algorithms in connection with our parallel development work

for RADC on an experimental program verification system for

JOVIAL. Second , we perceived that quick tests of validity

(and of nonvalidity) would be extremely useful in the

incremen tal synthesis of induc t ive asser t ions for tes t

programs on which we could try out various heuristics.

Several such algorithms were developed by Shostak. Two of

6
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them have been implemented and were incorpora ted into the

RPE/l and RPE/2 JOVIAL verifiers. The algorithms are

described in detail in Section III of this report.

We next describe briefly the nature of our recent work

in the four areas listed above.

1. Transformation of Programs into Primitive Recursive

Form

We began to investigate this approach during the second

year , and the work was continued into 1976. Boyer had noted

ear l ier  that the invent ion of induct ive asser t ions in

Floyd ’s verifica tion method was analogous to the so—called

generalization step in the Boyer-Moore method for verifying

recursive programs. When the recursive program appears in

the special form of primiti ve recursion , this generalizat ion

step is often trivial. However , the direct translation of a

flowch art program into recursive form does not usually lead

to primitive recursion. This suggested the possibility of

looking for techniques to permi t the transforma t ion of

nonprimi tive recursion schemas into primitive recursive

form. During the second year Boyer and Shostak discovered

several techniques for carrying out such a transformation

for certain classes of recursion schemas. Their resul ts are

embodied in a paper with J Strother Moore (then with the

7
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Xerox Palo Al to Research Center), which was presented at an

• ACM Symposium on Principles of Programming Languages in

A tlanta , Ga., and which appears as an appendix to this

report. It might be mentioned that Moore has pursued

(independently of this projec t) a rela ted not ion, likewise

growing out of the original Boyer-Moore LISP Theorem Prover.

Moore ’s approach was to modify the LISP Theorem Prover to

handle explicit program loops , but ~he underlying idea is to

transform such loops mechanically into recursions (see,

e.g., Moore , 1975). Both approaches (i.e., those of Boyer—

Shostak and of Moore) were strongly motivated by the

observation that verification tends to be much more

straight forward for recursive functions than for general

programs, since the latter generally require the inductive

assertion method with its concomitant need for inventing

loop asser t ions whereas , for prog rams that consist entirely

of a sys tem of mutual recursions , the recursive defini tions

themselves provide the equivalent of the otherwise needed

inductive invariants. There are , of course , other

difficult ies inher ent in the recursive approach , e.g., the

problem of discovering the right generalizations , but at

least they arise in a more controlled context. More

uniform , systematic techniques of mathematical theorem

proving are applicable to pure recursion , since the

principa l deduction tool is mathematical induction applied

: . 
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to the expansion of recursive function definitions. The

reader is d i r e c t e d  to Appendix  B for  de t a i l s  of the process.

2. The Method of Generator Induction

A second alterna t ive that we began pursuing during

1974-75 was an approach to the problem of proving properties

of programs t h a t  c rea te  and m a n i p u l a t e  complex da ta

s t r u c t u r e s .  The method tha t  was devised (by Spitzen in

co l l abora t ion  w i t h  Wegbre i t)  was an ex tens ion  of the no t i on

of genera tor  i n d u c t i o n .  One is concerned her e wi th

verifyin g that all procedures that are allowed to create or

manipula te data structures of a given type (mode or class)

will necessarily preserve the consis tency requiremen ts of

that type. Proofs of this sort are becoming increasingly

impor tant in connec t ion with such matters as the

verifica tion of security features of operating systems.

Moreover , such proofs seem to be excessively awkward to

c a r r y  out p u r e ]y  in te rms  of the Floyd i n d u c t i v e  a s se r t i on

approach.  Genera tor  i n d u c t i o n , on the  o the r  hand , pe rmi t s

such proofs  to be decomposed i n t o  smal l , comprehens ib le

u n i t s  co r re spond ing  to the  program ’ s s t r u c t u r e .  Such proofs

e m u l a t e  the d e s i r a b l e  f e a t u r e s  of good i n f o r m a l  proofs ,

w h e r e i n  the  proof is u n d e r s tan d a b ]e  (and b e l i e v a b l e !)

because the prog r am is p a r t i t i o n e d  i n to  loosely coupled

pa r t s , for  each of which  some simpl e proper ty  is

9
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demonstrated , and for which one shows that the parts are

composed according to simple ru les .

Details of the method are given in a paper (Wegbreit

and Spltzen , 1976), which also relates generator induction

to other proof techniques , principally structural induction

(Burstal]., 1969). A detailed example (an implementation of

hashtables) is carried through in the paper , and several

crucial properties of hashtables are proved by generator

induction .

3. Hierarchical Design Techn iques

Another alternative that we have investigated (although

to a much lesser ex tent on this projec t than either

primitive recursive transformation or generator induction)

is that of hierarchical specification. The notion here is

t h a t  much of the need for syn thes i z ing  induc t ive  asse r t ions

should , in principle , be elimina ted by proper program design

from the start. Specifically, in the hierarchical design

methodology (HDM) that has been developed (with other

support) during the past few years by several staff members

of our Computer Science Laboratory (see, e.g., Robinson and

Levitt , 1977), program design is carried out through

successive layers of abstraction , wherein abstract machines

at each ]evel are implemented in terms of modules at the

10
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next lower level. At each abstraction level , the modules

are f irst thoroughly specified in an asser t ion language as

to their effects on the abstract data structures accessible

to them . Relations between data structures at different

levels are likewise charac terized by mapping func t ions that

• can be precisely defined . The beneficial result of this

systematic approach is that the proof process involved in

verification of correctness by Floyd ’s approach can be

par titioned into a series of proofs, each of which

determines that an abstract module is correctly implemented

in terms of lower—level modules , i.e., that the

implemen tation of a module in terms of these lower modules

is consistent with its specifications. This partitioning

avoids much , bu t no t a l l , of the need for invent ing

asser tions, since many of the needed assertions already

appear in the module specifications. Inductive assertions

are sti]l needed , however , whenever a module incorporates an

e x p l i c i t loop , a while.. .do statement , or the like .

On this project , we attempted to analyze the benefits

of the hierarch ical approach by work i ng through a complex

example. This was the hierarchical design and a formal

implemen tation of a significant problem in the area of list

processing : to efficientl y maintain (i.e., create and

• access) , lists so that no two are isomorphic (“hash-

1~
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consing”). This problem had been solved by L. P. Deutsch

(1973) in his implementation of HCONS as part of a program

verifier (PIVOT). The interest here was , of course , not in

the solution per se , but in how the design methodology

influences one ’s abili ty to prove its salient properties.

The method of generator induction (discussed above) was used

in part to verify these properties. The conclusions to be

drawn from this example are that careful hierarchical

structuring in program design leads to cleanly structured

programs , and formal specification of program modules

provides a precise guide to implementors (and their

managers!). Most important , the partitioning that is

-

• 
inherent in the resulting programs leads to a corresponding

partitioning of the proofs about these programs , as

illus trated in the working example.

The resul ts of this exercise are embodied in the paper

by J. M. Spitzen , K. N. Levitt, and L. R. Robinson ,

entitled “An Example of Hierarchical Design and Proof,”

• which appears in Appendix A. It has been submitted to the

Communications of the ACM for publ ication in the Programming

Languages Department of that journal. Dr. Spitzen ’s

- I contribution to this paper was supported in part by the

present contract.

12



• 
~~~~

- -
~~~~~~~~~~~~~~~~~~~~~~~~~~

— •---
~
- —

~~~ V— - ~~~~~~~~~~~~~~

4. Relations Among Alternativ e Approaches

During the past year of this research effort we began

to investigate some relationships among several alternative

ways of handling prog ram correctness proving . Although this

• study is still in progress , it has provided some insights

that we feel are useful . These preliminary results are

contained in Section II of the report. In the next

paragraphs we summarize the tentative conclusions to be

drawn from that phase of our work.

During the period from roughly 1974 until the present,

there has been no shortage of papers dealing with the

problem of synthesizing induct ive assertions and the closely

related issues described above. From some of these papers

• one mi ght conclude that the basic problem of assertion

generation had been solved . A careful analysis of this

]i terature , however , reveals tha t many of the most promising

resul ts actually depend heavily on additional assumptions

that are not inherent in the problem . Moreover , several

papers by differen t groups of authors present similar—

sounding , but not identical , results that point at least to

partial solutions. These papers fall into several groups ,

as follows :

13
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* Papers dealing with elaborations of the
difference equation technique , which we
ini tiated In 1973.

* Those concerned with one or another sort of
heuristic , or semiheuristic , techniques for
deriving loop assertions from input and output
specifications.

* More formal papers dealing in a strict
mathematical manner with the basic question of
determ ining for given classes of programs
(whether in recursive or flowchart forms sets
of either necessary, sufficient, or both
necessary and sufficien t conditions for
correctness.

Briefly, the papers on difference—equation-related

methods appear to pose no complete sol ution to the

fundamental problem , a conclusion that we have previously

asserted . However , systems for program verification can

certainly gain a great deal by the incorporation of such

features as difference equation solvers. It must merely be

recognized that these features are not going to be of much

help for nonnumerical programs.

Eval uation of the heuristic approaches poses a tougher

problem . German and Wegbrei t (1975) have pointed out that a

great variety of essentially disjoint and complementary

techniques are needed and that , even with all of these tools

available and well implemen ted , much expertise is still

required to carry through proofs for arbitrary programs. In

addition to the difference—equation approach , the techniques

covered there include :

14 j
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* The method of “weak interpre tat ion”

* The method predicate propagation

* The method of failure analysis (i.e., examining
why a trial asser t ion fails to succeed , and -•
trying to patch it up).

Even so , German and Wegbreit seem to fee l th at muc h more

wor k i s needed , and that “asser t ion synthesis at the leve l

Itheyl believe desirable is still a distant goal. ” Th is is

probably still true today (two years after they wrote their

paper).

Among the more promising formal techniques are

transformat ion into primitive recursive form (already

described above), those proposed by Basu and Misra (1975),

and those described by Morris and Wegbreit (1977). These

approaches are all based on an analysis of schemas. Morris

and Wegb rei t have co ined the term “subgoal in duc t ion ” (and

this name appears to have caught on) . Basu and Misra (who

preceded the other two authors in publication) did not

choose to coin a special term for their approach . For want

of a bet t e r  name , we shal l refer to it in the fo l low ing

sim ply as the “Basu—Misra approach. ”

• 
The details of our comparison of these techniques are

covered in Section II of this report.

~~~~~ 
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E. An Overview of this Repin t

In Section II of this report , we presen t the essential

resul ts of a critical comparison of the approaches presented

in the papers of Basu and Misra (1975) and Morris and

• Wegbreit (1977) with still earlier known techniques

Iprinc ipally, the method of computational induction , as

developed by Manna and Pnueli (1969, 1970)]. We have also

considered , within the same context , the method of

transformat ion into primitive recursive form , but our

conclusions regarding that approach are incomplete and are

not presented here.

• Section III of the report presents a detailed

discussion of two algorithms developed by Shostak for

deciding val idi ty of formulas over certain decidable

domains. An early version of the first algorithm described

in Section III (for deciding formulas in an extension of

unquan tifled Presburger arithmetic) was implemented in the

RADC RPE/1 prog ram verifier system in INTERLISP. A second ,

greatly improved version of this first algorithm was also

first coded in INTERLISP and then translated into MACLISP

prior to its incorporation into the RPE/2 verifier (for

JOCIT). The second algorithm described in Section III is

concerned wi th a more restricted formula domain , that of

equality over Presburger arithmetic expressions augmented by

- - - - - • - — • • - ——• -• . •- • •

~- -_ _ _ _ _ _ t~~~_•_  
~~~~~~~~~~~~~~~~ —--•  

— -



• unin terpreted function symbols. For this subdomain it is

more efficien t than the first algorithm . It has not as yet

been incorpora ted into any of our program verifiers.

Presumably, it will be merged wi th the Presburger algorithm

to increase the la tter ’s effectiveness in dealing with

func tional equality formulas.

Sec t ion TV presents some general conclusions tha t we

have arrived at in the course of these four years of

research on the problem of program verification.

There are three append i ces included in this report.

Appendix A contains the revised draft version of the

paper by Spitzen , Levitt , and Rob inson on “An Example of

• Hierarch ical Design and Proof ,” which  has been descr ibed

briefly above in Section I—D—3.

Appendi x B contains the resul ts of our work on

primit ive recursive transforma t ions , in the form of the

paper , “Primitive Recursive Transformations ,” by R. S.

Boyer , J S. Moore , and R. E. Shostak , which was de l ivered

a t the Third ACM Conference on Principles of Programming
I Languages , but which has not been published elsewhere.

Appendix C summarizes conference and workshop
-• par t ic ipat ion ac tivit ies and publicat ion of papers that were

17
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TI AN ANALYSIS OF RELATIONSHIPS AMONG SEVERAL

ALTERNATIVE APPROACHES TO ASSERTION SYNTHESIS

A . Introduction

In th i s  sec t ion we presen t, in summary form , the

resul ts of a careful comparison of several approaches to the

synthesis of assertions. This analysis does not claim to be

ex ha ust ive , Fince we have om itted several important

competitive techniques , e.g., the method of dif ference

equations and various heuristic techniques (see German and

Wegbreit , 1975). Our choice of approaches for this

comparison was motivated by the observation that proving

• properties about recursively defined functions was usually

more straightforward than the induct ive assertion method

(Floyd . 1967) used for flowchart programs. The obvious

• reason is that , in th e recurs ive func t ion cas e , the func t ion

definition itself can serve as the induction hypothesis

(i.e., as the equ i v~ 1cnt of thc inductive assertion of the

• Floyd method) . Th i.s same observation provided the

mo t iv at ion for our wor k on t rans forma t ion of progr ams i nto

prim it ive recursive forms (see Appendix B). It- also

prov id es much of the bas i s  for the remar kable  successes

ach i eve d by Boyer and Moore in mechanizing theorem prov ing

for th e domain of recursive functions (Boyer and Moore ,

1975 , 1 977 ; Moore , ]975).

19



— -~~~~

We have , therefore , selected for our analysis those

techniques that derive , in one way or another , from the

recursive point of view . Initially, the analysis focused on

the method of subgoal induction (Morris and Wegbreit , 1977)

with which we were acquainted from earlier oral

presentations (circa January 1976), and some early, ra ther

Isolated unpublished results due to Basu and Misra on while—

do schemas , which appeared to be related to subgoal

induction. In the course of the analysis , however , it

became apparent that the real genesis of both of these

viewpoints lay in much earlier work by Manna and Pnueli

(1969 , 1970) on computational induction. However , the work

in these three areas (i.e., computational induction, subgoal

induct ion, and the Basu—Misra results) was couched in rather

differen t terms and , moreover , of ten made d ifferent

assumptions regarding such constraints as termination ,

“domain closure,” and the “tightness” of the specifica tions

to be proved. We felt it necessary, therefore , to rederive

wi th some care the basic conclusions of the computational

• induc tion , subgoal induction , and Basu-Misra approaches.

In the following subsections , we attempt to present

this unified viewpoint in a logically coherent manner with

par ticular care given to the questions of termination ,

domain closure ,  and specification constraints. It is

20
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d i f f icult to summar i ze in one (or even a few) globa l

theorems the massive detail involved , simpl y because the

‘fine struc ture ’ of these proofs is of ten as impor tant as

the final results. However , since our ult ima te aim is the

au tomatic synthesis of loop assertions for the Floyd method ,

we should, perhaps cite as an overall result the theorem

(Theorem A , below) due to Morris and Wegbrei t , 1977. This

theorem g i ves a sufficient condition on a whi]e—do schema

wi th i nput/output specifica t ions for an adequate Floyd loop

asser t ion to be mech anically cons truc ted from the schema and

i ts specifications. In their 1975 pape r , Basu and Misra

proved some related results (see Theorem B) specialized to

the case of a functional output specification (i.e., where

the result z of a while-do computation is specified to be z

= G(x) in terms of the input variables) . In addition , Basu

and M isra have pointed out the cen trali ty of not ions of

domain closure (rough]y speaking , conditions under which

intermed ia te resu lts of the computa t ion are guaran teed not

to fa]] outside the domain specified by the input

asser t ion) , and also of some fine distinctions with respect

to programs for which it is possible to construct an

adequate loop invariant that does not refer to local

variables of the loop.

21
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B. Basic Assumptions and Notation

During the remaining discussion , we shall fix upon the

recursive schema F shown below as prototypical for our

purposes:

F: F(x) <— if B (x) then H(x) else L(x, F(N(x))).

We wish to determine conditions (both necessary and

suff icient) under which this schema computes a function F(x)

tha t sa t isfies an input specificat ion P01(x) and an output

specification PSI(x , F(x)).

It will be assumed throughout that x ranges over a

domain X , and that the functions H: X—>X , N: X->X and

- • 
L: XxX->X , as well as the predicate B: X->ftrue , false ) are

total. Observe , in par t icular , that for interpre ta t ions of

F we may take x to be a vector <x []1,...,x In l> of prog ram

variables.

Where we need to relate F to a flowchart program , we

shall assume the trivial L given by L(x , z ) = z, resul t ing

in a (tail recursive) schema , which can be represented

either in an equivalent while-do form or as a flowchart

schema using a goto statement. Except where explicitly

stated otherwise, F wi l l  refer to the general (recursive )

schema shown above.

22
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Free varia bles appearing in formulas are assumed to be

un iversally quantified .

We use ‘Te rm (F, x)’ to mean “the computat ion of F

terminates when it is Initiated with input arg ument x. ”

The following fac ts der ive ent irely from the definition

of F:

Fl- B(x) —> Term(F , x) & F(x)=H(x)
F2: B(x) — > rTerm (F , x) <—> Term(F , N(x))J
F3 B(x) & Term (F, x) — >  F (x )  = L(x , F(N(x)))

That is , Fl-F~ are independent of any assumption that F

satisfies the input/output specifications.

We shall make frequent use of the abbreviation:

R (x , z) IPHI (x) — )  PST(x , z)1

C. Consistency w i t h  Specifications

We now define precisely wha t is mean t by the

consistency of the schema F with the specifications

(~~ f f J ,~~~C 1 > ~ We need to distinguish two meaning s depending on

whether termination is assumed or not.

Defini ti on: Consis tency (st rong sense )

F is said to be strongly consistent with respect to

<PH T~ P~ T> when C is a valid formula:

C: P01(x) ->  Term (F, x) & PSI(x , F(x))

23
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Defini tion: Partial Consistency (contingent on

termination)

F is said to be p~rtially consistent with respect to

< P H I
L 

PSI> when PC Is val id:

PC: Term (F,x) —> R(x, F(x))

Tn the sequel we shall usually refer to PC as merely

“cons istency” (dropping the qualifier , “par tial”). When

termination is to be included in the requirement we shall

use the term “strong consistency .”

D. Consequences of the Definitions

We now list, with little or no proof , a ser ies of

formulas related to the consis tency requiremen t PC, either

by equivalence or implication (necessary or sufficient). In

many cases , the derivations are achieved by relatively

simple formula juggling . Where the derivations are much

• more compl i cated than this , ~‘e either indica te an original

source for the result , or leave the proof to the reader. In

s-his manner we avoid cluttering the argument with detail

that would detract from the overall line of reasoning

connecting PC with the final results. The logical

connections among most of these formulas is shown

diagramma tically in Section ITT—F.
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CO and C i , g iven below , are a pair of formulas whose

joint- validity is equivalent to PC:

CO: B(x) — > R (x, 0(x))
C1 Term (F, x) & 0(x) —> R(x , L(x , F(N(x)))).

A modified form of C] is given by D] below. Dl is

weaker than Cl , but ~CO & DII is equivalent to [CO & Cli,

and hence to PC. -

Dl : Term (F ,x) & 8(x) & R(N(x), F(N(x))
—> R (x, L(x , F(N(x)))).

Dl is the induct ion formu l a used in compu tat ional induct ion

(Manna and Pnue l i, 1969, 1 97 0) for proofs of par t ia l

consistency. The proof that validity of CO and Dl implies

v a l i d i t y  of Cl is achieved by an induction on the length of

t he  computa t ion , w i t h  CO p r o v i d i n g  the  base case.

El , g iven  below , is a s t ronger  form of Dl :

E 1 Te r m ( F , x)  & B ( x )  & R ( N ( x ) , z)  —> R ( x , L ( x , z ) ) .

El is e s s e n t i a l l y  one of the  subgoal  i n d u c t i o n  VC5 (stronger

f o r m )  g i v e n  i n  M o r r i s  and Wegbre it , ( 1 9 7 7 ) .  We i n c l u d e

t e r m i n a t i o n  as an e x p l i c i t  c o n j u n c t  i n  t he  an t eceden t  of El ,

whereas this assumption is  g lobal  in  t h e i r  paper .  Note that

• z appears as a free variable in El.

El can also be r ewr itten into the equivalent form :

• Term (F,x) & P01(x) & B(x) & IPHI (N(x)) — > PSI(N(x) , z)1
— > PST (x, L(x ,z)).

25
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A weaker form of the subgoal VC, El , is given by El’:

E l ’ : Term (F,x) & P01(x) & B(x) & PSI (N(x), z)
—> PST (x, L(x,z)).

This is (essential]y) the form of subgoal VC introduced and

used most often by Morris and Wegbreit (1977).

F. Constraints on Specifications

The reader may have noted that so far some of the above

formulas have been rela ted only by unilateral implications.

For example , El imp]ies Dl , but not conversely. Similarly,

El implies El’ , but not the converse.

The following restrictions on the specification R(x, z)

b r , equivalently on P01(x) and PSI(x, z)J are needed to

establish the converse implica t ions among the above forms of

consistency cond itions.

Definition: (Functionality) An output specification

PST(x ,z) is said to have functional form if it can be

wri tten •z = G(x), where G(x) Is a mathematical function from

X to X.

Defini tion: (Uniqueness) An output specification

PSI (x,z) Is said to possess uniqueness if

PSI (x, zi) & PSI(x, z2) — >  zl — z2

Is valid.

26
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Definition: (Well—behavedness) A specification <PHI,

PSI> Is said to be well—behaved (with respect to the schema

F) when:

Forall x B(x) & P01(x) —> Forsome z PSI(x, z)

is true.

Defini tion; (Tightness) A specification <PHI , PSI> is

said to be tight (with respect to F) when both Ti and T2

hold:

TI. B(x) & P01(x) & PSI (N(x), zl) & PST (N(x) , z2)
— > EL(x,zl) L(x,z2)1

T2. F satisfies the Closure property (see below).

Defini tion: (Closure) The schema F is said to satisfy

closure when

P01(x) & 8(x) —> PHI (N(x))

is v a l i d .  In this case , P01(x) is a loop invariant of F.

Note: This notion appeared first in an early

(unpublished ) version of the Basu—Misra results. In the

fina l version (Basu and Misra, 1975) it was also extended to

a weaker notion. Closure also plays a central role in in

the theory of subgoal induction.

F. Rela tions Among Conditions

By means of the diagrams below we show the implications

that hold among the various versions of VCs listed above,

27



and the conditions under which these relations hold. The

details of the proofs es tablishing these connec t ions are not

given here , but are planned for publica tion in a separate

journal paper .

C = =)  PC <~~~~~> [CO & C l i

r~c & Termi [CO & Dli <Manna—Pnueli Cond >
4 \

\equivalent assuming
/ Tightness

Strong Subgoal VC5: [CO & Eli!
\

I 
\equivalent assuming

‘P / Closure
Weak Subgoal Vcs: [CO & E l ’ ]

• Some Subsidiary Relations:

Func tionality ===> Uniqueness

Functionality & Closure ===> Uniqueness & Closure

~1~Tightness

4’
Closure

Well-Behavedness & El =~~=> E l ’  & Closure ===> El

Note: For the simple (‘tail recursive ’) schema , where

L(x , z) = z, one also has that uni queness implies well—



behavedness , and therefore that functionality implies well—

behavedness. These results are not valid for more general

schemas such as F.

C. Relations To Floyd Verification Conditions

Our pr i ncipa l reason for analyzing the above relations

is to establish the weakest conditions under which

verifica tion by means of inductive assertions (Floyd

verifica tion) will be feasible. In order that the Floyd

method be applicable to sc hema F, we mus t res tric t the

output func ti on L(x ,z) to be simpl y z. For this case , we

can replace the recursive schema F by an equivalent

flowchar t or while—do schema. An adequate inductive (loop)

asser t ion is given by:

T(x,y) = P01(x) & P01(y) & Forall z [(PST(y,z) — > PST(x ,z)],

prov ided the specifications are “tight ” (as shown by Morris

• ~‘nd Wegbreit , 1977).

The while—do schema WD inc3rporating all three

asser t-ions can then be written :

Schema WD :

beg in
assert P01(X);
y
~
= x;

m aintain l (x,y) while 8(y) do y:= N(y);
z: 0(y);
asser t  PST (x , z ) ;

end ,

29
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where the Inductive assertion has been inserted into the

whil e statement by making use of the suggestive “maintain I”

syntax introduced by Morris and WegbreIt (1977).

The Floyd VCs corresponding to this loop assertion

T(x ,y) are :

VCI: P01(x) — > T(x ,x) <trivially valid>

VC2: I(x,y) & 8(y) —> PSI(x, 0(y)) <follows from CO>

VC3: I(x ,y) & B(y) —> l (x, N(y)) <follows from El’>.

Conversely, if one can show direc tly tha t these VCs are

valid, ei ther for the given loop assertion I(x ,y) or any

other one , then Floyd ’s method proves partial correctness

~PC) f o r  the schema.

Diag r ama t ically, we have the following implications:

par tial Correc tness (PC)

(assum ing Tightness)

[E l ’  & C O]

(assuming  Closure)

[VC1, VC2 , VC3I

(by Floyd ’s me thod)

Par t ial Correc tness (PC)

30
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A cent ral conc lusion tha t emerges from all of the

foregoing anal ysis is captured by the following :

Theorem A : For the while—do schema WD, if the

specifica tions <PHI ,PSI> are tight , and WD is consisten t

(PC) with them , then

T(x , y) = P01(x) & P01(y) & Forail z [PSI (y,z) —> PSI(x,z))

constitutes an adequate inductive assertion for

demonstrating that consistency.

It is worth noting that the above inductive assertion

takes a useful special quantifier—free form when the

specifica tion PSI is functional. For let PSI(x, z) be given

by z = G(x). Then I(x, y) becomes :

P01(x) & P01(y) & Forall z [z=G(y) —> z=G(x)]- ,

which is easil y seen to be eguivalent to:

P01(x) & P01 (y) & EC (y) C (x)].

Note that functio~iali ty implies that the uniqueness

cond ition is satisfied , and this in turn implies the second

t~ ghtness cond ition T2. This means that a functionally

specified single—loop prog ram that can be shown to satisfy

doma i n closure can always be verified (if it is consistent

with its specification R) by means of Floyd ’s method using
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an ex t remel y simple inductive assertion. These facts (which

have been noted repeatedly by others) are summarized in the

nex t theorem .

Theorem B: If the while-do schema WD is closed , and the

specification PSI(x, z) has the func t ional form [z

then the induct ive asser t ion

I(x,y) = P01(x) & P01(y) & [G(y) = G(x)J

ma kes VC]-VC3 valid whenever the prog ram satisfies its

specifications (PC valid) . This assertion is therefore

adequa te to prove par t ial correc tness under the g iven

assumptions.

There is ano ther produc t ive way to employ Theorem B,

even when the given specification is not in functional form.

• Suppose that one can discover what function is “computed by

the  loop ,” regardless of the par t icular form PSI in which

the output specification happens to be given. Suppose ,

moreover that this function can be expressed in some closed-

form expression G(x) . Then , by using Theorem B wi th the new

output specification PHI*(x ,z) = [z = C (xfl , we observe that

• r (x ,y) as given in Theorem B must be an adequate inductive

assertion for proving PSI*(x ,z) by Floyd ’s method . This

reduces the proof of consistency relative to the original

output assertion PHI to showing that the properties of C(x)

Imply PST (x, C(x)).
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Observe also that a separate proof is not needed to

show that the loop output function has been accurately

captured in the expression G (x). That fact will have been

proved when the usual verification of the Floyd VC5 is

carried out with the invariant constructed in terms of G(x).

This is merely one example of the general feature of Floyd—

type veri f ica t ion whereby it is imma terial how the induct ive

assertions are obtained--one may even guess at them . The

proof that they were right lies in the demonstration of

validity of the VCs.

In the light of the prece d ing paragraph , one sees also

that the difference—equation approach is simply one way of

“wrapp in g up ” an iterative (or recursive) loop into a

closed-form expression. If it succeed s, the resulting

closed—form solution may be used as C (x) in Theorem B to

yie ld an inductive invariant.

This concludes our summary of the re]ations among VCs

• for computational induction (the Manna—Pnueli approach),

subgoal induction (the Morris-Wegbr eit approach) , and the

method of inductive assertions (Floyd approach).

H. Concluding Observations

It could be argued that our convention of using single

varia ble names (e.g., x , y,...) to denote what might in
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specific interpre tat ions be vec tors of prog r am variables

tends to obscure the fact that, in ac tual prog rams , the loop

body may contain local variables. Indeed , Basu and M isr a

(1975) are emphatic about exclud i ng such local variables

from par ticipation in the inductive assertion. Their

viewpoint is a reasonable one for the do—while statement ,

but it loses its force when the program is written with

gotos. Moreover , exclusion of local variables from the

induc tive assertion prevents certain programs from being

verif ied by Floyd ’s method . Our convention , on the other

hand , has been to permit local variables to appear in I(x ,y)

by regarding them as part of y. However , if y and x are to

be vectors of the same d imensionality [as is assumed when we

define N: D—>D , where y N (x)J, this forces x to include all

such local variables as well as true input parameters to F.

These conventions mean that to prove correctness for a given

three—parameter function Fl(u , v, w) that uses two local

loop varia bles a and b which are initialized to, say, 0 and

t rue in the loop body, we must first introduce a five—

parameter auxiliary function F(u , v , w , a , b), where two of

the parameters correspond to the local loop variables.

Verifica tion is then carried out for Ft ”. v , w, 0, true) =

Fl (u, v , w). This forces one first to generalize the

specifica tions on F] to specifications about F. (Note, for

example , that in Basu and Mi~ r3 ’s version of the well—known

34
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IS generaliza t ion step 

I
has already been accomplished by the way th- y write the

func tional specification.) We do not feel that this need

for generalizat ion is more than a minor nuisance in

prac tice. An equivalent process is required in , for I

example , the “generaliza t ion step” of the Boyer—Moore

approach (Boyer and Moore , 1975). Moreover , our viewpoint

permi tt ing the use of such “ l ocals ” i n the loop asser t ion

allows us to verify prog rams such as Basu and Misra ’s

ex ample 9 (see Basu and Misra , 3975) by the Floyd method ,

whereas their res tric t ion wi ll preclude this , as they

themselves state.

I -
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Ill DEDUCTION MECHANISMS FOR PROGRAM VERiFICATION

A. Introduction

In the past two years of work on this project , much emphasis has been placed on

the development of efficient mechanical deductive techniques for specific domains. This

emphasis has been motivated in part by the need for fast , automatic decision mechanisms

in the RPE/2 work (“Rugged Programming Environment — RPE/2”) under RADC spon-

sorship. Most of the deductive systems designed specifically for application to program

verification have been of the heuristic, goat-driven type . The first SRI Program Verifier

(written in QA4/QLISP) and much of the RPE/ I system were subgoaling systems depend-

ing heavily on ad hoc heuristics. While such systems are usually quite general and easy

to modify, they tend to be unreliable , incomplete , and generally too slow to handle many

of the larger, more complex verification conditions encountered in the RPE app lication

in a reasonable period of time. Our early experience , dating back to the RPE/ I project

(1975-76) and even before, indicated tha t a substan tial fraction of the formulas actually

encountered fall within domains that can be decided without need for heuristic methods.

Accordingly, we in i t iated a course of research with the aim of producing fast , nonheuris-

tic algor ithms for these domains that could be easily implemented in the RPE/2 system.

• The results of this effort are discussed in detail in the two subsections that follow.

Section Ill-B describes a fast decision procedure for quantifier-free Presburger arithmetic

augmented by uninterp reted function and predicate symbols. An INTERLISP version of

this procedu re was implement ed in the lat ter part of 1975 , and was tested extensively

during the subsequent six months. A refined version of the procedure that more effica-

ciously handles formulas containing function symbols was developed and implemented

(first in INTERLISP, later in MACLISP) during the fall of 1976. The refined version,

detailed in Section IlI-B-7 , was found to be a substantial improvement over its earlier

o counterpart , running two to three times faster on the same formulas.

Section Ill-C describes more recent work on an algorithm specifically in tended for

the class of unquanti fled equality formulas with function symbols. This class forms a

proper subclass of unquantified Presburger formulas with function symbols and can ,

therefore, be decided using the earlier procedure. Owing to the restricted structure of
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the subclass (inequalities are excluded), it was possible, however , to devise a decision
algorithm for this subclass that usually operates much more quickly than the more gen-
era! procedure. The new equality algorithm has not yet been implemented within the
RADC Program Verifier for lOCh , principally because translation from INTERLISP to
MACLISP is required. We expect this transfer to take place within the coming phase
(RPE/3) of our work for RADC, scheduled to begin in November 1977.

B. An Efficient Decision Procedure for Arithmetic with Function Symbols

1. Introduction

The procedure described here operates over an extension of the class of unquantified
Presburger formulas. Briefly, Presburger formulas are those that can be built up from
integers, integer variables, addition ,* the usual arithmetical relations (<, ~~, >, ~~~, ), and
the first-order logical connectives. The formula (Vx)(Ey) 3x + y = 2 3 x <y ,  for example ,
falls within the class. The subclass of unquantified Presburger formulas consists of those
Presburger formulas having no quantifiers.

The extension of unquantified Presburger we shall be dealing with introduces , for
each n > 0, an unlimited number of n-ary function symbols (interpreted as functions
from z~ to Z) and n-ary predicate symbols (interpreted as relations over Zn ).

The formula

x < f(y) + 1 A f(y) ~ x 3 (P(x ,y) P(f(y),y))

for example, is a member of the ext ended class. One can easily check that this particular
formula is valid (that is, it evaluates to true for all integers x, y, z, no matter wha t monadic
integer function is assigned to f and dyadic integer relation to P).

Function symbols may appear in any term context and may have arbitrary terms as
arguments, including expressions containing function symbols. For example , the formula
g(x + 2 f(y)) = 4 is a member of the class.

Arbitrary multiplication is not permitted. It is convenient , however, to use multiplica-
tion by constants as an abbreviation for repeated addition; x + x + x is thus written 3x.
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The extended theory includes a surprisingl y large proportion of the formulas
encountered in program verification. It is particularly well suited to programs that mani-
pulate arrays and other data structures that can be modeled as uninterpreted functions.
The semantics of the McCarthy (1962) ACCESS and CHANGE array primitives are easily
encoded within the theory; for example, the formula

M = ACCESS (CHANGE(A,I ,V), I + 2)

can be mechanically translated to an equivalent formula

J + 2 = I J M = V

A J + 2 * I D M = A [ J + 2J

where A is now an uninterpreted function symbol.

A number of other constructs, including MAX, MIN , and ABSVALUE can be dealt
with in a similar manner. For instance , the valid formula

x y + 2 J M A X ( x ,y) x

containing the interpreted function symbol MAX translates to

[x~~~y J M A X ( x ,y) = x A y ~~~x D M A X (x , y ) = y J

3

[x y+2DMAX(x,y)= xI

where MAX is now interpreted.

The discussion that follows is presented in six subsections. Section lll-B-2 provides
historical perspective and cites related work ; Section Ill-B-3 describes a decision method
for the unextended class that forms the basis of the extended procedure . The next three
subsections establish the decidability of the extended class and int roduce a basic version
of the procedure. The last subsection (Il l-B-i)  presents an extremely efficient refinement
of the basic procedure.
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2. Related Work

The class of closed Presburger formulas was first shown to be decidable by M. Pres-

burger (1929). The best-known decision procedure for it (described by Kreisel and

Krevine, 1967, among others) is based on a method of elimination of variables. In its

raw form, the algorithm is prone to combinatorial explosion, and is therefore not practical

for nontrivial problems. More efficient versions of the method of elimination have since

been given by D. C. Cooper (197!). Cooper’s most recent procedure (Cooper, 1972) is

the most efficient known algorithm for full Presburger. D. Oppen (1975) has shown that

Cooper’s algorithm is probably the best one can do in the worst case (deterministic time

complexity on the order of 222~ in the Ie’igth of the formula).

More recent work has focused on the subclass of Presburger without quantifiers.

The decision complexity of this subclass is no worse than exponential , making it substan-

tially easier to decide (in theory, at least) than full Presburger. A number of theorem

provers for this class [Bledsoe (1975); Shostak (1977)~ have been successfully implemented

and used for program verification.

The extension of the unquantified subclass dealt with in this paper is also no worse

than exponential deterministic time complexity. It is, perhaps, surprising that the incorpo-

ration of predicate and function symbols does not give away decidability altogether.

Downey (1972) has proved that the addition of even a single monadic predicate symbol

to the language of full Presburger produces a reduction class.

An implementation of our procedure (coded in INTERLISP for the DEC PDP- 10)

has been used for the past two years in conjunction with a system for verifying JOViAL

programs (Elspas et al , 1976). We have found that most formulas of a few lines are

handled in seconds, and that larger formulas are generally decided much more quickly

than by humans.

A number of other theorem provers dealing with similar theories are currently under

development. The systems of N. Suzuki (1975) and of G. Nelson and D. Oppen are
¼ among these.

3. The Unextended Class

The new procedure can best be explained in relation to the author ’s adaptation

(Shostak , 1977) of Bledsoe’s (1975) method for handling the unextended unquanti fied class.
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This method is carried out in two stages. In the first stage, the formula F to be decided

is reduced to a set of integer linear programming problems (ILPs) with the property that
F is valid if and only if none of the problems has a solution. In the second stage, the

ILPs are tested one by one for solvability. If one is found to have an integer solution,

the solution provides a model for iF and therefore a conterexample for F.

Let us now consider these steps in greater detail.

The reduction to a set of ILPs consists of expanding the negation of F into a dis-
junctive normal form :

iF~~ G 1 v G 2 v . . . v G ~

where each G
~ 
is a conjunction of linear inequalities of the form A ~ B. During the

expansion, terms of the form A = B are replaced by (A ~ B A B ~ A). Similarly, A ~ B
is replaced by B ~ A; A < B is replaced by A + 1 ~ B; ~~A ~ B) is replaced by B + 1 ~ A;

and so on. The conjunctions G1, G2, . . . , G~, in the expanded form make up the set of

I LPs. Suppose, for example , that

F~~(x< 3y + 2)Ax 1 J x y

Then

iF~~ i [ x< 3 y + 2 t’x 1 D x yJ

m x < 3 y + 2 A x lAi (x y)

~~x < 3 y + 1 A x ~~~l A x > l  A(x+l ‘~~y V y + l ~~~x)

~~(x~~ 3y+ I A x ~~ I A !  ~~x A x + 1 ~~y)

V(x~~ 3y+ I A x  ~ I A  I ~~x A y +  I ~~x)

soG 1 m x~~ 3 y + 1A x ~~~1 A 1 ~~~x A x + l~~~y

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

• 1F is satisfiable if and only if either G1 or G2 has a solution in integers, and so F is

valid if and only if neither G1 nor G2 has such solutions. The G•’s are now tested for
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— feasibility by using either conventional integer programming algorithms (such as

R. Gomory’s (1958), or the SUP-LNF method (Bledsoe, 1975; Shostak, 1977)1.

Continuing the above example, it is easy to see that the ILP G2 has the integer

solution x = 1, y = 0. These values provide a model for iF and hence a counterexample

to F. (Counterexam ples are also provided by G1 which is integer feasible as well.)

4. Decidability of the Extended Class

The decision mechanism for the extended class elaborates upon a method for

reducing an arbitrary formula F in this class to an equivalid formula F in the unextended

class. The reduction is carried out in two steps, the first eliminating uninterpreted predi-

cate symbols, and the second eliminating uninterpreted function symbols:

(I)  For each uninterpreted n-ary predicate symbol P occurring in F, let f~ be a new

n-ary function symbol . Obtain F’ from F by replacing each atomic formula

P(t1, t2, . - . , t~)by the formu1a f~(t 1, t 2~ . . . , t~)O .

(2) For each pair f(t1, t2,. . . , ta), f(u1, u2, . .  . , u~) of distinct terms or sub-

terms of terms in F’ with the same outermost uninterpreted function symbol f ,

construct the axiom:

t I = u l A t 2 = u2, A . . . A t n un 3f(t 1, t2 , . . . , tn) (u l, u2, .~~
un)

Let F” be the formula given by

A i A A 2 A . . . A A r D E ~’

where the A~s are the axioms so constructed. Next , for each term t occurring

in F” that has an uninterpreted outermost function symbol , let xt be a new

integer variable. Obtain F from F” by replacing each such term t with x t.

(In the case where one such term is nested within another , the larger term is

replaced.)

Consider, as an examp le, the valid formula F given below:
&

((P(z) 3 z = 1) A g(y) = z + 41 3 [f(g(y)) = f(3 4- 2z) V iP(l)) -
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Using Step (1) to eliminate the uninterpreted function symbol P, we obtain the formula

F’ given by:

[f~(z) = 0 3 z = 1) A g(y) = z + 41 3 [f(g(y)) = f(3 + 2z) V f~(l) * 01

Applying Step (2), we observe that F’ contains two pairs of distinct terms with the
same outermost function symbol — the pair f~(z)~ f~(l). and the pair f(g(y)), f(3 + 2z).

The formula F” is therefore given by:

(z = 1 3 f~(z) = f~( 1)I A (g(y) = 3 + 2z 3 f(g(y)) = f(3 + 2z)J

3

[(f ~(z ) = 0 J z = f ) A g(y) = z -4- 4J 3 [f(g(y))=f(3 + 2 z ) v f ~( l )* 0J

Letting f~(z). f~(1)~ g(y), f(g(y)), f(3 + 2z) be replaced by x 1, x2 , x3, x4, and x 5,
respectively, we obtain f~:

L z l  3x 1 x2 ] A [x3 = 3 + 2 z 3 x4 = x 5 J

[(x1 0 3 z l ) A x 3 z + 4 1 3 [x4 = x 5 v x 2 *0J

This latter formula is contained within the unextended class, and can therefore be decided
by using the method described in the last section.

The reduction just described is quite similar to W. Ackermann’s (1954) method for
eliminating function symbols from universally quantified equality formulas in predicate
calculus with function symbols and identity. The correctness of the reduction can be
proved straightforwardly ; given a model for iF, one can construct a model for iF , and
conversely. The details are easily gleaned from Ackermann ’s proof , and so are omitt ed

& - here.

While the reduction confirms the decidability of the extended class, it does not of
itself provide a very good computational method. Recall that in Step (2) of the reduc-
tion , an axiom is constructed for each pair of terms, (including nested terms) with the
same outermost uninterpreted function symbol. The number of such axioms is thus
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proportional (in the worst case) to the square of the length of the given formula. More-

over , each axiom at least triples the number of I LPs that must be solved in deciding the

reduced formula F.

Suppose, for example , that the axiom x y 3 f(x) = f(y) is generated in Step (2).

It is easy to check that the expansion into disjunctive normal form described in the last

section produces three disjuncts (corresponding to the cases in which x <y, x > y, and

f(x) = f(y)) for each disjunct that would have been produced in the absence of the axiom.

M an illustration of the kind of combinatorial explosion that can result, consider

the formula F given by

x ~ g(x) A x ~~~‘ g(x) 3 x = g(g(g(g(x))))

An axiom must be generated for every pair of terms among g(x), g(g(x)), g(g(g(x))), and
g(g(g(g(x)))). There are six such axioms, each one tripling the number of disjuncts appear-

ing in the d.n.f. expansion of the corresponding reduced formula F. Deciding F therefore

entails the solution of 36 & 729) ILPs.

In the event that the function symbol associated with a given axiom has more than

one argument place, the combinatorial effect is even more pronounced; one can easily

check that two more cases are developed by each additional argument position.

5. Basic Procedure for the Extended Class

The procedure given in this section greatly reduces the combinatorial explosion pro-

duced by the reduction process. The improvement is founded on two observations:

( 1) In most cases, only a small part of the information contained in the generated
axioms is of relevance to the validity of the reduced formula ,

(2) It is frequently possible to determine which information is relevant in advance
of its application.

The example formula F x ‘~~~ g(x) A g(x) ‘~~~ x 3 x = g(g(g(g(x)))) of the last section
serves well as an illustration of the basic idea. Suppose we pretend , for a moment , that
F is a member of the unextended class, that is, that the terms g(x) and g(g(g(g(x)))) are
simply integer variables that happen to have fancy names. If we then apply the procedure

of Section llI-B-3, the expansion into disjunctive form produces the two lLPs:
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~ g(x), g(x) ~ x, x ~ g(g(g(g(x)))) 
— 11 and

Ix ~ g(x), g(x) ~ x, g(g(g(g(x)))) ‘~~ x — 11

Let us focus on the first of these. If this ILP is solved , the following solution (among

others) is obtained:

x 0

g(x) = 0

g(g(g(g(x)))) = 1

At this point , the procedure of Section IH-B-3 terminate ~, offering the discovered solution

as a counterexamp le to the formula F.

If we return to the view of F as a formula in the extended theory, however, it can

be seen that the above solution is not a legitimate model for iF. In particular , the sub-

stitutivity axioms of equality forbid that x and g(x) be given the same value while

g(g(g(g(x)))) is given a different value. (Note , incident ally, that this violation occurs in

all solutions of the ILPs in question.) The violated substitutivity property is neatly ex-

pressed by the following formula:

x = g(x) 3 g(x) = g(g(g(g( x))))

If we now assert this formula as a hypothesis of F, the following formula F* is obtained:

[x = g(x) 3 g(x) = g(g(g(g( x))))]

3

x ~ g(x) A x ~ g(x) 3 x = g(g(g(g(x))))

If the new formula F* is viewed as a member of the unextended class and given to

the procedure of Section III-B-3, the resulting ILPs are found not to have any integer

solutions. The original formula F must, therefore , be valid as a member of the unextended

class and hence as a member of the extended class.
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Note that, in the case of our example, this approach requires the solution of only
seven ILPs (one to provide the illegitimate counterexample and six to decide the aug-
mented formula F*), as opposed to the 729 required by the reduction method . Part of
the improvement is attributable to the omission of unneeded axioms generated in the

reduction method. More importantly, the three axioms from that method that are rele-

vant, (x g(x) 3 g(x) = g(g(x)), g(x) = g(g(x)) 3 g(g(x)) = g(g(g(x))), and

g(g(x)) = g(g(g(x))) 3 g(g(g(x))) = g(g(g(g(x)))) are replaced by a single formula:

x g(x) 3 x = g(g(g(g(x))))

This replacement alone accounts for a ninefold reduction hi the number of ILPs that must
be solved in the example problem.

We now give a detailed description of the procedure:

(1) Using Step (1) of the reduction method, all uninterpreted predicate symbols
are eliminated from the formula F to be decided.

(2) Expressions involving + or * that occur as arguments to uninterpreted function
symbols are eliminated through the introduction of new variables. [For example,
the f o r m u I a x < y +f ( 3 z+ 5) becomes z’ 3 z + 5 J x ~~~y + f (z’).J Let F’
be the resulting formula.

(3) The negation of F’ is placed into a disjunctive normal form V G~ V . . . V G~,,

as described in Section III~B-3. Each is a conjunction of linear inequalities.

(4) The G.s are tested one by one for satisfiability by applying Steps (a), (b), and
(c) below. If none is satisfiable , F is valid.

(a) The ILP associated with is solved, using either of the methods suggested

in Section III-B-3.

(b) If there is no solution , G1 is unsatisfIable.

(c) Otherwise, the discovered solution is examined for violations of substitu-
tivity of equality (in a way described momentarily). If there are no viola-
tions, G1 is satisfiable, and the discovered solution provides a counterexample
for F. If , on the other hand , a violation is found, a formula H that sum-
marizes the violated property of substitutivity is formulated. Step (4) is
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now applied recursively to each of the conjunctions in the disjunctive
expansion of H A G

~
. G~ is satisfiable (in the extended theory) if and

only if each of these is satisfiable.

We have yet to show how to examine a given solution S for violations of substitutivity
and how to generate the associated substit ut ivi ty formula. We must also show, of course,
that the procedure I Step (4) in particular I terminates. For notational convenience, we
assume in the explanation that follows that all uninterpreted function symbols appearing
in F are monadic; the general case is a straightforward extension.

The technique for detecting violations if founded on the recursive function EQPAIRS
defined below. The definition depends on the following conventions. Let S be the dis-
covered integer solution for the G~ whose satisfi ability is to be determined, and T the set
of terms to which S assigns values. For each term t € 1, let S(t) designate the value
assigned to t by S. Let U be the set of terms in T together with all of their subterms.
[For example, if S is given by x = 0, g(x) = 0, and g(g(g(g(x)))) = I , then
T = {x, g(x), g(g(g(g(x)))) } and U = (x, g(x), g(g(g(g(x)))), g(g(x)), g(g(g(x))) }]. Finally,
for each term t E U, defi ne the set :

— 
{t ’ E T  I S(t) = S(t ’)} if t € T

Et — 
{ t}  i t t ~~ T

EQPAIRS is defined as follows :

EQPAIRS (t 1, t 2, alreadytried) =

if <t 1, t2) E aireadyt ried , then return çt’

else if t 1 € Et2, then return {(t 1, t2)}

else if for some function symbol f and terms u 1, u2 :

(i) f(u 1) E Et 1 and

(ii) f(u2 ) € Et2 and

(iii) EQPAIRS (u 
~ u2, alreadytried U {(t~, t 2) }) * 4~,

then return P 1 U P2 U P3, where
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P 1 = if t 1 = f(u 1) then b else {(t 1, f(u 1))}

= if t2 = f(u 2) then ~ else {(t 2, f(u2))}

P3 = EQPAIRS (u 1, u2, alreadytried U {(t 1, t2)})

• else ret urn ~.

As is evident from the definition , EQPAIRS is a function of three arguments. The

• first two (t 1 and t2) are bound to terms in U, and the third (aireadytried) is bound to a
set of pairs in U x U. The third argument is always bound to the empty set on external
calls, and comes into play on internal calls only as a device to preven t infmite recursion .
EQPAIRS returns a set of pairs in T x T.

The usefulness of EQPAIRS turns on the following result , stated here without
proof:

Theorem: If for all t 1, t2 € T, either s(t 1) = s(t2) or EQPAIRS (t 1, t2, 0) =

then S has no violations of substitutivity, and hence G~ is satisfiable as a member
of the extended theory . On the other hand , if for some t 1, t 2, s(t 1) * s(t 2), and
EQPAIRS (t 1, t2, ~) = {(r 1, s1), . . . , (re, s~)}, n >  I , then the formula

H~~~[rl sl A r 2 s 2 A . . . r n = s n Jt l = t 2 J

follows from substitutivity but is not satisfied by S.

To check S for violations of substitutivity, it thus suffices to compute EQPAIRS(t 1,
t2, ~) for pairs t 1, t 2 of terms in T assigned different values by S. A violation exists if
and only if EQPAIRS (t 1, t 2, ~) * ~ for some such pair. In such a case, the formula H
summarizes the violation.

Note froiu the definition of EQPAIRS that , if t 1, t 2 € T, s(t 1) * s(t2), and
EQPAIRS (t 1, t 2, ~) * 0 then t 1 and t2 must be functional terms with the same outer-
most function symbol. In checking S for violations of substitutivity, therefore , one need
only compute EQPAIRS (t 1, t2, q~) for such pairs.

Note also that EQPAIRS is defined nondeterministically; there may be more than
one choice of f 1, u 1, and u2 that satisfies (1), (ii) and (iii) in the definition. It makes no
difference which choice is made. Similarly, there may be several pairs t 1, t 2 for which
EQPAIRS is nonempty. It suffices to generate H on the basis of the first such pair
encountered.
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Let us now return to the earlier example

F~~ x~~~g(x)A g(x)~~~x D x g(g(g(g(x))))

Applying Steps (1), (2), (3) of the procedure ,

G 1 x ~ g(x) A g(x) ~ x A x ~ g(g(g(g(x)))) —

and

G2 x ~ g(x) A g(x) ~ x A g(g(g(g(x )))) < x —

are obtained as before. Solving G1 once again produces the solution S: x = 0, g(x) = 0,
g(g(g(g(x)))) = 1.

Since g(x), g(g(g(g(x)))) form the only pair of terms in T with the same outermost
function symbol and with different assigned values, it suffices to compute EQPAIRS for
that pair only:

EQPAIRS (g(x), g(g(g(g(x)))), 0):

Eg(x) = {x, g(x)}

Eg(g(g(g(x)))) = {g(g(g(g(x))))}

Letting g(x) be f(uj ), g(g(g(g(x)))) be f(u2), and recursing:

EQPAIRS (x , g(g(g(x))), {(g(x), g(g(g(g(x))))) }):

Ex = {x, g(x)}

Eg(g(g(x))) = {g(g(g(x))) }

Letting g(x) be f(u1 ), g(g(g(x))) be f(u2 ):

EQPAIRS (x , g(g(x)), {(g(x), g(g(g(g(x))))), (x , g(g(g(x)))> }):

= {x, g(x)}

Eg(g(x)) = {g(g(x))}

Letting g(x) be f(u 1, g(g(x)) be f(u2 ):
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EQPAIRS (x, g(x), {(.g(z), g(g(g(g(x))))), (x ,
g(g(g(x))) ), (x, g(g(x))> }):

E~ 
= {x, g(x)}

= {(x, g(x))}

= {(x, g(x))}

= {<x, g(x))}

= {(x , g(x)) }

The formula H produced in this case is thus

x = g(x) 3 g(x) = g(g(g(g( x))))

The ILPs corresponding to the conjunctions in the disjunctive expansion of H L~ G 1 are

all found infeasible; hence, G 1 is unsatisfiable.

In a similar manner , G2 is found unsatisfiable. The procedure thus halts , reporting
that F is valid.

In this last example, only one level of recursion in Step (4) was needed. In rare
instances, more than one is required. Consider, for example , the theorem:

F~~ a~~~b~~~f(a)~~~l 3 a + b ~~~l V b + f (b ) ~~~l V f(f(b))~~~f(a)

Applying Steps (1), (2), and (3) of the procedure, one obtains the single conjunction G:

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

Solving the corresponding ILP produces as one possibility the following solution 5:

a l , b l , f(a) 1, f(b) 2, f(f(b)) 2 -

The only two pairs of terms for which EQPAIRS need be tried are f(a), f(b), and f(a),
f(f(b)). Trying f(a), f(b) first , one immediately obtains a violation: EQPAIRS (f(a,
f(b), 

~) 
= {(a , b)}. The formula [a = b 3 f(a) = f(b)] A G is now expanded into disjunc-

tive form, giving the three conjun ctions
50
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a~~ b —  lA G ,b~~ a — l A G ,and f(a)=f(b)AG

The ILPs associated with the firs t two of these are infeasible. The third one, however ,
yields a solution :

a = 1, b = I , f(a) = I , f(b) = I , f(f(b)) = 2 -

Applying EQPAIRS to the pair f(a), f( f(b)) produces {(a , f(b))}. Step (4) is again
applied recursively to the three conjunctions in the expansion of ía = f(b) 3 f(a) =

f(f(b))] A f(a) = f(b) A G. This time , all ILPs are found to be in feasible, and the proce-
dure terminates.

• 6. Termination

It is easy to see, in fact , that the recursive Step (4) must always terminate. Other-
wise, some branch of the compu tation would be i n finite , yielding an infin ite sequence of
lLPs G, G’, G” . . - with a corresponding sequence of solutions S, S’, S” . . and substi~
tutivity formulas H, H’, H” . . . . Since each solution assigns values to exactly the same
set T of terms, some H must be repeated in the sequence. This is impossible , however .
since each solution S fails to satisfy its corresponding H, but does satisfy all preceding Hs.

• 7. A More Efficient Version of the Procedure

Although the procedure given in Section Ill-B-S dramatically improves on the naive
reduction method, substantial additional improvement is possible.

First note that the expansion of H A into disjunctive form in Step (4c) is unnec-
essary . The conjunctions that result from this expansion can be precomputed as follows:

H A  ~~[rl s l A . . . A r~ = s~~D t~~ t~J A
[r 1 *s 1 V . . .  V rn *S~ V t l = t 2 J A G~

~~rj ~~~si _ 1 A G ~ V s i ~~~r 1 _ l A G 1

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
V t i = t 2 A G ~
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Note that 2n + I conjunctions are thus generated, each one augmenting G1 with an

inequality. If the ILP solver used can be operated incrementally (as can simplex-based

methods), the new ILPs can be solved with little additional effort .

In the great majority of cases encountered in practice, further speedup is possible.

Note from the definition of EQPAIRS that S(r3) = S(s~) for each j, I 
~~~ 

j ‘
~~~ n. Now sup-

pose it can be established , for a given j, that r~ and s3 are equal in all solutions for G1.

In this case, the two conjunctions r~ ~~~ s~ — 1 A G
1 
and sj ‘~~ rj — I A are necessarily

unsatisfiable and can therefore be dispensed with.

What makes this observation useful is that one can test whether r~ and sj are equal

in all solutions of G1 quite easily ; it is necessary only to test (using the ILP solver) for

maxG~ (r~ — sj ) = min(~ (rj — s~) = 0. This can be done more quickly than testing

~ s~ — I A G and s~ ~~~ r~ — I for feasibility, since it does not involve additional

inequalities.

Returning to the earlier example:

G1 ~~x~~~g(x)A g(x)~~~x A x ~~~g(g(g(g(x)))) — 1

H x = g(x) 3 g(x) = g(g(g(g(x))))

we see that x and g(x) must have equal values in all solutions of G 1 and so only the

conjunction g(x) = g(g(g(g(x)))) A G 1 needs to be tested.

These ideas suggest the following replacement for Step (4c):

(4c) The discovered solution S is tested for violations of substitutivity by computing

EQPAIRS (t 1, t2, 0) for pairs t 1, t 2, E l  that have different values in S but

the same outermost function symbol. If EQPAIRS returns 0 for all such pairs,

the solution S provides a counterexample for F and the procedure halts. If

t 1, t2 are found for which EQPAIRS (t 1, t 2, 0) = ((r 1, s
~

) . . . , (r~, s~)},

n ~~~
‘ 1, then Step (4) is applied recursively to

t1 = t 2 AG 1

and for I ~~j ~ n, to:

— I A G~ 
unless maxG1 (sj — rj) ~ 0
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and s~ ~ rj — I A G~ unless maxG~ (r~ — sj ) ~ 0

is unsatisfiable if and only if each of the conjunction s thus tested is found
unsatisfiable.

Finally, it might be remarked that the function EQPAIRS can be implemented much
more efficiently than the definition suggests. If , for example, a table is used to record
the results of internal calls, the amount of work required to compute EQPAIRS can be
made to grow no faster than t he square of the length of the input .

C. An Algorithm for Reasoning About Equali ty

I. Introduction

To be useful for program verification , a deductive system must be able to reason
proficiently about equality. Important as its semantics are , equality is of ten ha ndled in
an ad hoc and incomplete way — most usually with a rewrite rule that substitutes equals
for equals with some heuristic guidance. This section presents a simple algorithm for
reasoning about equali ty tha t is fast , complete (for ground formulas with function sym-
bols and equality), and useful in a variety of theorem-proving situations. A proof of the
theorem on which the algorithm is based is given as well.

2. An Example

Let us first consider an example formula and how one could go about proving it.
The formula given below is of the kind one encounters in verifying programs involving
array indexing:

( I = J A  K L A  A [l] = B [ K I A J =  A [J] A M =  B IL l )

3 A [M l = B [K I )

Here, A and B are function symbols (corresponding to arrays) while I , J , K, L, and M
are universally quantified variables (corresponding to program variables).

One might approach such a formula by working backward from the conclusion ,
substituting equals for equals until the left-hand side is transformed into the right-hand
side. With a little patience , the following proof is obtained:
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AIMI
= AIBILI ] (using M=B EL I)

= A [B(KJ J (us in gK=L)
= ALA L IJI (using All] = BEKI)

= AIA IJ I I (using I = J)
= A fJ J ( u s ing i=A I J I )
= A [IJ (using I J again)
= BEK ] (using At l i  = BEKI again)

Of course, one could just as easily work from B[ KJ rather than from AIM I, or work

from both simultaneously; the links needed in the chain are the same in either case.

While this “backward substitution” method and other methods that transform
formulas through a sequence of substitutions are logically sound, they are not particularly

well-suited to machine deduction — simply because there is no easy way of knowing what
substitution is the “right” one to make at each step. Indeed , a program working on the

formula given above could grind on forever (for example, by repeated application of the
substitution J —

~ AU ]), generating terms of ever-increasing depth of nesting.

Intuitively, it would not seem necessary to generate terms beyond a certain depth.
It is easy, however, to construct examples showing that the critical depth (the smallest

depth necessary to consider) cannot be calculated solely as a function of the depths of
the terms appearing in the original formula; in particular, the critical depth is not simply
the maximum of these depths. The reader can easily convince himself , for example , that

no backward-substitution proof can be carried out for the formula given above without
generating a term of at least depth 3. (The maximum depth of terms occurring in the
formula is only 2.) Even if one could conveniently calculate the critical depth , one would

still , in general, generate many more terms than are necessary.

Fortunately, this difficulty with substitut ion transformation methods is not inherent

in the problem. Section IH-C-3 presents a more efficient method that considers only the
terms appearing in the original formula.

3. The Procedure

The method given here may be described formally as a decision procedure for the
subclass of predicate calculus with function symbols and equality whose formulas have
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• only universal quantifiers in prenex form . While the decidability of this subclass is well-
known , the classical decision procedure for it [given by Ackermann (1954)1 produces a

combinational explosion that makes that method computationally infeasible for non-trivial
problems.

Since the decision procedure presented here operates on the negation of the formula
to be proved, it can also be viewed as a refu tation procedure for groun d formulas with
function symbols and equality. The universally-quantified variables become Skolem con-
stants in the Skolemization of the negation.

The procedure is as follows. The matrix of the formula F to be decided is first
negated and placed in disjunctive normal form. Next , all atomic formulas other than
equalities are replaced by equalities as follows. For each n-ary predicate symbol P~
occurring in the formula, a new n-ary function symbol f~ is in troduced . Each atomic
formula P~(t 1, t2, . . . tn) occurring in the formula is then replaced by the equality
ff(t 1, t2 - . - , t~) = c, where c is a constant. The modified d.n.f. is clearly intersatisfiable
with the original one, and is satisfiable if and only if one of its disjuncts is satisfiable.
Each disjunct , moreover , consists of a conjunction of equalities and negations of equalities.
The problem is thus reduced to testing the satisfiability of each such conjunction.

For example , suppose the formula to be proved is:

I(P~ V x= z) A P~13 [Pg(y) V z * g(y)]

Putting the negation into disjunctive normal form , we have:

(PZ A P~ A lPg(y) A z  g(y)) V (x = zA 
~x 

A l P g(y) A z g(y))

Int roducing the new fun ction symbol f to replace P. we obtain:

(f(z) = c A f(x) = c A f(g(y)) * c A z = g(y))

V ( x z A f ( x ) c A f ( g ( y ) ) * c A z g(y))

It remains to show how to test each conjunction for satisfiability. Let S be the set
of equalities and negations of equalities occurring in the conjunction to be tested. Let T
be the set of terms and subterms occurring in S. and define the binary relation as the
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smallest relation over I X I (where u I’ u2 . . . u~, t 1, t2~ ~ l~ ~2 v~ denote terms

and f denotes a function symbol) that:

(1) Contains all pairs (t 1, t2) for which ‘t 1 = t~ E S

(2) Is reflexive, symmetric, and transitive.

(3) Contains the pair (f(u1, U2 . . . Ui.), f(v1, v2 . . . vi.)) whenever it contains the

pairs (ui, vi), 1 ~ i ~ r, and f(u1, u2 . - . ur), f(v1, V2 . . . Vr) are both in T.

The test for satisfiability of S depends on the following theorem (proved later):

Theorem: S is unsatisfiable ~ there exist terms t 1, t 2 E T such that

‘t 1 *t ~~E S a n d t 1~~~t2 -

The theorem tells us that to determine the satisfiability of S it suffices to consider

the negated equalities of S one at a time. If one is found (say t 1 * t2) for wl~ich

t 1 t2, S is unsatisfiable ; otherwise S is satisfiable. Note th.~t the definition of — involves

only terms in T.

In order to use the theorem , it is necessary to be able to .~. ~ulate whether a given

pair of terms is in the relation ~~~. This can be done in a strai ghtf orward way by building

the relation fro m the definition ( I )  is used as a basis, and (2) and (3) are repeatedly applied

until no new terms are generated. Since is an equivalence relation , one can conveniently

represent it during the construction as a collection of sets of elements of T, each set con-

taining elements known to be in the relation with the other elements of that set.

As an illustration , consider the set S = {I = J , K = 1, A E l l  = B [K J ,  J = A[JJ,

M = BEL l , A E M I * B E K I } that arises fro m the example given earlier. The corresponding

set T is {l ,J ,K ,L, A[ I 1, B I K I ,  A [J ] , M, B E L l ,  A IM ] }. The rela tion = is constructed

from its definition as follows.

From the basis (1), one obtains:
I

{ {l ,J }, {K,L}, {A[IJ ,  B [K1 }, {i, A E J I  }, {M, B(L)}}

Using (2):

{I ,J , AI J I } {K,L} {A [lj ,  B E K I }, {M , BIL] }}
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Using (3):

{ {l ,J , A E J I  } {K ,L} {AI I I ,  B E K I }, {M , BIL l }, {A[II ,  A I J I  }, {B[K] , B IL l }}

Using (2):

( {1,J , A I J I ,  A [l J  , B E K I , BILl, M }, {K,L}}

Using (3):

{{I ,J , A [J] ,  A ll ] ,  B I K I ,  B IL l ,  M}, {K,L}, {A E M I ,  A l l] ), {AE M I ,  A E J I  }}

Using (2):

{ {I ,J , G [J J ,  A l l ] ,  B[K J ,  BE L l , AI M] }, {K,L}}

Since (3) yields no new pairs , the construction is complete. Since A E M I = B [K I ,
S must be unsatisfiable.

The rules for building up can be implemented quite efficiently. Oppen and Nelson
( 1977) have recently coded a very fast implementation that represents terms as graphs
and uses the Tarj ian (1975) set-union algorithm in the closure step. Oppen and Nelson
have shown tha t their implementation requires only order n2 deterministic time and
linear space, where n is the length of the input S.

While the satisfiability of each set S can thus be determined quite quickly, the pro-
cedure as a whole (and the expansion into disjunctive normal form in particular) is of
exponential time complexity. This is not surprising, of course, since the decision problem

• for the class is NP-complete.

The author has coded the procedure in INTERLISP for the PDP- 10 using a matri x
represen tation of ~~. The program has been tested on a few dozen examples of the kind
that arise in program verification applications. It was found that most examples four or
five lines long could be handled in just a few seconds. The example presented at the
beginning of the paper required less than a second.

I

4. Proof of the Theorem

The main import of the theorem on which the algorithm is based is that it suffices
to “consider” only the terms occurring in formula to be decided. The proof of the
theorem is largely concerned with extending the model provided by the relation from
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the finite set I to the entire Herbrand universe. We now restate the theorem and give
its proof.

Theorem:

S is satisfiable ~ there exist no t 1, t 2 E I such that

t 1~~~t 2 and t 1 *t ’2 ES.

Proof:

Suppose S is satisfiable, t1, t2 E T and t 1 = t2. Let M be a model for S. Because
M satisfies the reflexivity, symmetry, transitivity, and substitutivity axioms of equality,

t1 t2 implies that t1 and t2 must have the same values in M. Hence, ‘t 1 * t~ cannot

be a member of S.

Suppose there are no terms t 1, t2 in I such tha t t 1 t2 and ‘t 1 * t~ E S. We will
show that S is satisfiable by constructing a model M for S. The model must assign a
value vM(t) to each term t in the Herbrand universe of S in such a way that:

(1) ‘t~ = t’2 E S implies vM(tl) = VM(t2)

(2) ‘t 1 * t’~ E S implies vM(t l ) * vM(t2)

(3) vM(xj) = v~~(y~), 1 ~ i ~ r, implies vM(f(xl, . . . xr)) = v~~(f(y1, . .  - , yr))
(where f ranges over all function symbols and x~, y~ over all terms)

The first two conditions require that M satisfies each atomic formula of S. The

third condition requires M to satisfy the substitutivity axiom of equality.

Before defining vM we first construct the term universe

= 

~ 

T~ of S inductively as follows:

T~~= T

{f(t1, - . , t r) I t1 E I~) U

(where f ranges over all function symbols occurring in 5)
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Note that the term universe T~ is ident ical as a set to th e Herbrand unive rse, bu t is
constructed differently.

Next, pick a representative term from each of the equivalence classes induced by =
on I, and define the function a : I —+ I that assigns to each term in T the representative
of its class.

The model M is now constructed inductively as follows: 
•

I. If t E T~, let vM(t) = a(t)

II. If t E Tj+l — Ij , j ~ o, and t = f(t 1, t 2, . . . tr ), the n let

V M(f(X I, . . . , Xr )) if there exists no f(x 1 x r ) E

VM(t) = 
and V M(x~ = vM(t~), I ~ I < r

f(v M(t l ) vM (t r )) othe rwise

Note tha t M is a Herbrand m odel , i.e., i t always assigns values from the Herbrand
universe. The notation “f(v M(t l ) VM(t r ))” is intended to represent the function
symbol denoted by f followed by the terms obtained by evalua ting V

M
(t j ) for each I.

Note also that vM would not seem to be uni quely defined. owing to th e exist ential
choice impli cit in the defini tion. In a moment , howeve r, it will be clea r th at  onI~ one
choice is possible.

Now, we need to show that M satisfies (I), ( 2 ),  and (3) abovc. ( I )  and (2 ) hold
since ‘t 1 = t~ E S ~ t 1 t~ ~ a(t ~ ) a ( t 2 )  

~~ 
vM(t l ) = vM(t

~
) and

‘t 1 * t ’, ES t 1 t-, a(t 1 ) * a(t~ ) vM(t l ) 
~ 

v~ (t1)

It remain s to show that (3) holds , i.e., that v M(x i) = vM(yi ). I ~ I ~ r. impli es t ha t
vM(f(x I xi)) = V

M
(f ly I - ~I~J). This is proved by induction on the ma x imum in

of the term universe heights of f(x I . . . . , X r~ ~
(Y I 
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Basis: m o

Then x1, Y1, f(x 1, . . , xr), f t Y i ,  . . - ~~~ are all in I, and so

vM(xi) = vM(yi ) ~ a(x~) = a(y~) ~ x1

~ f(x~ , . .  - , xr) f (y 1, .  - - , Y~) ~~~ a(f( x 1, .  . . x r)) = a ( f ( y 1, . .  . Yr))

~ vM(f(X l ,  . . . , x
’
)) = vM(f(y l .  . . . , Y e.)) as req uired

Induction Step: m > o.

First consider the case in which the height of f(x 1, . . - , Xr) is strictly greater than

that of f(y 1, . . 
~‘r~ 

In this case, vM(tIx l ,  . . . , xr)) = VM(f(Zl, . - . , Zr)), where

f(z 1, . . . , Zr) IS of lesser height than f(x 1, - . . , xr), and vM(x~
) = vM(zi). (Note that

f(z 1, . . . , Zr) is possibly the same as f(y 1, - . y~j .) Now since vM(yi ) = YM(x i ) v M(z i ),

we have by induction hypothesis that VM(f(X l ,  . . . , Xr )) = VM(f(Z 1, . . . , Zr))

v~~(f(y 1, . . . , yr)) as required.

In the remaining case, f(x 1, . . - , xr) and f(y 1, . y~) are of the same height.

Now if there exists a term f(z 1, . . . , Zr) of lower height such that vM(z
~
) = vM(x i ). the

argument above can be used. Otherwise, vM(f( x l ,  . . . xr)) = f(vM(x l ), . . . , vM(xr)) =

~~~~~~~~~~~~~~~~~~ 
. - , vj~(y~.)) = v~~(f(y 1, - . . , Y r)) as required.

Q.E.D.

It might be noted that (3) implies the uniqueness of M as it has been defined above.

Of course, the uniqueness was not essential to the proof.
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P . T n t r O d uc fj o n

Tn t h i s  f i n a l  s e c t i o n  we pre sen~ c o n c l u s i o n s  both  w i t h

respect to the  s t a t e  of the  p rog r am v e r i f ic a t i o n  a r t  and to

specific projec t goa l s.

• The need s that motiv ated research on program

verification are no less valid today than they were when we

began work on the project four years ago. Tf anything , the

desirability of producing and maintaining relia ble software

has increased during this period of time.

While there is no auestion as to the potential payoff

of formal proof (en d related techniques , such as

methodolo~~es for formal specification) in achieving

reli able software , this benefit must be assessed in reiation

to cost- . Pt- the current state of the art , the cost of

verify in g all but the most- insubstantial programs is quite

h i g h , both in terms of the sophistication required of the

user of the verification techniques , and the amount of time

an’~ effort r~ auired to carry the verific ation process

thrcugh to completion. The current st-ate of the art of

program v’-’rif icntion is analogous 1-0 that of the development

of nuc]ear fusion technology——the potential benefits arc

vas t , but the break—even point is still ahead of us. In
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both eases , however , the difficulties that stand in 1-he way

of success arc engineering problems as opposed to

insurmountable theoretical d i ff iculties.

While the practical use of verification technology

outside the research laboratory is st-i ]] a thing of the

future , the techniques that have been developed here and

elsewhere have alread y had tangible benefits. Ps a

concept-uc] tool for guiding specification , design , and even

implementation , the notion of proof of correctness has had

considerable impact. Manual proofs of correctness

(semiformal ones, for 1-he most part) are beginning to be

employ ed in design of large systems (e.g., P505, SIFT). The

impact has also been felt strongly in the area of language

design. Ver ification considerations have played a role in

the design of several new languages (notably PASCPL end

EUCLID) , and they will probably assist in the design of such

sti ll newer languages as 1-he common high-order language for

DoD use . The formalisms of Floyd , and even more strongly

those of Hoare (proof ru]es and axioms) and Dijkstra

(predicate transformers) have altered the way in which some

language users and desi gners think about programs and

programm i ng languages. W ! foresee this trend continu ing ,

perhaps even accelerating , in the next- few years. Moreover ,

as the difficulties of automatic verific ation are gradually
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overcome , p rogram ver i fica t ion sys tems wi l l  even t ua l ly

be come commonplace tools in sophisti ca ted sof twar e

development environments . The RADC system of which our

curren t effor t is in suppor t wi ll (we hope) be among the

firs t- of these .

8. Diffi culties of Verification

The diffi cult ies of forma l proof of corr ect ness can be

divided into four categories:

* Problems of spe c i f i c a ti on

* Idealization of real- machine environments

* Formu la ti on of in duc t iv e asser t ions (in Floyd s
Method)

* Theorem-proving .

Problems associated with specification are inherent in any

formal approach to software validation. While the

• development of powerful assertion languages can make the job

of specification easier (just as high—level languages have

made the job of programmin g easi er) , there can be no

substitute for thinking clearly about just what a program is

suppose d to accomp l ish. In the final ana l ys is , any  so lu t ion

to the problem of formal specification will. depend in good

por t on prog rammer t r a ining . This will require considera b le

res ear ch and ex peri ence in prac t ical env i ronmen ts , an d wi l l

go hand in hand with the adoption of good structuring

practices.
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The problem of i d e a l i z a t i o n  of real mach ine

environmen ts arises from discrepancies between the program

semantics assumed by the verification system and those that

are actua]ly operative in the machine environment in which

the program is run . While this problem is often cited by

critics of verifica tion , it is actually less a problem of

• verifica tion than it is a problem of mismatch between the

programming language and its implementation. Unless the

seman tic specification of a prog ramming language is met by

tha t language ’s impl emen tation , reliable programs are an

impossibili ty , regar d less of the reliabili ty technology

used.

The third and fourth difficulties cited above are the

primary ones addressed by our four-year effort. As we have

already described the results of this work in the body of

this repor t, we give only a summary account here.

C. Results of The Four-Year Effort

The first two years of the project focused almost

exclusively on the development of semiautomatic aids for the

inven tion of loop assertions. This work resulted in useful ,

but- limi ted , techniques for numerically oriented programs.

Ps the research progressed , however , it became increasingly

cl ear that no single such technique could handle enough

program structures to be of practical significance . One of
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the greatest- benefits of this phase of the work was that it

spurred us to chal lenge the conce ptual separa t ion of the

formula tion of inductive assertions from the theorem-prov i ng

aspect of the verification process. We became increasingly

aware of the similarity of intellectual activity required to

perform these tas ks successfully. In par t icular , i t became

clear that the formulation of ]oop assertions was very much

ak i n to the genera l iza t ion of induc t ive hypotheses in

induct ive s tyles of theorem prov ing (as , e.g., in  the wor k

of Boyer and Moore ).

1~ccording]y, the las t few yea rs of the projec t have

been concerned with deduction and with the exploration of

th e rela t ion between Floyd ’s technique and a number of

a lternative methods of induct ive proof. These include the

• transformation of programs into primitive recursive form

• before verif ication, the me thod of genera tor induc ti on, the

use of hi erarchical structuring technioues, and me thods

r el ated to subgoal and compu ta ti on i nduc t ion. These las t

two approaches were analyzed in deta il and compare d w it h

Floyd’ s method to arrive at ~ un ified understanding of their

mu tual relationsh i ps. In addition , two theorem-proving

~‘1 gori thms were developed in connecti on w ith both

~‘r5 - rj fjcatjon condition proof and interactive debugging of

loop asser tions. Both algorithm s have been coded in LISP
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and successfully used in suppor t of an experimental program

verifier for JOVIAL programs under a separate RADC contract.

‘ ‘H

I .
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*I INTRODUCTION

The use of struct uring techniques in programming , for example

programming by successive refinem en t [53 (also called hierarchical
programming), has been recognized as increasingly helpful in the design

and management of large system efforts. A number of such design

techniques are now promoted for routine use in commercial software

development [33]. Some of these techniques are also alleged to permit

the verification of large syst ems by reducing them to a collection of
small programs, each easily verified .

Important questions about such hierarchical proofs are:

* Can systems be decomposed into subprograms that can be
characterized by clear and natural  assertions?

* Can proofs of the subprogram s be combined to demonstrate
the correctness of’ the system?

* Is it generally possible to formulate and prove significant
implem entation—independent properties of systems?

Several recent developments yield positive answers: these are the
hierarchical design and module specification techniques of [ 214 ] and the

data abstraction techniques of [9] and [26]. (The word “module” is

very widely and imprecisely used and the reader should be wary of

drawing inferences not based on our very specific use.) A module is the

basic unit in a hierarchical decomposition——a collection of operations

and data. The module permits the definition of complex abstract types.

For example , a t ype “f i le ” can be defined by a module with operations

for creating a f i le , inserting a record into a file , reading a record ,
appending two files, etc., and data structures record ing the file’s

contents .

* We thank B. Elspas, B. Boyer , and the referees for their helpful
suggestions; B. Boyer and J Moore for their work on formalizing SPECIAL;
and S. German for the idea of trying to prove Theorem 3. The research
described has been supported by the Office of Naval Research (Contract
N000lli_75_C_0816), the National Science Foundation (Grant DCR7Li_18661),
and the Air Force Office of Scientific Research (Contract FZ~11620_73_C

_
0068).
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To permit hierarchical proof , one must formally sDecifv the modules
of a hierarchical system . Styles of specification and their
mathematical foundations differ (e.g., consult [8], (2 14 3 , (27 ) ;  also ,

( 1 5) and ( 13) are overviews) , but the basic aim is to achieve abstrac t
specification , i .e . ,  specification that  describes the input—output

behavior of a module wi t hout recourse to an implementation of the

module. This may be done in terms of the sequences of’ operations that

have been been performed on the module , or by abstracting fr om these

sequences to a module state. In the first of these approaches, one may

attempt to describe concisely the infini te class of possible histories
by a small number of “algebraic specifications” , as in [8] . In this

pa per , we will use the state approach. An important aspect of a good
specification—— in any method——is that , for a properly conceived module ,

it is a concise , intuitive , and precise characterization of the behav ior

of the module , successfully abstracting from the detail s of any
impl ementation of module. It is often possible to formulate and prove

important properties of a module in terms of its specifications.

Similarly, bo th algebraic and state styles of specification lend
themselves to two—stage implementations: First the data structures of a

module ( other than the most primitive) are represented in terms of lower
level data structures (as in [9) and [26]) and , second , abstract

~rozrams are written for each operation in term s of lower level
operations. Each abstract program may then be proved to satisfy its

specifications on the assumption that the more primitive modules it

employs are correct, given the specific data representation used .

Should descriptions of hierarchical structure , formal
specifications of modules, and implementations all be written in a

single language? We have chosen to separate these functions , and will

describe a powerful specification language , SPECIAL, and a very simple

implementation language ILPL . An a l ternat ive is to provide abstraction

directly in the implementation language——the approach of ( a ) ,  [ 1 1 4 ] ,
( 32) , [f l ) ,  and (3 1) .  A second language issue is what characteristics a
language (or , in our view , set of languages) shoul d have to enable the

A-2
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correct implementation of hierarchies of abstractions.  For example ,

whet protection principles are needed to ensure the data in tegr i ty  of a

module?

The primary contribut ions of this pa per are a description of’ the

design and proof of a non—trivia l , useful program , and a demonstration
of a technique that has promise of making proof and formal description

possible for large programs. Our example is a program to maintain

unique lists with an efficient underlying implementation . We have

attempted to address three classes of readers: those who wish to learn

about formal specification should be able to do so by following our
specifications and the assoc iated prose ; those who wish to learn about

so-called “ functional program verification” will be introduced this

style of proof; and those who are unfamil iar with list processing may
obtain an introduction to some relevant techniques.

In the next section , we introduce our design and proof method .

Next, in Section III and Section IV , we present formal

specifications of the two modules that comprise the top—level machine of
an illustrative hierarchy. Based on these specifications, we are then

able , in Section V , to prove several properties of’ this mac hine.

The implementation of this machine and a proof of the correctness of

this Implementation are presented in Section VI and Section VII.

Next , Section VIII outlines how the hierarchy described up to that

point might be refined into an executable program . Finally, Section

IX presents some concluding remarks.

~

- - 
~~~~~~~~~~~~~~ - - -~~~~~~~~~~~~~~~~~~~~~~~~~~~~ --‘ - - 5- - - - - -



- _ _  
_ _

II DESIGN AND PROOF METHOD

Suppose a programming problem P and a machine M are given and it is

required to construct a program C tha t executes on M to solve P. M may
be either a physical machine or a vir tual mac hine provided , for example ,
by the compiler for a particular programming language. We believe that

the program construction should proceed as follows .

First , we design an abstract computer AM on which it is easy to
solve P. AM Is designed by describing its states and executable
instructions. We deliberately leave vague the meaning of an “easy

solution” of P—for some purposes this will be a solution by a program

AC that is only a page or two long; for other purposes it will be a

solution by a program that can be mechanically proved correct using

state—of—the—art verification systems. Having designed AM , we implemen t
a solution of P on AM , and , in practice , usually alter the design of AM
in the process.

If AM is the same as M, then we have satisfied the original

requiremen t if it can be demonstrated that the solution is correct.

Otherwise , we have reduced the original requiremen t to the new one of
realizing AM in terms of M. To do this, we design a new machine AM’ on

which it is easy to realize AM. We represent the states of the first
machine AM in term s of the states of AM ’ and we implemen t the executable
instructions of AM y means of’ a set of programs AC ’ on AM ’ . The choice
of reoresentatlon or imolementatlon may prove awkward ; if so , we resor t

to altering the design of AM ’ or even that of AM. (Unfortunately,  we
usually cannot alter the original requirement P, thoug h requirements
sometimes are changed when a problem is better understood. )

Next , the realization of AM on AM ’ mus t be verified . This
verification means that the (partial) solution of P obtained by

executing AC on AM Is equivalent to the (.more complete) solution

obtained by executing AC and AC ’ together on AM’ . In this latter

solution , the execut ion of an instruction of AM by AC is viewed not as
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pr imi t ive  but as a call on the subroutine In AC’ that realizes that

instruct ion on AM ’ . Again , if AM’ is the same as M , we are done and

otherwise we must continue to approach H by extending the sequence of
machines AM , AM’, ... and programs AC , AC’ When we have

extended this sequence to a program that executes on H, then the set of

programs and subroutines AC , AC’ , ... constitutes the required the
required solution C on machine H.

This description of programming has been phrased in the top—down

paradigm , but that is not what is important . To make the programming of

large problem s feasible , reliable , and controllable , they must be
somehow divided into small parts. We have no special preference for

top—down or bottom—up programming in arriving at this division , and

suspect that a flexible mixture of both techniques Is required in

general. We do advocate the use of’ formal methods to describe the

division , to validate the resulting design , and to prove the correctness

of the final program .

The product of our endeavors will thus consist of :

* A hierarchy of abstract machines
* A formal specification of each machine
* A representation of the states of each mac hine ( except the

given mac hine) in terms of the states of the machine below
it

* An implementation of the instructions of each machine
(except the given machine ) in term s of the instructions of
the mac hine below it

We specify an abstract machine using a method originally proposed
by Parnas (214] and subsequently extended by Robinson and Levitt (26].

(Our formal specification language, SPECIAL, is described in [28].) A

machine has a state and an instruction set. We give the state by

describing the initial value s of a set of V~functions . We give the
instruct ions, called OV— funct ion ,~~ by describ ing how each changes the

state of’ the machine and what value it returns. (The return of a

part icular  value may, f or formal pur poses , be thought of as part of the
cha nge of s ta te .)

A- 5
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A V—function specification consists of a header that describes its

arguments and result and an initialization that describes the values of’

the function in an initial machine state.

An OV—function specification consists of a header that describes

its argument structure , an assertion list stating preconditions on the

call s of the function , and an exceotion List describing when its

execution may have no effect other than signalling an error, and a set

of effects tha t non—procedurally describe the changed state due to an
execut ion of the function by defining the resulting values of’ the V—
f unctions of the machine . (These value s are descr ibed in terms of the

• old values of the V—functions and the arguments to the OV—function.)

The effects include , if appropriate , the designation of the value to be

computed and may allow a nondeterministic choice of successor state.

It is usually possible to give additional structure to an abstract
machine M by describing it as the “product” of modules Ml , M2, ..., Mn.

Whe n we do this , we will refer to the Mi. as submachines or modules of M;
otherwise the term s mac hine and module are used as synonyms. To form
such a product , we require that the functions of the Mi be renamed to
avoid conflicts. H has as its V— functions each of the V— functions of

the Mi with the same initial sections. H has as its OV—f’unctions each
of the OV—functtons of’ the Mi , with augmented effects sections.

Specifically, if I is an OV—function of Mi and V is a V—function of Mj,

where i =j, we add to the effects of I the assertion that V is not

changed by the execution of I.
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a) A PICTURE OF THE LIST (Cc . d) nil a . b)

CAR COP

100 101 103

101 c

102 101 105

103 nil 104

104 a b

105 nil 104
• .1.

Ib ) TWO DISTINCT ISO MORPH IC VERSIONS OF THE LIST (Cc . d) nil a . b)
AT 100 AND 102.

Figure 1. Distinct Isomorphic Lists
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III THE ULIST MODULE

In this section and the next section , we present an abstract

machine consisting of two modules: one that maintains conventional list

structures and one that maintains a class of uniaue lists——lists such

that no two are structurally isomorphic. (Figure 1 illustrates the
usual realization of conventional lists where distinct ~~nmorphic lists

are possible.) Thus the attempt to construct one of these unique lists

yield s an old list if there is already one with the right components. *

Naturally, we want the check of existing cells to be efficient. We use

a particularly effect ive method introduced by Deutsch in his

verification system [6] to associate properties with arbitrary symbolic

expressions.

We begin by presenting a formal specification of a machine

providing unique lists, and explain our notation by referring to this

specification. The state of a ULIST machine is determined by what

unique list cells exist. Hence we want a single V—function ,

UCELL (X1,X2) whose value is the cell with Xl and X2 as components——if

there is any suc h cell——and the distinguished value “?“ if there Is no

such cell. (Al l that will matter about “?“ in this paper is that it

does not satisfy the predicate ATOMP to be introduced in Section III.)
There are four instructions on the ULIST machine : UCONS to obtain a list

with specified components, UCAR and UCDR to extract the components of a

ULIST list , and ULISTP to test whether an arbitrary objec t is a ULIST

list. The specification is given in Figure 2.

It will be common , in the specification of this mod ule , to ask the
question , “Is the objec t X a unique list cell?” Therefore we introduce

* As an exam ple of’ the utility of’ such a facil ity, suppose we save the
property SIM PLIFIES—TO—ZERO in some table under-—as key——the address of
the list (SUBTRACT x x ) .  If’ we subsequently independently create a
conventional list of the same form , it will have a different address and
the property will not be retrieved . But if both are unique then their
addresses will be the sam e so that the property can be looked up
successfully.
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module : (LIST:
forall: Z l , Z2

vths: (JCELL(X1 ,X2)
initial UCE LL(Xl , X2) = ?

define: ISUCELL(X) (exists X1 ,X2 : UCELL (X 1 , X2):X :?)

ov fns: UCON S(X 1 ,X2) -) X
assert ISUCELL(X1) or ATOMP(X1)

ISUCELL(X2) or ATOMP(X2)
effects if (JCELL(Xl ,X2 ) = ?

then UCELL.(Z1,Z2) =X and
‘UCELL (X1 ,X2):X and
X’:? and ATOMP (X) and
(X1 =Z1 or X2 =Z2

=> ‘U CELL (Z l ,Z2 ) =UCEL L (Z 1 ,Z 2 ) )
else ‘UCELL (Z1,Z2)=UCELL(Zl ,Z2) and

X = UCELL (Xl , X2 )
UCA R ( X ) .-> xi
assert ISUCELL(X)
effects ‘UCELL(Z 1 ,Z2):UCELL(Zl,Z2)

UCELL(Zi ,Z2)=X => X 1=Z 1

UCDR(X) —> X2
assert ISUCELL(X)
effects ‘UCEL L(Z 1 ,Z2)=UCELL (Z% ,Z2)

UCELL(Zl ,Z2)=X => X2=Z2
UCONSP (X ) —) B

eff ects ‘UCE LL ( Zl , Z2) :UCEL L ( Z i ,Z2 )
B ISUCELL(X )

Figur e 2. SpecificatIon of (LIST Mod ul e

the abbrev iation ISUCELL, expressing this predicate in terms of the

module ’s single V—function . Note also that in the specification we use

the pred icate ATOMP to distinguish the objects that may be the “leaves”

of list structures from the objects that are list cells. Rather than

implementing this predicate as we develop our hierarchy , we will simply

assume that it is present in the most primitive machine of the hierarchy
and is reflected upward , with the same meaning , in each nonpr iinit ive

machine . In Section IX, we will discuss the significance of this

assumption .
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In the initial (LIST state, there are to be no list cells. We

specify this by requiring that (1CELL(~.I ,Z2) be “?“ initially. (We

abbreviate slightly by listing at the head of’ each module symbols that

should be read as universally quantified in all their uses in the module

specification; for ULIST these are Zi and Z2.)

Next, we specify the Instruction UCONS(X1 ,X2) to obtain a cell with

components Xl and X2. This instruction has no exceptions: it is

required to achieve its effects for any arguments and state; in

particular , this requires that any implementation have an unlimited set

of cells. (Although thI~ requirement is idealistic , it simplifies our

presentation; SPECIAL does provide for the description of resource

errors.) We assert that the arguments to UCONS are either outputs of

UCONS CISUCELL(X)) or atoms (ATCMP(X)1. Its effects are stated with an

“if—then—else” assertion. We need to refer to two sets of values of

UCELL—those associated with the state before the (ICONS instruction is

executed and those reflecting the changed state due to the execution.

We will do this by writing UCELL(X1 ,X2) to refer to the old state and

‘UCELL(X1 ,X2) to refer to the changed state. First, if the machine

state is such that UCELL(Xl ,X2) is “?“ , then a new cell must be created .

We do not choose to specify how cells are represented (e.g., by their

integer addresses on some machine), but say only that the new cell is a

value X that is not a cell before the execution of this instruction

(i.e., UCELL(Z1,Z2) =X for any Xl , X2) and is the cell with the

specified components afterwards (‘UCELL(Xl ,X2)=X3. Besides constraining

the value of the new cell , we must ensure that no other cells are

affected by the instruction. Thus we say that if (Zi ,Z2) is any pair of

cell components other than the (X1 ,X2) given in the instruction call ,

then the new cell associated with (Z1 ,Z2) is the same as the old

(‘UCELL (Z1 ,22):UCELL(Z1,Z2)].

If UCELL(X1,X2) is not “?“ , then the effects of the instruction are

simpler . We constrain the result of’ UCONS to be the existing cell

(Z:UCELL (Xl ,X2)) and require the new state to have exactly the same

cells as the old (‘UCELL(Z1 ,Z2):UCELL(Z1,Z2)].
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Nex t , we specify the UCAR and UCDR Instructions. Our notion of the

ULIST module is that it is not meaningful to ask for either of the

components of an object other than a (LIST cell. Hence , we assert that

the arguments to UCAR and UCDR are ULIST cells using the predicate

ISUCELL. which requires that its argument be in the image, under LJCELL,

of the set of pairs (Z1 ,Z2). The effects of UCAR and UCDR are similar.

If Zi and Z2 are such that UCELL(Z1,Z2) is the argument to UCAR or UCDR ,

then the UCAR component of UCELL(Z1,Z2) is Zi and the UCDR component is

Z2. (It is not obvious that such a specification is nonoontrad ictory;

this is a consequence of the theorem , proved below, that UCELL is

single—valued : it maps distinct arguments to the same result only when

that result is “ ?“ .) Besides giving the value s of these functions , the
specification asserts that they have no effect on UCELL

[ ‘U CE LL ( Z 1 ,Z2 ) =U CE LL ( Z l , Z2 ) ] .

The last (LIST instruction is UCONSP. It is like UCAR and UCDR in

that UCELL is unchanged . Its result B must be true or false , and true
if and only if its argument is a (LIST list . But this is easily stated

in terms of the UCELL V— function-—it Is equivalent to the existence of a

pair (Zl ,Z2) such that UCELL(Z1,Z2) is equal to the argument X [B =

exists Z1,Z2 : UCELL(Zi ,Z2)=X].

IV THE LIST MODULE

Our goal is to design an abstrac t machine that provides its user
with both unique and conventional list processing . This machine is the

product of 01.1ST and a module LIST that we will specify next. The

formal specification of LIST is given in Figure 3. The structure of
this module is quite similar to (LIST: there is a single V—function CELL

and four OV—functions CONS, CAR , CDR, and CONSP. However , there are

important differences. First , whereas UCELL is a function from a UCAR—

UCDR pair (X1 ,X2) to the unique list cell X—— if any——with Xi and X2 as

UCAR and UCDR , CELL Is a pred icate on the triple (X1 ,X2,X) that tests

A-ll
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module: LIST:

forall: Z1 ,Z2,Z

vfhs: CELL(Xi ,X2,X)
initial CELL(X1 X2,X):false

define: ISCELL(X) = (exists X1 ,X2 : CELL (Xi ,X2,X) and X =?)

ovf’fls: CONS(Xl ,X2) —> X
assert ATOMP(X1) or ISCELL (Xi)

ATOMP(X2) or ISCELL(X2)
effects ‘CELL(X1,X2,X)

not CELL(Z 1 ,Z2 , X )

not ATOMP (X)
Z’:X :> ‘CELL(Z1 ,Z2 ,Z)=CELL(Zl ,Z2 ,Z)

CAR ( X )  — > Xi
assert ISCELL(X)
effects ‘CELL(Z1,Z2,Z)=CELL(Z1 ,Z2,Z)

exists 22 : CELL (X1,Z2,X)
CDR (X) —> X2
assert ISCELL(X)
effects ‘CEL.L(Zl,Z2,Z)=CEL.L(Z1,Z2,Z)

exists Zi : CELL(Zl,X2,X)
CONSP(X) —> B
effects ‘CELL(Zl ,Z2,Z)=CELL(Zl,Z2,Z)

B = ISCELL(X)
Figure 3,. Specification of LIST Module

whether X is a conventional list cell with CAR Xl and CDR X2. This

difference is necessary: because there may be more than one conventional

list cell with a particular CAR and CDR , CELL cannot be a function. The

second difference between the two modules is in the effects of UCONS and

CONS. UCONS does not always change the (LIST state, but CONS always

changes the LIST state. Even if there are already Xl , X2, and X = ?

such that CELL(Xi ,X2,X), an execution of CONS(Xi ,X2) will create a new

cell with this CAR and CDR .
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V PROPERTIES OF (LIST AND LIST

Even though we have not yet implemented (LIST x LIST, we can prove

properties of this mac hine just on the basis of its specifications. We

illustrate this point by proving three results: that UCELL is one—to—

one , that two structurally isomorphic unique lists are identical , and

that if two conventional lists are structurally isomorphic , then certain

corresponding unique lists are identical .

Consider the claim that the specification of 01.1ST is consistent ,

that is, implementable. For example , if UCELL is not one—to—one on that

part of-its domaIn that does not map to “?“ , then the specifications for

UCAR and UCDR are not realizable. For suppose

x=UCELL(Z1,Z2)=UCELL(Z3,Z14) :?. If Zi is not equal to Z3, then UCAR(X)

is required to return both Zi and Z3, an impossibility. Similarly, if

Z2 is different from Z1~, then UCDR(X) is required to return two
different values.

This result is not , by itself , sufficient to show that (LIST can be
implemented . On the other hand , a provably correct implementation of

(LIST——given below—implies this result. However , the result is easy to

state and has interesting consequences. Moreover , its proof illustrates

an general proof technique applicable to abstract machines.

Theorem 
~~

. forall Z1 ,Z2,Z3, ZZ
UCELL (Zi ,Z2)=UCELL (Z3,ZZ~~=?

=> Zi=Z3 and Z2=ZZ$

Proof. The theorem will be proved by induction on sequences of

states of (LIST. This method of proving properties of abstract

machines , which we call ~enera to~ induction, is discussed in [9), [30),

and [3]. We must prove the theorem for any initial state of (LIST and

for any state S’ such that the theorem holds in a state S and S’ is a

state resulting from executing a (LIST instruction in S.

The basis of the induction is immed iate, since UCELI. is always “? “

in an initial machine state. Thus it suffices to assume the theorem
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holds in some state S and to deduce its validity in a successor state S’

that results from the operation UCOtIS(Xl ,X2) (since (ICONS is the only

operation that changes UCELL’s results). Suppose that this execution of

(ICONS returns X and that , In the resulting state, there are 21, Z2, Z3,
and Z~$ such that ‘UCELL (Zl,Z2)= ’UCELL(Z3,Z~Y=?. If there has been no

state change——the “else clause” of the effects——or if

‘UCELL(Z1 ,Z2)=UCELL(Z1,Z2) and ‘UCELL(Z3,Z~4)=UCELL(Z3,Z~4), then the

inductive assumption gives the desired result. Suppose that there has

been a state change——the “then clause” and that

‘UCELL(Z1 ,Z2Y’:UCELL(Z1,Z2). Thus Zl=Xl and Z2=X2. If Z3=X l and Z~=X2,

• we are done. If Z3 :X 1 or Zlr=X2, then the second equation of the else

clause implies that ‘UCELL(Z3,Z4)=UCELL(Z3,Z~) which is not equal to X

by the first equation of the else clause, a contradiction . This

completes the proof. 0

Next, we extend this result to show that structural equality

implies identity for (LIST lists. Let us write UCARa , UCDR*, and

UCONSP* to refer to the values returned by these instructions in some -

state. (We introduce this notation to emphasize the careful distinction

between these values, useful in stating static mathematical properties 
5-

of a specification, and the instructions that might be executed to

obtain them in some implementation.) Theorem 1 implies that , in any

state, UCAR’ and UCDR* are functions mapping the set of X such that

UCONSP’(X) to a range not containing “?“ . It is a simple matter , using

Theorem 1 , to show that the conclusion X=Y follows from the hypotheses

UCONSP*(X), UCONSP’(Y), UCAR’(X)=UCAR’(Y), and UCDR’(X)=UCDR’(Y); we

leave the details to the reader. Using this corollary, we can prove

that structural isomorphism implies identity for the lists of the (LIST

machine. We define structural isomorphism of unique lists recursively
by:

UISO( X , Y) <: if UCONSP’(X) and UCONSP 1(Y)
then U I SO ( UC A R* ( X ) , UCAR *( T ) )
and UISO (UCD R ’(X ) , UC DR ’( Y ))

el se X = Y ,
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and can then prove:

Theorem a. f’orall X ,Y : LJISO(X,Y) => x=V .
Discussion. We wish to prove this theorem by structural induction

on unique lists. (Structural induction is described by Burstall in
(3) ;  the theorem can also be proved , less easily, by generator
induction.) We will prove the theorem for the atoms that form the

leaves of a unique list and we will prove that if the theorem holds for

the proper sublists of a unique lists, then it holds for the entire

list. For such an induction to be sound , it is essential that there be

5- no circular lists. Fortunately, the (LIST machine instructions provide

no way to create circular lists. Since there are no lists in an initial

ULIST state , since each instruction creates at most one new list, and

since we are only interested in machine states achievable by the

execution of f initely many instructions, this induction is well—found ed .

(This same argumen t demonstrates that UISO is total .)

Proof. The basis of the induction is the case that UCON SP 1(X) or
UCONSP*(Y), and it is an immediate consequence of the definition of

UISO. We make the inductive assumptions UCONSP’(X), UCONSP’(Y),

UISO(UCAR*(X),UCAR*(Y)) =) UCAR (X):UCAR’(Y), and

UXSO(UCDR’(X) ,UCD R ’(Y )) => UCDR’(X)=UCDR’(Y), and must prove that

UISO(X , Y) => X=Y. Expanding the definition of UISO(X,Y), we conclud e
tha t (JISO (UCAR* (X ) , UCAR*(Y)) and UISO(UCDR’(X),UCDR’(Y)); hence by the

inductive assumptions, UCAR* (X):UCAR*(Y) and UCDR*(X):UCDR*(Y). The

corollary of Theorem 1 now yields the desired result.

Next we prove a theorem about a program that might be run by a top—
level user of the (LIST x LIST machine to translate conventional lists

to unique lists. (Because of the overhead associated with the

maintenance of unique lists, it is common to do some computations with

the corresponding conventional lists, and convert only the final result

to a unique list.) We claim that this may be done by the program UCOPY

d efined as follows :
UCOPY (X ) <: if CONSP(X)

then UCONS (UCOP Y ( C A R ( X ) ) ,  UCOP Y ( C D R ( X ) ) )
else X.

A-i 5
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The major result about IJCOPY is that if two conventional lists are

isomorphic , then their U—copies are identical . Isornorphism of

conventional lists is defined by:

ISO(X , Y) <= if CONSP*(X) and CONSP’(Y)
then ISO(CAR*(X),CAR*(Y))

and ISO (CDR ’(X ) , CD R ’( Y ) )
else X = Y .

• Let UCP (XA , XB) be an abbrev iation for ISO(XA ,XB) => U COPY (XA ) = I JCO P Y (X B ) .

We will then prove:

Theorem .3. forall XA , XB : UCP (XA ,XB)
Discussion. The meaning of’ this formula is subtle , since the effects

and result of UCOPY are contingent upon the machine state in which it is

executed . A more precise statement would be as follows. Suppose

ISO (XA ,XB) . Suppose that IJCOPY is a ppl ied to XA , beginning In some

state Si.  This application term inates ( since our lists are acycl ic )

yielding a value XA ’ and a state S2. Suppose , moreover , that  S3 is any

successor of 32 , resulting from a series of state transitions , start ing
at 32. Finally, suppose that UCOPY , applied to XB from state S3, yields

val ue XB ’ and state S~. Then XA’= XB ’ .

We are going to prove this result by induction . An inductive

assum pt ion of’ th is rather lengthy form would be very cumbersome.
Fortunately,  the machine specifications imply that  if UCONSP ’(X) holds
in some state S, then it holds in every successor state. Also , If
UCAR* (X) and UCDR*(X) are defined ir. a state S, then they rema in def ined
and retain the same value in all successor state. In view of these

facts , somet ime$ called f’raine axioms, we can safely omit further

references to changing states and use the simple statement of the

theorem . (It is very interesting to consider whether this kind of’
problem reduction might be done mec hanically.)

Proof. First , suppose CONSP’(XA). Then ISO(XA ,XB) implies that

XA=XB . Also , UCO PY (X A ) :XA and UCOPY (X B )=XB so that the desired result
is immed iate. Next suppose CONSP* (XA ) .  Then ISO(XA , XB) Implies that
CONSP~(XB) . We proceed by simultaneous structural Induction on XA and

XB. That is , we assume
( I i )  forall X : U C P ( s ( X A ) , X )
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(12) torah X : UCP(X,s(XB))
where s is either CAR* or CDR’. (Clearly, UCP is symmetric in its two
arg~~ents.) From ISO(XA,XB) it follows that

(13) ISO(CAR*(XA),CAR*(XB)), and

(Izi ) ISO(CDR*(XA),CDR*(XB)).

Combining these results with Ii and 12 we obtain

(15) UCOPY(CAR*(XA))=UCOPY(CAR*(X8)), and

(16) UCOPY(CDR’(XA))=UCOPY(CDR’(XB)).

We must prove that UCOPY(XA)=UCOPY(XB). This is done as follows:

UCOPY (XA)=UCONS1(UCOPY(CAR’(XA)), UCOPY(CDR’(XA)))
(by the definition of UCOPY}
~UCONS*(UCOPY(CAR*(XB)), UCOPY(CDR’(XB)))
(by 15, 16}

=UCOPY(XB)
(by the definition of UCOPY).

VI IMPLEMEN TATION OF ULIST x LIST

We now wish to implement the machine specified above In terms of
more primitive facilities. Specifically, we will consider a machine ,

LIST x SEARCH , that has conventional list processing capabilities and an
associative search capability. Since we retain the LIST facilities in

this second level machine , the main problem is to describe ULIST In

terms of associative search and conventional list processing.

Our SEARCH machine is formally specified in Figure ~~~~ The basic

Idea is that there are a number of “search tables”-.—a special table

called PRIMARYTABLE that exists initially, and as many secondary tables

as the user wishes to create using the NEWTABLE instruction. In each

table one can save a value und er a key, writing over any previously

saved value , or look up the value saved under a key. (We could simplify

the argument structure and specifications of the instructions of this

module by using only a single table and a GETOP instruction whose single
argument combined the information in the two arguments of the present

A-17
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module: SEARCH:
forahl : K,T
vths: PRIMARYTABL E()

initial PRIMARYTABLE O~~?GET ( KEY , TABLE )
initial CET(KEY,TABLE)=?

TABLE P(TABLE)
Initial TABLEP(TABLE) = (TABLE:PRIMARYTABLEQ)

ovfns: NEWTABLE() -> TABLE
effects ‘PRIM ARYTABLEQ:PRIMARYTABLE()

‘GET(K,T) GET(K,T)
‘TABLEP(T) = (TABLEP(T) or T=TABLE)
not TABLE P(TABLE)
TABLE -=

SA yE ( VALUE , KEY , TABLE )
assert TABLEP(TABLE) and VALUE =? and KEY =?
effects ‘PRIM ARYTABLEQ:PRIMARTrABLE()

‘GET(K,T) if K=KEY and T=TABLE
then VALUE
else GET(K,T)

‘TABLE P(T)~TABLEP (T)
GETOP(KEY,TABLE ) -> VALUE
assert TABLEP(TABLE) and KEY =?
except NOTTHERE: GET(KET,TABLE):?
effects ‘PRIMARYTABLEQ:PRIMARYTABLE()

‘GET(K,T):GET(K,T)
TAB LE P(T ) TABLE P (T )

VALUE =GET ( KEY, TABLE )
PRIMAR YT ABLEOP () -> TABLE
effects TABLE= ’PRIMARYTABLEO=PRIMARYTA BL.E()

GET (K , T ) =GET (K , T )
TAB LE P(T ) = TA BLEP (T )

Figure 14• Specification of SEhRCH

GETOP. But we believe that the version given yields a clearer

implementation and it is also more suggestive of the implementation used

by Deutsch (6].)

Note that the specification of GETOP uses an exception if there is

no entry in the table under the key that is sought. It is worthwhile to

contrast the use of exceptions and assertions in this specification. We

assert that TABLEP(TABLE), ind icating that a compilation or verification
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assert that TABLEP(TABLE), indicating that a compilation or verification

may assume this fact in processing the implementation of GETOP but must

verify it for uses of GETOP. The assertion describes a condition that

must be guaranteed to hold at calls of the function. The exception , on
the other hand , describes a condition——the presence of a particular

entry in the table—-that may or may not hold . Implementation programs

are simplified by the possibility of structuring them to consider the

“normal” and “exceptional” cases separately.

Any scheme for implementing unique lists requires determining

whether a given pair of arguments to ~JCONS are the UCAR and UCDR of a

previously UCONSed cell. In the specification of ULIST, the V— function

UCELL serves to map from arguments pairs to cells; however , because of a

quirk of Interhisp (the possibility of basing a hash probe on a single

pointer but not on a pair of pointers) , UCELL is not directly
implementable in Interhisp. Instead , Deutsch employed——and we formally

describe——a scheme based on two level s of search. This schem e is
illustrated in Figure 5c. The lists in Figure 5a are shown as they
might be uniquely represented in Figure 5b. Each list cell is shown
with a numeric cell identifier corresponding to the list number.  The
primary table of Figure 5c represents the association between UCDRs of
cells and secondary tables. A secondary table , corresponding to a

particular UCDR X2, then associates UCARs of cells with the cell , if
any, having that UCAR and UCDR X2.

Implementation of ULIST x LIST by LIST x SEARCH is now possible.

The implementation has three parts: a representation of states, an

initialization program , and programs realizing each of the OV—functions

of the upper level . First, the state representation is described by two

formulas:

UCELL(X1,X2) <: GET(X1 ,GET(X2,PRI MARYTAB LE Q))

CELL(X1 ,X2,X) <= CELL (X1,X2,X)
and GET(X1,GET(X2,PRIMARY’rABLEQ)Y=X
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In these formulas , the left—hand sides refer to V—functions of the

upper machine and the right—hand sides to V-functions of the lower

machine . The first of these formulas describes the state correspondence
needed to im plem en t the two level search procedure : it provides that an
upper state where UCELL(X 1 ,X2) is not “?“ will be represented by a
lower state where the double search with Xl and X2 yields a result other
than “?“ . Also , it requires that if UCELL(X1 ,X2) is “?“ , then the

double search in the lower level state must yield “?“ too.

The second formula describes how the upper level conventional lists

are represented . The answer is , they are represented by lower level
lists. We state this by using CELL on both sides of the definition , to

be read as describing the upper level CELL in terms of the lower level
CELL . However , there is a subtlety: some of the lower lev el lists will
be used in the implementation to represent upper level unique lists and
these , so far as the upper level is concerned , do not exist as lists.
Thus , we add the second conjunct to this formula to exclud e these lists
from the set of upper level cells.

The initialization prog ram must start from an initial state of
LIST x SEARCH and arrive at a state of that mac hine that represents an
initial state of ULIST x LIST. However , all that is required of an
initial state of ULIST x LIST is that UCELL (X 1 ,X2 ) is “? “ and
CELL(X 1 ,X2 , X ) is “false” and , in view of the representation just given ,

this is represented by an initial state of LIST x SEARCH. Hence , the
em pty program suffices for initialization.

Finally, we must realize the upper level OV—functions UCONS, UCAR ,

UCDR , UCONSP, CONS, CAR , CDR , and CONSP by lower level programs. These

are given in Figure 6. First , note that occurrences of CONS, CAR , CDR ,

and CONSP in the defining programs denote these instruct ions on the
lower level machine . Next , note that the defining programs for the top
level functions CONS , CAR , and CDR are triv ia l because exac tly the right
instruction exists at the lower level. The defining programs for UCAR
and UCDR are also singl e instructions; this is a consequence of the

A -2l
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UCONS(Xl ,X2) : begin locals TABLE, C;
execut e TABLE <— GETOP(X2 , PR IMARYTA BLEOPO) then

on normal : execut e C <- GETOP (XI,TABLE) then
on normal : return (C) ;
on NOTTHERE: C <— CONS(Xl ,X2);

SAVE(C,Xl ,TABLE);
return(C) end;

on NOTTHERE: TABLE <— NEWTABLEO;
C <— CONS(X1,X2);
SAVE(C,Xl ,TABLE);
SAVE(TABLE ,X2,PRIMARYTABLEOPO) end end;

UCAR(X) : CAR (X);
UCDR(X) : CDR(X);
UCONSP(X) : begin locals TABLE , C;

if CONSP(X)
then execute

TABLE <— GETOP(CDR(X),PRIMARYTABLEOPO) then
on normal:

execute C <— GETOP(CAR(X),TABLE );
then

on normal : r eturn (C=X) ;
on NOTTHERE: return(false) end ;

on NOTTHERE: return(false) end
else return(false) end ;

CONS(Xl ,X2) : CONS(Xl ,X2);
CAR(X) : CAR(X);
CDR ( X ) : CD R (X ) ;
CONSP(X) : CONSP(X) and UCONSP(X);

Figure 6. Top—Level Machine Implementation

decision we made to represent upper level unique lists by lower level

conventional lists. The non— trivial implementations are those for

UCONS, UCONSP, and CONSP.

The implementation for UCONSP is a block that introduces two local
variables: TABLE and C. If the argument X does not satisfy the lower

level CONSP predicate, it cannot——in view of the representation——satisfy

UCONSP. However, if it is a list cell, the UCONSP program uses the

“execute” statement, a special feature of our implementation language.

We use this statement to call an OV—function that may have exceptions

and then deal with the normal exit and the exceptional exits in turn .

A-22
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Thus the UCONSP program first searches in the primary table with CDR(X)

as key. If there i~ no exception , then the TABLE that results is

searched with CAR (X) as key. A normal exit from this second search with

result C indicates that C is a unique list with the same components as X
and therefore is the only such unique list. Hence X is a unique list if

and only if it is C. If either search has an exceptional exit , this

means that there is no unique list with CA R ( X )  and CDR (X ) as components.
Thus UCONSP returns “ fal se” .

The implementation of (ICONS has a similar structure . If both
searche s hav e normal exits and result C , then UCONS just returns C. If
the first search encounters the NOTTHERE exception , this means that

there are no existing unique lists with UCDR X2. Hence we create a new

search table to record such unique lists, enter it in the primary table

under key X2, create the new (representation of a) unique list

CONS(X1,X2), and enter it in the new secondary table under key Xl. The

new list is then the answer returned by UCONS.

If the first search has a normal exit , but the second search has a

NOTTHERE exception , this indicates that there is already a secondary

search table TABLE for unique lists with UCDR 12, but that there is no

entry in TABLE with Xl as UCAR. Hence we again create a new unique list

representation CONS(Xl ,X2), enter it in TABLE under key Xl , and return

it as the answer of UC ONS .

Finally, the implem entation of CONSP introduces some diff iculty.
Although there is a CONSP instruction at the lower level , it does not

suffice: the lower level CONSP is satisfied by the lower level cells

that represent upper level unique lists but these are not conventional

lists in the abstraction provided by the upper level machine . We have

given an implementation that makes an additional test VUCONSP (X)) to

avoid this problem , a correct but unpleasantly inefficient

implementation of what ought to be a low-overhead type checking

operation. For present purposes, the correct but inefficient

implementation suffices; Section IX discusses some alternatives.
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VII CORRECTNESS OF THE IMPLEMENTATION

The proof that an implementation is correct with respect to a pair
of machine specifications and a state representation has two parts.

First , we must prove that the initialization program for the lower
level—— in this case the empty program —— can be executed from any initial
state of the lower level mac Line to yield a lower lev el state that
represents an initial state of the upper level machine . Second , we must
prove that this representation is preserv ed by the execution of the
implementations of OV—functions in the lower machine . That is , suppose
S and 5’ are states of the upper machine and T and T’ are states of the
lower machine. Suppose that 5’ is a state that results from the

execution of an OV—function call “ F ( X ) ”  according to the specification
of the upper machine. Also , suppose that T’ is a state that results

from the execution of the implementation of “ F ( X ) ”  in the lower machine .
Then , we must prove that T’ is a representation of’ 8’. (This may be
thought as a proof tha t the diagram of Figure 6 commutes.)

In doing these proofs , it is important to note that the ex ecut ion
of the implementations of the upper machine instructions does not ful ly
exercise the facilities of the lower machine . For example , in our LIST
x SEARCH machine there are states such that , for some X , the result of
“GE TOP (X , PR IMARYTABLEO PO )” is neither an exception nor a secondary
table but , instead , a list cell . Since we never store anything other
than secondary tables in the primary table , we know that this can never

occur and would like to use this knowledge to help the proof. We can do

this by formulating an invariant pred icate 1(T) on the states T of the

lower machine . We then prove that I holds f o r  states resulting from the
initialization of the lower machine. We also prove that if 1(T) holds,

and P is the implementation of an upper machine OV—funotion , then I(T’)

holds where T’ results from T when P is executed in the lower machine .

Having proved such an invariant property, we may assume that I holds for

all states that arise in the proofs described in the previous paragraph .
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Figur e 7. A Necessary Cond ition for Implementation Correctness

We will illustrate the proof of correctness of implementations in

this methodology by prov ing the correctness of the implementation given

• in the preced ing section . The necessary invariant assertion has two

parts.  First , if a fetch fr om the primary tabl e yields a resul t , not

“?“ , then that  result is a ( secondary) table. Second , if a fetch from

the secondary table yields a result , not “?“ , then that result is a list
cell whose components are the keys of the two fetches. Stating this

formal ly, we have
1(T) GET (Z2 , PR IMA RYTAB LEO )=TA BLE :?

implies (TABLEP(TA BLE) and
(GET (Z l , TABLE )~ Z = ?
implies ( CONSP (Z) and C A R ( Z ) = Z 1  and CDR ( Z)~ Z 2 ) ) ) .

(Note that the notation is such that the state T does not appear

explicitly in the right—hand side of this definition ; note also the

implicit universal quantification of Zi , Z2, Z, and TABLE.) It is easy

to show that I is an invariant of the lower machine states that arise in

the implementation . It is true of the initial state because its

antecedent is always false in this initial state. If it is true of a

state T, then the execution of the implementations of UCAR , UCDR ,

UCONSP , CONS, CAR , CDR , and CONSP involve no calls of SAVE and therefore
no changes in GET. The remaining case is the implementation of

(JCONS(Xl ,X2). This implementation can affect the truth of I because it
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I
does call SA VE . However , it calls SAVE only with C, which has the

proper CAR and CDR and is stored under the appropriate keys, and with

TABLE which does satisfy TABLEP (in view of the effects of NEWT A BLE ) and
is also saved in the primary table under the proper key. Thus I is

indeed invariant.

We have already shown that an initial state of the lower machine ,

followed by an empty initialization, represents an initial state of the

upper machine. We must now prove that the representation of the upper

machine state by the lower mac hine state is preserved by the execut ion
of the implementations. It should be clear , in each case , that the
result return ed satisfies the corresponding specification. Except for

UCONS and CONS , the instructions of the upper machine are implemented by
programs whose only effect is the return of a result; thus these
implementation all preserve the representation of the specified upper

state by the resulting lower state.

The upper machine ’s CONS instruction is implem ented by the CONS of
the lower machine . Since the exec ution of the lower machine CONS

affects only the V— function CELL, and only in a way consistent with the

representation , this implementation also preserves the representation.

The remaining upper machine construction is UCONS ; consider its

implementation. If both execut e statem ents are “ normal” , there is no
state change; that the result returned is correct is imm ediate from the
invariant.  If the outer execute statement has a normal exit and the
inner a “NO TTHERE” exception , then the implementation creates exactly

one new cell , and saves it in the proper table , thus preserving the

representation of LICELL. Moreover , since the first conj unct of the
representation of CELL becomes true exactly where the second conjunct
becomes false , the specification that the representation of the upper
level CELL be una ffected by execution of (ICONS is satisfied .

Finally, if both execute statements have “NOTTHERE” exceptions,

then a new secondary table is created and saved under the proper key in

the primary table. This does not affect the representation , and the
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remainder of code in this case preserves the representation by the

argument just made f o r  the case of a single exception.

This completes the proof of the HASH—CONS implementation .

VIII FURTHER IMPLEMENTATIONS

The preced ing sections have described how properties of an

unimplemented machine can be proved from its formal specifications , how

such a mac hine can be realized in terms of a more primitive machine , and

~ow such a realization can be proved with respect to the two machines.

To save space , we will in this section sketch rather than fully

presenting the further refinement of the LIST x SEARCH machine.

If Interlisp is an acceptable primitive machine , then the programs

described so far solve the original problem , since it provides the LIST

and SEARCH facilities to which we have reduced the problem . This would

raise an interesting problem for the proof of the LIST x SEARCH

specifications. The most complete extant specification of Interlisp,

(19) ,  is not written in SPECIAL; this proof would thus require a

different theory from that discussed here .

A more primitive Lisp than Interlisp can also be used as the basis

of our hierarchy . For example , one can easily implemen t the facilities

of SEARCH , except for the PRIMARYTABLEOP instruction , in terms of’ Lisp

lists; the implementation is just the usual Lisp “association list” .

The implementation of PRIMARYTABLEOP can be accomplished by using a

single variable to remember which association list represents the

primary search table. That is, LIST x SEARCH can be implemented in

terms of VARIABLE x LIST. (VARIABLE is a very simple module: its state

is the value saved in the variable and it has two instructions, one to

read the value and one to sa~’~ a new value.) The machines of this

hierarchy , and their component modules , are shown in Figure 8.
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Figure 8. An Implementing Hierarchy for Unique Lists
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Alternatively, one can distinguish two kinds of search operations

in the implementation of ULIST——those that start from the primary table

and those that start from one of the secondary tables. Actual use of

ULIST suggests that it is reasonable to use a hashtable for the primary

search table and alists for the secondary tables. Since Interlisp

• provides named hashtables, this means that LIST x SEARCH could be
realized by HASHTABLE x LIST and , in turn , HASRTABLE x LIST could be
reali zed by Interlisp. (We will not provide an implementation of
HASHTABLE here . The interested reader shoul d consult [30] ; in tha t

paper , HASHTABLE is implemented in terms of ’ arrays and a “hash probe ”
function and it is proved that the implementation is cor rect .) 

-

IX CONCLUDING REMARKS

In Section VI , we implemented some specifications in an Algol—like

language called ILPL, which is described in Appendix C of [22).

However , the use of this language, while convenient , is not essential to

the use of our methodology. On the contrary, we believe tha t enough-
structure is given to ev en a larg e system by its decomposition and
precise specification in SPECIAL to permit implementation in many
languages. The critical points in the design and im plementation of
systems tend to be global issues suc h as a decisions on how to decom pose
a system into mod ules or how to describe the im plementation of a module
by a hie rarchy of abstractions——exactl y the areas in which SPECIAL is
expressive. By contrast , the details of any particular programming
language usually address very local issues in programming , e.g. whether

to use a case or conditional statement to describe a choice , whether to

use a “while—do” or a “repeat—until” statement to describe a particular

iteration . While such local decisions certainly have an im pact on the
clarity of the programs that can be written , we believe that this impact
is negligible by comparison with the Impact of well or poorly done

overall design and specification . If the latter is precise , so that a
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large system is implementable by a large number of loosely coupled small
parts , then many different languages may be equally good for
implementing the parts.

This is not to- deny that care should be taken In the choice of an
implementation language . Certainly one ought to use a language with
lucid syntax and a flexible set of control struc tures. Since we
advocate the decomposition of a program into man y parts , it follows that
we recommend choosing a language that can be compiled into a form in

which linkage between the parts is economical . Since we seek to
implement systems, we are interested in the ultimate efficiency of

implementations and therefore require a language in which machine— level

representations can be described for the use of the most primitive

levels of a hierarchy.

A related issue is the provision of data structures by the base

language. For example , we assumed above that our base machine provided
a set of objects satisfying the predicate ATOM? and disjoint sets of’
objects to represent abstractions suc h as cells and tables. If an
adequate facility for defining concrete data types is present in the
base , then it need not be provided by the hierarchy and——if ’ the base
language is carefully impl emented —— the cost of soundly manipulating
objects of’ different types will be kept to a min imum . (Such a base
should permit an efficient implementation of the upper level CONS?
instruction in Section VI; by contrast , [6] is not intended as a

hierarchical solut ion to the unique list problem , does not distinguish

the list cells of’ the different levels of abstraction , and uses the same
selectors CAR and CDR for all of them.) If the base doesn ’t have a
sufficient facility, for example because it is a bare machine , then a

type system must be synthesized as part of the hierarchy of machines.

This can be quite hard , but it is possible (22].

Some base languages will provide not onl y concrete but also
abstract data structures; these includ e CLU [15], a modification of
Simula (23),  Modula (31], and Al phard (32] . Some of these facilities
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are clearly redundant if our met hodology is used with a tool tha t
statically confirms that implementation programs are compatible with
specifications , e.g . in wha t functions they call or what objects they
refer to. On the other hand , the use of such a base language can ease

the proof that implementation program s have the protection semantics

implicit in the met hodology.

Boyer and Moore have developed a formal semantics and a
verification condition generator for our methodology [1), using the

underlying theory of their Lisp Theorem Prover (2] .  This make s it
possible to produce pre.~ise machineable versions of the theorems given

in Section VII and preliminary experiments encourage us in the hope that

these theorems may be mec hanically proved . This will be a major theme
In our future work.

There are certainl y many other ways to specify programs formally.
We think that the method of algebraic specifications [8) is very
promising . It is similar to our method in its precision and
compatibi l i ty  with formal proof ’. It appears , in some published
exam ples , to produce specificatIons that are quite concise but may
require of’ readers greater mathematical sophistication than do ours ; we
are not aware of its use on examples as large as [22 ) .  It would be
premature to draw firm conclusions about the relative merits of the two

methods and we look forward to the further development of both.
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PRIMITIVE RECURSIVE PROGRAM TRANSFORMATION

K. S. Boyer.1J S. Moore.2 and R. E. Shostak 3

ABSTRACT Of course, not all programs compute primitive
We describe how to transform certain flowchart recursive functions (for ex.iniple. progranis th at compute

programs into equivalent explicit primitive recursive
prourams. The i,,put/output correctness conditions for the Ackcrmanii’s funct ion or th at int erpret FOR IRAN
transformed proc’rams are more amenable to nrool than the programs compute partial recursive, but not primitive
verification coi~d i tions for the correspondiuig flowchart
programs. In particul ar , t he tra nsform ed correctness recursive functions .) Furt hermore . it is undec idable
conditions can often be verif ied automaticall y by the wh et h er a fun ction for which a pa rt i : il recurs ,- :e def i ,t it io ii
theorem prover developed by hioyer and Moore (I ’]. - - - -is give ,, is primitive reetirs iv e. Thu s , the m eth od desc ribed

here is not app licable to arbitrary I luw~hart poCrallis. but
KEY WORDS only to those fitting eerta,i, seheii~cs kiiown to describe

f lowcharts . LISP, progra m verif ication, structural primitive recursive functions.
induction , t heore m proving.

AN EXAMPLE 
-

INTRODUCTION

Our approach is best outlined with an example.
Experiments with the theorem prover developed by K. A lthough we have restricted our presentation to the domain

• Boyer and J Moore [I] have shown that structural of lists and numbers , the general ideas are more broad ly
induction in combination with symbolic evaluation and applica ble.
some generali zation heuristics can be used to prove
prop erties of a wide variety of LISP functions con ,pletely Figure I shows a flowchar t program computing the
automa t ,ca l ly . The key prop erty of these functions making funct ion I ni (~; ) t hat converts a bin ary niin,bc r represe nted
them amenable to induction is th eir explicit primitive as a list of l ’s and 0’s Into an integer. The program scans
recursive spe c ification. Roughly speaking, t he explicit t h e  input list from left to right. At each position scai,ned.
primitive recursive form produces t he effec t that when the it doubles the value of an accu niulat o r A and adds thc
forn ,ula to be proved in the induction conclusion is v a lue of the scanned hit. After al l hits h ias e bc~n scanned,
syn,bolicahly eva luated, •! assumes the form of the the value of thc accun,ul :itor is returned .
induction hypothesis.

Consider tl~e t heorem stat ing that left-shifting a binary
In order to use the theorem prover on flowchart ,i,,,nh~’r (ic.. i:idmng a 0 onto the ri ght cmi ) has the effect

programs. it is necessary to transl ate the flowcharts into of doubling that nun,ber’s va lue:
a functional form. The easiest approach is that described in

McCarthy (3] wh ich produces partial recursive ( I) ~~ ,~il,l,eI,Ih(L , l i s t  ( 0 ) ) )  • 2~ m t  (L ) ,
specif ications. One is then forced either to extend the
t heorem prover to cope with a limited class of partial where I. is understood to be a universally q~anhi f ied
recursive specificat ions (as Moore dues in [4] ) or to variable ranging over all lists of l ’s and 0’s.
further transform these specif icatiomis (where possible) into
ex p licit prim,,itive recursion. In this paper we are concerned The first step in proving the theoreiii is to co ,,vert the
with t he second approach. flowchart program,, into fum~ctional form. McCarthy (31 has

shown that one ca,, do this iii a ntechuntcal way forI K. S. Bover is employed h~’ Stai ,fo rd Resea rch Institute ,
Menlo Van - California . rhis work Wa 5 siinported in arbitrary flowchart programs by intro ducii ,g a new

.
~ rrt h~ ON K Cou it i a~t N... N001hI4-7S~C 0 ~)ti , recurs ive function for eac h tag point. lii the aboveS. Moore is eniployed by Xer ox Palo Alto Research

Center . Pj lo Ah io . Cal if orn ia. example , one obtains:
R. E. Shost ; ik is enipka ~ed by Stanford Research
Ia~t itute . Menlo Park Californi a . Th is work was
sup~~,

ried ii~ part by A FOSK Contract No. F44620-73 m n t ( x )  t n t t ( x .0) .
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(3) in t l ( ap pend(con s(B . L ) , l i s t ( 0 ) ) . O)

2’ii ,tl (cons(B ,L) .0),

~ 
where Ii is a variable rang ing over the set (0, I).

A

Sym bolically evaluahing both sides of (3) gives:

• (4) lil t I (a ppc mm d(L , I ist (0)) , B) • 2 m t  l(l.,lt) .

a
At this point , if all had gone well , we would have been
able to invoke ihe ~nducIion hypoihesis (2) and been done.
But although (4) is sim ilar to (2), it is not quite the same.
Specifi call y. th : sccoi,d argument place of int l  is filled
with 0 in the one case and with It in th e other.

Yes
x = NIL ret u r n(a) l’hc source of the diff iculty is that the form of the

definitioii of j ilt I is not primitive recursive. In particular.
the p rmn ,itiv e recursive Form requires till parameters but the
coi,trol” parani eter (i.e.. the one in the first argument

No position of ju t ) to be ti~n~odi h ied in the ii,ternjl
recur sive calls . In the definition of in t I , however, t ime
second argum ent is changed front a to czm r(x) +2 a.

a car(x) + 2 * a

TRANSFORMATION TO PRIMITIVE RECURSION

_____________________ The solution we propose here is t i , traii sforni the non—

x — cmlr (x) primit ive recursive ticIlimilion of j u t  I lil t u one that is
pr imitive recursive. -l he trai ,sfor mn.itut.n works on all
functions tha t are instances of the scheme:

f ( x . y )  • if p (x )  then g(x ,y)

—~~~ e l s e  f ( n ( x ) , h(x .y ) ) .

where p, g , n . and h are primiti ve recursive.

The primi tive recursive transform of f is 1’:

F I G U R E  t f ’ (x ,y)

w here 
g( f in alx (x) . f inaly (Fe s’ (SCqX (X) ) .Y))

where final x , f~ na ly , and set ix are primitive recursive
l i lt  l (x  a) • func tions whose definitions are exhibited below:

if  x NIL

e ls e  j f l t  t ( Nt r ( x ) . c a r ( X ) + 2 ’ a ) .  
f i n a l x ( x )  • if p(x ) then x

else fmna lx( n (x )) .

The theorem to be proved can now he stated: ( 1 ( 1  ,y)

- 
i f  xl ’NIL

(2) jntl(appciid (L . Iist (0)) .0) • 2~ i n tl (I. .0). t ilen y
i-tse h (car (xl),

One might now be tempted to try to prove (2) using ft na I y (cd r ( x I) . y).
structural i,iduction on F.. The basis ease. L • NIl. , goes

through easily because both sides of (2) symbolically seqx(x) • if p(x) them , NIL

eva iti ate to 0. The ind uction step , however , does not go else c of l s (x .Seq x ( i l (X ) ) ) ,

through. For that step, one assumes the induction
hypothesis (I), and tries to prove: and rev is the primitive recursive funct ion which reverses

a list:
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values hut i,ierely the sequ ence of car(s) va lues. But ii p
rcv(x) • att d n arc as above this sequence is just x .

if x~N lL t hen NIL
e lse al)h ,cnd ( rev (cdr( ~ > ) It is easy to see that jut I is an i ns ta nce cif the sc heme

l i s t  (e a r ( s ) ) ) .  described by 1, and iii tact is at, ecaiiipie of the siii ip lcr

- - - case , since we can let:
The j usti (icatio ii for the theorem:

p(x)  • x ’NIL
f ( X 0. Y 0 ) f ’ ( X 0 .Y 0) g ( x , y )  • y

11 (x) • cdr (x )
is as follows: Let X 1 dca o te Il i (X 0 ) and let k be the h(x ,y) • c a r (x )  + 2’y.
snulk’ut non—ne gative iiiteger such tha t lI (X k ), then

Thus, we geL
(5) F(X 0, Y0 )

it i t l’ (x ,a) f i n a l n ( r ev ( x ) , a) .
g ( X~ . h(X k_ j . hi (X k_ 2 h (X0.10). . -

w here f i n a l s  is:
However .

I ins Ia(x , a)
finalx (X0) Xk if x ’ NIL

the n a
and else

ear(x )+2’fum~a ia(cdr(x) .a).

seqx(X 0) • (X~ X~ . . . X k_ 1 ) .  
Gi ven this defii ,ition of m t  I’ , the exa m ple theorem:

Thus , 
(2) intl(a pp end (L ,li st (0)) .0) 2’intl( L .O),

rev (se qx(X 0 )) (X k_ 1 X k_ 2 .. . X 1 X0) 
beco mes:

so that f i i~a Ia ( rev (npp ( L . h i s t ( 0 ) ) ) . 0 )

finaly (rev (seqx(X 0)),Y0) 2 finala (:u ’v (L).O).

• h( X k _ l  , h( X k 2 , . . . .  h( X 0 . Y~ ) . . .) ) .  Whi le this theorem is somewhat ui,ore complicated
(syntac tically) than (2), all of tile functions in it are

Therefore, primitive recursive and it can he pros-ed Ii j mm ~iediately by
the theorem prover described itt [I].

f ’ ( X 0. Y0 )

DISCUSSION

which is just f ( X 0, Y 0 ) by (5). The idea that flowcha rt programs can sonlCtimCS be
replaced by equivalem,t exp licit primitive reci irsise funct ions

Informa lly. seq~ constructs a lis t of the successive 
~~ ~~~ mentioned in the 1934 work of K. Peter [5]. To

val ues x will take on during the computation of f. This quote from Peter ([5], pp. 69):
lis t, in reverse order , is then given to F m a  ly which
computes the final value of the “accuntulator ” y. This “5. It may be seen in a sim ilar way that in general a
value , and that of lmna Ix which is the final value of x . is rec ursion of the form
then given to g to coi,,pule the final output of F.

~(0,a) •
In the speci al case where p (x) is s~N lL . n (s) is cdr(x) ,

and h(x ,y ) can be expressed as a function, h’ , of ca r ( s )  lp(n+l .a) •

and y the transform is simpler: p(n ,a,~ (n y 1 (n,afl .~ (n .y 2(n .a)) 
~

(n
~
y k(na)))

f ’ ( x .y) • g(NII. .t m n a l y ( r e s ’ ( x ) .y ) ) .  and even a definition of the form

where we use h ’ for h in the definition of t i na ly .  The q(O.a1.....a~) •
informal justification of this is that if the final y can be

compu ted only in terms of the ear ’s of th,e su ccessive
values of x , then we need not com pu te the sequence of x
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fan al y(append(x .y ) .  z )

I i tsa ly(x .f im la ly (y . z ) ) , 

Y kr ( h ,...ar))) (w hich can be proved by the theorem prover) allows these
terms to be further simplified.of a fu n ction with arbitrarily n,any argument places does

not lead Out from the class of primitive recursive
Iii fact, t he use of this equality usuzuII~ y ields the sametun eti ouis . ”
knimna produced by accumulator get,eralization and
iiid uction in [4].Peter ’s result for the two argumei,t case is easily seen,

Since it is just the theorem :

REFERENCESf ( X o , Y& t ’ ( X 0. Y0).

justified above. ihis theorem camt actually he proved ~~
] Boyer . R.S, and Moore , J Strother. Proving theorem s
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the tr j i isl: it uon of t h y ’ p:uriial recu rsive specificat ions into 1960).

pri um imt use recu rsive ones and still ,~rove many t heoren,s.
Pulis re [‘Ii describes how. Roii~lily slated , Moore ’s [4] Moore , i Strother. Intr oducing iterati on into the Pure
apprn.mt It require s two cii r ic hnwm ,t ’. of the origin a l theo rem LISP Theorem Prover. IEEE Transactions on Software
prover. l- ir s t.  th e i i ,duc tm o it pr inc iple must be sireii gt hened Engineering, SE—I , No. 3 (Septem ber 1975), pp. 328—
so that to prove qt( X . ~ ) for all X and Y . w here Y is used ~~~~~

as an accun t ulator in son ,e funct ion I in ~~ , one f irst
proves q(0 , i) for all 1, and then inductively assumes [5] Peter , R. ~g~ ursuv c f runc lions . Academic Press , New
q ,(X , e (X+ I . Y ) )  for any expression e , and proves York , 196 7, pp. 63-69.
q m (\+I .1). Moore exp lains why this is a valid induction
princip le (also ct . Goods tein [23, pp. 123). The cho ice of
t he expression e is left to the theorem proving process , and
Moore expla ins how it can he determined from the
definition of I. The second augmentation required in [4]
is the extens ion of the eeneral itatioi , heuristic so that
accumu lator :urgunient positions which initially contain
constants can he rep laced by expressions containing free
var iables , al lowi t ,g ’ the use of t he induction method above.
1 h is  general ization ii,trodumces a new fu mu ction . called the
“ accun tu il ator f u nction ” , m u ,  the acc unt ulator posit ions. It
turn s o u t  that Moore ’s accuj n,ulalo r f u nct ion is just our -

l i na ly .

The method of tra nsla t ion iiito primitive recursive
form prop osed in th is pumpe r does not require eit her the
enric hed form of indu,ctioii or the su btle getier:ulitumtion.

We have found that proofs of many th eo rents
involving i ‘ are con iplicated by the introduction of ter m s
suc h as F i n a l y (a ppend (x ,y ) , z ) .  due to the expans ion of
t h e  rev cal l in F’ , However , use of t he lem ma:

I hi~ is a good esan,ple of wh y future number theory

~ im mrses should he tau ght using Pure LISP as the meta —
laii iuiiage.
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Appendix C

PROJECT ACTIVITIES

A number of outside activities were undertaken on

project. These activities consisted of attendance at

conferences or workshops rela ted to this project (in many

cases presentations were mad e at these gatherings) , and

publ ication of papers covering , or closely rela ted to the

projec t w o r k .  The e s sen t i a l  f e a t u r e s  of such a c t i v i t i e s  a re

summar ized  below .

3. Invita tional Workshops

* Workshop on iu The Feasibility of Software
Cer t ifica t ion” , hel d a t Sta n f o r d  Researc h
I n s t i t u t e , Men lo Park , California on 14—35
November 1974.

~ I 
A formal presen tat ion, entitled “On Program

R e l i a b i l i ty an d Spec i f ica t ion tmm was given by J. M.

Spitzen of our projec t staff.

* U. S. Army Computing Systems Command Wor kshop
-~ - on Reliable Software , Falls Church , Vi rginia on

19—20 November 1974.

The SRI’ Computer Science Laboratory

at tendees were B. Elspas and Lawrence

Robinson . (The latter individual was not a

C—] 
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membe r of this projec t team ; Elspas m

attendance was supported by this contract.)

El spa s presen ted a ta lk describing the

present  sta te of the ar t of prog ram

verif icat ion and some predic t ions for future

progress in this field. A digest of this

talk (prepa red by P. Fisher , W. Hankley,

and J. McCall) appears in “Steps Toward

Reliable Sof twz~re : Procee d ings of a

Workshop , ” Technical Documentary Repor t , U.

S. Army Computer Systems Command , pp. 3— 30

through 3-46 (January 1975).

* A i r  Force-NASA Workshop on Fault-Tolerant
Systems , h e l d  at  Research T r i a n gle Pa rk , Nor th
C a r o l i n a  on —5 December 1975.

B. Elspa s presen ted  a t u t o r i a l  on program

ver i f icat ion , al so covering research

progress a t  SRI on our c u r r e nt  A i r  Force ,

Arm y,  O f f i c e  of Naval  Research and NSF

cont rac ts concerned wi th program

verifica tion. An abstract of his talk

appears in the Wor kshop Proceed ings

(Proceedings From the  Fault Tolerant Systems

Workshop, December 3-5 , 1975 , Research

Tri angle Institute , Box 12194 , Research

C-2
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T r i a n g l e  Park , North Caro]ina 2’?709).

The Computer  Science Labora to ry  at t endees

— were B. Elspa s and J. Goldberg . M r .

Goldberg ’ s p a r t i c i p a t i o n  was supported by

sources o the r  t h a n  t h i s  cont rac t .

B. Confe rences  ~t tend ed On This  Project

A CM - 74  Conference  at  San Diego , C a l i f o r n i a  was a t t ended

on 1 1- 13  November 1974 by B. E l spas .  No p r e s e n t a t i o n  was

made by h i m .

ACM Symposium on P r i n c i ples of Programm i ng Langua ges at

Palo Al to , California was attended on 2 0 — 2 2  J a n u a r y  1975 by

B. E]spas, J. Spitzen , R. Shostak , end R. S. B oyer .  No

p r e s e n t a t i o n s  were given by these projec t s taff  members.

‘nternationel Conference on R e l i a b l e  So f tware , h e l d  a t

Los Angeles. California was attended by B. Elspas on 21-23

Apri l 1975. A paper entitled , “SELECT--A Formal System for

Testing and Debugging Programs by Symbolic Execution ,” by P.

S. Boyer , B. Elspas , and K. N. Lev itt was deli’uiered by

B. Elspas. The subject matter of this paper concerned an

experimen tal system for semiautomatic testing of programs

for correc tness which had prev iously been developed at- SRI

C-3
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under NSF Grant GJ-36903X. Preparation of the paper was

covered by the NSF grant. However , attendance of Drs.

Elspa s and Boyer at  the  conference was supported by this

AFOS R c o n t r a c t .  The paper a ppears in f u l l  in the conference

proceed i ngs.

N a t i o n a l  Computer Conference (NCC ] 975)  held at

Anahe im , Cal i f o r n i a  on 19 — 2 2  May 1975 was attended on 21 May

by B. Elspas for the purpose of participating in a Panel

Discussion on “Program Verification in 1980” (chaired by P.

L. London). No written version of this talk is available.

I n v i t a t i o n a l  DOD/ Indus t ry  Conference  on So f twa re

Verifica tion and Validation, 3—5 August 1976 , Syracuse , New

York. Drs. B. Elspas and J. M. Spit-zen attended this

RA DC/ARPA conference . They made two separate presentations.

Elspas presented a paper co—authored with Spitzen , en t i t led

“A System for the Verification of JOCIT Programs.’tm Thi c

paper describes wor k under contrac t wi th RADC tha t ma kes use

of techniques  developed under the  present  AFOSR c o n t r a c t .  A

w r i t t e n  ve rs ion  appears in the proceedings issued by RADC

and ARPA . Spitzen ’s presentat ion was a survey of current

work at SRI ’ on the  h i e r a r c h i c a l  development methodology

(HD M) , w i t h  p a r t i c u l a r  r e fe rence  to the design of a provably

secure ope ra t ing  system . The paper appearing in the

proceedings  i.s an e a r l y  v e r s i o n  of the Spitzen , Levi t t ,

C-4
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Robinson papar reproduced as Appendix A ) ,  but the o r a l

p resen ta t ion  was , as ind ica ted , broader  in scope . The

a t t endance  of Drs. Elspas and Sp ltzen  at  t h i s  conference

was supported under RA DC Cont rac t  F30602-76-C—02 04 .

N a t i o n a l  Computer Conference  (NCC—77 )  at D a l l a s ,  Texas,

13 June 1977 . B. Elspa s a t tended  the NCC-77 in order to

p a r t i c i p a t e  i n  a Panel Discussion on “Symbo l i c  Execu t ion ”

under the chairmanship of E. F. Miller , Jr. Dr. Bispas’

attendance there was partially supported by this contract.

No w r i t t e n  copy of h i s  r e m a r k s  is a v a i l a b l e .

F i f t h  I n t e r n a t i o n a l  Jo in t  Conference  on Ar t i f i c i a l

I n t e l lig e n c e  — 1977 (IJCAI—77 ), Massachuse t ts Ins t i tute of

Technology, Cambr idge ,  Massachuse tt s, 22—25  Augus t  1977.

Robert E. Shos tak  presented  h i s  paper , “An A l g o r i t h m  for

Reasonin g Abou t Equ a l i ty, ” covering portions of his research

on the decision algorithm for Presburger arithmetic carried

Out under this AFOSR contract. His attendance at IJCAT—77

was supported in part by this contract.

AFOSR/ARO/ONR Conference  on Research  D ir e c t i o n s  in

S o f t w a r e  Technology , Providence , Rhode I s l and , 10-12 October

1977. B. Elspas  a t t ended  th i s  conference an d par t ic ipa ted

by subm itting (at the invitation of Prof. Jack Dennis , an

Associate Chairman) a “Discussan t- Contribution ” with respect

C- 5 
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to one of the formal papers , “Progam Verifica tion,” by Ralph

I. London. For unexplained reasons this contribution

(along with some others) failed to be included In the

Proceedings. Its inclusion Is promised , however , in a

companion book , Research Direc tions in Software Technology

now be ing prepared by P. Wegner and several associate

editors.

C. Papers Wri t ten Wholly or Par t ly on this Projec t

J. M. Spit-zen, K. N. Levi tt , and L. Robinson , “An

Example of Hierarch i cal Desi gn and Proof ,” eppc-red

origin~ ily as Technical Report Number 2, SRI Project 4079

(March 1976) , and was then submitted to C. ACM , Programming

Languages Depar tment; it ha~ s ince been resubmit ted  a f t e r

revisions prompted by r e f e r ee s ’ comments .

The prepara t ion of this paper was joint ly

supported by the present AFOSR contract , NSF

Gran t DCR74-18661 , and ONR Contract N00034-

75—C— 0816.

B. Wegbrei t and J. M . Spit-zen, “Proving Properties of

Complex Data Structures ,” J. ACM , Vol . 23 , No. 2, pp. 389—

396 (April 1976).
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Dr. Spitzen ’s contribution to the writing

of this paper was suppor ted by the presen t

AFOSR contract; Dr. Wegbreit- ’s cont ribut ion

by Xerox Palo Al to Research Center.

P. S. Boyer , J S. Moore , and P. E. Shostak , “Prim it ive

Recurs ive Program Transformat ion ,” presented by Dr. Shostak

at the Third ACM STGACT-SIGPLAN Symposium on Principles of

Progr amming  Languages , he ld  in  A t l a n t a ,  Georg~ a on 19-21

J a n ua r y  1976.

Dr .  Sh o s t a k’ s c o n t r i b u t i o n  to th i s  pape r

was suppor ted by the  present  AFOS R c o n t r a c t .

Dr .  Boye r ’ s work  was support-ed by ONR , and

Dr .  Moore by Xerox Palo A l t o  Research

Center , where  he was a staff member jus t

before  he jo ined  the SRI Computer  Science

- 
. Labora tory .

Robert  E. Shos t -ak , “An A l g o r i t h m  for Reasoning About

E q u a l i t y , ” Proc . I JC AI —77 Confe rence , Vol . 1 , pp. 526—527

(Aug ust 19 7 7 ) .  Submi t ted  to J. ACM for  p u b l i c a t i o n .

Robert  S. Boye r and J St r o t her  Moore , “P Lemma Dr iven

A u t o m a t - i c  Theorem Prover for Recursive Function Theory,”

Proc . IJCAI -77 Conference,  Vol . 1 , pp. 5]] -5 l9  (Augus t

19 7 7 ) .  Support for  the preparation of this paper was shared

C-7 

_~~~~~~~~~~~~~~~~~~~ -— —-- -5 - - -  - - 

-



5- - ~5-~~~~~ •’•  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

_ _ _  --- -5-

by the present AFOSR contract, ONR Contract N00014-75—C-08]6

and NSF Grant DCR72-0373A01 .

C-8

—5- ---- — — -— - - -- - - -— --_ _ --— - — - - _ ________________________

—5-- —~.—--.~—-- ‘— . _—— —.——— ---.— —— —-— - _.__, — — -  
— . -5 . -

5-5-
~~~~~~~~~~~~- ~~~~~~~~~--  -


