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. SCOPE.

1.1 Qbjectzive. Thae objective of this TOP is to derermine (a) whether
communications-ealacironics (C-E) 3ystams or agquipments possaess inherant
deficiencies which can be intencionally exploiced %y 2nemy eleccromag-
setic means and (b) whether the contribution of the systems or aquip-
mants to the elecrcreomagnecic anvirooment can be usad to detacr their
sresancea and location.

1.2 Limizarions. Siznce z:any of the specific procadurass of vulmerabilicsw
tedting arae classifiad, the amount of information provided im this TOP

i3 limited and is iacended as genmeral guidance only. Each tastc may re-
quire some tailoring 30 as to accommodate the charactaristics of the par-
ticular syscem under tast, Prior classiiied test plans and test raports
on similar test items remain the “estc source of speciiic procedures. 1In
addition, countarzeasuras depend 2o 2 aigh degree upoun the skill of che
speracsrs. Therz (s ac substizurs Ior axperiamce In zast :lanning or ia
z1a operation of aquipment, The probabilicy ofF :rcv*ding informat zo
an unauthorized party whean cryprographic aquismeant is used is not iis—
zngsed izn :this I0P.

*Supersedes (T2 3-2-308, 13 June 1968..—14).—'7/5Zﬁa?

Approved for public release, distributiom unlimicad,
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3. PREPARATION FOR TEST.
3.1 Prechecks. Make the following prechecks and arrangements:

a. Assurance checks that test equipment and accassorias are avail-
abla, are operational, and meet cartified calibration requirements. Checks
that the znecessary tast procsdures and software for automatic test aquip-

ment are available.

b. Operational check of the test item(s) to emsure normal, correct
functioning.

¢. Final arrangements for provisions of supporting and participating
agencies, activities, and facilities as raquirad,

d. Tast persomnel brizfiag and provision of raquirad ianstructions,
manuals, and data collacstion znatarial. i :

3.2 IWS Tests.
a. Simmlation in the IWS may raquire obtaining tapes of the expectad
oparaticonal electromagrersic anvircnmen= so backgzround conditions can be

egcablished,

b. Investigatzs the specified paramerars and cast conditions. Rapre-
gantative considerations ara-=-

(1) Desirsd sigmal (S) and jamming sigmal (J) frequencies

(2) Calculated S and J signal lavals rapraseantacive of tactical
ranges

(3) Jammer modes
(4) Test itam operaticnal modes

(5) Combinations of L, 2, 3, and 4 3bove rapresent salactad
alecrtronic countarmeasurss (ZCM) conditious

(6) Possgible alactronic counter-cguntarmeasures (ECCM) =2ch-
alques

(7) Data to he racorded and recording nethed
(8) Scoring zmethod and/or equipment

2. Set up the tast itam 4nd ta2st equipment within or zear che IWS
as required for =ach measuremenz or condizionm.
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2. FACILITIES aND INSTRUMENTATION.

a. The facilities and instrumentation of the Army Zlectronic Proving
Ground (AEPG) for vulnerability testing have been used as an example o
indicace requirements. AZPG's Elsctromagnetic Environmenzal Tast Facilicy
(EMETF) 1is described in detail in apvendix C. Related major instrumenta-
tion is indicated also.

o. Briefly, zhe EMETF comprises :he Zollowing:
(1) The Iostrumented Worlikshoo (IWS). Pruvides the capabilicy

to conduct electromagnetic vulmerability tasts ader precisely controllad
condicions and provides degradation data for use ‘1 the cowmputer analysis.

The IWS includes the Digital Seoring 3vstac 2e Automatic 2aca Col-

laction Syscem (ADCS), and the Yoica Incax? 'vais Systam (TIAS).
(2) The Spectrum Sizzmatuzz Tacili-  SST). Zrovides spectTunm

signacure data compilation in accordance IZ-3TD-449DL/ and analy=z-

ical raports on 2lectromagnetic charactaristics, deficiencias, and ra2me-

d

ial design racormendation.

(3) The Scoring Facility. ?rovides a xmeans of scoriag the ef-
fect ¢f incarfarance on voice communications zquipment and systcems. This
facility measures information transier by .:: of phonetically balanced
(P3) words and a trained listaner craw ari ;armits the establisiment of
equipment performance under conditions of incarfarenca and jamming,

(4) 'Weapom System Zlectromagnertic Znvironment Simulactor (WSEZS).
Provides the capabilicty of simulating under pracise coancrol duplicates of
radio fregquency (RF) signals which are reprasentacive of thosa found ia zhe
real world and would be associared with trackiag, air defanse, artillery,
and combat surveillance radars, and any other signal within :-he range of
2-13 GAz.

(3) Fiald Facilizy. ?rovides a capabilicy 2o field validata
laboratory data, zneasure anrcamna charactariscics and Jropagation factors,
and tast 2quipment that cannot be brought inco che laboratory.

(6) Librarv of Compurar Frograms. Provides a salection of
computer prograwms which are used as asnalytic tools for analyses of cper-
ational cZoncepts, syscams, ind 2quipment. The primary tzs3ting ool is
the Ipviromnmental Intarfarasnce If7aczs Yedel (EIXM).

Taquency Spectrum Charactariscics, Measura-

. i i
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d. Provide artificial antemnas (dummy loads) and signal sampling
davieada; do oot use systam antennas.

3.3 Eield Tescs.

a. Normally, test situations will be simulated as indicatesd in para-
graph 3.2. In certain instances, however, £ield tescs may be necessary.
In these instances, use methods similar to those indicated but deploy the
test item(s) and operara chem in an authorized open land araa at tactical
ranges under operating conditions approximating tactical employment of
the item. Create an active ECM electromagnetic environment by use of a
ground-based, zobile ZCM simulator deployed and operated to realistically
represent 2nemy ICM systams. Conduct passive ICM ({intarcepcion and direc-
tion finding (DF)] =ast3s utilizing =mobila instrimentation having the reg-
uigite intarcept-DF and measurement capabiliries.

b. Through spacial interagsency coordization, the £i2ld :t2st 2ay be
designed to employ actual active and pasgsive IC{ syscems in lieu of the
simulator instrumentation; however, the lactar provides mora tes:c flaxi-~
bility and mora compr=hensive tast rasults.

c. Configure field tests to provide daca from all apvlicabla physi-
cal and electromagnatic relationships of the fest itam and the ZCM instru-~
mentation. Make extensive arrangements £ assure appropriate izems are
obtained for deployment in the field.

d. Make early contact with the responsibla frequer<y management
agency to ensura authorization for radiation in the rsquired fraquency
bands during the anticipatad test intarval. )

4. TEST CONTROLS.

To assure uniform and rapeatabla results, consider the following
actions and contTols as approoriate o the tast item:

a. Detarmine the degree of variance permissible on parametars such
as fraquency, power lavel, and semsitivity, and include limits in che
appropriata software programs.

5. Approach performance thresholds wizh increasing J levels fol-
lowed by decreasing J levels to detcarmine d4Z%ferencas iz parformance.

c. Consider keyiag saquences; i.2., desired sigmal om first or jam-
ner on first,

d. Use at lszast three desired 31znal levels berween minizum sensi-
tivity and receiver saturaticn to simulate long, nedium, and short link
langths.

e p—
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e. Select low, medium, and high frequenciles in the test item fre-
quency band(s).

f. Use thras degrees of tast link information transfer; f.e., ac-~
ceptabls, marginal, and not acceptabla.

g. When required by a2 specific test plam, or for a full evaluatiom,

inciude application of the most probable ECCM techniques appropriate to
the tast itam.

h. To reduce the effect of the jamming signal,

(1) Utilize test item raceiver adjustments such as detuniag
RF/AF gain control and bandwidth control.

(2) Increase the test iZam cramsmiztar power (burn-chrough).
(3) Set the S lavel to producs corract informacion cracsiar
or a normal performance index In rhe jammed condizion. Set the J lavel
2o praduca 2ffeqtive jamming.
i. Record in detail any ECCM techmique or combinatiom of techniques
which Teduces the degradation caused by jamming., Zffsctive ZCCTH methods

are those which cause a significant increase ia performancs indax.

5. Z2ERFORMANCE TE3TS.

5.1 IWS Tests.

5.1.1 Vulnerabilicy of Communicacion Systems to Elactronis Countarmea-
sures (ECM).

5.1.1.1 0Qbjective. The objective of chis subtest is to decermine whethar
the tast itam is 7ulperable to electrocic countarjeasuras when operating
{2 its normal coufiguracion, iz a simulatad enviromment (uzilizing both
the unencipnersd and emciphered modes, +when appropriate :o cthe item).

5.1.1.2 Method.

a, Initially, conduct a search t Jetarmine the potencially most
2ffactive jamming mudulation. ZEmploy various cowbinaticus of frequency,
nodulation index and zmedulaticn frequency, pulse width, and pulsa rape-
tizion rate in ezach node of operarnion appropriate o the item o datar-
nine the combinations which cause the worstc siznal degradacion, 23 nea-
sured by the appropriata performance ipndicater: arsiculacicn index (Al)
for analog links, bit error ratas (3ER) for digital links, articulation
score (AS) for amalog or digital links, or percentage of corraecr copy
(PCC) for relerypewriter links. Usae values which correspond to existing
data for the restc itsm, or 3imilar items, as a starcing point. However,

N e e e e @
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do not limit the methods or procedurss to predstermined data but vary Chem
as Tuch as possible to 4ecermine the worst cass performance. As appropri-
aze, and as a minimmm, for all pulse modulations iaclude data stream bit
ratas or clock frequencies (if c¢lock frequencies and bit ratas are not the
same) and their mulciples. Taka precautions to prevent burmout or other
damage to the tasc item.

b. Simulate an appropriate tast link confizuration with predeter-
nined signal levels providing a specified signal plus noise-to-aoisa
ratio [(S#N)/N)] at the terminal receiver ocutput. Simulate long~, dedi-
um~-, and short-range links for communicatica items,

¢. Test sach link with no jamming present and with worst case jam-
ming. Apply tape recordings of phroumetically balanced word llsts as the
aodulatisg signal co the tarminal cransmittar., Record the tarmipal re-
ceiver cutpur at each jasmmiag-to-sigmal razio (J/S).

d. Evaluacs thesa cutrput racordiags with a taam ¢f trained listezars
to obtain AS. Detarmine the ralationship decwesn a5 and AI or AS and BER
(sae app D).

a. Apply ECCM ovperatiomal techniques as a2 seéarata action following
the preceding tests, 3Iepeat the a2fiactive jamming using ECCY as appli-
cable to the tast izam.

5.1.1.3 Data Regquirsd. Record the followicg:

a. Egquipment ncmeaclatura
b. Worst case modulating signal characteristics for 2ach ECH mode
¢. All S levals (d4Bm)

d. Approoriace performance indicacor (3ER, AS, 2CC. AI) versus $

a. J wvalua for criteriom A, AS, 3ER, or 2CC, or value L 43 above
loss of synchromization (d3m).

£. J/s (d3)

8. AS versus Al or 3ER.

h. Record iz dazail any afiactivre :=CCHA.
5.1.1.4 Apalytical Plan. Prepara a grapn of the rangs of jpericrmance
versus affactiveness Ifor aach ECM mode. DPrepars a graph of the range of

periorzance versus the effectiveness of ZCCM against che jamming sigmals.
S2a figure 1 for samole graphs.

I
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do not limit the mechods or procedures to predetarmined data but vary them
23 Tuch as possible ro determine rhe worst cass performacce. 4s appropri-
aza, and as a minimm, for all pulse modulatiocns iaclude data stream bHit
rates or clock frequencies (1£f clock fraquencies and bi: rates are not the
same) and their multiples. Take precautions to prevent buraout or other
damage to the test item.

b. Simlate an appropriate test link configuration with predetar-
nined signal levels providing a specified signal plus noise-to-soisa
ratio [(S#N)/N¥)] at the termipal receiver output. Simulate long-, medi~
um-, and short-range links for communicacicn items.

¢. Test sach link with no jamming present and with worst case jam-
ming. Apply tape recordings of phonetically balanced word lists as the
modulatiag sigmal t©o th2 zarminal tTamsamittar, ecord the tarminal re-
ceiver outpur at 2ach jammiag-to-sigpmal razio (J/S).

d. Evaluaca chesa outzut racordings with 3 t2azm ¢f trainad listazerxs
to obtain AS. Dertarmine the ralatiomship between AS and AI or AS and 3ER
(32e app D).

e. Apply ECCHM operational techniques as a2 sesarata action following
the praceding tasts. Rapeat the affzcsive jamming using ECQM as appli-
¢cable to the tast ictam,

5.1.1.3 Daca Regquizasd. Record the followicg:

a. Egquipment nomenclature
b. Worst case modulating signal characteristics for 2ach ECM aode
¢. All S levels (43m)

d. Approoriace performance indicacor {(3ER, AS, ?CC. AI) versus 3

a., J wvalue for crirericom A, AS, 3ER, or 2CC, or 7alue 1 43 above
loss of synchromization (d3m;.

™m

J/3 (dB3)
2. A3 wersus Al or 3ER.
1. Record {2 darail any sfiactive ICCM.
5.1.1.4 Apalyrical 2lan. Prepara 2 zrapn of Zhe range of perfcrmance

iveaness Zfor sach ZCM ameode. >rapare a graph of the range of
ca 7arsus the effactiveness of ICCHM against =he jamming siznals.
g

28rI0o7T23n
as figura2 L sarmle Zraphs.

e it
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’
5.1.2 Noncommunication Systems.

5.1.2.1 Objeczive. The objective of this subtast i3 to decarmine whether
the tast icem’'s performance in itcs intended operational electromagnetic
eaviromment 1s (1) degraded in the presence of jamming and (2) vulnerable
to detaction.

5.1.2.2 Method.

a. Inirially, conduct a search to determine potantially effective
jamming modulations as indicared ian paragraph 3.1.1.2a. Examine equip-
ment characteristizs and, based on past experience and engineering judg-
ment, select the jammer charactaristics most likely to be aifactive
against noncommunication systems. A radar is specified here as an ex-
ampla of zhe 10stT common type 9f ncncommunization system. (Vavigacion
systams, distance-measuriag syscams, ra2mot2 comnctrol systems, and tale-
metTy systams are alsc Zoncommuniciticn systams.) Se2= up the radar or
other davize as shown iz figure 2. Simulata sargesc razuras appropriat:z
o the specified ranges of the radar. Subject the radar to jammizng wich
the seriass of =odes detarmined im the initial searczh to be affactive,.

b. Simmlate rwo target types (missile, aircrafc, acc.), using a
small aoviag target locatad at ome-hnalf the scatad range from the zest

- Xy

igam and a large zoving target locarad at Zull range from the tast item.

€. Select iamming levels on the basis of iacarfaring power densi-
ties at the radar rTeceiver raquired to produce conditions of jamming
threshold and 10O-percent jamming. Test a aonjammiag (clear-channel)
3ignal coundition for aach target cype and at least five rangas (desirad
signal levels). Introduce jamming lavals in small increments starcing
at the clear-channel condizion, but close to jamming cthreshold, and de-
zarmine the J/S at which the criferion performance degradartion (10 per-
cant below clear-channel performance) is reached. Continue to increase
jamming lavels uncil lCO-percent jamming is achiaved. Selacr a aumber
of jamming lavels large 2ncugh o describe tie range of J/S versus deg-
radatiocn.

d. If radar performance canmot be dacermined autcmatically, use
three diffarent radar operators in aach tast Tum. Compara their perfor-
zance sgores. I1f the individual scorss diffar by 5 percent or mcrs,
rarun the Iest.

€. Usa a2ach combination of variabla paramerars which ccomprises a
rast run unril all fadividual combinarions ars testad. Ipclude a ~un
wizh both zargets visible 2o detarmire the affact on jamming thrashold.

For sach za2st rum, requast ia radar operator o searca Lin Cange
ge whnathar a tarzac is decacrted in the radar ocutput. Tha operator
e uynawars of the czonditions prevailing fZor any tast run. Tor each
jazming lavals, laclude Two tarjer conditiong--carget praseat and
at prassat——to provide an indicationm of false targets.

o
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agtablished in paragraphs 3 and 4 by use of the EIEM. Iz the analysis,
avaluace the dacectability by a hostile alaectronic warfare support mea-
suras (ESM) acrivity and account for che nature and axtentc of the hostila
EW threat as determined by the appropriata test bed deployment.

¢. After establishing the vulnerability to detsction of che cast
item in ics incanded enviroument, daetermine the alactromagnetic compati-
bility (EMC) as a baselizme. Then determine the IW susceptibilicy daca
to determine the change in probabilitcy of satisfactory operation of :the
test item when a jammer is turned on. List the probabiliry of tarzes
detaction scores as a function of J/S lavel and jamming modulation types.

d. Use RF, power cutput, and antenna pattarn data for the jammers
contained in zhe existing files of informaricn for forsign 2quitments =0
determine the jamming lavels at the tast icem. 3y.usa of the IITM and
the modifiad Longley-Rice irregular-rarrain srovagation ﬁode-,z/ darar-
nine jammer distances Zovr 3-, 50~, and 95-percznt jamming affactivanass
(see £ig. 3).

@. Assura that intarcept 2quipment used ia che aralysis has saensi-
tivities and antanpa gains comparable to thosa of amemy zquipment in the
time frame of intarast. Calculaca the distance to> the test izem Sor 2ach
iatercent aquipment and use the EIZM and the =modified Longlay-Rice irrag-
ular-tarrain propagation model to determine the probabtilisy chac the in-
tarcept recaiver will datact the test item in its operatiomal anvironmant.

£. Evaluata zhe photographs to detarmine whether distinczive 3T
charactaristics exist that might aid the enemy.

3N )

5. Flald Tests.

5.2 1 General. VNormally, fiald conditions will be simulacad, as in the
sceding subtasts. However, if simulation facilivias ars oot available
or 1f a validation tast is required, 2 fisld tast may be necsssary.

5.2.2 Qbjeccive. The objective of this subzast is to detarmine whather
the tast izam i3 vulnerable to electronic countarzeasures when operatad
in a representative f{feld environment under represencativs conditcions.

5.2.3 Method.
a. Active Tasts

(1) Establish a ground test link with two tes. itam samples,
cne to fumctiom as a victim receiver (VR) locatad ac the test facility

2/ lLongley, A. G. and P. L. Rice, "Pradiction of Tropospheric Radio Trans-
2ission Loss Over Irregular Terrain—-i Computer Method--1948," ESSA
Technical Report ERL 79-ITS 67, July 1968 (Ravised September 1972).
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fixad teast sits and the other to function as che tast link transmitter
(TLT) deployed at distances representing short, medium, and maximum
ranges. In cass the longer ranges cannot bae obtained within the cest fa-
cilicy, reduce the TLT power in calculated increments without degradatiom
of tast signal charactaristics in order to simulate the longer ranges
while the TLT remains at a practicable midrange locatiomn. Establish
ground . radar systam test lioks by providing an appropriate passive tar-
gec,

(2) »r airborne systems, operate the victim receiver of a
ground-to—-air test link in an appropriate airzecrafe, which shall fly a
prescribed course and altitude. For avionics systazams having no ground-
based component, such as navigation, altimeter, and suyrveillance systems,
£ly che test item and 1its passive targec comprisiag the tast lizk iz ap-
propriats patterns through the ECM enviromment.

(3) ¥%Wich the TR ourpurs indicating c¢orract informaticn traans-
fer, measurs, at the VR location, the 3izzal la2vals in the unmiammed tast
link conditions. Designata them 51, S2, and S3. Racord the raspective
ground ranges or slant ranges as R1, 2, and R3 for ground and aizborme
systems.

(4) Operate the test item at low, center, and hizh frequen-
cies of its operating band unless it is a singla fraquency devica.

(3) 1If the tast item has the capability of operating in aoras
than one modulacion aode, test 1z ia each =mode.

(6) For the tast link modulatiom signal, approximates the nor-
mal signal form, consistent with the scoring system.

(7) Llocate an ECM environmental zenerator (ECM~ZG) with ra=-
spect o the ragt link arnd victim receaiver to provide a raprasaencative
ECM mean field strength at the victim raceivar.

(8) 1f the system has dirsczional characzeriscics, 7ary the
angular relationship of the ZCY~ZG and the VR by relocating che EZCM~2ZC
£o several posicions on a 180° are. Make csrtain the ZCM-EG antenna is
pointed toward the tast iiam from any location. To test che system in
azizuth, use an airborme EZCM-EG. Fly 1t at several alricudaes abova
ground level (AGL) and from various angles t£o the zest itam. Detarmine
the aumber and locatiom of ICM~EG posicicns from a study of the =ast
itam’s antenna pactern and the Ca2st arss terrain, salacting vTulnerabla
points in back- and side-loba areas in addizionm %o the angle of attack.

(9) For ground test {tems/links and for each zest conditiom,
vary the ICM~-ZCG power outpul to produce a decremental change in cha casc
link perforzance index in a ainimm of five steps from thrashold to toral
jamming,
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(10) Ar each stap, measure and record the J level at the VR and’
the cast item parformanca.

(11) For airborme tast items, hold the ECM-EG output comstant
as the aircraft {3 manauvered on a prescribed course which provides vary-
ing slant ranges to the ECM-EG and TLI. Measure and record the power
outputs of the desired transmirter and the jarmer and the tast item per-
formance in the aircraft at prescribed space positioms along the slant
range (data points) as detarmined, callsd out, and racorded by che tast
facility tracking radar system. By usa of »ropagation equacions, calcu-~
late J and S values at the test itam.

(12) Specifiy the number of spaca posicion data poiats to en-
compass the range from VR thresheold %7 zaximm jaoming. Selact a mini-
mum of five J lavels producing decremental verformancs indaxas for use
in the data reduction process.

{13) Conduct airborme radar zest3 af a 2iaimum of thres alci-
tudes reprasanting three slant raages: RL, RZ, and J. Heasure and ra=-
cord the power outputs of the desirad transmittar and che jazmer and the
tast item perisrmance in the airsraZt az prescribed space rosition data
points. By use of propagation aquations, calculata the J and S values
at the test itam.

(14) Modulate the EZCM-ZG carrier in that node determined to Se
nost effective in the laboratory tast or usa all modaes which, in the
judgment of the tast engineer, will approximara a potential ECM anviron-

ment for the itam undar test. Use czhe same noda or combination of modes
throughout the test serias.

e

b. Electronic Counter-Countarmeszsuras (ELCOM),

(1) Apply EZCQY operatiomal techniques during the jamming vphasas
of each active ZCM fisld tast. Employ techniques and devices idemcifiad
in laboratory tasts, 1f availabla.

(2) Racord the rasulzs of apy ZCCM tachnique or combination of
techniques which reduces the degradation causad 5y z2ny class or level of
jamming. Consider this an effective ECCM methed.

(3) 1Zf the "burn-chrough' tachniques are applicabla 2o the
test {tem, take precautions to preveat damags co the tast ltam.

¢. 2assive Tasts.

{1) Perform thesa testy with an intercept and directiocn fiad-
ing (DF) team located at positions that approxizmata possible ememy posi-
istances,.

P
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(2) Using the intarcept/DF team, attempt to identify the test

itam by frequency and tast sigzal.

(3) Obtain bearing and S lavel zeasurements on the test item
under no~-jamming conditions.

(4) Reacord data for each acrempt, including frequency, signal
lavel, bearing, time, and pertinent cperational notes.

(5) On directicnal-zype test items, follow a test comparable
to the steps in paragraph b above with the following exceptiouns:

(a) Rotate the test link tramsmictar (TLT) antenna or
complaete unit in discrate steps from 0° to 180° with respect to the DF
equipment location while maiacaining che originmal (TLT-VR) elavation
angle. '

(5) Wizsh the TLTY, transmit zor=al signals on the test
fraquency for prascribad cize pariods,

(c) Perform the intaercept, 3F, and signal level mneasure-
ment operations as described above.

5.2.4 Data Required. Racord the following:

a. Active ECY Tast Data. Record test data developed at sach tast
alement, e.g., TLT, VR, ICM~2G, in a form and formac compatible with the
nature of the activity and configuration of the tast. For all cest data,

incorporate a real-tima or facility time code for subsequent data correla-

tion and raduction. Data ftems shall includa but ot be limitad co—

(1) Topological diagram(s) of field test layout showing dis-
tances and positions of test elaments for aach test condition. For air-
borne tcasts, complamentary data shall include aircraft attirude and radar

space position of Ilight path, altirude, in-flighe data points, and cine
raferences.

{2) Terrain profile diagram, or descriptivae data.
(3) Tesc item identification and characteristics.
(4) Test fraquancies of the cest item and ECM-ZG.
(3) Tast itcm modes.

(6) EC4-ZG modas.

(7) TLT signal levels at 7TR-clear channel, at all test frequen-
cies, test link podes, ranges, and orientations,
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3) ECM~EG signal levels at VR at all test frequencies, modes,

ranges, and criantations.

(9) VR outpur 3core or percent COrrect system operation at
each combinarion of irequency; test link signal lavel, range, orisnta-
tion, and mode; and ECM signal level, range, and mode.

{10) ECCM tachniques--parrative description wicth supporting
data, to include-~

(a) Prevailing tast condition(s).
(5) Signiiicant paramacar wvaluss,
(2) Degrse of parZormance improvement,

(ll) Waather condizions—-=222% cast ~hase/location.

2 on a tadbular log-tyze Zfumm
ical order and includa--

(1) Locaticn of intercapt/DT ta2am (map coordinatss)
(2) Weather condizions
(3} Time and interval of =ach attempt
(4) Intercepted sigmal
(a) Frequency (3z)
(b) Field stzangth
(¢) 3Bearing (degrass/T)
(d} TIdentificaczion/charactaristics/readabilizy

(2) Spectrum analyzer photographs and tape racordings

s
tn

available,

5,2.5 Apalyrtical Plan.

a. Reduce and corralate the raw dara itsms 5y manual zod auctomacie
data processing methods as aporovriate for each tezst conditiou. Examplas
are as rfollows:

(1) Combine lomnghand tabular darta into tablas presenting pa-
rametar values for each test coondition. Zxpedite this process DYy trans-
ferring the raw data to computer cards, which are then processed to pro~
duce the data in any combinarion of parameters in printad tabular form.

16
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(2) Interprec, scale, and time-correlate magnetic tape record-
ings, osciilograpn racordings, and photographs of airbcrne tast item
operation. Reduca the resulting data to tabular form comparable te (1)
above.

(3) Couvert J and S lavels to equivalent distancas with con-
sideration of the actual distances and propagation factors emploved.

(4) Couvert airborme victim space positcicm data to air-ground
slant rangas (distances) az the prescribed points in tima.

(5) Computa J/S values for each test conditiom.

b. Assemble and group raduced data to orsgsent the most si £icant
relationships which will lead to a comprshensive avaluation of zhe testc
item’s ECM wvulneradbilicy. Ixprass 3ystam or aquipment performance (per-
formance index) in t2rmas aporopriata to the type of zast izem; for ex-
ample, analog communication systams 1a A5 and digiral communicacion
syscams in 3ER; noncommunicacion systems, generally, in percent normal
system performance, ranmging Zrom usable (100) to unusable (0); or simply
"20," "a0-go" for systams naving bistable output characrteristics. Tha

applicable performarccs index shall be clearly defined in supporting nar-
racive,

6. DATA RFDUCTION AND PRESENTATION.

Reduce, present, and analyze the data as indicated in paragraphs

5.1.1.4, 5.1.2.4, and 5.2.4., A sample tast data form is included as ap-
‘pendix A.

Recommended changes to this publication should be forwarded
to Commander, U. 5. Army Test and Evaluation Command, ATTY:
DRSTE-AD-M, Aberdeen Proving Ground, MD 21005. Technical in-
formation related to this publicatcion may be obtained Ffrom
the praparing activicy (U. S. Army Electronic Proving Ground,
ATTN: STZZP-MT-M, Fort Huachuca, AZ 85613). Addiziomal
copias of this documant are available from the Defanse Doc-
umentation Canter, Cameron Station, Alexandria, VA 22314,

This document i3 idencifiad by the accession number (AD No.)
printad om the first page.
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APPENDIX 3
. __ CHECKLIST

FACILITIES AND INSTRUMENTATION

Which facilicies are raquired for the cast? IWS
SSF
SF
WSEES

EIEM

Ara these facilitias scheduled for usze?
PREPARATICN FOR TEST

Is all 2quipment availabla?

Is the aquipment within calibrasion limics?

Are test preocedurss availabla?

Is software available?

Has an operations check on the casc item been performed?

Have final arrangements for facilizies, etc., been made?

Are manuals available?

Jave Last persoanel been driafed?

Is the appropriate tast bed availabla? Aporoved?

Has the threat been detarmined?

Have tast parametars heen determized?

Are data sheets available?

dave electronic counter-countarmeasures (ZCCM) methods
been detarmined?

Has the scoring mechod been detarmined?

Is a3 mobile ECM-EG van neaded?

Is the field tast geomerry laid our?

Has a frequency authorization been obtained?

Have variances in tast paramecers been detsrmined?

Is the keaying sequencs {zmportant?

Have signal levels and fraquencias been detarmined?

PERFORMANCE TESTS
WS

dave potantially effacrtive jamming modulatious been
determined?

What i1s the performance indicazor? (AI, AS, BER, other)

Are tape racordings needed? Labeled?

Have all data been recorded?

Jave all plots bean made?

dave all photographs been made? Labeled?

Are the data {n a format usables by a2 computar?

t
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Fiald

Is the range radar scheduled?

Is on~site coordination astablished?

Is inscrumentation ou board?

Are all daza recorded?

Are all coordination details for data reducticn recorded?
Have range radar and DF operators been debriefed?

ANALYSIS

Is the correct tast bed heing used?

Is the correct computer model being used?

Is the computar output in a format usable for analysis?
Are all chreat equipmencs being considered?

Are all raw dacra reduced?

I3 analysis cutpur format usable by the customer? -
Wera any additicmal findings discovered during tasting?
Have objectives and cricaria of cest besn answared?

il
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APPENDIX C
ELECTROMAGNETIC ENVIRONMENTAL TEST FACTLITY
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1.0 DESCRIPTION OF THE INSTRUMENTED WORKSHOP.

The Instrumentad Workshop (IWS) of the Electromagnetic Envirommentzal
Tast Facility provides the capabiiicy of tescing military, cryptographic,
and commercial communications equipment performance under pracisely con-
trolled laboratory conditioms. Two general types of tasts aras performed:
paramecsr tests and link tasts. To ensure accurate, repeatable rasults,
calibration tests are also regularly performed on the equipment being
evaluated.

Paramecer teasts are used to determine those equipment operating char-
actariscics which affect equipment performancea, These data are usad ei-
ther as input to the Analytical Facility or as an end item to be furnished
to the sponsoring agency.

Link tests are conducted to measure system performance in a rigidly
controlled electromagnecic environment, The tasts provide data on the per-
formance of communications-electronics equipment exposad to the specific
types of accidental and intentional interference found in ‘vperational con~
dicions. When the performance of electronic countermeasures equipment is
reassured, the affects of jamming on links having knowm characteristics
can be accurately established.

The IWS contains three saparate test links, each capable of being con-
trolled by the Automatic Data Collection System. In addition, the Voicae
Intarfarance Analysis System and the Digital Scoring System are available
for scoring tast link performance. (The term "scoring” aumerically relates

equipnent performance to operator performance for use in subsequent analy-
sis programs.)

As an example of a link test, a transmitter and receiver to be tasted
are placed in separate shislded enclosures, and an RF link is established
through a coaxial cable and appropriacte atreanuacors. A second transmittar-
gr othar scurce of interference-located in a third enclosure i3 used as a
controlled inrarferer. Depending upon the {individual task requirements, }
the interference may represant electrical noise within the aquipment, other
traffic on the same or nearby channels, or jamming.

The receiver outpucr is then scored by an appropriata device——the Voica :
Intarference Analysis System in the casae of analog voice communications :
equipment or the Digital Scoring System in the case of digital communica-~
" tious systems. When transmissions are to be scorad in the Scoring Fzeil-
ity, the transmitrer {s modulated by z phometically balanced word tape,

and che zecesivar output is racorded on this tape for later playback at the 3
facilicy. s
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1.l DESCRIPTION OF DIGITAL SCORING: STSTEM (Part of IWS).

The Digital Scoring System (DSS) consists of thrme basic units iptes
grated into a unified system.

The remota2 unit, which contains six identical independent data chan-
nels, receives the digital data from the sensors connectad to the davica
undar test., Either serial or parallel data can be accepted by the remots
unit. Logic levels up to 2100 volts can be detacted without sigmificant
loading of the system under test. Any time delay between tha various test
points is resolved by the remote unit. The detected digital data are trans-
micted serially through an optical isolator to the central unit at low bit
ratas. At high biz rates, the data ara serially transmitted directly to
the cencral unit.

The central unit also contains six identical independent data chan-
aels. Ino the central unit, data are accepted from the remote uni: and
assembled into l6-bit parallel words for inpur to the coatrel uwaic. This
unit serves as the input formatrer for the control unit and creata2s Iinter-
nally all signals necessary for corract transfer of the digital data to
the control unit memory.

The control unit performs the actudal comparisons betseen the speci-~
fied pairs of digital data channels. The control unit comsiscs of a gen-
. aral=-purpose stored-program minicomputer with six identical indepecdent
parallel dara inpur channels equipped with block transfer adapters. The
olock transfar adaptars allow the systam %o achieve maximum data iaput
rates.

Comparison of the birs received by the various data channels is ac~
complished under the control of tha DSS 3it Comparison Program. Each pair
of channels is compared separataly. Any error found rasults in the execu-
tion of a special error analysis routine within the z:ain program. An er-
ror 13 classified according to length. Single bit errors are counted sep~
arately. Any string of bits in error is placed in one of these cwo ervor
catagories and counted accordingly. 4 running total is kept for 2ach ar-
ror catagory. At the conclusion of the tast run, the totals for 2ach type
of error are princad on a Talacype printer.

The DSS Bit Comparisom Program procasses data from the test link in
real time. Data ars r=ad into memory in blocks and two memory blocks are
assigned to 2ach active data input channel. As soon as a block is filled
for all active channels, processing begins. While one set of data 5locks
is beiag compared, the block transfar devices on tha inpuf channels aras
£i1iing the alzarnats daca blocks for each input channel. If the data in-
put vace exceeds the speed at which che data can be processad, a message
is grintad on the taletypewritar and processing is tarminatad. The actual
data processing speed will vary depending om the oumber of pairs of chan-
nels beizg compared, the data input rate of the link under resz, and the
aumber of arrors found.

b At . 7 R g s W
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1.2 DESCRIPTICN OF THE AUTOMATIC DALA COLLECTION SYST:ih (awuoy '
) (Part of LwWs). .

The ADCS automates many of the funczions which occur during liok
testing of communicatiZons equipwment. In 36 doing, the tlwe rsquized o
perform a particular sec of link tests is reduced significantly, testc
repeatability is improved, and errors associated with manual data taking
are aeliminaced. Oucput from tha system i3 available in the form of cam-
era~-ready prinzout ard, when desired, as magnatic tape recordings which
are then scored by trained listeners in the Scoring Facility.

The ADCS 13 a tocally salf-calibracing, self-monitoring tesc control
system. As one of its unique features, the system continuously compares
all parameters of the test secup against allowsble variaticuns. If an un-
acceptable variacion were to occcur, the gystem would halt the tastc and
provide informacion o che test operator for actioen.

The primary elemencs of the automaced link are the tast comsola and

the autgumatic spectrum analyzer. The automatic spectrum analyzer makes

all frequency and power measuraments for an automated test-link. The auto~
2atis specszrum analyzar countains a digital computer, a contirol console,

and a tast aquipment rack. The czontrol counsola will accept up tg three
tape cassectas contalning the cocacrol prograr. It can be operated Ifron
standard library programs, from programs wiich have been adapted f£r
standard programs, or from special-purpose programs which have been an-

tarad manually. A kayboard and video display emable the operator to com-
municace with the computer.

After the operator has entered the control program and such optional
data and tast parameters as desired, the automacic spectrum analyzer func
tions automatically. The tast operator thereafter conftrols the test at
the tast link console. The Taletype locatad near the tast cousola prints

out all system alarms, requests for new data, revisaed aquipment secaings,
atc,

Wnen articulation scoring of the test link is required, a phoceti-
cally balancad word cape and an output tape are loaded om the tape re-
corder. The automatic spectfrum analyzer i3 programed o operata the word

tape automatically, and the recaiver oucput is recorded for later scoring
in tie Scoring Facili:cy.

Three totally diffarent cypes of rests can be run sequentially on a
block tize-sharing system 5y the ADCS.
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1.3 YVOICE INTERFERENCE ANALYSIS SYSUZs (karc ot IWS).

The Voice Interference Analysis System (VIAS) provides an automacad
means of scoring analog (voice) communications links by electronic mea=-
surement tachniques. The ourput of the VIAS {s a2 aumerical value called
articulacion index. The articulacion index is directly correlatable to
the articulation scores obtained by trained listaners in the Scoring Fa-
cilizy.

The VIAS consists of seven voice analyzer sats, a salf-check signal
genearator, a test signal generator, a patch panel, a digital voltmeter,
and associated amplifiers and power supplies.

In the VIAS method of computatioun, the speech frequency spectra be—
tween 200 and 5100 Hz are divided into 14 bands. The signal-to-~noise
ratio (S/N) in each band 1is determined. This ratio is axpressed loga-~
richmically on a scale whers unicy (fully countributing to speech intal-
l1igibility) corresponds zo an S/N of 18 d3. Ratios above or below these
values are raced as unity or zero, respectively. The individual band
coatributions are summed and divided by 1l4. The result is the articula-
tion index. Speech power ia zny given band conzribucas aftar calibrationm
as much to the total articulation index as the speech power in any other
band. The bandwidth of each of the 14 bands {s carsfully chosen to per=-
mit the articulation index calculation to be made.

Jo speech is actually transmitted in the VIAS. Imsta2ad, a modulated
pilot tone locatad near the peak of the normal speech spectrum is used to
provide a reference lavel. 3Because the shape of the speech spectrum is
known, tha levels of speech can be directly inferred for the machine cal-
culacion.

Initially, the sat lavel tone (an unmodulatad 350-Hz tone) is ad-
justed to the audio level ar the ipput to the transmittsr-to~receiver,
volce-modulatad radio link under test. The standard VIAS test signal is
then applied for _ystam seasursment. The operate signal, a 350-Hz come
triangularly amplicude nodulated at 35 ¥z, modulatas the transmittar. The
average output level of the operating waveform correspouds £o the average
power of the speech waveform. The ocutput voltage of a receiver under testg
includes components of the pilot tone which represent the speaech output
md a0ise components ralarted to the interfarenca.

A filrar then separaces the pilot Zome componments from the noise comw
ponents. The tone provides a slowly varying direct curvent which comtrols
the gaia of the log amplifier. Since the 350-Hz pilot tone has Seen re-—
moved by filtering, the actual output of the log amplifier is the noise
component of the recsived signal. The gain of the ampliiier is being cone
trolled 3y the 950-#z reference, and therefore the aoise amplitude is pro-
portional to the signal-to-noise ratip.
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Two shaping oetworks wiiZ,: the :irequens; Jlsc.ibuwlon of Jiw wuies wu
a msuney ioversely proporticnal to the method used with the normal speach
spectyun. Thus, at this point in the system, tha noise spectrum level at
any frequancy is xzade proportiomal to the noise-to-speech ratio for the
sane frasquency at the input to the systaem under tast.
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2.0 DESCRIPTICK 55 7= SPLCTRUM 3IGuaTool FacILITY.

The Spectrum Signature Facility provides measurements of C-F aquin-
ment characteristics. These measurement data include detailed character-
istics of transmittars, receivers, and antennas, all of which can be
obtained at all appropriate points in the equipment lifes cycla.

Maasuyremenr capabilities include a fixed laboratory with screen en~
closures and mobile (van-type) laboratories for fiald work. Boch the
fixed and mobile facilities are equipped as meeded to perform all spec~
trum signaturs and specialized data measurements under either closed-sys-~
tem or open-fisld conditions. The mobile laboratories include a high-
power 3gignal source (a modified AN/MSM~63), which performs such cypes of
antanna measyrements as close coupling, gain, and beamwidths, and also
pexforms high-power effects tests on aquipment and systems.

Data are obtained on such receiver charactaristics ags~-

Sensitivicy Pulse and CW Desensitization
Selactivity Dynamic Range

Spurious Rasponse Oscillator Radiatiom

Overall Susceptibilicy Audio Selectivi:y
Intermodulation Discriminacor Bandwidth

Adjaceat Signal Interfersence
Typical transmitter data include—

Power OQurput

Emission Spectrum Characteristics
Modulation Characteristics
Intermodulation

Modulator Bandwidth

Carrier Fraquancy Stabilircy

These da®a pay be used as input to the EZIEM cocmputer models and as
basic data for ZIMETF and spousor development programs.

[ PR, DY
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3.0 DESCRIPTION OF THE SCORING FACILITY.

This unlqua facili.y endbles us to cousider cie Lumau upecacur and
his responses to equipment operating characteristics. Listener subjects,
undar the supervision of a tast controller, listen to recordings of a
specially selactad group of phonatically balanced words mixaed with intar-
faring signals. Their responses provids scores for apalysis by the spon-~
soring agency or for input to the Enviroumencal Incerferenca Effects Model.

The Scoring Facility consists of two eight-position listener facili-
ties: oue fixed and one mobile. The mobile (van-type) facility 1is partic-
ularly useful in scoring communications equipment when specially trained
listeners are available only at the sponsoring agency's location. Each
facilicy is acoustically insulaced and contains appropriate high fidelity
tape raproducers and headsets. The listener stations a2re fitted with con-
soles containing 50 pushbuttons, each representing a test word.

During taating, che tape-recorded material (in tha form of spoken tast
words, or ''carriar phrasas’ containing the tesat words, which have been
mixed with interfering signals) 1s presented to each listemer, who pressas
the pushbutton next to the test word he thinks he hears. A forced-choice
mode of operation demands a response from each listener for each test word,
aven if it 1s ounly a guess, by holding up the next test word or phrase un=-
til all listanars have responded.

Performance is measuresd through use of an articulatiocn score (AS),
which is a measure of the percentage of phonetically balanced words in a
test message correctly recaived by a team of trained listeners. These re-
sponses are automatically scored by automated equipment associated with
the Scoriang Faciliry. Voicea communications squipment being scored auto-
matically by the Voice Interfarence Analysis Syscem (VIAS)-—part of the
Instrumentsd Workshop——requires correlazion between the results of human
. scoring (articulation score) and VIAS scoring (articulation index).

Human factors are carefully comsidered in the selection and tTaining
of listemar taams. Audiometer t2sts eliminats subjects having undasirable
Qearing characteristics. During a3 J-week training period, the listaner
teams are tTained on a series of 42 tapes for which standardized scores
exist. Thus, as the teams laarn scoring Ceciniques, they are also "cali-
brated."”

During subsequsnt scoring programs, the teams are periodically retasced
on a no-cotice basis wizh standardized capes to ensurs consistanc results
and to account for "learaning curve' effeczs. EFach tham is used for ocmly a
limited 2iza, after which the individual nembers ars not used for at laast
a year. This further eliminatss any possibility of undesirabla bdias ia
resulls caused by team nembera zemorizing ctast word liscs.

e B
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4.0 DESCRIPTION NF_THE WEAPON SYSTEM ELECTROMAGNETIC ENVTRCNMENT
STMULAIOR

Tha Yeagoz System Zlectromagmati. Javiicuweue Siwuelator (WSEES) was
developed to enable contzolled and rapeatabla testing of radars and weapom

systams in closed-link configuracions similar in concept to communicatgiouns
tasting.

The WSEES has the capability of simulating under precise control du-
plicates of radio fraquency (RF) signals which are rapresentative of those
found in the real world and would be associaced with shell and mortar track-
ing, air defense, artillery, and combat surveillance radars and any other
RF signal within the frequency range 2-18 GHz. These signals include pulse;
¢ontinuous wave. (CW); both pulse and CW doppler; pulse burst pattern; chirp;
and pulse, CW, and swept jamming. Up to 32 different pulse signals can be
simulated at any one time. These signals may be crabined into a single
output or individually distributad to any of 12 separate outputs.

Control informaction is provided to the digital interface by the man-
ual input device, the real-time controller, or the tape units. The digi-
tal interface storas control information on as many as 32 emitters and
passas these data on to the RF generazors when needed. Digizal comtrol
information 1is also provided to the power and pulsa controller and the
remote output signal control. The combinacion of these three elements
produces RF signals with the desired freasquency, amplitude, and time and
pulse characteristics, switched to the proper output port.

Future weaponm systems may have a multiple reactiom capability. They
will be abla to adapt to interferencs or jamming by changing fraqucncies
and control modes and other electronic countar-countarmeasures (ECCM)
techniques. To parmit rapid cesting of these advanced systams, 3 real-
time controllar and a staerable platform are incorporated in the WSEES.

The real-time controller cperates in a feedback loop with the system
under test. In its normal mode of operacion, the WSEES genaeratas a signal
environment as commanded by precalculacad capes for the cperational situ-
ation being simulated. When che cperational node for tha system under
test changes, che r2al-cime controllsr senses :-his change and altars, as
appropriacs, the signals being genarated. To accomplish the signal changes
or modifications required, the real-¢ime controller nust not only sense
that a change in the operational situation has occurred, but alio adjust
the signals to raflect che chai

The stasrabla slatform permifs simulacion and control of the spatial
position of a2 missile. The real-cime contzollar (by meonitoring the sig-
nals to the missile contrel surfaces in rsspect to the calculated space
position and speed of the missila) can change sigral simulation and staer-
able platform paramecers to raflact changes in missils position.

The basic characreristics of the RF signal-generacing capabilizy of
the WSZES ars indicated In figure 4.



12 September 1977

TOP 6-2-308

*RITISTaIRIovIeYD (vulis SHASH

*y 2anByg

ap ozt oL O
wgp 91+

TOULNOD JANLITINY ¢
1N4AN0 HYIMOd *

SOLSIYILIVHVHI LN4LNO

T oL v

v . -
1'!!1 ————————
, YTL 0L 08 3
..e.ache.cu

oLZ
[l ]

-

b O
-

g 3 3 8 1 3 L} __1 .1

{tio 8L OL 2}

WNWIXYWN €

SHOLVUINID
NY3LLVd JTOYL23I58 €

STZHY ST JLVH WNWIXYWN
7% nOL 0L 74 OF
s/ 00009 OL 02

HILLING MD »

1SHUNY 3SINd »
dUIHD @

JONVH HI V440U »
FLVH NOILILIdIY o

W 909 OL OY IWIL TV o
. v 0oE 0L 02 IWIL ISIY »
WT 0Z 0L 10 HIOM @

SIOLLSIYILIVHYHI NOLLYHINID 35TINd

ZE — STIVNDIS TVIOL ¢
SHOLYHMINID Jud TYNUILXI — STYNDIS OF ¢
SHOLVMINID JUd TVNUILINI — STYNDIS 2L ¢

STVNOIS

N RPN S

FJONVY AININO3IYS

i




12 September 1977 TOP 6-2-508

5.0 DESCRIPTION OF TEE_FIELD FACILITY.

The Fiald Facility has access to an area approximately 40 miles by
60 2fles to coBdu-i dlecisuuiaxuwelc enviroumental tests under controlled
donditions whila retaining the principal elements of operational realism.
The area 1s sparsely populated and 1s shielded from the urban areas of
Phoenix and Tucson, Arizena, by mountain ranges. COther populatad areas
are sufficiently distant to avoid appreciable electromagnetic interference.

Mobile test instrTumentation and a locale with a2 year-round, near-per-
fact climate pernit che deployment of typical Army systems, subsystems,
and equipment in accordance with the sictuatiom being analyzed. Testing
capabilities include cosite interference evaluatious, open-field emission
tasts, and susceptib{l{ty measurements. The Field Pacility alsc provides

realistic field zonditions for acquiring empirical data in support of com=-
puterized analysis.
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6.0 LIBRARY OF_COMPUTER PROSPAMS.

The Library of Computar Programs of the EMEIT provides the capabiliti
of Compuial Siwuiacavu aud analysis of tha elsctromagnecic environment.
Reapresentative computer amodels are—

a. The Enviroomantal Interfaranca Effects Model (EIEM) is a group

9f analytic routines designed to pradict the performance of commnications~
elactronics (C-E) equipments in tactical military deployments. The daploy-

ment of military C-E equipments in a tactical situaticn is called a tast
bed and provides the location, setting, and equipment employed. The EIEM
providas a mathodology for the following:

(1) Communicability -~ How well communications links perform,
considering ounly atmospheric acise.

(2) Compatibility ~ How well communications links perform with
unintentional interfarence from other spectrum users.

(3) Vulnerabilicy - How well communications links periorm under
condirions of intantional jamming.

(4) Iatercepcibiliev - How well intarcept syscams (friendly or
enegy) receive opposing forces C-E signals.

(5) Iotal electxomagmetic compatibility (EMC) - How well com~
mmications links perform with tha total interfering envircnme=nt. )

b. The Elactromagnetic Radiatiom (EMR) Model is used to detarminas
electromagnetic radiation levals at specific sites in a deployment of C-E
equipmentc. I providas maximum lavels of fisld strength sorted by fre-
quency band and modulation type. Fraquency bands can be specified as
input data and can be asy width. The modal can also be used in a form
which finds any signal exceeding threshold levels specified for each band-
and identifiss the source of the signal.

¢c. The Spectrum Integration Modal 1is usad ¢o provide calculated
scoring data for input to other intarferancs idantification schemes. The
Spectrum Inregration Modal usas mesasursd or predicted transmittar amis-
sion spectrum and racaiver selectivity curves as input and performs a con=
volution integral to provide the calc:=lated scoring data.




v

LR e

e e e = R = ¢ e e e ——————————

12 Seotember 1977 TOP 6~2-508

APPENDIX D
SCORING OF VOICE COMMUNICATIONS EQUIPMENT

The determination of the performance of a voice communications link
raquires the evaluation (3coring) of the audio cutput of the link under
conditions of controlled intarfarence. This i3 accomplished by momnitor-
ing the audio output to detarmine the effect of various gignal-to-inter-~
farenca ratios (S/I) on the qualiry of this cutput. Two types of scoring
are gepnerally used for this type of analysis: the articulation index
(Al), which is a numerical ocutput from an electronic voice analyzer; and
the articulation score (AS), which 1s detarmined by a human operator.

Al is a derived measure of intelligibilicy for analog systems based
on weighted $/I in several audio frequency bands of aqual intelligibilicy
contribution. Al i3 measursd by means of an electronic voice analyzer
that outputs a score from § to 1.0 as a measure of the qualicy of a test
tone sent over the test link. TIf oo degradation to the test tone exists,
the analyzer assigns an Al of 1.0; 1if the test tome is completely maskad
by interference, the analyzer assigns an Al of 0. The AI, monitored and
recorded during the conduct of the tast, becomes a record of the effect
of each interference condicion on the analog voice link.

The AS is a measure of the percentage of phonetically balanced words
in a test message correctly intarpretad by a team of trained listeners,
In practice, team members listen and respond to recordings of the test
message derived from the ocutput of an analog or digital voice tast link
into which interference has been interjected. Team subjacts are screened
to eliminats thosa whose hearing characteriscics are nonrepresentative
of the norm apd trained om a saries of tape message for which standardized
scores axist., The purpose of this training is to "calibrate" the rasponsa
of each team member. Phonaetically balianced words ars usad %o the cest
nessage 30 as to be representative of English language sounds. The tast
message, counsisting of word-group recordings, eaczh comtaining 350 mono-
syllabic words per group mixed wirth intcarfering signals, is played o tha
listeners and their rasponse is observed. Upon hearing a word, each lis-
Caner and their response is osbsarved. Upom hearing a word, each listaner
prasses a dbutton on his console corraspouding to the word ae thinks he
hears. After all iscaners have responded, the responses ars automatically
scored by autcomaced equipmaent. The final result is the AS. Tha system
insures againsz the pemorizing of word lists by using each tesm member for
only short periods of time wizh at least a year batween esch pericd of
dury. The system providas for cthe evaluation of tast links under closed-
link conditicns in a workshop, or recordings takan at remote sitass undar
field conditions 2ay be evaluated at the listemer faciliry.

For communications aquipment that has co pravicus tasting history,
it zay be necessary to establish a correlation betwean the AI and AS val-
ues. This corrslation provides a check of the performance of the equip-
zent, in terms of effect on a human operator's understanding, at various
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Al and S/T levals. To accomplish this, tape recordings at specific S/I
lawels ara scored by listenar taams to obtain the corresponding AS values.
it has been found that an AL score of 0.3 gemerally represents 50-percent
intelligibilicy (AS), and an AI scors of 0.7 repreasents a signal that is
nearly 100 percent imtelligibla.
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. APPENDIX E
DEFINITIONS

Barrage Jamming - The simultanecus jamming of a oumber of adjacant chan- E
nel frequencias. i

Burn-chrough - The ability of both communications and noncommunicatious :
systems o operata In a jamming enviromment due to higher transmitter :
power output. This enables a radar to overcome the interfersnce and de-~ ;
tect a target up to a cartain range and enables a comrunications system :
to overrida jamming signals.

Electromagnetic Compatibility (EMC) ~ A measurs of the ability of commu-
nications~electronics (C~E) aquipmencs, subsystems, and systams, together
with electromechanical davices, to operate fn their intended opezatiocmal
envirouments without suffaring or causing unaccesptabla dagradacion be-
cause of unwantad aelectromagnecic radiatiom or respousa.

Electronic Countermeasures (ECM) - That major subdivision of electromic
warfare fnvolving actions taken to prevent or raduce the affectivenass of
an adversary's equipment and tactics employing or affected by elactromag-
netic radiations and to exploit the enemy’s use of such radiatiouns.

Electronic Countarmeasuras Yulnerability Test - A tast to determine the
ability of C-Z equipments and systams to operata in their intended elec-
tromagnetic anvirouments at designed levels of efficiency without expa-
riencing unaccaptable degradation due to anemy ECM.

Electronic Countar-countermeasures (ECCM) - That major subdivision of ;
electronic warfare involving acticns taken to ensura our own effactiva .
use of electromagnetic radiations despita the enemy’s use of counter-
usasures.

Electronic Jamming -~ The deliberata radiation, reradiacion, or reflactiom
of electromagnecic signals, inmcluding window jamming, with the object of
izpairing the use of elactronic devicas by the enamy.

PRSP SN

Zlaczronic Warfars (EW) - That division of the =military use of 2lactromics i
involving actioms taken Co prevent or raducs the affective use of radiatad
electromagnetic energy and actions ctaken to insure the effactive use of
radiated elactromagnetic enargy.

Electronic 7arfare Sunport Msasures (ESM) -~ Thar division of EZW involving

actions taken to search for, intercapt, locate, record, and analyza radi-
atad electromagnatic anerzy for the purposa of exploiting such radiatiom
in support of military operations. Thus, ZSM provides a source of EW in- ]
formation required to conduct EICY, ZCCYM, threat detaction, warning, avoid- {
anca, target acquisitiom, and aoming.
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Lookthrough -

W R A 1 bl I

a. When jamming, a technique whersby the jamming emission is inc-rQ
ruptad for short periods to alliow aonitoring of the victim signal during
}amming opaerations.

b. When being jamned, tha Cachniqus of observing or moniZoring a
deasired signal during intarruptions in the jamming signal.

Performance Index - The measure of a cast item's capability to perform

its dasign mission under normal, clear~channel conditions and in the pres-
ence of fortuitous or intentional elactromagnetic interference. The mea-
surement meathod and index vary with the class of tast item; expressed in
genaral terms as percent correct information transfer, percent correct
copy, percent accuracy of rasults, percent correct interpretation of re-
sults, or, in some casas, usable-unusabla operaticunal resulcts.

Spot Jamming - The jamming of a specific channel or frequency.

Sweeothrough Jamming - A means of jamming over a fraquency band wider than
that of a spot jammer; that is, by sweeping the carrier frequency of a
tunable ECM transmitter over a givem band. A single sweepthrough jammer
attempts to sequentially jam many different victim systems operating at
different fragquencias. :

Test Link - The RF path established by the test item(s). For commumica-
tion systems in general, ome test item unit operating as the test link
transmitter (TLT) and a second as the test link receiver (TLR) or victim
receiver (VR).

Julnerabilitv.- A measure of the degradation of the ability of C-E equip- :
mént, subsystems, and systams, togathar with elactromagnatic devicas, to :
operats in their incended operatiomal envircument becauss of unwantad %

response tc intentional alectromagnecic radfiation utilized in electromic -
warfare.




.

»

”

o -

-

12 Sancember 1977

APPENDIX F
ABBREVIATIONS

articularion index

articulazion score

bit arror rate

eaviroomencal genmerator
Eavirovmental Intarference Effects Model
Electromagnetic Radiacion

Field Facility

Instrumented Workshop

jamming signal

jamming-to-signal ratio

percsutage of correct copy
probabilicy of target detacticn
desired signal :
$igual-to-aoisa ratio -
signal plus noise to noisa ratio
Spectrum Signature Facility

test item :

test link raceiver

test link transmitter

true north

Voice Intarference Apalyeis System

TOP £~2-508

Weapon Systen Electromagnetic Eovironment Simulator
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