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1. SCOPE.

1.1 Objec,±ive. The objec:ive of this TOP is to determine (a) whether
:om ica~ions-t~ec:ronics (C-E) systems or equipments possess inherent
deficisncies which can be intentionally a.ýloited by enemy elect:romag-
aetic means and (b) 4hether the contribution of the systems or equip-
me-ts to the electromagnetic environment can be used "o detect their
presence and location.

1.2 L-cations. Since =2an7 of the p.oec._'i •rocedures of ,zerabit'
:est-ig are ziassi.±:ad, :he amount of infor-aation provided in :his _0P
4.s limited and is intended as general guidance only. Each test may re-
quire some tailoring zo as to accommodate the characteristics of the par-
cicular system under -est. Prior classified test plans and test repor:s
on similar test items remain the best source of specific procedures. In
addi:ion, ccun:ar"-easur-s ieoend :o a high degree upon the skill of -he
operators. There is no substitute :or experiencs in zest olanniag or in
:iae o-eraion of aqui-4ment. .-.-e orobabil-z7 of providing inaormation to
an unauthorized atarZ7 when crrVptographic equi-4ent is used is not dis-
:-_ised -n :L-.1 :02.

mSvpersedes HTr 6-2-308, 1r ;une 1968.-d4 -
Approved for public release, distributionun'.i:d
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3. PRUARATION FOR TEST.

3.1 Prechecks. Uake the following .prechecka and arrangements:

a. Assurance checks that test equipment and accessories are avail-
able, are operational, and meet certified calibration requirements. Checks
that the necessary tast procedures and soft-jare for automatic test equip-
ment are available.

b. Operational check of the test item(s) to ensure normal, correct
functioning.

c. Final arrangements for provisions of supporting and participating
agencies, activities, and f.acilicies as required.

d. Tast personnel brtzf±=g and provision of requirad instructions,
manuals, and daca collac-ican matarial.

3.2 7;S Tests.

a. Simulation in the IWS may require obtaining tapes of the expected
operational electromagnzet: environment so background conditions can be
established.

b. Investigate the spectied parameters and cest condi:ions. Reore-
sentative considerations are-

(1) Desired signal (S) and Jamming signal (J) frequencies

(2) Calculated S and J signal levels representative oi tacri.cal
ranges

(3) Ja-er modes

(4) Test item ocerational modes

(5) Combinations of 1, 2, 3, and 4 above represent selected
electronic countermeasures (ECI) conditions

(6) Possible elec:ronic counter-countermeasures (EC a) ".ch-

aiques

(7) Data to be recorded and recording method

(3) Scoring method and/or equipment

c. Set up the cest item and test equipment jithin or near the iWS
as required for each measuremen: or condition.
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2. FACTITS AND OSTIE TION.

a. The facilities and instrumentation of the A.rmy -lectronic Provin;
Ground (AE.G) for vulnerabilit7 testing have been used as an example to
indicate requirements. AZPG's Ulectromagnetic Eavironmeural Test Faility
(EMM) is described in detail in appendix C. Related major instrumenta-
tion is indicated also.

b. 3rief!7, :he 7 comprises :he -following:

(1) The Tnatruzented Workzhoo (TUS). Provides the capabilicy
to conduct electromagnecic vulnerabili:y7 tasts "nder precisely controlled
conditions and provides degradation data for use "i the computer anal7sis.
The IWS includes the Digital Scor:n= Svstar he Automatic Data Co•-
lection System (.ADCS), and the 7oice Inter- 17sis S'st=_ 2TA-.S).

(2) The Soectr-im Sia:_:eacii- SS7). ?rovides szecr"-
signazure data compilation in accordance r .J.-STID-449DI/ and analy--
dcal raports on alectromagnet.ic charactari.;ics, deficiencies, and rene-
dial design recoi-endarion.

(3) The Scoring Faciri-7. ?rovides a means of scoring :he of-
fect of incarferance on voice communications mquipment and systens. This
facilitI =easures information transfer by _ :z of phonetically balanced
(PB) words and a trained listener zre-w arn- -er=Lit3 the establisnment of
equipment performance under conditions of interfarence and ja-ing.

(4) -Veanon System Zlectromagnetic Environment Simulator (WSEVS).
Provides the capabiLiC7 of 3imilating under precise control duplicates of
radio frequency (U-) signals which are representative of those found ia --h
real world and -would be associated with tracki•g, air defense, artiller7,
and combat surveillance radars, and any other signal :i:±iin :he range of
2-13 GHz.

(3) Field Faciliz-7. ?rovides a zaoabilir7 to field validate
laborator7 data, measure ant=ana zharacz.arscics and propagar-ion factor3,
and -ast equipment that cannot be brought into the laboraecry1.

(6) Library of Comouter Programs. Provides a selection of
computer programs .hicli are used as anal7tic -ools for analyses of oper-
ationaI zoncepts, sysrams, and equipment. Th-e prorimar7 tasting too! is
"-he Environmental intearerence Effac-s M odel (!i--).

i/ :li:ar-- Standard l.adio Frequenc7 Spectr•-m .7haraccaristics, Measure-
eant of, z2 Februar7 1973.
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d. Provide ar-tiicfai. antennas (dumy loads) and signal sampling
.a&...aa; do not use systam antennas.

3.3 Field Tests.

a. Norma.ly, test situations will be simulated as indicated in para-
graph 3.2. In certain instances, however, field casts may be necessary.
Tn these instances, use methods similar to those indicated but deploy the
ceas item(s) and operata them in an authorized open land area a: tactical
ranges under operating conditions approxi~mating tactical employment of
the item. Create an active ECI electromagnetic environment by use of a
ground-based, mobile !C% simulator deployed and operated to realisticall7
represent enemy MI. systems. Conduct passive =1 (interception and direc-
tion finding (DF)j tests utilizing mobile inst•-enecatiau having "he req-
uisitae intrcep--DF and measurement capabilities.

b. Through special interagency coordha-*ion, the field test =ay be
designed to employ actual active and passive ZCM systes in li.eu of the
simulator instrumentacion; however, the latter provides More test flexi-
billty and more comprehensive test results.

c. Configure field tests to provide data from all applicabla physd-
cal and electromagnetic relationships of the test itam and the EC( instru-
mentation. ake extaensive arrangements to assure appropriace items are
obtained for deployment in the field.

d. .Make early contact with the responsible frequer.17 =anagement
agency to ensure authorization for radiacion in the required frequency
bands duming the anticipated cest interval.

4. TEST CONTROLS.

To assure uniform and repeatable results, consider the following
actions and controls as appropriate to the cest item:

a. ýe-e-rmine :he degree of 7arianca permissib e cn parametars such
as f.equency, power level, and sensi:iv'ir7, and include limits in the
appropriata software programs.

b. Approach performance thresholds with incraslr4 J levels fol-
loved by decreasing J levels to deter-ine differences lz performance.

c. Consider keying sequences; i.e., desired signal on 4first or jam-
mar on first.

d. Use at least three desire-i signal levels between minimum sensi-
tivit7 and receiver saturation to simulate long, medium, and short link
!ngths.
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e. Select low, medium, and high frequencies in the test item fre-
quency band(s).

f. Use three degrees of test link information transfer; i.e., ac-
ceptable, marginal, and aot acceptable.

g. When required by a specific test plan, or for a full evaluation,
include application of the most probable ECf techniques appropriate to
the test item.

h. To reduce the effect of the jaming signal,

(1) Utilize test item receiver adjustents such as detuning
RI/Al gain control and bandwidth control.

(2) Tncrease the test itam transmitter power (burn-through).

(3) Set the S level to produce correc: o raacion :ransfar
or a normal performance index in the Janmed condition. Set the l eavel.
to produce effective JaMMing.

i. Record in detail any ECCM technique or combination oi techniques
which reduces the degradation caused by jamming. Effective 'CCMI methods
are those which cause a significant increase ia performance index.

~.?OR702MANC! TZSTS.

5.1 ZWS Tests.

5.1.1 VulnerabiliEZ of Comunication Systems to Electronic Countermea-
sures (=12.

5.1.1.1 Objective. The objective of this subtest is to determilne -whether
the east ltam is 7ulnerable co electronic countermeasures "hen operating
in its normal cou!fiLuratlon, in a simulated anvyronment (uillzlng both
"-he unencivhered and enciphered modes, -when appropriate to :he item).

5.1.1.2 Y.ethod.

a. TnitJally, conduct a search r Jetermine the potent.all7 most
effective .a-ing modulation. Emplo7 various combinations of frequency,
modula:ton index and modulation frequency, pulse wiidth, and pulse rape-

±ti:on rate in each =ode of operation appropriate to the item to deter-
nine the combinations which cause :he worst signal degradation, as 2ea-
sured by the appropriate per-for--ance indicator: articulation index (AI)
for analog links, bit error rate (3mR) for digital links, articulatio=
score (AS) for analog or digital links, or percentage of correct cop7
(PCC) for celet'7pwri:er i-nks. Use values which correspond to ew.asting
data for the test item, or s3milar items, as a starting point. However,
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do mot limit the methods or procedures to predetermined data but vary them
as much as possible to letermine the rotost case performance. As aprropri-
ate, and as a minimum, for all pulea modulations i-clude data sceam bit
rates or clock frequencies (it clock frequencies and bit rates are not the
same) and their mulLtiples. Take precautions to prevent burnout or other
damage to the test item.

b. SimuLate an appropriate test link configuration vith predeter-
mined signal levels providing a specified signal plus noiae-co-noisa
ratio ((S+N1)/N)j at the terminal receiver output. Simulate long-, medi-
um-, and short-range links for communication items.

a. Test each link vith no jamming present and vrith ,orst case jam-
ming. Apply tape recordings of phonetically balanced word lists as the
modulating signal to the terminal transmitter. Record the terminal re-
ceiver output at each ja-ng-to-sigzal ra:io (J/SY.

d. Evaluate these oucput recordings with a taa= oz trained lstenaars
to obtain AS. Determine the relationship bec"ween AS and Al or AS and BER
(see app D).

e. Apply ECCH operational tec!hniques as a separate action folloving
rhe preceding tests. Repeat the effective JammIng using ECCM as appli-
cable to- the test item.

5.1.1.3 Data Reauired. Record the folloving:

a. Equipment nomenclature

b. Worst case modulating signal characteristics for _ach ECYI made

c. All S levels (dBm)

d. ApprourLate performance indicator (BM, AS, ?CC: AI) versus 5

a. J vzalue for criterion Al, AS, 3ER, or ?CC, or value I i3 above
loss of sMchronization (d3m).

f. J/S (d3)

g.AS versus Al or 3ER.

a. Record in detail any eifactive SCCL.

5.1.1.4 Anal7vrical Flan. Prepare a graph of the range of perfocrmance
versus effactiveness for aach ECI mode. 7repare a graph of the range of
Per-formance versus :he effectiveness of ECZI against the jamIng signals.
;ee fi~ura 1 3a l ye graphs.
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do not limit the methods or procedures to predetermined data but vary them
as =uch as possible to Ittermine the worst case performance. As appropri-
ate, and as a minamum, for all pulse modulations include data scream bit
rates or clock frequencies (if clock frequencies and bit rates are not the
same) and their multiples. Take precautions to prevent burnout or other
damage to the test item.

b.' Sim.late an appropriate te3t link configuration •!th predeter-
mined signal levels providing a specified signal plus noise-to-aoise
ratio ((S+N1)/N)1 at the terminal receiver output. Simulate long-, medi-
um-, and short-range links for communicacion items.

c. Test each link vith no --Jing present and 'with worst case jam-
m-ing. Apply tape recordings of phonetically balanced ,ord lists as the
modulating signal to the e.rm:nal :r=ansm-:ar. Record the tar-inal re-
ceiver output at each ja..ng-to-sg-nal ratio (JIS).

d. Evaluatae :hese out:.uz recordings -with a :aa. or trained listear--
to obtain AS. Determine -he relationship bet-ween AS and Al or AS and BR
(see app D).

e. Apply ZCCM operational techniques as a separate action following
rhe preceding tests. Repeat the eafac::ve ja4 ing using ECal as appili-
cable to the test itam.

5.1.1.3 Data Requi:ed. Record the 4ollow•ig:

a. Equipment nomenclature

b. Worst case modulating signal characteristics for -ach ECY' mode

c. All S levels (d3m)

d. Appropriate per-2ormance indicator (3E-, AS, ?CC: A.) 7ersus 5

a. J' value for =:rýerLnn A-, AS, 3--, or ?CC, or 'zalue I.3 above
Zoss of 37mchromization (d3m).

f. J/S (d3)

g. AS versus A! or 3MR.

h. Record Ln de.all any= eifect:ie !CCl.

5.1.1.4 AnaI/rtiCal. Kan. ?repara a ;-ravh of the range of perfcrmance
versus ezf:ec.v.enness .or each 7- mode. ?-enare a graph of the .ange or
par:3 =ance 7ersus the effectiveness of _C7= agaiast :he jammiag signals.
2'e fiuare Z for srle rraphs.
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5.1.2 Moncounication Systems.

5.1.2.1 Objective. The objective of this subtast is to decarmine "whether
the test icem's performance in its intended operational electromagnetic
enviroment is (1) degraded in the presence of ja-ming and (2) vulnerable
to detection.

5.1.2.2 Yethod.

a. Taitiall7, conduct a search to determine potentially effective
Jaming modulations as indicated in paragraph 5.1.1.2a. Examine equip-
ment characteristics and, based on past experience and engineering judg-
ment, select the Jamer characteristics most likel7 to be effective
against noncomunication systems. A radar is specified here as an ex-
ample of the most coon :7-pe of nc=comunicatlon systam. (Navigacion
systems, discance-measurizg systems, remote concrol= 7stems, and tale-
metr7 s7stems are a..ýso zoncommuaication systems.) Set up the radar or
other device as shcvn in fio;gre 2. Si=ulate targec ret.urms appropriata
to the soecifled ra=ges of the radar. Subjec tihe radar to jaJ=g vich
the series of modes determined in the :nitial search to be effective.

b. Simulate two target types (missile, aircraft, etc.), using a
small moving target located at one-half the stated range from the test
item and a large moving target located at full range from the test item.

c. Select ja-ing levels on the basis of intcerfarig power densi-
ties at the radar receiver required to produce conditions of Ja-ing
threshold and 100-percent 'a-ing. Test a nonja-ing (clear-channel)
signal condition for each target type and at least five ranges (desired
signal levels). :ntroduce jammIn levels in smal-L increments start.ing
at the clear-c hannel condition, but close to ja-ing threshold, and de-
"-armine che J/S at wviich the critarion performance degradation (.0 per-
cent below clear-channel performance) is reached. Continue to increase
iaIng levels 1n0il 100-percent .amzia; is achieved. Select a number
of Ja- g levels large enough :a describe the range of J/S versus deg-
radation.

d. Tf radar performance cannot be dacetrmied automatically, use
three different radar operators in each east ran. Compare their perfor-
nance scores. 1- the individual scores differ by 5 percent or more,
rex-n the test.

e. Use each combination of vartabla parameters which ccmnrises a
test :"in until al' indi-rIdual ccmbinaticns are tested. Include a r--an
"ri :h both targets 7ts3oble to decarmine the aifect on ja.ing threshold.

f. For each test r-in, recuest t.he radar ooerator to searca in range
and judge whether a :arget is detected in the radar out-uc. 7he operator
A"l -e unaware of the conditions 3revailln; for any test run. For each
set of Jang levels, tdclde zwo tartet condi:icns -carget present and
to -arget prisent--o irovtde an indication of false targets.
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established in paragraphs 3 and 4 by use of the EIX. t, the analysis,
evaluate the decactability by a hostile eleccronic varfare support mea-
suras (MS,) activity and account for the nature and extant of the hostila
EWJ threat as determined by the appropriate test bed deploymenz.

c. A.fter establishing the vulnerability to detection of the cost
item in its incended environment, determine the electromagnetic compati-
bility (EMMC) as a baseline. Then determine the SW suscepcabilic7 data
to datermine the change in probability of satisfactor7 operation of :he
rest item when a jammer is turned on. List the probabilit7 of target
detection scores as a function of J!S level and Jamming modulation t7pes.

d. Use U,, power output, and antenna pattern data for the jamme:s
contained in the axIsting files of information for foreign aqu4;mencs :0
determine the .jaming levels at the rast item. 3y.use of the EIM and
the modified Longley-.ice rrTegular-terrain prooagation model,., dacter-
nine ja=mer distances for 5-, 50-, and 95-percen: Jamming ifZact.le•-ess
(see rig. 3).

e. Assure that intercept equipment used ia the analysis has sansl-
civities and antenna 3ains comparable to those of enemy equipment in the
S time frame of interest. Calculaca the discance to the test item for each
intercept equipment and use the ETI and the =odiflad Longlay-Rice irrTa-
ular-terrain propagation model to determine the probabtili'y that the in-

aercept receiver -il-l detect the cast itam in its operational environment.

f. Evaluate the photographs to determine whether distinctive IF
characteristics ezx4sr that might aid the enemy.

5.2 • ±ad Tests.

5.2.1 General. Normally, field conditions will be simulaced, as in the
preceding subtasrs. However, if simulation facilirlas are not available
or i! a validation rest is required, a field rest my be mecessary7.

5.2.2 Objective. The objective of this subcast is co dete•rine whether
the :est item ts rulnerable to electronic countermeasures wrhen operated
in a representative field environment under representative conditions.

5.2.3 Method.

a. Active Tests

(1) EstablIsh a ground test link with two tes.. item samples,
one to function as a victim receiver (VR) located at the test faciilty

2/ L•ngle7, A. G. and ?. L. Rice, "PradIction of Tropospheric Radio rrans-
Mission Loss Over irregular Terrain-A Computer '.Iethod-1968," ESSA
Technical Report MZ 79--iTS 67, July 1968 (Revised September 1972).
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fixed test sits and the other to function as the test link transmitter
(TLT) deployed at distances representing short, medi.um, and ma-xmz-
ranges. In case the longer ranges cannot be obtained within the test fa-
cilit7, reduce the TLT power in calculated increments without de•gradation
of test signa.l characteristics in order to simulate the longer ranges
while the TLT rems"ms at a practicable midrange location. Establish
ground.radar sys7tam ast links by providing an appropriate passive tar-
get.

(2) or airborne systems, operate the victim receiver of a
ground-to-air test link in an appropriate aircraft, which shall fly a
prescribed course and altitude. For avionics systems having ao ground-
based component, such as navigation, altimeter, and surveillance systems,
fly the test item and its passive target c=mprising the test Link- i ap-
propriate patterns through the EC-% environnent.

(3) With the 77 ou:tuts indicating corrac: iafor•-ation tzrans-
fer, measure, at the V71 location, the signal e,.r.ls in the uz=a~ed test
link conditions. Designata them SI, S2, and S3. Record the respective
ground ranges or slant ranges as RI, R2, and 13 for ground and airborne
systems.

(4) Operate the test item a: low, center, and high frequen-
cdes of its operating band unless it is a 3ingle frequency device.

(5) TI the test item has the capability of operating in =ore
than one modulation mode, test it in each mode.

(6) For the cast link modulation signal, approximate the nor-
mal signal. form, consistent with the scoring system.

(7) Locate an ECH environmental generator (EC-EG) with re-
spect to the cast link and victim rec-iver to proviede a representative
ECI mean field strength at the victim receiver.

(8) i- the system has directional charac:er•istics, vrary the
angular relat--onship of the ZC-EG and the V7 by relocating the EC{-:CG
co several positions on a 180" arc. Make certain the E•C-FG anteanna is
pointed toward the test item from any location. To test the system in
azimuth, use an airborne ECM-7G. F17 it at several altitudes above
ground level (ACTI) and from various angles to the :est item. Determine
the =umber and location of 0!.-;G posItions from a stud7 of the tes:t
item's antemna patter and the test area terrain, selecting vulnerable
points in back- and side-lobe areas in addition to the angle of attack.

(9) For ground test items/links and for each test condition,
var7 the WCM-EG power output to produce a decremental change in tha tast
link perfor-ance index in a minimum of five steps from threshold to total
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(10) At each step, measure and record the J level at the VE and
the cest. itam performance.

(11) For airborne test items, hold the EC-EG output constant
as the aircraft is maneuvered on a prescribed course which provides vary-
ing slant ranges to the E!C-EG and TIT. Measure and record the power
outputs of the desired transmitter and the jammer and the test item per-
formance in the aircraft at prescribed space positions along the slant
range (data points) as determined, called out, and recorded b7 the test
facilit7y tracking radar system. By use of propagation equations, calcu-
late J and S values at the test item.

(12) Specif7 the mumber of space position data points to en-
compass the range from V7 threshold to =axi=r ia-ing. Select a mini-
mum of five J levels producing decremental performance indexes for use
in the data :educc±ou process.

(13) Conduct airborae radar tests ac a =n.nim=,m o4 :nree alti-
tudes representing three slant ranges: .l, R2, and 1. ".!easure and re-
cord the power outputs of the desired :.ansmitea and --he J-er and the
test item per-formance in the arz:ra.t at prescribed space position data
points. By use of propagation equations, calculate the J and S values
at the test item.

(14) Modulate the EMM-EG carrier in that mode determ-ined to be
most effective in the laborator7 test or use all modes which, in the
judgment of the cest engineer, wjill approximate a pocenclal ECM1 environ-
ment for the item under cest. Use the same mode or combination of modes
throughout the test series.

b. Electronic Counter-Ccuntermeasures _(CZ).

(1) Appl7 ZCL operational :echniques during the janming phases
of each active MC2i field test. Employ techniques and devices idenififed
in laborator7 easts, Lf available.

(2) Iacord the resulZs of any EC•f technique or combination of
tachniques which reduces the degradatiou caused b7 any class or level of
Jamming. Consider this an effective ECM method.

(3) Uf the "burn-chrough" techniques are applicable to the
test i:tem, take precautions to prevent damage :o the test item.

c. ?assive Tests.

(1) Perform these tests -with an intercept and direction find-
ing (DF) team located at positious that approximaca possible enemy posi-
":ions and distances.
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(2) Using the intertept/DF team, attempt to identify the test
itsm by frequenc7 and Cast si4&al.

(3) Obtain bearing and S level measurements on the test itam
under no-samming conditions.

(4) Record data for each attempt, including frequency, signal
level, bearing, time, and pertinent operational notes.

(5) On directional-t7pe test items, fo2l o a test comparable
to the steps in paragraph b above with the following exceptions:

(a) Rotate the test link tr|ansmittar (TLT) antenna or

complete unit in discrete steps from O" to 180* -ith respect to the DF
equipment location while maitcaining the original (TLT-VR) elevation
angle.

(b) tith TLT, transmit aornal signals on the test
frequency for prescribed :--ae periods.

(c) Perform the intercept, DF, and signal level measure-
ment operations as described above.

5.2.4 Data Required. Racord the following:

a. Active ECI Tast Data. Record test data developed at each test
element, e.g., 7LT, 7R, 3C1-EG, in a form and formas compatible with the
nature of the Pctivit'7 and configuration of the cest. For all cest data,
incorporate a real-time or facil4.±y time code for subsequent data correla-
tion and reduction. Data items shall inclu.de but aot be limited to-

(1) Topological diagram(s) of field test layout showing dis-
tances and positions of test elements for _ach test condition. For air-
borne tests, complementar7 data shall include aircralt attitude and radar
space position of flight path, altitude, in-flight data points, and :cie
references.

(2) Terrain profile diagram, or descriptive data.

(3) Test itam identification and characteristics.

(4) Test frequencies of the test item and -

(3) Test it'm =odes.

(6) ECI-EG modes.

(7) TLT signal levels at 7R-clear channel, at all test frequen-
cies, test link modes, ranges, and orientations.
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(8) ECI-EG signal levels at MR at all test frequencies, modes,
rangas, and orientations

(9) VyR output score or percent correct system operation at
each combination ot frequency; zest link signal level, range, orienta-
cion, and mode; and EG2{ signal level, range, and mode.

(10) EC•4 taechniques--aarrative descriptionr zh supporting
data, to include--

(a) Preyvaling test condition(s)

Cb) Sig-nifza-nt oaramecer v alues .

(c) Degree of perfon-aance improvement.

(1) ;;eather condizians--er.<h r :sr ohase/locatioo.

b. ?assive 7=1 Test Da..a. :;eooc* daca on a tabular log-t7y-e foz-m
listing qitrcýDp/DF actempts :n ahronological order and include--

(1) Location jf zn-ercentiDT teea (map coordinates)

(2) Weather conditions

(T)me and intervaz. or each attempt

(4) intercepted signal

(a) Frequency (az)

(On) Field strength C.V/m)

(c) Bearing (degrees/7T~N)

(d) Idencifiaaion/characcarisrics/readabilit-

(e) Spectram analyzer photographs aid cape recordings if
available.

5,2.5 Analytical Plan.

a. Reduce and correlate the raw data items by manual and automatic
data processing methods as appropriate for each test condition. Examples
are as follows:

(1) Combine longhand tabular data into tables presenting pa-
rameter values tor each test coodition. Expediea this process by trans-
ferring the raw data to computer cards, which are then processed to oro-
duce the data in any combination of parameters in printed tabular form.

16
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(2) Ttzitrprec, scale, and time--correlate magnetic tape record-
Lags, oscillograph recordings, and photographs of airborne test item
operation. Reduce the resulting data to tabula form comparable to (1)
above.

(3) Couvert J and S levels to equivalent distances with con-
sideration of the actual distances and propagation factors employed.

(4) Convert airborne v-ct:im space position data to air-Sround
slant ranges (distances) a: the prescribed points in time.

(5) Compute ./S values for each test condition.

b. Assemble and group reduced data to present the most signilfcan:
relationships which vill lead to a comprehensive evaluaation of the test
item's 'Mu"1 nerabiIr7. 7-c'ress system or equipment performance (per-
formance Index�) in taers aporopriate to the type of test i:em; •or ex-
ample, analog commun.cacon systems in AS and digital conunication
systems in BER; aoncommunicacion systems, generally, in percent normal
system performance, rangiag from usable (100) to unusable (0); or simply
"Io, t'o-go" for Systems caving bistable output characteristics. The

applicable performance index shall be clearly defined in supporting nar-
rative.

6. DATA .DUCTION .ND .?RSSMI•TTIN.

Reduce, present, and analyze the data as indicated in paragraphs
5.1.1.4, 5.1.2.4, and 5.2.4. A sample test data form is included as ap-
,pendix A.

.Recommended changes to this publication should be forwarded
to Co~mander, U. S. Army Test and Evaluation Command, AMT?:
DRSTE-AD-M, Aberdeen Proving Ground, MD 21005. Technical in-
formation related to this publication may be obtained from
the preparing activiry (U. S. Army Electronic Proving Ground,
A T=7: FT--'!'--, Fort Huachuca, A2 85613). Addizonual
copies of this document are available from the Defense Doc-
mentation Cancer, Cameron Station, Alexandria, 7A 22314.

This document is identified by the accession number (AD No.)
printed on the first page.

I



0 0

z 
T 

0'

.6 -4- 03

40

.2 03 a

C-1

Iq7

4.j-

. I C 01

1 -1 . .ja
0 ~ 3 -3 -9 -4 -- f.....-- - --

~~44



12 September 1977 oP 6-2-508" ~i

CECXIST

1. FACILITIES AND nST2IT ION

Which facilities are required for the cost? ZIS
SSF
SF
--SEES
FF
EIM

Are these facil•t.ies scheduled for ,zaa?

2. PRPARATION FOR TEST

Is all equipment available?
Is the equi;ment within calibratiom 1it±s?
Are_ tes procedures available?
Is soft-are available?
-as an overations check on the cast item been performed?
Save final arrangements for facili:ies, etc., been made?
Are manuals available?
Have test personnel been briefed?
Is the appropriate cest bed available? Approved?
Has the threat been determined?
Have test parameters been decerm-iedr -

.Are data sheets available?
Have electronic counter-countermeasures (ECL%) methods

been determined?
Has the scoring mechod been determined?
Is a mobile HEC-eG van needed?
Is the field test geometry laid out?
Has a frequenc7 authorization been obtained?
Have variances in cast parameters been determined?
Is the kceying sequence i±portant? -

Have signal levels and frequencies been determined?

3. ?PFOrMANCE TESTS

N;S

Have Potentialy7 effective Jamming modulations been
determined?

"Jhat is the performance indicator? (A:, AS, BER, other)
Are tape recordings needed? Labeled?
Have all data been recorded?
Uave all plots been made?
Have all photographs been made? __ Labeled'?
Are the data in a format usable by a computer?



F

TOP 6-2-508 12 September 1977

Field

Is the range radar scheduled? -
Is on-sita coordination established?
Is instrumentation on board?
Are all data recorded?
Ara all coordination details for data reduction recorded? -

Have range radar and DF operators been debriefed?

4. LULYSIS

Is the correct test bed being used?
Is the correct computer model being used?
Is the computer output in a format usable for analysis?
Are all threat equipments being considered?
Are all raw data reduced?
Is analysis output format usable by :he customer?
Were any additIcnal findigus discovered during tasting?
Have objectives and c:iceria of test been answered?

3
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1. 0 DESCR=OIN 0O' THE MSTYUMYTE W0MXSH0?.

The Instr-umened Workshop (VS) of the Electromagnetic Environmental
Test Facility provides the capability of cesting milicary, cryptographic,
and come•rcial. con=ications equipment performance under precisely con-
trolled laboratory conditions. Two general types of tests are performed:
parameter tests and Link tests. To ensure accurate, repeatable results,
calibration tests are also regularly performed on the equipment being
evaluated.

?arameter tests are used to determine those equipment operating char-
acteristics which affect equipment performance. These data are used ei-
ther as input to the Analytical Facility or as an end item to be furnished
to the sponsoring agency.

Link tests are conducted to measure system perlor=ance in a rigidl7
controlled electromagnetic environment. The tests. orovide data on the per-
for=ance of communicatc-ons-electronics equipment exposed to the speci!fic
types of accidental and intentional interference found in nperational con-
ditions. Vnen the performance of electronic countermeasures equipment is
reassured, the effects of ja-Ing on links having known characteristics
can be accurately established.

The IWS contains three separate test links, each capable of beizg con-
ctollad by the Automatic Data Collection System. In addition, the Voice
Interfereace Analysis System and the Digital Scoring System are available
for scoring test link performance. (The term "scoring" numericallUy relates
equipment performance to operator performance for use in subsequent analy-
sis programs.)

As an example of a Link test, a transmitter and receiver to be tested
are placed in separate shielded enclosures, and an Rt' link is established
through a coaxial cable and appropriate attenuacors. A second transmitter-
or other source of interference-located in a third enclosure is used as a
controlled interferer. Depending upon the individual task requirements,
the interference may represent electrical noise within the equipment, other
-a&ffic on the same or nearby channels, or ja-ming.

The receiver output is then scored by an appr0or'iate device-he V0oice
interference Analysis System in the case of analog voice communications
equipment or the Digital Scoring System in the case of digital com-nica-
tious systems. When transmissions are to be scored in the Scoring Faecil-
it7, the transmitter is modulated by a phonetically balanced word tape,
and tIe receiver output is recorded on this care for lacer playback at the
fac Ility.

*1
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1.2. OE3C•_•I3N F D4GITAL SCORMG-SYST•M (?art of ZJS).

The Digital Scoring System (DSS) consisti of th:se Sasic units irt-
graced into a unified system.

The rawte unit, which contains six identical independent data chan-
nels, receives the digital data from the sensors connected to the device
under test. Either serial, or parallel. data can be accepted by the remote
unit. Logic levels up to .1O0 volts can be detected without significant
loading of the system under test. Any time delay beovean the various test
points is resolved by the remote unit. The detected digital data are trans-
mitted serially through an optical isolator to the central unit at low bit
rates. At high bit rates, the data are serially transmitted directly to
the central unit.

The central unit also contains six identical independent data chan-
nels. Zn the central unit, data are accepted from =he remote uni: and
assembled into 16-bit parallel words for input to the control unit. This
unit serves as the input formatter for the control unit and creates inter-
aally all. signals necessary for correct transfer of the digital data to
the control unit memory.

The control unit performs the actual comparisons between the speci-
fied pairs of digital data channels. The control unit consists of a gen-
eral-purpose stored-program minicomputer with six identical independent
parallel data input channels equipped with block transfer adapters. The
block cransfar adapters allow :he system to achieve maximum data input
rates.

Comparison of the bits received by the various data channels is ac-
complished under the control of the OSS Sit Comparison Program. Each pair
of channels is compared separately. Any error found results in the execu-
tion of a special error analysis routine within the main program. An er-
ror is classified according to length. Single bit errors are counted sep-
arately. Any string of bits in error is placed in one of these mao error
categories and counted accordingl7. A running total is kekc for each er-
ror categor7. At the conclusion of the test run, the totals for each type
of error are vrinted on a Teietype printer.

The DSS Bit Comparison Program processes data from the cest link in
real time. Data are read into memor7 in blocks and two memor7 blocks are
assigned to each active data input channel. As soon as a block is filled
for all active channels, processing begins. 'While one set of data blocks
is being c=mpared, the block transfer devices on the input channels are
fi~ling the alternate data blocks for each input channel. If the data in-
put rate exceeds the speed at which the data can be processed, a message
is -rinted on the teletypewriter and processing is carminated. The actial
data processing speed ill vary depending on the number of pairs of chan-
cels being compared, the data input rate of the link under test, and the
number of errors found.
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1.2 DESCRIT!ON OF MM AUTOMA11C DA.a COLLECTION SYST"ui..
(Paxt oi rds).

The ADCS automates many of the functions which occur during link
testing of ca~.""ca:_.orts equipment. In so doing, the :4.Ue L~qu.ýzdd ;;.o
perform a particular set of link tests is reduced significantly, test
repeatability is improved, and errors associated with manual data taking
are eliminated. Output from the system is available in the form of c-
era-ready printout and, when desired, as magnetic tape recordings which
are then scored by crained i4steners in the Scoring Facility.

The ADCS is a totally self-calibrating, self-monitoring test control
system. As one of its unique features, the system continuously compares
all parameters of the test setup against allowable variacions. If an un-
acceptable variation were to occur, the system would halt the test and
provide information to the cest operator for action.

The primary elements of the aucomated link are the test console and
the automatic spectrm analyzer. The automatic spectrum analyzer makes
all frequency and power measurements for an automated test- -ink.. The auto-
matic spectrum analyzer contains a digital computer, a control console,
and a test equipment rack. The control console will accept up to :hree
tape cassettes containing the control prograr. It can be operated from
szandard library programs, from programs which have been adapted from
standard programs, or from special-purpose programs which have been en-
tered manually. A keyboard and video display enable the operator to com-
munlcace with the computer.

After the operator has entered the control program and such opcional
data and rest parameters as desired, the automatic spectrum analyzer func-
tions automatically. The test operator thereafter controls the test at
the test link console. The Teletype located near the test console prints
out all system alarms, requests for new data, revised equipment sectings,
etc.

'nhen articulation scoring of the rest link is required, a bhoreti-
cally balanced word tape and an output tape are loaded on the tape re-
corder. The automatic spectrum analyzer is programed to operate the vord
tape automaticall7, and the receiver output is recorded for later scoring
in t-he Scoring Facili:y.

Three totall7 different types of tests can be run sequentially on a
block time-sharing system by the AnCS.



12 Septeber 1977 'WP 6-2-508

* 1.3 VOICE MEREREN.CE A•YALSIS SYS.n ki• art or lWS).

The Voice Interference Analysis System (VIAS) provides an automated
means of scoring analog (voice) communications links by electronic mea-
suremrn techniques. The output of the VIAS is a numerical value called
articulation index. The articulation index is directly correlatable to
the articulatiun scores obtained by trained Listeners in the Scoring Fa-

The VUAS consists of seven voice analyzer sets, a self-check signal
generator, a test signal generator, a patch panel, a digital voltmeter,
and associated amplifiers and power supplies.

In the VTAS method of computation, the speech frequency spectra be-
tween 200 and 6100 Hz are divided into 14 bands. The signal-co-coise
ratio (S/N) in each band is determined. This ratio is expressed loga-
rithmically on a scale where unity (fully con::ibuting to speech intel-
ligibilit7) corresponds to an S/N of IS d.. Ratios above or below these
values are rated as unity or zero, respectively. The individual band
contributions are suted and divided by 14. The result is the articula-
tion index. Speech power in any given band contributes after calibration
as much to the total articulation index as the speech power in any other
band. The bandwidth of each of the 14 bands is carefully chosen to per-
mit the articulation index calculation to be made.

No speech is actually transmitted in the VIAS. Instead, a modulated
pilot tone located near the peak of the normal speech spectrum is used to
provide a reference level. Because the shape of the speech spectrum is
known, the levels of speech can be directly inferred for the machine cal-
culation.

Initially, the set level tone (an un-dulatad 950-Hz tone) is ad-
,usted to the audio level at the input to the transmitter-co-receiver,
voice-modulated radio link under test. -ne staadard VLAS test signal is
then applied for ..ystam measurement. The operate signal, a 950-dz tone
trangularly amplitude modulated at 3 Hz, modulaces the transmitter. he
average output level of the operating vaveform corresponds to tJe average
power of the speech waveform. The output voltage of a receiver under test
includes components of the pilot tone which represent the speech output
and noise components related to the interference.

A filter Chen separaces the pilot tone components from the noise c=m-
ponents. The tone provides a slowly var7itng direct curretnt "Thich controls
the &ain of the log amplifier. Since the 950-;.z pilot tone aas been re-
moved by filtering, the actual output of the log amplifier is the noise
component of the received signal. The gain of the amplifier is being con-
trolled by the 950-Hz reference, and therefore the noise am.litude is pro-
Portional to Che signal-to-noise ratio..
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Two shaeping nectiork-c Z4.he iequenra.y of i
a eR r iZVerse3y propor:tona.a to the method used w-ith the norma•, speech
spectc-. Thus, a: this point in the system, the noise spectrum level at
any frequency is made proportional to the aoise-co-speech ratio for the
sm frequency at the input to che system under test.

C -A
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2.0 DEScRIPTic. ^" S?!.Cn.ZM 7- ... •

The Spectrrm Signature Facility provides measurements nf C-F '.,'.-
Mant characteristics. These measurement data include detailed character-
istics of transmitters, receivers, and antennas, all of which can be
obtained at all appropriate points in the equipment life cycle.

easureomnt capabilities include a fixed laboratory with screen en-
closures and mobile (van-type) laboratories for field work. Both the
fixed and mobile facilities are equipped as reeded to perform all spec-
trum signature and specialized data measurements under either closed-sys-
tem or open-field conditions. The mobile laboratories include a high-
power signal source (a modified AN/IMS-63), which performs such types of
antenna measurements as close coupling, gain, and beamwidths, and also
performs high-power effects tests on equipment and systems.

Data are obtained on such receiver characteristics as-

Sensitivity Pulse and CtJ Desenfi:ization
Selectivity Dynamic Range
Spurious Response Oscillator Radiation
Overall Susceptibility Audio SelectiviC7
Intermodulacion Discriminacor Bandwidth
Adjacent Signal Interference

Typical transmitter data include-

Power Output
Emission Spectrum Characteristics
Modulation Characteristics
latermodulation
Modulator Bandwidth
Carri.er Frequency Stability

"These data may be used as input to the ESIZ computer models and as
basic data for aETP and sponsor development programs.
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3.0 DESCRITMON OF THE SCORLNG FACILITY.

T.sun.lIqu f4c..Lli~y ~anAbles uu t.o ccousider .1a Iium-z., wjjmicwr and
his responses to equipment operating characteristics. Listener subjects,
under the supervision of a test controller, listen to recordings of a
specially selected group of phonetically balanced words mixed with inter-
faring signals. Their responses provide scores for analysis by the spon-
soring agency or for input to the Environmncal Interference Effects Model.

The Scoring FacilI.iy consists of t=o eight-position listener facili-
ties: one fixed and one mobile. The mobile (van-type) facility is partic-
ularly useful in scoring coemunications equipment when specially trained
lsateners are available only at the sponsoring agency's location. Each
facility is acoustically insulated and contains appropriate high fidellty
tape reproducers and headsets. The listener stations are fitted with con-
soles containing 50 pushbubtoas, each representing a test word.

During testing, the tape-recorded material (in che form of spoken test
words, or "carriar phrases" containing the test words, which have been
mixed with interfering signals) is presented to each istener, who presses
the pushbutton next to the test word he thinks he hears. A forced-choice
mode of operation demands a response from each listener for each test word,
even it it is only a guess, by holding up the next test word or phrase un-
tLl all listeners have reszonded.

Performance is measured through use of an articulation score (AS),
which is a measure of the percentage of phonetically balanced words in a
test message correctly received by a tasm of trained listeners. These re-
spouses are automaticaly7 scored by automated equipment associated with
the Scoring Facility. Voice communications equipment being scored auto-
maticall7 by the Voice Interference Analysis System (VLAS)-part of the
Lntr=uaned Jorsrahop-requires correlation between the results of human
scoring (articulation score) and VAS scoring (articulation index).

Human factors are carefully considered in the selection and traiuling
of listen-er teams. Audiometer tests eli-inate subjects having undesirable
iearing characteristics. Durz-g a 3-ieek training period, the listener
toems are tra-ined on a series of 42 tapes for which standardized scores
exist. 7hus, as the reams learn scoring rec.6aiques, they are also "calI-
brated."

During subsequent scoring programs, the teams are periodically retested
on a no-notice basis with standardized tapes to ensure conaiste=: results
and to account for "!earming curve" effec:s. Each team is used for only a
limited time, alter which the individual members are aot used for at least
Aa 7ear. T'h:s further eliminfates any possibilir7 of undesirable bias in
results caused by r•em m eri- memorizing rest word lists.

-i
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4.0 DESCRIPTION O? TR WEPWON SYSTLM MECTROIKAG12= M17rC.ME•

"T ean o~ System Zz-*z.eý-u c . .t.1.1 1lcor (WSzZS) Was
developed to enable controlled and repeatable cesting of radars and weapon
systems in closed-link configurations similar in concept to communications
testing.

The WSEES has the capability of simuzlating under precise control du-
plicates of radio frequency (RF) signals which are representative of those
found in the real world and would be associaced with shell and mortar crack-
ing, air defense, artillery, and combat surveillance radars and any other
RF signal within the frequency range 2-18 GKz. These signals include pulse;
continuous wave. (C"W); both pulse and CW doppler; pulse burst pattern: chirp;
and pulse, CW, and swept jammIng. Up to 32 different pulse signals can be
simulatad at any one time. These signals may be cribined into a single
output or individuall7 distributed to any of 12 separate outputs.

Control information is provided to the digital interface by the man-
ual input device, the real-time controller, or the tape units. The digi-
tal interface stores control information on as many as 32 emitters and
passes these data on to the RF generators when needed. Digi:al control
information is also provided to the power and pulse controller and the
remote output signal control. The combination of chese three elements
produces RF signals with the desired frequency, amplitude, and time and
pulse characteristics, switched to the proper output port.

Future weapon systems may have a multiple reaction capability. They
will be able to adapt to interference or Jamming by changing frequencies
and control modes and other electronic counter-countermeasures (ECC.4)
techniques. To permit rapid casting of these advanced systems, a real-
time controller and a steerable platform are incorporated in the WSEZS.

The real-time controller operates in a feedback loop with the system
undur test. In its norma.l mode of o.eration, the WSEZS generates a signal
envirooment as commanded by precalculated capes for the operational situ-
ation being simulated. When the o.perational mode for the system under
test changes, the real-time controller senses this change and altars, as
appropriate, the signals being generated. To accomplish the signal changes
or modilfcations required, the real-cime controller must tot only sense
that a change in the operational situation has occurred, but also adjust
the signals to reflect the cha&L

The steerable platform .ermits simulation and cont-ol of the spatial
position of a missile. The real-time controller (by monitoring the si4-
aals to the zissile control surfaces in respect to the calculated space
position and speed of the missile) can change signal simulation and steer-
able platform parameters to reflect changes in missile position.

The basic characterlstics of the U. signal-Seneracing capability of
the "4SZS are indicated in figure 4.
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5.0 DESCRIPTION OF TEE F17D FACILlTY.

The Field Facility7 has access to an area approximately 40 miles by
60 MUles C; nUd_ .... environmental tests under controlled
conditions whila retaining the principal elements of operational realism.
The area is sparsely populated and is shielded from the urban areas of
Phoenix and Tucson, k.rizona, by mountaln ranges. Other populated areas
are sufficiently distant to avoid appreciable electromagnetic interference.

Hobi14e test instr=antation and a locale with a year-round, near-per-
fact climate permit the deployment of typical A.-my Systems, subsystems,
and equipment in accordance with the sicuatiou being analyzed. Testing
capabilities Include cosite interference evaluations, open-field emission
tests, and susceptibilit7 measurements. The Field Facility also provides
realistic field conditions for acquiring empirical data in support of co=-
puerIzed analysis.



TOP 6-2-508 12 September 1977

6.0 LIZ•IRT OF COBTfl:. ?.:O!AMS.

The Librar7 of Computer Programs of the MET provides the capability
Qf CQMIP";ar Wd analysis of the electromagnetic environment.
Representative computar models are-

a. The Environmental lnterference Effects Model (ETM) Li a group
of analytic routines designed to predict the performance of co-m1ications-
electronics (C-E) equipments in tactical military deployments. The deploy-
ment of military C-E equipments in a tactical situation is called a test
bed and provides :he location, netting, and equipment employed. The EIDM
provides a methodology for the following:

(1) Communicability - How well comnunications links perform,
cosidering only atmospheric noise.

(2) Comptibility - How well counications links perform w-ith
uni-tentional interference from other spectrum users.

(3) Vulnerabilityv - How well communications links perform under
conditions of intentional jaing.

(4) tntercevcibility - How well intercept systems (friendly or
eneay) receive opposing forces C-E signals.

(5) Total electromagnetic comoatibilitT (LXC) - How well com-
--mications links perform with the total interfering environment.

b. The Electromagnetic Radiation (M) Model is used to determine
electromagnetic radiation levels at specific sites in a deployment of C-E
equipment. It provides maximum levels of field strength sorted by fre-
quency band and =odulation type. Frequency bands can be specified as
input data and can be any width. The model can also be used in a form
which finds any signal exceeding threshold levels specified for each band
and identifies the source of the signal.

c. The Spect•um integratiou Model is used to provide calculated
scoring data for input to other interference identificacion schemes. The
Spectr=um Integration Model uses measured or predicted transmitter emis-
sion sp&ectum and receiver selecti•v-.ty cur7ves as input and performs a con-
volution integral to provide the calc-alated scoring data.

C-12
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APPECDr D
SCORING OF VOICE CO14UNICATIONS EQUIMT

The determination of the performance of a voice communications Link
requires the evaluation (3coring) of the audio output of r.he link under
conditions of controlled interference. This is accomplished by monitor-
ing the audio output to determine the effect of various signal-co-inter-
ference ratios (S/I) on the qualit7 of this output. Two types of scoring
are generally used for this type of analysis: the articulation index
(AW), which is a numerical output from an electronic voice analyzer; and
the articulation score (AS), which is determined by a human operator.

Al is a derived measure of intelligibilic7 for analog systems based
on weighted S/I in several audio frequency bands of equal incelligibility
contribution. Al is measured by means of an electronic voice analyzer
that outputs a score from 0 to 1.0 as a measure of the quality of a test
tone sent over the test Link. If no degradation to the test tone exist:s,
the analyzer assigns an AT of 1.0; if the test tons is completely masked
by interference, the analyzer assigns an AT of 0. The Al, monitored and
recorded during the conduct of the test, becomes a record of the effect
of each interference condition on the analog voice link.

The AS is a measure of the percentage of phonetically balanced words
in a test message correctly interpreted by a team of trained listeners.
Tn practice, team members listen and respond to recordings of the test
message derived from the output of an analog or digital voice test Link
into which interference has been interjected. Team subjects are screened
to eliminate those whose hearing characteristics are nonrepresentative
of the norm and trained on a series of tape message for which standardized
scores exist. T•h purpose of this training is to "calibrate" the response
of each. team member. Fhonetically balanced words are used to the aest
message so as to be representative of English language sounds. The test
message, consisting of word-group recordings, each containing 50 mono-
syllabic words per group mixed with interfering si=als, is played to the
listeners and their response is observed. Upon hearing a word, each Lis-
tener and ther-- response is observed. Upon hearing a word, each Listener
presses a button on his console corresponding to the word he thinks he
hears. After all isceners have responded, the responses are automatically
scored by automated equipment. The final result is the AS. The system
insures against the memorizing of word lists by using each team member for
only short periods of time with at least a year bete-men each period of
duty. The system provides for the evaluation of test links under closed-
link conditions in a workshop, or recordings taken at remote sites ander
field conditions may be evaluated at the listener facility.

For commincations equipment that has no previous testing history,
it may be necessar7 to establish a correlation betwgeen the AT and AS val-
ues. This corrtelatio provides a check of the performance of the equip-
ment, in terms of effect on a human operator's understanding, at various

--- ------- 
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Al and S11 levels. To accompish tEbis, tap* recordings at specific S/I
I -!-alg are scored by listener tems to obtain the corTesponding IS values.
1c has been found tbar an Al score of 0.3 generally represents 50-percent
intelligibili•i (AS), and an Al score of 0.7 represents a signal that is
nearly 100 percent inealligible.

I.-
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* A.PENDIX E
DE'INTIONS

Barrage Ja..Ini, - The simultaneous Ja-ng of a nwnber of adjacent chan-
nel. frequoencies.

3urn-chrough - The abil.ty of both communications and aoncommnucacions
systems to operate in a Ja-n4 environment due to higher transmitter
power output. This enables a radar to overcome the interference and de-
tact a target up to a certaln range and enables a communications system
to override jamming signals.

Electromagnetic Compacibilicv (•SC) - A measure of the ability of co1-
nications-electronics (C-E) equipments, subsyscems, and systems, together
with electromechanical devices, to operate in their intended operational
environments without suffering or causing unacceptable degradation be-
cause of unvanted electromagnetic radiation or response.

Electronic Countermeasures (ECM) - That major subdivision of electronic
warfare involving actions taken to prevent or reduce the effectiveness of
an adversary's equipment and tactics employi.ng or afAaczad by electromag-
netic radiations and to exploit the enemy's use of such radiations.

Electronic Counterme asures Vulnerability Test - A test to determine the
ability of C-E equipments and systams to operate in their intended elec-
tromagnetic environments ac designed levels of efficiency vithout expe-
ri.ncing unacceptable degradation due to enemy ECH.

Electronic Counter-countermeasures (ECCI) - That major subdivision of
electronic warfare involving actions taken to ensure our own effective
use of aelctromagetic radiations despite the enemy's use of counter-
MGeSasue.

Electronic Jainm - The deliberate radiation, reradiation, or reflection
of electromagnscic signals, including window jam-ing, with the object of
izpalrdng the use of electronic devices by the enamy.

Mlectronic 'Warfare ) - That division of the military, use of electronics
involving actions taken co prevent or reduce the effecti-e use of radiated
electromagnetic energy and actions taken to insure the effective use of
radiated electromagnetic energy.

Electronic AT,•rare Su,,ortc Measures (ES`,H) - ThMa division of ZJ involving
actions taken to search for, intercept, locate, record, and analyea radi-
ated alectromagnetic energy for the purpose of exploiting such radiation
in support of mili:ary operations. Thus, ESH provides a source of E-W in-
format±on required to conduct ECMI, ECCM, threat detection, ,rarnlng, avoid-
anct, target acquisition, and homIng.
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Lookthrounh -

a. When janfing, a cechnique whereby the Jamig emission is inter-
rupcad for short periods to allow anonitoring of the victim signal during
j amIng opera tions.

b. When being Jammed, the technique of observ7ing or monitoring a
desired signal during interruptions in the jmaing signal.

Performance Index - The measure of a east Leem's capability7 co perform
its design mission under normal, clear-channel conditions and in the pres-
once of fortuitous or intentional electromagnetic interference. The maa-
surement meahod and index vary with the class of test iear; expressed in
general terms as percent correct information transfer, percent correct
Copy, percent accuracy of results, percent correct interpretation of re-
suits, or, in some cases, usable-unusabla operational results.

Soot Jam(nEnj - The 4a2nng of a sipecific channel or frequancy.

S-eeothrough Jaming - A means of janIng over a frequency band wider than
that of a spot jaeer; chat is, by sweeping the carrier frequency of a
tunable ECI transmitter over a given band. A single sweepthrough Jammer
attempts to sequentially jam many different victim systems operating at
different frequencies.

Test Link - The RF path established by the est item(s). tor communica-
tion systems in general, one t-est item unit operating as the test link
transmitter (TLT) and a second as tha test link receiver (TLR) or victim
receiver (VR).

Vulnerability.- A measure of the degradation of the ability of C-E. equip-
mint, subsystems, and systems, together with electromagnetic devices, to
operate in their intended operational envirorment because of unwanted
response to Intentional electromagnetic radiation utilized in electronic
warfare.
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APPMDIX F
ABBREVIATIONS

A. articultcio index
AS &=Iaulatiou score

bit e*ror rateEG Onvi•amal generator
_M Enviro.ental Lnteference Effects Xodel.2 £Electromagnetic Radiation
FF Field Facility
IM Zstrumeuned Workshop

J/S Jami-ng-to-.signal ratioPCC perceintage of correct copy?d probability of target detectionS desired signalS/11 sij~ai-to-noise ratio
(S'f)/X signal plus noise to noise ratioSSF Spectrum Signature FacilityTI test item
TLR test link receiverTLT test link transmitter
TNtrue north
VL4S Voice tcerference Analysis SystemWSEES Weapon System Electromagnetic Environment Simulator

F-I.
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