
AD—A054 ‘+82 SRI INTERNATIONAL MENLO PARK CA COMPUTER SCIENCE LAB FIG 9/2 H
MOM — COMMAND AND STAFF OVERVIEW .(U)
FEB 78 L ROBINSON N00123 76 C—0195

UNCLASSIFIED SRI/CSL ’19 NL

jIy r V 
__________________________________________

Ii~~



FOR FURIHER IRAN ~~~~~~ It

HDM — COMMA ND AND
STAFF OVERVIEW

Technical Report CSL-49
Deliverable A007r

‘
ft_ /

February 1978

By: Lawrence Robinson
I

/
Prepared for:

• Naval Ocean Systems Center
San Diego, California 92152

— Attn: W. Linwood Sutton
Contract Monitor

Contract NOOl 23-76-C-01 95 D E~ C
SRI Project 4828

SRI International
333 Ravenswoo’d Avenue
Menlo Park, CalIfornia 94025
(415) 326-6200
Cable: SRI INTL MPK
TWX: 910-373-1246

_ _ _ _ _  

M5rk~.uTzow STATEMENT F

_ _ _ _ _  
Unhuxzlt.d



—~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~

-
~~~~~~~ I 

- 

SECURITY CLASSIFICATION OF THIS PA GE (R~~.n 0.1. Ent.r.~~~~~~~~~~~~~~~~~~~~~~~~~
C 

~~~~~~~

be~ r~nr ~~~~#~I I &  ~~~I~~~A TIV~II b A 1~~~ READ INSTRUCTIONS,~~~rln” I1U ~..UM~~r~ I ~ U usJr ’ U P~VL. BEFORE COMPLETING FORM
I. REPORT NUMBER 2. GOVT ACCESSION NO. 3. RECIPIENT S CATALOG NUMBER

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

4. T ITLE (and Subtitle) 5. TYPE OF REPORT & PERIOD COVERED

(
~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~ RwE~~~JL. L~~~~~~~~~~ &R~~

rING
S1~~

G
P~

RcPOR
4
Y
8~~~

UBER

7. AUTHOR(s) S. CONTRACT OR GRANT NUMBER(S)

~~ ~~~~~n~~~~bin~~7 ~~~ ~~~~~l23~76~C~~~j

9. PERFORMING ORGANIZATION NAME AND ADDRESS 10. PROGRAM ELEMENT. PROJECT . TASK
AREA a WORK UNIT NUMBERS

SRI International
333 Ravenswood Avenue Deliverable A007
Menlo Park, CalIfornia 94025

II . CONTROLLING OFFICE NAME AND ADDRESS ~ 4~ . PORT~~~~~~
Naval Ocean Systems Center ~~ ~ 78 / 

_ _ _ _ _ _ _ _ _ _San Diego,Californla 92lS2 i3. NUMBF ROF 

- 
)

14. MONITORING AGENCY NAME & ADDRESS(I1 different from Controlling Office) IS. SECURITY CLASS (-0 Is epor

Unclassified

15a. DECL ASSI FJCATION/ DOWNGRADING
SCHEDULE

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

n/a
16. DISTRIBUTION STATEMENT (of t h i s  Report)

Approved for public release; distribution unlimited

17. 01ST RIBUTION STATEMENT (of the abstract entered in Block 20. Ii differen t from Report)

n/a

IS. SUPPLEMENTARY NOTES

IS. KEY WORDS (Continue on reverse aide if necessa ry and identify by block number)

abstraction, DSARC, embedded systems, formal specification, hierarchical structure , Hierarchical Development
Methodology (HDM), methodology, project management , software-develo pment process, software-development
tools

20. ABSTRACT (Continue on reverse side If necessary and identify by block number)

‘ 11DM (the SRI Hierarchical Development Methodology) is an integrated set of concepts, procedures, languages,
and on-line tools intended to assist In all stages of the software-development process. This document provides
a description of 11DM that Is suitable for project managers or higher-level executives who are contemplating the
use of 11DM on software projects that they manage.

DD 1 JA N 73 1473~ EDITION OF 1 NOV 65 IS OBSOLETE

SECURITY CLASSIFICATION OF THIS PAGE (W1~.n Data EnIar.d) 



LIST OF ILU~ TRATIO~G . • . ..  s a s s . . . .  5

LIST ~~~~ ‘ ‘ThBLES . . . . . . . . . . . . 7

~~~~~~~~~~~~~~~ . . . . . . . . . . . . . 9

I IN’r.~~c(.rTI~ 4 • 11

II ThE SOFTh~ RE ~~~ L~4 . • . . . • . . . . . . . 13

III A BRIEF ~~SCRIP1YIC~ OF HI~i • . . . . . . . . . . . 17
Ill—A. Overview • . . . . . . .. .  • . .  17

Ill—B. The Concepts of HLll . . . • • . . . . . . 17

Ill-C. The Procedures of Httl . . . . . . . . . . 21
III—D. The Languages of fltJl . . . . . . . . .  ..  29
III—E. The lbols of Hhl4 . . . . . . .. . . . .  30

IV MA}~~~~4fNrIMPACTOFH1]’I . . . .• . . . . . . .  33

IV—A. Introduction . . . . . . .. . . . .  . 33
IV—B. Time Ièquirestents . . . . . . . . . . . . 33
IV—C. ~~rsonne] . . . . . . . . . . . . . . 34

• IV—D. ~~timation . . . . . . . . . . . . . 38
IV—E. Project Eval t*tion . • . . . . • . . . . • 38
IV—F. Ixcixnentation . . . . • . . • . . • . • 39

IV—G. Maintenance . . . . . . . . . . .  . . 40
1V—11. Scope of Applicthility . . . . . . . . . .  41

V ‘l~~~K R~~~ D OF HI~ . . . . • . • . . . . . . 43

VI A P t ~ELIMINARY ASSES9l~ ?~ OF Hti . . . . . . . . . . 47

VII 11Th NI) DOD P~ JCEEURES F(~ SYSTF~1 ~~ ELO~ iENT AM)
p
~~ci~~ i~~r • . . . . . • . . . • . . 49

‘Ill—A. l~1ation of HI]4 to the rSA~~s . . . . . • . . 49 ~~~~~ 0

‘Il l—B. I~1ation to Procurenent . . . . . . • . 
______

VIII C~ CLtEI~~~ • . • • • • • • • 51 .LJ.U —

REF~~~ C~~ . . . . . . . . • . • . . 53 .~tJI1 ~~~
~~~~~~AIL and7ar $PW~~

i~LL.



. • . . •
~~

. -~
- --.•.~ —~~ —.—.-—..-~~~~~~~~~ • 

— —. - -. •- .—-- .—.. -• —-.•-— -—•

A I C ~~
A ~~CBSARY . . . . . . . . . . . . . 57

B ~~AMPLE OF I~~I . . . . . . . . . . . . . 61

F

F

4

-



4
IULSTRATIC

h.
• 1. An C~ganizaticna1 Hierarchy . . . . . . . . . . . 19

2. The Stages of I~~ . . . . . . . . . . . . . 22

3. The Ftmctional ~~anad ucer Pbdel of Systen Structixe . . . 27

I 4. The~ bo1sof IDI . . . . . . . . . . . .  . 32

Li

i

0~~~ S

— - — —— . - -• • ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ___________



—
~~~~~~~~—-~

—-—-.—.-—.
~
- 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ —‘.,- •—-• -• •-~ ~~~— ~~~~~~
.— • ..—~~- .•-- —. .-“- -. .. .-

1. The St~~ea of ~~l . . . . . . . . . . . . . 23

‘
I

I-

I I 
7 

~~~~~~~~~~~~~~~~~~ ~~~~— .  — - - -~~
--

~~
- •



F ~~~~~~ ~~~~~~~~~~~ 

• -

~~~~~~~

~~~o~~~~~~~ s

The author wishes to ackix wledge Lin Sutton, Neal Ilmapton, and
other staff me~~ers of )CSC for conveying to me the problens of the Nevy

• software enviromient and for their c~~~ents on the many drafts of this
doctanent. Jack Q1~~erg , Karl Iavitt , and Mark Ibriconi of SRI
International provided many hours of thought-provoking dlsctmsion, as
well as critical camnents on this report.

9 

-— — -.~~~~~~~~~~ •~~~~~~ . ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



I IR?R~ctX TIcR1

This doctnent provides an overview of the SRI Hierarchical
!~ velopnent Methodology (Htti) conceived at SRI International (formerly

: Stanford I~ aearch Institute) . HU4 is a set of concepts, procedures,
languages, and tools that is intended to aid In the production of
correct, rel iable, and maintainable software. It has been developed at
SRI t.mder several government contracts, including this one. It rel ies

I’ heavily on the techoique of formal specification to express both design
and Implementation decisions. Based on its use in several experimental
software development efforts , HUI shows great promise for improving the
quality of software.

This report descr ibes several aspects of HU1:
* The motivat ion behind its development
* Its key features
* Its Impact on project management
* Its relation to Deparbnent of Defense (DOD) procurement

practices.
A glossary of terms related to HU4 is contained in Appendix A.

11



-~~~~~

II ‘l~IE SC~1WAPE P~ BL~!

The seriousness of the software problem is well known to everyone

• associated with software development (11, (2 1 .~~ The most important
manifestations of the software problem are that software is of high cost
and of low quality.

Software has became the dominant cost in computer system
• development (replacing hardware) . As the hardware becomes cheaper and

the software increases in complexity under growing user denaxl , its
percentage of the total cost for system development is rapidly
increasing. It is also very diffic ult to predict software costs: the

• predictions are usually exceeded no matter what they are. Software
costs usually continue long after del ivery: a great percentage of all
“maintenanceTM is really the fix ing of bugs d iscovered in the field . It
is estimated that maintenance accounts for nearly 90 percent of the
average 1 ife—c~vle cost of software.

Fur thermore , software often fails to ~~rk as was intended, causing
problems for those who must use it. Including the disrtQt ions caused by
poorly designed software, the cost of faulty software in DoD is so high
that it defies accurate estimation. Clearly this is a ser ious problem
indeed . The fact is, nearly all software — including that which
“works” — is defec tive, containing undetected errors , inconsistent
interfaces , ignored conventions, and t.nnet standards.

Several questions can be asked about the software problem. ~*kat
causes it? Ithy has it not yet been solved? 1~ at can be done about it?
There are four properties of software that make it different fran other
technological domains that have been addressed rather successfully by
engineering practices.

* Rapid Growth — Software has grown more quickly as a
problem area than any other field . As quickly as

* I~ ferences cited in brackets are listed at the end of the text.
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electronics has grown (over the past 75 years) , software
has grown even more quickly (over the past 25 years) , being
used for almost every application imaginable. For example,
every company used to have its own ledger accounting
system , with particular idiosyncrasies for each company.

• ~~w almost every company has a computerized system ,
together with specialized software (in many cases) for the
company’s individual needs. Because the development of
good eng ineering practice lags behind the development of
technology, it is only natural that software engineering
has lagged behind. However , the need for good software has
come so fast that , until fairly recently, there was almost
nothing in the way of engineering practice to guide
software developers. Ideas are beg inning to evolve now,
but there is still a long way to go. The attempt to
“standardize” engineering practice at too early a stage in
its development could be harmful.

* Complexity — The complex ity of software is greater than
• that of any other technolog ical pursuit. Complexity is

determ ined by the number of degrees of freedom — which , in
a computer system is determined by the number of states,
state transitions, and sequences of state transitions. A
large digital machine has an extremely large number of
possible states, or values of its internal memory. For
example, consider a med ium-sized machine , a 16—bit machine
with 64k of memory. The possible number of states of the

• 
.

• memory alone is (2 exp 1048576) , a very large number (the• exponent indicates the number of bits of storage) . Each
time a new bit of storage is added , the number of possible
states increases by a factor of two. This does not include
bulk storage devices, which have 1000 t imes as many bits as
the main memory. When one considers not only the large
numbers of states but the large number of ways of chang ing
that state, the complexity of a machine then becomes
literally incred ible. Any solution to the software problem
must find a way of managing the complexity inherent in
software. As a result of this complexity, software systems
are poorly understood . A large system is too complex to be
under stood by one person; even if parts of it are
trx1erstood , the interconnections are usually so complex
that the behavior of the whole system is not precisely
known. In other branches of engineering , techniques have
been developed for manag ing the complexity that exists. In
software, where the need for such techniques is greater ,
adequate techniques are not in general me.

* Need for Completeness — As stated above, software is
complex because of the many possible states and sequences
of states that occur in a program. 1t guarantee rel iable
software, every possible state must be accounted for • If a
state is accounted for , it must either be demonstrated that

14



the state cannot occur or that it is a state that the user
desires. A single unaccounted state can result in the
catastro~~ic fa ilure of a system; such failure can often
endanger human l ife, as was the case in several software
failures in the on-board computer of the Apollo missions.
(The Apollo software was “exhaustively1’ tested at a cost of
millions, yet some failures occurred.) Approaches such as
testing account for a very smal l number of the states of a
software system of reasonable size. It would take several• lifetimes to test exhaustively all alternatives for such a
system. Thus , a better method than testing must be used to
assure reliable software.

* Need for Precision — The precision required in softwar e
must ~~~absolute; it is not a human (who can compensate for
imprecision) that executes the instructions, but a machine
that does only what it is told . Although other fields —

such as electronics — also require precision in var ious
places, software requires it everywhere in its complex
domain: In the programs, in the interfaces between
programs, and in the interfaces to users and other
machines. However , very few current methods of softwar e
construction require precision , except in the
implementation. A solution to the software problem will
require precision throughout the software-development
process.

Many of the measures proposed for the solut ion to the software
problem are informal and/or add ress only one aspect of the software-
development process (usually coding) . These measures improve software
somewhat; but in general , they do not result in software that is
understood in every detail . When software is not understood , there is
no absolute conf idence in its reliability, and maintenance is usually
difficult and time—consuming. Thus , these measures lessen , but do not
solve , the software problem.

We bel ieve that the solut ion lies in a set of formal (i.e.,
mathematically precise) techniques that produce a specification (or
precise document) as the output of each stage of the software—
development process. A specification for a system at a given stage of
its development provides a precise and complete documentation of the
decisions made t~~ to that point , and becomes a requirement for the
development that occurs at s~tsequent stages. Formal relationships can
be defined among the specifications at the var ious stages. Thus,

15 
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specifications prov ide a basis for d iscussion, syntactic checking , and
formal proof of the properties of a system, i.e., understanding the
system. When the system is understood , its Implementation,
verification , and maintenance are straightforward.

A solution to the software problem should be based on
* A set of concepts that character ize desirable systems,

i.e., the way they should be structured , descr ibed , and
built.

* A set of procedures that div ide the software-development
process into stages.

* A set of languages to express the specifications at the
various stages of software development.

* A set of an—line tools that check the syntactic consistency
(and potentially the semantic consistency) of the
specifications at each stage.

An integrated set of concepts, procedures, languages, and on-line tools
is called a methodology. Var ious methodolog ies exist today, e.g., thief
Progra~mner ‘lean [3) , 111)1 ([4] , [5), [6) ), lOS (7) , the Jackson

• Methodology [8) , and Structured Design [9) . The remainder of this
report descr ibes Hril and its use in the development of software.

16



I.

III A BRIEF DESCRIPrION OF HIll

• Ill—A. Overview

• As stated above, HIll is an integrated collection of concepts,
• procedures , languages , and on—line tools that is designed to serve as a

medium for software development. This section gives a general overview
of these components.

HDM provides a sibstantial amount of mechanism for the software-
development process, primarily because it has been created for use with
large product ion systems. It may not be cost—effec t ive to use all of
this mechanism for a small program (e.g., one that could be designed,
implemented , and run in a single day) . For large systems , however , the
mechanism provides a complete record of the decisions made in the
development of the system . Because a large number of decision s enter
into in the development of a software system (even for a system of
moderate size) , there must be sufficient mechanism to record and to
structure them . The following descr iption of HES4 should be read with
this point in mind .

Ill-B . The Concepts of HIll

HIll unifies and formalizes the following widely accepted ideas
initially proposed by Dijkstra ([101 , [lii), Parnas ([12), [131 , (14),
[151), and Floyd [16):

* Hierarchical structure (Parnas , Dijkstra ) is a partic ular
kind of structure in~~~ich , if one part of the system
depends on another for its implementation, then the reverse
is not also true. Most software systems built with present
techniques are either not hierarchically structured or, if
there is a hierarchical structure , it is not an explicit
part of the system design. The kind of hierarchical
structure particular to Hri.i divides the system into levels
of functionality, where a level is dependent only on the
levels below it. Hierarchically structured systems have
several advantages over conventionally structured software
systems. The former are easier to understand and easier to

17 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



~~~~~~~~~~~~~~~~~~~~~~~~~~ —~~~~~~~~~~~~~~~~~~~~~~~~~ —~~ - •_ _ _ _ _ _ _ _ _ _

• modify, and with hierarchically structured systems it is
• easier to attach responsibility to a single component if

the system fails. Hierarchies are the standard type of
structure in large organ izat ions of people , such as• corp orations (see Figure 1) and have proved their utilit y
there . For example, a line manager has complete
re sponsibility for the set of people who ~~rk under him.
‘lb get better performance out of his soborgan izat ion, he
can change it as he sees fit , but no other part of the
organization need be changed. Similarly, a component of a
hierarchically structured software system may have its
implementation changed , without the need to change any
other part of the system.

* abstraction (Dijkstr a) is the process of isolating a few of
the properties of an object to explain it or to understand
it more easily. FOr many purposes the isolated properties
(called w abstraction of an obj ect) can be stulied as if
they were the object itself. In software systems, the
object under stiziy is the code that constitutes part of the
system; the isolated pro pertie s are the effect of executing
the code , expressed Independently of how the desired effect
is achieved . The concept of abstraction is widely used
outside the techn ical arena. For example, the instructions
for operati ng an aut omobile contain an abstract model of
how an automobile runs ; this model is an abstraction of
what actua lly goes on in the engine and ignition system of
an aut omobile. Clearly, it is unnecessary to understand
the pr incip les of the internal combustion eng ine to drive
an automobile. Simil arly, it is unnecessary to know about
the inner ~~rki ng s of a program or an entire software
system to use it. What is needed is a method for
descr ibing the properties of a progra m to the degree of
abstraction needed for understanding any system that
contains the program. In general , the use of abstraction
can simplify the process of understand ing a complex object ,
such as a program or a software system .

* Modularity (Par nas) is the proper ty (of a system) of being
composed of easily rep laceable parts , or modules, hav ing
well-defined external interfaces. Mod ularity is in common
use in hardware designs; for example , an operational
amplifier is considered on the basis of its gain and
Impedance , rather than on its internal design. Another
example of a modular system is a television set , any of
whose individual components (e.g., circuit board s, picture
tobe, tuner ) may easily be r eplaced if it fails. Hard ware
systems with the property of modularity are easier to
maintain; the sane is true for software systems, if
reasonable criteria for modularity can be dete rm ined 114).
Simply div id ing the system In to sthrout ines (i.e., units of
control ) is not enough; the complexity of the shared data

18
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often makes the inter faces difficult or impossible to
define. Thus, a module in this context requires the
isolation of data as well as control.

* FOrmal ~~ cification (Parnas) is the act of stating
precisely, for all Intended input data , the intended result
of using a program. The statement itself is called a

• specification. ‘lb ensure precision, a specification
• langua5e (as o~çosed to ~iglish) is ueed for this purpose.

• . LiUlke ~~g1ish, a good specification language is
unazbigixus (viz., all statements written in it have

• exactly one meaning) , and the specifications written in it
can be machine checked for grammatical and certa in semantic

• errors. It is most useful to write the formal
specification of a program before writing the program
itself. The many design issues in the system can be
discussed while the specifications are being written. Many
changes can thus be made before any code is written, which
can result in great savings in programing effort.

* Program verification (Floyd) is the determination (by a
• mathematical proof) of the consistency of a program and its
• specification. Program ver ification may be done with

machine aids, and some proofs can be performed totally
automatically 117J . The successful verification of a
program should not be looked i~çon as an absolute statement
that the program is perfect , but rather that it conforms to
its specificat ion. If the specification is wrong’ (i.e.,

• 1na~çropriate to its intended purpose) , even a program that
is verified with respect to this specification may be
unacceptable. (W te that it is also possible to prove
properties of a specification (181, to maximize the
possibility of arriving at the rightw specification.)
Mowever , this technique is extremely promising for
achieving software that is more rel iable than is currently
possible, because it can look at the entire range of a
program ’s possible behavior. !Pasting, the technique
currently used for validatirr~ programs, cannot possibly
achieve this, because even a small prog ram is so complex
that it ~~uld take a lifetime to test it exhaustively.
~bwever , program ver ification is extremely difficult ,
hav ing been successfully performed only on small systems
(those containing less than 2000 lines of source code) of
limited capability. We believe that verification of large
systems can be achieved only by structuring them into small

• programs for which independent proof is feasible.
HIll uses all of the above techniques. For example, in HIll the
structur ing of software systems is based on abstraction , the units of
specificat ion are modules, and sets of modules (each set constituting a
level) are arranged In a hierarchy . The specification lang uages of HIll

20 
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make it possible to use formal specifications as an aid in both
development ( including maintenance) and verification. The structuring
of the design using utfi aids in decomposing the verification effort as
well as the design effort.

Other methods for assisting software development may employ one or
more of the above techniques, with some benefit. However , we believe
that the ultimate solut ion to the software problem requires a
comprehensive aWroach using at least all of these techniques and

• applying them to all stages of software development.

Ill-C. The Procedures of HIl4

This sttsection treats t~~ issues of procedure concerning HDM: its
breakdown into stages and its use in the development of system families.

III-C—l . The Stages of HEll

HDM divides the software—development process into stages, in
which a particular activity is performed at each stage. However, one

• may not wish to adhere to this strict order ing in the development of a
software system. Indeed , backtracking in the development process may be
necessary. Alternatively, it may be desirable first to develop
completely a part of the system, and to proceed with the rest of the
system later . Thus, the following stages should be v iewed as a
categorizat ion of the activities that take place in developing a
software system using HIll, and a possible scenario for its use. The
stages of HIll are shown in graphic form in Figure 2, and in tabular
form in Table 1. They are listed as follows.

(1) Conceptualization Stage — The designer analyzes th eenv ironment of the proposed software system and states
precisely the problem to be solved. This environment contains
constraints imposed by the user (manifested at the top level
of the system) and constraints Imposed by the hardware or
prograanlng language (manifested at the bottom level) .
Ef f iciency constraints, such as throu hput , can also be
expressed at this stage. At present , the output of the
conceptualization stage is stated in terms of precise ~~gl ish,
because HEll currently provides no formal language to suppor tconceptual izat ion.

21
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• (2) External Interface I~ finiticn Stage — The external
interfaces of the system (i.e., the top and bottom levels) are
conceived . Each of these levels provides some functional
capabil ity in terms of a set of operations, and consists of
one or more modules, or groups of related operations (note the
discrepancy with the conventional usage of ‘module,’ meaning a
single program or st.troutine) . A module is chosen on the
basis of localizing certain decisions (concerning for example,
representation or implementation) within the module, so that
different modules can be implemented (or have their
implementation changed) without regard to the implementation
of any other module. P~ ile the conceptualization stage poses

• the problem to be solved , this stage describes the functional
capability of a system that solves the problem. The output of
t..is stage is a list of the modules of the top and bottom
levels of the system, and a list of the operations of each
module.

(3) Intermediate Interface I~finition Stage — The
intermed ia~~1~~~is~~1 the hierarchy are conceived. This
process of defining intermed iate levels can proceed in any
manner : top-down, bottom-up, or randomly. For example, in
conceiving levels top-down , one asks, ‘P1~at level best
real izes the level I alrealy have?” In conceiving levels
bottom-up, one asks, “4~at level best utilizes the level I
alrem1y have?’ This process continues until the entire
hierarchy is conceived . Each intermed iate level is also

- 
- decompo sed into modules. The number of intermed iate levels

depends on the complexity of the problem and on the taste of
the designer. The output of this stage is a list of the
modules of each of the intermed iate levels, and a list of the
operations of each module.

(4) Formal Specification Stage — The formal
specifications for each module are written. In addition to
its operations , which are invoked by a user or an external
program, each module contains a set of internal data
structures that can be accessed or modified only via its
cperat lcns; a specification of each operation is written in
terms of the values of the internal data structures. The
operations of a given module may also reference , in a
restricted way, the operation s and internal data struct ur es of
othe r modules at the sane level; all such references must be
explicitl y stated . C~e goal in decomposing a system is to
minimize inte rmod ule refer ences , making each module as self—
contained as possible. The output of this stage is a set of

• formal specifications for each module of each level in the
hierarchy.

(5) Formal 1~ presentati on St e — Eventually each
nonpr iin it ive module (i.e., a i~~d e t t does not appear at
the bottom level ) will be real ized in terms of the next lower
level . For each such module , its realizat ion consists of the
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representation of its internal data structures in terms of the
internal data structures of the modules at the next lower

• level , and (at the next stage) the implementation of each of
its operations as a program that invokes the operations of
modules at the next lower level . The formal rep resentation
stage reflects the need to define the internal data structures
of each nonprimitive module, which have no meaning by
themselves, in terms of mor e pr imitive internal data
str uctures. The formal represen tation of the modules at a
level is written as a set of expressions (cal led mapping
function expressions), one for each inte r nal data str uctur e of
each module at the level ; each expression defines its

• corresponding internal dat a structure in terms of the internal.
• data structures of the modules at the next lower level . The

output of this stage is .~ mapping (i.e., a set of mapping
function expressions) for each level in terms of the next

• lower level.
(6) Abstract Implementation Stage — Each operation of

each module is implemented as an abstract program invoking the
operations of the modules of the next lower level . It is in
this stage that the implementation decisions are made. The
programs are termed abstract because they descr ibe only the
sequence of calls to the operations of the next lower level ,
without regard to other details assoc iated with the final code
(see the next stage) . The output of this stage is a set of• abstract programs , one for each operation of each nonpr imitive

- 
- module.

(7) Coding Stage — ~~ produce a runn ing system , a set
of pr ograms that run on the target machine must be generated .
Here the target machine may be either a piece of hardware (in
which case the programs are written in assembly lang uage) or a
high-level programming language (in which case the pr ograms
are written in that language) . These programs can be
generated by transl ating the -abstract programs (either by hand
or machine) into concrete programs that can actually be run.
The concrete programs thus contain much detail that has been
omitted from the abstract programs. The output of this stage
is a set of concrete programs -- one for each abstract pr ogram
— that can be compiled, interpreted , or assemt led with
existing on-line tools.

(8) Verification. As stated above, ver±tication is an
extremely precise and complex consistency checking operation.
The object of verification in the specific case of HIll is to
see that the module specifications are correctly real ized by
the representations and abstract programs that have been
supplied . Wrification requires a formal mathemat ical proof ,
which can be performed either by hand or with the aid of an
on—line program verification system. A verification technique
especially suited to Hill has been developed [19) . Because
verificat ion is so diffic ult , it can be considered en opt ional
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stage of ~~t. In that case, other methods of val idat ion , such
as debixjging aid test ing, would be i.sed to ensure the correct
operation of the developed system. The output of this stage
is a transcript of the proof of the correctness of the system.

The stages of Hill describe a suggested time order ing, but by
no means an inviolable directive, for developing a system. For example ,
there will be much iteration in the system development process.
Iteration occurs when, at a given stage, it is realized that a mistake
was made at an earlie r stage of system development. Hill encourages the
designer to go back and correct the mistake before proceed ing. It is
also possible to real ize one level of the system in terms of another
before some of the other levels have been designed. However, both upper

-• and lower levels should be specified before any realizat ion takes place.

• In comparison to Hill, the conventional, method of software
development descr ibes a system as a network of functional transducers
(Figure 3) ,  each perform ing a specific task. The network can have

S 
either of two interp retations :

• •
• 

* The 1~ ta Flow t!t~del — Here data enters a functional
tranidi~ er at one of its possible entr y points. The data
is transformed by this transducer into the data that is
seen at the exit points.

* The Control Flow t’bdel — Here control enters a functional
transducer at one of [ts entry points. The transducer
per forms some task , usually including changes to some of
the system ’s data structures. Control then passes throtx~hthe transducer ’s exit points to some other parts of the
system.

Both of these models are useful for understand ing , in an intuitive way,
what functions the system performs. However , they are deficient because
they fail to descr ibe the system’s static structure and the properties
of the data in the system. Systems descr ibed in this manner have only
one level of abstra ction , so either the data is considered In full

• detail or it is ignored. In addition , it is impossible to understand a
component of the system in isolat ion, because many different parts of
the system operate on the sane data . Since the network itself may be
extremely complex (possibly containing loope) , a true under stand ing of
the system with these methods is still nearly Impossible. Conventional
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!~ methods attemp t to manage complexity by this form of structure , but the
methods do not solve the entire problem because the struc ture does not
truly separate the system ’ s components.

III-C—2 • I~ scr ibing System Families in Hill

Hill enables the development of an entire family of systems, as
well as a single system. A system family is a set of systems that share
some connon properties. In applying the system family concept to 11DM, a
family is described by specifying only the properties shared by all its

S

. 
merbers. In Hill this is done in two ways :

* In the first method it is possible to produce a set of
specificat ions for a system, called a family generat 4~~• design, hav ing only the properties shared by a system
family. It is then possible to partic ular ize the se
specifications as needed by produci ng specifications for
ind ividual members of the family, called family member
designs.

* In the second method it is possible to consider a set of
specifications as descr ibing the family of systems whose
real ization meets these specifications, i.e., many
different realization s are possible for a given set of
specifications.

• One implication of this method for descr ibing a system family in Hill is
that the entire family can be designed as if it were a single system.
Only when the properties of family ment)ers beg in to diffe r are the
designs of the ind ividual fam ily member split. Thus , there is an
enormous potential for sharing development costs among the members of a
system family. In add ition , decisions as to the exact composition of
the family (e.g., number of systems, capabil ity ra nge of each system)
can be postponed until a stage of the development process when more is
known about the trade-offs for the se decisions. As a resul t of
postponing decisions until a more appro priate t ime, the family
ultimately developed will bette r fit the r ange of intended req uirements ,
without gaps ( requirements filled by no system member ) or over laps
(where more than one system would be adequate for a particular set of
r equirements ) , resulti ng in further sav ings.
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III -D. The Languages of Hill

HEll prov ides three specification languages: the first for writing
formal specifications of modules arid representations, the second for
describing the arra ngement of modules into levels arid levels into a
hierarchy, arid the third for describing abstract implementat ions of
modules. An example of the specifications of a complete system, using
all three languages , is shown in Appendix B.

II I—D—l . SPECIAL

The language for module specifications arid representations is
called SPECIAL (SpECIfication arid Assertion Language) E20 1 . It allows
the operations of a module to be specified independently of bow they are
implemented.

A SPECIAL description of the operations of a module is
analogous to a descr iption of the instruction set of a computer
appearing in a prog r ammer ’ $ manual • Both are given in term s of the
effect of the operations on particular state variables. SPECIAL differs
from the informal notation used in programmer ’ s manuals in that it is
mathematical , based on logic and set theory. It descr ibes the effects
of an operation as if the operation were ind ivisible, rathe r than as a
sequence of emaller operations (the conventiona l approach ) . ‘10 describe
the properties of real systems, SPECIAL also has some constructs from
progr amming (e.g., type s and exception cond it ions)

SPECIAL is al so used to descr ibe the representation of the
data structures of a module specification in terms of the data

• structures of modules at the next lower level .

III—D—2 . I~ L

The language for descr ibing levels and hierarchies of levels
ar id rep resentations is called I1SL (Hierarchy Specification Language)
HSL specificat ions are used to check the consistency of decisions shared
by several modules or r epresentations (whose specificat ions are
expressed in SPECIAL) . The syntax of I~ L is extremely simple.
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III—D—3. ILPL

The language for descr ibing abstract projrans (i.e •, for

• specifying implementation decisions) is called ILPL (Intermed iate Level
Prograamming language). It describes an Implementation for each
operation of each module as an abstract pr ogram.

It differs from programming languages in that it is extremely

• simple arid has no bui lt— in data structures. The simpl icity is an aid to
formal verification. The lack of built— in data struc tures allows the

S user explicitly to specify his own dat a structures as modules of the
• system appear ing at the lowest level • This allows a single simple

• language to be used for many differ ent applications , rather than using
several languages or a single larg e do-it—all” language. For example,
a different set of modules would be used for systems programm ing than
for either general high-level appl ications or for list processing.

• Thus , if IIPL is the abstract prog ramming language, any existing
prograwning language can be used for the final coding, with the data

- structures of that programming language incorporated into ILPL as a set
• of modules. Such ver satil ity can contr ibute significantly to the

solution of the por tability problem.

Pbstract programs written in ILPL can be checked for
consistency with specifications wr itten in SPECIAL arid 1EL, because all
three languages are based on the sane concepts.

III —E. The Thols of Hill

A complete set of tools for Hill would cover the stages of interface
definition, formal specification , rep resentation , abstract
implementation, and verification . Prototype tools for the first th ree
stages have already been developed. Those for abstract Implementation
wil l be developed (under Navy sponsorshi p) in the near future. Those
for verificat ion will be developed (under othe r sponsorship ) over the
next three years.

The currentl y implemented tools are as follows . The ind ividual
module specifications and rep resentations (written in SPEC IAL) are
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checked by the module checker ar id the representation checker ,
respectively. The structure of the system , descr ibed in I~ L and
consist ing of a descr iption of the individual levels and the entire
hierarchy , is checked by the interface checker and the hierarchy
checker. The specification of the structure allows for checking of
consistency among the specifications of the modules and rep resentations
that were checked ind ividually by the first two tools ~~scr ibed above.
Each checking program outp uts information needed by other checking
pr ograms, as well as d iagnost ic messages in case of an error • A diagram
of the current tools is contained in Fig ur e 4.

The unimplemented tools include an implementation checker for
specifications in ILPL , and changes to the interface ar id hierarch y
checkers so that they check for syntac t ic consistency of abstract
implementations with the previously written specifications and
representations. As stated above , the verificat ion system will be
available in not less than three years .

• Other proposed tools , which are not connected with specific stages
of Hill, are the module simulation system and the development data base .
The module simulation system allows the user or designer of a system to
test the functioni ng of a module (or of a complete level) after the
module or level is specified , but before it is implemented . The module
simulation system simulates the behav ior of the module or level based on
the specification alone . Althoug h this simulation is very ineffic ient
relative to the final implementation , it allows an accurate eval ua t ion
of a system’s capability and utility to take place before the often
heavy cost of implementation is incurred . The development data base
would enable Hill to be better appl ied to the development of production
software systems. The developmen t data base keeps track of all changes
that are mad e as the software is developed , and rechecks the system ’ s
consistency as need be, alerti ng the designe r when a change in one part
of the system affects another . Without such automated account ing
measures , it would be extremely difficult to control the development of
a large system .
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IV ~~~~~~~~~ IMPACT CF Hill

IV—A. Introduction

S~ believe that Hill can considerably assist the project manager in
his task , especially for larg e projects. Project management encompasses
many issues, and the following are d iscussed her e: time re~~irements,

• per sonnel , estimation , project eval uation , documentation , maintenance,
and scope of appl icability .

IV—B . Time I~quirenents

Hill differs vastly from conventional methods in the relative amount
of time spent in its var ious stages. In HEll, much more time is reqiired

• in the early stages (i.e., conceptual ization , interface definition ,
specificat ion, ar id rep resentation ) than in the later stages (i.e.,
abstrac t implementation , cod ing , testing, and maintenance) .~~ With
conventional methods , relativel y more time is spent on the later stages.

• The dec isions made during the earlier stages are more Important ,
because the decisions of the later stages are dependent on them . If the
early decisions are wrong , the rest of the project is in trothl e (as is
often the case using conventional methods ) . In fact , the total time
spent on a system using Hill should be much less, because Implementation ,
testi ng , and maintenance are the major time expend itures in the
development of software . Thus , Hill achieves a redistr ibution of the
t ime spent to achieve a bette r software product in less total time.

* The opt ional Hill stage of verification is an extr emely complex
pr ocess; its time requirement will, not be considered here , for lack of
sufficient information .
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IV—C. Personnel

Issues of personnel consist of skills and training , the project
team , evaluation of personnel , arid potential difficulties.

IV-C—1. Skills and Training

Learning Hill is not a tr ivial task , because it req uires a
sti stantia lly different way of visualizin g softwar e than conventional
methods. l~spite this difference , many individuals have by now learned
to use Hill to think about programs and are applying it in practical

• develoçinent effor ts • We bel ieve that programmers, for both the ?~vy and
for vendors , can be readily trained to use Hill; ar id , in the l ight of the

= seriousness of the software problem, we believe that the modest effor t
required will be well rewarded.

Of course , some spec ial ized skills are needed to use Hill
effectively. Besides the obvious skills such as knowledg e of software
(programming) ar id of the appl ications area , others — which are
typically developed from mathemat ical traini ng — include :

* The ability to think clearly — to be able to state a
problem clearly and to divide it into component par ts for
solution .

* A good sense of aesthetic s in design — to arrive at
elegant designs to solve the problem at hand .

* The ability to man ipulate formal nota t ions.
Naturally, most of the abov e skills are possessed to some extent by
every good designer or progra mmer , but in a very spec ial ized sense.
Traini ng In Hill requires the broadening of these skills toward the goal
of writing specifications for hierarchicall y structured systems.

~lb use Hill, a designer or programmer must be tau ght the
following:

* The model of computation on which Hill is based — the
hierarchy of abstract machines.

* “Th str action ,” the technique by which one arrives at a
hierarchy .

* The restr ictions Imposed by Hill, such as modular ity.
* The languages of Hill — SPECIAL, 1EL, and ILP L.
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• If program verificat ion is att pted , it is desirable to have a general
knowledge of mathematical proof , and program verification in particular.
Any personnel per forming formal ver ification would be trained In the
particular ver ification techniques that are appl icable to 1114.

Traini ng an experienced per son to start using Hill takes about
a month . Preferably, such trainin g should take place in the form of a
cour se, with many graded problems. The learnin g rate is initially glow,
because Hill may req uire that a program mer break some previous habits arid
to adopt new ones; however , afte r the initial hurdle is clear ed ,
progress tend s to be rap id .

IV-C-2. The Pro ject ~~an

A project team that uses Hill tends to be email, usually rot
more than four to five designers or implenentors worki ng at a time. It
is recommended that every team that designs or implements a system
contain (Or have as a consul tant ) at least one mai~er who has actually
designed or implemented a system using Hill. In the early stages of
software developmen t (encompassing the Hill stages of conceptual ization ,

• decomp osition , ar id specification ) , the interaction among team meshers is
usually very close . The interaction centers aro und the specificat ions ,
as soon as a draft of them has been written . Diring the later stages of
development (encompassing the Hill stages of representation ar id
implementation ) , the team methers can wor k with more or less

• independence , because the formal specifications divide the
implementation effort into independent programming units whose
interfaces have been precisely defined . For best resul ts , the project
team for the Implementation ~tase should contain or be supervised by a
meiter of the design team. This is because in Hill, although
specification s are written to be independent of a particular
implementation , the designers have thought to some extent about
implementation issues (to create a rea sonable hierarch y) . These
thoughts should be communicated in some way to the Implementation team ,
either by per sonal contac t , by sane written explanation of
implementation issues , or by sample Implementations accompanying the
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specification. In addit ion , a designer may have an overall concept ~f
• a system, which he can convey to the Implementation team.

IV -C-3. ~~raonnel Evaluation
• using current methods, it is often difficult for a project

manager to evaluate the qual ity of the designers arid programmers working
for him. ~~e problem is that it is difficult arid time—consuming to
evaluate the designs and Implementations produced by these people.

• It is much easier to evaluate a design using SPECIAL arid IEL,
because these languages require more decisions to be explicitly written
down. In addition, the restrictions provided by 11114 — and detected by
the on-line tools — are a means for screening a design or an
implementation, because many poor designs or Implementations — not
adher ing to these restrictions — will not pass through the tools. This
contrasts with other methods, in which it is permissible to write any

• design , or any Implementation that compiles; the rest is left up to the
debugging skill of the designer or implementor. The structure of

• systems produced with Hill enables responsibility for a faulty piece of
code to be placed on a specific person . In conventionally structured
systems with Imprecisely defined inter faces, this is more difficult to
do.

The increased difficulty of using Hill may be looked upon as a
blessing , because it provides a screening mechanian for software
development personnel. The acre~;a~ ag of designers and programmers is a
significant problem; it was d iscovered [211 that skills among
programmers with equivalent training aid experience differed by as much
as 26 to 1. Presumably a project manager would use the screening
information prov ided by Hill in choosing a future team. Although there
will now be fewer people from which to choose, these fewer people will
produce better systems sooner that require less maintenance, thereby
cutting the overall need for personnel . Because the design ar id
implementation teams are enaller than in the conventional approach ,
fewer — arid more skilled — personnel are needed . Pete the similar ity
between Hill and the thief Programmer 1~am 13J in this respect.
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Hill Imposes constraints upon system designers arid
implenentors, but not in such a way as to minimize the need for
creativity among them. For example , the ability to decompose a system
properly into a hierarchy of abstract machines requires exceptional

• ingenuity and skill. However , 11114 does not allow the kind of freedom
that lets designers do everyth ing they want, but no highly developed

• engineering practice does that. Hill specifically prohibits those
techniques that produce systems of needless str uctural complexity, even
if some designers have previously used the latter techniques to create

• functioning systems. Extensive use of Hill in the research environment
of SRI has shown that it does not interfere with creativity, but rather
presents more of a challenge to the designer to meet the constraints
imposed by it : to build a worki ng system that is also well—structured
and elegant.

IV-C—4 • Potential Difficulties

Managers should expect to encounter some initial resistance on
the part of pr ogrammer s arid designers to the introduction of Hill. A

• similar experience has occurred with the introduction of structured
coding techniques into programming shopa. Although such techniques are
generally recognized as lead ing to a bette r software product , there is
still resistance to then. A manager must weigh the potential benefits
of introduci ng something new against the resistance encountered by such
an introduction . Particular difficulty may be encountered with SPECIAL,
because few people have ever written precise specifications. The
difference ( and thus the expected resistance ) is even greater than that
encountered when changing from assently language to a higher—l evel
lang uage for system Implementation.

As stated above, the use of 11114 requires more mathematical
sophistication than is possessed by the aver age programmer • There are

• 0 

also levels of ability required In using the various stages of Hill. For
example , it takes more ability to decompose a system into a hierarch y of
abstract machines than it does to wr ite the specifications for the
modules of an abstract machine once the general function of the machine
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is known . Similarly, it ii more difficult for a designer to write
• specifications than it is for a progr~~~er to real those specifications

arid to Implement then. These differences correspond to the relationship
between a systems analyst , a pcogr~~~er , and a coder in the trad itional

• a~ roach to software develolasfit.

P1-0. EstImation

Estimation has always been difficult for project man~~ers, because
• they are called tçon to estimate effor t ar id cost even before the problem

has been formulated . Thus , many managers estImate the t ime needed to
solve i&~at looks like the problem, and then multiply by a suitable

fLidge factor (somet imes as great as 10) .

I~ irq Hill , it i~ still difficult to estimate the need for reso urces
.t the beginning of the project. However, after the specifications have
been completed , it is straightforward to est imate the resources required
for the remaini ng stages , because the major problems are now thoroughly
understood . In add it ion, the specificat ions provide a good IndIcation

• of the amount of code that will have to be written to Implement the
System. L~ ing conventional methods , the problems are freq uentl y
misuder stood even after the design has been completed , so estimat ion is
still difficult. Thus , by helping a manager to understand the problems
at hand , Hill can improve estimation in the late r stages of software
development .

IV—E. Proj ect E~ial uation

A project manager must be able to evaluate the status of his
pr oject at all times, so that changes ar id aijuabments can be male. Hill
is a considerable aid in this pro cess. The stages of HDM have built— in
milestones, by which the manager can determine the status of the
proj ect. The outputs of each stag e are structured so that a problem
area can be localized and the situation remedied . System design
specificat ions are particularly useful for this pur pose . In the
critical design rev iew, for example, the reviewers could read the system
specificat ions before the review and could be prepared to make extensive

38



comments during the review. Such a process would enable both manager s

and outside observer s to j udge the progress of a software development

effort with greater accuracy than was previously possible.

P1—F. Docunentat ion

L•~S kinds of documentation are useful afte r the system is in

operation: that required for the user s of a system, and that required

for system maintenance. The user docunentatiort should probably be

written in natural lang uage (i.e., Fzqlish). The system maintenance

documentation can be written in any suitable med ium , but should probably

include some natural language for explanat ion. Hill can be of utility in

both aspects of documentation.

For user documentation, the Hill specificat ions of the user

interface of the system can be used as the basis from which the natural

language documentation is derived. The Hill specification is clear arid

xtanb iglx)us, allowing an excellent user document to be generated with

ease.

• 
• The specifications, representations, and Implementat ions produced

by Hill form the basis of the maintenance documentation . The

specificat ions arid representations identify the parts of the total

implementation, and tell what the latter are su~çosed to do. Even if no

other documentation generated , it would still be possible to maintain

the system with ease ( thus, more easily than with conventional

documentation) . Hill provides a ccmmnentirlj facility in SPECIAL and ILPL

so that additional insights can be written in—line with the

specificat ions. tate that the Hill specifications convey mainly what

decisions have been male; it is also desirab le to have additional

documentation in natura l language to give the reasons for having made

the decisions.
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IV-G. Maintenance

The cost of maintainin g a large production software system almost

always outstrips the cost of developing the system in the first place .

Maintenance usually has three forms :
* Removing pr eviously und iscovered bugs
* Optimizing system performance
* klapting to changing requirements.

In general , better systems require less maintenance , because the system
contains fewer bugs, performs well, and is general enough to encompass
many m inor changes in requirements. We bel ieve that Hill enables the
construction of bette r systems, so the maintenance problem is somewhat
lessened to beg in with. ~~en maintenance is needed for any of the three

reasons listed above, Hill can also be of assistance.

(bncerning the removal of bugs, a bug discovered in a system
designed using mu is often easily located and fixed , because precise
specificat ions are available, the system is well—str uctured , and the

• system contains excellent error—handling facil ities.

System performance can often be optimized easily in Hill, because
most optimizat ions in Hill are changes in the Implementation of a single

module. Such a change can be made very easily, without regard to any
other code in the system. Systems designed using conventional methods

have many h idden dependencies, so even a anall change such as an
opt imization can cause txidesired behavior elsewhere in the system, which

must be located and corrected .

Even the problem of changing requirements is handled more easily in

Hill, because the structure of the system limits the effects of changes
in the design resulti ng from changing requirements.
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P1-H. Scope of A~~licth ility

This stt section d iscusses the possible use of other methods in
conj unction with Hill and the class of systems for which Hill is
aiplicable.

Of particular Importance to a project manager is the completeness
of the set of methods that he has chosen — in other word s, whether one
all— inclusive method is indicated , or whether several methods would be
useful, to achieve the optimum result. Cbviously it would be preferable
to use one all—inclusive method , if a good one existed . I~~4 is complete
in one sense and Incomplete in another . It is a complete medium for
stating design and Implementation decisions once they are made, but does
not — in and of itsel f — provide the criteria for making these
decisions. lbwever , no medium or methodology can be expected to do this
completely. In other words, it serves no purpose to use another design
methodology . idd ition to Hill. It might be useful to study the system
— for example , by simulation —— to dete rm ine how a given part of it
might be designed.

Hill prov ides most of the criteria for judg ing the elegance of a
design , but prov ides almost no criteria for judg ing its performance . At
this time, performance has not been addressed in Hill, because

* Research in performance properties has lagged behind
research in data properties. Thus, we felt that there was
a good way to specify the data behav ior of the system
(ait,odied in SPECIAL), but no good way as yet to specify
performance properties.

* Given the ex isting methods for performance prediction (such
as simulation arid analysis) , we saw no good way of
incorporating any of these into Hill, because abstraction
and performance analy sis are confl icting crit eria from
which to view a system.

However , it is possible that the near future will bring about a way of
incorporating performance properties into Hill. Thus, it is recommended
that Hrtl be used alone , with the possible exception for performance
evaluat ion tec1z~iques, which may be of considerable help in deciding on
design and implementation decisions.
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Hill was or iginally created to spec ify operating systems. Some
characterist ics of operating systems that make them amenable to
treatment by Hill are

* A “virtual machine” that is provided for the user .
* Many natural abstractions that are provided for users (such

as processes, vir tual memory, files) arid that are used by
parts of the system (such as pages arid queues).

Special-purpose operating systems, such as message-processing systems,
are also amenable to treatment by Hill. The same is true for database
systems, which provide an abstract machine (perhaps a relational data
base) for the user • (~ the other hand , compilers arid systems for
business data processing present problems for Hill. Compilers present

difficulty because it is not easy to write in a precise way what it
means for a compiler to function correctly: no one has yet done so for a
nontrivial compiler. However, Hill is based on a model of computation in
terms of which compilers can be described ; future research in Hill will
investigate the problem of precisely specifying a compiler . In any
case, it is now possible to use Hill to specify the parts of a compiler ;
this exercise has proven useful in two a~~lications of Hill: a program
manipulation system (123 1 , 124)) arid the syntactic processor for SPECIAL
(20) . with regard to systems for business data processing, there is a
minimal amount of abstraction : The data manipulated by the programs is
the data seen by the user • The only possible abstract machine consists
of a file ar id the programs that man ipulate it (whic h typicall y read ,
write, and access the data in the current record) . However, defining
such an abstract machine is extre mely useful , because the machine
local izes all the code (usually distributed) that knows about the format
of . the file. t~ ing this scheme, file format s can be changed with only
local code modifications.

In consideri ng the possible use of Hill for software development,
the manager should not think that he is getting something for nothing.
However , it is believed that many managers would be willing to pay some
price for better arid cheaper software.
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V TRACK RECC*~D OF Hill

At th is writi ng , Hill is largely experimental , having been used
mostly to design ar id implement systems of a research nature . However , a
production effor t 1251 is currently underway. Transfer to a production
environ ment is still in the future, because traini ng in the use of HIll
takes some time to accomplish (see Section N-C) . However, the use of
Hill is expand ing , arid it has been stro ngly considered for even greater
use in both the governmen t arid pr ivate industry.

Besides trivial systems, Hill (or techniques that late r evolved into
Hill) has been used in fully Implemented systems on several occasions .
Running systems developed to date include:

* A I~’JIC index system [13)
* A virtual memory mechanien [26]
* A program—manipulation system ([23 1 , [24])
* A system for checkIng the logical soundness of mathematical

proofs
* A s~inbol table for a system that verifies cce(L programs

[271 .
The first three of the above systems were developed before Hill was
originated , using the specification technique proposed by Parna s ([131 ,
[14]). The language of these specifications, which has no formal
syntax , is a rudimentary version of SPECIAL; the other rules arid
restrictions used in constructi ng these systems resemble those of Hill.
Hill has formalized these rules and has provided a language and a
framework for expressing . them.

Another fairly larg e system has been designed and implemented using
Hill, but has not yet been run . The system compiles a frequency table of
words occurr ing on a file (see [28]). In addition , specifications are
currently being written for the syntactic processor for SPECIAL, arid
implementations (in ILPL) will be written shortly.
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Hill has also been used by SRI under government contract to specify
several large systems, none of wh~.ch has been implemented as yet. These
include

* P606 (Provably Secure C~erating System) [29) , whose major
design goal is verifi ab le security (funded by D~D) .

* SIFT (Software Implemented Fault ¶Iblerance) (303 , an ultra—
rel iable computer system for fl ight control on coitmercial
aircraft ( funded by M~SA) .

* KS0S (Kernelized Secure C~erating System) (25) , a secure
version of ~iiI X intended for production use throughout the
1~ partment of E~ fenae ( funded by ~RPA) .

F * R’flJS (J~ a1—TIme Cperating System) , a real-time operating
system for tactical applications (funded by the Army) .

* A family of message processing systems [31 ) (funded under
this contract to the Navy) .

SIFT, R1’OS, and KSOS will be implemented shortly, and a procurement for
the implementat ion of P606 is likely to be issued.

In the coamercial realm, Honeywell has used Hill to specify a
security kernel for Ptiltics, and is currently using Hill to design the
SCaIP (Secure (.t*lPuting) System , which prov ides a secure kernel on a
min icomputer to support many kinds of systems, arid an aircraft
navigation system [321 . In addition, Burroughs has used Hill for the
design of a coimunication switching system [331 .

With respect to verification , security properties of P906 [18) ar id
reliability prop erties of SIFT [30) have been proven using an abstract
model as a definition of security or rel iab ility, and specificat ions
written in SPECIAL. Part of the implementation of P606 has also been
proved consistent with its specification [291 . Event ua lly, SIFT, KSOS, F
arid PSOS (if implemented) will be completely verified , both for design
properties and correcthess of implementation.

Hill has been written into several proposals for systems whose
properties must be satisfied . In the KSOS developmen t mentioned above,
precise specifications, “in a language other than ~~glish,” are a
required deliverable , and SPECIAL has been referenced in the RFP as a
possible specification language. If the implementatiOn of PSCE is
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procured , the specifications of the system, written in SPECIAL, will be
part of the RFP.

All of the limited exper ience with 101 has been positive. In the
design ~~ase of all these projects, the use of 101 has helped clar ify

the design issues, and — although the design took longer — the
interfaces were clear arid compact. The exper ience in implementation
s~bstantiate s the conj ecture that the implementation stage is
straightforward, even if the design ~*iase is difficult. After
relat ively littl e testing, at least two systems (the program-
manipulation system and the s~mibol table for C~~CL verificat ion) have
had bug-free operation over their use, which was somewhat lim ited . The
program-manipulation system endured a stbstantial change in the
implementation of its lowest level (for performance reasons) but
required no modification of the code at any other level, because the
interface defined by the specification of the lowest level was
preserved . It is hoped that furthe r exper iences with Hill continue on
this positive note .
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VI A PRELIMINARY ASSES~4~~~ (P Hill

The following is a list of the most important aspects of 101:
• * Its complete approach to the expression of decisions

required in software development.
* Its structuri ng of design ar id implementation.
* Its language for precisely expressing design

specifications.
* Its flexible restrictions , which prohibit many bad design

and prograivming practices while permitti ng creativ ity on
the parts of designers ar id implementors.

* Its ability to check for completeness and consistency.
The above features of 1111.1 promote the following positive attributes of
software designed using Hill:

* Increased understandability
* Better manag~ nent control
* f’t re reliable systems
* Potential for cutting costs

These advantages of Hill have been adequately discussed in preced ing
sections of this rep ort.

The fol lowing potentia l. problems of Hill arise mostly from the
difficulty to be encountered in transferri ng 11114 to ex isting software
production environments:

* Different personnel structure arid requirements
* Different project management procedures
* Pbre time to learn
* t ’bre difficult to use
* Applicability for all kinds of systems not yet proven .

The first two problems state that Hill is different , but a case has been
presented that some departure fr om ex isting methods is necessary to
solve the software problem. The second two problems state that Hill is
difficult , reflecti ng the general difficulty inherent in the production
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of software, as stated her e in the presentation of the software problem.

The difficulty of using IDI contrasts with methods that may make
software production seen easy dur ing the early stages, only to encounter

- ‘ difficulty during the later stages. These four problems may cause
resistance to accepting 1114, even if it benefits the software—

-~~ - development process. This last problem is one of not having tested 1114
on every conceivable kind of system; further research is necessary to
arrive at a firm determination of the classes of systems for which 101
is appl icable arid perhaps a quantitative assessment of its
applicability. It is our conj ecture that Hill would be of considerable

benefit for most classes of systems, but this has not been
sitstantiated . Of course , since Hill has had only limited use In a

production environment, this may not be a complete list .
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VII Hill AND DOD P~ tEDURES FOR SYSTUI 1~ VEID~IIENF AND P U R ~ IEN~

VU-A. Belation of 11DM to the £SAW s

There are three t6AI~ s (Defense Systems k~quisition Beview
Council) , or review points, in the EOD software—development process.
These are descr ibed in detail in 134) . Ibre details concerning the
relatio nsh ip of Hill to the DoD software-development process are
available in [35) .

CSARC I deals pr imar ily with the system requirements arid a
- 

S 

statement of the system concept . Insofar as requirements are concerned ,
Hill is not currently equipped for stating or evaluating system
requirements. lbwever , the system concept may be expressed informally
in terms of abstract machines and progr ams, but having no structural
decomposition as yet.

tSA~~ II evaluates the coarse design for the system ( includ ing both
hardware and software) , currently eirt odied in a Type A specification.
At this point with regard to 11DM, the functionality all system
components should have been identified . These components can be
descr ibed as abst ract machines. Informal abstract programs (in the form
of block diagrams) may be used to specify control within the system.
The name and nature of each operation of each component will also have
been specified .

tEAm IIB is the final design evaluation of the system before
starting implementation of the prototype. This corresponds to the Type
B specification for the hardw are and the Program Performance
Specification (PPS) for the software. The preliminary and critic al
design rev iews are held befor e this ~~~~~ With regard to 11114, the
specifications of both software (all levels) arid hardware (in SPECIAL)
wil l have been written and evaluated , arid can be included In the PPS.
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H
tEAm III evaluates an operational system befor e production

deployment. At this point the Program Design ~~ecif icat ion (PtE) will
have been produced for the software. With regard to 1111, the
specification , representation , ar id Implementation stages will have been
completed by this t ime. All outputs of 1114 can be included in the IVS.
Last-minute changes can be made at this point , with the nierstand ing
that it is much more difficult to change a system after it has been
deployed. The results of any val idat ion or ver ification attempt should
alao be made known at this point.

Hill fits rather wall into the current structure for the DoD
software-development process. C~ tputs of Hill can add to general system
understand ing when added to the Type A specification , the Pt~S, and the
P1~ .

WI—B. 1~lation to Procurement

HIll has several uses in systems being proc ured by DoD (see al so
(3 5 1) .  First an Hill specification may be required as a del iverable in
the contract for a system design (as was done in the case of Secure
UNIX, mentioned in Section V). Second, if the system has already been
designed using Hill, satisfaction of the specification may be a
requirement for the Implementation. The specification itself may be
written into the ~~P (as is the case for the possible P506 procurement,
mentioned in Section V) . These practices should help both DoD and the

S contrac tor , because DoD is demand ing (or issuing) a precise statement of
system properties , and because the contractor is clear as to what it
should produce.
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VIII ~~CILEIC*~

11DM (the SRI Hierarchical Development Methodology) is an integrated
set of concepts , proced ure s, languages, and on-line tools that
encompasses all stages of the software -development proce ss. The goal of
Hill is the consistent production of software systems that are more
correc t , reliabl e, and maintainable than those resulting from the use of
cur rent techniques. The use of such an approach could lead to

• considerab le cost savings over the development of software by
conventiona l methods.

Hill leads to the creation of systems that are wall—structured and
precisely specified , for which it is often feasible to prove
mathematically that the system meets its specifications — even for
large systems. 1114 also provides for the development of an entire
family of systems at once , resultin g in add itional cost savings.

Hill is fully operational for the design stages of software
development. W wever , more ~Krk , both research and engineering , is
req uired to fully develop the lang uages and tools for the other stages
of IDI and to integrate them with the ex isting languages ar id tools.

Early exper iences in the ise of Hill have been favorable , but a full
evaluation of its util ity awaits more exper ience in the use of Hill to
produce many classes of systems in a production enviroment.
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Apperidix A

GLOSSARY

ABSTRACTION — The process of isolating a few of the properties of an• - object to explain it or to understand it more easily. Also, the objectconta ining only the prop erties that are isolated as part of the• abstract ion process.
CHECKER, HIERA~~HY — The on-line tool of Hill that syntactically checksS 

the specificat ion of a hierarchy , writte n in I~ L, against thespecifications of the interfac es, modules , and representations in thehierar chy.
CHECKER , I M I 4~~~ATION — The proposed on-line tool of Hill thatsyntactically checks specifications for abstract programs, written inILPL, for self—consistency.
CHECKER, INTERFACE — The on-l ine tool of Hill that syntactically checksan interface specification, written in 1~ L, against the specifications
of the modules conta ined in the interface.
CHECKER, MCOULE — The on-line tool of HDM that syntactically checks amodule Specification , written in SPEC IAL, for self—consistency .

S CHECKER, 1~ ffi ESEN ’rATION — The on-line tool of Hill that syntacticallychecks the specification of a representation, written in SPECIAL, forself—consistency and for consistency with the higher— arid lower—levelmodules that it references.
CODING — The seventh stage of Hill, in which the abstract programs of asystem , written in ILPL, are transl ated into executable code that can be
compiled, interpreted , or assembled using some exIsting tool.
COICEPrS — The scientific results and global model that form the basis
of a methodology.
COICEPTUALIZATION — The first stage of 11DM , in which the problem to besolved by a software system is formulated as independently of anysolut ion as possible.
t~’i~ BASE, IZVEW~ lEN’r — The proposed on-line tool of Hill that keepstrack of all specifications for a system and any changes made to them,rechecking consistency when necessary and alerting the user to anychange that ~~u1d make the system inconsistent.
I~ TA STRU~TLJ~ES, IFfl’ERl~ L — ¶L1,e “memory ’ of a module, in terms of whichthe module’ a operations are defined .
FAMILY GENERATING DESIQ4 — A design , or formal specification , of asystem, conta ining all the properties shared by a system family.Designs for the ind ividual fam ily members can be prod uced from thefamily generating design by the process of particular ization.
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FAMILY MENBER DESIG~ — The design , or formal specification , for a
S particular meiter of a system family, hav ing all of the properties of

its family and some additional properties not shared by the other family
members.
FAMILY , SYSTEJI — A set of software systems that share a set of common
properties.
FORIAL — Precise, having a mathematical basis. Hill is formal in this

• sense. ~bte: This term has another meaning in the standard military
• terminology: having or a~çearing in a standard form .

11DM (Hierarchical Development Methodology) — A methodology for the
development of lar ge software systems, developed at SRI for the pur pose

- S of solving the “software problem. ” HUZ4 is based on the concepts of
hierarchic al structure , abstraction, modularity, and program
verification.
HIERA~~HICAL STRICTURE — A particular kind of structure in which, if
one component of the system is dependent on another , the reverse is not
also tr ue. A system with this structure has advantages in regard to
passing information and chang ing code within the system.
HIERA~~HY — A system or organization that has a hierarc hical structure.
HSL (Hierarchy Specification Language) — In Hill, the language for
specifying the modules that make t~~ a level and the structuri ng of
levels and representations that forms a hierarchy.
ILPL (Intermed iate Lavel Programming Lang uage) — In Hill, the language

• for expressing Implementation decisions, i.e., for writi ng abstract
programs.
IMMflIENTATION, ABSTRACT — The sixth stage of Hill, in which abstract
programs (in ILPL) are wr itten , implement ing each operation of each
level .
INTERFACE DEFINITION, EXIE RMAL — The second stage of Hill, in which the
external interfaces of the system (that is, the top and bottom levels)
are conce ived. -

INTERFACE DEFINITION, INTEI~1EDIAT E — The third stage of Hill, in which
the intermed iate interfaces ( that is, the intervening levels) are
conceived .
LMGUA~~~ — In a methodology, the media for descr ibing things accord ing
to the concepts on which the methodology is based .
LEVEL — A *z~it of a hierarchically structured system in Hill, prov iding
a set of operations to the programs implementing the operations of the
next higher level (or to the users , if it is the top level) , arid which
— if it is not the lowest level — is implemented by a set of programs
invoking the operations of the next lower level.
MACHINE, ABSTRACT — A level of a hierarchically structured system in
11DM, providing a set of operations to the programs or users that use
that machine.
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MAPPING — A set of mapping function expressions, which define s the
~ormal representat ion of one or more nonpr imitive modules in terms of
the modules at the next lower level •
MAPPING F~I1CTICN EXPRESSION — An expr ession , written in SPECIAL, that
defines a particular internal data structure of a module of a given
level in terms of the internal data struc tures of the modules at the 

S

next lower level.
METhOWLOGY — In software development, an integrated set of concepts ,

• - procedures, languages, and on-line tools for developi ng large systems.
MODu LARITY — The property of consisting of easily replaceable parts
called modules, hav ing well—defined external interfaces.

• MODULE — In general , a part of a system with a well—defined external
interface , arid which is easily replaceable by any component having the
same interface . In Hill, a set of operations arid internal data
structures with the general properties of a module. Note : This
definition is different from the convent ional one, in which a module is
a sthrou t ine whose operations on shared data may not be well—defined .
OPERATION — A functional capability prov ided by a level or module that
can be invoked by a user or a program that has access to that level or
module. In a specification , an operation is defined in terms of the
changes that its invocation makes to the module’s internal data
structures.

• PARTICULARIZAT ION — The process of add ing properties to a family
S 

• generating design , to arrive at a family inether design.
PRJCEDURES — In a methodology, a descr iption of the way in which a
software system is developed , usually by div id ing the software—
development process into stages.
PICQW4, ABSTRACT — In 11114, a program that descr ibes a secp~ence of
invocations to the operations of a given level of the system.
REPRESENTATION, FUV.IAL — A spec ification (written in SPEC IAL) of the
definition of the inte r nal data structures of the modules at a given
level, in terms of the internal data struc tures of the modules at the
nex t lower level • Also, the fifth stage of Hill, at which the formal
rep resentation s are written .
SIMULATION, £WULE — A di~ licat ion of the behavior of a module or a
level of a software system, based only on the specification for that
module or level.
SIMULATION SYST~4, MODULE — An on-line tool that performs module
simulation.

• SOF”IWAEE P~~~LEM, ~~E — The fact that large software systems often
exceed their estimated costs of development , are unrel iable , do not meet
their requirements, and are difficult to maintain.
STAGE — A part of the software-development process, used pr imarily for
the purposes of descr iption. Different methods of software development
div ide this process into different sets of stages .
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SPECIAL (SPECIfication arid Assertion Language) — In 11DM, the language
• used for specify ing modules and representations. It specifies a program

S by stati ng what it does, independently of how it achieves that effect.
SPECIFICATION, F~~4AL — A document explaining precisely what a given
software system does, preferthly without explaining tow it is done. In
Hill the formal specifications are written in SPECIAL. Also, the fourth S

stage of 11DM, in which formal specifications are wr itten for each module
of each level of the system. -

!IVOIS, (V—LINE — In a methodology, a set of programs that process
statements in the languages of the methodology and that enforce
restr ictions derived from the concepts of the methodology.
V~~IFICATION, ~~~Q~AM — The process of mathematically proving the
consistency of a program with its specification, that is, that the
program does what it is supposed to do.
V~~IFICATION SYST~V, PRC(~W4 — An on-line tool that performs program S

verification, either completely automatically or with user guidance.
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EXAMPLE OF Hill

1. Introduction

This example illustrates the use of the three languages of Hill —

HSL, SPECIAL, and ILPL — to descr ibe a system completely.

2. Interfaces and Hierarc1~y of the Example

In this sthsection each of the levels of the system is defined : the

top level (LEVEL1) , consisting only of the “stacksi” module; and the

bottom level (LEVELO) , consisting only of the “ar raysi” module. The
hierarchy specification shows how the t~~ levels are related using the

“ stacksl” representation.

S 

(INTERFACE levell stacksi)

• 
( INTERFACE levelO arraysl)

(HIERAICHY stackexanple ( levelO IMPLDM~NTS levell USING stacksi))

3. Global Cbjects

In this s*.tsection is prov ided a list of the global objects

(pr imarily function s) of each module and representation.

STACKS 1 P~~ JLE

stack: I~~IQ~ATORINTEX ER max_stack_size
HP VF(14 ptr (stack s) —> INTEGER I
HP VFW stack_val (stack s; INTEGER i) -> INTEGER V

OFW push(stack 5; INTEGER v)
(YJFLV pop(stack s) -> INTEGER v

ARRAYS 1 MODULE
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~~ array : ~~~~~~~~~

S 
INTEGER &r ay 5155 

_____

VP WW access_array(array a; INTEGER i) —> INTEGER v
OFW change_array (ar ray a; INTE~~~ i , v)

• STACKS 1 MAPPING

(no global obj ects)

4. Ycdule Specifications

This sthsection contains the formal specificat ions (written in

SPECIAL) for the modules of the example system.

— - 
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s~ c~si MODULE

MODULE stacksl $( maintains a fixed number of stacks of integers,
-; each of the sane fixed max imum size)

stack: ~~~IG~ATCR $( names for stacks) ;

• 
PARAMETERS

INTEGER max_stack_size $ ( max imum size for a given stack) ;

FLN~TIC~~

1’ VFW ptr ( stack s) —> INTE~~~ i; $( stack pointer , or nuther of
elements, of stack s)

S HICDE~l;
INITIALLY

i o ;

VFDM stack_va]. (stack s; INTEGER i) —> WIECZR v;
• $ ( v is the ith value of stack s)

S INITIALLY
V a

OFW push(stack s; INTEGER v); $( puts the value v on top of stack
5)

E~G3EPflO~~stack overflow : ptr (s) ~ max stack size;
EPFEC!LS

‘stack_val(s, ‘ptr (s) ) a v;
‘ptr(s) = ptr ( s) + 1;

OVFUJ pop (stack s) —> INTEGER v;
$ ( pope the stack s and returns the old top)

stack under fiow : ptr(s) a

EFFECTE -

‘stack val(s, ptr(s) ) ~
• ‘ptr(sT — ptr(s) — 1;

v a stack_val(s, ptr (s));

MODULE
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- ARRAYS 1 MODULE

MODULE arraysl $ ( maintains a fixed nuther of fixed—size
Integer arrays)

TYPES

arra y: ~ SIG~TOR;

S 

PA IIE’rERS

INTEGER array _size $ ( the number of elements in an array); S

S FtICTIOPE

WW access_array( array a; INTEGER i) -> INTEGER v;
S - S $ ( returns element i of array a)

EXCEP~IC1~array boLt~ds : )OT I fl~ ET (0 .. array size — 1);

• INITIALLY
v — 0 ;

OFW change_array ( array a; INTEGE R i , v) ;
$( changes the ith value of arra y a to v)

- 

S E~CEPfl(~E
array_bounds: NYr i DEET (0 .. arra y_size — 11;

EFFECIS
‘access_array(a , i) =

MODULE S

I



• 5. FOr mal i~~reeentatj on

The formal representation (In SPEC IAL) of the internal data
structures of the “stacksl” module, in terms of the internal data
structures of the “arraysl” module, is provided In this s~.beection.

~+
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- STACKS 1 MAPPING

I MAP stacksi 10 arraysl;

EXTE~~~WEFS

F~~1 stacksi:
-~~ stack: DESIG~ TCR;

INTEGER man stack Bize; 
_____VFW ptr ( àEack si —> INTE~~~ i;

WW stack_val ( stack s; INTEGER i) —> INTEGER v;

Fy14 arrays].:
• arr ay:_I~ SIG~ WR;

- 
• nrr~x~~ array size; 

_____ _____

VFL~i access_array ( arr ay a; IknX~ER i) -> INTEGER v;

DWARW~~
FOI~AIL array a: access_array(a, 0) INSET (0 .. array_size — 1);

MAPPINGE
— 

S stack: arra y;

max_stack_size : array _size — 1;
S 

ptr ( stack s): access_array(s, 0);

stack_val ( stack s; INTEGER i) :
IF i INSET (1 .. access array(s, 0)} TH~~ access_array(5, I)
ELSE ?;

E~D MAP

1•
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6. Abstrac t Implementation

The abstract lmpl ientation of the functions of the “stackel”
module in terms of the “arraysi” module, wr itten in ILPL, is prov ided In

-
. this s~~eection .

S 
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S 
STACKS 1 I M i ~~’1~TION

S 
IMPU1IE~ITATICtI stacks]. IN TERIS OF arrays ].;

E~TER~~LREFS

F101 stacksl:
stack: 1ZSIQ~A’T~~;

• INTEGER max_stack_size;
- 

S OFU~ push (stack s; INTEGER v) ;
OWW pop(stack 5) —> INTEGER v;

F~l4 array s].:
- S array:_tESIG~ATCR;

DITE~~~ array_size;
VF(V access_array(array a; INTEGER i) —> INTEGER v;
CPI.V change_array (array a; INTEGER i , v);

TYPE MAPPINGE

stack: array;

INITIAL! ZATI(ll
S BEGIN

max_stack_size <— array _size — 1;

IMPtfl~EN~ATIC~~
OP~~G push(stack s; INTEGER v);
r:~:LARATICNS
D~~~ER i;

BEGIN
i <— access_array(s, 0) + 1;
EXECIJI’E change array(s, i , v) THE~

(5~~~ array_b~~ ds : RAISE (stack_overflow);
~1D;change_array(s, 0, i);

OVPI~DG pop(stack s) —> INTEGER v;
DECLARATI~~~

D1~EGER i;
BEGIN

i <— access array(s, 0);
IF i — 0 Th!N RAISE(stack_trlderflow); Fl;
change ar ray (s, 0, i—i);
v <— ~~cess_array(s, i);
RETURN(v);

END;
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