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Abstract

A mathematical analysis of an amplitude-modulation :

4
(AM), rotating-reticle, infrared (IR) missile system was !
i

conducted. Two types of jamming, sinusoidal and noise,

effective against the Abl-reticle systern,

were shown te be

,4 3 ™~ P PR
5 which generate

The following IR modulation techniques
periodic, pseudorandon,

y~ral

these jamming typss were discussed:
and random binary modulotion, A method for evaluating toe

effects of each type of jamming was proposad,

vi




MODULATION TECHNIQUES FOR DEFEATING

1 PASSIVE RETICLE-EASED INFRARED SYSTEMS

1. Introduction

: One of the most commonly encountered and mosit coensis-
tently effective. thrcats to modern combat aircraft is that
of the infrared (IR) or heat-secking missile. Recognizing

these facts, the United States Air Force, in general, and

the Air Force Avicnics Laboratory, in perticular, have spon-

o = FEES TSNS e e e FRRICNY Je it 2 D
sored a great deal cf weik on elsctro-optical (RO, counver-
3 measures designed to defeat such mwissilices, This thesls was

undertaken as a part of tnai efforxt,

As the title sugpests, this thesis investigates cthe

possibility of using prop:orly modulated TR sources to defeac
or jam infrared missiles. In particular, reticle-based
%_ systems are investigated because they comprise the largest

family of IR systems.

i
i Thesis Limitations
: For reascns to be explained later in this report, only

amplitude-modulated (AM), rotating reticle systems will be
analyzed; however, &s will also Le explained later, it is
hoped th2t the results for the AM, rotating reticle can be

applied to the jamning of other reticle systems, e.g., fre-

quency-modulated (Y1) systems, The analysis in this report




will concentrate on the signal processing aspect of an IR
system, rather than on the optical or control aspects,

The modulation techniques presented in this report do
not represent an exhaustive list., Because of the multitude
of possible jamming codes, each of which could introduce new
paremeters, this report discusses three general types of
modulation techniques and presenits a method of analyzing

oach,

Theeis Cverview
This thesis begins by briefly reviewing reticle-based

IR systems, Next, a mathematical model of how a reticle

system turns & spatial scene into an infermacion-bearing

electrical signal will be developed. Usiug such a model, a

study will be wade of the effects of jamming, both sinusoiqal

and noise, on the tracking performance of zan IR systew,

Next, a discussion of thrvee tvpes cf modulation technigues--

periodic codes, pseudorandecir codes, and random binary codes--

will be presented. This report will conclude with a brief

sumnary of the basic firdings ard with several recommen-

dations fer future work,




II. Backpground Material

This ~hapter will present some of the basic concepts of

reticle-based IR systems. For additional information on

reticles, the reader is referred to two very readable sources

(Ref 1; Ref 2:Ch, 6).

Reticles as Spatial Filters

i i

In IR applications, a reticle,; also called a chiopper or

episcotister; is an optical modulator used to suppiess

unwanted backeround signals {a cloud, for example) while
w7 5D 2 : /7

enhancing the signals fyom a target, e.g., & jet engine,

This technigue of discriminating agsainst objects

large angles in favor of cbjects of small angular extent is

called space or spatial {iltering.

Fia2ure 1 shows how a reticle fits into a simplified IR

£

tracking system. The field lens focuses the systcems' field

of view on the reticle, The reticle then chops this radi-

ation by means of a rotating geometrical pattern of trans-

parent and opaque sections, Next, the imaging lens focuses

the output field of the reticle onto the entire surface of

the optical detector. The entire active area of the

detector is illuminated to avoid changes in sensitivity

across the surface of the detector. The optical detector

converts the radiation incident on its surface into an




electrical signal, the amplitude of which is preopoxrtional

to the amount of radiation falling on the detector.

///optical axis

1nfr1red. /\,/ :J] ¥/\ optlcal e{ggfrioal

radiation r detecteod signal
Y
TC‘tj,t, ie
field inaging
; lens leuns

Figure 1. Simple Reticle Systenm

k. Figure 2 demonstrates the spatial filteriang character-
-&" . F f rypical 0l T} sticle in this case s fan-
& istic of a typical reticle. The reticle in this case is fan

shaped with alternating transparent and opaque sections,
Imagine the reticle spinning about an axis coincident witi
the optical axis., Figure 2a shows the detector output for a
small point source of light. The radiance from the small
source (target) is alternately transmitted and blocked by

the rotating sections of the reticle, Thuc the ocutput of

the detector is periodic with a fundamental frequency, fc.

given by the following expression
f f, = nf (1)

where n is the number of pairs of clear and opaque sections,

and fr is the rotational frequency of the reticle, Figurc 2b
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Figure 2. Spatial Filtering Characteristic of a Rotating Rn lcle

shows the detector output for a large source of infrared
radi..ation, such as a sunlit cloud. Since the cloud imasge
covers several segments of the reticle pattern, very littic
chopping action is achieved by the reticle, The detector
output, therefore, will be essentially a large constant or

DC value with a small ripple caused by what little chopping

is accomplished,




Reticles that Provide Positional Information

The reticle systems under investigation in this paper
are used to detect and track particular targets, usually jet
airplanes, 1In these systems it is the function of the reticle
to modulate the incident radiance in such a manner as to
impart positional information to the detector output, Another
important feature of reticle design is that it must provide
good background suppression in order to detect targets in the
presence of objects with high radiant flux.

The simple two-sector reticle shown in Figure 3 will

.
%

provide a good example of how reticles provide positional
information, Figure 3a shows the detecter curput when 2 tar-
get is present at position Pys while Figure 3b depicts the
detector ocutput with a target at pz. The detecter output in
both cases is a pulse train at the chopping {requency or

scan frequency in this case; however, the change in targe
position from Py to py has resulted in a time delay or phase
shift in the detector output, Therefore, it is the relative
phase angle of the detector output that provides the positional
information. Since phase angles must be mcasured from some
reference, a typical phase reference system will consist of a
small magnet affixed to the rotating reticle., Each time this
magnet passes a small pip coil mounted on the fixed frame of
the reticle housing, a sharp pulse is generated which serves

as a steady phase reference.

The simple reticle shown in Figure 3 is only capable of

producing a phase modulated signal containing the direction
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Figure 3. Positional Information Derived from a Simple Wwo-segnent
Reticle

of the target from the center of the reticle; it is not
capable of determining how far the target is off center nor
is it capable of adequate background suppression. Therefore,
through judicious use of the 180° transparent section of the
simple reticle, these necessary features must be incorporated
into the reticle design.

If the 180° transparent segment of the simple reticle
is divided into pairs cf alternating opaque and transparent,
fan-shaped segments, then both requirements can be met. This

more complicated reticle is shown in Figure 4, As a target

7
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mage moves radially in or out from the reticle's center,

the detector output is amplitude-uwodulated. Tlhis amplitude-
modulation is caused by the radially changing relationship
between the size of the target image and the size of the fan-
shaped sectors. Thus, the amplitude of the detector output
is directly proportional to the radial position of the target
image.

The fan-shaped segments also help in suppressing back-
ground signals, Early studies on actmospheric background
noise (Ref 1:77-82) determined that substantially no compo-
nent of the detector output due to sky background signals was
found above the eighth harmonic of the reticle scan frequency.
7

On the other hand, small IR sources, such as jet engines, cori-

tributed harmonics out to twenty times the scan rate, Biber-

man and Estey (Ref 1:78-80) patented a reticle that produced




a "carrier" frequency at least eight times higher than the
scan frequency, This reticle cut dramatically the effects
of atmospheric background noise, The carrier frequency of a

reticle system may be computed from the following expression

fo = Knf (2)

where fc is the carrier frecuency, K is the reciprocal of
the fraction of the totel area of the reticle ceccupied by
the fan-shaped segments, n is the number of pairs of fan-
shaped secticns, and fr is the rotational frequency of the
reticle. The reticle shown in Figure 4, commenly called a
"rising-sun” reticle, produces a carrier frequency ten tines
higher than its scan frequency, and is essentially the recicle
developed by Biberman and Estey,

The phase-modulation pertion of the reticle shown in
Figure 4 has a transmittance of 0.5, This is to balance the’
radiation through the reticle, and thus suppress a major
background signal at the spin frequency of the reticle.

It is important to note that the relative phase angle
of the carrier dces not centain the desired target infor-
mation; rather it is the phase of the envelope of the dotec-
tor output that contains the proper positional information,
Figure 5 shows the output of the detector for the reticle of

Figure 4 with the proper phase angle identified,

Reticle Modulation Techniques

Although the reticle shown in Fipure 4 produces a signal

that ie both phase-modulated and amplitude-modulated, in the

9
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nomenclature of reticles it is considered an Ab

,—Io

This is because reticle systems regularly malie use of phase-
modulation f{or one piece of tracking informaticn, usuzily
the direction of the target from the reticle center; thero-
fore, the modulation technique used to provide the other
piece of tracking information, e.g., distance of target from
reticle center, is commonly used to identify the overall
reticle system, Examples of I'M and pulse-duration-modulation
reticle systems are discussed in the literature (Ref 1:34-38;
Ref 2:247-250),

In order to be effective against as‘many reticle systems
as possible, the analysis in this thesis is directed toward

degrading the phase tracking performance of an IR system.

Thus, the modulation technique needed to provide the other

10
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piece of tracking infeormation is of secondary concern. For
this reason, the relatively simple AM reticie will suffice

as an adequate model for this investigation,

Rotating vs, Stationary Reticles

The discussion thus far has centered around rotating

reticles with stationary optics, There is no reason winy

systems cannot be designed with stationary reticles and

rotating optics, Indeed many such systems have been built
(Ref 2:1250-254), Stationary reticles can offer significanc
advantages over rotating systems, the most iwmportant of which
is that there is no loss ¢{ carrier for zcro pointing eryor
with a stationary reticle.

Since this thesis is a first-cut attempt at apylying
"smart-jamming" techniques to IR systems, the simpler
rotating reticle will serve as a representative modeid,
Again, since both stationary and rotating reticle sysiems
use phase-modulaticn for direcctional information, it is
anticipated that the results of this report can be extended

to stationary reticles as well,

il




III. Mathematical Analvsis of Al-Reticle Svystem

' In order to study the effects of jamming on an IR system,

a model of how this system processes target information must

first be developed. This chapter will analyze the signal-

processing portion cf a typical AM reticle system and a math- 3
3 ] ematical model for evaluating jamming techuniques will be i

proposed,

Block Diagram of Typical AM System

e Y
=0

Shown in Figure 6 is a block diagram contaéining the

4
LA

ma jor components of an AM-reticle system. Note that

network after the optical detector is essentially a basic

PN v

T

AM detector familiar to electronic communicstors,

Optical Detector Qutpuc

The output of the optical detector is given by the

following expression (Ref 311; Ref 4:154; Ref 5:1563)

w00

vaktd = f o r(x,y,t)s(x,y,t)dx dy (3)

where r(x,y,t) is the reticle transmittance function and

s(x,y,t) is the two-dimensional input scene, i,e.,, what the

; missile sees, Due to the dimensionalityi a mathematical

; analysis of Egq (3) is extremely difficult (Ref 4:54-57) and

|

F quickly leads to elegant formulas which obscure the basic 1

concepts. Therefore, in order to simplify the mathematics

12
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without losing any basic concepts, a one-dimensional reticle
analysis will be proposed using the following expression for

the detector output

e
Va(t) = wr-m r(x,t)s(x,t)dx (4)

where r(x,t) is the one-diniensional reticle transmittance
function and s(x,t) is the one-dimensionai scene function,
Since the missilec has a finite field of view, s(x,t) will be
bounded in xj; thus, the limits of integratien in ¢ (4) would
be across the field of view of the reticle system. However,
in order to keep the analysis general, infinite limits are
shown in Eq {4), 7The scene function, s(x,t}, is not assuced
to be heavily time deperndent; the time dependency has been
shown to simplify later expressions when a time varying
jammer is inserted into the analysis, Eq (4) shows one of
the most important functions of a reticle, that of turning
an essentially time-invariant scene function into a tine
varying electrical sipgnal,

Figure 7 serves to illustrate the concept of a reticle
transinittance function., As chown in Figure 7a, assume a
small point source of infirared radiation is imaged on the
reticle at point xp: as the reticle rotates, the image is
alternately passed and blocked by the transparent and opaque
segments and one-half of the images' radiance is paésed as

the 0,5 transmittance section passes X Figure 7b shows

p.
the fraction of total radiant flux passed by the reticle as

14
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Pigure 7. Reticle Transmiiiance Function

)]

1 reticle transwlittanct

a function of positior; this is t

function, To account for the circular rotation of the
reticle in Figure /a, the reticle transmittance function in
Figure 7b is assumed to bte infinite in extent with a peiriod

of X and linear velocity Uy, in the x direction,

This one-dimensional model will account for the angular
position of a target image on the reticle surface, It will
not provide the radial position of the image. Figure 8 shows
these positions. Recall from Chapter 11, that the anpular
position of the target imege is provided by the phase-modu-
lated sectiocn of the reticle., Therefore, this one-dimensicnal
model will attempt to relate the phase-modulation in va(t) to
the target position xp.

To continue with the mathematical development, Eq (4)

can be written as

400
va(t) =J_, r(x - uxt)s(x,t)dx (5)

15
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where r(x - u?t) is the infinite reticle transmittamnce

function moving with a velceity u, in the x directicn,
-

Since the reticle transmittance function »{x - u_t) is

o J2amt (x-u_t
r(x - uxt) = % c._ e e % (6)
==

where the cn's are the complex Fourier coefficients and i 8

fo = 1/X where X is the reticle period,

Substituting Eq (6) into Eg (5) yields

400 [ 00 jzenf (x-u_t)!
va(t) P > c. eJ e o ) s(x,t)dx @)

Nn=«o =

et 8 S AL S 0 0 e

Assuming that the order of integration and summation can be

exchanged, Eq (7) becomes




-jZﬂnfouxt +o0 jZﬂnfox
va(t) = 2- ey e £ . ez t)e dx (8)
The expression inside the integral in Eq (8) is the one-

dimensional Fourier transform of s(x,t) taken on x, or

400 j2mf x

Lo S{x,t)e @ dx = 8(- nfo,t) (9)

where S(- nfo,t) denotes the spatial rourier trausform of

s(x,t). Substituting Eq (9) into Eq (8) results in

400 -j2wnfouvt
v .(t) =% i

R
Now the freguency content of vp(t) will be found by

taking the Fourier transform of both sides of Eqg (10)

+o0 -jZﬂnfouxt
= = 3 F e et \
F [va(t)] Va(f) % e.fle 8¢ nf ,t) (11)
4
where F[+] indicates the Fourier transform of the argument,
Recall that the multiplication of two functions in the time
domain beccmes a convolution in the frequency domain; there-

fore, Eq (11) becomes

+o0
=2

v, (£)

n=-c
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where * denotes convolution, After substituting the fol-

lowing equations

pt[e'jszouxt] = §(f + nf_u,) (13)
Ft[S(- nfo,t)] = S(- nf_,f) (14)
into Ea (12), V_ . ) becomes
<o
Va(f) = Cn[é(f e nfoux) % 8¢~ nfo,f)] (1%)

where 5(*) is the dirac delta or impulse function. In
Eq (15) the rezder should keep in mind that { denotes a
"time" frequency (units of 1/scc), whereas {o denotes a

"spatial" frequency (units of 1/meters). After applying the

sifting property of the impulse function, Eq (15) becomes

]

V,(f) =

o o

c, S(- nfo,f + nfoux) (16)

22 el

Eq (16) demonstrates that the frequency specitrum of the
detector output is a discretely sampled version of the fre-
quency spectrum of the scene function, For purposes of this
analysis, a typical scene is composed of a target, a jammer,
and a radiant background; thus an expression for s(x,t) may

be written as follows
s(x,t) =A 6(x - xp) + b(x) + j(t)e(x - xp) (17)

18
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where A 8(x - xp) is a point source target located at point
xp with radiant power A, b(x) is the space variant back-
ground scene, and j(t)é(x - xp) is a time-varying jammer
collocated with the target. The two-dimensional (time and

space) Fourier transform (Ref 6:50) of s(x,t) is given by

oo -j2n(f x + ft)
S(fx,f) = f o s(xt)e dx dt (18)

where S(fx,f) is the two-dimensional Fourier transform with
fx denoting a spatial freguency and f denoting a temporal
frequency. Substituting Eq (17) into Eq (i8) and expandii:

vields

doo ~J2ulf x + fr)

S(fx,f) w f bR 6(x-xp)e dx dt

“heo -jZﬂ(fyX + ft)

% J & Blx)e dx dt

<0 —jZ«n(fXx + ft)

-‘,
+J_J e)e(x - Xp)e dx dt  (19)

After collecting common terms Eq (19) becomes

4o uj2ﬂfxx o -j2nft
S(fx,f) =AJ_, 6(x - xp)e dx J . e ét

-0

oo -jZﬂfxx

40 =j2nft
+ I-w b(x)e a

ax . J S dc

-00

400 -J2uf x oo -j2nft
+J , 8(x - xp)e dx J_, j(t)e dt

19
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The terms under the integrals in Eq (20) are readily
identifiable Fourier transforms; thercfore, S(fx,f) becomes

-j2nf x -j2nf_x
o
SOE. 8 »e o PRie) 4 B(EJBLE) +alf)e  FF (2D

where B(fx) is the spatial Fourier transform of b(x) and
J(f) is the temporal Fourier transform of j(t).

Substituting Ea (21) into Eq (16) yields

oo +j2mf x
\ o 5 Pore 4
V.(f) =2 o {a e O Pg(f & nf u.)
a bl n o X
n=-co

Bl w s (B e SN ~
+ B( Lfo)ogi i nxOux)

F3i2emf % i
JETEL e s LT
= L :"f 1 o 5 / ’j\')\
“t ;I(]. [} o }:_)w J \&dl )

Lq (22) represents the two-sided frequency spectrum of

va(t); the one-sided frequency spectrum cf va{t) can Lo

found as follows

oo +j21mi‘oxD S
Va(f) = ::O c |4 e Ys(f + nfoux) + B(- nfo,ﬁ(f+nf0ux)

- j2anf

X
O Dize ¢
C 2 > -1 U
+e_ A e 6(£-nf u )

+j2nnf_x
e A (=) o p
v J( f+nfo‘1x) e

i -ijnfoxD
+ B(nfo)b(z-nfoux) + J(funfoux)e €,

(23)
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(1, n>20

where € = . 1he €_ term is needed sc that the
n 1 i n

n = 0 term is not counted twice, After realizing that

B - c; and after takings the inverse Fourier transform of

Eq (23), an expression for va(t) can be written as follows

: +o0 +j2mmf x -j2mf u_t
»=1 : ;. A op . 0 x
v.(e) =F [V (£} =3 o [; e e
a a i nL

-j2mnf vt
+ B(- nfo)e A

=jZmnl _x
J&miL g

o)

In general, the Fourier coefficients, Ch and the
Fourier transform of the background, B(nfo). are complex
quantities; as such they may be written in magnitude-ph=zce

notation as follows

Je :

¢, =je je " (25) é

|

Jo é

B(nf,) = [3(nf )le” " (26)

; (3 -j¢1'1 J {
: B(- nf,) = B(nf,) = [B(nf ) e (27)
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Upon substituting Eqs (25), (26), and (27) into Egq (24),

va(t) becomes

' - : o 2 el
o0 ( - I[A 2 j(2«mf olx t=2mE o*p On)
n

v (t) =2
@ n=0
«j(2mf _u_t+d -0)
+ ‘B(nfo)le [0 b4 n 1n
»j(Znnfouxt~2ﬁnfoxp-9“)

+ j(e)e

j nf 1 .."f‘ 1T L
) 9‘4“3(21111I0th z.,mfo;up On)

+3(2anf_u_t+d -0 )
+| B{nf lle o X" 'n m

s
3 2smf u_t-Zrynf x -0 M
‘53(21711!_01‘,{1 iy b n,g;
!
i

e

¢, (28}

4+ j(t)e

r——

Recall that Euler's formula is given by

cos ot = err ; B (29).
After substituting Eq (29) into Eq (28), va(t) becomes
oo
vy(t) = ﬁ:O 2 A[cnlcos(Zﬂnfouxt-Zﬁnfoxp-en)
4+ Zlcnl{B(nfo)l cos(Znnfouxt +-¢n-0n)
+ Zlcn]j(t)cos(anfouxt--Zﬂnfoxp - en) €. (30)

Eq (30) represents the electrical output of the optical

detector and as such is worth closer examination at this

22




point, Clearly, va(t) is composed of a sum of sinusoidal
components whose phase is determined by target positicn
(Zanoxp), background radiance (¢n), and reticle design
(On). The frequency of the components are harmonics of the
scan rate of the reticle (foux). Neglecting for the moment
the jammer term, the amplitude of the sinusoidal components
is, quite logically, affected by target intensity (&), back-

.

ground intensity ({B(nfo){}, and reticle design (| c it

l"

n
would seem, at this early point at least, that this nodel
has inciuded the effects of the three major factors in the
tracking problem, i.e., target, btackground, and the roticlis.
Now that an expression for the detector output has boen

found, the signal processing network of Figure & will be

analyzed.

The amplifier in Figure ¢ is used to amnpliiy the small
voltage cutput of the detector. Since this voltage gain
will affect all ccomponents of va(t) equally, the gain of the
amplifier will be assumed to be unity. Indeed, the counstant
2 found in front of each term in E¢ (30) is superflucus and

will be omitted in future discussions,

Jammer Model. Before the output of the wideband filter,

vb(t). can be found, some assumption about j{t) must be
made., In the context of this report, the objective of
Jamming is to interfere with and cause erroneous operation

of the missile's tracking system, In order to accomplish

23




this, the jamning waveform, j(t), must influence va(t) in
such a manner as to cause erroncous phase information to

be generated., Since va(t) is composed of sinusoidal compo-

0

nents, & logical first choice for j(t) is to assume it
sinusoidal also. Therefore, the assumption will be made
that j(t) is a sinusoid of frequency equal to the scan rate

of the reticle; thus,

2
~
4
—t
N

= j IC

i) = Hj cos(2w £ ut+ ©.) + H,

where Hj is the jammer power found in the frequency conpo-

nent at the reticle scan freguency, Oj is the phase angle oi
‘ the jammer relative to thz reticle, and H“C is the BC er
constant component of tie jamner. The I~ term Ls necded
because j(t) is a time-varying radiant powver vaveform which
K must be always positive, For a simple, zingle-Irequency
Jjammer crerating at the scan rate of the reticle, Hi ana
HDC would be equal, thus producing an instantaneous peak
jammer power of ZHj. Later in this paper, several multiple
frequency waveforms will be analyzed by computing hj and
HDC for each waveform,

Now that an expression for j(t) has been found, va(t}

can be written as

o}00
- i a - ey - &
v, (t) = §=0(lcn(LA cos(2mnf ju, t 2naf (X, o)

:h{,‘r. = B

+ [B(n;o).cos\27n~od‘t + ¢ 'n)

+ (H. cos(2n f + 0.+, «( 2nnf e 2mmf x -0 Neé
( 3 (2n fouyt 03) Hyp)eos(2anf ju t mnf X, Un]"n

(32)
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Eq (32) can be simplified by use of a trigonometric identity

to yield

va(t) 2 (lc A + H\C)oos(~mhf B E - Zﬂnfoxp @n)

+ IB(nfo)lcos(Znnfouxt +¢ )

-On

H,
~ . £ +*- T e [a) LI <
+ ! cos(2a(n+1)f u t-2mf x  + 95 - 6)

H. A .
% “1 cos(2{n- 1>fouxt~2ﬁnfoxp S - S On)J, g (33)

[

Eq (33) can now be taken through the wideband filter shown

in Figure 6.

Effects of Wideband Filter, The wideband filter serves
« T, e ~ B Rl I e T s iy 32 S I R
two purposes, First, its' passband is sucin that it passe

the carrier frequency produced by the fan-shapad segnents ol
the reticle (see Figure 4) and the frequency harmonic
directly above this one. This upper frequency is analogous
to an upper sideband frequency in communication terminolepy
(Ref 7:93-112; Ref 8:203-2238), (Note: A double sideband
analysis may be ca ed out by making the filter wider. The
results are the same.,) The reader should keep in mind that
the desired positional informatiocn is carried by the side-
band frequency, i.e., envelope of the carrier, and not by
the carrier itself, this fact will become obvious later,

The second purpose, actually a consequence of the first,
is to filter cut the effects of the background radiation.

As stated in Chapter 11, if the carrier frequency is
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typically greater than eight times the fundamental scan
frequency, then essentially no component of va(t) i.s due
to background radiation, Therefore, the assumption will be
made that the carrier frequency is at least eipght times the
scan rate of the reticle,

The wideband filter output, vb(t), will consist of six
components, three at the carrier frequency and three at the

sideband frequency., A4an expression for vb(t) is shown below

v (t) = (Aipe)l e ‘COu\Zﬂulf u, t-2mnf % Ky nf)
+ (A+HDC)[CH?1|COSE2ﬂ(u 41)E v € :”(nf+1)foxg‘%rt3}
£ ; i
B -
o] 1| cos[ 2an.f u_t-2u{n-1}f x - N0,
’{ Z :CI}£~1'\"0~L“‘/TIA‘ i ‘(1 ;t \lf}./ic) l' ()‘_‘ i W ;‘. !
e ¢ o0 - Q
+ Zlcn+1lco L2mef u t-2n(ntl) X5 (5{1 i
+ jflcn ICOS[ZQ(L+1)L u t-2mef X -th " Oj]
i r 1
+ lCn_z_z‘COSLz’TT(u.l)f u t- 21 ( 1-r..)f Xp 011'}_-2 - ejJ
f £
(34)

where ne is the carrier harmonic., Eq (34) can be simplified

by letting

2mngf u, =0 (35)
afu, =, (36)
26




Substitution of Eq (35) and Eq (36) into Eq (34) results in

vb(t) = (A+HDC)lcnflcos(mct-Zﬁnffoxp - enf)

H.
+ 1£|cn_ﬂ cosﬂuct-Zﬂ(nfl)foxp =B g F Oj]
f f
lcos [mct-2ﬂ(nfl)fox

, =@
D nl
T

ol , = ( 194 = sy 5
+ (Adpe) le Cocv_(wc-lv»»‘i“)t-?.'l.(ni.il)fgf. ~ 8 1

P ny
£
Ei[ [ ) o)
y el (0 4 w 24111 = 6 S,
+ -5 Cnf cos[ ( XEIDL- ﬂuffuxp " + J]
i
PR S toe st s el DV F 3 - O oy
- % ‘('TH'Z ICCu;.(_@)c ,u”,‘)(_ z_..(u{../..ow‘!,) (_,.n}z 2 44
5 :

Demodulation. The demodulation process is accomplished

by multiplying v, (t) by a sinusoid of freoquency . and in
y &) b . J C
phase with the carrier, The following expression can be

written for the output of the demodulator

VC(L) = vb(t)[cos(c%t-zwnffoxp - E%f)j (38)

Since the jammer is operating at the scan rate of the reticle,

an assumption implicit in Eq (38) is that the jammer will
have little effect upon the phase of the carrier. The

tediunm of actually multiplying Eq (38) out can be avoided by




%4

?:r"*

recallinz that multiplication by the cosine term serves to
translate the frequency spectrum of vb(t) up and down the
frequency axis by an amount equal to o (Ref 8:224-225),

Therefore, the following expression can be written
) &

H.
= ! : . & :
e ‘?.1 hrzii;ll casl-anE K, =84 - &) ‘,

g3 cos(w t - 2nf 5
+ (A+HDC)| Cn-l—ll cos(w 0" “"’*cxp 0 2)

el os(e_t + ©.)
4 - cnflcot\dmt + 0
i |
IS Sp—— -y Lt ecoslae “ o ', r::" * - B =P
Y an/~rog(Lmt W% J 3/ A
f ]
+ (an harmonic of carrier and sideband) (39)

where 01 = Gn_l - 0 ’ 02 =On+l - Grl, ’ and 03 = O]]+2 - On. .
£ £ L £ -

Bandpass Filter., The bandpass filter shown in Figure 6

is designed to pass only those components of vc(t) at fre-

quency . That is, the DC and 2nd harmonic terms of

vc(t) are rejected by the bandpass filter resulting in

va(t) = (Aipo) lcn},l lcos@ pt = 2mfyx, -0 )

H,

+ _ill cnf[cos(mmt + @J.) 1
Hil | a(/ t-bnl x G, = O) (40)

+ "2 C . COsS wl‘il - HT...O p - J 3




Additional simplifying assumptions can be made about

vd(t) by examining the Fourier coefficients ¢ ., ¢, , and

:
C 42 found in Eq (40). As explained in Chapter I, one of

b
the most important functions of a reticle is that it acts as

a spatial filter. A spatial filter may be likened to an
electronic filter with the spatial filter passing or

rejecting spatial frequencies rather than temporal fre-

4

quencies, Similarly, a spatial filcer may be thought of as

having a spatial passband composed of thosz spatial fre
quencies passed by a particular reticle, For example, the
AM-reticle illustrated in Figure 7a can be shown to havs a
spatial passband consisting of the carrier spatial fre-

auency (i.e., cnf) and the sideband frequencies on either
side of the cairier (i.e., c
reticle also passes the DC component, Co)' In other words,

the amplitude of all spatial frequencies except Cnf' B ey
£
and Cherl is neglizible, (This tedious but straightforward

analysis is omitted here.) Thus, for purposes of this
thesis, it is assumcd that a properly designed AM-retiole
will have a passband consisting of the caerrier spatial fre-
quency and the sideband frequencies on either side of the
carricr,

With the above assumption having been made, |cn+2[ in

Eq (40) is assumed to be very small in relation to either

lcn | or !Cnfll’ therefore, vd(t) can bes written as




vd(t) = (A+HDC)ICH%1lCOS(wmt -~ 2nf x - 9,)

B.
o+ ._’_‘}. !::n ‘COS(\:\),{‘; 4 0 ..) (4}.)
f HY J

7

System Operation Without Jamming

Assume for the moment that no Jjammer is present; there-

fore, Eq (41) becomes

vd(t) = Aje 4l cosle _© - 2nf x_ ~ ©)

)

Under normal operation (without jamring), the electrical

1

signal represented by Eq {(42) is fed into a phzse discrimi-

nator (ere Figure 6) vhere it is compared against a ref 1€
1 signal te determine the rvelative phase of vd{t). This
| »
e relative phase angle, given by the tern Zﬂfox", centains
R %

information regarding the position of the target, xp. An
error signal proportional to the relative phasec of vd(t)
and hence to the target position is generated and subse-

quently used to position the missile's control fins,

System Cperation With Jauming

Notice what effect the addition of the Jjammer has on

system operation; Eq (41) is repeated here for convenience

vd(t) = (A+HDC)|Cng1b°S(‘%t - Zﬂfoxp - 62)
H.
+ 7f‘cnf|c°5(“ht - Oj) (41)
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The term containing the target position, xp, is still
present, in fact it has been reinforced by the DC power of
the jammer. However, & new term due sclely to the jammer
has been added; this jammer term has a phase angle deter-
mined exclusively by the relative phase between the reticle
and the jammer. The output of the phase discriminator will
now be proportional to the coiposite phase of the two terms
in Eq (41). If this composite phase is significantly

different from the actual target phase angle, then a miss or

ock-away" by the IR missile can be

at least a nomentaercy

expected.,




AR 2 o Sl

IV, Smart Jamming

For purposes of this thesis, smart jammning is defined
as an attempt to degrade the tracking performance of an IR
system by exploiting a general knowledge about that system,
The system cheracteristic evpleited in this chapter is the
phase information used by en AlM-reticle system for trachking.

This chapter will investigate two forms of smart jauming:

sinuscidal jamming and noise jamming., Also, a methodclogy for

evaluating the effects of cach form will be presented,
&

C1 1 ,)i,j.-:? T'v v'n;

The mathematcical model develonzd in Chapter 13l demcn-
strated that a reticle-based IR system can b2 jamr=d (i,e,,
its tracking performance degraded) by an IR source sinu-
soidally-modulated at a frequency equal to the scan rate of
the reticle., Thus, a tacit assumption was made that the
scan rate cof the reticle is known, 7This assumpticn is
unrealistic for two reasons, First, a potential eneny may
possess several IR missiles, both ground-lauvnched and air-
launched, that operate at different scan rates, Secondly,
due to gyro spin driftdown, the spin frequency of a reticle
decays slowly after the missile is launched, Thus, to insure
maximum flexibility against various missile types, an effec-

tive jamning system must be capable of jamming over a fre-

quency band.




Sinusoidal jamming over a desired frequency band can be
accomplished by periodic jamming codes which have line fre-
quency spectrums covering the desired band, Figure 9 illus-

trates this concept, where J{{) is the frequency spectrum of

J(£) A
" p ’ ! J ll )in \ {, 4r o :
ik ' ‘ ‘ ' j ! SES T
l i It [ ] A
L 1

R 5l l-L.ii,,J l 0 SIS O R 8 P ;
0 ’ A A ! P {
e B L ; ?
"z.f“ “j- i
oA '
i
R Y D SRR RN,

Figure 9. Sinusoldal Jamming over a Frequency Zand

the jamming waveform j(t). With reference to Figure 9, sev-
eral de initions concerning sinusoidal jamming will be made,
The frequency spread or bandwidth of the jamming signal is
defined as the frecuency where the amplitude of the indi-
viduel frequency componente become nearly zeve, For the
example shown in Figure 9, the baadwidth of the coded signal
is fz. The frequency spacing is defined as the intervel
between frequency componente, e.g., the frequency spacing in
Figure 9 is fl' In order to simplify later calculations, all
codes are assumed to be frequency spaced so that only one
frequency component is filtered by the network shown in

Figure 6, However, no knowliedge is assumed about which

ke
Jd




particular component is filtered., Another useful description
of the frequency content of a code is the number of sinu-
soidal components prior to f2; this number is a crude measure
of how well a code "covers" a particular frequency band.

The frequency band denoted as B in Iigure 9 is assumed
to contain all commoniy encountered reticle scan rates. In
other words, the individual scan rates are assumed unknown,

but the frequency band in vhich they lie is assumed Xnown.

Development of Phase Errox Expressicn

With the discussion of sinuscidal janming corpleted, an
error expression for the phase of a sinusoidally jenmed

reticle systom will now be derived, From Chapter 111, the
= I v vos{( = 0 ()
vd(t) (A + 1DC)ICn%1I°°b( e Zﬁwoxp 2)

H.
+ —21 |0an cos(mmt + Oj) (41)

Eq (41) is shown graphically in Figure 10 as a phasor diagram,
As stated in Chapter III, the tracking system of the

missile will track the composite phase, ee' of the two terms

—~

in Eq (41), rather than the correct phase, 9., Referring to

D

-

Figure 10, an expression for the magnitude of the composite

phase, ©_, may be written as

€
l—“j 3 )
jflcanSLn(B + (A+HDC)lcn+1lSLn Op
Ge = arc tan a £ (43)
. Al - o "\ &
LjflcnflCOSLj ¢ (AFHDC)[Cngl'“OS Op
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Filgure 10. Phasor Dingrom Showing Phase Drror Due to

Jamaing

Since Oe will be used as a compariscn paraaneter for jauming
techniques and not to predict the actual system tracking
error and since a reticle will affect all jamming codes in a
similar fashion, it will be assumed that lcnfl # | epqtl

£
Therefore, Fq (43) becomes

[%isin O’l 4 (A’Hlmc)sin 2p

® = arc tan (a4)
& My ¥
~5°00S o + (A+JDC)cos %
Now, let
0, =0 9
s st & | (45)
where Gr is the relative phase angle between ©. and Op.
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Substituting Eq (45) into Eq (44) yields

NLZ:

51n(®p+or) g (A+dnc)fiz_9£—] i)

@ = arc tan
e re ¢

T

cos(0 _+0.) + (A+HDC)cos 0

P I P

After the application of a basic trigonometric identity,

Eq (46) becomes

Hs
-ﬁl(sinen coso.. + cosf—)p sine:) o (A+hnc)sin37

j
1

8. = are tan - — e o e ittt
Hj . : s i
—='(cos0.. cosdH_ -~ sing. sin9) + (A+i.~)CcOSC |
L. p b p o o & g
(47)

From the standpeint of Jjamming effectiveniss, only the

relative phase, Gr’ between the jammer and the reticle is of
concern., Therefore, it is assumed that @, = 0; now e

-
becomes a measure of the phase error induced by jamming.

This assumption results in

[Hj sin Q.

Ldj cosO_. + Z(A+HDC)

(48)

ee = arc tan

From Eq (48) it is clear that the phase error dus to
sinusoidal jamming, @e' is heavily dependent upon the rela-
tive phase of the jammer, Or. However, since O, is deter-
mined with reference to a signal generated interrally to the
IR missile, it is assumed that Or can not be measured by the

jammer., Therefore, tec remove the dependency of Oe upon Or,

|
|
!
|
|
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an optimal value of Or will be found which maxinizes @e'

For purposes of code comparicon, it is assumed that all

jamming codes are operating at this optimal value of e

This optimal value of (% is found as follows., The

derivative with respect to @r of the argument of the arc tan

function in Eq (48) will be taken., 7This operation yields

d Hj sin (-)r

SSCIGRE |
"
i

_:~ 0 Oy T TR
dOr “j cosB __ + (¢ .';“r;)!

ot

H cogar[hj cos0_. + 2(adids) ] + Hy" siat o

- r & i 12 (49)
[-Hj cos@. + 2{Atlpa) j°
The right-hand side of Eqg (49) will be set equal to zcro in
order to maximize 0, with respcct to Or; thus, Eq (49)
becomes
2 2 \ < 2
' 3 B ; T 2 isinag . = 50)
Hj cos” Q. + 2(“+HDC”“3 cos@. + dJ sine.. 0 (50)
Solving for Or results in
fers o
Or , max o8 f,’(l—:‘-n ) (51)
L De’j
) i alue of O that maximi
where T, max is the value of o . that maximizes Ge.
Now, let
Hj = i (32)
HDC = BH (53)
H.J (54)




where H is the peak jammer pover, o is the fraction of the

peak jammer power in the desired frequency component of the

code, B8 is the fraction of the peak jammer power in the DC

term of the code, and (J/S) is the ratio of the peak jammer

power to the average power of the target. The term (J/S) is

commonly referred to as the jammer-to-signal ratio or just

Substituting Eqs (52), (53), and

simply the J-to-S ratio.

(54) into Eq (51) yields

(€] =
Ir,max

Substituting Eqs (55}, (53); and (54) into Eq (48)

A

results in

O = W -
e = arc tan

In order to substitute Eq (55) into Eq (56) a value for

si.nor is needed; this value can be found by graphical means

as shown in Figure 11, As can be seen from Figure 11, an

expression for sin@r can be written as

Nr2l+sl2)]72 - o272
i VE2{48(2))22 - ofd) e

21 - 8[3]]
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Figure 1l. Graphical Determination of =in 6,

Substitution of Eq (55) and Eq (57) inte Eq (56) yields

e P ———

= arc ta
e = arc tan

Simplification of Eg (58) results in

|J
aig

ee = arc tan

Vietssldll)” - [aldl]

Eq (59) expresses 9, in terms of the code parameters a and B
and the jammer parameter (J/$); thus, Eq (59) is the desired
expression for O . For a given (J/S) ratio, Eq (59) will

provide a convenient metihod of comparison between different
jamner modulaticn schemes,
39
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A plot of Eq (59) will show in visual terms the rela-

tionship between @, and a, 8, and (J/S). sSuch plots are
shown in Figures 12 and 13, Figure 12 is drawn for an

arbitrary value cf g = ,05 and Figure 13 is drawn for an

arbitrary value of B .025, 1In each graph it is apparent

that Oe is a monotonically increasing function of both a and
J7s).

Also from Figures 12 and 12, it is clear that feor a
given ¢ and (J/S), an increuse in the DC component of the

code, B, results in a decreace in GQ, This is to be expected

since the DC value of the jammer aids the missile in tracking
its target.
The curves shown in Figurss 12 and 13 aliow a basic

-

o b | - 1 - = . - o P $u e o4 . £ el ws 2 ey g Le 63 S-S
conclusion to be made about an effective jemming code., 7This

(0]

conclusion states that the sinusoidal conmponent oi the code
at the harmonic being tracked by the missile shiould be as
high a< possible relative to the average or DC component of
the code. The overall code, however, must still remain non-
negative, as negative IR radiance is not peossible., This
fact is a significant problem in trying to reduce the LC
component while increasing the AC comnponents,

In regard to the effect of (J/S) on G@’ Figure 12 is
redrawn with an expanded (J/S) axis in Figure 14, If the
code parameters ¢ and B are held constant, Figure 14 demon-
strates that an increase in (J/S) results in an increase in
0

e* The jammer-to-signal ratio is not a paramecter of the

particular modulation technique, rather it is determincd by
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the peak power of the IR device and the average power ol the
target. Therefore, as far as smart jamming is concerned,
Figure 14 demonstrates the need for infrared sources with
high peak power. The question of whether cor neot such IR
sources exist now or will exist in the near future is not

within the scope of this thesis.

Noise Jamming

As will be showvn in Chapter V, some jamming codes have
frequency spectrums which are continuous (i.e., not a iine
spectrum), Clearly, this type of spectrum does not fit the
sinusoidal model vresented in the previous section; there-
fore, in this section, a continucus spectrum code will be
modeled ze zn additive noise source, The analysis in this

section is iutended as a crude, first-cui attempt at ala-

lyzing noise jamming; conscquently, many liberties have been

.

taken in the mathematical analysis,

Noise Model. A continuous spectrum code is assumed te

act as an additive noise source in the IR system shown in
Figure 6. In oxrder to show the eifects of a noise source on
the phase tracking performance of an IR system, assume that
the network of Figure 15 is inserted between the bandpass
filter and the phase detector in Figure 6, This network is
added for two recasons., First, in a practical sense the

addition of a phase-lock loop (PLL) can result in better

phase measurement, particularly at low signal-to-noisc

ratios (Ref 7:235-289), Secondly, the noise performance of




——
Phase=-Loack v.(t)
Loop to phasc
detecter
n(t)

Figure 15. Network Showing Noise Source Due fo Jamming

a PLL is readily available in the literature (Ref 7:127-137;

Ref 12:28-36).

In the absence of noise and with the PLL in lock, the

output phase of ve(t) is & good neasure of the phase of

” § vd(t); however, when a noise source is added, the phase cof
& ve(t) can be considerably different from that of vd(t).

Thus, the noise jammer has caused a phase error in the osut-
put of the PLL., The variance of this phase error can be

shown to bz (Ref 12Z2:35)

., N
¢ = B—% (60)
n Ad

where o%h is the variance of the phase error, N is the one-
sided amplitude of the power spectral density of the noise,
BL is the loop bandwidth of the PLL, and Ad is the amplitude
of vd(t).




In a crude sense, the square root of the phase error
variance is a measure of the rms magnitude of the phase

error itself, or

2
o, ® | gy = (61)
n ;

where On is the rms magnitude of the phase error. A plot of
Eq (61) is found in Figure 16, More will now be said about
relating N and BL to system parameters,

Assume that the power spectral density of n{t)
shown in Figure 17. From Eq (41), it is clear that
is tracking a frequency of ¢ o whichh is the

the reticle, Since ths J: .ng = is acsumed to have

D

Figure 17. Sample Power Spectral Density of n(t)

bandwidth of @, > 0oy theno will lie as shown in Figure 17,

1f the loop bandwidth, BL' is small reclative Lo w then the
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value of Sn(m) evaluated at oo is N/2. This is the two-
sided amplitude of the noise power; the one-sided amplitude
is found by multiplying by 2,

The loop bandwidth is a parameter of the PLL and can
be determined as follows. The phase of vd(t) is in actuality
a time varying quantity; therefore, vd(t) will have some

finite bandwidth determined by how fast its' phase changes.

: Thus, in order to track v, (t) without distortion, the FLL
d
nmust have a bandwidth wide encugh to pass v,{(t); this bend-
i & i d

| width is %q

Total System Phase Error,., For codes which have both

continucus and line spectra, the magnitude of th2 total

phase error will be obtained by sinply adding the magnitude

ct

of the phase error due to the noise jamming to the magnitude
2N of the phase error due to the sinusoidal jamming. Thus, the
total phase error is given by

O = Oe + ON (62)

T

where QT is the magnitude of the tectal phase error,
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V. Coded Medulation Technigues

In this chapter several coded modulation techniques for
use by IR jammers against reticle-based IR systems will be
proposed. They include periodic, pseudorandom, and random

binary modulation. The phase error expressions developed in

£

Chapter IV will serve as a basis for coaparing modulation

.

techniques, This chapter will bzgin by summarizing the

st 3

desirable code propesrties discussed in previous chapters.

A -~ - 2 ~ -y s he o
Code Recuirenents

!

P ™ T e e S
Ehe 1k radliatlcil 1.8 ROGL-

Since only the intensity of
lated, the first and most severe constraint cn any perspec-
tive modulation technique is that it must be non-negative,
Because of this limitation, anyv feasible code will have a
non-zero average or DC value,

Secondly, since the DC value of the code helps the TR
missile to track the target, as nuch as possible of the
code's total power must be in its sinusoidal or AC compo-
nents., It is these sinusoidal components that can cause
erroneous tracking informaticn to be geuerited by the
tracking system, Thirdly, because the reticle scan rate is
assumed to be unknown, an e€ffective code must spread its
energy over a frequency band which covers all or most reti-
cle scan rates. The actual scan rates are classified, and

hence will not be discussed in this report.
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Method of Investication

For codes containing only a line spectrum, the first
step in the evaluation process will consist of finding an
expression for the frequency spectrum, Once the frequency
spectrum has been determined then the amplitude of the
desired harmonic can be found; this amplitude expressed as a
fraction of the code's peak power is the a factor discussed
in Chapter IV. The DC value cf the code expressed as a
fraction of the peak power is the B factor also discussed in
Chapter IV. After a and 8 have been found, then Eg (5%) will
be used to find the relative phase anglc error for each fre-

quency component of the code. For codes having continuous

.

frequency spectrums, Eq (6i) will be used to detvermine che
phase error due to noLsz jemalng.

The jamming codes will be compared using oaly cne
(J/S) ratio., This is because the J-to-S ratio is a system
parameter and not a code parameter, Thus, a code whici is
superior or inferior at one (J/S) ratio will be assumed to
be superior or inferior at all (J/S) ratios. A (J/S) ratio
of 25 will be used to compare codes; this value is choser
primarily to illustrate a typical (J/S) ratio that might be
required in an operatcional system.

Finally, since each modulation technique introduces a
new parameter to the discussion, it is difficult to compare
codes directly. Therefore, an example will be used to
illustrate the relative effectiveness of each jamming.code.

This example consists of calculating the relative phase

50

: : , | _ Ii“

Sl S e btk e e i gl S e i S




error of each code at the samne frequencies, Specifically,
each code will be constrained to have 19 possible jamming
frequencies, Again, the number 19 is chosen to illustrate
a typical value that might be encocuntered in an operational
system, A code with 19 jamming frequerncies could cover a

200 Hz frequency band with a jamming component every 10 Hz,

Periodic Codes

The first modulation technique to be considered is the
periodic pulse train illustrated in Figure 18. The code has

a period of T and within each T second interval is a pulsc

Y

mi : & m
A i3 t
2 %l 2

Fisure 18. A Periodic Cede

of duration toe It is assumed that T is some integer multi-
ple of t, . The ratio of to/I is the fraction of time that
the code is on during any period, and as such will be called
the duty-cycle of the code., The duty-cycle will play an

important rcle in subsequent discussions,
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As stated previously, the first step in evaluating this
code is to find its frequency spectrum. Since j(t) is
periodic, it can be expanded in a Fourier scries (Ref 8:32)

of the following form

o0
j(e) = A * §=1(An cosw t + B sxnaht) (63)
where
1 %
&, =7 I-E J{r)de (64)
X
2 2 s s v |
An = ‘f f 3 J(t)C(;S(—L‘h" dt; Il = 1, 2’ 3 L T | (O:Jj
;--2’
o
B = T i 2 j(t)sinﬂht el S | M. SR (66)
%
and B, = Z%g « Eq (63) can be simplified by assuming that

j(t) is an even function; this assumption is valid, since,
for purposes of this discussion, it matters little where the
starting point of j(t) is. Therefore, if j(t) is assumed
even then the term [ j(t) sinwnt] in Eq (656) is an odd
function, Recall that the integral with symmetrical limits
of an odd function is zero; therefore, the Bn's in Eq (66)
and Eq (63) are zero. Thus, T3 (63) bezomes

jt) = Ay + §=1 A cosw _t (67)

e




A plot of the magnitude of Aq versus o will be the

1
frequency spectrum of j(t). Therefore, substituting for

j(t) in Eq (64) and Eq (65) results in

llto

Gl

Integrating Sa (69) yields

(/s
2Ht_ sin ~n¢9)
(o] !

2% ememeeie  cmaeema— e o ram—
1

k [“n'a

) AR |
boE

Eq (70) can be rewritten ia the fauiliar sin %/Xx = sinc x

form as

I = 1, 2. 3 ¢ & ¥ (71)

If t, << T, a plot of a . versus frequency might lock
like the spectrum shown in Figure 19, From Figure 19 it is
apparent that the fregquency spectrum of a periodic ccde is
a line spectrum with "zero-crossings" at the reciprocal of
the pulse duration (to). The spacing of the frequency com-
ponents is determined by the period (T) of the code, and the
number of frequency components prior to the first zero-

crossing is determined by the relationship T/to. That is,




Figure 19. Freguercey Speetrum of & Perledic Code

if T/to is some inceger m, then there will be m-1 frequency
components prior to tie {irst zerc-crossing, Recall that
T/to is the reciprocal of the dutv-cvule,

/ith reference to Figure 19, a general evaluation of

eriodic codes will be made., The reguirement. that a "good®
(]

jamming code spread its energy over a desired frequency band.

is met by a periodic code. Since most of the energy of a
periodic ccde is in the frequency components priocxr to tihe
first zero-crossing, the frequency spread of the code can
be controlled by varying the signal vidth Cor The require-
ment that a code have high AC conteat is again met by a
periodic code, An examination of Figure 19 shows that the
magnitude of the first few frequency components is nearly
twice as lavrge as the DC component.

As stated earlier in this chapter, an example will be
used to illustrate the relative effectiveness of a periodic

code, Recall that this example constrains the code to 19
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possible jamming fiejuencies, Thus, it will be shown that a

periodic code containing 19 possible jamming frequencies '
must have a duty-cyecle (i.e., toll) of 1/20, Since almost éi
all of the energy in the function sinc(x) is found in the
frequency components prior to the first zero-crossing, only i
those components are considered as jamming frequencies,

Furthermore, it can be seen from Figure 19 that a value of

tO/T = 1/20 fixes the number of sinusoidal componentcs at 19

(not including the DC component), To complete the example,

the relative phase ervor, © , for each of the 19 freguency

components will be found,

3z " KR i S e . z . o NG i
In order to find € _, the value of a (fraction of peak
<
pover in a particuler frequency couponent) and 3 (iraction of

jammer peak power in the DC coumponent) must be determined,

The value of 3 can be found from Eq (63), which is rewritten

here in slightly different form

Ht, 1
Ao =8 H = - (72) i g

e

where AO is the average or DC value of the code, Notice
that 8 is elso determined by the duty-cycle of the code
(to/T). Therefore, for this example, it is casy to see that

B = 1/20.

L o A e s
ook i " .

An expression for a may be found by rewritting Eq (71)

as §

] (73)




therefore,

2t
o = -2 sinc
T

m“;° ) (74)

The value of a for each of the 19 frequency compornents is
found tabulated in Table I. Also shown tabulated in Table 1

is the phase error, Oe, which was calculated using kq (29).

Table I

Relative Phase Error for a Periodic Code
(p = .05, (J/S) = 25)

CGmponeet - % &0) e = T ah
1 0996 33,60 11 .0572 8.53
2 0984 33,14 12 L0505 16,2
3 0963 32,34 13 0436 14,02
4 U835 31,29 14 0368 11.80
5 .0900 30,00 15 . 0300 9. 59
6 .0858 28,47 16 .0234 7.47
7 .0810 26,74 17 .0170 5.42
8 0757 24,87 18 .0109 3.47
9 0699 22,85 19 . 0052 1.66

10 0637 20,73

The results in lable I can be interpreted as follows.
For example, if the tenth Irequency component of the code,
i.e., £ =10/T, is the componecat closest to the scan fre-
quency of the reticle and thus is the component passed by
the missile's filters, then a relative phase error of 20,73°

will be induced in the missile's tracking syscem., lHowever,




keep in mind that the phase errors presented in Table I
are to be used for code comparison purposes only, and are |

not meant to predict absolute tracking errors.,

Pseudorandom Codes 1

The next type of modulation technique to be considered
is called pseudorandom or pseudorandom noise (PN). A typical
psevdorandom waveform is shown in Figure 20, The porameter

ty is called the digit width or more commonly the chip width

¢ SR T

e
P
ot
-
>

4, —

i
t.

Figure 20. Typical Pseudorandom Code

of the ccde., The code repeats itself after p digits; there-~
fore, p is the period of the code., A pseuvdorandom wavefora
is a binary sequence, i.e,, either +i or zero, and is easily
generated by using shift registers with predetermined feed-
back taps. The pseudorandom codes discussed in this section

are maximal length sequences. The above properties and
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others of pseudorandom sequences are widely discussed in the
literature (Ref 9; Ref 10; Ref 11:143-152),
The power spectral density of a pseudorandom waveform

is given by (Ref 10:76)

k2
2 sin 2;9 +oo
S(w) =1 [p+1 z 6( .o
4 D2 wty i DE
2 n#0

2
+ 4 [l;Tl]cuw (75)

wvhere S(w») is the power spzctral density of the pscudorando
sequence. FEa (75) is a tuc-sided spectrum; to simplify
later calculations, the one-sided power spectral density is

written as

e 1\ 2
2 sin s +00
S((n) =l% [H%l} wt__2~.‘_ 5 6( '} Zwt':rn
p o - n=1 Pty
2
2
+ 5 14 4 1) sta) (76)
4 p2

In order to find the phase error, 0 _, due to a pseudo-

e
random jammer, the frequency spectrum, J(w), is needed.
Recall that the power, P, in a sinusoid, A cos(mnt). is

given by
A2
P = > (77)
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Since Eq (76) gives the power of @& pseudorandom waveform for
each sinusoidal frequency component, the amplitude of each
frequency component can be found using Eq (77). Specifically,
to find the amplitude of a component in J(v), the square root
of two times the value of S(w) at that frequency is taken.

If this procedure is repeated for all frequencies in S{w),

an expression for J(w) can be written as

1
Fopll % X B .
Jw) =H fﬁ%%5 sihc(-sg’ Z S .= ;gﬂ)
‘Lp- \",n:.-l \ pL'(_)’
B ey ‘
+ 21 =t lj ) (183

-

It is clear from E¢ (78) that the frequency spectrum of
a pseudorandom code is also a line spectrum. The envelope
of the line spectrum follows the function sinc{x) with
zero-crossings at w = %ﬁ . That is, the chip width ts of
the PN sequence determines the bandwidth of the code,
Notice also that the frequency components of Eq (78) occur
at intervals of l/pto. Thus, the number cf possible jamning
frequenc!es (components prior to the first zero-crossing)
is determined by the length of the sequence, p. In other
words, a pseudorandcm code contasins p-1 sinusoidal jamming
frequencies.

As was done with periodic codes, an example will serve
to illustrate the relative jamming effectiveness of a PiN

code. In this example the phase error, 9 for a PN code

e'

39




containing 19 jamming frequencies will be computed, From

the foregoing paragraph, it is seen that a PN code countaining
19 jauming frequencies must have a length of 20, Shown in
Table II is a tabulation of the phase ervors for each of
these 19 frequencies. The values of a and 3 in Table 1I

were found from Eq (78) in a manner similar to that described

for periodic codes,

Table X1

Relative Phase Error for a Pseudorandon Code

r—— s s+ P — P -

s TR . o
1 « 228 11. 15 11 . 1310 65,37
2 2256 11,01 12 «1156 5,02
3 2208 10,78 13 . 1000 4,86
4 2144 10,47 14 . 0842 4,09
> «2062 10,06 15 , 0688 3.34
6 1966 9.59 16 L0536 2.60
7 . 1856 9,05 17 . 0390 1.89
3 1734 8.45 18 . 0250 1.21
9 . 1600 7.79 19 .0120 0,58

10 . 1458 7.10

A comparison of the phasz errors in Table I and Table 11
shows the pseudorandom code ts be considerably inferior to
the periodic code at all 19 jamming frequencies, This is
because the average or DC component of the pseudorandom code
is large in comparison to the aemplitudce of its sinusoidal

components, It can be easily seen {rom tigure 20 that the
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DC value of a pseudorandom code will be approximately ii/2;
hence, a large portion of the code's total energy aids

the missile in tracking the target, Therefore, the results
of Table Il reemphasizes the fact that an effective jamning
code must have a small DC component relative to the ampli-

tude of its AC components,

Random Binary Codes

A random binary ccde is one which every T seconds emits
one of two signals, cither sl(t) or sz(t). Which signal to
enit during any T seccnd interval is determined probabilis-
tically; that is, sl(t) is emitted with probability ¢ and

The power spectral deusity, S{f), of such a mudulation

scheme is given by the following expression {Ref 11:1%)

s

e
50 =32 fosyff) + (alsfd] el - B

o 3 |

Z-00

2
+ 3 q(1-)]8,(6) - $,(6) ] (79)

where Sl(f) and sz(f) are the Fourier trsnsforms of the
elementary signals sl(t) and sz(t). Notice that S(f) is
composed of both a line spectrum and a continuous spectrum,
Thus, a random binary code is capable of producing both
sinusoidal and noise jamming.

In order to find the phase error due to such a random

binary jammer, the analysis must be handled in two parts,
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The line spectrum will be used to find the phase erro:
to sinusoidal jamming and the continuous spectrum will
used to find the phase error due to the noise jamming,

The line frequency cpectrum of the code, denoted as
JL(f). can be found from the power spectral density, S(f),
in the manner described for pseudorandom codes. Thus,
from Eq (79) an expression for JL(f) can be written as

Given a particular sl(t) and sz(t). Eq (8U) can be
find the o and 8 factors negeded in determining the
error due to sinuscidal Jamming, 0 e
As an example, assume that sa(t) is a sguare pulsc of
height H and duration tor where t, << T and tO/T = m (vwhere
m is some integer). Furthermore, assume that Sz(t) =00,
Notice that sl(t) is the same as one period of the periodic

code discussed earlier in this chapter; therefore, the

Fourier transform obtained for the periodic code, given by

Eq (71), can be used for Sl(f). Thus, for this example,

Eq (80) becomes

Hqt o fmnt
s 57 ¢ o B
JL(f) T ;=~w SlﬂC‘ 7 é(f I)




Eq (81) is a two-sided frequency; however, in keeping with
the convention of using one-sided spectrums, JL(f) is

rewritten as

2Hqt =0 mit Hqt
= o : o n o
3 () = —F2 £ sine|~g )G(f - Bl =2 4(T) (82)

Both ¢ and 3 can be computed from Eq (82), For example,

the DC component of J, (£) is

I-eq(_, ‘
Jy(0) = —° (83)
therefore,
qt
e o
P = (&4)

where q is the probability of sl(t) being sent. Similarly,
a is found to be

th0

(ln = '—T‘* sine

-

i (85)

where an denotes & for the n'D harmonic.

The relative jemming effectiveness of a random binary
code will be compared against that of a periodic and pseudo-
random code by means of an exaaple. In keeping with the
previous example, the randcm binary code is assumed to have
19 different jamming frequencies; thus, from Eq (85) it can
be seen that to/I = 1/20. Furthermore, to simplify fhe

calculations, assume sl(t) and sz(t) are equally likely or

€3
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, for each of the

q = %. A tabulation of the phase error, 0
19 possible sinusoidal jamming frequencies is shown in

Table III.

Table III

Relative Phase Error for Random Binary Code
(sinusoidal jamming only, B = .025, (J/S) = 25)

e e 2 o
1 L0698 22,32 11 . 0286 12.71
2 0422 22,24 12 . 0253 11.2
3 0482 21,76 13 0218 9.65
4 <0468 21.10 14 , 0184 8.14
3 0450 20,25 15 .0130 6.63
6 0429 19.27 16 0117 5. 16
7 0405 18,15 17 L0085 375
8 0379 1695 18 0055 2,42
9 «0350 15,62 19 . 0026 £.15

10 0319 14,20

A comparison of Table III with Tables I and J1 shows
the random binary code to lie alimost exactly between the
periodic code and the psecudorandom code in relative jamming
effectiveness, lowever, kheep in miud that Table III contains
only the phase error contricuted by the line spectrum of the
random binary code., The total phase error generated by a

random binary code will also contain a contribution from the

continuous spectrun,




The phase error induced by ncise jamming, i.e., &

continuous frequency spectrum, can be computed from Eq (61)

which is rewritten here for convenience

L
L (61)

where On is the phase error cue to noise jamming.

An example will serve te illusurate the effect ol nolise
Jjamming on total system phase error. Supposec that the
signal-to-noisc ratio, 13/5), is 1000 and that the loop band-
width, 2, is 10 Hz. From Figure 16 it can be sasen that
Oy ® 60 ; thus, the total system rhase error, @I’ is the sumn

" O W R e s T \ w20 o T -
of the \é'b shown in Table I11 and ew = §°, Therefors, the
4

contribution of GN in this example makes the total uhase
error for a random binary code almost as great as that of
the periodic.code and considerably better than the PN ccde,

The reader should keep in mind that the foregoing

N

discussion of the phase error resulting from noise jamwin
is intended as a crude estimate only., However, since
Figure 16 indicates that noise jamming is a potential source
of large jamwing errors, it is recommended that a morc com-

plete model of noise jamming be developed.,

Other Modulation Techniques

The modulation techniques presented in this chapter
arc by no means the only possible jamming codes available;

they were chosen because they represent threc distinct types
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of codes. Indeed, variaticns on the tecliniques presented
herein can lead to a number of possible jamming schemes,

For example, variations on random binary codes alone include:
codes with Gaussian or cosine pulses instead of square pulses,
codes with more than two signals, codes which delay signals
from period to period, codes which are modulated by sinu-
soids or other codes. The performance of these codes and

others could be evaluated using the techniques described in

this thesis.,




S

VI, Conclusions and Recommendations

This chapter will present some basic conclusions from
the previous five chapters and several recommendations for

further study will be given.

The major conclusions of this study ave theses

(0]
r
P
(9]
o
O

1. The tracking performance of an AM, rctating-reoti
TR system can be degraded by a sinusoidaliy-modulated IR
source operating at the scan frequency cf the reticle.
2. To permit jemming apainst reticie-hased IR systens

.
i

of varying or unknown scan rates, medulaticon techniques can

5

be developed which allow jamming over a range ol possible
scan frequencies, Three such techniques--periodic, psuedc-
random, and random binary--were discussed in this thesis,

3. Prospective jamming modulation techniques can be
evaluated for relative jamring effectiveress using proce-
dures developed in Chapter IV of this thesis,

4. Of the three modulation techniques presented, it
appears that periodic and randoin binary codes are better
suited to IR jamming applications than are pseudorandom
codes.,

5. The effectiveness of a jamming system will depend
not only on the modulation techuique employed, but also on

the availability of IR sources with larpge peak powers,

N T G W AR .+ Y
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Recommendations

The major suggesticns for further study are these:

1. A study is recommended to determine if the results

presented herein for an AM, rotating-reticle systein can be {4

extended to cother types of reticle systems, such as FM,

stationary-reticle systems.,

2, A first-cut attempt was made to model a code with a
continuous {requency spactrun as an additive noise source in
the electrical network of an IR system, Further study is
needed to test the validity of this model, and if the vudel
is valid, further study is needed to deternine the full
potential, if any, cf noise jamming,

3. The jammer model presented in this thesis wao
assumed to heve an optimal phase angle with respent to the
reticle system, In a simulated or operational systcm this
would be an unrealistic assumption; therefore, further study
is needed to resolve this phase reference issue.

4. As is the case with any theoretical undertcaking,
its true worth can only be ascertained after empirical
evidence has collaborated its findings. Therefore, a phys-

ical simulation using the techniques described in this

report is recommended,
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