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Implementing Alerting Techniques in Database Systems

0. Peter Buneman and Howard Lee Morgan

1.0 •I.NIRODUCTIOM

We usually regard databases and other information sys t em s as passive

in that they “speak only when spoken to.” In the real world however ,

1nfori~ation is often spontaneously offered to us by friends and

colleagues who , being aware of our interests , draw our attention to

changes that may affect us. In a similar vein , this paper discusses

the  s u b j e c t  of ~alerters~~, which can be used in a database management

system to provide the ~.a~e
9
~apability of informing a user when a

specified state of the world (as reflected in the  d a t a b a s e)  is

reached. We feel that the ability to develop and implement alerters

efficiently should prove a powerful adjunct to modern database

technology . ~~This paper describes ‘~arr recent research in building

database management systems which incorpotate alerting features , and

provides a framework within which this and similar research efforts

can be evaluated. - -

Some simple examples may help to clarify the concept. Consider

the commands:

1. “Report the name and temperature of any station at which the

temperature falls below 10 degrees Centigradé. ”

2. “Report the number and owner of any account from which more

than $500 is withdrawn. ”

78 06 21 011
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Such commands make most sense in the case of large shared databases ,

in which many users are entering up dates at the same time that still

o th t ~r us e rs may be querying the database. Rather than require a user

repeatedly to enter a query of interest (e.g., 1 or 2 above), we

propose that alerters be used. This changes the character of the D BM S

f r o m  a ~~~~~~ one , where the DBMS only responds to q u .~r t e s , to in
-
~

i’c tt ’~~ one , in whie!-  t h e  s y s t e m  may at any t i m e  s c n d  a ~e~~s.ige to

alert the user to some condition of interest.

To our ~‘~owledge , t h e r e  is no system which permits the

construction of alerters in the ses)se in which we have described them:

as i lyn ’-  ~i c a l ly  d e f i n e d  user progra m s which monitor online databases.

H c~,e~~r r , .-~~ ie of t h e  i n~~r e d i . ’n t s  a r e  a v a i l a b l e  in  v a r i o u s  p r o g r a r ~’ff l i ng

l an gu a ~~e ;~ud d a t a b a s e  m a n a g e m e n t  s y s t e m s .  S e v e r a l  f i l e  m a n a g e m e n t

languages , A SAP(’4], R P G [ 1 ’ l ] a n d  some v e r s i o n s  of COBOL[3] for example ,

permit the construction of p r o g r a m s  w h i c h  take some action , usually

issuing a report , and which are activated whenever a record which

satisfies specified conditions is read in during a sequential pass of

the file. This technique is widely known as exception reporting and

may be used for certain kinds of error handling . Hammer(7] has

recently discussed the use of alerting type features for preventing

semantic errors from creeping into databases. .

• The PL/I language has the ON condition , whi~ h permits the

progra.asr to process interrupts together wi~th SIGNAL , which lets the

programmer generate interrupts. Common uses for the ON condition are

f o r  debugging, e.g. for reporting when the value of a variable

exceeds some bound , for the trapping of end of file and similar I/O

~~~~~~~~~~~~~~~~~~~~~~~ 1~II • •~••_
~ • •~~~~~~~

• • . • .
~~~~~
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conditions , and for handling ma chine faults (e.g. arithmetic

• overflow , division by zero).

B o t h  P L A N N E R  and  C O N N I V E R  ( 15]  a l l o w  the  p r o g r a m m e r  to  set up

antecedent theorems , often called “demons ” , which are programs that

m o n i t o r  additions and deletions to  an m oore set  of l i s ts , and require

c e r t a i n  a c t i o n s  to be t a k e n  b e f o r e  t h e  a d d i t i o n  or d e l e t i o n  can  o c c u r .

F i n a l l y ,  one  of t h e  p roposed  f e at u r e s  of S y s t e m  R H ]  i~ t he

T R I G G E R  c o m m a n d .  Th i s  w o u l d  p e r m i t  one to  p u t  s em a n t i c  i n t eg r i t y

c o n s t r a i ts  of t h e  t y p e  H a m m e r  has discussed into a DBMS . As f a r  as

t h e  a u t h o r s  c o u l d  d e t e r m i n e , t h i s  has  not  been i m p l e m e n t e d , and it  is

not  e x p e c t e d  to  be in  the early versions of this experimental system.

2 .0  T H E  D E F I N I T I O N  OF S I M P L E  A L E R T E R S

L The two examples in the introduction indicate that an alerter

should be able to monitor change~ to the database rather than its

instantaneous state. We may therefore define an alerter as a

condition , program pair where the condition may be any predicate

involving two consecutive states of the database. If we refer to

t hes e states as OLD and NEW , the condition of the low—temperature

alert may be more precisely defined as: -

(OLD: temp > 10) and not(NEW : temp > 10)

Similarly it may be desirable for the program part , in this ease

“report the name and temperature ”, to access both old and :new states

of th. database.
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To allow arbitrary conditions and programs to reside in the data

• 
base may cause severe problems of efficiency and implementation. A

user might create a condition requires that a scan of a substantial

• number of records in the data base be made on each update. Moreover a

user defined program , if it is to reside entirely in the database ,

will require checks to be made  t h a t  -it  is n e i t h e r  in  an e r ro r  s t a t e ,

nor c o n su m i n g  so m u c h  t i m e  t h a t  the  p e r f o r r ~anc e  of t h e  da t a b a s e  is

degraded  for  o the r  u s e r s .

We shall first describe how a certain class of alerters , n j mmj p j ..~.

alerters can be implem ented without the need for continuous polling of

the database. We assume that the database consists of a number of

record c lasses ;  each c lass  possess ing  a n u m b e r  of f i e l d s .  This  is

c o m p a t i b l e  w i t h  the  r e l a t i o n al  mode l , t h o u g h , as a m a t t e r  of

i m p l e m e n t a t i on , we are not r e s t r i c t i ng  o u r s e l v e s  to r e l a t i o n a l

systems. Formally, a simple alerter may be specified by the syntactic

form of its condition. That condition m ay be constructed with boolean

and arithmetic expressions involving (a) constanta and (b) the field

names of one record class prefixed by OLD: or NEW:. Thus simple -

a ler ters can mon itor

1. one or more fields in an arbitrary record in that class , e.g.

mon itor the temperature at any station.

2. addition of a record to a class., e.g. monitor new stations

added.
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3. delet ion of a recor d from a class

Examples of such conditionals in a field—monitoring alerter of

type 1 above would be

NEbi:temp — OLD~ temp >20

• (OLD:balance + OLD:limit > O) and (NEW:balance + NEW:lim it < 0)

This syntax is clumsy, and we shall shortly improve it; note

however that it doe8 not allow the construction of alerters which are

triggered on aggregate properties of a record class e.g. average

age > 60, nor does it permit monitoring of two or more classes

simultaneously. The important advantage of this restriction is that

only a small  c o m p u t a t i o n a l  ove rhead  is r e q u i r e d  on each update

transaction in order to implement simple alerters.

2.1- Implementation Of Simple Alerters.

* 
In this section we shall discuss the simplest possible extension

4 1
of a database that allows for efficient alerting. To do this we ‘aust

view the database and its users as disjoint sets of programs. Each

user •ust be capable of efficiently sending and receiving messages

from the database. 
- 
Among the messages that a user program may send to

• the database will be:

~ii FIND ((claea> ,<record—specs>) to find the record in <class>

conforming to <record-specs>. 
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U2. ADD(<class> ,<reoord>) to add <record> to <class>.

U3. DELETE(<class> ,<record—apecs>) to delete a record.

U1~. MODIFY(<olass> ,<record— specs> ,<record>) to modify the record

in <class> with <record— specs> to its new value , <recor d>.

and the database may send to the user:

• Dl. FOUND (<record>) in response to a FIND command.

• D2. ERROR (<descr lption>) in response to user errors where

<description> may be 0 if no error has occurred.

• We should emphasize that this is not meant to be an exhaustive list ,

• nor is i t  m ;ieant to represent a query language; it is a description of

a m i n t i j a l  c l a ss  of mes sages  t h a t  may u s e f u l l y  be passed be tween  a

database msanagaient system and a user program. It should be apparent

that the items in the first list correspond to subroutine calls , and

the items in the second list correspond to subroutine returns in a H

more conventional database system in which the data manipulating

subroutines are called directly by user programs.

The question now arises of how much of the computation required

for the maintenance of an alerter should be performed by the database

and how much should be performed by user programs. If we require that

an alerter is entirely maintained by user programs then we are

demanding that each user has a program which is continuously and

independently mon itor ing the data base , a solution which requires

constant polling of the data and the transmission of a large number of

tho messages just described. The other extreme i~ t? have the

datab asó~ma ifltai fl an ar bi trary user program , and this may leId to the

problems of implementation and efficiency described above.
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As a first step in finding the right compromise , we could demand

that a description of every update is sent out by the datab~ se to

every user. A user defined a]erter is then translated into a program

which monitors these updates. This can be done because a simple

alerter as defined above requires only information about the record

involved in an update for checking its condition. Thus the

low— temiperature alerter could be maintained by a program which

receives copies of the OLD and NEW versions of a record immediatel y

before and after a MODIFT by 1. checking if the records are

weather— station records 2. checking if the temperature field has

changed and 3. applying the condition of the alert to the two

temperature values.

As a more practical solution , we require that the first two of

these checks should be performed by the database and that notices of

updates are only sent out to users to whom the update is relevant.

This will cut down both the amount of time wasted by user programs in

checking irrelevant updates and the amount of message passing that

needs to be done. For example , a user with no alerters will never

receive an update notice.

Consider what this means for a simple modify alert: the list of

messages that user programs may send to the database is extended by:

U5. MODALERT(<name),<elasa> ,<field—list> ) meaning that the user

- program wishes to be notified of any updates which cause a

- 

field in <field— list> of the <class> records to change. The

alertér is identified by <name>.

if the database detects such a change , it sends to that user a message
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of the form

U3. MODIFIED ((name> ,<recordl> ,<record2>) which indicates that in

• response to the user ’s MODALERT request <name> , a relevant

modification has occurred and that <rebord l> and <record2>

are the two versions of the record before and after this

change.

In order to complete the catalog of messages needed to implement

simple alerting, we need also to add to the user message list

ADDAL ERT (<name> ,<class>) and DELETEALE RT(<name> ,<class)). To the

database message list we add ADDED(<na me> ,<record>) and

DELETED(<name> ,<record>). 
-

The crucial observation to make here is that we do not require to

scan all the records in a given class upon each update. With a set of

simple alerters the time overhead for each update to records in a

given class is proportional only to the the number of alerters placed

on that class. It is this observation which nakes alerting

practicable for very large databases. Once a sharable database with a

message passing facility has been built , the implementation of this

• simplified (as far as the database is concerned) alerting system is

• not hard . We shall briefly describe one such implementation.

3.0 WAND

The Wharton Alerting Netwok Database (WAND) ~unsists of an

iaplemen~ition of the CODASYL repo rt by Gerritsen (5 ] with a ~simple

alerting system which was added by Cortes. The whole system may be

• diagrammed as follows:

_ _ _  
_ 

• 
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USER 1

USER 2

ALERTING DBTG ROUTINES

-• 
SYSTEM - AND DATABASE

USER n

The alerting system m ay be regarded as m o n i t o r i n g  t r a n s a c t i o n s

with the database , in particular it expands a MODIFY command into a

more complicated set of DBTG instructions. To the alerting system , an

al e r t e r  is d e f i n e d  by t h e  f o l l o w i n g  a t t r i b u t e s :

1. US E R I D .  The i d e n t i f i c a t i o n  of t h e  u se r  i s s u i n g  t h i s  a l e r t .

2. NAME . The n a m e  t h a t  user  has  g i v e n  the  a l e r t e r .

3. TYPE. e.g. modify , add or delete.

II. CLASS . The c lass  of records  to be m o n i t o r e d .

• 5~. FIELDS . A list of fields in that class to be monitored.

This list is empty ror add and delete alerters.

I ~odify alerter is indexed under the pair CLASS , FIELD so that

there : will be a list of alerters associated with each

(<ola1~s~ ;<field>) pair. When a STORE comman o (this is the DBTG

command which causes an update) is performed by some user , the

following steps are taken:

___
_ _

__
_ _  _ _ _ _ _ _ _  -~~~~
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The alerting s y s t e m  fi r s t  does a F I N D ( < r e c o r d > , <r e c o r d — s p e c s > )  to

ge t a copy of the  r e c o r d , O LDR say , w h i c h  is to be m o d i f i e d .

NEW R i s set to c o n t a i n  a copy of <r e c o r d >  and t h e  MODIFY i n s t r u c t i o n

is pertormec~.

The app r o p r i a t e  E R R O R  code is r e t u r n e d  to  t h e  u se r , if the

m o d i f i c a t i o n  was  u n s u c c e s s f u l  no f u rt h e r  a c t i o n  is t a k e n .

OL DR and NEWR a re  c o m p a r e d  to d e t e r m i n e  w h i c h  f i e l d s  t h a t  h a v e  been

m o d i f i e d .  (F o r t e c h n i c a l  r easons , we c a n n o t d e t e r m i n e  t h e s e  f i e l d s  by

looki ng at the  M O D I F Y  c o m m a n d  i t s e l f .)

The union of the lists of alerters indexed under (<class> ,<field>) for

all <field>s on this list is taken.

For each alerter on t h i s  u n i o n  the  message  M O D I F I E D ( N A M E , OLDR , F I E W R )  is

sent to the appropriate USERID.

In practice , this computation represents a small overhead on each

u p d a t e ;  the  me thod  in pa r t  r e sembles  t ha t  r e c e n t l y  proposed  by

Z o b r i st  and Car lson  ( 1 7]  to de tec t  the  o c c u r r e n c e  of c e r t a i n

configurations in a game of chess.

One of the advantages of Cortes ’s (5] implementation is that tt

uses the CODASYL database to store and retrieve the information

required about alerters so that the alerting system it8elf requires no

i n d e p e n d e n t s to r age  and r e q u i r e s  o n l y  a s na l l  a m o u n t  of code to

__  - 

_ _  •. • .~~~ • .~ • • . . •• . .• . • • ~~~~~~~~~~~~~~~~~~~~ . . • • •• • . .•• ~~~~
••

~ • -• • • . ••• . . • .. .~~~ 
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implement this method of alerting. In an application in which

updates.. are frequent , it will be advantageous to keep those ~~~~

structures associated with alerters in core as they are accessed on

each update. In some versions of WAND this happens automatically

because of an adaptive filing system (8] which has been added.

• There is no reason why the same principles could not be used in

conjunction with other database systems. The problem is that a

general translator is required to transform a user— defined a~ erter

into the appropriate user programs which are capable of responding for

example to MODIFIED messages from the database.

We now describe another system which we have built with Stan

Cohen and which is more sophisticated in its ability to translate such

user-defined alerters into the appropriate internal code.

1$~~ THE LDEMON SYST EM

LD~MON is written in LISP and will accept such messages as:

AL ERT “froatwarning ” (TEMP < 10)

(WRITE “Temp at” STATION “is now ” TEMP)

The basis of LDEMON is a set of programs for constructing and

manipuliting records and manipulating messages which may be sent to it

by ott~er processes. Record classes may be dynamically defined , and

the £ ISP functions for accessing their fields are automatically

oonsti~uated. In addition , procedures are provided for adding ,

deleting and modi fying records. This system is consistent with a

relational model and a (not especially efficient) set of programs have

:--
~~~I ~~~~~~~~~~~~~~ - -
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been added to the system which provide for the usual relational

constructs..

LDEMON allows a special class of programs , called ~~~~~~~~~~~~~~~~~~~ 
Th ese

• may contain conditionals of the rorm (JCOND <condition> <actions>);

meaning that <actions> are to be performed whenever <condition> ha5

just become true and the form of <condition> is similar to that

described in the preceding section. Changes which cause a particular

state of the database to occur can therefore be monitored.

The distinction between alerters and demons lies in what kinds of

action they are allowed to take. For a demon , the action part may be

anything including a program which may itself modify the database.

This is unacceptable for alerters since , as we have note d , an

incorrect program , may “hang ” the database indefinitely. The

following describes what happens in LDEMON when an alerter is added to

the system and subsequently activated.

11.1 Adding An A lerter To The LDEMON -

1. On receiving an alerter message , the alerter is “stamped”

with the identification of the user who sent it. It is then

checked for consistency with the database schema. That is,

field names must be known to the system , and related to the

proper record types. Any inconsistency causes an error

message to be returned. 
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2. The action portion is decoded , and user commands are checked.

At this time , in the LISP based system , a demon is

Constructed which will actually send the appropriate response

• if the appropriate conditions are met. -

3. The alerter is indexed under the (field , record class) pair

for each field name which appears in the condition.

• ~~~. At this point , an “ALERT SET” message is sent back to the

user. 
-

11.2 Triggering An Alerter

1. When a modifyin g update is to be performed , a copy of the old

values is made in a temporary area.

2. The update is completed and a copy of the updated values is

also placed in temporary store.

3. By examination of the updating transaction , a list of

affected (changed) fields is constructed.

L$. Any alerter indexed under the appropriate record class and

field name is activated; i.e., its condition is evaluated

with respect to the records in temporary storage and , if

satisfied , the function which sends the appropriate messa~ cs

is invoked.

Note that we can no longer look upon the whole alerting proccss • t ’L~. _ _ _ _
~~~~.—,--- ~~~ - , - - -~~~ ---.~--.--

_
~~~~~~~i_______ _~~~~~~ __ .~ ~~~~~ --~~~~~-~~~~~~ — -..• —---~~~~-,.--- ~~~-—--~~~
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LDEt4ON as being synchronous: alerter messages are effectively issued

iLttt. the update has taken place. Most importantly, we cannot use an

alerter in LDEMON for preventing an update. Much of Morgan ’s wor k(9]

was dedicated to resolving conflicts among the “event se quence d

programs”, which , in the present terminology would be the actions.

Since alerters cannot interfere with updates , and can only have the

“side effect” of sending a message , there is no conflict problem as

far as the database system is concerned.

5.0 CO~ eLrX ALEiITII4G. - -

Tncre are many useful predicates which cannot be handled by

si~ ple alerters. In su~ e cases the  Liple:aentatton of such alerters

poses real problems or efficiency . We give here an infortial

classification of the types of predicate we would like to handle but

which require a siore global view of the database system and tne

transactions it supports.

1. Structural Alerters. These require that an a].erter

simultaneously monitor several record classes and require

knowledge of the schema or structure of the database. E.g.,

a doctor gets a patient with chicken pox (either by the

doctor acquiring the patient , or an existing patient

acquiring chicken pox). In the context of a relational

database Buneman and Clemons(2] nave shown that there are a

number of simple ways of reducing the amount of computation

required to maintain a structural alerter . 
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2. Statistical alerters. E.g. , let me know when the average

temperature in the Northeast drops by more than 10 degrees.

Clearly, one can come up with efficient methods for handling

simple statistical functions (with averages by maintaining a

f special counter which i~ updated appropriately), but the more

d i f f i cu l t  t h e  f u n c t i o n , the less likely that such a routine

exists , and the more likely that a scan of the database may

be required.

3. Transaction spanning alerters. E.g., let me know when a bank

balance drops by more than 10 ,000 in any 214 hour period.

This requires a constant rolling history for 2~4 hours.

11. Pattern recognition. Monitoring for the occurence of

specific patterns in the database. This is closest to

CO H N I V E R ’ s o r i g i n a l  i n t e n t i o n s  for  using demons. Again ,

e f f i c i en t  i m p l e m e n t a t i o n  r e q u i r e s  a lot  of p r o b l e m  s p e c i f i c

knowledge .

5. Time based alerting . This is similar to transaction

spanning, in that one often does not require instant

alerting, but rather alerting that doesn ’t come too late.

For example , one may wish to be informed within one week if a

particular check is cashed.
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6.0 CONCLUSIoNS

We have shown t h a t  a u s e f u l  c l a s s  of alerters (simple alerters )

can be implemented , with a computing time overhead which is

• i n d e p e n d e n t  of the number of records in a large database. The extra

time required to handle alerting for each update is dependent only on

the number and complexity of the alerter conditions themselves.

An experimental system with these features has been implem ented

in LISP and running for over a year. A similar system , working with

DBTG databases , has been completed. Both of these are in use and in

use within a command and control testbed environment. -

We feel that alerting features are a natural extension to

database technolo gy , and that they should be planned for in any major

database implementations.

I. 

~
. 
. ~~~.

- - . .:-
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