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1. . Introduction

This paper desc ribe s a method of r - u r d i  n q I ~~ I:h , r , i c t c r —

i st i cs  of t r a f f i c  pa~; s i ng  bet~.iee n t w o  iI~ s of  a ~~~~~ ! t . -~~ ? k ,

f i n d  t he  o f f i  i ne a n a l y s i s  of t h i s  da t a , i nd u l i n g  ~~ThIC j ) r r ’ i ~fl1  ri~i r y

results. The recording of information by this method and the

l~~t ’~r a n a l ys is  has the i m p o r t a n t  adv an t la l -J e  ove r o the r  meas ire—
: I ~r 1L v . • th o d s  of not i n t e r f e r r i n g  w i t h  the p e r f o r : •n c e  of the

network in any way .

The measurement  was e f f e c t e d  on the communica t ion  line
l i n k i n g  the UCL node (or IMP ) w i th  the rest  of the ARPA ne twork .

As the UCL node is ‘spur ’ , i.e. only conne cted by th is one l ine ,

the measurement  tool , when opera t ing ,  can measure  the charac te r -

istics of al l  t r a f f i c  flow ing to or from the UCL node and the
ARP A network .

The UCL node is purely experimental , and any d a t a  aqu i s i t -

ion is only for  research purposes. All UK users of the UCL

node are in formed tha t  data aqu is it ion may occur ;  it has  been
approved spec i f ica l ly  by the govern ing committee of the project ,

:eve rtheless , the data aquisition is done very rare ly and for
specific network performance investigations. The data contents

a re never recorded or analysed.

2 .  Data Aqu isit ion

2.1 IMP -IMP Communications

The IMPs communicate with each other over standard Post

Office data communication lines. The lines between IMPs are

a lways  in pai rs , one line for traffic traveling in each direct-

ion . This enables the IMPs to transmit and receive data at

the same time . A schematic of this configuration is shown in

Fig. 1.

Although traffic is sent down the commun ication lines a
h it at a t ime , the data is usually considered in logical units

of eight bits called bytes of characters . The number of characters

th at can be sent down the line in a g iven per iod of t ime is

• determined directly from the baud rate (bits per second cap~~~ity)

of the line. In the examp le cited in this paper, the t r a f f i c

measured was travelling between the London IMP and an IMP in

Norway (IMPs 42 and 41 respectively) wh ich communicate on a 9.6K

baud line or 1,200 characters per second.

The IMP hardware expects a continuous stream of characters

to be sent down each line at the specified baud rate of the line.
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Howeve r , the IMP s o f t w a r e  u su a l l y  r equ i res  to send data  at t h a t
r at e  for  short  in t e r v a l s ;  the  rest  of thc t i m e  when t h e r e  is

no dat a , the h a r d w a r e  sends specia l  dummy c har ac t er s  ca l  led
:;~ nch r .ni s i n g  cha rac te r s. These cha rac te r s  ensure  t h a t  the

h a r d w a r e  at the receiving IMP keeps the logical group ing of b its

into  bytes synchron ised with the hardware of the transmitting

IMP .

Rela ted data bytes that are all going to the same destin-

ation are grouped together to form packets. Each packet has an
address f ield , or header , affixed to the front of it to indicate
the packet ’s network destination. The header is about a dozen

by tes it se l f , and even if just one data by te  is to be sent through

the network it still has to be accompanied by the header. From

t h is m i n im um packet  size of 12 bytes the size of a packet can
range up to about 128 bytes , including the header.

To distinguish the data in the packets from the synchron-

isi ng charac te r s , each packet  is del imi ted by a pa ir of
characters . A control character followed by a start—of-text

charac te r  is p laced at the beginning of the packet and a con-

trol character  fol lowed by the end—of—text character is placed
at the end. There is of course the chance that the data in

the packet may contain a bit pattern that matches one of t’ i cse

pairs. To avoid any confusion the transmitting hardware of the
IMP doubles any control byte found in the data port ion of the
packet , i.e. replaces the control byte by two control bytes.

The rece iving hardware performs the opposite operation. Only an

unpaired control byte is interpreted as being a real control

byte .

Follow ing immed ia tely a f t e r  each packet is a hardware gen-
crated checksum. This checksum occupies three bytes and is

never seen by the IMP software . If the IMP receives a pack3t

whose sumcheck is incorrect , the packet is automa t ically dis-
carded.

Figure 2 illustrates the packet format described above .

2.2 Measuring the IMP Traffic

As is shown in Fig. 1, the traffic to and from our IMP was

measured between the IMP and the modem. The data was collected

here only for simplicity as between the IMP and the modem the

data is in digital form and is more readily acceptable to our

computer.
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Measuring traffic performance is this way has no affect

upon the IMP or the modem and neither is aware that the traffic

is actually being measured. The t ra f f ic pass ing between the

IMP and the modem is not interferred with or delayed in any

way . Indeed , the tap does not have a “write ” ab i l i ty at a l l ,
mak ing it physically impossible to modify the data.

The data collection lines run to our PDP 9 where a program

ignores all the synchronising characters and strips off the

pair of characters at the beginning and end of each packet.

Any doubled control characters in the packet are reduced to

just one control character. The sumcheck is also read as part

of the packet but no attempt is made by the program to ver i fy

it, due to the large CPU overheads that this would involve .

2 .3  Recording the Measurement  Data

In order to extract  informat ion about each packet , the
PDP 9 has to receive each packet intact. As soon as the

complete packet has been rece ived , the measurement program
quickly throws away the data portion of the packet , keep ing
on ly the header , control information and the length of the
packet data area.

Although the capacity of each line is 1,200 ch aracters per
second , the rate at which data is sent on the average is far

below this. However, occasionally there are bursts of data

when several packets arrive in qui ck succession. Unfortunately,

the PDP 9 CPU is not f a s t  enough to be able to move a packet

out of a buffer in the three milliseconds before another packet

can be expected. This constraint , tha t  there is not s u f f icient
time to “move ” a packet about in core , dicta ted the approa ch

to recording the data.

As a packet cannot be move d once it has been read into
core , it must be read directly into the tape output buffer. As

writing to the tape is carried out in parallel to receiving

the data on the input lines , this should enable the PDP 9 to
keep up with the data flow.

There is however the further problem that there are two

input lines that can both receive data at the same time . If

data from one line is being received and placed into the tape

output buffer when a second packet begins to arrive on the

other line there is no place to put the second packet. The

second packet cannot be placed after the packet currently being
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read into the buffer as the length of that packet is unknown

until the end of it is detected , and it cannot be read into

ano ther p lace in core as there is not enough t ime to move i t
into the buffer later.

To get around these problems , the measurement  program keeps
three buffers for each input line. These buffers are 2000

bytes long giving a total buffer space of 4000 bytes for each

line (assurr~ ag that one buffer may be busy being written to

tape). This allows about three seconds of data at peak data

rate , to be recorded from each line , plenty of time for the
tape to recover from any temporary tape errors .

As each b u f f e r is f illed , it is placed in the tape output
buffe r queue. When the tape has written the buffer it is

returned to the appropriate line to be used again. As the data

rate of the tape exceeds the combined data arrival rate of the

input lines it can easily keep up to the data flow . However,

the buffering technique described above has a serious conseq-

uence that is explained below .

2.4 Sorting the Recorded Data

Al though the data arriving from both input lines is multi-
p lexed to the tape uni t  it is mult ip lexed by b u f f e r  of one
second worth of data from one line followed by a buffe r of data

from the other line for the same second . If the traffic on one

l ine was far heavier than the other, it is quite possible to

have several buffers from one line before one from the other.

For any reasonable analysis it is important to know the

precise time at which a packet arrived. Both problems are

solved by the measurement program plac ing a time stamp at the
beginning of each packet. The time stamp is accurate to a

hundredth of a second and indicates the time of arriva l in the

POP 9 of the first byte of the packet••

This time stamp thus serves two purposes . It is used first

of all to sort the data into the correct chronolog ica l sequence
before it is analysed and it is used by the analysis program
to enable accurate timings of data rates and protocols.

3. ARP A Network Protocols

In order to understand how the analysis program works and

how it manages to analyse traffic of individual users in the

network , it is necessary to be familiar with the protocols in

the network .
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There are c wo main  levels of protocol existing in the ARP A

network . At the low leve l is the IMP protocol wh i ch controls

such things as routing in the network and flow eontro l and at

the h igher leve l is the host  protocol , wh ich controls the

actual user to user connections across the network .

3.1 IMP to iMP Protocol

The IMP level protocol falls into four main categories:

data , control , routing and special. The data type (called

type 0) actual ly carries the users data and the end-to—end
acknowledgements. This type of traffic will be discussed in

more detail below. The control traffic (type 1) is used to

obtain buffer space in the source and destination IMP s for two

hosts that are exchanging traffic across the network . Control

t r a f f ic is sent as a direct  result  of hosts se t t ing up connect-

ions and is closely tied in with type 0 traffic.

Routing traffic is sent out by neighbouring IMPs approx-

imately every .6 seconds . This type 2 packet cons ists of a

table with an entry for  each IMP in the network ind icat ing
both the number of hops and the time taken to reach that IMP.

All IMPs send their own personal view of the network to each

of its ne ighbours wh ich use it to up date the ir own rout ing
information . As well as sending the actual routing table the

IMPs also exchange acknowledgements for  the prev ious rou ting
table. Into this same category fall “hello” and “ I heard you ”

packets which are used to test if the line connecting a pair

of IMPs is still operational.

Special (type 3) traffic is seldom seen on the network .

Its main function is debugging and network status. For instance ,

should an IMP program collapse this type of traffic is used

to reload the program. An IMP program can also detect that

some th ing is wrong and demand to be reloaded using type 3
traffic.

The IMP data traffic (type 0) is subdivided into eight

subtypes , the latter four of these being acknowledgements for
the first four. The first two types (codes 0 and 1) are con-

cerned with the actual transmission of data.

Messages to be sent through the net are sent in one of two

ways depending on the size of the message . If the message is

less than about 1000 bits then the message is sent as one

packet. If the message is larger than 1000 bits then it is
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segmented by the IMP into packets of 1000 bits (or less) each .
As messages can be up to 8000 bits long,  as many as e igh t

packets can be formed from one message .

As a f u l l  sized packet occup ies a sign if icant amount of
b u f f e r  space in the IMP , the source IMP f irst makes sure tha t
the dest inat ion IMP has enough buffer space for the message .
To th is end , the IMi- first sends out a request packet that

requests space at the destination IMP for the message . When

the rep ly is received the source IMP sends out all eight  packets ,

or as many packets as are necessary . However , i f the message

is small enough to f i t  in one packet , no request is sent. The

reason ing beh ind th is is th at a request message would be as
large ( approximately)  as the data packet itself , so the data

is sent as its own request packet.

All messages are acknowledged , not only from IMP to IMP
but also from end-to—end. The end-to—end acknowledgemen t is
used as a flow control on the data being sent from the source

to the destination . This form of acknowledgement is called a

RFNM (Read y for Next Message). Several messages may be outstand-

ing at a time between the source and destination , and in fact

the total throughput is of ten  lim ited by just this factor.
Typical ly , between four  and eight messages may be ou t s t and ing.

3 .2  Host to Host Protocol

Before a user or resource can communicate with another

user or resource in the net the two hosts involved have to set

up a logical connection . Th is connection , or link , is given
a l ink  number wh ich together wi th  the source and d e s t i n a t i o n

host numbers is a unique identifier , but the l ink number is
not necessarily unique in the network . The link number is used

to m u l t ip lex and demult iplex the traffic travelling between
the two hosts.

To estab lish d connect ion , the hosts exchange control in-
formation over link zero. Link zero is reserved throughout
the network for this purpose. The hosts establish the byte

size to be used on the connection , the link number that will

be used and the processes that are to communicate . This last

item is achieved by specify ing a source and destination socket

number. The hosts must have a priori a common agreement as

to what each socket is to represent. For instance socket

number three is used to transfer files.
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A l ink onl y establishes a connection in one direction .

Usually of course it is necessary for t h e  h’~~ts to have a

connection in both directions when for  instance a user is
us ing a remote process in te ra ctively. One di• ~ction is used

to send the lines that the L ser enters to the process and

the other is used to send back messages from the process to

the user.

3.3  Analys ing Data on a Connection
One of the d i f f icult ies of the anal ys is progr am is to

es tabl i sh  which packets belong to or are the resul t  of w h i c h

connections. As the reader will have noticed , a source and
des t ina t ion  host n umber and a link number are all that is

required to make a connection unique . Howeve r , no packets  sent
between the source and dest inat ion conta in even th is amount
of information .

As soon as two hosts begin to tra nsm it t r a f f ic to one
another , the IMPs try to set up control blo cks in the source
and destination IMPs to control the traffi- . Note t h a t  these

blocks are set up not for each connection bLit only for  each
communicating host pair and that  the hosts p lay no direct par t

in setting up these blocks.

The blocks are used to keep track of the number of out-

stand ing messages between the source and des t ination , to gen-
erate un ique message numbers and to control the buffers re-

quired. Should the hosts fall silent for a period of time the

IMPs drop the control blocks and try to re-establish them when

the hosts become active once more . IMP type 1 packets are

used to set up these blocks.

Messages sent from the source host to the destination con-

tain the source and destination IMP numbers , the link number
and the destination IMP block number , but not the host numbers.

From the block number the destination IMP can look up t. e host

that it is to be delivered to. The reply to the message (RFNM)

contains the source and destination IMP numbers , the source

IMP block number and the same message number as the message
it is acknowledging . Furthermore , the IMP type 1 messages that

are used to establish the blocks to be used contain the source

and dest inat ion IMP numbers , host numbers and block numbers.

As can be seen , the anal ys is program needs to keep t rack
of several pieces of information in order to attribute a certain
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message to a particular connection . The IMP type 1 packets

have to be decoded and the information placed in tables. The

block n umber in the data messages is then used to re fere nce
th is tab le (together with the source and destination iMP

numbers ) in order to estab lish the source and dest inat ion Host
numbers . The data messages are then p laced in a message
table to wait for the RFNM. As the RFNM contains the source
block n umber and the data message contained the de s t i na t i on

block number, it is not possible to look up the approp r iate
message direct ly.  The IMP numbers and the source block

number are used to reference the block table , in order to

es tab l i sh  the des t ina t ion  block number  so tha t  the message number

may be looked up and the RFNM flagged as having arrived.
U n f o r t u n a t e l y  the anal y3is program may not always monitor

the opening sequence on a connection.  Thus it  does not know

the source or des t ina tion  hosts , the source or dest inat ion
block numbers , or indeed even the byte size being used by the
hosts on the connec t ion .  The program manages to ex trac t
most of th is in fo rmat ion  though from other sources , but  the

meJiod used to do this will not be exp la ined here as these
deta i ls are qu ite comp lex.
3.4 Uncontrolled Traffic

Although most of the traffic in the network obeys the

protocols described above , there is a spec ial type of t r a f f ic,
usually experimentally , that is not. controlled by the flow

control mechanism. This type of traffic can be specified by

the host and the traffic type is usually referred to as type 3

t r a f f i c .  (In  ac tual  fac t , it is subtype 3 of code 0 of IMP

type 0 traffic.) There is no flow control on type 3 messages ,

except of course the buffer capacity of the sending IMP . The

messages are not RFNMed and only single packet messages (i.e.

less than 1000 bits) are permitted. No attempt is made by the
IMPs to deliver these messages in sequence to the destination

host , and these messages can be discarded en route if the IMP s
run short of buffer space , without informing the source or

destination hosts.

3.5 Reserved Link Numbers

Although there are a potential 256 possible numbers , in
reality only the first 70 of these are used according to the

protocol . Of the rest, most are never used but some are re-
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served for experimental purposes. These links are not usuall y
opened or closed by the hosts but are used in a datagram

manner across the network . These links are only ever used

under specific experimental circumstances. An examp le of
such an experimental link is link n umber 155 which is reserved
for TCP experiments .

4. The Analysis Program

The analysis program analyses the data at three distinct

levels corresponding to the levels of protocol existing in

the ARP A network . The lowest level is the IMP level and the

IMP level routines read the packets from the magnetic tape .

If the packet type is determined to be data (typed) , then the

routines pass the packet up to the host level after first

stripping off the IMP protocol layer. Similarly , the host

routines strip off the host protocol and interpret any host

command messages. If the message type is found to be data

then the routines pass information about the data up to the

user level. This level is the highest logical level in the

program.

Note tha t  only informat ion  about the user data is passed

to the highest level and not the data itself , as this is never

recorded. At the moment the only information available is

the data length.

4.1 The Initial Run

The amount of data to be analysed by the program is

potentially enormous . In just one hour the program records

almost two megabytes of routing data alone . When we consider

the numbe r of connections that can exist and the number of

bytes of traffic that these will generate , the reader will

appreciate that it would not be realisitc to produce reports

on every aspect of the recorded information. Furthermore , i Jie

line will have been monitored in many cases to determine the

performance of one particular connection and thus the user

may not be interested in analysis of the other traffic.

To enable the user to select only certain links (and only

some particular analysis report of that link) the user must

first determine what is actually on the tape. For instance ,

it may not be enough for the user to know what link is to be

analysed , for any connections may have been in existence with
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that same link number. Even specifying the hosts may not be

s u f f i c i e n t  e i t h e r  as the l ink  may have opened and closed several

times for different purposes during the data aquisition time .

An inital run is thus made on the tape data to determine

the connect ions t h a t  were act ive . The ana l ys is  program dete r-

mines  a n i n i t i a l  run as one that specifies no particular links

to be reported on. In an initial ~un the program scans the

tape and prod uces a table of contents for the tape . This
tab le  of contents  give s ce r t a in  basic  i n f o r m a t i o n  about the

tape , such as the duration of the data aquisition and the

amount of data analysed as well as a list of each connection

that was made during the time the measured data was recorded.

Each connection is given a separate entry in the table of

contents  and ce r ta in  basic i n f o r m a t i o n  is given about the

connection . In particular , the host numbers (if knc~wn) , the

socket n umbers , the by te  s ize and the link number are specified

as well as the time that the connection began and terminated

and the number of messages seen on the link .

The most important aspect of the initial run is that it

assi~jns a unique report number to each connection . The report

numbers  begin at one and are in ascending sequence. In future

runs un this same data , the user must specify connections by

thi s report number. For any connection various reports can

be requested by the user. These reports are specified below .

4 . 2  Overa l l  Reports

Some of the data analysis has nothing to do with individual

connec t ions  anc~ t he s e  reports are spec i f i ed  separa te ly .  The

rr.ost basic report is railed the main log.

The main log is a description of each packet that was

deiected on the line . The report is split into two parts , one

for  up t r a f f i c  arid one for  down t r a f f i c .  Because of the vast

number of packets , certain types of data can be specified to

oe omitted from the report. The main data types are the four

types of IMP traffic that were describe d in section 3.1 , viz.,

data , contro l , special and routing. The user can specify

which of these types are to be included in the main log. (It

is wise not to include routing information , for instance).

rt is also possible for the user to specify that certain types

of traffic are to have the complete packet header dumped in

octal as well as having a verbal description . Although the
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main log is useful for details of what went up and down the

line a possibly more useful report is the Traffic Volume Graph .

This is a continuous graph produced on the printer with an

entry for each ten seconds that the tapping lasted. Each

entry shows not only how much of the line was being used but

also subdivides it into three types: routing traffic , other

IMP traffic and Host data. It should be emphasized that this

volume report is the volume by bytes and not by messages.
This report gives a quick indication of the line usage and

the overheads involved.

As routing messages seem to occupy such a large percentage

of the line capacity and because they indicate how long it

should take to communicate with other IMPs on the network ,

routing packets have three separate reports. Once again these

reports are only produced if requested by the user.

The first report is a simple accessibility table. This

is a graphic list showing which of the IMPs (currently 67 IMPs

are on the network ) either of the IMPs on the data aquisition
line had access to. In short this is a list of which IMP s in

the network were down and when they were down. An entry is

produced on this graph for each routing message that is

detected.

There is also a Hop/Delay Table available givinc a summary

of the time it took to communicate with other IMPs in the

network . This table gives the average number of hops , the

average t ime in seconds and i n f o rm a t i o n  on the down t ime  of

each IMP. This table is useful when looking at the amount of

time it took a particular IMP to RFNM a message un a particular

link . It also indicates what effect the satellite had on delay

times and how the number of hops is related to the delay .

The f i n a l  rout ing  report is ra ther  more subtle than the

previous two. Although routing messages are sent eve ry .6

seconds this time can vary slightly when the line is heavi ly

loaded . Thus the time between routing messages is an indic-

ation of how busy the IMP thinks the line is. The Routing

Interval report is a graph that has an entry for each routing

message showing the time since the previous routing message .

A separate graph is produced for the up and down traffic.
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4.3 Connection Reports

For each connection that was monitored there are several

reports that can be requested. The first report is a log

similar to the main log and the other reports are graphs
shc,wing the performance of the connection .

The log report produces a list of the traffic that is

directly pertaining to the connection . The report may be

requested at a detail level, in wh ich case all the IMP

packets to do with the connection are listed , or at the host

leve l in which case only host messages are listed . These

two reports may be combined so that  both sets of ou tpu t  are

produced toge ther .  Some other information , such as host
control information , that was not sent on the particular

connect ion but has someth ing to do with the commect ion is also
shown on the report. As a further option the user can specify

that the packet and/or message headers are to be dumped in octal.

As well as these logs there are five graphs that can be

produced . The lengths of these graphs depends upon the dur-

ation of the connection ; some graphs have an entry for each

message that arrives on that link while others have an entry

for each unit of time . Each graph is described separately

below .

T r a f f i c  Volume Graph.  This is similar to the volume

graph described ea r l i e r  except that it shows the particular

connection in detail. The graph shows the percentage of line

capacity being used and breaks down the traffic types into

background traffic , IMP ove rheads and host  data . The back-

ground traffic consists of all the traffic on the line that

is not directly concerned with this link . The IMP over.~eads
indicate the total number of IMP bytes needed to support t i s

link , not of course counting the host data.

Message Arrival Times. This graph has an entry for e~~ h

message on the link . It shows graphically, on a scale of 10

seconds , the time since the previous message on the link .

The times are shown in tenths of a second. For sing le pac-~e~
messages the time the message arrives is considered to he th~
time that the first byte of the packet arrives. For multi-

packet messages the arriva l time is taken as the time that

the first byte of the last packet of the message was detect i~d.
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Note t h a t  the  l a s t  packe t  phy s i c a l ly is not n ec e s n ar i l y the

las t  packe t log ically of the message; the packets can have
t h e i r  o rder  changed in  f l i g h t  across the ne twork . }{ew’-ver

t h i s  g rap h uses the las t  packet  ph y s i c a l l y  of the message .
I f  fo r  some reason the message is r e t r a n s m i t te d  t h e  p r o g r a m

will prod uce another  en t ry  in the g raph for the retransmitted
message .

Packet Spread Time . This graph ind icates how spre ad out
the packets have become while travelling across the net. An

en t ry  is made for  ea ch comp lete message that arrives. The

gr aph shows , in increments of .1 seconds up to 10 seconds ,
the time between the physically first packet of the rrie~;sage

and the last packet. This spread time is i mportant because

the destination iMP has to reserve buffe r space until the

comp lete message has arrived. The IMP cannot delive r the

message to the host until all the packets have arrived and

the comp lete message can he reconstructed.

RFNM Time . This graph uses the same scale as the above

graph and is used to show the delay between the message

be ing delivered and the HFNM being detected. This graph

cannot be produced for type 3 (uncontrolled) messages. The

t ime th at the mess age is del ivered is taken to he the t ime

that the first byte of the last packet (phys ica l l y)  of the

mes Sa ge we; (lI !+ .ected. The t ime t hat  the RFNM was detected

is taken is the time that the first byte of the RF NM a r r i v e d .

I t  is t i e  ~ 1NM delay that determines the total throughput of

the connect ~~)fl.

M~ e;~ J r ~ I ze. This graph produces an entry for each
(ornp l r - t .c me age d p t e r - t  ‘-d on the I~onrI~~~f iofl. I t  i n d i c a t e s
th e size of the inr -~;saqe up t o  1024 by tes . A l t h o ugh  f o r  f i l e

ra ;isfer~; , where  the  full Lne!;sage size is almos t a lways u s d

h i s  gr ap h wi Ii not he I n t  er e st  i ng, it should sl1ow how the
• Ii o~~t_ d o u g  w i t h  i nt e r a c t i v e  users .  13ii ,~ ; a rc  W r it t (~a a(rcss

t } i  g r ap h to indi ca t e the number of p a c k e t s  t h a t  we re ~~cd

t~~ t r a n sm i t  the message .

‘ I h o s e  then  •ire some of t h e  r epor t s  t h a t  the •i;i ~ lysis

p r o g ram  w i l l  produce . Howe ve r t h e r e  are  oth er  r ep o r t s  t s t

will be added as more is determined about the network
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perform ance. Already under consideration is the analysis

of network control messages (type 1) to give another  leve l

of analys is  of the IMP to IMP traffic.

5. Some P re l imina ry  Resul ts

Unfortunate ly,  when the analysis program was first
devised , we knew very little about the details of IMP to IMP

communication . Although there were many areas that we wished
to look at we were not sure whether these would be interest-

ing enough to analyse or whether there would be new aspects
that we had not considered . For instance , when a message

is split up into several packets , do the packets all arrive

in quick succession or are they spread out? And if they

are spread out , is it a metter of a few tenths of a second

or is it many seconds? Is it worth analysing the network
control packets (IMP type 1) or are they very rare and very

consistent? How does the amount of routing information

compare to other traffic? Is it worth ana lysing the routing
details of each routing table or is it very consistent with

minimum variations? How much special traffic usually goes

through the net? Is there enough to analyse and what are
its important characteristics?

It became obvious that we needed a way to inspect the

traffic being sent from IMP to IMP before the analysis pro-

gram could be completed. It was decided to write the analys is

program in two phases. The first phase would me rely produce

the main log as described earlier. When the important ~ara-

meters and aspects of IMP to IMP c o m m u n i c a t i o n  were  d e t er - i i : e c i ,

the second pahse would be started to complete the analysis

program . At the present time , phase one is complete and :n a ~~o

two is nearing completion .

5.1 Phase One

The phase one program will produce a detail listing of
a11 the traffic noted on the IMP communication lines. E~-

cause of the large amount of data , there is a certain a.t1o .ri~
of flexibility in the program to allow certain traffic tyj;u

to be suppressed . For instance , due to the predom ina nce ü~~

routing traffic it is usually a good idea to suppress the

printing of this traffic when inspecting , say , data traffic.

i
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The program will also perform a small amount of host

traffic anal ysis. This consists of decoding the host header

at the beginning of a host message , and if the ho st message

is a contro l message , it will also decode each individual

message that the hosts are send ing. Once again this is

opt ional , and the user nay suppress this function of the

phase one program .

5.2 What We Learned

The phase one prog ram brought out many problems associated
with the recording of information and in analysing the results .

These problems were caused mainly by small details which unde r

normal circumstances would be of no interest to anyone except

the implementers of the IMP software or hardware . For instance ,

it was known that the IMPs send data along the communication

l ines so tha t  each pa ir of bytes is reversed (i.e. bytes 0,1 ,

2 and 3 would be sen t in orde r , 1,0,3,2), but  i t was not
known that the sumncheck at the end of the packet does not do

this , but is sent in the norma l fashion.

The most interesting results were in the listing of the

traffic types. Of the four main categories rjf IMP traffic

(da ta , ne twork con trol , routing and special) we found that

even when there is a significant amount of data traffic , the

r o u t i n g  messages s t i l l  account  for ove r 60% of tr.e t r a f f i c

- :ent  f r o m  London to ~ orway . F u r t h e rm o r e , in a l l  the  a n a l y s i s
( :one so f a r  ( s eve ra l  h ou r s  wo r th ) the re  have been no specia l

packet types (type 3) at all.

A ‘i~ s’~~rhing property o~ the London to Norway line that

we ‘discovered , was trie relatively high level of retrunsmissions

tnat takes pla ’~c. The London IMP will retransmit a message

to Norw ay if it h a S no t rece ived an acknowled geme n t f rom Lox-way

in 2. seconds , it appears . The only reason tha t Norway would

rio t, acknowledge a message is if (a) the message was corrupted

set.,eefl he re a~~d ~ orway (surncheck does not agree) or (b) ~he

I . ’.P in No rway ~s so busy or has so many buffers full that I:

cannot accept any more traffic. When we looked into the flow

of traffic in detail it seems that it is the latter that causes

tr.e problem. 

~~. . ~~~~~~~~~ ~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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At Norway much data is injected into the Arpanet

destined for the U.S.A. When London traffic is added to this

there  is a p o t e n t i a l  bo t t l eneck  at Norway . Hence , i f  we

send data rapidly enough to the U.S.A. Norway quickly be-

comes swamped , and rejects all packets u n t i l  it has freed

some of the buffers .

This anal ysis helped to explain some problems being

encountered with TCP experiments that were being performed

between our installation and California. An important part

of the experiment consisted of an analysis of window ing , a

flow control mechansim . It was found that when the window

was enlarged past a certain threshold the throughput was
far less than expected . The phase one program hel ped to
establish the real cause of this and showed that it was not

a direct fault of the TCP protocols or the source and des-

tination host machines.

We have also noticed some hitherto unforseen repercussions

of the present host to host protocol. The protocol suggests

that when a host comes up on the network after being down

for  any reason , it should send “resets” , a special host con-

trol message , to all hosts on the network to indicate that any

connections that were in progress when the mach ine crashed
are to be cancelled. Thus in a short space of time , the host

might try to send up to 256 reset messages into the network.

However , the IMP will not allow communication with another

host in the network unless a pair of network control message5

have been exchanged between itself and the destination IMP.

Thus for each reset message the IMP must exchange a pair of

messages with an IMP on the network . This effectively trip les
the number of messages that the host sent into the network .

Furthermore , the Norway IMP quickly swamps and the London IMP

starts retransmissions . All other traffic travelling through

our IMP is affected too. To make matters worse , approx imately

2½ minutes later , the IMP determines that there has been no

more traffic on all those connections , and so the IMP tries

to reset all the connections it set up in order to send the

one host reset message. This IMP resetting again requires the

exchange of two packets , and the line is once again flooded.

-~~
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6. Conclusions

From the analysis we have performed so far a great

deal has been learned about the performance of the ARPA

network . The second phase of the analysis program is

almost comp lete now and it is hoped that this will give
even more insight into the details of host to host commun-

ication. There are some things that are very difficult

to do from just the listing of the IMP to IMP traffic ,

such as the mean time between messages for. a file transfer

that required several thousand messages. As indicated in

this paper , the analysis program will produce results such
as these. But this will only be the starting point. It

will then be necessary to understand what is happening in

the network and to be able to explain it in order to be able

to make suggestions for improvements in other future networks.
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MESSAGE ACKNOWLEDGEMENT DELAYS

The following two graphs illustrate acknowledge-

ment delays (RFNM delays) experienced for a

particular connection on the ARPA network . The

traffic was being sent from London to Stanford

in California.

— The first graph is part of a continuous graph

in which each RFNM is represented as one bar

line on the graph. To the left of each bar is

the message number and the delay time from the

message to the RFNM. The bar illustrates this

time graphically.

— The second graph is a summary chart, indicating

the distribution of RFNM times. For instance it

can be seen that approximately 20% of the traffic

had a RFNM delay of between 1.36 and 1.44 seconds.

Furthermore , no acknowledgement was received in

less than 1.12 seconds , and no acknowledgement

took more than 2.00 seconds.

-~~
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MESSAG I~/RFNM O~ LAY TI ME (ALL T LM ~ S I N  S~ CS)

MSG T IME 0.40 0.80 1.20 1.60 2.00 2.’sO
1 1.71 *** * * * * *t ** * * * * * * * * * * * *** * * * * * ** * * * **9 i* ***
2 1.67 ***** ****** *$l~c************* ****** ********

3 1.21 * * * * ** ** *~ ** *** *$* * * ** ** *s~ **t
4 ) • 3 3
5 ‘ 1.88 ***t * * * * * * * * *** * * * * * *t * ** * * *** * * * * * ** * * * *** * *~~~
6 1.83 * * * * * * * * * * * * *$* * * * * * * * * ** * *$ $ $* * * * * * * * * * * * * **
7 1.52 *************************~~**~~*********
8 1.37 **********************************
9 1.82 ***********t *********************** **~~~~~~~~~~

‘10 1.42 ****** ********* *****u~~**************11 1.67 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
12 1.77 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
13 1.55 ************************ t**$*******~~~~*
14 1.36 ***********************~~**********
15 1.87 ***$***************~~**********************$***
16 I .74 *******************************************
17 1.46 t *** ** ** * ** ** * * * ** * *~~**** *~~~~~~~~
18 1.76 *********$**************** *****
19 1 .22
7fl 1.~ 8 * * *t * * * * * * * * * * * * * * * * * * * * * * ** * * * * * *
21 1.18 **************~~**************
2 .  1.70 ********************~~***~~*****************73 1.67 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

24 ‘1.66 * * ** ** * * * * * * * * * * * * * * * * * * * * * * ** * * * * * * * * * * *
25 1.81 ************************************s******.*
26 1.39 ************************~~*********
27 1.74 * * *$* * * * * * * * * * *$*$* $*~~~~~~~~~~~~~~~.~~~.
28 1.34 ****** ~~** * * *** * *** * * * * * * * ** *$* ** *
29 1.73 * * * * *** ** * * ** ***$* * * * * * *~~~~~~~~~~~~~~~~~~~
30 1 .77 ***$************************s******~~***~~~~
31. 1.64 *************************~~***** t********~
42 1.41 ******************~~****************
33 1.36 ***~~** ** ****** * *** * * *** * * * ** *$* * * *
44 1.25 * * * * * * * * * * * * * * ** * * * * * * * * * * * * * * *
35 1.85 ***********$***********~~**********************
16 1.97 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
37 1.50 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
38 1.40 * * * * * * ** * * * **** *$*** *** * ** ** **~~****39 1.6 8 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
40 1.87 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
41 1.82 * * * * * * * * ** * * ** * * * * * * * * * * *s *~~
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R FNM DELAY D ISTR I 8UTION

M AX TI MF NUMBER LOX 20* 30* 40* 50*
0.08 0
0.16 0
0.24 0
0.32 0
0.40 0
0.48 0
0.56 0
0.64 0 .. -

0.72  0
0.80 0
0.88 0

0
1.04 0
1.12 0
1.20 1 **1.28 4 * * *$* * * * *
1.36 2 ****
~~ 44 .
1.52 2 ****
1.60 2 ****
1.68 5 ***$********
1.76 6 **************1.84 6 **************
1.92 4 *********
2.00 . 1 **
2.08 . 0
2.16 0
2.24 0
2.12 0
2.40 0
2.48 0
7.56 0
2.64 0
2.72 0
2.80 0
2.88 0
2. °6
3.0’, 0

p 
1.12 0
3.70 0
3.28 . 0
3.36 0

. 1.44 0
3.52 0
3.60 0 ‘

0
3.76 0 

. 

‘

3.84 0 ‘

3.°2 0
4.00 0
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EXAMPLE 1

This report shows the raw IMP packets that

were monitored . NULL packets are a type of

routing packet , and the reader will note the

predorilinanCe of routing traffic.
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