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l. . Introduction

This paper describes a method of recording the character-
istics of traffic passing between two nodes of the ARPA network,
and the offline analysis of this data, including some preliminary
results. The recording of information by this method and the
later analysis has the important advantage over other measure-
ment methods of not interferring with the performance of the
network in any way.

The measurement was effected on the communication line
linking the UCL node (or IMP) with the rest of the ARPA network.
As the UCL node is 'spur', i.e. only connected by this one line,
the measurement tcol, when operating, can measure the character-
istics of all traffic flowing to or from the UCL node and the
ARPA network.

The UCL node is purely experimental, and any data aquisit-
ion is only for research purposes. All UK users of the UCL
node are informed that data aquisition may occur; it has been
approved specifically by the governing committee of the project, .
Nevertheless, the data aquisition is done very rarely and for
specific network performance investigations. The data contents
are never recorded or analysed.

2. Data Aquisition

2.1 IMP -IMP Communications

The IMPs communicate with each other over standard Post
Office data communication lines. The lines between IMPs are
always in pairs, one line for traffic traveling in each direct-
ion. This enables the IMPs to transmit and receive data at
the same time. A schematic of this configuration is shown in
Fig: 1.

Although traffic is sent down the communication lines a
bit at a time, the data is usually considered in logical units
of eight bits called bytes of characters. The number of characters
that can be sent down the line in a given period of time is
determined directly from the baud rate (bits per second capacity)
of the line. 1In the example cited in this paper, the traffic
measured was travelling between the London IMP and an IMP in
Norway (IMPs 42 and 41 respectively) which communicate on a 9.6K
baud line or 1;200 characters per second.

The IMP hardware expects a continuous stream of characters

to be sent down each line at the specified baud rate of the line.




lfowever, the IMP software usually requires to send data at that
rate for short intervals; the rest of the time when there is

no data, the hardware sends special dummy characters called
synchrenising characters. These characters ensure that the
hardware at the receiving IMP keeps the logical grouping of bits
into bytes synchronised with the hardware of the transmitting
IMP.

Related data bytes that are all going to the same destin-
ation are grouped together to form packets. Each packet has an
address field, or header, affixed to the front of it to indicate
the packet's network destination. The header is about a dozen
bytes itself, and even if just one data byte is to be sent through
the network it still has to be accompanied by the header. From
this minimum packet size of 12 bytes the size of a packet can
range up to about 128 bytes, including the header.

To distinguish the data in the packets from the synchron-
ising characters, cach packet is delimited by a pair of
characters. A control character followed by a start-of-text
character is placed at the beginning of the packet and a con-
trol character followed by the end-of-text character is placed
at the end. There is of course the chance that the data in
the packet may contain a bit pattern that matches one of these
pairs. To avoid any confusion the transmitting hardware of the
IMP doubles any control byte found in the data portion of the
packet, i.e. replaces the control byte by two control bytes.

The receiving hardware performs the opposite operation. Only an
unpaired control byte is interpreted as being a real control
byte.

Following immediately after each packet is a hardware gen-
erated checksum. This checksum occupies three bytes and is
never seen by the IMP software. If the IMP receives a packet
whose sumcheck is incorrect, the packet is automatically dis-
carded.

Figure 2 illustrates the packet format described above.

2.2 Measuring the IMP Traffic

As is shown in Fig. 1, the traffic to and from our IMP was
measured between the IMP and the modem. The data was collected
here only for simplicity as between the IMP and the modem the
data is in digital form and is more readily acceptable to our

computer.
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Measuring traffic performance is this way has no affect
upon the IMP or the modem and neither is aware that the traffic
is actually being measured. The traffic passing betwecen the
IMP and the modem is not interferred with or delayed in any
way. Indeed, the tap does not have a "write" ability at all,
making it physically impossible to modify the data.

The data collection lines run to our PDP 9 where a program
ignores all the synchronising characters and strips off the
pair of characters at the beginning and end of cach packet.

Any doubled control characters in the packet are reduced to
just one control character. The sumcheck is also read as part
of the packet but no attempt is made by the program to verify
it, due to the large CPU overheads that this would involve.

2.3 Recording the Measurement Data

In order to extract information about each packet, the
PDP 9 has to receive each packet intact. As soon as the
complete packet has been received, the measurement program
quickly throws away the data portion of the packet, keeping
only the header, control information and the length of the
packet data area.

Although the capacity of each line is 1,200 characters per
second, the rate at which data is sent on the average is far
below this. However, occasionally there are bursts of data
when several packets arrive in quick succession. Unfortunately,
the PDP 9 CPU is not fast enough to be able to move a packet
out of a buffer in the three milliseconds before another packet
can be expected. This constraint, that there is not sufficient
time to "move" a packet about in core, dictated the approach
to recording the data.

As a packet cannot be moved once it has been read into
core, it must be read directly into the tape output buffer. As
writing to the tape is carried out in parallel to receiving
the data on the input lines, this should enable the PDP 9 to
keep up with the data flow.

There is however the further problem that there are two
input lines that can both receive data at the same time. If
data from one line is being received and placed into the tape
output buffer when a second packet begins to arrive on the
other line there is no place to put the second packet. The
second packet cannot be placed after the packet currently being
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read into the buffer as the length of that packet is unknown
until the end of it is detected, and it cannot be read into

another place in core as there is not enough time to move it
into the buffer later.

To get around these problems, the measurement program keeps
threce buffers for each input line. These buffers are 2000
bytes long giving a total buffer space of 4000 bytes for each
line (assur‘ag that one buffer may be busy being written to
tape). This allows about three seconds of data at peak data
rate, to be recorded from each line, plenty of time for the
tape to recover from any temporary tape errors.

As each buffer is filled, it is placed in the tape output
buffer queue. When the tape has written the buffer it is
returned to the appropriate line to be used again. As the data
rate of the tape exceeds the combined data arrival rate of the
input lines it can easily keep up to the data flow. However,
the buffering technique described above has a serious conseqg-
uence that is explained below.

2.4 Sorting the Recorded Data

Although the data arriving from both input lines is multi-
plexed to the tape unit it is multiplexed by buffer of one
second worth of data from one line followed by a buffer of data
from the other line for the same second. If the traffic on one
line was far heavier than the other, it is quite possible to
have several buffers from one line before one from the other.

For any reasonable analysis it is important to know the
precise time at which a packet arrived. Both problems are
solved by the measurement program placing a time stamp at the
beginning of each packet. The time stamp is accurate to a
hundredth of a second and indicates the time of arrival in the
PDP 9 of the first byte of the packet.

This time stamp thus serves two purposes. It is used first
of all to sort the data into the correct chronological sequence
before it is analysed and it is used by the analysis program
to enable accurate timings of data rates and protocols.

3. ARPA Network Protocols

In order to understand how the analysis program works and
how it manages to analyse traffic of individual users in the
network, it is necessary to be familiar with the protocols in

the network.
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There are two main levels of protocol existing in the ARPA
network. At the low level is the IMP protocol which controls
such things as routing in the network and flow control and at
the higher level is the host protocol, which controls the
actual user to user connections across the network.

3.1 IMP to IMP Protocol

The IMP level protocol falls into four main categories:
data, control, routing and special. The data type (called
type O) actually carries the users data and the end-to-end
acknowledgements. This type of traffic will be discussed in
more detail below. The control traffic (type 1) is used to
obtain buffer space in the source and destination IMPs for two
hosts that are exchanging traffic across the network. Control
traffic is sent as a direct result of hosts setting up connect-
ions and is closely tied in with type O traffic.

Routing traffic is sent out by neighbouring IMPs approx-
imately every .6 seconds. This type 2 packet consists of a
table with an entry for each IMP in the network indicating
both the number of hops and the time taken to reach that IMP.
All IMPs send their own personal view of the network to each
of its neighbours which use it to update their own routing
information. As well as sending the actual routing table the
IMPs also exchange acknowledgements for the previous routing
table. 1Into this same category fall "hello" and "I heard you"
packets which are used to test if the line connecting a pair
of IMPs is still operational.

Special (type 3) traffic is seldom seen on the network.

Its main function is debugging and network status. For instance,

should an IMP program collapse this type of traffic is used
to reload the program. An IMP program can also detect that
something is wrong and demand to be reloaded using type 3
traffic.

The IMP data traffic (type O) is subdivided into eight
subtypes, the latter four of these being acknowledgements for
the first four. The first two types (codes O and 1) are con-
cerned with the actual transmission of data.

Messages to be sent through the net are sent in one of two
ways depending on the size of the message. If the message is
less than about 1000 bits then the message is sent as one

packet. If the message is larger than 1000 bits then it is
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segmented by the IMP into packets of 1000 bits (or less) each.
As messages can be up to 8000 bits long, as many as eight
packets can be formed from one message.

As a full sized packet occupies a significant amount of
buffer space in the IMP, the source IMP first makes sure that
the destination IMP has enough buffer space for the message.
To this end, the IMr first sends out a request packet that
requests space at the destination IMP for the message. When
the reply is received the source IMP sends out all eight packets,
or as many packets as are necessary. However, if the message
is small enough to fit in one packet, no request is sent. The
reasoning behind this is that a request message would be as
large (approximately) as the data packet itself, so the data
is sent as its own request packet.

All messages are acknowledged, not only from IMP to IMP
but also from end-to-end. The end-to-end acknowledgement is
used as a flow control on the data being sent from the source
to the destination. This form of acknowledgement is called a
RFNM (Ready for Next Message). Several messages may be outstand-
ing at a time between the source and destination, and in fact
the total throughput is often limited by just this factor.
Typically, between four and eight messages may be outstanding.
3.2 Host to Host Protocol

Before a user or resource can communicate with another
user or resource in the net the two hosts involved have to set
up a logical connection. This connection, or link, is given
a link number which together with the source and destination
host numbers is a unique identifier, but the link number is
not necessarily unique in the network. The link number is used
to multiplex and demultiplex the traffic travelling between
the two hosts.

To establish a4 connection, the hosts exchange control in-
formation over link zero. Link zero is reserved throughout
the network for this purpose. The hosts establish the byte
size to be used on the connection, the link number that will
be used and the processes that are to communicate. This last
item is achieved by specifying a source and destination socket
number. The hosts must have a priori a common agreement as
to what each socket is to represent. For instance socket

number three is used to transfer files.




A link only establishes a connection in one direction.
Usually of course it is necessary for the hosts to have a
connection in both directions when for instance a user is
using a remote process interactively. One di.c2ction is used
to send the lines that the user enters to the process and
the other is used to send back messages from the process to
the user.

3.3 Analysing Data on a Connection

One of the difficulties of the analysis program is to
establish which packets belong to or are the result of which
ccnnections. As the reader will have noticed, a source and
destination host number and a link number are all that is
required to make a connection unique. However, no packets sent
between the source and destination contain even this amount
of information.

As soon as two hosts begin to transmit traffic to one
another, the IMPs try to set up control blocks in the source
and destination IMPs to control the traffic. Note that these
blocks are set up not for each connection but only for each
communicating host pair and that the hosts play no direct part
in setting up these blocks.

The blocks are used to keep track of the number of out-
standing messages between the source and destination, to gen-
erate unique message numbers and to control the buffers re-
quired. Should the hosts fall silent for a period of time the
IMPs drop the control blocks and try to re-establish them when
the hosts become active once more. IMP type 1 packets are
used to set up these blocks.

Messages sent from the source host to the destination con-
tain the source and destination IMP numbers, the link number
and the destination IMP block number, but not the host numbers.
From the block number the destination IMP can look up ¢ 'e host
that it is to be delivered to. The reply to the message (RFNM)
contains the source and destination IMP numbers, the source
IMP block number and the same message number as the message
it is acknowledging. Furthermore, the IMP type 1 messages that
are used to establish the blocks to be used contain the source
and destination IMP numbers, host numbers and block numbers.

As can be seen, the analysis program needs to keep track

of several pieces of information in order to attribute a certain
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message to a particular connection. The IMP type 1 packets
have to be decoded and the information placed in tables. The
block number in the data messages is then used to reference
this table (together with the source and destination IMP
numbers) in order to establish the source and destination Host
numbers. The data messages are then placed in a message
table to wait for the RFNM. As the RFNM contains the source
block number and the data message contained the destination
block number, it is not possible to look up the appropriate
message directly. The IMP numbers and the source block
number are used to reference the block table, in order to
establish the destination block number so that the message number
may be looked up and the RFNM flagged as having arrived.
Unfortunately the analysis program may not always monitor
the opening sequence on a connection. Thus it does not know
the source or destination hosts, the source or destination
block numbers, or indeed even the byte size being used by the
hosts on the connection. The program manages to extract
most of this information though from other sources, but the
method used to do this will not be explained here as these
details are quite complex.
3.4 Uncontrolled Traffic
Although most of the traffic in the network obeys the

protocols described above, there is a special type of traffic,
usually experimentally, that is not controlled by the flow
control mechanism. This type of traffic can be specified by
the host and the traffic type is usually referred to as type 3
traffic. (In actual fact, it is subtype 3 of code O of IMP
type O traffic.) There is no flow control on type 3 messages,
except of course the buffer capacity of the sending IMP. The
messages are not RFNMed and only single packet messages (i.e.
less than 1000 bits) are permitted. No attempt is made by the
IMPs to deliver these messages in sequence to the destination
host, and these messages can be discarded en route if the IMPs
run short of buffer space, without informing the source or
destination hosts.

3.5 Reserved Link Numbers

Although there are a potential 256 possible numbers, in
reality only the first 70 of these are used according to the

protocol. Of the rest, most are never used but some are re-




served for experimental purposes. These links are not usually
opened or closed by the hosts but are used in a datagram
manner across the network. These links are only ever used
under specific experimental circumstances. An example of

such an experimental link is link number 155 which is reserved

for TCP experiments.

4. The Analysis Program

The analysis program analyses the data at three distinct
levels corresponding to the levels of protocol existing in
the ARPA network. The lowest level is the IMP level and the
IMP level routines read the packets from the magnetic tape.
If the packet type is determined to be data (typed), then the
routines pass the packet up to the host level after first
stripping off the IMP protocol layer. Similarly, the host
routines strip off the host protocol and interpret any host
command messages. If the message type is found to be data
then the routines pass information about the data up to the
user level. This level is the highest logical level in the
program.

Note that only information about the user data is passed
to the highest level and not the data itself, as this is never
recorded. At the moment the only information available is
the data length.

4.1 The Initial Run
The amount of data to be analysed by the program is

potentially enormous. In just one hour the program records
almost two megabytes of routing data alone. When we consider
the number of connections that can exist and the number of
bytes of traffic that these will generate, the reader will
appreciate that it would not be realisitc to produce reports
on every aspect of the recorded information. Furthermore, the
line will have been monitored in many cases to determine the
performance of one particular connection and thus the user
may not be interested in analysis of the other traffic.

To enable the user to select only certain links(and only
some particular analysis report of that link) the user must
first determine what is actually on the tape. For instance,

it may not be enough for the user to know what link is to be

analysed, for any connections may have been in existence with l
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that same link number. Even specifying the hosts may not be
sufficient either as the link may have opened and closed several
times for different purposes during the data aquisition time.

An inital run is thus made on the tape data to determine
the connections that were active. The analysis program deter-
mines aninitial run as one that specifies no particular links
to be reported on. In an initial run the program scans the
tape and produces a table of contents for the tape. This
table of contents gives certain basic information about the
tape, such as the duration of the data aquisition and the
amount of data analysed as well as a list of each connection
that was made during the time the measured data was recorded.
Each connection is given a separate entry in the table of
contents and certain basic information is given about the
connection. In particular, the host numbers (if known), the
socket numbers, the byte size and the link number are specified
as well as the time that the connection began and terminated
and the number of messages seen on the link.

The most important aspect of the initial run is that it
assigns a unique report number to each connection. The report
numbers begin at one and are in ascending sequence. In future
runs on this same data, the user must specify connections by
this report number. For any connection various reports can
be requested by the user. These reports are specified below.

4.2 Overall Reports

Some of the data analysis has nothing to do with individual
connections and these reports are specified separately. The
most basic report is called the main log.

The main log is a description of each packet that was
detected on the line. The report is split into two parts, one
for up traffic and one for down traffic. Because of the vast
number of packets, certain types of data can be specified to
pe omitted from the report. The main data types are the four
types of IMP traffic that were described in section 3.1, viz.,
data, control, special and routing. The user can specify
which of these types are to be included in the main log. (It
is wise not to include routing information, for instance).

It is also possible for the user to specify that certain types
of traffic are to have the complete packet header dumped in

octal as well as having a verbal description. Although the
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main log is useful for details of what went up and down the
line a possibly more useful report is the Traffic Volume Graph.
This is a continuous graph produced on the printer with an
entry for each ten seconds that the tapping lasted. Each

entry shows not only how much of the line was being used but
also subdivides it into three types: routing traffic, other
IMP traffic and Host data. It should be emphasized that this
volume report is the volume by bytes and not by messages.

This report gives a quick indication of the line usage and

the overheads involved.

As routing messages seem to occupy such a large percentage
of the line capacity and because they indicate how long it
should take to communicate with other IMPs on the network,
routing packets have three separate reports. Once again these
reports are only produced if requested by the user.

The first report is a simple accessibility table. This
is a graphic list showing which of the IMPs (currently 67 IMPs
are on the network) either of the IMPs on the data aquisition
line had access to. In short this is a list of which IMPs in
the network were down and when they were down. An entry is
produced on this graph for each routing message that is
detected.

There is also a Hop/Delay Table available givinc a summary
of the time it took to communicate with other IMPs in the
network. This table gives the average number of hops, the
average time in seconds and information on the down time of
each IMP. This table is useful when looking at the amount of
time it took a particular IMP to RFNM a message on a particular
link. It also indicates what effect the satellite had on delay
times and how the number of hops is related to the delay.

The final routing report is rather more subtle than the
previous two. Although routing messages are sent every .6
seconds this time can vary slightly when the line is heavily
loaded. Thus the time between routing messages is an indic-
ation of how busy the IMP thinks the line is. The Routing
Interval report is a graph that has an entry for each routing
message showing the time since the previous routing message.

A separate graph is produced for the up and down traffic.




4. Connection Reports

For each connection that was monitored there are several
reports that can be requested. The first report is a log
similar to the main log and the other reports are graphs
showing the performance of the connection.

The log report produces a list of the traffic that is
directly pertaining to the connection. The report may be
requested at a detail level, in which case all the IMP
packets to do with the connection are listed, or at the host
level in which case only host messages are listed. These
two reports may be combined so that both sets of output are
produced together. Some other information, such as host
control information, that was not sent on the particular
connection but has something to do with the commection is also
shown on the report. As a further option the user can specify
that the packet and/or message headers are to be dumped in octal.

As well as these logs there are five graphs that can be
produced. The lengths of these graphs depends upon the dur-
ation of the connection; some graphs have an entry for each
message that arrives on that link while others have an entry
for each unit of time. Each graph is described separately
below. ‘

Traffic Volume Graph. This is similar to the volume
graph described earlier except that it shows the particular
connection in detail. The graph shows the percentage of line
capacity being used and breaks down the traffic types into i
background traffic, IMP overheads and host data. The back-
ground traffic consists of all the traffic on the line that
is not directly concerned with this link. The IMP over.ieads i
indicate the total number of IMP bytes needed to support this
link, not of course counting the host data.

Message Arrival Times. This graph has an entry for each
message on the link. It shows graphically, on a scale of 10
seconds, the time since the previous message on the link.

The times are shown in tenths of a second. For single pacxct
messages the time the message arrives is considered to be “n=>
time that the first byte of the packet arrives. For multi-
packet messages the arrival time is taken as the time that
the first byte of the last packet of the message was detectod.




Note that the last packet physically is not necessarily the
last packet logically of the message; the packets can have
their order changed in flight across the network. However
this graph uses the last packet physically of the message.

If for some reason the message is retransmitted the program
will produce another entry in the graph for the retransmitted
message.

Packet Spread Time. This graph indicates how spread out
the packets have become while travelling across the net. An
entry is made for each complete message that arrives. The
graph shows, in increments of .l seconds up to 10 seconds,
the time between the physically first packet of the message
and the last packet. This spread time is important because
the destination IMP has to reserve buffer space until the
complete message has arrived. The IMP cannot deliver the
message to the host until all the packets have arrived and
the complete message can be reconstructed.

RFNM Time. This graph uses the same scale as the above
graph and is used to show the delay between the message
being delivered and the RFNM being detected. This graph
cannot be produced for type 3 (uncontrolled) messages. The
time that the message is delivered is taken to be the time
that the first byte of the last packet (physically) of the
message was detected. The time that the RFNM was detected
is taken as the time that the first byte of the RFNM arrived.
It is the RFNM delay that determines the total throughput of
the connection.

Message Size. This graph produces an entry for each
complete message detected on the connection. It indicates
the size of the message up to 1024 bytes. Although for file
transfers, where the full message size is almost always used,
this graph will not be interesting, it should show how the
host deals with interactive users. Bars are written across
the graph to indicate the number of packets that were used
to transmit the message.

These then are some of the reports that the analysis
program will produce. However there are other reports that

will be added as more is determined about the network
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performance. Already under consideration is the analysis
of network control messages (type 1) to give another level
of analysis of the IMP to IMP traffic.

5. Some Preliminary Results

Unfortunately, when the analysis program was first
devised, we knew very little about the details of IMP to IMP
communication. Although there were many areas that we wished
to look at we were not sure whether these would be interest-
ing enough to analyse or whether there would be new aspects
that we had not considered. For instance, when a message
is split up into several packets, do the packets all arrive
in quick succession or are they spread out? And if they
are spread out, is it a metter of a few tenths of a second
or is it many seconds? Is it worth analysing the network
control packets (IMP type 1) or are they very rare and very
consistent? How does the amount of routing information
compare to other traffic? 1Is it worth analysing the routing
details of each routing table or is it very consistent with
minimum variations? How much special traffic usually goes
through the net? 1Is there enough to analyse and what are
its important characteristics?

It became obvious that we needed a way to inspect the
traffic being sent from IMP to IMP before the analysis pro-
gram could be completed. It was decided to write the analysis
program in two phases. The first phase would merely produce
the main log as described earlier. When the important para-
meters and aspects of IMP to IMP communication were determined,
the second pahse would be started to complete the analysis
program. At the present time, phase one is complete and phase
two is nearing completion.

5.1 Phase One

The phase one program will produce a detail listing of
all the traffic noted on the IMP communication lines. Ec-
cause of the large amount of data, there is a certain amnount
of flexibility in the program to allow certain traffic type .
to be suppressed, For instance, due to the predominance

routing traffic it is usually a good idea to suppress the

printing of this traffic when inspecting, say, data traffic.




The program will also perform a small amount of host
traffic analysis. This consists of decoding the host header
at the beginning of a host message, and if the host message
is a control message, it will also decode each individual
message that the hosts are sending. Once again this is
optional, and the user may suppress this function of the
phase one program.

5.2 What We Learned

The phase one program brought out many problems associated

with the recording of information and in analysing the results.
These problems were caused mainly by small details which under
normal circumstances would be of no interest to anyone except
the implementers of the IMP software or hardware. For instance,
it was known that the IMPs send data along the communication
lines so that each pair of bytes is reversed (i.e. bytes 0,1,

2 and 3 would be sent in order, 1,0,3,2), but it was not

known that the sumcheck at the end of the packet does not do
this, but is sent in the normal fashion.

The most interesting results were in the listing of the
traffic types. Of the four main categories of IMP traffic
(data, network control, routing and special) we found that
even when there is a significant amount of data traffic, the
routing messages still account for over 60% of the traffic
sent from London to Norway. Furthermore, in all the analysis
done so far (several hours worth) there have been no special
packet types (type 3) at all.

A disturbing property of the London to Norway line that
we discovered, was the relatively high level of retransmissions
that takes place. The London IMP will retransmit a message
to Norway if it has not received an acknowledgement from Norway
in 2.1 seconds, it appears. The only reason that Norway would
not acknowledge a message is if (a) the message was corrupted
between here and Norway (sumcheck does not agree) or (b) the
IMP in Norway is so busy or has so many buffers full that it
cannot accept any more traffic. When we looked into the flow
of traffic in detail it seems that it is the latter that causes
the problem.

SR — - e
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At Norway much data is injected into the Arpanet
destined for the U.S.A. When London traffic is added to this
there is a potential bottleneck at Norway. Hence, if we
send data rapidly enough to the U.S.A. Norway quickly be-
comes swamped, and rejects all packets until it has freed
some of the buffers.

This analysis helped to explain some problems being
encountered with TCP experiments that were being performed
between our installation and California. An important part
of the experiment consisted of an analysis of windowing, a
flow control mechansim. It was found that when the window
was enlarged past a certain threshold the throughput was
far less than expected. The phase one program helped to
establish the real cause of this and showed that it was not
a direct fault of the TCP protocols or the source and des-
tination host machines.

We have also noticed some hitherto unforseen repercussions
of the present host to host protocol. The protocol suggests
that when a host comes up on the network after being down
for any reason, it should send "resets", a special host con-
trol message, to all hosts on the network to indicate that any
connections that were in progress when the machine crashed
are to be cancelled. Thus in a short space of time, the host
might try to send up to 256 reset messages into the network.

However, the IMP will not allow communication with another
host in the network unless a pair of network control messages
have been exchanged between itself and the destination IMP.
Thus for each reset message the IMP must exchange a pair of
messages with an IMP on the network. This effectively triples
the number of messages that the host sent into the network.
Furthermore, the Norway IMP quickly swamps and the London IMP
starts retransmissions. All other traffic travelling through
our IMP is affected too. To make matters worse, approximately
2% minutes later, the IMP determines that there has been no
more traffic on all those connections, and so the IMP tries
to reset all the connections it set up in order to send the
one host reset message. This IMP resetting again. requires the

exchange of two packets, and the line is once again flooded.




6. Conclusions

From the analysis we have performed so far a great
deal has been learned about the performance of the ARPA
network. The second phase of the analysis program is
almost complete now and it is hoped that this will give
even more insight into the details of host to host commun-
ication. There are some things that are very difficult
to do from just the listing of the IMP to IMP traffic,
such as the mean time between messages for.a file transfer
that required several thousand messages. As indicated in
this paper, the analysis program will produce results such
as these. But this will only be the starting point. It
will then be necessary to understand what is happening in
the network and to be able to explain it in order to be able

to make suggestions for improvements in other future networks.




MESSAGE ACKNOWLEDGEMENT DELAYS

The following two graphs illustrate acknowledge-
ment delays (RFNM delays) experienced for a
particular connection on the ARPA network. The
traffic was being sent from London to Stanford

in California.

The first graph is part of a continuous graph
in which each RFNM is represented as one bar
line on the graph. To the left of each bar is
the message number and the delay time from the
message to the RFNM. The bar illustrates this
time graphically.

The second graph is a summary chart, indicating
the distribution of RFNM times. For instance it
can be seen that approximately 20% of the traffic
had a RFNM delay of between 1.36 and 1.44 seconds.
Furthermore, no acknowledgement was received in
less than 1.12 seconds, and no acknowledgement

took more than 2.00 seconds.




x
Uy
)

VDNV HWN~

TIME
le71
1.67
l.21
1.33

' l88

1.83
152
137
1.82
le42
167
177
155
1.36
1.87
1.74
1.46
le?26
1.22
1.28
l.18
1.70
1.67
1.66
l1.81
1.39
le74
le34
173
1,77
1.64
1.41
1.36
1.25
1.85
1.97
1.50
1.40
1.68
1.87
182

e i
\ - 31 -
MESSAGE/RFNM DELAY TIME (ALL TIMES IN SECS)

0.40 0.80 1.20 1.60 2.00
e s oo o e R A o ok o s oo ok el ol ol ok R R ok R ok

5 e o e o oo ke oo ool ok o o e K o ook o o o e ek o ol e e o ok o o ok

oo ool o oo ok ek o o ol oo ok o o o e

e o oo ok ot ool o o o sk ok e ook ok e ol o ok ok e

e e ol ol o o ook o ool e o o bofe sk ok o ok vk oo o o ot o o oo ok o Ao ok
ook oo e e ok oo ok o ol ok ook ok e ook o ok ok ke o e e ok ok o ok
ok oo o o e ok ok e o ok s o ool o o ol ot s o e ok ok ok R

o o oot o ook o b o o oot o ol e ok ool o o o ok e

e o s oo ok s ot oo oo ol e o ool ok o ol oo o ok o g ok o A A o o oK O
e o o s e o ok ool o e oo ok ool e sl o o o e ko

o o ok o ok s o bk e e ool oo o e o st e ok ok ok ok o e ok

ate o o o o o o oo o oo et ot ol o o o oo ofe o e o o o o e ok o ok o
e s oo o o o ok e o el e e ol o oo o o ok ool o ok ok e e o e Ko

e o ok e o o e e ol ok sk e o e g e e e ok e ook sk ok o ok e

e e 20 ok ok e ool ol ook o o s e oo e oft e ok ok o o ootk o o e e o e e K K
Ao T oo e e e ok A0 ok o o o ookt e sk ok ok s ook o ool e ke o ool o o ok

e e ook s e o ot oo o oo e ot e e ok e ok o e e ok o

o o o o At e ol ool o o ook o ot e o ok e ool e e o o

" oo okodoRk ot e e e o ok ode ol o ofe ofe o ok o o ok Feode e e ok

e ok e o o e o ok ool o o s e i A of e e o ool o o o ok ok e

ke e oo e o o e o o ok ook ok o o e o e o o o ol ok

oo A ok e e e ok ok e A ok ool o ol e e e o o ol e e g o Ao Ak A o

e e e ol o oo e o ol e o o e ok Sk o ok o e o o ok ook ek ek K

e e e oo s e s o s o o ol o o o ok e ok e o ol ke okt o ok o ook o e ke ok o

e e e oo ook ook ok ok ek ok o o ok o ofe o s o A o o e e o ok o R
Aot e ook o o Bk oo o ok o e o o ok ok ot ook o o e e o

o o e o e e oo o s e ok o A R R R R o Ak Bk Rk R Rk Rk R R

e e b o e ok o o ol ok o ok e o oo ot o ook ok ok

s ke e oo ok e o o e s o o e e o o ool o oo ok ok o e e o ok o e e o o e ok o ok e e o

e o o oo o o 0 o o oo o A R A o ek ok X R R R R R R
Aol ko e o o ok e o ook ok ok e ok ok ok e stk ok Rk R R R

e A e oo e ok ol ol oo ok K o o e e o e e ook o e o o e e o

e ok o ok o e oo o o o o A e ek ko ol ok ok e kol e

e o o o K e X o o ok e ok o o X ofe o e e o o e ok e ok ofe ot o e

e 00 e o o o o e o ok o o o ko o oo o e e el s o o oo e e ol e K ol ek
o A o o ok o s ot o R R ok R R R R KRR R Rk R
0 o o oo ool oo e ook A o ok e oo o o et o e ol o ok ok R K

3 o oo o e o e o o ool e K o e ook o ke oo ol o ok o e e o o

A e AR Ak R o A o oo e e o ol o ok o o e o ol R ot

e e oo o o oo o o o oot o o o ok ok o o ok ok o ek o o o ok o o
MR A R o o K K o R e o o o o

2.“0

A

Y

s i et A s o i i



MAXT IMF
0.08
0.16
0.724
0.32
0.40
0.48
N.56
0.64
N.72
0.80
0.R8
N.96
l.12
1.20
1.28
l1.36
1.‘0‘0
1.52
1.60
1.68
l1.76

1.84

1.92
2.00
2.08
2.16
2624
2632
2.40
2.48
256
2.64
272
2.80
2.88
2.96
Jon"
3.1 2
3.70
3.28
3.36
L3l
3.52
3.60
.68
3.76
3.84
3,92
4,00

z
[ =
=
@
m
-

0000000000007 00I0D0DOOIHPIPOPVMNNDINSI~O0000000000000O0

- 3% =

RFNM DELAY DISTRIBUTION

10% " 20% 30% 40%

* %

ok ok hk kg K

o ok

she ok s oo e e o e ok ok o ook ok o ok ook
e o ok

o o o

2ok e oo o oke e ke ok

o x o o e ok e o ode ke o ok ok
ot e e o e ofe o o ook o ok
LR 222 22 2

b3

50%




PRACTIC
23

LAl

Al

<

e . e e S Y

FY FURNISHED TO DDC

Y

sy
w

THIS PAGE IS

I%¥3L 40 SILAQ S

1X31 40 S3LA@ 01

1¥31 40 SILAG OT ‘ALINITHd *9SA I¥d IVINES *S 3ISN AJ¥ ‘€ ¥R Ay

ALT400Idd *2

$9SW I¥d I1ONIS

SUIPoIPUNTY ™ SpUCoSST SO T SIMoY U 1ayotd JO oWYY

‘S N8 ]

2% dAl 01

STSATEUE TSOT

i

‘OSK LX¥d IJIONIS *9 3SNn AD

35N SNVYL *9£ %18 SNVYL S dNWI N1l 2% dWI wWOud

09€ 3JvdS LIQ *Z 3IvdS 954

495 dAT AJYd

‘WNJY

SST WNIT:LSPH

vivn $4 BW :dnl

‘68T OFW :dWl

Z XRIY *TVELISCH

8 IMNOD 3LAQ 8 37IS 3LAG *(1D¥INII) O NNIT:LSOH
1%x31 uo nu»>m 91 .>»nxu~zu “9SW INd STINIS *9 3Isn Add ‘€ xdm AJY *Z% dWI Ol *G dWI WNYJ ‘VivD *6N 9SW :d¥l

€ LNNJD 3149 *8 371§ 3LA@ *Z NNITLCCH

‘€ 3SN ADY ‘5T %18 AJY °*S dWI DL ‘2% dWl AJ¥d ‘V170

PO0LT 9SW :dWl

ALTHITHd ‘0T 3SN SNUHL % %18 SNWHL ‘2% @it DL ‘95 dW1 WOW3 *WN3Y *S 9SW :dwl

ALTYOI¥d ‘0T 3SN SNVML *T %18 SNV3IL *2Z% dWl 0L *G dHI WI¥J *ANJY *63T SSd :ddl

ALT¥3Tdd 2T IS SNVYL ‘% %18 3NYYL

ALIYOlud

€ INNOD
‘€ ISN _SNVML *h %13 SNTHL

Z INY3)

4X¥3L 40 35149 0T *ALIYCiY¥d *9SW L¥d 3T1INIS *S 3ISn >ux 9 %134 AdY

» 39vd

2% dWl 0O}

‘93 dWI A4D¥4

CANIY *9 9S4 1dAl

01212101 VLVI *d¥3:LISCH
JLAR 8 S2IS FLAD *(1)4LINVID) O NWNIT:ZLSIH

‘S dWl Cl *2v dwil wWOud

SYLYT ‘T 9SW idAdl

A dAT 0L %29 dA ACY¥d *HNJH *T 9OSW :ddl

01010101 Viv] °*DJ3:1SJH
31A0 *R 3715 2148 °*(I04LHCI) O NMIT:LSOH

2% ddl CL *6 dAdl 4344

ALT43Tdd *Z 3SN SNVYL *SF W1g SNYHL *S dwl 0L *2% dWl wWOXd

‘viva *T SSW :ddl

*RET OSW Iddl

22°92°02 LV 9L/LC/ST NI NINYL VIV] dvl 40 L¥0d2d SISATwNY

LNdLNO JHOddId HTdWVS

0L *8%:92:02 xMNN

69°8%:92:02 dn

€9°8%:92:02 MM)]

29 °8%:92:02 dn
09°8%:92: 02 N4D)
L§°8%:32:02 NmMCQ
SS*R%1972:02 N%2Q
96°L%:92:02 4N

63°L%:92:02 dN _

3 *L¥:9Z:02 NMON

12°L%:92:02 dn

I

aﬁadudﬂlﬂquﬂql_




\) O O !

)

24

EXAMPLE 1

This report shows the raw IMP packets that

were monitored. NULL packets are a type of

and the reader will note the

routing packet,

predominance of routing traffic.
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