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Preface

Air Force Systems Command terminated the effort which this documentdescribes before the effort reached its logical conclusion. This report
is incomplete but was published in the interest of capturing and d.issem—m ating the computer security technology that was available at the timeof the termination.

This report was to precisely define the functional characteristics
of a security kernel for the Multics computer system . The report isthorough in its treatment of the functional characteristics that are
addressed. However, the report is incomplete. Many areas of the design
are omitted, such as external I/o, reconfiguration, initialization,
“trusted subject” interfaces, and message segments . Specific design
decisions are avoided in certain areas; particularly various instancesof the “finite resource problem” . Most of these omissions are explic-itly acknowledged in the report . The termination of this effort did notallow the completion of the security kernel functional design .
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CHAPTER I

INTRODUCTION

A security kernel is a collection of hardware and software
mechanisms within a computer system that together control access
to information according to prescribed policies. This report
presents a preliminary formal top—level specification of a
securi ty kernel designed to support Multics , a sophisticated
general—purpose computer system produced by Honeywell. The
specifications describe the input/output behavior of the security
kernel and , thereby , provide a suitable basis for formal
valication of this behavior with respect to desired security
properties.

The top—level specification plays a key role in the development
of the security kernel. The top—level specification must be
proven to correspond to a mathematical model of secure computer
operation. The model chosen for the ?lultics security kernel is
specifically devised to mee t the requiremen ts of the military
securi ty system [BLI . A technique for proving correspondence of
th is model to spec i fica t ions of the k ind presen ted in this  re por t
has been demonstrated [Mi].]. Once the correspondence of the
top—level specification to the model has been established , the
model need no longer be explicitly considered .

A general methodology for the design , implementation and proof of
software systems has been developed at Stanford Research
Institute [RLNSJ . It is believed that this methodology can be
applied to the Nultics security kernel , thus  m a k i n g possi ble a
proof that the security kernel implementation , in fac t,
corresponds to the top—level specification.

Tne Air Force has been studying the problem of providing a
cer tifiably secure multilevel system for several years. In 1970 ,
the Air Force Data Services Center (AFDSC) requested the
Electronic Systems Division (ESD) to support development of an
open mul tilevel system for the AFDSC Honeywell 635 systems. The
resul ting stucies pointed out the severity of the problem and led
to the formation of a computer security technology planning study
panel. The panel ’s repor t [And ] described the fundamental
problems and delineated a program to develop the desired system.
The panel recommended that the technical approach to the problem
be “to start with a statement of an ideal system , a model , and to
refine and move the statement through various levels of design
into the mechanism that implements the model system ” .

The basic component of the ideal system was also identified by
this panel. This component is known as the Reference Monitor , an
abstract mechanism that controls access of subjects (active

1
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system elements) to objects (units of information) within the
computer system according to the rules of the military security
system . Three requirements were recognized for a Reference
Monitor:

a. Complete Mediation — the mechanism must mediate every
access of a subject to an object.

b. Isolation — the mechanism and its data bases must be
protectea from unauthorized alteration.

c. Verifiability — the mechanism must be small , simple ,
and unders tandable so that it can be completely tes ted
and verified (certified ) to perform its functions
correctly.

The mechanism that implements the Reference Monitor in a
par ticular computer system has been termed the security kernel .
Much subsequent work has been devoted to identifying the
charac teristics of a security kernel and to exploring the
technology involved in producing a securi ty kernel for a suitab le
computer system.

A ma jor goal of the pro jec t is the developmen t of a secur i ty
kernel for a large resource sharing system. The system chosen
tor this effort is Multics. There are two reasons for this
choice. First , the har dware  base of the Mul tics system , the
Honeywell Series 6U (Level 6b) computer , has been identified as
bes t suited of all conmonly available lar ge computer systems for
the support of a security kernel [Smi]. Second , the Multics
system arc hitec ture was conce ive d and developed wi th acce ss
control requirements specifically in mind .

One pro jec t , now completed , involved the design and production of
a t.~ultics system capable of supporting a two—level (Secret and
Top Secre t) environmen t for the Air Force Data Services Cente r
[W8GHKSJ. This system implements security controls based on the
mili tary access rules, but the correctness of these controls has
not been formally verified .

Design of a securi ty kernel for Multics was started as a joint
effor t between personnel from ESD, the MITRE Corpora t ion, the
Massachusetts Institute of Technology, and Honeywell Informa tion
Systems. The first step in producing a formal top—level
specification was undertaken by a team from MITRE [SBB].

Nature of the Multics Sec ~~~~~~~~~~~
To a first approximation , the security kernel can be viewed as a
pr imitive nucleus of the current Multics supervisor. The
supervisor is not replaced by the kernel; rather it is built on
top of the kernel. This kernel—supervisor combination must be
capable ot supporting the Multics operating system with little

2 
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change to the user interface.

The kernel must contain all mechanisms that are
securi ty—sensitive , i.e., mec han isms that mus t be proven to
perform properly in order to guarantee secure behavior. In this
case , “secure behavior ” is defined by the mathematical model.
Cer tain access con trol policies now enforce d by the Multics
supervisor , but not aøciressed by the model , need not be enforce d
by the kernel. These policies can continue to be enforced by an
unproven supervisor.

It is essen tial that the size of the securi ty kernel be kept to a
- m inimum in order to facilitate its specification and proof. The
present Multics supervisor contains many exam p les of the
interweaving of security—sensitive functions with other functions
of no securi ty importance . The security—sensitive functions must
be extricated ano isolated in the kernel. The most notable
example of th is ph ilosophy is provided by the absence of the
Mul tics d i rec tor y h ier arc hy f rom the kernel  spec i f i cations
presentec in this report. As proposed by Andre Bensoussan [Ben],
the management of directories can be accomplished outside the
kernel. Thus , the kernel has no knowledge of directories.

Isolation of the kernel is accomplished by two different means.
A major portion of the kernel resiaes in a protected subsystem
whose execu tion is distributed across all processes. Protection
is provided cy the harcware ring mechanism of the Multics
processor [SS I . This portion of the kernel is akin to the
curren t Multics ring u and ring 1 supervisor . For implementation
reasons , it is convenient to isolate certain other kernel
tunctions in single processes rather than attempting to
aistribute these functions across all processes. These kernel
processes closely resemble some of the system daenion processes of
current Multics.

Kernel processes , li ke or d inar y p rocesses , are supported by the
inner ring portion of the kernel. However , the i n n e r  r i n g
portion of the kernel provi des cer ta in  special  in ter faces that
are available only to kernel processes. These interfaces are
internal to the kernel and therefore are not a part of the
top—level specification. A few of these special interfaces ,
however , are inc luded in th is re por t sim p ly to ai d in the
exposition of overall kernel operation. External interfaces
prov ided by kernel processes are a part of the top—level
specification .

Plan ot this Report

Before proceeding to the presentation of the top—level security
kernel specification , cha pters 2 an d 3 f i r s t in troduce some
prerequisite material. In chapter 2, cer tain aspec ts of the
relationship among the mathematical model , the fo rma l
spec if icat ions , arid the practical constraints imposed by real



computer systems are explorea . In chapter 3, the spe c i f i c a t ion
technique is described . Chapter 4 provides a brief overview of
the kernel specifications. The remaining chapters contain the
actual formal specifications and accompanying prose descriptions.
A familiarity with the Multics system is assumed throughout.

The top—level specification presented in this report does not
specify interfaces to the kernel I/O system. Specification of
these inter faces is awai ting evalua t ion of the resul ts of a
separate I/O stuay [lion ] . Operator interfaces to perform -

har dware reconfiguration have also been temporarily omitted .

4 
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CH APTE R II

RECONCILING THE MODEL WIT H A REAL COMPUTER SYSTEM

Two fundamental requirements exist for the security kernel
aescribed in this report: (1) it must  s a t i s f y  the  m a t h e m a t i c a l
model , and (2) it must be capable of supporting Multics in a
reasonaoly compatible and efficient manner. As might be
expec tea, these two requirements are not always in harmony.
Mor eover , consiaerations that have no relevance in the simplistic
worlo of the mociel can be of great concern in the complicated
worla of a real computer system . This chapter first attempts to
sketch the relationship between the model and the security
kernel. Knowledge of the model is assumed . Following this ,
cer tain general pro b lems th at real systems mus t face in
attempting to meet the model are discussed .

~elations~~~ of the Model to_the Kernel

The principal components of the mathem atical model are a set of
sucjects ari d a set of objects. A subject is a surrogate for a
person , in this case , a computer system user. The security
kernel employs the i~lultjcs process abstraction to represent the
notion of a sub jec t .  An ob jec t  is an i n f o r m a t i o n  c o n t a i n e r  wh ich
may take any number of aifferent forms within the computer
system. For example , segments are objects supported by the
i~ultics kernel.

The model embodies two non—aiscretionary access control policies
known as security aria integrity. The integrity policy was not a
feature ot the original mocel , but has since been aaopted [Bib]
Each subject ana each ouject possess both a security level and an
integrity level. For simplicitly, both of these attributes are
combinea in the top—level specification into a single attribute
cailea an access level. The relationship between a subject
access level ana an object access level determines whether the
subject can reaa aria/or write the object.

An aaaitional attribute , called the visibility access level , is
associatea with certain objects. Detection of the existence of
such objects is contr3lled by this - attribute rather than the
regular accecs level. The visibility access level is not a
feature of the mathematical model. However , it has been
introcuced here in oruer to explicitly add re ss the p roblem of
object aetection. In certain situations it is appropriate for a
process to oe able to cetect the existence of an object and yet
have no access to the contents of the object. Therefore , a
distinct access level is needed to contrel object detection. In
mos t cases , the v isib il it y access level of an objec t w ill equal
the access level of its creator. In aaciitiori to detection of
exi s tence , the visibil ity access level is also the log ical c ho ice
for controlling object aeletion and the observation of permanent
object attributes specified at creation time .

5 
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In addition to security and integrity, the model also descri bes a
form of discretionary access control. There exists an access
matrix , each entry of which describes the mode of access that a
given subject may have for a given object. This access mode
cannot exceed tha t  d ic tated  by the n o n — d i s c r e t i o n a r y  pol icies .
Aside from this restriction , however , the access matrix may be
arbi trarily modified . Thus, a process can always grant itself.
acce ss to an objec t so lon g as this  is permi tted by the
non— discretionary access controls. The standard discretionary
access control mechanism now provided by Multics, i.e., the
access control list (ACL) , is more restrictive than the model
requires. Hence , ACLs need not be implemented by the kernel.
Ins teaa, the kernel main ta ins a simp ler re p resen tation of the
access matrix for segment objects. For all other objects , the
access matrix is degenera te ani stat ic , i.e., all subjec ts have
full discretionary access to all non—segment objects. Any finer
control ot access to these objects is provided by the supervisor .

Trusted Processes

Tnere exists a collection of functions needed within the computer
sys tem environmen t that have no d irec t counter par t wi th in the
mathematical model. Examples of such functions include :

1. changing trie access levels of serially reusable resources ,
e .g .  p e r i p h e r a l  dev ices ;

2. accepting user logiris;

. repairing damaged kernel data -bases after a system failure;

4. changing the access level of a user segment.

These operations are clearly critical to security , yet they are
outsice the scope of the model. To preserve security, these
tunctions must only be performed by trusted persons using
verified programs . Note , however , tha t the veri f icat ion of such
prog rams does not entail proving a correspondence to the model.
Rather , it requiLes proving that each program performs its
specific task correctly and without unwanted side—effects.

It seems helpful to d raw a d istinct ion between the basic securi ty
kernel , which enforces the rules of the model , and this second
collec tion of “trus ted” func t ions tha t opera te outside the realm
of the model. In terms of an implementation , the trusted
func tions a re , to a large extent , suppor ted by the basic secur ity
kernel. In fact , many or dinary kernel functions can also operate
on behalf of trusted functions. The only difference is that in
the trusted mode , kernel func tions are not subject to the usual
secur ity restrictions.

Trustea functions must interface directly to trusted users. No
uncer tified programs can be interposed between a trusted user 

and6
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a trus ted func tion because this could resul t in misuse of trus ted
functions in a manner not intended by and not apparent to the
trustee user. This requirement for airect user in~ erac tion shows
a clear contrast between security kernel functions and trusted
functions. Security kernel functions are primitive and far
removed from the user interaction level whereas trusted
functions , by necessi ty, canno t depend on any higher level
functions.

Due to the d i f f eren t na tu r e  of tru s ted f u n c tions an d the
dif ferent requiremen ts for veri f icat ion , spe c i f i c ations fo r
trustee functions are not provided in this report . However ,
because trus ted tunc tions can ma ke use of mor e p r i m i tive kernel
functions , the abili ty of kernel func tions to opera te in either a
trustee or untrustea mode is explicitly shown . The method by
which the kernel is able to discriminate between trusted and
untrus ted use of func t ions is by means of a special trus ted
process attribute. This attribute is taken into consideration in
each access control aecision.

A simp le sc heme for handl ing trus ted p rocesses would be to allow
trus tea p rocesses to bypass entirely normal securi ty
restrictions. This scheme , however , has cer tain disadvantages.
Tfle examples of trusted functions given previously included
resource  mana gemen t, error recovery,  and other opera t ions that
migh t best be delegated to a small number of trusted persons.
Security matters would be the principal concern of these persons ,
called secur ity o f f i cers , who mus t necessarily be trustworthy to
the maximum system access level. Uowever , there exis ts another
class of trus ted opera tions th a t ar e re gularly required by
orainary users. Insisting that all such operations be performed
by a securicy offi cer places a heavy burden on th e securi ty
ofticer and inconveniences the user.

A aiffenent approach to this problem is taken here. An access
level is still associated with each trusted process. This access
level determines the degree to which the process can be trusted .
Thus , any user can be provided with a trus ted p rocess capa ble of
performing cer tain trus ted func t ions , but still properly
restricted by the user ’s access level . This agrees with the

- - fundamental assumption that each user is trustworthy to his own
access level. When executing unverified programs , a user cannot
be trusted and therefore must be forced to abide by all rules of
the moael. However, when confined to a trusted process .apable
of execu ting only trus ted prog rams , cer tain res tric t ions can be
removed. In particular , a trusted process is permitted to write
ob)ects of a lower security level and to read objects of a lower
integrity level .

T ime Channels

With the g iven model , the abil ity of the securi ty kerne l to
preven t unauthorized disclosure or modification of information7



depends upon the assumption that information can only be passed
from one subjec t to another th rough some commonly accessi ble
object. Such information channels between subjects are called
storag e channels. There exists , however , a second class of
informa tion channels , called time channels, wh ich are not
accountea for by the mood . If , for example, the time required
for a su bject Si to access objec t 01 can be i n f l u e nc e d by the
aec ision of su bject S2 to access or no t access an object 02 , then
a time channel exists. In terms of real systems , t ime channels
almost always exist when a physical resource (e.g., a processot
or memory ) is time—multiplexed among users. The control or
el imina tion of t ime channels is generally recognized to be a
d ifficult pro blem, the solu t ion to which  woul d appear to impose
an unacceptable performance degradation on any real system.
There is per haps some consola t ion in the f a c t tha t, in comparison
to storage channels , time channels tend to be low in bandwidth
ano difficult to use. In any case, p reven tion of unau thorized
d i sc losure  or modi f i c a t ion of in forma t ion th rou gh t ime channe ls
is not a formal requirement for the kernel—based Multics.

Tne Shared _ F i n i t e  Resource _Problem

The mathematical moael , being an abstract system , is not
constrained by physical limitations. The number of abstract
objects, fo r  exam ple , can be arbitrarily large. The situation in
real computer sys tems is q u i t e  d i f f e r e n t , of course .  Phys ica l
resources such as secondary storage , main  m e m o r y ,  I/O channe l s ,
etc. exist in limited sizes and quantities that must be shared
among users  ot different access levels. A general problem arises
when a user reques ts  a p a r t i c ul a r  r e source  t h a t  is in use,  f i l l e d
up,  or o t h e r w i s e  u n a v a i l a b l e  aue  to the a c t i v i t ie s  of o the r
use r s .  I t  the  user r eques t i ng  the  r e source  can l ea rn  t h a t  i t  is
unavailable , then an u n c o n t r o l l e a  i n f o r m a t i o n  pa th  ex i s t s .

A v a r i e t y  of so lu t ions  to th i s  prob lem a re  k n o w n .  Two gene ra l
approaches are preallocation and automat-i c time—multiplexing. In
the case of preallocation , resources are statically partitioned
among the various access levels. Tht 3, the informa tion path
cescribea above can only be exploited by users of the same access
level ana therefore is harmless . In the case of automatic
time—multiplexing , the user is never refuse d a resource , but
ra tner is forced to wai t (a presuma b ly shor t length of t ime) for
one to become available. As mentioned earlier , time—multiplexing
inevi tably produces time channels. A third approach is to allow
a trustea process to manage a given shared resource. Note ,
nowever , that suc h a trus ted process canno t simply respond to
requests for resources from untrusted processes. This would only
succeed in reproducing the very same information path described
above with the trusted process serving as part of the mechanism.
The r e f o r e , the trusted process must be externally controlled ,
e.g. by an operator or administrator , and user reques ts for
resources must be communicated outside the system .

8
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The p roblem of sharing a finite resource among multiple access
levels will be seen to recur throughout the top—level
specification . In principle, any of the three techniques
described above can be applied to any instances of this problem.
In prac tice, however , these approac hes may have undesirable , if
not intolerable , opera tional charac teris tics ,, or may require an
excessive amount of mechanism to implement. For a number of
cases of the shared f i n i t e  resource  problem , acceptable so lu t ions
have not yet been devised . For these cases, the top—level
specificat ion circumven ts the p rob lem by essen tially trea ting the
resource involved as infinite in size or quantity. These cases
are identified in the top—level specification description .

9
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CHAPTER I I I

SPECIFI CATIO N TEC HNI QUE

The specification technique used in this report is based upon a
method suggested by Parnas [Par]. Although Parnas specifically
add resses the “sof tware eng ineering ” pro b lem, the technique is
not restrictea to software alone. In fact, the specif ications
presen ted in th is repor t descri be aspec ts of the securi ty kernel
that encompass both hardware ana software mechanisms . A notation
is employed that conforms to a formal specification and assertion
language known as SPECIAL that was develope~ at Stanfor d Research
Institute. The language is relatively young and therefore still
evolving.

In th is chap ter , the objectives of the specification technicue
are first examined . Next some basic features of SPECIAL are
describea along with the concept of an abstract machine
interpreter.

~~ecification Objectives

The objec tive of the specifica t ion technique, as stated by
Parnas , is to provide a precise specification of a program (or,
in general , an abstrac t mac h ine) wi thout revealing too much
information. In particular , a specification should supply the
informa t ion needed to use a program , but should reveal nothing
about the internal operation of the program . Thus, a Parrias
specification can be viewed as an input/output characterization
of a “black box ” .

Avoicance of over—specification is the fundamental concept
u no e r l y ing tne specification technique. The information provided
by a specifica t ion is limited to that which is ex ternally
observable. Parnas , however , expresses no concern for
unaer—specifica tion , i.e. provi ding less information than is
externally observable.

For the purpose of p roving securi ty proper ties of a
spec i f icat ion , the concerns are somewha t different from those
emphasized by Parnas. Under—specification cannot be tolerated .
It is absolutely essential that a specification contain all
information that can be externally observed . Otherwise ,
information paths not accounted for by the specifications may
exist and will not be proven secure. On the other hand ,
over—speci fication is only of secondary concern. At worst ,
over—specification may introduce irrelevant information that
complicates the proof of the specifications.

Avo idance of under—specification is extremely difficult for the
curren t Multics. It viewea in full detail , Multics is an
entirely deterministic system. However , this view is
extraordinarily complicated because it includes know’edge of

10
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hiaaen mechanisms (e.g. paging). At the user interface level,
these hidaen mechanisms can be igriorea for the most part without
sacrificin g a aeterministic view of the system . However , in a
few instances, the e f fec ts of these hidden mechanisms are
detectable at the user interface. For example , a zero page is
automatically deallocated at the time it is selected for removal
from main memory and this aeallocation is reflected in user
observable segment attributes. Such behavioi cannot be
completely specified without introducing the details of the
paging mechanism. It seems possible to write a non—aeterministic
specification which states simply that a page may be deallocated
sometime after it becomes a zero page. Clearly, however , this is
a case at under—specification . Moreover , there exis ts an
informa t ion path (of the storage channel varie ty) not accounted
for Dy tnis specification.

Two approaches are apparen t for dealing wi th those “fea tures ” of
Multics that make hidden mechanisms detcctable. One approach is
to p rovide comp le te specif ica t ions that fully ex pose the h idden
mechanisms . Tnis  woulu r e s u l t  in gross  complex i ty  t h a t  would
ninoer proofs of securi ty properties. Even if this were done ,
however , i t  woulu  on ly  lead to the  d i scovery  of an a l r ea dy
oovious fact: in most cases, the aetectability of hidden
mechanisms produces insecure information paths. Therefore, a
secono approach has been adopted. This approach requires
changing ‘lultics where necessary to prevent detection of hidden
mechanisms . One can then provide complete specifications that
show no evidence of these hidden mechanisms.

An Introduction to SPECIAL

The fo l low in g desc r iption is in tended only  as a very  b r i e f
overv iew of some of the basic features of SPECIAL . For a
complete description of the language , the reader is referred to
the SPECIAL reference manual [RR] . The language of the
spec i f ica t ions con tainec in th is re por t corresponds exac tly to
SPECIAL as described in the reference manual.

SPECIAL allows for the definition of abstract data objects and
opera tions performed upon these objects. The objects ate
represented as V—functions, i.e., func tions that return a value.
Tne collection of V—functions represents the state of the system
being specified . Operations on objects are represented by
0—functions. 0—functions modify the values of V—functions and
thereby change the state of the system . A third class of
func tions is that of OV—functions , i.e., func t ions tha t both
change the system state and return a value.

A distinction among V—functions is that they can be either
primitive or derivea . The value of a derived V—function is
simply an expression in terms of other V—functions . Only the
values of primi tive V—functions can be changed by 0—functions and
this implicitly changes the values of related derived

11
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V—func tions.

A secona distinction among V—functions is that they can be either
visible or hidden. A visible V—function is one that is available
to the outside world . A hidden V—function can only be referenced
from within other functions. By convention , the names of all

. niaden V—functions contained in the kernel specification begin
wi th the prefix “h_ ” .

An inoividual function specification comprises several different
par ts. For visible functions , the f irs t par t is always a list of
exception conaitions , i.e., conditions under which the function
fails to operate or return a value. These exceptions apply only
when a visible function is referenced from the outside world.
when referenced internally, i.e., from within another function ,
exceptions are ignored . Similarly, hidden func tions , which can
only be reference d internally, have no exceptions. The remaining
par ts of a function specification differ for V—functions and
0—functions. In the case of a V—function , the specification
contains either an initial value for a primitive V—function or
tne derivation expression for a derived V—function. 0—functions
and OV— func t io r i s c o n t a i n  a l is t  of “ e f f e c t s ” t h a t  descr ibe
changes to V—functions. For an OV—functio n , the effec ts also
aefine the output value. The order of effects within a given
list is unimportant. All effects occur at once , i.e.
instantaneously. Within an effects list , references are made to
the old and new values of V—functions, i.e. the values before and
after the effects have occurred. The new value of a V—function
is inoicatec by a single quotation mark (‘) preceding the
v—func tion name.

Tne entire set of functions wh ich constitute the top—level
specifica tion are divided into groups called modules. The
purpose of modules is to allow the specifier to conveniently
organize a possibly large numbe r of functions into small
groupings that can be easily understood . The modularizatiori
serves no otner purpose. Cften , the modules may, in some ways ,
corres pona to ac tual p rogram modules in a perceived
implemen tation. This , however , is not necessary.

Func tion references between modules are permitted . A function of
one module can observe the values of V—functions , includ ing
hidden V—functions , of any other module. However , V—func tions
can only ce directly modified by 0— or OV—functions of the same
module . Therefore , in order for one module to change a
V—function of another mocule , the first module must invoke an 0—
or OV—function of the second module.

The specif ication of a module is divided into six sections as
follows:

12 
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I. TYPES

Th is sec tion defines new data types which supplement the
prim itive data types of the language.

2. DECLARATIONS

Tnis section defines variable names and their associated data
types.

3. PARAMETER S

This section defines named constants which , in SPECIAL , are
called parameters.

4. DEFINITIONS

Tnis section allows for the specification of macros.

. EXTtRNALREFS

Th is sec tion defines all ex ternal func t ions reference d wi thin the
mociule.

o. FLit~CTIONS

Tnis sec tion contains all of the inaiv idual func tion
specif ications for the module.

The purpose of the top—level specification is to define an
abstrac t mac h ine whos e behavior represen ts tha t of a Nultics
securi ty kernel as viewea by a user process . This abstract
macn ine will be implemen ted as a comb ina tion of har dw are and
so ftware , i.e., the Multics processor enhanced by a se t of
securi ty kernel proceoures. In this sense, the ins truc t ion se t
of the abstrac t mac h ine is seen to be a comb inat ion of the ac tual
nardware instructions of the Multics processor plus the
“super—ins tructions ” represented by callable entry points to the
kernel procedures.

The specifications alone do not present a complete picture of the
operation of an abstract machine. As mentioned earlier , they a re
concerned chiefly with the definition of abstract data objects
and operations for examining and manipulating these objects.
Tney ao not, however , explain how these operations come to be
execu ted . The answer to this question depends upon the concept -
of an aostract machine interpreter [BRl J [Rob]. This concept is
briefly aescribed below.

L
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The abstract machine interpreter is a very general processor that
has an associatec instruction set as mentioned above. The
abstract machine interpreter is cognizant of a set of processes ,
eacn of which is kiiown to be either ready or blocked . For each
instruction cycle, the abstract machine interpreter first selects
a reaay process. It then fetches the next instruction in the
instruction stream for tnat process. This instruction is
execu tea , i.e., the corresponding 0— , V— , or OV—function is
invokeci. It an exception occurs , fur ther ac t ion may be required
by the abstrac t mac h ine inter p re ter depend ing upon the par t icular
instruction ana the particular error involved .

Al though this characterization of the abstract machine
interpre ter is bo th informal and incomp lete , it hopefully
provioes some ins ight into the mec hanism by wh ich func tions come
to oe executea. More aetails of the abstract machine interpreter
will be revealed in tne specification descriotioris that follow.

It shoulci r~e notea th a t f u n c ti ons a r e  al ways execu ted in
sequence , i.e. never in parallel. Hence , there is no concern
over possible interference among functions. This lack of
pa ra l l e l i sm  woul d be im prac tical , of course , in a real
implemen tation. A technique has been described for allowing
controilea parallel execution of functions without the danger of
harmful interference [8R2J. This problem , however , is beyond the
scope of this report.
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CHAPTE R IV

OVERVIEW OF THE MU LTICS KERNEL SPECIFICATION

The Multics kernel spec if ication is d iv ided into the follow ing
moo ules :

cloc k
access _ levels
processes
volumes
guota cel 1 s
segmen ts
ado ress spaces

A s the module names sugges t, eac h module takes the form of an
ob]ect manager , i.e., each module defines the data representation
ana operations for a particular object type. These modules are
separately described in the chapters that follow.

Taken together , the f u n c t ions of the  modules  ment ioned  above
define the top—leve l  k e r n e l  i n t e r f ac e .  As descr ibed  earlier ,
niaden V — f u n c t i o n s  con ta inec i  w i t h i n  these modules are not visib le
at  the  kerne l  i n t e rf a c e .  S i m i l a r l y ,  c e r t a i n  0— and O V — f u n c t i o n s
are also hidoen from the kernel interface. This hiding is
expressea by means of an interface specification. An interface
specification icientifies the modules that compose the interface
ana , for each mocule , iden ti f i e s  f u n c t ions th at are  exc luded f r o m
the interface.

m e  :~iu 1tics kernel interface specification is shown below.
Unli ke the moaule  spec if ica t ions , the interface specif ica t ion is
not written in SPECIAL. A separate interface specificatior
language (also developed at Stanford Research I n s t i tu t e)  is used .
The syntax of the interface specification is s imply  a list of
module names enclosed in parenthes es. The module names may
optionally be followed by a “~‘JITHOUT” clause tha t names func tions
which are explicitly excluded from the interface.

In the chapters that follow , reference is sometimes made to 0— -
ana OV—functjons that are hidaen from the kernel interface. All
such functions are named in the “bcITHOUT” clauses of the kernel
interface specification.
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INT ER FACE Mu l t i c s  k e r n e l

(clock) -

(access—levels) _
. 

-

(processes WITHOUT wake
sen d s igna l )

(volumes)

(quota—cells WITHOUT set_quota
change_qc_ r e f s
change qc pages used)

(segments  WITH OUT read _ seg
wr i te_ seg
chang e at u  d t m )

(aaa re s s—spa ce s  ~ IT H CU T r e v o k e  vol access
purge address space)

16
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CHAPTE R V

THE SYSTEM CLOCK AND UNIQUE IDENTIFIERS

The first mociule of the top—level specification describes the
system clock. A function called “read clock” is defined that
returns the current clock value . This clock value can be
incremen ted by a second function called “advance_cloc k” that is
not availabl e to ordinary processes. It is convenient to think
of the cloc k mec hanism as a special au tonomous process whose only
activity is to increment the clock. Note , however , that the
cloc k canno t be incremen ted during the execu tion of other
f u n c t i o n s .  The f u n d a m e n t a l  a s sumpt ion  t h a t  f u n c t i o n s  do not
execu te in parallel applies even to the ticking of the clock.

Tne cloc k prov id es a source of uni que iden ti f i ers tha t a re
utilizeo by various components of the kernel. To ensure that
unique ioentifiers are , indeeci, uniQue , a recor d is kept of the
last generated uia. A request for a new uid must wait until the
clock auvances to a new value.
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MODULE clock

DECLARATIONS

INTEGEt~ time;

F U N CT 10 N S

VEUN read c l o c k ( )  — > time;
S (returns current clock reading)
INITIALLY t ime = 0;

OFUN aavance clockQ ;
S (advances cloc k one time unit)
L F FE CTS

‘read clock() = read c l o c k ( )  + 1;

OVFU~i get uio () —> time;
S (generates a new uid)
D~.LAY UNTIL read clock() > h iast uigO ;
EFFECTS

time = read c l o c c ( )
‘n last uid () = time ;

VFUN n last uia () — > time ;
$ ( r e t u r n s  last  uid g e n e r a t e d )
HIDDEN ;
INITIALLY time = 0;

E~ãD~~iOL1ULE
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CHAPTER VI

ACCESS LEVELS

The access_levels module is the only module of the kernel that
understanos the internal structure of an access level. As
mentionea earlier , an access le vel is a com bi n atio n of a secur ity
level and an integrity level. Each of these two levels has both
a level num ber ana a category set. Therefore , an access level is
represen tea by a structure with four components.

Tne access_levels module contains functions for determining
wnetner or not a process has read , write , or both read and write
access to a given object. These functions implement the security
anci integrity acc~ ss control policies of the model. The
functions take as input a subject access level , an objec t access
level , and a coolean value indicating whether the subject is
trustea. All access control decisions made by the kernel depend
on these functions.

In current Multics , certain processes are granted privileged
access to various classes of objects. In the kernel—based
:•iultics , privileges associated with object classes will not
exist. Insteac , the trusted process attribute is provided. A
trustea process having the maximum security and integrity levels
will have both read and write access to objects of all access
levels.
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MODULE access levels

TYPES

level number  : ( I N T E G E R  in 0 <= in AND ln <= max ln} ;
ca tegory  set : (VECTOR OF BOOLEAN Cs I LENGTH(cs) = cs_size];
access level : STRUCT (level_ num ber sin ;

category_se t scs ;
level n u m b e r  u n ;
ca tegory _set ics);

DECLARATIONS

access level sub al , ob a l ;
INTEGEi~ i;
~0OLt.AN b , trustea ;

PARA M~ TE KS

level numoer max In $(maxlinum level number);
INTEGER cs_size S (category set size);

FUNCTIONS

VFUj h reaa allowed(trusteci ; sub_al; ob al) — >  b;
$(true if suoject can reaa object)
HIDDEN ;
DERIVATION sub al.sln >= oc al.sln A~ D

(sub al.iln <= ob al.iln OR trusted) ANC
(FORALL i i >= 1 AND i <= Cs s ize
(ob al.scs[iJ => sub al .scs[iJ) AND
((sub al .ics[iJ => ob al.ics [i]) OR trusted));

VFUN h write allowea(trusteci; sub_al; ob al) —> b;
$ ( t r u e  if suojec t  can w r i t e  object)
H IDDEN ;
DbRIVATION (sub al.sln <= ob al.slrt OR trusted) AND

sub al.iln >= ob_al.iln AND
(FORALL ~ i i )= 1 AND i < = Cs s i ze
((sub al.scs[i] => ob al.scs[iJ ) OR trusted) AND
(ob al.ics [i] => sub al.ics[i])

VFUL4 h reaa write alloweci (trusteo; sub_al; ob al) —> b;
S (true if subject can read ana write object)
HIDDEN ;
DERIVATION h _ read _ a l l o w e d ( t r u st e d ,  sub al , ob a l )  AND

n wr ite allowed (trusted , sub_al , ob al);

END_MODULE
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CHAPTER VI I

PROCESSES

The processes module is concerned with the creation and deletion
of processes, inter p rocess communica t ion, and process timers.

I~t process Creation, the access level of the new process and the
trusted or untrustea status of the new process are specified .
Use of the crea te_proc func tion is res tricted to the init ializer
(trusted) process alone. For this reason , process creation
cannot serve as an information path between untrusted processes.
Therefore , knowle dg e of the exis tence of processes is not
restr ictea.

Tu e  processes module suppor ts  the  f a m i l i a r  block and wakeu p
pr imitives. The block function is of special interest to the
a b s t r a c t  machine  i n t e r p r e t e r  w h i c h  keeps track of the state of
eac h process , i.e., blocked or ready. In addition to block , a
rea d messa ges func tion is provi ded tha t simply rea ds any pend ing
messa ges , but will not wait for a message to arrive .

Tue concept of event channels is unknown to the kernel. The
kernel passe s messa ges f rom one p rocess to ano ther with out
concern f o r  even t channel  id en ti f i e r s  tha t ma y be con ta ine d in
those messages. It is assumed that the supervisor will implement
even t channels.

The processes module also supports the signal mechanism.
F unctions are provided to send and rece ive  s igna l s .  Ncte  t h a t
the sending function , seric_signal , is hi dd en f r o m  th e k e r n el
i n t e r f a c e .  ‘Ihus , a process cannot  send a s igna l  to ano the r
process. Signals are used by the kernel to permit immediate
r e c o g n i t i o n  of c e r t a i n  kerne l—cie tec ted  events  suc h as quits and
alarms . The masking of signals is handled outside of the kernel.

Tue key a if ference between signals and wakeups is that a signal
is recognized immediately by the receiving process whereas a
wa keup is not recognized until the receiving p rocess nex t invokes
the bloc k or read_messages functions. This difference , however ,
is not evident from the specifications alone because it depends
upon the operation of the abstract machine interpreter. It is
assumea tnat the abstract machine interpreter is designed to
check the signal flags for a process on each instruction cycle.
It any of the flags is set, then the abstract machine interpreter
caus es a f a u l t to occu r , there by g iving the process an
opportunity to use the receive _signal function . At the time a
signal is Sent , the abstract machine interpreter checks the state
of the receiving process . If it is blocked , then a wa keup is
also sent to the receiving process (with a dummy message that
will be ignorea) . The purpose of the wakeup is simply to force
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tne receiving process into the ready state so that it can be
torcec  to f a u l t  anc no t i ce  a pend ing si gnal.

Anotner cuty of the processes mocu le  is the support of real time
alarms . ~nen setting a real time alarm , the caller mus t specify
tue t ime oi tue alarm ama also a wa keuo messa ge . If th is messa ge
is zero, it inuicates that tue caller wishes to receive a signal
at th e time or tne alarm. Ctnerwise , a wakeup is desired . The
responsicility of watching tne clock and senaing the wakeup or
siynal rests witri the aostract machine interpreter.

m e  present i’iultics supervisor supports the concept of process
virtual time (sometimes calied “cpu time ” ). In essence , process
virtua l time represents the real time that a process has a c t u a l l y
ucen running on a processor witr i suotractions mace for certain
nicuen events sucn as page faults and interrupts. The objective
is to factor cut time spent pertorm inQ hidoen operations that
support tne virtual process environm ent because this time is
unpreuictocle anu , in general , depends upon tne activities of
otn er ~rocesscs. iaKerL to t ue limit , the concept of process
virtual time woulo guarantee a tixec amount of time for the
execution or each supervisor function. h owever , the current
uu~~iementation of process virtual time is only an approx imation
to tnis limit.

unfortunately, tue current metnod of computing process virtual
time cannot ce specitico ~itnout iritroducinq knowleoge of events
sucxi as sage faults hhich are not otherwise visicle in tne
tc —level specification . It process virtual time were defined in
~~ iueal rasnion , i.e., it ~ fixed time value coulo be assigned
to cacti tur.ction in the top—level specification , then a
strai~ nttorwaro uescriction ~ou1u oc cossicle. Failing this ,
u~c~ ever , r,c acceptacle methou of specification is app arent.
ii ~~ret ore , tu~o concept of ~roccss virtual tirn c coes not a~ pcar in
tue tcp—ievei . speciticatior ..
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the rece iving process into the ready state so that it can be
forcea to fault ana notice a pending signal .

a~nother duty of the processes module is the support of real time
alarms. when setting a real time alarm , the caller mus t specify
the time of the a1ar~i and also a wakeup message. If this message
is zero , it inaicates that the caller wishes to receive a signal
at tne time of the alarm. Otherwise , a wakeup is desired . The
responsioility of watching the clock and send ing the wakeup or
signal rests with the abstract machine interpreter.

The present L’iultics supervisor supports the concept of process
virtual time (sometimes called “cpu t ime”). In essence , process
vir tual time represents the real time that a process has actually
oeen running on a processor wi th subt rac tions made for cer tain
fliaden events such as page faults and interrupts. The objective
is to fac tor out time spent performing h idden opera tions that
support the virtual process environ knent because this time is
unpreaic table ana , in general, depends upon the activities of
other processes. Taken to the limit , the concep t of process
vir tual time would guarantee a f ixed amount of time for the
execution of each supervisor function. However , the curren t
implementation of process virtual time is only an approximation
to this limit.

Ur~for tuna tely , the current method of computing process virtual
time cannot be specified without introducing knowledge of events
such as page faults wh ich are not other w ise visible in the
top—level specification. If process virtual time were defined in
an iceal fashion , i.e., if a fixed time value could be assigned
to eacu function in the top—level specification , then a
straightiorwara description would be possible. Failing this ,
nowever , no acceptaole method of specification is apparent.
Tnerefore, tue concept of process virtual time does not appear in
tne top—level specification.
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Z4OUULE processes

TYPES

level numoer : (INTEGER in I U (~ in AND ln <= max in];
category_set : (VECT OR_OF BOOLEAL’1 cs I LENGTH (cs) cs sizej;
access _level : STRUCT (level_numbe r sin;

category Set scs;
level_au~iber u n ;
ca tegory_set ics);

process_uid : INTEGER;
message : INTEGER ;
message _queue : VECTOR_ OF message;

DECLARATIONS

process_uia procuia, newproc , target;
access_level al ;
message msg ;
message queue msg queue;
800LEAN b;
INTEGER 1 , n;
INTEGEt~ time , eelta_t;

PARAMETERS

process _uid initializer _id $(initializer process id) ;
I~ TL~GE~R max _processes $(maximum number of processes);
I~ TE~ Eh max _messajes ~(maxirnum size of process message queue ),

nsignals S (number of dif feren t signals),
real_timer_signal $ (signal code for real timer runout);

DEFINITIONS

INTEGER first signal (procuid) IS
141N({i h_signal_flag (procuid , i)]);

SOOLEAN no_process (procuid) IS
‘h _proc_exists (procuid);

8O(.~LEAN write not allowea (procuid; al) ISh_wr i te_allowea (h_proc_trusted (procuid), h_proc_al (procuid) , al);

E~TERNALREFS

FR OM clock:
VfUN read_clock () — > time;
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OVFUN get_uiu() — > procuid ;

FROM access_levels:
level number max in $(maximum level number);
INTE GER cs_size $(category set size);
VIUN h write allowea (b; al; al) — >  b; 

—

FROu4 address_spaces:
OFUN pur ge_adoress_ sp a c e ( p r o c u id) ;

FUNCTIONS

OVFUL~ crea te_proc (al ; b) [procuidi — >  newproc;
~(creates a new process)EXCEPTIONS

procuid -
= initializer _id;

h_proc_count() max_processes;
EFFECTS

newproc = EFFECTS_OF get_ uid~~ ;‘h_proc_exists(newproc) = TRUE;
‘h _proc _count() h_proc_courit() +1;
‘h _proc_al (newproc ) = al;
‘h _proc_ trustea(newproc) = b;

VfLJti n_proc_exists(procuid) —> b;
~(true if process exists)
HIDD EN ;
INITIALLY a = FALSE;

VFUN fl_proc_count() —> n;
~(nurnoer of processes )
H IDDE N ;
INITI ALLY n = 0;

V FuN h_proc _al(procuid) —> al;
S (returris access level of process)
IN ITIALLY al ?;

V~ UN proc_al~~~[procuiaJ —> al;
S(externai form of h_proc_al)
DERIVATION h_proc_al (procuia);

VFUN h_proc_trusted (procuid) —> b;
S(true if process is trusted)
INITIALLY b

~FUN proc trustea() (procuid) —> b;
$(externai form of h_proc_trustea)
DERIVATION h_proc_trusteo(procuid);

OFUN aelete_proc(target)(procuiaj;
S(aeietes a process)
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EXCEPTIONS
procuid -

= ini tializer id;
no_process(target);

EFFECTS
‘ti_proc _count() = h_proc_count() — 1;
‘h_proc _exists(target) = FALSE;
EFF ECTS_OF purge_add ress_space(target);

OFUN wake(target; msg);
$(transmi ts a message to tar get process

if targe t queue is full , messag e is lost)
DEFINITIONS

INTEGER n IS LENGTH (h_proc_msg_queue(target));
INTEGER m IS IF n = max_messages THEN n ELSE n+l;

EFFECTS
h_proc_msg_queue(target) = VECTOR (FOR i FROM 1 TO m:
IF i <= n THEN h_proc_msg_queue(target) (iJ ELSE msg);

OFUN w a k e u p ( t a r g e t ;  m s g ) L p r o c u i d ] ;
S (external form of wake )
EX CEP TIOIY ~Sno_process (target);

wr ite_not_allowea (procuid , h_proc_al (target));
EFFECTS

EFFECTS_OF wake (target , msg);

OVFUN reaa_messages() [procuiaj —) msg queue;
~ (empties message queue for process)EFFECT S

msg_gueue = h_proc _msg_queue (procuid);
‘h _proc_msg_queue(procuia) = VECTOR U;

UVFLh~ Dlock() [procuid] —> msg_queue;
$(empties message queue for process

if queue is already empty, wai ts for messa ge to arrive)
DELAY UNTIL LEI4GTH(h proc msg queue(procuid)) > U;
EFFECTS —

EFF ECTS_OF reao_messag es (procuid) = msg_queue ;

VFLiN h_proc_msg_queue (procuid) — > msg_queue; - 

-

-

$(re turns messa ge queue for process )
HIDDE N ;
INITIALLY msg_queue = VECTOR ~~;

OFUN senu_signal (target; n);
$(sends signal n to target process)
EFFECTS

‘h_signal_flag (target , n) — TRUE ;

OVFUN receive_signal () [procuidj —> n;
$(receives lowest number signal)
EFFECTS

n — first_signal (procuio );
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n > 0 —> ‘h _signai_fiag (procuid , n) — FALSE;

VFU N h_signaljiag(procuid; ri) —> b;
$(true it signal n sent to process)
HIDDEN ;
INITIALLY b = FALSE;

OFUN set_real_ timer (delta_t; msg) [procuid];
$(sets real timer alarm for process)
EFFECTS

‘h_ real_ timer (procuid) = (IF delta_t < 0 THEN ?
ELSE read clock() + delta t);

delta_t > i) => ‘h_real timer_msg (procuid) = msg;

‘SFUN h_real_timer(procuid) —> time;
$(returns time of next real timer alarm)
HIDDEN ;
INITIALLY time ?;

VkUN h_real_timer _msg(procuia) —> msg ;
~ (returns real timer wakeup message)
HIDD EN ;
INITIALLY msg =

END_NODULE
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CHAPTER VIII

VOLUMES

A volume is a logical subdivision of secondary storage. A
single volume . may comprise one or more physical storage
aevices , i.e., aisk packs , although this fact is largely
concealed outsiae the kernel . The volumes module is concerned
only with volume creation and deletion and volume mounting .
The control of volume storage space is handled by other
moaules.

At the time a volume is created (i.e., registered) , minimum
and maximum access levels for the volume are specified . These
access levels delimit the range of access levels of
information that can be stored on the volume . The minimum
access level of the volume also serves as a visibility access
level for the volume. The protection of information stored on
a volume , however , does not depend on these access levels.
Each object that resides on a volume must have its own access
level. Tne purpose of the volume access levels is, for the
most part, to satisfy certain operational requirements. For
example , highly sensitive information can be segregated onto
specific disk packs that receive special handling .

Also , at volume creation time , an initial quota cell is
created for a volume . The quota value of the quota cell is
set to the volume size, i.e. the number of pages on the
volume. The role of the initial quota cell is explained in
the description of the quota_cells moaule.

The specifications place no limit on the number of volumes
tnat can be created . In practice , however , the kernel would
neea to maintain a table of volumes. If any process •an
create a volume , the taole becomes an instance of the shared
finite resource proolem . A simple solution would be to
restrict the creation of volumes to trusted processes.

The only operations that can be performed on a volume are
mounting and demounting . ~Both of these operations require
that the user ’s access level be equal to the volume minimum
access level . This is necessary because the mounting and
aemounting of a volume can be detected by any process at an
access level equal to or greater than the volume minimum
access level.

Unfortunately, volume mounting produces another instance of
the snareu finite resource problem. In this case , the finite
resource is the collection of disk drives. The mounting and
demounting of volumes could be restricted to trusted
processes. Tnis, however , seems clumsy and undesirable.
Another possibility is to assign access levels to the disk
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drives. Tne kernel coulo then require that for a process to
mount a volume on a disk drive (or set of drives) the process
access level , the volume minimum access level , and the drive
access level must all be equal . Tne access levels of disk
drives coula be changed dynamically, if necessary, by a
trustea process presumably under operator control.

After mounting a volume , a user might find it necessary to
destroy his current process and create a new process at a
greater access level in order to use information on the volume
having an access level greater than the volume minimum .
Later , the user must again create a new process at the volume
minimum access level in order to issue a demount request.
This inconvei~aeil~e is. of ~ours~ . cue to the fact that volumesare multiple access level objects. If volumes were restricted
to a single access level , this problem would vanish . However ,
a requirement to dedicate a whole volume (at least one full
aisk pack) to a single access level might be economically
unoesiracie. In any event , single access level volumes are
simply a degenerate case of multiple access level volumes.
Therefore, it is always possible to create single access level
volumes it aesirea.

The acove discussion of volume mounting is concerned with the
actual physical mounting of volumes. The current Multics user
interrace , nowever , supports the concept of volume attachment.
A process must attach a volume before using it. The first
process to attach a volume causes it to be mounted .
Similarly, the last process to aetach a volume causes it to be
aemountea . Tois scheme cannot be entirely supported because
of tOe previously explained need for a user to change access
levels (and nence processes) auring the time that a volume is
moun tea.
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MODULE volumes

TYPES

level numoer : (INTEGER in U <= in AND in <= max in);
category_set : (VECTOR OF BOOLEAN Cs I LENGTH(cs) = cs_size);
access_level : SThUCT (level_number sin;

ca tegory_se t scs;
level_numoer u n ;
ca tegory_set ics);

process _uia : INTEGER;
volume uia : Ii~i’EGER;quota_cell_uio : INTEGER;

DECLARATIONS

volume uici volula;
process _ uid procuic;
quota_cell_ u ia qcuia ;
access _level mm _al , max ai , al ;
EOQLEAN 0;
IN TEGER i;

PAI~A1.IETF.RS

INTEGER volume_size S (numder of pages on a volume);

DE FI N ITIONS

SOuLEAN unoroered access levels(mmn al; max_al) IS
h wrlte aljoweo (FALSt,, mm _al , max_al);

SOOLt.AN write_not_allowed(procuid; al) IS
Th wrlte aliowea(n proc trustea (procuia), h_proc_al(procuid), al);

SUOLEAN no_volume(procu id; voluid) IS
Ir’ Th vol exjsts(vojuid) THEN TRUE
ELSE h_read alloweu (h proc trusteu(procuid), h_proc_al (procuid),

h vol_min al (voluid));

&.)OLEAN mounted volurne(vojuid) IS
fl_vol_mounted (voluia) ;

HOULEAN unmounted_volume (procuid; voluia) IS
IF Th_vol mountea (voluid) THEN TRUE
ELSE Th_ read_ailowea (h proc trustea(procuj~~), h_proc_ai (procuid),

h_vol_min aj. (voluid))
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t..XTL h~~ALR~ r S

\~~~L•~ clock:
OVFU .~ get uic () —> voluici ;

~~~~~~ acc ess leve ls:
level nu rnoe r  m a x  in $(~ axim u~r level number) ;
I~ T~~~ t-. cs size ~ (category set size);
V t U L I  0 w r i t e  allo~ cci (b; al; al) -> b;
~~~~~ n reao alloweci (b; al; al) — > b;

r t ~~~i processes:
VrU.~ fl ~roc a1 (procui .) —> al;
V~’L-.~ n proc trusteo (procuid) —> c ;

~~~~~~ quota cells:
~~~~~ create çjuota cell(voluid ; al; a1)~~~rocuid ) — > qcu ic ;
~~~~~~ set q u o t a ( ~~cu i a ;  i ) ;

~~ aciuress spaces:

~~~~ rev o~ce vol ~ccess(voluic; ~rocuic);

r CTI~ t~~

~~Vr L.~ create volu~.e(~~in ~1; ra x al ) [procui oJ —> voluic;

~ (creates a r ,c-w voluir~e)
~~~~~~~~~~~~

Qu~’ta cell uici ccuia I~~~• h vol irit cc(voluic );
L. A’.. L~ t~ II ~J L~ S

un or uere o access Ievels (z.jn al , ~ax al);
write n ot  ~liowco (~~rocuic~, mm al);

~~LCT.~
v o lu i~. = ~F E t C T 3 ~~~E ‘et uic  ( )
‘a vol exists (vo.Lulci ) =
‘n vol mm ai (volui ci) = r~iri a l ;
‘n vol max al (voluid ) = ~ax a1;
qcuici = E F F E C 1~ CF create çuota cell (voluic , ~ir~~al , r~in a l ,

procuic)
EF~’t.CTS CF sct_quotc.(qcuia , volu r~e size)

v~~ .1 n vo1 exists(volui~~) — > O ;

.,.(true it volume exists)

L’eI2Ii.LLY 0 = F?~L S L ;

vi~ u:~ n vol i~in al ( v o l u i d )  — > ~ in a!;
~ (returns ini~ um acc ess leve l of vo lume )
ti lL~LL ~~;
1I~.ITIALLY ~in al =

V r u ~. vol mm al(voluiu)[~~rocu iuJ — >  m jn al ;
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~(ex ternal £orm ot ~~vol nin al)

no volume(procuiu , voluid) ;
cL~~IVA’1I~~~ n vol mm a! (vo i .u ic)

V r u ~-. n vcl max al (voluio) —> ri~a x al;
S(returns c’aximurr access level of volur~.e)

I.~l i IALL~ ciax al = 7;

~ rL~ vol max al (vo1uio)[~~rocuiu] —> max al;
~ ( e x t e rn a l  f o r m  ci n vol max a l )

rio volume(prccuio , voluid ) ;
£Li~IvA2IOi~ ~ vol max a! (voluid) ;

~~~~~ n vol ir1it ac (voluic) ~> q c u i a ;
~ (rcturns initial cuota ccli uic for volur~c)
iil~.~

_.L~

~~~~~~~~~ ccuiu ?;

~~~~ voi init cc (voluiu)[pro cuicj — >  ccuic ;

~ (cxtcrr.o.i t e r m  of n vol ir~i t ac )
tA~... i iIc~~~

no volcmc (~~rocuic , voluid );
r~iv~~~I~~ n vcl ir~it qc(volui c);

~~~~~ ~c lete vo lume(voluic . ) 1procu ic J ;
Q (UCICtCS a volume)
L.~~L Lk - I ~~~~~~

rac vo iurne (procuio , v o ic i c );
~.ountec. vclumc(voluic4 ;
~ritc r~ot &Ilowcci (~~rccui c , h vol r-in :i (voluL));

‘r~~vol cxists(voluici )

C~~L .~~~mour i t vo iu ~~c ( vo lu i c) [~~r c c u i . .. j ;

~ (mounts a volu~.c)

no volunie(procuid, voluic);
mounte c  vo lum e ( v o l u i d ) ;
write not alloweci (procuic, h vol min al(voluic));

LtFLC ib
‘i~~vol mounted (voluic j) = Ti~U L ;

~~~~~ t~_ vol_~ our .teo (vciuiu) — > c;
.‘(true it v~ 1uc. e is mounte ci)

IL  I.. L_~~, ~
l~~ i’I l~-~LL~ C = fAL. c~;

~~~~~ ci .our v~ lume (voluic) [procuid] ;
~ (d en-,ount s  a v o l un e )
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unu~ounteu volurre (procuio , voluic);
write not alic~ c~ (prccuid , h vol mir . al (voluid)) ;

~~r F L C i ~~
vol mounteo (voluici) = EALSt;

r’~ C1~~ CF revoke vol access(voiuio , procuid )

~OLLL .
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~UClA CELLS

~ucta cells are the mechanism dv which the snaring of ~a~es on
a voiu~ e is c o n t r ol ie c i .  Eacci segment, on~ nence each pa;e of
eacn se-;~r~ent , is assigned tc a ~articu lar 4uota ccli . iavin~no cnowiecige ot ~ireccories , t~ e kernel crescnts general
interLace that woulci allcw any aroitrary collection of
se~ tcnt s L~~vir 4g t he  same access level to be assi-~ned tc th~some Guota cell. r~c su~ crvisor , n c w e v e r , w i l l  im’ occ- an
or r m~~emer~t of quota cells and segments tnat reflects the
~ircctory nierarc ny. i f lu S , the combinec operation of toe
su~ c-rv iscr anC Kernel will procuce a quota mechanis:
c s s en c i a i ly  ~oui valer . t to t n a t  of c u r r e n t  ~ u l t i cs .

£~ t tne  t i m e  a c u o t a  cell is cree .teci, a volume , a~ access
levc.i , anci a vlsioi llt v access level are s:ccizieu. The
acces.. .Levcis ;.us~ ue wr tain toe volume rar .cc . Ir~ tme
in terest or maKi ng volumec selt— ~ cscrioi r.a ( a n u  t~~e r eu v
ir~v uioeraole to toc iailur cs of ctner volumes) , i t  is ass urr ec
tnat all qucta coils rcr a volume are storcu on the v o i u ~ c
itso.~.r.

~tora;e scoce on o volu::e is rir st naoe avail -on e n v  too
cre ation or an initial oucto ccli as ~ r c v i c u o l v  ~ e o cr i o c c .
~ct ~ t he  access ievcl arc ti’~e visicilitv access level of an
initial nyucta ccii must equal too volume : ir . i r~um access  lcvei .
~s uescrioe~. ~e1ow , t.us ‘~or~~its toe initiai ~‘ucta to oe
u i~~r . rj ..~u t C c .  to ~ ig n e r  access levels as rococo .

~ sioe  t r o n ;  toe ini ti ni cuctO cell , all otoer c m o t a  ce il s  a r c
creatcu ~itn a guota or zero cages. In orcer to assrc~n o
n o n — z e r o  cu o t a  to a new cucta cell , cuota rust oc- movea Lr cm
some otner cuota cell or. toe ~~~~ v o l u m e .  ~. i t h  r e~~ar~ to
access iev e l s , quota cannot be moveu cownwara , i.e., tne
m o ve ~:u o t a  op e r a t i on  in s1st ~ t e at  t~ o t o r c et  c uo ta  ccii. n a v e
an cc-ual or ~rcater access level toan toe source cuota cell.
only trustca processes can move quota nownwa ro .

A reference count is associatco wita each eucta ccli . TOis
count  is toe n u mb e r  ot s egm en t s  t n a t  c h a r g e  ~aqes to toe c~uotacell. So long as tnls coor.t is non—zero , too cuoto ceil
cannot ue ocletec .

t~n ct n e r  a t t r i c u t c  C L  a q u o t a  cell is toe c ou n t  C L  eo~ eo used .
~nis count is cL~angeo uy toe creati on an a  celetior . ci’ gages in
a5sociatc~ seyments as speci lieu in toe segments moLu ic . ic r
all ~uota cells , the pages useci count is not pe rn i~ te0 to
excecu toe cucta .
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inc quota cells module is also r e sp o n s i l i l e  f o r  m e t e r i n g  toe
use oi payes for acco~1nting purposes. To tnis end , the pages
uscu count is inteyratec over time to pro ciuce a ‘time—record
proouct ” (trp ) . Each time the ~ayes used count is chan~ ed ,
toe trp must ce upuateci. If a guota cell is deleted , its trp
~ust be cooed to t oa t  of some o th e r  quota cell on the same
volume so tnat prior usage of ti’ic acleted cuota cell will cc
accountec tar. A function is also provided to read ano reset
to zero toe tr~ of a quota cell. This function is needed by
toe a c c o u n t i r.~ sy s t em to co l lec t  c h a r g e s  fo r  or e  b i l l i n g  cycle

or toe same t i m e , ceg in a new c y c l e .

As c i c sc rioeu  above , toe q u o t a  cell mechanism controls the
sn a r i n g  of p ages  am ong a u r f e r e n t  access leve ls  and t h u s
represents a solution to toe snarea finite resource problem
j Ot  p a g e s .  T h i s  s o l u t i o n  ocpcr~cs , ho w e v e r , on toe  a s sw n rt i o r .
t act  qu o t a  Ca nr .u t  00 o v e r — a l l o c a t e u  as is c u r r e n t  pr ct ice  at
soii~e hultics sites. i t  this were perm ittea , i.e., if t he
cucta tar a volume coulo be set nigner than the actual nurber
or a vo i l a u l e  cages , t n e n  the exhaustion ct pages on a volume
c o u l o  cccur  u c f o r e  toe  e x h a u s t i on  of cucta. This would
constitute an u n c o n t r o l l e d  i n f o r m a t i o n  p a t h .  Of course , on
single acceso level vclu :es, t h i s  i n f o r m a t i o n  p a t h  is of no
consequence. L~cnce , it would be possicie to allow
o v e r — a l l o c a t i o n  CL ~ u c ta  on suc~ volumes.

i.o lim it is ~iaccc on toe numo er ci quota cells that car. be
create -u on a volume . Ironicall y ,  in a t t e r r p t i n g  to solve one
i n s t a n c e  ci toe so ar c o  f i n i t e  r e s o u r c e  p r o c l e m , a new i n s t a n c e
is creatcu . ~cme metnoc ror controlling the number of cuotd
cells on a volum e is r~ccuec .

iii e proposed nucta c~ 1l mechanism y iclcs two incompatib ilities
~.ito toe cu r r e n t  m u l t i c s  cuoca  scheme . F i r s t , it will not be
p o s s ic i e  to c on v e r t  a d i r e c t o r y  f r o m  t e r m i n a l  cuo t a  s t a t u s to
n o n — t e r m i n a l  c u c t a  s t a t u s  or  v ice  v e r s a .  3ecor~s , a “ pa ’ics
coca ” v a l u e  w i l l  not  be m a i n t a i n e c  f o r  n o n — t e r m i n a l  quo t a
a i r eceor ics .

~orh of trie acove incompa tioilities stem from a s ing le
cimp litication of one quota cell mechanism . In current
& i U I t 1 C S , thete exists a class of indirect” quota cells.
~peciticaliy, toese are the .cuota cells associated with
000—tcri ;inai ~uota oirectori cs . in order to determ ine whetner
a page con  be a~aec to a segment in such a directory, it is
r . ec e 5 0 0r y  to f o l l o w  a c h a in  CL inairect gucta cells until
rca cnx r~ a ciuata cell associated with a terminal cuota
airectory. In the proposed kernel cuota mechanis m , tnere are
no iroirect quota cells. lois eliminates a significant amount
of comp lexity coo, at the same time , produces the two
atorementione c incompatibiliti es.
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‘m e  in~~act of tnese incompatibilities on users can be
e s t ir ~ateo .  Toe restriction on converting directories uetween
termina L onc non—term inal quota status shoula have little or
no ettect on the vast majority of users. ~t single accesslevel sites , quota will rarely be movec below the user home
cirectory level. Statistics gatoc-reci on the ~IT system
suppcrt tnis claim [J an ] . At  multiple access ievel sites ,
quota  w i l l  cc i~ovec below toe u se r  home c i r e c t o r y  level  to
accotr .ooate u p y r a o e c  c i r e c t o r i e s .  In c u r r e n t  :-~u lt i c s , u p q r a d e o
c i r e c t o r i es  are  re~ uireu to nave a quota at a l l  t i m e s  anc t h u s
a ir c a cy  ocey toe propcsea restriction. The e 1im i n a t i o o  ot a
pages usca value f o r  n o n — t e r m i n a l  quo t a  d i r e c t o r i e s  ~ ay n ave  a
more serious impact. At certain times , tnis feature ccula be
valuacle to any user. ut course , it is always possible to
caicuiate the pages usea of a subtree (with same dynam ic
uncertainty) cy summing toe cages useu of every segment in t oe
Suotree . Tois coulci cc an e~~~en s i ve  c c e r a t i o n .  i {ow evcr , i f
oorie inLrec uenti -~, toe cost m a y  still cc less than toe
constant overoeau associate-c ~ito oaintainin~ inairect quota.
cells. ~ememccr toot inoirect cue--ta cells waste wir cu mem ory
ari u r e cu i r e  extra com~ utation at page fault time. ierha~ ssome ins~ ;at coulo cc gair~ca cv metering the frccucrhcy of
requests tar toe pages used value of ir.aircct cucta cells in
cu r r e n t  ~1 ult i cs .

~~o ctoer aspects of the w a y  toe s up e r v i s o r  is ex~~c ct c u  to u sc
quota ceils aescrve mention. rir st , toe caces at a ter :insi
q uo ta  a i r e c t o r y  v i i i  cc cn a r g e o  to t n e  c uo t a  ccl i .  a s so c i a t c o
w i t O  toot uirectcry, riot to toe cuoto cell of a sarent
a i r e c t o r y .  j i l l S  is n e c e s sar y  to meet security recujre~ cr!ts
tar an upgrucea cirectory. ~c-cona , toe  s um c r v i s o r  J a y  p e r r ~i t
quotas to cc assignec to inuivi0ual non— airecter’! scq:cr.ts.
This ,.~ouic aliod toe creation ot u~ qraced segments , a ~caturen o r . r o u r~ci in c u r r e n t  h u t l i c s .
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.~cbULL quota cells

TYk~L.S

level nu o~oer : j I i4T ~.GEi. In I u <= in A~C In K= iaax ln} ;
category set : ~VEC-l’Oi~~CF t3GCLEA~ cs I LL~ GTt-i ( cs) = cs sizeJ~access ievel ~ i-hU Ci ( l eve l  nu mo er  s i n ;

ca tegory  set scs;
level nurnc er  u n ;
c a t e g o r y _ set i c s ) ;

process uio Ih’lEG~~~;
voluoe uiu
cuota cell uic  : IL~l.~ Gr~h ;

j~rocess uiu procuiu ;
volume uia voluici ;
quot a cell uid ccuio , from qcuici, to qcuid ;
access level  a l ,  val ;
l t~ ie~~t~t~ npages , n;
i~~~~~~~Et~ time , trp ;

~
u U L L A

~ 
c;

be F I i~ IT,[ O~

u~~ LEA.~ unmounteo volume(procuic; voluic) IS
i.E n vol mountea (voluid) Th u ~-J TEi~~
OLSE ‘ n reaa alloweo (n proc trustco (procuid ), n~~ roc al (procuid ),

n vol m i n al ( v o l u i a )  )

c~uLLt~.. outsioc vol ievels(voluici ; val ; ci) IS
Th write alloweci(FAL~ t., n_ vol m in ai(voluic), val) OK
Th write alioveci (FALSE , ci., h vol rrax al (voluid));

u~ uL u ~~. u n o r c e r e a  access l ev e l s ( v al ; c i)  IS
~n write alloweo (EALS e, vai , ci.);

codLe~~~ w r i t e  r.ot allowec (procuid ; ci.) IS
Th write ailoweo (o proc trusteo (procuid ), n proc al (procuio) , al);

ub~ LuA.. no quota ceil(procuio; voluiu ; qcuid ) IS
l~ T h L c existstvoiuid , qcuiu ) T~:u ~ TRUE
t.Ldb Th reau alloweci (n proc trusted (procui a ), h proc a l ( p r o c u i a ) ,

n q c  visicul ity al (~ cuia) )

~~~~~~~ reac not allo~ eo(procuid; ci) IS“a re-au ailoweu (n proc trusted (procuic) , h proc al (procuid ) , al)

~~~~~~~ rea c  w r i t e  not  a l l o we d ( p r o c u i a ;  a l)  IS
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Th read write alloweo (o proc trustca (procuic), h proc al (~ rocu id),
ci );

b~.JL~LLAh r.on zerc quota (qcuio) IS
‘~ cc pages(qcuia) U;

t o U L~ A~ non ze ro  r e f s ( c c u i a )  IS
n q c r e t s ( q c u i u )  = u;  -

.~0LLA~ in v a i i c  quo ta  cnan ~ e ( n p a g e s )  IS
np ages  ( 0;

uOOLLAO insufficient quote(qcuia; npages) IS
n q c  pages- (qcuiu) — h qc pages usca (ccuic) < r.~ a-ges;

r r~o~ clocK :
‘~r u ~ reac  clo c~~() —> time;
~VEU~ get uic () —> qcuic;

~~~~ access levels:
level Iiu~;ccr max in. S (maximum level number)
l ..TL~ ox~ cs size 5 (categcry set size);
Vr1 j~ n recu  a i i o w e c(b ;  c i ;  ci) — > c ;
v~~U.. a ~..rite alio~.ea(o; ci.; ci) — > a ;
v r U i , . a recu ‘.,rite ailo~ieo (b; ci.; al) —> c;

r x s ~J ~ processes:
v r u ~ rA p r o c  a l ( p r c c u i o )  —> ci ;
V r u ~ n pr oc  t r u s ce c (~~r o c u i o )  —> a ;

0.~ v o m u m e s :
v t U ~ n vol i rour . t ea ( v o lu i c )  — > b;
‘~FU~ n _ vol mm a l ( v o l u i c )  —> al;

a vol max cl (voluid ) —> ci;

U k~ C~ Ic, 
~. S

i.)VrL. ,  c r e a t e -  quota  cehl (voluic; val ; al ) [procuid ] — > o’cuie;
S( c r e at e s  a new quo ta  ce l l)
ei~CL.~ i’I~~~Su n o r c e re a  access l e v e l s ( v al , c i . ) ;

w r i t e  r .ot a l l o w cu ( p r o c u i a , val);
ur~mountecu volum c(pcocuic, voluic)
outsi~ e vol levels (voluiu , va i , ci);

qcuic = LEr’iC ’l’~ OF get _ uio ()
‘fl qc al(qcuio) = c i ;  -

‘h qc visi cility ai(qcuici ) = val ;
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‘h qc e x ist s ( v o lu i d , c c u i d )  = TL~UE;

vFL.’~ n q c _ exists(voluid; qcuic) —> b;
$(true if quota cell exists)
r i lCceh ;

- 
iL’~ITIALL’i = F4\LS~~ ;

~~FU.. a qc visibility ci (ccuia) — > a l;
~ (returr.s access level of quota cell visibility)
ii lb be
lhITIe~LL~ ci = ?;

v r u ~ c c v .isibiiity cl (vciuiá; qcuid )[procuidj —> al;
~ ( ex t e r n a l  z o r m  of h q c v i s i b i i i t y al )

unr .countec volume (procui a , voluid)
no cjuota celJ. (procuic , voluic , acuic);

~~~r , i VA i I C~ n qc v i s i b i l i t y  al (qcuid)

v~’~~~ n~~ ccl (qcuid ) — > ci.;
~~returns access level cf quota ccli)

Ij~liIALL~ ci =

i~’~~~~ oc al (voluic. ; qcuia)Iprocuio] — > ci;
~..(external form of n q c al)
e AC PT IL L’~ S

unmounteu volume (~~r c c u i d , voiuid );
no quota cehi. (procuia, v o l u i d , e c u i c ) ;

~ez~I’stilIUh a qc ci (qcuic) ;

LEo.. set cuota (cjcuic; npages)
s(sets quota CL  quota cell

u~ eu on ly to initialize first quota cell on a volume)
eFF L.CTS

‘ h _qc p a g e s ( q c u i o )  = ncages ;  -

c,FL~i~ roove quota (voluici ; from qc-uid ; to ccuic; npages) [prccui cj
~ (moves page quota from one cell to another)
L i~L L P TI L ~.

invalid quota change (npages)
unniour.teo_ vo lu me (p rccu ia , voluid )
no quota ccll(procuic , voluid , from ccuia);
nc cuota cell (procui ci , vcluic , to gcuia);
reac write r.ct allowed (procuia , h q c ai (frorn qcuid));
w r i t e , r~ot _ a l l ow e o (p r o c u i d ,  n _ ge a i ( t o  q c u i a ) ) ;
insufficient quota (trom qcuiu , r.pages);

Cr t L C 1 S
‘n_qc pages (trom gcuio) = n _qc ,,pages(tro rt qcuid) — npages;
‘h_qc pages (to qcuid ) = h q c pages(to qcuia) + npages;

v r ,.,.’i .-~~qc_pages(qcuiu) —> npages;
~ (returns page quota for quota cell)

3~
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l~.I’iIALLY npages = U ;

V r o ~ qc_pages (voiuia; cjcuiu) Lprocui oi —> npcges;

~ (externai. form of h q c pages)

unmounte a v ~ lume (procuid , voluid);
no quota cell(procuio , voluic , gcuiu );
rea o~not_clloweo (procuid , h q c al (ccuid))

&~~~1 v- ~~lUJ a_qc_pages(gcuic);

V E c ~ n c c r e f s ( c c u i d )  —> n;

~ (returns quota cell reference count)

I N I I I A L L Y  n = 0;

v r ’ui~ qc r e r s ( vo lu i u ;  c c u i d )  l p r c c u i d j  —> r.;
~ ( ex t er n a l  f o r m  of h _qc , r c f s )

P I IL OS
ur~nountca voiume( ;rocuic , voluic);
no quota ceui(procuic , volui ci , qcuic);
r cau  not a i l o v e u ( p r o c u i c , n c c a i ( c c u i c ) ) ;

I~~trIG.. n q c reis(ccuiu );

c , r c~. ci~ange ac rets (qcuic; n);
~ (coamgcs quota ce-li rc-rerer .ce count)
L~ Ft.CTS

‘ri qc rets(cjcui.u ) = n g c rets(ccuia) + n ;

L r u . ~ ociete quota cell (voluic; qcuia ; to qcuiu )Ip rocu ia];
~ (uelct~ s a cucta cell)

ur.mountec vclu~ e (procuiu , voluic);
no qoota celi (procuic , volu id , ccumc );
no q u o t a  c e l i ( pr o c u ic i , v o l u i o , tc g c u i e ) ;
write act allowec (procuiu , n~~ c visicility ai (~ cuia) ) ;
rcau r~ot aulowec (prccuic , n c cai( c cui u ));
w r i t e  not  c l l c we o (p r o c u i d , n c c a i ( t e c c u i c ) ) ;
non zero cuota(qcuici);
non _ zero _ r e t s ( q c u i a ) ;

‘ti qc trp (to qcuici ) = h q c trp (to qcuic) + h q c _ t r~ - ( q c u i d ) ;
‘n q c exists (voluic , ocuid) = FALSi~;

~~~~~ n q c  pages useo (qcuia) —> apages;
~ ( r e t u r n s  ~ages useu for cucta cell)

1..IiI A L L Y  r.pages =

~~~~ qc _ [;a~ es _usec (voluic; qcu iu ) [procui dj —> npcgcs;
.,.(extcrr.ai form of h_ge_ pages use-a)

unzr. ounte c v o l u m e ( p r o c u i d ,  v u l u i c )  ;

I
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no quota  c eh l ( c r o c u i a ,  vo l u i d , qcuid);
reau not allowea (procuid , h e e d (qcuid));

u C A i SVt ~i I b .  n q c pages uscc (~~c u i c . ) ;

O~’L~. cnange qc pages usec (qcuio; ripayes)
~ ( ch ar ~ges pages used for quota cell)
Let I0IIIco~S

IL~T~ OEl~ time IS ‘h gc tr~~ updateci (qcuid)
— h qc trp updated (qcuid);

E F FL C IS
‘h qc_pages used (qcuid) = n q c  pages used (qcuid) + ripages ;
‘h _qc_ trp updatca (qcuia) = read clock ( )
‘ a cc t r p ( q c u i c )  = a g e  t r e . ( c c u i o )  +

(time * h _ ge pages used(ccuid))

n c c tr; (qcuiu ) —> trp ;
~ ( r c t u r n s  time recorc. product of cuota cell)
a I cc
i~~IlIALLY t r p  =

r u~. a ~.c trp upuatca (qcuid) —> time;
~- (retur ns time trp last upoated)

l~.l1IALLY time =

vru.~ qc _ t r p ( v o l u i u ;  c c u ia )  [ pr o c u i d ]  — > trp;
.~~c’xtcrnal form of h_cjc trp )
beFI~. I i lOOS

Ih i L c , e r~ time 15 r eaci c l o c k ( )  — h_ge trp updated(gcuid );
cA CE.PTI C~.3

unmour .teu volum e(procuio , voluid ) ;
nc cucta celi(prccuia , voluiu , qcuid)
rca~~ r.ot cliowed(procujd , o a c al (qcuid ));

uc~ iv~
_
~IOi~ a g e  trp (~ cuiu ) + ( t i m e  * h q c  pages used (ccuic));

u r L ~ reset trp (voiuid; qcuiu) [procuicJ —> trD;
~ (reaus anc resets trp for new accounting perioc )
Lu F lo i TI L.~ S

I~-11e GE~ ti~ c IS reao clock() — h q c trp updateci (qcuid);

unmounteo _voiumc(procuid , voluid )
no _ quota  cell ( p r o c u i d , v o l u i d ,  qcu id)  ;
r eac i  w r i t e  not  cllowed (procuid , n_ge aI (ccuid))

tt p = ri qc t r p ( g c u i a )  + ( t i m e  * qc pages used (ccuid));
‘h _ge trp (qcuio) = 0;
‘h qc_ trp updateu (qcujo) = reac clock()

C.~dL. ~‘~L’~~Lj~~ t.
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SaG~~~~ TS

lue segments i.ccul€ is, of cour se , restcrciole for t :’ie
mana.~eo1er4t ot segments , the lc?ical stora-~c unit s of hultic s.
. d i t f l i f l  toiS me-cub , se-yments ore icent itica my uic only. The
local process view of sccments , ~.oere sc~~.cnt nuzLc rs a r c -
use-c, is uetinc0 cy toe cuareso _ spaces mcaule ocscribeu later.

~ c segment creation , a visisili ty access level , a volume , arc
a quota ccli m u s t  cc ~ p c c i t i ec .  The r.c~ seg.:cnt rcsices or,
trAe specifics volume ’ ari~ coar,es its pages to tne sscci fics
quota ccli (~ioicn must also res ice- or. toe sam.e volume ) . The
access level Ck toe new s e gm e n t  is , Ly nece ssity, eceal to-
tact of its associotea cuota cc-li .

..c l~ i i L  is ~isceo cn tOe n~ :ccr of seoments that car. ~c - -

creatco on a giver. volume - . Ir. pr actice , nowever , a vciu~ c-tacic C: c on t e n t s  (‘~~LL) entry will cc rec.uircc f u r  esco
seumer.t. Thus, toe vT cL r c s r c s c r . t s  y e t  c a c t : er  i nst c ac c  of
toe- sn a r e s  t i r . i t c  r e - s ou r c e  ~ r c b i e m .  :~t sr c sent , :- . u lt i c s
~r o v ice s  no L i r e - c t  :rec:.s for ccr~tr~~ilia ; the c o n s w . m t i c n  at
v~~ C s cce. Li::.its or. toe s i z e  or c i r c c t c r  ies ~r c v i u e  an
i r . a i r e c e  f o r m  or c o n t r o l , ou t  t r . i s  is antir oly i n adccm ~ote.

~ven if s o c c r i t v  c a r s i e - c r a t i o r s  a r c  icocrec. , t~ c r €  s t i i~
Cxist .~ a . s e - r i o u z  p r ob i c . :  in r . n c t  a sir - ; lc  u s e r  c a nn o t  cc
cr cver ,tec t : o m  ccr ,~’u ~’t  an a r c i t r o r i l y  l m r ~~e n u . scr  of ‘v T h C
cot  r ic C .

~.i.e pcs~~i~~ie -  s e - m u L l e n  to Le - ie - p roc ic s is tc i n t r o d u c e  t oe
c,,.r.cc:~c e-~ sc~ .:e-r.t -sootas. The src :~os€o :ccta ccli mccnan is ..
a~ reacJ mo1r .tcir~s a scgmc~nt reLerer~cc count. Ly e - r . f o r c r r .- ’~li,.its or. t0ese sc-g...er.t counts , toe use O i  ~ThC entries coule-
cc- contro,~~cu . ~ais ic~~i.ics, oc~ cvcr , an ~cc:ticnal curac-r , on
tu e oser. ..oen rz ov ir . -~ su o t a , t ; .c  user ~culs r e - e s  to srccitv
r.~ t only toe amount 01 page quota to move c ur  ol~~o toe amount
Cr se~ ..cru t quota .

rur .cticns are ueLinc~ tor reaoing anci writing toe contents of
~e~ ments. These functions nave certain sice—et fects , as well.
i f l i t 1 e- i .~ j ,  oil woras of a segment have a valu e- of zcro .

~oe se~ c.cr.ts mocule m aintains a p c e  m ar .  (i.e. a reccro Ct
e-xLStir.; ~agoS ) for eaca se-~ment. Initiall y, a scene-rat ~zms no
cx l s t l r . J  pages. ~ p ace  is c re at c o  the first tine a woro of
toe ~c - e is written. The ~agc rem ains in existence untmi the
sc~ ce-rt is trunc ated to a size toot cxc lue-es the- page.

~ ue treatmen t or zero paces aitter s from that of curre nt
~~lti c s in t~ o rr_ :.ccts. First , recuing from a zero page moes
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not cause- the page to be createc. Second , zero paqes are not
automaticall y ocletec a t  tOe time triey cc-come c~ ndicates for
remcval from main memory.

lcue first citference is motivated cy security ccr .sideratior~s.
‘inc ~aye map icr a segment has the same access level as the
scgmer.~ itseii. Toeretore , a user havina ream access to a
segment , cut not write access , cannot cc perrittec tc ifocify
the page map. ne-ace, re-acing a nonexistent cage cannot be
aliowec to cause- the page to so createc . Unfortunate ly, tnis
restriction causes a aitti cult problem. The solution a~ pcars
to re~ uirc a coanyc to toe ~iultic s processor.

~ne croposal sugoests toot cage tacle  words contain a
rau lt—o n— wri te sic tact can ue usec to cetect toe first time a
pa~ e is writte r . (Sth~J . A ll page tasie wores for zero poecs
couic tuien cc ~irectc -.. tc a single zero pa-ic . Cr,ly woen or .
attcs~-t is mace to ;~rite a zero ‘a~ e wculc a ne~ ocoe be
creates .

lois icc- a can cc c a r r i e - u  a step furtoer cy ncvir.n a
“ z e r c — p a e - c -’ c i t  in s t e a m  of a f a u l t — o n — w r i t e  c it  in cacti ~aoe
ta~ lc ocro . The zero—page b i t  woulu in sly t oo t  any  a t t c- :t  to
t C O O  L t C I .  toe pc~~e su iou l u  al;~ays r e t u r n  a ze ro  w i t u o u t  a ny
f a u l t  or m e m o r y  r e f e r e n c e .  An attemp t to write the page woulc
cause a page Lauit , as usual.

L4arcw are cilanges , of course, are to cc avoicec wherever
pcssi~ ie. In tnis case , a osroware coanee- seems unavoicacle.
c1c~ e-ver , or. interi m solution is possible toot avoi5s m o c . i t v i r~
toe processor. ~oc e f r c .-c t  of t oe i a u l t — o r .— w r i t c -  c i t  coulc cc
£ i O U idt CC.  ~ y a S~~C C i O i  m e m o r y  b o x .  Tais memory ccx woulc save
no real storage. It woulo simply rcturt~a a zero for c-ceo reas
oceration one- wouls cause a fault on cacn write operation .
‘the Kerne l wcuic orran~ e for tne page taule woras of zero
pages to always acoress this special memory cOX. Ceuicatir .a a
mem ory port to tois special mem ory ccx essentially wastes a
portion or toe available absolute acuress scace. lois ,
no wever , uoes not appear to be a serious orawba cuc since me
~.ultics system yet conteraplatem require -s tnc maximum amount of
main memory.

-inc seconc oiltere nce in tne treatment of zero paces , i.e.,
tOe elim ination or automatic ocletior. of zero pages , is not
motivatec cy security consioerations. I-~ather , this cifference
is mc tivatec 

~y a cesire to avoid introducin g niosen
~ccnaniss.s into toe kernel top—level specificatior ,. In
cut r ent a I U l t i C S , the celetion or zero pages occurs at the time
a page is seiectea for removal from main memory. This time
cannot ce precictec using only knowleuge availacle at tne user
in t e r t a c e  anc , consequently, gives rise to non— cetcrministic
an~ sometimes cnor .abous ceriavior . Such behavior ceper .cs upon
tactors sucn as the size of main memor y which are not visitle
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in toe top—level s2eciiication.

Inc conSee~ucraCes ot elim inatina automatic seletion of zero
pages seem toleracle, it not aesirable. inis char .ge is rot
irtcompaticle; it soocle- not cau se  e x i s t i n g  p r o g r a m s  to st o m
worK ing . it will , iuowever , cause storaqe cilarges to be niq~ ct
icr segments mair~tair.ec cy p r og r ams toot e-cliceratelv or
incsvcrtentiy ccccaplisti page ocietion tnrougri zeroin-J ratii cr
taco truncation. L~opctully, toe nurser of sucn se~ aentz is
~~~~~ ar~ toe prograa~3 to~ t m aintain toem can he c000e-cu
eventually. At toe same tire , tols chor.~gc has toe auvortr~oe
of maKin g it ~.cssi..~ie to ue -term ir.e toe size of a seQmemt ~;itO
certainty. m i s  is not now toe case cue to too cr e v i o u s i v
uescricec ncn— cetcrsir~istic ochavior of toe pa:ir .a m e-c oon irn.

~ dO otner se~ ncr.t attr iout c-s are toe sate—ti me use-a (dtu ) Cr.U
toe sate—time :.:ociaiec (ctm ). rcr reasons se-sen sed 5elcu ,
tnese t~.o cttnicctc s arc rrair,tair .ee- ~r, a s:ttcrc. r-.t rashion
ar.e-, conso~ ucr.tly, r.ave OC .:ie’..nOt ~ i tfc rcr .t ncc:’.in::s :r toe
r s e r r a C l — u a s e -u ~.ultics.

in curr ent ~.ultics , toe utu arc ctm ocr a sc--grcr : t ore u’:c.ateu
c-ceo time toe vThC entry fcc coo scsncr.t is u~ oatec . lo i s
occurs .~oc-r. a se~ mcr:t is ce-activate S . It also occurs ~:ocr , ~n
searcoir.-~ toe active seg ent toni c f-o r a ses:crt to
se a c tiv at e , a se~ r c r .t is f c cns~~;it :; a na~~c t~~Li. c t r ~a t  ha :  sc-on
mociiiec . This .retnca oL unc~ tjr,; relie s on nice -cr. mc csmr,isns
000 , iro~

- tnc user s vi e-wuc-ot , results in. r,on—e- cte r -ir .ist ic
un~ otter ar~enaiou~ ccoavicr. Suco ~:novicr uc~ cnus u~~cr.
factors .~aicn are ret vmzic ~ e- ir toe not—l :vel ::ecUicaticr,
SUC,I as toe sine cm toe- activc - sasacot tools .

in once-n to avcic. ir.tro sucor .: nis~ co m c c o a r ~~:ns ir tc t . c
top— levem ~ c - r o c -i S~ e-ci ticOtiGr., a no. .  a:- t~.au  o f unuati r.: stu
anu st.. is propose-c. Ice-all ’.’ , u tu Or.c s to  SOC-sic cc-
on eaco se i.ent reference . 5ir.cc t o i c  is r e t  cccoit:c,
iio~ evcr , C OC  Kernel a..Oir.tOiI ’.s te-o or.uic000rs calie-c toe L~Z C C ’
ur a .. “~, O ci~~iCo ” flags. tur.cticn Is ~r o v i~~cc. to s’TC.atC ctu
an~ stir cOSCS en toe sett~~r:s of the uscc one- nos it ie c m1O ~ C.A s w i l l  ce seer~ in toe- acuress ~Pe-ce m ocuic, tois f u n c t i o n  is
ir.vo~cco automatically at tru e time a segment is ter aina tc e- . It
is also invcKeu autom atically for all initiatcc se~ nen t s a t
toe tine a process is ter~~ir.atec . ..nere ~rcatc- r accurac’: ~~
rc~.julreo , toe upoatir- : f u n c t i o n  can  no ir.vc~c ec e~’:r-1ic1t~ y.
I0i s ~e-umc allow an esitor , for c>~cm :le , tc u :catc e-tt: arc
aLter ~.ritir,; out a cutte r.

recuest to upso te utu onc eta is sor:orec cm lv U
c o t r c . ~ cr~.t r . - ~ usc . on e -  O e - c i f i e e -  L l a ~ s n a v e  Lee-n turr.cs cr .
The roclLic-c Ll~ -j is set eaca tim e a se;ncr.t is wr~ tter .. In
~rir c~ p ie , tile usce- flay shoulo cc Ect eaco tine a sc~ .:~znt is
rea - . or .~r1ttefl . ~ntortuna tciy, security concie-eratio ns
~.L co i ...lt tu1 i s interpretation of toe use-c tla~~. The access 
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level cm toe use-u flay is ecual tc toe access level of the
sey~ e n t .  T h e r e f o r e -, j u st  a: in tOC case of toe t a ge  m a p ,  a
process witn only ne-cs access to the segment cannot be
permittec to coange the use-a flag.

In orcer to p r o v i a c  at least some support for the citu
a t t r i cu r e , ama ye t  no t  v i o l a t e  s e c u r i t y ,  th e  k e r n e l  o f f e r s  a
con~ rcc.ise. ~oe uses u s e  is oi’~avs Set Ly ~rite operations
on a segment. For teas o~ eratior,s, the usec flag is only set
ii toe process access level c-cuals toe segment access level.
Lnoer tue-se ccnaition :, toe-re is nc violation of security .
i cu s , toe st u  shouls  cc i n te r p r e t e c  as t h e  l a s t  t i m e  a sc~~a e nt
*05 u ses  cy a process of the sore access level. ~cte toot in .
sin gle -- access level systems , tois ciL terence causes r.c coon-g o
Cc Lot meaning or e-tu.

44
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‘.uL1sL~~5r ~e-~~e-cA~. cma~~;

Se- cot cLtsct ;.ax outset ~ (maximum sc- -soc -nt crtsct);
~..age ou.:scr ~ ax ~a g e n c .~ ( .r a x i ou , :  sage n . e - s - o c r ) ;
i~.iu~,ut~ :a~ e- si Z e- ~~( r , u f e - e r  of ~c ra s  in a c a g e ) ;

~~~~~~~~ t o t a l  : a ge s ( s e gu l u ;  n - a y e r s )  I~
~~Li...~LiI1 ((i I i >= cage-no ~~~ i <= max raaenc ~

‘
.

n pc;c exist :(secuic , i)j );

~~~~~~~ un m o u r i t c c v o l u o e ( L r c c u i c . ;  v o l e - i a )  IS
I F Th vol s ’ o un t e s ( v o l u i c )  l u T h
~~~~~~ 

‘ ri rcas ailowea (n proc trustcc(~~rocuic ), n pr00 5 (:rocL. i cl ,

45
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n vol rsin al (voluid));

csoLcAo no c uct a c c l i ( p r o cu i c ;  v o lu i c ;  c cu i c )  I~li~ n c c c x i st s ( v o l u i c , ec u i c )  Ti~ Th 1i~.UL

~LSc n rcas allowec (u croc truste c (crocuic ), h croc al(rrccuid) ,— — 

n a c  visibility cl (ccuid) );

cd~~LcA ~ c u t 5 i e- e ¼~c l e v ej 5 ( c c u i u ;  val ) IS
n m rite ailoweo (FhLSL , m a c  visib ility cl(ccuic), val) C~n wr1tc ailowcc (~ ALSc , val, n c- c aI (eicuia));

e-~~sb~ .A~ write not allowcd(crocuic; ci) IS
h w n i t e a l lc- . cc (1 o r c  trustea (prccuid) , a croc al ( c r o c u i c )  , c i)  ;

~~~~~~~ r.o sey .sent (orocuic; volui d ; se-ge -ic ) IS
Ir Th sog exists (voluid , se-~uic) loE~ ~~. e - t
Lb.~ . Th r eoc a l l o~.cc (n crec truscco(c re-cujd ), h :rcc al (cr c cu i d ),

— 

ru se-y visi bi lity al (oc-cuid ))

i~~A . rec~~ r.ot allc-.~cc (prc cuie - ; ci) IS
o r c - aa al1c.~c~~(~~~crcc trustee- (procu io) , h rrcc al (crc cu ie - ), ci);

3

-s.~ cicc~c:
v r ~~ - ,  r e - ce - cloc’c () —> tmoc;
s~~~~c.’ yet i0() —? se-ge -is ;

r .~~~.. acc~ s.~ m e-vat s:
£ L~~ O1 ou. ..cr ,, a;. in  ~ (mcx is-u .; , levo~ num~ er) ;
i.. sb~~ OS s i ze  ~~cc te- ;ory set size);
v .~~., o re-as all o— .~ec(e - ; am ; a-i) — > c;
‘. r~~~ o w rite allcwcu (c ; si;  al) —> ~~;

:L s . .

o p r oc 01 (‘~. r s c u i e - )  — > 31;
L~ o~~~roc t r u s t e o ( p r o c u i L . ) —> t ;

~~~~~ v c l u m c s :
yr  

~~.. ~ vol m m .  ci (voluic) —> ci;
~~~~~~~ .~~V om m C u f l t e c ( v o i u i c )  — >  a ;

t n -~~ yuotc ceUs:
~~~~~ .. cc c xj s t s ( v o l u 1~~; scuic ) —> c;
v e- .. o c . ~i:isility al~~~cuici ) —> a m ;
~

- i L .  cc cl (ucuie-) —> ai
sFL.~ C..cO ye qc rCLS (C cu ic ; i)
or c.. c000 3 e .~c p a g e s  uses (-s c s ic ;  i )  

~~
- - -



_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

5V r L . .  c r ea t e  s e g (v s l ;  v o l e - i s ;  c c u i c l ) [ p r o c u i d ]  — > :c~~u id;
~ ( c r e a t e:  a n.e-v s e g m e ot )
LALck i lL,~unr~1ountc-u vol um c(procu i~., vo le - Ic);

no aucta scml (jn cc um ~~, y e - m e - i s, ~scui c);ou t s ic e qc l c v e l s ( c c u i s , v a l ) ;
writ e not allc’.,c5 (~ rocui d , vat);

Li: FLC 13
seguie- = ~~~~~~~~~~~ ~et u i e -  ()
‘~~~se~~~Vis1 bili ty~~~i(5e~~uiu ) = v a t ;
L. scg ac (se-gu lc ) = ccuic ;
n scs cxi:t:(vclu ~ d , :c-gui a) =

Lic~~Cic di cnc .n-; c ~. c r cfs (~~c u i cl , 1)

-
~~ o .i sc~~~cxi :Ls(vcluio ; :e-~: J i e - )  — >  e - - ;

~~ t r u e  U :e-~s.e-nt exists )
l~~ e-c~~

=

di’ e-~~ 0 5 5  v i 5 io 1 i it ~~~s . ( S c — ; u 1 s )  — >  ci ;
.~. ( r e t u r n . s  cc e -e - s ... l e - V e l  u l  s’..- : m ~~r ,n c r s a o c r )

1~~imI.~LL~ O~. =

say  v i : i m l i it y s i ( v c lu i c ;  s~m : u m e - ) [ r r c c u 1 c I  — >  c i ;
.. (cxterr ..rj. torn of ce~~~vm:i~~~1itm ; as)
L.~~cc~~ ~

s i : c u r .t e ..~~~’~5i~~~~C ( S L O e- s i c, volum e - )
no se --~:ert (‘:rocu~ c:, V o l e - i s , SC~~ U i e - )

~~~~~~~~ ~~~~ 10.. 0 4 ‘/ i : I c i i ity  ci (5 c : 1 : l c)

scg  ci ( 5 5 .~~~i a )  —> a ... ;
~ ( c c - t u r n :  .ocsi:s l c v c l  Os

n Cc cl (~ se-c cc(:ccuIe -)

se - c  am ( v o ~.s1c;  : c c u i u )1c r o c s i~, J  — >  at;
.~ (c ots m d  mor:. of o se; 3m)
~~~~~~~~~~~~~~~~ ~~~~~~

ur .mountcu~~’c is...c(:rocui- ., vc i u~ n);
no seys  e - n t (~~r e cu i c , v e - l u i c , s c - g e - i c )

~~~~ ‘.~~~~~i is. o see- am (Sc--.j Uis)

‘~~L d.. ii c e- ;  ~c (se;umd ) — >  ce-sic ;
‘? (retur n: quota cc-li sic :1 :c;m,Ent)

i.-.I.. It.5LI ~cuiu =

V L ’ d.. s e - ;  c ( v s m u i c ;  ceg u iu )jp r oc um cj — >  gcsim;

~ ( e x t e r n a l  ~or... of ~ sey cc)
.~

ur..Tour.t:c VOls e(n -rocu ie-, ve-l ic);

‘.1 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~-~~ - -~~~~~~~ -~~-__



~~~~~~~~~~~~~~~~~~~~~~~

no segnient (procuid , voluic , seguic);
re-au not allcwed(procuiu , h seg visibility al(sequic- ));

LLi~I i l I~Th o seg q c ( s c g u i a )

L~~s.-. u c le t e  sey ( v c l ui o ;  s e g u i a ) [ p r e c u i e -j ;
~ (se le tes  a s c o n e -n t )  

_ 

- 
.1

access level al IS a seg visib ility al (sccuie- );
quo ta cell uic qcuis IS h seg qc(se-guio);

unmoun tes voluno (crocuic , vciui c );
rio se~ merit (pnocui c , voluid , sc-ge-ic);
write not allowed (yrocuid , c i )

~
~FFLdT~~ 3F truncate :c;(voluid , sc- ce -ic, 1.. , ~rocuic );
n s eg cxi :ts(voluici, e c U i G )  =

Lr~~LCT3O F  ccanqe cc rc -is(ccui c, ~i);

~~~~ ..nm te sey(scguie-; o:fset; wore - );

~ ( w r i t e s  a w o r e -  of a s e gm e n t )
bcF 1..I~~!~ :~3

I~~1LULi-~ ~a-genc IS (osrset + page Size) / n-ace sine;
r.r r cC i.~

r1 se-c u : o c ( se e u i c)  =

n seg :sccirieu(s cguics ) = T : . L L ;
‘ scg cc-nten ts(sessiu , ctfsct) = ;;orc;
‘ .. pa--;e e~~iStS (Sc-cuic , ccgcnO ) = 11
u pa-ce exists(scyuis , cage -no) =>

L r r LC l e-~~~~~~~ F coange cc pages uscu (h sec c’c(secuio) , 1)

~~v r s . -. re-se- scy(~.r ocuie - ; se-gui s ; otL sct ) — )  word;
3 W O t S  SL  a 5- e g s c f l t )

Li: C

o w r i t e  a i i o w c c ( r A L S L , n cr c c a l ( p r c c u i e - ) ,  ii seg a l ( s c g u i d ) )
> ‘ o se-g useu(seguic ) =

~crc = .s ue-;con tenos(:cguic , cttce t);

v r ~~~. O S O g ce oter.ts (e-eculc ; ottact) — > worc;
.~ ( r c t u r r ,s a w c r 5  C: a s ec : c nt )
r.1 s e- c . ;
L’.IiIi -~LLm -.~or~.i =

o n-c-g e exists (:c-guio; pageno) — ) e- ;
~ (tru .: ~t co-c e exists)
nice-5.,
i . . i i I~~Li.. i c =

V : . e x i s t i n g  r a y e s ( v e - l u i c ;  s e y u i a ) [ c r o c u i c ]  — >  0 0 cr ;
~ ( r s t u r r . z ...~i t  .~~p of C X i S t m n : ~ ~cees  o~ ~c~~s c n t )
L. . -~. i r . rj  .& L.~ ..

un :.curccs voiuse(rrccuiu , v o l u i c ) ;
rQ segscnt (rrocuic , voluic , seguiu );
re-au rot clmcweo (procuia , ii se-g al (seguid));

_  _  _ _



_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  
~~~~~

e- L h l V r~.A  lo~ ‘~ e -L i d i ’  (~~ Gr~ 
j ~~~o- -I I i-b m a x  : a o cn o :

a page cx i st s ( :e cu i o , i));

‘~~e- .. t r u n c a t e  s eg ( v o lu i c . ; s cy u i s ;  p a g e -n c )  [ cr o c u i c ] ;
~ ( t r u n c at e s  a s e- s i c -n t  to p a g e -n o  p a g e s )

ur i iacuntes v o l u n e ( p r o c u i d ,  v o l u i s ) ;
no secnert (..rocuie- , volui e-, se-ne -ia) ; —

write ne-c allcwee- (procuic , n sc; ai (nc~~uic));
Lr r C . CI~

L ..IL..A LL ~ I i > p-cceno ?~ .c i <= max cage-no
a page-- cxic ts(segu1u , i) = FAL Se- ;

5t’FLCIS oF ctiange cc pages uscn (n se~ cc (:c~sule - )
—total pcges( sccuie-, p c c c r . o  + 1)

r Ors~~ i I i. > Lagcr .o * n.age size ~~~~~~~~

i c= m a x  cayeno * r a z e  s i ze
‘ a seg cOn tcots(se-~~ui e- , i) =

v r u . .  a sty  u s e c ( s c yu i 4  — > a ;
,~~truc i t  se~~oenc  no :  c e - e n  u s o c  s i n ce  l a s t reset)

L =

.~ sc-c r o s i z i e c ( : c g u i e - )  — > c;
~ (true it se - -~m e - nn - r o e -  ce-en ~~~~~~~~ :~~nce las t re-set)
oi L.. ;

0 =

v r ~~~ ., o se ;  ~. t U ( ~~c - ~5l~.) —> tire;

~ (return s ~..ot€~~ti: C u S o c  for :ce-.;cnt)
i1l5.. a..
m..i i . . . .L L~~ 1 1 5  =

v r e - . .  a 
- e-~~g s t s,( ; ...g sl...) —> t i - r e - ;

..i cc-tu rr .: con e -—ti r e - m e-citie s :or secmcr .t)
e- . h . L L L .,  

~
i . . i  ~l~~LL~ t i c  =

Sc’s stu ctsr( v oluie - ; se-guls ) [crocuiu] — >  t t ;

~ (extcrr,ai icr.:. o t  eg cLu crc fl see c t : )
OLi :  u i~~ lL~..~~

Th~~co- t.r otu l.~ Ii: ii sos  u s e c ( s c J u i e - )  1i:~~ .- i reaL cloc,c ()
cLSL 0 se-g at u  ( se .~ s i c )

i,.Ic..,Lr. utm IS It’ a seg 000iLics(scsJic ) re-cc clcc~~()LL S~. a seg ¼..t s ( S C C .’ J i d )
LL r iI’_n.~~~

ULin -Ou ntoc vclumt : (procumc , vc lu i e-)
r.o scym cr .t (~~r c eu i c , VOl e - ie - , secuic.);
t C O u  n o t  O l I O w O G  (proculo , o se-q at (ce -iule - )

V £.~... i ., i -. (c .t U , at:) ;

~~~~~ coanyc stc ctr(S equm o) ;
~ ( u a c a t c S  ....tu a ra.. s t r~)

4.)
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EL~F L C i 3
a seg useo(secjuio) => ‘ n sc-cj d t u ( s c g u i c )  = read clock~~~;n seg i~ouities (seguid ) > ‘h seg atrn (scguic) = re-au clcck~~~;‘a seg usec (seguid) = FAL S E ;  

— —

‘n seg mooifies (seguic) = FALS i. . ;

c r c . .  u~~..at e u tu c t m ( v o l u i u ;  s e g u i a ) [ p r o c u i c J ;
. ( e - x t c r n c l  icr i, sr cnange c.tu ot:)
. A L L i -~m i L t ~5

unmountec voiume (procuid , volL id );
no s eg m e n t ( p r o c u i d , v o l u i c , s e g u i c ) ;
e-rite not allowes (procuic , h sec al(secuie- ));

ci: r LCIS
ErrsCT3 oi’ ct’.ar,ge ate- otm (socuici )

C. L.L,

su

~

-

~

—-  - -  -_ - ~ ----- ~~~~- -- -~~--~~-~~ - -~~~ - ~~~~ ~~-- - --- - - - 



r -

Cr~A PlLt~ i~I

~~~~~~~~~ k~~o~~53 £FACLS

inc acuress scaces mocule supports t~ e binding of segm- er.t
numbers to segments ~.itnin a process as well as the qrantin c
ano revoKin. c~ current access to segments. Tnis inocule also
proviaes r~crnel ir,tertace tunctions ror re-acing and writi ng
segments.

j O e -  c mr . s i r .y or  a segment nunce r to a segment is acconmlished
cy tfle assi~ r :e-yra ’ tur ,ction. ote tnat t~ie kernel does rot
select toe- scy..eot numo er. l O i S  s e l e c t i o n  i s  p er t c r. r e c .  b y
toe su~ er~~iscr , toe-s relieving toe kernel of a russ er of
ccs.~Kecp ing cacres. inror cra ticn ce-out assicncs se- - ’ment : is
KC~~C in a cer— ~ rocc:: ta...ie- cailec tne Known. sen-me rt tacle

~ae ~st is re-cre-ser,tes cy a collection of v—fu n cti ons .

ioe a5si~.rascot ci a sea~-cn t nu., ~..er tc a :ecm en t COOS n o t  m a k e
toe sey ~.e - r .t a i r e c t l y  3 e - C e - S S i d l C .  I b i s  is a c c c s c l m s o c - c a ’;
anocne-r fe-ncti cn caileb ‘give ce-cess ’ for u-m ica toe- caller
si.ccm:ic: coo acces s mo-se-, n r c  e - r a c k c t s , call Im :.itcr , cr.c
5 , 3 A i S u, .  le-r ..ts. or t ile- : c c s er .t .  ‘jOe- reL ue st c-a access soac is
:..o s i k i c s , 11 n o c e s so r y ,  cy t oe  kerrel to  c o r . :o r s  tc access
mo v e -i re~~tnictidr ,S . ~.ot c -  t a ct  cn ~ n r c cc : s  can o r a n t  itne li
access ne- a Ee—~0c.nt in tnis Lasm ior. ~io’.;c-ver , i t  c xP e c t c c
Loot toe- su~ crv ie -or uili control toe use- ci toe give access
luoct ice - cc as to er.tcrce use L . u l t i c 5  access ccr:trcl list
(~~.L) policy. .\iso , toe su~ crvi :or viii er .force nos nir y
craCKet acmi cl . jot kernel insist : onlv toot cc ssc-n t n in -~
aracKe-t : ~e t C t S l c e- -  toc Kernel n rc.

~ uur. ctme -n is crevices to revoke the current access ci all
pr o c e ss e s  to a ~iven segment. Inis tunct :on can be US e - c  57
toe su~ ervi sor to iorc e- cli crocesscs to rccom~ e-te access to a
:eyisent alter an AoL mas ce-en cocngeo . or.ce access mac ce-en
revcKec , suasc-~~u e r ~t references tc toe :e-:mer.t ~‘ill  c a u s e  an .
e-Xc cction . IL’LlS exception is mnp -lem .c- r.tec as a tault toat will
cc c ir e c t e c .  to the  s up e r v i s o r .  In  n c r . c l i n g  t h i s  f a u l t , t ac
s up e r v i s or  w i l l  c a l c u l a t e -  t h e  access or t he  f a u l t i n g  prccess
to toe segment ar.~.. tnen invc~ € tnc give access function.
A lter te-is, execution can Le resume-c from . tae p oint at which
toe taum t occorrec .

‘j O C  auc.ress cacces ~cse-ie incluocs t h e -  r e v c K c  vol access
r u n ct l c n  ‘,-, o i c m  is n i soer .  f r o n  toe K e r n e l  i n t e r f a c e .  At  t he
timc a volc:.~ is c.ei.cunecc, access to all segments or. toe
vciu:..e is revc~ eo cy use of tnjs function. 1005,  if  toe
vCi u...e :e-culc later cc re.:cunteo , all crOces sc-s will be torcec
to rece-.;.~:.~te- access to se-snents or. toe volume. lois ceririt : a
user to coor . -~c toe £~ L L  of a segment cr a uemountec volume 3n.d

51
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oc- assures toot nis cn ar ~~c ~il 1 t a k e -  e r i e - c t  as soon as the
vclur.e is r c m o u r .t e a .

lore-c acatract luncticn s , calico “re-ac ” , ‘~.rit e” , and “fetch” ,
are s~ e-cifics in toe auure-ss spaces mocule. These functions
00 not  c i r ec t l y  c o r r e s pon u  to any actual kernel interface -s.
x~atncr , tney rc-prescr .t the memory reference occrations
associate-s vito whole  classes of machin e- instructicns . Icr
exame -le , toe re-ac function is inc.icativc of all load
instroctiors ~..oere-as te-e write fun ction is ir.aicctive of al l
store- instruction :. inc fetch function is usc-c by tne
ac :tract macnine - interpreter to fetcn instructions.

D2

—4



t-~cicU Lc. aaorc-sc s2aces

level r.uiaoer ti.~’lLGEi. in I u < in AL.C lr, <= max ln};
category set : tV~~ TO4~_

(
~F c~~C L E A -~ cs I LL~.~~1zi (c~ ) cs size};

access_level : 3f1\UCT (level numser sir.;
category set scs;
level r .umc er  i ln ;
category _set ics)

~.roccss uic .  : 1 ’2i..biR;
volua c uis
quota cell uis : I.~TEGEi.;s c o~ent uiu :
access irocc : t~~ LTCi’. o F  ~O LEA~. ar: I LLL.CTX -. ( a e - )  = 3 ) ;

ring r.u~:.e-cr : {IoiL.GEi~ rn  u <= rn  Ah L rn  <= m a x r i n g } ;
ring aracKets t~JEb lo~~~cF ring n.umnc- r rb I L b’Io(rc) =

ccii m im ite r : t1i. ’lcsL~ ci —l <= ci A~-~c ci <= ma :- : c i ) ;
: tI...c-.~cc Sr. I c <= sa. ~~L sn <= ~ax :c;ncJ ;

~ag.:.e-r.t ce-rset ~~~~~~~ so I u < so ?.~~~ so < :::a< offsct j ;
mccnir .e~~ cru : I . . i E -~ Lx~ ;

.~rocess  cit . p r o c u ic , c r o c ;
voluce uit. voluis;
a.uota ceil uio ~cuis;Se-~:ent uic. s e -gu i c ;
access  j tV c . i  ci;
access ..o~ a ., O u e - , g i v e r .  mccc ;
nin~~ num...cr nlr.y ;
ni r .c 4racKct: ne - ;
c~~J. .A. li::, i tcr  c i;
segment nuiro cr sc-g r.c;
:eg::er.t criset Qilset ;..‘acoir . c- w or c  vuro ;
Lc~..LLLc, a;
I iLL. C.~\ i ;

~~~~~~~ ~

r i n g _ f l u me - c r K e r n e l  ring S (n i g he st  n i r . c  u se-a  by ice-m el)
n i r .~ n u r c Cr  .Lax rir .; .~ (maximum ring flume -er)
ccii limiter r.ax ci S(raxirru.:, ccii lirri t ar);
sega~er.t r:u: .~.er :.cx se- no 5(maxirnuri sec~ment nurce r);

Li t.: ~~~~~~~~~~~~~~~~~~~~~~~

acctss r.cue r.-jmi rose 1.5 VLL i~~~ (FAL . L , r’AL....., F AL ~~i~ ) ;

— - - ~~~~~~~~~~~~~~~~~ 
.—

~~~
-- 

-~~~~~~ ~~-~~-
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~~~~~~~~~~~~~~~~~~~~~~~~~~~

access mose rew mace 1.5 V .5CTCi~ (~~ u.5, ~~~~~ T~ UL)access moce re ii oce IS VdCi’Cir. (T x U~~, ‘IbUL , ~‘ALSL);

~~ oLLiA~ write not allowed (procuiu; al) 1.5
Th write_al1owcc (n proc trustcu (~~rocuio ), n r.roc al (~ rocuic), ci);

~c~ LcA.~ un:our.tcu vciunte (~-rocuid; voiuia) IS
iF Th vol r..ounteo(voluic) ‘l’~ s~-~ TbUE~t~L.5~I ‘n recc ailovec (Ii proc trustec (procuic) , k~~prcc al (~ rocuic )

o voi min al (voluic)

accLcA.-. no segnent( rroculc ; voluis; se-guic) I.~
iF T h s e g e x i s ts (v o l u ic , soJuic ) i~~e-h Ti~~L E
Lc~~.. Th reao clicwec (n~~ roc trust co (~~rocuia ), n croc al (procui c ),

n se-g visicility al(se;uic));

.ccLcA.. sc-qr .o in. use (procuia ; scgno) 1.5

~(n Kst se-guia (procuis, seync) =

one-se-a segr.c (pnocuic.; sc~ no) IS
.. icst segum... (prccuic, se-gr .c) = ?;

...~ cLcA . ir .vaiic ::cce(:rce) IS
= r~ulm moue ~~ moce [lJ );

_cL,LEA~ lr.valiu rln -J LracKe -t s (re - ) I~(.~errcl rin ; < r e - [iJ
rc[l J < r~~[~~j A.a
r0[~.j <= r e - j 3 J );

r.o .-.rl tc ccr . i.5ion (;:rcccic; n ir -~ ; sc~~no ) I~(o t . ~c c e - ( o r c c c i u , s c c r o ) i ~~j A . ~ri r.g (= o K c t r a ( e - r o c u i L . , sc~jrc)[i] )~

L.~~~LcL,A., no teas serr,;1::icn (crocui0; n c ;  ~ c c n c )  j
~

~ ( m  ~st m o C e ( c r c c u i d , sc~n s o ) L i J  A~-~i~
tin.-,, K = .~~K st r.. (r .rc-cui.. , ce:~r.o)1i~ );

~~% .AJLLA.~ n o e ~.ccutc perm iszicr.(p roc .iic; rin d’; sc~~so ) IS
‘~(r1 icst rooc ~ procuic , se-gr.o)[~~] A..c

r lr.g ~~ ni i’::t r-’ (~~rocuis , 5e-~ric ) [2] A.-.L
rin g >= o Kst rc (procu iu , sogr.o)[1]);

L~~LL.A.. ur .ce-finec access (procuia; scgr .o) IS
Th~~ st access ceti r.se - (pr ocuic, scqno);

c~oLctci out or ~cunc: (~~rocuic; sc-;r.o; offset) IS
oiisct > o~~ st i ax _cLtsot(procui d , segnio);

page guota ovenflo ’,i (qcuio) IS
.. cc pcgcs usca (.~cu io) = n c ~c pagcs(qcuia);

54
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i z - ~~ .- . access ie v el s :
level nuu~ er ocx In s(maximum level n u n ~~c r )
I~~la~ Lx~ cs_size $ (catc-gory set size);
v.~C.. o re-as alio~ e-c (c; ci; al) —> a ;
vt- u.~ Ll~~ rite allowes (o; ci; ci) —> ir;
~~~u.. n r c au v r i tc a l l o w e a ( c ;  ci; al) —> e- ;

ti c ., processes:
V r L -.. n proc exi :ts(procuia) — >  b ;

vr LJ .~ n prcc ai (procuic) —> ci;
‘v r c .~ n proc truste e- (~.rocuiC) —> b;

r L \~~~.
- . v c i u . . e s :

~~~~~~~~ n vol mounteo (voiuid ) —> a ;
V r L . ~ n vol r.ir. al (vclu~ c) —> al;

~~~~~ cuota cells:
v r ~J.. o c c page-s (gcuis) — > i ;
~rL.. z.~~ c page s useo(Lcuia) — > i ;

se~ m. €- nt c t L : ot  ::.ox c r r s e - t  .. ( . : a x i r u m  se c m c - r t c f f a e t ) ;
~tL~ n sCg exiStS(voiuiu ; seguic) —> a;
vre- .. n scg vi sia -iiityci (se-;ui.) — >  c i ;
‘~ ru . .  n scg a l ( s e - g -uis) — >  al;
~‘r U.. o seg c4c (seguic) —> ~ceic;ut u .-. v r l t e se- ij ( s e g u i u ;  o r I se t ;  w c r _ ) ;
~iv r L . ~ r e -a c  s eg (p r o c u i o ;  s equ i c ;  oti:ct) —>

c o a n g e  -_ .t e - ct.; (sc  ~ u i c )

g

assi g n sc~ no(voluis; sesuis ; sc~ no ) [procuic] ;
~ (assi:ns a se-;..c-nt rlu. .e-cr to a segment)

AL a ~~ 1’ 1 u S
seyno in usc(crocui c , scgr.o);
S
n~~ st vcluia(procuic , segno) = voluid;

‘o kst_ seguid(procuio , s c - no) = se~-juid;‘n icst access cctincc (~~rocu ic , segno ) = FALSE;

~~~~~ .1 Kst voiUic (~ rocuic; segr.o) —> vciuis;
~ (rcturrs voiui e- Cr  assigreci segr.o)

I . . i l~~~~~~~~Li, f voluio = ?;

~~~~ icst vciuiu (segr .o)[procuic] —> voiuic.;
~ (cxtarn;l form of n icst voluiu )



ur’useçA segnlo(scgno)

~~ t~l V A i I ~~ nt k s t v o lu i d ( o r o c u i o ,. s e gn o ) ;

~~~~~ n kst seguid (procui ci; segno) -> seguid;
~ ( r e t u r r i s  seguic  of ass igned  segno )
tiILi~Li’~;
I..ITIt~LLY seguis = ?; -

~ii-~~o K S t _ S e gu i o ( S e ~~flo)  f p r c c u i a ]  —> Se-guici ;
~ ( e x t e r n a l  f o r m  of n ks t s e g ui ~~)
L,~Lt.~~i I C 1 . 5

ur.use c~ se-gr .o(procuio, segno);is ~cst s egu i c  ( c r o c u i c i , s eg ro )  ;

~~~~~~ :5 ~ st  access c e f i n e u ( c r o c u i c ;  se~~no )  —> b ;
Q i tru e i L  a~~ce--:s a o t l n e~ to segmen t ton croce-ss)
~1lL . L . . . . ;
l..I~’Ie.LL~ C = FAL~~a ;

give access(scgno; offset; nose; re - ; ci ) (crccuic~j — >  giver . mccc- ;
a jrccc:s access to a seg.i~ent ant. returr.s giv e-n mccc-)

~~at  ~~~~~~~~
vol e-i c uici vo le-i IS o ic:t vol u io (crccuie- , secino);
seg.i~er.t u io  seguic .  if  is kst scquic(crccuic~, se~ nc);access ievei ci I~ a aeg ci (sc-guic );
aCCIL5A.-d rccsae-lc 1.5 reac alicwed (n prcc triict e-c (rro cu ic ),

n prcc ci (trocuid ) , ci)
~~~~~~~ w r i t c e - I c  1.5 is re -s ri u r i t e  allowcc (

n proc trust ec (procuid ) , h ~roc al(mrccui~~) , ci);
accoss reuc .ccx mose IS I~ w n i t a c i e  T J~~-~ rev mcc c

LLS~. I c  recciacle ~~~~ re mccc
LLSL r.uil moco;

t.~~~C~~~~- 1  I ,m . c

irsvclic moos (moe-c);
invalic rin~ z.tccKcts (r.);
ur.usec secr.o(z.rccuic, c:cr.o);
u n m o i i n t e u  voj . u m e ( c r c c e - i o , v o l e - i c ) ;
no seg ::crt (procuio , voiui c , seguid);

given mo...e = vL~~ic i~ ( t ’C i- I F~~C:~ 1 TO 3:
m o d e - t i ]  A:~~ oa~ m o c e [ i l ) ;

‘n ks t i~ax c f t s c t ( p r o c u i c i , se gn o )  = offset;
n lcst ncuc(procuic , sc-gr ,o)  = giver ._ rr ooe ;

‘~s Kst rc(procuis , sccno) = ro;
~ icst ci (procuic. , Segr.o) = ci;
‘ a ~st access  s e ti r . c u( ~~r o c ui a , s e c in o )  = Tk~UE;

~~~~~ n r ~ct ax _ ctt sct (proc uiu ; segr.o) —> o f f s e t ;
~ (maxirs . on set tnat car. cc relcrer.ceL~ jr segment)

l liI~ Lc .~ oLtSc t =

V r L .~ -~st ~cx otrsee (scgr.o) [procuioj —> offset;

- -



r ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

-

~~~

—- - 

~

-- - -

~~~

- -
~~~~~~~~~

--

~~~~~

- -  

~~~~~~~~~~~~~~~~~~~~

~- ( e x t e r n a l  t e r m  of n k st  isax o t t s e t )
s/~.CLk-’L’ Ion..

ur,usec segno(procuici , se-gno) ;
unoerinec access (procuio , se~ no );IvAlIC .~ n Kst ma :~ otise-t(procu i.., seano);

V t L .J.~ n kst moce (procuis; segr.o) —> moat ;
S (retumn.s accc.ss rose to segment for process)

l.d~’iAi.L~ moce =

~.:u.. KEt .;ooc(se;r.o) [Lrccui d] — >  S O U C ;

~ (exterr .ai form ct n Kct rccc)
~.

unusec sc-gno (procui c, segro);
unocLir .eu access (crocuic , sc-gnc);

0 K SC  ;. o e - e ( u r o c u i c , s e - a r c ) ;

~~~~~~~ a~~ . st r u t ~~r o cu i c ;  se -~r . e)  — >  rc;
~~( r et u r r . :  r i r .c. . . .r ac\ e ts  01 Sc~s . C rt  t ot  l r C c C s S )
O l e - c L .-.;
i..i~~l~~LL~ rc = ?;

~ r e-.. i .st  r.~(segr.o)L~~rocui oj — > rc;
(extcrr.ci nor:. of ri K S L  rc )

L _....k~i ~~~~
unusco scgno (~~rocurs , sc~ ro);
uncerir .e .. acccs~~(pruculc , sc -coo);

i r,i l~. j .  :1 K S t  rc(~~rocuia , segr.u);

~~~~~~~~~~ a K:t ci(~-rocu1c. ; sc~ nc) —> ci.;
~ ( r e t u r n s  ccli ii ..iter or segment ton crccess)

a~~c.. ;
I..li It~LLi. ci =

~~~~~~~~~~ Kst cl (se .r.o)[prcculc. ] — >  ci;
~ i extcrn,ci for..: ci ii k s t  c i )
I. ~.. cr 2  1 o: •

U1suscc scgnc (rrccuic , se-gre - );
ur.ceflneu ccces:(::rocuic , segric.);

ii k st  cl (croculc, scgr.o);

~~re- .. revoke access(volui~~; segui ci ) [prccuid ];
~ (tevoKe: access to seg.ner.t from all processes

forces access to be recomcutc-c~)
I

unmouncec. vuls,:e(crccuiu , voiuic.);
r.o sc-g...ent(, racuio , voluid , se-quid );
~.ritc not allowec(r~rocuia , h sc; al (scguic));

tUk~ALL ~.roc I h proc exists (proc) :
( i a i ALL scgr.o I O r . st  seguio (prcc , secno) = Ee uic :
‘ n~~cst access uefinco (jrcc, segno) = t A L S L) ;

‘:1,
-
I

~



r ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

- -  _ _ _ _ _ _ _ _ _ _~~~~~~~~~~~~~~

.~.5u.. te -VOKe - vol acccss(vcluic; crocuic);
~ (rcv o~es access to cii segments or a volume)

r r c. Li ~
~C~ALL seguis I n seg cxists (voiuid , seyuic) :
~FFcC-l S UI- revoke acccss (voiujc , sc~ uid , orocuic);

o~ u.. release segno (segno) [procuic)
~ (relcases a segment numser)

segment uic seguic iS a K S t  s e gu i c (p r o c u i s , s e g r o) ;

U f l U S C c se~ no (prccui 5, secgno);
cL ’I .~~

0 icst  sc:_ ie- (pro cuia , sc;rio) =

a~~.nitc ailovcu (~-. crcc trustes (srocu ie- ), h crec al (~~rccui a ), -

n scc ~ ai (seguic.)) >
e - i r t . C i S  .F caar.~,c ctu ctm (sc;uiu)

c c ...~ ~:ur..L a0crca: s~ ace (proc );
.(re-iease: e- ii  sc-~ . ents in a..cr ee-s 5-gace ot nroce-ss)
r r a

~C1AALL se-gob I n KI t  scg..is (crcc , scgisc) = P
cc reiea2e scgno(scgn.c, proc);

c r ~~ .. ~.ri Lc (segno; crLsct ; ‘.-,oru)tcrocuis ; ring) ;
a ~c rc .  or  a se-g re-nt)

c~~ ’
volume uic voisi.. iS is ~zst vcluia (:- rccuic. , sc-gnc);
segment Un. s a c u i c  iS a ~st s e g u i c ( r r c c u i c , s c g n o ) ;
cucta ccl]. uic. gcuic If a seg Lc(seguic )

c / ,.. ar ~
ur~u scu  se~ i. - (procuic , z~~cino)
unirounte c voiumc(arocuic. , v - e - i u i c . ) ;
n.e se-;r:cr.~~(;rcce1o , v~~lui u , se-q uit.);
un cenincc cccecs(procuic , sc cr.c);
no onite permis sicn (srccui s , n r c , sc-gno);
out ci coura..s(prccuio , sc gr.o, criset) ;
~ O g C quota ovcrrioa(ccuis);

Er rL C~~
CF write se-g (scguiu , offset , worc);

o~~re-.. rcaa( :c--gn .o; offset) [proculd; ring) —> wors;
~ (reacs a wor s  f ror s  a sec oen t )
LL~ ~~~~~~~~volume U i G  voIuic IS n Jcst vcluic (procuia , segro)

sc-gmcnt Un.  sc.-iuic~ is ri Kst sc-~-u is(prccui c., scanc) ;

unusec. segr.o(procuic, scanc);
ur.rrour,tec voiurcftrccui c , yore -id );
r.o se~mcr .t(prccuiu, voluici , seoul...);
uncict ir~e~ access(~~rocuiu , se-coo);
no reac j;ermis~ ion (trocuis , ring, segno);

L ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



out of councis(procuic , segno , offset);
t. F FL CTS

t.rFI.CTS Li’ re-ca scg (procui e-, secuid , offset) = wora;

CV~ L.-. tetcn (segno; offset) [prcculc. ; ring] —> v oru ;
S (rc-tcnes an instructi un vets from a sc-smcr .t)
Ce-FlaIl IC~~S

voluire ui c vole-ia IS ~s~~cst vciui c (groc uic , ze~ nc);
segment uia seouia IS a ~st s~~ uiu (srocuiL , scgr.c);

otr I  IUa~
ur.uSea segno(proculu , scgnc);
unmountes vclume (~~rocuic , vcluiu) ;
no sc-gser.t(erocui c, vole-ic , se-cjeia);
ur.actir.es acccss(prccuia , scgno);
no execute cerr-iss ion(~~rccui e- , nir.c , se~ r.c);
cut of cuuncs (proce-ic., sc-g r.o, oI±sct );

L F F a CT ~
LF i ’t . CT~~~LF re-as cie g(~~r o c u i c , ac-cu i c , c f f ~set )  .~.ord;
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~~iL S S A cE  f-L~,..i~~TS

t~ m essage segment is a spec ia l  t y p e -  of segment tnat serves as
a container for so-slier ocjects cailec message-s. Cniainall y,
it  ~ as c nv i s i c r , ec  t o at  a sincle ness -ag e segmer.t c-cub hoic
:. essaoes  of various access lcveis . ihi~ we-S to cc
cc c om p i i sn c - o  cy e s t ac l i s ni ng  a m i r . l r u m  a rc  m a x i m u m  access
level for ce-ca message secjmert . .:esEs-~es witoin a g iven
message sc;;er.t couic tflcr . cc- assj-g r.cc c. cistinct access levels
-~itnir. toe- aLloy-cc access rar.ce. Tn i s , in f a c t , is
c-sac-n e-icIly t~.e case in current :1-ultics. L’nfortun atciy,
iso~ ever , tais ret ooL of snanir.g a rr c-ssace se --sac --n t amcnc
muiticie access Ie-VCIS pro se-ce-s cnictuer lnSte-nce Cf toe oma re c.
u nite - nc- source proale.:.

cisc -  a a p r o a c n  act  ce-cr . se-c e-St e- c. [se-al tr a t restricts rczcasc
ac~ mcnts to a sir-m rs ace-ass it-ye !, cut rrcviacs an . ‘ ccc e-~ce -e -atsii it -j, i.e. a L i C . . 2 S g r sc c s a  to ae -e -  mc s s :-~ ec to n c s s c — sc
sc-gre -n e - s or -

~~.l or  g r e a t e r  access  l e - V e - I t .  u r r f - c r t e - r - a t c l v,
unuer tan. SCoCi C , c :rccs-ss ce-ala rot , irs g e n e r a l , t e e - a

it ne-c cc.acc. ;nis vcuia create
lnco..~~atioilatres ir. a ru e-cr c~ message so:mrcr,t ccnllcatiorss .
..ost r :oe-iceae -tv, it voule- ~ro.;i.~iz certai n users frcm listing
to e-it ;eoaiz -.; ...~.rint arc acoer.tcc re-ce -cats. e - f course , cc
caere- ~cun. cC c t L a c t e s .~ at  a i r , - c l e  e - C - e - L 5 5  ~cvel sites.

It ~~j U i c .  a-.:ecr tact a :cc.e ccmpe -ti ale e-ciu t ion (i.e. cr.c trat
su~~~crts . -e - i t i -. l e-  access  i e - v c - i  rassa~.e se~ .re-r ,ts ) r e - ce - i r e - s a
cu :..e-rs o :~e- re-cocnis.r .or ~arti :1c nirsc r c s r s - -.e s c - c r c - n t  s n ac e
ai..or.; ci t  re- r e-nt access ie-~~eis . 3-e- cc a. .;cc aanism c a nn o t  so
J U S t i t i t .- ... v i e - r i o  t ac  K e r n e l  n i c e  t r e  se- .c er i c - c t  car. ~c
acnievc.~. uutsice toe ‘~err:ei vIe -rout sue - st -ar e- id ly -creater
c i rt i c u i t y .  5 a t s i ae  toe Kernel , a msltt p ic access ic - y e - i
i c-ssa~ e seJ .,e-nt coun. cc si rUie -t cc usIr~c- a coi uecticr . en
cr oinarv single access level segme-n.ts.

~~~~~ yet , no aecisico isas eec-n re-acne- c as to vn1jch a~ croacs to
j.ursue. hone or toe aiterr .ctives seers especially pleasing .
,~c s~.c-cifications for messa-o c se--g .ien ts arc providco at tnis
tim e.
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I

C C s C L L S I C a S

Irtis rep-ore- c.a.s presentcc a formal top—level s~ ccitication for
a .~uitics security Kernel. T~ie sr~ccifi :ation has been
analyzes nrc.: tne stancccjnt of security as beL incd by a
matiIe ..atjcsi mccci arc e-iso urea toe stcr .Ltcint CL
coir .patiuiiity witn toe current .-ul tics.

~itn respect to security, a nu .bcr of s~ ecif ic crc-tic-as nave
ce-en iucfl tiL ie-u . .~ost on toe-se are - instances of toe snares
u nite resource- ~rccicr - . ~— rtn ougn solutions to t::ese ~roolcs-sar e  ~nowr., ti.cy ot tc-rs yieic a~~cwa ru or ir~cca re -t~ a-~ c r rtcrtaccs
an.. so~.cci c.c-a re~c u i re e x ce s s i v e  r- ec rar.isrs to i:;.:len.ent. In .
som e cases , al l  Knl Cw fl altern ativ e-s crave c.istinct cite -avant agCS
ar.a su~ jc- ccive- cocices m e - a t  cc irace .

~aamc tie -ijrs ; vita current :-.ujtics ce-n cc n.oieVee- in nest ,
cOt not cii , as~ c-cts or toe -~err .cl interf ace . t~ re-roar si
inco r.aat ie-il ica cs nave ce-er. intrce-ucea Icr reasons or
security. inc-se ircci~~atiaili ties arc simrs ific cr.t , act
.ioac-L~~liy toleracie ifl an c-nvirc r.r. c-r.t vie - re security is t~se
ncne ::csc ce-Ject ivc. Also , ar .c-toer cate~~cry of
i nc o n a ot l c sl ic i e s  c r a v e -  a c - - e n  i r . t r ocu c e c  to - r 0 r c t e  S i : m li c i t y
arc. toercoy Lac ii itat e- tiS e-- p r o o t  of s e - c u r i e - v  n r c p e r t i c s .
foe-se lr.ccmpa ticilitiec can cc- eiin ina t sa at a Cost of
increase -a V eri ficat ion -sit Licuity .

~. nc-  ncnnai s~ ecificaticos erese-rte c acre re~:rc tent o n l y  an
i r. it ie -~. cLnort . ‘aey are cot yet cc:~:icte nor f u l l y  re si r .c~~.
~c~ cve r , t..is ai r sc ate - sr nsa a c - c r  cierer ilv er.ccure- :in :.
a c ecn . i c a t io n  t e e - o n c e -c  t i c s  p r e v e a .  coIn Lu l in  1liu: :irsatlrr: a
v anict 1 CL is .. r ..c.s. In c  r e ’m a i r : in c  :r o a l e r s  r e - . ;  se -c : , nt le e-at ,
.~c r c c i t i c  an.. w e - i l  ur.ee r at e e a .  aver .  -.~i t a c u e -  n - a r e - o c r
en i . cr . c e. cr. t , ccc top—le v e-l s:~ecii ic-at icr: nresent cc acre - sisoure-
serve as a caere -i -ge-ice son re - i - ste -u worK ir. rs rov in g Se - C e - ti e -V
~roperties a r c  c.c-veicpir .g lover i e -V c - I  K e r n e l  specifications.

I
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Air Force aicctrcnic ~v stc rc s c i v i c i o r s  Comrr cr ~ts

uencral — f e - c  r e p o r t  is not  cot s ir le - to. ~1any ore-as cf toe
cesigr . are cmitte-u SUCO as messnac se - r ime -n e -a, external I/e-,
recontige-ratior ,, utilization , cisc. 1’tru5tcc sUeject ’
ir .Le-nnacea . c a c - c i n i a  cesicrs oeclsior ,s are ave-icc-c: in certain.
areas , nost notasly various ir.star,ccs 01 tnt “ Lir .itc resource
Pnocie - .c . Lost oi toe- om issions are ex clicitl y ac~sr .cvicc :csin .  toe- r c - ort.

~-a~ie i , l~~~fle-  ~~~L ( l i ~~ l ir e  irs:. c o t ton  of  ~ a ;e- ) . The reference-
:cr .itor is rot re-stric tec to  ento rci :i-s rules Ci thc m ilit ar y
se - cu rie - i syse-cr . -

rage - ~ , iir.e +ia (i tn lure from ton of cage). In toe- L S D
sc-cu r i e - v  n e - c - n a t u r e -, ‘ v e - r ir ie c ” on.. “ e - e - Ot iijC~ c ave - h-na

~ i a t i r .ct  ~.eacr1rs~~s c:. -~. a r c  no t  r n t e r c n a r . - e e - a l c .  ~ e r i n i c e - t i c n
ia a teci nicci e - e - cl vit v ; cc - rtit n c e - t i c r -r is a r  acm ~~n i a a r c t i v c
ac ci~~;r cvaiiaa. .e coiy cc a ceci-~nate e- autri crity. Ic-ri fic ct icn
~. t e - v i c C S  .srtiai ~u se -in i ca t icn for ccrti ficat icr ..

r e- g e -  ~ , l i r e  — s .  e-c.:.e ir e n e - i o n  of t..c r e l a t i v e  n r i o r i m , ’ cf
acces... c c r . t r a n  v s .  cae - ..iiitv /ccc :e -t ie-liit -; is r c c a c .. .

i- a .,e a , line - +L. . li e -  p ov s i cc l  s i z e -  on  tir e - r . c r n c l  is n e t  the-
r e-ar iasue , rc toa- r , i t is tac- re-a cer ar- .. CO ::PiCXlty C t
~e - . C C l L  j e - . .  f e - a c t i o n s .

r e---. €.- a , n.r .c — .~. . .  .;~~~ . . i s a s a s 1 c :  u s e - s  net exc iicit ly O S L . r e s S
c c  i . . .1at1 . . r ~~~ ~cr r re - i ~rccesses .

i- ace a , l i r e -  — i s .  b c -  sp e c i e - i  i n t e rL a c e :  e i L c s c r  r e - c o  not e-c
5~~ t C i i i a . .  at t0e-- top neve r cm ~nculc cc cx~~i i ci t i~’ i,.. c r e- i i i e o
as

r sgc ‘~~, li ne- + e - .  .-cssa~ c se-a.:c-nts h a-va cc-cr. C: ittcc. also.

k-O -~e- ~~~, lir.s. +l~~. i L e -  :cuel coes rot state- tact a .nuajcct it
a s u r r o g a t e  f o r  a u se r , v o u c h  is r iot always toe- case.

~ooo s , lire - - —i~~. ~ne-- n o t i o n  or a visicility access ievei is
not ex~ iic itly ircluc.ec in .  t i r e  c u r r e n t  r a t n e r at i c c i  ace -ic-i .
iSe- r e - c -u nor a revis e - c ~e-oe-1 socuic cc aucresseô . It ace: oct
a. p c - a r  toot toe access Ic-ye-i on toe creator of a-c object Cod a
c u t er tr o . toe- vn.i~~ility access level ot tie otjcct.

~-a~ c u , line +ia . ~nc nature 01 tic Ker rci m- -irt a in ca
‘ai,:Lier rep res entation CL the access ace -m ix for se-gre -nt
o~.jects ” .sr:cuic. cc .acscriLeci in . acre detail . 
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Air force alectrcr ,ic syste-ms civision Cocrr.cn.ts

seneral — Tac report is not coirclete. lany areas of toe
ciesigr1 are omittc-o succi as message segments , external I/a ,
recon figuration , utilization , an n  “tru stee - sucjc-ct”
inie-riaces . cpc curuc ce-sign oecisior .s are avoicco jr certain
areas , most notac.L y various ir.star.ces 01 toe tirrite resource
proc J.eoi ’ . e-ost of toe omissions are exnlicit ly ackr~cwles:cSir, toe re~ ort .

~ar~e n , line ~~L (~~ric. l ir e  from cotton of ~age) . The-- r e f e r e n c e
monitor is not restricte c to enforcing rules oS the m ilitary
security system .

r a g e  ~~~, iir.e +iu (Ia-tn. line- from ton of page) . In  toe ESD
s e c e - r u t y  l i t e r a t u re , “ ve r i t i e s ’ arc “ce-rt .ttiec ” nave h c.
ci t i r . ct  c . c cr . i n n. ce-u are riot intcrcnar,geaane. ‘ e r i f i cc t ion
us a tc-conucai activity ; certification is an acaini strative
a c e - i o n  a v o i i a i ~le o n l y  to a eesi-;nate-i ae-tncrity. ‘.erificcticn
pravices :a.rtiai ~u scutice -t icn for certification.

~a;e- ~~~, lire —D . Sc.:c- m entic n or e - , i e -  relative ~riority cf
access cOr .trcl v.a. uaacui1yj/com~ at iauiuty is r.csaeo.

t-a.,o a , li re- +iu . i~re ~i1V5ie -a.l size on toe Kernel is not tre
re--ar issue , rc tnc-r , i t is the rr u. aer arc coa~ lcxity of
a ,~.e c i n r c ~- f u n c t i o n s .

rc~ e ~~~, l i r e  —
~~~~~~~ . r o e  e - i s cu s s i c r ,  e-oe-s ne-t c-xc iicitiy ce-cress

t i A C  i . a O l a .t l c f l  a n  Kernel e-rocesses .

i-age- J , lin e —I s . b e  ‘ spe cuai interLace- : eiLric r n- eec not -ac
SpecinJ.ea. at toe- top level cr coculo cc- explicit ly ic.Cflt iLiCO
as SpcCi .~i..

t-a~ e ‘~~, line- +~~~. ,,c-zsaqe segments nave - te-On critter, also.

k’3-~e D , li e-c- +l ’~. i l l e -  n~ooel aces  n o t  s t a t e-  t r h a t  a au oj e - c t  IS
a s u r r o g a t e  t on  a use r , w o i ch  is not a l w a y s  toe case .

i o g c -  D , l i n e  — I s .  fOe- notion of a visioii itv access uevel is
not e-x~ licitly irclucec in . toe current natneiratical mcccl.
i t~e r.e-ec nc r  a r e v i s e - c  . .cce-l sc tou lc  cc- a sor essec . I t  aces not
appe - -a r toot tLi c- access leve-l on toe- c r e a t o r  of on o b j e c t  cou l c
ciLte r t i c .  toe vI~~iui1ity access level  01 toe 0L~ cct.

k-a;c u , line ÷ls. bi le -- nature of the Kernel n intair.ca
“sua~.ie -r re-prescr .tatic n C L  t he  access  m a t r i x  f o r  s e g m e n t
oe-ject~ ” srrc.uic cc aescribed in more detail.

_ _ _ _ _  _ _ _ _ _  
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Page ~~~, line — l .  ‘Inc t isl r es a~~rroacn for hanolini finite-
r e s o u r ces  u i n r e r s  Ir a . :  t r a. u t ii cr t.~o in toat it is a i re c nar .i s n
ratner toar. polic y . ~oe truse -ec --recess coulc enforce either
toe quota per ne -ye- i or t i e -  ti s:e-— au ltip icxi ng meti’~Oc. An
a l t e r n a t i v e  t n i r u  policy coula ~c- to pr cvi ce ausit ari~survciliur ,ce tools to re-po rt recuests for resources in . excess
on toot avaulacle so triat juc;::.ent can be r:ar~e anc action
ta~ er. ii. it apLe -ars ton e- users arc circumventing securit y
controls tnrou -~o finite re-source lim itations. A cticns tnat -
couls cC ure-ertaKen exrcrr .clly ir.ciuce ace-ir.a ne~ rccourcw: to
toe system , freeing use-u resource-s or ccnyina furtn er syster
access to a re~ uc’stor susoccte- o af a t t e m p t i n g  to c i r c u . av cr t
tne security controls.

i-aye ,L., lir.c- 1.. ~ne- ocission of exe~ tions 1-ar interr .nl
nun ctior.e- cculc. enn ect v cni ficat jcr ,. Lert airi constraints must
cc sacusriec ii. or ..e-r for tie function to rrcuuce its effects.
f oe  ex c a pt i o r  C0 0 5 lt i O f lS  Of r c n e r c - n ci n g  f u r .c t r .c a s  r u st  insure --
tr,e cor .stra~ nts are se-ti stuec .

ra ge Is , line +1,. The rationale no r in ning some- u ar.o ~ V
nur .ctici-.s is no t c~~acrcnt.

i-age l~~, auvanac ciocK . foc use-- at te-is functior. is ret
a~ pcrc ne - . it see-as tiiat tois function nc-cc~ (w ou l s ) not  b c
avairc ule at toe kernel interface . .:crc- r :atur ,~l alternative :
m ay a.c :  ( I )  ind u ce c h a n g i n -  toe v a l u e  o n  tnt clock in ; a
s~ cciticat~ cr. of tnn c instructior , fetch cycle (:;ctc- that toe
in cr e i ne r .t ~ouIu cc a ra i t r a r y  f o r  ray “ Kerr .cl instructions ”).
(.~

) nav e-- ;ct uiL- a:~sa.te tir t cloci~ (inch es tnc value of
r e-ac C l O C K  IS  on l y  c o a ny c . C /  Ca.I.L3 tC e-Ct uia ) ar. o ( 3 )  cr a r :e
toe ape -cun icat iar. 01 re-ac cloc~ to sno~ tra t toe cloc.n arc.
Kerr.el p r nce - e -~ es operate async oronc e-sly (seems to cc the- most
re~ n 1nti c ). ror exan-m ie , toe  sc e ci f i ca t i o r ,  ccul cn  n c - r e l y  s tat e
tact ti n e - > ‘ t i r e  ( o r  t u n e  > ‘ t i r e i t  c rc  ~rcr.u lan ity of toe-
ciccr~~,~as Liner ce-an tOe- tine recuirca to cc toe read
c p c r u t i o r .)

t- a;c .‘~~~, celete nroc. f-leas e- provide toe rction ole fcr not
a h Ic~,ir.g a process to celete itself.

~‘age ~~~~~, wai~e. I t  is riot clear Wil y tnuis funct ior. exists since
only wa~ eup uses it.

r a ge ~~~~~, l in e  —
~~~~ . This aiscussion coes not consider the

time— ;rultlpiexiu. -.j a p pr o a co  tc s o l v i n g  toe p r o b l e m .  I t  e v e r y
user nas to .;ourt (a v i r t u a l  m o u n t )  a volume before the volume
-was r e f e r e n c e - a , t o e - r e  ; .oe -Iu cc no storace channels.

rage a~~, c r e a t e  v o l u m e .  i I I C  initial cuota for c-very volume is
a lw a y s  a c o n s ta n t .  Loi s aces not seer anp rcp riate because the
volume may ccr.sist 01. a v a n i c a l e  - n ur o er  or physical scconcarí

(‘5 
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storage uc-vices ano arbitrary areas of some devices may cc
unusa ble.

rage a3 , line —17. Toe restriction against m oving quota
oownwaro will cause cucta to oe lost when ucgraaed , terninal
segrc-r~ts are ocie-tes. ib-eleting term inal sc ents shOulc. get
quota oack to its original level. This is a deficiency in thc
~‘ue-lete se;” t uricticr.. duotat on ar. upgrade-c se-gre -nt is lost
w O c - r i  toe se;me-r .t i~ od e-ten.

rage 3a , line —
~~~~ . .  As nO te-c , a r.-et n od  Icr controlling toe-

num~ c-r On .u o ta  cells is rice-ceo.

t-age ..‘, , line — .~u. A tzm ir a incoir~ ati b -i h it y was noted in the
ccni .cr.ts or. toe pr cv io-us page.

rage .~i , u ric 12. As r.otcc, n e r e  is cr . c tn e r  u n s o l v e c  t u n i t e
resource prculem .

i-age -ti , lire - — : .  2crc ur.tc-rnai na;es ccuin. cc- oardlcd by a
“ tree iun ccncr , as ;;c-li as t r u n c a t e - .

ra~ e a , nine +lu. Inccrcor atior l of otu ann utrn in toe k e r n e l
S~~Oa - l c  cc j u s t i L i e c .

r O~ e ~s, f - .\ x .. i,.co . f i r e  sp eciticctic r . im n h i c - s  
- 

the
i: ax C1LSet , n.ax z a g er .o ann. p a q e  s i z e  ar c  .e.~.l incepenocr .t. It
seems toat ce-c s.nouTh cc tir e- Lur .ctnon on toe etner tvc.

~- a g c  - I I .  The f u n c t i o n  c a r e -m e t e r s  se e m  inconsistent. ~~O mC
n u r . c t i o r s  n a v e  u c t i r  v c i u i -~ :;rr c sc~~u i c  n -s p a r e - a c t o r s  ~ r r i l e
at n e r ~ n a v e  o ur 1- se-guie - . -iee -se explain .

r a g e  Dl , i l L e-  —
~~~~ . c o e -  ne-cc nor revcke - v ol  a c ca ss  is r o t

c .a .La r .  The r e v c K e -  scy access  ~ il r  b o n n i e  toe- example giver.

L-age J ~~~, give access. ~inca crtse- t us a parame ter , two
pr o cesses m ay s n a r e -  m a r t s  of a sc— : .-r en t .  It sc-ems this r a y
coa~~licate toe m aine -genie -nt on page tacles. The Just itlcaticn
tcr provusinmy t i~~~S capaciuity ~CU lc ~e- oelptul.

r age  ~u , l i ne  —
~~~~. As not e-s  r e s sa ue  s egm ent s  ar e  r m i s S in c .

‘Jo
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• M I S S I O N

OF THE -

* *DIRECTORATE OF COMPUTER SYSTEMS ENGINEERING
* ** ** ** **
* *The Directora te  of Computer Systems Eng ineering
~ provides ESD wi th technical services on nia.ttera

~ involving computer technology to help ESD system
~ development and acquisition offices exploit computer ~

techno logy throug h engineering app lication to enhance
Air  Force systems and to develop guidance to minimize
R&D and inves~~~ent cost a in the app lication of computer

1~ technology.

The Directorate  of Computer Systems Eng ineering
~ also supporns AFSC to insure the t ransfer  of computer
* technology and in .formation throughout the Command ,
~ including maintaining an overview of all matters pertain— ~

t~ ing to the development , acquisition , and use of computer ~~
resources in syst e ms in all Divisions, Centers and

V. Laboratories and providing AFSC ‘with a corporate
* memory for  all problems/solutions and developing ~~

recommendations for RDTkE programs and changes in

: management policies to insure such problems do
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