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Preface

Air Force Systems Command terminated the effort which this document
describes before the effort reached its logical conclusion. This report
is incomplete but was published in the interest of capturing and dissem-
inating the computer security technology that was available at the time
of the termination.

This report was to precisely define the functional characteristics
of a security kernel for the Multics computer system. The report is
thorough in its treatment of the functional characteristics that are
addressed. However, the report is incomplete. Many areas of the design
are omitted, such as external I/0, reconfiguration, initialization,
"trusted subject" interfaces, and message segments. Specific design
decisions are avoided in certain areas; particularly various instances
of the "finite resource problem". Most of these omissions are explic-
itly acknowledged in the report. The termination of this effort did not
allow the completion of the security kernel functional design.
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CHAPTER I

INTRODUCTION

A security kernel 1is a collection of hardware and software
mechanisms within a computer system that together control access
to information according to prescribed policies. This report
presents a preliminary formal top-level specification of a
security kernel designed to support Multics, a sophisticated
general-purpose computer system produced by Honeywell. The
specifications describe the input/output behavior of the security
kernel and, thereby, provide a suitable basis for formal
valiagation of this behavior with respect to desired security
properties.

The top-level specification plays a key role in the development
of the security kernel. The top-level specification must be
proven to correspond to a mathematical model of secure computer
operation. The model chosen for the Multics security kernel is
specifically devised to meet the requirements of the military
security system (BL]. A technique for proving correspondence of
this model to specifications of the kind presented in this report
has been demonstrated [Mil]. Once the correspondence of the
top-level specification to the model has been established, the
mocdel need no longer be explicitly considered.

A general methodology for the design, implementation and proof of
software systems has been developed at Stanford Research
Institute [RLNS]. It 1is believed that this methodology can be
applied to the Multics security kernel, thus making possible a
proof that the security kernel implementation, in fact,
corresponas to the top-level specification.

Background

Tne Air Force has been studying the problem of providing a
certifiably secure multilevel system for several years. 1In 1970,
the Air Force Data Services Center (AFDSC) requested the
Electronic Systems Division (ESD) to support development of an
open multilevel system for the AFDSC Honeywell 635 systems. The
resulting stuaies pointed out the severity of the problem and led
to the formation of a computer security technology planning study
panel. The panel's report [And] described the fundamental
problems ana delineated a program to develop the desired system.
The panel recommended that the technical approach to the problem
be "to start with a statement of an ideal system, a mcdel, and to
refine and move the statement through various levels of design
into the mechanism that implements the model system".

The basic component of the ideal system was also identified by
this panel. This component is known as the Reference Monitor, an
abstract mechanism that controls access of subjects (active
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system elements) to objects (units of information) within the
computer system according to the rules of the military security
system. Three requirements were recognized for a Reference
Monitor:

a. Complete Mediation - the mechanism must mediate every
access of a subject to an object.

b. Isolation - the mechanism and its data bases must be
protectea from unauthorized alteration.

€. Verifiability - the mechanism must be small, simple,
and understandable so that it can be completely tested
and verified (certified) to perform 1its functions
correctly.

The mechanism that implements the Reference Monitor in a
particular computer system has been termed the security kernel.
Much subsequent work has been devoted to identifying the
characteristics of a security kernel and to exploring the
technology involved in producing a security kernel for a suitable
computer system.

A major goal of the project is the development of a security
kernel for a large resource sharing system. The system chosen
for this effort is Multics. There are two reasons for this
choice. First, the hardaware base of the Multics system, the
Honeywell Series 60 (Level 68) computer, has been identified as
best suitea of all commonly available large computer systems for
the support of a security kernel ([Smi]. Second, the Multics
system architecture was conceived and developed with access
control requirements specifically in mind.

One project, now completed, involved the design and production of
a dMultics system capable of supporting a two-~level (Secret and
Top Secret) environment for the Air Force Data Services Center
(WBGHKS]. This system implements security controls based on the
military access rules, but the correctness of these controls has
not been formally verified.

Design of a security kernel for Multics was started as a joint
effort between personnel from ESD, the MITRE Corporation, the
Massachusetts Institute of Technology, and Honeywell Information
Systems. The first step in producing a formal top~level
specification was undertaken by a team from MITRE ([SBB].

Nature of the Multics Security Kernel

To a first approximation, the security kernel can be viewed as a
primitive nucleus of the current Multics supervisor. The
supervisor is not replaced by the kernel; rather it is built on
top of the kernel. Tnis kernel-supervisor combination must be
capable of supporting the Multics operating system with little




change to the user interface.

The kernel must contain all mechanisms ' that are
security-sensitive, 1i.e., mechanisms that must be proven to
perform properly in order to guarantee secure behavior. 1In this
case, ‘"secure behavior" 1is defined by the mathematical model.
Certain access control policies now enforced by the Multics
supervisor, but not addressed by the modei, need not be enforced
by the kernel. These policies can continue to be enforced by an
unproven supervisor.

It is essential that the size of the security kernel be kept to a
minimum in order to facilitate its specification and proof. The
present Multics supervisor contains many examples of the
interweaving of security-sensitive functions with other functions
of no security importance. The security-sensitive functions must
be extricated anad isolated 1in the Kkernel. The most notable
example of this philosophy 1is provided by the absence of the
Multics directory hierarchy from the kernel specifications
presentea in this report. As proposed by Andre Bensoussan [Ben],
the management of directories can be accomplished outside the
kernel. Thus, the kernel has no knowledge of directories.

Isolation of the kernel is accomplished by two different means.
A major portion of the kernel resides in a protected subsystem
whose execution is distributed across all processes. Protection
is provided by the hardware ring mechanism of the Multics
processor (SS]. This portion of the kernel 1is akin to the
current Multics ring U and ring 1 supervisor. For implementation
reasons, 1t 1is convenient to 1isolate certain other kernel
tunctions in single processes rather than attempting to
distribute these functions across all processes. These kernel
processes closely resemble some of the system daemon processes of
current Multics.

Kernel processes, like orainary processes, are supported by the
inner ring portion of the Kkernel. However, the inner ring
portion of the kernel provides certain special interfaces that
are available only to kernel processes. These interfaces are
internal to the kernel and therefore are not a part of the
top-level specification. A few of these special interfaces,
however, are included in this report simply to aid in the
exposition of overall kernel operation. External interfaces
provided by kernel processes are a part of the top-level
specification.

Plan of this Report

Before proceeding to the presentation of the top-level security
kernel specification, chapters 2 and 3 first introduce some
prerequisite material. 1In chapter 2, certain aspects of the
relationship among the mathematical model, the formal
specifications, and the practical constraints imposed by real




computer systems are explorea. 1In chapter 3, the specification
technique is aescribed. Chapter 4 provides a brief overview of
the kernel specifications. The remaining chapters contain the
actual formal specifications and accompanying prose descriptions.
A familiarity with the Multics system is assumed throughout.

The top-level specification presented in this report does not
specify interfaces to the kernel I/0 system. Specification of
these interfaces is awaiting evaluation of the results of a
separate I/0 stuay [Hon]. Operator interfaces to perform-.
hardware reconfiguration have also been temporarily omitted.
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CHAPTER II
RECONCILING THE MODEL WITH A REAL COMPUTER SYSTEM

Two fundamental requirements exist for the security kernel
described in this report: (1) it must satisfy the mathematical
model, and (2) it must be capable of supporting Multics in a
reasonably compatible and efficient manner. As might be
expectea, these two requirements are not always in harmony.
Moreover, consicerations that have no relevance in the simplistic
worla of the model <can be of great concern in the complicated
worla of a real computer system. This chapter first attempts to
sketch the relationship between the model and the security
kernel. Knowledge of the model 1is assumed. Following this,
certain general problems that real systems must face in
attempting to meet the model are discussed.

Relationsnip of the Model to the Kernel

The principal components of the mathematical model are a set of
subjects ana a set of objects. A subject is a surrogate for a
person, in this case, a computer system user. The security
kernel employs the Multics process abstraction to represent the
notion of a subject. An object is an information container which
may take any number of different forms within the computer
system. For example, segments are objects supported by the
Multics kernel.

The model embodies two non-aiscretionary access control policies
known as security ana integrity. The integrity policy was not a
feature of the original moael, but has since been aaopted ([Bib].
Each subject and eacn opbject possess both a security level and an
integrity level. For simplicitly, both of these attributes are
combined in the top-level specification into a single attribute
callea an access level. The relationship between a subject
access level ana an object access level determines whether the
subject can reaa ana/or write the object.

An additional attribute, called the visibility access level, |is
associatea with certain objects. Detection of the existence of
such objects is controlled by this . attribute rather than the
regular accecs level. The wvisibility access level is not a
feature of the mathematical model. However, it has been
introoucea here in order to explicitly address the problem of
object detection. 1In certain situations. it is appropriate for a
process to be able to cetect the existence of an object and vyet
have no access to the contents of the object. Therefore, a
aistinct access level is needed to control object detection. In
most cases, the visibility access level of an object will equal
the access level of its creator. In addition to detection of
existence, the visibility access level is also the logical choice
for controlling object deletion and the observation of permanent
object attributes specified at creation time.




In adaition to security and integrity, the model also describes a
form of discretionary access control. There exists an access
matrix, each entry of which describes the mode of access that a
given subject may have for a given object. This access mode
cannot exceed that dictatea by the non-discretionary policies.
Aside from this restriction, however, the access matrix may be

arbitrarily modified. Thus, a process can always grant itself.

access to an object so long as this is permitted by the
non-discretionary access controls. The standard discretionary
access control mechanism now provided by Multics, i.e., the
access control 1list (ACL), 1is more restrictive than the model
requires. Hence, ACLs need not be implemented by the Kkernel.
Insteaa, the kernel maintains a simpler representation of the
access matrix for segment objects. For all other objects, the
access matrix 1is degenerate and static, i.e., all subjects have
full aiscretionary access to all non-segment objects. Any finer
control of access to these objects is provided by the supervisor.

Trusted Processes

Tnere exists a collection of functions needed within the computer
system environment that have no direct counterpart within the
mathematical mcael. Examples of such functions include:

l. changing the access levels of serially reusable resources,
e.g. peripheral devices;

2. accepting user logins;
3. repairing damaged kernel data bases after a system failure;
4. changing the access level of a user segment.

These ogerations are clearly critical to security, yet they are
outsiae the scope of the model. To preserve security, these
tunctions must only be performed by trusted persons using
verified programs. Note, however, that the verification of such
programs does not entail proving a correspondence to the model.
Rather, it requires proving that each program performs its
specific task correctly and without unwanted side-effects.

It seems helpful to daraw a distinction between the basic security
kernel, which enforces the rules of the model, and this second
collection of "trusted" functions that operate outside the realm
of the model. In terms of an implementation, the trusted
functions are, to a large extent, supported by the basic security
kernel. 1In fact, many ordinary kernel functions can also operate
on behalf of trusted functions. The only difference is that in
the trustea mode, kernel functions are not subject to the usual
security restrictions.

Trustea functions must interface directly to trusted  users. No
uncertified programs can be interposed between a trusted user and




a trustea function because this could result in misuse of trusted
functions in a manner not intended by and not apparent to the
trustea user. This requirement for airect user inceraction shows
a clear contrast between security kernel functions and trusted
functions. Security kernel functions are primitive and far
removed from the wuser interaction level whereas trusted
functions, by necessity, cannot depend on any higher level
functions.

Due to the different nature of trusted functions and the
different requirenents for verification, specifications for
trusted functions are not provided in this report. However,
because trusted functions can make use of more primitive kernel
functions, the ability of kernel functions to operate in either a
trusted or untrustea mode is explicitly shown. The method by
which the Kkernel 1is able to discriminate between trusted and
untrusted use of functions is by means of a special trusted
process attribute. This attribute is taken into consideration in
each access control decision.

A simple scheme for handling trusted processes would be to allow
trusted processes to bypass entirely normal security
restrictions. This scheme, however, has certain disadvantages.
Tne examples of trustea functions given previously included
resource management, error recovery, and other operaticns that
might best be delegated to a small number of trusted persons.
Security matters would be the principal concern of these persons,
called security officers, who must necessarily be trustworthy to
the maximum system access level. However, there exists another
class of trusted operations that are regularly reguired by
orainary users. Insisting that all such operations be performed
by a securicty officer places a heavy burden on the security
ofticer and inconveniences the user.

A aiffenent approach to this problem is taken here. An access
level is still associated witn each trusted process. This access
level determines the degree to which the process can be trusted.
Thus, any user can be provided with a trusted process capable of
performing certain trusted functions, but still ©properly
restricted by the user's access level. This agrees with the
fundamental assumption that each user is trustworthy to his own
access level. When executing unverified programs, a user cannot
be trusted and therefore must be forced to abide by all rules of
the model. However, when confined to a trusted process <capable
of executing only trusted programs, certain restrictions can be
removed. In particular, a trusted process is permitted to write
objects o©of a lower security level and to read objects of a lower
integrity level.

Time Channels

With the given model, the ability of the security kernel to
prevent unauthorized disclosure or modification of information




depends upon the assumption that information can only be passed
trom one subject to another through some commonly accessible
object. Such information channels between subjects are called
storage channels. There exists, however, a second class of
information channels, called time channels, which are not
accountea for by the model. 1If, for example, the time required
for a subject S1 to access object Ol can be influenced by the
decision of subject S2 to access or not access an object 02, then
a time channel exists. 1In terms of real systems, time channels
almost always exist when a physical resource (e.g., a processor
or memory) 1is time-multiplexed among users. The control or
elimination of time channels is generally recognized to be a
difficult problem, the solution to which would appear to impose
an unacceptable performance degradation on any real system.
There 1s pernaps some consolation in the fact that, in comparison
to storage channels, time channels tend to be low in bandwidth
ana difficult to use. 1In any case, prevention of unauthorized
disclosure or nmodification of information through time channels
1s not a formal requirement for the kernel-based Multics.

The Shared Finite Resource Problem

The mathematical model, being an abstract system, is not
constrained by ©physical 1limitations. The number of abstract
objects, for example, can be arbitrarily large. The situation in
real computer systems is quite aifferent, of course. Physical
resources such as seconaary storage, main memory, I/0 channels,
etc. exist in limitea sizes and quantities that must be shared
among users ot different access levels. A general problem arises
when a user requests a particular resource that is in use, filled
up, or otherwise unavailable aque to the activities of other
users. It the user requesting the resource can learn that it 1is
unavailable, then an uncontrolled information path exists.

A variety of solutions to this problem are kncwn. Two general
approaches are preallocation and automatic time-multiplexing. 1In
the case of preallocation, resources are statically partitioned
among the various access levels. Thts, the information path
describea above can only be exploited by users of the same access
level ana therefore 1is harmless. In the case of automatic
time-multiplexing, the user is never refused a resource, but
ratner 1is forced to wait (a presumably short length of time) for
one to become available. As mentioned earlier, time-multiplexing
inevitably produces time channels. A third approach is to allow
a trusted process to manage a given shared resource. Note,
nowever, that such a trusted process cannot simply respond to
requests for resources from untrusted processes. This would only
succeed in reproducing the very same information path described
above with the trusted process serving as part of the mechanism.
Therefore, the trustea process must be externally controlled,
e.g. by an operator or aaministrator, and user requests for
resources must be communicated outside the system.




The problem of sharing a finite resource among multiple access
levels will be seen to recur throughout the top-level
specification. In principle, any of the three techniques
described above can be applied to any instances of this problem.
In practice, however, these approaches may have undesirable, if
not intolerable, operational characteristics, or may require an
excessive amount of mechanism to implement. For a number of
cases of the sharea finite resource problem, acceptable solutions
have not yet been devised. For these cases, the top-level
specification circumvents the problem by essentially treating the
resource involved as infinite in size or quantity. These cases
are identifiead in the top-level specification description.
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CHAPTER III
SPECIFICATION TECHNIQUE

The specification technique used in this report is based upon a
method suggested by Parnas [Par). Although Parnas specifically
addresses the "software engineering" problem, the technique is
not restrictea to software alone. 1In fact, the specifications
presented in this report describe aspects of the security kernel
that encompass both hardware ana software mechanisms. A notation
is employed that conforms to a formal specification and assertion
language known as SPECIAL that was developed® at Stanford Research

Institute. The language is relatively young and therefore still
evolving.

In this chapter, the objectives of the specification technique
are first examined. Next some basic features of SPECIAL are
describea along with the concept of an abstract machine
interpreter.

Specification Objectives

The objective of the specification technique, as stated by
Parnas, 1s to provide a precise specification of a program (or,
in general, an abstract machine) without revealing too much
information. In particular, a specification should supply the
information needed to use a program, but should reveal nothing
about the internal operation of the program. Thus, & Parnas
specification can be viewed as an input/output characterization
of a "black box".

Avoiaance of over-specification is the fundamental concept
unaerlying tne specification technique. The information provided
by a specification 1is limited to that which 1is externally
observable. Parnas, however, expresses no concern for
unaer-specification, 1i.e. providing less information than is
externally observable.

For the purpose of proving security properties of a
specification, the «concerns are somewhat different from those
emphasized by Parnas. Under-specification cannot be tolerated.
It is absolutely essential that a specification contain all
information that <can be externally observed. Otherwise,
information paths not accounted for by the specifications may
exist ana will not be proven secure. On the other hand,
over-specification 1is only of secondary concern. At worst,
over-specification may introduce 1irrelevant information that
complicates the proof of the specifications.

Avoidance of under-specification is extremely difficult for the
current Multics. If viewed 1in full detail, Multics 1is an
entirely deterministic system. However, this view is
extraordinarily complicated because it includes knowledge of

10
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hiaden mechanisms (e.g. paging). At the user interface level,
these hidden mechanisms can be ignored for the most part without
sacrificing a aeterministic view of the system. However, in a
few instances, the effects of these hidden mechanisms are
detectable at the user interface. For example, a zero page is
automatically deallocated at the time it is selected for removal
from main memory and this deallocation 1is reflected in user
observable segment attributes. Such behavior cannot be
completely specified without introducing the details of the
paging mecnanism. It seems possible to write a non-deterministic
specification which states simply that a page may be deallocated
sometime after it becomes a zero page. Clearly, however, this is
a case of under-specification. Moreover, there exists an
information path (of the storage channel variety) not accounted
for by this specification.

Two approaches are apparent for dealing with those "features" of
Multics that make hidaen mechanisms detectable. One approach is
to provide complete specifications that fully expose the hidden
mechanisms. Tnis woulu result 1in gross comglexity that would
ninager proofs of security properties. Even if this were done,
however, it woulad only 1lead to the discovery of an already
obvious fact: in most <cases, the aetectability of hidden
mechanisms produces insecure information paths. Therefore, a
secona approach hé&s been adopted. This approach reguires
changing Multics where necessary to prevent detection of hidden
mechanisms. One can then provide complete specifications that
show no evidence of these hidden mechanisms.

An Introduction to SPECIAL

The following description is intended only as a very brief
overview of some of the basic features of SPECIAL. For a
complete description of the language, the reader is referred to
the SPECIAL reference manual [RR]. The language of the
specifications containea in this report corresponds exactly to
SPECIAL as uescribed in the reference manual.

SPECIAL allows for the definition of abstract data objects and
operations performed upon these objects. The objects are
represented as V-functions, i.e., functions that return a value.
The <collection of V-functions represents the state of the system
being specified. Operations on objects are represented by
O-functions. O-functions modify the values of V-functions and
thereby change the state of the system. A third class of
functions is that of OV-functions, 1i.e., functions that both
change tne system state and return a value.

A distinction among V-functions is that they can be either
primitive or derived. The value of a derived V-function is
simply an expression in terms of other V-functions. Only the
values of primitive V-functions can be changed by O-functions and
this implicitly changes the values of related derived

11




V-functions.

A secona distinction among V-functions is that they can be either
visible or hidden. A visible V-function is one that is available
to the outside world. A hidden V-function can only be referenced
from within other functions. By convention, the names of all
hidden V-functions contained in the kernel specification begin
with the prefix "h_".

An inaividual function specification comprises several different
parts. For visible functions, the first part is always a list of
exception conditions, 1i.e., conditions under which the function
fails to operate or return a value. These exceptions apply only
when a visible function 1is referenced from the outside world.
wnen referenced internally, i.e., from within another function,
exceptions are ignored. Similarly, hidden functions, which can
only be referenced internally, have no exceptions. The remaining
parts of a function specification differ for V-functions and
O-functions.: In the case of a V-function, the specification
contains either an initial value for a primitive V-function or
the cgcerivation expression for a derived V-function. O-functions
and OV-functions contain a 1list of "effects" that describe
changes to V-functions. For an OvV-function, the effects also
define the output value. The order of effects within a given
list is unimportant. All effects occur at once, i.e.
instantaneously. Wwithin an effects list, references are made to
the cld and new values of V-functions, i.e. the values before and
after the effects have occurred. The new value of a V-function
is inaicatec by a single quotation mark (') preceding the
v-function name.

Tne entire set of functions which constitute the top-level
specification are divided 1into groups <called modules. The
purpose of modules is to allow the specifier to conveniently
organize a possibly 1large number of functions into small
groupings that can be easily understood. The modularizaticn
serves no otner purpose. Cften, the modules may, in some ways,
correspona to actual program modules in a perceived
implementation. This, however, is not necessary.

Function references between modules are permitted. A function of
one module can observe the values of V-functions, including
hidden V-functions, of any other module. However, V-functions
can only be directly modified by O- or OV-functions of the same
module. Therefore, in order for one module to change a
V-function of another moaule, the first module must invoke an O-
or OV-function of the second module.

The specificaticn of a module is divided into six sections as
follows:

12




TR

l. TYPES

This section defines new data types which supplement the
primitive data types of the language.

2. DECLARATIONS

Tnis section defines variable names and their associated aata
types. ‘

3. PARAMETERS

This section defines named constants which, in SPECIAL, are
called parameters.

4. DEFINITIONS

Tnis section allows for the specification of macros.

5. EXTERNALREFS

This section defines all external functions referenced within the
moaule.

6. FUNCTIONS

This section contains all of the individual function
specifications for the module.

The Abstract racnine Interpreter

The purpose of the top-level specification 1is to define an
abstract machine whose behavior represents that of a Multics
security kernel as viewed by a wuser process. This abstract
macnine will be implemented as a combination of hardware and
software, i.e., the Multics processor enhanced by a set of
security kernel procedures. 1In this sense, the instruction set
of the abstract machine is seen to be a combination of the actual
haraware instructions of the Multics processor plus the
"super-instructions" represented by callable entry points to the
kernel procedures.

The specifications alone do not present a complete picture of the
operation of an abstract machine. As mentioned earlier, they are
concerned chiefly with the definition of abstract data objects
and operations for examining and manipulating these objects.
Tney do not, however, explain how these operations come to be
executed. The answer to this question depends upon the concept
of an aostract machine interpreter [BRl] [Rob]. This concept is
briefly aescribed below.
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The abstract machine interpreter is a very general processor that
has an associated instruction set as mentioned above. The
abstract machine interpreter is cognizant of a set of processes,
eacn of which is known to be either ready or blocked. For each
instruction cycle, the abstract machine interpreter first selects
a ready process. It then fetches the next instruction in the
instruction stream for tnat process. This instruction is
executea, 1i.e., the corresponding O-, V-, or OV-function is
invokea. If an exception occurs, further action may be required
by the abstract machine interpreter depending upon the particular
instruction ana the particular error involved.

Although this characterization of the abstract machine
interpreter is both intormal and incomplete, it hopefully
provicdes some insight into the mechanism by which functions come
to be executea. More aetails of the abstract machine interpreter
will be revealed in the specification descriptions that follow.

It should re notea that functions are always executed in
sequence, 1i.e. never in parallel. Hence, there is no concern
over possible interference among functions. This lack of
parallelism would be impractical, of course, in a real
implementation. A technique has been described for allowing
controllea rparallel execution cf functions without the danger of
harmful interference [BR2]. This problem, however, is beyond the
scope of this report.
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CHAPTER IV
OVEKVIEW OF THE MULTICS KERNEL SPECIFICATION

The Multics kernel specification is divided into the following
moaules:

clock
access_levels
processes
volumes

guota cells
segments
address_spaces

As the module names suggest, each module takes the form of an
object manager, i.e., each module defines the data representation
and operations for a particular object type. These modules are
separately described in the chapters that follow.

Taken together, the functions of the modules mentioned above
aefine the top-level kernel interface. As described earlier,
nidden V-functions contained within these modules are not visible
at the kernel interface. Similarly, certain O- and OV-functions
are also hidaen from the Kkernel interface. This hiding is
expresseud by means of an interface specification. An interface
specification 1iadentifies the modules that compose the interface
and, for each module, identifies functions that are excluded from
the interface.

Tne Multics kernel interface specification 1is shown below.
Unlike the moaule specifications, the interface srecification is
not written 1in SPECIAL. A separate interface specificatior
language (also developed at Stanford Research Institute) is used.
The syntax of the interface specification is simply a list of
module names enclosed in parentheses. The module names may
optionally be followed by a "WITHOUT" clause that names functions
which are explicitly excluded from the interface.

In the chapters that follow, reference is sometimes made to O-
and OV-functions that are hidden from the kernel interface. All
such functions are named in the "WITHOUT" clauses of the kernel
interface specification.

-
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(

INTERFACE Multics_kernel

(clock)
(access-levels)

({processes

(volumes)

(quota-cells

(segments

(aaaress-sgaces

)

WITHOUT

WITHOUT

WITHOUT

wITHCUT

wake
send_signal)

set_guota
change_qgc_refs
change_qgc_pages_used)

read_seg
write_seg
change_dtu_dtm)

revoke_vol_access
purge_aadress_space)
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CHAPTER V
THE SYSTEM CLOCK AND UNIQUE IDENTIFIERS

The first module of tne top~level specification describes the
system clock. A function called "read_clock" is defined that
returns the current clock value. This clock wvalue can be
incremented by a second function called "advance_clock" that is
not available to ordinary processes. It is convenient to think
of the clock mechanism as a special autonomous process whose only
activity 1is to increment the clock. Note, however, that the
clock cannot be incrementead during the execution of other
functions. The fundamental assumption that functions do not
execute in parallel applies even to the ticking of the clock.

Tne clock provides a source of wunigue 1identifiers that are
utilizea by various components of the kernel. To ensure that
unique identifiers are, indeea, unique, a record is kept of the
last generatea uid. A reguest for a new uid must wait until the
clock auvances to a new value.
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MODULE clock

DECLAKRATIONS

INTEGER time;

FUNCTIONS

VFUN read_clock() =-> time;
$(returns current clock reading)
INITIALLY time = 0;

OFUN advance_clock() ;
$ (aavances clock one time unit)
LFFECTS
‘reaa_clock () = read_clock()

CVFUN get_uia() -> time;
$ (generates a new uid)

DELAY UNTIL read_clock() > n_last_

EFFECTS
time = read_clock () ;
'n_last_uid() = time;

VFUN n_last_uia() -> time;
$(returns last uid generatea)
HIDDEN;

INITIALLY time = Q;

END_MOLULE

18
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CHAPTER VI

ACCESS LEVELS

The access_levels mecdule is the only module of the kernel that
unaerstanas the internal structure of an access level. As
mentionea earlier, an access level is a combination of a security
level and an integrity level. Each of these two levels has both
a level number and a category set. Therefore, an access level is
representea by a structure with four components.

Tne access_levels module contains functions for determining
whether or not a process has read, write, or both read and write
access to a given object. These functions implement the security
ana 1integrity access control policies of the model. The
functions take as input a subject access level, an object access
level, and a coolean value 1ndicating whether the subject is
trustea. All access control decisions made by the kernel depend
on these functions.

In current Multics, certain processes are granted privileged

access to various <classes o¢f objects. In the kernel-based
Multics, privileges associated with object classes will not
exist. Instead, the trusted process attribute is provided. A

trusted process naving the maximum security and integrity levels
will have both read and write access to objects of all access
levels.
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MODULE access_levels

TYPES

level number
category set
access_level

{INTEGER 1ln | U <= 1ln AND 1ln <= max_ln};
{VECTOR_CF BOOLEAN cs | LENGTH(cs) = cs_size};
STRUCT (level_number sln;

category set scs;

level number iln;

category set ics);

DECLARATICONS

access_level sub_al, ob_al;
INTEGER 1i;
BOOLLAN b, trustea;

PAKAMETERS

level number max_ln $(maximum level number);
INTEGEK cs_size $(category set size);

FUNCTIONS

VFUN h_reaa_allowed (trustea; sub_al; ob_al) => b;

$(true if subject can read object)

HIDDEN;

DEKIVATION sub_al.sln >= oo_al.sln AND
(sub_al.iln <= ob_al.iln OK trustec) ANC
(FORALL i | 1 >= 1 AND i <= cs_size :
(ob_al.scs[i] => sub_al.scs[i]) AND
((sub_al.ics[i] => ob_al.ics[i]) OR trusted));

VFUN n_write_allowec (trusted; sub_al; ob _al) =¥ by

$(true iIf subject can write ob]ect)

HIDDEN;

DERIVATION (sub_al.sln <= ob_al.sln OR trusted) AND
sub_al.iln >= ob_al.iln AND
(FORALL i | 1 >= 1 AND i <= cs~size $
((sub_al.scs(i] => ob_al.scs[i] ) OR trusted) AND
(ob_al.ics[i] => sub_al.ics[i]));

VFUN h reaa wrlte _allowed(trustea; sub al; ob_al) => b;

$(true if subject can read and write object)
HIDDEN;

DERIVATION h_read_allowed (trusted, sub_al, ob_al) AND
n_write_allowed (trusted, sub_al, ob_al);

END_FODULE
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CHAPTER VII
PROCESSES

The processes module is concerned with the creation and deletion
of processes, interprocess communication, and process timers.

At process creation, the access level of the new process and the
trusted or untrustea status of the new process are specified.
Use ot the create_proc function is restricted to the initializer
(trustea) process alone. For this reason, process creation
cannot serve as an information path between untrusted processes.
Therefore, knowledge of the existence of processes 1is not
restrictea.

Tne processes module supports the familiar block and wakeup
primitives. The block function 1is of special interest to the
abstract machine interpreter which keeps track of the state c¢f
each process, 1i.e., bklocked or ready. In additicn to block, a
reaa_messages function is provided that simply reads any pending
messages, but will not wait for a message to arrive.

Tne concept of event channels is unknown to the kernel. The
kernel passes messages from one process toc another without
concern for event channel identifiers that may be contained in
those messages. It is assumed that the supervisor will implement
event channels.

The processes module also supports the signal mechanism.
Functions are vprovided to send and ‘receive signals. Ncte that
the senaing function, sena_signal, 1s hidden from the kernel
interface. Thus, a process cannot send a signal to another
process. Signals are used by the kernel to permit immediate
recognition of «certain kernel-aetected events such as quits and
alarms. The masking of signals is handled outside of the kernel.

Tne key difference between signals and wakeups is that a signal
is recognized immediately by the receiving process whereas a
wakeup is not recognized until the receiving process next invokes
the block or read messages functions. This difference, however,
is not evident from the specifications alone because it depends
upon the operation of the abstract machine interpreter. It 1is
assumed tnat the abstract machine interpreter is designed to
check the signal flags for a process on each instruction cycle.
It any of the flags is set, then the abstract machine interpreter
causes a fault to occur, thereby giving the process an
opportunity to use the receive_signal function. At the time a
signal is sent, the abstract machine interpreter checks the state
of the receiving process. If it is blocked, then a wakeup is
also sent to the receiving process (with a dummy message that
will be ignorea). The purpose of the wakeup is simply to force
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the receiving process into the ready state <so that it can be
forcea to tault anc notice a pending signal.

Anotner cuty of the processes moaule is the support of real time
alarms. wnen setting a real time alarm, the caller must specify
tne time oif tne alarm anc also a wakeup message. If this message
1s zero, it 1naicates that tne caller wishes to receive a signal
at thne time ot the alarm. Ctherwise, a wakeup is desired. The
respgonsipility of wetching tne cleock and sencing the wakeup or
signal rests witn the aostract machine interpreter.

The present imultics sugervisor suprorts the concept of process
virtual time (sometimes called "cpu time"). In essence, process
virtual time recresents the real time that a process has actuelly
veen running on a processcr witn suotractions made for certain
nicuen events such as page faults and interrupts. Tne okbjective
1s to tactor cut time spent pertorming hiduen operations that
support tne virtual process environment because this time is
unpreulctacle anu, 1in general, depenas wupon the activities of

otner processes. Taken to tane 1limit, the concept of grocess
virtual time woulu guarantee a tixea amount of time fcr the
execution o©r eacn supervisor function. fiowever, the current

lnglementation of process virtual time is only an agrcroxiration
to tnis limit.

Lntortunately, tne current metncc of computing process virtual
tine cannot ce sgeciiieu witnout introducing knowleuge of events
such as page faults which are not otherwise visicle 1in the
toc-level specification. If process virtual time were definec in
an 1lceal tashion, i.e., if & fixed time value coulud be assigned
to eacn tunction 1in the top-level specification, then a
stralgntforwaru waescription woulu ©oe rpossipble. Failing this,
nowever, no acceptaole methou of specification 1is apparent.
inererore, tne concept of process virtual time oes not appear in
tne top-~ievel sgecification.




the receiving process into the ready state so that it can be
forcea to fault ana notice a pending signal.

Another duty of the processes module is the support of real time
alarms. wWwhen setting a real time alarm, the caller must specify
the time of the alarm and also a wakeup message. If this message
is zero, it indicates that the caller wishes to receive a signal
at tne time of the alarm. Otherwise, a wakeup is desired. The
responsionility of watching the clock and sending the wakeup or
signal rests with the abstract machine interpreter.

The present iultics supervisor supports the concept of process
virtual time (sometimes called "cpu time"). 1In essence, process
virtual time represents the real time that a process has actually
peen running on a processor with subtractions made for certain
hiaden events such as page faults and interrupts. The objective
1s to factor out time spent performing hidden operations that
support the virtual process environment because this time is
unpreaictable ana, in general, depends upon the activities of
other processes. Taken to the 1limit, the concept of process
virtual time would guarantee a fixea amount of time for the
execution of each supervisor function. However, the current
implementation of process virtual time is only an approximation
to this limit.

Urfortunately, the current method of computing process virtual
time cannot be specified without introducing knowledge of events
such as page faults which are not otherwise visible 1in the
top-level specification. 1If process virtual time were defined in
an 1iaeal fashion, i.e., if a fixed time value coula be assignead
to eacn function in the top-level specification, then a
straightforwara description would be possible. Failing this,
nowever, no acceptaole method of specification 1is apparent.
Tnerefore, tne concept of process virtual time does not appear in
tne top-level specification.
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MODULE processes

TYPES

level_numoer : {INTEGER ln | U <= 1ln AND 1ln <= max_ln};
category set : {VECTOR_OF BOOLEAN cs | LENGTH(cs) = cs_size};
access_level : STRUCT (level number sln;

category set scs;

level number iln;

category set ics);
process_uid : INTEGER;
message : INTEGER;
message_gueue : VECTOR_OF message;

DECLARATIONS

process_uid procuid, newproc, target;
access_level al;

message msg;

message_queue msg _gueue;

BOOLEAN Db;

INTEGEK 1, n;

INTEGER time, delta_t;

PAKAMETERS

process_uild initializer_ia $(initializer process iqd);

INTEGEK max_processes $(maximum number of processes);

INTEGER max_messages $ (maximum size of process message gueue),
nsignals 5 (number of different signals),
real_timer_signal $(signal code for real timer runout);

DEFINITIONS

INTEGEK first_signal (procuid) IS
MIN({i | h_signal_ flag(procuid, i)});

BOOLEAN no_process(procuid) IS
"h_proc_exists(procuid);

BOULEAN write_not_allowed (procuid; al) IS
“h_write_allowea(h_proc_trusted(procuid), h_proc_al(procuid), al);

EATERNALREFS

FKROM clock:
VFUN read_clock () => time;
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YT

FROM

FROM

OVFUN get_uid() =-> procuid;

access_levels:

level number max ln S$(maximum level number);

INTEGEK cs_size §(category set size);
VFUN h_write_allowed(b; al; al) -> b;

adaress_spaces:
OFUN purge_adaress_space(procuid);

FUNCTIONS

v

OVFUN create_proc(al; b) (procuid] =-> newproc;

VEUN

VEFUN

VFUN

vEUN

VFUN

VFUN

OFUN

S(creates a new process)

EXCEPTIONS
procuia "= initializer_id;
h_proc_count() = max processes,

EFFECTS
newproc = EFFECTS_OF get_uid();
'‘h_proc_exists(newproc) = TRUE;
‘h_proc_count() = h_proc_count() +1;
'h_proc_al (newproc) = al;
‘h_proc_trusted(newproc) = b;

n_proc_exists(procuid) =-> b;
S(true if process exists)
HIDDEN;

INITIALLY b = FALSE;

h_proc_count() => n;

$ (numper of processes)
HIDDEN;

INITIALLY n = 0;

h_proc_al (procuid) => al;
S(returns access level of process)
INITIALLY al = ?2;

proc_al() (procuia] => al;
$ (external form of h _proc_al)
DEKIVATION h_proc_ al (procuia);

h_proc_trusted (procuid) =-> b;
$(true if process is trusted)
INITIALLY b = ?2;

proc_trustea() [procuid] => b;
$(external form of h _proc_trusted)
DERIVATION h_proc trustea(procuxd),
delete_proc(target) [procuia];
$(aeletes a process)
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OFUN

OFUN

EXCEPTIONS
procuid "= initializer_id;
no_process(target);

EFFECTS
‘n_proc_count() = h_proc_count() - 1;
‘h_proc_exists(target) = FALSE;
EFFECTS_OF purge_address_space(target);

wake (target; msqg);
S(transmits a message to target process
if target queue is full, message is lost)
DEFINITIONS
INTEGER n IS LENGTH(h_proc_msg_gqueue(target));
INTEGER m IS IF n = max_messages THEN n ELSE n+l;
EFFECTS
h_proc_msg_queue(target) = VECTOR (FOR i FROM 1 TO m:
IF i <= n THEN h_proc_msg_queue (target) [i] ELSE msg);

wakeup (target; msg) [procuid];
$ (external form of wake)
EXCEPTIONS
no_process(target);
write_not_allowea(procuid, h_proc_al(target)):;
EFFECTS
EFFECTS_OF wake(target, msg);

OVFUN reaa_messages () [procuid] -> msg_gueue;

9 (empties message gueue for process)

EFFECTS
msg_gueue = h_proc _msg_gqueue (procuid);
‘h_proc_msg_queue(procuia) = VECTOR ();

OVFUw~ plock() [procuid] => msg_gueue;

VFUN

OFUN

$(empties mmessage queue tor process
if queue is alreaay empty, waits for message to arrive)
DELAY UNTIL LENGTH(h_proc_msg_queue(procuid)) > U;
EFFECTS
EFFECTS_OF read_messages (procuid) = msg_queue;

h_proc_msg_gqueue (procuid) => msg_queue;
$ (returns message queue for process)
HIDDEN;

INITIALLY msg_queue = VECTOR ();

send_signal (target; n);
$(sends signal n to target process)
EFFECTS

‘h_signal_flag(target, n) = TRUE;

OVFUN receive_signal () [procuid] => n;

$(receives lowest number signal)
EFFECTS

n = first_signal (procuia);
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n > 0 => 'h_signal_flag(procuid, n) = FALSE;

VFUN h_signal_flag(procuid; n) -> b;
$(true if signal n sent to process)
HIDDEN;

INITIALLY b = FALSE;

OFUN set_real_timer (delta_t; msg) [procuid];

$ (sets real timer alarm for process)
EFFECTS

‘h_real_timer (procuid)

(IF delta t <= 0 THEN ?
ELSE read_clock() + delta )3
gelta_t > 0 => 'h_real_timer_msg(procuid) = msg;

VFUN h_real_timer (procuid) -> time;
S(returns time of next real timer alarm)
HIDDEN;
INITIALLY time = ?;

VFUN h_real timer_msg(procuid) => msg;
(returns real timer wakeup message)

HIDDEN;
INITIALLY msg = 2;

END_MODULE
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CHAPTER VIII

VOLUMES

A volume is a logical subdivision of secondary storage. A
single volume. may comprise one or more physical storage
devices, i.e., disk packs, although this fact 1is 1largely
concealed outside the kernel. The volumes module is concerned
only with volume creation and deletion and volume mounting.
The control of volume storage space 1is handled by other
moaules.

At the time a volume is created (i.e., registered), minimum
and maximum access levels for the volume are specified. These
access levels delimit the range of access 1levels of
information that can be stored on the volume. The minimum
access level of the volume also serves as a visibility access
level for the volume. The protection of information stored on
a volume, however, does not depend on these access levels.
Each object that resides on a volume must have its own access
level. Tne purpose of the volume access levels is, for the
most part, to satisfy certain operational reguirements. For
example, highly sensitive information can be segregated onto
specific disk packs that receive special handling.

Also, at volume <creation time, an initial quota cell is
created for a volume. The quota value of the quota cell is
set to the volume size, i.e. the number of pages on the
volume. The role of the initial quota cell is explained in
the description of the quota_cells module.

The specifications place no limit on the number of volumes
tnat can be created. 1In practice, however, the kernel would
neea to maintain a table of volumes. If any process ‘an
create a volume, the tabole becomes an instance of the shared
finite resource problem. A simple solution woula be to
restrict the creation of volumes to trusted processes.

The only operations that can be performed on a volume are
mounting and demounting. Both of these operations require
that the user's access level be equal to the volume minimum
access level. This 1is necessary because the mounting and
demounting of a volume can be detected by any process at an
access level equal to or greater than the volume minimum
access level.

Unfortunately, volume mounting produces another instance of
the shareu finite resource problem. 1In this case, the finite
resource is the collection of disk drives. The mounting and
demounting of volumes coula be restricted to trusted
processes. Tnis, however, seems clumsy and undesirable.
Another possibility is to assign access levels to the disk
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drives. Tne kernel coulad then require that for a process to
mount a volume on a disk drive (or set of drives) the process
access level, the volume minimum access level, and the drive
access level must all be equal. The access levels of disk
drives coula be changed dynamically, if necessary, by a
trusted process presumably under operator control.

After mounting a volume, a user might find it necessary to
destroy nis current process and create a new process at a
greater access level in order to use information on the volume
having an access 1level greater than the volume minimum.
Later, the user must again create a new process at the volume
minimum access level in order to issue a demount request.
This inconvei.ence is. of course, due to the fact that volumes
are multiple access level objects. If volumes were restricted
to a single access level, this problem would vanish. However,
a requirement to dedicate a whole volume (at least one full
alsk pack) to a single access 1level might be economically
undesiraole. In any event, single access level volumes are
simply a degenerate case of multiple access 1level volumes.
Tnerefore, it is always possible to create single access level
volumes if auesirea.

Tne apove discussion of volume mounting is concerned with the
actual physical mounting of volumes. The current Multics user
interrace, nowever, supports the concept of volume attachment.
A process must attach a volume before using it. The first
process to attach a veclume causes it to be mounted.
Similarly, the last process to aetach a volume causes it to be
demountea. Tnis scheme cannot be entirely supported because
of the previously explained need for a user to change access
levels (and nence processes) auring the time that a volume is
mounted.
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MODULE volumes

TYPES

level numoer : {INTEGEk ln | 0 <= ln AND ln <= max_ln};
category set : {VECTOK_OF BOOLEAN cs | LENGTH(cs) = cs_size};
access level : STKRUCT (level number sln;
5 category set scs;
level _number iln;
category_set ics);
process uldgd : INTEGEK;
volume_ula : INTEGER;
quota_ cell _uia : INTEGER;

DECLAKATIONS

volume uld voluiaq;

process_uid procuia;

quota_ cell uia gcuid;
access_level min_al, max_al, al;
BOOLEAN D;

INTEGER 1;

PAKAMETERS

INTEGER volume_size $(number of pages on a volume);

DEFINITIONS

BOUVULEAN unoraered access levels(mln al; max_al) IS
“h_write allowec(FALbh, min al, max al),

BOULLAN write_not_allowed (procuid; al) Is
“h_write allowea(n _pProc_trusted(procuid), h_proc_al (procuid), al);

BOULEAN no_volume(procuid; voluid) IS
If "h_vol_exists(voluid) THEN TRUE
ELSE ~h _read_allowed (h_proc _trustea(procuid), h_proc_al (procuid),
h_vol _min_al(voluid));

BOOLEAN mounted_volume(voluid) IS
n_vol mounteo(voluxc),

BOULEAN unmounted_volume (procuid; voluia) IS
IF “h_vol mOunteo(voluxd) THEN TRUE
ELSE h read _allowea (h_proc_ trusted(procuid), h_proc_al(procuid),
h_vol min_al(voluid));
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LXTERWALREFES

FrUii clock:
OVFU~ get ulcu() =-> voluid;

FROu access levels:
level numcer max ln §$(maximum level number);
INTEGEER Cs slze $(category set size); A
VEUn n write allowea(b; al; al) =-> b;
VFUN n read_allowec (b; al; al) -> b;

£hUr processes:
VEUN h proc al(procuic) -> al;
VFUN h proc trustea(procuid) => b;

rhuri guota cells:
OVrUN create quota cell(voluic; al; al) [procuid] =-> ccuic;
OFUN set _qguota(gculiu; 1);

FRUl acaress _spaces:
CrUn revoke vol access(voluicd; procuic);

FUNCTICKNS

CViFUd create volume(min al; max al) [procuid] => voluid;
>(creates & new volume)
veFINITIONS
quota cell uia gcuid IS ‘'h vol init gc(voluid):
LACEPTIONS
urnoruerea access levels(min al, mex
write nct allowea(proculd, min al);
EEFLCTS
voluiag = EFFECTS OF get uid();
‘n_vol_exists(voiula) TRUE ;
‘n_vol _min al(voluid) = nin al;
‘n_vol_maex al(voluid) = max al;
gcuic = EFFECTS_OF create_guota_cell(voluic, min_al, min_al,
procuiad) ; o
EFreCTS_OF set_quota(acuid, volume size);

al) s

/]

)

VEUd n_vol_exists(voluid) => b;
¢(true it volume exists)
Hibuoii;
INITIALLY b = FALSL;
VEUN n_vol_min_al(voluid) -> min al;
$(returns minimum access level of volume)
HIDLLN;
INITIALLY min _al = 2;

Veuw vel _min al(voluia) (procuid] => min_al;
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$(external form ot h_vel min_al)
EACEPTIONS

no vclume(procuic, voluia);
LLRIVATICON h_vol min_al(veluild);
vedd n_vel max_al(voluid) -> max al;

S(returns meximum access level of volume)

HIDDEL;

INITIALLY max _al = ?2;

velUn vol max _al(veluia) [procuic] => max_al;
s (external form cof n_vol max_al)
EACEPTIONS
no volume(grccuia, voluid);
DLRIVATION n vol max _al(voluid);

VEUW n_vol_ 1init _ac(voluic) -> gculd;
$(returns initial guota cell uic for volure)
alCCEu;
INITIALLY cculia = 2;

vEUn vol_init_gc(voluiad) |procuid] => gcuic;
$ (external form of h vol init_qc)
EACSFTICNS
no_volume(gprocuic, voluid);
LLrRIVATION h vel init _gc(volulc);

CFUN celete_volume(voluic) [procuic];
$(ueletes a volune)
EXCEPTICNS
nc_volume(procuia, veluid);
mountec volume(voluia);
write not_allowed (procuiG, h_vol min al(veoluiad));
LFFECTS e e
‘n_vol _exists(voluid) = FALSE;

OUr Uw: mount _volume(voluld) [proculc];
$ (mounts a volume)
EaCEPTIONS <
no_volume(procuid, voluia);
mounted volume(voluid);
write_not_allowed (procuic, h_vol min al(voluid));
LrFLCYS
'h_vol mounted(voluid) = ThRUE;

viEuw a0 _vol_mountea (veluiu) => b;
s(true if volune 1is mounted)
HIuLLwg
IwiTIALLY © = FALSL;

UFUws demount _volume(voluid) [procuid];

3 (uemounts a volunie)
EACEFTIONS
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uriaounteu velume (procuia, voluig);

write not_allowed(procuid, h_vol min_al(voluid));
EFFLCIS ¢
‘n_vol mounted(voluid) = FALSE;
eFreCTlo CF revoke vol access(voluia, procuid);

b uOLlLE
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CHAPTER IX

GUCSTA CRLLS

wuota cells are the mechanism by which the snaring of pages on
a voluwe 1s controllec. Each segment, and hence each page of
eacn segment, 1s assignec¢ tc a particular guote cell. .aving
no knowleuge oL uirectories, tne¢ kernel cresents &z genereal
interface that woula allow any arbitrery collection of
segyments heving the same access level to te assigned to the
same guota cell. The supervisor, however, will impose an
arrangement of quota cells and segments that reflects the
alrectory nlerarchy. Thus, the combinec reration of the
sugerviscr ana Kkernel will procuce a guote mechanism
essentiaily eguivalent to tnat of current Multics.

At the time & quota cell 1s creeted, a volume, an e&ccess
level, ana a visipility access level eare specifiea. 7The two
access levels . must be witnin the volume range. In tne
interest cf making volumes self-cescribing (anc tnereby
invulneracle to the failures of ctner veoclumes), it is &ssumec
that all qucta cells for a volume are storec on the volume
itseif.

Storage sgace on & volume 1is first mace availekle by the
creation of an 1nitial gquota cell as previcusly described.
pcth the access level and the visibility access level of an

initial gucta cell nust egual the volure minimum access level.
AS uescribec oelow, toils cvermits tne initiel cuctz to be
ulstriocutec to nigher access levels as needec.

Aside from tne initial guota cell, all other guota cells are
createud with a gquota of zero pages. In orcder to assign a
non-—-zero Gguota to & new guota cell, cuote must te movea frocwm
some otner gquota cell cn the same volume. With regard to
access levels, guota cannot bke nmovea c<ownwerc, 1i.e., the
move cucota oferaticn insists tanet the target guota cell have
an equal or greater access level than tihe source gquota cell.
Unly trusteu processes can move quota downwarda.

A reference count is associeatec witn each quota cell. This
count 1s tne nuacer of segments that charge pages to tne quota
cell. So 1long as this count 1is non-zero, the guota cell

cannct e celeted.

Anctner attrioute of & quocta cell is the count ¢f pages used.
tnis count is cnangeu Ly tne creation and celetion cf pages in
associateud segments as specifieu in the segments mocule. For
all quota cells, the pages used count 1is not permitted to
exceeu tne guota.
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Tne guota cells module is also respcnsible for metering the
use oL pages for accounting purgoses. Toc this end, the pages
used ccunt is integratec over time to procduce a ‘“time-reccrd
proauct" (trp). Each time the pages used count is chanbed,
tne trg must ce upuated. If a quote cell is cdeleted, its trp
must ©De aoued to tnat of some otner guota cell on the same
volurme so tnat prior usage of tne deleted cuota cell will ke
accountec rtcr. A function is also provided to reac¢ anc reset
to zero tne trp of a guota cell. Tnis function is neeced by
the accounting system to collect charges for cre billing cycle
ana, at tne sene time, begin a new cycle.

As descriced above, tne qucocta cell mechanism controls the
sharing of pages among wuliferent access levels and thus
represents & solution to tne sharea finite rescurce problen
ior fpages. Tnlis solution uepencs, however, on the assumption
tnat quota cannot te over-allocatec &s is currcnt prectice at
some Multics sites. If this were permitted, i.e., if the
qucta for & volume ccula ke set nigher than the actual nurkter
of avallacle gages, then the exhaustion of peges on a volume
coula cccur wvpeifcre the exnaustion co¢f quota. This woulc
constitute an uncontrolled information path. Of course, on
single access level vclumes, this information gpeth is of no
conseguence. rience, e woula te rossible tc allow
ocver-allocation c¢i gquota on sucn volumes.

NOo limit 1s plecec con the number of guota cells that can ke
createc on & volume. Ironically, in attempting to solve one
instance c¢t tne snareu finite resource proclem, & new instance
1s createu. - Some metnca for contrclling the numcer of guote
cells on a volume is neecdec.

ine progposea cuota cell mechenism ylelds two incompatibilities
witna the current lultics guota scheme. First, it will not be
gossiole to convert a directory from terminal cuota status to
non-terminel guota status cr vice versa. Second, a "pages
usea" value will not bke maintainec for non-terminal quota
alrectories.

coth of the aopove incompatiktilities stem from a single
simplitication of t¢the gquote <cell mechanism. In current
nmultics, there exists a class of “"indirect" guota cells.
opecifically, tnese are the guota cells associated with
non-terminal guote cuirectories. In order to deternmine whether
@ page can be adued to a segment in such a directory, it 1is
recessary to follow a chain of indirect gucta cells until
reacning a quota cell associated with a terminal gquota
airectory. In the proposed kernel cucta mechanisn, there are
no 1nairect guota cells. Tnis eliminates a significant amount
of complexity ana, at the same time, produces the two
atorementionecu incompativilities.
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ine 1mnpact of tnese 1ncomcativilities on wusers can ce
estinatea. Tne restriction on converting directories cetween
terminal anc non-terminal quota status shoulc have little or
no ertect on the vast majority of users. At single access
level sites, quota will rarely ce novec below the user home
alrectory level. Statistics gathered on the HIT system
suppcrt this claim [Jan]. At nmultiple access 1level sites,
guota will wse moveu uelow tne user home airectory level to
accomouate upgraaeu cirectories. In current Multics, upgradea
airectories are reguireu to nave a gucoctae &t all times anc thus
alreauy ooey tne progpcsed restriction. The elimination of a
pages useu value for non-terminal quota airectories imay have &
more serlous lmpact. At certein times, tnis feature cculd be
valuable to any user. Cf course, it 1s always rcossible to
calculate the ©rages wusec O0f & subtree (with some dynamic
uncertainty) oy summning tne rages useu of every segment in tne
sudbtree. Tnils coulu e an expensive cceration. However, 1if
aone 1intreguently, tne cost may still ©be 1less than tne
constant overneau assoclateu with meilntalning incirect gquote
cells. rhememcer tnat inairect cuota cells waste wireu memory
ana reguilre extra computation at page fault time. Ferhaps
some 1insignt coula ©ve agalnea 0Ly metering the freguency of
regquests tor tne pages usea value ot inairect guota cells in
current wmultics.

Two ctner aspects of the way tne surerviscr 1s expected to use
guota cells aeserve mentiocn. First, tne pages ot a terminal
guota wairectory will e chargeu to tne cuote cell asscciatea
with that directory, not to the qguota c¢ell of @a parent
airectory. inls 1s necessary to meet sSecurity requirements
tor an upggraued alrectory. Secona, tne supervisor may pernit
guotas to Dbe¢ assigneud to inaiviaual non-directeory segments.
Tnis woulu allow the creation of upgracec scgments, a feature
not founa in current Mutlics.
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«COULE  guota cells

TYPLS

level numcer : {INTEGER ln | U <= ln AND ln <= nax 1ln};
category set : {VECICh_CF BCOLEAN cs | LENGTH(cs) = cs size}j
access_level : STKUCT (level numoer sln;

category set scs;

level numcer iln;

category set ics);
process_uid : INTEGER;
voluiie uiu : INTEGEK;
cuota_cell ula : INTEGEKk;

Lo CLARATICUS

process uia gprocuiu;

volume uid voluiu;

guota_cell_uld gecuid, from _gcuid, to_gcuid;
access levcl al, val;

INTeGeER npages, n;

INTEGER time, trp;

oVULLAN ©;

DEFINITICONS

BUULLAN unmounteda volume (procuia; voluid) IS
IF "nh _vol mounteu(volu10) Thed TRUL
LLSE "n_reau_clloweda (n_proc_trustea(procuid), h_proc_al(procuia),
n vol m1n ~al(voluiaq));

oouLlbLan outsicue vol levels(voluia; val; al) IS
“h write alloweo(FALb n_vol min_al(voluic), val) OR
“n_write allo~eo(bALac, al, h vol _max_al(voluid));

UUULLAL uncrcerea access levels(vel; al) IS
'n_wrlte_allowec(rALap, valy aldi)ts

bUCLLAN write not allowea (procuic; al) IS

‘n_write “allowea(n proc trustec(procuid), h proc al(procuia), al);

bUULLAN no qguota cell (procuia; voluiu; gcuic) IS
If "h_cc _exists(voiuia, gcuiu) THEWN TRUE
ELSL "n reac allowea(n proc trustec(procuiu), h proc el (grocuic),
n gc visioility al(gcuia));

SUULLAw reau rnot allowea(procuid; al) IS
“n reau alloweu(n proc trustecd(procuic), h prec al(procuid), al);

SswULehw reac write not allowed (procuic; al) IS
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“h read write allowea(n proc trusted(procuid), h prec al(grocuié),
al);

BUULLAL non zerc qguote(gcuia) 1S
n gc pages(gcuiu) ~= u;

bCCLEAN non zero refs(gcuia) IS
n_gc refs(gcuid) "= u;

8UULLAN invalic qguota change(ngages) 13
npages < u;

cCCLLAN insufficient quota(gcuic; ngages) IS
n_gc pages(gcuia) - h gc_pages used(gcuia) < npages;

EATLRNALRLES

rFrOM clock:
VFUN read clock() => time;
UVFUN get ulc() -> gculicg;

ruCe. access levels:
level numcer max ln $(maximum level number);
INTEGER cs size $(categery set size);
ViU n reac allowec(b; al; al) =-> o;
ViUn 0 _wrlte allowed(b; al; al) => b;
VEUN N reau write allowea(b; al; al) -> o;

FrCw processes:
vedn h proc al(procuia) =-> al;
VEUN n proc trusted (procula) => b;

rRCi volumes:
viUn n_vol mountea(voluia) => &;
VEFUN n_vol min al(voluia) =-> al;
vedo n vol max_al(voluid) => &l;

FUUCTICUS

OVr'Uua create quota cell(voluic; val; al)([procuid] => acuic;
$(creates a new guota cell)
LAaCLPTICNS
unorcered access levels(val, al);
write not alloweu(procuia, val);
unmountead volume(procuic, voluia);
outsiue vol levels(voluia, val, al);
LEcECTS
gcuid = EFFECTs OF get uid();
'‘h_gc al(gculac) = al;
‘h gc visicility al(gcuia) = veal;
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VEUN

VEUS

VUL

VI U

VI uwN

oFUN

(07 eI

Veln

" InITIALLY b = FALSE;

‘h gc_exists(voluic, gcuid)

TRUE;

h _gc exists(voluid; gcuia) -> b;
$(true if guota cell exists)
HIDULN;

n_gc _visibility al(gcuia) => al;

$(returns access level of quota cell visibility)
HILCDLN;

INITIALLY al = ?2;

gc_visibility al(voluia; qcuid) [procuid] =-> al;
v (external torm of h_gc_visibility al)
EACEPTICONS
unmounted_volume(procuia, voluid);
no_guota cell(procuia, voluia, gcuiaq);
ULhIVATION b _gc_visibility &l (gcuic);

n_gc _al(gcuid) =-> al;

$(returns access level cf quota cell)
HICULN;

INITIALLY 21 = 2;

gc_al (voluidg; gcuiaq) [procuid]l => al;
vy(external form of n_gc_al)
LACEPTIUNS

unmounteu_velume(preccuid, voluic);

no gquota cell(rrocula, voluid, gqcuid);
LERIVATION n_gc_al (qcuia) ;

set_qguota(gculc; nrages);
S(sets gucta ot quota cell
used only to initialize first gquota cell on a volume)
L FECTS
'h_gc_pages(ccuia) = nrages;

nove_guota(voluiu; frcem _gecuid; to_gcuic; npages) [precuid];

$ (moves page quota from one cell to unotner)

EACEPTIUNS
invalia_quota_change(npages);
unmounteu_volume(procuid, voluid);
no_guota cell (procuic, voluid, from_gcuid);
nc _guota cell(procuia, vcluic, to qculc)
reac write not _allowead(procuia, h_gc al(from _qecuid));
write not alloweo(groculd, n_gc al(ko acuid));
lngutt1c1cnt_guota(;rom_qculo, n,ages)

LEFLCTS
‘n_gc_pages(from_gcuia) = h_gc_pages(from_gcuid) - npages;
‘h_gc _pages(to_gcuid) = h_gc_pages(to_gcula) + npages;

a_gc_pages(gculia) => ngpages;
s(returns page guota for guota cell)
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Ve Uwn

Voun

VLUl

ur Uiy

uruan

veUn

ve Uw

RIUDLI;
INITIALLY npages = U;

gc_pages(voluld; gcula) [procuia] =-> npages;

v (externel ftorm of h _gc_pages)

EACcPIIVNS 4
unmounted_volume (procuia, veluid);
nc_gucta_cell (procuid, veoluid, gcuid);
reau_not_allowea (procuid, n _gc_al(ccuic));

LeklvallON a_gc_pages(gcuiu);

n_gc _refs(gcuid) => n;

v (returns guota cell reterence count)
uilDeow;

INITIALLY n = U;

gc_rets(volula; gcuid) {precuid] -> n;

v (external form of h _dgc refls)

LACLPTIONS
unmounteu volume(grocuia, voluic);
no_quota_cell(gprocuic, voluia, qcuiag);
reau _not_allowea(rrocuia, n _cc al(ccuid));

ULRIVATION n gc_refs(ucuid); i

change _gc _refs(gculc; n);
s (cnanges cuota cell reterence count)
LEFeCIsS
‘h_gc_refs(gcuid) = nh_gc_refs(gcuid) + n;

uelete_guota cell(voluid; gcuia; to gcuic) [procuic];
y(ueletes a quota cell) i
cdinpPTiCno
unmounteu _volume(procuia, voluid);
no_guota cell (grocuiu, voluid, gcuic);
no_guota_cell(procuiu, voluid, toc_gcuic);
write not_allowea (procuid, n_gc_visicility al(gcuia));
reau_not_allowec (greocuiu, h_qc_al(ccuia));
wrlte not alloweu(preccuica, n cc al(tc ccuid));
non_zerc_cuota(qgcuia); gl "
non_zerc rets(gcuid);

EFFECTs
‘h_gc_trp(to_gcuid) = n_gc_trg(to_gcuic) + h_qgc_trp(ccuid);
‘n_agc_exists(voluida, ccuid) = FALSt;

n_ac_pages_usea(gcuid) => nrages;
S(returns pages usea for cucta cell)
ulCDLbu;

INITIALLY npages = U;

GC_pages_usea(voluia; gcuic) [procuid] -> ngages;

v(external form of h ¢c_pages usead)

EaCEETIUNS 2
unmounteu_volume(procuid, voluic);
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no _quota cell(procuia, voluid, gcuid);
reau_not_allowea (procuid, h_ac_al(gcuid));
LenlVAlICN n_Gc_pages_usec (Gcuia);

UFLn Ccnange_gc_pages _usec(gcuid; npages);
v (chenges pages used for quota cell)
DEFINITIUNS
INTEGER time IS 'h_qgc_trp_ugaatec(gcuid)
- h_gc_trp_updated(gcuid);

EFFECTS
‘h_gc_pages usea(gcuia) = n_gc_pages used(gcuid) + npages;
'h_gc_trp updateao(gcuid) = recau clock();
‘n_gc_trp(gcuic) = n_gc_trp(gculd) +

(time * h_qgc_pages_used(gcuid));

veuw b_gec_trp(gcuiu) => trp;
S(returns time recorc procuct of guota cell)
AIuDeN;
INITIALLY trp = 0;

veUs 0_gC_trp upcated(gcuia) => time;
vireturns time trp last upcated)
BlDDLRLG;
INITIALLY time = U3

viUn gc_trp(voluia; geula) [procuid] =-> trp;
$(external form of h_gc_trp)
e INITIONS
Iiecen time 15 read_clock() - h_gec_trp upcated(gcuid);
LACEPTICNS
unmounted volume(procula, voluid);
nc_cucta_celi(precuid, voluia, gcuid);
reau _not_allowed (grocuia, h_gc_al(gcuia));
LorIVATION n_gc_trp(gcuia) + (time * h _qc_pages_used(ccuic));

UvrUu reset_trp(voluid; gcuic) [procuid] => trp;
y(reaus anu resets trp for new accounting geriod)
LLFINITICHS
INTLGER time IS reau_clock() - h_gc_trp updated(gcuid);
EACLPTIUNS L
unmounteu volume(prccuid, voluid);
no_guota _cell (procuid, voluid, ccuid);
reaa_write_not_allowed(procuid, n_gc_al(gcuid));

LFFECTS
trp = h_qgc_trp(gecuid) + (time * h _gc_pages_used(gcuid));
‘n_ac_trp(gculu) = U;
'h_gc_trp_upcatea(qgcuia) = read clock();

Lol rGuULE
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CHAPTER X

. SEGMENTS

Tne segments woaule 1s, of course, resrccnsiktle for the
manageient of segments, the lcgical storage units of Multics.
wltnln tnis nodule, segments are iladentifiec by uic only. The
lccal rcrocess view of scgaents, where segment nunbers are
useu, 1is defined by the aauress_spaces mccule aecscribea later.

At segment creation, a visibility access level, & volume, and
a gucta celi must oe sgecifiea. Tne new segient resides con
the specifiec vclume and charges its pages to the specifiec
guota cell (wnicn must also resice cn the same veclume). The
access level c¢iL tne new segment is, by necessity, -eqgual to
that of its asscciated quota cell.

No limit is placed on the number c¢f segments theat can be
createa on & given wvolume. 1In practice, however, a volume

taole of contents (VIOC) entry will bDe requirea for each
seament. Thus, tne VTOC regresents yet another instance of
tne shered finite resource problen. At present, Multics
provides no «cirect means for controlling the consumption of
VICC space. Limits on the size of directories provide an

inairect form of control, but this is entirely inaceauat
tven 1f security consicerations &are 1ignocrec, ‘there i
exlsts a serious problem in that & single user can
Preventeu from ccnsuming an arpbitrarily large number of
entries.

OUne possicle solution to tnis problem is to introduce the
coricect of segment guotas. Tne proposeu cuota cell mechanism
eélreauy malntalins a segment reference count. By enforcing
limits c¢n tnese segment counts, tne use of VICC entries coulcd
ce controlieu. 4nis imglies, hcwever, an acditional burden on

- the user. Wwnen moving quota, tne user wcoculd neea to specify
not only tne amount of page gucocta to move but &lso the amount
Ct seguent guota.

runcticns ere uefineu for reacing anc writing the contents of
seyments. These functions have certain siade-effects, eés well.
Initirally, &ll woras of a segment nave a value of zero.

lae segments moaule maintains a page mer (i.e. a receré of
exlsting pages) for eacn segment. Initielly, a segment has nc
existiny pages. A page is created the first time a wora of
tae page is written. The page remains in existence until the
segment i truncated to a size that excludes the page.

The treatment ot zero pages differs from that of current

dultics in two respects. First, reauing from a zero page uoes
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not ceause the page toc be created. Second, zero pages are nct
automatically ueletec at the time tney vecome cancicates for
remcval trom main memory.

Tne tirst aitference is motivated by security ccnsiderations.
ine frage map for a segment has the seme access level as the
segment itseir. Therefore, a user having reac access to ‘¢
segment, out not write access, cannot be permitted tc modify
tne cage mar. nence, reading 2 nonexistent ©age cannot be
allowed to cause the page to te createc. Unfortunately, this
restriction causes & aifficult problem. The solution appears
to reqgulre & cnange to tne liultics rrocessor.

Cne croposal suggests that rage tabcle words contain a
rault-cn-wrlte bict that can ve useu to cetect the first time &
pace 1is written ([S83]. All page tavle worcs for zerc pages
coulu tnen ve uirecteu tc a single zero paage. Only waen an
attempt 1s made to write a zero page woula & new pade te
createu.

S 1lcea can be carriea a step further by having
rc-page" bit 1instead of a fault-on-write bit in each pag
taole wora. Tne zero-page bit woula imply that any attempt t
reau froi tne gage snoulu always return & zero without any
tault or memory reference. An attempt to write the page woula
cause a page fault, as usual.

c
€
o}

ilaruware cananges, cf «course, are to rCe avoiced wherever
pcssicle. ln tnls case, & nardware ch&nge seems unavoidacle.
acwever, an interim solution is possible that avoics modifving
the processor. ‘4ine effect of tne fault-on-write bit coulc oe
Simulateu Ly a speclal memory box. This memory cox woulc have
no real storage. It woulc simply return a zero for eacn recac
ogeration anu woulu cause a fault on eacn write operation.
The Kernel woulu arrenge for the page taile worcs of zero
pages tc always auaress this sgpecial memory tox. Deaicating a
memory port to tnis special memory bcx essentially wastes @&
gorticn ©r the availacle apsclute acuuress scace. This,
nowever, uoes not aprear to be a serious c¢rawcack since no
nultics system yet contemplated recuires the maximum amcount of
main nemory.

Ine seconud cifference in tne treatment of zero ©rpaces, 1i.e.,
the elimination oif automatic deletion of zero pages, is nct
motivateu oy sccurity consicverations. Rather, this aifference
1s motivateu wy @& «Gesire to avoid introducing hiaagen
fecnanl1sas into tne kernel top-level specification. In
cuirent riultics, the ueletion of zerc pages occurs at the time
a page 1s selecteu tcor removal from wmain memory. This time
cannot pe preulctec using only knowleuge availecle at the user
intertace anu, consequently, gilves rise to non-ceterministic
and sometimes anomalous cenavior. Such behavior depends upon
tactors such as the size of mein memory which are not visible
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in tne top-level srecificetion.

ine conseguerices or eliminating automatic wdeletion of zerc
pages seem toleracle, 1if not cvesirakle. 1Tnis change is rot
incompatible; it snoulc not cause existing rprogrems to stop
working. 1t will, nowever, cause storeage cherges to be nlq“er
ior segments maintainec by programs tnat «awelicerately or
lnauvertently accomplisn gpage acletion tnrougn zerocing ratner
than truncation. nogefully, tnhe numcer of sucn seginents is
small anu the programs tnat maintaein them can be changed
eventually. At the same time, tnis change has the advantage
of making it possivle to uetermine tne size of a segment with
certainty. Inis 1s not ncw tne case Gue to tne treviocusly
uescriceu non-ueterministic kbehevior cf the paging mechanism.

Two otner segicent attributes are the uate-time used (ctu) ana
tne aate-time nmnocifiec (ctm). For reascns cescrited below,
tnese two attributes are meintcined in & differernt fashion
anu, conseguently, heve somewnhet different meanings in the
Kernel-casea iultics.

In current tiultics, tne dtu and ctm for
eacn time the VTOC ntry for the segme

occurs when a segment is deactivatec. It e
searchiny tne active segiment tacle r

gment are wupcated
is uczcatecd. This
SO occurs when, in

fo a segment to
geactivate, a segment is fcuna with & page table thet has been
mouiriea. This metnoa of upcating relies on nidaen mechenisms
ana, from the user's viewpont, results in non-ueterministic
énu otten ancmalous Lcenavior. sSuch behavior «épends ucon
tactors whicn are not visitle in the tor-level scecification
such as the size of tne active segment teble.

In oraer to avola introducing hidden mechanisms into the
top-level kernel sgecification, a new methoa of updating ctu
ana atm is progosec. laeally, atu eana ctm snoula ©e uracated
on eacn seganent reference. Since tnis 1is ot possible,
however, tnec <ernel mailntains two 1ndicators calleg the “used”
and "moaifiea" tlags. A function is provided to upcate atu
ana dutm Laseu on tne settings of the usec and mcdified flags.
As will pe seen 1in tne auuress_spaces mocule, tnis functicrn is
invokeu automatically at the time & segment is terminateca. It
1s also 1nvoked autcomatically for all initiatec segments at
tne time & process is terminatec. Where greater accuracy is
reguirea, tne upoating function can be invokeu explicitly.

Inis woulu allow an eaitor, for example, to upcate atu anc dtm
after writing out & buftfer.

A reguest to upaate dtu anc dtm 1is nonore¢ only if the
corresrcnulng useu é&nd nmouifieuw flags nave bteen turnea on.

I'ne moulfiec tlag is set each time a segment is written. In
principle, tne used flag should ce set each time a segment is
reau or written. Unfortunately, security considerations

gronicit tnis interpretation of tne used flag. The access




’

level cf the usea flag is equal tc tne access level of the
segment. Tnerefore, 3just as in the case of the page map, a
process witn only reau access to the segment cannot ke
permittea tc ciaange the used flag.

In oraer to provide at least some sugport for the dtu
attrioute, ana yet not viclate security, the kernel offers &
compromlise. ‘1The useu rlag is elways set by write operaticns
on a segment. For reac opereations, the uscd flag is only set
1f tne process access level eguals tne segment access level.
Under tnese ccnditions, tnere 1is nc violation of security.

Tnus, tne utu should e interpretec as the last time a segment

was useda oy a process cof the same access level. ©Note that in
single access level systems, tnis difference causes rc change
tc tne meaning oif atu.
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©iOUULL segments
TYFPES
level numcer : {INTEGeh Iln | U <= 1ln AWD ln <= max_1n}; j
category set : {VoCiCh_CF 3CCLEAN ¢s | LENGTH(cs) = cs _size};
access level : STrLCI (level number sln;
3 category set scs;
level nunmber iln;
category set ics)/?
process _uia : IWTLGLEKL;
voluie uld : ILTLGER;
quaota cell uia @ INTEGEL:
qegrcxt Ulu ¢ INTEGEKR;
segment oLLset : {IGTEGER sC | U <= s0 AKD so <= max offset};
itacnine wora : INTEGER;
pFage_numoer : {INTEGER pn | 1 <= pn AND pn <= max_coffset+l) /page _siz
LECLARALICHS
process uiua grocuig;
vuiume_uLo volula;
quota ceil uld acuidy;
segment uilu seguic;
access lievel al, val;
segyment offset otfrset;
acnlne word wora;
F&ye nuiwer vayeno;
InTelelk tine;
InIEGLR 1
veLlux _Cr IwIEGEL tt;
BUULELAN O}
velLlln ur olLuLlLAn omag;
PARAGLEIERS
segjuent_citset nax_cirset $(maximum segment crfset);
Fas€_nuioer wax pagenc s (maxliui page numver);
InTeGEn page_size $(number of worus in a cage);
LeFInITIvis
lniuuth total pages (seguid; cageno) IS
CARDINALITY ({i | 1 >= pagenoc aAND i <= max_pagenc AND
n_page _exists(segula, 1)/);
SuULbAN unmounteca volume(procuic; voluiu) IS
IF “a_vol_mounted(voluid) THEN TrUE
LbSt "n_reau_allowea (n_proc_trustec(rrocuic), n_proc_al (crocuic)
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n_vol min_al(voluid));

bUULLAN no _gucta cell(procuia; voluic; gecuic) IS
IF "h gc ex;sts(volu1u, qgcuid) THEN TRUE

ELSE "h_ reaa _allowea(h _proc trusted(rrocuid), hn _pbroc_al (procuid),

hi ac v1510111ty al (acuid)) ;

cwwliAn cutsice _gc_levels(gcuia; val) I35

“h_wrlte allowea(FALSE, h _gc_visibility al(gcuic),

“h_write_zallowec (FALSL, val, n_cc_al (gcuia));

LUULLAN wrlite_not _allowed (grocuid; al) IS

“h_write_allowed (n_proc_trusted(precuid), h_proc_al(procuid),

bUOLEAN no_segment (procuic; voluid; seguia) IS
IF¥ "n_seg_exists(voluid, seguid) THEN TRUE

val) OR

al) s

LLSL "h_read_allowed(n_proc_trusted(procuic¢), h _prec_al(prccuia),

n_seg v1510111ty _al(segu
uvuL;Au reau_not allcowea(procuia; a IS
“h_read clijeu(u _prec trusted

i
(

LXTLEENALREFES

FROM clock:
Vel reac_clock() => time;
OVFUn get ula() -> seguiag;

EnULL access _levels:
level nuicer nax_in $S(maximum level numcer);
INTLGLK cs_size 5(category set size);
VEUn h reac _allowea(b; al; al) => by

VeUs n_write _allowea(p; al; al) => o;

FrULs processe
proc_al (grocuid) => al;
C thatEG(‘IOCUlu) -> b:

"D
OO-

Fuli volumes:
vedw n_vol min_al(voluic) =-> el;
Velwn a_vol_mountea(voluic) => o

{ FrUm guota cells:

velN n_gc _exists(voluia; gcuid) => b
‘ veus 6 _gc visipility el (qecuic) => al;
1 vila a_¢ce _al (ccuiu) =-> al;
CFUL caange_gc_rets(gcula; 1i);
UF Ui cnange_gC_pages_useu(gecula; 1)

FUNCTICHS
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OVFUN create seg(val; voluiu; gcuid) [procuid] => seguid;
S (creates a new segment)
EXCEFTICNS
unmountea volume(gprocuid, voluid);
no_quota cell (procuid, voluid, qcuid);
outsice gc levels(ccuia, val);
writce rot gllcm-y(brocu1g, val);
EEFECTS

geguic = EFFECTS CF 3Qt_UlL();

‘h seg v151b111ty gl(SCgUlu) = val;
n_s;g qac(seguia) = gculaq;

*h seg CAlatS(VulU&u, seguic) = TRUE;
EFELCTS _OF change gc refs(gcuid, 1);

VEUn n_seg exlists(volula; seguid) => b;
>(true if segment exists)
uilvboing
INITIALLY © = FALSE;

VeEUN n_seg visipility el{seguid) -> &l;
v (returns access level of segment creator)
RICDEN;
InITIALLY &1 =

o)
-~

egula) [ pr
1St ity

(o]

vels seg visicility al(volula; s
s (external form of h _seg vi
cacceTIUNS

unmountea volume(procuica, voluic);
no_seguent(rrocuic, veluiu, seguic);
LERIVATIONH n_seg visicility al (seguicq);

cula] -> al;
)

Qs

VEUN n seg al (segu =
$(returns access leve
ulL/bLn ’

LERIVATION h _cc _al (b seg gc(seguld)) ;

VEU~s seg al (voluicu; se
S (external form o©
EXCePTI0OKS

unmounteu volume(procuid, veoluid);
no_segment (procuid, voluia, seguic);
CERIVALICW n_seg_al (seguia);

ViU h_seg gc(seguid) => cceuia;
$(returns quoté& cell uia of segment)
HILDDLL
INITIALLY gculia =

o)

veun seg _gc(voluia; seguid) [procuic] => geuia;
$ (external form of n_seg qc¢)
Ll\i—hl‘; lth
unmounteu volume(procuia, voluia);
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no_segment (prccuid, voluid, seguic);
reaad not_allcwed(procuid, h seg visibility el (sequid));
LERIVATICN h seg gc(seguid) ;

CFUN delete seg(voluia; seguia) [precuic];

y (celetes a segment)

LEFINITIONS
access level al IS n seg visibility al(seguid);
quota cell uia gecuic IS h seg gc(seguid);

LACEPTICNS
unmounted volume(crocuic, vecluiad);
no_segment (procuic, voluid, seguid);
write not allowed (rrecuid, el);

EFRECTS
cFFECTS OF truncate seg(voluid, seguid, 0, procuid);
n_seg exists(voluid, seguid) = FALSE;
EFFECTS_OF change gc_refs(acuid, =-1);

CFUW write seg(seguia; offset; wora);
S(writes a wora cf a segment)
DLFIUITICHNS
INTEGER pageno IS (offset + page size) / cva
EFFPECTS
‘hi s

e siz

(89]
@]
(p]

usec (seguid) = TRUE;

'h_seg moaifiea(seguic) = TRUE;

‘h seg contents(seqgula, offset) = word:;

‘h page exists(segulc, pageno) = TRUE;

“n page exists(seguid, pageno) =>

EfreCiS_COF change_gc rages used(h seg_ac(seguid), 1);

m D
QG

UVeul reaa seg(proculc; seguid; offset) -> word;
s(reaus a worc olL a segment)
EEFPECTS
P n write allowea (FALSE, h_prcc al(precuia), h seg al(segquid))
: => 'Qh_seg used(seguiac) = TRUL;
word = n_seg contents(seguid, offset);

veus 1_seg cecntents(seg
>(returns a wora ¢cf a s
clulciv;
INITIALLY wora = U;

fset) => worag;

VEuN n page exists(seguia; pageno) => b;
s(true 1f pege exists)
H10DEN H
INITIALLY ‘b = FALSE;

Vius existing pages(voluid; seguid) [procuia] => cmep
S(returns it map of existing pages of segment)
LACEPTICIlIS

unfiounted volume (crocuia, voluia);
no_segment (procuia, voluia, seguid);
reau not allcocwed(procuiu, nh seg al(seguia));




DERIVATIOUN VECTOk (FOrn 1 FROM 1 90 max pageno:
h page exists(seguia, 1i));
OFUL truncate seg(voluia; seguid; pageno) [grecuid];
$(truncates & segment tc pageno gages)
LXCLPTIONS
unmounteu velume(procuic, voluia);
no segment (procuid, vocluid, seguia);
write not allcoweu (procuica, n seg al(sejuida));
EFFECTS
FURALL 1 | 1 > pageno ALL 1 <= peax pagenc
h page exists(seguid, 1) = FALSE
EFFELC1S5 OF change ac pages used(h seg qc(se
-total gages(seguid, pagerno + 1
FONALL 1 | 1 > pageno * page size AND
1 <= max pagenc * page size :
'n seg contents(seguic, 1) = U;

'Hic) -

} g

vms. .

VEUN O seg usea (seguia) —=> b;
y(true 1L seqient nas ceen used since last recset)
HlLbEuiip
ISITIALLY © = FALSEL;

vrun a seg moulriea(seguia) =-> c;
S(true it segment nes kLeen moditieu since last reset)
dlubiiv;g
InITIALLY © = FALSLE;

veud 0 _seg atu(segulid) -> time;
S(returns uate~time useu tor segment)
nluubn;
INITIALLY time = U;

Veln n_seg utm(seguid) -> time;
v(returns uate-time mouifiead for segment)
HIDBEN;
Is1ITIALLY time = Ug

viua seg utu atm(veluid; seguia) [procuia] => tt;
$(external torm of n_seg _atu and h seg dtm)
LLFINILIUNS
INTEGER atu IS IF h_seg_used(seguid) THLN read_clock()
LSt h_seg_dtu(seguic);
INTEGER atm I5 Irf n seg_modifiec(seguic) THEN reec_clock()
LLSt h_seg_ctn(seguia);
eaCerTICws
unmounteu volume(procuic, voluid);
no_scgment (procuia, voluia, seguid);
reau_not_allowed (proculc, n_seg_al(sequld));
LenIVATION VECTUK (atu, dtm);

Jrlw change ctu utim(seguld);
» (upuates atu anu utm)
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EFFECT>

Urlu upduete atu ctm(voluld; segula) [procuic];
> (external icra Of cnange «tu_ctm)
EACLPTICHS
unmountea volume(grocuid, voliic);
no_segmen?(procuic, voluiu, seguic);
wrilte not allowea (procuid, h_seg_al (seguid));
EFFTECTS
LrrfCT5_OF change_atu_dtm(seguid);

enNE HCwULL

n_seg_used(seguia) => 'n seg_dtu(seguic) = read clock();
n_seg_mouitfled(segulcd) => 'h_seg _atm(seguic) = read cleck();
‘'n seg used(seguid) = FALSc;

‘n_seg mocified(seguic) = FALSL;




CHAPTLR LI

ALDDRLSS SPACLS

Ine audress sgaces mocdule supports the binding of segment
numbers tc segments within a2 process as well as the granting
ana revoKing ¢t current &access to segments. This mocule also
provices kernel 1nterfece functions for reacing anc writing
segments.

ine blnuiny of & segment nunoer to a segment 1is accomplished
oy the "assign_segnc" function. MNote that the kernel does not
select tne segment numcer. This selection is performed by
tne supervisor, taus relieving tnhe kernel of &a numper of

DookKeeping cacres. Informaticn akout assigneu secments is
€Lt 1n & gper-grocess tacle calle¢ tne known segment teble
(Kst). 1Ine kst i1s regresenteu ty a collection of V-functions.
ine assignment c¢f a segment nunver to & segnent cces not  meke
tne segient wirectly cccessiplc. Phis is aCCCFullaﬂCL oy
anotner functicn called "give access" for wnican the cller
specifies the access moae, ring brackets, call linitcr, enc
maximum lengtn of tne segment. The recuested access wmoae 1is

moultiea, if nccessarf, oy tne kernel tc conform to access
tevel restrictions. Liote that any process can grant itself
access tec a segment in this fashion. However, it is exvectec
tnat tne sugervisor will control tne use of the give access
function so as to enforce the Multics access contrcl list
(ACL) policy. Also, the supervisor will enrforce the ring
bracket policy. Tine kernel 1insists only that segment ring
brackets ce outsice the kernel ring.

A function is rrcviced to revoke the current access of ealil
processes to a given segment. This function can be used by
tne sugerviscr to force all processes to recompute access to &
segment aiter an ACL has ceen cinanged. Once access has peen
revokea, sucsequent retferences to the segment will cause an
exception. This exception is implementea @s a fault that will
be directea to the supervisor. In hancling this fault, the
superviscr will <calculate the access of the faulting process
tc the segment anu then 1invoke the give access function.
Alter tnis, execution can be resumec from tne point at which
the tault occurred.

Tne auuress sgaces mouule includes the revoke vol access
tunction wnicih 1s hilacen from tne kernel interfzce. At the
time a volume 1s cerounteu, access to all segments on the
vcluse 135 revokea by use of this function. Thus, if the
voluiie shoulu later ce remcuntea, &ll processes will te forced
to reconpute access to seanents on the volume. This vermits a
user to cnangye tue ACL of a scgment cocn & demounted velurme and




ce assurec tnat nis cnange will take effect as soon as the
vclune 1s remountead.

Taree apcstract functicns, called "reaca", "write", and "fetch",
are specifieu in the aadress_spaces module, These functions
a0 not cirectly corresgona to any actuel kernel interfaces.
rather, tney represent the nmnemory reference orverations
ésscclateac witn whcle classes of machine instructicns. For

exemngle, tne reac¢ tunction 1is indicative ot all lcad
instructions whereas tne write tunction is inaicative of all
stcre instructions. Tne fetch function 1is used by the

acstract machine interpreter to fetcn instructions.




P ———

vuLULL  adaress_spaces

iY¥reos
level numoer : {INTEGEEK 1ln | U <= ln AND 1ln <= max _1ln};
category set : {VeCTOn_GUf BOCLEAN cs | LEWGTH(cs) = cs_size};
access_level : 5I'nuCT (level nunber sln;

category set scs;
level numcer iln;
categery _set ics);

process _uic¢ : INTEGER;

velume uid : IN1&GEL;

quota cell uid : INTEGER;

segwent ula : INTEGLK;

access_inoue : {VECTCk _CF BCCLEAN am | LENCTHE (am) = 3};
ring_numcer : {INTEGER rn | U <= rn ANL rn <= max ring};
ring_crackets : {VECTICR_OF ring numcer rb | LENGT: (rb) = 3};
call limiter : {INTEGEx cl | -1"<= cl ANL cl <= max cl};
segrent numncer : {(IUTEGER sn | v <= sn ANL sn <= max_scgnc};
segment _cfrset : {INTEGLk 80 | U <= so ANC so <= max _offset};

macnline woru : I.IEoEn;

LouCLARATICHS

prccess _ula proculia, proc;
volume ulc volulg;

guota cell uiu gyculg;
segment ulc seguldg;

access ievel al;
access_aouc aoue, given_moue;
L10Y_NURUEr ring;

L1ng _orackets ru;

call limiter cil;
segment_numcer segnc;
segrnient cffset orffset;
macnine wora woru;

ECULEAN O3

InIcGen 13

PARANMLTLERS

ring_nuwcer Kernel ring $(nighest ring usea by kernel);
ring numcer xax ring s (maximum ring numoer);

call itimiter max_cl $(maximum cell limiter);
Segyment_nuncer max_sedno s (maxlmum segrment nunber);

LefInIdICho

access_mcue null_moce IS5 veCiCRh (FALSE, rfALow, FALSL);




access _iacae rew _moce IS VECICOR (ThUE, TrRUE, TrUE);
access moce re _mocue IS VLECTOk (TrUz, TRUE, FALSL):;

BuULLAN write not_allowed (procuia; al) 13
“h wrlte alloweu(n _Proc_trusted(procuia), n_croc_al(procuid), el);

pbUULzAN unmountea volume(rrocuica; voluila) IS
1f “h vol_mountea(voluid) THed TRUE
ELSE “n_reac_glIOMec(n_jroc_trustec(pzocuid), h _proc_al(grocuiu),
h_vel min_ail(voluic));

bUCLLAN no_segment (procuid; voluia; seguid) 1S
1f “n_seg_exists(voluid, seguid) THEN TRUE
LLSL "h_read_allcwea(n_proc_trustec(grocuia), h _proc_al(procuid),
h_seg wvisibility al (sequid));

oUULcAd segno_in_use(procuic; segne) IS
“(n_Kst_seguilda(proculiu, segnc) = ?);

LuuLLAWG unusea_segno(procuid; segno) IS
i_kst _seguic(procuia, segnec) = ?;

uCULEAN 1nvelic mocue (mece) IS
~(mode = null _moue Cix moce(l]);

SwULEAL invalia _ring bracxets(rt) IS
“(kernel ring < rofl] AND
tbfl] <= rblZ2] AND
Ebf2) <= tbl3]));

SOCLLAW no write permission(grocuid; ring; segno) IS
“(n_kst moce (prcculd, segno) [3] AND
ring <= n‘kst_ru(;rubulu, segno) [1]);

BUULEAN RO_reaG_permissiocn(procuia; ring; segnc) IS
“(n kst _moce(prccuic, segno) [l] ANL
ring <= n_Kst_roc(procuic, segno) [(z]);

sWLLAW no_execute permission(procuid; ring; segno) IS
“(a_Kkst _moue(proculia, segno) (2] AuL
ring <= n Kst_rb(precuid, segnc) (2] AKRL
ring >= a_Kkst_ro(grocuid, segno)([l]);

BUULLAL unceflneu_access(procuia; segro) IS
“n_Kst_access_uefined(grocuic, segno);

LuULLAw cut_of councs(proculd; segno; offset) 1S
offset > n Kst_mex_offset(procuid, segno);

0_gce Caged useu(gcuiau) = n_qgc_peges(qcuid);

Loulban pege cuota overflow(gculu) I3
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L husi

FnOun

el

Lnuel

L vl

v U

VEUN

ViU

LATLARNWALREES

access levels:

level numocer max ln $(maximum level number);
INTEGER €5 _size S(category set size);

VilUa o reaa _allowea(b; al; al) => by

VEUN niwrlte allowedu (0; al; gl) => ©;

VEUS n_reaum"rltc_ullowec(c; al; al) => o;

processes:

VFUN h_proc_exists(procuid) =-> b;
v Ui prcc al (crocuic) => al;
Ve nyprobﬁttustcc(grocuid) =>» b;

vcluaies:
VelUs n_vol mountec (voluid) => &;
VEUw n_vel rin_al (voeluicd) => al;

guota cellis:
VEUN h _ge pages(gcuild) => i;
VEUN h_gc_pages_ used(gcuia) -=> 1i;

segrents:

seyment ofrset max cifset $(m \axinum se
VEUN 0 sca exlsto(volulu- segula) => 0
Velu h_seg_visibility el(seguic) =-> eal
VEUs n_seg_al(segula) => al;

VEUN n_seg_gc(seguicu) => geuig;

OFUs wrlte seg(segulia; otrfset; worc);
UVFUn reaa_seg(gproculd; segula; offset) -> worag;
vEUu cnange _dtu_ctm(seguia);

~e we lﬂ

FunCTIONS

assign_seyno(voluia; seguic; segno) [procuic];
v(assigns a seguent nuicer tc & segment)
EACEFTIONS

segno_in_use(crocuid, segno);
LFFLCTS

‘nD_Kst _voluia(procuia, segno) = voluid;
‘n_Kst_seguid(procuiu, segno) = seguid;

‘n_Kst_access_cefinec(procuia, segno) = FALSE;

0n_Kst voluld(grocuic; segneo) =-> volula;
s(returns voluid cif assigneu segno)
UIDUEL;

IniTIALLY voluia = ?2;

xst _voluld(segno) [procuic] => voluilg;
$ (external form of n_kst voluiu)
LALu#l;bua

ment offset);




unused segno (segnce) ;
LERIVATIGH h_kst_voluid(procuid, segno);

VrUs n_Kst_seguid(procuic; segno) -> seguidg;
$(returns seguia of assigned segno)
nILDEN;

INITIALLY seguid = ?;

VEud Kst_seguid (segno) [procuic] =-> seguia;
$(external form of h_kst_seguig)
EACLPTICNS

unused segno(procuid, segno);
LLRIVATICN 0 Kst seguic (grocuia, segno);

vfuN N kst access cefinea(procuid; segno) =-> b;
y(true ir access aetlneu to segment for process)
Ulup-u;

INITIALLY o = FALSE;

uvruUn give access(segnc; offset; moae; rl; cl) [crocuid] -> given mode;
v(gives a prccess access to & segment and returns given moue)
LLEINITICNS
voluie uic voluid IS h kst voluia(procuic, seg
segment ula seguia IS h kst seguia(procuic, se
access level &l IS n seg al(seguiag);
COULLAN readacle 1S h read_zllowed (h proc trusted(procuid),
h_proc al (procuid), al);
BOCLEAU writadle IS h reada write allowcc ( .
h proc trusted(procuid), h proc al{procuid), al):
access mouc max moce IS IF writaoble THEN rew mnode
ELSE If readaable TiEN re mcae
ELSE null mode;
EXCEETICNS
invealid mcae (mocde);
invelid ring breckets(rb);
unusea segneo(frocuida, segno); |
unmounteu volume(preccuia, vocluic);
no segment (grocula, voluicd, seguid);
EEFPECTS ,
given_moue = VECTOR (FOR i FRCil1 1 TU 3: |
mode [(i] AND max mocce(i]); |
'n kst max coftset(procuia, segno) = offsct;
‘n kst mcae(procuia, segno) = given mcae;
‘h kst ro(procula, segno) Ly
‘n kst cl(procuiu, segno) ek}
‘n kst access _ucfinecu(procuia, segno) = TKUE;

Vrun n_kst max cffset(procuid; segno) =-> offset;
s(maximum ottset that can cte referenced in segment)
aluLii;g
INITIALLY offset = ?2;

velad St max otfiset(segno) [procuia] => offset;
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$(externel form of n kst max offset)
B&ACEPTICONS

unused segno(grocula, segno);

unaefineu &access(procuia, segno);
uenIVAIICN n kst max offset(procuiu, seano);

n kst moue(proculc; segno) => moOue;

$(returns access noue to segment tor process)
LIOLEL;

INITIALLY wmoue = 2;

kst moue (segro) [procuid] -> riode;
s(external focrn of n KsSt moue)
cACLEFTIUNS
unusea segno(grocuiu, segno);
ungetinec access(grocuid, secgnc)
veRIVALICN 0 KSt moce(groculd, sedano)

~e ~o

n_Kst ro(precuid; segne) => ro;
s(returns ring orackets of segment for prccess)
HILOEN;

INITIALLY roc = ?;

~

KSt ro(segno) lprocula] => ro;
y(external form of n Kst ro)
LACLPTIUnS
unuseda segnoc (proculc, segno) ;
uncefineu access(procuic, segno);
LorRIVATIOUN n Kst ro(procula, segno);

B _kst el (procuid; segnoj <> cl;

v(returns call limiter of segment for prccess)
Hil;bhhi:

INETIALLY €l = :‘;

kst clisegno) lprocutal => cly
y(external foram of n kst cl)
LACLPTIONS
unused segno{groculc, segno);
uncefineu_access(procuid, segno);
LERIVALTICIH n kst cl(procuic, segrno);

revoke access(vcocluiu; seguia)[rrocuid];
$(revokes access to segmment from all processes
forces access to be recomruted)
cacerTivds
unmounteu voulume(grccuid, voluicd);
no segiient (procuia, voluid, seguic);

write rnct alloweu(procuid, h_seg_zal (seguia));

EFeuClS
FURALL proc | h_proc_exists(groc) :
(FORALL segno | n_kst seguia(prcc, segno) =
‘n_Kst access uefinecu(groc, segnoc) = FALSLE);

(3
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revoke_vol_access(veoluic; procula);

S(revokes access to all seguents on a veclume)

EFFLCTS
ECRALL seguid | a_seg exists(voluid, seguic) :
LEFLCIS OF revoke access(vcluia, seguid, procuid);

urUn release_segno (segno) [procuia];
v(releases a segment numier)
LerINITlons
segment_uic seguic IS n_kst sequic(grocuid, seqno);

EACEPT1ICNS _
unusedu SCQT:O(?ICCUIG, segno);
EsEEC TS

‘h Kst se 1ld

gulia(procuia, segno) = ?;
a_write allowcu

(h proc trustea(procuid), h proc al(procuid),
h_seg al(seguic)) =>
crreCls OF change atu atm(seguid);

Uruly purge auaress space(proc);
v(releases all scyments in audress sgace of process)
EFFECTS

rOnRALL segno | n kst seguid(prcc, sc
EFFLCTS OF release segno(segntc, proc

UFUwW write(segno; cfifset; wora) lprocuid; ringl;

9(wrltes a wecru Oof a segment)

LBEFIRITIONS
voclume uia vcluiu 15 n kst voluld(procuid, segno);
segment ulc seguild IS a kst sequic (preccuid, segno);
quotd cell uwid gecula IS h seg cc(seguid);

LACEEPTICHS
unused segno (procuid, segno)
unmountea volume(procuic, voluia);
rno segmert(grocuia, voluiu, seguidc);
uncetinec access(procuia, segno);
no write permission(grocuid, ring, s
out or counus(procuiu, segno, otfset
pagye guota overflow (acuida);

EFFECTS
EFFECTS OF write seg(seguia, cffset, wora);

-

~e

CVruu read(segno; offset) [procuia; ringj => word;
v(reaus a word from a segment)
LEFINITICNS
volume uid voluid IS h kst wvoluic (procuid, segn
segment uic seguid 15 n kst seguiu(grccuic, se
LACLELICHS
unusecu segno(rrocuiu, segnc);
unmounteud volure(gpreocuia, volula);
no_segment (procuilu, voluid, seguid);
uncefineu access(procuida, segno);
no_reac_gpermission(procuid, ring, segno);




ocut of cocunds(procuic, seqnc, offset);
EFPECTS
EFFECTS_OF reaa_seg(procuid, segquid, offset) = word;

CVFUN ftetcn(segno; offset) [procuid; ring] =-> wora;
$(fetcnes an instruction wcru from & segment)
LEFINITICHS

volume_uic voluid IS5 h kst voluic(grocuica, seg
segment uliud seguic I3 h Kst sejuld(rrocuid, se
EXCEETIONS
unusea _segno (procuia, segno);
unmounted voluine(greculc, veluid);
no_segment (rrocuic, vcluid, seguia);
unaefineu_access(grcculd, segno);
no_execute permission(procuid, ring, segno);
out_of ocunus(procuic, segno, ofiset);
EFFECTS
EFFECTS OF read_seg(rrocuid, secuid, cffset) = word;

~ =,

nc)
gnc

.
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CHAPTER XIT
MESSAGE SEGIIENTS

A message segnent 15 a special type of segment that serves as
a container for smaller objects cellec messages. Criginally,
it was envisioned tnat a single messaye segment couldé hold
messages ot varicus access levels. This was to Dbe
accomplisned by establishing 2 minimum and maximum access
level for ecch message seguent. ilescsages witnin a given
message segment coula then be assignec distinct access levels
witnin tae alloved access range. TS, S tn R ct s
essentially the case in current Multics. Unfortunately,
nowever, tnis nmethoé of snaring & mnessage segment amcng
multicie access levels proauces ancther instance of the shared
finite resource groolem.

one approacnh nas been suggested [Sch] that restricts message
segments to a single access level, but crovides an “add up"
capability, i.e. allows a process to add acssage" te  mecssage
segments of egua or greater access levels. nfortunately,
unuer tnis scneme, a proccess coulc not, in ;encral, reac
nessages that It naa accec. This woulc create
incomgativilities in a numcer of messeage segment apglications.
host noticeanly, 1t woula pronibit certain users from listing
tneir crenaling cprint ana aosentee recuests. O©Of course, nc
users wcoculu ce afitecteu et sinygle access level sites.

collection of

'

It woula appear thet a mcre compatible sclution (i.e. cone that
supports wmultiple access level message scegments) reguires &
cumncersome mecnanism fLor partiticning nessage segment space
anong ultfferent access levels. Such @& mechanism cannot be
justifiea witnin tne Kernel since the same effect can ke
acnlieveu ocutsiue tne Kernel without suostantially greater
aibEiculty. Qutsiade the &«ernel, a nultiple access level
Q

nessage segment coula <ce sinulateau usin
oruinary single access level segments.

As yet, no aecision has peen reacnec as to which agproacn to
pursue. inone of the alternatives secem especieally pleasing.
wo sgecifications for message segments are gprovided at this
time.

(9
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CHAPTLR XIII

CONCLUSIONS

Inis regort nas presentcu & formal top-level scecification for

a Multics security kernel. The specification has ceen
analyzea from tne standpoint of security as defined by &
mathematical mocael ana elso ftrem the stanczoint of

compatlpility witn tne current &Hultics.

with respect to security, a nunber of srecific problems have
oceen 1luentifieaq. vost cf tnese are instances of thne sharec
ftinite resource preoclem. Althougn solutions to tnese gproblems
are known, tney cften ylelc awkward cr incomrpaticle interfaces
&nu somnetimes require excessive mechéanism to imglement. In
scme cases, all known alternatives have cuistinct disacvantages
ana suicjective caclces must ce mace.

Compatitility with current [Hultics can be achieveac 1in most,
put not all, &spects o©f the kernel interface. A number of

incomgaticilities nave <ceen intrcauced fer reasons )i
security. inese incompatibilities are significant, but
nogefully toleravle in &n environment where security is the
icremcst objective. Also, another categeory cf

incompatioilities have been introducec to promcte simplicity
ana thereby rtacilitete the 'troof of security properties.
1Tnese incomgatibilities c¢an be eliminatea at a cost of
increasea verification difficulty.

Ine ftormal scecificaticns presented hnere represent co¢nly an
initial effort. Tney are not yet comglete nor fully refired
nOwever, tuls rirst step nas oveen generally encouraging. h
specification technique has proved nelpful in illuminating
variety of issues. Tne remeining rroclems now seen, &t least,
specific ana well unaerstocca. Even witncut further
ennancenent, the tcg-level sgecification cresenteu here shoula
serve as @& useful guide for related work in proving security
properties anu ceveloping lower level kernel specificetions.

-
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APPLULIL A

Alr Force blectrcnic Systems Division Comments

General - The report 1s not complete. ilany areas of the
design are omittead sucn as message segments, external I/0,
recontiguration, utilization,  anc "trustec sucject"
lntertaces. bDLecltlc aeslgn uecisions are avolced in certain
areas, most notacly various instances of tne “finite resource
proclem". tiost of tne omissions are explicitly acknowlecged

in tne regort.

e reference

fage 1, line -2 (2nd line from bottom of page). )
1e military

monitor is not restricted to enforecing rules of ¢
securlty system.

Page 2, line +1U (louth line from too e

security literature, *"“verified" and ‘“certitied" have had
uistinct meanings anu are not lutcrcnarge le Verificection
1s a tecanical ctivity; certification is an acministrative
accticn avalilable cnly tc a designated autneority. Verificetion
proviges partial justification for certification.

). In the ESD

rs
(1
o
rt )

2, line =5. Some mention of the-  relative priority of
S control vs. usebility/compatibility is needed.

Page 3, line +lu. <Tne physical size of the kernel is not the
real 1ssue, ratner, 1t 1s ‘the number <and complexity of
specifliea functions.

0
Ui

Page 3, line -22.  Tne discu

ssion does not exclicitly addre
tne 1isolation oL kernel crcce

€Ss.

0 -

m mn

rage 3, line =-15. 7Tne “special interfaces" either need not be
specifiea at the top level or snoula be explicitly 1identifiead
. ;

rage 4, line +v. sessage segnents nave been omittec also.

(&}

rage 5, line +l4. 7Tne model aoes not state that a subject 1is
a surrogate for & user, which is not always tne case.

Fage 5, line =15. Tne notion of a visibility access level is
not explicitly 1incluued in the current métnematical model.
ine need ror & revisec wccel snoula be aacressed. It coes nct
appear tnat tne access level of tne creator of an object could
aitter frca tne visibility access level of the object.

Page o, ' kine +13. ne nature of the kernel naintained
'simpler representation of the access matrix for segment
ocjects” shoulc we cescribed in more detail.
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APPEULCIXK A

Alr Force Llectrcnic Systems Division Comments

General - The report is not complete. ilany areas o¢f tne
cesign are omittea sucn as message segments, external 1/0,
recontiguration, _utilization, anc "trusted sucject"”
intertraces. breclrlc Geslgn uecisions are avoliced in certain
areas, rost nctavly various instances of tne "tinite resource
crovlem”. liost of tne comissions are explicitly acknowlecaoed
in tne regort.

rage 1, line -2 (Znd line from bottom of page). Tne reference
nonitor is not restrictec to enforcing rules of the military
securlty system.

Page 2, line +16 (lutn line from top of page). In the ESD
security literature, “verifiec and T"certified" have had
uistinct meanings ana are not intcrcnangeaulc. Verificetion

1s a technical © activity; certification is an acdministrative
action avallacle only tc & designated autnecrity. Verificetion
provices gartial justification for certification.

<, line -5. Some menticn of tne:. relative rriority of

ge
cess control vs. usabllity/compatibility is needed.

o
(9] I‘J

Pege 3, line +lu., 'Tne physical size of the kernel is not th
real 1ssue, rather, it 1is the number and complexity of
sgecirieu functicns.

)

3

Fage 3, kine —22. 1

24 (&1
tne isolatiun OL Kerne

.

(e o aoes not exclicitly adccres
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rage 3, line -15. Tne "special interfaces" either need not be
speclfliea at tne top level or snoulu be explicitly identifiea
as special.

rage 4, line +o. essage segments nave been omitted also.

Page 5, line +1l4. 1ne riccel coes not steate that a subject is
a surrogate for e user, which is not always tne case.

Fage 5, line -15. 1TIne notion of a visibility access level is
not explicitly includecd in the current matneméatical model.
ihe neeu for a revisecu wocel snoulc be aacresseda. It aoes not
appear taat tne access level of tne creator of an object coulc
gaitter trca the visibility access level of the object.

Page v, line +l13. ine naeture of the kernel naintained

"simpler representation of the access matrix for segment
ocjects” shoulu wve cescribed in more detail.

L




Page b, line =186, The third approach for nendling finite
resources cirfers froa tne otner two in thet it is a mecharism
ratner tnar policy. 1I1ne trusted prccess coula enforce either
tne quota per level or the time-multiplexing method. An
alternative thiru policy coula LCe to proviae auait and
survelllance tools to report recquests for resources in excess
of tnat aveallavle sc trnat Juagment can be made and acticn
teken 1i 1t appears that wusers are circumventing security
! contrcls through tinite resource limitations. Acticns tnat
coulu e unuertaxken externally incluce aduing new resourcws to
tne systen, freeing usea resources or denying furtner system
access tc a reqguestocr suspectea cf attemgpting to circumvent
the security contrcls. )

rage 12, line 13. Tne omission of exeptions for internal
runcctions cculu etfrect verification. Certain constraints must
ve satisriedu in oruer for the function to procuce its effects.
Ine exception conuitions of reierencing functions must insure
the constraints are satisfied.

Page 15, line +17. The rationazle for niding some U &and CV
tunctions is not apparent.

rage 1o, euavance clock. The use of this function 1is not
apparent. it seems that tnis function need (woulc) not ke
availacle at tne kernel interface. llore natural ezlterrnatives
may be: (1) incluce changing the value of the cleock in a
sgecification of the instruction fetch cycle (ilote that the

increment woula oe arbitrary for may “"kerrnel instructions").
(<) have get uic update the clock (implies the wvalue of
reau clock is only cnenged by calls to get_uid) anc (3) change
tae pecification of read clock to show that the clock and
Kerrnel processes ogerate asyncaroncusly (seems to be the most
reaiistic). fror example, tne specification cculd merely state
that time > 'time (or time > 'time if the granularity of the
clock was finer than the time required to do the read
ogeration).

Fage <4, delete proc. Please provide the rationale for not
allowing & pgrocess to uelete itself.

rage <45, wake. It is not clecar why tais function exists since
only wakeup uses 1it.

rage <o, line =4. This waiscussieon dcoces not consider the
time-multiplexing epproacn tc solving the protlem. If every
user naa to mount (& virtual mount) a volume tefore the vclume
was retcrenceu, tnere woulu ce no storage channels.

rage 3u, create volume. 1Ine initial quota for every volume is
always a constant. TInls uces not seem acprorpriate because the
volume may ccnsist of & variable number of physical seconcary
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storage devices anu arbitrary areas of some devices may ce
unusable.

rage 53, line -17. Tne restriction against mnmoving quota
aownwara will cause gqucte to pe lost when urgraced, terminal
segmernts are ueleteu. Leleting terminal seguents shoulc get
guota pack tc 1its original level. This is a ceficiency in the
“delete_seg"” function. Cuotat on an upgraded segment is lost
when the segment is weleted.

rage 35, line -22. As noteu, a method for controlling the
nulwer or ¢ucta cells is neecec.

rage <4, line -2u. A thira incompatibility wes noted in the
comments on tne previous gage.

Page 41, line 12. As noted, here is znother unsolved finite
resource proclem.

Page 41, line -5. Zero internal pages cculd pe handled by a
"tree" function as well as truncate.

rage 43, line +l16. Incorroration of atu and dtm in the kernel
snoulu ce justified.

ficatien implies the
are all indepenaent. It
ot the other two.

Page 435, PARANETLKS . Tne scec
max _cfrset, &ax_pageno and page_si:ze
seems that one sanculd ve tne function

Page 4/. Tne function carameters cseem inconsistent. Some
lunctions nave gotn vcluia ana seguiu as parameters while
otners nave only seguid. Plecase exglain.

Eage 51, line =63 ine need fLor reveke vol access is not
clear. Ine revcocke_seg_access will handle tne examgle given.
rage osu, glve_e&access. Since ocffset 1is & parameter, two
processes may snare gparts of a segment. It seems this may
Cumplicate tne nanagement oif paje tables. The justification

for providing tiis cagavility woulu Le helpful.

rage vu, line -3. As noteu iessage segments are missing.
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MISSION
OF THE :
DIRECTORATE OF COMPUTER SYSTEMS ENGINEERING

The Directorate of Computer Systems Engineering
provides ESD with technical services on matters
involving computer technology to help ESD systeam
development and acquisition offices exploit comnputer
technology through engineering application to enhance
Air Force systems and to develop guidance to minimize
R&D and investment costs in the application of computer
technology.

The Directorate of Computer Systems Engineering
also supports AFSC tc insure the transfer of computer
technology and information throughout the Command,
including maintaining an overview of all matters pertain-
ing to the development, acquisition, and use of computer
resources in systems in all Divisions, Centers and
Laboratories and providing AFSC 'with a corporate
memory for all problems/solutions and developing
recomnmendations for RDT&E programs and changes in
management policies to insure such problems do mot
reoccurn
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