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A Prototype Implementation of a
Protocol for Netwock Security

The development of a  protocol which achieves
network sccurity at  the level of the communications
system by dynamic pcocess cendaming has pcoceeded in two
stages.  Ficst, the protocol was subjected to modelling
and simulation which exposed misconceptions about the
logical operation of the protocol. The results of this
phase are summarized in [1,2). This paper reports on
the sccond phase of development in which a prototype
system was cceated on the Distributed Computer
System(DCS) at the Univecrsity of Califocnia at Icvine,
The prototype was created for the pucrpose of testing
the protocol i1n a reasonably realistic enviconment. It
18 assumed throughout the papec that the reader 1is
familiar with the protocol as presented by Farber and

Lacson in [1].

This ceport is divided into three sections, The
ficst describes the DCS enviconment and its impact on
design decisions made ducing the implementation of  the
prototypoe., The second describes the prototype
implementation showing the close celationship between
the protocol as modelled for analysis and the protocol
prototype implementation. The final section summarizes
the  changes necessary to fully inteqrate the protocol

prototype implementation into the DCS cperating system
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enviconment and  suggests a design for a more flexible

implementation of the protocol.

The DCE Environment

The DCS net 18 composed of three Lockheed SUE
computecs inteccommunicating over a unidirectional data
ting. The SUE computecs are intecfaced to the ring
through a special communications device called a ring
tnterface (R1) as shown in Figure 1. All interpcocess
communications ace message based. Messages on the ring
utilize process names rather than fixed hacrdware RI
addresses  as the message destination., This capability
15 achieved by including an  associative store which
functions as a process name table in each RI. When a
message is received, the RI - matches the destination
address  against the process name table to determine if
the destination process is resident on  the attached
host (SUE) . The DCS  Software system is not machine

dependent except for two prcocesses:

1) the nucleus process which provides process
scheduling  and messagqe routing facilities for
the local resident processes

and
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2) the 1/0 handler process which provides an
intectace between the intecprocess message

system and the local 1/0 devices on that SUE.

The protocol under study is designed to supply
secucrity at the site to site level but not necessarily
at the I1ntecprocess communications level within the
host computers, althouah future investigations of the
protocol may show that it 1s suitable for security at
this 1level also, The current desiqgn is based on the
existence of a4 sepacate communications processoc which
intertaces  the host(SUE) to the communications system.
The RI provides this secvice in the DCS envicronment,
but  the current RI cannot be programmed oc easily
modified. Thus, 1t 1s necessarty to simulate the
communications processor in softwace as a collection of
site bound processes within ecach SUE. In the early
stages, 1t was hoped that these processes might use the
RI name 4ble to eliminate unwanted messages by placing
the recelve names in  the table. The name table,
however, has only sixteen positions as many as six of
which ace consumed by system processes. There are too
few remaining  positions to support more than two
send=ceceive links; thus, no effort is made to utilize

the RI process name table.
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The DCS operating system is not designed to
intec face to the simulated communications processor. A
user process cdalled LI can be used within the curcent
pcototype system to 1link to a "distant site". DCS,
however, does not currently recognize the protocol
control process (PCP) as a handler of the user teletype
or tecminagl and will not transfec the name of the
pcotocol contcol process to the created usec process.
As a result, a special user process has been created
strictly for testing pucposes. Changes to the DCS
operating system which would allow total inteagration of

the simulated communications processor are discussed in

the final section.

The Prototype Protocol Implementation

The prototype implementation of the protoco)
centers on the simulated communications processor. The
simul ated communications processor is formed from two
processes: 1) the protocol control process (PCP) which
is an implementation of the protocol ard 2) NETP which

simul ates hacdware functions, performs allocation, and

provides testing aids.




NETP 1s responsible for allocation of the channels
through which processes can communicate with other
hosts and the filtecing and routing of messages. When
NETP recelves a request to open a channel to another
host, 1t assigns a protocol control processes to the
channel, informs the PCP of the wuser (requestor)
process name, and sends the user process the name of
the PCP assigned. It also records in the channel table
the destination host and throughout the duration of the
link maintains current entcries of RN, ORN, and OORN as
discussed in [(1]. These entries are used to simulate
the RI functions and refuse messages which are not
addcessed to a valid process name. The entries also
provide a means of routing incoming net messages to the
corcect PCP process. All prototype communication over
the ring 1is from a NETP at one host to a NETP at
anothecr host. NETP can be thought of as the "system"

process necessary in a communications processoc.

PCP is a direct implementation of the protocol as
modelled [2]. PCP operates as a state machine with
four states determined by two binary variables WTMSG
and WTRSP. When both variables are zero (SEND) thece
are no messages expected from the net, i.e. no
messages sent for which a cesponse has not been
received, In this state PCP waits for a message from
the usec process on the local host. If a reset message

1s received from the other PCP on the link, indicating




the other PCP 18 testing the link, an OK messdage is
ceturned to maintain synchronization. When a message
18 received from the usee, the PCP reformats the
message and sends it to the local NETP which forwards
the message to the NETP at the other host as dictated
by the channel. The PCP sets the binary variable WTMSG
and enters  a state in which it wailts for the response
fcom the othec host. If the PCP receives the retucned
message  before a  timeout occurs, it ceformats the
message and passes 1t to the usec. The PCP then resets
WTMSG  and ceturns  to the initidal state to wait for a
user response.  If the PCP does not receive a cesponse
before a timeout occurs, the PCP sends a reset message
to the other PCP to test the link and sets WTRSP to
indicate that a rcesponse is expected from the PCP at
the other host. When a normal message or  response
(ceset-response or OK) messaqe 1s received the
assoctated vaciable 1s set to zero to indicate the
expected response was received, If both are not set to
zero before the end of the next timeout period, a major
network  taitluce 1s assumed and the PCP sends a "close"
message to both the user process and NETP. NETP closes
the channel by deleting the context associated with the

channel.

The use of a sepacate PCP for each channel is
chosen  because the cesulting code is mocre ceadable and

casily undecstood than it would be if the process
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mul tiplexed among the vacious channels, It also
climinates veproducing functions alceady present in the
operating system. With future proposed modifications
to the DCS software, it may be possible to use a single
re=entcant  instance of a PCP. In the final section, a

similar implementation 18 proposed for future

communications processor based designs.,

System QOperation

The curcent system operates as a vehicle for
testing of the protocol. The prototype 1s comprised of
tour major processes. LI provides a means of linking a
teletype to  anothec  host. ECHO 1s the only user
process curcently available at other hosts., 1t retucns
the usecr message after walting for a predetecmined
lenath of time. NETP provides debugging and statistics
gathering facilities, With these facilities one can
print the messaqes sent and cecelived by NETP and recocd
the number of messages processed of cach type: nocrmal,
teset, resct-cesponse and OK. A feature also computes
an  "average cesponse  time" which is based on the
average length of time between the transmission of a
meesage by a  channel  and  the ceceipt of a cepsonse
message by that channel. The protocol control process

(PCP) 18 a dircect implementation of the protocol as
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described.,

The test plan 1is simple. Obsecvation of the
message  scc1ipts genecrated by NETP during the operation
of the prototype shows that the protocol opecates das
predicted by Farber and Larson(1]. The message
addresses ace generated by a pseudo-random number
generator  and exhibit a suitable degree of randomness.
By varying the pacrameter in ECHO the message load rate
can be changed. By varying a parametec in NETP an
artificial ring ercoc rate can be induced if the rcing
does not supply sufficient ecrors. NETP can be used to
monitor the protocol response time under the various
conditions of message load and ring ercor rates. This
information provides a basis for detecmining timeout
periods and an  1idea of expected performance under
vacious conditions. The cresults follow the expected
cucve 1n which the rate of message flow on the netwock
15 correlated with the inverse of the delay in the user
processes  (ECHO and LINK). The crelationship follows
the dashed line in Figure 2. Since the bandwidth of
the c©ing hardware is sufficient to handle any load
Created by the three hosts, there is no problem with
inter fecence fcom ecconeous reset and response
(reset=-response and OK) messages. Thus, the waiting
period for a timeout can be fixed at any reasonable

length which is greater than the delay in the processes

ECHO and LINK without significant effect on the message
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cate. This is not necessarily chacactercistic of all

networks.

To gain a gqgeneral pictuce of the expected
pectocrmance of the protocol on other networks, the
protocol is simulated as a Mackov prcocess in which time
1s divided into short intervals called epochs. The
simul ation of intecprocess message traffic involves
five pairs of communicating processes. Messages ace
queued for transmission on the network in a strict
ficst-come-first-sercved mannec on a network
transmission gucue at each host. The expected number
of cpochs that 4 message must wait for secvice from the
net  is defined by a parametec, OQLOAD, i.e. the
pcobability that a message is cemoved from the queue
and tcansmitted to the destination process is given by
1/QLOAD. The transmission of the message from the
network queue at one host to a process at another host
15 assumed to take a negligible amount of time and
modelled as 1f it is instantancous once the message is
secviced frcom the network aqueue. A parameter LOAD
detecmines the expected length of time that a message
1s proceased 1n a user process bhefore the process sends
a message to the local network queue  for  transmission
to the associated process at the othec host. Thus, if
a process has cecelved a message, the pecobability that
the process passes the ceturn messaqe to the network

aueue during an cnsuing epoch 18 glven by 1/LOAD.
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The vcesults of  the simulation ace  shown in
Figure 2. The wverticle axis represents the messaqe
flow as a percentage of a "maximal® flow which would
occur it a messdaqe were  processed cach epoch.  The
hocizontal  axis cepecesents the LOAD  pacametec in
epochs, The pacametec QLOAD 1s fixed at 2, and the
number of epochs before a timeout can occur and a reset
message s generated is fixed at 32, The reset and
cesponse messages suffer feom queuina delay but  since
they are  processed in the communications processor,
they suffer no delay at the host. In the graph the
solid  line represents the simul ated messaqe flow. The
broken line crepresents the optimal message  flow  which
occurs  1f reset messages  are never genecated and no
messagqes ace lost. The diffecence between  the broken
1ine and  the so0lid line rcepresents the loss of
bandwidth due to network ercocs and  the intecfecence
created by rceset  and response messages. The message
flow 18 sald to saturate at a specitic value of LOAD,
Lt as the LOAD increases beyond that value, the messaqe
tate does not significantly decrease.  In the qraph the
peotocol  saturates  with messages  at about LOAD=26,
This 18 also true when the simulation 18 ctun with a
simulated  rate  of messaqe loss of 5% and 10%. In all
cases, the satucation occurs at nearly the same  value
of LOAD. wWhile the simu)ated message loss does not

effect the value of LOAD at which saturation is




teached, 1t does reduce the rate of message flow prioc

to saturation by a percentage roughly equal to the
simulated rate of message loss, as would be expected.
Message loss does not, however, appreciably effect the

cate of message flow once satucation has been cteached.

Futuce Plans

The total integration of the protocol prototype
into the DCS operating system can be achieved in a
"natural" way. In implementing the protocol control
process, 1t was obsecrved that PCP resembles the I/0
handler process of DCS. With minor modifications the
PCP can c¢asily function as a pscudo-I1/0 handler as
shown 1in Figuce 3. The PCP need only recognize control
commands sent to the I/0 handler such as those which
close the connection with the device oc transfer the
device to another process; the other messages can be
passed to the actual I/0 handler at the other host.
The cecognition of contrcol commands could be
implemented presently if the system process which loads
usec  processes would cecognize the protocol control
processes as I1/0 handlers and pass the name of the PCP
as the name of the user’s tecminal intecface process.
In the curcrent environment usec  processes can  be
created at other hosts, but the uscec teeminal will not

be connected to the process. The DCS system is in  the

S in il il
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process of minor changes and until the shape of the new
system 1s complotely determined no attempt will be made

to effect the change.

The pecototype implementation in use 18  suited to
DCS, but the protocol could be implemented in a more
structuced and officient tashion on a dedicated
communications processor. As described previously, the
protocol 1s implemented as a state machine. The state
ot a channel  can be detecmined by three binacy
vdar tables: WTUSER, WTMSG, and WTRSP. WTUSER indicates
that a message 1s expected from the user, and thece ace
no messages expected from the net (WRSP=0 and WTMSG=Q) .
WTMSG  indicates that a message was sent to another
host, but no message has been ceceived in cetucn, so  a
messagqe 15 expected from the net. WTRSP indicates that
d teset message was sent and a resot-cosponse is
exvected  but has not  yet bheen received. The state
chanaes are caused by receiving a  specific messaqe
format. Due  to the lack of a separate communications
proceasor, the DCS prototype implementation cequirced
several  envivonmentally  dependent feoatures, The RI
name table 15 insutticient «o routing and validation of
destination names must be done in  software. This
teauires the extra "destination" header, since all
messages  atre addressed to  the couter process NETP.
Since a premium 08 placed on the number of  processes

created, the router 18 also used to assign processes to




channels, although a scpacate protocol control process,
PCP, 1s wusced for e¢ach channel. The router must also

update the simulated name tables.

The DCS prototype functions adaquately in the DCS
environment, but a much "cleancc" design of a prototype
implementation i1s shown in Figuce 4. With an expanded
RI  name table, the RI could validate names. The
current NETP functions can be separated into four
procedures: 1) the allocation and deallocation of
channels, 2) the router which detecrmines the "class" of
the message and routes the message and the appropriate
channel entry to the correct processing element, 3) the
clock process which manages timeouts for the various
Channels and routes messages with the corcect channel
table entcy to the appropriate processing element when
a timeout occurs, and 4) an update process which
manages the hardware and software (channel) name tables.
For ecach transition defined in the protocol thece is a
processing  element which takes a message and a channel
table entrey, per forme the requiced processing
assoclated with the transition, modifies the channel
table entry accordingly i1ncluding the state variables,
and  passes a message to cither one of the previously
desceibed NETP processing elements or the user process,
This design can  increase efficiency by allowing more
processing clements of a needed type to be added,

without creating unnecessary clements which may not be

16
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used, as happens when a complete process is assigned to
each channel, It also provides a natural setting for
multiprocessing. 1If a "bank" of microprocessors 1is
available, c¢dach unit can be assigned the function of a
processing clement. If moce processing clements of a
specific type are necessary, more processors can be
assigned that function. The routec provides
synchconization and may prove to be the limiting factor

In such a system.,
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