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A Pr ot o t y p e  Impl em( !ntdt ion ( I f  a
P r o tr ~col f o r  N e t  work SecurIty

The d e v e l o om en t  o f  a p r o t o c o l  wh i c h  dc ’h iev es

n t w o r k  ~e c u r  I tv at t h e  l eve l  of the  c o m m u n i c a t i o n s

sv~~t e m  hv ~ yn irn ic  process renamin q has proceeded in two

S ta q t ’s .  F’i~~;t , the protocol W d S suh~ ected to modeflinq

an d  simulat ion which exposed misconceptions about the

loq .ical operation of the protocol . The results of this

phase are summarized in ~1,2). This naper reports on

~he second phase of development in which  a prototype

system was created on the Distributed Computer

System (DCS1 at the University of Californi a at Irvine .

The ~cototypt’ was created for the purpose of testinq

~ht ’ i~~t~~col in a reasonably realistic environment. It

~ s i n n t i m t ’d  t h r o u q h o u t  the  pape r t h at  th”  r eade r  i s

t a m i l  iar w i t h  the  pro tocol  dS pr esen ted  by Farber  and

T d t nc n i n  Il l

r h i  s r~ •~~~r t i ~
‘ l i v  t ied in t ~ t h c~’e s ec t i o n s . The

f i r n  l ( s c r  t h e n  ‘h ~ PCS env  i r o n r r e n t  and it s  i mp a c t  on

h n~~ n f e c  i n  t o n n  m ade  du r  in q  t he  t m f l l ( ’m e n t d t  i on  of t h e

p t ~t a v p ’  . The ~~ cond desc r I h e n  t he  pr o t .o tvp t ’

imp l  em~’nt  i t  i o n  sh ow i n q  the close r e l a t i o n s h i p  bet~~~er ~

~ht ’ p r c I~:o col as m o d e l l e d  fo r  a n a l y s i s  and the protocol

pi o~~o t vpi ’  I m p ) t ’m i n at  i o n .  The f t n a l  sect ion  s u m m a r i z e s

~

n ch a n ’u  n n e c es s~ar y to f u l  1 y t n t v q r  a te  t h e  protocol

i ’ i  (“ ‘t  Vpe  i m p l  em en t at  on i n t o  the DCS ca pe r a ti  nq sy s tem

1~
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et I ’ l r o n m e n t  and s t i l l e s t  S .1 (l(~~~t q f l  f o r  a more  flex ibl e

im p i  eme ’nt ~t t  i a n  a t  t h e  prc~t o c o 1

The t~c.~: t~nv ii  o n m e nt

Tht  I~C~ n e t  i s  compo sed of  t h r e : e Lockheed SUE

c a m p t i t  t ’r 1 n t  er comnt un t e a t  in q  over a u n i d I r e c t i o n a l  d a ta

r inq . The ~ U E computers are interfaced to the ring

thcouq h a spec ial  c o m mu n i c a t i o n s  device  c a l l e d  a r i n q

t n t  er f t c - ( R I )  as shown in  P i g u r e  1. A l l  i n te rp r o c es s

c o m m u n  I c a t  i o n s  ar e  messaqt ’  based . Messages on the? r i n g

ut i i i z t ’  i~r o c e s s  n a m e s  rather t h a n  f i x e d  h a r d w a r e  R I

ad )resses in the messaqe dest inati on . T h i s  c a pab i l i t y

in  a c h i e v e d  by i n c l u d i nq an associatIve store which

t u n c t i o n s  IS  a p r o ce ss  name t a b l e  in  each RI. When a

m I s n i l t -  i s  Ce c e  iv ed  , the RI matches the destina tion

ji lcfrt ns i - i  a i n s t  t h e  nr oce ’ss  n ame t d h )  ** to d e ter m i ne ’  i f

• 
I h • I I  n t  m a t  t o n  p r o c e s s  is r e s j ! p n t  on t he  a t t a c h e d

h ’ ~ ( ? ~1’I~
) . The PC~ S o f t w a r  e n v ’ ;t e m  is  not  m a c h i n t ’

1 t i t ~~~f e n t  ex c e p t  t o r  wt ’  p r o c i ’n r e n

1)  h n uc 1 t ’ t t  n pr one  ss wh c h pr ov ides  process

nc~~ ‘ iii in 1 m d  m e n n e~~p r o u t  i n q  f ac t 1 i t  l e s  f o r

1 u l a c s 1  r e s id e n t  p r n c e~~sm ’ s

an I
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2 )  t he 1 0 h a n d l e r  process  which  prov ides  an

inter t act ’ between the Inter process message

syst e m and the ’  l o c d l  I / O  dev ices  on t h a t  SUE.

The ’ p r o t o c o l  und er  st u d y i s  d e s ign e d  to suppl y

r e cu r  i t y  i t  t h e  s i te  to s it t ’  I e ’vel h u t  not nece ’ssdr I I  y

a t  t he  i n t m r p r o c e s s  c o m m u n i c a t i o n s  l ev e l  w i t h i n  the

hos~ c o m p u t e r s , dl  t hou g h f u t u r e  i n ve s t i g a t i o n s  of the

at a c o l  m a y  show t h a t  i t  i n  su i  t ab l e  for  secur i ty  a t

t h i s  I ev i l i i  so . The ’ cur  r e n t  d e s i g n  is  based on t h e

a t  a s ep a r a t e  c o m m u n i c a t i o n s  processor w h i c h

i n t e r t i c e s  he’ ho st  ( S U E )  t o  the commun i cation s sys tern

The ’ R I  or av I n S  h i s  ser~’ i ce.’ in t h ’  DCS e n v i r o n m e n t

hu ’ he c n t  r e nt RI cannot h e? p r o g r a m m e d  or e a s i ly

red i I i ed  . T h u s , i t  is necessary to simul ate’ the’

c . ’imr un i c a t  t o n s  processor in software ’ as a collect ion of

s l’ e h o u n d  pr ocesses within each SUE. In the early

S~~aq e’ s , it  was h oped that these processes miqht use the

¶ e l  name ~hle to el i m i f l d t t ’  unwan ted  messages by p1 acinq

t he’ r ect’ ive’ names i n  the t a b l e ’ . The name t ab le ,

h ’w ev e ’r  , ha s  onl y si x tee n  p o s i t i o n s  as mcm v as six of

wb i - h  are ’ c on s u m e d  by sv ste ’m process’s. There are too

t i w  r m a i n i ~~ i p o s i t i o n s  t o  s u p p o r t  more than two

sen i~~r e c e  ive ’  i n k s ;  t h u s , no e f f o r t  I s  mad e to u t i  I ize

n j or ac~ n a m e  t a b l e .

LI ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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The’ IX’S operatinq system is not desiqncd to

interface to the simul ated communications processor . A

user  proct ’ss c~~l l c d  LI can be used w i t h i n  the c u r r en t

p r o t o ty p e  Svste ’m to l i n k  to a “ d i s t a n t  s i te ” . DCS ,

how ev er , dor~ no t  c u r r e n t l y  r e c o gn i z e  the oro tocol

cont rol pr ocess ( P C P )  as a ha n d l e r  of the user t e ] et y pt ’

or t e r m i n a l  and w ill not transfer the name of the

protocol contr ol process to the cre’ated user process.

As a re ’sul t , a special user process h~ s been credted

s t r i c t l y  (or testinq purposes . Changes to the DCS

opt- ratin g svn ~ em which would allow totdl inteqration of

t h e  si m u l  at e ’~i c o m mu n i c a t i o n s  processor are  discussed in

t h e  f i n a l  S e c t i O n .

The Pr a t o ty p e  Pro toco l  Imp ] em en t a t i o n

The r’rototynt’ impl ementation of the protocol

cm ’ n e r s  on ‘he simulated communications processor. The!

s i m u l a ted communications processor is formed from two

I’coce ’sses: 1) the protocol control process (PCP) which

in im p l  e me n t a t  ion of the  protocol  ar .d 2 )  NETP which

c i m u l ate ’s h a r d w a r e ’  f u n c t i o n s , pe r f o r m s  a l l o c a t i o n , and

PI OVL I ( - S  t- es~~m n q  a i - I~~.
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NETP is responsib]t’ for al l ocation of the channels

t h r o u g h w h i c h  pr ocesse s can communica te  w i th  other

F. hosts  dnd the filtering and routing of messages. When

N~:TP r i  ce ive ’s  d r e qu e s t  to open a channel to another

h o st , i t  as s igns  d pro tocol control proc esses to the

channel , informs the PCp of the? user (reguestor)

pro cess name: , and send s the user process the name of

t h t ’ PCP a ssiqned . rt  also records in the channel tab]e

the destination host and throughout the duration of the

link mdintalns current entries of RN , ORN , and OORN as

discussed in (i]. These entries are used to simulate

t h e  RI functions and refuse messages which are not

addressed to a v d l i d  process ndme . The e n t r ies a l so

s t s v i d e  a means of routinq incominq net messages to the

c”rrect PCP process . Al] prototype’ communication over

the- ring is from d NETP at one host to a NETP at —

another host. NETP cart be thought of as the “system ”

process  neces sa ry  in a communications processor .

PCP is a direct impl ementation of the protocol as

mod elled [21 . PCP operates as a state machine with

f o u r  Stdtes  de te rmined  by two b i n a r y  va r i ab l e s  WTMSG

and WTRSP. When both variables are zero (SEND) there

are no messages expected from the net , i.e. no

rn i.’ssdqes sent for which d response has not been

received . In this st~ ti’ PCP waits for a message from

‘ h e  user process on the’ local host . If a reset message

is ~ece xved from the o t h e r  PCP on the link , indicatinq 

- ~~~~~~~~~~~ 
•
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h i - ~ ~ H r i c  I’ t t e- ~~t i no the ’  I ink , an OK messaq e is

C e  • ur no I t o  m a  in a in synchr an izat i o n .  Whe’n a messdqe

15 C ecu v u - I  f ro i ’  t h e  u~~ ’r , t h e  PCP re formdts the?

ns a i t -  . i n I  ~e n ds  i t  to  t h e ’  l o c a l  NETP which forwards

h e -  me ’s ’~a 1u  t o  t h e  N E T P  a t  the  o t her  host as dictated

[ by t he’ c h a n n e l  . The’ PCP se’t s the ’ b i n a r y  v a r i a b l e  WFMS G

an d  t n t  or s a state in w h i c h  it waits for the response

f r o m  the’ other host. If the PCP receives the retur ned

rrt ’~sj - 1e  he fo~~t’ a t i m e o u t  o c c u r s , i t  r e f o r m a t s  the ’

rn e ’ss~i a e  ~i n i  i’a sn t ’ 5 i t  to the ’ u s e r .  The PCP then  rese ts

W T M~~~ . in i r e ’ t e r n ~ t o  the ’ i n i t i a l  S td te  to w a i t  for  a

r use r r e s p o n se ’ . I f  the ’ PCP does not r eceive? a response

L h e t ‘ C c  a t l m - o u ~ o c c u r s , the ’ PCP sends d rese t  messaqe

L t o  ¶~~u ~•~~hu~ PC I’ t i  t e s t  t h e  l i n k  and sets  WTRSP to

i n  c a t i  t L e t  a r esno nse I s  e ’xp e ’ct ed f r o m  the  PCP a t

h i ’ a t  h i  r t os~~. When a n o r m a l  me ssag e’ or response

I t r e  t t — 1 e ’ s p a n s t  or OK 1 n i e s Sd l e  i. s rece ’ ive ’ -i the ’

a~ sac t a t e ’ d  v a r  t a b l e ’  i s  set to ~e’ r o  to i n d i c a t e  the

[ 
ex p e ’c t t ’d  re-s i’ ‘ : -s- was re ’ce ive ’d I t  bo th  a re  not se’t to

:~~
- r a bt ’ t o~ e H c -nd of t h e  n ex t  t im e o u t  ner iod , a md i  or

I n e t w o r k  t~ e t l u ce ’  i s  assumed and the ’ PCP sends a “ close ”

in n sj o c t a hot h he use ’r process and NETP . NETP c lose s

t h e  ch a n n e ’ l b~ d u l u t i n t i  the! c o n t e x t  associated wi th  the
- ch an n e l  .

The’ uSe’ at  a t - t ’  par  ate’ PCP for e’ach channel is

c e e . ’: — t n  i ’e c a en’ c ’ th~’ result ing code’ i s  mo r e’ r ea d a b le  ~nd

~~ e c s  i i  v u n d e r ~ t ’ad t h a n  i t  w o u l d  he ’ i f  the! pr oce ’ss

-— ________________
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m c i i  ep i  e ’ x t ’ -, i  an o n  1 t he ’ v a r  t o u s  c h a n n e l s .  I~ a l s o

c I in i n at  e ’ C e ’pr o~Iu c  t n i  f u n c t i o n  n ~i l  r e’ad v p r e s e n t  in  the

t ’ pe ’r i t  ~n i  s y st e m . Wi t h  f u t u r e ’  propnse ’d m o d i f i c a t i o n s

t. o t~~.t DC~ sot  w a r e ’ , it m a y  he t~~~sih le ’ to use’ a single

r e — e n t ç ~ in ’  t i m ’ in ce  of a PCP. In the ’ fina l section , .~~

si m t~~e- imple ~’c ’ntcition is proposed for futur e

ca n : ran  i c a  ~~‘n s pr ocessor based des t i n s .

~v n t e ’m  O p e r a t i o n

The curr ent system operates as a vehicle for

t e ’ s t  n ~‘ t ht ’ pr o t o c o l  . rhe prototype is corner i sed of

1 - .~ uc m a i o r  ; ‘r acossos .  LI  p r o v id e s  a m e a n s  of l i n k i n g  a

Vi ’ e’ t o  an o t  he n  host . FCHO is the only user

p r o c u s s  c u r t  e n t l y  a v a i l a b l e’ at o t h e r  h o s t s .  I t  r e t u r n s

t he’ user r n t ’ s s a l e ’  after waiting for a pr e’de’te’rmined

I r n - it h at  ~ I me ’ . NF .T P pr ov ides  de’hui’i m g  and stat i St i cs

a t  h e ’ n t ac i I ~ i t ’  s . Wi t h I’ he’ so f ac i 1 m t i e’ one’ can

~~~~ i n ’  t H’ nn- ssa~~e’s sent  and r ece ’iv e i by NETP and r eco rd

h~ n - cmb e ’r  a t  m e s sa ge s  processed  of each  t ype’ : n o r m a l

n e  Set  C e 5 L ’ O f l S e ’ and O K .  A f e a t u r e ’  also compute’s

an “ a ve ’ r ag e ’ r e’ne’onse t ime’” wh ich t s based on the

a v t e  . I i e  I un - it h at time ’ hut wt’en the  transmission of a

r’ r ; i i e’  b y a ch a n n e l  ~nd t h e  rt ’ce ’ipt of a rep sonse ’

:s . in ’ by that channel . The erotocol control process

t’c i’~ s a - I i c  ect  i m p l  emen t a t  i o n  o f  the’ protocol as

L a .
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J e s c ri b ed .

The t e s t  pl an is simpl e’. Observation of the

mess~ qe ’ scr ip~ s 1~ nerdtcd hy NETP dur m g  the operation

o t  th e ’  P r o t o t y p e ’  shows t h a t  the protoco l operates as

p r u I ~~c t e - d  rev F a r b er  and L d r s o n t l ! .  The message

addresse s dc(’ qvnerated by a pseudo—random number

-. l e ’r . e ’r a t o r  and e x hib i t  d suitable! degree of randomness.

By varying the parameter in ECHO the messag e load r ate

can be change.’d. By vdrying a parameter in NETP an

ar tific ia l Cift i error rate can be induced if the ring

does not suppl y sufficient errors. NETP can be used to

monit~
-’r t he  protocol response time under the var ious

c o n d i t i o n s  ot me’ssaqc load and ring error rates. This

ln tarmd ’-ion orovide — s a basis for determining timeout

H r i a ’ I s  dfld ar m idea  of  expec ted  per formance under

~aC1OUS conditions . The r esul ts f o l l o w the expect ed

c ur ~ ’c itt whi ch the rate of message flow on the network

i s  c o r r e ’ i.~ i te~ w i t h  the inverse of the delay in the user

~~~~~~~~~ (EChO and LINK). The relationship follows

he la sh e d  I m e  i n  F i g u r e ?  2.  Since the! b a n d w i dt h  of

• he’ m i  h Niwire ’ is sufficient to handle any load

C~ t’~~te’d by the’ three hosts , there’ is no problem with

in t e r ference f rom erroneous reset and response

-
I 

(re .se’t_response? and OK) messages. Thus , the waitinq

p r i a d  for a timeout can be fixed ~t ~ny reasonable

e’n~~ h which iS  oreater thdn the  d e l a y  in the processes

[ E( ’ !lO and  L I N K  without significant e’ffect on the message

~~~~~~~~
- 
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r ate? . This is not necessarily characteristic of all

ne’two r ks.

To gain a general picture of the expected

p u c t o r m d n c e  of the? protocol  on o the r  ne tworks , the

p rotoco l  is s lm u l d t e d  as a M a r k o v  process in which  time!

i s  d i v i d e d  i n t o  sho rt  in t e r v d l s  c a l l e d  epochs. The

s i m u l a t i o n  of in te ’ r process messag e t r a f f i c  i n v o l ve s

f i v e  p d l c S  of  c o m mu n i c a t i n g  pr ocesses. Metssdqes arc

queued  fo r  t r d n s m i s s i o n  on the? n e t w o r k  in a s t r i c t

f i r s t — c o m p — f j r s t — s e r v p cj  m a n n e r  on a n e t w o r k

t r a n s m i s s i o n  qu e ’ue ’  at each h o s t .  The expected number

of  e p oc hs  t h a t  a message ’ must  w a i t  for  se rv ice  from the ’

n e t  i s  dc l  tne ’d  by a p d r d m ct er  , OLOAD , i . e .  the

p r o b a b i l i ty  t h a t  a message is removed f rom the! queue?

end t c d n sm i t t e ’ d  to the? d e s t i n a t i o n  pr ocess is q iv en  by

I OI.OM ) . The t r a n s m i s s i o n  of the message ’ f rom the

ne twork q ueu e  at one host to d pr ocess at another  host

15 dssume ’d to take! a neg l i g i bl e  amount  of t ime and

mo d ’ l l o d  as i t  i t  is .inst.antdne!ous oncc the me’ssaqe is

s e r v m c e ’ d  from the network cmue’uc’ . A par ame’ter LOAD

(1t ’te rmt n e s ~he’ expected length of time’ that a message

S r e e o c  - ;i’d I ii a user pr 0cc’ ss he fore’ thc’ pr 0cc’ ss sends

a n o s ~ i -f l ’  t o he 1 oc~e I ni’two r k queue ’  f o r  t r  an sm i s s i o n

t i  t ho assuc t at eel pr ocess at  the ! o t her  hos t .  Thus , .1 f

a p ro cess  has ce ’ceive ’d a me’ssaqe , the’ prohabil ity that

he - p r o c e ’s t t  • i s n e ’~ t h e ’  e t u r n  me s s~, i e ’  to the’ net work

a ie ’ ’uu  1 u r  I nt l an ii su i ei~ c sp t ’ o  h I c q i vc’n by 1/LOAD.

L ~
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The’ t e - ~~u I  t ’~ ~ f the s i m u l  at  i on  a r e t  shown in

-1 ur c’ .~ . The ’ vu  i t t i t  - ax t s r epr e sent  s the~ me~ ~; sage’

f l a w  is a p e ’t c e n t . e i e’ of a “ m a x t n ’ a l ”  f l o w  which  wou ld

oc cu r  f a rn c ’ss.  l i e  we re  pr eec’ s sod each epoch . T he ’

h or  t . o n t a l  axis rt ’pre’~ t’nts the’ 1,OA[) parame’tvr In

T he’ par ame’ t e ’C (‘LOAD e s f i x e d  dt 2, and the’

n u m b e r  at  i ’poch hi ’ far,’ d t i me!out can occur and a reset

me s a g e - i g t ’ ner at ed I S (I X ee i  at 32 . The’ re’ se~ t and

r e ’spo t mse ’  m e ’s s a q e ’s  su t  fe’r from que ’u m o  delay hu t  Sin ce ’

he c i  c’ pe ‘cc ’ s~ ed i n  I he ’ c om m u n  icat ions proct’ssor

t h e ’  v i t t  I c’ r no dc 1 a v it  the’ leo st . In  th e ’  q r aph t he ’

s ’ l t~I I m e  r e ’p r e ’se ’n t s  t h e  s i mu l  ated me’ssaq t’ f l o w .  The ’

1’ ~ike ’n  I i no e e 
~~~ 

e s i ’n t  t he ’ opt i m1e I me ’ ss~m q e f I ow wh .i ch

ac c -at i. t r c’su I m e s s ag e ’  s or e  never  qe ’ne ’r ated and no

Ii ’ e S S , e ’s ai~ i’ 1 0 st . The d i I I  or onc e ’ he’ t wee’n the ’ b r o k e n

1 i no and t he ’ sol id I t r u ’  r epr e ’s ’n t  s the’ 1 OSS of

b a n d w i d t h  du e ’  to n e t w o r k  er r o r s  and the in t e r  f e renc e

ci - e’ .it eel by r e’se t and  r esponse ’ me’ ssaqt’ s . The’ me ssdqi’

low  i s  s,i ed te ’ s a t u r a t e  at a spe ’c i t  i c  value ot LOAD ,

I t aS H’ I i n c r e~ese s beyond t h a t  va l  uc’ , the  me’ ssaqe ’

a ’ e ’ d e ’tc  n ot  i g n i  f L~’ en t  ly  d e c r e ’~ise . In th’ cit aph the ’

in o ’ -~ n ’l sa t  u r . e t - e ’S w i t -h m e ’ns , ,g e ’s  • i t  about  t , dAt m ~~~~~~

‘I’h t -
~ a I se’ t r uc ’ when the ’  s mu 1 at i an t s r un w~ t h a

i m e i t ~e t ed r a t , ’  o f  m e s s a g e ’  1 a t - s  at ‘e*  ~ntt 10*. In  i1 I

t h e  s e t ui . i t  i o n  oc cu r s  ~it  n ear  I y t he’ same’ vol no

‘ 1  t~~~’1) . W h i l e ’  I h i ’  s i m e i l  , i t e ’ i l  m , ’ s s , i m , ’ lo s s  doe s no t

e ’ I f e ’ o t  ‘ he’ ‘~‘ c I  i c e ’  of T,e’f\D at wh i c h  s at i n  a t  m a n  i s

I I~~
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reached , i t  does red uc e’ the ra te ’  of messag e f l o w  pr ior

to s at u r a t i o n  by a p crcen tdq e r o u q h l y  equal  to the

simulated rate of message loss , as woul d be expected .

Message loss does not , howe’ver , appreciably effect tht~’

r ot e ’  of message ’ f l o w  once’ s a tu r  a tion has been reached .

F u t u r e  P l a n s

The t o t a l  in t e ’gr d t io n  of the protocol prototype

in to  the  DCS ope rat i ng  system can be achieved in a

“ n d t u r a l ”  way .  In impl ement ing the protocol con t ro l

pr ocess , m t was observed t h a t  PcP r e semble s  the I/O

h a n d l e r  process of DCS. w i t h  m i n o r  m o d i f i c a t i o n s  the

Pe21 ’ can  e a s i l y  f un c t i o n  as a ps eudo— I /O h a n d l e r  as

shown in F i g u r e  3 .  The PCP need o n l y  recognize  contro l

commands sent to the’ I/O handler such as those which

cl ose ’  the  conne c t i on  wi th  the device ’ or t r a n s f e r  the

device to another process; the other messages can be

p issed to the ac tua l  I/O h a n d l e r  at the o ther  hos t .

The recognition of control command s could be

imp l ement ed  pr e ’se ’nt ly i f  the ’ system pr ocess which load s

user  proct? sse ’s  would  recognize  the protocol cont ro l

processes as I/O h a n d l e r s  and pass the name of the PCP

as the ’ name ’ of the ’ user ’s t e r m i n al  i n t er f a c e  process.

In  t h e  c u r r e n t  e n v i r o n m e n t  user processe s can hc

c r c - a t  e ’d i t  oth e ’ r hos ts , h u t  t he user t e r m i n a l  w i l l  not

~ L be ’ c a n n e ’c t e d  t o  the pr ocess. The! DCS system i s  in the
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p r o c c ’s s  at  m i n o r  change’s ari d u n t i l  t h e  shape of the ’ new

5v~. ’ em I s  c o i t o l  c - t e l v d e ’ t e ’r m  ine ’d  no a ’ t e m p t  w i l l  he ma li’

t o  e I t i - c t  t h e ’ c h a n i i e

‘Phi’ or at  at  you im p 1 eme’n t~~t t o n  i n  use i s s u l  t e l  t o

• ~~~~~ h u t  he ’ i x -at o c o l  cou l  el be i m p i  e ’mente d in  a more

st r u c t u r e d  ,cru d e ’ t f i c i e r i t  t , i s h i o n  on a dedicated

commu n m c a t  i a r m s  pr e e O C ’  s sor . s do scr m hod pr ev i ous l  y , t he ’

p r o to c o l  m s i m p l  e ’ment ed as a s t a t e ’  machine ’. The’ state!

a t  a c h a n n e ’  1 con he d e t e r m i n e d  by three b i n a r y

v a r  ~h I c - s  W’t’P~ t - R  , ~ 1’MSG , and WTRSP.  W TUSER i rid m o a t  e’S

h o t a me’ SS,Ig e’ s t’x pee- t eel f r o m  the ’  u ser  , and the r e ’  ar e’

no  me ’ SS,i-~ c ’s e ’X pe’c t eel f r o m  t he’ n ot  ( W R S P ~~ø and WTM SG~~0)

WTM ~~ t nd 1 c ,t t  e ’ I- h a t  a me ’ s s- aq e’ was Sefl t to  a n o t her

h o s t  , ‘i t t  no me ’ssoq e h a s  been r e ’ce ’  ive ’d  ifl return , SO 0

e x p e ’ c t e d  f r o m  t h e ’  ne ’ t . WT HSP t n d . lcat es  I-hat

a c c -  -
~~~~‘ me ’ s - :ai , ’  wa s s e n t  and ~i r t ’ S e ’t — C e ’ S p e ) f l S ’ 15

e - x c ’ ’c t  e ’ I  l i s t  h a ~ i-c o t  v t - I  boe ’n t ece ive ’d  . The ’ s tat e ’

o . i n i  e ’s ,,r c - c . I L l :i - .~ h v  r i ce’  v i  no a spe’c i tic me ’ S saqe ’

-
~~~~~ • P u e ’  a I - h e ’ I 1mck at  a -~e ’p i r ~ m t - e commun ication s

p~ a, ’ e s ot  , he ’ PC S p r o  t ot  \ ‘Oe ’ in  ol ‘flle ’fl t a t -  i a n  r e’qu i r ed

e - - n - r  c i  en v  m c~~’t e ’r e ’n t  i l l  V l c ’t ’ e ’n d e ’n t  f e a t u r e s . The ’ R I

en’ t • ib  l e ’ i in  su I I t o  t e n t  ‘~a r o u t  m rig an d val  t e at  m e n  of

e l o s t  t n . m  i o n  d ame s m u s t  h~’ - l on e ’  i n  so f t war e ’ . T h i s

r ‘ ~iu I r  e ’’~ 
t he ’ ox  t a “ j e s t  i n c I -  i o n ” header , s m  rice ’ ~i l I

m e ss I - c  ~- s ,,e- e -  ad-  re’s ~r el  t h e  r o u t  or pr cci’ ss NF T P.

~ I d i C e ’  .1 ~‘i u -p I u - c -  ‘ :  ol ~~ e - l  an  I -h , ’  n u m b er  of  pi ocr so

O t t  i t •-d , t h 1- r o u t  e ’r i s  ‘ t i r e ’d  t o  , e e ’ ~ i g n  pt’ o c e ’s s e ’ e ;  t o
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channe’lc , althou g h a separate ’ protocol control process,

PCP , is used for e’ach channel . The’ r ou t e r  mus t  a lso

u ixi at e ’  t he  •i e~u 1 a te ’d none’ tab I

-rhe ’ DCS prototype’ functions ad ciquately in the DCS

en v ir o n m e ’n t . , h u t  a much “ cle ’an e ’ r ’ d e s ign  of a p ro to type

int ’l em en t a t  ion  i s  shown in F ’ i q u r i ’  4 .  W i t h  an expand ed

R I  name ’  t o h h , t he! R I  could  v a l i d a t e ’  names .  The

c u r r e n t  NETP f un c t i o n s  Cdfl be’ separated i n t o  four

p r o c e d u r e ’s :  1) the  a l l o c a ti o n  and deal l ocat ion of

c h an n e l s , ~t )  the r o u t e r  w h i c h  d e t e rm i n e s  the “ cla s s ” of

the ’  me ’ss~~~e’ mnd r o u t e s  the ’ messaqe and the! appropr t a t e

ch ~ nne ’ l entry to the cor rec t  process ing e l emen t , 3) the

c l o c k p roces s  w h i c h  m a n a g es  t i m e o u t s  for  the var ious

ch annels ~nd rou te’s messages with the correct c h a n ne l

‘ ab l e ’  en t r y  ~o the ’ a pp r o p r i a t e ’  process ing e lement  when

o t ime ’out  o c c u r s , and 4 )  an update  process w h i c h

m an , l g e~s the ’ h a r d w a r e’ and s o f t w a r e ( c h a n n e l )  name ’ tab le ’s .

F i r  e ’ach  t r a n s i t i o n  d c - f i n e d  in the ’ p ro tocol  t her e  i s  a

p r o c e s s  i n i  e’ l emer m ’• which t ak e s  a me ’ssaq e and a channe l

t a M e’ e ’ n t r v , o e ’r f o r m d’ the ’  r e q u i r e d  proce ’ssinq

~issociite ’ -1 w e th t he’ trdn sttion , modifies the! channel

a b l e ’ an t  r ~~
- accord  i no ly m d  ud m g  I-he ’ ~t ate ’ v a r i a b l e ’ s ,

and passe’s a message ’ to i - i  t h or  one’ of the pcev lou sl  y

i ib i d N F TP pr acessi  rig el ement  s or the user pr Oct’55

T h i s  d e s ign  can  •incre ’ase e ’ f f i c i e ’n c y  by a l l o w i n g  mo r e’

;‘r ace ’s i nq ,‘ I e’me’n I-s 0 1 a needed t ype ’ to  he adde ’d

w i t  t io u t  c r e ’o t  ru g unne ’ce ’ss~c r y  e ’1 e’m ’nt c w h i c h  may  not he

...L —-- --
~~~
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used , as happens when a complete’ process is assigned to

each c h a n n e l .  I t  d I S O  pr ovides a n a t u r a l  set t i n g  for

m u l t i p c o c e ’ s s - t n q . I f  a “h a n k ”  of mic ropr ocessors Is

aVJL ldb le’ , e ’ac h u n i t  can he’ ass igned the  f u n c t i o n  of a

pr oce ’ssin q e l e m e ’n t .  If more ’ pr ocessing e l em en t s  o f  d

s~x~c m f i c  t y r ’t ’ a re  n e c e ’ss ar y ,  mor e  processors  cdn be

a s st ~~ned t h a t  f u n c t i o n .  The ’ r o u t e r  p r o v i d e s

synchconi~~atton and may pr ove ’ to be th ey l i m i t i n g  f a c t o r

i n  suc h a sy s tem .
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