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A B S T R A C T

This document contains pro gram design specifications for

the Interim Network Front End (INFE) under development by Digital

lechno loRy Incorporated. The INFE will connect a WWMCCS h6000 to

At JTODIN II. The INFE is an modification of’ the Experimental

N etwork Front End (ENFE). The EN FE connected a ~~MCCS h6000 to

the A RPANET . The INFE and the ENFE differ only in the network

protocols that they implement. Only AUTODIN II protocol software

is described here. Detailed des criptions of the Transmission

Co n t r o l  Pro tocol (T C P )  an d Ter min a l  to  H ost Pro t oco l (l H P )

mo du l e s f ol lo w .
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B A C K G R O U N D

A N e t w o r k F r o n t  E nd ( N F E )  is a c o m p u t e r  s y s t e m  i n t e r p o s e d

between a host computer and a network. The NFE relieves the host

of the burden of network interface software . It also provides an

a l t e r n a t i v e  m e c h a n i s m  f o r  l oca l  t e r m i n a l s  to  a c c e s s  t h e  n e t w o r k

w h e n  t h e  h o s t  is d o w n .  The  p l a c e  of the Network Front End is

s h o w n  in  F i g u r e  1.

T h e  s o f t w a r e  sp e c i f i e d  h e r e  w i l l  i m p l e m e n t  a ~WtiCCS

Interim NFE (INFE) that will provide initial operationa l

capability (b c) for AU TODIN II. This is Phase b of the ~hMCCS

NFE program. Phase B was preceded by the development of Network

UNIX an d a Phase A Experimental NFE (ENFE).

UNIX is a general purpose operating system developed by

bell Telephone Laboratories for P D P— 11 computers. In 1975,

Un i vers it y of I l l i no is s t a f f a d d e d  A R P A N E T  N e t w o r k  C o n t r o l

Pro g r a m  ( N C ? )  so ft w a r e  an d A R P A N E T  t e r mi n a l  (T e l n e t )  so ftwa re t o

UNIX to make Network UNIX.

In 1 976 , th e N e t w o r k  U N i X s t a f f a dded H ost to Fr on t  En d

Pro tocol (HF?) software to Network UNIX creating the Phase A

WW MCCS Experimental NFE (ENFE).

In Octo ber 1976 , the Network UNiX and ENFE development

team forme d Digital Technology incorporated (DTI). DII is

developing an 1NFE by addin g AUT ODIN II protocol to the EN FE.
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I N F E  A R C H I T E C T U R E

The INFE facilitates data transfer between

a .  a hos t  an d A U T O D I N  I i ,
b. a host and IN FE terminals , and
c .  1N F E  t e r m i na ls an d A U T O D I N  11 .

Protocols

li.LL . Services in the IN FE support processes in the host.

The processes access their services usin g Host to Front End

Protocol (HF?). HF? has thre e levels (link , channel , service).

The lowest level (link level) controls the hardware interf ace

between the host and front end. The next level (channel level)

implements logical channels between all processe s in the host and

a l l  s e r v i ces i n t h e I N F E .  E a c h c h a n n e l  is se qu e n c e d and flo w

controlle d. HF? Messages are exchanged on HF? channels. HF?

Messages have two major parts : a header and a text field . The

structure of the header is defined by the channel level of BEE .

the structure of’ the text field is defined by the third level of

HF? (process— service level). Ihe re is a separate process — service

l e v e l  H F ?  sp ec ifi ca ti on f o r  ea ch s e r v i ce .

LQI. Transm ission Control Protocol (IC!- ) is a process—

t o — p r o c e s s  d a t a  t r a n s f e r  p r o t o c o l .  T C P  is u s e d  on A U T O D I N  I I  to

i n s u r e  t h e  r e l i a b l e  a n d  e r r o r  f r e e  t r a n s m i s s i o n  of d a t a .  TC ?

t r a n s f e r s  d a t a  s egm e n t s  ove r  A U T O D 1N  i i  u s i ng  a S eg m en t  I n t e r f a c e

P r o t o c o l  ( S I P ) .  P r o c e s s e s  u s e  T C P  l e t t e r s  to  c o m m u n i c a t e  v i a

A U T O D I N  I I .  TCP e r r o r  c o n t r o l s , f l o w  co n t r o l s , a n d  s e q u e n c e s  T C P

l e t t e r s .  A t r a n s m i t t i ng  T C P  b r e a k s  l e t t e r s  i n t o  s eg m e n t s  f o r  Sl P

t r a n sm i s s i o n  over  A U T O D I N  I I .  S I P  h a n d l e s  t h e  A U T O D 1 N  I i



h a r d w a r e  i n t e r f a c e .  A r e c e i v i n g  SIP  p a s s e s  s e g m e n t s  o n t o  i t s  TC P

p a r t n e r  f o r  r e a s s e m b l y  i n t o  l e t t e r s .

~J1. The I N F E  w i l l  be  a v a i l a b l e  b e f o r e  A U T O D 1N  I I  b C .

I n i t i a l l y  t h e  S IP  M o d u l e  i m p l e m e n t e d  on t h e  I N F E  w i l l  be a P s e u d o

Segment Interface Protocol (PSI?). The PSI? will appea r to be a

SIP Mo dule to the TCP Module. However , t h e PSI ? w i ll u s e  t h e

A R P A N E T , no t  A U T O D 1 N  I I , fo r  c o m m u n i c a t i o n . W h e n  A U T O D 1 N  I I

b e c o m e s  a v a i l a b l e , a S IP  w i l l  be s u b s t i t u t e d  f o r  t h e  P 51? .

fljj. Termina l to Host Protocol (TB?) defines the

t e r min a l  comm u n ica ti on s t a n d ar d s f o r  A U T O D I N  I I .  TB ? uses  TCP as

its data transpor t mechanism.

Software Mo dules.

Figure 2 shows the communication routes supported by the

INFE an d the software modules implemented in the 1NFE. The SIP

Mo du l e  ( P S I P  Mo du l e )  an d t h e U N I X  T e r m ina l  H a n dl er are

implemented as UNIX device drivers. All other INFE modules are

implemented as separate UNIX user—l evel processes. he will

s o m e t i m e s  u s e  t h e  t e r m s  p r o c e s s  a n d  d e v i c e  d r i v e r  w h e n  d i s c u~~s in g

these modules.

Link Protocol Module. The INFE Link Protocol Module

implement s the link level protocol of HF?. This module will be

an i d e n t i c a l  copy  of t h e  E N F E  L i n k  P r o t o c o l  M o d u l e .  T h e  P h a s ’~ A

ENFE ex periments showed that the link level protocol should be

au gmented with flow control and error detection /correction .

These fac ilities could be added in the future.
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channel Protocol Module. The IN FE Channel Protocol

Mo dule implements the channel level protocol of HF?. The ENF E

Channe l Protocol Module will be used with minor changes. These

c h a ng e s  c o r r e s p o n d  to  the  m i n o r  c h a ng e  m a d e  i n  H F ! - .  ( T h e  H F ?

s i g n a l c o m m a n d  ha s  b e e n  e l i m i n a t e d .)

1Q.~ Se r v i c e  M o d u l e .  T h e  I N F E  TCP S e r v i c e  M o d u l e

implements the process—service level of HF? for TCP s e r v i c e .

Thi s  m o d u l e  maps  h o s t  p r o c e s s  r e q u e s t s  f o r  T C P  i n t o  s t a n d a r d  U N I X

I / O  c a l l s  ( o p e n , c l ose , r e a d , e t c .)  to  t h e  T C P  M o d u l e .  T h e  I N F E

T C P  S e r v i c e  M o d u l e  w i l l  u s e  t h e  s t r u c t u r e  of t h e  E N F E  H o s t — H o s t

S e r v i c e  M o d u l e .

Ikil S e r v i c e  M o d u l e .  T h e  I N F E  T B?  S e r v i c e  M o d u l e

implements the process—service level of  H F ?  f o r  Tb?  s e r v i c e .  H F P

M essa ges con ta i nin g TB? re qu e s t s  a re m a pped i n t o s t a n d ar d U N I X

• I/O calls to the TB? Module. The INFE TB? Service Module will

u se t h e st r u c t u r e  of’ th e E N F E  S e r v e r  V i r t u a l  T e r m in a l  Se r v i ce

Mo dule.

I&L bodiale . The INFE IC? Module implements IC?. This

w i l l  be  a m a j o r  new m o d u l e .  Is is d i s c us s e d  in d e t a i l b e l o w .

I1i.~ 
Mo dule. The INFE TH? Module implements TB!- . This

also will be a major new module. It is discussed in detail

below.

~11 Module. The INFE SIP Module will implement SIP on

the ARPANET . Tha t  is , it w i l l  b e a PSI?  t h at w i ll m im i c an

AUTOD IN II network device driver . The ENFE ARPANET device driver

w ill not be used in the PSI?.

- - 
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.tLliI~ T e r m i n a l h an d l~ r. T h e  I N F E  U N I X  T e r m i n a l h a n d l e r

c o n t r o l s  t e r m i n a l s  a t t a c h e d  to  t h e  I N F E . The  E N F E  U N i X  T e r m i n a l

Handler will be modifie d to t a k e  a d v a n t a g e  of n o n — b l o c k i n u

terminal I/O.
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TC P M O D U L E

lfl~~~~~ d~~~~U2fl

The TCP M odule will implement the latest version of TC?

[“Internetwork Transmission Control Protocol , IC? ‘Iersion ~~~,

Cerf and Postel , January 1978]. It is expected that this ver sion

w i l l  be v e r y  s i m i l a r  to  t h e  f i n a l A U ’ I O D I N  II  IC!- specification.

T h e  c o n n e c t i o n  a c c e s s  c o n t r o l  m e c h a n i s m s  d e s c r i b e d  i n  t h e

preliminary IC? specification [‘Transmission Control Protocol

Specification ’ , Postel , G a r l ic k , an d H o r n , July 15 , 1976] will be

implemented by the IC? Module. W h en a final AUTODIN 11 1CI-

specification is available , the TC? Module will be rn odif i ed to

match.

The ENFE software require s a PDE—11 /45 or PD! -— 11 /7 0 .

Smaller PD P — 1 1 ’ s (e.g., 11/ 3 4 and 11/40) do not have adeauate

kernel address space. Yet there is strong interest in using

smaller P O P — i l ’ s a s I N F E ’s. Beduction of ENFE kernel size is

req  u i re d.

In the ENFE , the NC ? is split into a kernel portion and a

user portion (called the NC ? Daemon ). For maximum throughput ,

the INFE IC? should also have a kernel portion . However , the

size of the kernel portion would preclude operation on smaller

PDP— 11’ s. Thus IC? is bein g implemented as a single user pr~~~-~ss

outside of’ t h e  k e r n e l  a d d r e s s  s p a c e .

User level processes (i.e., most of the INFE software

mo du l e s )  co m m u n i c ate w i t h t h e T C P  p roc ess (an d each o th e r )  v i a

stan dard UNIX I/O calls (open , c l o s e , rea d , etc.). To do this ,

-
~~~~~~~~~ ~~~~~~~~~~~~~~~~~ . — • • •  

~~~~~~~ 
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we added a standard UNIX I/O i n t e r f a c e  to  t h e  i nt e r p r o c e s s

communication facility we developed while at the University of

I l l i n o i s .  I / O  c a l l s  ( e . g . ,  r e a d , w r i t e , o p e n ) d i r e c t e d  t o  t h e

TC P p r ocess a re c h a n g e d  i n t o  I / O  m e s s ag e s .  T h e s e  m e s s a g e s

c o n t a i n  t h e  messa ge type (open , clo se , rea d , etc.), identify the

sender (process id , user Id , file Id) , and identify the sender ’s

buffer . New UNIX calls were implem ented to allow a process to:

w ait for an I/O messa ge ,

re ply to an I/O messa ge , and

access the user ’s buffer.

I / O  r e q u e s t s  a re  r e c e i v e d  f r o m  t h e  T B ! -  p r o c e s s , t h e  IC !-

p r o c e s s , and  o t h e r  I N F E  p r o c e s s e s .  I / O  r ep l i e s  a r e  r e c e i v e d  f r o m

the Pseudo Segment Interface Protocol (PSI!-) device drive r when

network reads and writes have been completed.

Non—blocking read and writes a re  i s s u e d  t o  t h e  P S I ?

device driver. I/O replies are sent to the reque sting process

when I/O r e q u e s t s  h a v e  been  p r o c e s s e d .

Data received from a user pro gram Is packaged into

segments for transmission over the network. Each segment is

assigned a sequence number and checksummed. The sequence numbers

are use d for flow control and for duplicate and missing segme nt

decection . Checksums are  used  t o  i n s u r e  d a t a  i n t eg r i t y .

W h e n  a c o r r e c t l y  s eq u e n c e d  a n d  c h e c k s u m m e d  s e g m e n t  is

rece i ve d f r o m  t h e n e t w o r k , a network ackn owled gement is

transm itted. Received segments are assembled into letters.

Complete letters are passed to user programs. Unacknowledged

— 8 —
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segments are retransmitted on timeout (possibly generatIng

d u p l i c a t e  s e g m e n t s ) .
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~~fltro1 Flow

The IC? Module is a loop (MAIN) which waits for and then

processes UNIX I/O messages. Each messa ge is a s s o c i a t e d  w i t h  a

new or e x i s t i ng  n e t w o r k  c o n n e c t i o n . W h e n  an  I / O  m e s s a g e  is

r ece i ve d , the TCP Module locates or constructs a Transmission

Co n t r o l  B l o c k  (TC B ) f o r  the co n n e c t i o n .  T h e con nec ti on s ta t e

(estab , s y n  s e n t , etc) and messa ge type (open , clo se , rea d , etc.)

a r e  u s e d  to  c a l l  a f u n c t i o n  s p e c i f i c  s u b r o u t i n e . T h e  I C ?  M o d u l e

Is divided in two major sections: network and user. The network

sectior handles I / O  r e p l i es  f r o m  t h e  P S i ! -  device driver and sends

1/0 replies to user— 1 evel processes (e.g., TCP Service Module ,

TH I- M o d u l e ) .  T h e  u s e r  s e c t i o n  h a n d l e s  I/O requests from user—

l ev e l  pr o ce s s e s .

N e t w Qt k . N E T I N  is c a l l e d  w h e n  a n  I / O  r e p l y  is r e c e i v e d

f r o m  t h e  P S I ?  d e v i c e .  N E T I N  c a l l s  C H E C K S U M  to  v a l i d a t e  s e um e n t

data Integrity. NETIN calls NET _ TC E to  l o c a t e  t h e  w T r a n s m i s s i o n

Cont rol block for the connection. NET_ SECU R ITY is called to

implement AUTODIN II securIty, precedence , and transmission

control code handling. The segment header is processed

( D _ O P T J O N S , D SEQ _ A T T , and D_ A C K _ ATT ) and a connection state

s u b r o u t i n e  is c a l l e d .  T h e  connec ti on s t a te su b rou ti nes are :

N _ CLOSE ,
N_ LISTEN ,
N ...S Y N  SENT ,
N_S Y N _ RCVD ,
N_ E S T A B ,
N_ F I N _W A I T ,
N _ CLS WI , a n d
N_ CLOSING.

T h e s e  i m p l e m e n t  t h e  TC P c o n n e c t i o n  open , sync hronization , and

. 1 1 —
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close mechanisms. N_ ESTA !- processes user data. N _ EST A E~ uses

segment sequence and acknowled gement attributes (i.e.,

acknowledgem e’nt in sequence and believable) to perfor m initial

processing. N_ ESTAB calls ASSEMBLE to handle state dependent

processing of segments. ASSEM BLE calls iNSERT to combine network

segments into letters. ASSEM BLE then calls TO_ USER to pass 1/0

replies for any complete letters to the user.

~~~~~~~ U SER _ IN is called when an I/O request Is received

from a user. USER _ IN checks the request for an open function .

if an open request Is found , OPAHAM is called to pars e the

p a r a m e t e r s .  O P E N _ i T T  is t h e n  c a l l e d  t o  p e r f o r m t h e  o p e n . I f  t h e

request I n  n o t  an  o p e n  r e q u e s t , V _ S E C U R I T Y  is c a l l e d  t o  e n f o r c e

AUTODIN II security, precedence , and transmission control code

conventions. The request function type Is t h e n  u s e d  to  c a l l  o n e

of four subroutines: U_ CLO SE , U_ R E A D , U_ SE N D , or U_ SPECIAL. Each

of t h e  s u b r o u t i n e s  u se s  t h e  c o n n e c t i o n  s t a t e  to  d e t e r m i n e

processing.

U_ CLOSE checks the connection state. If the connection

Is partially establi shed , ABORT is called. If the connection is

e s t a b l i s h e d , a I C ?  F I N  s e g m e n t  is g e n e r a t e d , a n d  S E N D  is c a l l e d

to  In i t i a t e  it s t r a n s f e r  to th e n e t w o r k .

U_ R E A D  checks the connection state. If’ the connection is

not  e st a b l ish e d , an error I/O rea d reply is sent to the user. If

the connection is establi shed , a d e s c r i p tor  for t h e rea d re q u es t

buffer is linked into the t_ rov q queue. U_ R E A D  t h e n  ca l l s  N E T I N

• t o  copy  an y p rev i o u s l y  rece i ve d n e t w o r k  d a t a  t o t h e u s e r  b u ff e r .
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U _ S E N D  c h e c k s  t h e  c o n n e c t i o n  st a t e .  i f  t h e  c o n n e c t i o n  is

n o t  e s t a b l i s h e d , an error I/O write reply is sent to the user.

If the connection is establish ed , a descriptor for the write

buffer is linked into the t sndq queue. SEND is then called to

initiate the transfer of user data to the network.

U~~~?EC 1AL is called to handle connection maintenance

functions. At present , only a status function is d’~fined. Other

functions w i l l  be defined as ne eded. The status function returns

connection status Information . The connection state , loc a l and

remote p ’rt s , receive and transmit flow control information , and

security information are returned to the user.

~~~~

Data flows In two directions: from a user — level process

to the network , and from the network to a user—lev el process.

~~~~~~~~~~~~~~~ The t rcvq is used to store user—level

rea d requests. Each entry in this queue contains a de scriptor

which defines a user— level b u f f e r  in which network data is to be

stored. Network dat a is processed by NET IN. Each user buffer is

filled with network data. When a buf fer Is f u l l , a read 1/U

reply Is sent to the user— level— process. ibis is repeated until

a network segm ent is emptied or the t_ rcvq queue is exhausted.

~~~~~~~~~~~~~~~~~ User — level data is processed by li_ SEND.

Each write request contains a descri ptor for data to be sent over

a connect ion. The descriptors are linked into a tit ’ o ordered

queue (t _ sndq) by SEND. Each entry in the queue Is processed.

E a c h  e n t r y  c o n t a i n s  u s e r — l e v e l  d a t a  to  be s e n t  to  a r e m o t e

-1 3-
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subscriber. When network acknowledgements are received , entries

are deleted from the queue and write I/O replies are sent to the

user— level— process. If a r e t r a n s m i s s i o n  is r e q u i r e d , t h e  q u e u e

is re p rocessed and SEND is agai n called to transfe r queue entries

to the network.
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LQ.~ D A T A  ~T R U C T U R E ~5

T h i s  is a d e s c r ip t i o n  of t h e  f o r m a t  of a T C P  M o d u l e

Transmission Control Elock (TCB). A TCE is allocated for each

network connection . The first column specifies the field size.

m t  defines a 16— bit field (e.g. m t  a;) or an array of 16—bit

field s (e.g. m t  a[ 3J ); Char defines an b— bit field (e.g. char

a;) or array of b—bit fields (e.g . char a [ 3 ] ) . Struct defines a

complex data structure (e.g ., struct (char nam e[ 3 0j ; m t  SSN[3]}

person). “Struct person 4abc ” defines abc to a a 16— bit pointer

to a struct with the person format .

struct tcb
tnt t_ lport [2]; I’ local port 4/
m t  t_ fport l2 ] ; / 8  foreign port 8/

m t  t_ ftcp[2 ); /~ foreign tcp and net ~/
t n t t _ rwm n; f~ receive window ~/m t  t_ swin; / ‘  send window ‘/
m t  t_ out; /~ num. bytes in transmis sion 8/

m t  t_ send; /~ num . bytes waitin g to send ~/m t  t_acked; / 8  bytes acked not pass to usr 4 /

t n t  t_s_seq[2); / 8  last acked by fg~ tcp 1/

tnt t_s_nx t [ 2 ] ;  / 8  next sea we should use ~/m t  t_ r_ seq[2 ) ; /8 last seq we acked ~/
t n t t _ syn _seq[2); /~ seq num consumed by the SYN 8/

tnt t_ f t n _ seq[2]; /‘ seq m um consumed by the FIN 8/

t n t  t _s_urg [2]; / 4  send urgent seq . number 8/

tnt t_r_ u rg[2]; /~ r c v  urgent seq. number 4/

m t  t_s_ bu f ; /‘ send buf size ~/
m t  t_r_ bu f ; / 8  receive buf size 8 /

m t  t_ s_ frg; / 4  curr send buff fra gment ‘I
m t  t_ r_ f’rg; /~ current rcv buffer ’ fr~ gment 8/

tnt t_ s t a t e ;  / 1  sta te —— 0 to 7 ~/
tnt t_ n t t m e ; / 4  n u m b er o f t i meo u ts ‘I
t n t  t_ n rc v ;  /~ user reads outstanding ~/t n t t _ n s n d ; I’ user wr ites outstandin g f r /

t n t  t_prec; / 8  c o n n e c t i o n  p r e c e d e n c e  4/

m t  t_s_ sec; /~ sen d s e c u r i t y 8/

m t  t_ r_sec; / 8  receive security 8/

m t  t_ tec; I’ transmission control code 8/  -
m t  t _ f’ l ag s ;  /~ f l a g s  ‘I
t n t  t_ctrl ; /~ c o n t r o l  bi t s  to  sen d 4/
c har  ~t_pkt; /~ curr. rea d bir b /

t n t  t_no pen ; /~ num ber times opened 4/

m t  t..~clo se t d ; / 8  re p ly  I d f o r  q ’ d c lose  8/

str uct rcvq 4t_ rcv q; /~ users rev descriptor s 4/
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st r u e t  sn dq 4t _sndq; / 4  users snd descriptors 4/

struet idq ‘t _opnq; /b open reply descriptors 4/

I;

The format of the internet header follows. The internet

header is found at the be ginning of each network packet. It

contains the source address , destination address , and packet

length (in octets).

struct inpacket

char m n _prot ; /4 version and protocol b /

char in _opt; /fr OPT , DEE , TOS 8 /

m t  in _ length ; / 8  len of packet in octets 8/

m t m n _pkid; / 4  internet packet Id /
t n t tn _ fr_num ; /v fragment number 8/

m t  in_dtcp (2]; /~ dest tcp and net id ‘/
m t  m n _ dport[2 1; /4 destination por t 8/

m t  m n _ stcp[2]; / 8  source tcp and net id 8/

tnt m n _sport (2]; /b so u rc e p o r t  w /
c h a r  in_opts[); / 4  options if any #/

1;

The format of a IC? segment header follows. A TCP

segment header i mmediately follows each internet header. ihe

header contains the inform ation require d to send and receive data

an d control information. These fields include send and

acknowled gement sequence numbers , receive window , checksum , and

an urgency ptr.

struct packet

m t  p_ seq[2]; / 8  seq number of this segment 8/
tnt p_ac k[2]; / 8  what we are ac king 8 /

tnt p_ ctrl; / 4  top control bits 4/

m t  p_w in d o w ;  / 4  w indow we are given wrt n_ seq 1/

tnt p_ cksum; / 8  chec ksum for segment 8/

tnt p_ur g ; / 4 ur ge n t  p t r  8/

char p_opts [); / 8  11 a n y  #/
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LQ± SUBROUI’ML~~

The fo ll owin g is a list of the the major TCP Module

subroutInes with a brief description of each subroutine function.

a ek
see what has been acknowled ged by the remote TCP

assemble
handle network data reas serrbly

checksum
checksum a network pack et

d _ ack _ at t
determine ack validit y

d _ seq _ att
determine sequence number validity

d opti ons
proce ss the options in the packet

m i t
initialize queues and open log and I—S l! - files -

main
d ri vi rig subroutIne

nett n
hi gh level process of network packet

net _ security
security check of a network packet

n_ closed
process segment when iC !- is in the closed state

n_ c losing
process segment when IC !- is in closin~ state

n_ cl s_w t
process segment when TCP is in clo se watt state

n_ e stab
process segment when IC !- is in established state

n_ fin _w a i t
process segment when IC? is In fin wait state

n _ l i s t e n
process segment when TC !- Is in listen state

n_ syn _ r c v d
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process segment when TCP is in sync received state

n_ syn_sent
process segment when TCP is in syn sent state

op a r a m
p roces s op en re q u est p ara m e t e r s

r e s e t
reset the connection

send
send data to the network

to_ net
write the segment to the network

to _ user
write the segment to the network

user _ in
first level handlin g of user request

u _ a bort
process a users abort request

u_c l o s e
p rocess  a u ser s c lose  re q u est

u_ rea d
p roce ss a u se rs rea d re q u est

u_ send
process a users write request

i
I



THE MODULE

Lat ro duc t I Qfl

Terminal — to— Host Protocol ( T h E - ) is a virtual termina l

protocol which uses TCP as a data transport mechanism. The TFI P

M odule provides a mechanism which allows IN~~E terminals to access

the host , and implements the IHE described in ‘Terminal—to— Host

Protocol Specification ” , [Postel , Garl ick , and M om , July 15 ,

1976]. Is is expected that this version will be very similar to

the fina l AU IO DIN II IMP specification . When a fina l A UTOD1N 11

IHP speci fi cation is available , the T H E  Module will be m o d i f i e d

to match.

Da ta blow

1n~ u t ~~. The THE Module receives I/O m essa g es from the

ihi~ Service Module , IN~~E terminals (UN1X Termina l handler), and

the ICE Module. The THE Module receives I/O requests from the

TB? Service Module. These requests are generated in response to

i-H P Service Module 1/0 calls (open , close , read , write , and

iospcl ). The HI? Module receives I/O replies from the l N ~~E.

termina l device driver (UNIX ‘lermm na l Handler ) and the ‘IC !-

Module. These replies are generated in response to outputs

descr i bed below.

Outou t~~
. The THE Module sends I/O messa ges to the IMP

Serv ice Mo d u l e , INFE terminals , and the ICE Module. The THE

Module issues I/O calls to the UNIX Termina l Handler and the ICE

Module. The TEl l’ Module sends replies to the TB? Service M odule.
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Data is received from the TCP Module , INFE terminals , and

the THE Service Module.

I.~~ ~~~~ Lata. I/O re plies are received from the TCP

Module when previously issued UNIX I/O reads have been completed.

W hen a read I/O reply is received , the buffer associated with the

rea d has been filled with network data. The data is broken into

one or more pieces which are queued on the to_user queue.

The to_ user queue is processed by the TO_ USEB subroutine.

ihe queue may contain user data and /or THE controls. Data is

copied into a per— connection line buffer and removed from the

queue. THE option negotiation s for 1NE E terminals are processed

immediately by NET_OPTION . Other THE controls are handled by

special routines , one per control type. If the connection is

associated with an INFE termina l , data is transferred to the

termina l from the line buff ’er. If the connection is associated

with the THE Service Module , the data is transferred to b u f fe rs

received in previous I/O read requests.

Term int~. &n~. 1111 Service MQ~~j~~ ~~~~~~~ When data is

received from an INE E termina l or the Thi - Service Modu le , it is

scanned for locall y— define 4 commands or special characters (e.g.

l ine feed). Local commands or special characters are processed

by the PA HSE _COM subroutine. THE controls and blocks of data are

queued on the to_net queue.

T h e  to_ n e t  q u e u e  i s  p r o c e s s e d  b y  t h e  TO _ NET s u b r o u t i n e .

The  q u eue may  c o n t a in d a ta or TH E c o n t r o l s  to  b e sen t o v e r  t h e

net. Data an d controls are copied int o network transmit buffers
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j

as the buffers become avail ?b le. I f  da ta w a s  r e c e i v e d  ~ r a

Servi ce M odule write I/O request , a write IC r e p l y  is  s er . t t o  t r ~e

HI!- I~ervice Module when all of the data nas ~eer c~~~ i e d  i n t o

network transmit bu ffers.

C o n t r o l  F io w

T h e  T E E -  M c ’j u l e  M A I N  s u b r o u t i n e  i s  a l c o &  icr .  w a i t s  f o r

and  i n i t i a t e s  p r o c e s s I n ~ of  I / C  m e s s a g e s .  HIe  s o u r o e  of  t r . e

m e s s a g e  is u s e d  to  b r a n c h  t o  o r e  of  t h r e e s e c t i o n s  of  s o f t w a r e :

E r o m n  U s e r  T T Y  s o f t w a r e , F r o m  I C ?  ~ o d u l e  s o f t w a re , - r  E r o ’ r  ThE-

l e r v i c e  s o f t w a r e . ~h en c o n t r o l  r e t u r n s  f r o m  o n e  o f  tr , e t h r e e

s e c t i o ns , t h e  to _ u s e r  q u e u e  is e x a m i n e d  f o r  a n y  d a t a  t o  be  s e nt

to  t h e  u s e r .  I f  t h e r e  is  d a t a , t h e  TC _ L I ~E E -  s u b r o u t i n e  i s  c a l l e d .

The to_ net queue is then examined for dat a to be sent to tne TC~-

Mod u l e .  I f  t h e r e  I s  d a t a , t h e  To _ N E ’: s u b r o u t i n e  i s  c a l l e d .
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Lx&~ U ser III. The From User TTY software is called when

an I/O reply is received from an INFE terminal. The r e p l y  type

is used to call one of four major subroutines: O !-N_ }IELY ,

CLS_ R P L Y , TTY _ R D R P LY , or b R _WRITE .

O E M _ RELY is called when an 1/U open reply is received.

Receipt of an open reply indicates that a termina l has be come

ac tive. OEN _ RPLY allocates inpu t and outpu t line buffers and

Issues a non _ blockin g read to the terminal.

CLS RF-LY is called when an I/O close reply is received.

CL S _ RPLY initiates the removal of the Connection Man a g em ent block

(CM?). When the network connection is closed , the CMB is

dea l located.

TT’f_ RDRPLY is called when an I/O read reply is received.

TTY _ R D R P L Y  c a l l s TT Y _ DATA to process the data , performs genera l

buffer housekeeping, and issues another non— blockin g read call to

the terminal. TTY _ DATA .‘cans throu gh the data lookin g for

special characters or THE controls. When a complete inpu t line

is received (line teed), GOT _ LINE is called. GUI _ LINE calls

P A R S E _ COM If the line is a local THE Module co mmand (e .~~. , open a

c o n n e c ti on , close a connection , etc.). PARSE _ COM calls a command

specific subroutine. Some of the command subroutin es call

GEN _OPT or Q_ CTRL to put THE controls into the to_ net queue.

GOT_ L I N E  c a l l s  S C A N _ RCTE If any data is to be sent to the

network. SCAN _ RCTE implements the Remote Control Transmission

an d Echoin g THE control. GOT_ LINE then calls a general purpose

su broutine to link the data into the to_ net que ue. The to_ net

queue will be processed by the TO _ NET su broutine .
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I CR _WR ITE is called when a write is received from an INE E

terminal. It deletes the written characters from the term ina l

wr ite buffer .
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Fro m I.Q1~ 
Mo dule. The From IC? Module software is called

w hen an I/O reply is received fro m the IC? Module. The reply type

is used to call one of five subroutines: OEM _ R E L Y , CLS_ R P L Y ,

b R _W R I T E , TCP _ R D R P L Y , or I OR _SPCL.

OPN _ R P L Y  a l l o c a t e s  n e t w o r k rec ei ve an d t ra nsmi t b u f f er s

and issues non—blockin g read calls to the TCP Module.

CLS_ RPLY is described above.

The ICR _ WR iTE subroutine is called when a write 1/0 reply

is received from the TCP Module. If’ the write was unsuccessful ,

t h e  c o n n e c t i o n  is m a r k e d  as c l o s i ng .  T h e  w r i t e  b u f f e r  is p u t

bac k in to a f r e e  po o l .

T CP _RDRPLY is called when a read I/O reply is received

f r o m  t h e  IC? M o d u l e .  If a p a r t i a l  THE header has previously been

rece i ve d , P A R T I A L _SCA N Is calle d. PARTIAL _ S C A N  a c c u m u l a t e s

characters until a complete THE header is received. When a full

h e a d e r  is r e c e i v e d , P R O C _ R E C  is called. If  t h e r e  is a f u l l  T H E

h e a d e r  and  a p a r t i a l  THE d a t a  r e c o r d  p r e v i o u s l y  r e c e i v e d ,

TCP _ R D R P L Y  c a l l s  T H E _ TO _ I N T E R N A L  to  c op y  c o m p l e t e  o u t p u t l i n e s  to

the to_ user queue. If a full THE record has been received ,

P R O C _REC is called. PROC_REC uses the record type to determine

specific processing. if the record is a data record ,

TH E _ TO _ INTERNAL is called. If the record is a THE control , t h e

specific control is processed. If’ the control requires a network

res p onse , the response is created and queued on the to_ net queue.

It the control requires user processing, a control message is

create d and queued on the to_user queue.
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The IOR _ SPCL s u b r o u t i n e  is called when a spe rial I/O

reply is received from the TCP Module , if the special request was

issued In response to a request from the THE - Service Module , an

I/O special reply is sent to the fliP Service Module. It the

reply indicates that an URGENT indication has been received , a

flag is set to indicate that the connection should be put into

read fast mode. The connection will stay in read fast mode until

a end of urgent indication is received in a read reply. 
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From .ILj I~ Service Module. The From IHP Service software

Is called when an I/O request is received from the THE Service

Module. The request type is used to call one of five major

subroutines: OPN _ REQ , CLS_ REQ , 10_ R E A D , 10_WRI T E or I0_SP CL .

The 01- N_ REQ subroutine is called when an I/O open request

is re c eive d . O P N _ RE Q tries to allocate a Connection Mana gement

block (CM? ) for the connection . If there are no ChE ’s available ,

an 1/0 reply with an error status is returned to the THE- Service

Module. If a CM? was available , it is initialized. The open

request is linked on the to_ net queue to be sent to the TCP

M o d u l e .

CLS_ REQ is called when a close i/O request is recei ved.

CLS _ REQ checks the connection state. If it is already closed , the

close request is sent back to the THE Service M odul€ with an

e r r o r  s t a t u s .  O th e rw is e , the close request is linked on the

t o_net queue to be passed on to the TCE Module.

IC_ READ is called when a read I/O request is received. If

the connection is closed , or if the number of allowable reads has

been exceeded , an I/O reply is sent to the TEE Service Module

with an error status. Otherwise , the request is linked into the

to _ use r  qu e u e .

10_ WR iTE is called when a write I/O request is received.

if the connection is closed or if the maximum number of writes

has been exceeded , an 1/0 reply is sent to the THE Service Module

wIt h an error status. Otherwise , t h e r e q u e s t  Is pu t  on th e to _ net

q u e u e .
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10_ SPCL is called when an i/O special request is received

from the THE Service Module. lf it is a status request , the IRE -

Service Module request is used to create an I/O special request

to be sent to the TCP Module. If the special request asks that a

specific THE control be sent , the control Is linked into the

to_ net queue and an 1/0 special reply is sent to the ‘IRE Service

Module.
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The TO_ USE R subroutine processes the to_user

queue. The to_ user queue contains user data or IRE controls.

Entries in the queue are processed until the queue is emptied or

until queue element processin g must be delayed. (Delay occurs

when no user read buffers are available. )

If the entry contains user data , NE T _DATA is called.

NET _ DATA copies network data to a per—user line buffer. NET _ DATA

then calls GIVE _ USER _DATA. GIVE _ USER _DATA determines if the user

is a termina l or the THE - Service Module. If the user is an INH~.

termina l , the data is written to the terminal. lt ’ the user is an

1N F E  p r o c e s s , the data is copied into any previously received

rea d 1/0 request buffer(s). NET _ DATA continues this process until

all data is copied to a line buffer , or the line buffer is full.

In either case NET _DATA returns to TO_ t~SER .

If a to_user queue entry contains a THt~ option ,

NET _OPTION is called. NET _OPTION puts the option in a stan -iar d

form. NET _OPTION then calls an option specific handling

subroutine. These subroutines perform negotiation based on the

particular option . The GEM _ OPT su b r o u t i ne is called when a reply

must be sent to the negotiation. GEN _OPT formats a network

control message and links It Into the to_net queue. TO _ USER may

eall GIVE USER _ DATA directly if data was left in the per — user

line buffer by a previous Invocation of TO _ USER .

1Q ~~~~~~~ The TO_NET subroutine processes the to _ net

queue. The to_net queue contains user data or THE controls.

En’ em in the queue are processed until the queue empties or

until pr oces sing of one element must be delayed; usually because
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no network transmit buffers are available, if the entry contains

user data , T H P _D A T A _MSG is called. If the entry contains a THP

control messa ge , THP _ C T R L _ MSG is called. If a complete writ e I/O

request was proces sed , 10_ RELY is called to send an I/O reply to

the THE Service Module.

T H P _ D A T A _MSG builds a TB? data record in the current

output buffer. If the data record fills the buffer , NEW _ X MI’J i~

called to send the buffer to the TCP Module and to locate a new

bu tl er , If a new bu f f e r  was not available , the copyin g i~

terminated until a new buffer is available. If all of the data

was copied and end— of— letter was set , NEW XMI T Is called to write

the data to the ICE Module.

‘ IRE _ d E L _ M E G f o r m a t s  a THE control messa ge in the current

output butter. If there is not enough room in the buffer for the

messa ge , N E W _XM I ’I Is called.

Remote ç~ ntro~l1e d Tran~ mi~~~j._Qn ~~~ ~~Mo in~

T e r m i n a l d a t a  is n o r m a l l y  e c h o e d  b y  t h e  U N i X  T e r m l n a  1

h a n d l e r .  H o w e v e r , w h e n  a r e m o t e  T H E -  r e q u e s t s  t h e  R C T ~ (remote

controlled transmission and echoinw) option , the ThF ~ Module must

perform echoing functions. When ECTE is in effect , termina l

c h a r a c t e r s  are copied into a local echo buffer before bein g

linked into the to_ net queue. When these characters are to be

ec h oe d ( e c h o in g is i n i t ia t e d by an E C T E  c o n t r o l ), c h a r a c t ers  ar e

copied from the echo buffer into the termina l line buffer and

wr itten to the terminal.

k1ost—~~.r.minal Comm un i~~atioii~
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Connections between 1NFE t e r m i n a l s  a n d  t h e  h o s t  are

supported by the THE Module. This facility u s  provided without

the use of the network by tyin g together two Connection

M anagement blocks. One CM? simulates a connection between the

host and the network. The other CM? simulates ~c c o n n e c t i o n

between the lN E - E termina l ~nd the ne twork , both the host and the

INFE termina l appear to have a standard network connection .

The CMb ’s are tied together by insertin g in each a

pointer to the other. Data from each source is in~~erted into th e

appropriate t~o_ net queue as in the standard case. When the lu—

NET routine is Invoked , It notes that this is a special case.

Instead of writin g the data to the net , it shunts the data from

the to_net queue to the to_ user queue of the other CM? . The data

is then passed to the recipien t in the usual way.
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I1i ~ D A T A  ~1ftUQLQli~~

The format of a ‘ I H P  Module Connection Mana~~e’nent block

(CM? ) follows. A Connection Mana gement block is allocated for

each THE connection . Two Conn ection Mana gement c-l ock s are

allocated for each connection bet ween an INFE termina l and the

host.

struct cmb

struct cmb ~c_cmb _ link; /~ used to link to gethe r- cmb ’ s ~/
m t  c_ l i d ; I’ I C ?  f i l e  I d  ~ /
m t  c_ userid; / ‘  u s e r p r o c e s s  id  ~ /

struct q_ ele 1c_ to_ user; /~ user data & ctl queue ‘I
struct q_ ele ic_ to_net; /b ne t d a t a  & ctl queue ~f
struct q_ ele ~c_ net _ buf ’s; /~ free net write buffs ‘/

struct q_ e le  ~c_ uread; /~ user read descriptors ‘I
char c_ nread s; /‘ num of c_ uread s ~/
char c_nwrites; /% outstandin g writes from user ~/
char c_nstt y; /~ number of stty ’s outstanding ~/
char c_nct rl; /~ control requests out ~/
struct q_ ele ‘c_ sv _ stty ; /‘ user sttys ~/
struct q_ ele ~c_ sv _ ct r l ; /~ user ctl requests ~/
m t  c_ t_mode[3]; / b  current tty mode ~/m t  c_ rs _ m n; /~ approx rec size for inpu t ~/
m t  c_ rs _out; /~ approx rec size for output ~/
char c_st flags ; /‘ various status fla g s . ~/
char c_nsynch; /~ outstanding synch s ~/c h a r  c_no synch; /‘ synch s in output stream ~/
c h a r  c_ n a b o r t s ;  /~ a b o r t s  on o u t p u t  ~ /
char c_state; / 1  the state of the connection . ~/
char c_sigflag ; J~ required activity bits ~/
char c_icur s ; /~ pos  of  t h e  c u r s o r  on I n p u t  ~ /
char c_ ocurs; /fr po s  of’ t h e  c u r s o r  on o u t p u t  ~ /
c h ar c_op_ flags[20); /~ optn neuotiation state ~/
char c_ nnego ut; /~ unrep lied optn ne gotiations ~/
char c_nne gin; I’ rcvd optIon negotiations ~/
char c ircte; /‘ rcte echoin g flags ~/
char c_ orc te; /~ local rcte echoin g fla g s ~/m t  c_ br _ in; /~ break classes from remote thp ~/
m t  c_ ixmit ; I’ trans classes fro m remote thp ~/m t  c_ br_out; /~ break classes we sent them ~/m t  c_ oxm it; /~ trans classes we sent them b /

c h a r  c_ in _ lw; /‘ input line width */
cha r c_o u t _ lw; /~ outpu t line width ~/c h a r  c_ in _ps; /‘ i n p u t  p a g e  s i z e  ~ /
c h a r  c_o u t _ ps; / b  outpu t page size ‘/
c h a r  c_ In _ v ta b s [ N V M _ TAB SJ ;/~ In put vertical tabstop s ~ic h a r  c_out ._v t a b s ( N U M _ TA bS);/~ Outpu t vertical tabstops ~/
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c h a r  c_In _h ta b s ( N U M _TABS ];/~ input horiz . tabstops ~/
c har  ~_out_h ta b s [ N U M _TABS);/k outpu t horlz. tabstops ~/
char c_idp_ cr; /3 input or disposition 3 /

c h ar  c_odp_ cr ;  1~ output cr disposition 4 ’/

char c_idp_ lf; /~ inpu t lf disposition ‘I
c h a r  c_odp_ lf; / 3  output if disposition ‘/
c har c_idp_ ff; /~ inpu t If’ disposition 3/

c har  c_odp_ ff; / 3  output ff disposition 3 /

c h a r  c_idp_ ht; /3 inpu t ht disposition 8/

c h ar  c_odp_ ht; 1’ outpu t ht disposition #/
c h ar c_idp_ v t; /~ input vt disposition 8/

char c_odp_ vt; / 8  output vt disposition ~/
c h ar c_tbuf [6); /~ t e m p recor d h ea d er loc s ~‘ /

char  c_tbuf _p; / 8  nex t c_ t b u f  s l o t  ~/
c h a r  c_h_p artial; / *  require d header chars ~/m t  c_part_ count; / 8  bytes left in this record ‘I
c har  3c_tptr; / 8  temp record storage 3 /

m t  c_t].en; /~ length of the above buffer ~/m t  c_t_flags; /~ tty interface flags ~/ 
-

char c_ tty_ fid; /~ tty file id ~/
char c_corn_flag ; / k  command flag character 8/

c h ar  c_el ine; / 3  en d— line character 3/

c h ar c_erase; / i  the erase character 3/

c h a r  c_delete; /8 the delete character ~/
c h a r  c_ i n t e r r up t ;  /~ t h e  i n t e r r u p t  c h a r a c t e r  8/

ch ar c_ao; / ~ the abort output character 3/

c h a r  c_esca pe; / 8  the literal escape character ‘I
c h a r  ‘c_pbu f; / 3  pointer to line buffer 8/

c h a r  8c_n x _pbu f ; /~ n e x t pb uf  c hara c t e r  3 /

c h a r  8c_f r _pbuf; /~ Nex t f ree c h a r a c t e r  in p b u f  ~/
char 3c_e_pbu f; /‘ addr of curr end of line buff 4 /

c har 8c_ibu f ; /~ t t y  rea d bu f f e r  3/

char 3c_e_ibu f ; / 3  t he en d of t h e  c_ibuf ~/
c har 8c_ f r _ibuf; /~ next char position ‘I
cha r c_r buf IRB UF _ SIZE]; /~ R C T E  ec h o s t o r a ge 3/

char c_ nx _rbuf; / ~~ n x t e_ r b u f c har  to  ec h o 3/

char c_ f r_rbu f; / 4  past last echo char ~/
1;
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IkL~ S U B H O U T I t L ~~

The following is a list of the major TB? subroutines.

ci s_ req
handles a close io message from the service.

cls_rp ly
Handles a close reply from the TCP Module or a user tty .

io_ rea d
Handles a read request from the service.

jo_write
Handles a write request from the service.

I or_ rea d
Handles a read reply from the IC? Module or a user tty.

I or _write
Handles a write reply from the TCP Module or a user tty.

net _data
Processes data elements from the to—user queue. It copies
data into the line buffer from where it is passed to the
s e r v i ce or t t y .

net_opti on
Processes option elements from the to— user queue. it checks
the option for validity, makes changes to the current state
of op t i ons , and initiates any appropriate response options.
Much of the work on individual options are done by externa l
f il ter rou ti nes , mos t  of wh i ch h a v e  no t b een wr itt e n .

op n _ req
handles an open request from the service.

opn— rp ly
Handles an open reply from the TCP Module or a user~~s tty.

sc a n _ rc t e
When the RCTE (Remote Controlled Echoin g ) option Is in
e f f e c t , this routine is called to handle echoin g of data
t y p e d  b y  t h e  u s e r .

t c p _ r d r p ly
This routine (together with routines it calls) scans buffers -
f r o m  t h e  n e t  a n d  p u t s  a p p r o p r i a t e  d a t a  a n d  c o n t r o l  m e s s a g e s
into the to—user queue.

- - 

t h p  1 •
This is the main routine , it performs initialization ,
fo rwards 10 messages to the appropriate routines f o r
p r o c e s s i ng ,  a n d  c a l l s  t o — u s e r  a n d  t o — n e t  w h e n  a p p r op r i a t e .
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thp_ ct r l_msg
Formats a THE control record Into the current transmit
buffer.

thp_ data _msg
Formats a THE - data record into the current transmit buffer.

thp_ to _ interna 1
This routine scans data recei ved from the net for C H— L F
sequences , and pu ts data messages into the to-user queue.

to_ n e t
This is the routine that reads the to—net queue. it calls
thp_ ct r l _msg and thp_ data _msg to format transmit buffers ,
and writes them to the TCP Module.

to_ user
ihi s routine reads the to—user queue. Options are checked
for validity and responses generated. Data is passed to the
user.

tty_ data
This routine actually looks at data typed on a user tty.
The routine checks for special characters , and calls
got_ line when a line has been typed.

tty_ rdrp ly
This handles a read reply from a user tty . Data is passed
to tty_ data.
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T CP C A L L I N G H I E R A R C H Y

T h e  f o l l o w i ng  is a subroutine calling hierarchy for the
ICE Module. This list contains all of the subroutines in the TCP
Module.

abort calls cancel , mv q, reply, rlse_rcv , vdeq

a ck ca lls c a n c e l , diff , lo g , mvq, panic , sndrep ly

assemble calls diff , insert , last _ buf , log, sadd , to_ user

b_ ac k c a l l s  c he c k s u m , get _ buf , panic , send , venq

bld _assm calls deq, iomap, log, panic

blpk t calls checksum , d_opt _ lg , di ll , enable , get _ buf ,
panic , window , log, mv _ data

bye calls panic

checksum calls cksum

cksum calls onecadd

combine calls enq, merge

d_ack _ a t t  c a l l s  di f f

d_option s calls log, pr lntf

d_seq_ att calls di ll , log , panic , sadd

enable calls activate , panic , time

f ree _ but’ c a l l s  p a n i c , ven q

get_ but calls vdeq

getc calls iomap, panic

m i t  c a l l s  en g , getpid , ioaddr , open , p_ open , panic ,
signa l , ven q

m i t _ rea d c a l l s  f r e e.,.bu f , get_ but , log, p_ rea d , venq

in s e r t  c a l l s  b l d_ as sm , combine , panic , mv _ but

Ian calls w indow

l ast _buf calls mv q, panic , r d re p ly

log calls ctime , p r ln t f , t i me

log_ all calls lo g_ gbl , log_qs , log_ tob

- 
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log_gbl calls print f’

lo g_ opn calls printf

log_pkt calls print f

lo g_q s calls print f

lo g_ tcb calls printf

m ai n c a l l s  ex it , free_but ’ , m i t , iowait , log, netin ,
p_ o p e n r , panic , sen d , u_event , user _ in , vdeq

merge calls enq, panic

mv _data calls diff , iomap, panic , sadd

mvq calls deq, enq

n_close d calls b_ack , lo~

n_clos ing calls abort , ack

n_cls_w t c a l l s  ac k , ass em b le , panic , r e se t , send

n_es ta b c a l l s  ac k , assemble , printf , reset , r lse_ rcv ,
sadd , sen d

n_ fin _wa it c a l l s  a bor t , ack , a s s e m b le , log, panic , reset ,
s e n d

n l i s t e n  c a l l s  asse mb le , b_a c k , isn , log, send

n_ sy n _r ov d c a l l s  asse mb l e , b_a c k , log , opreply, r e s e t , sen d

n_syn_ s e n t  c a l l s  ac k , assemble , b_ack , opreply, r e se t , send

n e t i n c a l l s  (u nkn o w n ), checksum , d_ack _a t t , d_opt _ lg,
d_seq att , m i t _ rea d , log, n e t _ s e c u r i t y ,
p_ s c a n , p a n i c , v d e q ,  d_ o p t i o n s , n e t _ t c b

n um calls geto

opara m calls any, getc , log, m a t c h , num

o p r e p ly c a l l s  i ore p l y ,  vdeq

panic calls lot , lo g , lo g_all , p r in t f

r d r e p ly  c a l l s  iore p ly

re ply calls ioreply

reset calls abort , ian , pan ic , sen d

_ _ _ _ _  _ _ _ _ _  
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r lse _ rcv calls mvq , reply

send calls bld _pkt , to_ net , vdeq

shuffle calls mvq

sndreply calls iorep ly

sv _ buf calls pani c , venq

tevent calls activate , time , timeout

timeout calls abort , sen d

to_net calls p_ write

to_ user calls dI ll , mvq, panic , rdrep ly, sadd , shuffle

u_ abort calls abort , panic , reply, send

u_close calls abort , panic , reply, send

u_ read calls mvq , netin , panic , reply

u_ send calls m vq, panic , reply, sadd , send

u_ special calls panic , reply

u_ status calls iomap, panic , reply

u_ stty calls reply

use r_ in ca lls (unknown), log, oparam , open _ itt , opreply,
reply, u_security, venq, panic

vdeq calls mvq

v e n q  c a l l s  m v q ,  p a n i c
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LQJ~ S U B R O U T I N E S

The following is a d e s c r ip t i o n  of each  of the major

s u b r o u t i ne s  in the TCP Module.
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N A M E :
a ck

F U N C T I ON :
see what has been acked and process it

A L GO R I T H M :
if ack attribute in not ok

r et u r n
get the difference between the packet seq and the send seq

copy the packet sequence into Che send sequence
copy the window from the packet

if a SIN was acked
reset the SIN bit
decrement the number of sequence numbers acked

if a FIN was acked
reset the FIN bit
se t F I N _ A C K E D
decrement the number of sequence numbers acked

it sequence number acked is zero
re t urn

if it is negative
log it
re t u r n

if t h e U R G N E T  w as a ck e d
reset the send urgent bit

for ever —— release acked buffers
if the send q is empty

p a n i c

point at the first one
decrement seq_ nums by the segments logical length

if’ seq . num s >~ 0 (acked the whole thing)
increment bytes acked by its physical length
move the buffer descriptor to the free queue
generate a reply for the but I er

e l se  p a r t i a l  ack
add the logical length to seq_ n u ms
add seq_ num s to physical bytes acked
if seq_ n um s is z e r o

b r e a k

update the send buf descriptor —— -
reset the EOL bit in flags
increment offset by seq_ n u m s
decrement lo g_ len by seq_ n u m s
decrement physical length by seq_ n u m s
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if physical length is less than zero
panic

break
decrement out by number ph ysical bytes acked
decrement number q ’d to go by physical bytes aeked

P A R A M E T E R S :
t c b  p t r
p a c k e t  p t r

RETURNS:
nothin g

GLOBALS :
non e

C A L L S :
pani c
sn d r e p ly
mvq

CA L L E D  B Y :
n_ s y n_sent
n_es ta b
n_ f in _wai t
n _ cl s_ w t
n_ c l o s i ng

H I S T O R Y :
initial coding 3/8/78 by David Healy of DTI
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until proce ssing of one element must be delayed; usually because

—3 2—
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NAME:
assemble

F U N C T I O N :
first step in givin g data to the user

A L G O R I T H M :
II’ seq_ a t t  is D U P

return

sw i t c h  on tp  — >  t_st at e
CLOSED

return

case LISTEN
ease  S I N _ S E N T

if seq att is not iN_ SEQ
break ;

if we got a syn,
increment a rcv sequence number

break;

came SYN _ RCVD
break;

ease  CLOSE _ W A I T
case CLOSING

if pkt seq is > rcv seq
log !ata after FIN

break

came ESTABLISHED
insert
t o _ u s e r

if there is a fin and all data has been give
to the user

mark FIN _ RCVD
break

PA RAMETERS:
a tcb ptr
a packet pt -r

RETURNS:
nothing

GLOBALS:
seq_ at t

CALLS:
dif f
log
insert
to user
l ast _ buf
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C A L L E D  BY :
n_ l i s t e n
n syn_se n t
n_syn_ r c v d
n_es tab
n_ f i n _ wai t
n _ cia _w a i t

H I S T O R Y :
initial coding 3/8/78 by David 1-iealy of’ D I I
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NAME:
checksum

F U N C ’ I  I O N :
checksum a packet

ALGORITHM:
checksum the Internet header
checksum the tcp header
it there are any option s

while there is option data
compute number of’ checksumed bytes
checksum them
skip over unchecksu m ed option bytes

it there is any data left in the packet
checksum it

if the checksum Is r io t  zero
ones compliment It

P A R A M E ’ I  E R S :
a m p  a packet ptr

R E T U  h NS :
checksum

GL O B A L S :
none

C A L L S :
cksum

C A L L E D  E l :
net in

H I S T O R Y :
Initial coding 3/8/77 by David Hea ly of DII
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N A M E :
d_ack_at t

E U N C T I O N :
d e t e r m i n e  a c k  a t t r i b u t e s  of t h e  p a c k e t  —-

N O N E  — —  no a c k  p r e s e n t  b i t
OK —— between snd seq and nxt seq
DUP —— n o t  OK

determine number seq nuns acked

ALG O R I T H M :
if’ there is no ack bit

ack _ at t = N O N E
acked packet ack — snd seq
if acked > 0 and if

packet ack <: nxt seq
ack _ att OK

e l s e
ack _ att DUE -

P A R A M E T E R S :
tcp ptr
packet ptr

R E T U R N S :
n o t h i n g

G L O B A L S :
• acked

a c k _ a t t

C A L L S :
di f f

C A L L E D  B Y :
n e t  In

HI STORY :
initial codin g 3/8/78 by D a v i d  Hea ly  of D T I
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N A M E :
cl_ seq_ at t

F U N C T I ON :
determine the attributes of the packet sequence ——

iN _ SEQ —— packet seq is the same as rcv seq
iN WIN —— some part of the packet is in our window
DUE —— none of the above

if part of the sequence numbers are duplicate
adjust packet seq to make it iOrik In sequence
adjust data _ ig and data _ off
reset duplicate controls
adjust the urgent offset number
reset the urgent if its now negative

set dup_ num to the amoun t the packet is out of sequence

A L G O R I T H M:
compute the difference between the rev seq and pkt seq
if It is zero

se q_ att iN _ SEQ
e l s e

if the window edge is ): pkt seq and if
the pkt edge is >= rev seq

if duplicate stuff
se q_ a t t  IN _ SEQ —— it will be
adjust pkt seq
adjust pkt urg offset
if negative reset pkt urg bit
it pkt SIN

r e s e t  it
dec ctrl lg and nun dup

if’ nun dup still > 0
r e s e t  p k t  B OL

decrement data _ lg by num duplicate
increment data _ off by num duplicate
nun duplicate 0

e l s e
seq_ add iN _ WINDOW

else
seq_ att DUE

dup_ num num duplicates

P A R A M E T E R S:
tcb ptr
pkt ptr

R E T U R N S :
no th i n g

GL .OBALS:
seq_ a t  t
d a ta _ ig
d a t a _ o f f
c t rl _ lg
d up_ n u n

— 5 0—
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C A L L S :
dil l ’
log
panic

C A L L E D  BY :
net in

HI ST O R Y
initial coding 3/b/78 by David healy of Dli
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N A M E :
d_o p t i on a

F U N CT I O N :
process the option s in the tcp header

A L G O R I T H M :
if there aren ’ t an y r e t u r n

point at the beginnin g of’ the options

for ever
get the next option byte

switch on the option
CASE btJFSI 2.

copy the buffer size into the tcb
Increment option byte counter
point at the next option
con t I nu e

CASE 0_ E N D
increment the optIon byte counter
return the number of option bytes

CASE 0_ P A D
i n c r e m e n t  t h e  option byt e counter
c o n t i n u e

D E F A U L T
get the option length
increment the option byte counter
point at the next option
con ti n u e

P A R A M E T E R S :
tcb ptr
packet ptr

R E T U R N S :
number of’ o p t i on by t e s

G L O B A L S :

C A L L S :
log

C A L L E D  B Y :
n e t i n

H I S T O R Y :
initial coding 3/8/77 by David Healy of’ Dli
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N A M E :
m i t

F U N C T I O N :
initialize queues and open the net and daemon file

ALGORITHM:
m i t  t h e  f o l l o w i ng  qu e u e s

FR _ ID Q
FR _ R C V Q
FR _ SND Q
F H_ B U FQ
FR _ ASS MQ

get a ioport
p_open to open the net
open the tcp daemon file

P A RA M E T E R S :
no ne

R E T U R N S:
noth ing

G L O B A L S :
idqs
rc vq a
sndq s
a as ma
b u t

FR _ RCV Q
F fl_S N DQ
FR _ IDQ
FR _ AS SM Q
FR _B UF Q

mypi d
s egb a a  e
tcpdaemon

CALLS:
enq
getpl d
i o a d d r
p_ o p en
op en
panic

C A L L E D  B Y :
mal n

H I S T O R Y :
in i t i a l  c o d i n g  3 / 8 / 7 7  by D a v i d  H e a i y  of’ DII
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N A M E :
main

FUNCTiON :
call m I t  to have things initial ized
provide the drivin g loop for the progra m

A L GO R I T h M :
call m i t  to have things Initial ized

for ever
wai t for an io event
call the appropriat e routine

P A R A M E T E R S :
n one

R E T U R N S :
n e v e r

G L O B A L S :
ev e n t
rep lyid

CALLS:
m i t  initialize thin gs
iowalt wait for an 10 event
u_e v e n t  h a n d le  even ts f r o m u sers
u s e r _ in  h a n d l e  i o  r e q u e 8 t s  f r o m  u s e r s
p_ openr psip open response handl er
log log stuff
net in h an d le  n e t w o r k rea d com p le tes
mvq m ove  f rom one q to a n o t h e r

C A L L E D  B Y :
no one

H I S T O R Y :
initial coding 3/8/77 by David Healy of DII
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N A M E :
ne t I n

F UN Cl I ON :
f i r s t  l e v e l  h a n d l i n g  of a n e t w o r k  m e s s a g e

A L G O R I T H M :
if a buffer was not specified

get one f r o m  t h e n e t  rea d que u e
decrement number of reads outstandin g

if p_ scan says It is not for us to look at
lo g t h at

e l s e
if’ the checksum is not correct

log that
e l s e

c o m p u t e
Internet header length
tcp header length
number tcp option bytes
number of data bytes

set ptr s to the internet and tcp headers
find the tcb associated with the packet

i f n e t _ security fails
lo g t h a t

e l s e

coun t nun seq consumIn g ctls
set seq len consumed (seq_ lg) to

nun data bytes+ct ls.

d e t e r m i n e  s e q u e n c e  a n d  ack  a t t r i b u t e s
call state dependent code

s ta r t  u p a n o t h e r  n e t w o r k  rea d

P A R  A ME I ER S:
bufp or 0

R E T U R N S :
noth ing

G L O B A L S :
netreads number of netword reads outstanding
c u r _ b uf c u r r ent  b u f f e r
Inp_ h ig I n t e r n e t  h ea d er len gt h
pkt_hlg top header length
da t a _ lg number  of da t a  b y t e s
cur _ i n p  p o i n t e r  to i n t e r n e t  h e a d e r
ou r _pp p o i n t e r  to  tob header
c t r i _lg num ber to top controls that consume seq nuns
seq_ lg l e n g t h  of p a c k e t  in  s e q u e n c e  n u m b e r s
da t a _ o f f  o f f s e t  f r o m  the t ob  h e a d e r  to  the da ta
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C A L L S :
vdeq
p_ s can
checksum
net_ teb
net _security
d_opt _ l g
d_ s eq_ at t
d_ack _ at t
(*n func ) ( )
log

CA L L E D  BY :
main

H I S T O R Y :
initial coding 3/b/77 by David Healy of DII
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N A M E :
net _security

F U N C T I ON :
sc reen  i n c o mi n g p ac k e t s f o r  co r rec t sec u ri ty l e v el s
and adjust the TCB send levels if appropriate.

if the incomin g packet does not mat ch an actIve ICH ,
attempt to bind it to an incomplete one.

AL GO R I T H M :
It th e tcb pointer is NULL ,

call PKTEiIND an d return whatever he return s

I t  p ac k et TCC an d TC B TCC d on ’t match ,
r e t u r n  — 1

If’ packet security level is out of send range ,
return — 1

it packet precedence Is out of range ,
set send precedence against the stops

else
set  s e n d  p r e c e d e n c e  t o  t h a t  of p a c k e t

P A R A M E T E R S :
pktp — p oin t e r  to  p a c k e t
tcbp — pointer to TCB packet came on

R E T U R N S :
O — if everythin g matches Ok
— 1  — if the pa cke~ is bad

GLOBALS:
none

C A L L S :
pk tb i nd

C A L L E D  B Y :

H I S T O R Y :
initial co ding
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N A M E :
m c  los ccl

PUN CT ION :
handle a network packet with tcb in the closed state

A L. GO R1 1MM:
if he  sent us a reset

log It
el se

send him a believable reset

P A R A M E T E RS:
tcb ptr
p a c k e t  p t r

R E T U R N S :
nothin g

GLO BALS:
none

CA L L.~:
log
b_ack

C A L L E D  B Y :
n e t i n

H I S T O R Y :
Initial coding 3/6/78 by David Healy of Dli
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N A M E :
n_ c l o s in g

FUN CT1ON :
handle a packet when we are waitIn g for our tin to be acked

A L GO R I T H M :
if it Is a duplicate packet

return
see what he acked
It’ he acked our fin

a b o r t  t h e  c o n n e c t i o n

P A R A M E T E R S :
tcb ptr
p a c k e t  p t r

R E T U R N S :
nothin g

G L O M A L S :
none

C A L L S :
a ck
a bort

CA L L E D  B Y :
net in

H I S T O R Y
i n i t i a l  c o d i n g  3/ 8/ 7 8  by D a v i d  H e a i y  of DT I
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N A M E :
n _ cl  s_ wai  t

[‘UNCTION :
handle a packet when we are In the close_wait state

ALGO RII H tI:
if ’ the packet length is non zero

remember it
i f  seq_ att is DUE -

see what we shouid send
retu rn

i f  no a c k  b i t
p a n i c

see what he acked
if we got a reset

reset us
return

see what t~e g a v e  us
send what we can

P A R A M E T E  H S :
tcb ptr
packet ptr

R~.TURN S:
nothin g

G L O B A L S :
n o n e

C A L L S :
send
panic
a c k
rese t
assemble

C A L L E D  B Y :
n e t  i n

H I S T O R Y :
initial coding 3/8/78 by David Healy of DU
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N A M E :
n_ c s ta b

F U N C T I ON :
handle a packet when we are in the established state

A L GO R I T H M:
if the packet length Is non zero

remember it
it the sequence attribute is DUP

send what we can
ret u rn

if ack attribute is none
log it
r e t u r n

if’ ack attribute is ok
see what he aeked

if we got a reset
reset us
ret u rn

if we got an urgent
remember the sequence number of the last urgent byte
if we aren ’ currently in urgent

tell the user
mark it

see w h at we got i n  t h e  wa y of d a t a

i f  we got  a f i n  In  se q u e n c e
r e l e a s e  a l l  r e v  b uf fers
state to clos ing

see w hat we can send

P A R A M E T E R S :
teb ptr
packet ptr

R E T U R N S :
nothing

GLO B A L S :
n o n e

C A L L S :
r e s e t
sen d
a Ok
a s s e m b le
rise_ roy

C A L L E D  B Y :
ne tin

H I S T O R Y :
initial co ding 3 /b /lb by David Hea ly of DT 1
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NAME:
n_ f in _ wai t

FUNCTION :
handle a packet when we are In the fin _ wal t state

A LG O R I  TH M:
if packet length is non zero

remember it
is seq_ att Is DUE -

see what we can send
return

if ’ no ack bit
panic

if duplicate ack
log it

see what he acked

if we got a reset
reset us
ret urn

if we got a FiN
remember it

process what he gave us

l~ the fin has been given to the user
if our tmn hasn ’t been acked

sta t e  t o  C L O S I N G
else

abort the connection
return

see what we can send

P A R A M E T E R S :
tcb ptr
packet ptr

RETURNS:
nothIng

G L O B A L S :
n o n e

C A L L S :
s e n d
log
panic
a c k
a s s e m b l e
rese t
a bo r t

C A L L E D  BY :
ne t in
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HISTORY
initial coding 3/b/7b by David Healy of DII
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N A M E :
n_ i i s t e n

FU N C T I ON :
handle a network when we are in the listen state

A L G O R I T H M :
if’ he sent us an ack (no good)

if we got a reset
log it

els e
sen d a believable reset

r e t u r n

if we got a reset
log It

el se
if’ we got a SYN (good news)

copy packet sequence and window
select an ian
send a SYN /ACK
s ta te t o S Y N _ R C V D
process what we got

P A R A M E T E R S :
tcb ptr
p a c k e t  p t r

R ET U R N S :
nothing

GL O B A L S :
non e

C A L L S :
log
b_ack
as sem b le
sen d

C A L L E D  BY :
n e t i n

H I S T O R Y :
initial coding 3/8/78 by David Healy
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N A M E :
n _ s y n_ re vd

F U N C T I O N :
handle a packet when we are in the syn _ rcvd state

A L G O R I T H M:
is the packet a duplicate

d i d  we g e t  a r e se t
re set us

e l se
did we get an ack

s e n d  a b e l i e v a b l e  r e s e t
r e s e t  us

re ~- urn

If the ack attribute is not ok
i f  we d i d n ’t  g e t  a r e s e t

send a believable reset
reset us

el s e
if we got a reset

rese t u s
else

if we got a SYN — —  weird indeed
log it

e l s e
see w hat we got
s t a te to  E ST A B L I S H E D
reply to any q ’d opens
send an ACK

P A R A M E T E R S :
t c b  p t r
p a c k e t  p t r

R E T U R N S :
n o t h i n g

GLOBAL S :
n o n e

C A L L S :
r e s e t
b_ a ck
a s s e m b le
sen d
opr e p l y
log

C A L L E D  B Y :
netin

HISTORY :
initia l coding 3/8/78 by David Mealy of DII
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N A M E :
n _ s y n_ s e n t

[“UN CTION :
handle a packet when we are In the syn _sent state

A L G O R I T H M:
did we get an aek

It ack _att Is not OK (BAD indeed)
send a believable reset
ret u rn

if we got a reset (start over)
rese t  us
ret U rn

else
see what he acked

if’ we got a syn
copy packet sequence into our rev sequence
copy window into our rev window
see what he acked
If he didn ’t ack the tIn (rats )

s ta t e to  S Y N _ RCV I )
e l s e

s t a t e  t o  E S T A B L i S H E D
re p ly to  an y q ’d opens

send an ack
else

send a believabl e reset
rese t  us

PAR A ME I ER 5:
tcb ptr
p a c k e t  p t r

R E T U R N S :
nothin g

GLOBALS:
n o n e

C A L L S :
b_ aok
rese t
opreply
a s s e m b le
sen d
ack

C A L L E D  B Y :
ne t i n

H I S T O R Y :
i n i t i a l  c o d i n g  3/ 8/ 7 8  by D a v i d  M e a l y  of D l i
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NAME:
opara m

[‘UNCTION :
parse the open parameters

AL GO R I T H M :
set op_ offset an d op_ left to 0

initialize the open parameter struet

f or e v e r
s k i p  ove r  l e a d i ng  d e l i m i t e r s
copy t h e  n e x t  p a r m  i n t o  a s t r i ng
see i f  I t  m a t c h e s  a n y t h i n g  we  k n o w  a b o u t
if’ index >= 0 and if arg s[m ndex J .flag s expected

get the number

switch on index
log bad parm
return — 1

case O_ F’PORT
copy the tgn por t into open parm struct
continue

c a s e  O_ L P O R T
copy the local por t into open pam struct
continue

case 0_ FT C P
copy the (‘gn tcb into open pam struct

continue

case  0_ E N E T
copy the fgn net Id Into open pam struct
c o n t i n u e

case  0_ HUE
copy the buffer size into open parm struct
c o n t i n u e

default
or the arg .flags into open p arm struct
c o n t i n u e

P A R A M E T E R S :
none

R E T U R N S :
-‘1 if bad pa m
1 i f  aucoe saf u l

GLO BALS:
the ope n p arameter  a t ruc t
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CALLS:
g et c
a n y
match
n u n
log

C A L L E D  B Y :
u s e r  in

H I S T O R Y
initial coding 3/8/78 by David Mealy of DTI

— 68—

- — — - - ‘-.- ________________________________________________________ _______________________________________________________

- -
f’.

-
’ 

~~~~~~~~~ 
- —---

~~~~
- ‘- --— - .- - ‘-  .— -‘ _- -.~~~~ u~~— 3 -_- ---- — -- - — ‘—~~~~~ ..----- _-__



N A M E :
re set

F U N C T I ON :
r e se t  t h e  t a b

A L G O R I T H M :
switch on the tcb state

cas e CL O SED
r e t u rn

case  L I S T E N , S Y N _ SENT , S Y N _ R C V D
if m i t  wanted

sel ect a n  ia n
set the SIN control bit
sen d a p a c k e t
set the state to SIN _ SE N T

e l s e
set the state to LISTEN

d ef ’ au i t
a bo r t  t he con n e c t i on

P A R A M E T E R S :
tob ptr

R E T U R N S :
no t~~i ng

G L O H A L S :
none

C A L L S :
panic
sen d

CALLED BY:
n_s y n_s en t
n_ sy n_ re vd
n_es ta b
n_ close _wa it
n_ fin_ wa i t

H I S T O R Y :
initial coding 3/7/78 by David Mealy of DTI
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N A M E :
send

[“UNCTION :
decide what to sen d to the net

ALG O R I T H M :
while number netwrite outstandi ng Is less that max allowed

if a tcb was specified
if all user data has been send and there

are not controls to send
reset tcb was specified

if’ no tcb was specified
if something on the believable queue

if’ to_ net succes sf’u l
cO fl t i nue

e l s e
break

f’ind the most deserving tcb
it none

r e t u r n

if to_net (bld _p kt (the selected tcb )) falls
break

r e s e t  ta b was  sp ec i f ie d

PARAMETERS:
a tcb ptr or
0

R E T U R N S :
n o t h i n g

GL O B A L S :
ne twr i t e s
B L V O

C A L L S :
vdeq
to_ n e t
b ld _pk t

C A L L E D  B Y :
main
n_ l i s t e n
n_ s y n_ s e n t
n_ ay n _ re vd
n_ e sta b
n_ f l  n_wa it
n_c is_wait
r e se t
b_ a ck
u_ close
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u_abort
u_a en d

HI STORY :
initial coding 3/8/78 by David Mealy of DII
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N A M E :
to_ n e t

F U N C T I O N :
write a buffer to the net

A L G O R I T H M :
point at the internet header
p_ write (bufp, packet length + local network pad )
if successful

I n c r e m ent  n e t w ri t es
r e t u r n  1

else
r e t u rn 0

P A R A M E T E R S :
buffer ptr

R E T U R N S:
I if successful
0 If not

G L O B A L S :
ne t w r lt es

C A L L S :
p_ w r i t e

C A L L E D  B Y :
sen d

H I S T O R Y :
initial coding 3/7/78 by David Mealy of DII
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N A M E :
to_use r

F U N C T I O N :
gi ve th e use r  com p l e t e d bu f f e r s

ALGORITHM:
t h m u  the  r e v  b u f f e r s

p o i n t  at  t h e  f r a g  d e s c r i p t o r
if none

b r e a k ;
p oint  at  the  ol d es t one
if t h e  f r a gme n t  o f f s e t  is zero  an d if

fragment length matches rcv buf length
or f r a g m e n t  EOL

copy the fragment length into the buff deac
do rubber—EOL stuff
fre e the fragment descriptor
rd  r e p l y
fre e the rcv but descriptor

e l s e
if frag offset 0

le ft f r a g l en g t h
seq nums :s f rag length

break;

i t  c o n s u m e d  s e q u e n c e  n u m b e r s
increment the rev seq by seq nuns — already acked
a l r e a dy a c k e d l e f t

i .f user was in urgent mode and he no longer is
reset  t he u r gen t bi t

P A R A M E T E R S :
t cb  p t r

R E T U R N S :
n o t h I n g

G L O B A L S :
F R _ RCV Q

C A L L S :
shut ’  f 1 e
panic
rdrep].y
mvg

C A L L E D  B Y :
assemb i  a

H I S T O R Y :
initial coding 3/8/78 by David Mealy of Dli
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N A M E :
u s e r _ i n

F U N C I  I O N :
first level handlin g of a user request

A L G O R  I ‘IH N :
if’ its ~r open

get the open params
o p en _ it
If ~et a tcb ptr back

q the open replyid Id
it state is established

op r ep l y
el a c

reply with an error
r e t u r n

check the daemon Id over
ge t  a t c b  p t r
if the state is closed

panic

the the security Is bad
reply with an error
log It
r e t u r n

c a l l  t h e  a pp ro p r ia t e  u se r r o u t i ne

P A R A M E T E R S :
none

R E T U R N S :
nothing

G L O B A L S :
t c b s
e v e n t
(~~u_ fu n c )  ( )

CALLS:
o p a r a m
o p en _ It
ven q
I o r e p l y
re p ly
panic
u_ secur ity
log
(b u _ f u n c )  ( t p )

C A L L E D  B Y :
main

H I S T O R Y :

~
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initial coding 3/6/78 by David Healy of DTI
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N A M E :
u_a be r t

F U N C T I ON :
handl e user request to abort a connection

A L G O R I  TH M :
switch on the state

ca se C L O S E D
panic —— impossible

c a s e  LI STEN
case SIN_ SENT

a bor t WAS _ RESET
r e p l y  S U C C E S S
break;

default
decrement number open

case SYN _ R C V D
send a reset
a b o r t  W A S _ R E S E T
reply success

P A R A M E T E R S:
tcb ptr

R E T U R N S:
nothing

G L O B A L S :
replyid

C A L L S :
abort
send
reply

C A L L E D  B Y :
u s en n

H I S T O R Y :
initial coding 3/8/78 by David Mealy of DTI
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N A M E :
u_close

F U N C T I O N :
h an dl es a u sers  clos e re qu e s t

A L G O R I T H M :
d e c r e m e n t  th e n u m b er of us ers  t h a t h ave  i t op en
if ’ > 0

reply SUCCESS
return

switch on the tcb state
CASE CL OSED

panl C
c a s e  L I S T E N
c a s e  S Y N _ SEN T

abort it
re p ly su ccess
break

case  S Y N _ R C V D
case  CL OSE_ W A IT

send a fin
set  t h e  s t a t e  t o  C L O S I N G
save the replyid

ca se E S T A B
send a fin
set the state to FIN _ W A I T
save the repiyid

c a s e  F I N _W A I T
case  C L O S I N G

panic Impossible

P A R A M E T E R S :
tcb ptr

R E T U R N S :
not hin g

GL O B A L S :
re p ly l d

C A L L S :
reply
a bort
panic

CALLED BY:
n e t i n

H I S T O R Y :
initial coding 3 / 8 / l b  by David Mealy of’ DII
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N A M E :
u_read

F U N C T I ON :
p r o c e s s  a u s e r s  rea d req u e s t

A L G O R I  T H M :
sw it c h  on t h e t c b stat e

cas e C L O S E D
panic

case  L I S T E N , SIN _ S E N T , S Y N _ R C V D
r e p l y  N O T _ O P E N

case  F I N _W A I T , CLOSE _W A I T , CL O S I N G
re p l y D Y I N G

cas e E S T A B L I S H E D
if too many reads out

re p l y E R R O R
if can ’t get rev buf descriptor

reply NO_ RES
increment number of reads out
initialize the rev buf descriptor ——

len gth
o f f s e t
r e p l y i d

if  t h e r e  is a q ’d p a c k e t
ca l l  ne t in t o  p roc ess it

P A R A M E T E R S :
tcb ptr

R E T U R N S :
n o t h in g

G L O B A L S :
e v e n t
rep lyi d
FR _ R CV Q

C A L L S :
p a n l  c
re p ly
mvq
netin

C A L L E D  B Y :
n e t i n

HISTORY
i n i t i a l  c o d i ng  3/ 8 / 7 8  by D a v i d  M e a l y  of’ D T I
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N A M E :
u_s en d

F U N C T I O N :
han dle a user  sen d b u f f e r

A L G O R I T H M :
sw it c h  on the  t c b s t a t e

case CLOSED -

panic

case  L I S T E N , SYN _ SENT , S Y N _ R C V D
re p l y NOT _O P E N

case  F iN_W A I T , CLOSING
re p ly  NOT _O P E N

c a s e  CLOSE _W A I T , E S T A B L I S H E D

if too m a n y  sen ds ou t
re p ly E R R O R

if can ’t get sen d d esc r ip t o r
re p ly NO _ RES

incre m ent  n um ber of sen ds out
m i t  t h e  sen d d escr ip tor ——

l e ngt h
o ff s e t
r e p l y i d
log_ l en
f l a gs

if  currently not in letter
se t  t h e  BOL bi t

a n d  b u f f e r  l e n g t h  t o  f r a g m e n t  s i z e  a n d  mod It b u f  s i z e

i f  u se r  re qu e s t e d EOL
set EOL BI l
reset INLETTER
if fragment must add on for RU BB ER— EOL

a dd In buffer size — fragment size
rese t  f ra gm e n t  s ize

e l se
set  I N L E T T E R

if user reque stei urgent
set th e  O R G  bi t
compute seq nun of last urgent octet

sen d some stuff off

P A R A M E T E R S :
tab ptr

R E T U R N S :
n o t h i ng

— 7 9 —
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G L O B A L S :
replyid
F B_S N DO
even t

C A L L S :
reply
panic
mvq
sadd
sen d

C A L L E D  B Y :
n e t i n

H I S T O R Y :
Initial coding 3/6/78 by David Mealy of DTI
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T M ? CA L L I N G  H i E R A R C H Y

The following is a s u b r o u t i n e  c a l l i n g  h i e r a r c h y  f o r  t h e
I M P  Module. This list contains all of the subroutines in the TM?
Module.

buf ’_ addr ca l l s  ma pi n

cia _ req calls iorply , q_ to_ net

c ls_rply calls Iorply , read _ q, remove _cmb

f l u sh _q calls free , iorp ly , read _q

sen _o p t  c a l l s  a l lo c , q_ t o _ n e t

get _cmb calls alloc

give _us er_data calls buf _ addr , freepor t , iorp ly, read q, write

got_ line calls parse _ corn , q_ to _ net , s c an _ rote

ior _read calls tcp_ rdrp l y, tty_ rdrply

icr_wr ite c a l l s  f r e e , wr lte _q

b _read calls iorp ly, q_ to_net , write _q

jo_write calls iorp iy, q_ to_ net

mapin calls iom ap

net _data calls but _addr , give _ user_ data , rewrite _q , unmap

n e t _o p t io n c a l l s  (u n k n o w n ), buf _addr , gen _opt , rewrite~~q,
s a m e _ p a r a m , s t t y _ r e p ly

new _xmlt calls rea d_ q, wr ite

opn _ req calls alice , freeport , ge t_ crn b , lorply, r r a p i n ,
nbopen , rernove _ cmb , writ e _ q

opn _ rply calls alice , close , free , iorply, read ,
read _ q, nemove _cm b , write _a

parse _ co rn c a l l s  (unknown), eq_ m i t , print l , scan _ word

p a r t ial _sca n c a l l s  a l ioc , proc _ rec

p roc_ rca ca lls q_ to_n e t , q_ t o _u s e r , s t a r t_ urgent ,
thp_ to _ I n t e rna l

q_ ctr i calls q_ to_ net

q_ t o_net calls wr ite _q :
-6 2-
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q_ to _u s e r  ca l ls  w r i te _q

read _q calls deq , enq

rem ove _c mb c a l l s  f l u s h _q , free , iorpiy, read _q

r e w r it e_q calls deq

same _ para m calls lex _ comp

scan _rcte calls pr intf , putc

tcp_ rdrp ly calls free , partial _ s c a n , proc _ rec , q_ to_ u s er ,
read , start _ urgent , thp_ to_ Interna l

thp calls (unknown), ioaddr , iorply, iowait , to _ net ,
to_u s e r , write

thp_ ctrl _ msg calls new _ xmit , new _ xrn it

thp _ to _ internal calls q_ to_ net , q_ to _ user

to _ net calls buf _ addr , close , flush _q , free , freeport ,
iorply, n ew _ xm it , read _ q , r ew n i t e _q,
thp_ c t r l _ ms~~, thp_ dat a _ms~~, unmap

to_use r  ca l l s  f lu sh _ q, t r e e , give_u se r _data , kill ,
n e t _ d a t a , ne t _ o p t i o n , r e a d , r e a d _ q ,
r e wr lt e_ q, scan _ rc te

tty_ data calls got _ l i ne , pn intf , q_ c t r l , q_ to_ net

tty_ r d r p l y c a l l s  s h oe , got_ line , m u s t f a ii , q_ to _net ,
rea d , tty_ data

write _q calls deq , enq

— 6 3—
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The following Is a description of the major TM?
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N A M E :
ch s _ req -

F U N C T I ON :
Handles a close request from a user process.

A L G O R I T H M :
I! the connection is In the state where the tser already
c l o s e d  a n o t — y e t — c o m p l e t e d  c o n n e c t i o n , c o m p l e t e  t h e  c l o s e
with an error.
Otherwise , put a close request into the to— net queue .
The connection will be closed after all data has been written.

P A R A M E T E R S :
reply_ id integer The reply Id for the request

R E T U R N S :
Nothing

G L O B A L S :
cp
qe
thpios

In the current CHE :
c_ s t a t e

CALLS:
iorply (sys)

C A L L E D  B Y :
thp (maIn)

H I S T O R Y
1 7 Fe b 1 978 D A ~illcox of DT1 initial codin g
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N A M E :
ci s_rp ly

FUNCTION :
Han dles a chose reply io messa ge . This can be either
f r o m  t h e  t c p  or f r o m  a u s e r  t e r m i n a l .

A L G O R I  1M M :
If  it is a clo se f o r  a u s e r  t t y :

If there is no network connection
Re m ove th e C M B

e l s e
Fix things up so that when the close comes from
the net (it will), the CMB will be removed.

otherwise
If we are In a state where no reply has been sent

to the user ’s close:
Send a reply to the user ’ s cl os e .

Remove the cmb.

P A R A M E ’ I  E M S :
N o n e

R E T U R N S:
Nothing

GL O B A L S :
cp
qe
thpios

In  th e c u r r e n t  C ME :
c_ fid
c_ s t a t e  =

c_ stflags =

c_ t 0_ne t

C A L L S :
iorp ly (sys)
rea d_q
re move _c mb

C A L L E D  BY :
thp (main)

H I S T O R Y :
17 Feb 1978 D A ~illcox of DII initial codin g
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N A M E :
ic_ rea d

F U N C T I O N :
handles a read request be message.

A L G O R I T H M :
I f t h e  TCP has  re p o r t e d t h e  c o n n e c t i on to  b e cl ose d

Re jec t  t h e re qu e s t .
Return

If the number of allowable reads has been exceeded
Re jec t  t h e re qu e s t .
R e t u rn

If th is is a read comin g in when there were none
outstanding before:
P u t  an  E O M  m e s s a g e  i n t o  t h e  t o — n e t  q u e u e .

This is for use when GA ’ s are being generated.

Save up a descriptor for the read buffer.
Set flag indicatin g that to_user should be called.

P A R A M E T E R S :
reply m t  The reply Id for the read.

R E T U R N S :
Nothing

G L O B A L S :
cp
qe  =

thpios =

In t h e c u r r e n t  c mb :
c_nrea d s =

e_ ureads
c_sigflags =

C A L L S :
l o r p l y  ( s y s)
q_ to_net
wr it e_q

CALLED BY :
th p ( m a i n )  t h r u  iom _rtn

H I S T O R Y :
1i~ Mar 1978 D A Willeox of DTI Initial codin g

_________________ - 
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NAME:
b _write

F U N C T I O N :
Processed a write request 10 messa ge to the thp.

ALG O R I T h M :
if’ output should be rejected

Reject the write
return

If the max number of allowable writes has been exc eeded
Rejec t the write

el se
Put a data message into to—net queue.
Put in a messa ge to reply to the write.
If there are reads outstandin g

Put in a message indicatin g EON , f o r u s e  w h e n
sendIng GA’ s.

P A R A M E I  E M S :
r e p l y  m t  T h e  r e p l y  Id f o r  t h e  w r i t e  r e q u e s t .

R E T U R N S :
No t h i n g

GL O B A L S :
cp

• qe =
thpios The global io message

In the current cmb:
c_n re~ ds
c_ nwrites
c_ s t a t e

C A L L S :
iorep ly (sys)
q_ to_ net

C A L L E D  B Y :
thp (main) thru iom _rtn

H I S T O R Y :
1~4 M a r  1978  D A W i l i c o x  of  D T I  I n i t i a l  c o d i n g

_ _  
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N A M E :
ior _ rea  d

F U N C T I O N :
handle a read reply io message.

A L G O R I T H M :
If’ it is a rply from a read to a tty:

Cal l  tty_ rdrply .
e l s e

Call tcp_ r dr p ly .

P A R A M E T E R S :
None

R E T U R N S :
Not hing

G L O B A L S :
cp
thpios

In the current cab:
c_ tty_ fb d

CALLS:
t c p_ r d r p ly
t t y _ r d r p l y

CALLED BY:
th p ( m a i n )  t h r u  b om_r t n

H I S T O R Y :
1~ Mar 1976 D A Willcox of DII Initial coding

I
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N A M E :
1 or_write

F U N C T I O N :
Han dle a write request 10 message.

A LG O RI  1MM :
if it Is a reply fro m a write to a tty:

Advance the pointer to indicate what was written from
the buffer.

Set flag that it is now OK to write to the tty again.
else

i f  t h e r e  was  an e r r o r  in  t h e  w r i t e :
F r e e  t he t r a n sm it bu f f e r .
Change conn state to indicate closing conn.

el se
S a v e  up  t h e  b u f f e r  f o r  l a t e r  u s e .
Indicate that to— net processor should be called.

P A R A M ET E R S:
None

R E T U R N S:
No thb n~

G L O B A L S :
cp
qe =

thpbos =

In the current cab:
• c_ net _bufs =

c_n x _pbu f =

c_ t_flags =

c_sIgf la~ =

c_ s t a t e

C A L L S :
f re e
write _q

C A L L E D  B Y :
thp (main) thru iom _r t n

H I S T O R Y :
1~4 M a r  197 8  D A h i h l c o x  of D I I  I n i t i a l  c o d i n g

I
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N A M E :
net _ data

F U N C T I ON :
Net _ data processes data elem ents in the to— us er queue.
it takes data from a network buffer and copies i t  i n t o  t n e
printf buffer.
In the tty Interface , data is written from the printf
buffer directly to the tty. In an interface to the user
p roc ess , a line is buffered In this buffer before bebn~’-
p a s s e d  to  t h e  p r o c e s s  t o  a l l o w  f o r  l o c a l  l i n e  e d i t i n g .

ALGO Ri THM:
Fairly straightforward. Copy data from in to out (doing
any translation necessary ). If the output buffer fills up,
generate a read response (for a process interface). If all
of the data in the to—user queue element is not used , p u t  a n
e l e m e n t  b a c k  in t h e  ~‘- t a r t  of  t h e  q u e u e  t o  c a u s e  t h e  r e m a i n i n g
d a t a  t o  be c o p i e d  l a t e r .

P A R A M E T E R S :
qe  P o i n t e r  t o  a q_ ele  structure .

This describes a hunk of network input data to
give to the user.

R E T U R N S :
0 All of the data in the queue element was processed.

— 1 The data in the element was not completely used.

GLOBALS:
cp The pointer to the current connection mana gement block

In the current cab:
c_n rca da
c_ n sy n c  h
c_ t o _ u s e r  =

c_ t_ flags
c_ u r e a d s

C A L L S :
b u f _a d d r
give _user _data
r e a d _q
rewrite _q

CA L L E D  BY :
to_ u ser

H I S T O R Y :
6 Fe b 1978 D A W illcox of DII initial Codin g
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N A M E :
n e t _ o p t i o n

F U N C T I ON:
T h i s  r o u t i n e  h a n d l e s  o p t i o n  n e g o t i a t i o n s  r e c e i v e d  f r o m  t h e  n e t .

A L G O R I T H M :
T h e r e  a r e  a la r g e  n u m b e r  of p o s s i b l e  cases  w h i c h  a re  h a n d l e d
h e r e  i n  a f a i r l y  b r u t e — f o r c e  m a n n e r .  T h e  f i r s t  a c t i o n  is
to  c o p y  t h e  p i e c e s  of t h e  op t i o n  In t o  l o c a l  v a r i a b l e s  sn d
s e t  f ’la~~s l n d l c a t i n ~ w h e t h e r  t h e  op t i o n  is w i l l / w o n t / d o / d o n t ,
has a sender /receiver parameter , etc.

The semantics of the various options are handled by
extern filter. The option—to—filter routine map ping is
done with the table op_ uiltero). These routines determine
reque st is re~~sonabie , and in some cases initiate a counter—
negotiation.

F A RA M ET E u S
qe pointer to q_ ele structure

Ihe queue element for the option that we rea d f r o m
the to— user oueue . If the option cannot be handled
right now , this element will be put back into the
start of c_ to_user.

R E T U R N S :
0 If the element was h andled Ok .

— 1 lf this option cannot be handled immediately.
It  t h e r e  i s i n s u f f ic i e n t  bu f f er sp ace  t o
generate a reply. wThe queue element has returned to
the queue.

GLO~ A L S :
cp
op_ f liter
op_ flags

In th e c u r r e n t om b :
C_ op_ f lags
c_ to_ u s e r

C A L L S :
but _a d d r
sen _ op t
r e w r it e _q
sain e_ para m

C A L L E D  ~Y :
to_u s e r

H I S T O R Y :
1L ~ Feb  197 8 D A W i l i c o x  of D T I  i n i t i a l  c o d i n g
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NAME :
op n_ req

FUNCTION :
Th is routine processes an open request io message. Such a
messa ge arrives when a user process requests that a conn
be opened.

A L G O R I T H M :
First , allocate a CMB for the con nect ion. If the re a re no
ava i la b le CMB ’a , reject the open request.

if th e allocat ion is successful , initialize the variables in
t h e  new cm b , an d pass the open request on to the TCP.
While open is pending, a descr ip tor for th e op en is
store d in the to— net queue.

F A R A M  ET E RS
re ply_ id integer The reply id for the user ’ s request

R E T U R N S :
Nothin g

GL O B A L S :
cp =

qe
thpios

In th e newl y allocate d cm b :
c_ fid
c_to_n e t
c_ to _user

CALLS:
a ll o c
f ree p or t
get_cmb
iorply (sys)
mapin
nbopen (sys)
wr ite_q

CALLED B Y :
thp (main)

HISTORY :
16 Feb 197b D A W ilicox of DTX initial codin g
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NAM E :
opn _rp ly

FUNCTiON
Processes an open reply mes sage . This can be either from the
CF when a conn is established (or the open fails), or from
th e t ty con tr oller when we ope n a u ser ’s tty.

A L G O HI T H M :
If it Is an open reply from a user tty, allocate the prir itf
and input buffers and initiate the first tty read.

For an op en rep ly fro m th e TCP:
Allocate an d queue transmit buffers.
All ocate receive buffers and issue reads to ICP.
in addition , if this is an interface to a process:

Allocate a to— user line buffer.
Initialize editin g characters , If they are needed.
Reply to the user ’s open .

PA RAM ETE kS :
None

R E T U R N S:
Nothin g

GL O B A L S :
cp
qe =
thpios

In th e current CMB :
c_ fl d
c_ fr_pbuf ’
c_nx _pbuf
c_pbu f
c_ s t a t e  =

c_stflags
c_ n e t _ bufs =

CALLS:
alioc
c l o s e  ( sy s )
1 n 1 t _c m b
iorply (sys)
rea d (sys)
rea d_q
remove _omb

CALLED BY:
thp (main)

HISTORY :
16 Feb 1976 D A hilicox of DTI Initial codin g
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NAME:
s can_ rc t e

FUNCT iON:
W hen the remote thp has WILL RCTE enabled , this routine
scans the ec ho character buffer (cp— )c _ rbuf) for break
chars. If an rcte set breaks has come in and no break
charac te r  has been ec h oe d , this routine echos data up to
the break (assuming that echoing was specified in the set
breaks command. )

ALGORITH M :
If ’ we are in a state where we should echo characters , sca n
the saved tty input for a break. Echo any characters that
shoul d be echoed. It a break character was found in the butter ,
only echo to there.

P A R A M E T E R S :
N o n e

R E T U R N S :
Nothing — w o r k s  w i t h  g l o b a l  v a r i a b l e s

GLO BALS:
ch_c la ss
op

In the current cmb:
c_ f r_ rbut
c_nx_r but
c_op_ f l a gs
c_r but
c_t_tlags
c_ t o_net

CALLS :
p rlntt (s y s )
putc

CALLED B Y :
got_i inc
to_user

HISTORY:
1~ Fe b 1978 D A W ilicox of DTI In itta l codin g
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N A M E :
t c p _ r d r p l y

F U N C T I O N :
This routine is called when data is received from the net.
It , an d rou ti ne s it c a l l s , scan the input for data and controls
and put appropriate elements into the to—user queue.

A L G O R I T H M :
While there is still data in the inpu t buffer:

If there remains a partial header , call partial _ s c a n
to try to get a whole header.

If there Is a partial rec around (with a whole header)
Put a data message into the to—net queue or copy a control

message into an internal butter.

While there is still data in the input buffer:
P roc ess an y S T R E A M d a t a  u p to t he n e x t  R H .
Check if there is a whole record left in buffer.
If not ,

set flags to get rest of record next time thru ,
do a break (get out of inner loop).

Call proc _ rec to handle the new record.

If , in the above , we sent any to — user queue elements that
referred to data in this buffer , then send a to— user
queue element to re— issue the top r e a d .

Ot h erw ise , re— issue the top read right now.

PA RAM liT E HS
los p o i n t e r  to  i o s t r u c t  P o i n t e r  to  t h e  r ep l y  m e s s a g e

from the read.

R E T U R N S :
Not hin g

GLOBALS:
op
qe =

In th e curren t CHE :
c_ fl d
c_h_ partial
c_ sigflag =
c_ t but
c_tlen =
c_t 0_net
c_ to_ user

CALLS:
p artl a 1_s can
pro c_re c
q_ to_user
rea d (sys)
start _urgent
th p_ to_ internal
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CALLED BY:
thp (main)

HISTORY :
17 Feb 1978 D A W illcox of DTI initial coding
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N A M E :
t h p  ( m a i n )

F U N CT i O N :
Ihis Is the mai n routine for the thp module.

ALG O R I T H M :
After some initial setup, go into an infin ite loop doing
i o w a i  t s .

When an io message for an established connection comes in ,
find the associated cmb for it. (Anything other than
an open request from a user will be refused if’ there is no
cmb assigned.)

Call a routine thru a table to handle the 10 message .

After handling the request , check if the request made it
possible for us to send data to net and/or pass data to
user. Keep doing this until we can do no more.

P A R A M E T E R S :
N o n e

R E T U R N S:
N e v e r

G L O B A L S :
cmb _ tab
Cp =
t r e e_ emb =
iom _ r t n
ptab
ptab _e =

use d_cmb =

C A L L S :
c l o s e  ( s y s )
cls_ re q t h ru iom _ r t n
cls_ r p ly t h ru iom_ r t n
io_gtty thru iom _ rtn
b _rea d t h r u  iom _ r t n
10_ spec ial t h r u  iom _ r t n
b _wr ite thru iom_ r t n
ioa ddr  (sy s )
bo rn_error thru iom _rtri
ior_gtty thru iom _ r t n
b r _ rea d th r u  iom_r t n
b r _ special thru Iom _ r t n
ior_atty thru iom _ r t n
bor ply (sys)
iowait (aye)
opn_req thru iom _ r tn
opn _ r p ly  t h r u  iom r t n
q_ to~ net
read _q
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s erver _ ctrl
to_net
to_user
tty_ etty thru iom _rtn
write (sys)

CALLED BY:
No one

H I S T O R Y :
15 F e b  1978 D A W l l l c o x  of DT I  I n i t i a l  c o d i n g
1~ Mar  197 6  D A W I l l c o x  of  DTI  M o d i f i e d  to  c al l
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N A M E :
th p_ ct ri_ms ~

t U N C ’ I  I O N :
!‘ormats a thp control record into the current output buffer.

A LGOR 1 THM :
C h e c k  if ’  t h e r e  is room fo r  t h e  r e c o r d ;  it  not , ca l l new _ xmit.

build the output record in a straightforward manner .

P A R A M E T E R S :
xbu t ptr to q_ ele struct Descriptor of current output

buffer
type integer Code for the type of message
first ptr to character First character of parameter s

(if any)
last ptr to character Last character of parameters

for the control record

RETURN S:
— 1  There is ins ufficient buffer space for the record.
0 The record has been put into the transmit buffer

GLOBALS:
None

C A L L S :
new _xmit

CALLED BY:
t o _ n e t

HISTORY:
21 Feb 1976 D A W il lcox of DTJ Initial codin g
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N A M E :
thp_ d a t a _msg

F U N C T I ON :
Formats a data record in current output buffer. If- data
record fills the buffer , d u mp t h e  b u f f e r  to  t h e TCP mo du l e .

ALG O R I T H M :
W hi le t h ere i s st i ll in put data to  wr i t e :

If in record mode and not appendin g to an old data
rec or d :
Set u p a record header.

Copy as much data into the output record as possible .
i f there was not enou gh room for all o f th e data ,

W r i t e  th e ol d b u f f er  an d get a new o n e .

P A R A M E T E R S :
xbuf ptr to q_ ele struct This is the descriptor of the

current output buffer
first ptr to character The first data character to

write
m ien integer Number of data characters to

wr i te

RETURN S :
inteuer — The number of characters written , if this

Is less than m ien , then insufficient transmit
buffer space.

GLO B ALS:
op

In the current  CME :
c_ s t t  l a ss

CALLS:
new _xrnit

C A L L E D  B Y :
to_net

H I S T O R Y
21 Feb 1976 D A hi llcox of DTI Initial codin g
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N A M E :
thp_ to_int~~rna 1

FUNCTION :
This routine is called to scan net data for end—of—line
(cr— lf ) sequences. It wr tes data msgs into the to—user
queue , interspersed with messages markin g end— of— message.

A L G O R I  ‘ I B M :
Ihe c_t_ f lags byte In the CHE is used to remember that a CR
was seen in one buffer , but there was no character after it.
(The character immediately following a CR must be either a LE
or a nu l l . )  T hu s :

If the character in the previous buffer was a CR , check the
first character in the current bu f fer. Send a newline
character to the user , if appropriate.

Scan thru each character in the buffer:
If the current character is a CR:

I f  this is not the last character in this butler:
If the next character is a new line:

Chan ge the CR to a NL.
Write everything to here to the user.
If it was CR— LF , write an EOM message.

else
Set a f l a g  to  r e m e m b e r  t h a t  t h e  l a s t  c h a r a c t e r
in this buffer was a CR.
Brea k out of the loop.

e l se
Just skip by the character.

Write all data from the last write to the end of the buffer.

P A R A M E T E R S :
first ptr to character Fainter to first character

rea d in
last ptr to character Pointer to one past last

character

R E T U R N S :
Not hin g

GLOBALS:
op
qe =

In t h e cur rent  CMB : ,

c_ t_ t lags =

CALLS :
q_ to_u s er

CALLED B Y :
p roc _ rec

4 tcp_ rdrp iy
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N A M E :
ta_ net

F U N CTI ON :
Reads to— net queue and calls routines to store data and control
records into the transmit buffer.

A L G O R I I H M :
Loop until we run out of to— net queue elements or transmit

buffers:
Read an element from the to— net queue.
Switch on the function code:

Function s that require putting data or controls into
the transmit buffer are handled by passin g
info to either thp_ ctrl _ msg or thp_ data _ m sg .

Others are done locally.
If an entire messa ge worth of data was put into the output

buffer ,
Make sure it has been written.

P ARAMET EH S:
Non e

R E T U R N S:
Noth in~

GLOBALS:
op

In the current CME :
c n o sy n c h  =
c_ sigflag =
c_ stf lags =
c_ t o _ n e t  =
c_ net _ buf s =

CALLS:
but _ addr
f ree p a r t
iorply (sys)
new _ xm it
rc a d_q
r e w r i te _q
thp_ c tr l _ rn s~
th p_ d ata _msg
u n m a p

CALLED BY :
thp (main)

H I S T O R Y :
21 Feb 1976 D A Wi lloox of DTI Initial codin g
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NA M E:
to_user

FUNCTION :
This is the routine that reads the to—user queue containin g
data and controls. The TCP interface scans input records and
puts appropriate entries Into this queue.

A L G O R I T H M :
Loo p unt i l i t i s t ime to s to p :

R ea d one el ement f rom t h e q ue u e c p —> c _ to _ u s e r .

Sw itch on the function code.
Some funct ion s are handled right away, others are
p asse d on t o  e x t e r n a l  r o u t i n e s .
If the func cannot be handled immediately (e.v- . it
is a data msg and no outstand Ing read from
th e u s e r ) ,  then put the element Into queue and
return.

P A R A M E T E R S :
None

R E T U R N S :
No thing

G L O B A L S :
cp

In t h e current  CM B :
c_ br _ in
c_c line
c_ eras e
c_i rc te  =
c_ixmit
c_ na bo r te
c_ n o s y n c h
o_ns y no h =
c_ stf lags
c_t_ flags
c_ t_mo d e
c_ to_user

CALLS:
give_ user _da t a
ne t _d ata
n e t _option
rea d_q
kill (aye)
rewr i te _q
sc an _ ro te

CALLED BY:
t h p  ( m a i n )
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10 Feb 1978 D A Wi ilcox of DT1 Initial codin g
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NAME:
tty_ d a t a

F U N C T I O N :
Pro cesses inp u t  f r o m t h e us er ’s t t y

A L G O R I T H M :
Scan thru the data , check each character for special controls:

If it is literal escape , take the next character literally.
l f  i t  Is t h e  e n d — l i n e  c h a r a c t e r :

Call got_ line to process data or command.
Send an EOM command to to— net processor .

if it is character erase:
Delete  a bu f fe re d c harac t er or sen d an THP EC.

I f  i t  is l i n e  d e l e t e :
D e l e t e  l i n e  l o c a l ly  If we can ,
O t h e r w i s e , s end  a TB? E L .

If it is an IF or AO character:
C a l l  g ot _ l i n e  to process previous data.
P u t  a n  a p p r o p r i a t e  c o n t r o l  i n t o  t h e  t o — n e t  q u e u e .

If it is first character in line and It is the command flag:
Set the flat that we are in command mode.

I f  none of the above , buffer the character.

F i n a l l y ,  if we are in STR EAM mode or RCTE is in effect:
Call got line to send any data not yet sent.

P A R A M E T E R S :
first ptr to char Pointer to the first char read in
len integer Number of chars that were rea d in

R E T U R N S :
ptr to char — P o i n t e r  to  t h e  n e x t  a d d r e s s  t o  r e a d  i n t o

G L O B A L S :
op

In the curren t CMB :
c_ corn _ f la~
c_d e l e t e
c_ d ine
c_eras e
c_ esca p e
c_f’r_i but
c_ interru p t
c_op_ f lags
c_ stfla gs =
o_ t _ f l ag s  =

CALLS:
got_line
prl nt f
q_otr l

CALLED B Y :
tty_ rdrply
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N A M E :
tty_ rdrply

F U N C T I O N :
Han dles a read reply io message from the user ’s tt y.

A L G O R I T H M :
Pass the data read in to tty_ data , which does the
sca n ning for spec ial c ha r a c t e r s , and normally sends data
to the net.

If the current inpu t butter is completely full and there is
too m u c h d a t a  i n it t ha t  st i ll h asn ’t b een sen t to t h e n e t ,
t h e n  c a l l  got _line to force the data out. (A command
line could , conce ivably, be truncated.)

If the inpu t buffer is full to the high water mark ,
Al loc  a new input buff er ,
Co py data t hat h asn ’t been sent from the old to the

new bu f f e r , and
Put a fre e buffer msg into the to— net queue , so that

the old bu tter will be freed at the correct time.

Initiate a new tty read. If read return s data
right away, loop to start and handle the new data.

PARAMETERS :
None

RETURNS:
Noth ing

GLO BALS:
op

=
thpios

In th e current  cm b :
c_e_ibuf =
c_ ibu f
c_ f r _ ibuf =
c_sigtlags
o to  ne t

CALLS:
al,loc
q_ t 0_ net
rea d (eye)
tty_ d ata

CALLED BY:
t h p  ( m a i n )

HISTORY
15 Feb 1976 D A Willoox of DTI initial coding
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