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A SURVEY OF THE PROPERTIES OF COMPUTER
COMMUNICATION PROTOCOLS--VOLUME II: FUTURE
DE VEL OPME NTS OF COMPUTER NETWORK PROTOCOLS

1 INTRODUCTION

Bac kgroun d

A number of large-scale computer networks that use packet swi tchinq
networks as communication media between computers and data terminal s
have been developed, planned , and impl emented in recent years. To
insure meaningful , rel iable information exchange between the computers
and terminal s , many protocol s have been desi gned and impl emented. * In
order to devel op a useful sc heme for verifying, anal yzing, and impl e-
menting comunication protocols , it is nece::~ry to understand both the
current and future requi rements and capabilities of communication proto-
cols. Current relevant issues in protocol design (such as flow control ,
synchronization , resiliency , etc.) have been discussed in Vol ume I of
this report.’

Pur pos e

The purpo se of this report is to discuss the state of the art of
protocol s of different l evel s and possible future developments of
protocols.

Outl ine of Report

Chapter 2 contains a general descri ption of packet swi tching net-
works , the type of communication subnetworks of primary concern in this
report. To avoid possible ambiguity in subsequent discussions , Chapter
2 al so summarizes the functions of all protocols necessary to achieve
reliable and smooth information exchange in a communication network. S

Chapter 3 discusses the possible future developments in low-level

1 A. Itzkowi tz , A Survey of the Properties of Gomp utrr Co~~’iun f ~~~~f ~~
Proto~oZ8, Volume I , The Function, Properties , Sp ’i.’~~~ ‘ 

Analysis Methods ~-f c’orrrp uLe i~ (onimun~~ ,ztic1n Prcto~r~~ , Technical Report
• 0-1 (Construction Engineering Research Laboratory , September 1978) .

• *~~neral discussions on computer networks and communication protocol s
can be found in articles listed in the uncited references. Citations
l i s ted here are primar i ly surve y ar ti cles , each containing more comolete
citations on these subjects.

5
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protocol s (up to and including end-to-end protocols). Chapter 4 dis-cusses user- level protocol s to support common requirements such as ter-minal supports, f i l e  transfer , and remote job entry.
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2 GENERAL DISCUSSiON

In packet swi tching networks, messages to and from user processes
are broken up into smal l segnents known as packets. Packets are m di-
vidually routed through the communication network , rather t.tan having a
physical circui t setup linking the communicating processes and reserved
for the duration of the conversation. Each node along the route trans-
versed by a packet store s and for war ds the packet to the next node. The
transmission of a message consisting of one or more packets is completed
when the receiving process acknowl edges the correct reception of all
packets in  the message. Figure 1 shows a packet swi tching network .
Because it combines rel i able , low-del ay communication wi th high-circui t
utilization , packet swi tching technology is used in most contemporary
networks which can tolerate onl y short communication del ay.

• To insure smooth and error-free info rmation exchange between user
processes , a combination of software and hardware interfaces must be in-
troduced at various points in the communication network and between host
computers , data terminal s, and the network. These i nterfaces enforce
the procedure rules which specify the responsibilities of communicating
processes in error detection and recovery , i nformation flow control ,
synchronization , etc. These procedure rules are commonl y referred to as
protocol s.

Conceptually, protocol s may be grouped vertically so that eac h
group can be viewed as a functionally isolated l ayer. Different l ayers
of protocols govern different level s of network i nteractions. One of
the best known examples of layered protocol s is the ARPANET protocols
shown in Fi gure 2. At the l owest l evel , the communication subnetwork
protocols* ~iarantee rel i able transmission of data amon g the packet
switching nodes. This level of protocol specifies error control and
routing procedures to provide l ow-del ay delivery of the messages. The
interface between host computers to the communication subnetwork is at a
hi gher level . This level specifies formats and timing of messa ges
transmitted between the host computers and data terminal s to the packet
switching network. The host-to-host l evel protocol deal s wi th rules for
establ ishing and mai ntaining a virtual circui t for each pair of comniu-

• nicating processes. The telecommunication network protocol provides
mechanisms by which user processes at remote hosts or data terminals can
gain access to a local interactive system. Finally, at the user l evel ,

*In mos t literature on ARPANET , communication subnetwork protocol s
are referred to as IMP-IMP protocols.

7 t 
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I
protocol s such as file transfer protoccis, procedure cal l protocols , and
remote job entry protocols , allow efficient use of resources in the net-
work.

The l ayered view of protocol s requires specificity about where and
how individual issues in protocol design are deal t wi th. For this
reason , the layered v iew is a concept which has been very useful in
specification and impl ementation of protocols. However , any particular) l ayered view of protocols woul d be too restrictive for this discussion S

of possible alternatives. Hence , protocol s will be classified i nto two
groups: transport protocol s and process-level protocols.

Transport Protocols

Transport protocol s refer to the set of procedural rules that
govern the format and relative timing of message s transmitted to and
from communicating host computers , data terminal s , and packet swi tching
nodes. Hence , they specify the packet format, error control procedure ,
f low control procedure , routing al gori thm, and synchronization sc heme.
This portion of transport protocol s is referred to as communication
subnetwork protocols. For the most part , they are internal to the
packet switching network and are preferably invisible to the host com-
puters and data terminal s except in terms of propagation del ay and re-
liability .

The network access protocol for interfacing host computers and
data terminal s to packet switching networks is included as part of the
transport protocols. The network access protocol is intimately related
to the communication subnetwork protocol s , which must coope rativel y
make the network appear to the host systems as a network of virtual
swi tc hed or dedicated circuits. * Thus , the se protocols provide the
network user wi th an environment in which teleprocessing computer sys-
tems may communicate wi th devices as well as wi th each other simul ta-
neousl y and efficiently.

• *An interface between a host computer system and a packet swi tching data
network falls into one of three categories: datagram interface , virtual
circui t interface , and terminal emul ation interface (see R. B. Hovey ,
“Packet-Swi tched Network Agreed on Standard Interface ,” Data Comm
[1976]). The virtual circuit interface is discussed here. This type of

• interface as specified by Recommendation X.25, “Interface between Data
Termina ls Operating in Packet Mode on Public Networks ,” has been recentl ,
voted by CCITT study group VII as the standard network access interface.
It has been adopted by Telenet Communication Corporation , Bell in
Canada , and the telecommunications operating public packet swi tching
works in France and Britain. In Chapter 3, the strengths and
weaknesses of this type of interface are discussed , and possible• future mod i fications are described .

~ & 
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Process-Level Protocols

Process-level protocol s are those procedural rules which specify
mechanisms by which connections are established and mainta i ned , inter-

• active host systems are accessed via remote terminal s, files are trans-
ferred among host computers and data terminal s, and batch jobs are en-
tered at remote sites. (These protocol s are referred to in ARPA network
literature as the initi al connection protocol and function-oriented pro-
tocol s2.) Most of the issue s deal t wi th in these protocol s are not
uni que to teleprocessing computer systems. Most of these procedural
rules are requi rcd in any system in which a computer must support many
terminal s and communicate wi th processes residing in other computers.

I

I

2 s~ D. Crocker , J. Heafner , R. Metcal fe, 3. Postel , “Function-On-
entecJ Protocols for ARPA Computer Network,” AFIPS J 9 ?~ SJCC Proc. ,
40 (1972), pp 271-279.
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3 TRANSPORT PROTOCOLS

This chapter discusses the state of the art of transport protocols
and foreseeable future developments in these protocols. Si nce the
advent of computer networks , a great deal has been l earned about the
relative merits of alternative designs of transport protocol s and about
the performance of protocols now being used. To date , al though many as-
pects still need improvement , the development of communication sub-
network protocol s has reached a reasonably mature stage. Widel y ac-
cepted designs and adopted or de facto standards exist for most
mechanism s, and are summarized briefl y in the following sections.

In the area of network access protocols, there are still differing
views on the division of burden between the host computers ( and/or data
terminals ) and the communication subnetwork to insure rel iable and
smooth delivery of data . Different network acces s interfaces have been
proposed by various interest groups. These al ternatives and their im-
plic ations on more practical issues are discussed in more detail bel ow.

Communica tion Subnetwork Protocols

The development of communication subnetwork protocol s has benefi ted
greatly by the knowl edge of data communication technology . Character-
istics of currently used communication media (including the satellite S

channel ) are understood well enough to al l ow sound desi gn of error  con-
trol procedures and bit-level synchronization schemes. For exampl e,
since errors in tel ephone data communication channel s are known to occur
in bursts, conti nuous automatic-repeat-request (ARQ) systems offer an
effective error control mechanism at acceptably hi gh effective data
rates in most data communication networks.3 Hence , the error control
scheme of using a cyclic redundant code together wi th a positive ac-
knowledgement and negative timeout scheme has been widely used. (By
using 16 redundant b~ts per packet, the probability of undetected erroris approximatel y 10 per packet for most packet sizes used presently.)
the only question remaining is whether node-to—node ARQ (as in the AR-
PANET IMP/IMP protocol ) is really required , given the availability of
acknowl edgement from destination node and/or host computer (for exampl e,
in the form of Ready for Next Message, RFNM , facility in the present
ARPANET Host/IMP protocol . However, given the proper network access
protocol s, the exact imp l ementation of any error control mechanism
shoul d be invisible to network users.

H. 0. Burton and D. 0. Sullivan , “Errors and Erro r Contro l ,”
Proceedings of IEEE, 60 (November 1972).

12
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The desi gn of packet formats, receiver addressing schemes, and
packet level synchronization has al so been aided by experience gai ned in
the design of data link control procedures in local teleprocessing sys-
tems. Since individual packet swi tching networks may differ in their
implementations , these differences may pose certain difficul ties to
designers and impl ementers of internetwork protocol s, but shoul d impose
no real inconvenience to the network user.

Flow control is a somewhat more compl ex problem . Its object is to
achieve a globally smooth fl ow pattern at a near-maximized traffic
vol ume , and its solution also dictates extensivel y the requi rements of
the network access interface and , in many cases, network control pro-
grams and operating systems in the host. Al ternative solutions include
requiring preal l ocation of buffer spaces in the receiving host computer
and packet swi tching node before al l owing transmission of a packet ;
using permits at source nodes to minimize congestion ; discarding of mes-
sages which arrive when there is not enough buffer space in the
receiving nodes; relieving the receiving packet swi tching node of the
responsib~iJity of reassembling the packets into messages, detecting du-plicates , etc.’ These solutions have been shown through both anal ysis
and experimental observation to exhibit undesirable characteristics.
For example , in ARPANET , flow control is done at the host-to-host level
by requiring the receiving host computer to al l ocate buffer space for
each virtual circui t and to noti fy the sending host of the amount. As
the messages are transmitted , the sending host must keep track of the
remaining amount of free buffer space. Messages are allowe d to enter
the source IMP only when they can fit in this free buffer area. Hence ,
to maintain throughput , the receiving host must periodica lly send allo-
cations to the sender. A recent study has shown that host systems ger-
erally al l ocate too littl e buffer space;5 consequentl y, almost 80
percent of all control messages transm i tted over AR PANET are al l ocate
commands. This overhead represents more than 40 percent of the packets
transmitted . Together wi th the overheads used in addressing, syn-
chronization , error control , etc., the data rate for process to process
communication will be limited eventuall y to 23 percent of the data rate
of the communication link . A more serious problem caused by this fl ow
control scheme is the loss of synchronization between the receiving and
sending hosts when an al l ocation command is lost or duplicated . Al ter-
natively, the source may be al l owed to transmit at any time and the

• receiver may be permitted to treat as erroneous any messa ge that it
cannot handle due to buffer overfl ow. This scheme will result in extra
retransmission which may create congestion.

V. G. Cerf, An Assessment of ARPANE T Pro~. T .~ots , RFC 635, N IC 30469
(Network Information Center , Stanford Research Insti tute, 1974).
L. Kleinrock , W. E. Nayl or, and H. Opderbeck , “A Study of Line Over-

• head in ARPANET , “ Comm. of ACM ( 1976) , pp 3-12.

13
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There are many proposals for modifying existing communication sub-
network protocols to increase network throughput via better and more
robust flow control schemes.6 The eval uations of these new proposal s
along wi th the i ssue of message level synchronization are discussed in
the following section.

Network Access Protocols

In order that user process communication be conducted wi thout
errors and undue delays , communication subnetwork protocols and network
access protocols must cooperativel y provide all the necessary mechani sms
to detect bit-level and message-level errors, to detect loss and dupl i-
cation of messages, to prevent any host computer or data terminal from
overloading the interface link of another host computer, etc. Together
wi th other hardware/software interfaces in the host computers and/or
data terminal s, they constitute what is usually known as end-to-end (or
host-host, or second-level ) protocols.

The Deve lopment of Existing End-to-End Protocols

The best known end-to-end protocol is the ARPANET host-host proto-
col . Its design is based on the assumption that interprocess commu—

S nication will be based on exchange of a sequence of messa ges rather than
on one message. Therefore , for each pair of participating processes, a
virtual simpl ex link (connection) is established so that an output port
of one process is the i nput port of the other. As shown in Fi gure 3,
the Network Control Programs (network access interfaces) implement con-
trol functions required for establishing and breaking connections and
for controlling data flow over the connections. The control messages

• are exchanged between host computers over a control link (link 0) estab-
lished and maintained between each pair of host computers in the net-

• work . When processes in different hosts want to communicate wi th each
other, control messages are exchanged as specified by initial connection
protocol s to set up a connection (or a pair of connections). When a• connection is set up, the receiving host al l ocates a link number. The

• sending host specifies the byte size to be used in communication over• the link . The link number is then used wi th the host number to identify
the connection and for host-host fl ow control . Since the control link
is al ways open for subsequent exchanges of control commands betwee’~ihosts, socket number is used only for breaking the connection. Tt’t Net-
work Control Program in the sending host has the responsibility o~ seg-menting interprocess communication into network messages. Similarly,

6 An Assessm ent of ARPANET Pro tocols .
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I
the Network Control Program in the receiving host concatenate s succes-
sive messages from the network into a single transmission and delivers
it to the rece iving process. Therefore , to the user processes , the net-
work appears to be a line-sw i tched network where conmwnication links are
set up by calling the receiver. The message level exchanges between the
network access interfaces and the packet swi tching wi thin the commu-
nication subnetwork are invisible to the users.

7 Experiences wi th protocol impl ementations and performance analysis
in the ARPA network have since revealed many weaknesses in the ARPA
host-host protocols. Areas of possibl e improvements have been discus-
sed widely in severa l pub lications .7 ’  The Communication Subnetwork
Protocols section described the exampl e ~TTa fTow co~~f~rprocedure re-
quiring a large number of control messages and , hence, limiting the ef-
fective data to a smal l fraction of the data rate of the link . Most of
the schemes proposed to improve flow control require that more of the
responsibility for flow control , sequencing, and addressing be pl aced on
the host computer rather than on the packet switching network. For ex-
ample , the use of a moving wi ndow concept discussed by Cerf, et al..10 ’’’
requires that the connection be full duplex so that flow control and

• acknowled ge information can be sent piggyback on data fl owing in the re-
verse direction. The receiving host al l ocates a wi ndow representing the
range of sequence numbers constraining the number of bits that the
sending host may transmit. Acknowled gements from the receiver to the
sender indicate the width of the wi ndow and acknowl edge the sequence
numbers al ready received . This scheme al so al lows for duplicate
detection and message reordering by the hosts.

Another exampl e is to force the IMP (packet swi tching node) to
guarantee that messages are delivered to a receiving host in the same
order that they left the sending host. This service has the undesirable

• side effect of causing lockups at the receiving IMP when large numbers
• of messages are in transit to the receiving host. However , since only

the receiving host can detect duplicat e message transmission and must
verify the order of arriving messages, the sequencing of messages by the
receiving IMP is redundant and can be elimi nated. Furthermore , as l ong

V. G. Cerf, An Assessment of ARPANET Protoco7 s, RFC 635, NIC 30469
8 (Network Information Center, Stanford Research Insti tute, 1974).
V. G. Cerf and R. E. Kahn , “A Protocol for Packet Network Inter-

~ 
communica tion ,” IEEE Trans . Communications (1974), pp 637-648.

S L. Kleinrock , W. E. Naylor , and H. Opderbeck , “A Study of Line Over-
10 head in ARPANET ,” Comm. of ACM (1976), pp 3-12.

“A Protocol for Packet Network Intercommunication .”
• V. G. Cerf, A. McKenzie , R. Scantleburg, and H. Zimmerman ,

“Proposal for an International End-to-End Protocol ,“ Comput er
• Comm. Review, Vol 6, No. 1 (1976).

16
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• as the receiving host has the responsibility of reordering a message,
there is no reason not to let It reorder packets as well. Thus, mu lti -
packet messages can al so be eliminated , allowing the sending host to
transmit a l arge number of single-packet messages instead . Since it is
al so necessary to introduce some kind of end-to-end positive acknow-
led gement along wi th host retransmisslons , the positive acknowl ed gement
currently sent by the receiving IMP in the form of RFNM is al so redun-
dant and can be el iminated .

These arguments , together wi th experience gained wi th the French
CYCLADE network and British NPL network , serve as base s to the end-to- S

end protocol proposed by the International Federation of Information
Processing Societies working group TC6.1.’2 The international end-to-
end protocol proposed by group TC6.1 involves the concept of a virtual
host, i.e., a collection of resources which appears as a singl e entity
to the packet switching subnetwork . Packets are sent by a source vir-
tual host to a desti nation virtual host. Each virtual host contains a
transport station (TS) which is responsible for mul tipl exing the inter-
face to the communication subnetwork. Wi thin a particul ar virtual host
(identified by its TS) are a number of ports (PT). The combination of S
TS and PT identi fiers (a 16-bit identifier wi th the hi gh-order bits
identi fying the TS and the low-order bits identi fying the PT) provides a
network-wide name space. A subset of the port identifiers wi thin eac h
of the TSs Is devoted to standard services which are provided by that
host. Before PTs can communicate , they must become associated (i.e.,
they must set up an association), using an Initia l Connection Protocol
(ICP). The association is ful l duplex and is compl etely identified by
the pair of end addresses. The protocol provides for the transport of
letters (LT) from one port to another. Fragnentation of letters into
packets Is performed by the IS, and reassembly is done by the desti-
nation IS. LTs have a 16-bit reference number (MY-REF). LTs may be
broke ’ into fra9nents (FR ) (otherwi se known as packets), each of which
has its own number (FR-NB ) and carries the MY-REF . The final FR of the
IT ca rr~~s an end—of-letter (EOL ) flag. Associations may operate simul - S

taneously in liaison and lettergram modes. Liaison mode is used primar-
ily to initi al ize a connection , i.e., to make sure that both ends of the
liaison are active , and to mediate an agreement on the set of services

• which will be used , as wel l as to initia lize parameters coherently. In
lettergram mode, letters are sent independentl y wi th the possibility of

• acknowl edgement requested by the sender. For error control , an end-to-
• end checksum for the entire LT is pl aced in the final FR. The protocol

recognizes that it may be necessary to transmit messages between net-
works of different packet sizes. Between subnetworks , “gateways” will

V.G. Cerf, A. McKenzie , R. Scantl eburg, and H. Zimmerman ,
“Proposals for an International End-to-End Protocol ,” Computer
Con,n . Review, Vol 6 , No. 1 (1976).
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be provided to fragnent packets and to supply proper headers throughout
(inc luding transport station headers wi thin the new fragnents). In ad-
dition , the TC6.1 recommendation contains some suggestions for generic
primitives for interface to the network-access-method. These inc lude
primitives to activate a port, to receive a letter from any distant port
in lettergram mode, to send a letter in lettergram mode, to de-act ivate
a port , to initial ize a liaison , to receive a letter in liaison mode , to
send a letter in liaison mode , and to terminate the liaison. The
proposal also takes into account plans for future networks and inter-
connection of different networks. The protocol provides for ful l duplex
connections and permits control information to be carried pi ggyback on
data flowing in the reverse direction. It uses the moving wi ndow con-
cept for both flow control and lost (or duplicate) message detection and
Is self- synchronizing to some extent. Since it Is a sequencing positive
Acknowledgement/RetransmIssIon protocol , It Is bel ieved to be robust and
has the additional advanta ge of requiring only a minimal number of as-
sumptions about its operating networks.

From the user p rocesses point of v iew, the proposed international
end-to-end protocol (see Fi gure 4) is based on message switching disc i-
pl ine. The network access interface (referred to as transport station
or transmission control program) can be considered by the user processes
as extending the packet switching network to the port level . When two
ports want to communica te, their i ntent is established according to a
port-to-port protocol and thus becomes associated; hence, an association
can be viewed logically as a ful l duplex link i dentified by the complete
addresses ( network address/host address/transport station/port of the
user process) of the source and destination. To send a message after
having learned the globally unique identi fication of the intended
receiver, the user process adds control information to its text that
contains the complete address of the receiver. Al ong wi th other network
control lnformation ,* the messa ge is sent to the transport station in
the form of a compl etely sel f-contained letter . The transport station
then fragnents the letter into network packets (da tagram s , compl etely

• self-contained ) and delivers them to the packet swi tching network . The
network handles datagram s independently so that eac h is delivered to the
receiving transport station wi th minimum del ay ; the receiving host thus
has the tasks of detecting lost data , duplication , reordering messages,
el iminating traffic congestion, etc. The receiving transport station
accepts the packets, reconstructs the messages, and delivers them to the
receiving process.

*A1 So contained fn a transit control block are the fol l owing: informationon source address , sequence number to be used for the next packet to be
sent from this transport station , the present size of the process
transmit buffer, the address of the next position in the buffer at which

• the proce ss can pl ace new data for transmission , the number of times the
transport station has not transmitted the data , the location of data
sti ll unacknowledged by the receiving transport station , etc.

18
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Standards on Packe~.S ~’ itc~hing Network ~~5i~ess Interface

The two wel l -known end-to-end protocols shown in Fi gure 4 represent
two different approaches to interfacing host computers and data termi-
nal s to packet swi tching networks : the datagram interface and the vir-
thai circui t interface. It is accepted among designers and implementers
of computer networks that the end-to-end protocols based on a datagram
interface will be fundamentally more robust than end-to-end protocol s
that are based on a virtua l circui t interface. Moreover, datagram in-
terface is particularl y attractive in research wi th network protocols
and interface techniques since it does not freeze the end-to-end proto- S

col in advance , but rather al l ows each pair of hosts the freedom to
choose an end-to-end protocol .

L)espite these advantages, the datagram interface lacks widespread
appeal to network users and data communication carriers. The network
users feel that they incur too much responsibility fort providing re-
liable data communication. Al so, it is not clear that many hosts in a
network will be able or willing to provide the compl ex datagram handling
software. However, in the area of commmercial packet switching net- 

Swor ks , which is destined to become highl y competitive , it w i l l  be crit-
ical for the network to provide rel i able service. One may therefore

• expect to fi nd the carriers anxious to provide functions to aid in
detecting errors and lost data in resequencing data wi th mechanisms to
prevent local and global congestions. These practical considerations
will probably lead to limiting the adoption of the datagram interface to S

isolated private networks.

Wi th a virtual circui t type interface , the network appears to have
the properties of a traditional switched- or leased-line facility . A

• virtual circuit type of interface has already been voted by the Inter-
national Telegraph and Telephone Consul tative Committee as the standard
protocol for interfacing host computers and data terminal s to packet
swi tching networks. The interface , as specified in recommendation
X.25,’3 has been adopted by Telenet Communication Corporation (Telenet),
Bel l Canada (Datapac), and carries operating public packet switching
networks in France and Britain (Tramspac and Experimental Packet Switch-
in g Service , respectively). Some manufacturers of host computers and
some suppliers of communication software have decided to provide the in-
terface. It is expected that use of this interface will make few
technical demands on the user.

The recommendation X.25 specifies two level s of control procedures:
the subscriber-link access control and the packet-level interface. The
subscriber-link access control spec i fies line control procedures for

R. B. Hovey, “Packet-Switched Network Agreed on Standard Interface,”
Data Cor~rri (1976).
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connecting a host computer or data terminal to the network . Information
transferred over the full dupl ex point-to -point subscriber access link
is formatted in the form of a transmission block cal l ed a j e w :  . The
supporting hardware may empl oy either the traditional byte-oriented data
link control mechanism (BSC , Binary Synchronous Comunication) or bit -
oriented data link control mechanism (SDLC , Synchronous Data Link Con-
trol). At the frame l evel , the procedure uses the princi ples and termi-
nology of the Hi gh Level Data L~t.~’ “ontrol procedure (HDLC ) specified by
the International Organization for St.~ndardization. It is primarily re-
sponsible for transmission error detection and recovery ; thus, i t in-
sures that information transferred to and from the network is free of
error.

The packet-level interface uses HDLC-like methods and formats for
sequencing and flow control , but the HDLC grammar is extended to provide
features for establishing virtual circui ts. The packet-level interface
speci fies the control procedures for exchange of cal l control infornia-
tion and user data .

Practical Impact of the Standard Interface 
S

The adoption of recommendation X.25 as international standard net-
work access interface has many practical consequences. It is expected
that standard software interface will be provided by manufacturers of
host computers, communication front—ends , and data terminal equi pment ,
since such an option will enhance their standard products. Thus , in the
future, packet swi tching networks may be used for both domestic and in-
ternational data communication and will make few technical demands on
the users. The standardization of network access interface will
undoubtedly provide i ncentive for devel oping communication products that
will impl ement interdevice protocol s in hardware and firmwi re.

The shortcoming of the virtual circuit of interface as defined by
recommendation X.25 is that the interface is desi gned to fol l ow a trans-
mission procedure that does not conform to HDLC. Redundant functions
provided at the packet and data link control l evel s in X.25 introduce
incompatibili ty between data terminal equipments wi th X.25 interface and
data terminal equipments wi th HDLC interface. Since a data terminal

• equi pmen t with an X.25 interface cannot communicate wi th a data terminal
equipment wi th HDLC interface , special interfaces will be needed for
different confi gurations. Furthermore , data terminal equi pments wi th
X .25 interface cannot be accessed through a swi tched circui t network .

21
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14 USER ACCESS PROTOCOLS

User access protocol s specifically mean the telecommunication net-
work protocol s (or interactive terminal protocols) and remote job entry
protocols. These facilities are provided by most networks.

A telecommunication network protocol provides an interface between 
Sa terminal device and a terminal -oriented process. It al l ows a user who

is at an interactive terminal and who is connected to his/her local host
computer (or terminal handler) to control a process in a remote host.
The protocol specifies the manner in which characters from the user’ s
terminal are mapped into network-wide transmission format and , at the
remote site , are mapped into remote host computer characters. Other
necessary features of this protocol inc l ude procedures that will enable
a user to establish connection and logi n and that will support echoing
and attention handling.

Remote job entry protocols support the batch processing function.
Such protocols provide user access to remote host computers for rel a-
tivel y compute-intensive applications. In the l ayered view of proto-
col s, a remote job entry protocol is pl aced at a hi gher l ayer than a
telecommunication network protocol . Its design and impl ementation may
be based on the use of a tel ecommunication network protocol to provide
character mapping and attention -handling capabilities , it also relies S

on the capability of a file transfer protocol to transfer files between
host computers and data terminals. Remote job entry protocol s are
dependent on fi l e—transfer (or data transfer) protocol s, as discussed
later in this chapter.

Te lec ommun ica tion Networ k Pro toco l s

Among all user-level protocols, telecommunication network protocol s
are the most wel l devel oped and best understood. The relativel y suc-
cessful desi gns and impl ementations of these protocol s can be attributed

• mostly to the existence of a standard coded character set that enables
interchange of information among computers and terminal devices. In S

networks such as the ARPANET where the end-to-end protocol provides a
• vir tual line— swi tched environment for user process communication , a

pair of simpl ex connections (or a full-dupl ex connection) is typical ly
establ i shed by the Initial connection protocol . “~ Data are then

14 A. A. McKenzie , “Hos t/Hos t Pro toco l s for ARPA Network ,” Current Ne t-
work Proto c ’ ls, NIC 8248 (Network Information Center, Stanford Re- S

search InstI tute , 1972).
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transmitted over this virtual circui t i nterspersed with tel e-
comunication control commands .

Host computers in a network must be able to support the great van-
ety of terminal s available now and in the future wi thout an extremely
hi gh burden. Typically, this is done wi th the network virtual terminal .
The network virtual terminal is an imaginary device which represents a
network-wide standard descri ption of basic terminal s used in the
network.* All host computers and terminal handlers map their local
device charac teristics so that these devices appear to have the charac-
teristics and conventions of the network virtual terminal .

The network virtual terminal obviously cannot encompass the capa-
bilities of all user terminals. Thus , an option negotiation mechanism
is provided so that thi s standard representation of data terminal s does
not limit the service provided by a network virtual terminal . This
mechanism al l ows the user (and/or the serving host) to request an
option , such as changes in echo mode , line width , vertical tab , and
remote controlled transmission. (For example , in a network virtual
terminal , echo does not normally transverse the network ; however , an

*For exampl e , i n  the ARPANET , the network virtual terminal is a
bidirectional character device wi th a keyboard and printer in line-
buffered mode and wi th seven-bit ASCII character sets in an eight-bit
field. Codes wi th the hi gh-order b i t  set are reserved for TELNET
control functions. Control codes include standard i tems suc h as LF , CR ,
BS , etc. For some control functions that do not have standard represen-
tations , standard methods to invoke them are provided . (For exampl e,
IP is for interrupting the process to which the network virtual
terminal is connected, and A0 is for allowing the current process
to run to completion but not to send its output to the user.)
The control functions are interpreted as NOP if they are not implemented

• by the host computer. The network virtual terminal has an unspecifi ed
carriage width and page length . The telecommunication protocol al so
needs to provide procedures by which a terminal user regains control
of a runaway process. (For exampl e, when buffer overfl ow occurs , the
terminal control program in the remote host computer must not discard
characters from the network. Rather, it may refuse further input via
end-to-end flow control ; however , such action woul d prevent attention
characters from coming through the network as well.) For thi s purpose ,
the TELNET “SYNCH” si gnal is provided . A SYNCH signal consists of a
HOST/HOST protocol “Interrupt From Sender” command over the control
l i n k , followe d by a TELNET command DATA MARK over the data link. Upon
receiving an INS, buffers between the user terminal and the host
computer are emptied. The terminal control pro gram in the remote host
switches to process network input for attention characters and swi tches •

~

back to normal mode when a matching OM is received .

23
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S echo opti on can be negotiated so that echoes on the printer are con-
trol led by the remote process.) The receiving party may accept the re-
quest when able and will ing. Thus , users wi th more sophisticated termi-
nal s may obtain more than minimal service.

The currently used telecommunication network protocol s differ only
in features that are of secondary importance to the user (for exampl e,
whether control characters of the protocol are interspersed wi th the
data stream , which requires all input characters to be scanned , or
whether protocol message transmission relies on end-to-end protocol fl ow
control). Wi th possible development of a common network command l an-
guage,15 telecommunication network protocol s will provide sufficient
support for user terminal access of remote resources.

File Transfer Protocols

The ability of moving source code, machine langua ge files , and data
between host computers and data terminal s is~bssent~al to impl ementing
the batc h processing function in a network . If a n~~work is viewed as adistributed computation system wi th a distributed file system, then data
transfer, fi le access, and file transfer capabilities are al so essential
first steps toward such a goal . For these reasons , file transfe r proto-
col s are among the earliest protocol s developed . In most computer net-
works, ad hoc file transfer and data transfer procedures have been de-
veloped to provide needed support. (For example , in the AR PANET , the

• file transfer protocol supports transfer of records of sequential text
files and block transfer of binary files between the user and the serv-
ing host computers, or between two se rving host computers , neither of
which is his/her local host. File transfer protocol commands include

• retrieve, store, crea te, del ete, append , list , rename, etc.) However ,
• unlike the case of telecommunication network protocols , desi gns of file
• transfer protocols have not yet been tried and proven satisfactory . Ex-

plicit user intervention is invariably required even in cases where the
source and target file systems are compatible. Moreover, there is still
no procedure to support transfer of structured files.

There is difficul ty wi th a heterogeneous network , even at the data
transfer l evel . Since storage representations in two host computers may
be different, i t is often necessary to perform some transformation on

15 G. M. Schneider , “DSCL--A Data Specification and Conversion Language
for Networ ks ,” Proc. ACM SIGMOD Conference ( ACM , 1975) , pp 139-148.
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the data.* Presently, most file transfer protocol s allow the user to
specify a representation type which implicitl y or e x p l i c i t l y defi nes a
byte size for interpretation of received data . The capability of trans-
forming data to a form more suitable to user process needs has been pro-
vided by the Data Rec onfi guration Service and Data Specif icat ion Con-
version Langua ge. ‘ ‘ ‘ ~~ With these services , data is first i apped into
an i uiiiedi ate form (virtual network ~~~~~~ ta  I. I oii )

Transferring f i les between two computer systems is dif f icul t for
many reasons. Lack of standard access c ommands and pathname conventions
accounts for most of these difficul ties. An obvious solution to this
problem is the introduction of the network virtual file concept , which
defines standard network commands and pathname conventions. (For exam-
ple , a file name may be defi ned as a local ly recognizable string terrni—
mated by a blank.) The network virtual file system provides an immedi-
ate representation of the source and target f i les , and thus eliminate s
the necessity that the source file be identical to the target file.
Studies and eval uations of al ternative desi gns of network virtual file
systems that are now available shoul d provide insight toward prope r
standard representation of file systems.

Another difficul ty in file transfe r is the handling of access con-
trol , which defi nes users ’ access privileges both to the system and to
that system ’s files. This problem is currently an active research area
in both the computer network and distributed system community and for
designers of large data-base management systems. S

16 
j~ P. Fry , R. L. Frank , and E. A. Hershey I I I , “A Developmental Model
for Data Translation ,” P r oc. 7 9 - 2  ACM SICPh ’) FT • -~~ o/?c r . r -~~i ; 5 5 -

17 script ion.  Access and Contro l (1972), pp 71-106.
A. G. Merten and J. P. Fry, “A Data Descri ption Langua ge Appro ach to
File Translation ,” Proc. 29 74 ACM SIGMO T) Workoh ~p cv Pa lo  S O ~~~~~~~~

tion. Access and Contro 7- , Randal l Rus t in , ed. (ACM , 1974), pp 191-
10 206.
10 G. M. Schneider , “ DSCL--A Data Specification and Conversion Langua ge

for Networks ,” Proc. A ’ ~’ ~ T( ~~’OP (~~~~~ S r i ~~S ’ f r ’
~~ (ACM , 1975), pp 139-148. 5 1

*For exampl e , ASCII coded characters have diffe rent storage
representations in different systems. In PDP-10’s, five 7-bit A SCII
characters are stored left-adjusted , in a 36-bit word . In IBM 360’ s,
ASCII charac ters are stored in 8-bit EDBDIC codes. Similarly,
there is a representation problem when transmission is binary between
host computers wi th different word sizes .
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To a great extent , these di f f ic ul t i es in  f i l e  transfe r are encoun-
tered even in local systems. Some problem s, however , are uni que to geo-
graphically distributed networks. For exampl e, due to the relati vel y
low bandwi dth of the data link and hi gh tari ff , it is often too time-
consuming and costl y to move an entire file. Therefore, a file access
protocol which supports addressing, retrieving, and transferring data--
within a file becomes a necessity. Ad hoc file access protocols do
exis t, but satisfactory desi gns of such protocol s can only be obtained
when the problem of network virtual file system and access control is
solved .

Remote Job Entry Protocol s

A remote job entry protocol specifies the procedure by which a user
at one location causes a batch processing job to run at another loca-
tion. It specifi es the manner in which a user comunicates via the
network wi th a remote batch processing system, causing the system to re-
trieve the i nput file , process the job, and deliver the output file.
Thus , if some mechanism for smooth, rel i able file transfer wi thout el ab-
orate user intervention is used, many of the problems encountered in
providing remote job entry capability become relati vely simple. Many of
these problems have been addressed and solved in existing and proposed
remote job entry protocol ~~~

Future Developments in User Access Protocols

• It is clear that many problem s and unexplored areas remain in the
development of user- level protocols , particularly in the areas of
achieving true local-sharing capabilities wi thin a network , main taining

• distributed data bases (especially regarding security and rel i ability),
coordination of cooperating distributed processes, and real-time commu-
nication. These problems have often been approached from the standpoint
of rather narrow special interests. It appears that users of emerging
networks are heading toward making the same mistakes that early pro-
gran~ning langua ge designers made--de~eloping special -purpose , infl exible

• schemes for accomplishing tasks in what seems to be the most efficient
day, and then becoming locked into those methods. Even when sophis-
ticated user-level protocols emerge, there will be many users locked
in to their special-purpo se mechanisms.

19 B. Bressl er, R. Guida , and A. Mckenzie , Remote Job En try Protocol ,
NIC 12112 (Network Information Center, Stanford Research Institute ,
1972).
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A better approach at this time woul d be agreement between the major
networks on standards for common “ generic ” functions. It woul d then be
the responsibility of each server to provide a specified function , under
an agreed-upon generic protocol . This really amounts to a revival of
the UNCOL concept, which emerged in compiler technology after the pro-
liferation of special-purpo se langua ges. Currently, an initial attempt
in this direction is the devel opment of procedure cal l protocol , an in-
terprocess or inter-host protocol that allows processes wi thin one or
more host computers in a network (specifical ly AR PANET) to communicate
at a procedure cal l level . 2 0  The protocol is based on a model which
views a process as a col l ection of remotely callable procedures. Each
procedure can be invoked by name , and the model permits the process at
either end of the inter-process communication channel to invoke pro-
cedure s in its neighbor; in addition , the model permits a process to
accept two or more procedure calls for concurrent execution. In effect,
it makes the procedures of remote software systems accessible to the
local programmer. The procedure cal l protocol defines the virtual pro-
gramming environment in which remote procedures may be assumed to oper-
ate and in which the interprocess control exchange may be requi red to
implement the virtual programming env i ronment.

Other user protocols inc l ude the executive package , which includes
procedures and data stores for user identi fication , accounting, and in-
formation; the file package , which specifies the procedures for opening,
closing, and listing directories for creating, deleting, and renaming
files , and for transfer files and file el ements between processes; the
batch job package which includes procedures for creating and deleting
batch jobs, obtaining states of batch jobs, and communicating wi th oper-
ators of a batch processing host; and the l ow-level debug package , which
includes procedures for a remote process of debugg ing at the assembly
langua ge level any process known to the local process.

The major cri ticisms of procedure cal l protocol ’ s desi gn include: 2’

1. Recovery from component mal function may be awkward when handled
by a process which is being manipulated by having its procedures exe-
cuted.

5 2. The procedure cal l protocol seems too complicated to be used
for processing which requi res periodic but short interactions , and is
probably too compl ex for impl ementat ion in a smal l host.

20 R. Schantz, A Convnen~ar , f -
~ n I s- c ~~~T)n~c ~5 7l l~~c ic a V i~ ’c~~ ’ j -~~ l (S

21 RFC 684, NIC 32252 (Network Working Group , 1975).-

• 

A Con~nentary on Procedure GalZi~~ -ic a I l~cci~ T~~ ~-C ~ - • 1.
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3. It forces a master/slave (superior/inferior) relationshi p that
is unnatural for distributed systems.

4. The procedure cal l protocol formal i sm corrupts the clear no-.
tions of fork and join , since di~uny returns (temporary disconnection in-
stead of sharing of the communication link ) may be requi red for long-
del ay activities.

5. It neither directl y nor accura tely model s the network environ-• ment.

Fur ther analysis and eval uation may prove that this protocol is un-suitable for widespread use and that using its primitives for the con-
struction of distributed software systems may be too difficult. Never-
theless, its contribution will be in providing general princ i ples which
will aid in the future devel opment of user-level protocols.

5 i
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