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ABSTRACT

In this paper, we propose a computer security index for measuring
the security of computer systems and a strategy for purchasing computer
security countermeasures in a cost effective manner. Required inputs
for the model include definition of threats and countermeasures, relative
importance of threats, costs of countermeasures, and the effectiveness
of each countermeasure against each of the threats listed. If a standarde~
ized list of threats and countermeasures can be developed, the computer

security index could also be used to compare the security of different

computer systems.
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2. Questions to be Addressed

In this paper, we provide answers to questions such as those
listed below provided that the inputs listed below are given.

Question 1: We are making a one-time purchase of countermeasures
for a particular computer system. For a fixed budget
allocation, which set of countermeasures yields the
most security per dollar?

Question 2: We will be purchasing countermeasures over an extended
period of time. Which countermeasures should we buy
now and which countermeasures should be purchased later?

Inputs required for Questions 1 and 2:

a. Definition of threats and countermeasures

b. Rel?:ive importance of threats

c. Costs of countermeasures

d. Effectiveness of each countermeasure against each.threa:
listed.

Question 3: We are considering two computer systems. Which sys-
tem is the most secure?

Inputs required for Question 3:

Inputs a, b, ¢, and d above with the added provision that there
is a standard list of threats and countermeasures for the two systems.

There are other questions which could be answered by the model and

the accompanying computer program. These questions would generally be
different versioms, or rearrangements, of the above questions. Two:

such sample questions might be:

R ——
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Question 4:

Question 5:

We have several countermeasure packages which we

can purchase on an all or none basis. Which package
is the most secure?

We have already selected several sequences for pur-
chasing countermeasures and plan to implement one

of them. Which sequence is best from a security

standpoint?

As with Questions 1 and 2, the inputs required to answer Questions

4 and 5 are inputs a, b, c, and d above.

Given the flexibility of the model and the accompanying computer

program, ome might be able to answer other questions relating to the

security of cowputer systems, or for that matter, be able to answer ques-

tions relating to the security of other systems which are not computer

systems.
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3. Discussion of the Methodology
In this section, we shall discuss (1) the model we have

developed - applicable to all five questions above; (2) the measure
of computer security we have developed - called the computer security
index ~ applicable to all five questions above, but particularly appli-

cable to Questions 3, 4 and 5; and (3) the algoritims we have developed

(applicable to Questions 1 and 2 above).
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3.1. The Model

We have the following situation. An adversary has certain
objectives in attacking a computer, e.g., denying use by an authorized
user, obtaining access to classified or privileged information, etc. We
label these, say K objectives, 0q, 03, . ., Og, and assign them relative
weights wq, Woa o o oy Wge To achieve these objectives, the adversary

can utilize any of certain threats, say threats Tkl’ Tkz' o e T Tka

for cbjective Oy, k = 1, 2, . . ., K. It is quite possible that the
same threat could achieve two or more different objectives. For our
purposes, we would list the threat twice, calling it, say Ty2 and T24’
if it were the second threat listed to achieve objective 07 and the fourth
thieat listed to achieve objective 0,. We also have some countermeasure
set M;, My, . . ., QM which helps prevent the adversary from carrying
out the threats to achieve his objectives. We know the cost of the counter-
measures and we have a measure of effectiveness of each countermeasure CMj
against each threat Tpy in achieving objective 0Oy - calling this measure
of effectiveness Ckij‘ This measure of effectiveness ckij represents,
mathematically, the probability of countermeasure ij stopping threat Ty
against objective Ox. Diagrammatically we have the situation depicted in
Figure 1 (page 7).

The case where there is a one~to-ome correspondence between threats
and objectives, th;t is, where - Ig=...m= IK ; 1, will be called
the simplified model. And the case where there is a many-to-ome correspon-

dence between threats and objectives, that is, whers some I * 1, kw1,

2, . . .y K, will be called the generalized model.
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3.2. The Computer Security Index

We propose the.follawing computer security index U' for the full

countermeasure set (CM3, CMp, . . ., CMy).

' K Ik n b
U= 1l1- 1-2¢C
oE ™ 121 ( jEl ( kij)]

Let us examine this functiom:
ckij: represents probability that countermeasure CMj stops threat

Tk against objective 0. $ |
Eiij = (1-Cgq4): represents probability that countermeasure Cy

does not stop threat Ty against objective Oy.

(Continued on next page.)
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n —
Cpi. = ? ; (Ckij)‘ represents probability that threat rki is not

stopped against objective okr"-

cki' =] - E&i': represents probability that threat Ty4 against

objective O is stopped.

Cg.. = i ; Cyy- - represents probability that all threats against
=

objective Oy are stopped, i.e., probability that objective Oy is protected.
Recalling that w represents the relative weight of objective k, U' then
K

equals T  wy Ci ..
k=1

At this point, several observations may be made. First, we have
that 0 ¢ U' ¢ 1, if we replace wy by W = ¥k . So call this new index
R

L w
t=] -

U where we replace wy by Wk in the definition of U'. Second, we have
Cr.. < Ciq. for all 1 =1, 2, ..., I;. This is a "weakest link" type
property - that is, the probability of protecting an objective is no higher
than the lowest probability of stopping any particular threat against

that objective. In particular, this means that if we have zero probability
of stopping threat Ty4 against objective Oy, we have zero probability of
protecting objective Op. This all seems reasonable since any adversary
would certainly choose a threat with the least resistance to achieve an
objective.

If we had something less than a full countermeasure set, the computer

security index would be:

K Ik[ o xj
U=_¢g n I=0 (1 =Ceay) "l
k=1 e i=]1 j=1 ]

where xy = 1 if countermeasure an is included in set

0 1if countermeasure ij is not included in set

9




3.3. "The Algorithms
We can represent the countermeasure set being used by an n-long
binary vector
Y= (X1, X3, «oe» xn)
where: xy= 1 if countermeasure CMj is included in set Y
0 if countermeasure CMﬁ is not included in set Y 1
So, for n = 5, the vector Y = (1 0 1 1 0) means countermeasures CM,,
(M4, and.CM, are included in the countermeasure set and M, and Qg
are not included. There are of caurse 2@ possible countermeasure sets. F
OQur goal is to develop a particular sequence of countermeasure sets
Y1, ¥, ..., Y, that is in some sense cost effective, where Y; and Yi+l
differ only in that one position in the vector has a zero in ¥y and_a
one in Yi+1' For example, if
¥4y = (011101
the only candidates for Y4y are
Yi+l « (1131101

and

Ty = (011111).

So we start with an empty countermeasure set and add one countermeasure

at a time, in some cost effective manmner until we have a full countermeasure

set.

For each countermeasure set Yy, we have an associated computer security

n
index Uj and an associated cost E; = I Dj x4 where Dy is the cost of
i=1

countermeasure CMj. We could plot Uy vs. Ei and for a budget E;, we choose
countermeasure set Y;. If we get an additional amount of momey E4y; - Ey,

we use countermeasure set Yi+l’ obtained by adding one countermeasure to

countermeasure set Yi'




Let us now consider several algorithms for developing the sequence

of countermeasure sets to be purchased. For notational purposes, let

Ui, i=1,2, ..., n, je (1,2,...,n) be the computer security index
for countermeasure set Y;.; obtained by adding countermeasure Cxﬁ to
countermesure set Y;. We start with Yo = (0, 0, -y Q).

In our first algorithm Gl, we choose countermeasure M43 which

maximizes Ui - That is, we choose countermeasure CMy which maintains
E; + Dj
the highest security to cost ratio. After choosing countermeasure CMj,

we have Ei+l = Ei + Dj, and Ui+l = Ui.

In another algorithm, call it G2, we choose countermeasure CMj which

maximizes Ui - Ui' That is, we choose countermeasure CMﬁ which gives the

Dy

most increase in security per dollar. After choosing countermeasure CMj,

we have Ug,y = U and £y, = By + Dy.

The above algorithms are workable in the case Il_. Ip=... = Ik il
which is the case where there is a 1-1 correspondence £etween threats
and objeétives. In the more general case, however, where there is a
many-to-one correspondence between threats and objectives, (i.e., some
Iy #1, k=1, 2, ..., K), we may run into immediate trouble if we try
to use algorithms Gl or G2 since it is quite possible that Ui =04 for all
j=1, 2, ..., n. In such a case, we could not determine which counter-
measure would be best to add.* To counter this effect, we propose a surt
of "reverse G2" which we will label G2. Under this algorithm we start
with a full countermeasure set Y, = (1, 1, ..., 1) and delete counter-

measures so that the decrease in security index per dollar is minimized.

*Algorithm Gl would add the least costly countermeasure regardless of its

impact on security. Algorithm G2 would arbitrarily add the countermeasures

in numerical sequence. Neither method is very desirable.

11




That is, if we let 'ai represent the index for countermeasure set Y1

obtained by deleting countermeasure cuj from countermeasure set Yi.’ we

delets countsrmeasure cuj such that Ui - .i is minimized. After deleting

%y

= -j = -
counteremasure C.V.lj, we have U.t-l Ui and Ei-l ti Dj‘ This gives

us a sequence of countermeasure sets Y o Yn-l Yl which is the
r'a o0 ey

reverse of the sequence we desire. 5

(continued on next page)




We could also perform a "reverse Gl", call it Gl, where we delete

countermeasure CMj such that ﬁi is maximized at each step. That is,
E, - Dj

at each step, we delete a countermeasure so as to maintain the highest

security to cost ratio possible.

In Section 5 we will examine the performance of the four algorithms
for sample sets of data. In general, we recommend applying all applica-
ble algorithms and choosing the ome which gives the best results for the
questions being addressed. ,

We should note in passing that none of the algorithms proposed above
guarantee an optimal solution. Determining the optimal solution would
require that all n! possible sequences or all 2B possible countermeasure

sets be examined - a task which could easily become prohibitive.




4. Toy Problem (with Sample Calculations
To illustrate the calculations required for the computer security
index and the algorithms, let us comnsider the following toy problem.
Suppose we have three objectives (encompassing five threats) with the

relative and normalized weights listed below.

Qbjective Threats Relative Weight Normalized Weight
0y Wl 3 ' .200
Ty
02 Ty 5 .333
03 T31 7 .467
39

(Since there is a2 5 to 3 correspondence between threats and objectives
this is an example of the generalized model.)

Assume we have five countermeasures with the following costs:

Countermeasure Cost
oy 10
M, 10
QM 5
My, 3
Mg L

Our countermeasure effectiveness matrix, representing the probability

Ckij of countermeasure QM4 blocking threat T,, against objective Oy is

assumed to be:




VHPpEEEA

Countermeasures

4,y M, CM3 ' CM4 CMg

By .6 9
S8 .9 6

Taa 3

.8

T3y .7

(The computer-program input file for this toy program is found in

Appendix II, Table II-1l.)

Let us now execute algorithm G2 making use of the notation of

Section 3.

We must first calculate the computer security index for

the full countermeasure set. The numbers of threats in each objective

are I; = 2, I, = 1, and I, = 2, and the only non-zero C are:
1 2 3 kij

Cua = 6 Clzz = .9 CZ13 = .5
CllS = .9 Clza = .6 C3u = .8
C322 = 7

Other quantities and their values follow:

Eki- = Probability that threat Tyy is not stopped against

objective Ok'

ol ol
R
. L]
"o
~~ ~~
= -
CaE

(¢}
w
~

L]

¥
~~
=

]

»~n
[
.
)
~
(=
!

6) (1= .9) = .04
9) (L= .6) = .06
.5) = .5

.
B
~
[
]

.8) = .2
.7) = .3

Cg.o = Probability that all threats against objective 0, are

stopped

15




Cp.. = (.96) (.96) = .922
C.. = .5
C3.. = (.8) (.7) = .56
The computer security index of the 5 countermeasures then
equals

Us = (.2) (.922) + (.333) (.5) + (.467) (.56) = .612

We represent the full countermeasure set by Y5 = (1 1111)
and its cost by Eg = 29.

To continue with iteration 1 of the algorithm, we must calcu-
late Ei and ¥, j = 1,2,3,4,5 for 1 = 5 where Ei is the index if counter-
measure CMj is deleted from countermeasure set Y; and Fi is the factor

— ok - e ﬂ
we are trying to minimize. For algorithm G2, Fi 0y UI where Dj is
Py

the cost of countermeasure CMj and Ui is the index of countermeasure set
Yy. Some of the detailed calculatious for the first iteration are shown

below.

R T P S T P A Y s g Ly

Delete QM3 j
Gt1- = .04 Cp.. = (.96) (.96) = .922

Ciz- = .04

C21. = .5  Cg.. = .5

C31- = 1.0 C3.. = (0) (.7) =0

T3z. = .3

TL = (.2) (.922) + (.333) (.5) + (.467) (0) = .351

F: = .612 - .351 _
5 = .026



Delete CM, -

cll. = ,04 cl
Cpp, = (1.0) (o4) = .4
Cap, = 8 Cas
c31. = .2 Ci..
C3yz, = 1.0
=2
O
P2 = .612 - .282

g gt L R L =

10

= (.96) (.6) = .576 . _

= ,5

«033

(Continued on next page.)
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Delete CMS

Cyy. = <04 Cp.. = .922
Cpp. = .04

Eil. = 1.0 Ca..= O
Cyp. = 2 Cq.. = .56
Cp. = -3

02 = (.2) (.922) + (.333) (0) + (.467) (.56) = .446

P =, .612 - .446

B = ,033

Delete CM4

(1.0) (1) =.1 €, = (.9 (.9 =.8L

(.1 (1.0) = .1

al ol
BB
(] (1

.5 CZ.. = 05

Ol
w
6

= 02 C3 - -56

Q
S

2.'03

il

P (.2) (.81) + (.333) (.5) + (.467) (.56) = .590

= 0612 e -590
3

whk

= 007

‘Delete CM5

Cyp. = (L4) (1.0) = .4 Cq.. = (.6) (.96) = .576

C12. = .04
321. = 05 02.. - '5
Eal. - -2 Ca,, = 056
C3z, = .3

T3 = (.2) (.576) + (.333) (.5) + (.467) (.56) = .543
3 - -
P 802300 o 0

18
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measure CM,

i ” L Y

Since Fg is the minimum of F%, j =-1,2,3,4,5, we delete counter-

of U, = .590 at a cost of EA = 26.

Some detailed calculations for the second iteration follow:

Delete CM1 (CMA already deleted)
Cyy. = o1 Cr.. = (.9) (.9) = .81
S ¥
Cyy. = 5 Cy,, = .5
% - Cqy. = 1.0 Cy,. = (0) (.7) =0
Cyp. = -3
T = (.2) (.81) + (.333) (.5) + (.467) (0) = .329
T, - .ssoib % N ;
Delete CM, (CMa already deleted)
Cg. = -1 Cy.. = (.9) (0) =0
Cy,, = L0
k Cyy. = .5 Cy., = .5
Gy, = 2 C3.. = (.8) (0) =0
Cqp. = 1.0
U2 = (.2) (0) + (.333) (.5) + (.467) (0) = .167
: r - .5901-0.167 4L AT
1 Delete (M, (CM, already deleted)
Cyy. = .1 C1.. = (.9) (.9) = .81
Cyp. = o1 .
Cy1. = 1.0 Cp,. =0
Cyy. = .2 Cq,. = .56
L Cyp. = .3
T3 = (.2)(.81)+ (.333) (0) + (.467) (.56) = .426

FJ = .590 - .424 _ <033

yilelding countermeasure set Y, = (11101 with an index

- 19




Delate cns (CM4 already deleted)

En'_' 1.0 Ciee = (0) (29) =0
Cype = o1

Cyye = o5 Chee = .5

Cyye ™ <2 Cyee = .56

Cype = o3

Ty = (.2) (0) + (.333) (.5) + (.467) (.56) = .428
P, = 2590 - .428 = .162

1
Since Fi is the minimum of Fi, jJ =-1,2,3,5, we delete counter-
measure cnl yielding countermeasure set 23 = (0110 1) with an index

of U, = +329 at a cost of E, = 16.

3
Subsequent iterations delete countermeasures 2,5, and 3 yielding
the desired sequence (under G2) of 3,5,2,1,4 with respective indices
of (.167, .167, ,329, «590, .612).
The actual computer output for this toy problem is found in

Appendix II, Table II-2. (Minor deviations in the figures above and

the figures shown in the ocutput are due to round—-off errors.)




S. Illustrative Examples =~ Questions 1 and 2

In this section, we compare the algorithms discussed above in

providing answers to questions 1l and 2.




S.1 Generalized Model Example (Many to ome correspondence between
threats and objectives).

For purposes of illustration, we have considered a hypothetical
data base retrieval system. We have assumed our adversary to have
four objectives in mind: Objectives 01, 02, 03, 04- (For purposes
of this illustration, we have not clearly defined these objectives.)

We have arbitrarily given these objectives relative weights of 8, 7,
5, and 3 yielding normalized weights of 8/23, 7/23, 5/23, and 3/23.

In Table 1, we have listed twenty threats against the system and
denoted which of the objectives each of the threats accomplish. (The
same threat could have appeared for more than one objective - although
in this example, they do not.) In Table 2, we have.listed 19 counter-
measures at our disposal along with the costs of the countermeasures.
Table 3 contains hypothetical effectiveness of each of the counter-
measures against each of the threats (i.e., the probability that each
countermeasure blocks each threat).

We applied algorithms Gl and G2 to the above inputs (Tables 1, 2, 3)
to determine the sequence of countermeasures to be purchased under each
algorithm.

To answer question 2, using algorithm Ei, we would purchase the
countermeasures in the order shown in Table 4~1, and to answer question
2 using algorithm G2 we would purchase the countermeasures in the order
shown in Table 4-2.

To answer question 1, we would choose the algorithm and the cor-
responding countermeasure set which gives the highest security index.
For example, if our budget were $45K, we would use algorithm Ei, vielding

an index of .243, uaing countermeasures 7, 8, 17, 1, 19, and 13 (since

2

SR——




OBJECTIVE 1

Threats: 1

QBJECTIVE 2

Threats 5

10

TABLE 1

OBJECTIVES AND THREATS
(Generalized Model Example)

Relative weight: 8; Normalized weight: 8/23

Uncleared user qualifies on a classified accession number
Cleared user's terminal displays classified abstracts that
are not related to his work

Inadvertent writing in the direct files or into the pointer

_ table

Uncleared user modifies terminal to transmit the terminal

identification of a cleared site

Relative weight: 7; Normalized weight: 7/23

User enters illegal strategy for search

Uncleared terminal user falsifies identity by entering the
lentification of a cleared terminal

User enters an executive statement to perform a function

Unclassified terminal displays a classified document when user

guesses or knows the accession number

Information received from a remote terminal is used as an

instruction instead of data

Uncleared user accesses the direct file that contains classi-

fied abstracts

The check of the restored data bavk for accuracy fails

Batch program affects the data transfer operatiom

23
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OBJECTIVE 3

Threats: 13
14
15

16
17

18

OBJECTIVE 4

Threats: 19

20

Relative weight: 5; Normalized weight: 5/23

Classified abstracts are printed at the central site
Illegal command sequences to the system

Selected users enter data to be included in the data

bases

Incorrect direct file poin:err

Residual information in I/0 buffers are displayed to a ter-
minal user

Wrong data bank restored from mass storage

Relative weight: 3; Normalized weight: 3/23

Input buffer overflow conditiom

Qutput buffer overflow conditiom




10

13

14

Strict formatted entries

Identification from the remote terminal must match Ehe
code application program expects to receive froé that site
Dedicated phone line/dedicated I/O

Additional logic within each terminal which places terminal
identification code to each message it transmits

Input from a terminal is interpreted by the retrieval
program

Prior to release of data, user's classification field

must be verified

Add logic to check classification indicator in the

Direct File pointer

Require authorization prior to transmittal of classified data
Data base access accomplished while off-line

Staff verifies that the user is allowed to receive the
abstract prior to release

Check fields on document

Separate data bases - one classified and one unclassified
The accession number of the core must match the requested
accession number

Direct file is referenced only by the worker segments of the
retrieval program (without attempt to access)

File access table must deny the assignment of a classified

file to an uncleared user

5,000

5,000

1,000

20,000

8,000

6,000

1,000

15,000

300

300

5,000

3,000

1,000

4,000

4,000

)




17

18

19

Overwrite the output buffer and terminate transmission using
an end-of-transmission character check

Requests must be made through the executive program and all 15,000
checks are made by the executive program

Compare identifier of current user to. the identification code 3,000
in the restored data bank

Polled mode 6,000




TABLE 3

COUNTERMEASURE EFFECTIVENESS MATRIX*

Threats Countermeasures

A 2.3 & B-M& F @ 8 40wl . EAL ML G850 ESC gy S

e s ==

1 .8 Bl

2 ; .8
43 .8

L 4(.8 .8

10 S8

] 12 .8
: 13 Bl
141.5 .8

16 2 L i
17 .8
18 ' .6

19 .8
20 .81 9

*Entries are Probabilities that Countermeasures Block Threats
Blank Entries are Zero

SRR TISS
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TABLE 4-1

Algorithm Gl (Generalized Model Example)

Iteration Add Index Cost (SK |
i CM No. Ui Ey ;
1 7* .0 - j
2 g .0 - |
3 17% .0 i ?
4 1* 142 36.0 ;
5 19 .226 42.0 %
6 13 .243 43.3 ?
7 ek .243 -

8 18%* .243 -
9 16%% 27 49.3
10 12 .308 52.3
11 2 .356 57.3 |
12 5 .425 65.3 |
13 10 .438 65.6
14 3 . 449 66.6
15 14 479 70.6 |
16 15 .495 75.6
17 15 .500 79.6
18 6 .501 85.6
19 4 .504 105.6

*Add in any order |
**Add in any order A |




Iteration

13
14
15
16
17
18
19

* Add in any order
**Add in any order

add

~CM No.

19
18*
16%
13*
10*
9%
1%
12%%
Th%k
Rk

174

s &G B o

[«

TABLE 4-2
Algorithm G2 (Generalized Model Example)

Index

oi
.083
.083
.083
.083
.083
.083
.120
.120
.120
.120

.332
.409

.479
.495
.500
.503
.504

29

38.6
53.6
61.6
66.6
70.6
75.6
79.6
99.6
105.6




for $45K, algorithm G2 yields an index of omly .157). If our budget
were $54K, we would use algorithm G2 yielding an index of .332 using
countermeasures 19, 138, 16, 13, 10, 9, 1, 12, 7, 3, 17 and 8 (since
for $54K, algorithm Gl yields an index of only .308). Of course,
trade-offs between security index and countermeasure sets could also
be considered. For example, a system may have roughly the same
security index with two different countermeasure sets which zost
roughly the same. Yet one countermeasure set may be smaller, or more
easily implemented, or more desirable than the other even though it
might have a lower index. In such a case, we might still choose the
countermeasure set with the lower index.

A graphical comparison of the two algorithms is contained in
Figure 2 (page 31). We see that up to $36K, G2 is superior. From
$36K to $52.3K, Gl performed better. From $52.3K to $66.6K, GL and
G2 alternated and above $66.6K, they were nearly identical. It is
interesting to note that under algorithm G2, all threats have at least
some coverage (i.e., nonzero probability of being blocked) for a
lower expenditure than under algorithm Gl.

A sample input file for this example is contained in Appendix III
in Table III-l1. The first entry in the file is the algorithm chosen

(GLBAR or G2BAR). (All other input entries are defined in the file.)
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5.2 Simplified Model Example (One-to-one correspondence between
threats and countermeasures)

As another illustration, let us consider the simplified model
where there is a one—-to-one correspondence between threats and objec-
tives. In this case, we must denote a relative weight of each threat
which we have done in Table 5. The cost of the countermeasures and
the countermeasure effectiveness matrix is assumed to be the same as
in the previous example (Table 2 and 3).

Tables 6~1 through 6-=4 contain the sequences in which counter-
measures should be added for algorithms Gl, G2, Gl and G2, respectively.
As in Fhe case of the generalized model, we make use of these tables
to determine the sequence in which countermeasures should be purchased
to answer question 2, and the countermeasure set which should be used
to answer question 1.

For our sample data, algorithms Gl and Gl were found to be identical
and algorithms G2 and G2 were nearly identical. Algorithms G2 and G2
clearly outperformed algorithms Gl and Gl for expenditures beyond
$26.6K. Because of this we would probably choose algoritim G2 or G2
to answer question 2. For the same reason, we would probably choose
algorithms Gl or Gl to answer question 1 for cost constraints less
than $26.6K and choose algorithms G2 or G2 to answer question 1 for
cost constraints more than $26.6K.

As occurred in the previous case, it may be observed that all
threats had at least some coverage under algorithms G2 and G2 (i.e.,
nonzero probability of being blocked) for a lower expenditure than

under algorithms Gl or el.
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TABLE 5

THREATS
Simplified Model

Relative Weight Normalized Weight

8/124

15
16
17
18
19
20

*Threat description same as in Table 1




TABLE 6-1

ALGORITEM Gl
Simplified Model le
Iteration Add Index Cost (SK
P CM No. Uy Ey
1 9 .065 .3
2 7 .161 1.3
; 3 10 .168 1.6
| 4 13 .235 2.6
5 3 .281 3.6
6 1 ’ 477 8.6
7 : 16 .509 11.6
8 12 .534 14.6
El 18 .558 17.6
10 16 572 21.6
. 11 15 .575 25.6
F 12 19 .613 31.6
13 2 .628 36.6 :
: 14 11 .633 41.6
15 5 .681 49.6
16 17 .823 64.6
: 17 6 : .823 70.6
18 3 .882 85.6




5 ) TABLE 6-2
: ALGORITEM G2

% Simplified Model le
Iteration Add Index

i M No. Ui

1 9 .065

2 7 .161

3 13 .230

4 3 .274

5 1 .470

6 10 477

7 16 .509

8 17 .651

9 12 .676

10 18 .700

1 19 .739

12 5 .787

| 13 8 .845
i 14 . S .858
15 2 .873

16 1 .879

17 15 .881

18 4 .882

19 6 .883
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Cost

Eq
.3
1.3
2.3
3.3
8.3
8.6
11.6
26.6
29.6
32.6
38.6
46.6
61.6
65.6
70.6
75.6
79.6
99.6
105.6




Iteration

2

N -

10

12

14

16

17

18
i9

TABLE 6-3

ALGORITHM Gl
(Simplified Model Example)

Add Index Cost (SK
™ Yo. U1 EL
9 .065 3
7 .161 1.3 '
10 .168 1.6
13 .235 2.6
3 .281 3.6
1 477 8.6
16 ' .509 11.6
12 .534 14.6
18 .558 17.6
14 .572 21.6
15 .575 25.6
19 .613 31.6
2 .628 36.6
11 .633 41.6
5 .681 49.6
17 .823 64.6 3
6 .823 70.6 |
8 .882 85.6
4 .883 105.6
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Iteration

N =

F

13
14

16
17
18
19

(Simplified Model Example)

Add
CM No.

10
16
b %
12
18
19

c W

s G B o

[«

TABLE 6-4

ALGORITHM G2

37

Index

i
.065
.161
.229

.470
.476
.509
.651
.676
.700
.739
.787
.845

.873
.879
.881
.882
.883

Cost

.3
1.3
2.3
7.3
8.3
8.6

11.6

26.6

29.6

32.6

38.6

46.6

61.6

65.6

70.6

75.6

79.6

99.6

105.6

oy




A grapnical comparison of the four algorithms is contained in

Figure 3 (page 39). A sample input file for the example is con-

tained in Appendix III, Table III-2.
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5.3 Some Comments
Whether the results we have observed in Figures 2 and 3 for
our hypothetical examples hold true in general has not been studied

in this effort. However, algorithms G2 and Eﬁ, which performed as

well or better than algorithms Gl and Ei, appear more intuitively

appealing since they add countermeasures to the countermeasure set
so that the increase in computer security per dollar is maximized.
As mentioned earlier, we recommend running all four algorithms
for the simplified model (one-to-one correspondence between threats
and objectives) and algorithms Gl and G2 for the generalized model

(many-to-one correspondence between threats and objectives).
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6. Illustrative Example - Question 3

We have no illustrative example for Question 3. No effort has been
made in this paper to develop a standard set of threats and countermeasures.
If a standard set of threats and countermeasures were available for all
systems being comsidered, we would calculate the computer security index
for each system and choose the one with the highest index for the given
budget coustraint. However, trade-offs between security and cost might
still be considered. For example, one system may have nearly as high
security index as §nother but at a much lower cost so that we still might
choose the system with the lower index.

If it is not already obvious, we might point out that if a particular
threat is not applicable to a specific system, it may be entered but negated
by assigning it a zero weight; and a "built-in" countermeasure may be

handled by assigning it zero cost.

Ll
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7. Illustrative Example - Question 4.

For our example, let us use the simplified model example of Section
5.2, i.e., the case where is a one to one corrsspondence between threats
and countermeasures (using Tablef 3, 2, and 5 as our input).

Let us arbritarily assume that one package contains the first ten
countermeasures and the other package contains the last nine countermeasures.

A sample input file for the last nine counteremeasure set is in
Appendix III - Table III-3, where our first entry is "CSI ONLY" indicating
we want only the computer security index calculated.* (All input entries
are described in the file.)

The result of running the program (once for each countermeasure set)
is that the first ten countermeasure set has an index of .537 at a cost of
$§61.6K and the last nine countermeasure set has an index of .443 at a cost
of $44K. If one were deciding between these two countermeasure sets, one
would have to be determine if the additional index (.537 as opposed to .443)

is worth the additional cost ($61.6K as opposed to $44K).

*NOTE: If the input file were already set up for all 19 countermeasures and
the index for the first 10 countermeasures were desired, it may be more
convenient to use the "PRESET" option (to be discussed in the next section)
(rather than the "CSI only” option) and input the sequence so that the first
10 counteremasures appeared in the beginning the sequence. The desired

index would then appear at iteration 10 of the output.
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8. Illustrative Example - Question 5.

For our example, let us use the generalized model example of Section 5.1
where we use Tables 1, 2, and 3 as our inputs. Let us assume we are
interested in plotting the computer security index versus cost for the
following (arbitrarily selected) sequence of countermeasures: 4, 17, 8, 5, 19,
6, 11, 2, 1, 15, 14, 18, 16, 12, 13, 7, 3, 10, 9. A sanpie input file is
in Appendix III, Table III-4, where our first input entry is PRESET and
where we subsequently enter the above sequence. (All input entries are
described in the file.) The output is similar in nature to the output file
shown in Appendix II, Table II - 2, except that the sequence outputted
would be the sequence above. Actual results of the output is contained in
Table 7. If we wanted to ;ompare this sequence with another sequence, we
would run the progfam again with the new sequence substituted for the above

sequence. The results could then be compared and an appropriate decision

made as to which sequence to implement.
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p ,. z ‘
L TABLE 7 4
- PRE-SELECTED SEQUENCE 1
Generalized Model le
P
Iteration Add Index Cost (3K)
i 4 No. ] EL
1 4 .0 20.0 2
2 17 .0 . 35.0
3 8 .0 50.0
4 5 .0 58.0 |




2. Description of the Computer Program

A computer program has been written in FORTRAN for the CDC-7600
both to calculate the computer security index for any given countermeasure
set and to generate the sequence of countermeasures called for by algorithms
Gl, G2, Gl, and G2. The program has already been referenced many times in
the course of this paper. A listing of the program is found in Appendix 1.

Appendix 1 also contains a list and description of all variables used
in the program. In usihg the program, one should insure that the variables
are properly dimensioned for the problem being considered. (See Appendix 1
for gquidelines in this matter).

To indicate the general nature of the inéut and output files, sample

input and ocutput files for the running of the toy problem of Section 4

has been included in Appendix II.
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APP!EDIX I

This appendix contains a listing of the computer program and
definitions of the variables used in the program.

When running the program one should insure that the variables
are properly dimensioned for the problem being considered. To do this,
refer to the REAL and INTEGER dimension statements of the Program Listing
which has the following correspondence between dimension numbers and the
quantities they represent:

20 - Number of threats

19 = Number of countermeasures

8 = Maximum number of threats listed for any objective.




PROGRAM LISTING

PYOGRAM CSI

REAL ABSWT (20) sSUMWT swEIGHT (20) « INDEX(19) »
1] MATRIX(20+3919) 9 INDEXPF (20) s TEFMP,TEMP1

2 FACTOR(20+8) 9THR(20+38) sFACTV(2C95)
3 THRV(20) »COST(]19) +COSTP, TNDEXP) sFACT(19) s

4 TEMPZ2
INTEGER NeTsFLAGLICM(19) 91(20) sNELETE yMK

1 ITERIALGIOIPT1+SEQ(19)+sFLAG2
READ (5+249)

245 FORMAT (/7/777777777777)
READ (55230) ALG

230 FORMAT (k3)
IF((ALG.EQ,SRG] ) «OR. (ALG.,EQ.SRG2 ))

1 oPT1=1
IF ((ALG.EQ.SRG1IBAR) .OR. (ALG.EQ.SRG2BAR))

1 oPil1=2
IF (ALG.EQ.SRPRESE) QPT]1=3

IF (ALG.EQ.SRCSI 0).0PT1l=4
_READ _(5+200) TN

200 FORMAT (101IS)
READ (S+240)

240 FOURMAT(///7)

[F(OPT1.EQ.3) READ(S9241) (SEQ(I)sI=1sN)

241 FORMAT(10L5)
WRITE(65901) T

S01 FURMAT (22HNUMBER OF OBJECTIVES =s13)
ARITE(6+503)

903 FORMAT (32HNUMBER OF THREATS PER OBJECTIVE:)

READ (55200) (M(K)sK=1,sT)

WRITE (69902) (M(K)sK=1sT)
902 FORMAT(717,1X)

READ (59203) (ABSWT(K)s K=1sT)
203 FURMAT (10FS.0)

~ WRITE (65905)
930S FURMAT (28ARELATIVE WEIGHTS OF THREATS:)

ARITE (69904) (ABSWT(K)s K=1sT)
904 FORMAT(7F7.2s1X)

SUMWT = 0.0
DO S0l K=1.T

SU1 SUMWT = SUMWT + ABSWT (K)
00 502 K=1,T

Su2 WEIGHT(K) = ABSWT(K)/SUMWT
WRITE(64910)

910 FORMAT (30HNORMAL D WEIGHTS O HREATS?)
ARITE (6+800) (WEIGHT(K) s K=1,T)
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PROGRAM LISTING (PAGE 2)

300 FORMAT (F10.5)

WRITE (6+906) N

906 FORMAT (27HNUMBER OF COUNTERMEASURES

=913)

WRITE(69907)

907 FORMAT (24HCOST OF COUNTERMEASURES:)

READ (5+202) (COST(J)» J=LsN)
202 FORMAT (SF10.0)

WRITE (69908) (COST(J) sJ=1sN).
908 FORMAT (5F10.0)

COSTP = 0.0
D0 590 J=1,N

COSTP = COSTP + COST(J)
590 CONTINUE

WRITE(69512)
912 FORMAT(

140HCOUNTERMEASURE EFFECTIVENESS MATRIX:

DO S04 K=1,T

)

MK = M(K)
DO 5041 I=]sMK

READ (S9201) (MATRIX(KesIsJ)s J=19N)

201 FORMAT (10FS.1l)

WRITE (6+911) (MATRIX(KsIoeJ)y» J=19N)

S11 FORMAT(5F10.2)

WRITE(6+921)
921 FORMAT (/)

S041 CONTINUE
S04 CONTINUE.

D0 701 K=1lsT
MK =" M(K)

D0 701 I=1sMK
_00 7011 J=1,N

7011 MATRIX (KeIed) = 1.0 = MATRIA(KsIsJ)

701 CONTINUE

INDEXP = 0,0
D0 50S K=1,T

F(K) = 1.0
MK = M(K)

D0 50S1 I=1sMK
TEMP = 1,0

00 5052 J=1sN ;
5052 TEMP = TEMP#MATRIX(KsIysJ)

—_—

FACTOR(KsI) = TEMP
TEMP = 1.0 = TEMP

THR(KsI) = TEMP
F(K) = TEMP # F(K)

5351 CONTINLE
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PROGRAM LISTING (P:GE 3)

INDEXP = WEIGHT (K)®#F (K) + INDEXP
SuS CONTINUE

INOEXP1=]NOEAP

WRITE (6+4915) INDEXP

915 FORMAT (
L4UHCOMPUTER SECURITY INDEX FOR FULL /
238HCOUNTERMEASURE SET ENTERED IS EQUAL TO»
. 3 Fl10.5)

WRITE(6+916) COSTP
916 FURMAT(

140HTHE COST FOR THE FULL COUNTERMEASURE SET/ J
219HENTERED IS EQUAL TOs F10.0)
ARITE (6+925)
92S FORMAT(//7) |
IF (OPT1.EQ.4) GO _TO 99
WRITE (69926)

926 FORMAT(
140H&64#0#666###40#6####0%4600##49##0#0%9#04)
WRITE (6+925) S
IF(OPT1.EQe3) WRITE(699271)

9271 FORMAT(
14UHTHE SEQUENCE OF COUNTERMEASURES SELECTED/
24JUHBELOW HAS BEEN PRESELECTED BY THE HE _PERSON/
BAUHCURREVTLY RUNNING THE PROG?AM AND DOES 7/
44yHNQT NECESSARILY REFLECT THE OQOUTCUME OF /
S4UHTHE ALGORITHMS Gl9G2+GlBARY0R G2BAR )
IF(OPT1.NE.3) WRITE(6+927) ALG

327 FORMAT (16HSTART ALGORITHM sRS)
WARITE(6,925)

810 FORMAT (SF10.9)
IF(OPT]1 .EQ. 2) CALL ERASER (CM.Ns1l)
IF (OPT1 (NE. 2) CALL ERASER (FACTOR+20091.0)
ITER = 0 :
IF(OPT1 .NE. 2) INDEXP = 0.0
IF(OPT1 .NE. 2) TEMP2=3,.,0
IF(OPT1 .NE. 2) COSTP = 0.0

560 CONTINUE _ .
I[TER = ITER + 1
IF(ITER .EQ. N+1) GO TO S&l 4
IF(OPT1.NE.2) TEMPL1=0,0
[F(OPT1.EQ.2) FLAG2=1
IF(OPT1.EQ.3) GO TO S77
WRITE (6+917) ITER

917 FORMAT (
l4UHBELOWs IF COUNTERMEASURE X WERE /
22BHADDED (DROPPED) AT ITERATION +I3s1He / !




PRUGRAM LISTING (PAGE &)

340HTHEN THE VALUE QF THE FACTOR TQ BE
440HMAXIMIZED (MINIMIZED) IS Y AND THE NEw
: S&0HINDEXs IF X WERE ADDED (OROPPED)
| 640HWOULD BE Z
WRITE (65919) o
919 FORMAT(2X91HX96X91HY010X91HZ)
ST7 CONTINUE
D0 530 J=1lsN .
IF(OPT1.EQ.3 .AND. J.NE.SEQ(ITER)) GO TO S30
INDEX(J) = 0.0
IF_(cM(J) .EQ.O0 .AND, OPT1.EQ.2) GO TO S30
IF (CM(J) .EQel AND, OPT1.NE.2) GO TO 530
DO 5302 K=1oT
MK = M(K)
DO S302 I=1sMK
[F(MATRIX(K9I9J) eEQ,1e0 ANDe OPT1.EQe2)

—IN NN

e e L3 hagea st o

1 GO TO 601
IF(OPT1.EQ.2)

IFACTV(K9I) = 1.0 = FACTOR(KII)/MATRIX(KosTIy )
IF(OPT1eNE.2)

1FACTV(KsI) = 1.0 = cACTOR(Ks[)#MATRIX(KosIosJ)
GO TO S302

601 FACTV(KsI) = 1,0 = FACTOR(KsI) 4
5302 CONTINUE :
DO_400 K=1,T
MK = M(K)
400 CONTINUE
DO 5303 K=1sT
THRV(K) = 1,0
MK=M (K)
00 5303 I=1sMK et
S303 THRV(K) = TARV(K) # FACTV(KsI)
DO 5304 K=1,T
S304 INDEX(J) = WEIGHT(K)®THRV(K) + INDEX(J)
IF (OPT1.EQs3 .AND. J.EQ.SEQ(ITER)) GO TO 573
IF (CINDEX (J) ¢LE+0.00000001) «AND« (OPT1.EQ42))
1 Sele s s GO_TO 760
IF (ALG .EQ. SRGlL )
1 FACT (J)=INDEX (J) / (COSTP+COST(J))
[F(ALG +EQ. SRG2 )
1 FACT(J)=(INDEX (J) =INDEXP) /COST (J)
IF (ALG +EQ. SRG1BAR)
1 FACT (J)=(COSTP=COST (J))/INDEX (J)
IF(ALG +EQ. SRG2BAR)
1 FACT (J)=(INDEXP=INDEX (J))/COST (J)
~ 760 CONTINUE
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PROGRAM LISTING (PiGE 5)

IF((L,DEX(; LE.0.00000001) +AND, (OPT1.£Q.2))
GO Tn 5291
GO TO 5292

5251 INDEX (J)=0,0
IF (ALG.EQ.SRG2BAR) GO TO 5292

WRITE(6+8251) Js INDEX(J)
825) FORMAT (134X sSHLARGE s 1XyF]10.5)

GUY TO S30
5292 CONTINUE
IF(OPT1.NE.3)
1 WRITE (6+825) JsFACT(J) s INDEX(J)

825 FORMAT(I3sE10.19F10.5)
IF (FLAG2.EQ.1 . AND. OPT1.FQ.2) GO TO 5003

IF(FACT(J) cGE.TEMP]l .ANDe OPT1.£Q.2)

b o GO _TO 530
IF(FACT(J) JLE.TEMPL ,AND. OPT1.£Q.1)
1 GO TO 530
5003 CONTINUE
FLAG2=y
DELETE =

TEMPl = FACT(J)

S30 CONTINUE
S73 - CONTINUE

IF (OPT1.EQ.2) CM(DELETE) = ¢
IF(OPT1.EQ.3) DELETE=SEQ(ITER)

IF (OPT1.NE.2) CM(DELETE) = 1
INDEXP = INDEX (DELETE)

IF ((INDEAP.LE.0.00000G01) .AND. (OPT1.EQ.2))
1 GO T S61

IF(ITEMP3 .EQ.ODELETE) FLAGL=1
IF (TEMP2.EQ. INDEXP . AND. OPT1.EQ.1)

1 FLAGL=1
IF(FLAGL +.EQ. 1) WRITE(6+R8216)

8216 FORMAT(////
L40HATTENTION =—=== STOP

24UHADDITION OF ANY COUNTERMEASURE DOES NOT
34uHINCREASE INDEX.

44UHYQU SHOULD BE USING ALGORITHM G1BAR OR
S40HALGORITHM G2BAR

~ NIN NN

IF (FLAGL .EQ. 1) GO TO 99
TEMP2=INDEXP

ITEMP3=DELETE
IF(OPT1.EQ.2) COSTP=COSTP-COST(DELETE)

IF(OPT1.NE.2) COSTP=COSTP+COST(NELETE)
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PROGRAM LISTING (PAGE 6)

DO 580 K=1,T
MK = M(K)
DQ S89 I=1,MK
IF(OPT1 .EQ. 2)
JFACTOR(K+]) = FACTOR(KsI)/MATRIX(KsI+DELETE)
IF(OPT1 JNE. 2)
LFACTOR(K,I) = FACTOR(KsI)#MATRIX(K,I,DELETE)
S80 CONTINUE
WRITE (6,8211) ITER
8211 FORMAT (SHITERATION.IJ)
IF (OPT1.EQ.2) WRITF (6s8212) DELETE
8212 FORMAT (6HDELETEs I3)
IF (OPT1.NE.2) WRITF (6+8214) DELETE
8214 FORMAT (3HADDsI3)
WRITE (698213) (CM(J) s J=19N)
8213 FORMAT (6ACM SET» 2012)
WRITE (6+900) INDEXP,COSTP
900 FORMAT (SHINDEXsF10.595X94HCOSTsF10.0///)
_~ IF(INDEXP.EQ.INDEXP) .AND., OPT1.NE.2)
1 "GO 10 561
GO_TO 560
S61 CONTINUE
IF (OPT1.NE.2) GO TO 99
WRITE(6+921)
wRITE (6,2000)

2000 FORMAT (
140HINDEX WILL DROP TO ZERO /

~

240HWITH FURTHER DOELETIONS.
99 CONTINUE

WRITE(6+925)
STOP

END
% END

Sk
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Text Symbol
(1f applicable)

(See Section 3)
Wk

Ck..

DEFINITION OF VARIABLZS
USED IN COMPUTER PRO™4M

Program
Variable

ABSWT (k)

ALG

@1(3)

COST(3)

COSTP

DELETE

F(k)

FACT(3)

FACTOR (k,1)
FACTV(k,1)

FLAG1

FLAG2

INDEX(§)

INDEXP?

55

Definition
Relati s weight of objective k

Designaites options for running
programs (also see OPT1)

Indicates whether countermeasure
j is in countermeasure set

Cost of - vatarmeasure j

Sum of costs of countermeasura
sets

Countermeasure n uber added or
deleted

Probability that all threats
ggainst objective k are blocked
(for full countermeasure 3et
entered)

Quantity to be maximized (or
minimized) during operatiom of
algorithms

Probability that the 1ith threat
of objective k is not blocked

Probability that the ith threat
against objective k is blocked

Dummy variable which sets to
one if index does not increase
as countermeasures are added
under algorithms Gl and G2

Dummy variable which is used
in operatiom of algorithms
Gl and GZ

Computer security index if jCtB
countermeasure is added (or
dropped)

Computer security index




Text Symbol
(if applicable)
(See Sectiom 3)

Ix

Program
Variable
ITEMP3
ITER

M(k)

MATRIX (k,1,])

Definition

Temporary storage location for
DELETE

Iteration number in executing
algorithms

Number of threats for objective k

Probability thattgth counter-
measure blocks it2 threat of
objective k (later changed to
(1-probability)

Same as M(k)
Number of countermeasures

Designates options for running
programs
1. Algorithms Gl or G2 imple-
mented
2. Algorithms GI or GZ imple-
mented
3. Computer security index
calculated for pre-selected
sequence of countermeasures
4. Computer security index
calculated-algorithms are
not run

Sequence of countermeasures to
be examined if user submits owm
sequence

Summation of ABSWT (k)

Number of objectives

Temporary storage location
for FACT(J)

Temporary storage location for
computer security index

Probability that the ith threat
against objective k is blocked (for
full countermeasure set entared)

Probability that all threats
against objective k are blocked

Normalized weight of objective k
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APPENDIX II

This appendix contains a sample input file and a sample output file
of the computer program. The two sample files chosen are for the toy

problem of Sectiom 4.
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TABLE II-1
SAMPLE INPUT FILE
' (TOY PROBLEM)

DATA SET FOR PROGRAM CSI
ENTER HERE:

PARAMETERS REPRESENTING FORMAT
TeN~ NO. OF OBJECTIVES 215
NO. OF COUNTERMEASURES
M(X) ~ °° NO. OF THREATS PER (101I9)
0BJECTIVE K
"ABSWT (K) RELe WwT. OF OBJECT. K (1015)
COST(J) COST OF COUNTERMEAS(RE J (S110)
MATRIX(KyIsJ) COUNTERMEASURE MATRIX (10FS.1)

BEFORE ENTERING ANY OF THE PARAMETERS ABOQVE»s ENTER
ON THE NEXT LINE THE ALGORITHM DESIREND (E.Ge Gl»
G2yG1BAR,G2BAR). IF YOU ARE USING A PRE~SELECTED
SEQUENCEs ENTER #PRESET# ON THE NEXT LINE. IF YOU
WANT ONLY THE COMPUTER SECURITY INDEX
CALCULATEDs ENTER #CSI ONLY® ON THE NEXT LINE
G23AR

3 S
(IF YOU ARE USING A PRE=SELECTEnN SEQUENCE OF
COUNTERMEASURESs [.E. YOU HAVE ENTERED PRESET
ABQVEs THEN ENTER THAT SEQUENCE ON THE NEXT LINE
IN FORMAT (10IS). OTHERWISEs CONTINUE ENTERING
PARAMETERS AS DIRECTED ABOVE.)

2 1 2
3 5 7
10 10 5 3 |

Io .0 ‘o .6 .9
.o. : .9 - .o .6 .0
o0 «0 S ] o0
o3 0 «0 «Q o0
.0 .7 .0 .q .q
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TABLE II-2
SAMPLE OQUTPUT FILE
' (TOY PROBLEM)

NUMBER OF OBJECTIVES = 3
NUMBER OF THREATS PER O0BJECTIVE:
a 1 2
RELATIVE WEIGHTS OF THREATS:
3.00 5.00 7.00
"~ NORMALTZED WEIGHTS OF THREATS:
«20000
i «33333
« 4667
NUMBER OF COUNTERMEASURES = S
COST OF COUNTERMEASURES:

AT 10 5 3
COUNTERMEASURE EFFECTIVENESS MATRIX:

0400 0,00 0.00 .60

0.00 .90 0.00 .60

©-0.00 0.00 .50 0.00

.80 0.00 0.00 0.00

0.00 .70 0.00 0.00

COMPUTER SECURITY INDEX FOR FuLL
COUNTERMEASURE SET ENTERED IS EqUAL ToO
THE COST FOR THE FULL COUNTERMEASURE SET
ENTERED IS EQUAL TO 29

222222 242222222 12222222 2222222222 g 2

START ALGORITHM G2BAR
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TABLE II-2 (CONTINUED)

BELOW» IF COUNTERMEASURE X WERE

ADDED (DROPPED) AT ITERATION ly

THEN THE VALUE OF THE FACTOR TO BE
MAXIMIZED (MINIMIZED) IS Y AND THE NEW
INDEXs IF X wERE ADOED (DROPPED)

WOuLD BE Z
X Y z
1 2.6E=-02 35099
2  3.3E-02 ..28i87 by
3 3.3E-02 44565
4 T.4E=03 «59000
S 6.9E-02 54320
ITERATION |
DELETE
CM SET 11101

INDEX  .55000 cosT 26

BELOWs IF COUNTERMEASURE X WERE
ADOED (DROPPED) AT ITERATION 2y
THEN THE VALUE OF THE FACTOR TO BE
MAXIMIZED (MINIMIZED) IS Y AND THE NEW
INDEXs» IF X WERE ADOED (DROPPED)
WQULD BE Z
X Y Z
1 2.6E-Q2 « 32867
3 3.3E-02 «42333
ITERATION 2

DELETE 1
CM SET 0 1101
INDEX  .32867 cosT 16

BELOWs IF COUNTERMEASURE X WERE
AODED (DROPPED) AT ITERATION 3,
THEN THE VALUE OF THE FACTOR TO B3E
MAXIMIZED (MINIMIZED) IS Y AND THE NEW
INDEXs IF X WERE ADDED (DROPPED)
WOULD BE Z

X Y z

2 1.6E=02  .16667

3 3.3E-02  .16200

S 1.6E=01 16667
ITERATION 3

DELETE 2
CM SET 0 0 1 01
INDEX 016667 cosTt 6

T R R e ar LR a——



TABLE II-2 (CONTINUED)

BELOws [F COUNTERMEASURE X WERE
ADDED (DROPPED) AT ITERATION 4
THEN THE VALUE OF TME FACTOR TO BE
MAXIMIZED (MINIMIZED) IS Y AND THE NEW
INDEXs IF X WERE ADDED (DRQPPED)
wQuLD BE Z
Riiby i A 2
T 977 B.9E~-16 .[6667
ITERATION &

oI § T T o
CM SET U 0100
INDEX ~  .16667 ~ COST ]

"BELOWs IF COUNTERMEASURE X WERE
ADDED (OROPPED) AT ITERATION 5,
THEN THE VALUE OF THE FACTOR TO BE
MAXIMIZED (MINIMIZED) IS Y AND THE NEwx
“INQEX+ IF X WERE ADDED (DROPPED)
WQuLD BE Z
e IR e z
3 3.3e-02 0.00000

" INDEX WILL DROP TO ZERO
WITH FURTHER DELETIONS.




APPENDIX III

This appendix contains sample input files for examples considered

in other sections of the text.

Sample Output File

Table III-1
Table III-2
Table III-3
Table III-4

Relevant Section

s ‘1
5'- 2
7
8




== TaBLE I[II-1
SAMPLE INPUT FILE
T (GENERALIZED MODEL EXAMPLE)

DATA SET FOR PROGRAM CSI
ENTER™ HERE:

PARAMETERS REPRESENTING FORMAT
TeN~™" °~ NO. OF OBJECTIVES 215
NO. OF COUNTERMEASUPRES
M(K) NO. OF THREATS PER (101I5)
0BJECTIVE K
ABSW T(K) REL. WT, OF OBJECT. K (10ILS)
COST(J) COST OF COUNTERMEASURE J (S110)
MATRIX(KsTsJ) COUNTERMEASURE MATRIX (10FS.1)

BEFORE ENTERING ANY OF THE PARAMETERS ABOVEs ENTER
ON THE NEXT LINE THE ALGQORITHM DESIRED (E.G. Gl
G2+G1lBARYG2BAR). IF YOU ARE USING A PRE=-SELECTED

SEQUENCE, ENTER #PRESET# ON THE NEXT LINE. IF YOU

WANT ONLY THE COMPUTER SECURITY INDEX
CALCULATEDs ENTER #CSI ONLY# ON THE NgXT LINE
G2BAR

4 1S :
(IF YOU ARE USING A PRE=~SELECTEN SEQUENCE OF
COUNTERMEASURESs I.E. YOU HAVE ENTERED PRESET
ABOVEs THEN ENTER THAT SEQUENCE ON THE NEXT LINE
IN FORMAT (10IS)., OTHERWISEes CONTINUE ENTERING

PARAMETERS AS OIRECTED ABQVE.)

4 38 6 2
8 7 S 3 :
SG00 - 5000 1000 20000 8000

6000 1000 15000 1300 300
T 5000 ° 3000 1000 4000 4000
3000 15000 3000 6000

g RS S R B D SRR R SR SRR
8 o7 ] «0 o0 0 o0 o0 )

-0 .0 .o .9 Oo Co 00 08 .O .0
.0 '0 .0 .0 .0 .a .6 .0 Qo

.O .0 Oo .0 .0 .0 .0 .0 .0 .O
.0 00 OO .Q .q .Q .8 -0 .0

‘ .8.-.- .a .0 .0 ‘Q .9 .0 .0 .0 .o

0 &8 B &8 0 0 0 L0 .0 :

5 .8 .0 Oo .Q .q .Q .Q .0 .0 .Q
.0 00 § 00 oq 09 oq 00 op 00

REMAINDER OF COUNTERMEASURE EFFECTIVENESS DATA
SRR ey ° HAS BEEN OMITTED

é3

e o

—




—

S ) TABLE III=2
SAMPLE INPUT FILE
(SIMPLIFIED MODEL EXAMPLE)

DATA SET FOR PROGRAM CSI 4
ENTER HERE:
PARAMETERS  REPRESENTING FORMAT
ToN NO. OF OBJECTIVES 2IS
NO. OF COUNTERMEASURES
M(K)" 777 7 NO. OF THREATS PER (10I5)
OBJECTIVE K Iy
"ABSWT(K) ™ "REL. WT. OF O0BJECT. K (1015)
COST(J) COST OF COUNTERMEASURE J (S110)
MATRIX(KsIsJ) COUNTERMEASURE MATRIX (10FS.1)

BEFORE ENTERING ANY OF THE PARAMETERS ABOVEs ENTER .
ON THE NEXT LINE THE ALGORITHM NESIRED (E.Ge Gl ]
G2+sGlBAR+G2BAR), IF YOU ARE USING A PRE-SELECTED
"SEQUENCEs ENTER =#PRESET® ON THE NEXT- LINE. IF YOU
WANT ONLY THE COMPUTER SECURITY INDEX
‘CALCULATEDs ENTER #CSI ONLY®* ON THE NEXT LINE
G28AR
R T . e
(IF YOU ARE USING A PRE=SELECTED SEQUENCE OF
“COUNTERMEASURESy I+.E. YOU HAVE ENTERED PRESET
ABOVEs THEN ENTER THAT SEQUENCE ON THE NEXT LINE
IN FORMAT (10I5)., OTHERWISEs CONTINUE ENTERING
PARAMETERS AS DIRECTED ABOVE.)
i 1 1 1 1

1 1 1 1

1 1 1 1 1 1 1 1 1

T8 8”8 3 7 7 g 7 7 7

7 7 5 S S S S S 3 3

TTTTOB000 T T T T S000 1000 20000 " 8000

6000 1000 15000 300 300

— © 3000 1000 4000 4000
34600 15000 3000 6000 3

e xl Tel o0 0 .0 .8 o0 o0 0
.8 .7 00 06 00 09 -0 .0 .0
: .-0-' >Q° _00“ 0 .0 .0 00 oa 00 .0
.O .0 QO ol) .0 .0 .0 .O '0 .
;0*'.0 ) 00 -0 .0 oq .Q 00 00 oq
.0 -0 00 00 00 .0 .8 .0 0‘0
-‘08‘ = .3"' .0 00 09 09 .0 oq 'O .0
.0 .0 oo 00 00 .0 .Q 00 .0 .
S . .8“ .0 b 00 “'.0 .9 00_ 09 . 00 .0 OQ |
.0 o0 «0 o0 0 «0 «0 o0 0 |

REMAINDER OF COUNTERMEASURE EFFECTIVENESS DATA
L "7 HAS BEEN OMITTED




‘TABLE III-3
SAMPLE INPUT FILE
(SIMPLIFIED MODEL EXAMPLE)

DATA SET FOR PROGRAM CSI

ENTER HERE :
PARAMETERS REPRESENT ING FORMAT
TeN 7777 7 NO. OF OBJECTIVES 215
NO. OF COUNTERMEASURES
M{K)™™" " " NQ. OF THREATS PER (1015)
0BJECTIVE K
ABSWT(K) ~ REL. WT. OF OBJECT. K (1015)
COST(J) COST OF COUNTERMEASURE J  (SI10)
MATRIX(KsTsJ) COUNTERMEASURE MATRIX (10FS.1)

BEFORE ENTERING ANY OF THE PARAMETERS ABOVEs ENTER
ON THE NEXT LINE THE ALGORITHM NESIREN (E.Ge Gl
G2+G1BAR»G2BAR)+ IF YOU ARE USING A PRE=-SELECTED
SEQUENCEs ENTER #PRESET® ON THE NEXT LINE. [IF YOU
WANT ONLY THE COMPUTER SECURITY INDEX
CALCULATEDy ENTER #CSI ONLY®# ON THE NEXT LINE
CSI ONLY

4 9
(IF YOU ARE USING A PRE-SELECTED SEQUENCE OF
COUNTERMEASURESs [.E. YOU HAVE ENTERED PRESET
ABOVEs THEN ENTER THAT SEQUENCE QN THE NEXT LINE
IN FORMAT (10I5). OTHERWISEs CONTINUE ENTERING
PARAMETERS AS DIRECTED ABOVE.) :

r 1 1 1 1 1 1 1 1 1
1 3 1 1 1 1 1 1 1 1
3 8 8 8 7 T 7 7 7 7
7 7 S S S S S S 3 3
SG00 30900 1000 4000 4000
3000 15000 3000 6000 ?

87 &1 W Wl W0 e8 W WU WD
.0 00 00 .0 09 oq .0 _oo .0
oF “ 40 = U 0 8 8 B 0 0
-0 00 00 00 00 .o .0 .0 00
Ol R R S SR T R R
.0 00 00 00 .o ‘0 QO 00 00

& .O.—“- .o i .0 .9 .o .0 .0 .o .0

8 o7 o0 o0 o0 e0 o0 o0 o0
.0 —“Oo .0 .0 .o .0 .0, .0 .0
.0 ‘9 .7 .8 .9 .o_ .0 .o .0

REMAINDER OF COUNTERMEASURE EFFECTIVENESS DATA
TTT T 4AS BEEN OMITTED
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TABLE [II=-¢
SAMPLE INPUT FILE
(GENERALIZED MODEL EXAMPLE)

DATA SET FOR PROGRAM CSI

ENTER HERE:
PARAMETERS

TeN ~

MEKY T

ABSWT(K) 7

COST(J)

REPRESENTING
NO. OF OBJECTIVES
NO. OF COUNTERMEASURES
NG. OF THREATS PER

OBJECTIVE K
OF O0BJECT.
COST OF COUNTERMEASURE J (SI10)

REL. wT,.

MATRIX(K9TsJ) COUNTERMEASURE MATRIX

BEFORE ENTERING ANY OF THE PARAMETERS ABOVEs ENTER
ON THE NEXT LINE THE ALGORITHM DESIRED (E.Ge Gl
IF YOU ARE USING A PRE-SELECTED
ENTER #PRESET® ON THE NEXT LINE. IF YOU
WANT ONLY THE COMPUTER SECURITY INDEX

CALCULATEDy ENTER #CSI ONLY# ON THE NEXT LINE

G2+G1BAR+G2BAR)

SEQUENCE

PRESET
-

COUNTERMEASURES »
IN FORMAT (10IS).

9

19

(IF YOU ARE USING A PRE=-SELECTEN SEQUENCE OF
I.E« YOU HAVE ENTERED PRESET
ABQVEs THEN ENTER THAT SEQUENCE ON THE NEXT LINE
OTHERWISEs CONTINUE ENTERING

PARAMETERS AS DIRECTED ABOVE.)

6 ITT
is 18
4 8
8 7
5300
6000
S000
3@00

0T W0
8 o7
«0 o0
o0 «0
.0 .-‘.o
.o .0
«8 «8
.G .o

8 o0
«0 «0

REMAINODER OF COUNTERMEASURE EFFECTIVENESS DATA
|19 HAS BEEN OMITTED

8 S
16 12
6 2
S 3
75000
1000
3000
15000

0 .0
«0 .0
0 .0
«0 &0
] Oo .o
0 0
“e0 W0
N
.0 .o
00 .0

19
13

.0
)
)
«Q
o0
0
«0
o0
o0
«0

6
7

1000
15000
1000
3000
"0
.0
.0
.0
.0
o0
.0
.0
o0
.0

i1
3

8
.0
0
«0
o0
8
.0
0
.0
«0

FORMAT
215

(10I9)
(10I5)
(10FS.1)

2 1 15
10 9
20000 8000
300 300
4000 4000
6000 £
M 8 0
o0 «0 ;
.8 0 o0
«0 «0 L
.0 .o .o
0 e0
0 od 0
.9 00
.0 0 .0
<0 <0 ;

i e b




