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Abstract Model of M3G 1

Summary

This report describes the first phase of an experiment
designed to demonstrate techniquas for software development
and evol .tion. The experiment involves the production of a
family of functicrally similar systems on dissimilar host
computers with markedly different operating systems. The
basic techniqu2 beinz wused 1is machine assisted stepwise
refinement from an abstract model program that embodies the
desired characteristics of the family members without
overconstraining the individual implementzatiors.

The exemplary system being develcped in this experiment
is MSG, the interprocess ccmmurnication component of the
Naticnal Software Works (NSW). M3SG has already been
specified and implemented by cconventionral means for several
host ccmputers. OQur experiment consists of producticen of
an abstract model of the MSG family. realization of MSG on
two actual hosts, to study the incremental costs of
producing new instances by cur techniques froem a suitable
model, and evoluticn of the MSG family in accord with actual
changes to the MSG specification as they arise, to evaluate
the efficiencies of maintaining families ir unison.

The first phase of <the project, creation of a
preliminary MSG model, is complete. This report is a guide
to readers of the model. Section 1 gives an introduction to
the experiment and to MSG. Section 2 is an overview of the
model, discussing its internal structure and external
interfaces. Communicaticn between MSG and the local
processes it serves is described, as are the sequencing and
buffering algorithms by +shich interprccess messages are
delivered. The method wusei to encapsulate the detailed
representations of network protocol items is presented, and
the schemes for ~cleaning up MSG's data base when
transacticns time out or are rescinded are also discussed.
Finally, section 3 of the report provides a guide to the
language in which the model is written

The text of the model appears in the appendix.
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1. Introduction

An experiment in program development and evolution 1is
under way at Harvard's Center for Research in Computing
Technology. Its purpose is to test techniques intended to
reduce the cost and enrnhance the reliability of software

maintenance.

The experiment involves the implementation of a system
of moderate size and complexity that has been designed for
the Defense Department and has been implemented for several
host computers Dby conventional means. The exemplary system
is thus actually a family of programs sharing a common
specification but having a nunber of markedly different

implementations.

Such families occur quite frequently. Operating
systems tnat must provide similar environments or different
physical configurations, coemmunications processors that must
observe a common protocol while running on a variety of host
machines, and compilers of the same programming language for
different target computers car all be regarded as comprising

families.

Our experiment deals particularly with the creation and
maintenance of such program families, although the
techniques we employ are effective in developing
single-instance systems as well. Our aim is to show that by

concentrating from the outset on the development of a family
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of programs, designers canr dramatically reduce the costs of
producing a new member of the family and of maintaining its

members in unison.

1.1 The Exemplary System: MSG

The specifié program wWwe are experimenting with, called
MSG, 1is the interprocess communications handler for the
National Software Works (NSW) ([Spec]. The NSW is a
distributed operating system now being developed feor the
ARPA network It provides users of the ARPANET with a
uniform means of accessing the tools and data bases of the
network without having to know where they reside cr how to
deal with the idiosyncracies of individual tocl-bearing

hosts.

An instance of MSG runs on cach host participating in
the NSW. In effect, it extends the local host operating
system. It iS responsible for starting and managing the
processes which implement various NSW functions, such as the
Works Manager, which assigns tasks to tool bearing hosts,
the File Package which 1implements a distributed filing
system, the Front End, which provides users with a uniform
interface to the NSW, and the Foremen, which supervise the

various tools.

MSG routes messages between NSW processes, and, when
necessary, establishes direct network connections between

them. Messages may be either generically or specifically
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Abstract Modal of MSG 4

addressed. A generically addressed message causes MSG to
seek or create a process of a particular class (e.g., Works
Manager). Specifically addressed messages are routed by MSG
to a precisely desigrated da=stination process. They are
normally used after communication has been established using

a generically addressed message.

MSG provides facilities for ordering messages and
synchronizing message streams with respect to unusual events
or exceptions. Normally, MSG does not guarantee that
messages will be delivered 1in the order submitted. The
sending process, however, may specify that a subset of its
messajes to a given destiratiorn must be delivered in the

sequence sent, and that such sequenced messages must not be

sent if earlier members of the sequence were not deliverable

for some reason.

To permit 1interprocess signallinrg of exceptional
events, MSG provides for high priority transmission of short
communications, called alarms. Alarms are handled
independently of ony message traffic between the sendirng and
receiving processes. They can be wused to facilitate

resynchronization of a message interchange.

To aid synchronization of messages with alarms, MSG

permits certain messages to be stream-marked. A

stream-marked m._.sage will be delivered after any prior
messages to the same destination and before all those sent

subsequently.

e i B e i s
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Instances of MSG cn different hosts communicate using a
protoceol that providas for the establishment and termiraticn
of MSG-to-MSG network connections and for all three types of
communication supported Dby MSG: messages, alarms, and
direct connections between processes. The message protocol
includes items that facilitate flow control so that the
burden of buffering messages can be distributed Dbetween

sender and receiver when traffic is heavy.

Further dletails ca the functions performed by MSG and
on the MSG-un-MSG protocel can be fourd in the MSG Design
Specification [Cgec). A familiarity with the specification

will be assume? in section 2 of this report.

1.2 Method of Develoyment and Evolution

Our hypothesis is that program maintenance can be made
less costly and more depe.dable if system designers view
their task as the design of a program family whose members
are derived from a commoX ancestor, or root, which we call

the abstract model for the family. Use of the term

nabstract" is not intended to imply that the model is a
formal mathematical object. Rather it is a progran Written
with sufficient generality that members of the family can ve

obtained by specialization of it.

Concrete program instances are derived by a sequence of

refinements from the abstract model. Each refinement

encapsulates related design decisions that discinguish a
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Abstract Model of MSG 6

class of concrete instances. A refinement may Jivz2
defirnition to a procedure, a data structure, or a control
pattern left unbound at the abstract level, or it may wodify
or augment such constructs. The program family thus forms a
tree, with the abstract model at the root, the concrete
instances at the leaves, particular refinements lat~ling
branches, and interior nodes that represent classes of

instances sharing a common set of refinement choices.

we have developed, and are constantly improving, toos
that aid developers by maintaining the family tree in a data
base and by mechanizing the task of applyirg refinement
sequences. Using these tools, a new member of an existing
family is less expensive to produce thar one developed
separately because the bYasic model and most cof the
refinements that yield the new version will be shared with
existing instances. Moreover, modifications teo broad
subfamilies can be effected in unison, by applyirng altered
refinements that reflect revised design decisions and simply

reapplying those not affected.

OQur techniques are not restricted to programs like MSG
that must exist in marny functionally similar but internally
disparate versions at the same time. The histery of every
evolving program 1is a series of closely related versions,
which themsel?es comprise a family. The clear isolation of
the individual desigrn decisions leading to a particular

{nstance presents the maintainer with a picture of its




Abstract Model of MSG . 7

structure that enables him to understand the ramifications
of a particular modification better than can a single-level

representation of a system.

This approach 1is particularly beneficial if the
software engineeir charged with modifying or expanding a
system has not been involved ir 1its prior development.
Instead of confronting a finished product together with some
documentation about what it does, he has access to
information about how it was constructed, why particular
decisions were taken, and what the effects of changing them
would be. He has tools that permit him to take the program
apart and reconstruct it easily, to generate a new version

or to revert quickly to an cld one.

In short, with these techniques, the roles of initial
developer and maintainer tend to merge. The maintairer can
afford to leave the system in as clean and well-structured a
state as 1its originators, even after several stages of
evolution. By contrast, systems developed by conventioral
methods often reach an overmaintained state after a few
successive versions have been produced. After this point,
the quality of each version may well deteriorate rather tharn

improve [Belady].

Another aspect of software construction that fits
naturally into the family maintenance framework is the use
of library procedures and data abstractions. An implementer

often needs to take a general algorithm or data definition,
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with known properties of cori'‘cctness and performance, and
specirlize it to a particular task, with particular physical
data representations. Sometimes many distinct realizations
¢ the same abstract noticn will be used irn a single system.
The specialized versions of such 1library modules also
censtitute a family whose members canrn be preduced and

maintainred using the tcols we are developing.

1.3 Reaso:s for Choosing MSG

The MSCG paradigm is a good basis for our experiment
because it is a family of communicating programs and hecause
terestirz maintenance requirements, drawn from experience

with the NSW can be anticipated in the near future.

Instances of MSC should appear te functicn identically
in spite of highly dispa:ate host systems. Since they must
communicate effectively, the behavior of each .aust be
closely coupled %o +that of the others. When one MSG
instance is altered irn an exterrally observable way, all

should be alt red in unison.

The MSG-to-MSG protocol is relatively simple, but the
operating environment is imperfect. Host:s may die, or pause
indefinitely; processes may also die, or they may change
their minds; interhost connections may drop. These
possibilities 1introduce complexities in interhost MSG
communication which are virtually imﬁossible to capture in a

nonprocedural English, item-by-item protoconl specification.

A B T T e e R I B e i e T ) e
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Such a specification, indesd, 1is aimed at minimizing the
description of external behavior in order to give maximum
flexibility to implementers and maintainers of individual
instances. Unfortunately, the use of imprecise interface
specitfications when interfaces are potentially complex can
lead to inefficient, defensive strategies, or much worse, to

inconsistent interpretations by different implementers.

Our view is that each instance of MSG should be
constructed as if it were to communicate with an exact
replica of itself. The abstract model of M3G thus provides
a precise description of the behavior of any instance in any
circunstance, and this knowledge carn be use! in realizing
arvy concrete version. Tuere is no harm in this mutual
knowledge because the family membefs are maintained in
unison. Useful flexibility, that needed to accomodate
differences in host facilities and resources, results from

the abstractness of the model.

1.4 Phase One: The Abstract Model

During the first phase of the project, we have
constructed an abstract model of MSG. In later phases, we
plan to refine the model to two concrete instances orn
dissimilar target machines, the DEC PDP-10 and PDP-11,

running the TENEX and UNIX operating systems, respectively.

I SNe S S e T S S e 45
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Abstract Model of MSG 10

The remaining sections of this report are intended as a
guide to readers of the model, which appears in the
appendix. Secticn 2 provides an overview of the model
itself. It assumes some familiarity with the MSG Design
Specification. Section 3 describes the modelling 1language
and highlights 'some of the features we use to aid both the

readability and refirability of abstract algorithms.
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2. Guidg to the MSG Mcdel

2.1 ﬁﬂ Overview

MSG instances on each of the participating hosts 1link
the NSW together by carrying out communication between the
processes that comprise it, as depicted in figure 1. The
double shafted arrows in this picture represent channels fer
interprocess communication. Those 1linking processes on
different hosts will be implemented using network
connections. Those between processes on the same host will
be realized using whatever interprocess c>mmunicaticn (IPC)
facility is most suitable on that host. Some hosts, such as
CCN (360/91), offer an IPC facility that closely resembles
the chanrel abstraction we have used in modelling MSG. On
others, such as TENEX, direct communication via shared
memory may be Dbest. We neither assume nor prohibit
hierarchical relaticnships between MSG and the processes it
serves. Depending on the host operating system (if any), it
may be useful to organize processes hierarchically in order

to achieve the most effective IPC.

In our model, each MSG instance 1is structured as a
collection of paths serving specialized functions and

sharing a commor data base. Paths, 1like processes, are

potentially concurrently executable control units. We
distinguish "path" from "process" to emphasize that paths
internal to MSG may or may not be implemented using the

process management facilitie. of the host operating system.
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Figure 1. MSG Internal Structure and External Interfaces
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For each ‘transaction that MSG processes, that is, for each
message and alarm sent or received and for each direct
connection establishad, the data base holds a record

describing the state of the transaction.

The medules that comprise the MSG model are: LOCAL,
which definres th2 interface between MSG and local processes,
REMOTE, which contains the network interface, QUEUE, which
includes reuting algorithms and data base management
routines, CANCEL, which expunges transactions that, for cone
reason or another, cannct be completed, and DRIVER, which is
responsible for initialization of MSG and of local
processes. Arother module, GLOBAL, collects the commen
(among mcdules) data definitions for the model. F.aally,
PROCESS is a small medule that contains the rcutines that
must be embedded in preocesses for wuse in initiating MSG

primitive operations.

Within MSG there 1is a server pair for each user
process. A server pair is a pair of paths whose separate
functions correspond roughly, though not exactly, to input
and output. In the case of a process server, the two halves
correspond to the two phases of many MSG primitive
operatiors. The first is the call phase, in which MSG
accepts and validates arguments. If the call is acceptable,
the process is allowed to continue execution while MSG
proceeds with its request. When the transaction is

complete, the second, or delivery phase of the primitive

T
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operation occurs, in which the disposition of the
transaction is transmitted to the process, along with any
incoming information, such as message text, an alarm code,
or a network connection d2signater. Primitive cperations
that occur in two stages this way are said to create pending

events for later completion.

The model does nct fix the number of user preccesses
assigned to a given server pair. There may be one pair per
process, one per generic class, one for all preocesses, or
some other configuraticn if convernient. If there are
multiple server pairs, each is ide.tical in operaticn to the

next. They share the procedures given in module LOCAL.

Symmetrical with the set of user process servers is

another set of server pairs called network servers. A

network server implements the inter-MSG protccol by
formatting and transmitting protocol items from the local
MSG to instances of MSG on other hosts, and receiving items
from other hosts and translating them into internal MSG
records. In a given realization of MSG, each network pair
may handle a single remote host or several of them. Like
the local process servers, each network server is identical
with the next. A1l share the algorithms given in module

REMOTE of the model.

The paths labelled ICP and Auth in figure 1 are also
defined in the module REMOTE. They take part 1in the

establishment of connections with remote hosts. ICP (which
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stands feor Initial Connection Protocol) is activated when
another hest irnitiates a connection with the 1local MSG.
Auth is used in authenticating the identity of the local MSG
when it has initiated a cecnnecticon with an MSG instance on

another host.

Timer is MSG's clock-watching path. For most of the
states in which a trarsaction can be, it is desirable that a
limit be enforced on the amount of time allowed ¢to elapse
without some progress being made. Time limits are specified
when a user prccess issues a primitive call, and they are
also set in certain stat2s by MSG in order to implement its
flow control pelicies. The Timer path, defirned in the
module CANCEL, manages a queue of transactiocns scrted in
order of their expiraticn times. It uses a real time cleck
interrupt to generate timeout signrals, and it respunds to
them by aborting expired transactions and expunging their
records frem the system. The intent is that, given a long
enough quiescent period with no incoming or outgeing
transmissions, MSG will tend tc return to its initial state.
(There are exceptions to this rule, however. Direct
connections to other hosts, for instance, do rot expire

whether or not they are usad.)

The remaining internral path shown in figure 1, called
Driver, 1is the first to be executed whien an MSG instance is
executed. It performs initialization tasks, including the

creation of 1local processes and server paths. In come
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realizations of MSG, the Driver may be a supericr of the

paths comprising MSG, and ind2ed may act as a scheduler for

them. These details are omitted from the abstract DRIVER
module, however, since they depend critically cn the nature

or the underlying host's facilities.

The single-éhafted arrews in  figure 1 denrote direct
communication among internal MSG processes via a shared data
base containing records for each transactiorn known to the
system at any moment. The routines that manage this data
base are contained in the MSG modules called QUEUE and
CANCEL. The data base manager 1is not a separate path.
Rather, the routires in QUEUE and CANCEL are called by the
internal paths of MSG to access and alter the data base in
response to particular stimuli such as the arrival co¢f a
protocol item on the network, the execution of a user
primitive, or the expiration of a time 1limit for some
transaction. QUEUE is so named because its primary task 1is
to enqueue items for cutput over the network or for deslivery
to local processes. CANCEL contains routines to discard

incompiete transactions when they must be aborted.

The data base is composed mainly of transaction records
defined by the data types MessBlock, AlarmBlock, and
ConnBlock, one for each of the three modes of communication
supported by MSG. These types are defined in the module
GLOBAL. To emphasize the fact that these records are shared

among multiple paths and are accessible via several routes
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at once in the data base, the model wusually manipulates
"handles" on records. The data type MessHandle, for
instance, has the abstract behavior of a pointer to a
MessBlock (though it need not be realized as a pointer in
concrete versions of MSG). Collections of message records

are expressed as sets cor queues of MessHandles.

The anchor points from which most records in the data
base are accessed are the data structures ProcessTable,
ServerTable, HostS, TransactionTable, GenericTable, and
TimerQ. ProcessTable maps process names (and, in
particular, the process instance identifiers within process
names) tc ProcessHandles. Every local process managed by
MSG has a ProcessHandle in ProcessTable. The data
accessible through a ProcessHandle (see mcdule GLOBAL for
all global data types) give the state of MSG's interaction
with the process, including the pernding primitives waiting
to be ccmpleted, incoming messages and alarms waiting for

delivery, and direct network cornnections to other processes.

ServerTable cortains a record for each of the process
server ard network server pairs interrnal to MSG. This is,
in general, a dyramically varying collection, since there
might be a server pair for each active user process and
remote host connection. Arn  important component of the
record for eéch server 1is its delivery oueue, which is
filled with transaction records produced by other paths anrd

emptied by the server as the items are attended to. The
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delivery queue of a local process server heolds the pending
events ready to be completed. That of a network server

contains protocel items awaiting transmission.

HostS includes an entry for each remcte host with which
MSG has established contact. Among other fields, the remote
host entry holds the incarnation number of the MSG instance
running on the remote host, and a set of ChannelHandles that
describa the connections currently open to that host for use

by MSG.

Since scme transactions handled by MSG involve the
exchange of several protoccl items, it is convernient to have
each MSG instance assign a unique 1identifier to the
transactions in which it is involved. TransactionTable is
used in the assignment of these iderntifiers, which are
designed to repeat very infrequently. It also gives quick
access to the data base record for any transaction, given

its transaction identifier as a Xkey.

GernericTable has an entry for each genreric process
class, such as Works Manage- or File Package. It contains
records needed to start a new process of a given class, and
it indicates which NSW hosts support each generic class, sc
that an outgoing zenerically addressed message can be
routed. GenericTable also contains heliding places for
incoming generic messages when it is not possible to assign

them immediately to specific processes of the proper class.
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TimerQ is the queue of transactions being timed by

Timer, sorted in crder of expiration time.

Of course, with multiple parallel paths accessing and
altering shared records, it is necessary tc employ a record
locking mechanism to guarantee orderly sequential access.,
This mechanism is inveoked 1in the model through the
primitives Seize, TestSeize, and Release. Seize blocks the
calling process until exclusive access can be granted tec the
caller. Release wunlocks a previously scized resource.
TestSeize attempts to seize a resource, but deces not block
if it is unsuccessful. Instead, it returns a Bcolean value

indicating success or failure.

Although these primitives are used in the MSG model, so
that it can be <checked for errors such as d=2adlock, the
implementations of Seize, TestSeize, and Release are
deliberately 1left unspecified. In some purely sequential
realizations, there will be no need for 1leocks and these

primitives can be refined away.

Storage management of records presents a similar
situation. The routire Allocate 1is wused to enter new
records in the data base, and Free is used to indicate that
one reference to a record has been deleted. However, the
record may only be reclaimed when all such references have
been eliminated. If Free canrot safely reclaim storage, it
simply performs a Release. The detailed mechanisms for

ensuring that storage can be reclaimed safely are deferred
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to a lower level of refinement.

2.2 The Interface Between MSG and Local Processes

The modules PROCESS ang LOCAL model the interface
betweer MSG and the 1local processes it serves. PROCESS
contains rcutines to be loaded with wuser processes and
called by them to initiate MSG primitives. These routines
are quite simple; they merely transmit arguments to MSG and
guide results into place. LOCAL contains the preocedures and
tables used by each pair of server paths which implement the

primitive operaticns.

2.2.1 Communicaticn Between MSG and Local Processes

In the abstract MSG model, processes communicate with
MSG by way of sigrals and channels. The particular
mechanisms used were chosen to make the model as simple as
Possible within the censtraint that they must be realizable

in a variety of host systems.

A signal is a dataless coemmunication between two
processes used to herald events and achieve synchronization.
Ir MSG, sigral identifiers of type SigralType are used to
distinguish among the several signals with different
meanings that may be in yse betweer two processes. The
expression SIGNAL(<signal identifier>) sends the designrated
sigral. WAIT(<signral set)) blocks the calling process until

a member of the designated set of signals is received. Tt
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returns the identifier of that signal as its result.

A EEEEEEl is opened between two processes when each
calls CHOPEN with the same channel identifier and ccmpatible
channel descriptors. SEND(<data list>, <channeld>) is wusad
to send a group of data cver a channel. SEND always blocks
the calling precess until the data have been received.
RECEIVE(<variable 1list>, <channel>, <block flaz>) fills the
elements of a list of variables by reading from a channel.
RECEIVE's third argument 1is a Bcolear which, when TRUE,
causes the calling process tc block until the whele variable
list has been read. If this argument is FALSE, the caller
may proceed while the data are being read. Presumably, in
the latter case, the caller has anrother way of knowing when

the transmissicn is complete. Fer example, the sender may

use a signral to alert the receiver.

A channel may be clesad from either side wusing the
CHCLOSE operator, but it will be closed only after data ir

the channel have been receivaed.

CHOPEN, CHCLOSE, SEND, and RECEIVE are specified in

module GLOBAL.

PROCESS and LOCAL use a few notationral extensions for
dealing with channels. The expression <X1, ..., Xk> ={> CH
is equivalent to SEND(<X1, ..., Xk>, CH), which sends the
successive values X1 though Xk over channel CH. Similarly,

<V1, ..., Vk> <= CH stands for a non-blocking RECEIVE call:

L S
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RECLIVE(LKV1, ..., Vk>, CH, FALSE)
while < , ..., Vk> <!i= CH stands for a bleccking RECEIVE:
REZTIVE(LKVY, ..., VK>, CH, TRUE).
Also, <F1, ..., Fn>(M) is equivalent to <M.F1, .y M.Fn>,

2.2.2 Primitive Routines Within User Processes

Module PROCESS contains a routine definition for each
primitive defined in the MSG specification. Each consists
of a call on one general routire, PCal. PCall has four
arguments: Op 1identifies the particular primitive being
invoked; SendList is the list of data that must be sent to
MSG to allow it to execute *he operation; Receivelist is a
list of variables to be filled by the time the orimitive
completes; and CreatesPendingEvent 1is bound to TRUE for
those primitives that occcur in two stages, i.e., that create
pending events. In addition, PCall sets the variable
PendingEventID, which 1is an output parameter of every

pending event creating primitive routine.

As an example, the boedy of the ReceiveSpecificMessage
primitive is:
PCall("ReceiveSpecificMessage",
<Signal, Timer>,
<Text, SourcePrccess, Handling, Dispositicend>,
TRUE)
Here Signal represents the sigral identifier chosen by the
calling process for MSG's use in sigrn«lling completion of

the Receive. By convention, a special value of Sigr.alType

can be wusea if the caller wishes the primitive to block
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until completion instead of returring while the transaction
proceeds. Timer is the maximum delay tha calling orocess
will allow before satisfaction of the Receive reguest.
Text, SourcePreocess, Handling, and Dispositien are the
output variables intc which the results ¢f the Receive are
to be placed. Text will held the actual message;
SourceProcess will be the name of the sending process,
Handling will indicate what special harndling the message may
have, and Dispositicrn is a code that indicates whether the

operaticn succeedad or failed, ard if it failed, then why.

Every process has a channrel, called MSGChannel,
permanently c¢pern tc MSG. It is used for those primitives
that do nct create pending events and frr the call phase of
those that do. PCall uses MSGChannel to send the identifier
Op and the SendList parameters to MSG, and then waits for
its reply on the same channel. MSG answers with a
disposition code. If this code indicates some errcr, FPCall
terminates the primitive by returnirg the error code. If
MSG's reply is normal, and the primitive does not create a
pending event, then the rest of the data for the Receivelist
come over MSGChannel, and the primitive refurns an

indication of normal completion.

For pending event primitives that get past initial
validation, MSG sends back an identifier which will be

uniquely associated with the current transaction. PCall

assigns this identifier to PendingEventID. It car be used
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by the calling precess to rescind a pending event before it

has completed.

PendingEventID is also used to open a new channel to be
used exclusively for the completion of the current
primitive. Then PCall issues a RECEIVE for the Receivelist.
Depending on whether the <caller has asked to block until
completion or to be allowed to run, PCall will bloek or
return immediately. In the latter case, MSG uses the given
sigral to alert the user process that the primitive has

completed.

2.2.3 The Leccal Process Servers

The other side of the PROCESS-LOCAL interface is

enceded in the server pair assigned to the user process.
The main procedures for the pair of paths comprising the
Server are UserCallServer and UserDeliveryServer. These in
turn select procedures for handiing the individual MSG

primitives. All of these procedures are contained in module

LOCAL.

The handling of a SendSpecificMessage is.typical of how
the server pair deals with pending event primitives.
UserCallServer monitors the permarent channels to the
processes it is responsible for. When it receives an
operation code over one of these channels, it dispatches to
the appropriate handler, as given by OpTable. The handler

is given the OpCode (since the same handler may implement
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more than one primitive), the chanrnel to the local prccess,
and a ProcessHandle for the process. In the case of a

SendSpecificMessage, UserCallServer calls StartSendMessage.

StartSendMessage receives the parameters sent by the
user process and validates them. If it finds an error it
aborts the primitive right away, sending arn erreor code to
the process. Otherwice, it indicates that the call phase
will cemplete rormally by sendirg the cede "Incomplete". It
assigns a transaction identifier and sends it to the user
process, and it uses this identifier to cpen a rew charrel
for completicn of the event. Finally, a transaction recerd
is created for the message and is passed tc ErnQlutputMess,

orc of the routines exported by QUEUE.

Evertually, the transactier will be placed ir the
delivery que;e of the server and will be found there by the
UserDeliveryServer. This path uses the origiral operaticrn
code to dispatch to a handler for the delivery phase. 1In
the case of SendSpecificMessaze, the delivery harndler 1is
EndSendMessage. EndSendMessage finds the charrel opered for
this trarsacticrn and sends the disposition code (the orly
output value in this case) to the process. It ther uses the
signal supplied by the process to signal completion of the

evert, and it frees the trarsaction record for the message.
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2.3 Message Routing and Data Base Maragement

As mentioned in the overview, the modules QUEUE and
CANCEL cortair ro.tires that respord to events which drive
MSG: execution of primitives, receipt of protocol items,
timeout of everts, and so orn. In particular, QUEUZ embodies
most of MSG's routirng and buffering algorithams: finding a
specific destiraticrn for gererically addressed messages,
deciding whether to buffer or reject messazes that carrot be
delivered immediately, sequerncing the transmnissiorn of
"special handling" messages, and the 1like. This sectior
summarizes QUEUZ’s algorithms for each class of
commurnication supported by MSG. The rext secticorn discusses

the CANCEL module.

2.3.1 Messaze Hardlirg

2.3.1.1 Qutgoirz Messazes

Figure 2 is a state trarnsition diagram for an outgoing
message. The 1iritial state is labelled "No MESS pendirg".
Arcs represertirg transitiors have 1labels of the form
Stimulus/Response, Here "stimulus" describes the evernt
giving rise to the transitiorn, and "resporse" describes
MSG's action (if any) wupor enteiring the nrew state.
"SendMess/serd MESS" (transition 2), for example, denotes
the executior of a SerdGenericMessage or SerndSpecificMessage
primitive by a local process. MSG's resporse is to transmit

a MESS protocol item to the destination and place the

1
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No MESS
pending

Awaiting
XMIT

Awaiting
MESS-0K

1: MESS-0K/ -~

MESS-REJ/ -~
MESS-HOLD/send MESS-CANCEL
SendMess/sani MESS

: MESS-REJ/abort S2ndMess

w N

Buffer nz2ded or Timeout/send MESS-CANCEL,

abort Sendiess
4y: MESS-0X/complete SendMess
MESS-REJ/abort SendMess
MES3-40LD/send YS33-CAMNCEL,
abort Sendless
Timeout/abors SondMess
5: MESS-HOLD/sand HOLD-0XK
6: XMIT/retransmnit MESS

Figure 2. State Transitions for Cutzoing Messages
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trarsactiorn in the state "Awaiting MESS-0K". At the same
time, a MessHardle represerting the transactior is placed ir
the OutputMessQ associated with the the sending process.
The resporse to a MESS item car be acceptance (MESS-0K),
outright rejectior (MESS-REJ), or a request to hold the
message until the receiving MSG car ask for retrarsmission
(MESS-HOLD). If the source MSG decides to accept the
request to hold, it sigrifies by serdirg HOLD-OKX and places
the trarsactiorn irn the state "Awaiting XMIT" (transition 5).
Receipt of an XMIT protccol item will stimulate
retrarsmission of the MESS (trarsitier 6), or the
transactior may die through receipt of a rejection cor

through old age (trarsitior 3).

The self-lcop from the "No MESS perdirng” state
(trarsition 1), which responds to a MESS-HOLD for a
ror-existent trarnsactior by serdirg MESS-CANCEL, 1is the
result of the model's handlirg of timeouts. If the
trarsacticrs's time 1limit expires while it is 1in the
"Awaiting MESS-0K" state (trarsitior U4), re MESS-CANCEL is
senrt to irndicate that the message has been aborted. Thus,
if the remcte MSG later shows arn irnterest in corntinuirg the

trarsactior, it is necessary to cancel it explicitly.

The routires in QUEUE that implement trarsitions shown
in figure ' 2 are EnQOutputMess, RecordMESS\OK,
RecordMESS\REJ, RecordMESS\HOLD, RecordXMIT.
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2.3.1.2 Ircomirg Messages

Figure 3 shows what happers at the receiving erd of a
similar trarsactior. Here the iritial state is labelled
"Awaitirg MESS". In this state, either there is r.o
transactior pendirg at all, or a ReceiveMess primitive has
precedad the arrival of a matchirng MESS item. In the latter
case, a MessHandle for the trarsactior is queued ir the

ReceiveMessQ of the receiving process.

When a MESS item arrives, it may be accepted outright
(transitiors 3 and 4), or rejected cutright (transitiorn U4),
or the receiving MSG may ask the sender to buffer the
message (transiticrs 1 ¢cr 2). Trarsition 3 is taker when ro
matchirg ReceiveGenericMessage or ReceiveSpecificMessage
primitive has beer issued by a local process. Trarsitior 1
Occurs when the sending MSG has offered in advarce to buffer
the message, if necessary, ard the receivinrg MSG has

accepted the invitatiorn.

#dhen there is some delay ir deliverirg the messaze, its
MessHandle waits in the InputMessQ of either the appropriate
generic class (if the message is generic) or the dastination
process (if it is specific) until it car be disposed of. In
the "Awaitirg ReceiveMess" state, either a Receive primitive
1s executed and the message is delivered, or the time limit
placed or the transactior expires and the MessHardle is

deleted (transition 14).
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Awaiting
MESS

Awaiting
HOLD-OK

Awaiting

ReceiveMess by

Awaiting
retransmission

: MESS(4old0k)/send MESS-HOLD
MESS/send ME33-dJLD
: MESS/send MESS-~DX
MESS/send MES3-0X,
complet= ReceiveMess
MESS/s2ad MEZSS-REJ
HOLD-2X/s=nd XMIT
MESS-CANCEL/ --
ReceiveMess/ --
Buffer free/send XMIT
: MESS-CANCEL/ --
Timeout/sand MESS-REJ
MESS-CANCEL/ --
Timezout/ --
HOLD-0X/ --
HOLD-2X/send XMIT
: MESS/send ME3S-0K,
complete ReceiveMess
MESS/send MESS-REJ
MESS-CANCEL/ =--
Timeout/ --
11: MESS/send MESS-HOLD
12: MESS(HoldO«)/s=2ad MESS-HOLD
13: MESS/send MES3-3XK
14: ReceiveMass/conplete ReceiveMess
Timeout/ --
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Figure 3. State Transitions for Incoming Messazes
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Irn the "Awaitirg HOLD-OK" state, a proper stimulus 1is
either MESS-CTANCEL eor HOLD-OK. MESS-CANCEL termirates the
trarsactior (trarsitior 7) and causes 1its record to be
deleted. HOLD-OK may cause MSG either to send ar X4IT
(transitior 9), if buffer space feor the messags has become
available, or simply tc put the trarsactior in the "Held by

sender" state (transitior 8).

Transacticrns get out of the "Held by serder" state
either because the serdcr can ro longer afford to hold a
message ard serds MESS-CANCEL (trarsiticrn 6), or because
sufficiert buffer space becomes available to enable MSG to
request retransmissicer of the message by serding XMIT
(trarsitior 5). The state "Awaiting retrarsmission" is
almost equivalent tec the ir‘tial state "Awaitirg MESS" since
the same resporses are possible for a retransmitted message
as for ar iritial messaze (though a request to re-hold is
unlikely). Ore poirt of difference 1is that the iritial
state has trarsitiors for HOLD-0K ard MESS-CANCEL
(trarsition 4). Like the initial state seif-loop in figure
2, these result from the decisior not to flatly termirate a
transactior which has timed out. 1In this case, if a timeout
eccurs ir the state "Awaitirg HOLD-OK" (trarsitior 7), MSG
deletes the transaction without sending MESS-REJ. If,
later, a HOLD-OK arrives for that transactior, MSG respords
by invitirg retransmission (XMIT). If a MESS-CANCEL comes

in for a discarded trarsactior, it is just igrored.
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fhe routires that implemert the trarsitions of figure 3
are ErQIrputMess, ErQReceiveMess, Recor'{OLD\OK, and

RecordMESS\CANCEL.

2.3.1.3 Gererically Addressed Messagzes

An aspect oé MSG's message hardling procedures not
displayed in figures 2 and 3 is its treatmert of gereric
messages. On output, a gerneric message with = specific
destiration host is treated just 1like a specifically
addressed message. If ro host is specifisd, however, MS3G
must choose ore from a list of hosts supporting the chosen
gereric category, e.g., Works Marazer. If the message is
not accapted by the first host, MSG tries the others in the
list urtil either the message is -“ccepted or the 1list |is
exhausted. To implemernt this search, MSG (ir EnQOutputMess)
marks such a messagze as having beer hostless, and ther
assigrs it the first host suitable for its gerneric class.
The hardler of messagze rejectiors (RejectOutputMess, a
subroutire of RecordMESS\REJ) recognizes a transacticn that
has been marka2d as hostless, ard chcoses the nrext host in
the list. If the list is exhausted, the perding

SendGenericMessage is aborted.

When a generic message is received, MSG first looks for
a destination process of the right category that has issued
a ReceiveGerericMessage. If nrone is available, it will try

to start a new process of the gereric category and deliver
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the message to the rew process. If the quota for such
processes has beern reeched, ard the optior of holdirg the
message has rot beer ruled out by the serder, MSG will quaue
the message irn the IrputMessQ for the gereric categnry until
a process issues a matchirg Receive or until a new ore car

be created.

2.3.1.4 Message Flow Coertrol

To help determire wher to reguest that a message be
held by 1its serder and wher to prempt its retrarsmissiorn,
MSG mairtairs two cournts for each potential destiration
process and for each gereric category. The first,
FreeBufferSize, gives the amount of text buffer space
alloted to the process that is rot already in use by
messages to or from that process. The secord,
CommittedBufferSpace, is the total text lergth of the
messages currently beirg retransmitted by their senders.
The value of FreeBufferSize 1less Commit%adBufferSpace is
called VirtualFreeSpace. VirtualFreeSpace I3 used to decide
when o stimulate retransmissior by serding XMIT.; Whern its
value rises above a threshold, either through the freeirg of
some buffer space or the timeout of an expected
retransmissior, MSG looks in the appropriate IrputMessQ for
a held message to call in. Of course, the commitment of
buffer space is rnct absolute. Unarnticipated messages may
arrive and be accepted before the one <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>