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Abstract: This is a report of the results that have been obtained

L; from a research project aimed at learning methodologies and

developing tools useful for obtaining reliable software of the

e
—

Fault-Tolerant Spaceborne Computer (FTSC). Results are divided in
three areas. First, a study was performed on the methods of
designing well-structured recovery programs which are invoked on
detection of an error to recover an operational system configuration
and a consistent computation state. This study involved the
= experimental development of an FTSC recovery program. This report
discusses several program design and system recovery strategies that
have bgen found useful in obtaining an easily understandable recovery
\program, together with the program developed. Second, a language
Z processor was developed to facilitate experimenting with recovery,
block which is a language construct designed to support structured i
incorporation of program redundancy. It translates programs written
y in PASCAL augmented with recovery block into equivalent programs 1in
ordinary PASCAL. The translation strategy used and the organization 1
of the translator are described. Third, a new approach to error i
recovery in distributed systems of cooperating parallel processes was
developed.F:In such systems processes must cooperate in recovery. 1In
contrast to the previously studied approaches that require the
program designer to coordinate the recovery point specifications of
processe§, the new approach relieves the programmer of that burden by
using ab intelligent processor system. Methods for efficient

implementation of such a processor system were also developed.
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Introduction

This is a report of the results that have been obtained from a
research project carried out at University of Southern California
under the sponsorship of U.S. Air Force - SAMSO during July 1, 1977
- August 31, 1978. The project aimed at learning methodologies and
developing tools useful for obtaining reliable software of the FTSC.

More specifically, research efforts were directed in three
directions.

(1) to study the effective ways of designing well-structured and
fault-tolerant recovery programs. (Recovery programs are the

programs which are }gvoked, on detection of an error, to recover an
operational system configuration and resurrect the interrupted
computation.) Also to study the effective ways of wusing design
redundancy to obtain fault-tolerant programs (i.e., programs capable
of tolerating some residual design errors in them).

(2) to develop a language processor to facilitate structured

fault-tolerant programming.
(3) to study the structure of fault-tolerant distributed systems.

The results are described in three parts, following this section.

Part I describes some program design and system recovery
strategies that have been found useful in obtaining an easily
understandable recovery program of the FISC. The strategies are of
such general nature that they can be wuseful in designing recovery
programs of other modular fault-tolerant computers. It also presents
a PASCAL specification of a FTSC recovery program that has resulted
from the application of the strategies.

st




Part II documents a language processor that translates programs
written in PASCAL augmented with recovery block into equivalent
programs in ordinary PASCAL. The recovery block facilitates
structured incorporation of program redundancy. The basic
translation strategy is discussed and then the full listing of the

translator is given together with some test-run results.

Part III discusses a new approach to error recovery in
distributed systems of cooperating parallel processes. More
specifically when each process is capable of error detection,
rollback, and retry, the recovery points of the processes must be
properly coordinated to prevent a disastrous avalanche of process
rollbacks. 1In contrast to the previously studied approaches that
require the program designer to coordinate the recovery point
specifications of processes, an approach of relieving the programmer
of that burden was developed. The new approach relies upon an
intelligent processor system (that runs processes). Basic rules of
reducing storage and time overhead in such a processor system were

also developed.
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Abstract: This paper reports the results obtained in an experimental
project aimed at developing a well-structured and effective recovery
program of the FTSC (Fault-Tolerant Spaceborne Computer). This
experiment was also chosen as a means of studying the ways of using
design/program redundancy to improve the software reliability, mainly
because of the relatively small program size and the wunusual
complexity in analyzing the situations that the recovery program must
deal with. The paper presents several program design and system
recovery strategies *that have been found to be useful in obtaining an
easily understandable recovery program of the FTSC but may also be
useful in development of recovery programs of other computers. It
then discusses a recovery program for the FTSC that has resulted from
the application of the strategies. The recovery program has been
specified in PASCAL and its conversion into an assembly language

program is briefly discussed. Thelisting of the PASCAL specification

is given in an appendix.




1. Introductiopn

This is a report of the results obtained in a research project
that involved the development of a program of the FTSC
(Fault-Tolerant Spaceborne Computer) [B1,S1,S2] responsible for
recovering an operational system configuration and resurrecting the
interrupted computation. The project was launched with two major
objectives:

(1) to 1identify good structures and design strategies for the
software that controls recovery from hardware faults, and
(2) to find effective ways of using design/program redundancy in

development and maintenance of robust real-time software;

First, the systems employed in critical applications requiring
ultra-reliability commonly contain 1large amounts of redundant
hardware. The redundant hardware is provided primarily to facilitate
fault detection and recovery. Recovery, following the fault
detection, 1is typically a function of both hardware and a special
software called recovery program. The hardware automatically
recovers certain modules, collectively called a hardcore, needed for
correctly running a recovery program, and then the recovery program
recovers additional hardware modules, establishes an operational
configuration, and recovers the information needed to resurrect the
interrupted computation. The performance of a recovery program is
crucial to the success of the entire application” requiring ultra-
reliability. A recovery program must be both efficient and reliable
itself. Also during the design of a recovery program, considerations
must be given to the possible faults of the hardware modules on which
the recovery program runs, i.e., the CPU and the memory containing
the recovery program. The redundant hardware performing fault
detection may also be faulty. Engineering an efficient and robust
recovery program is thus wunusually complex. In spite of the

important role that a recovery program plays in any fault-tolerant
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system, very 1little has been published in this field and many
fundamental questions concerning good structures and design

strategies of a recovery program have yet to be answered.

Secondly, the study of the methods of using program redundancy,
frequently called fault-tolerant programming, was motivated by its
potential as a means of tolerating residual design
errors/inadequacies [H1,H2,K1,R1]. In spite of recent advances in
rigorous specification, structured design, program validation, and
development of modern high level languages, large-scale software is
still put into operation with residual design errors/inadequacies.
Thus fault-tolerant programming appears to be an attractive

supplement to those already widely accepted practices for the

development of real-time software required to be ultra-reliabe. In
particular, a language construct, called recovery block, developed by

Horning et al [H3,R1] supports the incorporation of progranm
redundancy in a well-structured form. It thus paved a way to
extensive use of program redundancy without degrading the program
readability and provided a further stimulus to the initiation of this
study. Appendix A briefly summarizes the syntax and semantics of the

recovery block.

As a means of identifying problem areas and testing various
potential solutions, the design of a recovery program of the FTSC was
chosen. A recovery program of the FTSC was considered to be an ideal
subject of a fault-tolerant programming experiment (in addition to
being an obvious subject of a recovery program engineering
experiment), due to the relatively small program size and the unusual
complexity of the situations that the recovery program must deal
with. 1In addition, the FTSC is a modular computer equipped with a
powerful set of hardware features supporting fault detection and
recovery [S1,S2]. This rich set of fault-tolerant hardware features

offers a number of options in designing a recovery program, thereby
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providing ample opportunities for employing recovery blocks with
benefits. That 1is, the primary recovery procedure, alternate
recovery procedures, and the acceptance test can use independent test
and configuration techniques. Therefore, although a conventionally
structured recovery program has operated satisfactorily on the
brassboard FTSC, an experimental development has been undertaken
under the sponsorship of the U.S. Air Force - SAMSO to study the
application of fault-tolerant programming techniques to such a
program. The recovery bleck provides a means of incorporating
multiple recovery procedures in a well-structured form, but the
individual procedures must also be systematically designed and easy
to understand to increase the chance of obtaining a robust recovery
program. This requirement, although not furthur discussed here, was

also implemented in the resulting program.

Although the FTSC has been documented fully in [F1,S81,82], we
have 1included a sketch of 1its features to make this report self-
contained. Section 3 discusses the adopted organization of the
design process. Several basic design strategies that have been found
to be wuseful in obtaining an easily understandable recovery program
are discussed in section 4. Section 5 describes a model of the FTSC
devised to support the development of a systematic recovery
procedure. The procedure obtained is discussed in section 6.
Section 7 provides a brief introduction to the PASCAL specification
and section 8 briefly discusses the aspect of converting the PASCAL
specification into an assembly language program. Appendix B contains
a complete recovery program specified in PASCAL (augmented with
recovery blocks). Appendix C supplements the PASCAL specification in

Appendix B with more details on some subprocedures of testing

modules.
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2. A sketch of the FTSC structure

The FTSC is a 32-bit microprogrammable machine designed to
operate in long-duration space missions through radiation and
spacecraft discharge events. It is intended to provide a five-year
on-orbit capability with 95% probability of survival [B1,S1]. Figure

1 depicts the configuration of the FTSC. Every functional unit
(shown in Figure 1) contains a certain amount of hardware redundancy.
Each unit is briefly described below and many features irrelevant to

fault detection and recovery are not described.
2.1 Configuration control unit (CCU)

The FTSC contains more CPU modules and lines on the address and
data buses than required by an operational system configuration.
Selection of a subset of those components to form an operational (CPU
- bus) configuration is a function of the CCU. In addition, the CCU
receives reports from the fault detectors, also called ponitors,
distributed throughout various functional units (shown in Figure 1).
For example, each module that uses the address bus (A-bus) and/or
data bus (D~-bus) contains a bus code mopitor which detects invalid
codes on the bus. When a fault is detected by one or more functional
: units (more precisely the monitors contained in them), the condition
is reported to the CCU. Upon receiving fault reports the CCU
categorizes the faulty situation, establishes a new CPU-bus ?
configuration if the performance of the present configuration is 1in i
I doubt, and then forces the CPU to execute the recovery program

through an interrupt called fault interrupt. Throughout the

execution of the recovery program the categorized information on the
detected fault is supplied to the CPU. The fault categorization
Scheme used by the CCU is described at the end of this section. The |
CCU is clearly a hardcore unit of the FTSC and is TMR- (triple

=

modular redundancy) configured.
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2.2 Central processing unit (CPU)

The system contains four CPU modules and has two of them powered
on at any one time, one called active CPU A-CP and the other
called monitor CPU (M=CPU). As mentioned above, selection of two

owered CPU modules is a function of the CCU. Both the active and
monitor CPUs always execute the same program but in different ways.
“hile the active CPU interacts with other modules in the system
through the buses during program execution, the monitor CPU compares
the information loaded onto the buses by the active CPU with the
result of its own execution of the same program and reports a

dizagreement, if occurs, to the CCU.

A CPU module is microprogram-controlled and contains 8 general
purpose registers. The CPU uses 16-bit (or 2-byte) addresses and
1cknowledges 10 levels of interrupts. Besides the ROM containing the
microprogram, the CPU contains another ROM, called reconfiguration

which contains a recovery program (to be exact, an initially

executed segment of a recovery program). This reconfiguration ROM is

2 CPU-resident part of the memory addressed by the 16-bit addresses.
Therefore, the system contains four copies of (a segment of) the
ra2covery program distributed among four CPUs. In addition, a CPU
contains a pair of special registers, called hardware status word
(H3W) regiaters and denoted by HSW1 and HSW2, carrying information on
aystem status (i.e., the current CPU and bus configurations, the most

recently reported fault, etec) partly supplied by the CCU.

10
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The instruction set of the FTSC supports 32-bit fixed-point and
floating-point arithmetic as well as vector operations that are
particularly useful for navigation and pointing applications. Direct
and indirect addressing with predecrement and post increment are
available. Some instructions are specifically oriented for testing
the fault-tolerant features. For example, data words can be stored
with bad parity in order to exercise error-detection and correction
features in the main memory unit (MMU) modules. Some instructions
are designed to be executed differently by the A-CPU than by the
M-CPU. Such instructions can thus be wused to cause disagreement

between the two operational CPUs.

There are instructions for powering on/off the DMA, SIU, and MMU
modules. There are also instructions, which may be called CCU
commands (these are called "program flags" in [S1]), by which the CPU
can cause the CCU to change its state and thereby change the system
configuration (including the selection of CPU modules and bus lines

to be used).
2.3 Main memory unit (MMU)

The MMU can cd&ist of up to 24 non-volatile and non-destructive
readout memory modules, each containing U4K words. As many as 15
modules can be powered on at any one time, with each identified by a
changeable, but unique, four-bit soft (modulef name. A properly
functioning memory module responds to all addresses whose four most
significant bits correspond to the current soft name of the module.
On the other hand, each module can be accessed by a permanent and
unique module number, called hard name, for the purpose of powering

on/off, assigning a new soft name, etc.

11




An MMU module contains 41 bit lines of which 32 are used to
contain data information, 6 to carry parity codes for error detection
and correction, and 3 as spare bit lines. Therefore, up to three bit
lines may be 1lost without disabling the module and the information
contained in a module can be recovered and saved into another module

as long as the number of lost bit lines does not exceed four.

2.4 Two direct memory access (DMA) units

Two DMA functional units DMA1 and DMA2, are provided. Each is
redundant, consisting of a pair of modules of which one is powered on
at any one time. Each DMA function provides a direct parallel access

between an external user (i.e., peripheral equipment) and the MMU.

2.5 Serial interface unit (SIU)

The dual redundant SIU functions much the same way as the DMA
but provides serial acces® for up to sixty users. Only one SIU

module is normally powered on at any one time.

2.6 Power unit (PU)

The power supply of the FTSC is provided by the redundant PU
that consists of two modules, each containing dual output (voltage)
monitors. If either monitor finds a (voltage) out-of-tolerance
condition, it immediately announces this condition to the rest of the
system and effects a switchover to the alternate module. Therefore,

the PU is an automatically recovering unit.

12
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2.7 Timing unit (TU)

The TU supplies clock pulses to the rest of the system and
consists of two modules, each containing dual output monit . As
with the power monitors, either monitor can cause a switchover to the

alternate module. Again, the TU is an automatically recovering unit.

2.8 Circumvention unit (CU)

This TMR-configured unit detects radiation events and (upon
detection) clamps other units in the system until the radiation

disappears, thereby protecting them from possible damage.

2.9 Hardened timer (HT)

The HT is used to count the amount of elapsed time during the
periocds of PU failure or high radiation event. It is TMR-configured.

2.10 Bus network

There are seven buses. The A-bus (carrying 16-bit addresses)
and the D-bus (carrying 32-bit data words) use cyclic
error-correcting codes with 8 parity bits (i.e., 1 parity code byte)
and contain one spare byte each. Thus the A-bus consists of four
bytes of 1lines and the D-bus consists of six bytes of lines. As
mentioned earlier, selection of the bytes to be used is performed by
the CCU, and the CPU can also cause the CCU to reconfigure the A-/D-
bus by executing a CCU command. In addition, there are the control
bus (C=-bus) used in conjunction with the A- and D- buses, the

interrupt bus (I-bus) carrying interrupt signals, the status bus

(S-bus) carrying fault reports and reconfiguration signals, etc.




2.11 Additional details on the CCU

Each time a CCU command for reconfiguring the CPU, the A-bus, or
the D-bus is executed, the new subset of components is chosen such
that the same subset is not repeated until all subsets have been
tried. There are a number of different states, where the CCU
establish different system configurations, that the CCU can be in.
To be more specific, the CCU can be viewed as containing five

flip-flops:

the first called reconfiguration state flag,

the second called alexic state flag,
the third called flag 1,

the fourth called flag 2, and
the fifth called flag 3.

There is a CCU command by which the CPU can clear all five flags at

once. These flags are used as follows.

(1) The reconfiguration flag is set (i.e., the CCU enters a
reconfiguration state) when a fault interrupt is generated by the CCU

(after receiving a fault report in a normal state).

(2) On receiving a report of a PU failure or high radiation event,
the CCU enters an alexic state (by setting the alexic flag) and this
state transition causes a signal to be generated for turning off the

DMA, SIU, and MMU modules.

14
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(3) Flag 1, flag 2, and flag 3 can be set only by execution of a CCU
command (by the CPU). When flag 1 is not set while the CCU is in a
reconfiguration state, the DMA, SIU, and MMU modules shall not
respond to any address on the A-bus. By setting flag 1 the recovery
program can enable the modules to respond to their addresses and will
do this at its convenience. 1In fact, flag 1 was provided primarily
to enable CPU and bus tests without affecting the DMA, SIU, and MMU
modules. Thus flag 1 can be used to indicate that the CPU has been
validated. Flag 1 can be reset in three different ways: PU failure
or high radiation event, CPU reconfiguration due to detection of a

CPU fault, or execution of a CCU command.

(4) Flag 2, when set, inhibits CPU reconfiguration and generation of
fault dinterrupts due to various faults except PU failure, high
radiation events, and TU reconfiguration (i.e., automatic module
switchover). Flag 2 is reset on detection of any fault and can also

be reset by execution of a CCU command.

(5) Flag 3, when set, inhibits generation of fault interrupts caused
by the reports implicating the A-bus, D-bus, DMAs, SIU, or MMU. Flag
3 1is reset on detection of any fault and can also be reset by

execution of a CCU command.

The fault categorization scheme wused in the CCU is tho
following.

Cat I: PU failure or detection of radioactive events by the CU,

Cat II: CPU implicated (e.g., disagreement between A- and M- CPUs),

Cat IIIa: A-bus implicated (e.g., detection of an invalid code on
the A-bus by more than one bus code monitors),

Cat IIIb: D-bus implicated,

Cat IV-DMA1: DMA1 implicated (i.e., the DMA1 is the only unit that

detected an invalid code on one of the buses),

15
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IV-DMA2: DMA2 implicated,

IV-SIU: SIU

implicated,

IV-overrun: An MMU, DMA, or SIU module has not responded to a

request within the predetermined period,

IV-TU: TU

While the system

reconfiguration (i.e., switchover) has occurred.

is in a reconfiguration state, the CCU supplies the

category information about the most recently reported fault to the

CPU (to be exact,

to a field of the HSW1).

16

S e RN W e e ———

" L e
' S




3. Organization of the design process

At the beginning of this project a plan was made to carry out
the design study through four major steps:
(1) modeling of the FTSC,
(2) identification of feasible recovery procedures,
(3) specification of a recovery program in PASCAL, and
(4) study the aspect of coding a recovery program in the FTSC
assembly language.

The rationale for this plan is given below.

First, it was felt that systematic search for various effective
recovery procedures could be greatly assisted by working with a
machine model which hides many recovery-irrelevant features of the
sophisticated FTSC. Modeling of the FTSC was also motivated by the
hope that a properly chosen model would facilitate the validation of

the capability and efficiency of a resulting recovery program.

Secondly, after determining a recovery procedure based on a FTSC
model, one could directly convert the procedure into a final recovery
program (i.e., an assembly/machine language program). However, it
seemed clear that validation of such a recovery program would be
inefficient, especially considering the numerous wunusual situations

that a recovery program must circumvent and the large number of test

cases that may be required. Modification or debugging of such a-

program would also be difficult. Therefore, the chance of success in
obtaining a robust r;covery program was expected to be greatly
enhanced by obtaining a high level language version of a recovery
program first, checking it out by a compiler, and then developing a
final recovery program by using the high level language version as a
specification. The 1language chosen is PASCAL. The natural control
primitives (e.g., if-then-else, case, while-do, etc) would relieve

the designer of the burden of implementing equivalent control

17
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sequences in inconvenient assembly language primitives. In fact, it
was necessary to augment PASCAL with a recovery block to experiment
fault-tolerant programming. A translator that translates a progranm
written 1in PASCAL augmented with the reécovery block into an
equivalent program in ordinary PASCAL, has been developed. It is
documented in [K2].

7]
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4. Design strategies

Several strategies that have been followed throughout the design
and found to be useful in obtaining an easily understandable recovery

program, are now discussed.
4.1 Fixed ordering of units for recovery

When fault monitors are distributed among various modules, it is
highly tempting to check and recover modules in varying orders
depending upon how some modules indict the others. However, this is
a dangerous strategy, considering the possible occurrence of multiple
faults (i.e., simultaneous occurrences of faults in multiple modules
or failure of a module before another already faulty module is
located and amputated) as well as the indictment of operational
modules made by the faulty modules. In other words, the behavior of
a recovery program based on such a strategy in the presence of

multiple faults is difficult to predict.

For example, assume that from the received fault reports the CCU
has identifed a certain fault category that may be caused by either a
malfunctioning CPU or a malfunctioning (A-/D-) bus. If the CPU is
first tested using the untested bus and the actual faulty unit is the
bus, disagreement between the A-CPU and the M-CPU may result and lead
the recovery program to implicate the CPU of being faulty. On the
other hand, if the bus is first tested using the untested CPU while
the CPU is malfunctioning, the CPU could mistakenly cause a good bus
to be diagnosed as the faulty one. Worse yet, bus reconfiguration
and reentry of the malfunctioning CPU into the recovery program could
lead to an endless 1loop. In this sense an endless loop means an
infinite repetition of entering the recovery program cauééd by an
unidentified faulty module while there remain a sufficient set of

operational modules to form an operational configuration.
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To alleviate such problems, it is useful to observe ihe rule of

recovering units in the same fixed order and using only the already

— . validated (and recovered) units in recovering other units. Under the

rule the total recovery process becomes a strictly linear sequence of

unit recoveries. To illustrate some implementation aspects of the

rules, consider a system of three units ordered as shown in Figure 2.
Unit U1 occupies the first position and is assumed to be hardcore.
Assume that U1 is capable of performing the function of the CCU in
the FTSC, 1i.e., receiving fault reports and invocation of the :
recovery program, and also that the execution of a recovery progranm
can be started by using U1 only. The initial segment of the recovery
program first tests and recovers unit U2 and during this process it
must not use unit U3 in any way. Furthermore, if unit U3 contains a
monitor which can indict unit U2 and can cause the recovery program
to be reentered, then either the monitor must be disabled or Ul must
be armed to ignore a fault report from the monitor (during the

testing of U2) since U3 cannot be trusted yet.

After recovering U2, the recovery program proceeds to test and
recover U3 and during this process the recovery program may rely upon
the monitoring capabilities of U1 and U2. At this time it is

possible that U2 is faulty because of two reasons although both cases

have very low probability of occurrence. First, even though U2 was

recovered earlier, it could have become faulty by the time when U3 is

: under test. Second, the recovery program could have misjudged a
fault; 2 module as an operational module and (thus misjudged that U2
was recovered). Therefore, the recovery program must be designed
such that when all possible configurations of U3 have been tried and
; have failed in validation, the configuration of U2 is changed and
validation of U3 is reattempted. It is of course possible that the
monitors in U1 and/or U2 detect the faulty condition of U2 and report ;
to U1 before all possible configurations of U3 are tried, in which |
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case U1l will reconfigure U2 and reinvoke the recovery program.

4.2 No trust of a module by default

Since the FTSC hardware (especially the ccu) keeps a
considerable amount of information on the fault that has caused a
recovery program to be entered, it 1is highly tempting to assume,
during the design of a recovery program, that units not implicated by
the hardware status words (HSWs) are operational. Such an assumption
may not be valid because occurrence of another fault during recovery
of a previous fault is a real possibility and may destroy the
information in the HSW registers about the first fault. Therefore,
it was made a rule to assume on entry of a recovery program that
every module could be faulty and to trust a module only after it
passes an explicit test. In other words, recovery was regarded as a

process of finding operational modules out of all potentially faulty

modules rather than a process of finding faulty modules from a
configuration of mostly working modules. This conservative approach

f facilitates the design of a recovery program that avoids entering an

endless loop.
: 4.3 Redundant design

Unlike the behavior of a correct machine, the behavior of a
faulty machine 1is very difficult to predict. From the beginning it
was expected to be a difficult task to find a single recovery
: procedure which works under all possible circumstances. Therefore,
it was also made a rule to mobilize a set of alternate procedures.
These alternates can be specified in a well-structured form by use of

the recovery block. Additional specific Jjustifications for this

redundant design are given in section 6.
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4.4 Simplicity over efficiency

Finally it was decided that wherever there is a trade-off
between simplicity and efficiency, simplicity would be given a
priority. Only if a recovery program resulted from this strategy
fails to meet the performance requirement, then various ways of

optimizing the program, preferrably without changing the overall

program structure, can be sought for.




5. Basic functions of a recovery program and modeling of the FTSC

As mentioned before, a recovery program in the FTSC is
responsible for establishing an operational hardware configuration
and recovering some of the lost information in the memory. In other
words, a recovery program identifies a set of operational modules
sufficient for normal processing and then restores the system to an
executable state (i.e., restores important memory contents and
conditions peripheral units to the states ready for normal processing
by appropriately setting control registers contained in them). (On
completion of the execution of a recovery program, the executive
(1.e., supervisor) program will enter and schedule application tasks
to restart from their rollback points.) A useful FTSC model must
therefore illuminate the procedure of expanding the set of trusted
modules until an operational configuration is established. A natural

modeling criteria is the operational precedence among functional

units (each consisting of multiple modules). If unit A has higher
operational precedence than unit B, then wunit B cannot operate
reliably unless wunit A 1is operational. Figure 3a depicts a FTSC
model displaying the operational precedence among units. The
rationale for the ordering in Figure 3a is the following.

(1) Since the PU supplies the power to all other units, it must be
working reliably before any other unit can be used. Naturally it has
the highest operational precedence.

(2) The unit having the next highest operatiomal precedence is
somewhat arbitrarily chosen to be the CU. It depends only on the PU
for proper functioning. '

(3) The operation of all other units (excluding the PU and the CU)
depends wupon the correct clock signals supplied by the TU. Thus the
TU has the third highest operational precedence.

(4) The HT maintains the record of elapsed time during the periods of
PU failure and high radiation event. The proper operation of the HT

is dependent only upon the PU, CU, and TU. The CCU is also dependent
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only on the PU, CU, and TU. Therefore, both the HT and the CCU
immediately follow the TU in the order of operaticnal precedence.
The HT provides information important to some (real-time) application
tasks, but no functional unit in the FTSC is really dependent on it.
In contrast, if the CCU is not operational, no other remaining upits
such as the CPU, buses, MMU, etc can be relied upon.

(5) If all the units placed below CPU in Figure 3a as well as the CPU
function properly, then the CPU can execute the part of the recovery
program that does not involve the use of the units placed above the
CPU. For example, the CPU can interact with the CCU and this does
not involve buses except (a part of) the S~-bus. On the other hand,
the A-bus, D-bus, or C-bus are useless if the CPU is not available
because the CPU is normally in control of these busea. Thus the CFU
is regarded as having higher operational precedence than those buses.
(6) The A-bus and D-bus are usable by various functional wunits only
if the C-~bus is operational, but not vice versa.

(7) Similarly the MMU and peripheral units (i.e., DMAs and SIU) are

regarded as having lower operational precedences than the A-bus and

D-bus because they are not usable if the buses are not working.

Figure 3b depicts the same model in Figure 2a in the form of a
precedence graph with one modification. The modification is in the
separation of MMU modules into two sets: one consisting of two

modules called system memory modules and the other consisting of

remaining modules called application memory modules. The two system

memory modules contain, among other important information, an
executive program and duplicate copies of the system map that shows
the status and functional assignment of both peripheral modules and
memory modules. For example, a part of the system map is a table
showing for each memory module the soft name assigned. the current
bit l1ine configuration (i.e., the three bit lines that are not in
use), the status (i.e., active, available spare, or unusable), etc.

Thus the system map represents the most recently established
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configurations of peripheral units and the MMU. In addition, what is
more important from the recovery point of view is the useful content
of an MMU module rather than the module itself. Some memory contents
cannot be recovered (to be more exact, are not identifiable) if the
system map is 1lost, although the operational capability of memory
modules can be validated without using the system map. It thus seems
useful to regard the system memory as one having higher operational
precedence than the application memory. Similarly, the execution
states of peripheral units cannot be completely restored without
using the system map, although the operational capability of their

modules can be validated without using the map.

The units marked ®* in Figure 3b are the TMR-configured ones and
thus their internal faults are masked off (privided that two out of
three modules are>operational at any one time). In fact, all the
units that have higher operational precedence than the CPU are
automatically recovering ones and thus compose the hardcore that does

not burden the recovery program.
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6. Recovery procedure

In principle, the overall recovery process can be designed in a
straightforward manner on the basis of the FTSC model presented in
the preceding section. The process should essentially be a
step-by-step expansion of the set of trusted modules in a decreasing
order of the operational precedence. The order in which the modules
having the same operational precedence are tested and recovered is

immaterial as long as the same fixed order is used consistently.

In the FTSC, TMR-configured and automatically recovering units
form the hardcore. No capability is provided within the FTSC for
direct repair or reconfiguration of the hardcore. (The FTSC was
designed, however, to allow the ground station to intervene and
control various functional units after failure of more than one CCU
module. This ground-override mode 1is outside the scope of this
paper.) Thus the correct operation of these functional units must be

trusted by a recovery program without explicit checks.

When a recovery program is entered, a certain amount of
information on system status including the categorized fault report
is available from the HSWs. By utilizing this information a recovery
program can establish a working configuration in an efficient manner.
Basically faults of multiple modules causing an invocation of a
recovery program are less probable than faults in 'a single module.
In other words, if the categorized fault report implicates a certain
module of being faulty, then the probability of other modules being
faulty at the same time is small. Thus, the recovery program can
check the implicated module more thoroughly than other modules. This
strategy of using "weak" and "strong (thorough)" tests is of course
somewhat against the aforementioned rule of not trusting any module
by default. However, it is a way of reducing the (average) execution

time of the recovery program, thereby reducing the probability of the
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program failing in meeting the execution time requirement. Later an
analysis may reveal that the worst-case execution time of a final
recovery program is far less than the tolerable limit. In such case,
some weak (module) tests can be deleted to leave only strong tests in
the recovery program, thereby 1increasing the robustness of the
program even further. A penalty incurred by using ayf weak test is
the increased probability of a faulty module being undetected (i.e.,
validated). Therefore, in order to make use of weak tests without
much sacrificing the capability of correct recovery, an acceptance
test needs to be provided at the end of a recovery program to ensure
that the entire computer system has been correctly recovered. An
alternate procedure which wuses only strong tests must also be
provided to recover the system if the result of the primary procedure
is rejected by the acceptance test. Thus the use of weak and strong
tests 1s to trade the increase of the worst-case recovery time ror

reduction of the average recovery time.

The transient faults are expected to be the predominant
fault-type. The occurrence of a transient fault can be determined if
the module that has been indicted passes a (strong) test.
Nevertheless, the source of the transient fault is not always easy to
locate. For instance, if the A-bus has been indicted but both the
A-bus and its most recent user DMA1 (that loaded an address on the
bus at the time of fault reporting) pass (strong) tests, then one may
conclude that a transient fault has occurred. Both the A-bus and
DMA1 will be suspected as the possible sources of the transient fault
but the exact source cannot be identified. It is useful to maintain
a transient fault count and to set a tolerable limit to the count for
each module. When this 1limit is reached, the associated module can
be treated as an unusable module and thus replaced by a standby
module. The procedure of updating transient fault counts 4is not
detailed in this paper.
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The recovery consists of the following sequence of actions.
(1) validation of the CPU's capability of reading the hardware status
words,
(2) validation and necessary reconfiguration of the CPU,
(3) validation and necessary reconfiguration of the A-bus and the
D-bus,
(4) recovery of the system memory,
(5) recovery of peripheral units,
(6) recovery of the application memory,
(7) acceptance test of the new system configuration (i.e., result of

the recovery) and normal processing restart.

The rest of this section briefly explains the above actions.

The first action taken by a recovery program is to check if the
present CPU can correctly read the HSWs. Failure of this validation
will result in reconfiguring the CPU (i.e., selecting a new pair of
CPU modules as the A- and M- CPUs) and reinvoking a recovery progran.
If the valdidation is successful, then the recovery program will
proceed to check the CPU (to be exact, the part of the CPU not used
in reading the HSWs) because the CPU has the highest precedence among
the units that need to be checked.

If the HSWs indicate the occurrence of a CPU reconfiguration,
then the (current) CPU is thoroughly tested. Otherwise, a weak test
procedure is used. In any case, if the CPU fails in validation, it
must be reconfigured. (Recall the CCU command provided for this
programmed reconfiguration.) Both weak and strong test procedures for
the CPU are detailed in Appendix C. By the rule of fixed-order unit
recovery, a CPU test procedure must not use any unit (including the
A- /D- bus) having a lower operational precedence than the CPU. This
means that a faulty condition of the CPU must be detected by the CCU
(that has the higher operational precedence than the CPU).
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Therefore, a CPU test procedure is generally designed to compute a
function by using certain parts of a CPU module and then send a CCU
command (through a part of the TMR-configured S~bus) |if the
computation result is in a certain expected range. The function must
be chosen such that if the parts of a CPU module under test are
faulty, the probability of the result being out of the expected range
and thus no CCU command being sent out is very high. When the CCU
receives a CCU command from only one of the two powered CPU modules,
the CCU reconfigures the CPU. Since the M-CPU monitors the C-bus and
the C-bus is TMR-configured, a thought was given at first to the
possibility of using the C-bus in validating the CPU although the
C-bus is placed above the CPU in Figure 3b. This could not be
implemented because the FTSC instruction set did not include an
instruction which changes the C-bus only (without affecting the A-/D=-

bus).

Use of a weak test procedure can be justified only if a strong
test procedure requires a large execution time and the weak test
procedure can detect a faulty module with much reduced execution time
and yet with little reduced effectiveness of diagnosis. This was not
the case in validating the A-bus and the D-bus. Therefore, only a
strong test procedure was provided. In addition, the same test

procedure can be applied to both the A-bus and the D-bus.

By the rule of fixed-order unit recovery, the validation of the
A-/D- bus must be performed free of the interference by the units
having lower operational precedences than the A-/D- bus. The FTSC
was designed to ease the implementation of this procedure. If flag 1
is not set while the system is in the reconfiguration state, the MMU,
SIU, and DMA modules do not attend to the buses. Thus detection of a
faulty bus relies upon the bus code monitors contained in the CPU.
(It was assumed that the M-CPU will report to the CCU the
disagreement with the A-CPU only if the information on the bus is a
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valid code.) The test procedure involves repeatedly placing a '0' and

a '1' on each bit position of a bus.

Having established ap working configuration of the CPU, the A-
bus, and the D-bus, the next step is to recover the system memory
moduies. Flag 1 is first set so that the MMU, DMA, and SIU modules
may respond. Now whenever a word is loaded onto a bus, a peripheral
module containing a 'crazy' bus code monitor can report to the CCU
the detection of an invalid code on the bus even though the bus is
correct and the word loaded is a valid code. It 1is also possible
that a malfunctioning (powered) peripheral module may respond to an
address which is not the one assigned to itself. Since the system
memory recovery must be performed free of interference by the units
having lower operational precedences than the system memory, all the
peripheral units are powered off before search for the system memory
modules begins. During the execution of a power-off command for a
peripheral unit, another peripheral unit may interfere by generating
a Cat IV fault since the command involves the use of the A-bus.
Therefore, flag 3 must be set in advance to mask such fault reports.
Note also that a module may "resist" to obey the power-off command;
it can then be powered off only when the system enters an alexic

state.

A system memory module is assigned a soft name O or 1. An
operational system memory module contains a special bit pattern,
called a map flag, in its last location (address: 4095). Therefore,
even if the contents of soft name registers in system memory modules
are lost due to PU failure or other faults, it is possible to
identify a system memory module by checking the 1last location in
non-volatile memory. In the FTSC, a memory location can be read only
by a soft address. It may seem reasonable that if it is suspected
that most memory modules are powered on (after setting flag 1), then

a memory read can be commanded with soft name 0 (or 1) and location
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address 4095 to see if the value read is a valid map flag. However,
a malfunctioning memory module could have 0 as its soft name and thus
more than one memory module may respond to soft name 0 (or 1).

Therefore, it was decided to turn all the memory modules off and then

power at most one of them on at any time during the search for system
memory modules. (In the case where volatile memory modules are used
together with backup batteries, the above strategy may be overly

conservative and a different strategy may be desired.)

The search for system memory modules will result in one of three
different situations: none found, only one found, and both system
memory modules found. In the first (infrequent) case where no system
memory modules have been found, a "cold restart" procedure is entered E
to establish the system memory by using the information stored in the
backup memory. The cold restart involves finding two operational
memory modules and one operational DMA module and then establishing
the system memory (i.e., loading system software including the
executive program from a backup memory into the two memory modules
| using the operational DMA module and initializing system maps in the
modules). In the second case where only one system memory moduvule has
been found, the module is tested. If it passes the test, then
another operational memory module (preferably a module designated as
a spare in the system map contained in the Jjust validated system
memory module) is found and made the other system memory module.

That is, the system map is copied into the newly assigned 3ystem

memory module and some system software is loaded onto the module from
the backup memory. If the first found system module fails the test, |
then the cold restart procedure is entered. In the third case when ]
both system memory modules have been found, the two modules are 1
tested and if any of them is found to be faulty, the procedures used |

in the previous two cases can be used again to recover the entire

system memory.




With the properly recovered system map, an operational
configuration of peripheral units can be established efficiently.
The modules indicated to be faulty in the system map need not be
(powered on and) accessed at all. On the other hand, each module
indicated to be operational in the system map is powered on and
tested by a strong test procedure if the module is implicated by the
HSWs, and by a weak test procedure, otherwise. A peripheral module
is 1implicated when the present execution of the recovery program was
caused by one of the following events: (1) the module had reported
the detection of an 1invalid code on the A-/D- bus without being
corroborated by other units, i.e., a Cat IV fault had occurred, (2)
the address that the module had loaded on the bus for reading from or
writing into a memory location was an invalid code, i.e., Cat IIla
fault had occurred (but since then the A-bus has been validated), and
(3) the data that the module had loaded on the D-bus for writing into

a memory location was an invalid code.

The last unit to be recovered is the application memory.
Recovery of the application memory consists of two steps: one to
identify all the operational memory modules and the other to recover
the application informaticn (i.e., the content of the application
memory that had existed prior to the fault that caused the entry of
the recovary program). Similar to the establishment of an
operational «onfiguration of peripheral units, only the (application
memory) modules indicated to be operational in the system map are
accessed. Again a module is tested by a strong test procedure if it
is 1implicated by the HSWs, and by a weak test procedure, otherwise.
A memory module is implicated when all of the following three
conditions are met: (1) the HSWs indicate the occurrence of a Cat
IIId fault (i.e., detection of an invalid code on the D-bus by more
than one unit) as the cause of the present execution of the recovery
program; (2) the HSWs indicate that a memory read operation was in

execution when the fault occurred and the address used corresponds to
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the module; and (3) the D-bus has been validated. If the CPU was in

.control of both the A-bus and the D-bus when the fault occurred, then
the address used is kept in a field of a hardware status word
register. On the other hand, if a peripheral module was in control
of the buases, then the address used is kept in a field of a status
register of the module. Recall that at the beginning of the recovery
of the system memory peripheral units are powered off and the
contents of their status registers are lost. Therefore, before
taking power off a peripheral module that keeps the most recently
used address in its status register, the recovery program must copy
the content of the status register into a register within the CPU.
The procedure of recovering the application information (after
identifying all the operational memory modules) is essentially that
described in [D1,L1].

Once all the units up to the application memory have been
recovered, an acceptance test designed to check the acceptability of
the recovery program execution (i.e., to check if the system has been
properly recovered) is executed. This is motivated by the following
considerations. First, a certain unit that has already been
recovered may become faulty during recovery of other units and remain
undetected until the acceptance test is executed. This is a rather
minor motivation because (1) the CPU and the buses are monitored at
high frequency and thus only the peripheral units and the MMU can
have non- negligible latent faults, and (2) even if there is a faulty

unit on resumption of normal processing, the unit can be detected

later and recovered by execution of the recovery program.
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A more potentially serious factor that justifies the use of the
acceptance test is the possibility of incorrect recovery of a certain
faulty unit by an (imperfect) recovery procedure. If the unit is
detected later during normal processing, the recovery program may
again incorrectly recover the wunit, thus leading to a disastrous
loop. This rather pessimistic but pragmatic attitude is based on
recognizing the difficulty of complete understanding (or perfect
analysis) of the behavior of a faulty machine. It 1is realistic to
assume that, given any single recovery procedure, situations could
arise where the procedure is not effective. It is thus a pratical
necessity to make provisions in the recovery program for attempting
to circumvent the situation after a recovery procedure has failed
(1.e., for tolerating or covering up some local design
faults/inadequacies during execution). The aforementioned 1loop can
be broken only if a different recovery procedure is tried. The
acceptance test is obviously a2 means of recognizing the need for

execution of an alternate recovery procedure.

It is desirable that alternate recovery procedures be logically
simpler and also take more global (or drastic) recovery actions than
the primary recovery procedure. An alternate that we adopted, takes
the following actions: (1) it recovers the CPU and the buses by use
of strong tests only, (2) it uses (only) the cold restart procedure
to recover the system memory, and (3) it recovers the peripheral
units and the application memory again by use of strong tests only.
This alternate is substantially simpler in logic than the primary

although it may require a larger execution time.
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The acceptance test plays an important role in 1increasing the
robustness of the total recovery program. Two important requirements
of an effective acceptance test are the simplicity and the logical
independence from the primary or alternate recovery procedures. That
is, the logic of an acceptance test must be simple so that the
probability of having an incorrectly designed acceptance test may be
minimized. In addition, it must be independent of the logic of the

primary or alternate recovery procedures so that the probability of
having similar errors in both the recovery procedures and the
acceptance test may also be minimized. The acceptance test that we
i adopted, takes advantage of the following property: if the new
‘ system configuration 1is operational, then computation of a function
that involves the use of any parts of the configuration in an

arbitrary sequence must produce a correct result. It also seemed

i useful to take advantage of the following property: the difference
between the old system configuration (i.e., the configuration prior

to the execution of a recovery procedure) and the new system

configuration (i.e., the configuration after the execution) must not
be contradictory to the HSWs (specifically the information on the
most recently reported fault). For instance, if the difference is
only in the SIU configuration, then the acceptance test can check 1if
the HSWs have implicated the (previous) SIU configuration or any unit
that can be affected by a malfunctioning SIU. However, this approach
was not adopted because of the difficulty of the complexity of the
logic and the difficulty in saving information on an o0ld system

configuration.

If an incorrectly recovered unit is detected before the
initiation of the acceptance test and followed by reinvocation of the

recovery program, then a disastrous looping can still occur (because
an alternate recovery program will not be executed). Since the CPU
and the buses are automatically reconfigured on detection of their

faults, an infinite loop due to incorrect recovery of one or both of
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the ¢two units is unlikely to occur (provided that the probability of
the recovery program reconfiguring an operational unit is
negligible). Therefore, the problem 1is reduced to maximizing the
probability of detecting a loop due to 1incorrect recovery of the
system memory, peripheral units, and/or application memory. Once the
system memory is recovered, recovery indicators or histories of
multiple consecutive executions of the recovery program can then be
recorded as long as there is storage space within the system memory.
Thus if the recovery program is reentered later but before resumption
of normal processing, then the recovery program can learn by
examining the indicators that the present execution is not the first
execution since the interruption of most recent normal processing.
(In a sense, flag 1 serves the function of a recovery indicator to a
limited extent.) After some iterations the recovery program can

revert to an alternate recovery procedure.
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7. Specification of a recovery program in PASCAL

The procedure discussed in the preceding section was specified
in PASCAL. Appendix B contains a complete listing of the PASCAL
specification. The specification is in sufficient detail so that a
final machine program can be obtained in a straightforward manner
from it. Some low-level procedures were specified in plain words
(enclosed by '<' and '>') because their PASCAL specification was not

expected to be more readable while their functions are simple.

There are two types of variables declared in the PASCAL
specification. One set of variables called system variables
represent storage components in the FTSC, i.e., registers and memory
words. The other set of variables are program variables that exist
only during execution of a recovery program. Each module 1is
abstracted into the set of registers and functional capabilities
(including error detection) that the module possesses. The
abstraction of each typelot module is treated as a data type in the
specification. Due to the restriction in PASCAL, descriptions of

functional capabilities of each module were introduced as comments.

The procedures in the PASCAL specification are organized as
follows. The main procedure carries out the sequence of functional
unit recoveries as discussed in the preceding section. The main
procedure calls other procedures which are divided into two classes;
the procedures of testing modules form one class while the remaining
procedures form the other class. Comments were inserted in various
places in order to make the entire program self-explanatory. The
objective of each procedure/function is explained either immediately
after the procedure/function statement or where it is called (i.e.,
inside the body of a calling procedure).
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8. A mbly lan coding of e PASCAL specification

Assembly language coding of the PASCAL specification can be done
in a straightforward manner. For example, let us consider the
following statement extracted from the beginning portion of the main

procedure.

for 1:=5 to 8 do
if hswi.fault_cat(i]=1 then begin pflagb; pflag7 end;

This statement is designed to test the CPU's capability of reading
HSW1. This can be coded as follows.

LDR,2 =4 (set the iteration counter)
LDR,1 X'F800' (load regl with HSW1)
LRS,1 =<3 (shift left by 3 positions)
(3961: LRS,1  ==1
JPZ,1 4oo (skip if the left-most bit is 0)
STZ X'F80OE' (program flag 6)
STZ X'F807" (program flag 7)
(400]: JDN, 2 396 (repeat if 4 iterations are not done)

The structure of the PASCAL specification should be preserved in
assembly language coding to reduce the cost of debugging and

maintenance.

The recovery block in the PASCAL specification does not require
saving any register or memory word at the beginning or in the middle
of execution of the recovery program. It was designed in that form
to preserve the simplicity of the overall recovery program. Thus
coding the recovery block in an assembly language should again be

straightforward.
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1 9. Summary

Design of an effective recovery program for a fault-tolerant
computer such as the FTSC represents a special type of challenge in
software engineering. The difficulty in this design 1is related to
the unusual input to this program, 1i.e., a faulty machine whose
behavior is difficult to analyze. In view of the vital role that the
recovery program plays in fault-tolerant computing, it must be
designed with simple (i.e., easy to understand) and systematic
procedures of recovering the system. The rules of fixed-order unit
recovery and conservative recovery discussed in section 4 meet these
criteria. Recognizing the difficulty of complete understanding of
the behavior of a faulty machine, it seems also realistic to provide
an alternate recovery procedure that can be used when the primary is
not effective, and the acceptance test that can Jjudge the
effectiveness of a recovery procedure at run-time. Measures of
success in this direction largely depends upon the logical simplicity
of the acceptance test and the 1logical 1independence among two

recovery procedures and the acceptance test that are used.'

In order to obtain a well-structured recovery program and also |
take advantage of available tools (applicable to high level language
programs), the approach of first obtaining the high 1level language

specification of a recovery program instead of directly constructing
a machine/assembly language recovery program was adopted. PASCAL was
chosen as the specification language. The PASCAL specification 1is
almost as precise as the machine program and yet almost as readable
as a natural language specification. It can also be checked out to a
certain extent by using a PASCAL compiler, provided that various
actions of the FTSC are simulated by (PASCAL) procedures. Such a
checkout is thus limited by the simulation cost.
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Although much care has been taken in this development to obtain
an easily understandable recovery program and the checkout of the
program with a PASCAL simulator-compiler might be of help in
establishing confidence in the correctness of the PASCAL
specification, it seems worthwhile and desirable to further enhance
the confidence through supplementary means. The application of a
program verification approach to this recovery program seems well
Justified, considering the relatively small program size and yet the
important role of the recovery program. It does not appear that
existing verification approaches can be directly applied to the
recovery program, though. It seems that the existing approaches need
to be modified or extended, partly due to the fact that the faults
(which are inputs to the recovery program) are non-deterministic

events. This remains as a future research subject.
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Appendix A: Syntax and semantics of a recovery block

A recovery block (RB) has the following syntactic structure:

ensure T
by 01
else-by 02

else-by On

else-error

where T denotes the acceptance test, 01 the gg;gggx_ghigg&_hlggk, and
Ok (2_<k_<n) the alternate object blocks.

All the object blocks in an RB specify computations aimed at
producing the same or approximately the same result. A process
executes the acceptance test T on exit from an object block to
confirm that the result of the object block execution is acceptable.
If it is acceptable, the process exits from the RB. If it is not,
the process enters the next alternate object block. Also, the
process enters the next alternate object block if the underlying
processor system detects an error (e.g., divide-by-zero) while the

process is inside an object block.

Before an alternate object block is entered, the process state
is restored to the state that existed Jjust before entry to the
primary object block. That 1s, the process rolls back to the
recovery point (RP) established on entry to the RB. Each variable

that was assigned a new value by the rejected execution is restored
to its original value. The underlying processor system automatically

performs this "assignment reversal"®, To enable this, the first
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assignment to a non- local variable v during execution of an object
block is preceded by the recording of the original value of v,
denoted by PRIOR(v), in the recovery cache. Actually PRIOR(v) may
also be wused within the acceptance test of the RB. These (first)
assignment reocords need to be kept until the RB 1s successfully
exited. When an RB is exited, the RP established on entry to the RB

may be discarded.
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Appendix B£\PASGAL specification of an FTSC recovery program

const faulty 20;

type

working =13

yes z1;
no =0;
lastmodid =59;
dummy =0;
cati 215;
cat2 =12;
cat3a =8;
cat3b =9;
catlha =3;
catdb =1;
catlc 223
catld =6;
catle =73
mmuid z1;
siuid 223 -
dma 1id =3;
dma2id =4
cpuid #5;
abusid =6;
dbusid =7;
ccuid =8;
htid =9;
cuid =10;
tuid z11;
puid =12;

nmusize =24;
bustestreptition = 8;

bit 2(0,1);

register=zarray(0..31]
word =array[0..40]
reg2 =array(0..1]
reg3 =zarray[0..2]
regl =zarray(0..3]
(*monitor=procedure#®)

[ JRSR.

(*module types®*)
(R )

cpumodule=(¥*module®)

record
hswi1 :

(%no of modules®)

of bit;
of bit;
of bit;
of bit;
of bit;

record
flag:array[1..3] of bit;

(®*actual bit position: 0..2%)
alexicindicator:bit;
fault_cat:array(5..8] of bit;
statechange:bit;
cputest:bit;
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:
4 simplexmode:bit;
! busarbiter:array[12..13] of bit;
E | readstate:bit;
k| S softaddr:bit;
i mrar:array(16..31] of bit
i end
- hsw2 : record

| dbusspare:array(0..2] of bit;
i abusspare:array[3..4] of bit;
& acpuid:array(5..6] of bit;
mcpuid:array(7..8] of bit;
pustate:array(9..12] of bit;
tustate:array(13..16] of bit;
rti:array[17..19] of bit;
end
S mcpumask: register;
intrmask: register;
gpreg: array{0..7] of register;
end(®*-record®*);

(%operations
- pflag0O,pflagl,pflag2,pflags3,
pflaghi,pflag5s,pflagb,pflag7:regular ;
buscodmon: monitor;(®bus code monitor®)
wdt : monitor;(®watchdog timer?®)
ilopdet : monitor;(®*illegal opcode detactor®)
ctrlcomp : monitor;(%control comparator®)
- adcomp : monitor;(*®*address and data comparator#®)
end-operations®)

(®*end-modulet*)
mmumodule=(*modulet®)

record
status : register;
oldriphigh: register;
oldriplow : register;
newriphigh: register;

b newriplow : register;
soft1 : regh ’

soft2 : regl s

syndroam : regb s

’

wrprotreg : regh

content : array(0..4093] of word;

nexttolastword :word;

lastword : word H

(®contents of the memory words®)

modtype :integer ;(®11-application memory module
00-system memory module 0
01-system memory module 1%)

sysmodcontent=

record
b hardname:integer;
y softtable:array(0..14] of

- 49

A

50 4o
#31%
o)

L PR = I ———— " -




record
1 hardname:array(27..31] of bit;
& lost:bit;
i and

ppmask=z recaord
dmaimask:array(26..27] of bit;
dma2mask:array[28..29] of bit;
siumask :array(30..31] of bit;

}1 end
hardtable:array[1..24] of
record
activespare: Dbit;
dupinfstart: array(0..14] of
integer;
dupinfend : array(0..14] of
integer;
softname:array(28..31] of bit;
ripplerconfiguration:
array[0..40] of bit;
sparebit : boolean
end
applicationmmu: integer;
transcount:array[0..lastmodid] of integer;
constlost :array(0..14] of bit;
lostunit :set of integer;
end
end( ®*-record?®);

(%operations
datacodmon: monitor; (®*data code monitor#®)
buscodmon : monitor; (%bus code monitor®)
analogmon : monitor; (®*analog monitor®)
syndmon : monitor; (#*syndrom monitor®)
softmon : monitor; (®softname monitor®*)

wrprotmon monitor; (%*write protect monitor®)
addrslmon : monitor; (%address select monitor®)
end-operations®)
(*end-modulet®)

ccumodule=(*modulet®)

record
faultreg:register;
abusspid: reg2;
dbusspid: reg3;
acpuid: reg2;
mcepuid: reg2;
flagi,flag2,flag3:bit ;
end(*-record#*);
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(®operations
pflagcomp : monitor; (%program flag comparator®)
wdt : monitor;
faulthand : regular; (%fault handler®)
i end-operations®)

(®end-modulet®)

dmamodule=(*modulet)

record
cost0 = record (®control/status register 0%)
mrar:array{16..31] of bit;
end
cost1 : register; (®*control/status register 1%)

end(®-record®);

(®operations
buscodmon : monitor; (®bus code monitort®)

eobdet : monitor; (%*end of block detector#®#)
wdt : monitor; (®watchdog timer#)
ifm : monitor; (%internal fault monitor®)

end-operations#)
(®*end-modulet)

siumodule=(#*module®)

record
cost0 = record
mrar:array([16..31] of bit;
end
cost1 iregister;
i < end(®-record®*);

(%*operations
buscodmon : monitor;
3 eobdet : monitor;
wdt : monitor;
- seqdbusmon: monitor;(%sequential data bus monitor®)
synchdet : regular; :
end-operations®*)

(*end-module®)

~ pumodule =(®modulet®)
record
status1 ¢ bit;
status2 ¢ bit;

end(®-record®);

i e




(®operations
involmon : monitor;
outvolmon: monitor;

end-operations#®)

(*end-module®)
cumodule =(*modulet®)

record
ccuclamp : bit;
mmuclamp : bit;
iohtclamp: bit;
end(*-record®);

(®*operations
raddet : monitor;
end-operationt®)
(*end-modulet)
tumodule =(*module®*)
record
status1 : bit;
status2 : bit;
end(®-record?®);

(®operations

voltmon : monitor;
clkmonl1l : monitor;
clkmon2 : monitor;
rtimon1 : monitor;
rtimon2 : monitor;
end-operations®)
(*end-modulet®*)

htmodule =(%*modulet®*)

record
htstatus : bit;
end(®-record?®);

(®*operations
comparator:register;
end-operations®)

(%*end-modulet®)
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var

(%system variables®)

cpu : array(0..3] of cpumodule;
mmu : array([0..mmusize] of mmumodule;
dmal : array([0..1] of dmamodule;
dma2 : array([0..1] of dmamodule;
siu : array[0..1] of siumodule;
pu : array[0..1] of pumodule;
tu : array(0..1] of tumodule;
ccu $ ccumodule;
cu $ cumodule;
ht : htmodule;

(%program variables®)
status : array(0..lastmodid] of bit;
indictedset : set of integer; (®softname®)
reconfcount : integer;
sysmodid: array[0..1] of integer;
temptrans: array[0..lastmodid] of bit; (%*register®)
numfound: integer;
sparemmm: integer;
lastusedmmm: integer;
i: integer;
J: integer;
k: integer; |

B i B -—¥)
! (®utility procedures/functions#®)
Wi v s e L R B ")

function faultcat:integer;

= (*this translates a 4-bit vector cpul[ccu.acpuid].hswil.fault_cat
into a decimal faultcat number#)
begin

with cpulccu.acpuid].hswi1 do
faultcat:=bintodeci(0,0,0,0,fault_cat[5],fault_cat{6],fault_cat(7],
fault_cat[8])
- end

function id(var unitid,modulenc:integer):integer;

begin
case unitid of

1: (*mmu®) id:= 1+moduleno;

- 2:(%siut*) id:=25+moduleno;
3:(%dma1¥) id:=27+moduleno;

; 4:(%dma2®) id:=29+moduleno;
t 5:(®%*cput) id:=32+moduleno;
g 6:(®*abust®) id:=36+moduleno;

T:(%dbus®) id:=40+moduleno;

- 8:(%ccu®) id:=46+moduleno;
9:(®*ht*) id:=49+moduleno;
10:(®cu®) id:=52+moduleno;
11:(%tu®) id:=55+moduleno;
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12:(®pu*) id:=5T7+moduleno;
end (%*caset)
end

procedure settemptrans;
(*marks the occurrence of a transient fault in a temporary counter

register®)
begin
case faultcat of
12 : begin (%®cat2®)
temptrans[id(cpuid,acpuid)]:=1;
temptrans{id(cpuid,mcpuid)]:=1;
temptrans(id(abusid,abusspid)]:=1;
temptrans[id(dbusid,dbusspid)]:=1;
end
8 : begin (%cat3a®)

temptrans([id(cpuid,acpuid)]:
temptrans(id(cpuid,mcpuid)]:
temptrans(id(abusid,abusspid

end

9 : begin (%*cat3b®)

temptrans[id(cpuid,acpuid)]:=1;
temptrans[id(cpuid,mcpuid)]:=1;
temptrans(id(dbusid,dbusspid)]:=z1;

end

end (%®case®)
end

s
=13
)]1:

=l

function lastbususer:integer;
(*this converts cpulccu.acpuid].hswi.busarbiter into a unitid®)
begin
with cpul[ccu.acpuid] do
lastbususer:=bintodeci(0,0,0,0,0,busarbiter[12],busarbiter[13])+2
end

function ppusoftname:integer;
(*identify the lastbususer®)
begin
case lastbususer of
O:ppusoftname:=19 (®cput);
1:ppusoftname:=18 (®siu*);
2:ppusoftname:=16 (®*dma1®);
3:ppusoftname:=17 (¥dma2%);
end (®*caset®)
end

function bintodeci(var bitO,bit1,bit2,bit3,bit4,bit5,bit6,bit7:bit):
integer;
(*this translates an 8-bit vector into an equivalent moduleno®*)
begin
bintodeci:=bitT+bit6®#2+bit5%2'24b1itU®2'34bit3%2'44+bit2%2'54+b1it 1%2'6
+bito®2'7




end

fun
(%c

ction suspected:integer;
onverts the right most 16-bit of hsw!l into a decimal integer®)

begin

end

fun
(*pr
beg

end

fun

with cpul[ccu.acpuid].hswl do
suspected:zbintodeci(0,0,mrar(16],mrar(17]),nrar(18],mrar(19]);
if suspected=15 then
case bintodeci(0,0,0,0,mrar(28],mrar(29],mrar(30],arar(31]) of
O:suspected:=16 (¥dma1¥);
1:suspected:=16 (®dmai#);
2:suspected:=17 (®dma2®);
3:suspected:=17 (®*dma2®);
4:suspected:=18 (®*siu®);
5:suspected:=18 (#siu#®);
end (®caset*)

ction activeppmid(var unitid:integer):integer;
eturns the id of the active module of a given PPU®)
in
with mmu(sysmodid([0]]).sysmodcontent.ppmask do
case unitid of
3:begin
if bintodeci(0,0,0,0,0,0,dmaimask[26]),dmaimask[27])=1
then activeppmid(dmaiid):=
else activeppmid(dmaiid):=
end
4:begin
if bintodeci(0,0,0,0,0,0,dma2mask([28]),dma2mask[29])=1
then activeppmid(dma2id):=
else activeppmid(dma2id):=
end
2:begin
if bintodeci(0,0,0,0,0,0,siumask[30]),siumask[31])=1
then activeppmid(siuid):=0
else activeppmid(siuid):=1
end
end (*caset)

ction mrusedmmm :integer;

begin

case lastbususer of
dmaiid:begin
with dmai[activeppmid(dmaid)].cost0 do
mrusedmmm:=bintodeci(0,0,0,0,mrar(16],mrar(17],
mrar{18]),mrar{19])
end
dma2id:begin
with dma2(activeppmid(dma2id)].cost0 do
mrusedmmm:=bintodeci(0,0,0,0,mrar[16],mrar(17],
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mrar[18],mrar(19]) J
end
siuid: begin
with siu [activeppmid(siuid) ].cost0 do
mrusedmmm:=bintodeci(0,0,0,0,mrar(16],mrar(17],
mrar(18],mrar(19])
end
end (®caset®)
end

function ismapflag(var hardmodname,numfound:integer):boolean;
var onecounter:integer;
begin
with mmu{ hardmodname] do
begin
onecounter:=0;
soft1:=numfound;
soft2:=znumfound;
for 1:=20 to 39 do
if lastword{il:= 1 then onecounter:zonecounter+?
end
if onecounter> 24 or onecounter=24 then
ismapflag:=yes;
else ismapflag:=no
end

O — e

]
procedure findsysmodid(var numfound:integer;sysmod(0..1]:array i
of integer)
(* This procedure finds the mmu modules containing the system map.
"numfound"” is an integer which represents the number of system
modules found. System(i] represents the hard name of the system
module found, where i is either 0 or 1 corresponding to the first
or the second system memory module found®)
(* instructions "power on", "power off","ignore read", and
"ignore write" are assumed to be working correctly *#)
var hardmodname:integer;
begin
numfound:=0;
hardmodname:=0;
sysmod[0]:=0;
sysmod[1]:=0;
repeat
hardmodname:=hardmodname+1;
poweron(hardmodname) ; (®* turn on the power of the mmu
module with hard name "hardmodname"*®)
if ismapflag(mmu{hardmodname),numfound) then
(# this will determine if the mmu module with hard name
= "hardmodname", containes a system map. numfound is a
dummy soft name that is temporarily stored into the soft
name registers of the corresponding memory module®)
begin
sysmod[numfound]:=hardmodname;
numfound :=numfound+1
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end(*then#)
else poweroff(mmuid,hardmodname);
until hardmodname=24% or numfound=2;

procedure coldrestart;
var i:integer;
begin

(*find two good mmu modules®)
1:2-1; j:=20;
repeat begin
1:=21+1;
poweron(mmuid,i);
softi1[i]:=j; soft2[2]:=]3;
if mmu_hardval(j) then begin sysmod[jl:=zi; j:=j+1 end
until j=2 or i=mmusize;
finddma; (®*find one good dma module#)
loadsystmem; (®*initialize the system memory using the information
in the backup memory®)
findppu; (®*find one operational module of each ppu®*)
recordppu; (®record the mod ids of operational ppu modules into
the system map®)
findmmu; (¥*find all the operational mmu modules®)
recordmmu; (®record the mod ids of operational mmu modules inte
the system map®)
loadapplmem; (®initialize the application memory using the
information in the backup memory#)

procedure makecopy(var softnami,hardnami,softnam2,hardnam2:integer);
begin

hardnam2:=findspare;

if hardnam2=0 then hardnam2:=findapplmemuod (®find an application
memory module to be converted into a system memory module®)

with mmu[hardnam2] do

begin

softi1:=softnam2; soft2:=softnam2
end
copydupinfo((®*from*) softnami,hardnami, (%to%) softnam2,hardnam2);

procedure updatesysmap(var unitid,activeppmid(unitid));
begin

for 1:=0 to 1 do
with mmu(sysmodid{i]].sysmodcontent do
begin
case unitid of
dmatid: jJ:=26;
dma2id: j:=28;
siuid : j:=30
end(*caset);
if status(unitid,(activeppmid(unitid)+1) mod 2]
= working then
begin
if (activeppmid(unitid)+1) mod 2 = 0 then
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begin
ppmask( j+1):=1;
ppmask(Jj):=0
end(®*-thent®*)
else begin
ppmask( j+1)
ppmask(j):=
end(*-elset®)
end(®-then®)
else begin
ppmask( j+1)
ppmask(j):=
end(*-else®)
end
end( ®*-proceduret®)

:20;
1

=1
H

procedure copydupinfo(var softnami,hardnami,softnam2,hardnam2:integer);

(®*copies duplicate information from one module to another®)
begin
with mmu(sysmodid([0]].sysmodcontent do
for i:=z=dupinfstart to dupinfend do
begin
read(mmul hardnami1].content(i],cpulccu.acpuid].gpreg(1]);
write(cpulccu.acpuid].gpregl1],mmu(hardnam2].content([1])
end
end

function mmmsoftname(var hardname:integer):integer;
(*find the main memory module softname with the given hardname®*)
begin
with mmu[sysmodid(0]].hardtable{hardname] do
mmmsoftname:=bintodeci(0,0,0,0,s0ftname(28],s0ftname[29],
softname[30],softname(31])
end

function mmmhardname(var softname:integer):integer;
(*find the main memory module hardname with the given softname%)
begin
with mmu(sysmodid[0]].sysmodcontent.softtable[softname] do
momhardname:=bintodeci(0,0,0,hardname(27],hardname[28],
hardname([29],hardname(30],hardname(31])
end

procedure setcatldtrans(var unitid,moduleno:integer);
begin
case faultcat of
cat3a: begin
temptrans(id(abusid,abusspid)]:=1;
temptrans{unitid]:=1
end
cat3b: begin
temptrans[id(dbusid,dbusspid)]:=1;
temptrans(unitid]:=
end
cat¥4: temptrans[unitid]:=1

58




end(®-caset)
end(®*-proceduret®)

function arbitlocation:integer;
<returns a random integer within the interval 0 to 4095>

end

procedure pp_test(unitid:integer,hardval:bit):boolean;
begin
poweron(unitid,activeppmid(unitid));
case hardval of
1: if pp_hardval(unitid) then
begin
setcatldtrans(unitid);
status{id(unitid,activeppmid(unitid))]:=working
end
0: if pp_weakval(unitid) then
status(id(unitid,activeppmid(unitid))]:=working
end( *case®)
if status[id(unitid,activeppmid(unitid))]sfaulty then
begin
poweroff(unitid,activeppmid(unitid));
poweron(unitid, (activeppmid(unitid)+1) mod 2);
if pp_hardval(unitid) then '
status(id(unitid,(activeppmid(unitid)+1) mod 2]:=working
else begin
poweroff(unitid,(activeppmid(unitid)+1) mod 2);
with mmu[ sysmodid[0]].sysmodcontent do
lostunit:=zlostunit+[unitid]
end(%elset®);
updatesysmap(unitid);
updateppmask(unitid)
end
end

function findspare:integer;
begin
with mmu(sysmodid(0]].sysmodcontent do
begin
A I
findspare:=0;
repeat
1=1i+1;
if hardtable[i].activespare=1 (%*spare®) then
begin
poweron(mmuid,i);
soft1(1):=15; soft2[i]:=15;
if mmu_hardval(15) then
begin
findspare:=i;
hardtable(i].activespare:=0 (%active®)
end
else poweroff(mmuid,i)
end
until 1>23 or findspare<>0
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