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This pubikation is concerned with the industrial defense of facilities
within the communications industry, particularly those which are

0 vital to industrial mobilization. It ~~pcrscdes the material contained
in “Standards for Plant Protcction,” Department of Defense, 1 June

• ~~~~~~~~~~~~~~~~~~~~~~~~~~~~ industry is concerned.

Theso Crft~rj aJ)avo been developed jointly by representatives of,
• the Departonej t of l)efense and representatives of the communications

~~~
0
~~try a are specrtll y tailored to be used for th at portion of the

c~f~tuuLnications industry . wbich comes under the provisions of the
Auncd Forces Industrial Defense Regulation, dated September 1960,

The application of these Criteria by industry is desirable. These
Criteria are intended as material for the guidance of both government
representatives and company management in appraising the status of
security of key comm unications facihities.~. The acceptance of such
criteria by the industry does not imp ly a commitment to implement the.
features included in such criteria , or the reco~~mendations submitted
by government representatives. 0 4

-These Criteria have been specifically designed for use with Depart-
ment of Defense Industrial Defense Survey Forms, DD 895—2 “Corn-
munim Lion Company Report” and DD 395—3 “Communication Facil-
~ y.$jixvey.”

The material assenibled h erein reflects the current doctrine. of the
Industrial Facilit ies Pro t ection Branch , Office of the Assistant See-

0 retary of Defense for SUPPlY mid Logistics, as influenced by estab-
hished practices in the field , and a.s app licable to the communications0 industry.

Where additional data concerning these Criteria nrc tltsired on the
part. of the conimuni cat ions ImliLnagement , such in furiiuit ion , a~lvica
and guidance will be furnished throug h local iiulust n a t  de fense survey
personnel of the agency assigm.d ii idims t r i al  defense. cognizance.

The necessity for the ent ire plan or any portion thereof as em orn-
passed by-the Criteria is subject - to review at any ti m e at the instance •

0

of either industry or the Department of Defense.
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The protection of classified InforonatLon in the hands of industry
covered in the industrial security program, is not covered in this
manual. The Department. of I)cfense publication, “Industrial Secu-

• - rity Manual for Safeguarding Classified Information ,” dated June
1960, or revisions thereof , establishes procedures for the safeguarding
of classified Defense information.

The Department of Defense gratefull y acla~owledges the assist-
ance of the communications industry in contributing time and experi-
ence to the development of these Criteria.
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Section 1
• Definition of Terms

Li The definitions as set forth below app ly specificall y to indus-
• trial defense with in the communications industry . Their application

to matters of industrial defense is governed by the Armed Forces
industrial 1)efense Regulation.

• 1.1.1 Facility. Any physical plant location , including buildings and
equipment. (This term is not to be confused with wire facilities.)

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ included in the Dc-
p~~~~ent of Defense Key Facilities List. Tu e  Departmnent of Dc-

~1~nat~ Key Facilities List is~ composed of selected m anufacturing
.pJj~ t~~ utilities and services, and government-owned installations,
which art’ )oeated within continental United States, and which are_
gL_Qutst Ltnding importanee in support of military operations or mi ii—
tarY production and mobilization programs.
1.1.3 Company Level. ‘I’he top nianagemnent organization of a corn-
pany or corl)orat ion.
1.1.4 Facility Level. Management at the. facility designated as re-
sponsible for industrial defense coordination at tile facility.
1.1.5 Industrial Defense Coordinator. An employee designated at
the company level or at the facility kvei as responsible for plan-
n ing, coordinating, and directing or supervising industrial defense
activities.

V 1.1.0 Criticality. The degree of importance of one operating or
servicing function of a faci lity to tile overall operations or services
of a faci lity . •
1.1.7 Critical Area. An area of a facility vital to the functions,
operations, or servic es of the faci lity, which if damaged or destroyed
would disrupt essential comm unication service.
1.1.8 Vulnerability. Vnlneral ility is the degre e to which any given
critical area wit hin a facility , or the facil ity as a whole, is susceptible
to damage.
1.1.9 Phys ical Security. Ph ysical security is the pr otection of a
facility by physical or psychological means aga inst pilferage, theft ,
fire , and sabotage.
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—. 1.1.10 Emergency h eadquarters. A- predesignatcd alternate site
at which top management would operate in the event of a national

- - eme.r~ency or disaster.
• - 

~ 1.1.11 Alternate Reporting Centers . Predesignated locations, ap-
proved by the top managememit of a company , where facility em-
ployees will assemble in event of emergencies.
1.1.12 ,~~~ çrgency Operations , 1 imited to wartim e conditions.
1.1.13 NormaL~~~ rations. All period s of time except wartime
conditions.
1.1.14 Mutual Aid. lit disaster planning and in planning emergency
operations, an organization of manpower, equipment and materials
whereby an affected company would receive help from another com-
pany in tIm e. coin mun ications indust ry in restoring essential service.
1.1.15 Mobile Service Equipment. That portable equipment, with
or without supplies, owned or leased by a comm unications com pany,
which is designed for use in maintenance or emergenc y restoration of

• service and for const ructi on purposes, and including also supervisory
vehicles.
1.1.16 Sabotage. ‘rho willful act or attem pt to destroy, injure, or
make in a defective. manner war material , war prenitses, or war utili-
ties with intent to injure., interfere with , or obstruct the National de-

~~ fenso of the United States. (U.S. Code, Title 18.)
1.1.17 Espionage. The obta ining, receiving, communicating and
delivering, or ittternl)t thereof , of information respecting the national

• d~fense with intent or reason to believe. the infor m ation wil l be used
to the injury of the United States or to the advantage of a fore ign
nation. (U.S. Code, ‘htle 18.)
1.1.18 Subversive Activity. “Subversive. activity in this country
derives from conduct intent ional ly destructive of , or inimical to, the
Government of the United States—that it seeks to unde rmine its in-
stitutions , or distort its functions , or impede its projects , or to lessen
its efforts , time. ultimate en~i being to overt urn it a ll. Such activity
may ho open and direct as by effo rt t•o overthrow, or sulmt le and m di-
rect as by sabotage. ” (h ouse Report No. 448, 78th Congress, 1st Sea-
sion.)
1.1.19 Emergency. A sudden unexpected happening or development
of pressing imecessity requiring prompt , rapid and efficient , action or
counteraction. -
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• Section 2
• Industrial Defense Pro gram

21 PURI’OSE AND SCOPE.
2.1.1 General. The purpose of industrial defense. in the communica-
tions industry is to reduce. vulnerability ; to prevent or minimize the
effects of damage resulting fromn natural disaster and enemy attack ;
and to prevent or proteót against sabotage, espionage, subversive so-
tivity, and inimical acts.
2.1.2 ~~~~ pany Level. Industrial defense at the company level of
any comninun icatiomis comnmnon carrier (telephone, telegraph, radio and
cable), includes that planning and direction which is necessary to in-
sure the adequacy of a comprehensive. company industrial defense
program. This program is implemented at individual facilities
within each company. Such a progri~’n would include:
2.1.2.1 Physical securil oh~y.
2.1.2.2 Company policies pertaining to continuity of personnel.
2.1.2.3 m policies commc,erning civil defense measures.
2.1.2.4 Cpmpany I)lan s pertaim ming to continuity of service.
2.1.8 ..1~ ciIity Level. Industrial defense at the facility level within
the communications industry includes:
2.1.3.1 fli~o, implemnent atiomi of company plans and policies referred
jQ.above.
2.1.3.2 The identification amid reduction of vulnerability of critical
areas within t.ho faci!ity.
2.1.3.3 Facility Physical security measures.
2.1.3.4 Fire protection measures.

~~~3.5 Facility civil defense mneasures.

2.2 INDUSTRIAL DEFENSE COORDINATOR.
2.2.1 Designation. Each comjstny in the communications indust ry
should appoint an Industrial I)cfe.nse Coordinator to be responsible

• for indust rial defense matters at t h e  company level. A facility oo-
• ordinator should also be designate( 1 to ho responsible for industrial :

lcfense matters at the facility level. When appropriate, a facility
coordinator may be responsible for industrial defense activities at
more. than one facility, such as unattended st-at iomms or t’ery small

574606— 6O-——2 3
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• ‘facilities. The duties of a company or facility Industrial Defense Co-
ordinator may not require full time. If other duties are assigned ,
the industrial defense duties should be regarded as an inmpor tant l)art
of the overall responsibilities of the Industrial Defense Coordinator.
2.2.2 Authority and Functions. The com pany and facility defense
coordinator should be authorized to perform duties which include,
but are not l i m ited to, responsibilities for :
2.2.2.1 I)irection or supervision of all industrial defense activities
throughout t ime company or withi n a facility.
2.2.2.2 Partici pation in all industrial defense surveys.
2.2.2.3 Recommending to top managemen t, plans , poli cies, and
measures for improving the. physical security of the company or
facility.

• 2.2.2.4 Direction or supervision of periodic tests of company and
• facility emergency operations plans.

2.2.2.5 Supervision of industrial defense education systems and ac- -

tivitics. (See 2.4 below.)

2.3 SURVEY AND REPORT RECOMMENDATIONS.
2.3.1 The recommendations resulting from Indust rial Defense
Surveys will generally fall into two cat egories:
2 3.1.1 Those for planning and implementation of plans’ at both
the company and facility level.
2.3.1.2 Those requiring t h e  expenditw’e of funds for time procure-
me~nt, installation , and maintenance of protective equi pment and
training, supervision and use of guards.
2.4 INDUSTRIAL DEFENSE EDUCATION.
2.4.1 Industrial defense education at time facility level will include,
but should not be limited to the:

• 2.4.1.1 Development of an awareness, on the part of each employee,
of the importance of promoting security and protection of the
facility.
2.4.1.2 Development of an understanding , by each employee, of his
industrial defense responsibilities for maintainin g security within
an operating area , specificall y, any area designated as a Critical
Area. These. responsibilities include , among others, the challenging
and reporting by m ’mnp loyees of persons whose presence on the prem-
ises is not ant lmor ized .
2.4.1.3 Each e m p loyee shmouhl be informed (list the Federal Bureau
of Investi gat ion h :m s j imr isd ict io mt for investi gat ing matters of sabo-
tage.. Any inekl em it of actua l or suspected sabotage should be re-
ported promptl y to ti m e nearest office. or the FBI .
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2.4.1.4 Each employee. sh ou ld be. instructed-to report prompt ly to
- 

the Industrial Defense Coordinator the presence. of any device which
— is boliovcd j o be imitended for sabotage. The nearest Fill oflice should

• be notified iimuncdiate ly.
2.4.2 Provision for the. immediate indoctrination of new employees
should be made at the facility level.

2.5 TESTS.
- - • 2.5.1 Written plans such as for evacuation, movement to shelters,

and fire. drills should ho periodically tested to insure that all partici-
• pants become th oroughly familiar with their specific duties, and to

eliminate discrepancies which may be found to exist. Following
such tests, plans should be revised as necessary and succeeding tests
should be redesigned accordingly.
2.5.2 The testing of corporate relocation plans and any other phase

• of the overall corporate disaster plan should be conducted
periodically.

- i~
j
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Section 3
Criticalit y and Vulnerability

3.1 FACILITY CRITICALITY.
3.1~i General. 1’he ovcr~ahl criticality of any communications facil-
ity within the. Industrial I)efense l’rogramn is established prior to the
survey by the fact that the facility concerned is of vital importance
to continuity of communication service. Key Facility listings within
the communications industry are. joint ly determined by the Depart-

• ment of Defense and industry representatives, and each conununica-
tions facility to be surveyed is of high critical nature from the national
defense. viewpoint.

3.2 CRITICAL AREAS. Some facilities will have areas which are
critical to continuity of service.. Such areas will ho considered as
‘~critical areas” upon advice of local personnel and should be afforded
.!N~ .0prLate protection.
8.2.1 Noncritical Equipment. Loss of some equi pment in operating
areas within a fac~hity could cause an interruption in service, measured
in terms of minutes. Availability of equi pm ent for immediate re-
placement or the industrial flexibi lity to immediately re-route, reduces
the criticality of some facilities to a point where only minimum physi-
cal security measures niay be needed.
3.2.2 Management Responsibility. Defense. Coordinators should
be prepared to present to survey ing personnel their designation of crit..
ical areas within their facilities.

3.3 FACILITY VULNI~RABILITY.
3.3.1 Considerations.
3.3.1.1 During norm al operations most all communications company
employees working within a facility have access to any part thereof
on a Departmnenta l basis except at locations where classified projects
impose restrictions.
3.3.1.2 During emergency operations many persons presently em-
ployed would be. given limited acccss to critical areas, since access to
such areas would be on an actual need basis.

- 
- &3.1.3 Physical separation of critical areas within a facility de-

creases vulnerability.

6

• - 
- . - I. -‘

- - 
~~ — - •.~ ~~. 

- - • • 
• - 

~~ ~~ ~-



~~~~~~~ w —-  - .

• 3.3.2 . Vulnerability Determination. In determining vulnerability
of a critical area within a facility , the. primary factors are.:
8.3.2.1 Accessibility to the critical a rea from within or from ou tside
of the facility.
8.3.2.2 Possibility of damage. to the critical area as a result of fl ood.
8.3.2.3 TIme degree to wlmi c lm a critical area could be damaged by fire,
explosion , or other cause includi ng that which m a y  result if an ad-
j acent structure. is destro yed ord am naged.

3.4 VULNERA I3ILITY REDUCTION .
8.4.1 Phases. Vulnerabilit y reduction can be achieved in two sep-
arate. phases :
3.4.1.1 Limiting access to all areas to personnel who have. an actual
need for same.
8.4.1.2 Reducing time effects of damage (resulting from theft , fire,flood , sabotage, or explosion).
8.4.2 Security Inspection. Periodic security inspections should be
made. during normal operational periods by the. person responsible for
defense coordination.

7
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Section 4

• Physical Securit y
4.1 PHYSICAL SECURITY PLANNING.
4.1.1 General Considerations. Time plmysicai security problem is
affected by:
4.1.1.1 The criticality of the facility.
4.1.1.2 The physical arrangement of the. facility.
4.1.1.3 The vulnerability of time facility.
4.1.1.4 Geographical location of the. facility.
4.1.1.5 Number of people. employed at the facility at various times
of the day and ni ght.

• 4.1.1.6 Exposure. to adjacent or nearby hazards.
4.1.2 Physical Security Estimate. Prior to time development of a
physical security plan, it is necessary to make a complete physical se-
curity estimate of the facility involved. The underlying concept in
such an estiniate is to regard the facility from time. viewpoint of the
intruder. It is necessary to determine the areas which an intruder
would attempt to put out of commission, his avenues of approach and
his method in neutralizing his objective. This estimate, therefore.,
will illustrate :
4.1.2.1 Critical areas as viewed by the opposition.
4.1.2.2 Vulnerability of such areas as illustrated by existing
hazards.

- 4.1.3 Economic Considerations. Cost is a vital consideration in the
implementation of any physical security recommendations. Such roe-
ommnendat ions should be designed to insure adequate security at m m -
imum expense.. During periods of normal operations, ii is some-
times necessary to place physical security aids into use because long
procurement lead time in tin me of emergency will preclude acquisition
when needed. In ti m e of emergency, t hese same considerations

• should apply, with the exception that lead time for new equi pment
should be even furth er reduced.
4.1.4 Degrees of Physical Security. Physical security measures

- recomm ended by survey i)(~soummmcl will vary, not only from one facil-
• ity to another, but within areas of any one facility. To assist survey

8
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. persoutumel and defense coordinators in establ ishing mum appropriate de-
gree of security for ami d within facil it ie.s in the conimuumni cations in .

• dust ry, full  coi,siderotiou shouhl Is, given t o the elej iment s contained
• in Section 3 of these Criteri a .

4.1.5 Physical Security I’Jan. A physical security plan consista of

~~~ ystA.mn at lemmi l y out I m e d  ~ grit, tle~igume4A o redUce exi sting h azard s

~nd thcrebv reduce t i m e vulnerabil i ty ~f t h u .  fa c i l i ty  to a p ’~~ 
wh en ,

success on ti me part of the i ,it ruder is unlik el y. This plan may he in

~ DJ Q i l ~ i m ~s r~(l by iii:uiimi g emn eiut , a~- long as ni l  es-~e,i tial areas uufl ( l
measures as ivell as directions are included.

4.2 PE RIMETER BARRIERS.
4.2.1 General. A perimeter barrier is that device which defines the
limits of the facilit .y area. Such it harrier c:mn . if fa cil i ty property
includes space adjacent to building s, be defined by a femme e surround -

ing the various facility structures. If however, the facility boundary
is defined by the walls of a building, tlmen that entire building becomes
the perimeter barrier, and must be treated as such.

• 4.2.2 Purpose. The pr im ary purpose of perimeter barriers is to
restrict or delay access to critical areas by unauthorized persons.
Perimeter barriers, in order to be effective , should uecoiimp Iisi~ t i me

following:
4.2.2.1 Define the perimeter of i-he facility or controlled am -eu .
4.2.2.2 Create a physical and psychologie~tl deterrent to per~ 1ns
attempting or contemplating un aut h orized entry into the u rea.
4.2.2.3 Delay intrusion , enabling security personnel to detect time

• intruder because of the t ime element - involved .
4.2.2.4 Facilitate the effective and economical use of guard forces,
if applicable.
4.2.2.5 Direct and channel the flow of personnel and vehicles
through. designated places of entry as a measu re of eo,mtrul .
4.2.3 Effectiveness of Perimeter Barr iermu. ~ j wru ii iet (r  harrier
by itsel f serves no physical securi ty purpose utiI e -.s it is adequately

• backed up by other security aids sudi as li ghting, intrusion detection
• devices and guards. Tii’~ use of a conibinat ion of these aids depends

• in each case upon tim e facility concerned and degree of physical
security required.

- 4.2.4 Pences—Gençr al. If fences are used as a portion or all of time
perimeter barrier , they shou ld be of sufficient durabil ity of design m d

, height- to:
• 4.2.4.1 Render climbing (ilIheult .

-
. 4.2.4.2 Prevent bending so as to facilitate entry.

4.2.4.3 Prevent, entry through space bet-wecum the bottom of ti m e fe-tie-,,
and the top of the ground.

9
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4.2.5 Fence Specifications. Feiico should be a um m i ni m u m n of seven
• feet in height , topped with ii 45 degree outward and upward exten(l—

ing aria bearing three st rands of int i1mcd wire sI re telme d taut  anti st)
spaced as to m ci-ease the vertical h eig h t ,  of time fence by approxi.

• mately one foot. Wh ere property Ji m me s amid local laws proh ibit the
- outward extension of overhangs , the. top guard m a y  be extended in-

ward . Wh ere use of audi top guard is miot possible, t~lme fence should
be extenitled to a hei ght of eight feet. ‘I’hme type of construction found
in chain—link fence is desirable.
4.2.6 Buitding Walls. Walls, floo rs, roofs, and dikes, when serving
~~ ~~~~~~~~ l) arniers , should be of such construct ion and so arranged
us to provide- un ifo m -mn fi ro t oct ioli  e ( I uii v alei mt to I limi t J)EO Vi ( le -( l by fe-nc—
ing as specitied above. Where bim i hui m i gs forum a pmtr t of I he per iumeter
barrier, fence imei ght sh ould he imi creased tOI )% at l i m e  point . where.
the fence j oins the bui ldi n g ~vall . ‘J’hc immc m-ea se should be gradual

• from a point on top of t im e fe-mice not less th an ten feet from the wall.
Where bui fd immg w mihl surfaces are smooth and time util ization of trucks
(on-loading or olf-louul immg UI) against time building) do not present a
hazard , fe-mice height need not be increased.

• / 4.2.7 Openings in Perimeter Barriers. Openings in the perimeter
barrier should be kept to a m n i nm irn imi n .  ‘l’hiev sh ou ld be constantly
guarded , locked, or otimerwise secured. I”e,mces shou ld lie p i-ovided with
culvents, troughs, or other openings, wh ere- necessary to prevent wash-
outs in the perimete r harrier and to permit carry-ott ’ of excessive
drainage and small atm-earns . Such openings, when larger than 96
square inches in area, should be provided with physical barriers
equivalent in protective capabilities to those of ti m e l>e l imneter barrier
itself , and so designed as to mni mm imizo impedance to water nut-off .
4.2.8 Security of crates and Doors. When not in act ive use and

- 
controlled by guards, gales and doors in tim e perimeter barr ier should
be locked and frequentl y inspected by patrols. Locks should be
changed from time to time. Security for the keys of su ch gates
and doors should be the responsibility of time liefezise Coordinator and

- 
may be sub-delegated to lim e - chief of guards or other designated mem-
ber of the guard fom-ce , if app licable. A im effective key control (check-
out) syste umi slmo imld be e~tnb 1islmed . Seals Placed OH gales or doors in

• conjunction with locks wi l l greatl y increase the see-ui rity. For physical
• security purposes a lock 511(1 key ch ange pos sibility should he con-

sidered. Doors should have h inges arra ngetl so 115 to 1)revelmt removal
of hinge pi ns - -

4.2.9 Security of Windows. Windows and other openings which
penetrate time 1)erimeter barrier and h ave an area of 96 square inches
or greater sh ould be protected by securely fastened bars, grills, or
other ( ‘(j UtValCtt t means when located less than 18 feet- above the

• 10
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level of’ tlme ground outside time. perimeter barrier or less than 14 feet
from structures outside t ime peri meter barrier .
4.2.10 Securi ty of Utility Openin gs.

• - 4.2.10.1 Sewers , Intakes and Tunnels. Sewers , ai r and water in-

s, s~~~~ a~mst tunne~S, and ther utility Openings which penetrate
~~~~~ perimeter harrier and have a cross-section area of 96 square inches
or greater simould be protected by bars, grills, ~vater- fih1e d traps , or

j )thor structural means providing security equivalent to that of the
.perimeter barrier, Manholo covers (tunnel type ducts ) wit bin or ad-
j accnt to the perimeter barrier should be secured by locks.

j 4.2.10.2 Coal Chutes~and Fuel Tank Intakes. Where utility open-
ings such as intakes for coal chutes and auxiliary fuel tanks are lo-
cated outside the perimeter barrier , such openings should be locked.
During delivery of oil or coal through such openings in the. barrier,
the delivery slmould ho supervised by facility personnel so as to pro-
elude the introduction of damaging matemial by supplier or would-be
supplier personnel.
4.2.11 Manholes. Central office and other importan t manhole covers
ehould be secured by locking such covers during normal as well as
emergençy eon htions. -

4.2.12 Clear Zones. Where a perimeter barrier is located outside cr
around existing structures, clear zones should be zzmaintained to facili-
tate obsorvatiomi and preclude. obstructions near or at the barrier. An
internal clear zone of 10 feet or greater should be maintained at all
times. Although a 20 foot outside clear zone is desirable, such clear
zones are generally not feasible when time facility is located in an
urban area. It is, however, necessary that liaison be established with
local authorities, adjacent property owners, and utility conmpanies to
insure the. removal of climbing devices such as utility poles, trees and
storage of equipment from time area immediately adjacent to th e  barrier.
When the building of time facility is coincidental with the. perimeter

U b~~~~~~~~j acent . buildings should be carefully 
- 

checked to insure
th Lac~~sJ~J!&roo ~~~. or windows of the. facility (at any given

~~~~~~~uinot b~~~~~ted fromn the adjacent structure.. Such a con-
dition may necessitate the. barring of windows above tht~ first floor
and the erection of fencing on top of the roof of the facility
concerned. 

- 
-

j2J3....Mainten ance. - - Perimeter barriers serve no useful purpose
_unle.ss_ they are completely checked for damage or deterioration at

least on a monthly basis by local maintenance crows. Repairs should
be handled on a priority basis and guards as well as defense coordi-
nators should be constantl y alert to chock for evidence of tampering
and report such incidents on an immediate basis.
42.14 SIgns. Perimeter barriors may be posted with signs reading

11
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“l~±vate. Property No ‘l’t-espassimmg,” if de’,ircd . Such signs se.i~o
legal rat lmer (l isa secmmrit.y purposes. From a secu rity viewpoint , the
onl y si gmms which sh ould be used as desired mo e statei mments to the

4.2.14.1 ‘~~iiLhorizcd Personnel Only.”
4.2.14.’2 “Entry Comm st i t tm t es  I ‘em-Immiss ion to be Searched.” Time use 

—

~f this  si gim is &-o mm l im ig ent um poam local laws. Prior to use of this sign, -

t ime comupsi my comm ims el slmoi u ld be consu l ted. - 
-

- 4.2.14.3 3~~~~~mi g_~~ um s m-t .t uli m i g ”A dm it tammce to Authorized Person-
~~J._ Lmnly,” should be coumsp icu mo u sl y post ed at, eat m laces to uuuil ocked
cr itical areas. - If a critical area is kept locked , warn i mmg s igns need

~~~j~~ ted. Signs idcntif yi mmg areas as “Critical Areas” wil l not
bt mused

4.3 IDENTIFICATION AND CONTROL.
4 4.3.1 General. Idemit iacat ioum and control of personnel and vehicles

- 
which am-c allowed access to the crit ical areas of the facility is a 

-

vital l)ortion of time secum-ity p l ai m. Time degree of comit vol is directly
related to ti m e degree of l) liy sicmll security requ ired. liecouiumnci mdations
for types of identific ation systeumi simould constantl y reflect this prom—
350. At time sitnie ti m u m e , mt miy i (leumti t ication sy s(eimm used mmist permit
em p ( imi mu m um mno vemei mt wi th  m mu i i m immm un m coat mol to i ,msu i-e tha t  ph ysical
~ecnrity does not iu mt er f ere wit l m t in .  ()l)Cral ioi m ai DmisS I Of l  of t l .e facility.
It is, t lme me f om -e , necessary t im a t  any i d e mut i !ic-at ion amid coat u-oi system
used:
4.3.1.1 Provide a ready muc a im s of positive idem m t i l i ca t i om u  of both
pers ommaci and velmi cle s ai mt lmoriz e d access to c r i t i c a l  areas of tIme
facility.
4.3.1.2 Faci l i ta te  time co mmt vol of ingress, egress and circulation of
personnel to, fu - ou m i , an d wit  h u m  t ime ci - iti cal area , comumm ensura te with
opermit io,mal 1-equm i r emmie nts.
4.3.1 .~~ Provide a ViSil ) le m a ca im s for rap id recogimit ion of any limit s—
tions of movement or access imposed wit- lila the fac ility. - 

- -

4.3.2 Personnel Clearance. Wimcm-e classified Defense information
is mit ilize(l by the facility, tIme persoarmel c-learauuce program must
ad lmeu-e to time pr ovisio ims of time .&r r mme tt Forces Industrial Security
hie gula (ion . 

- - - 
-

4.3.3 Company Background Check s. In dmmstry should conduct
reasonable dieck— i of all mmc w emp loyees. These cimeeks are primari l y
(lesigumed to :msee rt a iu m time mmj ) p li c uuumt ’s suitabi l i ty for emm mp loyment and
have long lwt um ft stmintla rd prat-tice with American indust ry, con-
sistent wit I m fair i.nip hiymeiut pract ices. Tiutiso cheeks , or variatiomms

Imereof , amity mu m e l ud e , but not necessarily be h im u m i t ed to:
4.3.3.1 Date mind Place of birth.

12 
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4.3.3.2 - Citi zeumsl mi p. -

4.3.3.3 A pp l icau mt’s military discharge certificate, if app licable.
H 4.3.3.4 Cr iummimm al records, wlmerc practicable .

4.3.3.5 Emup loymm ue nt rcferermces.
4.3.4 Vehicle Registration and Control. Trmmcka and conveyances
which t mmus t have access t o a j , oi m mt , wit hu m lbo p e ri u mmet er barr ier should
j o  rest rict eut t o t h e  muse of a si -u -vi c e gate wimer o (lucy are subject to
i mms ~~~tmn hv gua m - WI personnel. I f  time bu lhcl im ug is eoimmci deu mtai with
t he perinm et er I,:im rier , am i d loading or um m l o actimi g operat iomus take place
on ramps or loading platfor m s at the b u u il di um g , it is necessary that

- ‘ packages, crates, and other equui ~nu m eumt should ho spot checked by
guards or designated fac ihi t .y employees. To fuu ci l it at e commtro i , a
truck register should he n m aim m t ui i neml  and imm elud e infor matio rm identif y—
j i~g the truck by license nuuu mmbe r and company, time sigrmatur e of the

• driver , descri ption of the load, and the date amid time of both entrance
and departure. l )ur iumg emergencies these measures should he ex-
tended to include actuall y checking the operator ’s license of drivers —.

and helpers and utilize bills of lading or other such documents which
will identif y the driver and tIme h e l pers as being affiliated with the
company reputedly handling time shipment. Under these circum-
stances, full cheeks of incoming and outgoing material should be
made.
4.3.5 Outside Suppliers. Softjlrink dispensers and other vending -

~pachines ut ilized by time facility should be located sufficiently distant
from critical areas, so as to preclude unauthorized access and damage.
Ilmis also applies to concessionaires who operate cafeterias wit lmin 440 facility. It may be necessary to provi de escorts f or such vendors

.~.and suppliers as well as concessionaires.
4.3.6 Personnel Identification —Normal Operations. During pen -
ods of normal operations, any identification is adequate if it controls
access of authorized personnel to critical areas.
4.3.7 Personnel 1dentification— ~~merge ncy Operations. During

t periods of emergency operations, a com prehensive identification sys-
.tom should be used. This identif ication syslenm should consist of a
tamper proof typo badge or pass which will permit close control of
access to facilities. These ident ification media should contain :
4.3.7.1 A suitable photo of the individual.
4.3.7.2 Last name arid initials.
4 3.7.~ A color stri p or code where appropriate. 

-

• . 
4.3.7.4 Date of birth.
4.3.7.5 Company n a m e.
43.8 Badges, if mused , should be worn by all emnp loyocs at all times

- - while employees tire iimsid c count -rolle d areas.

- 
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4.3.8.1 Wearing Identi ficati on Med i& To facilitate rapid and as-
curate identi ficmut .iomi of l)ersou miu el lm ui vi l mg access to controlled areas, $
these badges, i f mused , slmouid be worn in a un i for m place, depending
upou n the desires of tIme defense coordinator.
4.3.8.2 Clearance Data on Badges. At rio timn e should these badges
reflect time degree of clca rammee for access to classified material on tIme
part of the hearer. Any card , p~~s or bad ge refle ct ing LI m o bearer ’s
clearaimco stat-us is umol authorized by the Departmnomit of Defense and
should not be honored.
4.3.8.3 Electro-magnet ic Badges. Time utilization of ehectro-mag-
reLic badge systemmi slmould be explored a mm m .i if , fmo umi am i ecommomy view.
point , in stalhLt-ion of this system is feasible, appropriate cccomnmen—
dations slmould be mum ado .
4.3.8.4 Badge Preparation and Control. Geumera l commtrol of prorn

• cedures and practices for issuance . f  badges aimd p~~ es should be re-
tai mied at the company level amid be standardized throughout the
conipammy.
4.3.8.5 Employee Brief ing. To insure the effectiveness of the iden ti-
fication mm me dia , it is necessary th at now employees are briefed in an
orientation , to include:
4.3.8.5.1 Descri ption of the ideumtific ation mnedia used and the au-
thori zat ion and limitations of the bearer.
4.3.8.!j .~ The nmech ammics of idemmt ifi cat iomn at ti u m m e of egress and in-
gress to tine facility.
4.3.8.5.3 Details of how, when, and where bad ges, if used, will be -

worim.
4.3.8.5.4 Applicable laws pertaining to esp ionage, sabotage, and sub-
version.
4.3.8.5.5 Individual enmp loyeo responsibilities in identif ying fellow
employees working iii the samne area.
4.3.9 Visitor Control.
1~~~T~1egistration. Where I)ractical, all visitors to critical areas
should be reg istered. - - - - -- -- 

Types of Visitor Badges. If badges are normally used at
the facili ty , visitor badges of two typos should be issued to such pen -
sonneh.
4.3.9.2.1 Those visitor s requiring escorts should have a badge, pref er-
ably of a pre desiguna ted color and almou mi d ho escorted at all t :irmnes while
wit lm im m t )m~ facility.
4.3.9.2.2 Visitors not requiring escorts slmo mmhd be given a diffe rent
color badge and un ity Ima vin f ree access with in tIme facility. This cate-

- gory would specificall y app ly to personnel f rom company Imea1lqmzmn r — -

li~rs. - 
-
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4.3.9.3 Types of Visitors. All visitors , including inspectors, tech-
nica l experts or representatives of government ugeumcies, including time
military , ~Ijo Id hi 1ro,perl idenlij ij aL ~h il i t -nry or other govern —
t n emu t i ( ie ntihiea t Lomn mm wd i a are not- to be ut ihize ( l as a
au t-hm ori z iu ~g access to am my facili ty .  I~j uul iit~~- is i t :mi ions s1 m onIm ~~~~~ r—~~~~~

ei4t~ -~ l J I t <kI mmo e imc u uuu s t :unc e s will vcum t lors ,
~~~mce~si~nm au res or ou its ide vendor suppliers have access to ( n t  ical
nm~m iC Except a~~Ieseribed in ti me follo wiumg siub st .ct iomu , a ll visit ors

• having need for access to critical area.s should be escorted.
4.3.9.3.1 Visitors who au-c employees of outside cor mtr -n t~,rs may re-
peatedl y return to time facility for work on tIme prenmises for sen-t ral
days duration. Such visitors include plumbers, ete cleicimiut s m m d
painters wimo frequentl y work in critical areas. Special c;nmsuki ration
and careful attention should be given by time facility industrial l)e-
fense Coordinator when such work is antici pated, it may he necessary
for facility coordinators to consult with Compa n y Industri a l J)e fense
Coordinators on the need for obtaining reasonable clmeck~ on outside
contractor employees from their respective employers. (See Section
4.3.3.)
4.4 PROTECTIVE LIGHTING.
T~ iT Apphication. Perimeter barriers and adjacent areas sluouhi tue
li ghted during hmou rs of darkness and periods pf how visibility . Time
intensity of light should be suflicienit to pernmi t t i me detect ion of an in-
truder . Time beam spread of Protective lig hting shouki covei• coat-
pletely th&area between I ight poles.
4.4.2 Glare Ligh ts. Glare projection li ghts serve to blind tIme in-
truder who approaches time porinw~ter front the outside . Such li ghting
should be so directed not to st riko the eyes of guards or to en-ta te  a
hazard to tra fFmcon :~ pithlic lmi g hway.
4.4.3 J J ~~ at Gates. Main gates at entrances simould be lig h ted suulfl .
ciently to hmsur~~proper identi licatioum of j )em’SOfl fl ti l and exau niu mat ion - 

-

of cred~ntials.
4.4.4 Special Lighting Systems. Certain conmiumunic at ion facilit ies
m a y  be operated in a mu ma nne r to attract u mim minnu m i n at t euut i ou m amid mnay
be provided wit -hi a prote ct inmi lighting system whic h is ui u rn mmml i y not
in use, but which is capable of bu im m g in stmtm mt l y umsed in time event of an —.
emnerg e.mcy or suspicious ex cur re um ee near the peniu mm ister bmn r rie m- of time
facility.
4 4.5 Auxiliary Power. Time prote ctive lighting system shoiu lul be
capable of operatimug from auxiliary power in limo evomit of failure of

‘ the nominal power source.
4.5 PROTECTIVE ALARMS AND INTRUS ION DETECT ION

SYSTEMS.
4.5.1 Use. Consider ation ~bould be given to the maximum use of

- 

15 1
- 

. :-

-
- 

- 

-
~~~~~ 

: _ _ _ _ _ _ _ _ _ _ _ _



H

- 

- - . 1

alarm and intrusion detection systems as an essential adj unct to time
effective utiliza t ion of guard forces and the establishment, of an eco-
notnical physical aecurit.y I urogram.
4.5.2 Availability of Technica l Data. Tech nical data on alarm sys-
toms and intruis ioim detection devices may be obt~iued from Depart .
meat of Defense survey I)ersonneh. Performammee data and guidance
rega rding specific mmti ) izat -n ,n of devices under giv eu m conditions at
the facility coneerimed m a y  also ho obtained fronm survey personnel.
The Department of Defemmsc does mmot ., however, endorse specific alarm
systems, detection devices or ot her uu) ai .izm immanumf ae tu r e m.a ’ prod uze ts.
4.6 PROTECTION OF COMPANY INFORMATION. certain in-
formation , proprietary to cou mmmn un ic at io n compan ’mcs, is of value to
saboteurs and esp ionage agents. This information should be safe-
guarded by mna na gemn emul . 1k fore releasing proprietary informa-
tion, management should be ass;.red tima t the recipient has a “need.
to-know,” will not further dissem inate the information , and will
provide proper safeguards for time information wlui ie in h i s  custody.
4.6.1 These dim-ta include, but are not limited to:
4.6.1.1 Prints of facilities ; of operating eq mmi pment.
4.6.1.2 Diagrams of operating equipment. locations; of circu it lay-
outs (local as well as inter-state sad immt ern ati onal ) ; of underground
cables in met ropolitan areas.
4.6.1.3 Data for priorities system to be used in an emergency; on
critical area designations; on company amid facility pass b lau k4 and
code mumubers ; on any item or material considered to be critical or in
short supply.
4.6.1.4 Plans on exp aum siomm and circuit r e-routi n g ; on cormmp any and
facility izidusi rial defense except in generalized terms ; on company
or facility industrial security.
4.7 GUARD PO lICE.
4.7.1 In determining whet-her a guard force is needed at a certain
facility, the following factors should be considered : - 

-4.7.1.1 Size, location , and arrange memmt of facility.
4.7.1.2 Type of work perfornmed—crit icality. -

4.7.1.3 Importance , classification, and vulnerability to - damage of
materials, data and ~ 3ui pmnent involved.

‘ 

4.7.1.4 Effectiveness of mecimanical security measure.s in effect and
whether these can be supervised adequately by civil Police or coat.• morciah protectioum organizations.
4.7.2 If a determination is made th at a guard force is mmecded, time
provisions of the 1)epartnment of 1)eftmse “Statmdards for Phint Pro-
tection ” should ho used as a reference guide for such olomiments as
guard qualifications, organization , thmties and training.
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Section 5
I Fire Protection

5.1 INSURANCE INSPECTORS’ REPORTS . Copies of fi re in-
emil-mince inspectors’ reports will be m ade available to su mm vey ing oflicers
at zo compaimy level. Specific recommunendations ther&n will be
i~viewed at the facility.
5.2 ALARMS. Communication facilities normally have local in-
t cwnal alarms nih ~veil as those ty ing in with m unici pal fire depart—

- meats. Such alarm s should be checked for operational rea(iiness.
Employee response to alarms should also be checked in tim event
time system is activated.
5.3 LIAISON. Inasmuch as the use of water for fire fighting pur-
poses is generally not desirable at conirnunication type faci lities , it is
necessary that facility defense coordinators establish liaison with
local fire departm ents to imiform sue-li orgammizations of the specific
needs and requ iremncrmt s of the faci l ity. This will preclude dazmmnt ge
resulting from the use of water at communication fac iliti e s.
5.4 AUXILIARY FIRE FIG JITING. Employees of a communica-
tiomis facility should be organized into an auxiliary fire section ,
dcpemmding upon the physical layout of the building. Enmp loyees
should be thoroughly indoctrinated in the-use of available equi pm emmt ,.
its location, and t imeir specitic action in the event of an alarm .
5.5 FIRE DRILLS. To test the adequacy of tire regulations and
training, periodic fi re drills should be conducted.

• 5.6 FIRE EXTINGUISHERS. Fire extinguishers should be
— checked frequently within a facil ity to insure t imat time material

normally contained in the extinguisher has mint been tampered with
or replaced with substitutes. -
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Section 6
Continuit y of Man agement and Person nel

6.1 GENERAL. Mater ial commt ~m in m ei l i i i  t h i s  sect iomt  sh Iouul ( 1  serve as
a guide i i i  t i m e  driel o prmmt .mmt of t i m i s  t • i i ’ nmru m t ol l im e Pi~~gm - :mumm by topmumaumagi ~u m m rn t . 1 m m such tlevt . iop imm eimt , it ~ is sI I g gt .sre (l I hat ( ouisi ( lema ( i om i
be gi veu m t o :
6.1.1 Emergency Succession. E st:tbhis h m ,tcmt t . of posit ion seqi mrum cc
‘m ssi g umn m em m l 

~. c1umm ’r ~zrmu • v f uum m ct  n iu is  of s t m m v i  v i m m g sltcccssom-s , and seh•c-
I ion of em m u• u - geu icy pem-soumne l f iomm i d i iie , - eimt. geo gmaj , im icai locations.
6.1.1.1 Lega l fnct om-s and hoard of directors im~ipm - oval wlmcr e im p—l)topr ittte .
(1.1.1.9 Emm uer geut cy suecessiomi of persommue l to L&.y opecal lommal
posi t ions.
6.1.2 Emergency Ileadq uam ter s. I)esi gn:mt i o m r of cu mm ct- g ruie v or:T?i~rt h1ra (i qut ;mI - tem-s f u m m - u i i s h m m , I  w it  Ii m m m i t m i t m m u i u i m  t i l u m i plmmeult .  Jin 0j ) rm ~it ionI v n u t  emma ~ u-gem icy ins mm a g e m mwui t_ tea iii.
6.1.2.1 Criteria for Iocati omms could imm eluud e , h u t  m uo t necessarily behi m ui te d  to:
6.1.2.1.1 ~\ site ou tside of it i - m i t  irni targe t am- ri m .
( ) . ~ . 19  -‘ s u e  suIlj i j t . mm ~ Iv i-hose Ii) a i - e m t m u i i m u u m j l ~- to immst lm - e  as : u i i : t I , i i i , y
of tr auis p om - t at  i ou , con mmm mnni i • :ml ion s ~u mmd b em u sin g for l,c t -~e m m u w i .  

-6.1.2 .1.3 ‘rime l n4. ~.— i l ) i h i ( \  of muse of ai m ex i st i mu g i ; m s l ; u lh : u t io , m of ti m mi
~et m m j t at my, m-t cogt m iz ii  ig secu cit V ri - qmm it - m um mci m t s  am id access i li i  lii v . —,6.1.2. 1.4 Cot is i kcat 1(111 of ad ‘~l~m a lt, sh m e l t  u • m a rm• :m s ft mc pi otect iom m of -— 1 - s Not mmmcl :mg:t inst Ia 11—01 ut.
6.1.3 Alternate Reporting Centers. (~ons i deu:t t i () , t  of emmier geim eycenters for eu uu pio v .es at t i m e  t ou m m paumv  k•vd .

- 
- 

(1.1.8.1 Select io mm of s i l t s  : mumml f i m c i I j i i t ~s :us i i m P~u u - :t ~r t - ~m p l m 6.1.2 ab ove .
6.1.8.2 The puom isi o u m of m h u m i ) I i . . : m l e  uecot-ml s as umm;m v Is . tc ’~i t i m - ~m i .
6.1.8 .3. Adt i i t  i oum al equui p u u m i. tmt  i t t  I lie ; m i l i r u m a l t .  I m p e l - I  l u g  ct~u , l , - u - s may
i m u ehm u i lo  eut u er g eumt y i u m msiim-:u l  s uu l m i mh i c s , :1 tud r : m m h i i m t  b u m  m i i i i i i i t o u b m m g  (

~I tmi I ) —
un cut , its sum dm eq um i pn m e lt I Iii c~nt 1(5 it VS I l~( Ii It~
6.1.8.4 ~Iovctue ,mt (if tmu ,b i ho service ispu i p u u t e l m i to t i m e  ni l ernal mi cc—• pou t mu g cent(~r or ot i mer t ippropr immt e lOcations b~forc or a fter  an - -

alert.
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6.1.4 Skill Inventory. Consideration of the avail ability of dup li-
- cafe persomnue l records of ui maj or and secondary skills of employees

wimo may report to alt er imat e reporting ceumlers.
6.1.5 Recall. Consideration of the availability of Jists to facilitate
the recall of local retired emp loyees where in acticab le.
6.1.6 Personnel Records. Commsideration of the practicability of re-
tam ing records at alternate company headquarter Jocatioums of all
persomuiel expected to report to alternate reporting centers.
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Section 7
Continuit y and Resto ration of Essential Service
7.1 POWER. It is desit -ahile I ima t pj•~~ j~jj 0j 15 be ut ma de at . the facility
Jev~T to insure ti m e ~mv:m i I abil i  ty of sm m flicicu u t al t em- mm a t e poss i~r JIc ( t~5Sii ty
for esseuttin i ojierat ions fom- a period dt t e ru m m itued by l ime  zzi:m.’~i i u s m t u i t m
probable disu -u sp t lost . ~~ time P~~~ siomm of a l t e n m a t  e ;mower eqU i p u mm e m i t.

• consider th e avai1~tbil i ty of such ite mmi s of supp lies it S oil , coa l, gasoline,
and ~vater.
72 SUPPLIES. All facil ities in the conmnmun ic at ions iumdu sts -y m a u l—
taht a Ji i mmit  cd stock of rephit c cm mit . umt. parts for essent ial em h mI i Jmue mm t.  :m sm d
machinery. Ma jo r iteute - are. geum era l ly oh s  imm e d fi-ou m i i-cadd y avail-
able mnamu mfa c t u t -e u - s in reiativei y .slm ort 11(51(515 of t inm e . I)uriu g
em-nergency olmerat ions, trammsportat ion of such ts~u i lnu ent . w i l l  beconme
critical. ] ‘ l imituii im g simouid , t h erefore , iiic hmula provi sioum s w huicl m woum id
insure the a s - imilab i ) i ty ot sulhciei mt. su pp lies to sust aiim ni um ism m tum m opera—
t tot m~ tmotwfl Im s(~immdiim g loss of tr~m sm s J un - t  at lout , and probable mialnage to
critical equi pute mt . ‘I’Ime storage of st m cl m supp lies should he su sflici e smtl y
adequate to in stil - ti uu u ini u nu u n tiam m iag n froit m time et iert s of blast., fits,d ,
and (u -c. Stora ge sites ss - i tht i i t  t i me fa ci l i t y  si uo u ml d lie j mem - i shcally
checked to mii i  im m m  ize th e pi ;.—si hil it y of I sum pen ng or I Ime ft.
7.3 MINIMUM OPE RATIONS FROM Sh ELTERS. Provisions

~ 1mOUJ( 1 be nun he to elm s bie I I me far I lii  v to cain mu mmmi  I mit  :mt .e fromu m slid Icr
IoentI omms to eosuu p any rdocat l i m i t  ;m mi coi mt s-el sit i — . ~l ’lueu -ns - vu - possible ,
imttra— eomnp: m i m y i-oiti ta nit br at i em ms si m imi u h i  is. ii t t  n i t  its I a t  ox 1st 11mg sl elters.
7.4 MOBILE EQUIPMENT. \ V i t l m iu i  (-lie conu t uuu m ica t . iosm. s iuuthisti -y ,
restoration of esseul i:i l service n -i ll t tejmcutd b u m  hi rge pit s -I upon I hu e
m-ii pid dispatch of nuolm il e service s~q itb pmiw u mt to i I i ,- i~y m i : m t m . ii  iocati oims
during tim e u n  stied i :m to i sist (.it to l-ga~u icv PC re ait ~ I I  u ’ h t i t h m l i g  I 1w yessing
of state bout m it lan es. I ‘In its shimims Itt . I I me u-i - ft u- .-~ i t ic l i s t  in i u t i p  h i t  u .tt t . ing
~)rOVisioilS b r  ( iiSJ)cr sal of i t m o l ) i I t . s t -u - s’ t t - ( .  ( s j t t i i , l t l t - t l I  . WImt .re t u b s  is
not possible, arcs, igcu um n u m l $ simon Ii I lit ~ gi m at  it- to  sits tire t im e  in  pid t h is —
persal of )tio },i)d t-qiii ~mmot t t.  ~~, u-~.i~mcai i a a t m  si tes i i t msmim . t iba to ly  lup on
receipt, of (lii ’ usn-iicst wa 1-tm ii mg. In t ime  e~v cuI t  of mu m i m-siiet- gt~l l t -v  si ll hmout
is-ansi i ut g , °i me t a t  tics of im m i >b i in t~t ln1 i imn en I. slu ot i lit I in I nsi ru t-te d t o
report. to pretlosi gim at ed ct- local m u m  Sit es mis ext wi iH itnisl y it s 1tossjhlo
and slmou id be I horoug i m l y fain i i ia r  wit  im r om u l i-s to simdm loc~t. Iouts _
7.4 1 ‘~

‘°i u m iSis it gcuu m e um I. wit lii it t i m e  cm am mum m i i i  t j est it iuis itdi ust ry htt s
estithl islmed W irk 11mg mtm m.tt ut ah a it I a gxt-ent eumt $ wi l l  t in  I lie ii  1(1 mist m.ia I
complex. ‘J’Imose mm gre euum cmm t s 1mm - c eonsi(h~re(l to be simtii cj eum t and sit-c
not fm-Liter elabor;itetl upon in these Criteria.
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- Section - 8

Civil Defense Measur es
8.1 LIAISON.
8.1.1 Com pany Level . It is necessary t lint e~n- h COiu t I } i ttm y e~t~ti ) l i Sll
liaison with local , s ta te , stud fede ral - i s - i l  de fti u t se ti i t -ts-I ~n-s aiud a d—
ministrato rs for time I115 tias,e of :
8.1.1.1 Establishing cou tt piu my i- i vi i (l efemm se plai ms .
8.1.1.2 (~xwdiuit t t i u m g coun i r tmt y clvi i  def t-u se tests with state and fed-
eral alert exercises, if applicable.
8.1.1.3 Obtaining civi l deft -im se assist ai im - c to insure rap id 1111(1 Uul if l—
t~-rru pted nioven t ent of c o irm msn m n j cat ion s cqt m ip liment aumd person rid
(luring civ il defense esmwrg emmc ies .
8.1.1.4 E stabl isimii m g pro (-v(Iimu-es to iums uu r e c ivi l  defense suppol -t and
debris clearance at locatios i s ~s-luer c access to comn inunic atio lts equip-
mont is miecessary i u m 1~ sL d isaster periods.
8.1 .1.~ Taking imoce.ssary act b i t  to asSmti-e co tmm p a tmy I itttS oti W i t  ii civ il
defense cotstt-o l centers .
8.1.2 Facility Level. It is of equal ius mpo r t tumce t h a t ,  local f~t i - i l b t b ~s
establish liaison Si-it ii m n m u n i c u p a l  c iv i l  defense ( i i m e c t  ON i u m C ( m l t S ’ i t i i t m t a - e
wi th counpauiy ~)1~iiss. Tim e p r i i i t : t r y  pitt -pose of sili -im liaiso ,t is to t ’Itm-e t
eoortl iuuit t ion tit i d ou t s  ium gu t i ( l ; t  t ire Oil i tm a l  eu-s referred to J ut i ‘ar~t—
graph 8.1.1 iii swe, as I I iev iii :tv a p~ ,i y iii  each I mid i s b d t i  :ul J ot - i I b ins .
8.2 R ADIATION MONIT ORING. W ime mi tested amtm d a ecmuu ~mt e ml
equi pment is avai lable asid pract icaisle , radial ion um m ou mi t  on imi g p la i t—
iii ng seem s desi i~a Ide *t I lie i-ott t i  in u t y  le vel.
8.3 EMPLOYEE DUTIES.
8.3.1 In ou-det- to I t t snre tim e emtt . iummt i l y of essetmt isi service t i t i  i i i mg  U

— 
civil dcfcmssm - eum m ( - r g eum r y, it iS ll(’ccSsS t V  t lOLL umi ~u mngt-t i i i-umt _ (lnsi gml Lt C
I hose calegos—ies of c o i m m m m m u t m i t - ~tt lo ut t - iu tp lo~-ees to be ;u i lvised of t iue ir
first , priority of operation al m-e spt ;nsibil ity.
8.4 Sh ELTER S. l)efnuisc (‘oou-d iuma t or s at- t i m e .  Cot mip amty lev i-i shall
arrange lou— l ime desi gs m a t io t  m , t im :m -rk i tug, a m u t l  eq i t  i pp u mg of e xi st bu m g :i ross
to be uset I as slit- I ter.s iii t i m e  e vt -u m t. of t-u t u erga-utc y. ‘[‘I me desigti at itse a; f
existing sIn let lur e s at iii ea~uu pu  u n-u m t~ fi,, . sat u me slit ni l d las ii i  a ’om i sot i :11 ice
wit -h applic almie I~ thlieat.i o ims of t i me ( fl it -n of Civil  autd J)efeu isc
Mobilizat ion.
8.5 WARDENS. Fmicihil. y deftiuise. t-oord it m ;ui or s  w i l l  es t: th , i is lm is
wsur(lcn t ype org:mniz at ion lou- each facil i ty.  ‘lim o i~t ui t ta r y h u m  t~~flmSV (I f
this orgasuiz~m t lou t is to iImt .et -pm -cI. ~i s v arm m i mmg t umid in stt u•e t ime oud er l y
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— I m ovem ent of pcrs oimn cl to 5111(1 fro u mm desigimat ed almelters iii ti m e evc imt of

• aim emergency. Wam-desis should ho f u r l  h em- s-esl)oltsihJt ’ los- insisr isug or—
a - ~only aimd systemnatic eva cmmn t - iom m of tim e facility, or portion t lmereo f , as

tho need arises.
- 8.6 RESCUE. I)tupending upon the need and type of eosmstrusël ion of

- 
eac1t~ acilil .y, li glmt n mmd hm eavy rescue squads should ho trai imed ami d
equipped throumg ii existing ci s - il (lefem mse channels .
8.7 MEDICAL. Medical supp lies a-zmd equipment should be as-all-

I able j im or near slmelte -t-s wit lmim i oath buildin g. Equi pment. sh ould be of
sufficiesmt quantity to cope with tIme n l tm xi mn u m number of facility emmi-
ployee casualties which may be antici pated in the event of disaster.
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