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~~develop a rationale for deploying built—in fault detection and
localization resources accordingly. The fault population assumed
included both stuck—at and transient faults. It was determined
using a failure prediction program based on MIL—HDBIC-217B that
for related computers, it is likely that 60% of all faults will
occur in memory , 30Z will be in the CPU and the remainder will
happen throughout the rest of the computer including the power
supply. 4— ..,,

A unified built—in—test approach with appropriate inter—level
and user coimeunications was identified which provides fault
detection coverage at the module, chassis, and system levels. The
required BIT resources were characterized at each hierarchical level
with the intent of serving as the basis for modifying the MCF—AN/UYK—41(V)
form, fit, and function specifications to Include built—in— test. Using
state—of—the—art digital hardware including microprocessors, it was
predicted that with 10 to 30% additional BIT hardware, approximately
80—95% of all assumed faults can be detected . To satisfy the MCF
objective of minimizing false module pulls and in keeping with the
proposed MCF two—level maintenance philosophy on—site , off—line
module/chassis testing should be considered as a testing adjunct to BIT.
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1.0 INTRODUCTION

} The Army , through the Center for Tactical Computer Systems (CENTACS),
Office of the Communications Research and Development Command (CORADCOM),
is working cooperatively with the Navy and the Air Force on a new approach
to developing and acquiri ng computers for the milita ry E1)-(4]. The effort
is known as the Military Computer Family (MCF ) Program. The Military Corn—
puter Family Program goal is to provide defense system developers with a
software-compatible fami ly of standard, modular computers. The MCF program
stresses software compatibility between prior generation computers at the
level a programmer needs to know to write time-independent machine language
programs. At the same time, the MCF concept calls for hardware compatibi l-
ity through standardized Form, Fit and Function (F3) specifications.

A consequence of being able to use existi ng software and state-of-the-
art modular hardware is the potential reduction in total computer system
life cycle cost (LCC). An important aspect of the proposed MCF procurement
procedure with potential LCC savings is the concept of hardware vendor war-
ranties. The MCF hardware warranty concept is vi ewed as a means of reduc-
ing logistic support costs through improve~l rel iability. Implicit in this
approach is the necessity of 1) knowi ng with a high degree of confidence
that a modul e is not performing properly, 2) i dentifying which module Is
faulty, and 3) effecting repair through module replacement. To meet this
need, an effective and efficient means of detecting and locating hardware
faults is necessary.

The present study has addressed the use of built-in-test (BIT), couch-
ed in a unified testing framework, as a means of monitori ng system perform-
ance and aidi ng in fault detection and isolation. Bui lt—in-test as defined
in this study refers to computer hardware, f i rnware and so ftware resources
which exist for the purpose of performance monitoring and fault detection
and isolation .

The nature of built-in-test is such that it n~st be considered vera
early in the system conceptual phase. Further, it is essential that a
unified approach to testing be establ i shed in order to insure maximum fault
detection coverage at min imum additional BIT hardware and software cost.
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This , in turn, must be done within an overal l maintenance framework which
makes sense In view of the plans and objectives of ICF.

1.1 General Discussion of Study Objectives
The Military Computer Fami ly program addresses the need within DOD for

new generation digital hardware while maintaining software compatibili ty
with prior generation machines. in addition , the MCF concept goes beyond
the transportability of software from old machines to new. Under the MCF
program, a whole new procurement process is made possible through modular
hardware computer structures. In particular , the modular hardware struc-
ture of MCF allows components to be procured simultaneously from multi p le
sources.

In order to i nsure the success of this competiti ve procurement process
and to motivate vendors to produce reliable form, fit and function compat-
ibl e designs, MCF components will be procured wi th vendor-backed warran-
ties. The MCF warranty concept provides incentives for vendors to produce
reliable components. At the same time, however , it places the burden of
i dentifying faulty modules wi th a very high degree of confidence on the
government in order for warranties to be exerci sed. It is, therefore,
essential that available means be provided for identifying and locating
faulty MCF components.

An additional aspect of the MCF warranty concept is the necessity of
measuring component on-time if the components are to be warrantied for a
pre-detcrinined number of hours. A l ater section of this report deals with
the elapsed time measurement question which, In addition to being important
for warranty validation , may be useful In fault prediction and localiza-
tion.

Finally , it is vital for MCF users to know system operating capabili-
ties and limi tations at all times. On-line performance monitoring is of
utmost importance to fiel d conmianders and others who rely on computer sys-
tems to provide them with combat-cri tical information. It Is, therefore, a
primary objective of BIT for MCF to meet this requirement through timely
fault detection and alerting.
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In summary, the obj ectives of BiT for MCF are :
1. To provide continuous system monitoring and indication of system

malfunction.
2. To diagnose the cause of system malfunction to a module level with

a low probability of a false module pu ll , and
3. To measure and record module elapsed power-on tim ..
The importance of these objectives and their impact on the recommended

BIT approach for MCF will become evident in later sections of this report.

1.2 Scope
The scope of this study includes the identification and evaluation of

a recommended built-in-test approach for the AN/IJYK-41 (V) member of the
Military Computer Family .* The study scope encompasses the conceptualiza-
tion of an on-line maintenance approach for MCF and a detailed understand—
ing of BIT techniques particularl y suited to the 1.N/UYK-41(V) member and
its constituent chassis and modules. Included in the proposed BIT approach
is the identification and assessment of suitable on-line and idle time test
techniques which are compatible wi th system level fault diagnostics and
user i nterfaces. The present study results will be used as the technical
basis for modifying the AN/UYK-41 (V) form, fit and function specifications
to insure the incorporation of the recommended BIT approach. This study
does not include consideration of fault tolerant design approaches but
rather addresses the issues specifically related to fault detection isola-
tion and repair through module replacement.

1.3 Study Approach
The approach taken in this study was as follows:
1. Review AN/UYK-41(V) form , fit and function specifications. ~ev1ew

• previous module, chassis and system level BIT approaches.
2. Based on BIT cost/performance gui delines supplied by the PLF/BIT

selection commi ttee working group, select candidate BIT approaches
for the detection and identification of failed modules.

The AN/UYK-41(V) and AN/GYQ-21(V) nomenclatures will be used interchange-
ably throughout this report. Both refer to the MCF version of the
PDP-l1/70.
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3. Present descriptions of the candidate BIT approaches to the
I4CF/BIT selection committee. - 

-

4. Determine relati ve cost/performance of the candidate BIT
approaches. Identify areas where the’ target BIT performance
criteri a can be modified to result in improved BIT performance

- and /or l ower BIT cost.
5. Select a recommended BIT approach for the MCF computer system

AN/UYK-41(V).

6. Present the reconinended approach and supporting rationale to
the MCF/BIT selection committee for evaluation.

An essential part of the present study was to understand the results
of previous related studies. In particular, It was necessary to review the
AN/UYK-41(V) form, fit and function specificati ons to understand the
alternatives and limi tations for BIT In this member of the Military
Computer Family. At the same time, documentation on computers similar to
the AN/UYK—41 (V) was reviewed. Obviously , the DEC POP-li/iD was of major
Interest because of the software architectual similarities . Also, the
AN/AYK-14(V) was relevant for two reasons, namely, the AN/UYK-41(Y) and
AN/AYK-14(V) bus similarities.

Al so of interest were machines with extensive on-line fault detection,
l ocalization and, in some Instances, recovery capabilities. The following
machines in this category were considered:

1. Self-TestIng and Repairing (STAR ) Computer-JPt. (5]
2. Bell System 1A Processor (No. 4 ESS) (6]

3. DEC PDP-1l/60 17)

information on these machines were reviewed in order to ma~lm1 ze the trans-
fer of useful fault detection and i solation features to the new generation
machine.

In order to facilitate the objective evaluation of candidate built- in-
test approaches, it was essential that a set of BIT evaluation parameters
be established to serve as a basis upon which to select candidate BiT
approaches.

_ _ _ _  

~~~~~~~~~~~~~~~ 
-
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Obviously the Impact of candidate BIT approaches on MCF hardware and soft-
ware design time must be considered. For purposes of this study it will be
assumed that, unless otherwise noted, these cost factors are proportional
to the percentage increase in hardware and software required to support the
recommended BIT approach.

The study approach cafled for the Identification of cost/performance
guidel i nes followed by the selection of candidate BIT approaches. The
selection of candidate BIT approaches was based, in part , on the analysis
which depicts where failures are most likely to occur in computers wi th
architectures similar to the AN/UYK-41(V). An important consideration in
this study in addition to fault detection was fault communication al terna-
tives for di fferent BIT approaches includi ng redundancy in the fault
reporting process.

Based upon all of these factors, candidate approaches were rank-
ordered and a particular approach selected. The recommended BIT approach
for I4CF is discussed In detail in the following sections of this report.

1.4 Report Organization
The organization of this report reflects the study methodology in that

background information about MCF in general and the MCF—AN/UYK-41(V) In
particular , is presented in Sections 1.0 and 2.0. Section 1.0 reviews the
general goals and objectives of MCF as they relate to bu lL .-ln-test.

• Section 2.0 provides an in-depth description o~ the AN/UYK-41(V) includi ng
system specifications and physical characteristics. The remaining portion
of Section 2.0 discusses the MCI two-level maintenance concept and its ii~-
pact on BIT. Included in this section is a di scussion of the assumed MCF
fault population , BIT performance and cost measures of Interest.

Section 3.0 presents a review of related prior generation computer
fault detection and isolation approaches. Because of the special re-
lationship of the MCF-AN/UYK-41(Y) to the Digital Equipment Corporation
PDP-ii/70, it Is Important to understand DEC ’s hardware and software
maintenance approach. By the same token, it is important to understand the
built - in-test Incorporated in the AN/AYK-14(V) because of the similari ty in
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the AN/UYK-4 1(V ) and the AP4/AYK- 14 (V ) bus structures. Two fault tolerant
computers were reviewed to ascertain the rel evance of their fault detection
rational to MCI. Finally, the relatively recently i ntroduced DEC PDP-11/60 • -

maintenance approach was considered because of i ts. architectural sim ilari -
ties to the PDP-li/iO and its provisions for self-test through the plug-in
Diagnostic Control Store (DCS) board.

Section 4.0 provides the overall framework for distri .uting BIT re-
sources throughout the MCI AN/UYK-41(V). included al so is a description of
fault reporting requirements wi th appropriate user interfaces.

In order to provide a quantitative basis for allocating BIT resources
In the MCF—AN/UYK-41(Y), a failure rate analysis of the POP-li/lU was made.
The results of this analysis is described in Section 5.0. Conclusions con-
cerning where failures are most likely to occur are made based upon this
analysis as well as other similar machines.

Section 6.0 contains specific recommendations for BIT at the module
level. Included are recommendations for analog , memory , CPU , and I /O

modules plus prelimi nary reconunended approaches for testing the AN/UYK-41
(V) BUS.

Section 7.0 di scusses the module/chassis elapsed time measurement
problem. Two distinct approaches for determining elapsed time are pre-
sented.

In SectIon 8.0 an analysis of the performance and cost measures Is
done to eval~ate the effectiveness of the built- in-test recommended in
Sections 4.0 and 6.0.

SectIon 9.0 concludes the report with a summary and specific recommen-
dations for fvrther study. This section Identifies areas where addi tional

work is needed.

L it ~. II1:
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2.0 GENERAL SYSTEM DESCRIPTION AND BUILT-IN-TEST CONSIDERATIONS FOR THE
MCF AN/UYK-41(V) COMPUTER SYSTEM

2.1 MCF AN/UYK-4i(Y) System Description
2.1.1 Summary of the System Specifications

- The Form , Fit , and Function (F3) Specification for the MCF
AN/UYK-4i (V) [AN/GYQ-21-(V)] computer system have been specified by ITEK
Corporation. The chart in Figure 2.1 describes the structure of the
vari ous ITEK documents which will be referenced throughout this report.

The AN/UYK-41 (V) is a modular computer system which may be configured
in various ways to meet the requirements of a large number of applications.
There are basically two types of systems possible. A single processor sys-
tem and a dual processor system. The characteristics of these two types of
systems are given in the Tables 2.1 and 2.2, respectively.

The architecture and the instruction set of the AN/UYK-41(V) have been
designed such that it may be used to emulate the Digital Equipment Corpora-
tion ’s POP-li/lu computer.

2.1.2 System Configuration
The AN/UYK-41(V) computer system(s) consists of multiple chassis. The

single processor system consists of one Main Computer Chassis No. 1, one
Memory Expans ion Chass i s , and one I/O Expans ion Chass is as shown in the
Figure 2.2. The dual processor system consists of one Mai n Computer
Chassis No. 2, two Memory Expansion Chassis, and two I/O Expansion Chass i s -

as shown in the Figure 2.3.
These chassis are interconnected via interface cables and mounted in

rack assembly or other sui table structure per system application require-
ments.

The hardware for the entire system is partitioned into pluggable mod-
ules. These modules are then used as standard building blocks to configure
functionally large or small computers depending upon the application. The
types of standard modules available for the AN/tJYK-41(V) computer system
are listed in Table 2.3 along with a brief description of their functions.

Each chassis wi thin an AN/UYK-4i(V) computer system will carry its own
power supply for all modules contained therein. Each chassis will also

7
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TABLE 2.I• MCF AN/GYQ-2l (V) SJNGLE PROCESSOR
COMPUTER SYSTEMS CHARACTERISTICS (8]

- 
- Configuration 

__________________

System Parameters Minii~um System Maximum System Typical System

Size 1, type III 17. type III 3, typo III
chassis chassis chassis

Weight (excluding 80 pounds max 1360 pounds max 240 pounds max
cables)

Power dissipation • 500 w max - . 2200 w max - . 930 w max -
(excluding 1/0 option 1* option 1 option I
expand chassis, • 485 w max - . 2850 w max - . 960 w max -
data comm chassis option 2* option 2 option 2
and faa(s))
Memory capacity 64K words 2000K words - 256K words
I/O capacity . 4 MCF ~j~O chan . 84 MCF 0 chan . 4 MCF 3/SO than

• uNIBuS’~~ • UNIBUS 
R 

• iuuiusW
•32 data coima •lb data ccsm

- channels channels
Instruction execu - a 550 KOPS mm - • 550 KOPS mm - • 550 ~~PS mm -

tion throughput 
• 

option 1 option 1 option 1
• 700 KOPS mm - . 700 KOPS mm - a 700 t~PS aim -option 2 option 2 option 2

Reliability (cx- a 1800 hrs mm - • 240 hrs aim - a 875 hrs aim -
cluding I/O cx- option 1 option 1 option 1
pand chassis, • 1600 hrs mm - a 180 hrs mm - . 700 hrs Mn -
data comm chassis option 2 option 2 option 2 •
and fan(s)) 

-________________ _________________ 

• - 
-

* Option I - non-volatile main memory
Option 2 - volatile main memory

®UNIBUS is a registered trad emark of the Digital EqLfipment Corporation,
Maynard, Massachusetts
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- TABLE 2.2. ICF AN/GYQ-21(V) DUAL PROCESSOR
COMPUTER SYSTEMS CHARACTERIST ICS (8]

__________________ 
Configuration - 

_________________

System Parameters Minimum System Maximum System Typical System

Size 5, type III 33, type III 7. type III
- 

chassis chassis chassis
Weight (excluding 400 pounds max 2640 pounds max 560 pounds max
cables) -

Power dissipation • 1530 w max - • 4000 w max - a 1530 w max -
(oxcludmng i,o cx- option 1* option 1 option 1
pand chassis, data • 1540 w max - a 5250 w max - a 1540 w max -
co chusis, and- , option 2 option 2 option 2
fan(s) )

Memory capacity 128K words 4000K words 784K words

I/O capacity • 20 ?ICF I chan a 160 MCF 1/ chan a 20 ~EF I, chan
•2 UN1BUS~ •I6 UNIBUS R •2UN IBUS~

• 64 data comm • 32 data coma
channels channels

Instruction •zecu- a 1000 KOPS mm - • 1000 KOPS mm - . 1000 KOPS mm
tion throughput option 1 option 1 option 1

• 1200 KOPS mm - a 1200 KOPS mm - a 1200~ KOPS aimoption 2 option 2 ~ption 2
Reliability (ax. • 540 hrs Mn - • 130 hrs mm - • 540 his sun -
cluding I/O cx- option 1 option I option 1
paM chissis, dats a 440 his aim - a 100 his mm - a 440 his aim
coma chassis, and option 2 option 2 option 2fan (s))

* Option 1 - Non-volatile main memory
Option 2 - volatile main memory -

®W INUS is a registered trademark of the Digital Equipment Corporation,
Maynard, Massachusetts

— -- - -
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J5 J3 I

MEMORY MAIN 1 I/O
EXPANSION J6 COMPUTER j~ I EXPANSION

CHASSIS CHASSIS CHASSIS

7801 -4802-356

Figure 2.2. AN/GYQ-21(v) Main Computer Chassis No. 1
Expansion Capabili ty [9]

MEMORY I/O
EXPANSION EXPANSION

CHASSIS CHASSIS

J8 J4

J10 J6
MAIN

COMPUTER
CHASS!S

NO. 2

________________ 
Jil J7

J9 J5 
—

MEMORY i,o
EXPANSION EXPANSION
CHASSIS CHASSIS

7501.4e02-377

Figure 2.3. AN/GYQ-21 (V) Main Computer Chassis No. 2
Expansion Capability [10]
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TABLE 2.3. MCF AN/UYK-41 (V) HARDWARE

Module Name Function

CPU3 Central Process ing 32 bit processor to implement
Uni t No. 3 k!/UYK-41(V) instruction set, and

provide MCF Bus control.

NRAM Non-volatile Random 32K or 64K words of non-volatile ,
Access Memory random access , read/wri te memory .

VRAM Vol atile Random 32K or 64K words of volatile random
Access Memory access , read/write memory.

PCM2 Power Convers ion Regu l ated dc power supp lies operating
Module Plo. 2 from sing le phase ac power to provide

+5V , -12V , and +15V outputs.

BEM Bus Extender Module Interface drivers/receivers wi th
bidirectional control for extending
MCF buses to provide interchassis
co~anunications.

BI142 Bus Interface Module Interface between an MCF member ’s
No. 2 busing system and an AN/UYK-41 (V)

I/O busing system (DEC PDP-ll/70
UNI BUS).

- MCM3 Memory Control Four-port memory access arbi ter
Module No. 3 module. -

I/ O MOD I/ O Modu les Specific I/O interfaces and I/O
controllers . Specifications are yet
to be defined.

12
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contain the appropriate backplane connectors for the modules to be plugged

in that chassis. The typical complement of modules to be used wi th the
Main Computer Chassis 1 and 2, the Memory Expansion Chassis and the 1/0
Expansion Chassis are shown In Figure 2.4, 2.5, 2.6, and 2.7, respectively.

2.1.3 Physical Characteristics

All chassis will exist in one of three configurations (Type I , II and
III ), each having the same cross-section and varying in length depending
on functional complexity arid growth provisions . The standard dimensions
are : height 7.62 inches , width 10.12 inches , and length 12.56 or 15.56 or
19.56 inches. Each chassis will provide mechanical support and cooling to
the MCF modules. Cool i ng provisions include externally supplied cooling
air di rected through plenums and/or conduction to auxiliary heat ex-
changers. Each chassis consists of an enclosure, backplane interconnect and
i nput/output connectors as defined by the specific chassis requirements.

The modules are the lowest level replaceable units of the Military
Computer Family. All modules will have the same cross-section (height 6.0
i nches, wi dth 9.0 inches) and will vary in depth depending on the func- 

-

tional complexity (standard depths 0.5, 1.0, 1.5, 3.0, 3.5 or 5.0 inches).
All modules are conduction cooled and all modules except the power supply
modules , employ PIAF I type connectors (76, 152, or 304 pins) for electrical
i nterface wi th the chassis.

2.2 Reliability and Maintainability of MCF Computer Systems
2.2.1 Environment
The MCF computer systems are expected to operate reli ably under a wide

• 
. range of environmental conditions. The details of environmental specifica-

tions under operating and non-operating conditions for the chassis, as well
as the modules , are given in the ITEK specifications [13], 114]. These
include mechanical , electrical and thermal specifications. These
environmental conditions have been considered when performi ng rel i ability
calculations as stated below.

13 
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CONFIGURATION
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I NRAM 1 NRAM NRAM
(VRAM) J (VRAM) (VRAM)

MBUS EXTEND 

J2 I i _________________________________________________

MBUS EXPAND MBUS 
I

::::::: ____ 

BEM • 

~ I

L_ _ _
~~~~~~_ _ _ _J

PRIME
POWER

7801 -4 02-3$O

Figure 2.6. Memory Expansion Chassis Block Diagram [11]
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2.2.2 Reliability
The reliability of hardware components are measured in terms of the

mean time between failure (MTBF). The MTBF calculations are done assuming
a constant failure rate for all components except those with a known limi t-
ed life. The failure rates are derived from MIL-HDBK-217. Those compo-
nents for which failure rate is not listed in MIL-HDBK-217 have been as-
signed an estimated failure rate. Unless otherwise indicated , the MTBF
calculations have been performed for the equipment operated in a mobile
ground application In an ambient temperature of 71°C for the chassis and a
ramp clamp temperature of 85°C for the modules.

The range of MTBF’s for the modules vary considerably from 6,000 hours
for the CPU3 module to 40,000 hours for the BEM module.

2.2.3 Maintenance Philosophy
It is assumed, for the purposes of recommending built-in-test for the

MCF cOmputer Systems, that the mai ntenance on these computers is to be pro-
vided with a two-level service structure. This two-level maintenance
structure is shown in Figure 2.8. The maintenance will be done under a
module warranty concept.

The lowest replaceable uni t in the Military Computer Family is the
module. In the field the mal function In the computer system will be de-
tected and isolated to one or more faulty modules. These faulty modules
will be replaced in the field by good spare modules. The mean time to
repair (MTTR ) on the MCF chassis will be less than 30 minutes [13]. MTTR
Is defined as the time required to isolate a fault to a module and replace
that module and return the chassis to operational status. The fault iso-
lation to the module shall be accomplished by bui lt- in-tests .

The suspected bad module will be shipped to a repair facility (perhaps
that of the manufacturer) where they will be further tested to detect and
isolate faulty components. The modules will be repaired at the repair fa-
cil ity and retu rned to the field.
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2.3 Built-In-Test Considerations
2.3.1 Overall Built-In-Test Objectives
In order to accomplish the rel i ability and maintainability goals for

the MCF computer systems, certain general objectives as di scussed in
Section 1.1 were set forth in the statement-of-work for this study. They
are briefly restated below.

1. Continuous monitoring and i ndication of system mal function.
2. Diagnosis of system mal function to a module level wi th a low

probability of false module pull .
3. Measurement and recording of module elapsed power-on time.

These objectives along with an assumed fault population serve as the guide-
lines for the detailed study on built-in-test requirements for the MCF com-
puter systems.

2.3.2 Fault Population
Hardware faults in digital computer systems can be classified in two

basic categories. The stuck-at (solid or permanent) faults and the inter-
mittent (transient) faults.* The stuck—at faults occur when a logic signal
remains permanently in either a one or a zero state. Such failures are
consistent and the failure symptoms are reproducible. This facilitates the
Isolation of stuck-at faul ts through wel l defined diagnostic test proce-

The intermi ttent faults on the other hand are defined as random fail-
ures that prevent the proper operation of a unit for a short period Imply-
ing that the duration of the failures Is not long enough for the applica-
tion of a test procedure designed for permanent faults [15]. The inter-
mittent faults occur due to env i ronmental as wel l as non-environmental

*Defj nj tjons of conmionly used fault detection, Isolation, and repair terms
may be found In Appendi x A of this report.

20

- 
- -— ---



reasons. Env i ronmental conditions such as temperature, humidi ty, vibra-
tion , electrical and electromagnetic interferences , etc., induce intermit-
tent faults . More important , however , are the non-environmental Intermi t-
tent faults which are caused by loose connections , resistance variations ,
deteriorating or aging components , etc .

Recent studies in fault diagnosis 115], 116], 117] i ndicate that a
major portion of digital system malfunctions are caused by intermittent
faults. In some systems, 80 to 90 percent of the faults are estimated to -

be intermi ttent 115]. Furthermore, these faults have been found to account
• for more than 90 percent of the total maintenance expense because they are

difficult to detect and isolate.

2.3.3 Built-In-Test Functions
There are several functions that the built-in-tests must perform with

the ultimate objective of enhancing the maintainability of the MCF computer
system. These functions are listed below.

1. Fau l t Detection
2. Fault Isolation
3. Fault Indication
4. Fault Communication (Reporting )
5. Fault Logging
6. Fault Characterization (stuck-at , transient)
7. Fault Handl ing (Error Recovery)

The above mentioned built-in-test functions are usually Implemented In
hardware (including firmware) and In software. The primary objective is

• the fault detection and isolation . These two objectives may be
accomplished in various ways: on-line (using either continuous monitoring

• or by periodic sampling), duri ng Idl e time, and off-line. The definitions
of these terms can be found in the Appendix A.

Fault indication implies some form of audio-visual cue to the opera-
tor. This indication may be in terms of Indicator lights or alpha-numeric
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displays , or printed message regarding the status of the system. If the 
-

system becomes non-operational , then sufficient fault isolation information
should be available to the operator to enable a repair.

The fault communication , logging and characterization are al so essen-
tial functions which provide a means for establishing the heal th status of
the computer system at any given time. These aid in fault diagnosis and
ultimately In automatic error recovery if possible. Faults detected at the
lowest level (module level ) should be communicated to the higher level s
(chassis , system levels). Fault communication may be done via regular data
paths in the system or via separate fault communication channels.

Fault logging implies any means of keeping a detailed record of the
failures as they occur. Such error record provides a diagnostic feedback
and is necessary to characteri ze the types of faults that occur most fre-
quently. This is particularly useful in diagnosing failures due to trans-
lent or intermittent faults . Since the failure symptoms due to i ntermi t-
tent faults are not easily reproducible , the isolation of intermi ttent
faults rel ies more on the accumulated error statistics. Isolation of an
i ntermittent fault becomes easier If it can be mapped to a set of i ntermit-
t€nt faults which can be probabilistically related to known sources of
failures.

Once a fault has been detected while the computer is executing a cer-
tam instruction of the application program, several responses are possible
which depend on the type of fault , the machine status at the time the fault
occurred, the recovery features designed in the computer architecture . All
of these responses to a failure may be broadly classified under fault -

handling. Typically, one of the fol lowing actions occur when a fault is
detected.

1. Abort current instruction and halt.
2. Branch control imnedlately to diagnostic hardware , fi rmware or

softwa re for fault diagnosis.
3. Attempt instruction retry.

______ 
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Al though fault handling is an essential function of the built-in-test, -

it is conside red to be beyond the scope of this report. Therefore, it will
not be treated in any greater detail. Emphasis will be placed on the de-
tection and identification of the failed modules.

2.3.4 Built-In-Test Approo~hes
In view of the built-in-test objectives stated in Section 1.1 and the

Form , Fit , and Function (F3) specifications summarIzed in Section 2.1,
- a top-down approach to the selection of candidate BIT techniques Is recoin- 

-

mended. In the Military Computer Family, the followi ng hierarchical level s
are easily identifiable.

1. MCF Member Level (Sy s tem Level )
2. Chassis Level
3. Module Level

Built-In-Test techniques which will be considered may be incorporated
at any one or combi nations of the above mentioned hierarchical levels. The
basic approach used in this study is to identi fy a set of BIT techniques at
each level and then select candidate BIT techniques based on certain per-
formance versus cost criteria. The BIT effectiveness cri teria for perfor-
mance and cost are di scussed in the next section.

Each hierarchical level affords a certain level of fault detection and
a degree of fault isolation capability because of the observability and
controllability problems. In order to enhance the performance/cost figure -

of the candidate BIT techniques, it is necessary to study the fault de-
tection requirements and the BIT resources available at each hierarchical

• level . Furthermore, the fault communication and hardware/software Inter-
faces between the various constituent BIT elements at each hIerarchical

• level need to be investIgated.
In summary, fault detection and identi fication at the various levels

may be performed using continuous monitoring, sampled monitoring, Idle time
moni toring or other off-line techniques. Approaches will be emphasized
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which will provide continuous monitoring with minimum impac t on system
performance.

2,3.5 Built-In-Test Effectiveness Criteria fpr Performance and Cost
The effectiveness of any built-in-test approach may be measured in

terms of the ratio of its performance to the cost of implementing it. In
quantifying the performance/cost ratio there are a significant number of
parameters or sets of parameters which can be considered.

In view of the broad objectives of the built- in- tests for the MCF com-
puter systems , a set of general parameters has been chosen. Since the main
objective of the BIT for the MCF is to detect and isolate faults wi th a low
probability of false module pull , the performance parameters should be able
to measure the probabilities of detecting and l ocalizing faults as wel l as
the probabilities of fal se alarms . Furthermore, since the mean time to re-
pai r is al so an essential consideration in the maintenance of MCF computer
systems, the performance parameters should include the time required to
detect and isol ate faults. This forms a set of five performance measure-
ment parameters which are defined below.

- Probability of System Fault Detection

~LFE - Probability of Localizing to Faulty Element

~FA 
- Probability that suspected Faulty Element is not Faulty.

(False Alarm)
TSJD - Time to System Fault Detection
TLFE - Time to Localize to Faulty Element

The cost of implementi ng a BIT approach can be broadly categori zed
In-to hardware and software costs . The hardware costs mainl y involve space
( A ) ,  power (P), and failure rate (FR). The hardware cost can be measured
In tenas of the percent increase i n the space, power, and failure rate due - -

to the additional BIT circuitry.
The software costs on the other hand are more difficult to assess.

The sof tware is impacted at three levels: 1) operating system sof tware 

-- 



(OS~, 2) applications software (AS ) , and 3) diagnostic software (OS) .
Additional BIT functions typical ly increases the operating system responsi-
bilities because it must provide for the user/BIT i nterface and may have to
perform error handling tasks. The BIT functions are generally transparent
to the user. However, the application software will be impacted if the
user is to be provided with the option to control some of the BIT func-
tions. The di agnostic software can generally be simplified by additional
BIT hardware.

The Figure 2.9 and the Table 2.4 summari ze the effectiveness cri teria
used in accessing the BIT approaches for the MCF computer systems.
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TABLE 2.4. MCF BUiLT-IN-TEST PERFORMANCE/COST CRITERIA

Performance
Criteria Comment

1. Probability of on-line detection Implies fault detection and
of a system malfunction 

~ SFD) 
notification of fault. -

• 2. Time to detection of system Includes fault detection error
malfunction (TSFD) latency plus user notifica—

- 
tion time.

3. Probability that a suspected Refers to maintenance fal se alarm
faulty element is not faulty rate.

4. Time to localize to a faulty Time between user Initial noti-
system element (TLFE) fication that system has - 

-

malfunctioned and when user I -

determines which element Is
faulty.

5. Probability of loc3lizing to a Probability of determining which
faulty system element 

~ LFE~ module , chass i s , member i s
faulty.

Cos t
Criteria Comment

Space (A ) Includes board space , chassis
slots , module pinouts , ch ip
count , etc.

Power (P) Refers to additional power
required by BIT circui try.

Fa i lure Rate Increase ~FR) Reduction in module , chass i s
and/or system MTBF due to BIT
circuitry.

Operating System (OS) May be impacted if error handl ing
is part of the OS responsibility.
Al so can be impacted by user/BiT
interface.

Applications Software (AS ) May be impacted If user is pro-
vided with the option to control
some of the BiT functions.

Diagnostic Software (OS) Generally can be simplified by BIT
k
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3.0 OVERVIEW OF SOME RELATED PRIOR GENERATION COMPUTER BUILT-IN-TEST
FEAT URES

In an effort to build on the BIT knowledge and experience that other 
-

people have developed , a review of prior computers was carried out. Care-
ful attention was paid to BIT techniques , not only in fault detection
schemes , but in error handl i ng and fault reporting approaches al so. Some
of these computers have fault tolerant features built into them that affect
their maintainability. Special note was made of these features when they
might be applicable to the MCF computer systems. Five computers were se-
lected for this detailed fault detection/reporting study. The STAR corn- -

puter and LA Processor (from the No.4 ESS) were chosen because of their ex-
tensive fault tolerant features. The PDP 11/60 and 11/70 were inc l uded in
this group as representatives of current commercial minicomputers. The
last computer in this group is the AN/AYK-14 (V) which represents a modern
mi litary minicomputer.

3.1 STAR

The Jet Propulsion Laboratory developed the STAR computer to be used
In space missions where on-site repair was impossible. Therefore, it was
necessary to desIgn a computer that was ul tra-rel iable. Toward this goal ,
fault-tolerance was used extensively. While the MCF computers will not be
designed for complete fault tolerance, many of the fault detection techni-
ques used In the STAR ’s fault tolerance can be used.

In the STAR computer , all machine words, both data and Instructions ,
are encoded in error-detecting codes. Fault detection occurs concurrently
with the execution of the programs. The error-detecting codes are supple-
mented by monitoring circuits which serve to veri fy the proper synchro-
nization and Internal operations of the functional units . Each functional
unit is autonomous and contains its own sequence generator , as wel l as
storage for the current operation code, operands and results. One out of

every ten clock cycles is used to report statu s terror ) information to the
central control unit. Status message origi nating cIrcuits within the I/O ,
as wel l as the status lines are duplicated to allow the detection of a -

fault  In the status message. The absence of an expected “Output Active ”
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message is also a fault condition. Finally, some more cr iti ca l I/O units
are duplicated to ensure that all operations are performed correctly.

3.2 LA Processor
The 1A Processor of tl~e No. 4 ESS (Electronic Switching System) was

developed by the Bell System to handle a large number of long distance
telephone calls wi th an availabil ity very close to 100%. In fact, the
objective was less than two mi nutes a year down time. With reliability and
availability goals this hi gh , it is necessary to use fault tolerance tech-
niques to al low operation of the unit until the failed part can be re-
placed. Special att ntion was given to the fault detection techniques as
these are essential to BiT , al so. A block diagram of this processor is
shown in Figure 3.1.

In the 1A processor, all subsystems have redundant units that are con-
nected to the basic system via a redundant bus system. The central control
uni t is fully duplicated ; they operate in step and compare all results.
The memory subsystem that contains the program consists of a prime set plus
two “roving spare” units . in the event of a failure , the contents of the
faulty memory is copied from the duplicate copy to one of rovi ng spare
uni ts. The memory that stores the data on transient calls is ful ly dupli-
cated on-line.

Pari ty checks are performed on all communications , that is on both
address and data over all buses. Within subsystems, there are i nterval
self checking timers that can detect major timi ng errors and lack of sub-
system response. Each peripheral device is polled to determine its status.
Under program control a signal can be sent to each I/O device to request an
automatic response, which checks the I/O loops. All vital communications
buses are duplicated and transmitted information contains redundant infor-
mation for error detection. In addition , trans formers are used to coup le

• the bus to minimize the probability that a faulty I/O device could make the
bus completely unusable for all other devices on the bus. internal pari ty
is carried with most of the information with each subsystem. Software as
we ll as the norma l hardware checks are used to check for parity errors ,
thus each veri fyIng the proper operation of the others .
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3.3 PDP-11/60
The PDP-11/60 is a general purpose commercial minicomputer manufac-

tured by the Digita l Equ i pment Corporation (DEC) [7]. It is a 16-bit user
microprogrammable machine. Several test and fault; diagnos is features have
been incorporated in the PDP-11/60 design that make it more easily main-
tam able. The PDP-11/60 features related to built-in-test are di scussed
below.

•
. 1. Diagnostic/Bootstrap Loader. The bootstrap loader program is

stored in a special ROM along with a rudimentary diagnostic pro-
gram. This diagnostic is executed each time the system is boot-
strapped. It tests the central processor , cache memory, main
memory and the basic PDP-11/60 instruction set. Hardware problems
detected by the diagnostics cause the computer to hal t and the
fault signature is di splayed on the console panel .

2. Diagnostic Control Store (OCS) Module. This module has a 2k x
48-bit ROM which contains microdiagnostics for testing the CPU.
The module has its own sel f-testi ng diagnostIc microcode. The
microdiagnostics can be initiated from the console panel or the
OCS module itself. LED’s on the DCS modu le indi cate an error code
which can be looked up in a fault di rectory to determine the de-
fective CPU board(s).

3. Error Logging. The CPU logs error information Into special
scratchpad registers at the time of error. This error log in-

— 
cludes UNIBIJS data, physical address, cac he address , cache data,
next microaddress , last interrupt vector at the time of error.
Thi s error log can be read from the console panel or used by
diagnostic programs for fault isolation.

4. ParI ty bit(s) and associated pari ty generation/checking are avail-
able on cache and main memory (core). For semiconductor main
memory 0405) error correcting code (ECC) Is also available option-
ally.

5. Software Diagnostics. There are several types of diagnostic soft-
ware available for fault detection, isolation, and rel iability
tests. This software typically resides on mass storage devices
and most be loaded In the main memory before being executed.

31

0 - -

____ ~~~~~~~~~~~ --—— —- - - —~~-~~ 
____  - -—

~~



~~~~~~~~—~~~~
--- -

Table 3.1 summarizes the fault diagnosis features available on the
PDP-11/60. It is interesti ng to note that even with the above described
hardware diagnostic features , the PDP-11/6U system does rely heavily on
off—l ine stand-alone diagnostic software for fault isolation.

3.4 PDP-11/70
The PDP-11/7U is an older but larger computer than the PDP-11/60 [19).

It is a 16-bit medium range general purpose computer. It has all of the
fault detection and Isolation features di scussed above for the PDP-11/60
with the exception of the Diagnostic Control Store. Al though PDP-11/70 is
a microprogrammed machine , it is not user microprogrammable. Its initial
design did not allow for expansion of the microniemory to i ncorporate micro-
diagnostics. However, this does not mean that microdi agnostics cannot be
i ncorporated in the MCF-AN/UYK-41(V) which emulates the PDP-11/70 instruc-
tion set. Table 3.2 summarizes the fault detection and isolation features
ava i l ab l e  on the PDP-11/70 computers.

In addition to the above discussed fault detection and isolation fea-
tures, the POP-li/lU and also PDP-11/60 have certain on-line fault report-
ing and subsequent error handl i ng features. The following general philos-
ophy is followed. The hardware faults are classified i nto soft errors and
hard errors. All errors when detected are logged in error status regis-
ters. The soft errors are generally those that can be recovered. It is
the responsibility of the system software or the application software to
check the error bi ts in the error status registers to determine If a soft
error has occurred and provide the necessary error handl i ng. The hard
errors on the other hand are not recoverable and cause a trap either midway
through an instruction or upon completion of the current instruction. Each
hard error or a group of hard errors causes a trap ( vectored interrupt) via
a predefined location in the memory. It is the responsibility of the sys-
ta. software to provide trap handling routines to diagnose the fault. In
some cases , e.g., cache and memory management units , partial instruction
retry Is attempted before generating the trap. So, there is a combination
of hardware/software to provide a limi ted amount of error correction and
recovery. Such features of the PDP-11/7U are summarized in Table 3.3.

- 
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3.5 AN/AYK-14(V)
The AN/AY K- 14 (Y) is a standard airborne computer designed by the

Control Data Corporation [21]. It is a subset of the recently developed
CDC-480 computer family. The AN/AYK-14(V) computer system provides 16
module types which can be configured in various combi nations in three
different chassis types. This feature, like that of the MCF computer
systems, makes It a variable configuration , general purpose minicomputer.

The AN/AYK-14 (V) has several built- in-test features worth mentioning.
Resident in the system are the BIT hardware, BIT firmware and In-Flight
Performance Monitoring (IFPM) software which are used to detect and isolate
a faulty computer chassis in the field. The faulty computer chassis sent
to a shop level maintenance facility where a Loader/Verifier (L/V) is used
to Isolate the malfunctioning Shop Replaceable Assembly ( SRA) through Fault
Isolation Diagnostic (FlU) software. The faulty SRA is forwarded to a
repair facility at the depot level for isol ation and repair of the faulty
components through the use of Automatic Test Equipment (ATE). [21]

The fault detection and isolation features for the AN/AYK-14(Y) are
summarized in Table 3.4.
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4.0 MCF BUILT-IN-TEST DESCRIPTION AND ASSUMPTIONS

The primary objective of this section is to formulate a coherent
structure for the built-in-tests to be specified for the MCF computer sys-
tems and define a set of gui del i nes from which specific recommendations for
the built- in-test hardware and software can be developed. In the process
of de f in ing  an overall built- i n-test strategy , several assumptions have =

been made regarding the operation and maintenance of the MCF computer sys- 
=

tems. These assumptions together with the concepts involved in designing
built-in-test features are discussed in this section.

The major concepts presented in this section are given below. These
concepts are not new and in the past some of these concepts have in fact
been put into practice on military as wel l as commercial computer systems.

1. DIstribution of responsibility for conducting built-in-tes t among
three (3) hierarchical level s (module, chassis , and system levels)
of the MCF computer systems.

2. Stand-alone, self-test capability at the chassis level for all
chassis wi thin the system.

3. User selectable/programmable built-in-test features to allow the
BIT functions to be tailored to meet the requi rements of a wi de
range of applications.

4. A bui l di ng block or layered approach for conducting built-in-test.
I~ this approach , the most basic hardware functions are tested
first. Once the basic hardware blocks are checked out, they can
be used in testing larger and more complex hardware functions.
This approach reduces the total test equipment cost.

5. A provision for al ternative, independent testing configurations to
allow a degree of overlap or redundancy in the built—in-test .
This implies having more than one way of testing a faulty element
on the system. Al though this  increases the total test equipment
required, it decreases the false alarms by cross checking (yen-

= 
ty ing the detected fault) .
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4.1 Three-Level Built-In-Test Hierarchy
It should be recalled from the description presented in Section 2.1

that the MCF computer systems are functional ly partitioned into modules.
These modules plug into a backplane wi thin a chassis and communicate with
each other via a common bus structure. A chassis when populated with an
appropriate complement of modules forms a working subsystem. A set of
chassis Interconnec ted with cables forms a complete system.

Furthermore , recall that the chassis are of two basic types: 1) Main
Computer Chassis , 2) Expansion Chassis. These two types of chassis differ
in one important respect. The Main Computer Chassis contains the central
i ntelligence of the system in the CPU3 module which is not available in the
Expansion Chassis. In fact , in the single processor system in the MCF
AN/UYK-41(V), the Main Computer Chassis No. 1 can by itself be operated as
a complete system without any Expansion Chassis. However, no Expans ion
Chassis by itsel f can constitute a system. This disti nction is important
from the built -in-test viewpoint because certain degree decision making is
required in performi ng all of the BIT functions mentioned in Section 2.3.3.

This type of a partitioned system structure lends itself to a similar
partitioning in the implementation of bunt— i n—tests. It is desirable to

= 
distribute the responsibilities of testing to the various hierarchical
levels , namely, the module , chassis , and system levels, rather than concen-
trating them at any one level or delegating them to one particular module.
The following built -in-test level s are to be identified:

1. Module Level BIT (MBIT) 
-

2. Chassis Level BIT (CBIT)
(a) Expansion Chassis BIT (ECBIT)
(b) Main Computer Chassis BIT (MCBIT)

3. System (or Member) Level BIT (SBIT)

The Module Level BIT Is the lowest level while the System Level BIT is
— 

the highest level . In order to distinguish between the BIT in the Main

Computer and the Expansion Chassis , they have been assigned separate BIT
levels.
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4.2 Fault Coverage
One of the primary goals of the built-in-tests for the MCF computer

system is to prov ide continuous system monitoring anal indication of system
malfunction . This implies that on-line fault detection and isolation to-
gether with local fault indication must be provided , it is conceived that
this will be the primary responsibility of the Module Level BIT. The BIT
at the module level has the advantage of being able to access the signals
and test points internal to the module. Good observabi lity is important in
on—line testing. However, on-line testing has its disadvantage in that it
is restricted to passive , non-interfering and non-di sruptive techniques.
This restriction places certain limi tations on the fault coverage that can
be obtained through on-line testi ng at module level .

In order to increase fault coverage , built-in-tests at chassis and
system levels can be employed to test the hardware on the modules. Since
the modules are defined as functional building blocks which are intercon-
nected by common bus structure (data, address , and control paths), testing
at a functional level is more appropriate . Functional level testing in
this context implies generating an input test pattern to exci te a certa n
function on the module and comparing the response to a predetermined value .
This is an acti ve form of testing. Active testi ng is usually done ei ther
off—line or duri ng idl e time because it is generally interfering and dis-
ruptive.

It should al so be mentioned that apart from additional fault coverage,
the chassis and system level tests may be used to provide fault veri fica-
tion and thereby reduce the fal se alarm rate. On-line tests at the module
level typically will not di scrimi nate between intermittent and stuck-at
( solid) faults . Error logging and off-line tests are particularl y useful
for this reason which can be provided at the chassis and system levels.

4.3 Built-In-Test Objectives
In view of the above general discussion regarding the 3-level built-

in-test hierarchy reasonable objectives should be set forth for the BIT at
each level so that more detailed specifications can be developed. The
fo ll owi ng sec tions ~~f1ne these obj ectives.

— 
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4.3.1 Module Level Built-In—Tests

1. The Module Level BIT should provide adequate on-line , l oca l fau l t
detection for the hardware functions imp lemented on a given mod-
ul e.

2. It should prov i de a continuous indication of the module status
(operate/failed) on the module.

• 3. It should communicate (report) all faults to the higher level BITs
(chassis and system level).

4. It should assist the higher level BITs in performing idle time,
periodic , or off-line tests to extend fault coverage.

4.3.2 Chassis Level Built-In-Tests

1. The Chassis Level BIT should provide additional fault coverage for
modules wi thin a chassis by using idl e time, periodic , or OFF-line
testing techniques.

2. It should provide an al ternative , independent means for indicating
faults detected in any module wi thin the chassis. This Is In ad—

= 
- dition to and separate from the fault indicators on the modules .

3. It should assist the higher level BIT (sy stem level ) in idle time,
periodic or off-line testing of modules within a chassis.

4. It should assist the higher level BIT in communicating , logging ,
and characterizing of all faul ts detected within a chassis In
on-l ine mode.

5. it should provide an al ternative, stand-alone means for testing
the modules wi thin a chassis in an off-line mode.

4.3.3 System Level Built-In-Tests

1. The System Level BIT should provide additional fault coverage for
all modules within the system by using idle time, periodic , or
off-line testing techniques.

2. It should provide means for logging , characterizing of all faults
detected within the system in on-line mode.
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3. It should report the faults to the operator.
4. It should provide an i nterface wi th the operator for trouble-

shooting and general maintenance of the system.

4.4 Built-In-Test Resource Characterization
In order to realize the above mentioned objectives of the built-in-

tests, certain hardware and software resources would be required at each of
the three levels.

At the module level , the BIT functions performed are mainly fault de-
tection, indication , and comunication. Fault detection and isolation are
synonymous at this level because the faults have to be localized only to a
module. It is possible to implement these BIT functions using non-
In te l l igent, fixed and programmable hardware logic ci rucits which can re- =

side on the module. The programmable hardware will be required to extern-
ally enable certain BIT features to facilitate the testing of the hardware
on the module from the Chassis or System Level BITs.

The Chassis Level BIT is responsible for testing all of the modules
(includi ng Itself) within a chassis. It must, therefore , be capable of
providi ng almost all of the BIT functions with the exception of error
handling which can only be done at the system level . It must al so perform
active tests on the modules. For these reasons, it is envisioned that at
the Chassis Level the built—In—tests can best be implemented using i ntelli-
gent hardware with certain decision making capability such as a-micropro-
cessor. This intelligent hardware may be supported by software in local
storage. Typical software would consist of test patterns and simple di ag-
nostIc routines. Furthermore , the Chassis Level BIT hardware and sof tware
may be p1aced In a separate module wi thin the chassis. A single Chassis
Level BIT module may be designed which can be programed to meet the
built-In-test requirements of the various types of chassis. In addition , a
simple maintenance panel accessible to the operator may be added to each

= chassis on which the fault signature may be displayed. This maintenance
panel should al so have a few switches wi th which the operator can initiate
the chassis level diagnostics. Such an arrangement will provide a
stand-alone sel f-test capability at the chassis level .

The System Level BIT W i l l  reside In the Main Computer Chassis where
the microcode and I ntelligence of the CPU module can be used. It is

- 
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assumed that most of the built- in—test~ at the system level will be soft-
ware or firmware based. The diagnostic software may be placed in non-
volatile main memory or may be resident on an external n~ass storage media.
It is al so assumed a sophisticated system console panel will be available
which can be used by the operator to control the CPU during both normal and
maintenance operations. During normal operations , the operator can input
regular commands to the operating system. During maintenance testing, the
operator should be able to di rectly access those CPU functions via the
console panel that make diagnosis possible. Furthermore, I t Is env isioned
that the console panel function may be extended to not only provide on-site
(local) diagnostic facility , but optionally al so provide a capability to
conduct diagnosis from a remote site. -

The Table 4.1 summarI zes the characteristics of the BIT hardware and
software resources required to implement the built-in-tests at the three
hierarchical levels.

4.5 Built-In-Test Equipment Configuration and Interface Definition
The diagrams in Figure 4.1 help visualize the physical placement of

the above discussed built-in-test equipment (BITE).
More detailed block diagrams includi ng the additional built- in— test

equipment are shown for each type of MCF chassis in Figures 4.2, 4.3 , 4.4 ,

and 4.5. From these block diagrams , general interface definitions can be
i nvolved for coninunicatlon among the 3-level s of built-In-tests and other
constituent modules of the MCF computer systems. These interfaces are
identified In F igures 4.2 through 4.5 by letters A , B, C, 0, and E. The
definitions and functions of these interfaces are given below.

A. Interface between Chassis Level BIT Module and all other MCF

• nodules. This interface uses the existi ng MCF bus structure and
will be used for two purposes. 1) To allow the Chassis Level BIT
Module to conduct idle time or off-line tests on all other MCF
modules within the chassis. 2) To di rectly report any detected
faults to the CPU module. 
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TABLE 4.1 SUM4AR Y OF THE MCF BIT RESOURCES

Hierarchical
BIT 

- 
BIT Resource Charac teri stics

Level -

Module (a) Non-intelligent fixed and programmable
hardware resident on the module

Chassis (a) Intelligent hardware and diagnostic soft-
ware (or f i rn~are) resident on a separate
module within the chassis

(b) A maintenance panel on the chassis
accessible to the operator.

System (a) Intelligent hardware and diagnostic firm-

ware resident on the CPU module

(b) Diagnostic software resident on non-
volatile main memory and/or on external
mass storage device

(c) A system console panel with local and
remote diagnosis capability
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MODULE MODULE - 
- 

MAIN
• 1 N • CHASSIS LEVEL
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HARDWARE , , • • HARDWARE MODULE LEVEL MODULE

BIT

MODULE LEVEL MODULE LEVEL SYSTEM LEVEL CHASSIS MAINTE. - =

BIT BIT BIT NANCE PANEL

SYSTEM
CONSOLE PANEL

(a) Main Computer Chassis

MODULE MODULE EXPANSION
1 N CHASSIS LEVEL

FUNCTIONAL FUNCTIONA L BIT
HARDWARE HARDWARE MODULE

. • .

MODULE LEVEL bIODULE LEVEL
BIT BIT CHASSIS MAINTE-

NANCE PANEL

I
(b) Expansion Chassis

Figure 4.1 PICF Built-In-Test Equipment Configuration
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I I * _____________
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j .__ia r MEN. EXPAN. ~~ ® I

I _______ CHASSIS SIT

I H MOOuLE

• 

. 

- - - - --
~~~~~~~~~

-- -
~~~~~~~~~~~~~~~~~~~+~~~~~~POWER MAINTENANCE

+
• : IPIDICATOn PANEL

TO MAIN COMPUTER
CHASSIS SIT MOOULE

Figure 4.4 Memory Expansion Chassis Block Diagram with
Additional Built-In-Test Equipment (11)
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B. Interface between Module Level BIT and Chassis Level BIT Module.
This Interface is required to communicate the faults detected by
the Module Level BIT circuits to th1. Chassis Level BIT Module.

C. Interface between Expansion Chassis Level BIT Modules (ECBIT) and
Main Computer Chassis Level BIT Modules (MCBIT). This interface
provides a certain degree of redundancy in the fault reporting
mechanism. It will be used in case the on-line fault logging is
to be concentrated at the MCBIT level rather than at the system
level .

0. Interface between the Chassis Level BIT Module and the Chassis
Maintenance Panel . This interface wi’)) al low fault signatu res to
be displayed on the Chassis Maintenance Panel and allow the opera-

- tot to manually enable chassis level tests.
E. Interface between the Main Computer Chassis BIT Module (MCBIT) and

the CPU module. Because of the Inherent complexity of the CPU
functions, It is felt that this additional -I nterface (in addition
to the interface A) will be required to test the CPU logic and
internal data paths .

In defining the above interfaces, an attempt has been made to distin-
guish between them on a functional basis. In actual Imp lementation , how-
ever, some of these In terfaces may be combi ned to form a singl e bus or the
existing ICF buses expanded to incorporate the additional signal paths.

4.6 Fault Coemwnlcation Concepts

Once the hierarchical structure for the built-in-test has been estab-
l ished, there are several ways in which faults may be communicated between
the various BIT levels. Three basic fault reporting schemes are shown in
FIgure 4.6.

The choice of any one of these fault reporting schemes is dependent
upon the nature of the application for which the MCF computer is being
used. In FIgure 4.6 (a) the faults are reported di rectly to the CPU.

I e d i.te action can, therefore , be taken ‘In so far as error handling is
concerned. This scheme is useful In applications where a system malfunc-
tion can produce harmful results such as in automatic feedback control
systems. In contrast, in the scheme shown In Figure 4.6 (c), all faults

50

- . 5 , , 
;

• = 4 .,, , ..‘_

-5,.

,. -  ~~~~~~~~ 
$
~ 

5- . ’

5-— - =- - - - -- -5-— ——~~-—- —-5—~~~~~~~~ - - —_---- -------- _--5 —5=---—



w I
(CPU)

• StilT 
~

— MCIIT ] 
-

Nu Ts Nu Ts
hp Chsisis MsIs Cbssils

1W SilT
(CPU)

f t
~ Ed IT] F MUIT

]

Nu Ts Nu Ts
E.p. Chin). 

L 
N.M Chin).

_ _ _  

L~~~~i 
_ _ _

- 

, 

ECS)T ‘[ MC$IT ]

-

. 

- t  
_ _

MUST, Nu Ts
£xp.Chi,sIs M.).Cb..sis

Figure 4.6 Altern~t1 ve Fault Co,vrun (catlon Schemes

51

—5--- - - - - - - --—- -=-- --
~~~~~

_ _  - - _ _ _ _ _ _ _  =
- - ,

‘~ - $ 4 =
$~5

’
~’~~~~’a - =~~ - ‘- a -

-
.

. - - ~~~ ‘~~~~ •

-- - = - — -



—~~~~~~ 
-$ ---5—~- - --5=—--,-5S—..-S,--_’~~~~~~~~~ _~~~~~~~ --,.____--- -= ‘~~~~~~~~~~ SS

are reported to the CPU via the Main Computer Chassis BIT Module (MCBIT).

In  this  case, the MCBIT can perform the fault logging and characteri zation
functions and report only the critical failures to the CPU. Such schemes
may be more desirable in those real-time applications where the CPU time is
more precious but failure s in non-critical components can be tolerated .
The fault reporting mechanism in Figure 4.6 (b) is a compromi se between the
two above mentioned schemes. It has the advantage that at least the fault
communication functions for the Expansion Chassis and the Main Computer
Chassis Level BITs are identical . -

In the interest of flexibility , instead of selecting any one of the
above fault communication schemes, a user programmable reporting hardware
could be provided whereby any one or a combi nation of the above schemes may
be selected by the user depending upon the application.

4.7 GeneralIzed Functional Flow Charts for the Built-In-Tests
In this section, flow charts are presented to clari fy the operation of

the built-in—test mechanism at the 3-hierarchical levels . The flow charts
for the Module , Expans ion Chass is , Ma i n Compu ter Chass is, and the System
Level BiTs are given in Figure 4.1, 4.8, 4.9, and 4.10, respectively.

These flow charts are almost self explanatory. They describe the se-
quence of events that occur at the various BIT l evel s in the process of
fault detection and its communication from the lowest to the highest level .
An important assumption made in these flow charts is that the fault corn-
niunicat~on occurs via an Interrupt mechanism from the lower level s to the
higher level s, whi le the fau lt logg i ng occurs v i a a polli ng mechan i sm where
the higher levels obtain the error Information from the lower level s by
reading their appropriate error status registers. This assumption was made

to al low the fault communication to be user progranmiable by enabling or

disabling the appropriate interrupts and/or polling when desired under
appl ication program control. In practice , various combinations of inter-

= rupt and polling mechanisms may be used for keeping track of the heal th

status of the system.
These flow charts have been generalized to cover on-line , Idle time,

and off-line fault monitoring techniques. They al so show the stand-alone,

self-test mode at the chassis level.

$ 
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4.8 Basic System Test Configurations
One of the motivations in reconinending a Chassis Level BIT is to pro-

vide a stand-alone , self-test capability for each chassis within the sys-
tem. An advantage of this is that if hardware in a certain chassis Is
suspected to be mal functioning that chassis may be di sconnected from the
system for test purposes. While the chassis is being tested in self—test

$ 
mode to localize the fault , the system can at least be operated in a re-
ducèd configuration . This way the entire system resources need not be tied
up duri ng maintenance. Figure 4.11 (a) depicts the test configuration for
the stand-alone chassis level tests.

In case of a complete system failure , the testing should begin In a
buildi ng-block fashion . First , the System Console Panel should be used to

j check out the hard core logic (microsequencer and micromemory operations).
Follow i ng that microdiagnost ics can be invoked to test the basic CPU func-
tions. If necessary , microdiagnostics may be loaded Into micromemory from
the external mass storage device via the system console panel . This basic
CPU test configuration is shown in Figure 4.11 (b). Microdi agnostics may
also be used to - check the cache memory ( i f  present), ma in memory and its
associated data paths.

The remaining portions of the system can then be tested under CPU
control using macrodiagnost ic software as shown in Figure 4.11 (c). The
macrodiagnostics should include functional and rel iability tests for all

modules and system peripheral devices (disks, magta~es , line printers,
etc.).

4.9 Built-In-Test Functional Specifications - 
-

In view of all the di scussions regarding the 3-level approach for 
$

built-in-tests presented so far, the following more detailed functional
specifications can now be formulated.

4.9.1 Module Level Built-In-Tests

1. Continuously detect, using addi tional test hardware logic, faults
within the module when the module is on-line. This should be done
by partitioning the module Into simpler logical subfunctlons and
providing a passive test logic for each subfunctlon .
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2. Log the type of error detected in error status register(s) on the
module. The error status register(s) should be accessible to the
higher level BITs. Furthermore, error status reg i ster once set 

-

should only be cleared by ei ther the system reset signal or by
conmiand from the higher level BITs.

3. Be capable of reporting the fault condition via user progranm~able
hardware interrupt option to the

(a) System Level BIT in the CPU module
(b) Chassis Level BIT Module.

4. Report all detected faults to the operator via non-volatile ind i-
cators placed on the module.

5. Be capable of aiding the Chassis and System Level BITs via pro-
gr3nllsable hardware logic to conduct fault detection and isolation
tests when the module is in Idl e state or off-line . The faults
being dettected may lie

(a) within the module
(b) in external data paths (input/output lines) connected to

the module
Cc ) in other modules.

The additional hardware logic used for this purpose should be pro-
granmied through and maintenance register(s) or maintenance bi ts In
error status register(s) specially provided for this purpose.

6. Measure and record separately on each module In non-volatile form
the accumulated elapsed time for which the power has been applied
to that module. -

4.9.2 Chassis Level Built-In-Tests

1. Continuously monitor all faults being reported by lower level
BITs.
(a) For the Expansion Chassis Level BIT the lower level s are the

BITs on the modules within the chassis.
(b) For the Main Computer Chassis Level BIT the lower level s are

the BITs on the modules within the Main Computer Chassis and
the Expansion Chassis Level BIT Modules.



2. Log the type of fault reported and the Identity of the module re-
porting It In a non-volatile store on the Chassis Level BIT Mod-
ule. This nay be done by reading the error status register(s) of
the faulty module. -

3. Be capable of characterizing the reported faults into at least re-
petitive or non—repetitive classes (stuck-at or transient faults)
by counting the number of occurrences. This can be done by analy-
zing the fault log on the Chassis Level BIT Module.

4. Be capable of reporting the fault conditions via user prograninable
hardware interrupt option to the higher level BITs.
(a) For the Expansion Chassis Level BIT the higher level s are the

Main Computer Chassis Level BiT Module and the System Level
BIT in the CPU module.

(b) For the MaIn Computer Chassis Level BIT the higher level is
the System Level BIT in the CPU module.

5. Report all faults or fault signature to the operator via indica-
tors , or numeric di splays or small al pha-numeric printer on the
Chassis Maintenance Panel .

6. Be capable of executing a selected test or tests (resident in non-
volatile memory on the Chassis Level BIT Module) to detect and
Isolate hardware faults in all modules within the chassis if com-
manded by the operator via the Chassis Maintenance Panel when the
chassis is in stand-alone mode.

7. Be capable of executing Idl e time test or tests (resident in non-
volatile memory on the Chassis Level BIT Module) to detect and
Isolate hardware faults on all modules within the chassis when
coninand by the System Level BIT via the CPU.

8. Measure and record separately on each chassis in non-volatile form
the accumulated elapsed time for which power has been applied to
that chassis.

4.9,3 Sy~tem Level Built-In-Tests 
-

1. ContInuously monitor all faults being reported by lower level

I 

BITs , i.e., all Module Level BITs within the system, and the
Expansion Chassis and Main Computer Chassis Level -BIT Modules.
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2. Log the type of fault reported and the identity of the source re-
porting it in a non-volatile store in the main memory or a file on
a mass storage device.

3. Be capable of characterizing the reported - faults Into at least re- -

petitive or non-repetitive classes (stuck-at or transient) by
counting the number of occurrences. This can be done by analyzing
the fault log mentioned in Item 2.

4. Be capable of reporting fault conditions (via user programmable
software option ) to the operator in one or more of the followi ng
ways.
(a) Indicators on the System Console Panel
(b) Indicators on the Main Computer Chassis Mai ntenance Panel
(c) Printed message on any system output device.

5. Be capable of executing a selected test or tests, resident in i~on-
volatile system memory , to detect and isolate faults in all mod-
ules within the system when commanded by the operator via the Sys-
tern Console Panel .

6. Be capable of executing test or tests, resident in non-volatile
system memory, to detect and isolate faults In all modules wi thin
the system when initiated by the user via software Instructions .

7. Be capable of executing a selected test or tests (resident in non-
volatile micro-memory of the CPU module) to detect and isolate
faults in the CPU module when initiated In one of the following
ways:

(-a ) by the user via a software instruction
(b) by the operator via the System Console Panel
Cc ) by the Main Computer Chassis Level BIT module.

4.10 Summary of the Built-In-Test Functions
The built - i n-test features discussed In this section for the MCF com-

puter systems are summari zed In Table 4.2. The seven major functions dis-

$ 
cussed In this section are listed In the left-most column of Table 4.2.
The responsibilities of the Module , Chass i s, and System Leve l BITs dur i ng
on-line , idle time , and off-line testing are shown in adjacent columns.
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TABLE 4.2. SUII4ARY OF THE BUILT-IN-TEST AND FUNCTIONS FOR THE
NCF MODULE, CHASSIS AND SYSTEM LEVEL BITS.

Moditl e Level BIT Chassis Level BET System level BIT
Functions ON idle OFF ON Idle OFF ON Idle OFF

tine Time Line Line Time Line Line Time line

1. Detection / X / X / / X / /

Isolation / X I X / / x / /

Indication to 
-

Operator / X / / / / / /

RepontI~g to
Higher Level BIT / x / / / ‘

I / /

Logging in Local
Storage / X / / / / / / /

6. CharacterizatIon
Stuck-at/T ransient X X X I I / / / I

7. Error Handl ing X X X X X X / / /

1 St All Hardware All Modules All Modules
Functions Within Within A W i thi n An A Module Chassis Sy stem
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5.0 BUILT-IN-TEST RESOURCE ALLOCATION BASED ON FAILURE RATE ANALYSES

It is important in the design of maintainable digital computer systems
to know which subsystems are most likely to fail. To do this precisely
requires detailed knowledge of the particular circuits to be used in the
synthesis of various parts of the computer system. In cases where the
exact hardware embodiment is not known, it is reasonable to extrapolate
from failure rates predicted for closely related machines.

A first cousin of the Military Computer Family member, AN/UYK-41, is
the Digital Equipment Corporation ’s PDP-11/70. The DEC PDP-.11/70 is there-
fore used in the following analysis to make inferences about the functional
areas within the AN/UYK-41 which are most likely to fail. In addi tion ,
this same reasoning can be used to predict the failure rate Increase for
representative BIT approaches. The followi ng sections summari ze the
PDP-11/70 analysis.

5.1 Objectives of the Failure Rate Analyses
The two major objectives of the failure rate analysis were: 1) to

i denti fy specific areas of the computer system that are most prone to fail-
ure , and 2) to predict the impact of BIT on the total system’s fa i lure
rate. The basic premi se here is: once the specific areas (modules , sub-
systems) that have high failure rates are found, these areas can be given
the emphasis in the allocation of BIT resources. in this manner, the
smal lest amount of BIT hardware will detect the greatest number of errors.
Another result of this analysis is the identificaiton of certain modules
that have a failure rate so high that the use of error correcting hardware
may be included In the design for meeting the MTBF specification. The
failure rate model used in this analysis Is that of M11-HDBK-2118. For a
more complete description of the model or definitions of various parame-
ters, refer to that handbook.

5.2 Resul ts of DEC PDP-11/70 Failure Rate Analysis
Using a computer program developed at Carnegie-Mel lon University

(CMU) called Autofa il , it is possible to compute the failure rate of each
board in the PDP-11/70 mainframe . While the 11/70 Is not a military
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computer, it represents a commercial machine wi th similar performance
specifications to the MCF machines. The CMU program utilizes the elec-
tronic components failure rate model in MIL-HDBK-217B. The computer pro-
gram does not use the exact modi fications that are included in the two
revisions to 217B, rather it uses a slightly di fferent modi fication that
approximates it.

Tables 5.1 and 5.2 represent a summary of this analysis. The computer
was divided into the four units : CPU , floating point processor, cache, and
main memory. For each of these units , the number of boards, the failure
rate, and the percentage of total failure rate is given. Table 5.1 gives
this information for the computer modules at an ambi ent temperature of
25°C , whereas Table 5.2 gives this same information at 85°C. The latter
temperature was chosen because it is the specification in the ITEC docu-
ments (14).

One can easily see that memory failures dominate (92%) all others at
high temperatures and are still a large percentage (50%) even at room tern-
perature. The great influence that temperature has on the relative fail-
ure rate is discussed in Section 5.3. The next largest unit that is prone
to failure is the CPU. Its failure rate is about twice that of the other
two units. The numbers in Tables 5.1 and 5.2 represent a computer wi th no
built-in-test so the numbers are not Influenced by additional BIT hardwa re.
in order to provide the best fault coverage at the lowest cost, the two
areas that deserve the most consideration are the main memory and the CPU.
By providing a high level of confidence in the proper operation of these
two vital areas (through the use of BIT hardware) a high level of cotif I-
dence In the operation of the computer Is achieved. In fact, if these two
vital areas are functioning properly, they can be used to check the other
two areas; the cache memory, and the floating point processor. For more
detailed information on the boards and components In each of the segments
of the computer, a complete listing Is included In Appendix B.

5.3 ComparIson of Failure Rates Between MOS and Bipolar Technologies
There is a large diffe rence between semiconductor technologies wi th

respect to the effec t of temperature on the failure rate . This fact was
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TABLE 5.1. FAILURE RATE OF POP-li/iD at 25°C

Percen tage of -

Number of Failure Rate Total Failure
Subsys tem P.C. Boards C/b 6 Hr. Rate (%)

Cent ral Processing Uni t 9 152 25

Floa t in g Poin t Processor 4 89 - 15 
-

Cache Memory (1K by 16 bits) 4 66 11

Main Memory (64K by 16 b Its ) 4 296 49

Total 25 603 100

- TABLE 5.2. FAILURE RATE OF P02-11/70 at 85°C

Number of Failurg Rate Percentage of
Subsystem P.C. Boards (/10° Hr.) Total Failure

Rate (5)

Central Processing Unit  9 383 4

Floating Point Processor 4 263 2

Cache Memory (1K by 16 bits) 4 199 2

— Main Memory (64K by 16 bIts ) 4 9910 92

Total - 25 10755 100
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shown in Section 5.2 where the memory portion of the computer accounted for
nearly all the failure rate (92%) at hi gh temperature (85°C), but not at
lower temperature. The memory boards are made up of mostly MOS chips that
have a large failure rate acceleration with temperature. In contrast , the
CPU boards are composed-mainly of SS1 & MSI chips whose failure rate has a
much lower temperature dependence.

From an examination of the rel i ability model of MIL-HDBK-217B , one
notices that bi polar technology has one temperature acceleration function
whereas MOS technology has a different (larger) one. Figure 5.1 shows
these two temperature factors ~~~~ It is clear from this figure that the
reliability of MOS devices degrades substantially at elevated temperatures.
This means that a significant failure rate reduction can be achieved simply
by keeping the ambient temperature a few degrees cooled

To illustrate the impact that technology and temperature makes on the
rel iability Figure 5.2 graphically represents the failure rate as a func-
tion of temperature for the PDP-11/70. The components of this computer are
classified into one of two groups: 1) ROM and RAM , or 2) SSI and MSI. The

- ROM and RPM group ts predominately MOS and is made up of 472 chips. The
SSI /MSI groups Is predominately bipolar and Is composed of 1870 chips. The
larger number of MSI/SS1 chips have about the same failure rate at room
temperature as the memory because they are largely simple functions that
eac h have a low failure rate. The memory chips are much more complex (i.e.
more gates/chip) and, therefore, have a higher failure rate per chip. How-
ever , an interesting situation ari ses when the temperatures of each are in-
creased. The memory ’s fa i lure rate increases dramatically while the fail-
ure rate of the SSI/MSI group increases only sl ightly. This illustrates
the fact that at elevated temperatures the memory portion of a computer
will account for nearly all the hardware failures.

5.4 Failure Distributions of Other Computers

To get a somewhat broader view of rel i abilities from a variety of
computers , the following Information is gi ven. This reliability data was
obtained from Carnegie-Mel lon University from their continuing research on
computer reliability. The data was derived from the model in M1L-HDBK-217
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for use in commercial environments . To summari ze the data In the followi ng
table , one can estimate that in a computer system (with peripherals not in-
cluded ) 60% of the failures will be in the memory, 30% will be in the CPU
and 10% will be in the power supply.

The computer systems that were examined include a PDP-10 with a 256K
memory , a POP-11/40 with 28K memory , an LSI-11 with 28K memory and two
multiprocessors at GNU the C.mmp and the Cm*. These computers represent a
broad range of computer applications. The PDP-10 is an example of a large
time—sharing machine , the PDP-11/40 is an example of a typical mi n--comput-
er , and the LSI-11 represents a microcomputer. The C.nvnp has 16 intercon-
nected PDP-11/40 processors and a total core memory capacity of one million
words. The CIn* multiprocessor has eight LSI-11 processors each wi th 28K
words of semiconductor memory. The individual data is shown in Table 5.3.
[22]

5.5 Conclusion and Recomendations for BIT Resource Al location
The area that is most likely to fail is the logical place for built—

in-test capabi lity . It has been shown that at high temoeratures memory
module rel i ab il ity degraded to a great extent and dominates the failure
rate of all other areas. It is , therefore, logical to provide error-
correcting hardware for the memory modules to increase the MTBF of the
entire computer system. Error-correcting hardware is not BIT in the
strictest sense, but error-correction di rectly affects maintainability and
maintainability is what BIT is all about. A complete di scussion of the
recommended BIT for memory is given in Section 6.1.

The area that is next most prone to failure is the CPU. The organiza-
tion and function of the CPU is not simple , which implies that the BIT
techniques will not be simple. The CPU performs many functions which re-
quire a variety of BIT techni ques to provide a BIT capability that is both
i nexpensive and effective . The complete recommendation of BIT techniques
for the CPU is given in Section 6.2.
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TABLE 5.3. FAILURE RATES FOR VAR IOUS COMPUTER SYSTEMS

Failure Rate % Of
System /10 Hours Tota l FR

PDP-1C)
Processor 3156 27
Memory (256K) 6658 58
RP-1O Disk Control l er 625 5
Two DF-1O Data Channels 1135 10

Total 11580 Tt~U
POP- 11/40

Processor 57 30
Memory ( 28K ) 108 57
Power Supply

Total 190 100

LSI-11
Processor 67 27
Memory (28K) 154 63
Power Supply 25

Total 100

C.mmp
Processors 1008 18
Memory (1000K) 3904 65
Swi tch 202 3
Power Supply 800 13

Total

Cm*
Processors and 32 Memory 880 33
Memory ( 192K) 896 33
Other 656 24
Power Supplies ~~All of Memory 1392 52

Total 2682 99
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5.6 Reliability Impact of Chassis Level BIT Module
In an attempt to quantify the impact on relIability of an added BIT

module , an example of such a con f i guration has been constructed. The model
uses a POP-il/lU minicomputer to represent an MCF chassis , and to this Is
added an LSI-11 microcomputer to represent a BIT module. The LSI-11 is
easily capable of performing all the error detection , error handl i ng , and
error reporting tasks that have been di scussed previously. The PDP-11/70 is
closely related in performance to a single chassis configuration of an MCF

• computer.
Using the rel i ability model in MIL-HDBK-217B , the failure rate of each

part of this computer system was determined. To perform these calculations ,
a computer program at Carnegie-Mellon University was used. The printouts of
this analysis of a PDP-11/70 with a chassis (console) BIT module is included
in Appendix B. To sumarize the findings from this analysis , the basic
result is that the failure rate of the BIT module (the LSI-11) is only five
percent of the total failure rate. The failure rate calculation was re-
peated at several temperatures between 25°C and 85°C. The result indicated
the relative BIT module failure rate changed only sl i ghtly In relation to
the whole chassis. Another interesting fact that resulted from this analy-
sis is that roughly half of the failure rate of both the PDP-11/7O and the
LSI-i1 was from the memory . The 11/70 nas a 64K word memory and the ISI-li
has a 4K word memory . At elevated temperatures the failure rate of the mem-
ory rcreased more rapidly than the rest of the components , but the BIT mod-
ule wlt~ its memory increased at approximately the same rate as the 11/70.

This analysis has shown that it is possible to provide an effective BIT
module to an MCF computer chassis at a cost to the chassli failure rate of
only 5%. The single circuit board sized microcomputer that served as an
example of BIT module could easily provide the required built-in-test func-
tion needed in each chassis.
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6.0 RECO*IENDATIONS FOR THE MODULE LEVEL BUILT- IN-TEST FOR THE MCF
AN/UYK-41(V) COMPUTER SYSTEM

In this section, built-in-test approaches for the following types of
modules have been considered:

1. Memory Subsystem Modules
2. Central Processing Unit Module
3. Bus Modules
4. Input/Output Modules
5. Analog Modules

It should be recalled from Section 5.0 that a large percentage of the
sys tem malfunc tions are due to failures in the memory. The failures in the
CPU and the power converters constitute most of the remaining failures .
Thus , It would be most advantageous to concentrate the BIT resources in
these modules.

The Memory Subsystem consists of 32K x 36 bit volatile or non-volatile
random access memory modules. The memory modules include their own read/
write control circuitry . The number and type of modules used in a system
would depend on the memory requirements of the application. For the memory
modules simple parity and single error correcting, double error detecting
codes are discussed.

The Central Processing Unit consists of one CPU3 module for single
processor system and two CPU3 modules for a dual processor system. The
CPU3 module has been designed to operate in both modes and its prime func-
tion is to emulate the AP1/UYK-41(V) (POP-il/lU) instruction set. The Bus
modules consist of the Bus Extender Module (BEM) and the Bus interface
Module (BIM2). The BEM is used in multip le chassis configuration to extend
the MCF bus system for interchassis communications. The BIM2 has been de-

- 
- signed to convert the MCF bus to the AN/UYK-41(V) bus (UN1BUS) so that non-

MCF peripheral compatible with the UNIBUS may be used on the MCF computer
systems.

The Input/Output (I/O) modules are used to interface the MCF computer
system with external devices. The ITEK documentation does not as yet
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provide detailed specifications for the i/O modules. However, it Is as-
sumed that there will be several different types of I/O modules depending
on the interfac i ng requirements of the external devices.

The CPU3 and the BIM2 are among the most complex modules In the MCF
computer system. They perform several Interdependent functions. Most of
these functions require generations of critical timi ng and control signals.
A l so, all of the above mentioned modules perform, as a part of their over-
all functions , interactive communication among themselves as well as other
MCF modules. Due to this variety, complexity and i nterdependence of the
functions in these modules , no sing le BIT approact. can be used to provide a
substantial fault coverage. Rather , a set of BIT approaches must be used.

The analog modules in the MCF computer system are the Power Converter
Modules (PCM) and the Fan Assembly. The built-in-tests for the analog mod-
ules require a different approach. For the analog modules , the types of
parameters to be monitored , such as the output vol tages, environmental , and
thermal and mechanical parameters, are discussed. Al ternative ways to
imp l ement the BIT hardware on the analog modules is also presented.

For the MCF computer systems, three level s of built-in-tests (system,
chassis , and module levels) have been di scussed In Section 4.0. Al though
these three level s of built-in-test have their own respective responsibili-
ties , there is some degree of interaction among them, and as such they can-
not be treated as three entirely di fferent approaches .

The BIT approach di scussed here for the above mentioned modules per-

tains mainly to the module level built-in-tes ts. The module level BIT 
-

consists mainly of those testing techniques that require additional BIT
circuitry (hardware , firmware) resident on the modules. The main purpose
of this additional BIT circuitry is to monitor (detect) and to aid In diag-
nosing (isolating ) hardware faults. These hardware faults may be wi thin
the module or in the intermodule communications paths via the system bus.
These fault detection and isolation functions of the module level BiT are
discussed in this section.

In addition to the fault detection and isolation functions , the re-
sponsibi lity of module level BIT include fault Indication , logg ing , and

• ~~~~~~~~~~~~~~~~~~
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reporting. These aspects of module level BIT have not been considered here
at this time.

At the module level , the overal l approach for analyzing the BIT re-
quirements Is as follows:

1. Parti tion the hardware on the module by functions. These func-
tions should be as loosely coupled as possible. Tightly coupled
(or interdependent) functions make fault detection and isolation
more difficult. - 

-

2. Begin wi th the most basic (lowest level , innermost) function.
(a) Determine techniques to test that function wi th adequate

fault coverage making maximum use of i nternal observability
of signals.

(b) If 2(a) is not possible or fault coverage is inadequate,
determine ways of providing functional duplication for the
whole or a part of the function as a means for testing.

(c) If either 2(a)/2(b) are not feasible or external testing of
the module functions is desirable , provide externally acces-
sible test mechanism. This may vary from simple test points
to read/write maintenance registers. The purpose of this is
to increase the observability and controllability of i nternal
signals.

3. Repeat Step 2 wi th increasing higher level functions (those depen-
dent on the basic functions for their operation). This way maxi-
aizes the use of the buildi ng block approach to testing. The more
basic functions can, If working properly, be used for testing
higher level functions.

In view of the above mentioned approach for analyzing the BIT require-
cents at the module level and the overall MCF BiT requirements discussed in
earlier sections, the built-in-test features for the memory , CPU3, BEN ,
BI M 2, I/O and analog modules are described In the following sections.

- U ~~~~~~~~ ~~~~~~~~~~~~~~~~ -__ •.-~~~~~ - 
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6.1 Memory Modules
Within the class of memory modules there are volatile and non-volatile

types. The volatile type using semiconductor random access memories wi ll
be discussed first. Before the various approaches are di scussed some back-
ground information on reliabili ty assumptions will be gi ven.

6.1.1 Volatile RAM
A bl ock diagram of a memory module with error correction is shown in

Figu re 6.1. It identifies the parts that have been added to prov ide the
BIT capability . From HIL-HDBK--217B the appropriate failure model is of the
form:

R e Xt

where: R is the rel iability
x is the failure rate, usually expressed in failures ,i06

hours
t is time, usually expressed in hours

For a non-error-correcting group of electronics, the system rel i ability
is the product of all the rel i abilitie s of the components. This is more
easily computed by simply adding the failure rates of the components. How-
ever , this method is not applicable to designs that have at least some
degree of fault tolerance built into them. In the case of memories built
w ith a si ngle error correc ting code, an equation of the following form is
correc t:

R {ke~~~~~~it~(k~l)e~~~it] :-A c
t

where: R is the rel i ability of the system
k Is total number of bi ts in the word
A
1 

is the failure rate of a memory chip
is the failure rate of the control circuitry

t i s time
w is the number of sets of chips in the system
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Figure 6.1 Block Diagram of Memory Module with Error Correction
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The parameter w is computed by dividing the number of bi ts on a chip by the
number of words on the memory module. A chip organization one bit wide has
been assumed. This model al so assumes a very pessimistic vIew, i.e. that
of the whole chip failure model . That is , every failure wi thin the chip
disables the entire chip. In reality, most of failures wi thin a chip
affect only one cell. With the above model , a failure rate (FR) is defined
as below:

MTBF = f  R(t)dt
0

FR = 
M F  and ,

Based on these assumptions , the suggested BIT approach for the vola-
tile memory module will be a single error correcting code with double error
detection. Al though the added BIT circuitry is a greater than the 10-20%
goal , the reliability is not decreased a similar amount. In fact, the
reliability will be significantly increased. The exact increase in the
number of packages depends on the size of the memory chips used. Larger
chips ( 16K dynamic RN4~ are generally cheaper per bit , more rel iable , use
less power and take up less board space. For these reasons, large chips
should be used as soon as they are able to meet military quality control
specifications. The following table (TaDle 6.1) illustrates the Impact on
failure rate for various implementations. It is based on a bare bones
memory module wi th 32K words each having 16 bits of data. Because of
control circuitry differences in the final MCF imp lementation , the actual
cost and benefit numbers may be sl i ghtly di fferent than those listed in
Table 6.1. The recommended BIT will store an additional six bits with
every data word .
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TABLE 6.1. VOIPJILE MEMORY MODULE BIT APPROACHES

Estimated
Number of Module Module

BIT Chip Chip Chips in Failure Rate MTBF
Method Size Type Module (10 hours) (hours)
Parity 4K static 161 489 2040
ECC 4K static 219 139 7170
Pari ty 16K dynamic 61 287 3480
ECC 16K dynamic 92 141 7060

The data in Table 6.1 shows that in using 4K static RAM , the error correct-
ing code (ECC) requires 36% more chips than the same module wi th pari ty.
However , the MTBF has Increased 250%l Using 16K RAM ’s, the ECC requires
50% more chips than the module with parity (but less than hal f the total
number using 4K RAM ’s) and has MTBF 100% greater. One can al so see from
this data that with ECC the module reliabilities using 4K and 16K RAM ’s are
nearly the same, even though the module reliability is very different when
pari ty Is used. This Is because the failure model assumed that the whole
chip was inoperable when a failure occured. Since there are more memory
cells in a 16K RAM , a total chip failure is much more drastic. If a single
cell failure model is used, the module reliability Is increased by over an
order of magnitude and the reliability of the module with 16K RAil ’ s Is
higher than one built with~ 4K RAil’s. Using the error correcting code, the
error dctection coverage is greater than 95%.

The recommended BIT for the volatile RAM will take up a relatively
large amount of board space. With the space (and power) limitations of a
RAM module from the MCF, and with present technology, it may be impossible
to implement the recomended BIT. Recognizing this fact, an al ternative
BIT technique should be used until tecnology produces more complex integra-
ted circuits . The al ternative BIT technique Is byte pari ty. This approach
will detect over 95% of the faults at a cost of only about 12%.
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6.1.2 Non-Volatile RAM
Non-volatile memories use ferrite cores to store the digital data.

Since MIL-HDBK--217B does not give any rel i ability data on ferri te cores, It
is not possible to do an analysis to quantify the rel Iability impact of any
BIT technique. However, the volatile RAM provides the same function as the
nonvolatile RAIl. Therefore , one can reasonably assume that any particular
BIT approach would increase the hardware approximately the same amount on
each type RAIl. Core memories have become a mature technology that has been
developed over many decades. This has increased its reliability and
reduced its size and cost. Indeed, core memories are more reliable than
the semiconductor ones. These reasons would indicate that the use of ECC
would be a needless expense.

The recommended BIT technique for the non-volatile memory module wIll
be byte parity . This will detect over 95% of the faults , but w i l l Increase
cost only by about 12%. However , in the future, it may be desirable to use

an error-correction technique on these memories al so. Applications are re-
quiring larger and larger memory arrays and the need for long MTBF times is
increasing . If the MCF computers are going to use memory arrays near 200K
words, then an error-correcting Code will be needed on the non-volatile
memory. This will be the only way to have a large system that will achieve
an adequate MTBF .

6.2 CPIJ3 Module
The block diagram of the CPU3 module and the Basic Processor as de-

fined in the h E X  F3 specifications EL-CP-2817-MCF (23) are given in
the Figures 6.2 and 6.3, respectively. From these block diagrams a natural
partitioning of the CPU3 module Is as follows.
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CPU3 Module:
Bas ic Processor Logi c

1 Processor Log ic
2 Control Panel Inter face
3 MCF Bus Control ler

Read Only Memory:
4 256 x36 ROM

The functional specifications on the above blocks as gi ven in the ITEK
docume ntation are genera l , in that they specify the external i nterface
requirements of each block , but do not specify their internal implementa-
tion. From the point of view of studying the BIT requi rements certain
details on the internal implementation are necessary in order to further
partition the blocks to a level where the built-in-test circuitry can be
described. For this reason, certain assumptions have been made regarding
the implementation of these blocks. These assumptions are mainly concerned
with the partitioning of the processor logic block. It is assumed that the
processor logic is Implemented around a microprogramable control unit.
This Is a reasonable assumption since most of the newer generation proces-
sors are microprograninable includi ng the CDC-480 and PDP-11/70.

The block diagram In Figure 6.4 describes this assumed imp lementation
of the CPU3 module. Based on this assumed implementation , a more detailed
functional level partitioning of the CPU3 module may be done as fol lows.
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CPU3 Module:
Basic Processor Logic

1 Processor Logic
1.1 Clock
1.2 Microsequencer
1.3 Control Store
1.4 Timing and Control Section
1.5 Internal Data Paths, Registers , Stacks, Files.
1.6 Ari thmetic Logic Unit (ALU)

1.7 Control and Status Registers
2 Control Panel Interface
3 MCF Bus Contro ll er

Read Only Memory:
4 256 x 36 ROM

The Built-In-Test features for the above mentioned functions are
discussed below.

6.2.1 Processor Logic
6.2.1.1 Clock - The clock is the most basic function. Improper

operation of mu l tiphase clocks can result in mal function symptom that may
be very difficult to diagnose. Two alternative switch selectable clock
mechanisms should be provided in addition to the crystal controlled clock
used f~r normal operation.

A. A veri able frequency maintenance clock which has dual function.
It can be used to check the operation of the regular fixed fre-
quency, crystal controlled clock by substitution. Furthermore,
it can be used to diagnose other marginal timi ng related problems
In other sections of the CPU logic by varying the frequency.

B. A stepper clock to allow single microi nstruction cycle or single
machi ne instruction cyc le under manual control from the control
panel. This feature has multiple usage both in maintenance and
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software development. Its usefulness is limited only by the user
accessability of the internal registers after each step.

6.2.1.2 Microsequencer * The microsequencer typically consists of
microinstruction register (DIR), microprogram counter (iPC), microaddress
register hiADR), microstack registers (uStack) condition code multiplexer,
and next address generation logic. This section forms the heart of the
base machine control and its failures are also very hard to diagnose. The
fol lowi ng built- i n-test features are recommended.

A. Parity on all internal registers if feasible.
B. Additional circuitry should be designed into the microsequencer

logic to support microstep , microbreak, microrepeat, mlcroaddress
set up from the system control panel . These features would facil-
i tate the troubleshooting of the microsequencer logic by stepping
through or looping on certain sections of the microcode.

C. The microop-code fiel d in the MIR should have one or two Il legal
op-codes that cause microtraps which freeze the contents of micro-
PC and suspend further control signal generation to the base
machine. This can be used for microinstruction retry or branching
to microdiagnostic routines. Errors from a parity check on the
control store should al so cause a microtrap.

6.2.1.3 Control Store - Control store is typically a high speed RON.
The number of microwords and number of bit/microword, of the control store
depends on the complexity of the base machine and the microprogranining
technique. Horizontal ly microprogrammed machines utilize fewer words which
have longer number of bi ts. Vertically microprogrammed machines on the
other hand have more words wi th less number of bi ts per word. In either
case , 20,000-50,uOO bi ts of storage is fairly typical. Significant portion
of the CPU failure can be attributed to failure in the control store.
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Due to large number of bits per word and the higher cost of high speed
ROMs , error correction may not be cost effective. Speed consideration may
not permit single bit parity on an entire word because of the propagation
delays due to multiple stages in the parity generation and checking logic.
Preferred approach would be to segment the microword in several fiel ds of
8 to 10 bIts and have a pari ty bit associated with each field. This would
increase the control store size by 10 to 12.5%.

Block code correction is another possibi lity . However, this requires
a substantial Increase in the BiT circuitry , which Is cost effective only
if Isolation of the failure to the bad bit (or chi p) and subsequent error
correction using retry mechanism are of importance.

In addition , the size of the control store should be increased to pro-
vide space for storing microdiagnostic routines. It should be possible to
execute these microdiagnostic in several independent ways. 1) From user
written programs by either calls or jumps to the microdiagnostic routines
or the execution of certain maintenance instructions. This would al low
periodic or idle time testing. 2) From the operator control panel through
mlcroaddress load and execute switches. This would al low bypassing the
main memory in case it is mal functioning. 3) DIrectly from the CPU module
with a switch selectable hardware jump to the start of the microdiagnostic
routine. (A similar feature Is used in the PDP-11/60 diagnostic control
store option.) This feature al lows bypassing the control panel in case it
is malfunctioning.

6.2.1.4 T1min~ and Control Section 
- The timi ng and control signals

(level s or pulses) are tjyplcally generated by judiciously combining the
Contents of the microword register with the various phases of the clock
pulses. Basically, a section consists of and/or logic which may be dis-
tributed across the entire CPU module. For this reason functional testing
of this logic is very difficult.

Duplication of this section of logic is a possibility . However, this
approach may not be cost effective. Preferred approach Is to associate
this portion of the CPU logic with the operation of the base machine. The
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timi ng and control signals generated by this section result In operations
such as load , shift , rotate the base machine registers, enable/disab le data
path multip lexers , and select ALU operations , etc . Emphasis should, there-
fore , be placed on veri fying the base machine operations.

Another possibility is to provide as many test points as possible for
measurements of the timi ng and control signal s using external test equip-
ment.

6.2.1.5 Internal Data Paths, Registers, Stacks , Files - This section
forms the base machine which interacts with all other modules via the MCF
bus. It fetches instructions and data from the memory , processes them and
outputs the results . During this process , the addresses , instructions , and
data are stored in intermediate registers such as the program counter (PC),
instruction register (IR) , bus address register (BA), general purpose
registers (GR) and bus registers (BR), etc.

The preferred approach here is to provide pari ty on all such internal
registers where it is possible.

The registers in the AN/ UYK-4 1(V ) would normally be 8, 16 or 32 bits
wide . A pari ty bit may be either associated with an 8 bit byte or a 16 bit
word . The forme r wi th odd pari ty is recommended in order to remain com-
patible with the four bit pari ty byte provided for the 32 bit address and
data information on the MCF M(X ) buses. Typically, most of the data regis-
ters are fed through the ALU even for simple instructions such as the
“move ” instruction. In such a case, a pari ty check before the ALU and a
pari ty generation after the ALU would be the most cost effective to imple-
ment the pari ty tests.

Pari ty bi ts ( four) must , of course , be generated and checked for the
14(X) bus address and data transfers as per the h E X  MCF bus specifications
EL-CG-2808-MC F, 124].

6.2.1.6 Arithmetic Logic Uni t - ALUs are typically Implemented with
LSI chips which perform a wide range of functions. Therefore, it is not
possible to further partition the ALU functions for built- i n-test purposes.
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A residue ari thmetic coding technique may be used to check most of the

ALU functions. Residue codes implemented as separate codes do not inter-
fere wi th normal ALU operation. The residue generators operate i ndepen-
dently on the two i nputs and the output of the ALU as shown in Figure 6.5

Another alternative is to duplicate the ALU logic and detect failures
by comparison. This obviously will result in more than 100% increase in
hardware cost.

A third alternative Is to check the ALU functions using periodic micro
or macrodiagnostic routi nes. The additional cost here is to some extent in
additional firmware (or software), but more significantly, it is in terms
of system performance degradation due to the CPU time lost in executing the
diagnostics.

6.2.1.7 Control and Status Registers - The contents (bits) of these
registers, unlike that of the data registers, are general ly neither set
s imultaneously nor do they bear any relation to each other. This typically
precludes the use of pari ty checking.

An alternative is to duplicate some or all of these registers and
detect faults by comparison . Such duplication as mentioned before results
in over 100% increase in the hardware.

The preferred approach is to make all of the control and statu s reg-
Isters accessible (loadable and readable) via microinstruction , mac ro
(machine) instructions and al so via the control panel . This will facili-
tate the testing of these registers through microdiagnostics , macro-
diagnostics and also manually. This same approach is al so desirable for
the internal data registers described in Section 6.2.1.6. This facility
also has an important use in software development and debugging.

6.2.2 Control Panel Interface - The main function of the control
panel is to allow the user to operate the machine . A second function of
the control panel Is to provide the operator a certain degree of access and
control of the internal hardware of the machine , such as load and read
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internal registers . This facilitates to a limi ted extent manual , on-site
fault diagnosis in off-line mode.

A third function of the control panel is to aid in performing off-line
fault diagnosis from remcte locations. This concept called “Remote Diag-
nos i s” is becoming increasingly popular with comercial machines . The con-
trol panel is connected to remote test center via modems or other communi-
cation facility . Automatic or manual fault diagnosis can then be done from
the remote test center. in order to support such remote diagnosis fea-
tures , the control panel interface would probab1y require an i ntelligent ,
microprocessor controlled hardware.

In genera l , the control panel Interface should be able to support the
followi ng features which are useful in hardware troubleshooting as wel l as
software devel opment and debugging.

1. Load/exami ne all mic rosequencer associated registers
2. Provide microstep and mlcrobreak features for single stepping

through inicroinstructions
3. Exami ne/(Load if permissible) control store
4. Load/exami ne all base machine associated registers such as program

counter , instruction register, general purpose registers, etc.
5. Load/examine main memory
6. Provide singl e cycle or single instruction execution for stepping

through machine instructions.

6.2.3 MCF Bus Controller - There are two buses to be controlled.
They are the 14(X) bus and the Event bus. The CPU3 module accesses these
buses in the same manner as any other module via the event generation logic
for the Event bus and the bus mastership request logic for the M (X) bus.
In addition , the CPU3 module also contains hardware circuitry to monitor
the events on the Event bus and act as an arbi trator for the 14(X) bus

through the bus mastership grant logic. These functions like those of the
timi ng and control section are indeed di fficult to test.

L 
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A general testing scheme Is to provide time-out circuits for all com-
munication signals that use the handshake protocol. Any time a bus request
is issued but not acknowledged within a predetermined time frame, should be
indicated as an error condition . This bus time-out error could be as a
result of the controller circuitry malfunctioning , or error in the bus
(backplane) or due to an absent/mal functioning external device.

6.2.4 Read Only Memory - This 256 x 36 bit ROM has already been pro-
vided with four parity bi ts (1 parity bi t/8 bit byte) as per the h E X
specihcations EL-CP-2817 123]. These four pari ty bi ts are adequate for
this type of ROIl.

6.3 BUS Modules
6.3.1 Bus Extender Module (BEM)

The block di agram of the BEM as defined in the h E X  F3 specifica-
tions EL-CP-2824-MCF 125] is given in Figure 6.6. The function of this
module is to provide proper conversion between the MCF buses internal and
external to the chassis. This is imp lemented by a pair of line drivers and
line receivers for each signal on the MCF bus as shown in Figure 6.7. The
transceiver control circuit determines and controls the proper direction of
the signal flow.

The fol l owing Built-In-Test features are recommended.

A. Parity check on all groups of signal s, such as address and data
lines , where pari ty information has been generated by the source
module. If on-line fault isolation to the BEM is important, then
the pari ty check should be performed on both sides of the trans-
ceiver. Otherwise, parity check on just one side would be suffi-
cient. In the latter case it would would be more advantageous to
apply the pari ty check after the line receiver shown In Figure
6.7. This would al low parity check on signals on the internal
chassis bus lines that have passed through both the line dri ver
and line receiver.
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B. Loop around of signals on the bus back to the source module. This
would support an off-line test where the source module (e.g. CPU)
could send test data to the BEM and have the data returned to it
after passing it through the line dri vers and line receivers.
Then test hardware operation by compari ng the sent and received
data. The loop around test may be accomplished by one of the
fol lowing two methods. 1) By using a dual set of bus lines , one
to send and second to return the test data. 2) By using a single
set of bus li~ies but providing a means to latch the sent data in
the BEM , so that It can be returned in subsequent cycles over the
same bus wires. In either case, substantial increase in hardware
is required.

6.3.2 Bus Interface Module (B1M2)

The block diagrams of the BIM2 as defined in the ITEI( F3 Specifi-
cations EL-CP-2828-MCF (264] are given In Figures 6.8 and 6.9. The func-
tion of the B1M2 is to al l ow AN/UYK-41(V) I/O bus (UNIBUS) to be emulated
by an MCF CPU. In order to perform this function , the B1M2 must coordinate
the timi ng requirements imposed by the MCF buses (M(X) and Event buses) and
the timi ng requirements imposed by the AP1/UYK-41(V) I/O bus (UNIBUS).

As can be seen from figures 6.8 and 6.9, most of the functions of BIM2
require synchronous and asynchronous control logic for which built- i n-tests
are Indeed di fficult to specify . In general , the type of built-in- tests
recommended for the control and data paths of the CPU module are al so
applicable to the BIM2 module. Furthermore, the loop around technique
recommended for the BEM can also be applied. The followi ng module level
built-in-tests are recommended.

A. Parity check on address and data lines of both the MCF M(X) bus
and the AN/UYK-41(V) bus. This would hel p to localize any prob-
lems with the data transfer paths of the BIM2.

B. Parity generation and check on all internal data, address and
mapping registers of the 81M2. 
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C. Provide capability to access (load and read) all internal control
and status registers via I/O instructions from the CPU.

B. Provide timeout circuits on all communication signal s that use the
handshake protocol for both the MCF and A$/UYK-41(V) buses.

E. Provide latches on the MCF bus interface of BIM2 to al l ow loop
around of the data sent from the CPU to the BIM2. This would
check the MCF bus leading to the BIM2 module and the bus receivers
on the BIM2 module under the control of the CPU.

6. 4 Input/Output Modules
The recommended BIT approach for the Input/Output Expansion chassis

will include a module devoted to chassis level fault detection , isolation ,
and reporting. The module will al so provide an interface to the chassis
maintenance panel . This module will be almost identical to the BIT module
in the memory expansion chassis since it will perform a similar function.
This BIT module will be programmable to enable it to perform an off-line ,
stand-alone test of all the modules in the chassis. In addition , it will
communicate with the BIT hardware on each 1/0 module and wi th the system BI
software in the fault isolation/reporting process. This section deal s wi th
module level BiT; therefore, chassis BIT will not be explained in detail at
this time.

Since no individual I/O modules have yet been specified , it Is di ffi-
cult to recommend specific built-in-test techniques. However, several
generally app licable BIT approaches are available to the designer of the
I/O module. These concepts, discussed below , should be included In the

• design stage of these modules. These techniques would provide module level
BIT for I/O modules whether the modules are located in an 1/0 expansion

• chassis or in a main computer Chassis.

• 6.4.1 Parity - A single pari ty bit on each eight-bit byte of data
should be generated (checked) when it enters (leaves) the MCF bus. In
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addition , the use of pari ty wi thin all I/O modules is recommended as a
method to detect errors in the data. It is al so recommended to send
(check) pari ty when data is sent ( recei ved) out of the MCF 1/0 expansion
chassis. In this way there would be a check on the entire data path from
the external I/O device through the cables and I/O module and through the
MCF bus system. In addition to data, parity should al so be sent with
addresses and operation codes where these are sent over the communication
buses. The added hardware cost of these BIT approaches would be approxi-
mately 15%.

6.4.2 Loop Around - Loop around involves a controlling device

• sending a particular command to another device which causes the receiving
device to send an acknowledge back to the controller. This technique
provides the capability to check the bus wiring , connectors , and the

* receivers /drivers of an I/O module. While this test by i tsel f leaves a
major portion of a module unchecked , the functions which are checked are
essential to the operation of the module. This communication section must

function properly if it is to be tested more completely wi th software .
Successful loop around testi ng gives a higher confidence level to off-line
tests and aids fault localization , particularly in bus faults . The smal l
amount of hardware required to perform this BIT function would consist of a

set of multiplexers (or registers) on each I/O module to store the data to
retransmit on the bus.

6.4.3 Time—Out - In addition to the time-out checking within the CPU

there should be timers within the I/O modules which would detect errors in

the control portions of the modules. Control circuitry is in general di f-

ficult to test short of duplication. Time-out signals do, however , prov ide
an Inexpensive method to detect major faults in most control functions.

6.4.4 R~plIcation - For cost reasons, it is not recommended to dup-
l icate each I/O module. However, some critical portions of some modules
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may be candidates for duplication . By duplicating only relatively smal l
sections of a module it is possible to keep BIT hardware down to a reason-
able level , while providing essential on-line fault detection capability.
In addition , it may prove necessary from a reliab ility viewpoi nt for some
app lications to rovide TMR (triple modular redundancy) to a few vital con-
trol functions. This approach , while expensive , does provide fault tole-
rant hardware that al l ows the unit to perform its required function until
it is convenient to repair it.

6.5 Built-In-Testing for the MCF Analog Modules
The two major analog modules in the MCF system are the power converter

module (Pd ) and the Fan assembly. From the most rudimentary point of
view , these modules can be tested simply by measuring those output param-
eters which interface wi th the remai nder of the MCF: output voltage,
ripple , regulation , air fl ow, etc. Because of the analog nature of the PCM
and Fan modules , however, these output parameters are strongly influenced
by environmental parameters such as operating temperature , line vol tage,
and load current. As such , if the false alarm rate for the BIT system is
to be kept within reasonable bounds one must al so measure such environmen-
tal factors to determine whether a measured deviation of the system output
parameters is due to a failure of the analog module or the env i ronment in
which it operates. Final ly, high power ana log dev ices such as the PCM and
Fan are charac ter i zed by therma l and mechan i ca l parameters ; trans former and
rectifier temperatures, fan vibration , etc., which are indicative of fail-
ures not yet manifested in the output parameters. An effective BIT system
should , however, measure such parameters as a means for spotting Impending
system failures thereby preventing costly burnouts.

Given the above observations , rather than simply monitori ng a set
of output parameters , an effective anal og BIT system must be able to com-
pare , extrapolate , and evaluate measured data. As such , some type of
‘intel ligence ” is required by the BIT system. Unlike the digita l MCF
modules the analog modules have no i nherent “i ntelligence ’ which can be
shared with the BIT system. As such , the key to a BIT system for the
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analog modules is the inclusion of some type of BIT “brain ”. The design
of the “brain ” is the key factor in determining the performance charac-
teristics; time to detect, fal se alarm rate, etc., of the BIT system with
various tradeoffs possible between serial and parallel processors , etc.
Several possible organizations for the BIT “brain ” are di scussed in the
follow i ng sections along with the performance which can reasonably be
expected from each.

Although the inclusion of a BIT “brain ” in an analog module may at
first seem to be economically prohibitive this is not, in fact, the case.
Indeed, given the rel ative cost of digital to analog devices an entire
microprocessor system for the BIT “brain ” would not represent a signifi-

cant percent increase in the cost of either the PCM or Fan. Indeed , the
entire cost of the BIT system would be recovered by the prevention of a
si ngle major component burnout; fan motor , transformer , etc. Moreover , the
BIT system replaces the usual protective circuitry in either the PCM or
Fan. As such , only the cost difference represents a true cost Increase
attributable to BIT.

In the fol lowing, several potential BIT “brain ” organi zations are
discussed and the performance to be expected from a typical design is

• evaluated . The primary parameters in the PCM and Fan modules which should
be monitored are tabulated in the following section . This is followed by a

descr ipti on of severa l BIT “brain ” organizations in Section 6.5.2. Sec-
tion 6.5.3 is devoted to a discussion of the BIT power supply and di scusses
severa l techniques for assurance of reli able BIT performance in the face of
a failure of Its own power supply. Section 6.5.4 is devoted to a di scus-
sion of BIT self-test procedures while Section 6.5.5 is devoted to an
evaluation of a typical BIT system vls-a-vis its false alarm rate, time-

to-detect, percentage of failures detected, and rel i ability .

6.5.1 What to Measure
As Indicated above the PCM and Fan parameters which should be measured

by a BiT system may naturally be catagorized into three class: output pa-

rameters , envi ronmental parameters , and thermal and mechanical parameters.
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Since the time constants associated with these parameters varies from
microseconds to seconds they may be further classified i nto fact, medium
and slow categories dependent on the speed with which a failure must be
detected . The primary PCM parameters to be monitored are tabulated below.

6.5.1.1 Output Parameters

1. Output voltages: 5.08 + 0.05 Vdc , -12.05 + 0.05 Vdc , and 15.10 +

0.05 Vcic. In addition to monitoring these parameters the BiT
system is required to initiate an automatic cut-off sequence when
the output voltages reach a critical overvoltage. For this pur-
pose the cut-in limits are 6.3 + .5 Vdc for the 5 volt line , -14.0
+ .7 Vdc for the -12 volt line , and 16.9 + .7 Ydc for the 15 vol t
line. Furthermore , the BIT system must initiate an interrupt to
initiate a power-down cycle whenever any of these output voltages
reach an undervoltage state of 20 + 10 percent less than nominal .

2. Air Flow : The flow rate of the MCF Fan module Is specified as a
function of static pressure , hence , both of these parameters must
be measured and compared by the BIT system to veri fy proper Fan
performance.

3. Ripple: This parameter must be less than 100 millivolts on all
output lines over the entire operating range of the PCM. Upon
failure the BIT system should send an interrupt indicating failure
but no shutdown sequence Is required.

4. BIT System Voltage : A deviation from nominal by the BIT system 
-

voltage should be signaled by an interrupt. Here, the threshold
• 

- for the failure indication should be set well wi thin the tolerance
limi ts of the BIT system to guarantee correct performance of the

• BIT system in spite of the failure of its own power supply. Pro—
tection of the BIT system power source is discussed in more detail
in Section 6.5.3.



—~~~~~~ ~~~•~~~~~~
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6.5.1.2 Environmenta l Parameters:

1. Line Voltage : 95-130 Vac at 47-440 Hz. Al though the PCM and Fan
are required to operate over a wi de range • of line vol tages , the
actual values of these parameters must be monitored within this
range to determine if an observed deviation in the output param-
eters is , in fact, due to a problem in the line voltage rather
than the MCF.

2. Load Current: For the 5 volt line the output current specifica-
tions are 8-40A for the PCMI and 8-65A for the PCM2. For the -12
vol t line they are .2-6.5A and .2-13.OA , respectively, and for the
15 volt line they are .2-4.OA and .2-7.OA , respectivel y. The BIT

system should monitor these parameters both for the purpose of
distinguishing between PCM failures and load failures and to
initiate protective circuitry in the event of overl oad.

3. Internal Vol tages and Currents: It is bel i eved that to minimize
fal se alarms that certain i nternal PCM voltages and currents
should be monitored. In effect, such parameters yiel d a degree
of fault isolation wi thin the PCM. Al though it is not our goal
to isolate failures beyond the module level , we bel i eve that a
certain amount of fault isolation wi thin the modu le is necessary
to prevent fal se alarms. Indeed , since in an anal og system
failure detection is unambi guous , false alarm prevention amounts
to accurately distinguishing between failrues in a module and
failures in its environment (i.e. fault isolation up to the
module).

6.5.1.3 Thermal and Mechanical Parameters:

1. Diode Junction Temperature: Since a major cause of power supply

failures is diode burnout, the MCF specifications required that
diode junction temperatures be monitored with automatic shutdown
being initiated whenever they reach critical temperature (146°C).

Of course, the BIT system may al so employ junction temperature
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measurements in a manner analogous to that described above for the
i nternal voltages and currents as an aid in fal se alarm prevention
(fault isol ation).

2. Component Temperatures: Al though the output parameters of the PCM
or Fan module may still be in tolerance , If critical component
temperatures includi ng transformer temperature, fan motor temper-
ature , and chassis temperature are out of tolerance a failure or
impending failure in the moduel is indicated. As such, these
parameters should be monitored.

3. Vibration: As wi th component temperatures unusual vibration in
either a power handl i ng PCM component or the Fan assembly is
indicative of system failure and should be reported by the BIT
system.

4. Humidity : Since changes in humidity are a good indication of seal
i ntegrity in hermetically sealed components (i.e., X fonner and fan
motor) which is easily monitored , it is recommended that the PCM
and Fan BIT systems include a humidity monitori ng capability for
such components.

5. Ambient Temperature and Humidity : For the temperature and
humidity measurements discussed above to be meaningful It must
be compared to ambient values. As wi th the previously discussed
environmental parameters this compari son is necessary to prevent
false alarms .

Since the time constants associated with changes in the above vary
from microseconds to seconds, the BIT system’s handl i ng of these parameters
must al so vary. For this purpose, the above described parameters are tabu-
lated below in three categories characterizing their time constants as
fast, medium or slow. The fast time constant parameters are those whose
failure must be detected on a microsecond time scale if damage to the
system is to be prevented. The medium time constant category represents
parameters whose failure should be detected in a period of milliseconds.
These are typically parameters whose failure will not lead to inm*diate
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damage to the system but may cause unrel i able operation of the MCF.
F inally, the time constants underlying most of the thermal , mechanical , and
humidi ty related parameters are sufficiently long that these parameters
need only be monitored on an interval of a second or so.

Fast Parameters:
1. Overvoltage
2. BIT System Voltage
3. Line Voltage
4. Load Current
5. Internal Voltages and Currents

Medium Parameters:
1. Undervoltage
2. Air Flow
3. RIpple
4. Diode Junction Temperatures

Slow Parameters:
1. Component Temperatures
2. Vibration
3. Humidity
4. Ambient Humidity

6.5.2 BIT System Organization
Because of the time constant variations among the parameters which the

PCM and Fan BIT systems must monitor, no one organi zation for the BIT
TM brain” is immediately obvious. Since the time constants for the fast corn-
ponents are on a par with the cycle speed of a typical microprocessor, a •

paral lel processing scheme Is needed for handling these parameters. On the
• other hand, the time constants for the slow parameters are quite compatible

with a sequential processor These considerations, however , must be
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balanced against the computation and compari son of data required to prevent
false alarms . As such , we have i nvestigated three potential BIT system
organizations in an effort to determine the optimal performance which can
be expected from the PCM and Fan BIT systems. These include a parallel
processor with minimal computation capability , a microprocessor based
serial processor and a hybrid of the two. These are described below to-
gether with a comparison of their capabilities.

6.5.2.1 Latches Plus Logic - The simplest and fastest BIT organiza-
tion investigated is illustrated schematically in Figure 6.10. This par-
allel processor which we term “latches plus logic ” : CL + L) is based on an
array of latches which sense the various analog system parameters. When-
ever a parameter crosses a prespecified threshold, a latch is triggered and
sends a binary input to a hard wired logic array which makes a Boolean de-
cision as to whether or not the deviation from nominal by this parameter
represents a module failure . If so, the appropri ate i nterrupt or automatic
shutdown sequence is initiated.

The main advantage of the L + L organization is the speed wi th which
it can detect the failure of a fast time constant parameter. On the other
hand only Boolean information is available to the logic array which may , in •

turn, make only Boolean decisions. As such, littl e capability for careful
data analysis and fal se alarm prevention exists.

6.5.2.2 Analog to Digital Converter plus Microprocessor - A second
BIT organization made up from an A/D converter and a microprocessor
(A/D+uP) is illustrated in Figure 6.11. Here, the analog data is fed into
a multichannel AID converter with the various channel s being called sequen-
tially by a microprocessor. The uP then analyzes the data from each chan-
nel and compares data from various combinations of channel s to detect fail-
ures and to determine whether or not there cause is wi thin the given analog
MCF module.

The advantage of the A/D+uP Organi zation is its powerful computational
capability which allows it to compare data from several channel s and/or to
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Figure 6.10 Latches Plus Logic Approach
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compare data wi th stored information to determine whether or not a detected
failure is internal or external to a given module. As such , the false
alarm rate can be minimized with the A/D+~P organization. Unfortunately,
given the speed of a typical microprocessor and the sequential nature of
the A/D+uP BIT organi zation , the time interval between the various samples
of a gi ven channel may be as large as a millisecond. Since this exceeds
the time constant of the fast parameters, this BiT organization may not be
acceptable in practice. Of course , several modifications can be made to
improve the performance of the A/D+uP scheme. In particular , one mi ght use
a periodic sampl i ng in which the fast parameters are sampled more often
than the medium and slow parameters.

6.5.2.3 Analog to Digital Converter plus Microprocessor wi th
Interrupt - One feasible approach for improv i ng the perform-

ance of the A/D+uP scheme described above is to hybrid it wi th the L + L
scheme as illustrated in Figure 6.12.

The resultant scheme which we term A/D+uP with interrupts , in its nor-
mal mode operates just like the A/O+uP scheme described above. It , how-
ever , also has an array of latches which monitor the analog signal s from

• the various sensors and trigger an i nterrupt to the uP whenever any analog
signal reaches a- critical threshold. As such , whenever a fast parameter
crosses its threshold, the uP is called from whatever it is doing to inves-
tigate the fast parameter before any catastrophic failure takes place. The
scheme, therefore , has the computational power and fal se alarm prevention
capability of the A/D+uP BIT organization with a reaction time comparable
to the L. + L organi zation.

A summary of the three proposed BIT organizations and their capa-
bilities vi s-a-vis reaction time and fal se alarm prevention is given in
Table 6.2 below.
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Figure 6.12 Block Diagram Of AID + ,P With Interrupt BIT Organization
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TABLE 6 2 PERFORMANCE OF THE THREE PROPOSED BIT ORGAN IZATIONS

L+L A/D+uP A/D+uP wi th m t .
Reaction Time very fast (lus) medium (ims ) fast (50;is)
False Alarm

Prevention minimal good good 
—

6.5.3 The BIT System Power Supply
In designing the BIT system for the power converter module , one must

take special care to design a system which will perform satisfactorily in
the face of a failure of its own power source. The key to achieving this
goal lies in the use of a digital signal processor for the analysis of ana-
log data. Such a processor will operate effectively as long as its power
supply is operating within some specifie~1 tolerance limits . As such , if
the threshold of failure for the BIT system power supply is taken to be
well within these tolerance limits the BIT system will reliably report the
failure of its own power supply.

Secondly, to cope with catastrophic failures in the PCM , the BIT power
supply must be isolated from the PCM and have a hold time exceeding the
time to detect a failure in the BIT power supply. This can be achieved

with the simple diode circuit illustrated in Figure 6.13 or the equivalent.
Here , the diode effectively disconnects the BIT power supply from the PCM
when the 15v PCM line fails while the RC time constant of the BIT power
supply is chosen to obtain the desired hold time. Since the current re-
quirements of the BIT system will be relatively small this can be achieved
using reasonable RC values.

Finally, the di splay used to indicate PCM failures must be non-
volatile so that the failure indication remai ns after shutdown of the
system.

6.5.4 TestIng the Tester
As wi th any test system , one must fac e the ques tion of tes ting the

tester. For the BIT “bra in ” one can use standard digital system test al go-
rithms. When a microprocessor is employed , a sel f test al gori thm can be
used , ei ther In slack time or periodicall y programmed Into the test al go-
rithm. Al ternatively, the MCF itself or one of the other distributed
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processors in the BIT system can be used to test the BIT “brain ” in the
analog modules.

Secondly, the BIT brain should be programmed to test its own sensors.
While an outright determi nation of sensor accuracy can only be achieved
with some type of redundancy , the BIT “brain ” can easily spot open and
short circuited sensors which represent the majori ty of sensor failures.

6.5.5 Evaluation of Analog BIT System Performance
For an analog system, the usual measures of test system performance

such as percent of failures detected and false alarm rate are somewhat in-
appropriate. Indeed , except for transients , all failure s should be detec-
ted and all detected failures represent an actual (or transient) failure .
On the other hand , fal se alarms will result from the loading effects
associated with analog systems since such effects may cause a failure in
one module to be manifested in another or a change in the system environ-
ment to be reported as a module failure . In essence, the fal se alarm rate
for an analog BIT system is a measure of the ability of the system to iso-
l ate a detected failure to the correct module (or the environment) rather
than a measure of the probability that a detected failure is “real ”.

In spite of the above comments in the followi ng evaluation , we have
use d the s tanda rd digital system BIT performance cri terh , appropriatel y
reinterpreted , to make our evaluation of the PCM and Fan module BIT systems
compatible wi th the evaluations of the digita l MCF modules. The evaluation
assume s ~he A /D+uP BIT organization wi th interrupts implemented with a
Mostek F8 microprocessor. Al though this is certainly not the ul timate
approach or the only implementation , thereof, we feel that its performance
is a reasonable benchmark by which the performance of other BIT system
organizations and/or Implementations may be measured.

Our prototype BIT system for the PCM and Fan modules of the MCF was a
recently introduced vari ation on the F8 (Model 3870) which contains 2K of
ROM and 64 Bytes of RAM on the CPU chip, thereby, yieldi ng a single chip uP
system. In addition to the uP , a monol i thic A/D converter (Teledyne 8703)

112

-
~~
.,‘ . •

~ - - -v

L - -— - 
~~~~~~~~~ ~~~~ 

-
~~~— -- —~~~-• — - -— - — - -- - A



- - - .-- - -~------ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
—-  - ---—--

and an octal latch (Fairchild 74S373), together with di screte signal and
power condi tioning components and sensors, make up the BIT system. The
performance parameters as they apply to the PCM module are discussed in the
next paragraph. 

-

The percent of failures detected will be 100% for the PCM module wi th
BIT. As long as all of the output parameters through which the analog
modules interface wi th the MCF are monitored , all failures will be detec-
ted. All detected failures will represent real or transient failures in
the MCF or its environment. As indicated above , the fal se alarm rate in
the analog BIT systems is really a measure of the ability to isolate a de-
tected failure to the correct module or the MCF environment. With a full
microprocessor in the BIT “brain ” and gi ven time to run cross-checks on a
detected failure , the false al arm rate can reasonably be kept under 5 per-
cent. Since all computation required for the BIT system can be done by
compari son of data taken from one channel wi th data taken from another and/
or stored parameters, the analysis of the data taken from any one channel
can be conservatively carried out in 25 cycles of the pP. Given the 2ps
cycle time of the F8, with the system programmed to check for interrupts
after the analysis of data from each chanr~l , this will result in a time to
detect of 5Ous. Here , we note that one can tradeoff BIT reaction time and
fal se alarm rate since making more cross-checks to reduce the fal se alarm
rate will increase reaction time and vice-versa. Of course, one does not
require fast reaction time for the various medium and slow time constant
parameters and can therefore make more cross-checks on these parameters
than the fast time constant parameters.

The cost parameters that measure hardware cost (power, space, and
failure rate) are di scussed in Section 8.0. This module level BIT has no
effect on the application programs, but the small impact on diagnostic and
operating system software Is al so discussed in Section 8.0. More detailed
information on the cost parameters for all the modules is gi ven in Appen-
d IxC.
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7.0 ELAPSED TIME r~LASUREMENT

The purpose of specifying an elapsed time recorder and indicator on
each module is to be able to enforce the MCF warranty concept on a module
basis. With such an indicator , it is possible not only to tel l if a module
has been in use past its warrantied period, but to establish a failure rate
distribution as the modules are sent back for repair. This type of infor-
mation is usefu l in refining the failure rate model for the modules and
i dentifying batches of unreliable modules. For these reasons , it Is de-
sired that the elapsed time indicator show more than whether or not the
warranty period is passed. It should show with some degree of accuracy (at
lea st 3%) the actual time the module has been powered on. Two distinct
approaches have been considered as candidates for recording this time in-
terval . One is analog and one is digital with each approach having its own
set of advantages and di sadvantages.

The candidate analog version is a smal l transparent tube filled wi th a
mercury compound that plates out onto the tube walls when a voltage is ap-
plied across the ends of the tube. This tube would be connected to the
module ’s five-volt supply. The amount that has plated onto the wall of the
tube will be proportional to the time period that power has been applied to
the module. Commercial versions have been used successfully for a number of
years and their cost is low (about fi ve dollars). This simple , inexpensive
device has a non-volatile di splay enabl i ng the &apsed time to be read by a
servicemin or operator whether the module is in or out of the chassis and
with or without power applied.

However, the elapsed time cannot be read at any time by the computer ,
and to be read by anyone , a cover would probably have to be removed from a
computer chassis. Another problem may ari se from use in environments that
are subject to a high level of shock. That is some of the mercury may
become dislodged from the tube, thus giving an erroneous reading .

The alternative is a digital technique utilizing a counter and a non-
volatile storage. Since timi ng components such as crystal s and capacitors
have a high failure rate as compared with digital logic , it is-not desir-
able to have a self-contained timer on each module. A more rel i able ap-

L 

proach would be to have a clock in each chassis that would send a timi ng
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signal to all modules wi thin the chassis. This clock should have duplica-
ted timing components so that the timing signal ’s rel i ability would be
high. On each module there would be a non-volatile storage device such as
EAROM (electronically al terable read only memory) or a ROM wi th fusible
links. Some small amount of control circuitry would al so be needed to
properly code the timi ng signal s into the storage device . To reduce the
amount of control circuitry that would need to be added to each module , the
central clock generation circuitry should also contain the frequency di-
viders. Only a pulse per hour or similar slow timi ng information need be
given to each module. Thus , the elapsed time counter on each module would
record every pulse that it receives. A block diagram of such a design is
shown in Figure 7.1.

This digita l technique would have an advantage in that the computer
software, and thus the computer operator, would be able to examine the
elapsed time of each module in the system. This information could lead a
serviceman to first run diagnostics on modules that were past their war-
ranty period and perhaps significantly shorten the time required to isolate
to a single faulty module. However, this digita l technique has a limi ta-
tion because once a module has been removed from a chassis , a servi ceman
has no way of telling the elapsed time of the module. The modul e must be
plugged into some sort of tester that has a readout capability if a ser-
viceman wished to determine if a module has passed its warranty period.

The digital technique would no doubt prov i de greater accuracy than the
analog one. The accuracy of the analog approach is limited by the length of
the tube and the precision wi th which the mercury ’s length can be plated and
measured . An accuracy of one percent (100 hours in 10,000 hours) would be
a typical example of the best commercial ones in use today. The digital
timer ’s precision could easily show 10,000 or 15,000 hours down to the hour
The accuracy is limi ted by the drift of the central chassis clock , but this
would probably be a crystal with a typical accuracy of .01%. There al so
would be a small quantization error associated with the digital approach.
The digital timers would take up more board space than the analog timer and
use one module connector pin. The analog technique would use no connector
pins. The digital timer requiring several integrated circuits would cost
more.
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In summary , the analog time r is small , inexpensive , and able to be read

by visual inspection. The digital approach is very accurate and able to be
read by the computer. A compari son of these two alternatives is shown in
Table 7.1. A more detail ed analysis of the required components and their
possible environmental limi tations needs to be done before a final specifi-

- cation is made. Perhaps by using both techniques , the advantages of each
can be effectively used.

I
TABLE 7.1 COMPAR ISON OF ELAPSED TIME IND ICATOR IMPLEMENTATIONS

Analog Digital

• - low cost - moderate cost

- visually readable - no visua l readability

- no computer interface - computer i nterface

- possible environmental - rugged
problems

- - small size - moderate si.~

- moderate accuracy - 
- very accurate
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8.0 PERFORMANCE/COST EVALUATION OF THE RECOMMENDED BIT

This section deals wi th the quantitative assessment of the effective-

ness of the built-in -tests recommended in the previous sections for the TICF
AN/UYK-41(V) computer systems. Performance and cost of the recommended lIT
have been evaluated in terms of the BIT effectiveness criteria di scussed in
Section 2.3.5.

It should be recalled that fi ve BIT performance parameters and six BIT
cost parameters were identified in Section 2.3.5. The performance parame-
ters i dentified were: probability of detection 

~ SFD)~ 
probability of

localization 
~ LFE~ ’ probability of false alarm (

~FA~’ 
time to de-

tect (TSFD). and time to localize (TLFE). The BIT costs were cate-
gorized into hardware and software costs. The cost parameters identified
were : space (A), power U’), and failure rate (FR) for the hardware , and
operating system (OS), application software (AS), and diagnostic software
(DS) for the software.

In order to meaningfully quantify these parameters it is necessary to
i dentify a baseline system configuration whose characteristics are exp lic-
itly known. Then the impact of the BIT at the module , chassis , and system

level can be ascertained relative to this baseline system configuration.
It should be emphasized that the MCF computer systems have not yet

been designed and therefore functional logic di agrams are not yet avail-
able. The evaluation of the BIT performance and cost is based on the best
avai lab L~ information at this time. The F3 specifications permit a
reasonably good engineering estimate of the BIT performance and cost at the
module and chassis level . However , due to lack of information on the lICE

software, the system level BIT performance and costs are difficult to esti-
mate.

In the following sections , a baseline system is defined and then BIT

approaches at the module , chassis , and system level are evaluated with re-
spect to it. In the process of evaluating the BIT effectiveness a number
of assumptions were made in order to quantify the performance and cost
parameters listed above. These assumptions are explained in the sections
where they are applicable.
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8.i Baseline System Detinition
For purposes of the BIT effectiveness evaluation , the AN/UYK-41 (V)

single processor system has been chosen as the basel i ne system. It is
assumed that this system consists of a Main Computer Chassis No. 1 , one
Memory Expansion Chassis , and one I/O Expansion Chassis. Furthermore, it

• is assumed that each chassis is populated with its full complement of
modules. This forms a system with 256K words of memory and 14 MCF I/O

• channels which is assumed to be a typic-I single processor configuration
181.

A summary of the essential MCF module specifications are given in
Tabl e 8.1. They have been obtained from the F3 specifications where
available. Other parameters were estimated as explained in the notes. Of
particular importance are the power dissipation and failure rate specifica-
tions which will be used for the purposes of the cost estimation of the
baseline system.

The space requirements of digital circuits can be more easily compared
in terms of the number of integrated ci rcuit (IC) packages (or chips) than
the physical thmensions of the modules. For this reason , the number of IC
chips per MCF module was estimated using the physical dimensions of the
modules as a basis. The Table 8.2 shows these estimates. The primary
assumptions here are that each module consists of one or more printed ci r-
cuit board (s). A more subtle assumption is that a major portion of the
logic design is done wi th LSI circuits to increase the function density of
each module. Other assumptions in deriving the chip count for modules are
given in the notes on Table 8.2.

Using the information in Table 8.1 and 8.2, the space, power, and
failure rate characteristics of the single processor are derived as shown
in Table 8.3 and 8.4. Table 8.3 shows the cumulative totals for each
chassis , while Table 8.4 shows the cumulative totals by the module type.
The numbers given in these two tables are used in succeeding sections to
determine the relative space , power , and failure rate increase due to
add i tional BIT circuitry at the module , chassis , and system levels.
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TABLE 8.1. SUI8IARY OF RELEVANT MCF MODULE SPECIFICATIONS

Module - Failure Rate
Module Type, Maximum ~iTBF per lO t’ hoursName We ight Power Dissipation hours [1]

NRAM I I I  70 W
(32Kx18) 3.5 lbs . 25 W (Standby ) 15 ,000 66.7

VRAM I I I  50 W
(32Kxl8) 3.5 lbs . 40 W (Standby) 10,000 100

CPU3 IV 80 W 6,000 166.7
9.0 lbs .

MCM3 II 30 W 40,000 25
2.5 lbs.

BEM . II 25 W 40,000 25
3.0 lbs .

BIM2 II 30 W 30,000 33.3
3.0 lbs .

PCM2 V va ri a b le [2] 7 ,500 133.3
12.0 lbs.

IONOD I 20 W [3] 50,000 (4] 20
2.0 lbs.

Notes 
-

(1] Failure Rate A = 106
r’u w-

(2] Power Dissipation of PCM2 based on 70’l efficiency

(3] E~. ..imated from I/O Expansion Chassis F3 specifications

(4] Estimated from module type and maximum power dissipation.
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TABLE 8.2. ESTIM ATION OF TOTAL IIUMBER OF IC CH IPS PER MCF MODULE

Estimated Estimated Estimated
Module Module Dimensions Number Usable Number

Name Type Depth . Width , Height of Boards Area of Chips
Inches per Module sq. inches

[1) [2] (3]

VRAM32 III l.4x9.0x6. O 3 140.25 140

CPU3 IV 3.5x9.0x7.17 7 327.25 245

MCM3 II .95x9.0x6.48 2 93.5 70

BEN II  .95x9.0x6.48 2 93.5 70

BIM2 II .95x9.0x6.48 2 93.5 70

IOMOD I .4 5x9.0x6.48 1 46.75 35
PCM2 V 4.9x9.0x7.17 1 46.75 - 35 j4]

Motes:

[1] Assume .5 inch spacing between boards In module. 
. 

.

[2) Assume 8.5x.5 inches usable area per board.

[3] Assume .75 IC Chips/sq. Inch density for Logic modules.
1.0 IC Chips/sq . Inch density for Memory modules.

(4] Although PCII2 module may not have digital ICs . an equivalent number of
ICs has been determined for the purpose of estimating space cost for the
PCM BIT.
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TABLE 8.3. SLNGLE PROCESSOR SYSTEM CHARACTERIST ICS
WITHOUT BUILT-I N-TEST BY CHASSIS
(D ERIVED FROM F3 SPECIFICATIO NS)

Maximum Failure
Power Rote Number

Chassis Modules Qty Dissipation /lO~ hrs . of Ch ip s

Main Computer VRAM32 
- 

2 100 W 200 280
Chassis No. 1 CPU3 1 80 W 166.7 245

BEN 2 50W 50 140
BIM2 1 30W 33.3 70
1014 00 4 80 W 80 140

____________ 

PCM2 1 145 W [ l ] 133.3 35[�)
Subtotal 11 458 W 663. 3 910
Percent 

_________ _______ 
36.9% 3~ .3% 38.2%

Memory BEN 1 2 5 W  25 70Expans i on VRAM32 6 300 W 600 840
Chassis PCM2 1 139 W (1) 133.3 3512)
Subtotal 8 464 W 758.3 945
Percent 35.4% 41.8% 39.7%

I/O Expansion BEN 1 25 W 25 70
Chassis BIM2 1 30 W 33.3 70

IOMOD 10 200 W 200 350
PCM2 1 109 W[ 1]  133.3 35[~J

Subtotal 13 364 W 391.6 525
PTercent 27.7% 21.6% 22.1%
Tota l 32 1313 W 1813.2 2380
Percent 100% 100% 100% 100%

Notes:

(1] Power dissipation of PCM2 based on 70% efficiency

(2] EquIvalent  number of ch ips.
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8.2 Evaluation of Module Level 311
The Module Level BIT as described earlier consists of fixed hardware

for on-line fault detection and programmable hardware for idle time or
off-line fault detection. The BIT hardwa re would be resident on the

modules and would test the functional circuit on that module. At the
module level there is no associated BIT software. Whatever software is
required to use the programmable BIT hardware for fault detection is
assumed to be at the chassis or the system level .

The cost of the BIT hardware at modul e level is estimated as follows .
For each module , the recommended buflt-in-tests described in Section 6.0
were analyzed in detail. Recall that the built -in--tests were recommended
based on the type of subfunctions within each module. Thus , for each 1311
the number and type of IC chips required to test the subfunction partially

or completely were determined. The power di ssipation per chip was obtained
from IC manufacturers and the failure rate data was obtained using MIL-
HDBK-217. The total number of chips , maximum power di ssipation and the
total failure rate were then computed for each built-in-test. This
detailed analysis is given in Appendix C. The hardware cost estimates are
summarized in Table 8.5.

There are several problems associated with the cost estimates gi ven in
Table 8.5. 1) Because of the lack of detailed logic di agrams , the cost of
not all of the recommended built-in-tests could be estimated . Where the
cost could not be estimated , it was assumed to be zero which tends to l ower
the over~ll BIT cost figures. 2) On the other hand, for the built-in-
tests for which the estimates could be made based on the functional speci-

fications , the BIT hardware was estimated in terms of SSI and MSI chips.
This is because the type of logic functions required for hardware testi ng
are not currently available as IS! chips. This tends to increase the over-
all cost figures because it was assumed earlier that the functional cir-
cults or’ the MCF modules are designed with LSI chips. These two factors

partially compensate the errors in estimation of cost.
The Table 8.6 sunii~arizes the performance/cost figures for the Module

L evel BIT. The hardware cost fi gures are taken di rectly from Table 8.5.
The software costs are not applicable at the module level . In estimating
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TABLE 8.5. HARDWARE COST ESTIMATION FOR MODULE LEVEL BIT
ON PICF NODULES

Number Maximum Fai lu r e
Type of of IC Power Rate

Module 
- 

BIT Ch ip s D iss~pat1on /1O~ hrs.

VRAM32

1) Data a) Parity , or 8 4.0 W 10.8
b) ECC 32 14.5 W 34.0

2) R/W Control a) Duplication -- -- - --
Total ~ 32 4.0 14.5 l08 34.0

Percent Increase [1) ~.7% 22.9% 8% 29% 1O.8~~-46.l% (2)

CPU 3 
-

1) Clock a) Maintenance clock -- —— --
b) Stepper clock --

2) u Sequencer a) Parity—uRegisters 4 1.6 W 0.97
b) Support-,JstE~/break -- -- --
C) Illegal opcode 2 0.1 W 0.13

3) Control Store a) Parity 11 3.3 W 2.78
b) udiagnost ic extension 5 2 . 5  W 2.81 -

4) Timing & Control a) Duplication —- —— ——

5) m t. Data Paths a) Parity-Int. Registers 15 5.9 W 3.98

6) ALU a) Residue code -- -- -.
- 7) Contro l/S ta tus a) Duplication —- —- —-Registers

8) CP Interface a) NED —- -- -—
9) MCF Bus a) Parity-data/address 5 1.4 W ‘ .11

Controller b) Timeouts 3 1.5 W ~.12
10) RON (256x36) a) Parity 6 2.5 W 1.26

Total ________________________ 51 18.8 W 14.16
Percent Increase [1] 20.8% 23.5% 21.2%

-- Indicates BIT technique not used In cost/performance estimation .
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TABLE 8.5. CONTI N UED

Number Maximum Failure
Type of of IC - Power Rate

Module BIT Chips Dissipation i106 hrs.

BEN a) Parity-data/address 5 2.0 t4 1. 1 1
b) Loop around 11 5.2 W 3.52

Total 16 7.2 W 4.63
Percent Inc rease (1) 22.9% 28.8% 18.5’~
BIM2 a) Parity-data/addre ss 5 2.0 W 1 .11

b) Parity -m t. registers -- -- --
c) Timeout 2 1.0 W 0.75
d) Loop around 6 2.7 W 1.84 

—

To tal - 

13 5.7 W 3.70
Percent Increas e (1) 

— 

18.6% 19~ l1 .l~

101”OD a) Parity-data/address 5 2.0 W 1 .1 1
b)- Timeout 2 1.0 W 0.75
c) Loop around -- -- --

Total 
- - _____________________— 7 3.0 W 1.86

Percent Increase [1] 20% 15~
PCP~2 a) A/D + uP 5 1 .5 W 1.35

Percen t I ncrease [1 ] 14.3t 
~~~~~~~ (3) l0.l°~

Notes:

(1] Percent Increa ses In space (A), power (P) and failure rate (FR) are calculated as
follows: 

-

Au #ô f chips for BIT circuit/module
Total # of chips/module

P• Max. power dissipati on for BIT circuit/module
Max. power dissipat ion/module

FRa Failure rate for BIT circuit/module
5Total fai lure rate/module

[2] FaIlure rate for the memory module decreases due to the use of error correcting
code. See deta i ls in Appendix C.

(3) Average of the maximum power dissipation for the PC1I is 131 watts.
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TABLE 8.6. SUMMARY OF PERFORMANCE/COST FIGURES
FOR MODU LE LEVEL CIT

¶

Parameters VRA M32 CPU3 SCM BIM2 l OPIOD PCM2 Compos ite
_ _ _ _ _  _ _ _ _  _ _ _  _ _ _  _ _ _  

(1]

~SFD 70% 4O~ 80~ 6O’~ - 
60% 

- 
95% 65.4~

TSFD 1-2 usec (2) 1-2 usec 
-

~FA o~ (3)

~LF E 100% (43 100%

TLFE 1-2 usec (5] 1-2 usec

A 22.9~ 20.8% 22.9% 18.6~ 20% l4.3~- 2l.5~
P 29% 23.5% 28.8% l9’~ 15% 1.1% 16.9%

FR. • -46.l~ 21.2% 18.5% 11. 1% 9.3% 10.1% -13.3%
____________ 

[6)

Os N.A.

AS Not Applicable N .A.
DS N.A .

Notes:

(1] Composite fi gures are calculated for a slnqle processor computer system given
In Table 8.4 as follows :

Compos i te 
~SFD = E 

~ SFD of the module x percent distribution of failure 
-

rate for that type of module)

Composite A i (A of the module x percent distribution of number of
chips for that type of module)

Composite P t (P of the module x percent distribution of the power
dissipation for that type of module)

Composite FR • E (FR of the module x percent distribution of failure
rate for that type of module)
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TABLE 8.6. CONTINUED

Notes:

(2] Most module faults wi ll be detected within one CPU instruction cycle time .

(3] It is assumed that false alarms can occur due to faulty BIT circuit. If
the BIT circuit is faulty, It means the module is faulty . Therefore , the
possibilit y of false alarm s at module level is zero.

(4] Module Level BIT detects faults only within a module , I.e., detected faults
are always localized to the module. Therefore, 

~LFE 
100%.

(5) For the Module Level BIT fault detection and faults l ocalization are
synonymous functions.

(6) Failure rate of memory module reduces due to the use of error correcting
code.
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the performance fi gures several assumptions were made. These assumptions
are noted in Table 8.6. The probability of fault detection (

~SFD) for
the modules needs some clarification. The 

~SFD is estimated based on
the percentage of hardware functions monitored or tested by the BIT. Esti-
mates were made for each module depending on the complexity of its subfunc-
tions and the type of BIT circuits recommended for each subfunction.

The composite numbers given in the ri ght-most column of Table 8.6 In-
dicates the overall effectiveness of the Module Level BIT in the single
processor system configuration .

8.3 Ival u ation of the Chassis Level BIT
The Chassis Level BIT as described in the previous sections consist of

i~croorocessor based intelligence which resides in a separate module wi thin
tP’~ c ’~~-.sis. It interfaces wi th a simple maintenance panel on the chassis
and is responsible for testing all modu les within the chassis.

For the purpose of estimating haruware costs it is assumed that such a
tester can be implemented using hardware which 1~ equivalent in complexity
to a 1MC 151-11 microc omputer wi th 4k words of memory to store the dl agnos-
tic software. Table 8.7 lists the hardware cost for Chassis Level BIT
us ing the L.SI- I1 microc omputer. The details of the components used and
f allure rate anal ysis are ~pven in Appendix C. The power di ssipation was
obtained from the DEC Logic Handbook [27].

The cost impact of the Chassis Level BIT on each chassis differs
slightly depending on the module complement wi thin the chassis. The lower
half of Table 8.7 shows the percent increases in space, power, and fai l u re
rate due to the Chassis Level BIT for each type of chassis.

For the Chas si s Leve l BIT , diagnostic software nust be developed . The
type of diag nostic test routines required for each chassis wi l l  depend on
the module complement within the chassis. It is assumed that very simple
diagnostic routines wi ll be used at the chassis level to perform functional
tests on each module. An estimate was made of the type of tests required
for each module and the number of instructions per test. From this the
execution time required per test was estimated. The details of these esti-
mates are gi ven In Appendix C. The results are su mmari zed In Table 8.8.
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TABLE 8.7. HARDWARE COST ESTIMATION FOR Ch ASSIS LEVEL BIT

Number Maximum Failure Number
BIT of Chips! Power Rate Of

Hardware Components Dissipation /1.06 hrs. Modules

Sing le board micro 70 25.2 W 29.9 1
computer (IS! 11 or
equivalent) with
4 KW random access
memory 

-

Chassis Maintenance 9 1.6 W 2.67 --Panel with switches
and indicators

Total 79 26.8 W 32.6

Percent Increase: [1) A P FR A*

Main Computer Chassis 8.7% 55% 4.9% 9.1%
No. 1 

_____- _______ _ _ _ _ _ _ _  _ _ _ _ _

Memory Expansion Chassis 8.4% 5.8% 4.3% 12.5~t

i/O Expansion Chassis 15% 7.4% 8.3% 7.7%

Notes :

(1) Percent Increase for space (A), power (P) and failure rate (FR) are
calculated as follows:

Au # of chips for Chassis Level BIT/chassis
Total 0 of chips/chassis

M •of modules for Chassis Level BIT/chassis
Max. I of modules/chassi s

p. Max. power dissipati on for Chassis Level BIT/chassis
Max. power dissipati on/chassis

FR~ Failure rate for Chassis Level ~ITfchassisTotal failure rate/chassis
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TABLE 8.8. DIAGNOSTIC SOF TWARE REQUIREMENTS FOR
CHASSIS LEV EL BIT ~IO0ULE

Max.
Number of Execution

Diagnostic Instructions Time
Chassis Test [1) (2] (3)

Main Computer Memory Test l.5x150 2xl .4 sec 85%
Chassis No. 1 BasIc CPU Test lx250 lx2.5 msec 50%

REM Test 1.5xlOO 2xl.O msec 90%
BIN? Test lxl OO lx l . 0  msec 70%
IOMOD Test 2.5xlOO 4xl.0 msec 70%
PCM2 Test -- -_ 95%

Total 975 2.8 sec ?6%f~J

Memory Expansion BEM Test 1*100 lxl.0 msec 90%
Chassis Memory Test 3.5xl50 ‘~x 1.4 sec 85%

‘ PCM2 Test -- -- 95%
Total 625 8.4 sec 86.9%

__________________ __________________ _______________ _____________ 
f4 1

I/O Expansion
Chassis BEM Test lxiOO 1*1.0 msec 90%

BIM2 Test lxl’)O 1*1.0 msec 70%
IOMOD Test 5.5*100 lOxl.O msec 70%
PCM2 Test -- --

Total 750 12.0 sec 79.8%

__________________ __________________ _______________ _____________ 

(4]

Notes : -

(1] Total Number of Instructions~ (N+l) x Number Instructions per Test
Where N~ Number of Modules. 2

(2] Maximum Execution Timeu N x Execution Time per Test
Wlere N~ Number of Modules.

(3] Estimation includes the fault detection capability at module level .
(4] Total 

~SFfl 
calculated for a single processor computer system given

In Table 8.3.
Total PSFD

u E (P for the module x percent distribution of
f~I~ure rate for that type of module).

For detailed analysis on diagn ostic software requ irements refer to
Appendix C. 

-
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In Table 8.8 the number of instructions and execution time per test

have been multi plied by a factor which takes into account the number of
modules using the same test software. The probability of fault detection
(
~ SFD) includes the fault detection capabi lity of the Module Level BIT.

This is because the Chassis Level BIT will exerc i se the modules using cer-
tain standard test patterns while the Module Level BIT will al so be simu l-
taneously checking the module hardware.

Finally, the performance/cost figures for the Chassis Level BIT are
summari zed in Table 8.9. The hardware and software cost figures are taken
directly from Tables 8.7 and 8.8. The assumptions made in estimating the

BIT performance are stated in the notes in Table 8.9. The composite num-
bers indicate the overall effectiveness of the Chassis Level BIT for the
single processor system configuration.

8.4 Evaluation of the System Level BIT
The System Level BIT consists mainly of software routines to test the

hardware in the whole system. This include s all modules , chassis , periph-
erals and their interconnecting buses. Such software is generally very

extensive and runs under a diagnostic operating system in ar~ oft-line mode.
There are several categories of software diagnostic programs such as system
exercisers , subsystem (module in MCF context ) exe rcisers , rel i abil i ty
tests, etc. such tests typically require large amounts of memory and nor-
mally re’.~ ~ ~ i external mass storage devices. It is difficult to evaluate
the impact c~ .~dd1tional hardware BIT on such off-line di agnostic software
for several reasons. First , the hardware BIT is mainly geared towards on-
line fault monitoring . Second , the specific di agnostic software code de-
pends on the implementation of the hardware logic rather than the hardware
F3 specifications. Third , at this time only the architecture and not
the detailed specifications for the MCF software are available. Al though
the AN/IJYK-41 (V ) emulates the PDP-11/70 such that the time i ndependent
software written for the PDP-11/7U would be transferable to the AN/UYK-41
(Y), it does not mean that the DEC PDP-11/70 diagnostic software can be
meaningfully run on the AN/UYK-41(V).

In view of the above considerations , the evaluation of the System
Level BIT has been restricted to software for the microdiagnostics and that

- - 
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TABLE 8.9. SUMMARY OF PERF ORMANCE/COST FIGURES
FOR CHASSIS LEVEL BIT

Memory I/O .
Main Computer Expansion Expansion Composi te

Parameters Chassis No. 1 Chassis Chassis (1)

~SFD 16% 86.9% 79.8% 81 .4%
TSFD (2] 1.4 sec 4.2 sec 6.0 msec 4.2 sec

~FA [3) 4.9% 4.3% 8.3% 5.4%

~LFE 
(4] 100% 100% 100% 100%

TLFE [2] 1.4 sec 4.2 sec 6.0 msec 4.2 sec

A 9% 8.7% 16.1% 10.5%

• 5.5% 5.8% 7.4% . 6 .1%

FR 4.9% 4 .3 %  8 .3% 5 .4%

OS N.A.
__________ Not Applicable
AS N.A.

DS 975 625 750 783
Instructions Instructions Instructions Instructions

Notes:

(1) Composite figures are calculated for a single processor computer
system given in Table 8.3.

Compos i te 
~SFD ~ ( P~~ of the chassis x percent distribution of

fafrure rate for that type of chassis)

Compos i te TSFD = TIFE u Maximum of the three times.

Composi te 
~FA~ E C 

~FA of the chassis x percent distribution of• failure rate for that type of chassis)
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TABLE 8.9. CONTINUED

Composite A= E (A of the chassis x percent distribution of number
of chips for that type of chass i s)

Composite ~= t (P of the chassis x percent distribution of power
dissipation for that type of chassis)

Composite FR E (FR of the chassis x percent distribution of
fa i lu re  rate for that type of chass i s) -

Composite 0S Average of the number of instructions 
-

(2) It is assumed that on the average the time to detect and the time to
local ize the faults are the same because chassis l evel testing is
predominantly off-time.

TLFE T
$FO 

= 1/2 x Max. Total Execution Time

(3) It is assumed that the false alarms occur due to the failure of the
Chassis Level BIT. Furthermore , it is assumed that every Chassis
Level BIT failure result In a false alarm . Therefore, 

~FA = FR.

(4) It is assumed that the Chassis Level BIT will test only one module
at a time. Therefore, 

~LFE 100%.
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portion of the ruacrodiagnostics that can be used for on-line or idle time
testing.

Tab e 8.10 shows estimates of the microdiagnostic software require-
ments. Several test routines were considered which check main1 v the hard
core CPU logic and the accessibility of a portion of the memory where
macrodiagnostics reside. The estimate for the execution time of the micro-

diagnostics includes several passes through the tests. The hardware re-
quirements for the additional micromemory have already been included in the

hardware cost estimates of the Module Level BIT for the CPU3 module.
The macrodiagnostics that are necessary to test a particular computer

system are largely influenced by the actual hardware implementation. This
is true of a computer system whether or not it is designed with BIT. It Is
beyond the scope of this report to quanti fy the software necessary to per-
form diagnostics on the MCF functional modules . Therefore , meaning ful

evaluation of the impact that built-in-test would have on the system level

diagnostic software has not been included in this report. Table 8.11 shows

the cost and performance estimates for the system level BIT that is con-

tained in the microdiagnostic control store.

8.5 Summary of the Performance/Cost Evaluation

The performance/cost evaluation was done for the recommended built- i n-

tests at the module , chassis , and system levels. The performance and cost

parameters were evaluated with respect to an MCF AN/UYK-41 (V) single pro-
cessor system configuration wi th 256K words of memory and 14 MCF I/O chan-
nels. The results of the BIT effectiveness evaluation are summari zed ir

• Table 8.12.
= From this table it can be seen that the previously described BIT

provides a hi gh level of performance at a moderate cost. The probability
that a fault will be detected by one of the three level s of- BIT is esti-
mated to be around 90%. Not only will faults be detected wi thin about 4
seconds , but every fault that is detected will be localized to the faulty
module within the same period of time. The probability of the BIT system
indicating a module Is faulty when it Is not faulty is estimated to be less
than 5%. The cost of this capability has been estimated in terms of space,

-- -- - -
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TABLE 8.10. M ICRODIA GNOST I C SOFTWARE REQU IREMENTS
FOR THE SYSTE II LEVEL BIT

Diagnostic Number of Number Maximum
Test M icro instr uct ion of Passes Exec uti on T ime [1 ]

Microsequencer 100 8 160 ~sec
lest - 

-

Register Test 150 8 240 usec
ALU Test 400 8 640 usec

Control Panel 200 8 320 usec
Test

MCT Bus 300 32 1920 usec
Controller Test

Memory Test 250 32 1600 usec
— 

Total 1150 4.88 iisec

Notes:

(1] Maximum execution time= Number of instruction x Number of passes x
- Average microinstruction execution time

Average microinstruction execution time assumed to be 200 nanoseconds
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TABLE 8.11. SUMMARY OF PERFOI 4ANCE/COST

ESTIMATES FOR THE SYSTEM LEVEL BIT

Micro-
Parameters Diagnostics -

~SFD 90%

TSFD 2.44 msec (1) 1 -

~FA 
0.15% (2)

~~LFE 100%

2.44 msec (1)

A (3]
P (3)

FR (3]
OS 100 instructIons

AS Not Applicable

DS 1150 instructIons

Notes:

(I] It is assumed that

TLFE ~~~ = 1/2 x Max. Total Execution Time for the
Microdiagnostics.

(2] It is assumed false alarms occur due to failure of the microdlagnostic
control store. Furthermore, it is assumed that every diagnostic
contro l store f a i l u re results  in a fal se al arm . Therefore ,

~FA = FR of the microdiagnostic control store.

(3) Cost of microdiagnostic hardware is included in the Module Level BIT
for the CPU 3 module.

• 1
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TABLE 8.12. SUMMARY OF ~ER F0RMANCE /COST E STIMATES
FOR THE MODULE , CHASSIS AND SYSTEM LEVEL
BITS FOR A SiNGLE PROCES SOR COMPUTER SYSTEM

Module Chassis - System
Level Level Level

Pa rameters BIT BIT - BIT

~SFD 65.4% 81.4% [1] 90% [1)

TSFD 1-2 usec 4.2 sec 2.44 rnsec

~FA 0% 5.4% 0.15%

~1FE 
l0O~ 100% 100%

TIrE 1-2 usec 4.2 sec 2.44 nisec

A 21.5% 10.5% (2]

P 16.9% 6.1% 
[2]

FR -13.3% [3) 5.4% (2]

OS [4] N.A. N .A. 100

AS N.A. N .A. N.A .

OS (4] N.A. 783 1150

Notes:

(1) 
~~~ 

at chassis and system level include the fault detection
capability of the Module Level BIT.

(2] Cost of microdiagnostic hardware is Included in the Module
• level BIT for the CPU3 module.

(3] Negative failure rate increase is due to the use of error
correcting code In the memory subsystem .

(4) Number indicate number of additional assembly language level
Inst ruct ions .
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power , and failure rate increase. The space and power needed is about 25%
more than the examp le system without BIT. However , due to the increa sed
re l iabi l i t y of error-correcting code on the memory modules , the rel iability
of the tot3l system with BIT is about 8% better than the same system with-
out BIT. The impact on application programs is minimal and the added cost
of diagnostic and operating system software is predicted to be quite small.
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9.0 SWVIARY AND ~ECO~ 4ENDED FURTHER WORK

The preceding sections of this report have discussed built - i n-test as
a means of accomplishing the Military Computer Family maintenance goals of
1) continuous system moni toring and indication of mal function , 2) diagnosis
of system malfunction to a module level with a low probability of a false
module pull , and 3) measurement and recording of module el apsed time when a
module is pulled. The approach taken in this study was to assume a fault
population , predict where in the system these faults are most likely to
occur and develop a rationale for deploying built-in fault detection and

localization resources accordingly.
In the case of the AN/UYK-41 (V) (PDP-11/7(.fl configuration , at room

temperature approximately 60% of all faults will occur in the memory, 30%

will accrue in the CPU and 10% will exist in the remai nder of the system.
To detect and localize these faults wi th maximum probability of detection
(
~SFD~ 

and minimum addi tional maintenance hardware and software , a
rationale was developed to show module , chassis and system level BIT should
be used and that fault reporting would be from the lowest to the highest
l evel of complexity . It was concluded using this approach that up to 80%

of all faults can be detected with 10% additional hardware , 80-90% with 20%
more hardware and 90-95% of all faults can be detected with 30% more hard-
ware. To detect the remaining 5-10% and to minimize the probabilit y of

returning to vendor ’s modules which are not faulty , an on-site module/
chassis off-line tester is recommended.

Since the ultimate outcome of this study will be amended MCF AN/UYK-.
41(V) form, fit and function specifications with built-in-test , the role of
BIT at each level was characteri zed In terms of flex ibi lity , intelligence ,

observab i lity and operator accessibility . Various fault reporting schemes
were evaluated with the requirement for minimizing false module pulls .ie

to faulty checkers in mi nd. A summary of BIT functions at each level is

given In Table 4.2.

_ _  I
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Duri ng the course of this prelimi nary study of MCF built- in—test
requirements and al ternatives , a number of issues were identified which
were beyond the scope of the present effort but which , nevertheless deserve
some comment in the present work. The remainder of this section will be
devoted to a discussion of these issues.

9.1 Fault Tolerant Aspects of MCF
Central to the MCF maintenance philosop hy di scussed in this report is

the idea of on-line fault detection and isolation, and off-line manual re-

pair through module replacement. This study has not specifically addressed

the incorporation of fault tolerant computing techniques which lead to

automatic fault detection , isolation , and on—line reconfiguration. While
the emphasis of this study was not on fault tolerant computing as opposed

to fault detection , isola tion and repair , techniques , it does not mean that
fault tolerance should be overl ooked. It is recommended that in future
studies emphasis be given to fault tolerant computing approaches. In par-
ticular , fault tolerant multi-processor hardware structures should be in-

vesti gated.

9.2 On-Line BIT Relationship to Off-Line Automatic Test Equipment
(ATE)

The present study has primarily addressed the question of what can be
done wi th on-line fault monitoring facilities assuming a two-level main-
tenance philosophy . The study did not specifically consider tradeoffs be-
tween BIT and ATE from a sy s tem life cycle cost (LCC ) standpoint. However ,
the study did recommend the use of some kind of off-line (but on-site) test
facilities for minimizing the probability of returning non- faulty modules
to ve ndors.

9.3 Implications of Future Very Large Scale Integrated (VLSI )
Circuitry

Very large scale i ntegrated circuitry wil l make possible the realiza-

• tion of even more complex functions within the bounds of the MCF form and
fit specifications. One result of this could be the ability to in cl ude

massive hardware redundanc y on each module. Another consequ ence could be

141
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multiprocessor hardware structures at very low cost which can effectively
emulate prior generation machine whi le at the same time offer the fault
tolerant benefits of inherently redundant structures.

9.4 Register Transfer Level BIT Simulations
Futu re work on BIT for MCF should include register-transfer (R-T)

level simulations of MCF members wi th and wi thout proposed BIT appraoches.
Such simulations would be useful for veri fying fault detection effective-
ness and for predicting the amount of additional circuitry required for
BIT.
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APPENDIX A

DEFINITI ON OF TERMS*

*Most of these definitions were extracted from, “A Framework for Designing
Testability into Electronic Systems ” by W. L. Keiner , Naval Surface
Weapons Center , Dah lgren , V i r g i n i a , May, 1978. The remaining definitions
were generated as a part of the present study.
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active test. One which generates its own test vectors , closed loop test.
automatic test equipment (ATE). Equi pment that is designed to conduct

analysis of functional or static parameters to evaluate the degree of
performance degradation and that may be designed to perform fault
i solation of uni t mal functions. The decision making, control , or
evaluative functions are conducted with a minimum reliance upon human •

i ntervention. (MS13098)
avai1 abi ii.~~ A measure of the degree to which an i tem is in the operable

and comitable state at the start of the mission , when the mission is
called for at an unknown (random) poi nt in time . (MS721B)

Availability is the probability of system readiness over a long

i nterval of time.

built—in—test (BIT). A test approach using 1311E or sel f-test hardware or

software to test all or part of the unit under test (UUT). (MS13098)

bui l t-in-test equipment (BITE). Any device which is part of an equipment
or system and is used for the express purpose of testing that equip-
ment or system. BITE is an identifiable unit of the equi pment or

system. (MS13O9B)
casualty. A mani festation of a failure at the system level or major sub-

system level such that the system/subsystem is incapable of performing
its pri ncipal function(s). A casualty is di fferentiated from a mal-
function by the greater seriousness or persistence of its nature.

catastrophic faul t, analog. A fault in analog circuitry which causes a
s ( ( ,den change In operating characteristics which results -in a comp lete
lack of useful performance . ( ATG )

cata strophic fault , digital. A primary failure in digital circuitry which
causes secondary failures.

closed-loop testing. Testing in which the input stimulus is controlled by
the equipment output mon i ter . (MS134)9B)

confidence test. A go/no-go test.
controflabllity. An attribute of equipment design which defines or

describes the extent to which signal s of Interest may be observed.
critical failure. A failure which results in a casual ty.
diagnostic test. A test designed to perform fault Isolation .
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~j j _v~~t~~~. One which destroys (changes) the state of the hardware or
software.

dynamic test. A test of one or more of the signal properties or charac-
teristics of an equipment or any of its consti tuent i tems performed

such that the parameters being observed are measured and assessed with
respect to a specified time aperture or response. (ATG)

error. Any discrepancy between a computed , observe d, or measured quantity
and the true, specified , or theoretically correct value or condition.
( IEEE)

external ATE. ATE which is physicall y separated from the unit under test
when the UUT is in its Operational environment.

failure. The termination of the ability of an i tem to perform its required
functi on. (IEEE) A failure is the functional manifestation of a
fault.

failure analysis. The logical , systematic exami nation of an item or its
diagram(s) to identify and analyze the probability, causes , and
consequences of potential and real failures . (MS721B)

failure mode. A failure classification.

failure universe /failure population. The failures which correspond to a

selected fault population. This is used as a basis for the design
and evaluation of tests.

false alarm. An indicated fault where no fault exists . (MS13O9B)
false alarm rate. The frequency of occurrence of false alarms .
fault. A physical condition that causes a device , component, or element to

fail to perform in a required manner; for example , a short-ci rcuit or
a broken wi re. (IEEE )

fault coverage/failure coverage. An attribute of a test or test procedure
expressed as the percent of faults of the failure population which
that test or test procedure will detect.

fault detection. A process which di scovers or is designed to di scover the
existence of faults ; the act of di scovering existence of a fault.

fault dictionary . A list of elements where each element consists of a test
and all the faults detected by that test. (IEEE/FTC) Often only the
LRUs which contain the faults are listed.
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fault isolation. Where a fault is known to exist, a p rocess wh i ch
i denti fies or is designed to identify the location of that fault

within a small number of relaceable units .

fault local ization. Where a fault is known to exist , a process which
i dentifies or is designed to identify the location of that fault
within a general area of equipment. Fault localization may be less
specific than fault isolation.

fault population. The totality of faults which may be incurred by a
device.

fault prediction. A process used to predict that some component will be
out of tolerance before the next scheduled maintenance period based
upoi the present measurement of component parameters.

fault signature. An output test vector resulting from the testing of a
unit containing one or more faults.

fault tolerance. The capacity of a computer , subsystem , or program to
withstand the effects of internal faults ; the number of error-
producing faults a computer , subsystem, or program can endure before

normal functional capability is impaired. (IEEE/FTC )

functional fault. A fault which can be described by a change in function
of some identifiabl e portion of a system. (IEEE/FTC ) A failure .

functional modularity . The splitting of a system into parts or modules
based on the functi on or purpose of these parts. (IEEE/FTC)

functional partitioning. The physical or electrical separation of system
ekments along interfaces which define and isolate these elements on

bases of function or purpose.
functional test. A test which is intended to exercise an identifiable

function of a system. (IEEE/FTC) The function is tested i ndependent
of the hardw are implementing the function .

go/no—go test. A test designed to yield a “test pass ” or “go ” indication

in the absence of faults in a UUT, and a “test fail” or “no-go”

i ndication in the presence of fault(s).
hard core. That kernel of circuitry In a processor system which must

be functioning properly in order for that processor or system to
suc.essful ly execute tests of other portions of itself.

hard core failure. A failure in the hard core logic of a system which
inhibits normal self-test of the system.
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idle test time . Which occurs when the system (or resource) is idl ing.

initia lize. (1) To establ i sh an initial coricl,tion or starting state; for
example , to set logic elements in a digital circuit or the contents of

a storage loca ti on to a known state so that subsequent application of
d igital test patterns will drive the logic elements to another known

state ; and (2) to set counters , switches , and addresses to zero or

other starting values at the beginning of, or at prescri bed poi nts in ,

a computer routine . (MS13O9B)

i nput test vector. A test pattern.
interferi ng test. One which degrades the performance of the On-Line system

(or resource) operation.

intermi ttent fault. A temporary fault. (IEEE)

i nverted-pyramid/build ing-block. Descriptive terms characterizing a test
or test techni que whereby the smallest poss ble portions of hardware

are teste d f i rst i n the test sequence , and subsequent tests utilize
previously verifie d hardware for execution.

laten t faul t time. The extent or duration of time during which an existing

fault is undetected; the elapsed ti me between fault occurrence and

fault detection.

l ine replaceable unit (LRtJ ). A unit which is designated by the plan for
ma intenance to be removed upon failure from a larger entity (equip-

ment , system) i n the latter ’s operational environment. (MS13O9B)

mainta inability . A characteristic of equipment design and installation

which is expressed as the probability that an i tem will be retained

in or restored to a specified condition within a gi ven period of time ,
when the maintenance is performed in accordance wi th prescri bed pro-
cedures and resources. (MS721B)

ma l func tion. An error.

marginal fault. A failure such that some equipment function is impaired or
out of tolerance and is of a nature such that catastrophic failure
does not occur.

mean-time-between-maintenance (MTBM). The mean of t .~ distribution of the
time intervals between maintenance actions (either preventive , correc-

tive , or both). (MS721B) Inc l udes actions due to false alarms.
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mean—time -to-isolate. The average time required to achieve fault isolation
as measured from the time of fault detection to the time of fault
isolation.

mean-time-to-localize. The average time required to achieve fault locali-
zation as measured from the time of fault detection to the time of
fault localization .

mean—time-to-repair (MTTR). The total corrective maintenance time divided
by the total number of corrective maintenance actions during a gi ven
period of time. (MS721B)

multi ple failure. A joint occurrence of two or more single failures.

(IEEE)
non-disruptive test. One which does not destroy (change) the state of the

hardware or software.
non-Interfering test. One which does not degrade the performance of the

on-line system (or resource) operation.

observability . An attribute of equipment design which defines or describes
the extent to which signals of i nterest may be observed.

off-line test. One which occurs when the system (or resource) is off-line.
on-line test. One which occurs concurrent with the on-line operation of

the system (or resource) on-line tests are either continuous or
sampled (which occur periodically).

passive test. One which does not generate its own test vectors , open l oop

test.
periodic test. Off-line test which occurs periodically.
random fault/random failure. An intermi ttent fault whose occurrence is

predictable only in a statistical sense.
readiness. A state of being ready to successfully perform or being in the

act of successfully performing a defined mission .
readiness test. A test specifically designed to determine whether an

equipment or system is operationally suitable for a mission .
(MSI3U9B )
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reconfigurati on. A repair strategy in which failing components are
switched out of operation and replaced by failure-free components.
(IEEE /FTC )

recovery. The continuation of system operation wi th error-free data after
an error occurs. (IEEE /FTC)

redundance , redundancy . The Introduction of auxiliary elements and corn-
ponents into a system to perform the same functions as other elements
in the system for the purpose of improving rel i ability and safety.
(IEEE) Al so , the use of additional components , programs, or repeated
operations, not normally required by the system to execute its
spec i f i ed tasks , to overcome the effects of failures . (IEEE/FTC )

repeatability . A test characteristic such that repeated application of a
given set of stimuli to a UUT yi elds i dentical results.

resource (module) on-line. When it is being used by the system.
resource (module) off-line. When it is not being used by the system and is

not scheduled to be used.
resource (module) idl i ng. When it is not being used by the system but is

scheduled to be used.
solid fault. A permanent fault. (IEEE)
stuck fault/stuck failure. A failure in which a digital signal is

permanently hel d in one of its bi nary states. (IEEE)
symptom. The manifestation or evidence of a particular failure condition.
system on-line. When some of the resources (modules) are being used for

the app lications.
system off-line. When none of the resources (modules) are being used for

the app lication and none are scheduled to be used.
system idling . When none of the resources (modules) are being used for the

application but some are scheduled to be used.
test. A procedure or action taken to determine under real or simulated

conditions the capabilities, limitations , characteristics ,
effectiveness , rel i ability , or suitability of a material , device ,
system , or method. (MSI3U99)
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test pattern. A simultaneous or parallel definition of all the i nputs of a
system. (IEEE /FTC )

test point. A node within a circuit or system which can be measured or
stimulated to facilitate testing. -

transient failure. A failure induced by a momentary or temporary external
factor such as Input power fluctuation , excessive ambient temperatu re
excursion , electromagnetic interference , or by factors internal to a
system. A solid fault may cause a transient failure .
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APPENDIX C

BUILT-IN-TEST

COST MEASUREMENT TABLES FOR MCF MODULES
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This appendix contains the listings of the type and approximate number

of packages necessary to implement the BIT techni ques di scussed in this

report. Along with this information is the fa i lure rate (FR ) and the maxi-
mum power consumption for each of the integrated circuits. The failure

rate data was obtained from the rel i abili ty analysis computer program at

Carnegie-Mellon Universit y. A temperature of 25°C was used so as to get
data that was comparable with the module failure rate as specified in the
ITEK documents . The maximum power consumption data was generall y obtained
from manufacturer ’s data sheets. After the information on the hardware

cost estimates ‘, the information on the software costs.
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MODULE: VRAM32

BIT TECHNIQUE : SINGLE ERROR CORRECTI ON WITH DOUBLE ERROR DETECTION

Maximum
Power F.R. per

Part Number Per IC IC
Part Name (Typical) Quantity (mw ) (/106 hours)

16K x 1 RAM ti(16384 12 750 2.49

Parity Gen/Check DM8262 7 300 .236

4-to-16 Line Decoder 54154 2 350 .251

Multiplexer 54257 3 250 .191

Exc~u~ive-OR 5486 4 275 .191

Misc. Control 54XX 4 200 .165

MODULE TOTAL 32 14.5w 34.03*

*Wjth no considerations for fault tolerance.
Effective Nodule Failure Rate wi th ECC as shown above Is 53.9 ,i~6hours.
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MODULE: YR1U432 0

BIT TECHNIQUE (ALTERNATE): BYTE PARIT Y

Maximum
Power F.R. perPa rt Number Per IC ICPart Name (lypical) Quantity (mw ) (/106 hours)

16K x 1 RAM MK16384 4 750 2.49
Pari ty Gen/Check DM8262 2 300 .236
Misc. Control 54XX 2 200 .165

MODULE TOTAL 8 4.Ow 10.76
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MODULE: CPU3

Maximum
Power F.R. per

Part Number Per IC IC
Part Name (Typical ) Quantity (mw) (/106 hours)

0 

FUNCTIO N : REGISTERS

BIT TECHNIQUE : PARITY

Register File 54170 3 500 .478

Pari ty Gen/Check DM8262 8 450 .236
Misc. Control 54XX 4 200 .165

FUNCTION TOTAL 15 5.9w 3.98

FUNCTiON : CONTROL STORE

B IT TECHN IQUE: PARITY

2K x 4 ROM TMS4700 1 500 .561

Pari ty Gen/Check DM8262 8 300 .236

Misc. Control 54XX 2 200 .165

FUNCTION TOTAL 11 3.3w 2.78
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MODULE: CPU3 (Continued)

Maximum
Power F.R. per

Part Number Per IC IC
Part Name (Typical) Quantity (nw ) (/10~ hours)

FUNCTION : MICROSEQIJENCER REGISTERS

BIT TECHNIQUE : PARITY

Latch 9308 1 500 .335

Parity Gen/Check DM8262 2 450 .236

Misc. Control 54XX 1 200 .165

FUNCTION TOTAL 4 1.6w .97

FUNCTION: BUS DATA AND ADDRESS

BIT TECHNIQUE: PARITY

Pari ty Gen/Check DM8262 4 300 .236

Misc. Control 54XX 1 200 .165

FUNCTION TOTAL 5 1.4w 1.11

I
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MODULE: CPU3 (Continued )

0 

Max imum
Power F.R. perPar t Number Per IC ICPart Name (Typical ) Quanti ty (mw) (/106 hours)

FUNCTIOtI : MICRODIAGNOSTIC CONTROL STORE

BIT TECHNIQUE : PARITY

2Kx4 ROM TMS47IJt) 5 500 .561

FUNCTION TOTAL 5 2.5w 2..81

FUNCTION : TIMING

BIT TECHNIQUE : WATCHDOG TIMER

Counter (4-bit) 54192 1 500 .373

FUNCUON TOTAL (3 Timers) 3 1.5w 1.12

FUNCTION : ROM STORAGE
B IT TECHNIQUE: PARITY 

0

256x4 RON 54187 1 500 .153

Pari ty Gen/Check DM8262 4 450 .263

Misc. Control 54XX 1 200 .1~5

FUNCTION TOTAL 6 2.5w 1.26
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MODULE: CPU3 (Continued )

Max imum
Power F.R. per

Part Number Per IC ICPart Name (Typical) Quantity (mw ) (/1u~ hours)

FUNCTION : OP-CODE

BIT TECHNIQUE : ILLEGAL OP-CODE CHECK

NAND (8-input) 5430 2 50 .066

FUNCTION TOTAL 2 .1w .13

MODULE TOTAL 51 18.8w 14.16
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MODULE : OEM

Maximum
Power F.R. per

Part Number °er IC IC
Part Name (Typical ) Quantity (mw) (/106 hours)

FUNCT ION : BUFFER

BIT TECHNIQUE : PARITY

Parity Gen/Check DM8262 4 450 .236

Misc. Contro1 
0 

54XX 1 200 .165

0 FUNCTION TOTAL 5 2.0w 1.11

FUNCTION : CONTROL
BIT TECHNIQUE : LOOP AROUND

Latches 9308 10 500 .335 
0

Misc . Control 54XX 1 200 .165 0

FUNCTION TOTAL 11 5.2w 3.52

MODULE TOTAL 16 l.2w 4.63
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MODULE: BIM2

Maximum
Power F.R. perPart Number Per IC ICPart Name (Typical ) Quantity (mw) (/1U~

’ hours )

FUNCTION : BUFFER

BIT TECHNIQUE : PAR ITY

Parity lien/Check DM8262 4 450 .236

Misc. Control 54XX 1 200 .165

FUNCTION TOTAL 5 2.0w 1.11

FUNCTION : CONTROL
BIT TECHNIQUE : WATCHDOG TIMER

Counter (4-bIt) 54192 1 5U0 .373

FUNCTION TOTAL (2 Timers) 2 1.0w .75

FUNCTION : UNIBUS CONTROL
BIT TECHNIQUE: LOOP AROUND

Latches 9308 5 500 .335

Misc. Control 54XX 1 200 .165

0 

- 
FUNCTION TOTAL 6 2.lw 1.84

MODULE TOTAL 13 5.7w 3.70
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MODULE : I/O MODULE

Maximum
Power F.R. per

Part Number Per IC IC
Part Name (Typical ) Quantity (mw) (/106 hours )

FUNCTION : BUFFER

BIT TECHNIQUE : PARITY

Parity lien/Check DM8262 4 450 .236

M isc. Control S4XX 1 200 .165

FUNCTION TOTAL 5 2.0w 1.11

FUNCTION : CONTROL
BIT TECHNIQUE : WATCHDOG TIMER

Counter (4-bit) 54192 1 500

0 
FUNCTION TOTAL (2 Timers ) 2 1.0w .75

MODULE TOTAL 7 3.0w 1.86

I
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MODULE: PCM2

Max i mum
Power F.R. per

Part Number Per IC IC
Part Name (Typical) Quantity (mw) (/l0’~ hours )

BIT TECHNIQUE : MICROPROCESSOR PLUS A/D

Microprocessor 3870 1 750 2.8

A/ D 8703 1 250 .5

0 Latch 74S373 1 500 .2
Sensors - 1* - 7

Discretes - 1* - 3

MODULE TOTAL 5 1.5w 13.5

*Equivalent on the basis of board space.
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I 
CHASSIS ~~INTLNANCE PANEL

0 

Maximum
0 

Power F.R. per
Part rijmber - Per IC 1C

Part Name (Typical ) Quantity (niw) (/106 hours)
a _______________________________________________

Switches - 5 - .15DPOT

Alpha-Numeric - 4 400 .48
Display

TOTAL 9 1.6w 2.67

I

C-l3

_ _ _ _ _ _ _  _ __ _  _ __ _ _ _ _ _ _ __ _ _  ____ _  

I
-
.~~~ _~~~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

0~ - ----~~~ _-~ 00~~~~~~~



- - —-~~~~~~~~ --~~~ -—---- -.-— __ 0—_- - -0 ~~0_ _~~•~•~~~_~~~ 0~~•~ . .----_ ---___

CHASSIS LEVEL SOFTWARE COSTS

NUMBER OF EXECUTION
MODULE INSTRUCTION TIME [13

RAM
- Memory Data Test 50 350,000 cycles
- Memory Controller Test 50 50 cycles
- Memory Address Test 50 350,000 cycles

TOTAL 150 1.4 sec

CPU
- Register Test 50 1,000 cycles
- Basic Instruction Test 200 250 cycles

TOTAL 250 2.5 msec

BEM
- Pari ty Check Test 50 250
- Loop Around Test 50 250

TOTAL 100 1.0 msec

B I M2
- Par i ty Check Test 50 250
- 

~.oop Around Test 50 250

TOTAL 100 1.0 msec

I/O MODULES
- Pari ty Check Test 50 250
- Loop Around Test 50 250

TOTAL 100 1.0 msec

NOTE:

[1) Execution time computed by multiplying number of cycles by a typical
microprocessor cycle time of 2 mIcroseconds.
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