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1. Introduction

This report summarizes the fourth six month period of a

project entitled, "A Distributed Database Management
System for Command and Control Applications" which has

been undertaken by CCA and sponsored by ARPA-IPTO. The

ro
f

4
distributed database management system called SDD-1

s to design and implement a

(System for Distributed Dg}abases). SDD-1 is specifically
oriented toward command and control applications and will
be installed ih«pheses%and tested in the Advanced Command
and Control Architectural Testbed -tACCAT)}>at the Naval

Ocean Systems Center {NOS€J)y in San Diego.

SDD-1 is a system fé; managing databases whose storage is
distributed over a network of computers. Functionally,
SDD-1 provides the same capabilities that one expects of
any modern database management system (abbr. DBMS)/ and
users interact with it precisely as if it were not
distributed.

Systems 1like SDD-1 are appropriate for applications which

(1)>——
exhibit two characteristics:,/?irst,éthe activity requires

-

{ 1,(.
an integrated database. - That isq~Athe activity entails

Aol
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“7access to a single pool of information by mg%:iple
persons, organizations, or programs, ,Aﬁd sevond,))either
the users of the information or its sources are
distributed geographically. Military command and control

obvieusly » exhibits these two characteristics. z%l\\

Decentralized processing is desirable in an application

like command and control for reasons of performance,

reliability, and flexibility of function. Centralized

control is needed to ensure operation in accordance with
overall policy and goals. By meeting both these goals in
one system, distributed database management offers unique

benefits.

SDD-1 is designed to achieve three other goals that are

vital to command and control applications:

1. Reliability/survivability - the system will
continue to operate despite communications and/or

processor failures.

2. Efficiency - the communications bottleneck
associated with centralized DBMSs is minimized by

storing data in the same geographical area it is

primarily used.
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3. Scalability - the system can grow to meet increased
usage requirements without the necessity of major

reconfiguration of existing sites.

Up until now, no system with these capabilities has been
built even though the advantages are obvious. One of the
main reasons for this is that a number of challenging
technical problems must be solved before such a system can

be built. These problems include:

- distributed concurrency control;
- distributed query processing; and

- achieving reliable operation.

Design solutions to all of the above problems were
produced and refined during the first year aﬁd a half of
this project. These results have been reported in a
number of technical reports (LCCA al], LCCA bl, LCCA cJ,
[BERNSTEIN et al. bJ, LROTHNIE and GOODMANJ and LWONGJ).
An initial implementation of SDD-1 occurred during the
first half of calendar year 1978. The major

accomplishments during this reporting period have been:

1. The initial version of SDD-1 has been improved and
made more robust. The system is now capable of
running multiple users at the same or different

sites. Some rudimentary reliability mechanisms

-
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Introduction Section 1
have been added to the system such that it can
automatically reconfigure when it detects or is

told that a site is down.

2. The concurrency mechanisms are currently being

implemented in the next version of the system.

3. All aspects of the major SDD-1 design solutions
have been or are being documented in a new series
of technical reports that are being submitted for
publication in TODS (ACM Transactions on Database

Systems) .

Section 2 of this report presents an overview of the SDD-1
design and summarizes the design results. Section 3
discusses in detail the recent work that has been done on

the implemented version of the system.
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2. SDD-1 Design

2.1 Overview

2.1.1 Introduction

Distributed database systems pose new technical challenges
due to their inherent requirements for data éommunication
and their inherent potential for parallel processing. The
principal bottleneck in these systems is data
communication. Ali economically feasible 1long distance
communication media incur 1lengthy delays and/or low
bandwidth. Moreover, the cost of moving data through a
network is comparable to the cost of storing it locally
for many days. Parallel processing is also an inherent

aspect of distributed systems and mitigates to some extent

the communication factor. However, it is often difficult

to construct algorithms that can exploit parallelism.

RTeTpTe—




Semi-Annual Technical Report Page -7-
SDD-1 Design Section 2

For these reasons, the techniques wused to implement
centralized DBMSs must be re-examined in the distributed
DBMS context. We have done this in developing SDD-1 and

this section surveys our main results.

Section 2.1.2 describes SDD-1's overall architecture and
the flow of events in processing transactions. Sections
2.1.3 - 2.1.5 then introduce the techniques used by SDD-1
for solving the most difficult problems in distributed
data management: concurrency control, query processing,
and reliability. Detailed discussions of these techniques
are presented in [BERNSTEIN et al. a,bJ, [BERNSTEIN and
SHIPMAN a], |HAMMER and SHIPMANJ, and LWONG et al.] and
some of these results are summarized in sections 2.2 and
2.3. Section 2.1.6 explains how these techniques are used
to handle the management of system directories. The

section concludes with a summary of SDD-1's principal

contributions to the field.

e
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2.1.2 System Organization

2.1.2.1 Data Model

SDD-1 supports a relational data model LCODDJ. Users
interact with SDD-1 in a 1language called Datalanguage
LMARILL and STERN]. For purposes of this report, the
differences between Datalanguage and relational calculus
based 1languages such as QUEL [(HELD et al.| or SEQUEL
LCHAMBERLIN et al.] are not important, and for pedagogic

ease we adopt QUEL terminology.

Each SDD-1 relation 1is partitioned into sub-relations

called 1logical fragments which are the units of data

distribution. Logical fragments are defined in two steps.
First, the relation 1is partitioned horizontally into
subsets defined by "simple" restrictions.* Then each
horizontal subset is partitioned into subrelations defined

*A simple restriction is a boolean expression whose
clauses are of the form <attribute> <rel_op> <constant>,
where <rel_op> is =, #, >, <, etc.
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by projections. (See Figures 21t 220 lLogical
fragments are the unit of data distribution, meaning that
each may be stored at any one or several sites 1in the
system. The definition of logical fragments and the
assignment of fragments to sites occurs when the database
is designed and remains fixed thereafter. A stored copy

of a logical fragment is called a stored fragment.

Note that user transactions reference only relations, not
fragments. It is SDD-1's responsibility to translate from
relations to logical fragments, and then to select the
stored fragments to access in processing any given

transaction.

2.1.2.2 General Architecture

SDD-1 is a collection of three types of virtual machines

LHORNING and RANDELL] -- Transaction Modules (TMs), Data
Modules (DMs) , and a Reliable Network (RelNet) =--

configured as in Figure 2.3.

All data managed by SDD-1 is stored by Data Modules (DMs).
DMs are, in effect, back-end DBMSs that respond to
commands from Transaction Modules. DMs respond to four

types of commands: (1) Read part of the DM's database




Page -10- Semi-Annual Technical Report
Section 2 SDD-1 Design
Horizontal Partitioning Figure 2.1

CUSTOMER (Name, Branch, Acct#, SavBal, ChkBal, LoanBal)

Wash. i 1230 $700 $200 -$8
CUST_1 -
Jeff. 2 5678 $200 $300 $30000
CUST_2
CUST_3a Adams 3 9012 $1000 $0 $20000)
CUST_3b Munroe 3 3456 $100 $50 $0
CUST_1 = CUST where Branch = 1
CUST_2 = CUST where Branch = 2
CUST_3a = CUST where Branch = 3 and LoanBal #0
CUST_3b = CUST where Branch = 3 and LoanBal = 0
Vertical Partitioning Figure 2.2
CUSTOMER (Name, Branch, Acct#, SavBal, ChkBal, LoanBal) }
CUST T.1 CUST T.2
i CUST. 1 i - %
CUST_ 2.1 CUST 2.2 "
CUST_2
CUST_3a CUST_3a.1 CUST_3a.2 CUST_3a.3 _
CUST_3b CUST_3b.1 CUST_3b.2 CUST_3b.3 CUST_3b.4 f
CUST_1.1 = CUST_1 LName, Branch] ;
CUST_1.2 = CUST_1 LAcct#, SavBal, ChkBal, LoanBal]

etc.

In order to reconstruct CUSTOMER from its fragments, a
. unique tuple identifier is appended to each tuple and
included in every fragment LROTHNIE and GOODMAN].
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SDD-1 Configuration Figure 2.3
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into a 1local workspace at that DM; (2) Move part of a
local workspace from this DM to another DM; (33
Manipulate data in a 1local workspace at the DM; (4)
Write part of the 1local workspace into the permanent

database stored at the DM.

Transaction Modules (TMs) plan and control the aistributed
execution of transactions. Each transaction processed by

SDD-1 is supervised by some TM, which performs these

tasks: (1) Fragmentation -- it translates relations
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into logical fragments and decides which stored fragments

to access. (2) Concurrency control - the TM
o

synchronizes the transaction with all other active

transactions in the system. (3) Access planning -- the

TM compiles the transaction into a parallel program which
can be executed cooperatively by several DMs. 4)

Distributed query execution - the TM coordinates

execution of the compiled access plan, exploiting

parallelism whenever possible.

The third SDD-1 virtual machine is the Reliable Network
(RelNet) which interconnects TMs and DMs in a robust
fashion. The RelNet provides four services: (1) Reliable
delivery, guaranteeing that messages are delivered even if
the recipient is down when the message is sent , and even
if the sender and receiver are never up simultaneously.

(2) Transaction control, a mechanism for posting wupdates

at multiple DMs, guaranteeing that either all DMs post the

update or none do. (3) Site monitoring, to keep track of

which sites have failed, and to inform sites impacted by

failures. (4) Network clock, a virtual clock kept

approximately synchronized at all sites.

This architecture divides the distributed DBMS problem

into three pieces: database management, management of

distributed transactions, and distributed DBMS
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reliability. By implementing each of these pieces as a
self-contained virtual machine, the overall SDD-1 wuesign

is substantially simplified.

2.1.2.3 Run-Time Structure

Among the functions required to execute a transaction in a
distributed DBMS, three are especially difficult:
cencurrency control, distributed query processing, and
reliable posting of updates. SDD-1 handles each of these
problems in a distinct processing phase, so that each can

be solved independently.

The three processing phases are called Read, Execute, and
Write. Let T be a transaction. Conceptually, the Read
phase reads all data that T references and places it in a
private distributed workspace. The Execute phase then
performs the data manipulation specified by T, doing all

reading and writing in that private workspace. Finally,

the Write phase takes all data written by T and moves it

from the private workspace into the permanent database.

The Read phase exists for purposes of concurrency control.

Using mechanisms described later, SDD-1 ensures that data

read during the Read phase is consistent. Since the data
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is consistent when read, and since the workspace is
private, subsequent phases can operate freely on this data

without fear of interference from other transactions.*®

No data is actually transferred between sites during the
Read phase. Each DM simply sets aside the specified data
in a workspace at the DM. In each DM, the private
workspace is implemented wusing a differential file
mechanism [SEVERANCE and LOHMANJ, so data need not be

actually copied.

The Execute phase implements distributed query processing.
This phase takes as input the distributed workspace
created by the Read phase. Its output is a list of data
items to be written into the database (in the case of
update transactions) or displayed to the user (in the case
of retrievals). This output 1list is produced in a
workspace, not the permanent database. Consequently,
problems of concurrency control and reliable writing are

irrelevant.

The Write phase installs data modified by T into the
permanent database and/or displays data retrieved by T to

the wuser. The Write phase ensures that partial results

*Some aspects of concurrency control are handled by the
Write phase, but the mechanisms involved are
straightforward.
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are not installed or displayed even if multiple sites or
communication 1links fail in mid-stream. This is the mcse
difficult aspect of distributed DBMS reliability, and by
separating it into a distinct phase, we simplify both it

and the other phases.

The three-phase processing of transactions in SDD-1 neatly
partitions the key technical problems of distributed
database management. The next parts of this section
explain how SDD-1 solves each of these independent

problems.

2.1.3 Concurrency Control

The problems that arise when multiple wusers access a
shared database are well-known. Generically there are two
types of problems: (1) If user R is reading a portion of
the database while wuser U is updating it, R might read
inconsistent data (see Figure 2.4). (2) If users U1l and
U2 are both wupdating the database, race conditions can
produce erroneous results (see Figure AT N These
problems arise 1in all shared databases -- centralized or
distributed -- and are conventionally solved using

database 1locking. However, we have developed a new

technique for SDD-1.

S, asithuleosing, o)
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Reading Inconsistent Data Figure 2.4

Given the database of Figures 2.1 and 2.2, and assume
fragments CUST_3a.2, CUST_3a.3, are stored at different
DMs:

Let transaction R be
Range of C is CUSTOMER;
Retrieve C (SavBal+ChkBal) where C.Name="Adams";
Let transaction U be
Range of C is CUSTOMER;
Replace C (SavBal=SavBal-$100, ChkBal=ChkBal+$100)
where C.Name="Adams";

And suppose R & U execute in the following concurrent order
R reads Adam's SavBal (=$1000) from fragment CUST 3a.2
U writes Adam's SavBal (= $900) into fragment CUST 3a.2
U writes Adam's ChkBal (= $100) into fragment CUST 3a.3
R reads Adam's ChkBal (= $100) from fragment CUST_3a.3

R's output will be $1000+$100=$1100, which is incorrect.

Race Condition Producing Erroneous Update Figure 2.5
Given the database of Figures 2.1 and 2.2.

Let transaction U1 be

Range of C is CUSTOMER;

Replace C (ChkBal=ChkBal+$100) where C.Name="Munroe";
Let transaction U2 be

Range of C is CUSTOMER;

Replace C (ChkBal=ChkBal- $50) where C.Name="Munroe";

And suppose U1 and U2 execute in the following concurrent
order

U1 reads Munroe's ChkBal (=$50)

U2 reads Munroe's ChkBal (=$50)

U2 writes Munroe's ChkBal (=$0 )

U1l writes Munroe's ChkBal (=$50 + $100= $150)

The value of Chk Bal left in the database is $150, which is
incorrect. The final balance should be $50-$50+$100=$100.
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2.1.3.1 Methodology

SDD-1, 1like most other DBMSs, adopts serializability as

its criterion for concurrent correctness. Serializability
requires that whenever transactions execute concurrently,
their effect must be identical to some serial (i.e.,
non-interleaved) execution of those same transactions.
This criterion 1is based on the assumption that each
transaction maps a consistent database state into another
consistent state. Given this assumption, every serial
execution preserves consistency. Since a serializable
execution 1is equivalent to a serial one, it too preserves

database consistency.

Most DBMSs ensure serializability through database
locking. By locking, we mean a synchronization method in
which transactions explicitly reserve data before

accessing it LESWARAN et al].

SDD-1 uses two synchronization mechanisms that are
distinctly different from locking LBERNSTEIN and SHIPMAN

bJ. The first mechanism, called conflict graph analysis,

is a technique for analyzing transactions to detect those

transactions that require 1little or no synchronization.
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The second mechanism consists of a set of synchronization

protocols based on "timestamps", which synchronize those

transactions that need it.

2.1.3.2 Conflict Graph Analysis

The read-set of a transaction 1is the portion of the
database it reads and its write-set is the portion of the
database it updates. Two transactions conflict if the
read-set or write-set of one in@ersects the write-set of
the other. In a system that uses locking, each
transaction locks data before accessing it, so conflicting
transactions never run concurrently. However, not all
conflicts can violate serializability. More concurrency
can be attained by checking whether or not a given
conflict is troublesome, and only synchronizing those that
are. Conflict graph analysis is a technique for doing

this.

The nodes of a conflict graph represent the read-sets ana
write-sets of transactions, and edges represent conflicts
among these sets. (There is also an edge between the
read-set and write-set of each transaction.) Figure 2.6
shows sample conflict graphs. The important property is

that different kinds of edges require different levels of
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Conflict Graphs Figure 2.6

Define transactions R and U as in Figure 2.4
read-set (R) {C.SavBal, C.ChkBal s.t. C.Name="Adams"}
write-set(R) i}
read-set (U) read-set(R)
write-set(U) read-set(R)

R U

wononon

Define transaction U1 and U2 as in Figure 2.5
read-set (U1) {C.ChkBal s.t. C.Name="Munroe"}
write-set(U1) read-set(U1)
read-set (U2) read-set(U1)
write-set(U2) read-set(U1)

Ul U2

synchronization, and that synchronization as strong as
locking is required only for edges that participate in
cycles |BERNSTEIN and SHIPMAN a]j. In Figure 2.6, for
example, transactions R and u do not require
synchronization as strong as locking, whereas U1l and U2

do.

Conflict graph analysis could be used at run-time but too
Q

much inter-site communication would be required. Instead

we apply the technique off-line, during database design,

as follows: the database administrator defines

G rem i
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transaction classes, which are groups of commonly executed

transactions. Each class is defined by a read-set and a
write-set; a transaction fits in a class if the class
read-set and write-set contain the transaction read-set
and write-set respectively. Conflict graph analysis is
then performed on these transaction classes. The output
is a table telling for each class: (a) which other
classes it conflicts with, and (b) how much

synchronization is required to ensure _erializability.

At run-time, when a transaction is submitted, the TM finds
a class in which it fits, and looks in the table to see
how to synchronize transactions in that class. What it
finds in the table 1is a composite of the "protocols"”

described below.
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2.1.3.3 Timestamp Based Protocols

To synchronize two transactions that conflict dangerously,
one must be run first, and the other delayed until it can
safely proceed. In locking systems, the execution order
is determined by the order in which transactions request
conflicting locks. In SDD-1, the order is determined by a
total ordering of transactions 1induced by timestamps.
Each transaction submitted to SDD-1 is assigﬁed a globally
unique timestamp by its TM. Timestamps are generated by
concatenating a TM identifier to the right of the network
clock time, so that timestamps from different TMs always

differ in their low order bits.

The timestamp of a transaction is attached to all Read and
Write commands sent to DMs on its behalf. When a DM
receives a Read command it defers the command until it has
processed all earlier Write messages (i.e., those with
smaller timestamps) from a specified set of TMs. The set
of TMs is specified by a "Read condition" that is also
attached to the Read message; the Read condition in turn

is specified by the conflict graph analysis.

SR £
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Four kinds of Read conditions are possible and each
corresponds to a protocol. A protocol is a specification
of a synchronization requirement, and a Read condition 1is
an implementation of that specification. The four
protocols range from inexpensive local synchronization to
complex distributed synchronization. The protocols
prevent dangerous conflicts detected by the conflict graph
analysis from occurring at run-time and do not directly
correspond to familiar locking techniques. Each protocol
ensures that all data read on behalf of a transaction at

all DMs is consistent.

The SDD-1 concurrency control mechanism is described in
greater detail in [BERNSTEIN et al. a,b]; its correctness

is formally proved in [BERNSTEIN and SHIPMAN a].

When all Read commands have been processed, the TM is
guaranteed that consistent, private copies of the read-set
have been set aside at all necessary DMs. At this point,

the Read phase is complete.

I
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2.1.4 Distributed Query Processing

Having obtained a consistent copy of a transaction's
read-set, the next step is to compile the transaction into
a parallel program and execute it. The key part of the

compilation 1s Access Planning, an optimization procedure

that minimizes the object program's inter-site
communication needs while maximizing its parallelism.
Access Planning is discussed in Section 2.1.4.1, and

execution of compiled transactions 1is explained in

2ol 420

2.1.4.1 Access Planning

Perhaps the simplest way to execute a distributed
transaction T 1is to move all of T's read-set to a single
DM, and then execute T at that DM. (See Figure 2.7.)
This approach works but suffers two drawbacks: (1) T's
read-set might be very large, and moving it between sites
could be exorbitantly expensive; and (2) little use is
made of parallel processing. Access Planning overcomes

these drawbacks.
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Simple Execution Strategy Figure 2.7

Given the database of Figures 2.1 and 2.2

Let transaction T be

Range of C is CUSTOMER;

Replace C (ChkBal=ChkBal-LoanBal) where LoanBal<0;
(The effect of T is to credit 1loan overpayments to
customers' checking accounts.)

Simple strategy
Move every fragment that could potentially contribute to
T's result to a designated site. Process T 1locally at
that site.

- - - - - - - - - - - - . - - - - - - - -

The Access Planner produces object programs with two

phases, <called reduction and final processing. The

reduction phase eliminates from T's read-set as much data
as is economically feasible without changing T's answer.
Then, during final processing, the reduced read-set is
moved to a designated "final" DM where T 1is executed.
This structure mirrors the simple approach described
above, but 1lowers communication cost and increases

parallelism via reduction.

Reduction employs the familiar restriction and projection

operators, plus an operator called semi-join, defined as
follows: let R(A,B) and S(C,D) be relations; the
semi~join of R by S on a qualification q (e.g. R.B = S.C)
equals the join of R and S oﬁ q, projected back onto the
attributes of R. (See Figure 2.8.) If R and S are stored
at different DMs, this semi-join is computed by projecting
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Semi-Join Examples Figure 2.8
Given: 3
CUST(Name, ChkBal, LoanBal) AUTO PAY(Name, Amount)
Jeff. $300 $30000 o Jeff. $300
Adams $100 $20000 Adams $200
Polk $250 $20000 Polk $200
Tyler $100 $15000 Tyler $150
Buchanan $700 $40000 Buchanan $400
Johnson $200 $20000 Johnson $200

Example i) The semi-join of
CUST by AUTO PAY on CUST.ChkBal=AUTO PAY.Amount
equals the join of =
CUST by AUTO_PAY on CUST.ChkBal=AUTO_PAY.Amount
(Name, ChkBal, LoanBal, Amount) i
Jeff. $300 $30000 $300
Johnson $200 $20000 $200
projected onto
{Name, ChkBal, LoanBal}
Jeff. $300 $30000
Johnson $200 $20000.
Example ii) The semi-join of
CUST by AUTO_PAY on CUST.ChkBal<AUTO_PAY.Amount
equals: al
Adams $100 $20000
Tyler $100 $15000
(These are customers whose balances are insufficient
for their automatic loan payments.)

S onto the attributes of q (i.e. S.C), and moving the

result to R's DM.

We define the cost of an operator to be the amount of
inter-site communication it requires, and its benefit to
be the amount by which it reduces its operand.¥* Under this
definition, restriction and projection have zero cost and

¥This definition is appropriate because communications 1is
the bottleneck in a distributed DBMS.
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non-negative benefit; hence they are always cost
beneficial. Whether or not a semi-join is cost beneficial
depends on the database state. The problem of Access
Planning is to construct a program of cost beneficial

semi-joins, given a transaction and a database state.

No procedure 1is known for producing optimum access plans
in general (nor has any bound on the complexity of this
problem been established). Instead heuristic methods are
employed that find good, though not necessarily optimum,

programs.

The procedure we employ uses a hill-climbing discipline,
starting from an initial feasible program and iteratively
improving it. The initial program is essentially the
simple approach described at the beginning of this
subsection. The Access Planner improves this program by
first adding all restrictions and projections required by
T, and then iteratively searching for cost-beneficial
semi-joins. This procedure, 1like many hill-climbing
algorithms, can be trapped by local optima and thereby
fail to find the true optimum. While this problem 1is
inherent in the approach, we alleviate it by using

branch-and-bound techniques and other enhancements

described in [WONG et al.].
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2.1.4.2 Distributed Execution

The programs produced by the Access Planner are
non-looping parallel programs and can be represented as
data flow graphs [KARP and MILLER]. To execute the
program, the TM issues commands to the DMs involved in
each operation as soon as all predecessors of the

operation are ready to produce output.

The effect of execution is to create at the final DM a
temporary file to be written into the database (if T is an

update) or displayed to the user (if T is a retrieval).

At this point, the Execute phase has completed.
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2.1.5 Reliable Writing

To complete transaction processing, the temporary file at
the final DM must be installed in the permanent database
and/or displayed to the user. For convenience let us say
that the final DM has a set of temporary files F1v"°an
to be 1installed at DM,,...,DM;, respectively; if any
results must be displayed to the user, let us treat the
user as one of the DMs. The problem 1is to ensure that
failures cannot cause some DMs to install updates while
causing others not to. We must protect against two types

of failures: failure of a receiving DM, and failure of the

sender; the former are handled by reliable delivery and

the latter by transaction control, described in Sections

2.1.5.1 and 2.1.5.2 respectively.

Ideally one would like 100% protection against failures,

but this goal 1is theoretically unattainable [GRAY].
Instead our goal 1is to attain acceptably high levels of

protection, and, moreover, to make the level of protection

a database design parameter.
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2.1.5.1 Reliable Delivery

Reliable delivery guarantees that messages sent between
pairs of sites are received in the order sent. Techniques
for making this guarantee are well-known 1in the
communication field as long as bot<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>