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THE EVOLUTION OF THE 1978 EXECUTI VE War of the Revolution, General Washington invoked
ORDER, “NA TIONAL SECURITY secrecy in his handling of intelligence sources and
INFORMA TION” methods as he manipulated agents behind British lines.

The members of the Continental Congress signed a
Dr. Robert M. Gates secrecy agreement with respect to their proceedings —

National Security Council Staff an agreement that certainly was upheld better than
similar agreements in our own time. At the Constitu-

Introduction tional Convention, the proceedings were conducted in
complete secrecy and remained sealed for more than

~t is a privilege — and no little challenge — for me 30 years .
to appear and speak about the new Executive Order on
the classification system. I accepted the invitation to The first Executive restriction of information re-
do so because you must implement the Order we have lated to defense and foreign policy and came in 1790
drafted, when President Washington asserted the right to limit

dissemination to the public under the Constitution.
We began the effort to revise the Executive Order The first executive claim of secrecy was made in 1792

nearly a year ago. A funny thing happened on my way when the House asked Washin gton for materials related
to the Oval Office last summer with a fresh new Order to an Indian massacre.
— I ran into 26 Executive departments and agencies,
the Domestic Staff , Office of Management and Budget, In these and other episodes, the practical and theo-
Bob Strauss, Special Representative for Trade Negotia’ retical foundations were laid by President Washington
tions, Senators Muskie and Biden, Representative for a claim to executive secrecy and the President’s
Preyer, the staffs of five Congressional Committees, the power to withhold certain information from the
American Civil Liberties Union, Morton Halperin, general public — and, on occasion, even from the
Access Reports, The Gang of Four and the National Congress. There is a direct line from these early cases
Classification Management Society. Now you can to the Post’wa r Executive Orders establishing our
appreciate what I really mean when I say I am pleased present classification system.
just to be here today. I am pleased to note that every
government agency was a strong advocate of reform — Until 1936, there was no formal classification 4
of someone else’s agency . It was a year o guerrilla system except for military information. All Orders or
warfare for and with the bureaucracy -- all to a regulations up to that time were issued by the War
“Greek Chorus” background of public interest groups Department or the Army and applied only to protec-
chanting “Classify no more, classify no more.” tion of military secrets — and rarely, foreign policy or

diplomatic relations. In 1936, an Army regulation for
Well , we survived the year and now, eleven major the first time extended the category of protected in-

drafts later, the Order is on its way to the President. If formation to include foreign policy material and “the
he is content with what we have produced, it will interests or prestige of the Nation, an individual, or
become effective next winter, any government activity .” They should try to sell that

to Justice or the Hill today !
Historical Background

The use of classification to protect documents, not
Before describing to you what changes are in store, unexpectedly, burgeoned in World War II. The Office

I think it would be useful to review briefly where we of War Information in 1942 issued government-wide
have been in this business of withholding information security classification procedures, including controls on
from the public — this business of security classif ice- the identification, handling and dissemination of sensi-
tion. Working with the details day after day, it is tive information.
unavoidable that our perspective narrows and we lose
sight of the place and problems of government secrecy At the end of the war , it was clear that while one
in America. menace to the United States had been defeated,

another had emerged. To protect our vital atomic
As a recent paper by Richard L. Oborn details, secrets from the Soviets, Congress in 1946 passed the

secrecy has been a working tool of military affairs and Atomic Energy Act which, as later amended, created
diplomacy in America from colonial times. ’ During the the first and or~ly statutory protection.

‘Thesis submitted to the faculty of the Graduate
School of the University of Missouri, in partial fulfill-
ment of the requirements for M.A. degree. 
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In the period since the war , there have been three review to determine when documents should
major Executive Orders establishing and then reshaping be declassified but no implementing procedure
the Government security classification system. For you was adopted.
to understand better the reasons for and significance of
changes we are proposing to the President, I would like The Truman Order was widely denounced by the
to review briefly some of the key provisions of these news media and the Congress, who charged that the
three Orders, new system would allow the government to cover up

mistakes and political intrigues while allowing official
The Truman Order leaks.

The classification system as we know it came into The Eisenhower Order
being with President Truman’s signature on September
24, 1951 of Executive Order 10290. He stated at that Dwight Eisenhower ran for President promising to
time: conduct an open government. Once elected, he re-

sponded to criticism of the Truman Order with a new
it is necessary, in order to protect the Order of his own revising the classification system. The

national security of the United States, to estab- White House introduced the Order with the following
lish a system for the safeguarding of official words, which have come to have a familiar ring:
information the unauthorized disclosure of which
would or could harm, tend to impair, or other- “Throughout the lengthy consideration of this
wise threaten the security of the nation. .. - it Order it has been the purpose to attain in it the
is desirable and proper that minimum standards proper balance between the need to protect in-
for procedures designed to protect the national formation important to the defense of the
security against such unauthorized disclosure be United States and the need for Citizens of this
uniformly applicable to all departments and democracy to know what their government is
agencies of the executive branch of the govern- doing.”
ment and be known to and understood by those
who deal with the Federal Government - - .“ Executive Order 10501 with its amendments, had the

following major provisions:
For the first time, then, the security classification
system was consolidated and extended to all executive • It limited the classification designators to Top
agencies. The key elements of the Order included: Secret, Secret and Confidential (eliminating

restricted)
• A four tiered system using the designation

Top Secret, Secret, Confidential and Re- • For the first time, serious attention was given
stricted. The type of information in any of to declassification. Heads of agencies were re-
the four categories was vaguely defined and quired to designate someone to be responsible
open to interpretation, for review of information for declassification

and receive requests for such review “from all
• No limits were placed on the number of sources.” Material was to be organized into

classi fying officials. Information could be four groups — foreign government, atomic
classified by an “appropriate classifying energy , intelligence and cryptographic in-
authority,” a term that was undefined. The formation, which were entirely exempt from
power of agency heads to delegate classifica- declassification; extremely sensitive informa-
tion authority was unlimited. tion designated by an agency head or his

designees, which was entirely exempt; in-
• There was no provision at all for automatic formation warranting some degree of classifi-

declassification, although an optional pro. cation indefinitely, which was to be down-
cedure was offered that called for the graded every 12 years until it was Con-
classifier to note on the document a date or fidential, where it would remain indefinitely;
event, passage of which would free the and information not in those three groups,
material for automatic downgrading or de- which would be downgraded every 3 years
classification. The Order specified constant until confidential and then automatically 
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declassified 12 years after issuance. Automatic classified under previous Executive Orders and
declassification remained non-mandatory, i.e., more than 30 years old
no date such as 30 years was established.

• Allowed administrative sanctions against those
• For the first time, the Order stated that the who abuse the system

President would designate a member of his
staff to receive and take action upon sugges- • Established an implementation and classifica-
tions or complaints from non-governmental tion review body — the Interagency Classifica-
sources relating to the Order. Further, the tion Review Committee.
NSC was directed to conduct a continuing
review of implementation of the Order to The Order encountered considerable criticism,
ensure that classified defense information especially from the Congress. It was characterized as “a
would be properly classified, shoddy technical effort with major deficiencies.” The

then Foreign Operations and Government Information
The 1953 Order, with its amendments through Subcommittee even issued a report solely on the

1967, stimulated declassification on a systemntic basis defects of the new Order.
and made a number of changes designed to limit the
number of classifiers , fix responsibility for classifica- Despite the comments of detractors, EO 11652 was
tion and speed the release of classified historical in- a progressive Order that tightened rules for classifica-
formation. tion, opened the way to much greater declassification

of previously protected government information,
The Nixon Order created an oversight body, and si gnificantl y reduced

the number of authorized classifiers. With regard to the
In January 1971, President Nixon formed an inter- last change, in view of criticism in 1972 that the Order

agency committee chaired by the Assistant Attorney would result in more classifiers , the number of
General William Rehnquist to review classification pro- authorized classifiers dropped 78 percent between early
cedures. The project moved slowly, however, until re- 1972 and today — from 59,000 to just 13,000. Today,
lease of the Pentagon Papers. The Committee met with under this Order , in a Federal establishment of over
the President on July 1 of that year and then worked 6,000,000 people — more than half in the Defense
through the summer and fal l on a draft Order, which Department — there are fewer than 1400 officials
was circulated to the agencies in January 1972. Execu- authorized to classify Top Secret, No matter how you
tive Order 11652 was signed on March 8 and, as you slice it, that is an important improvement.
will remember, became effective on 1 June. Let me
mention the principal changes it directed in the Nonetheless, experience with EO 11652 demon-
system. The Order: strated that further improvements were needed and

were possible to promote openness as well as better
• Reduced the number of departments and protect that information needing protection. Impte-

agencies authorized to classify mentation of EO 11652 was a learning process pre-
cisely because many of its policies and requirements

• Restricted classification authority delegation; were a significant departure from those of the Eisen-
hower Order which it replaced. The major lessons

• Accelerated the downgrading and declassifica- learned bear mention in view of their influence on the
tion schedule; automatic declassification after new draft and I shall cover them.
6-10 years excluding exemptions (limited to
four specific categories of information); and The classification crisis under Executive Order
provided for mandatory review after 10 years 10501 stemmed in part from deficiencies in the imple-
for exempted documents mentation and enforcement of its provisions. Executive

Order 11652 sought to deal with this problem by
• Provided declassification of classified informa- establishing monitoring and review functions under the

tion after 30 years unless an agency head Interagency Classification Review Committee. But,
specifically continued orotection while the establishment of an oversight body had a

positive effect on departmental programs, ICRC re-
• Gave the National Archives the duty of re- sponsibilities and powers were vaguely worded in the

viewing and declassifying information Order and, because they were not explicitl y binding on 

. .. .. . . ~~~~~~~. ~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~
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the agencies, could safely be ignored. It had little Biblical times to the present. Our current system
authority to require agencies to open sensitive files to retains many features from the past, some worthwhile,
inspection or to submit regulations for review; to some not so worthwhile. But an unmistakable feature
declassify agency documents classified in violation of since 1953 has been a steady effort to impose tighter
the Order; to issue directives for implementation of the controls on the classification process and to hasten and
Order; and lacked other powers necessary to make it broaden the declassificatio n of no longer sensitive
an effective oversight body. Further, a si gnificant pro- national security information. That effort would be
portion of the ICRC’ s time and staff were assigned to continued and accelerated by President Carter.
processing appeals of agency declassification decisions.
This work , together with various training activities , Throughout his long campaign for the Presidency,
severely curtailed the ICRC ’s capability to serve as an Jimmy Carter expressed his commitment to making the
effective overs ight body. policy-making process more open to the American

people; to making more information available to
The incorporation in the Order of four broad Americans so they could observe and participate more

categories of exemptions from the general declassifica- directly in the making of decisions that affect their
tion schedule was overused and contributed to material lives. Thus, early in 1977, the President asked
being provided security protection far longer than its Zbigniew Brzezinski and Stuart Eizenstat, his advisors
sensitivi ty warranted. This was compounded by per- for foreign and domestic affairs , to look into further
missive language of the Order which required the reform of the security classification system. A joint
setting of a date or event for declassification “unless NSC-Domestic Staff Committee was established in June
impossible to determine.” Experience showed that the and instructed to consider:
exemption was extensively used, thereby resulting in
considerable information being placed in a status • How to provide for the maximum release of
whereby classification will continue without necessary information to the American public on
review, for a full 30 years. In fact , over half of all government activities and policies consistent
classified material was exempted from the general with the need to protect sensitive national
declassification schedule. Failure of the Order to in- security information;
dude specific restrictions and accountability with re-
spect to the duplication of classified documents left • How to promote increased public access
the way open in the 1970’s to even more massive through a more rapid and systematic declas-
copying and greater loss of control of information by sification program;
originating agencies. Inconsistencies between the Order
and the FOIA led to the perpetuation of a dual de- • Overlaps between the new Executive Order
classification system in most agencies that was con- and the Freedom of Information Act (FOIA)
fusing to the public and an administrative burden to as amended and the Privacy Act;
the Executive Branch. The sometimes permissive and
vague language of the Order was often an impediment • Which information requires protection and for
to uniform implementation. The use of terms such as how long;
“whenever possible” rather than “shall ” or “will”
encouraged some departments to regard their re- • Which categories of classified information or
sponsibilities towards implementation of certain aspects material more than 20 years old could be
of the Order as voluntary rather than mandatory, and declassified in bulk under appropriate guide-
further weakened the ability of the ICRC to exercise lines;
its authority as an oversight body. The Order did not
mandate the identification of the level of classification • How the classification system can be simpf i-
of portions of classified material. The lack of such a fled;
requirement often resulted in the unnecessary classif i-
cation or overclassification of material marked on a • How to eliminate unnecessary and duplicative
derivative basis, practices

The Carter Order • Whether Departments and Agencies should
pre pare classification and declassification

For the past 20 minutes, I have force-marched you guidelines;
through the history of security classification from 

. S
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• What kinds of disciplinary act ior .~an be marking; all accepted the idea of a balancing test; and
taken to prevent the misuse of the security all enthusiastically supported creation of a strong Over-
classification system by government officials; sight Office.

• How best to implement the provisions of the A draft Order was submitted to the agencies — and
new Executive Order, for the first time, to Committees of the Congress and

interested members of the pubiic — for comment in
S I should add that , on our recommendation , the Presi- September. The response was a nearly unanimous

dent directed that the new Order be ready for his bronx cheer — from inside and outside the Executive
signature by September 15. How, given the experience branch. Over 500 specific points were addressed in
of our predecessors , we ever dreamed we could comments on the draft. While a few likened us to
fundamentally reform the system in that limited time Atti la the Hun and suggested that the draft was an
escapes me. There has not been such a display of effort wo rthy of the staff of Millard Fillmore , most of
hubris by officials of the government since Custer the comments were very constructive. And so began
camped at the Little Big Horn. I mi ght add that the the arduous task of reshaping the draft to meet the
consequences were similar , criticisms of liberals and conservat ives, classifiers and

non-classifiers , the critics and advocates of secrecy.
We truly wished to explore all possibilities for Thoroughly objectionable sections , such as that on

seriously revamping the system. Working groups were secrecy agreements — which incidentall y only ratified
ectab lished to develop far-reaching options for present arrangements — were deleted; others were
changing all aspects of E.O. 11652. We devoured the modified to overcome clea r shortcomings. Overall ,
works of Mr. Halperin and other students and critics of some 75 percent of the comments resulted in changes
the system; we consulted with staff members of several to the draft.
Congressional committees and solicited their ideas for
change ; we spoke often to representatives of this A second draft was issued in late December The
organization; and not least , many of you as individuals reaction was much more favorable , but made clear that
offered suggestions. Advocates of broad reform from important internal executive branch disagree ments
0MB , Justice, the White House Domestic Staff , the existed and that a major effort also lay ahead to
ICRC and National Archives participated in the translate the draft into English and to refine it. This
working groups together with representatives of the process continued through the winter and early spring.
Departments of Defense, State, CIA and other agencies Congressional staff views were sought again and re-
— who themselves brought many ideas for change suited in fu rther changes, for example in the classifica-
based on past experience. tion criteria — which were completely redrafted and

abbreviated. Negotiations on the language of the
I cannot tell you how gratifying it was to see the balancing test , the two stage classification process , the

Department of Defense pressing day in , day out, for nature of the Oversi ght Office and other issues
tighter controls on classification and improved de- stretched on for weeks and even months.
classification — at CIA; to see State doing the same —

to Defense; to see CIA playing honest broker — until I am pleased — and you will never really know how
there was a move to force declassification of all intel- pleased — to tell you that last week the eleventh major
ligence materials at 20 years; and over them all , pure reddraft of the Order was sent to 0MB for final
of heart and sage of mind, the Justice Department — processing to the President.
that is , until the roll of the dice brought FBI pro-
cedures up for review. You have patiently borne the burden of listening to

a bureaucrat recount in excruciating, if not soporific ,
Seriously, I was astonished at the cooperative spirit detail the history of a particularly arcane art form —

and genuine interest in constructive , workable reform the classification of government documents. You have
demonstrated by all the participants. As examples , CIA passed this trial by fire and can now permit the glaze
and Defense were the foremost advocates of including which descended over your eyes some minutes ago to
for the first time, restrictions on programs for special recede. For the benefit of the survivors , I would like
compartmented information; all agencies supported the now to review the principal ch. . uges and new features
move to 20 year systematic review; all supported re- in the draft Executive Order.
strictions on pos t hoc classif ication after an FOI A
request is received; nearly all endorsed paragraph
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S Classification Process the categories were drawi. so broadly they wer Q in-
effective , ~ind were often disregarded altogether. ) Docu-

1. Under the old system , a document could be ments exempted from GDS would stay classified until
classified if its release would damage national security , they were 30 years old, when they would be reviewed
Under the new Order , two tests must be met: and — with some exceptions — declassified.

• Information may riot even be considered for The new system abolishes GDS and makes the dura-
classification unless it falls within one of 6 tion of classification depend on the content of the
classification criteria. The “seed catalog ue” of information , not its classification level. Under the new
13 criteria in earlier drafts has been cut in system , most information will be declassified after no
half. An agency head may classify categories more than six years. Officials with Top Secret

S 
of national security information outside those authority can set longer terms , but they must provide
six areas , but must inform the Oversi ght specific justification. In another significant change , the
Office of his decision; and documents which are given longer terms will now be

reviewe d for declassification after 20 years. The switch
• There must be reasonable expectation that from 30 to 20 years will be pha ed in graduall y,  and

unauthorized disclosure of the information will result in the release of over .300 million pages of
will cause identifiable damage to the national formerly classified information.
security.

Declassification Process
These changes are intended to make classifiers ’
decisions more thoughtful and less automatic. They 6. For the first time , the declassification process
should help prevent unnecessary classification. Further , will include a so-called “balancing test. ” That means
the new classification criteria are limited to informa- that in appropriate cases the public ’s interest in
tion on defense and forei gn relations. This listing of knowing the information is to be balanced against the
criteria is intended in part to affirm that information need to keep it cl0ssified. When the interest in disclo-
about domestic affairs may not be classified , sure is greater , the information will be released , even

though its continued classification could be justified.
2. The new Order requires that most documents be

classified section-by-section , not as a whole The new 7. The new Order requires agencies to declassify
procedure will allow ready identification and release of information as early as national security permits and to
the unclassified parts of classified documents , give deciassificaton as high a priority as classification .

In addition , the number of officials authorized to de-
3. There are five new prohibitions against classifica- classif y information will be increased.

tion, which are now centrally located in the Order.
8. The new Order has been generally conformed to

4. The new Order will reduce the number of the FOIA with respect to declassification requests. All
agencies authorized to classify information , It stri ps 10 non-Presidential information will be subject to request
agencies of classification authority and reduces the for declassification regardless of how long it has been
authority of several others, classified.

Duration of Classification 9. The new Order will require heads of agencies to
prepare arid promulgate declassification guidelines

5. The new Order sharply cuts the duration of applicable to information as it becomes 20 years old.
classification , information falling outside these guidelines wi ll be

automatically declassified at 20 years.
S Under the old system, most information was

covered by the General Declassification Schedule (GDS). Other changes
Documents were automatically declassified in six to
ten years , depending on whether the information was 10. The new Order creates an Information Security
Confidential , Secret, or Top Secret. Officials with Top Oversight Office to police the classification system .
Secret classification authori ty exempted substantial The Office will have enumerated, specific powers , in-
numbers of documents from this system. (In theory , cluding authority to inspect agencies ’ files and pro-
such exemptions were limited to four categories , but cedures and to challenge such procedures as well as

~

.,.,
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agency classification decisions. The Office will be other. I believe that, despite some of these
located in the General Services Administration, under compromises and perhaps because of others, the Ad-

S the supervision of the National Security Council. ministration has produced a good draft Executive
S Order. It marks an important step forward in the

11. The new Order will allow the continued use of continuing process of redefining the balance between
compartments — they are needed ~or especially sensi- the public ’s right to know and the need even of a
tive information — but will reduce their number, popular government to protect certain matters
Henceforth, compartments may be created only dpon a concerning defense and foreign relations.
written finding of necessity by an agency head. A
“sunset ” provision will terminate each compartment My perhaps overlong review of the historical back-
after five years unless a new finding of need is made. ground of this Order has been intended to underscore

that the new Order is part of an evolutionary process
12. The new Order requires agencies to impose toward greater openness . The Order is not revolu-

administrative penalties for unnecessary or excessive tionary; Washington will not be littered after December
classification and creates procedures to assure that 1st with broken bureaucratic crockery . But no fair-
violations of law are reported to the Justice Depart- minded person can deny that the Order responsibly
merit, moves the Executive Branch toward greater public

access and more scrupulous adherence to workable but
13. The new Order for the first time imposes restrictive rules for classification and extended pro-

specific administrative restrictions on copying classified tection, Such change is lasting change. This Order
documents, builds on its predecessors as someday it too will serve

as the foundation for further change.
14, The new Order says that classification may not

be restored to documents once they are officially re- Today, no government in the world permits its
leased to the public, citizens such ready access to its inner councils and to

its defense , diplomatic and intelligence affairs . With
15. Agencies w~ll be required to prepare classifi ca- this new Order, that gap will be further widened. That

S tion guides to facilitate the kientification and uniform broad access, and the pub lic ’s insistence and trust that
classification of information requiring protection. government act responsibl y when it must deny such

access, jointly strengthen this country. You, who are
16. A number of technical changes have been made responsible in and out of government for manag ing the

in the Order , the overall effect of which is to wei ght security classification system , are the custodians of
the Order in favor of greater openness and against that public access and public trust. If you fail to
unnecessary classification , uphold and encourage public access — as has happened

in the past — public trust will falter ; if you fail to
CONCLUDING OBSERVATIONS protect our legitimate secrets — as has happened in the

past — our national security may be damaged. While
If the three preceding Orders are any guide, we can you may at times consider your work routine and

expect criticism of the Carter Executive Order for not bureaucratic , in truth you bear heavy responsibility
going far enough or for going too far; as a document both for maintaining trust in our government and for
written by classifiers for classifiers; for failing signifi- our national security. Your faithful and conscientious
cantly to reduce the number of classifiers; for applying fulfillment of this responsibility now and after
an explicit balancing test only at the time of de- December 1st will bring the new Executive Order to
classification; for failing to put an end to compart- life and ensure that its provisions enhance both trust
ments ; for drawing the classification criteria so and security — with a stronger America the result. Be
broadly, arid so on. assured that in meeting this challenge , you and the

new Oversight Office will have the full support of the
This is my answer. This Order, as those that pre- National Security Council .

ceded it, is the product of compromises — between
those who classify and those who don’t; between ideal
solutions and workable remedies; between Executive
prerogatives and responsibilities on tht one hand, and
Congressional and public interest pressures on the
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DOD PLANS FOR IMPL EMEN TING A NEW implementing regulation also covers another point of
EXECUTIVE ORDER the new Executive Order — the “balancing test ” —

which is expressed in the regulation in a way calcu-
David 0. Cooke lated to stimulate the thought process of the classifier
Deputy Assistant Secretary of Defense (Administration) by keeping the public’s need for information regarding •

the affairs of government in the classification picture.
It is a pleasure to have this opportunity to discuss And, of course, the Department ’s regulation already

the Department of Defense plans for implementation treats the subject of classification guides in some detail
of the new Executive Order on the security classifica- and it would appear that classification guides will be
tion system. required of everyone under the terms of the new

order ,
As Dr. Gates established, it has been a long road

since President Carter signed PRM-29 on June 1, 1977 We are confident of meeting the challenge that lies
and directed revision of Executive Order 11652. We in ahead for other reasons as well. Since Executive Order
the Department of Defense fully support the objectives 11652 became effective , the Department ’s massive
of the President in undertaking the revision of the security training program has built up a considerable
present Executive Order. We have worked hard in reservoir of talent which will be essential to the suc-
developing the new Executive Order and believe that it cessful implementation of the new Executive Order .
will lead to further improvement, Now that most of We have been educating Defense people to understand
the hard rowing necessary to develop the new Execu- that security classification is to be continued for the
tive Order is behind us, there may be a tendency to shortest time possible consistent with the interests of
rest on our oars , which of course , would be a national security. Such training should pay off in view
dangerous thing to do. Switching metaphors , the new of the new Order ’s shorter time limits for the duration
order is only a skeleton; to achieve the President ’s of classificat ion . And, of course , we plan to continue
objectives we must provide the operating flesh by our monitorship efforts through program reviews at all
effectively implementing its policies throughout the levels of Defense and Defense industry. The fact of the
Executive Branch and its contractor facilities. In no matter is that over the past several years the Depart-
other Department is the challenge of implementation ment has been continuously refining its policies, prac-
so great as in Defense. The Department has about tides and procedures to achieve a more viable Informa-
three million people located at about eleven-hundred tion Security Program and, it appears , a more viable
activities worldwide who are responsible for great Executive Order.
numbers of classified documents. Further , the Depart-
ment has the primary responsibility for the Defense I wish to point out here that we are well aware of
Industrial Security Program. Let me assure you that we our responsibility to follow the provisions of the new
intend to fully meet the challenge of effective imple- Order . We are also aware of their impact on Defense
mentation. operations and have already initiated actions to gear up

for effective implementation. When the new Executive
We are confident , and you may wonder why, of Order is signed, we plan to circulate within the Depart-

being able to meet the challenge. Consider for a ment a draft of the new DoD Directive which will be
moment that the Department ’s regulation that imple- formally coordinated with some thirty DoD Com-
ments Executive Order 11652 foreshadowed some of ponents and offices. This coordination effort should
the provisions of the new Executive Order. For begin almost immediately after the new Executive
example , the regulation contains classification criteria , Order is signed as the DoD Directive has been in draft
one of the key and distinguishing features of the new form for some time now; only some last minute adjust-
Executive Order. A further requirement of the regula- ments will be required to conform it to the new Order .
tion, as in the case of the new order , is that informa- Further , it should be only a few pages long as it wi ll
tion falling within the criteria may not be classified be only the basic charter for the Information Security
unless a determination is made that the unauthorized Program within the Depa rtment.
disclosure of the information cou ld reasonably be
expected to cause a degree of harm to the national Next , let ’s look at how Defense implemented the
security. Paragraph classification marking has been details of Executive Order 10501, the predecessor to
mandatory within the Department since 1964; the the current Executive Order 11652. Under the old
draft Executive Order would extend this requirement Order , we had what may be characterized as a master
to the rest of the Executive Branch. The Department ’s security program Directive and other DoD Directives
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and Instructions providing Defense-wide implementing providing for the internal administration of the Regula-
details. Those DoD Directives and Instructions were, as tion. So we’ve decided to continue the sing le

today, issued by the Office of the Secretary of regulation concept within the Department. I don’t
Defense. All required extensive implementations by mind telling you that the results of the straw-vote
each of the Military Departments and Defense Agencies taken earlier had a bearing on the decision. After all ,
in order to adapt the fundamental policy to the diverse there is a degree of democracy in the management of
requirements and organizational structures of the DoD the Department ’s Information Security Program .
Components.

Some of you will recall the massive team effo rt
Then, to implement Executive Order 11652, it was required to get out the first edition of the Depart-

decided to try a new approach. A single DOD Directive ment ’s Information Security Program Regulation in
was issued to charter the Information Security Pro- 1972. Many people said that it could not be done in
gram. That Directive spelled out basic responsibilities the two weeks available for the job. But it was done in
and set out the authorization for a single Defense-wide time — between May 17, 1972 when the National
regulation — the Information Security Program Regula- Security Council’s Directive was issued and June 1,
tion. The Regulation was issued at the OSD level 1972, the effective date of Executive Order 11652. As
without a requirement for further formal issuance by an ad hoc committee is already at work on the new
any DoD Component though the Components were National Security Council dicective , we anticipate an
authorized to issue the necessary supplementary in- adequate amount of time for the task of writing a new
structions to provide for the internal administration of Regulation but we still figure on a team effort. Again ,

S the Regulation. As compared to the first method of we hope to get the experts from the Military Depart-
implementation , the current Defense implementation ments involved with the drafting of the new Regula-
has certain advantages , including: tion and, circumstances permitting, we may seek the

help of a few industry experts as well because, as you
• Less lead time is required for publication as know, the policy established in the Department ’s In-

the necessity of successive and multi ple co- formation Security Program Regulation finds its way
ordination effo rts is avoided, into the Industrial Security Manual to one extent or

another. This way, we ’ll have the major inputs in-
• More uniformity of procedures among the corporated in the draft Regulation prior to its being

several Defense Components is realized, no entered into the formal DoD coordination system . To

doubt increasing efficie ncy. get the biggest possible head start on the job, Art Van
Cook’s crew has been looking at the existing Regula-

• A common point of reference is established , tion in light of the provisions of the forthcom ng
thus facilitating communications among Executive Order. The need for many changes to the
Defense Components. Regulation has been identified, however much remains

to be done.
Finally, in anticipation of implementing the forth-

coming new Executive Order , both approaches were Full implementation of the new Executive Order
given new consideration; the advantages and disad- within Defense depends upon more than just the DoD
vantages of each were weighed again. Last November, Directive and Regulation. For example , one of the
our Director of Information Security, Mr. Van Cook, provisions of the new Order will require that agency

F sent two of his people out on a round-robbin of heads ensure the preparation and promulgation of
informal visits to the three Military Departments, the guidelines for security classificat ion that will facilitate
Organization of the Joint thiefs of Staff , and key the identification and uniform classification of in-
Defense agencies like the Defense Intelligence Agency formation requiring protection under the provisions of
and the Defense Nuclear Agency. During the visit his the Order. Accordingl y, we are about ready to begin
people, among other things, obtained candid views on formal coordination of a draft DoD Handbook for
the merits of both methods of implementing the new Writing and Applying Security Classification Guidance.
Executive Order. Almost without exception, the De- It is our intent cwi to complete the coordination
fense components were strongly in favor of the current process for this H~ndbook in time to have it on the
setup, that is, a single DoD Directive and a single street before the fective date of the new Order . By
DoD-wide ‘egulation not requiring Defense Component doing so we should be in a good position to help
implementation but one which would continue the assure timely revision of the more than 800 security
practice of authorizing supplements for the purpose of classification guides currently in force within the

Department of Defense.

- -  ~~~~~~~~~ -.-~~~--~~~~ .~~~~~~~-
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It is important to keep in mind here that the ment. Right now we are leaning toward a single set of
coordination drafts of the DoD Directive, Regulation twenty-year guidelines on the basis that our current
and Handbook will all pass through the same activities declassification guidelines for pre-1946 and pre-1950
and offices in Defense within a short time frame and information arid material seem to work well . In these
thereby add a considerable workload to every-day bu5i- guidelines, the Deputy Secretary of Defense has stated

S ness. Accordingly, we are making every effo rt to get as in effect that all DoD information classified on or
much of the work done ahead of time as possible. We before June 30, 1950 is declassified with the exception
hope that will facilitate the coordination process by of several narrowl y defined categories such as
turning out a better product at the sta rt — one that cryptology. I mi ght add here that a good deal of effo rt
should be easier to review and comment on. has already gone into the task of updating the exist ing

guidelines to fit the requirements of the new Execut ive
I’ve already mentioned another publication that will Order so that we can stay a jump ahead of things in

require substantial change to conform to the provisions the future.
of the new Executive Order — the Industrial Security
Manual. Though much of the work on the manual is As many of you are aware , we in the Department
done by Colonel Pruett ’s office at the Defense of Defense have been actively engaged in monitoring
Logistics Agency ’s headquarters, its impact extends far the Information Security Program within the Depart-

S beyond the Department of Defense to sixteen depart- ment and in Defense industry. One of the primary
ments and agencies outside of the Defense establish- ways we keep tabs on things is through our Program
ment and to the thousands of contractors engaged in Reviews. We will , of course, continue these Reviews
the Defense Industrial Security Program. As you may under the new Order as they are quite effective. Just
know by now, the terms of the proposed Order will, as soon as the new Executive Order is signed we will
among other things, change and simplify classification change the character of our Program Reviews from the
and declassification marking requirements. Thus, there normal inspection and education format so that we can
will be a need to revamp certain parts of the Industrial spend more time on the educational aspect — educa-
Security Manual. Our intention is to accomplish these tion of the people who will have to thoroughly under’
and any other necessary changes just as soon as stand the workings of the new Order to make its
possible so that you in industry will have an Industrial implementation efficient and effective. In this connec-

S Security Manual compatible with the provisions of the tion, Mr. Van Cook has already advised me of his
S new Executive Order and its implementing directives. intention to get his people out early for the purpose of

The Council of Defense and Space Industry Associa- familiarizing defense and industry personnel with the
tions will, of course, have the opportunity to review provisions of the new Executive Order. After that has
and comment on any revision of the Manual prior to been accomplished, we’ll resume the normal conduct
publication. We are , as you can see, endeavoring to of Information Security Program Reviews.
make the transition from the current to the new
Executive Order just as smooth and timely as is Though changed in some respects , the new Order
possible. will continue the mandatory declassification review

system fi rst set up under Executive Order 11652 and
Another important facet of the Department’s plans will require that agency heads establish a process to

for implementation of the new Order concerns the decide appeals from denials of such declassification
Order ’s proposed and almost certain requirement that requests. In connection with appeals, I should point
agency heads of the Executive Branch issue guidelines out that the new Executive Order will abolish the
applicable to twenty-year old information. Such guide- Interagency Classification Review Committee and
lines will have to be issued not later than 180 days replace it with an Information Security Oversight
after the effective date of the new Executive Order Office. The Director of the new Office will hear only
and will address limited categories of information that those appeals which involve “Presidential records.”
should not be declassified automatically but should be
reviewed item-by-item to determine whether continued Based on the draft requirements of the new Execu-
protection beyond twenty years is required. Thus, tive Order, we will be taking renewed action to ensure
within Defense , you could have four sets of guidelines that there is a demonstrated need for access to
— one promulgated by the Secretary of Defense and classified information before a security clearance
one each by the three Military Department secretaries, application is filled out. The continued need of people
Or , on the other hand, we could opt for a single set of who are granted access to classified information will be
guidelines applicable to the entire Defense establish- scrutinized with the objective of holding the number
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of cleared people down to the minimum consistent help improve the overall program . I thank you for
with operational requirements, We will also be re- your cooperat ion in the past and look forward to your
newing our effo rt to ensure that safeguarding practices further contributions.

S are reviewed continuously and to ensure elimination of
those that are found to be duplicative or unnecessary . Turning then to the subjec t — Monitorship. Past and

Future . It is singularly appropriate to discuss this at
All of this is a tall order to be filled in a relatively this time in view of the ei~panded emphasis on that

short period of time between signing of the new function found in the draft of the new Executive
Executive Order and its effective date. However , the Order. As established by Dr . Gates previously, the
way things look now, there will be a sufficient amount Order has not yet been signed, the implementing
of time available for an orderly implementation directive is in only very rough draft form, and there is
process. Adequate time for the task is essential when no indication of who will be appointed as the director
one considers the complexities and magnitude of the o~ the new Information Security Oversight Office
job within the Department of Defense and in Defense created by the Order . It would be true to say that
industry. I believe that gives you a fair idea of our under these circumstances I am in need of a well-
plans for implementation of the forthcoming Executive polished crystal baIl to focus the diffused outlines of
Order. As I have indicated, we will be consulting with the shape of things to come. So, to emphasize , much
you just as much as is possible in the days ahead, of the content of my presentation will be based upon

my own personal experiences; how I think the new
In the last analysis the successful attainment of the Oversight Office should be organized, how it should

President ’s objectives depends not on the new Execu- operate , and what additional changes I fee l are needed
tive Order and implementing regulations but on people to achieve a more effective oversight of the Informa-
— people like the members of the Society. I will be tion Security Program. My personal views may or may
looking forward to the continued cooperation of the not coincide with those of the person selected to be
Society. We have worked well together in the past and the new director. Yet , in my view , there is merit in
must do so in the future to help assure the well’being such a presentation because the topics will be pre-
of our national security interest. I am confident that sented from the vantage point of an Executive Director

S the new Executive Order will serve that interest of the ICRC. There is considerable change ahead in the
admirably and also provide a greater degree of oversight function, but the new Oversi ght Office will ,
openness in government, perforc e, evolve from the present interagency com-

mittee.

MONITORSHIP The Present in Perspective

The Role of the New Information Securi ty Oversight Let’s take just a few minutes to look at the monitor-
Office ship program under the present Order — Executive

Order 11652. Under it , agencies granted ori ginal classi-
Robert W . Wells fication authority were required to appoint a central
Executive Director , Interagency Classification Review figure who would be in charge of overall monitorship
Committee and implementation of the Order. Moreover , they were

charged with the responsibility for esta blishing moni-
Introduction torship programs and reporting to the ICRC data re-

quired by it as surveiller of program progress. The
I welcome the opportunity once again to address subject of progress will be covered later . The Inter-

this society and discuss some aspects of and share my agency Classification Review Committee was a new
personal views on the Information Security program. idea at the time of EO 11652. It was the first time a
During the past few years I have come to know many White House level oversight body had been established
members and to appreciate the unique as well as the to provide a measure of enforcement for the Govern-
mutual problems which are found among them. More- ment ’s Information Security Program . As you will re-
over , I have come to appreciate the professionalism of call, it is composed of senior representatives of the
the members and have from time to time , called upon Departments of State, Defense , Justice , Energy , the
individual members and your Board of Directors to CiA , the National Security Council Staff and the
provide background or other information which the Archivist of the United States. The committee began
Interagency Classification Review Committ e needed to its operations in 1972 under the chairmanship of John
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Eisenhower who continued in that capacity until April the staff , I was able to institute a comprehensive sys-
1973 when Dr. James 8. Rhoads , the Archivist of the tern of what we call “program reviews” — by another
United States , was appointed as the Acting Chairman, name, “inspections”. In 1976 the staff conducted 48

such reviews and in 1977 increased this by 100% to
In the earliest days, the entire committee staff con- 96, As you might imagine, the reviews have become

sisted of an Executive Director, and from time to time, the “bread-and-butter” of our monitorship program.
two administrative personnel. The staff and the office
was physically located in the Old Executive Office In addition to six recurring statistical reports, the
Building and the Executive Director was a member of ICRC required departments to submit on an annual
the White House staff , Shortly thereafter , responsibility basis narrative evaluations of the progress they had
for supervision of the staff was shifted to the Office of achieved in implementation of the order. These evalu-
Management and Budget and, when Dr . Rhoads was ations covered areas such as education and training; the
appointed as Acting Chairman, the staff and offices establishment of programs for systematic declassifica-
were placed in the National Archives for administrative tion review and similar items. On-site program reviews
support . It was argued at that time by the committee were one of the most effective means of ensuring
that moving the staff and office from the White House implementation. Through such actions the committee
complex would have a detrimental effect on the corn- acquired a first-hand look at personnel , organization,
mittee and its work as well as on the effectiveness of policies and procedures within the various departments.
the Executive Director in his relationships with execu- Moreover , they provided the ICRC with an insight into
tive branch departments. In September 1974, the corn- problems faced by agencies in implementing the order
mittee forwarded to the Assistant to the President for and identified areas wherein greater oversight emphasis
National Security Affairs recommendations that: was needed or change was required.

• A permanent chairman of national stature be What then, in general, has been achieved over these last
F appointed few years in the program?

• The President , in connection with the • There is an increased awareness on the part of S
appointment , make a strong public statement executive branch employees regarding the
in support of the committee and its work policies and the intent of the Executive Order

— particularly the basic policy that the in- (
• Oversight of the committee ’s work be re- terests of the United States and its citizens

turned to the Executive Office of the Presi- are best served by making information re-
dent and that the staff be moved back garding the affairs of government readily

available to the public. This awareness may be
• The size of the staff be increased, due in part to increased covera ge in the press

over the last few years regarding classification
The committee advised that the National Security and the release of classified information. Most

Advisor considered the return of the office to the certainly the Freedom of Information Act,
White House complex “desirable ,” but desp ite repeated which actually puts a person on guard to be
efforts by two executive directors , including me, the able to defend his classification decision in
move never came about . Some modest progress was Federal Court , has had an impact. Equally,
made in increasing the size of the staff . Approvals in the increased awareness stems from manage-
1975 and 1976 increased the staff , to a current eight ments’ interest and from good security
— the executive director , four program analysts and orientation programs.
three administrative persons.

• There has been a steady decrease in the
Because of staff limitations , monitorship of the number of officials with ori g inal classification

committee during the early days of its operation was authority since promulgation of Executive
limited strictly to review of the various reports re- Order 11652, though, not surprising ly, the
quired of agencies; i~e., reports on classification rate of decrease has slowed considerably and
authorities , abuses, unauthorized disclosures , requests has stabi lized at about a five percent annual
for declassification review , appeals, and a quarterly reduction for the past three years. Overall ,
summary report on classification actions and declassifi- departments have achieved a 78 percent re-
cation determinations, With the increase in the size of duction since the start of the program in June

1972 . 
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• Departments reported 4,487,333 classification was upheld. This confirms the value of the
actions taken in 1977. 1 While this represents appeals option and indicates the willingness of
a decrease from 1976, it is consistent with the departments to overturn prior classification
yearly fi gures reported since 1972. Of the decisons in the interest of public accessibility.

S actions taken in 1977, fewer than 1 percent
were classified as Top Secret, 30 percent were • Further appeals beyond the Department to
Secret and 69 percent were Confidential, the ICRC have amounted to less than one-half

percent of the 13,077 requests for declassif i-
• The 69 percent of the information classified cation review. In those cases , the committee

since 1973 assigned the least restrictive classi~ has declassified the information entirely in
fication is attributed, at least in part, to the over 23 percent, declassif ied partially in over
reduction in the number of authorized classi- 57 percent, and upheld the decision of the
fiers. Most of those involved in the informa- departments in 19 percent of the cases.
tion security program believe that the reduc-
tion has had a beneficial effect on the quality • A tremendous amount of classified material of
of classification actions taken since it has historical value has been declassified and made
forced decisions to a higher level where available to the public during this period. To
knowledge of both the program and the in- date, the estimate is 215 million pages de-
tended policy is better understood. One must classified within the archives alone. The larger
note, however, that the number of classifica- agencies, such as Do D, State, and CIA , have
tion actions has been relatively stable through- their own programs wherein personnel are
out the period and no correlation has been assigned full time to declassify older agency
established between the number of authorized records.
classifiers and the number of classification
actions. Rather does it appear — not too Toward the Future
illogically — that the number of classification
actions taken relates to the number, type, and The facts, some of which are stated above, demon-
importance of military, foreign affairs or strate that there was progress under EO 11652 and its
other events of national significance taking ICRC monitor. Many problems that have been with the
place during the period. Secu ity Classification System since its inception re-

$ main , nonetheless. Improper classification , over-
• For the first time the E.O. provided an ad- classification , a lack of classification guidance, classifi-

ministrative means for a member of the public cation “leaks” and unnecessarily large holdings of
to ask for a classified document — the system classified information are with us today.
has worked. Requests have increased from
250 in 1972 to over 5,000 in 1977. Since If I may capitalize on the Virginia Slims ad, we can

1973, in over 80 percent of the cases con- say that EO 11652 Came a long way in increasing the
sidered for action, the information has been effectiveness and viability of the classification system;
declassified entirely or in part by depart- but baby, there ’s still a long way to go. The ICRC and
ments. Thus departments have tended toward the departments which it monitors identified some
declassification in their pr~ cessing of these major “lessons learned” under EO 11652. Dr. Gates
requests. has reviewed some of these this morning. Let me name

a few others that deal specifically with oversight before
• Since 1973 departments have received 325 I turn to a discussion of the new Information Security

appeals from denials of mandatory review re~ Oversight Office.
quests; this total constitutes only 21/2 percent
of the approximately 13,000 mandatory re- 1. The program review visits conducted by the
view requests received. Of the appeals con- committee ’s staff increased security awareness within
sidered, approximately 59 percent have been the departments, assisted in identifying program de-
granted in full or in part; and in 41 percent ficiencies , provided suggested corrective measures and
of the cases , the original department& denial prompted program support from senior officials. How’

__________ ever , some of the inherent weaknesses in management
As noted in our report, this figure is not exhaustive. by committee have been o~~ervable throughout the life

of the ICRC. The fact that every item of business had
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to be presented to and considered by the full I think the new Order gives very clear marching orders
committee was a slow and cumbersome process. This is to the Director of the ISOO. The key word is “op’
not a reflection on the integrity or expertise of corn- enness.” Clearly, that is the yardstick against which all
mittee members but is a natural and inescapable out- actions will be measured. We talk a lot about “open-
come of action by committee. Another factor that ness,” but we — many of us — have been brought up
limited the effectiveness of the ICRC as an oversight in an era where it was policy to err on the side of

S body has been a lack of status in an appropriate secrecy. Let us examine what openness means in the
organizational structure, which caused some depart- context of national security . The United States has
ments to take its authority less than seriously, always been known for the relative openness with

which it conducts its official business. This is entirely
2. Program reviews conducted by the (CRC staff consistent with democratic theory, which calls for an

showed great variance among departments; in the informed citizenry able to evaluate the performance of
- organizational distance between the security staff and its elected representatives . The new Order will increase

top management, and in the relationship of the openness in government by limiting the use of classifi-
security staff to the senior official responsible for cation and assuring more rapid declassification of gov’
security. One may say that the higher the security staff ernment documents relating to national security . It is
in the organizational chain, the more progressive and the latest in a series of attempts by the Executive
successful the program. Beyond all doubt, the key to Branch to accelerate the availability of government
an effective program is demonstrated support from top information. S

departmental officials. Where lacking, implementation
of the order fell short . That the public’s right to know and the govern-

ment ’s duty to protect is a dichotomy has been
3. The requirement for departments to establish pointed out and discussed by many. Similarl y, other

and maintain active orientation and training programs related elements have been presented and discussed
for security personnel greatly increased the awareness , many times , points include:
interest and support of those working with the system
to achieve the goals of the order. Senior officials of S The concept of an informed citizenry is implicit
most departments recognized that security training is in the rights guaranteed by the first amendment.
an absolute prerequisite to effective implementation of
an information security system, as is true of any S A “popular ” government which fails to provide , S

system. information about its operations has been con~demned by the founding fathers and contem-
4. In general, the statistical reporting system estab’ porary officials alike.

lished by the ICRC proved to be an effective me-
chanism of internal control for the reporting depart- • The need for some governmental secrecy was
ments. Besides providing needed information to the recognized in the constitution itself , and has
IC RC, it provided departments with tools to identify been accepted by the Legislative and Execut ive
problem areas and take remedial action. True also for Branches since the early days of the republic.
security managers. However, there were problems with
some reports. The collection of data for the report of • The United States plays a dominant role in
classification actions was difficult and costly for most world affairs , and confidentiality is a prerequisite S

departments — particularly those creating many classi’ to most of the dealings the Federal government
fied items (e.g., DoD). A sampling system was author- carries on with other nations. Confidentiality is
ized for reporting purposes by the ICRC for such desirable not only to protect the interests of the
cases. The sample was exactly that. Classification abuse United States, but to create an atmosphere con-
and unauthorized disclosure reports also produced ducive to productive and uninhibited negotia-
problems. The committee’s definition of these terms tions among all parties concerned.
was initially overly broad and rec~ ired revision. Of
course there was some natural reluctance of depart- We can sum up by saying absolute openness is as
ments to publicize shortcominge. Further, collecting unattainable and unrealistic as absolute security or
some of the data required was not considered cost secrecy. But it is a goal.
effective by some departments, because their systems
did not produce requested data. Our base of experi-
ence should be helpful in determining the feasibili ty or
cost effectiveness of some reporting requirements.
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The lSOO for the Future 5. The Director of the Oversight Office will
have authority o classify ana declassify infor-

Dr . Gates has covered most of the significant fea- mation in any agency not only upon request but
tures of the new Order. I plan to concentrate on that in connection with on-site reviews and inquiries.
provision establishing the 1500 and outlining its re-
sponsibilities, 6. As did the ICRC, the Oversight Office will

cons der and take action on complaints and sug-
The Order states that “The National Security Council gestions from persons within or outside the
- - . shall provide overall policy direction for the infor- government with respect to administration of the
mation security program. The Administrator of General Information Security Program, and
Services is responsible for implementing the program
through an Information Security Oversight Office, and 7. As did the ICRC, it will report annually tn

for appointing a full-time director “subject to approval the President as to the status of implementation.
by the President.” Although the ICRC will be abol-
ished, the new Order provides for the establishment of It is my view that if the oversight body is to
an Advisory Committee comprised of representatives of achieve some measure of success in advancing the goals
selected agencies. This will provide a forum wherein of the Order, it must provide strong leadership and be
security problems common to many agencies may be actively involved. It must go further than accom-
fully considered within the broad base of experience of plishing the specific tasks outlined in the Order. For S

the various agencies. Further, recommended courses of example, in order to foster a viable Information Secu- 
S

action can be developed upon which the Director of nty Program, I believe the Oversight Office should:
the Oversight Office may act.

S Extend on-site program review coverage to
As contrasted with the ICRC, the scope of functions contractors and to activities outside the Wash-
and responsibilities assigned to the oversight office ington Metropolitan area.
have been expanded considerably. Some highlights are
indicative: S Expand on-site program review visits to in-

clude in-depth coverage of physical security
1. The Order tasks the oversight office to ensure and personnel security programs.
compliance. To this end the office is authorized
to conduct on-site reviews of agency programs as S Assist agencies in establishing ADP systems to
well as to require reports. This includes all agen- obtain more precise data for information
cies handling classified information. The specific security management.
mention of on-site reviews in the Order is new,
and we hope this fact will give the “reviews” S Develop information security education brief-
more clout. ings and training aids for use throughout the

Executive Branch.
2. The archivist of the U.S. acts on requests for
declassification of presidential material over 10 S Sponsor, assisted by the Defense Industrial
years old. If he denies a request the requestor Security Institute (DISI), information security
may appeal to the oversight office. This is very training sessions for use by all agencies in the
similar to our present appeals system. Washington Metropolitan area.

3. Agencies must publish implementing direc’ S Establish a repository of security education
tives as well as guidelines for declassification , material for use by agencies in the Washington
These must be reviewed by the Oversight Office Metropolitan area.
to insure conformance with the Order and the
imp lementing directive. The Oversight Office has S Work toward the establishment of a civil
authority to direct changes if necessary. service career field for information security

management.
4. A si gnificant new task for the Oversight
Office is the development and promulgation of S Develop basic security forms for standard use
directives for implementation of the Order, This throughout the Executive Branch,
could have far reaching effects with respect to
standardizing procedure. 
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S Develop and promulgate basic information We must all remember that the ultimate success of
secur i ty procedural manuals for use any program depends upon the motivation and dedica-
throughout the Executive Branch. tion of the individuals that work with it. Your help

and that of your security staffs is needed to make the
Now, accomplishing all these things is going to take system work, GET IN VOL VED, Contribute your re-

resources. The existing staff of the ICRC will prove a sources of experience and knowledge to the achieve-
S most valuable asset in ensuring a smooth transition, ment of a more viable program.

continuity and in providing the necessary “know-how”
to oversee the program. The rapport and the mutual Finally, let me state that establishing reforms in the
sense of cooperation that have developed between the area of classification and declassification is a slow and
ICRC staff and the agencies’ security staffs will also painstaking process. As we all come to appreciate the
help to make the changes introduced by the new Order need to establish and maintain a stable, deliberate and
less disruptive. However , in spite of the motivation and responsive program the results will be increased open-
expertise of the ICRC staff , the fact remains that an ness and better protection of that material that truly
expanded oversi ght role demands an expanded staff, requires it. Any retreat from the spirit of disclosure
My estimate is that oversight under the new Order will and access embodied in the new Order would only
involve at least 30,000 man-hours per year , which serve to further erode confidence in government when
equates to a staff of 14 persons. This is considerably we need it most.
larger than our present staff of 8, and considering the
present era of austerity there is a question about Questions and Answers
whether 14 will be authorized, But nevertheless, that ’s
what is needed. Question: During your reviews, did you find a need

for different rules for different kinds of material? For
In Conclusion example , presidential versus operational type papers?

All of us fully realize that the program goals pre- Answer: Yes, there is a definite difference between the
scribed by the Order will not be self.fu lfi lling. We all two, As you know the only request route for a presi-
know that goals are only achieved with effort and after dential paper is provided by the Executive Order , not
completion of specific tasks. In the months ahead, The The Freedom of Information Act. But, there is a prob-
ISOO will be defining the tasks that must be accom- lem with presidential papers. When a President leaves
plished to achieve the goals of the Order and will be office, the papers are assembled and sent to a holding
monitoring departmental programs to oversee full im- area or to some library. Many times agency records are
plementation. included as well. An agency record is required to be

under the Freedom of Information Act but if it ’s in a
The mechanisms that the ISOO will use to monitor Presidential Library, so you can come in only under

and evaluate agency compliance with the Order and the Executive Order. So, there is that problem.
implementing directive should not differ significantly
in nature from those used under E.0. 11652. There I believe the changes in the new Order will resolve
will be significant differences, however , in substance that problem. If the Archivist determines that a paper
and emphasis. Departments will continue to be re- that is in such a library is an agency record, he will
quired to submit statistical reports. However, these will forward that record to the agency for direct response
be simplified and streamlined to reduce paper manage- to the requestor.
ment costs and to provide more meaningful implement-
ation indicators. In anticipation of this need, the ICRC Question: An inaudible question was raised relating to
staff has begun a study aimed at developing simplified personnel clearances.
forms and at identifying meaningful reportable data.
The ISOO will continue detailed on-site reviews or Answer: A sizeable number of smaller executive de-
inspections of departmental implementation, but they partments or agencies do not have the trained securi ty
will be in greater depth. Some may be unannounced, people that a department such as DoD has, Therefore ,
These reviews have proved to be the most effective there is no program of substance established. We want
means of ensuring implementation, Through such visits to try to encourage people to think about their real
the office staff will learn of implementation problems requirements for clearances. I’ll give you a good ex-
faced by agencies and will be able to identify areas ample of the need.
where greater oversight is needed or change is required.

-
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We went to Civil Aeronautics Board where almost before a forum of this type, All of us are part of the
everybody in the agency had a security clearance. We security community . Each of us must periodically ex-
talked to management and found that they could get plain where and how we fit in the management picture
rid of 60 percent of their personnel security clearances , of our organization. Are we advisors — or are we
That is a substantial saving in money and the associ- enforcers? I intend to give you the benefit of my own
ated investi gative resources. It ’s not that either thp conclusions and show you why I think we are both, If
ICRC or the new ISOO is to be pursuing personnel you have read those articles , you may have drawn your
security per Se. own conclusions already. Before someone gets the im-

There is a different field that comes to mind, how- pression that enforcement has become the theme in
ever — records management. There needs to be a much DLA — just because I come from a Military Police S

closer tie between declassification and records manage- background — I hasten to point out the sequence in
ment. Let’s get rid of the mountain before one must which the terms are used. Advice first , enforcement
review, second!

Question: You suggested educating in the Washington Perhaps it would be wise to note that enforcement
Metropolitan Area with the help of DISI. Are you in the context of our various functions does not mean
trying to train on a national level so that those trained compel in the sense of inflicting punishment , imprison-
can branch out “and teach people in the field that ment, or death as some popular fiction stories would
work in both industry and government?” A matter I have us believe the term “Enforcer ” implies.
was discussing earlier.

Each of us practices enforcement in our personal
/~nswer: I think that ’s a very good question. We have lives. It may be control of household expenses , or
departments and agencies that are not staffed with setting deadlines for the youngsters on study times , or
people who have been involved with classified informa- perhaps ensuring that chores at home are accom-
tion. We want to give them at least some working plished. Normally, the mere statement of the require-
knowledge, and, yes, I think that once they are ment of guideline is all that ’s needed. With proper
trained, they can return to their agencies and improve motivation it’s rare that more drastic measures are
the awareness and understanding of others, needed. And so it is with our missions in the industrial

security field.

Let’s look for a moment at the four primary areas
we wrote about in the “Security Management” articles.

OLA —AD VISOR OR ENFORCER First, I’ll mention the job we ’re called on to do in the
Safeguarding of contract related Conventional Arms,

Colonel Jack G. Pruett, USA Ammunition and Explosives in the possession — or
Executive Director, Industrial Security, Defense under the control — of DoD prime and subcontractors.
Logistics Agency We survey these contractors to ensure that these items

are adequatel y protected to preclude theft , misappro-
As many of you may be aware , the April issue of priation or loss. Where deficiencies are noted the In-

Security Management, published by the American Soci- dustrial Security Representative makes appropriate rec-
ety for Industrial Security, contained a number of ommendations. Unless the contractor is required by
articles concerning the industrial security functions of contract to meet specific standards , our recommenda-
the Defense Logistics Agency. On its cover there tions constitute advice only. Compliance by the con-
appeared boldly the question, DLA — Advisor or En- tractor is then voluntary. On the other hand, if
forcer ~ standards are established in the contract and defi-

ciencies are detected, the contracting officer can in-
Apparently the caption caught the eye of your yoke certain sanctions for failure to correct the def i-

Program Chairman who asked that I elaborate on that ciencies. You’ll note that we in security make rec-
subject. A rephrasing of the question mif l i t clarify it ommendations and supply advice , the enforcement is
somewhat. Is the mission of the industrial security up to others.
element of the Defense Logistics Agency one of advice
and assistance or is it one of enforcement of require- A second area encompasses the periodic surveys our
ments? I’m happy to be able to address the question people conduct of critical industrial plants, known as
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“key facilities”. Here we are totally in the advisor role. How often does the enforcement role come to the
There is no enforcement in any formal sense of the fore? Once or twice a year? Daily? My best answer to
word. There is an external factor which could be this would be that it depends on what you wish to
labeled enforcement , of course. That is the pressure on label an enforcement. For example , there were two
management to stay in business, to be able to meet facility inspections resulting in unsatisfactory ratings
emergency conditions and to be able to provide their during fiscal year 1977. Hardly impressive to those
service or product when called on to do so. Certainly who are punitive-minded or equate success to number
OLA is not the enforcer here, of “punishments” meted out. Now the figures become

a little more impressive. During that same period we
The Defense Industrial Security Program is the third sent letters to management on 257 inspections where

area where both advisor and enforcer roles are thrust major deficiencies were detected. These letters left no
on us. In this program we attempt to assure the safe- doubt that we expected the deficiencies would be
guarding of classified information entrusted to Amer- corrected and we scheduled follow-up inspections. Ad-
ican industry by the United States and foreign govern- ditionally, minor deficiency letters were sent to
ments. The whole process starts when some govern- management on 5,129 inspections. Finally, 3,562 in-
ment or industry element says they need the services spections had deficiencies corrected on the spot. There
of some contractor , and those services will involve you have the facts and figures. There is one thing
access to classified information. Our first contact with though that might swing the balance towards the “ad-
a facility is completely advisory. We inform the con- visor” side of the scale — certainly so as far as DLA is
tractor of what is required to be cleared, what is concerned.
needed to maintain the clearance , and what the re-
quirements are for safeguarding classified information If one were to presume that our major thrust was S

or material . After clearances are granted, we inspect towards enforcement , one would not expect our con-
periodically to evaluate how well the contractor under- tinued level of efforts in the education and training
stands and implements the numerous safeguards and fields. Mr. Robert Green will elaborate on a specific
procedures required, Each of these inspections tran- high priority effo rt — the Defense Industrial Security
scends the advisory relationships between contractor Institute. One of the articles , that I mentioned genera-
and cognizant security office, and between the Indus- ted my topic, gave a brief insigh t into our efforts. This S

trial Security Representative and the people he or she year we are trying to revitalize the Education and
contacts. Three things are happening: Training efforts in the nine regions, and at the same

time invigorate the role of our regional Classification
S We check to see whether security measures in Management Specialist. In my view , these actions are a

effect are adequate stronger endorsement of my thesis than is the op inion
of a few who would have you believe that we ’re

S We counsel those with whom we come into oriented primarily toward enforcement ,
contact on either what ’s needed or confirm
that existing practice is adequate. My final thought on the question of whether we are

Advisors or Enforcers rests on the functional difference
S We identify deficiencies between security and law enforcement. Both have the

same objective S

It’s obviously the third item which gives rise to the
concept of enforcement. If and when deficiencies are S Prevent violations
discovered, counseling is ignored, and deficiencies re-
main uncorrected, then we move into the enforcement S Investi gate a violation, if one occurs, and
concept. In such a case, we advise the contractor ’s S

customers that major deficiencies exist and prohibit S Identify or apprehend the violator.
additional classified information from being furnished.
A more severe case could result in revocation of a I maintain that the difference lies in the choice for
facility ’s security clearance. These are enforcemen t emphasis among these three objectives. We in security
measures that we can take. On the other hand, there place the major emphasis on prevention before the fact
are different actions that can be interpreted as enforce- of a violation. The emphasis in law enforcement , be-
ment — prosecutions where violations of law occur, cause of limited resources , is investigation and appre-
placement on the debarred bidders list, and other more hension after the offense has occurred.
subtle forms of persuasion. 

—- —
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As long as I can influence the direction of our ever , the total in round figures runs approximately
efforts, we’ll continue to place our emphasis on advice 25,000 per year . When you then take only two unsatis-
and assistance — using our powers of enforcement only factory ratings from a group of such size , it ’s a rela-
as the last resort, tively inconsequential number and I think that our

people are doing a job. I believe the effort is mutually
Questions and Answers supporting.

Question: Colonel, considering what you might be able IMPACT OF THE NEW EXECUTI VE ORDER
to predict of the future for the classification manage- ON USER AGENCIES
ment specialist , will they increase their role, decrease
their role, or remain essentially as they are? Arthur F. Van Cook

Director for Information Security
Answer: That ’s a good question. I have a very con- Department of Defense
certed effort to completely staff the DCASR’s through-
out the country with dedicated CM special ists not As Mr. Cooke noted in his presentation , many pro-
responsible for other aspects of the industrial security visions in the new Order have been in operation in the
program. Not only in the classifcation management Department of Defense. Consequently, we believe that
arena , but also in the education and training arena and the Department of Defense will have little difficulty in
they are very definite formal programs. Some may not adapting to the new Order. Some agencies , as Mr.
be aware of some of the things we’re doing in the Wilson from the Central Intelligence Agency likel y will
Education and Training area; particularly in taking cover , may have more work to do. I will cover some of
road shows to the field. Several of you were in Califor- the known changes such as marking and our view of
nia when we ran our first Industrial Facilities Protec- changes in emphasis on, say, our educational and
tion Program, “road show” in Los Angeles . These are training efforts.
planned for the various DCASR areas throughout the
United States for the next eighteen months to two I plan to cover the highlights of the Order as we
years. The “road show” takes staff from Washington know it now and then address each as I think it might
and elsewhere to whichever area to present a course, affect the Department. Keep in mind, Mr . Cooke
We are increasing the number of such courses. Our commented, the Order is just a skeleton ; one hopes
greatest participation, for example , is in the informa- that the language will achieve the President ’s objectives
tion arena , as might not surprise you of NCMS. We are as set forth in Presidential Review Memorandum No.
hoping to be able to train more people still. I person- 29. Then also that the “gray ” areas in the order will
ally have strong feelings about education, including my be clarified when the implementing directive is ir’ued.
own staff. I get them out. They are not only on the
road constantly but also I keep sending them too to In connection with the directive , Mr. Wells didn’t
schools to enhance their education, emphasize that during its interim period before the

Going back to the basic question on classification Order comes into force on 1 December, functions
management; I believe you will find, in less than the required to be performed by the planned Director of
next 12 months, that we ’ll have a strong revitalized, if the Information Securi ty Oversight Office will be
you will, program in the field. In my view it has been performed , as the draft Order establishes , by the Inter-
neglected. I think the neglect is in terms of priorities agency Classifications Review Committee (ICRC). So,
as they’re placed upon us — resource limitations, if actions such as
you will. We ’re getting greater visibility, more interest S

in our programs, and I must say that the Director of S Issue of an implementing directive , with the
DLA, General Vaughan, and his staff have given us concurrence of the National Security Council,
strong support over the last six months to a year to and,
really push our program. We’re moving, we’ll get there.

• Review of agency implementing regulations
Question: Voice (inaudible).

will be a responsibili ty of the existing ICRC of which
Answer: Yes, in excess of 25,000. I started to mention Mr. Wells is the Executive Director.
earlier that there was a tremendous workload. I do
analyses and comparisons constantly, based on prior As I mentioned, we expect the directive will clarify
years but there are some gray areas that relate to and expand on some of the provisions of the Order.
certain types of contracts , “black ,” if you will. How-

-
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We expect further , that the DoD regulation will, in by a person with the appropriate level of delegated
turn, contain specifics on how the DoD will make fully original r’~-sification authority (i.e. , Secret or Con-
effective both the Order and its implementing direc- fidential ).
tive. Mr. Cooke has mentioned that we have already
started on our directive. We hope to have a draft for Under the new provisions , however , a/I security
circulation and comment shortly after determination classification guides — irrespective of classification level
on the provisions of the “NSC” directive , or duration of classification — must be approved at the

top secret authority levei. Now, whether this will have
All of the implementing directives /regulations will an effect across, the board in the Executive Branch by

be aimed toward achieving the Presidential goals as set requiring desi gnation of more top secret authorities for
forth by Dr. Gates as contained in Presidential Review that purpose, I reall y can ’t tell you at this point. We
Memorandum No. 29 of 1 June 1977. hope it will not. In the Department of Defense we

have something on the order of 417 top secret classi-
As Mr . Cooke and I have mentioned, our program fication authorities. It may be manageable merel y to

reviews in the Department of Defense — from the time require an original top secret authority to approve all
S the Order is si gned and until it becomes effective — guides in his area of jurisdiction; we ’ll have to see.

will be aimed toward education. People from my office Other than that facet , there is little change for DoD in
will visit industrial facilities and major commands of the requirements of the new Order affecting delegation
the Department of Defense solely with a view to of classification authority.
educating. That is to explain perhaps what the pro-
visions of the order are, what the provisions of the Classification Requirements
regulation will be, what impact those regulations will
have on facilities visited and will solicit comments Turning to the area of classification requirements,
from those activities , so that we can put out a policy The new Order establishes that classification is a two
that is reasonable. These will be our objectives and so step process and establishes classification criteria ,
our initial reviews during the time between signing the Within the Department of Defense that ’s been our
Order and its effective date will be aimed along these policy and procedure for some time. In fact , we have
lines with those objectives. Now let ’s take a look at classification criteria. It ’s not enough that information
the Order itself and discuss how its provisions might may fall within the classification criteria; but there
affect specifically the Department of Defense and de- must also be a specific degree of damage that can be
fense industries, related to the effects of an improper release of infor-

mation or material.
Classification Authority

The language of the new Order requires a showing
With respect to classification authority, the change of identifiable damage. Because of an established

is almost imperceptible. We will still designate the practice , there will be little perceivable change in this
authority in the Department of Defense as we have in area.
the past, and we’ll give that authority only to those
who have a need to exercise it. An element of change is the limitation on duration

of classification. There is a conceptual change from the
However , in connection with delegated authority, automatic downgrading and declassificat ion system as

there may be a change. In parts of the Executive we have come to know it. In what now must be
Branch there may be an increase in the number of top considered historical perspective , going back to about
secret classification authorities — I’m not ce rtain of 1967, I wrote an article in the National Classification
this, The reason this may be is a provision in the Order Management Journal which dealt with downgrading
requiring that security classification guides be approved and declassificat ion — a subject which we ’ll be
by a top secret classification authority. Previously in addressing tomorrow.
DoD, for example , if we were to develop a security
classification guide in which there was no exempted . In that article I was critical of the long period of
information category and which dealt only with infor- time that it took for things to go from initial classifica-
mation at the secret or confidential level in either the tion to declass ification . It was a 12 year time span
General Declassification Schedule (GDS) or Advanced between changes in those days. I was an advocate of
Declassification Schedule (A DS) it could be approved substituting for that system a more accelerated
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automatic downqrading and declassification process , they have , and how they may exercise it . Again , the
and it only took about 5 years to sell that proposal impact is educat ional . We will need resources. We ’re
f ir s t in the Department and then to the Executive going to need people in the education process to get
Branch , The concept is ref lected in Executive Order around and get the word out. That ’s been a problem in
11652. Over the years I have been a staunch supporter the past, it is in the present and will be in the future.
of an automatic downgrading and declassification sys-
tem. But reflecting now, there were , perhaps , un- Identification and Marking.
perceived faults. Consider the concept; the time-length
for Llassifica t ion was dependent on the level of c lassi- There are some new requirements in the marking
fication or the level of sensitivity of something as it process. Classified documents now must show an iden-
entered the system. If it went in as top secret , under tification of the classifier and also, when app li cable,
the existing EO 11652, it would stay classified for 10 the identification of the authority extending classifica-
years. Why ? Because the level of sensitivity as it went tion beyond a six -year period, as well as the justifica-
into the system was at top secret. If it went in as tion for such an extension. The Order provides that
secret , the duration of classification was 8 years; at that justification may be a citation of criteria which is

S confidential only 6 years. included in an agencies ’ implement ing regulations.

The duration of classification should not be solely There is a potential problem here both for agencies
dependent on the level of sensitivity of something at and the industrial community. For example , a citation
the time of its prepara tion. For example , something on a DoD document arriving at the State Department
that is top secret today could very well bc’ unclassified that the reason for the extension was criterion number
in two weeks — after the occurrence of an event. On four would be meaning less; similar perhaps to a “Clas-
the other hand, something which is confidential today sified by 00784” in our current system . What industry
may maintain that level of sensitivity for 20 years or would do in addition to citing their DD Form 254 5
longer . So, the duration of classification should be unclear. It is an area where clarification is needed in
dependent on the loss of sensitivity with the passage of the NSC approved ICRC imp lementing directive. A
time, not its initial classification. The draft of the new related facet of this problem can be found when con-
Executive Order eliminates that concept. Further , its sidering what to do about electricall y transmitted
requirements for citation of an extension authority at messages. Some solution for how this information will
the top secret level reduce the potential for unthought- be shown — to compl y with the requ rement — will
fully extended classification , have to be developed , or it could be a costly require-

ment.
Another comparison of DoD practices with the

expected changes established in the forthcoming Order Another marking potential found in the order per-
can be found by examining further the means by mits an originator to affix special dissemination or
which classification can be extended . In current DoD reproduction limitations. While new to the Order , DoD
regulations only a GDS or ADS decision can be made has had some brush with like requirements before,
by a person with ori ginal Secret or Confidential classi-
fication authority; anything requiring further protec- Prohibitions.
tion must be a decision of an orig inial Top Secret
authority. This is in accord, of course , with the con- New in the Order are prohibitions against classifica-
cepts of EO 11652 and its implementing directive. tion under stated circumstances. DoD has had similar
That, then, is not dissimilar to the p lanned six-year prohibitions against classifica tion , and I believe en-
limit, Extensions beyond six years, recalling my pre- forcing those prohibitions will not pose a problem .
vious comments , will require the top secret authority
(or the head of an agency). A difference noted pre- Derivative Classifications.
viously is that 20 years is the maximum for extension
rather than 30. Then, as before , only heads of agencies Tu r n ing to another new section , there is , for the
may decide personally, that fu rther protection is first time in an Executive Order a section on derivative
required. classification setting forth the requirements. As I just

ment ioned, I believe we need clarifying language in the
These two concepts are newly contrived and there ICRC directive to establish what marking is required

will be a learning process; we will have to get to the for a derivative ly classified or marked document. How
classifiers and help them understand what authority guides and DD Forms 254 would reflect extensions 
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and justifications is a potential problem that needs to Guidelines.
be solved.

Mr. Cook referred to guidelines that may be applied
Declassification and Downgrading. to 20 year old material. In  my opinion, there is not a

general understanding of the difference between guide- b
A provision in the Order encourages the delegation lines and guidance. Guidelines do not establish that

of declassification authority to the lowest practical certain categories of identified information are ce rt i f ied
echelon. This is not new but the language is more by the head of the Department , say, to require classi-
explicit and more forceful. I believe the effect will be fication out to 20 years and may not be automatica lly
to facilitate the declassification process when industry, declassified but must be reviewed at the 20 year mark ,
for example , is trying to find an authority to declassify Now, that is guidance for extending class ification of
certain information or material. We will try to place new material , but what also must be done is to
declassification at the lowest functional level. I per- prepare guidelines for the declassification of 20 year
sonally have tried to do that for sometime under the old material , which may be applied to material as it
existing Order without much success , The language of gets to 20 years. That guidance , it appears to me ,
the new Order , I beIi~ve , will permit us to get this job should be the antithesis of the classification guidelines ,
done. As a practical example , the Secretary of the used for declass ification .
Army could give an individual , at a low organizational
level , declassification authority over information in a The kind of a concept we ’re working on in the
part icular functional area. That person need not have Department is a single set of guidelines. I think it ’s not
classification authority. It appears to me that this will enough, as the Order now prescribes , that these guide.
be an advantage for the program in DoD. The policy lines shall identify specific categories of information
stated in the Order is that declassification shall be which are going to require review at 20 years. That ’s
given comparable emphasis to classification. Further , as not complete. That ’s a guideline to extend class ifica -
ment ioned this morning, there is the introduction of a tion, but we have to build into that guidelines for
“balancing test ” in the declassification process — I declassification as well which will be applied when we
won ’t dwell on that, hit that 20 year mark. We hope the point will be

clarified in the ICRC directive.
Systematic Review.

Foreign government information.
The provisions of the new Order have an impact on

government agencies. I might comment that when this As you may not know this category will be
Order was being drafted — in its very early stages — exempted from the 20 year automatic declassification
people at the National Security Council level , White or review provisions of the Order . That information
House staff level , were made aware that moving to a w ill not need to be reviewed until it reaches its 30
20-year declassification concept, versus 30-years , was year mark and then may only be declassified in
not “free.” In the Department of Defense we esti- accordance with guidelines jointly development with
mated a cost of about a million and a half a year with the government concerned.
some 80 people needed. As I say, that was made
known “up front ” very early in the game. If the Mandatory review for declassification.
resources and money to pay for them are not availab le ,
the job can not be done. It’s as simple as that, With In the new Order there is no timeframe or limita-
that in mind, the Order will , in fact have a 20 year tion, with the exception of Presidential material which
rule. We have to hope that resources will be made Mr. Wells addressed. However , as you know , people
available to get the job done. It ’s true that there is a can now ask for review under the Freedom of Informa-
10 year phase-in authorized to get to the 20 year tion Act of information only 10 minutes old. We don’t
review stage. However resources are needed and one anticipate any great change to be caused by the provi-
hopes that one will not face the “Take it out of your sions of the new Order, The language was intended to
hide ,” syndrome. If we have to take it out of our hide, conform with the FOIA,

S we must recognize that there will be much more
“seek ” than “hide” and the job is just not going to be
done.
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Downgrading. that, The Information Security Committee was men-
tioned by Bob and, of course , that Committee now as

The Order only provides that if downgrading is contrasted with the ICRC , is in an advisory role.
appropraite , do it. There ’s no automatic downgrading
provision in the Order. We ’ll be talking about down- Responsibilities of Agency Heads. I think you’re
grading tomorrow but there s no real v~tlue to down- most interested in these, A most important one from
grading,~ although there are certain exceptions , your point of view is that the Order makes it man-

datory that agency heads assure the issuance of
Special access programs security classification guides.

These may be created or continued only by agency DoD and DoE have been in the business of working
heads. After a five-year timeframe they ’ll automatically with guides. On the other hand, agencies like CIA ,
terminate unless they meet certain criteria prescribed State and others, have not been. In my opinion, the
in the Order . This, I think, is helpful to us in the most difficult kind of guidance to develop is in the
Department of Defense. We ’ve got an awful lot of areas of intelligence, foreign relations, and operations,
compartmented information and the compartments Scientific and technical we can pretty well get a handle
should be reviewed. There are special access programs on and develop security classification guides ir. those
that have been in being for years and probably there is areas that are meaningful . In the intelligence field,
no current requirement to continue some or many of foreign relations , and the operations end of the
them. So, it is desirable to examine these things and business , they ’re more difficult , I know there ’s going
see whether they meet the criteria of the order; if they to be a great impact on other departments in the
don’t discontinue them. There are some exceptions to Executive Branch with respect to getting out and
the automatic five-year termination procedures promulgating security classification guides.
specified in the Order. Those exceptions cover pro-
grams involving foreign governments and international Under the new Order as in the old, the department
organizations. heads are required to desi gnate a senior official who

will be responsible for program implementation in the
Access by historical researchers. These categories department and also a senior offic al to chair a depart -

including access by former presidential appointees mental committee which will be formed to listen to
appears to have no substantial change. There is a pro- suggestions and complaints concerning implementation
vision in the order which puts some controls on repro- of the order. So, there is essentiall y no difference.
duction, however , I see no important change. A

• difference to be noted is that this is now in the Order Agency heads are required to have a security educa-
rather than in the directive as it was before. tion program and this, as I mention is going to be our

biggest effort after the Order is signed. As those of you
The Information Security Oversight Office. This has who were around when the other executive order were

been covered by Mr. Wells and I will touch on only a issued, that was our biggest job was to get the people
couple of points that will cause some change for DoD, educated as to what the new ballgame was all about.
There are Many responsibilities given to the Informa-
tion Security Oversight Office and it has to be ade- Safeguarding practices are required to be reviewed
quately staffed, and those which are duplicative and Cost ineffective are

to be eliminated. I hope that in reviewing these things
An impact on expanding that staff , of course, will we do in fact eliminate certain double standards t~ at

be that we ’ll have more program reviews and more we have between defense and industry and I think
visits . From the point of view of DoD, we don’t we ’ll be working on that and giving that a lot of
believe we need a whole lot more , but we welcome attention in the days and weeks ahead.
those because good things come of it, and they are all
designed to improve the program and we ’re all for So, in summary, those are the provisions of the

Order. I believe it will be an education process. I think
that the education is going to focus on the new con-

Ed. Note: It happens that shipping and mailing cOSt5 cept of classification guidance — new outside the
for either material or documentations , respectively, are Department of Defense — and on downgrading and
valuable. declassification to bring about more openness in

government.
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Questions and Answers that you should take a look at it and apply the current
guidelines or guidance.

Question: Will we have to examine and remark current
ma~eriaJ~ Question: Will Restricted Data and Formerly Restricted

Data still be exempt from automatic downgrading’
Answer : There will be nothing in the forthcoming
Orc er regarding retroactive provisions, What I mean by Answer: Yes. There ’s nothing in this order that will
th; t is there ’s nothing in this Order, and there should interfere with or be contrary to the provisions of the
‘~~t be in the implementing directive , which will bring Atomic Energy Act of 1954.
about a review of current files to change downgrading
or declassification determinations. That never works. It Gene Wilson
just does not work and we might as well recognize that Information and Privacy Coordinator
up front. So, we take it from this day forward and if
something is already marked for automatic down- Some of you may remember that two years ago
grading and declassification , let it run its course. Let it when I talked to this group, the business at hand was
go, but don’t try to reach back and resurrect docu- freedom of information , the agency ’s difficulty in re-
ments for review for earlier downgrading and declassifi- leasing information , and the bitter pill that it was .
cation . It just won ’t come about but there’s We ll , since that time we ’ve averaged 65 to 70 requests
nothing in this order that will make us do that and a week — every week — going out to the public. Most
there will not be anything to my knowledge, in the of that material had been previously classified material.
implementing directives that will bring that about. I There has been so much material that has been re-
just think that’s wasteful , leased to the public that my agency now refers to me

as the guy who sells yesterday ’s secrets for ten cents a
Question: With reference to your answer , is it not page. I find that when I get on elevators in my
possible that implementing instructions would result in building everybody else gets off .
the generation of new classification guides with differ-
ences in downgrading or declassification actions which I haven ’t really been part of the group in Washing-
would affect documents in storage? ton that ’s been putting the new Executive Order

together , so I thought I would take the approach as to
Answer: I think the new provisions of the Order will how I as a manager in an agency with a high per-
certainly forc° a review of security classification guides centage of very sensitive and classified material will
and bring them into line with the changes, but from react to the new Executive Order , Therefore , I felt it
the effective date of the guide forward. Not to require was timely to go into the draft in great detail with the
people to retroactively apply those classification deter- people from CIA who have been working on it. I
minations to something that’s already done, decided to take the approach of color coding the new

Executive Order. I identified some things as green and
Question: Let’s assume that I have a document here green is go. Its good. Some things are red, which
that is scheduled under the present declassification means a problem, and some things are gray, which
schedule for declassification in 1980. The new Execu- means it will take months probably for us to really
tive Order and implementing instructions result in the decide about. Let me start out with the color coding,
publication of a classification guide which will de-
classify this same information in 1979 instead of 1980. GREEN — In going over the Executive Order it
Is it not then permissive for me to remark this? appears that those sensitive things within the CIA that

must remain sensitive will be able to be protected,
Answer: Permissive , yes, and I think that our pro- Primarily of concern to us is our protection of in-
visions in the Department of Defense would be that if telligence sources and methods. We ’ve been able to
that document is removed from a file for use , that protect those throughout the FOIA battles and it
would be the time to do it. What I’m getting at is that appears that the new Executive Order will continue to
we shouldn’t have anything in our implementing direc- permit us to protect all of our necessary sources and
tives that will force a review of all previous docu- methods. An intelligence agency without intelligence C

mentation for purposes of taking that kind of an sources is not an intelli gence agency.
action, If a document is removed from a file for
whatever use is going to be made-of it, that ’s the time

-— -S--S—- - -- — -S——--- --— —-----,-— . --S-S -&— -- —--S ~~~~~~~~~~~~~~~~~~~ - -- - -



-- ,- --- -~~~~~~~~~~~
-S—- .—-—-S --S —

~~~~
- .-

~~~~
- - -- S

25

RED — Declassification review after 20 years; the red GRAY — Declassification after 20 years on an item by
aspect here is volume. If the classified documents that item basis. I go back to an earlier concern . Although
we hold within our agency — from 1947 when we we have those seven stacks of documents sitting next
were a new agency until 1951 — were stacked next to to the Washington Monument , once we get into the
the Washington Monument and equal in height, it early 1950’s we find that the volume of records within
would result in seven stacks. Now, that means someone CIA tripled for the next few years. It ’s a volume that ’s
is going to have to go through document by document , almost incomprehensible in terms of going through on
in some cases page by page, to make sure the informa- an item by item basis , particularly when you know

S tion is not provided by a foreign government and that many of those documents are documents that you
requires protection for a period of time. So it ’s a w ill still not be able to declassify after 20 years.
tremendous review process. It ’s a review process that
has now been started. We have thirty people engaged If you recruit an agent at the age of 20, he may
in it full time. In a few more months we’ll have forty still be working tor you at the age of 40. That is no
people working full time going through these docu- time to declassif y a document and burn him some-
ments, These are not and cannot be brand new people. place. This has already imposed an incredible burden
They must be experienced agency people who can (and expense ). A good example of the burden I cited

- identify the true sources and methods that we have to earlier; we now are using 110 people in the agency to
protect. handle FOIA reo’iests. Soon we will be using 40

peop e for 20 and 30 year declassification. That ’s 150
GREEN — It appears that the new Executive Order people. We do not have even one individual in the
will permit those lower level employees within the agency who’s a full time classifying officer . So at
agency who write classified documents everyday, to times , I feel that perhaps the cart ’s ahead of the horse.
have classification authority and continue writing those
documents in a classified manner . GREEN — The requirement for a mandatory review

within a period of time is, I think , essential , I believe
GRAY — Who really is going to be responsible for it ’s good “open government ” to be able to establish
implementing this new Executive Order? The Office of some period — some reasonable period — of time in
Management and Budget wasn ’t too exicted about it. which one must review documents. Otherwise , there ’~ a
Possibly it will go to the General Services Administra- tendency for the bureaucracy to automaticall y stamp a
tion, but is there expe rtise in GSA to manage some- documert that will keep it classified for an indefinite
thing like this or will the management of this fall back period of time and I don ’t think that should happen;
into the process of appeal? Will the National Security even in an intelligence agency.
Council be the one that takes up the ultimate manage-
ment? It’s a gray area for me. I’m going to have to Another point that may help is that providing
find out as we go in time. guidelines may well provide a Green since guidelines

even within a small agency like the CIA , will generate
GREEN — This basicall y is an area where I think the considerable activity in reviewing what the classifica-
agency has a lesson to learn from the Department of tion process is. And, the people on the operational side
Defense. Derivative guidelines, derivative classification , probably are going to have to write a set of guidelines
I find two aspects in derivative classification. One and the people on the production side (the analysis
aspect is traditional derivative classification where an side of the intelligence business) are going to have to
analyst is reviewing material , he ’s rewriting material, have guidelines. There is an automatic training process
he’s editing material that ’s coming from a sensitive involved here because in order to establ ish guidelines
source. That document that he’s using is a base of his and to have guidelines properly approved , means that
information already classified. He will be able to use where there is very little attention now on classifica-
the classification from those source documents to carry tion problems , there will be considerable attention , and
on into the document that he’s creating. He needs I think this is good. It ’s positive,
that.

As a personal recollection I, as a classifying officer
The other aspect of derivative classification is that for 10 years , remember that the extent of my classi-

of guidelines in which a top secret classif ying authority fication knowledge was how many rubber stamps my
will provide guidelines to other agency employees that secretary had; and I think knowledge needs to be
will guide them and give them the authority to retain expanded rapidly, and the new Executive Order will in
the classification on those things that have to remain a sense force that — that conscious decision — deciding
classified. 
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whether that document is classified or is it not just started doing paragraph marking about six months
classified? If it ’s classified , why is it classified? ago, This change is difficult; principally because when

one has been thinking about classification on a whole
GREEN — The identification within the Executive document basis , one has tended to ignore and not
Order , the documents originating from a forei gn consider a given paragraph. However , when you’re in
government will retain that classification , This has been the FOIA business, you like classification markings .
a continuous problem with us. In terms of our rela- Besides, I think marking is mandatory and it reflects
tionships with a number of foreign governments, we desirable progress in a needed area.
have a large list of complaints from other foreign
governments over the inability of the United States to GREEN — The balancing test. Believe me, from the
maintain their secrets. Serious concern raised, par- Freedom of Information Act I have learned the
ticu larly in the intelli gence field. We ’re finding this balancing test the hard way. A good example , to give
more and more being raised in the business of freedom insight, occurred last Thursday . I spent all of that day
of information requests — where you’re releasing infor- preparing for a 10 o’clock Friday morning court; to
mation that you thought you had gone through and defend the fact that we cannot give out information
you thought that you had removed all the details regarding a Russian defector. After spending all after-
which would pinpoint who the source was or is. noon prep~.ring to testif y and say, “Sir , I can’t answer

that,” the judge threw out the case by 5 o’clock on
Confidential classification in the new executive Thursday. Sometimes it gets close. S

order will now require identifiable damage. I think this
is a execellent process . This is a good green light. The balancing test is good. FOIA provides to some

extent a balancing test on the judicial side. This is
All appearances from examining the drafts of the good. Admittedly there are some judges who may not

Order suggest that the number of classified documents be the most expert in making such a decision, but the
will not change much. At least as it relates to our process is good. The process says an agency who wants
agency, I do not find any portent of dramatic changes to defend whether a document is classified has to
in the number of classified documents, conscientiously prepare an affadavit , go into court ,

showing why that document must be classified , and
The change in the number of classified documents why it must be protected. I have found that when one

as far as we were concerned was dramatic after si gns an average of two or three affadavits or inter-
EO1 1652. Prior to that time, there was a tendency to rogatories in a week , one does a thorough and serious
classif y automatically. EO1 1652 did make significant balancing test; it is a worthwhile procedure.
progress in forcing individuals who do work with
secrets everyday to consciously think again about a A problem in context of FOIA that concerns me is
given document, It is classified or is it not classified; if the backlog. When I left Washington , we had a backlog
so, show why it’s classified. This should continue of 2,900 unanswered requests and a law on the books
under the new EO. that says you will answer within 10 days. That ’s about

S a year ’s backlog. In the appeal process, through which
RED — It’s almost impossible for a CIA classifier to you go in judging documents, we have a backlog of
identify a date of automatic declassification. Much of about 300 appeals — that ’s about 2-1/2 years backlog
the classification within an intelligence agency depends with our present staff of employees, reviewers , and
on the source and that source may require continua- lawyers. We have been invited into court on about 115
tion of a protection for a long period of time. Even cases. Of the 30 cases that have been resolved we have
though the agent no longer works for you, you have won. We have been able to defend the fact in court
an obligation to protect him as a source for an in- that the documents do need to remain classified and
definite period of time; because, if you do not protect that are identified as classified. Also the courts have
your sources and agents today, you will find it uniformly upheld the need to protect intelligence
difficult to recruit them tomorrow. Remember that the sources and methods.
human source in intelligence is a vital part of intelli-
gence community. GREEN — The fact that the Executive Order recognizes

that there are times in the life of a government agency
GREEN — Mandatory paragraph marking. I put a green when you can neither confirm nor deny the existence
light on that. Even though the earlier Executive Order of records is good I have ~ und that this is a valuable
requested it, I found that CIA kind of ignored this; we tool, a valuable tool in the intelligence FOIA process.
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When someone comes in and asks , “Is Sam Jones an live with. The positive aspect is that we ’re going to
agent for the CIA?” I can write back and say, “We will have to focus attention again on what we ’re classifing
neither confirm or deny.” This would protect Sam — move away from an automatic process and go back
Jones if he were an agent. The difficulty with some- to a through process.
thing like that is that ‘I quite frequently will get letters
from Suzie Smith in Lower Podunk who says, “The The review process and the reduction in permissible
man across the street looks kind of strange and there- time during which an item may remain classifi ed from
fore I have come to the conclusion that he must be a 30 to 20 years , poses a few problems. Parenthetically,
CIA man.” If I write back to Suzie and say, “I can in semi-jest , I wonder wherther there will be anything
neither confirm nor deny,” I’ve set the man up as you left to declassify in 20 years what with the increase in
can imagine, the number of FOIA requests. In connections with

compliance with the Executive Order on declassifica-
But such a capability and authority is necessary. We tion and compliance with the requirements of the

have requests from such as the New York Times on FOIA one notes that it ’s rapidly becoming an expen~whoever may have been associated with them and us. sive proposition. I would hope that as we proceed with
And from various colleges regarding faculty-CIA all this, that the public becomes aware of the fact that
associations or student-CIA associations , as well as it ’s costing the taxpayers a lot of money. What Con-
many others. We need to be able to maintain con- gress projected in the FOIA to cost the first year in all
fidentiality, possibly even a covert relationship with a of government was in the neighborhood of $500,000.
person who is assisting CIA and the government. Last year CIA’s costs in salaries alone were over 2

million. The Department of Justice expended some- S

GREEN — Special access programs, I think this is a thing like 14 to 15 million. Department of Defense
green light because it identifies that there are special was well over 4 or 5 million. It ’s a very expensive
programs that do require an extra particular attention thing.
to the classification. I think the 5 years renewable
clause is a good one. I think that requirement does When an individual writes a letter to me under the
make it necessary to think further about particular Freedom of Information Act, it is costing the taxpayer
programs, an average of $540 per request. It ’s an expensive

proposition to locate documents in a compart-
GRAY — The Order draft forbids reproducing a top mentatized agency and to review those documents with
secret document with some exceptions. I can picture enough expe rtise to make sure you are not giving away
the head of my agency picking up a top secret docu- any information that must be protected in the national

— ment from the White House, coming back to CIA with interests.
the requirement to implement some action which
might require going off in seven directions at one time. Before I conclude I might comment on some other
I find it hard to imagine his secretary not going to a aspects that I think we need to look at, The new
Xerox machine and starting the process. I just don’t Executive Order is concerned with making information
know how that will work. available to the public and in being open. I believe, on

the other hand, that we have to tighten up some other
GRAY — I find there is some dovetailing but there’s things. Of very serious conern to the agency right now
still some confusion to resolve as between the classifi- is the rapidly increasing number of people who have
cation/declassification procedures and requirements of worked in the intelligence community who want to go
the new Executive Order and the Freedom of Informa- their way and want to do it by writing a book and by
tion Act. At times it seems like one is getting it from violating the secrecy agreement. Court decisions, as in
both sides. As I go into FOIA and as the requests kept the Snepp case for instance , are being watched closely.
coming in, we noted a slight drop in the early 1977. I would hope as we build the new Executive Order and
We thought there ’s a light at the end of the tunnel. It as we are open under FOIA , that the Congress will
turned out to be an on’rushing train with more re- become aware of what laws may be needed to protect
quests. So the relationship between the two is a gray some things.
area from my point of view.

Another aspect to consider is that even the new
These are some of the areas that I have viewed in Executive Order still tends toward classif ying informa-

my color coding. What is the bottom line of the new tion in a world war period. Perhaps we ought to look
Executive Order? It is an Executive Order that we can at some things that may need protection where foreign 
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policy or national defense are not related. I have out some of these problems. But, the privacy and
several good examples of the kind of things I mean, freedom issues in Congress are very emotional ones,

and the trend today is for still more openness and I
For example, the FBI released under the Freedom think that ’s the basis for the Executive Order is more

of Information Act — because they could not protect openness.
it — the Agent Handbook, “How to Catch a Bank
Robber.” The requestor was an inmate at Box 1000, In summary, I think the bottom line represents
Marion, Illinois. Fortunately, the warden intercepted it. progress in the new Executive Order . It also represents
Needless to say, there was one very mad warden , considerable difficulty for an intelligence agency that
However , it has been released and 25 or 30 copies, needs to protect an awful lot of intelligence assets. It
have gone basically to various federal penitentiaries will be, for us, a matter of learning to cope. When you
around the country. come right down to it, ours is a free and open society,

and I would be concerned if it were not. So the fac t is
The CIA received a request for a document, “Ten that we have to learn within CIA , for example , to

Ways to Murder an Individual Without Leaving a Trace adjust to an open society, even with the obvious dif-
of the Cause of Death.” Now, you would say you ficulties it poses for us. I think we can do it, and will
wouldn ’t give that out, certainly wouldn’t give it out continue to work towards its furtherance.
to your neighbor. The document turned out to be a
1952 or ‘53 document that was submitted to the THE NEW OD FORM 254
agency in case we needed it for some reason. On
examination if was found to be essentially chemical Marilyn Griffin
formulae that any good graduate chemistry student Naval Coastal Systems Laboratory and
could come up with; it’s 22 years old; and it doesn’t Richard G. Butala
qualify for classification. We had to release it. (Ed. Hughes Aircraft Company
Note. It was learned subsequently that the request was
acutally denied on the basis of a potentially adverse Summary of Presentation
effect on the public. CIA was uncertain of the out-
come.) Things like that bother me to have to put them Ms. Griffin covered salient points of change calling
in an envelope and mail them out to the public. We especial attention to a few of the numbers needed,
have a number of FOIA requests for documents on what they meant , and where to find them. They are as
how to develop certain explosive devices, techniques follows :
from World War II , guerilla type warfare. These are
things that I think we ought to be protecting, too. P1/N  — Procurement Instrument Identification
There are not too many laws or too many ways to Number. This six character , alpha-numeric designator
protect the release of such information. The Drug identifies the user agency of the Prime Contracting
Enforcement Agency tells me that one third of all Officer. It is the first part of the contract number
their FOIA requestors are drug pushers and they’re found in block 3a. The catal og of these numbers and
afraid they ’re going to lose some of their agents some which agency is represented by them is contained in
day because of an FOIA request. Annex N of the Armed Services Procurement Regula-

tion. An example is N000 19-identifying the Naval Air
There was another the other day in which an in- Systems Command of the Navy Department.

mate of a federal penitentiary wrote and asked for the
blueprint of the penitentiary. The first government FSC — Federal Supply Code. This number is newly
agency turned him down. The second one sent them, required and is five characters ; numeric for a manu-
We had another very mad warden, facturing facility and alpha-numeric for a non-

manufacturing facility. The number to be used on DD
We recently compiled some information to go to Forms 254 is the one assi gned by DISCO and is con-

Congress suggesting some amendments to the Freedom ta m ed on the mailing label used in transmitting the
of Information Act because of some loopholes, as we Industrial Securi ty Manual and the Industrial Security
viewed it, requiring release of more information than Letters (there are facilities having more than one FSC
we really believed appropriate in certain areas. We number). One should ask for the number when re-
can ’t meet the FOIA time deadlines. 0MB could give questing verification of facility clearance or from the
us no encouragement so we have gone in to Congress company/organization when written , telephone, or
in our annual report under FOIA and privacy pointing personal contact is made for any reason. Record it for
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contractors with whom you do business regularly. Mr. Butala noted that all concerned would need to
There is no available con~oIidated list, put on their “Cooperative hats” and that with those

no insuperable problems would exist. At the con-
000AAD — Department of Dek ise Activity Address clusion of his remarks , Mr. Robert Green, from DLA
Directory . This numbe. should be included on any offered a few comments regarding its need for the FSC
newly issued DD254 in its proper place (item). If it and DoDAAD numbers. He noted also that they were
is not it can be learned from the published Directory discussing instructions (he said that it was unfortunate
available through DDC as DoD4000.25D. (Ed. Note. that none were distributed when the form was issued)
However , if the u~~r agency has failed to include the to user agencies and the form in which they should be.
information in their DD254 to you, let then worry He said that there would be an Industrial Security
about it; note “Not Provided” ii block). Letter out soon that would explain further some of

the aspects on which questions had been raised — both
It is recognized land complained about by some) from the user agencies and contractors. He commented

that these numbers are not related to classification that the instructions also could go into the Industrial
specifications. They are related , however, to the Security Regulation (Ed. Note. one would assume they
management of the system with computer aid so that , should) and it is binding on all agencies participating in
eventually at lea~,t , a contractor need not be the industrial security program. He finished his remarks
embarassed by havi -J to ask for an update of the by noting that the last item for potential instruction
DD254, for example. The system, as one understands was a re-issue of the handbook on writing classification
it, should help the contract or despite the minor guidance — done initially “during the George McClain
bother of adding some numbers to his sub-contract — Don Garrett regime at OASD.” It is being con-
forms. sidered also as a nucleus for instructions on the proper

use of the 254. He closed saying that one should view
Then Mr. Butala highlighted some of the other the new DD254 as an evolutionary process and that

changes with example of a DO Form 254 that Hughes they expect to have all the information needed to use
Aircraft might prepare. Among them were: it properly available in the near future.

• The respect ive paragraphs have been THE SIGNIFICANCE OF CHANGES TO THE
numbered differently from the old 254 be- INTERNA TIONAL TRAFFIC- IN-ARMS
cause of the decision to number the “Date to REGULA TIONS-
be Completed” column as number 4 .

Bernard Femminella
• The access requirements have been elaborated. Director , Office of Munitions Control

I P0 (International Pact Organization), Special
Compartmented Information (SCI), and Clas- Introduction
sified Automatic Data Processing (ADP) are
included and defined in Change I to the In- The Office of Munitions Control of the Department
dustrial Security Manual. of State, is tasked to control the export of arms ,

ammunition and the implements of war , as you know .
• A signature requirement has been added to a As you will remember the authority to do so is the

certification statemont that “guidance is ade- Arms Export Control Act which was passed in Juitie of
quate and current.” It is expected that the 1976 and under the legislation we promulgate the
person really coordinating classification will International Traffic in Arms Regulations ( ITAR ) .
be one who’s name will appear and who will
sign, (Ms. Griffin had commented that she The Office of Munitions Control is not physically in
would hope that it would be, for examp le, a the Department of State; it ’s in Arlington. There are
Security Classification Manager so that the about 29 persons to manage a kind of a mass produc-
guidance could be coordinated), tion of license applications of all kinds. About 26,000

actions were processed last year , covering exports of
• A decision on the form in which guidance is hardware, technical data, temporary exports . advisory

to be, is required. Providing it separately — as opinions and all of the transactions that you all have
in the case of classified guidance, for instance, with us.
is recogni7ed and included in the preliminary
statements /selections.
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What is it that we control? We might remind our- when we get those things strai ghtened out, then maybe
selves. The term arms , ammunit ion and implements of we’ll get a new munitions list on the street and then a —

war is kind of amorphous; one needs some fu rther new ITAR.
definition of what such things are . The definition is
found in the U.S. munitions list , as you are aware. It ’s The lIAR •

not a catalog of things you will recall. Rather it ’s a list
of categories o f things. So that start ing with firearms , Now let ’s talk to the ITAR. It starts off with the
it means a/I firearm s — from target pistols right up to munitions list and then in the next chapter talks about
su bmachine guns and machine guns. The same holds, reg istration. Everybody in the United States who
of course , for combatant warcraft , aircraft , any manufactures or exports an article on the munitions
military aircraft , etc. list must register with the Department of State and

reg istration requires payment of a fee. This require-
We are at this moment in the process of updating ment poses a small problem. Many business people in

the munitions list. I believe it was last fall , we sent out the United States who like to do business don’t like to
a flyer saying that we were going to update the ITAR be “licensed” as they view it. It isn’t the fee — it is
and the munitions list. Some of you, at least, would very small, as you are probably well aware; about $125
have seen it. We are still in process on the updating. a year . The only purpose in the requirement is to
Such matters take a substantial time to complete. You produce a list of businesses that are registered. The list
readily recognize that policy — as, for examp le, Presi- is established because the Mutual Security Act of 1954
dent Carter ’s announced policies — cause questions to (the “Munitions Act ”) established a requirement that
arise. Another aspect of that point is that the Execu- there be one. I’ve been with the Office of Munitions
tive Order that establishes the responsibilities of the Control for three years now and we do nothing with
various government agencies in this field requires that the list except maintain it and certainly nothing that
any change to the munitions list shall have the con- would cause any reluctant business person to be con-
currence of both the Secretary of Defense and the cerned, When something is added to the munitions list,
Secretary of State. obviously every manufacturer of the item in the

United States must register with us. This is another
Another point for recollection is that nothing manu- factor holding up the publication of a new ITAR.

factured in the United States — whether an aircraft
carrier or a jar of peanut butter — can be exported Part 123 of the lIAR talks to the licensing program
without some kind of a license. If it ’s on the muni- and it lays out very clearly what you have to do to get
tions list , the Department of State controls and a license to export either hardware j r technical da a.
licenses the product. If it’s not on the munitions list , One of the newest things that the Carter Administra-
its export is controlled by the Department of Corn- tion added to the lIAR was the requirement for prior S

merce. approval before you can make a presentation or
proposal to induce a sale for 7 million dollars of

As some of you may not know, the Department of significant combat equipment for use by a military
Commerce has two kinds of licenses. They have what force abroad. That ’s practicall y the whole regulation
you call and it’s all one sentence. I’m told that many of you

face problems in that area. However , no two com-
• a validated license (which is indeed a piece of panies have exactly the same problem so there are S

paper) and, essentially no general suggestior,s to make. Probably
this requirement will be the only new addition to the

• a general destination license, licensing section we ’ll do except to do some smoothing
of language in the ITAR .

The latter is nothing more, in effec t, than a list of
things that can go to almost any country in the world Part 124 deals with technical assistance agreements
without any kind of a license or a piece of paper, and manufacturing licensing agreements . In the last

year, within the government itself , we have become
As a consequence, if we take something off the much more stringent about licensing or approving

munitions list , it has to go on the Commerce list, So, manufacturing licenses agreements. In May 1977 the
one of the problems that we ’re facing right now is; President ’s policy statement said that there would be
where does what we take off the munitions list fit into no co-production of significant weapons. The excep-
the Commerce list? There’s a lot of hang ups there and tions, of course , were the NATO area, Australia , Japan,

~
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and New Zealand. As a result , we find that in the last haven ’t paid a commission unless it ’s $100,000, and if
two fiscal year quarters we have had to reject many you do, you must disclose that. Further , if you pay a
more requests for licensing arrangements and it looks commission to a fellow abroad, he must disclose to
like that ’s going to be a trend. Your past president, you and you to us whether he’s bribed someone — and
Mr. Richardson commented that it ’s difficult to do we get such reports, That ’s because there ’s a very
business in the present climate . It ’s quite possible that interesting point here. There ’s no rule against paying a
this policy, affecting co-production or what you call bribe but you’ve broken th~ law if you don’t tell us.
the licensing agreements, is the problem behind his
comment. It appears , however , that there will be fewer Futher on that point, at the end of every quarter
and fewer approvals in the future, the law requires that we inform the Congress. So, we

take the disclosures , package them neatly and send one
Section 125 of the ITAR covers the exchange of copy to the Speaker of the House and the other copy

technical data. All of you know that the term “tech- to the Chairman of the Foreign Relations Committee.
nical data ” is a very, very broad term and covers We ’ve been doing this now since December of 1976.
in formation regarding items on the ITAR. A license is I’m not sure that anyone has yet been called to task
required. You can’t discuss technical data outside the about any such disclosure, but that fact notwith-
United States nor in the United States to a foreigner standing, that is the regulation and the law. One can’t
without a license. No change in that section is contem- count on there not being any questions in the future.
plated.

Commenting on the disclosures , I have found in the
The newest section of the ITAR that you might last year or so that people are over-cautious. Company

find interesting is that on enforcement procedures. A X will report that they have paid no political contribu-
violation of ITAR , under the Arms Expo rt Control tions but they did pay John Doe in “Country A”
Act, was a criminal offense and penalties were on the $5,000. They didn’t have to do that; the requirement
order of $100,000 fine and two years in jail — that ’s is that they report $100,000. What happens when one
for willful violation of the ITAR. Well , it’s very reports a payment of any sum one triggers the section
difficult to establish willfulness. Many people may do of the rule that requires reporting what John Doe in
things in good faith but nonetheless violate the ITAR. “Country A” did with the money. If the report merely
It is not our intent to throw anyone into prison — had stated that there were no payments of $5,000 in
unless it’s a deliberate thing like the gun-runners, for political contributions or payments of $100,000 in fees
instance. We go after the gun-runners but, the manu- or commissions no further comments were required,
facturer that ships 120% of lots of spare parts for and the report could have been signed and sent.
aircraft instead of the 110% he’s allowed bacause of
some administrative aberration in the organization, is These comments have covered the charges to law
not the manufacturer we desire to send to prison or and regulation that may be of interest and have an
whose production we want to stop, effect on some of you.

However we have adopted a rule which says we can Questions and Answers
debar a corporation from enjoying the rights of export
if there is other than a criminal violation. We are Question: During the past year there has been much
clearing the use of Department of Commerce hearing comment in the media to the point that presentation
examiners in order to administer and implement that of technical papers at professional associations might
section of the regulations. be considered a violation of the lIAR if the subject

matter could be considered a part of the munitions
The only remaining part of the ITAR that may be list, Would you comment on that, please?

of interest is part 130. You may recall the scandal of a
couple of years ago about people paying bribes to sell Answer: Absolutely true! If your subject matter is
aircraft. Since then we adopted a regulation requiring a technical data, you need a license to present it to a
disclosure statement for each $100,000 license applica- corporation, a foreign government, or even an organiza-
tion. It must set forth any political contributions, and tion like this.
fees or commissions that you may have paid relating to On the other hand, if the presentation is conceptual
the contract. We defined a political contribution as a for example when Einstein set forth his theory of
contribution that is $5,000 or more and a fee or relativity he did not have to get a license to present
commission as a payment of $100,000 or more. You that in a public forum or overseas; but when someone
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else took his concept and created a practical applica- Turning to the Oshkosh Case. The trucks proposed
tion for constructing an atomic bomb, that was con- for sale were not on the United States munitions list .
trolled. Textbook information is not controlled. They were under the general destination list , but they
However , information that helps in building a rowboat were going to Libya. United States foreign policy is
or whatever , that is covered by the munitions list , is not to help Colonel Kadafi in any way at all as long as
specifically controlled. If you plan to talk about a new he maintains close ties with the Middle Eastern ter-
discovery on a radar and what wires you have to rorists. He’s a thorn not only in our side , but also in
switch to make the beam turn right corners , then a the side of the Israeli , the side of the Egyptians, the
license is required. side of the Lebanese, and the side of the Sudanese. He

is a thorn in everybody ’s side as long as he continues
Question: When reporting payments at $100,000 or his support of terrorists.
more there is a requirement to ame the person who Our forei gn policy is, as I said , don’t let him have a
receives the payment (according to Section 130.22). thing — nothing. The trucks in question were tank
When one names a person, considering the terrorist transport vehicles , but they were in the general destina-
activities in various countries , there is concern about tion category. The Department of State had asked the
whether we identify that person as a target , or as a Department of Commerce to move those from the
hostage candidate. Since these letters do go to Con- general destination category to the validated license
gress, do you have information about what happens category and then make them unavailable for export to
when they get there? Libya. In the process of doing that , Oshkosh unfor-

tunately got caught in the transition , I must admit.
Answer: When we notify the Congress , we do say that They were told about a year ago that the Department
the corporations have required or requested confi- of State would not sanction the export.
dential treatment of the information , and that we
would appreciate their giving confidential treatment to Question : The question concerns prior approval , per-
transmitting letters as well, You have not seen any haps you can provide some clarification , Is prior
such in the Congressional Record. That is the means approval needed to discuss “things ” with forei gn
by which the Congress would make something public, visitors , provided we do not discuss technical data?
Although corporations should request Confidentiality
in their submissions , we put a blanket caveat on our Answer: The regulations say, as I mentioned , that you
submissions notwithstanding the failure of a given may not give a presentation or make a proposal that is
organization to request such treatment , designed to induce a sale. This is a very, very difficult

area for us to deal with , too. What we ’ve told many
Question: Some confusion exists respecting approvals companies is that if they have been dealing with a
of export by one department government then later given country on a particular program or list of pro-
retracted. Two instances came to mind. One was the grams , send us the information — if the talks began
Oshkosh Trucking Company, I believe , which had a before September 1, 1977.
contract to provide a number of their vehicles to It ’s very difficult to say at what point one ap-
Libya. Later the approval was rescinded, proaches violating the regulation. You may not, of

A second was the sale of the Control Data Corpora- course , give price or availability. That ’s established in
tion computer 7700 to Russia which was later dis- the regulation. You may not give technical data , as
approved also. Commerce , according to media , had you infer , but then that too is covered. What you can ’t
approved both and then later had retracted the do is probably beyond either my imagination or my
approval. Would you offer comments? ability to recall; what you can do is apoly for prior

approval if there is an upcoming progr~tn or apply for
Answer: I know of only one of the cases. Remember a technical data license and that also is prior approval .
that licenses are issued in furtherance of world peace
and the defense and forei gn policy of the United Question: As a follow on question , considering that
States. That ’s by law, The Department of State as you time is of the essence since we ’re competing with
know is responsible for our foreign relations & policy, foreign governments as well as other US manufacturers .
It ’s not actually in the contro l business. The whole how long does it take to get a prior approvaI~ 

S

licensing program, while it looks mechanical , is a tool
of foreign policy. We can, as you very well know, Answer: A request for prior approva l is t reat e d as a
pressure certain governments to do things or pressure request for an advisory opinion on a lici~’~se to ship
them to not do things. hardware. It ’s given the same trip around W. shirigton
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for approval and constitutes a moral commitment of Answer: Not really, You’ve just got to go through the
the government to license the subsequent hardware , same process. You have to understand the difference
4nd you may have realized that in fact if there has between Department of State licensing program and
been a prior approval as you outline and there is a the Department of Commerce licensing program. The
sale , and then an application for license is made, Department of State is in the control business and
within the six months of the prior approval , you get a Commerce is in the promotion business , and there is a
license in 24 hours. big difference.

Remember that our commitment is a moral one and
- that is dissipates with time. Remember also that it ITA R CHANGES THA T IMPACT ON IN-

dissipates with headlines as well. DUSTR Y AND THE ECONOMY

Question: Could we change the circumstances of the Dr. Hylan Lyon
question you just answered slightly. If a visit has been Manager , Advanced Planning, Texas Instruments
approved on a classified basis, and authorizes the dis-
closure of , say, U.S. confidential information , it would Most of us in this room wrestle with the day to day
authorize the disclosure of technical data. When we are issues in export control , government classification ,
disclosing technical data , it ’s likely that the three P’s — information privacy and a number of other imple-
price, performance , and probable availability — will be mentation problems. During this daily wrestling match ,
included in one way or another in classified discus’ we try and cope with the impact of a myriad of
sions. What problems or authorizations are likely in procedural changes; Office of Munitions Control circu-
that case? lars , and commodity control list definitions , to

mention only two. In addition to these procedural
Answer: In the case of a sponsored visit you would be problems , in export one faces also the ever chang ing
allowed to talk performance but not price and avail- criteria of case by case reviews, These are compounded
ability. For that you would have to come in ahead of by a steadily increasing number of spokesmen for one
time. That may sound bureaucratic but it ’s because the or the other aspect of national interests in security or
service that gave you permission to talk about classi - other policy. The two other partici pants in this part of
fled data, is not the service that is going to make the the program have highlighted many of the issues and
final decision on a sale , have explained to us how they have accommodated to

the present situation, I intend to philosophize a little
Comment: You may not know that most of these visit more than they have and try to give you my impres-
authorizations are received by the contractors the day sion of some factors that Nil) be or are creating
before the visit takes place, having been submitted by change , either in policy or practice. This approa.~h wi l l
the foreign government through his embassy to the be wide ranging but we shall focus on the lIAR aspect
foreign liaison office of the military service involved, of export control and technology transfer.
We would not have time to request prior approval .

When we talk about ITAR we are talking about
Response: However , the rule still holds, international business and the international market 

S

place. In general the international market is viewed by S

Question: The question of time , as it relates to re- the western democracies in an ideal sense as a free
paired items , seems to be becoming a problem. The competitive market. But, in a practical sense it is a
Commerce Department controlled items are allowed to market full of government intervention and non-tariff
be re-exported after repair under a general license even barriers managed through a number of macro- and
though the original export required a validated license , micro-economic instruments. Iven so, at the policy
Is there such a provision nnder OMC? level our basic U.S. position is to remove unnecessary

restraints to trade , forestall protectionisn and as a
Answer: We don’t have a general licensing program in general principle reasse rt our commitment to more
the Office of Munitions Control . We tried to get one liberal trade.
for some items on the munitions list but when we
spoke to the staffers in the House International Rela- Several of the interventions which appear justifi able
tions Committee, we were denied, are associated with rest raints , contrc ls or outright

embargos on trade in military items or supporting
Question: Are there any other creative ways to assist a technologies. The ITAR (the International Traffic in
customer in repair turnaround? Arms Regulations) is an executive order issued by the
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President by virtue of authority vested in him by technology transfer of critical defense technology
Congress in the Foreign Assistance Act of 196 1. The associated with commerical non.military items . These
regulations are published in the Federal Register , as questions surface primarily in the licensing process in
title 22 of the Code of Federal Regulations. The Presi. the Department of Commerce since the commodity
dent ’s authorization for control is in futherance of itself is not on the munitions list . A second way this
world peace and the security and forei gn policy of the issue surfaces is in items of letha l/non~lethal distinc’
United States. Under ITAR there is a munitions list of tions where there are a number of military nomen-
articles which will be denied to communist countries, clatured — munitions list items covered under military
These items may be approved to non-communist sales — that are not used in direct support of offensive
countries if the criteria are satisfied. or defensive military actions (such as C-130 transports ,

nomenclatured air traffic control radars , or military
To give you a feel for the size of the arms export construction ) . The third way the issue emerges is in

problem in relation to overall trade, consider that in military co-production of end items. This may result in
1976 U.S. exports totaled 115 billion, 77 billion of the establishment of a foreign competitor in such a
which was manufactured goods, This can be compared way as to have a long term impact on the U.S.
with the approximately 9 billion figure representing economy.
forei gn sales of munitions list items , either directly or
through Foreign Military Sales (FMS). FMS are the Several new trends in the way end items are related
special cases where the U.S. Government acts as the to technology and support systems have developed. To
purchasing agent , e.g., the U.S. corporation sells to the my way of thinking, the modern high-technology prod-
U.S. Government which in turn sells to the forei gn uct becomes less and less susceptible to reverse enqi-
government. During 1976 the U.S. ran a trade deficit neering. Therefore the technology, capability or “know
of 27 billion. Therefore , military sales are roughly 12 how” to produce is becoming more divorced from the
percent of all manufactured exports or equal to one end product. My first reaction to this trend was to say
third of our balance of tra 4e deficit. The “bottom that this should make the expo rt problem easier . We
line ” is that military sales are a significant amount of could simply sell the products and not the know-how.
U.S. exports with a comparable impact on jobs and That is too easy, because what happens as ~ result is
ndustrial production due to arms sales and GNP that the know’how is requested quite frequently as

growth. part of the package deal , either as a priori condition of
offset or coproduction or as part of the support hard-

The Munitions List which is the key to this process ware or software and t~~ luipment. Therefore , a
of control has not been seriously reviewed since 1969. reality in this type of business is that exp licit requests
For example , mustard and ketchup were removed some for supporting technology packages will become a pre-
years ago, and I have heard that bayonets are being dictable part of major overseas sales.
suggested for deletion . In general , nomenclatured
items; that is those items with AN! numbers , are major There is an intriguing question inherent in this
items on the list, One of the major factors creating topic; one that I have never seen addressed. It came up
pressure for change is the shift in the technology base some months ago when I did a short stint as a con-
which now support s and is used in both commercial sultant to DDR&E related to the industrial views on
items and military items , both included in U.S. export control. I reviewed several thoughtful letters
exports. The example I will use is the integrated circuit from industry which had been received by DDR&E ,
whose initial development was spurred by the require- the White House or the Department of Commerce. One
ments of the Minuteman missile; but now the Defense of the comments ran like this , “why isn ’t the lndus-
Department represents only 7 percent of the integrated trial Security Manual adequate protection for the
circuit market. As a result , primary application of national interest?” This seems to be a legitimate ques-
integrated circuit technology is found in consumer tion since there is ~n article in the lIAR related to the
goods. This shift in primary usage of leading control of export of classified information (data and
t-chnology causes a number of problems associated equipment). The thought kept recurring to me; that if
with defining the security related issues in U.S. export “critical technology” were defined properly, as pro-
control. posed in the DoD guidelines of the 26th of August ,

there may be only a small area of information that
This phenomenon has resulted in the term “dual exists outside of these national security classification

use” goods and technology. The issue of dual use criteria. If this is so , perhaps we have an implementa-
goods surfaces in three ways. First is the problem of tion problem not a policy problem. I would like
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to share the results of my thought process with you producer or developer were given prior access
today. shall not be classified under the Order until and

unless the government acquires a proprietary
The DoD i nterim guidelines published over interest in the information . The Order shall not

Secretary Brown ’s signature refer to critical technology be construed to impinge upon the provisions of
as the classified and unclassified nuclear and non- the Patent Security Act of 1952.”
nuclear unpublished technical data, whose acquisiton
by a potential adversary could make a si gnificant con- The interim guidelines state that Defense Depart-
tribution — one that would prove detrimental to the ment must discharge its concern over national security
national security of the United States — to the military without restricting U.S. trade and exports any more
potential of such country. Consider the classification than necessary. There are few other statements in the
criteria in the Executive Order Draft state: interim guidelines which can be interpreted as ex-

plicitly reflecting the need to resolve the conflict be~“Information may not be considered for tween competing demands of the U.S. economy and
classification unless its disclosure could reason~ control of expo rts for national security matters .
ably be expected to (4) aid a foreign nation to
develop or improve its military capability, At first blush, one might say that the laws on
or control of expo rts are significantly less lenient than the

security classification criteria with regard to informa’
The classification requirements state that information tion control , and one might add that the criteria for
shall not be classified unless an original classification implementation are less clear and understandable —

authority determines both: others have said as much . Yet , if one recognizes that
the new guidelines recommend a shift away from a

• That the information falls into one or more product control philosophy to a technology control
of the criteria , such as 4 above, and philosophy, and if one reflects on the definition of

critical technology as opposed to non-critical tech-
• That the disclosure of such information could nology, one might agree that if the approach proposed

reasonably be expected to cause at least signi- in the Brown memorandum can be implemented corn-
ficant damage to the national security. ” plete)y, si gnificant positive results could be obtained.

Simple linguistic analysis of these two texts would lead The Presidential Study in the final stages of review
you to the conclusion , that , at this level of detail , the should give the critical technology approach a period
requirements and criteria for classification as national of time to prove feasibility of implementation. One
security data or as critical technology are the same, characteristic of such a feasibility demonstration will

be the development ’ of a close structured relationship
The problem lies in the fact that both export con- between industry and DoD. Some rather interesting

trol and national security procedures recognize that an developments in this regard have occurred with the
insensitive application of these requirmeents and formation of nine critical technology expert groups by
criteria would have adverse impacts on several other the industrial association to work with USDR&E. If
aspects of the U.S. economy. These competing objec- these groups are successful , their results will be utilized
tives are considered as valid and as protecting national and communications will improve. As a result , industry
security, should know what the ground rules are for export

control , both in concept and in practice , because train
The Executive Order states that as a general policy of logic will lead back to legitimate and understandable

in deciding whether information requires classification , criteria. More accountability for positions taken and
the classif ying official shall consider both the public ’s predictability of results should occur .
need for the greatest possible access to information
and the national security need to protect certain infor- Why have I stressed technology transfer under an
mation. The Order also has certain prohibitions. One ITAR discussion? You should be asking me “why isn ’t
of which is: this more appropriately a topic for discussion under

Commerce Department controls?” There are two
“(3) a product of independent research and reasons , the first , which I covered previously, is be-
development which does not incorporate or cause critical technology comes close to information
reveal classified information to which the that is assi gned a security classification in which case
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ITAR is the controlling regulation . Secondly, because combat equipment. On the other hand , communica-
the coproduction of military goods with our NATO tions satellites , by determination , are si gnificant corn-
allies will generate a host of license appl ications for bat equipment. You can see that the teim can be a
technology transfer under ITAR. The Harold Brown little misleading in itself .
guidelines are equally applicable to these situations as
well as the commercial situations. In fact , the ex- We have attempted to learn what the official defini-
perience of Texas Instruments , Inc. has been that the tion of si gnificant combat equipment is , or what the
first changes in our environment due to the Brown definition of insignificant combat equipment is. It
memorandum were conditions placed on ITAR license appears that there isn ’t one. One learns which is which
approvals associated with restrictions on the transfer of by examining the munitions list for asterisked items .
critical technology . When there are “stars in your eyes ,” you knuw you ’ve

found gold — or another hang-up.
S 

In conclusion , I would like to leave you with the
impression that it will be some months before the Now is the time that one begins to enter the arena
technology transfer issue under lIAR becomes under- of leap-frogging , If one starts with a piece of equip-
stood in an operational context. If industry continues ment ori ginally not “significant combat equipment ,”
to work closely with DoD in understanding and com- and all of a sudden t becomes significant combat
municating each others concerns , I feel that it will be equipment , one potentially enters a new “ball game. ”
possible to expect positive results, The effect would be Such an item may become a piece of “major defense
to strike a balance between the growing need for the equipment.” Let me remind that each time an item
U.S. to increase exports while at the same time to enters a new category or has a new title , a ominous
protect national security, sound of dough may be vibrated through the Congress.

To go from significant combat equipmen t to the
Edward Silver category of ma/ or defen se equipment is a tier . For that
Manager, Government Liaison , there is a definition; if the U.S. government has in-
Hughes International vested 50 million dollars in R&D or 200 million dollars

in procurement on a significant piece of combat equip-
Initially, I would like to limit my discussion ment , it is automatically major defense equipment.

primarily to the problems created by recent changes in
the requirement to obtain prior approval, But before I Now, we have leap frogged to the third level. What
turn to the changes and problems as I view them, in this means to us now is that if we have a piece of
fairness I should commepr that some of them at least major defense equipment and the sale is for over 25
could very easily be placed on the shoulders of in- million dollars , and the sale is proposed to a non-
dustry. There was a very diligent attempt to seek sacred circle country — by “sacred circle ” I mean
industry comments about the proposed change prior to NATO, Japan, Australia and New Zealand — we just
its becoming law. So, if there are problems, industry lost the opportunity to sell. It will have to go FMS ,
must recognize that part of them are their own fault even when the equipment is not being currently
for having failed to take advantage of the opportunity procured, or not necessaril y being proposed for
to provide comments and offer suggest ions. procurement in the exact configuration that the U.S.

military service purchased it.
First , in connection with identif ying problems , I

would like to use what I call the leap frog system for There is a special significance attached to the level
control, Under that system we find what forms of of “major defense equipment ” in that it requires a
control pertain to a given category and how and when special report to Congress. Anything over 7 million
ensuing forms of control are imposed. It appears to me dollars must be reported. The 30 day lead time on
that there are three or four tiers of control being such cases makes potential sales that much more
exercised by the State Department today and one leap difficult to consummat e.
frogs from one to the other.

There are also some other si gnificant elements re-
S The first tier would be munitions control ~ ms lating to major defense equi pment . When one applies

that , for a lack of a better term, I will call insignificant for a license in such a case , one must include : a copy
combat equipment. It ’s not significant combat equip- of a DSP, a signed DSP-83, a copy of a contract or
ment like a tank or an airplane but yet is on the letter of intent , a clear stateme nt of the dollar amount ,
munitions list. For example , by determination equip- a clear statement of the end user , which the DSP. 83
ment such as bayonets and silencers are not si gnificant would probably in itself describe , the item capabilities ,
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arid something very interesting for us — the number of where the demonstration was not necessarily to the
United States persons necessary to support the ex- armed forces but rather to prospective licensees. The
ported equipment abroad. That is a difficult question need for prior approval would not seem to have ex-
to answer because it is dependent on the ability of the isted if we obtained a den,onstrat ion license only to a
foreign customer to assimilate and care for that equip- civilian organization instead of a military organizat ion.
ment in his inventory. Certainly, we can project that
for the first year or two , but beyond that , it is ex- Returning to the P3 area , there are some problems.
tremely difficult. A question I would raise is , if we give price and

performance but we don’t give probable availability or
Now, consider another facet; that of significant we give probable availability and price , but we don’t

combat equipment and prior approval . Mr . Femminella give any performance , have we violated the rule? For
discussed what was needed in prior approval . I call the the answer to this (we don’t know exactly ) we went
requirement P3 

— price , performance , and probable back to the intent of the regulation and tried to
availability. However , we are able to enter into things ascertain if the disc losure of pieces of the information
called “preliminary discussions ” to ascertain market would provide a sufficient basis to make a decision to
potential . The regulation goes on to establish that purchase.
requirements apply when one i. selling “significant
combat equipment ” of a value of seven million dollars Price , performance and probable availability is a
or more, and it ’s intended for the armed forces — nice cueing device , but I don’t think it ’s a complete
whatever that means. By way of a p&’it , sometimes we answer. I think the ultimate answer lies in whether or
find that when selling to a forei gn government , the not we have actuall y provided sufficient information to
government is the armed forces. What we might be make a decision to purchase. However , that approach
selling might be for a very standard commercial appli- is causing our people some concern and we are
cation , such as a communications satellite , for attempting to resolve that. For examp le, the standards
examp le. However , the procurement organization is the for data. Sufficient information to make a decision to
armed forces — they run the telecommunications purchase would vary by country. One country would
system . require a detailed life cycle cost analysis where another

- country would simpl y accept the reputation of the
So, we take a little umbrage over the term “in- company proposing it. What ’s needed would vary with

tended for the armed forces. ” It would seem to me the equipment and it would vary also with any prior
that “intended for a military purpose, or its use in briefings that had taken place earlier than 1 September
some military application ” would be better by far . I 1977.
recognize that probably our military is one of the
biggest users of the Bell telephone lines that exists , but Further , we find that Canada is sort of a special
nonetheless I feel that the terms are somewhat con- case. Now, you will recall that there were four tiers
ceptually and specifically confusing. that the State Department controlled . . - the less than

si gnificant combat equipment , significant combat
A third related point was the requirement that there equipment , major defense equipment , and , newest , the

must be an export of either hardware or data to make prior approval requirement. We find that , because of
this item qualif y as needing prior approval. In this the exemptions , we can go into Canada and give tech-
context , we can satisf y the requirement by certify ing nical discussions — presentations on an unclassified
that we did not make any presentation or propose basis without prior approval — withou t any license ,
anything requiring prior approval. Or , we can satisf y and we can disclose design and eng ineering. We can
the requirement in three other ways. disclose just a heck of a lot of very detailed technical

information in Canada but when it comes to the point
• Ask for and obtain written approval of price , performance , and probable availability, we

have to go back to the State Department. Not true?
• Obtain a license to export technical data that It ’s the way it ’s written.

describes equipment in question
Comment by Mr . Femminella: Prior approval exists

• Obtain a license to demonstrate the hardware in the exemptions.
to the armed forces. That ’s an interesting point that we had not

learned. The comment pointed out that the exemption
The last brings up an interesting situation. Many times that Canada enjoys because of the way it appears in
in the past we have obtained demonstration licenses the ITAR , also satisfys the prior approval requirement.
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Another problem relates to technical data. If the sales that are priority claims against that ceiling, plus
tech data is alm ost the same but not quite the same , the logistical support for prior sales , there is not going
or if the demonstration hardware is the same hardware to be much room left for future FMS sales.
but it ’s for a differen t purpose or application, we feel
uncertain about a decision that a previously granted The United States is going to either have to remove
license to export that data or hardware satisfies the the ceiling very soon or else we ’re going to find that
prior approval requirement since the purpose of using there will be no new FMS sales and you say, “Wel l ,
the hardware has changed. how does that affect industry?” Recently, the Iranian

government approached the U.S. Navy and asked for
One of our biggest problems is trying to translate the sale of some fri gates. The U.S. Navy responded

into legalese. If any of you ever have been involved in that they could not honor such a request and, I think
writing a license and a technical assistance agreement , the reason was because of the ceiling. By the time the
you realize that lawyers have a special jargon. Price, fri gate sale could be squeezed under the ceiling it
performance , and probable availability are not in their would be untimely considering their needs. The refore ,
vocabulary. So, if one takes the word price when one it was suggested that Iran go to the Netherlands and
translates price into an attorney ’s jargon used in Germans.
writing a license and technical assistance agreement , we
have had to presume it translates to royalty rates. We are still try ing to follow that sale and trying to

get our equipment on board a fri gate that will be built
When one takes the word perform ance, we ’re at an in either the Netherlands or Germany. We find that

absolute loss to translate. We have come to two con- our opportunities to sell support equipment on U.S.
clusions, Either it means the license grant , or it means built frigates is much higher than it is, say, on selling
performance of the hardware that is the subject of the equipment on Dutch built frigates. So far we predict
license — recognizing that all licenses written do not the probabilities of a sale to be zero percent on a
cover hardware. Sometimes we license the use of data Dutch built frigate.
and the foreign customer uses that data to design his
own hardware. So, we’re at a little bit of a loss on In closing, let me just say that there are seve ral
trying to translate how performance applies in a given actions that the U.S. government seems to be under-
case. taking that make it extremely difficult for contractors

to operate abroad. First of all , they ’ve hit us on
Then, probable availability. We think we have that income tax. Secondly, they ’ve taken away our right to

S translated and solved. We think it ’s called “term of the talk to the embassies , the MAG’ s, the ODC’s via the
license ,” but we ’re still not absolutely certain. So, I Duncan letter and other letters. Third, they have rn-
think, those words were poorly chosen as applied to posed new requirements for prior approval — an
license and technical assistance agreements. If one approval not only from the State Department but also
hasn’t bridged the gap from the requirement to obtain requiring coordination through the Congress — a very
prior apporval for sales of hardware , to manufacturing long and lengthy process. At the same time they ’re
license and technical assistance agreements , one should encouraging us to engage with NATO countries on
do so quickly. The regulation covers both; for manu- something called rationalization , standardization and
facturing license and technical assistance agreements , inter-operability. We seem to be caught in the middle
there is no 7 million dollar threshold — all manu- of a “trichotomy ” where one side ’s say ing “Stop,
facturing licenses and technical assistance agreements don’t go” and another side ’s saying “Yes , go,” and still
are covered, another is say ing “Yes, if.”

Now, where is all this leading us? Is there a con- We suggest that the contractors be given a better
cern? In comparison with 1974 sales of hardware — shake if the U.S. government really is going to rel y on

arms exports , not including construction or services — us to do something to balance the export deficit that
the United States has been declining each year in we have.
comparison with European countries, It appears to be
the interest of the President (and the Congress) to do Questions and Answers
so, what with the ceilings placed on FMS. In fact the
ceiling for 1977 calls for a limit of 9.33 billion. That Question: Is it incumbent upon a scientist or an
requires an 8 percent reduction each year. When that engineer to be aware of the contents of the munitions
figu re is compared against all the commitments for list if he or she is planning to deliver a paper or write
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an article to make sure that it does not incorporate agreements will be reconciled with President Carter ’s
something on that list? stand on limiting co-production. You made a statement

that co-production licenses would be approved in fewer
Answer by Mr. Femminella: Yes , it is. The requirement and fewe r cases but Dr . Lyon says the demand is
follows the principle that ignorance of the law is not increasing. Can you speak to that , please?
an excuse.

Answer: Yes. I think the President ’s going to win in
Question: Is this regardless of whether he makes the spite of forei gn governments desires for additional
presentation in this country or in a forei gn country? technical data. With this President we’re entering into

an era of “turn licenses down,” not issue them in mass
Answer by Mr. Femminella: Yes, production. It ’s become a policy of restraint and I

guarantee you that the fact of the economic impact
Question: There is a gray area in my mind, Perhaps and many of the other things that were mentioned by
you can clear it up. When a technical person prepares a speakers who followed concerning exports had been
paper to present at a symposium or conference , he or taken into account. Nonetheless , the incumbent
she submits it to the Office of the Assistant Secretary President ’s policy is to limit the export of arms from
of Defense, Public Affairs for approval for public the United States.
release. Having obtained that, it ’s now in the public
domain. Where then does the State Department find its Colloquy, Mr . Russell L. Logan, Radar Engineer , Texas
authority to require a license? Instruments: I came to this meeting to clear some of

the confusion from my mind; I’ve been consoled to
Answer by Mr . Femminella: It doesn ’t; that ’s exactly learn that I’m no more confused than most people
right. There is a section of the ITAR that exempts here. Very seriously, however , the definition of
anything that ’s in the public domain. If technical data technical data is a major issue and concern in
has been publicly released by competent authority in professional societies, The IEEE , for example , is
DoD no further approvals are required — that ’s in the fri ghtened to death that if Mr. Femminella ever gets
IIAR . enough staff to handle these 30,000 applications per

year , we ’ll probably all be put out of action . The
Comment by Mr . Robert Behr (Air Force Systems concern, which has been touched on by others , is over
Command Wright Patterson Air Force Base): Mr. Silver the publication of technical information or papers. For
raised a point or question on the manufacturing instance , an eng ineer in the United States who submits
technical assistance agreement license. Where does one a peper to the IEEE for journal publication now has to
put performance data? When it ’s included in the remember , I suppose , that the journal is internationally
manufacturing license , it ’s my current experience that circulated.
it ’s being put under the definition of product. In the The point comes to mind that if technical data is
opening definition paragraph A there is a column defined as I heard it here — namely that it ’s
“Product ”. That column can be expanded to include information sufficient to make a procurement decision
all the perfor m an ce data one needs when one applies — we’re virtually unable ever to give that much
for the license for a given system . I realize that one information no matter how hard we try, If that is the
might not quickly ar~i~e at that conclusion, given the case the, perhaps, technical data in the form of a paper
languagt used in the Regulation and Forms. that ’s an extension of some known principle may not

be subject to such review and restriction, That is a
Question: Regarding “public domain” type of informa- question in my mind, however.
tion, if I understand correctly, isn ’t there a stamp that To cite an example of why I’m confused , recentl y

S is affixed to information released to the public that an issue of the Scientific American went into great
says essentially that one must go to the ITAR if one is detail on coherent synthetic side looking array radars.
planning on foreign release; that the release is only for Heretofore , that technology had been cloaked in
U.S. dissemination? Is that right? secrecy; now it ’s in the public domain. Any average

S engineer in radar or electronics can take that article
Answer by Mr . Femminella: Any technical data that ’s and other available handbooks and, through pragmatic
in the public domain can be freely exported without a application of standard engineering principles , readil y
license. tell you just about what kind of radar the world is

S 
capable of producing — free world or not.

Question for Mr . Femminella: There seems to be a Consider for a moment that professors , engineers ,
question of how the contradiction between a growing and scientists , are very prolific people who publish a
demand by forei gn governments for technical assistance lot of information. At this time, anything that is not
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published is not published because either it ’s classified I said earlier that it ’s the broadest definition that one
or it’s company proprietary. Those two areas wouldn’t can imagine. So, in order to transfer abroad anything
be revealed in any kind of preliminary discussions in that is technical data within that definition one needs
any case. In my view those of us in the technical a license . Promoting a sale abroad if one doesn’t use
world have a conceptual problem on what is technical technical data as defined, one is not in violation. One
data , and I still don ’t know. I would appreciate any can use technical data, but yet let ’s spell technical with
guidance or clarification that one could get. a small “t ”. As long as the information provided

doesn ’t conflict with the ITAR , one can use any
Mr. Richardson, Seminar chairman: May we try to information needed to promote sales.
clarify your question. Are you asking what is technical Of the three Ps that Mr . Silver discussed earlier ,
data, or are you asking what constitutes a decision to performance — unless it is in fact technical data as
buy, or what constitutes information that would cause defined by the ITAR — doesn ’t count. It should not
some potential customer to make an offer? really be P3 but P2 

~ Sometimes performance is
involved and sometimes it isn ’t. I don’t doubt that

Mr . Logan : What I’m really asking, I guess, is what is many of you have seen the technical data in
technical data. I also offered examples of published advertisements in Aviation Week , say, or similar publica-
information that I hope would be considered as tions. There are performance characteristics of aircraft
outside the restriction discussed. If the definition of spelled out in some of those advertisements. That infor-
adequate technical data for procurement decision is mation certainl y is not technical data within the
viewed as the massive amount of data that we meaning of this lIAR that can be used for promoting
normally provide under a detailed technical proposal — sales. It ’s price and availability that we ’re really
audit and proof of manufacturing records and interested in. That ’s where you ’re really down to the
capability within our own country — that would be nitty’gritty of si gning a contract.
relatively straightforward and understandable, The I don’t know whether I’ve answered your question
other clarification I’m seeking is that if one takes completely. You can use anything that will make a sale
information in the public domain and takes any provided it ’s not price and availability, and that ,
(engineering ) handbook, the Scientific American, or remember , applies only to those sales that come under S

IEEE Journal — anything that ’s in the public domain the rule to start with — significant combat equipment
— and applies straightforward engineering principles, is of 7 million dollars , et cetera.
that under the lIAR regulations restricting data and
preliminary discussion? Voice: I’m going to muddy the water . At the level I

look at these things , I think the most si gnificant
Mr. Femminella : Let ’s take them one at a time. As I change in the last year and a half , and I’ve been
mentioned the definition that we go by is spelled out involved in these matters about six years , has been the
right in the lIAR. It says, and I’ll quote it: change in the burden of proof . When one has a

complex argument like this , one is trying to determine
“As used in, this subchapter the term technical how the national interests compete. Quite frequentl y
data means it ’s easier to answer the question as a function of the

way one views the problem. I think the difficulty now
a. any unclassified information that can be used is that the view that results from the President ’s arms

or adopted for use in the desi gn production , control policy of last May 19th , and perhaps the
manufacture , repair , overhaul , processing, Secretary of Defense Memorandum and others , is that
eng ineering, development , operation , main- the burden of proof is in a different perspective.
tenance, or reconstruction of arms , ammuni- Let me see if I can explain to you what that would
tions and implements of war on the munitions mean, In the past , one might say that as long as
list or , industry was acting in good faith and tried to define

these things in a reasonable way and move ahead, it
b. any technology which advances the state of worked out pretty much as Mr . Femmine lla described.

the art or establishes a new state of the art in A license was approved and things went along pretty
an area of significant military applicability in smoothly. Now, however , there has been a sh ift and
the United States , or, one must prove to the government that one is not

releasing certain kinds of information. If you can ’t
c. classified information .” present proof , the license isn ’t granted. I do not
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believe that it is clear yet how these changes are As the result of some recent decisions with the
working. It seems to me that this can be compared to Department of Defense , the International Programs
one of the lumps in a python coming down stream Office will bear greater responsibil il’es for the
that ’s planning to swallow us. I think we ’ll look back processing of export cases , in addition to assuming an
on these days in a coup le of years and see that this increased role in NATO initiatives. The manner in
burden of proof argument may have caused as much which the export cases are handled within DoD is a
difficulty to us as just the criteria themselves. It ’s a matter of considerable interest to the agencies of the
very complex problem and just shifting perspectives government , Congress and industry. My intent is to
has a tremendous amount of impact on how we deal provide you with my perceptions of some of the
with the problem, problems. Further I shall describe recent actions taken

I know Mr. Femminella might want to comment , toward streamlining of the case review process within
the context of other DoD activities in export control

Mr . Femminella: I think the observations are abso- and technology transfer.
lutel y true. The President ’s new policy has turned the
conceptual approach to licensing completely around — First , there is the basic problem relating to policy
a 180 degrees. Philosophicall y, a year or two ago we questions. In export case decisions theme is a delicate
took a license application and said if you don’t have a balance to be achieved. Our free enterprise system , as
decent reason for turning it down, give it to them, well as the economic need for exports demands least
approve it. Well , that ’s been reversed. The burden of bureaucratic interference in the conduct of inter-
proof is now with the individual that ’s asking for the national trade. Further , in the interest of NATO
license, If he doesn ’t have an excellent reason for standardization , we want to aid and stimulate
obtaining the license, the current philosophy is to turn collective allied R&D efficiency. However , we must
it down. That ’s the direction the policy is taking us. achieve this without either weakening the US tech-

nolog ical /industrial base or frustrating US policy goals
THE DEC/S/ON TO RELEASE TECH- in arms nonproliferation. Further , we need to protect
NOLOG Y AND HARDWARE TO FOREIGN critical defense related technologies from the diffusion
GOVERNMENTS to potential adversaries.

Dr. Oles Lomacky Second, there is a problem of increased volume of
Office of the Under Secretary of Defense , R&E work coupled with the demands of increased tech-

nological sophistication of export transactions. In
The International Programs Office serves as the export cases relating to dual use (commercia l-military)

Department of Defense focal point for international technologies and products forwarded to the Depart-
Research and Development actions which interface ment of Defense from the Department of Commerce ,
with allied governments , military services and in- there are well over 2,000 cases per year; munitions
dustries, It has a dual responsibility. On the one hand case workload is approximately 4,000 and growing.
it is responsible for enhancing international coopera~ This, of course, is in addition to the forei gn military
tion (technology sharing) particularly with our NATO sales actions.
allies. On the other hand it has major responsibility in
the control of the flow of advanced systems and As you are well aware , the US government is often
technology either military or commercial to forei gn criticized by industry and our allies for the delay in
governments, case processing. Another source of complaint is that

the division of responsibilities is perceived as being
I do not plan today to provide a formal fragmented within the DoD. Finally, I am sure that

presentation on the government-to-government ex- you are well aware of the Defense Science Board
changes. Typically these relate to the forei gn military (DSB) report (also known as the BUCY report) which
sales, coproduction, data exchange agreements , criticized the government ’s over emphasis on control of
scientists exchange programs and the like. I feel that products to the deteriment of paying adequate
this aspect requires a separate , in-depth analysis. I plan attention to the control of strategic technologies.
to talk on only one aspect of the overall technology
transfer problem: namely , the advisory role of the What steps has the Department of Defense taken to
Department of Defense in commercial export licensing address these concerns? As a follow up to Secretary
relating to the cases forwarded for our review from the Brown’s interim policy statement “Export control of
Departments of Commerce and State. U.S. technology ” of August 26, 1977 , (which , as you
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probably know reflected implementation actions re- The checklist of factors for case processing requires
suIting from the “Bucy ” report) Secretary Duncan on awareness of critical technology lists. It is our intent to
March 18, 1978, directed changes in the procedures of make all of the information being developed fully
export case processing. While International Security utilized in case processing. Similar considerations appl y
Affairs (ISA) retains the responsibility for providing to the information being developed in the technical
overall DoD positions, the Office of the Under COCOM list review process. Of course , the si gnificance
Secretary of Defense for Research and Engineering of critical technolog ies and COCOM list review is not
(USDR&E) shall be responsible for providing to ISA limited to their utility in the assessment of current
consolidated, DoD positions on all technical, program export cases. We expect that such efforts will provide
and combat effectiveness aspects. Further, in contrast continuing guidance to the Department of Commerce
to the current practice , the military departments and on what cases should be sent for DoD review and
other DoD components will be responsible for reduce the number.
providing such evaluations directly to USDR&E rather
than to ISA. On April 21, an implementing memo, Second, with respect to NATO, the checklist of
designated the lnternationai Programs Office as the questions on munitions export includes the assessment
focal point within USDR&E. All supporting DoD of the relationship of the proposed transaction to
components were provided with a detailed list of NATO initiatives. This , of course , is directly related to
factors that must be considered in each technical our policy emphasizing the importance of technology
review, Further , they were requested to provide a sharing with our allies.
sing le point of contact and to coordinate the
assignment of technica l personnel to the export control Finally, in regard to the changes in the munitions
tasks with the office of international programs. These (ITAR) lists we intend to conduct further , in-depth
new procedures are now being implemented, analysis of the list comparable to the current COCOM

list review and here again the documentation developed
What will be the effect of these organizational will be fully utilized in the assessments of cases.

changes? Although the workload in the International
Programs Office will si gnificantly increase at first , I In summary, I have given an indication of how the
feel that focusing the responsibility for techno-mi litary case processing system in DoD is being changed. This is
aspects within USDR&E, once fully implemented, will done through:
result in speedier and more competent review of all
export cases. I expect also better management of this • The organizationa l changes with greater
process within the services. Further , it will permit the responsibility being assi gned to the USDR&E
“case processing” aspects to be tied more successfully and focusing of responsibilities within sup-
to the DoD technology transfer initiatives. They have porting DoD components
been underway primarily under the direction of
USDR&E. These are the DSB imp lementation effort , • The development of improved evaluation
NATO initiatives , Consultat ive Group Coordinating guidelines , and

Committee (COCOM I and munitions list reviews . I
would like to touch on some of these aspects. • Closer coordination between case processing,

critical technolog ies lists , and the new policy
First — regarding the DSB implementation and initiatives in both export control and tech-

COCOM list review activity. As you may know, an nology transfer to our allies. We welcome
intensive effort has been underway to develop a list of your interest and specific comments.
critical technologies and associated keystone equ ip-
ment. A preliminary list of 138 critical dual-use Questions and Answers
technologies has been distributed for industry com-
ments. Dr. Ruth M. Davis , the Deputy Under Secretary Question: Regarding the policy of encouraging our
of Defense for Research and Advanced Technology, in co-development of technology. Has the issue of third
addition tO her responsibility for DoD’s technical country sales and where that technology will go after
effort in the COCOM list review, is spearheading the it ’s developed been assessed? and, has there been a
effort — with extensive industry cooperation — not realistic determination of whether the Europeans will
only to complete the documenation needed to still be interested in co-development if they must be
establish critical technology lists, but also to devise a restrained on third country sales as are U.S. con-
mechanism for maintaining their currency, tractors ? 
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Answer: Well , I said I wasn ’t going to talk about that You must realize that an embargo list is not abso
problem because it requires a whole presentation . How- lute. Items on the list can be exported provided certain
ever , this is one of the perennial problems when we criteria are met respecting whether an exempt ion has
talk to our European allies on the third country trans- been granted . Exemptions can be granted to an em-
fers, I don ’t believe I can give you an across the board bangued item on such grounds as an end use statement
answer as to how this policy question has been re- or perhaps some other policy considerations eco-
solved. It has been on a case by case basis. nomic hardshi p for a country i f  that particular export

were not made, and so forth .
Question from Mr . Behr: I do have a question on So that ’s essentially a brief capsule of what CoCom
Forei gn Military Sale procedures that perhaps you can list is. Now, the question , are more computers likely to
enli ghten me on — even though you said you were not be found on the CoCom list? I don ’t think that ’s
going to discuss that one much. When a military service ikely. I think those high -performance computers w ith
negotiates a FMS with a potentia l customer and the potential for military applicat ions are likely to be me-
PNA is sent up from the field to the serv ice concerned ta m ed on the list. However , the low performance ccm-
and before the PNA is released to the potential puters are not likely to be placed in an embargo
customer , is your office involved in reviewing those category.
items which are considered negotiated for sales? For example , as far as the volume of export license

applications that my office cons iders (exports to
Answer: Not always. We do get involved in some of Communist-block nations), I would say 50 percent of
the si gnificant items but it hasn ’t been a general policy the cases if not more deal with computers. There are
to involve our office in all of these aspects. The all kinds of computers. The Cybe n 76 that was men-
Defense Security Assistance Agency has a responsibility tioned earlier , represents the most advanced type .
for that area. Incidentally, no one in the government had approved

that export . I don’t know how the press got that
Comment by Mr . Behr- This , of course , comes back to impression , b~t it was the almost unanimous feeling
haunt us because when the sale is completed and the that this was a very highly strategic item and should
guidelines are written under which the sale is to be not be exported. So, computers of that type I expect
effected and the data that is to be released for the to remain on the list. Other computers of relatively
particular sale , we are always told that DDR&E has to marginal capability we would not think of controlling.
coordinate on the specific guidelines. If wa were to control them , they could easily be

purchased somewhere else , and we would not have
Response: That part is true. We do get involved before gained a thing by denying export .
decision is made in the coordinating process. I’m afraid that was a long rambling answer to the

question .
Question: A question for Dr. Lomacky that relates to
the CoCom list. 1 Do you feel that more and more Question for Dr. Lomacky : In a CoCom case processed
commercial products , such as computers with some by the Naval Surface Weapons Center we turned the S

high technology in them, are going to be subject to request down based on responses to your list of re-
being placed on a CoC ”n list? quested comments on and use of the equipment in

question . Much later we received a call asking “Will S

Answer: The list of embargoed products is revised you re-evaluate your position on this because we have
roughly every three years , and the process of revising a pressure from a Congressman on release?” We took the
CoCom list is a very complex one. Each nation submits stand of not re-evaluating. We said , “no; we don ’t
a proposal for review. Generally, the trend has been to believe this should be released. ”
take more and more items off the list. There is a Do you have any comments for the future ?
current effort to revise the list.

Answer: I don ’t recall the particular case. Probably it
was under the old procedures. Under new procedures

CoCom stands for Coordinating Committee and is you can argue with us directly now instead of a halt-
comprised of the NATO nations plus Japan but minus dozen other peo ile .
Iceland. I t ’s purpose is to informa lly embargo for
shipment to commun ist bloc nations those items on
which it reaches agreement regarding embargo.

-~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~ ..
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INFORMA TION SECURITY & THE EXPORT • In some fields of militarily significant tech-
OF TECHNOLOG Y nolog ies, such as electronics , commercial

applications are now occurring three-to-five
Charles Phipps years in advance of military applications.
Assistant Vice President
Strategic Development , Texas Instruments

For an example of the latter point , the so-called LSI
Introduction integrated circuits were first applied to handheld

calculators in the early. 1970’s, They were followed by
The invitation to present my siewpoin ts on microprocessors applied to a wide variety of consumer

American Technology and National Security was and industrial products in the mid-1970’s. Yet, as of
received with not only keen interest , but also with a today, there has been only minimal application of
desire to share with you my concerns on the 3ubjec t these LSI integrated circuits to weapon systems.
based on experience in industry and with Government
Advisory Groups, We do not now have an effective export control

polir~ that copes with the complexities of our
A principal strength of U.S. weapon systems is environment and these developments. Too many of the

dependent upon American technology. The advance- strategic technology issues are considered in isolation
ment of technology has allowed the United States to from each other ; and, often , they are subordinate to
realize a strategic advantage over the Soviet Union and other policies. This situation has developed over the
other potential adversaries with a smaller number of years because technology issues have been included as
weapons and military personnel , Today, there is serious individual elements of disparate regulations , rather than
concern that this advantage has been reduced in the focusing on strateg ic technology itsr- lf as a primary S

last five years. During this period, there has been a issue of high national security import .nce.
concentrated effo rt by the Soviets to acquire Western
technology, particularly in electronics and aerospace. The inconsistency of Federal policies and regula-
At the same time, elements of this technology have tions regarding export control of technology will
become widely available because of the rapid industrial continue to be further aggravated in the future , as new
development of our trading partners of Western Europe policies are developed regarding the encouragement of
and the Far East. technology transfers to less developed countries , and, —

at the same time , other policies will focus on the
One of the primary objectives of any policy for competitiveness of American technolog ies versus other

American technology of military significance is to industrialized nations. The development of coherent
maximize the performance of U.S. weapon systems for policies for these overlapping areas — national security,
as long as possible , as compared to weapon systems of foreign policy, and economic issues of trade — is
the Soviets and other adversar ies. There are two difficult because:
principal strategies supporting this objective. First is
the continued development and application of new • The difference between products , science , and
technology to weapon systems. This is being done, technology is often misunderstood and ,
although progress often is impeded by Government
regulations and bureaucratic delays. The other strategy • The fact that most American technology is
is to control the export of technologies that are critical privately owned is an important legal con-
to U.S. weapon systems. The latter strategy is the sideration in our system .
focus of this presentation .

To support the concept that technology, products ,
The Status of Export Control and Technology and science are misunderstood and confused by most

people and the lay media , consider that it is not
There are a number of trends and events that make uncommon to see the meanings of these three words

export control of technology a much more difficult used interchangeably. The specific design and manu-
problem today than it was five years ago. I will note factuning know-how required to produce products is
only two of them: reall y the issue and it is of major importance, That is

what technology is all about. Technology is not
• U.S. forei gn policy toward the Soviets has products , and it is not science. Technology is the

emphasized an increase in commercial trade , application of science to designing and manufacturing
and scientific exchanges; and, products and to producing services ,
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Technology is the specific “know-how ” required to trust , and the continuing good faith of the parties
conceive & define a product that fulfills a need; then involved. So in the last case these linkages may provide
to design and manufacture it. Technology encomrasses so~ne degree of control over the technology.
the thousands of detailed steps necessary to develop
and manufacture a product — as well as the design and However further , the transfer of technology to a
development of manufacturing processes and the state—control/ed enterprise is outside the framework of
equipment for the system, commercial practice and leaves the continuing relation-

ship and control subject to political priorities. Since
- . many port ions of world markets are controlled byIn the aerospace and electronics industries often . -- , - - - ‘ state-owned enterprises , corporations may need to findthe quality of one s technology is the critical element . -

- . . . solutions to reaching these markets. On the otherin determining a company s success. Companies that - -
- - - hand, we cannot afford to be foolish about it.recognize its value — generall y the innovators rather

than imitators — the ways in which technology is used In each industry segment , unfortunately, some
or transferred to other companies or nations are issues companies view their technology as another corn-
of greatest concern. modity for sale and others are lax in protecting their

technology. In either case , the release of technology
The transfer of technology with all its data bases may si gnificantly hurt not only themselves but also

should be viewed as an element of long-term strategy others in their industry in the long run; and, in some
for corporations , and not as an opportunistic item of instances , our country ’s national security.
the immediate future. Further , those technologies that
are rapidl y growing — the so-called high-technology As opposed to technology, science is directed to
industries — should be identified and understood by obtaining knowledge. Scientific information and data is
corporations as , indeed, one important corporate asset. exchanged around the world, and in so doing it adds

to man’s understanding. It should continue to freely
There are various strateg ies that may be employed flow, Also as opposed to technology products are the

for effectively allowing the products of technology to end result. They are not technology in themselves, For
compete in world markets — and for most industries , instance, the impact of exporting technology is quite
true competitive position is determined by their different from that of exporting products.
market share in world markets.

The export of products satisfies only short-term
• An early strategy is to export products only, needs. It does not fulfill future requirements. However ,

and protect technology through patent the export of design and manufacturing know-how
licenses — trade secrets , confers a capability on the receiving country or

corporation to satisfy both present and future needs.
• As international markets develop, usually it is Further , it may provide a technology base to support

necessary to have a manufacturing presence in subsequent advances in the art , or it may be able to be
these markets. Manufacturing technology then dive rted to uses other than originally intended (namely
must be transferred. The selection of the from commercial to military) . Once a technology
means by which such transfer is made directly transfer is made, there can be no effective control of
affects the control a given corporation may be either the flow of products or future applications of
able to exercise , the technology; once released , technology can neither

be taken back nor controlled.
— The wholly-owned subsidiary allows effec-

tive control . Those of us whose careers have been devoted to
devlop ing technologies and applying products to new

— Joint ventures with foreign manufacturers markets are concerned about this new “ball game ”. S

lessen the control and use of the tech- The transfer of technology to a third party over whom
nology transferred you have no control — regardle.~s of the legalities — is

irresponsible to the long-term interests of high-
— Transfers to independent third part ies. technology companies , The distinction drawn between 

S

Provide little , if any, direct control, desi gn and manufacturing know-how and end-use S

products , is clear for most items. Commercial product
However , in commercial practice relationshi ps be- sales rarely include proprietary design and manu-

tween the parties are based on experience , mutual facturing information.
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There are , however , gray ari as. Oni- product and technical data , ri-r ise with extens iv e tr ’ dching ,
catego ry that does t ra n~~er some know-how is consulting agreements , and the tra i l ing of technical
manufacturing or process equipment , Such equipment personnel.
usually convesis only thi know- how for its point-of-use
in the manufacturing sy~titm Manufacturing equipment In addition to these form?I ii~~r i s f e i  mechanisms ,
unique to critical mil i tary pioducts are , thus, also there are casual and cIande~tine trans fers of tech-
crit ical items. Another gray area is large computers, no logy, both of which must be guarded against. They
Although they are prod ucts and not technology, their range from peer conv e rsat ions betwee n engineers at
application can direct l y advance design and manu- technical or professinal gatherings , through foreign
factoring know-how These mach oes are the means by trips, and t he information disclosed to casual forei gn
which technology and know- how is extended as much visitors (from controlled countr ii-si on vi s i ts  to plant
as or more than they are end use products. sites , to the data included in prel iminary proposals arid

sa les briefs to controlled countries.
Moving to the second factor -- compounding the

problem i t  - v  port controls is the fact that virtuall y al l Toward the Future
American technology is the property of private firms.
Even though Federal R&D ex penditures have advanced It was with this recognition that technology is the
scientif ic knowledge , and Federal procurements of really critical export issue , and with the identification
weapon systems have advanced the tra ns lat ron of such of the principal trans fe r mechanisms as just noted , t hat
knowledge to products , the underl ying ililsign and a group of sen ior industrial and government parti-
manufacturing know-how has almost always remained cipants in a tas k force for ‘he Defense Science Board
as a corporate property, even if there is any potential underscored these recommendations:
for commercial appl ications. Each firm develops its
own specific design and manufacturing know-how • That ~he emphas is on export controls should
although it may be similar to that of its compet itors. be sh ,fted t-om products to cr itical tech-
Each advance in technology is built upon an noIog~es This requires a cle’ irer definition of
experience base that has been accumulated over thi’ cri t ical technol ogies than has ex isted.
particular corporation ’s enti re history.

• That these critical technologies must be
Consequently, contro ls on the export of technology define d by the Defense Department , based

should focus on those commercial trade mechanisms upon:
which most effectively transfer “know-how ”. The
question of “reverse engineering” for products — — Their use in the more si gnif icant weapon
engineering dissection and analysis so as to be able to systems of the present or future.
recreate the means by which the end was achieved — is
not necessar ily an effective technique for transferring — Whether they are principal technology
technology. The analyses may provide limited gain drivers: along with their past rate of
from insights perceived of the design approach, but the advance, and probable future rate of
rece iving country still is required to devote technical advance.
resources and time to developing and gaining ex-
perience in the technology and that retains advantage — Their current practice in controlled
(albeit for a lesser time). countries and,

The principal mechanisms for the transfer of design — Their commercial availability among
and manufacturing know.how are those based upon Western nations.
special and extensive communications by the provider
with the objective of teaching that know-how. Usually, • The strateg ies for implementing control of
such information and data are provided to the receiver critical technologies should recognize:
so that he may achieve a stated manufacturing 

S

capability within a relatively short period of time. — That the chief criterion for assessing the
Thus, an effective mechanism for transferring tech- impact of a technology transfer is not
nology to state-controlled enterprises includes control whether it is obsolete by U.S. standards ,
of: sales of “turnkey” factor ies; sales of manufacturing but rather the degree to which it would S

advance an adversary ’s capabilities;
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That each technology is time-dependent in While ~t the same time
its singular value to U.S. weapon systems ,
and, therefore , the criticality of a given • Relying on technology to provide a qualitative
technology needs to be periodically re- advantage for U.S. military systems.
viewed; and,

Given the complexity of today ’s weapons
— That critical products that do remain under systems and the rapid dissemination of high

control should be controlled on the basis technology goods and services through the world
of their intrinsic utility, and not on the through commerce our national security will be
basis of commercial specifications , end-use placed in jeopardy unless we can effectively delay
statements , or safeguards. the acquisition of critical technologies and key

products by the Soviets and her allies. The
Such arguments ignore the negative impact of overwhelming consideration in controlling tech-

present practice. Ambiguities , long delays, and ex- nology transfers must be U.S. national security and
cessive focus on a product ’s commercial specifications , the military balance of NATO versus the Warsaw
result in the process being held in low esteem by Pact.
segments of industry and some of our allies. A clear
definition of critical technologies is necessary to win In addition to the commercial trade mechanisms for
support from our allies. Turning to the neutral nations, transferring technology, similar controls for critical
if we cannot control reexportation ~ f critical tech- techn~~og ies must also be applied to: weapon sales,
nolog ies from them, there should je- serious question government-to-government science and technology ex-
as to whether they should be transferred to them. changes , and other non-commercial transfer

mechanisms.
As to the last oh’rection, I believe just because we The control of critical technologies does not

cannot prove quantitatively whether export controls need to be absolute in order to be effective. Their
have helped or hindered the Soviet military effo rt, objective is to delay their rapid acquisition by the
there is no reason to “throw the baby out with the Soviets and other controlled countries. Even though
bath water.” Not all logical deductions can be U.S. export controls and those of its allies have been
quantified, and when attempted , the available data are less effective in the past five years than in prior
often subjective or poorly supported empirically, decades , they still provide some measurable lead time
however , a lack of quantiative measures then places in the practice of these critical technologies by the
greater reliance on the judgmen . of senior policy U.S. and its allies. Various research institutions ,
makers for definition and implementation. industry committees , and the intelligence community

continue to estimate that lead times are 3 to 10 years
Improvement in the effectiveness of these controls for selected technologies.

can only be attained by the U.S. clear ly defining its
objectives , implementing them with consistency, and As is often the case when major policy changes are
communicating this information to all interested proposed, objections arise either because there is
parties. The issue is effectiveness of existing control uncertainty about their implementation , or because of
mechanisms , and not one or more or fewer laws or ignorance and distortion of the need for the policy.
regulations. In other words , an intelligent approach From industry ’s viewpoint, a negative reaction to
must be taken toward the control of technology and changes is based on past experiences , in which Federal
critical products of military significance. If this can be Government policy changes often resulted in a more
achieved, then the U.S. can gain improved support negative than positive impact on industrial and
from industry, its allies , and the enforcement agencies. commercial trade practices.

Concluding Observations In this case , uncertainty is increased because specific S

definitions for critical technolog ies are lacking. Un-
The challenge is to effectivel y implement a policy certainty will continue until critical technologies are

that will allow the U.S. the best means of achieving defined and put into practice by DoD. Unfortunately,
two conflicting goals : DoD has given minimal support to the administration

of export controls over the past five years and other
• Enhancing East-West trade , particularly in Government departments have serious doubts about

“high technology ” products and science con- DoD’s ability to carry foward and implement such a
tracts policy. 



F 
ThI T the public sec~~ the deve lopmern of

Other objections by individuals in the Federal specific goals and policies for the more critical

policy from products to critical technologies that have These policies must not be allowed to become a
Government to change in emphasis of export control segments of American technology is mandatory.

been noted in the past year are: rallying point for a whole new set of laws and
regulations resulting only in more Federal inter-

• The present controls have been effec L~ve in ference. Instead , such a policy should place in
controlling East-West trade , and only fine perspective the vital contribution of technology to
tuning is needed, rather than a major change . the security and economic development of the U.S.,

and recognize that technology is most effectively
• The principal problem in commercial trade is advanced through private ownership .

really West to West to East flow. However , it
is not practical for the U.S. to enforce NA TIONA L SECRETS & THE MEDIA
controls on reexportation of technology from
either its allies or neutral nations and, Benjamin F. Schemmer

Editor , Armed Forces Journal
• There is no data base to support the control

of critical technologies, and since it cannot be Last night at your President ’s recept on, they intro-
quantified and measured , there is no basis for duced me to three more guys who have investi gated

I

formulating policy, and bugged me in the short ten and a half years that
I ’ ve been a journa list. S

Such a position is consistent with the national
I policies and needs of the U.S. However , true only if But I couldn ’t find the ones I’d really like to meet

the bureaucrats curb their appetite for controls , and — the team that broke into my Georgetown home

F 
really limit them to truly critical technologies of three weeks ago , left the back door open, snuffed out
commercial trade. If not, the morass of red tape two c igarette butts in the potted plant next to my
controls will force on this country the undersirable bed, and left the phone off the hook . My friends in

I 

alternative of abandoning all controls on commercial the Pentagon insist it wasn ’t their bug — probably
trade. There are indicatidns that the Congress — Israeli or East Germany, they suggested. But I know an
under justifiable pressures from their respective Israeli bug when I see one — they ’re not as smooth .
individual constituents — is moving in such a
direction; at least in regard to national security In 1973, I spent three weeks in Israel as a guest of
issues, their defense and forei gn ministries. I wrote my wife

every day. Toward the end of my stay, my wife ca ’Ied
Philosophically, the elements are enjoined in two and said, “Your letters are being opened.” My hosts

divergent viewpoints. Federal policy change and its denied it. When I got home, my w ife thanked me for
implementation is approached as a long-term change corresponding so faithfully. As we l~’afed through and
by individuals in the Executive Branch . Industry , on talked about all the letters I’d written , asked her,
the other hand, is faced with near- term decision and “Why on earth did you say our mail was being
action regarding commercial trade and national opened? “These look ‘ m e ,” “They are ,” she said , “but
security issues. The immediate task requires a look at the holes: you ’ve never clipped two-page letters
realistic identification and definition of critical together with a straigh t pin before .” Still , I thoughi

S technologies, and the implementation of strategies she must be mistaken . But I got home early in June,
for effectively controlling them by the U.S. and its and I knew something was wrong when my last letter
allies. For the long term, the protection of to her arrived in mid-August — by the time I’d left
American technology as a vital resource of this Israel , I was rea lly lonesome, and my letters must have
country, is dependent upon an increased awareness shown it. Pinned to the upper left corner of the last
of its value by policy makers both in the private one was a note scrawled in Hebrew on what looked
and public sectors , like a torn corner of toilet paper. I took it to a friend

at the Israeli Embassy in Washington and asked him to
When the private sector recognizes that the only translate it: “What ’s it say?” “That ’s Hebrew for your

adequate payment for “high” technology is “market equivalent of , how do you say, ‘Must be a Lucky
share ” derived from the long-term sale of products Devil ,” he told me.
in world markets and that technology is basic to
long-term strateg ies of the Corporation for its The Israelis , you know , have a clever way of
survival , then such technology will be effectively handling press leaks. Censorship is very strict , When
protected by its owners. they want something to get in th2 public domain, they

leak it to u forei gn journalist abroad Once it ’s printed 
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overseas, Israeli papers are free to print it without There was no desi gnation on it noting informat ion
inhibition, It ’s a system that has greatly improved our “restr icted” under the Atomic Energy Act; no prohibi-
Mid-East reporting. tion , caveat , warning, or des ignation about Executive

Order limitations on intelligence agency budgets.
But my problems with the Fuzz are nothing like the

President ’s. One of his key appointees , who refuses to I’m sure I’m not the only reporter who saw those
work that late at the office , had an BOO-lb. safe put in data , or recogn ized the potential news value of them.
at home just a few months ago — early this year . The Yet not a word of them got printed.
only problem was that after it was installed, some of
the security types screwed up the combination — and That raises two questions:
couldn ’t get it unlocked for 3 weeks. I was told I
could share that story with you , but not prin t ;t . • How bad do leaks hurt ’

Just a few weeks earlier , somet hing similar happend • Why do leaks occur ’
to a friend of mine, suspected — incorrectly — of
leaking some highly classified information to the The first question is easy to answer
Journal. The Fuzz busted into his vault; not one of
them, incidentally, was cleared for what was in it. I defy anyone in. this room to nam e one instance in
They changed the combination — and lost it! “Doc ” which a newsleak in the American press during this
Cooke will deny that ever happened — but Doc, there century has ever cause d harm to our national security ,
are some things the Fuzz won’t te ll even you! lii the Civil War it was different , The New York

Tribune, for instance , printed a detailed account of
I know how concerned you are about leaks to the Sherman ’s plan for his march to the sea 2 weeks

press, and I share your interest in those leaks. In my before he launched it — apparentl y, the War Depart -
ca se, I’m all for them. ment didn’t subscribe to t he Trib , or found the alleged

plan so unhelieveable that it didn ’t bother informing
In February , we all read a rash of new stories about Sherman of the compromise , because he executed it as

Defense Secretary Harold Brown ’s “Draft Consolidated advertised.
Guidance” to the Services for preparing their FY1980
defense budgets, Although the document was secret , I know of no ,esponsib le off icial , ~~~~ or retire d,
many reporters — including our own — quoted who can name an incident in which a press leak has
verbat im from it. I know of four newspapers or hurt this country, and I’ve asked many of them about
mtgaz ines which had virtually complete copies of that the issue. I don ’t call Philip Agee ’s C I A book ,
document. In a two-week period, we obtained three of incidentally, a “press lea k ” — he ’s not a member of
them: two of them came blind, by mail , in plain the press , and I don ’t know of any editor who would
enve lopes addressed to us, typewritten, with type- hire him. Agee did hurt , incidentally.
written return addresses — ours. (Thut was some of the
least interesting mail we get , incidentally.J Then, to the second question; Why do press leaks S

occur 7 First , they occur because documents are poorly,
Members of the Senate Armed Services Committee carelessly, cavalierl y classified. Harold Brown ’s “Draft

expressed great concern over the leak of that docu- Consolidated Guidance ” is one recent , and telling, ex-
ment, (I know — two Senatorial offices called us ample. Unless you people have changed classification
asking if they could borrow a copy!) What ’s interesting procedures in ways I haven ’t seen in my 10 years out
to me is not the leak — I take the leak for granted; I of the Pentagon, it should have had some 5 different
expec t leaks — but what did not get printed, classification stamps on it in one place or another .

That document , classified only Secret , conta ined, Second, they occur because documents are overly-
among ot her things: classified. A good example is budget-sensitive data that

is too often classified Secret — like a memorandum we
• A breakdown of the National Security recently printed in full from the Under Secretary of

Agency ’s budget, by year , FY 1979 through the Navy to the Secretary of Defense detailing his
FY 1984 ; Department ’s objections to a proposed FY 1979

budget decision on naval aviation programs. There was
• A bean-count , by type, of theater nuclear nothing in that paper that qualified for any Top

weapons deployed in Europe. Secret , Secret , or even Confidential classif ication under
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the guidelines laid down, for instance , by the new was empty. The Pentagon would announce it all w ithin
Executive Order on National Security Information, hours. But, he needed help. His office had an odd

report that the raiders had not reall y returned empty-
The document was classified only because it was handed, They had kidnapped a baby North Vietnamese

budget sens itive. But that won ’t hack it, and respon- water buffalo.
sible people who take issue with sensitive budget deci-

— sions know that excuse won’t cut it; the practice of so His question: Could I help find it!
class ifying documents needs to be eliminated. All it
does is make a mockery of the real purposes of class i- I was somewhat dumbstruck . Why me? Wh y
ficat ion and emasculate the import of classifications on couldn’t the White House, with a ll its resources , f i n d
documents that properly should be. I printed the docu- it?
ment in fu ll after a few sentences from it leaked in the
New York Times, and the Secretary of the Navy told He told me, “Y ou don ’t understand. We invaded
the Senate the leak was “unfortunate ” because it North Vietnam — and all we have to show for it is a
quoted the memorandum “Out of context. ” That was god-damned baby water buffalo. We found traces of
so much bilge — the memorandum had been quoted water buffalo dung beneath the helicopter floor
precisely in context: the “system,” however , found boards. And we think the raiders are hiding it to keep
embarrassing the disagreement it revealed between one as a mascot. We ’ll be the laughing stock of the world.
Presidential appointee and another. But, if ~~ invest igate it, word is bound to get out. But

maybe you can quietly~ inquire — you know a lot of
A third reason documents leak is that the people people involved — since no one attaches any si gni-

who c lassified theiri want them out in the open. After ficance to stray voltage from a journalist , but stray
all, you guys have made it easier to leak a Secret than voltage from here is something else. ” Within three or
to declassif y one. And I want to tell you, this ship of four days , I telephoned back. The official was out , so I
state leaks from the bridge. If you ’re checking me out left this cryptic message: “Don ’t worry about illeg iti-
for the source of some of our stories , don’t bother mate baby. You’re not pregnant. ” Within hours , I got
ferreting out the basement or bowels of the Pentagon called back to the White House. How did I know ’
— check the E-Ring. Don’t worry about some obscure Could I really be sure? And then the official insisted I
government bureaucrat or field grade military officer. tell him, by name, ran k and serial number, whom I
Complain to the White House or some very senior NSC had checked with. I left his office in something of a
officials in the Executive Office Building (EOB). huff — after telling him if he asked me one more such

question, the cover of my next issue would have one
In fact , the times I’ve been chewed out worst about simple , big headline: -

a leak happened when I didn ’t print one. When Henry
Kissinger was the President ’s advisor on National “VIETNAM WAR AT A STANDSTILL WHILE
Security Affairs , for instance, an unnamed senior NSC NSC HUNTS FOR STOWAWAY CARABAO”
official invited me to lunch one day, and in strict
confidence — (“this is not for publication, you under- I did not speak to that individual privately for
stand”) — told me of four major new Soviet ICBM almost four more years; after I’d asked him to review ,
programs that were jeopardizing our SALT negotia- off-the-record , a draft of my book , THE RAID . He
t ions. had read, in the book’s epilogue , a truncated account

of the story I just told you.
At that time, the Journal was a weekl y. Ten days

later , he called me to an EOB office and literally He had just one question — four and a half years
shrieked at me. Why hadn ’t I printed that story? after the Son Tay raid: How could I be so sure that
Couldn’t I tell an exclusive when I saw one? I’d blown our Special Forces troops weren ’t harboring an alien
a great way to get a subtle message to Moscow, The baby water buffalo?
next morning, I read most of the “Secret ” I had so
carefully “protected” in the New York Times. But let ’s take a more recent example. In our May

issue, there ’s a story that the U.S. may deploy close to
A year or so later , the same official invited me to 11,000 cruise missiles, I put that story together from a

lunch once again — at the White House mess. He variety of sources , mostly Secret documents leaked to
needed help. We had just raided Son Tay prison in us over the past 3-1/2 months.
North Vietnam — the raid succeeded, but the camp
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Concerned over its SALT — and other — implica- photo. So, there are all of these photos in the file of a
tions, I informally sailed it by several senior admistra- 19-inch antenna that could be 1 micromil limeter long.”
tion officials. They all asked, “Hmmm, How did you
arrive at the number ‘11,000’?” I told them. The After that ancedote , Mr. Schemmer asked if Mr .
common reaction was, “Gee, I never really added them Van Cook would care to “defend” this draft Executive
up that way. That ’s a good story. ” Still concerned Order under discussion , Mr. Van Cook touched on
about the leak, I showed it, finally, to a “senior some of the rational concerning access to lists of
official” of the NSC staff . He read it carefully, and Special Compartmented Programs by the Director ISOO
then asked: “When will this issue be off the press?” I and on the legal implications of the “Balancing Test ”
told him the date. And he asked me very simply, “Is as the reason that it was included only in the declassi-
there any way you can plant this with a wire service a fication phase of the program.
day or two ahead of time?”

Questions and Answers
So — Gentlemen, Ladies — my message is simple:

You have your job to do, investigating my leaks; and I Comment: Your observation that there had been no
have mine to do, printing them. But the next time you “leaks” in this century that had damaged national
bug my house, put your cigarette butts out in an ash security needs comment. There are and have been
tray — my favorite potted palm died last week! many leaks that have caused damage to the national

security and no, I can ’t give you the details , But, I can
Ed. Note: Unfortunately, the recording system did not tell you this. You and all of us are going to be paying
pick up questions in this question & answer period, for these things , I think one of the dangers to our
Although Mr. Schemmer ’s answers were transcribed it national security that we in this Society have to
was not possible to reconstruct what the question or reckon with is editors , writers , and people in fields like
observation was. Where reasonable, it was done (based that , who determine that they have the knowledqe of
on “reverse engineering” from the answer) . One ques- what is and what is not national security information .
tion obviously related to the “Glomar Explorer ” case In honesty, they are not qualified to do that. They
to which there was a long response from Mr. may be good writers , or editors, but not authorities on
Schemmer part of which was a rather humorously what is and is not national security.
presented anecdote that deserves inclusion.

Response: That point is very well taken and I agree
I specifically looked into [the effects of the Glomar with you totally. I’m not an authority , which is why I

Explorer release] . I’ve been very close to some of the care enough to steal the very best and do what many
people who broke the story. One of my best friends journ alists do — it ’s not unique to me, When I’ve got a
had a 19 inch antenna put underneath his coffee table story — cruise missiles or whatever — that gives me gas
because of part of the Glomar story that he broke in pains, I do check it Out with people. You know, there
Time Magazine. I was appalled that you guys still had is an unfortunate gap in this country, We don’t have
such king antennas in this age of technology . . - The an official secrets act. I proposed in 1969 that we have
trouble with that antenna was — otherwise it never one. I proposed that in an editorial which went over
would have been discovered — that while they were like a lead balloon. There is an unfortunate gap. There
very careful when they put it underneath the coffee is no formal mechanism by which a journalist in this
table to use a very special varnish that matched in country can take a manuscript to the Department of
color the varnish underneath his coffee table , they Defense or NSA or CIA and say, “Hey, I’m concerned
didn ’t quite chemically test it correctly and the epoxy about this. Could I have it veted?” I tried that with by
reacted negatively with the varnish and the antenna book on the Sontay Raid, which the Washington Post,
started drooping down, And, you know, this long thing I said , believed contained more intelligence secrets in
underneath this coffee table became kind of obvious one set of hard covers than had been printed in any
when he was crawling around the floor looking f or his newspaper in this country in a decade and that obser-
contact lenses or something like that. vation was completel y unfounded, The manuscript was

thoroughl y veted but informally.
Incidentally, one of the interesting things about that If leaks have occurred in the press that have done

antenna is when it was turned over to the FBI to find damage to our national security, I would submit to
out why somebody was back into domestic surveil- you that neither the House nor the Senate Intelligence
lance , especially on newsman , they took many, many Oversight Committees could yet name one. If such do
photos of it, but forgot to put a dime or a ruler in the exist , your agenc ies and your people in this Society
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could make your jobs easier by giving them some Committee and I find that to be a very challenging
examples. I’m not suggesting that either I or the New undertaking.
York Times print them, but those are the poeple who
are try ing to help you and they don’t know of any. You may find it of interest to note that the
I ’m not suggesting that Frank Church is the world’s security surveys required by the National Disclosure
best authority on this sort of thing, but there are Policy Committee to be conducted in countries where
responsible people on those committees who can help we export our classified information had not been
you. But you’re right, I’m not qualified, performed in Europe, for example , since the 1967-69

timeframe. Since I’ve assumed the responsibilities we
Question: Ed. Note: A question was asked but was have had two teams in Europe, and two weeks from
inaudible. It related apparently to the usefulness of the now they will have completed the NDPC security sum-
Freedom of Information Act as viewed by the press. veys in five countries. They include the United King-
The answer follows. dom, Belgium, the Federal Republic of Germany, Italy

and Norway, Surveys in Japan, Korea and the Middle
Answer: You know, as a newsman, I don ’t find the East are scheduled for summer and fall.
FOIA very helpful because I don’t really need it that
much. I’ve used it a few times, It ’s easier to steal a Turning now to our particular topic , I thought it
document than to request one. I think it ’s well would be interesting to see what has been said before
administered and DoD does a splendid job of working about downgrading and declassification , and what
under it. I think your agency does. My big concern realistic objectives in a downgrading-declassification
with the Freedom of Information Act is that it has program might be. I found in an earlier NCMS Journal
opened a Pandora ’s Box. There are a lot of foreign that the designers of the automatic downgrading and
coi.,nsellors and persons from forei gn embassies in this declassification system expected that effective imple-
country, a lot of them; counsellors , commercial mentation would accomplish these things, it:
counsellors , press counsellors, economic cou nsellors ,
quasi-political counsellors. There are a lot of attaches • Would preserve the effectiveness and integrity
who, under the Freedom of Information Act, are of the classification system;
asking for their files from DoD, the Pentagon and
“The Agency,” and they ’re getting them. It makes it a • Would eliminate the classification of informa-
little harder to do work. So, I don’t like the Freedom tion that no longer required protection , thus
of Information Act because it doesn ’t close any doors reducing the accumulation of classified
and some should be closed, material;

THE PRACTICAL OBJECTI VE • Would make more information on government
activities available to the public; and,

Arthur F. Van Cook
Director , Information Security • Would reduce costs incurred in storage andDepartment of Defense handling of classified information .

I would like to precede my comments on the
Executive Order with some on change within DoD Now, subsequently to the time those objectives
affecting foreign disclosure. I believe they may be of were stated, studies were conducted, and the studies
interest at this time since there have been presentations concluded that the implementation of the automatic
on the international scene and more are scheduled, downgrading and declassification sy~.tem was not

attaining fully the objectives for which it was designed.
In January 1978 the function and the responsibility

and authority for forei gn disclosure matters were trans- It was found, for example , that declassification of
ferred from the Office of the Assistant Secretary of Group IV material after 12 years as we knew it under
Defense , International Security Affairs to the Office of EO 10501, or the present , 10, 8 or 6 years . under EO
the Assistant Secretary, Comptroller. Those functions, 11642, is not resulting in a reduction of storage and
responsibilities and authorities now rest in my office, handling costs ; nor does such action contribute
These include all foreign disclosure matters , national materially to informing the public on government
disclosure policy and the management and operation of activities. At most , declassification after 12 years , or
the foreign disclosure automated data system. I am 10, 8 or 6 makes certain information and material
designated Chairman of the National Disclosure Policy more readily accessible to historical researchers. I’m 
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quoting from the NCMS Journal . The writer continues Further, downgrading and declassification actions
to say: “it is my considered opinion that continued appear to have little or no effect in reducing storage
protection of technical information , much of it ob- costs. A document once classified and stored remains a
solete , for these extended periods results in an un- document stored after the classification is lowered or
necessary expense to defense and industry and is not removed, Classified and unclassified documents are
conducive to preserving the integrity and effectiveness commonly filed within the DoD and industry by sub-
of the classification system. ” ject. Those once classified and filed usually are not

S removed from one storage container to another
The article goes on to say that costs associated with offering a lesser degree of physical security protection

S the handling of classified material in transit and with when the classification is lowered or eliminated .
top secret inventories can be reduced substantially
when downgrading, declassification , destruction, and Downgrading appears to have no effect on reducing
retirement actions are accomplished within a reason- the overall classified inventory. It changes the in-
able time after the date of origin. ventories at different levels , but the overall classified

inventory rema ins unchanged. At most , it can be said
The writer says also, “I believe that downgrading that early downgrading may save dollars while making

and declassification objectives should be those that can the downgraded information more readil y accessible to
be achieved realistically. “I believe ,” says he, “that those having a need for it. I should note that the
effective implementation of a downgrading and declas- article I was quoting was my own and appeared in the
sif icat ion program in the Department of Defense and National Classification Management Society Journal in
defense industry should accomplish these things — 1967; nothing has changed with respect to down-

grading and declassification since that time. I think the
S • Preserve the effectiveness and integrity of the objectives as I’ve outlined them are , in fact , realistic

classification system; objectives and can be achieved; but with respect to
more openness, downgrading just doesn ’t do it,

• Reduce classified inventories in the DoD, and
defense industry to the minimum consistent The new Order merely says that downgrading shall
with operational requirements; come about when it serves a useful purpose. There ’s

nothing in the new system about automatic down-
• Reduce costs associated with the handling of grading. We will have to determine when downgrading

classified material in transit and with the con- serves a useful purpose when preparing implementing
duct of top secret inventory.” instruction for the new order and guides prepared in

the Department of Defense will identify information
Other objectives , such as those mentioned earlier in eligible for downgrading and when it will be eli gible.
connection with the automatic system — to make more
information available to the public and to reduce costs We have covered the changed declassification policy
incurred by defense and industry in the storage of of the new Executive Order. It is hoped that the time
calssified material — were not, in the writer ’s opinion, period for classification will be shortened. Remember
realistically related to a downgrading and declassifica- that declassification under the new concept will be
tion program. based on the expectation of a loss of sensitivity of the

information with the passage of time and will not be
Speaking to the making of more information avail- related to the original level of sensitivity as the GDS

able to the public, downgrading certainl y would not system under EO 11652 is. Actions we take in down-
achieve such a goal and declassification outside a grading and declassification are philosophically basic to
meaningful timeframe does not contribute materiall y the olassification system; they preserve its integrity and
to the attainment of such an objective. Declassification serve to achieve that goal.
does make information more readily accessible to the
public but the Freedom of Information Act (FOIA) There are costs that can be reduced. However , it ’s
does not carry with it automatic public release. The very difficult to establish dollar values; how much does
writer was alluding to the fact that declassification one save; how much cost does one avoid by down-
removes only one bar to public release. Under the grading a id  declassification? This is true despite the
FOIA there are eight other exemptions that need to be fact that we have been working toward such a goal for
considered after declassification comes about. many years and this despite the fdct of many active
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declassification programs and the wealth of informa- It is interesting to note as well that shortly after EO
tion that the National Archives and Record Service has 11652 was issued , budgets were cut in government and
made available , industry alike. As usual , overhead budgets took the

worst beating. In general , where security staffs needed
In closing, I agree fully with Mr. Buckland whose support — in order to implement and follow through

remarks follow, that regarding the 20 year review, if on the provisions of EO 11652 — they were reduced in
people and resources are not made available to do the strength.
declassification review , it ’s not going to work. This
point has been made with the drafters of the new Will the new downgrading and declassification
Executive Order from the beginning, system work? I believe that the answer is “Yes ”, If the

new plan is implemented realisticall y and supported
DOWNGRADING AND DECLASSIFICATION with adequate resources — time, money, peop le, and

training. I believe, on the other hand, that the answer
James A. Buckland will be “No”, if we continue to operate in the same
Senior Security Specialist general manner that we are operating today and have
Martin Marietta, Orlando Division operated previously,

One always supposes that anything will work given In August 1977, the Society, in its recommenda-
sufficient resources — time, money, people, and tions to the Ad Hoc Committee responsible for drafing
training. Mr. Van Cook has presented an outline of the the new Executive Order stated
practical oblectives of the revised downgrading and
declassification program as set forth in the Executive ‘ ‘De par tments  having original classification
Order , along with the basic philosophies underlying the authority must issue classification guides. Such
program . In principle, I agree. But then, I also agreed guides will be prepared at the earliest practicable
with the General Declassification System; and before time, but in any event prior to initial funding of
that with the Atuomatic Time-phased Downgrading a classified program, project , or plan .”
and Declassification system; and before that I did what
I was told. Guides were to be reviewed at least every two years.

Guides were to identify what information is classified ,
For all of the prior systems for downgrading and at what level and for how long. We placed these

declassification , if we ask, “Did it w’~rk? ” the answer requirements in the section authorizing Original Classi-
apparently must be “no” because the systems have fication, Words to this effect are still in the new
been discarded. However , it would be unfair not to say Executive Order , but they are in the section con-
that each system was some improvement over the one cerning implementation and review , and only indicate
it replaced. that “the preparation and promulgation of security

classification guidance will be ensui-ed ”.
Why didn’t the old systems work? From my view-

point in industry I believe that the failures in the Classification guides probably are the single most
systems were caused by: important items required to insure the success or

failure of the downgrading and declassification system.
• The fact that the systems were based on Agencies and Departments charged with the responsi-

sensitivity /t ime rather than on sensitivity! bility for preparing classification guides must be
perishability, funded and staffed to insure that the following will be

accomplished:
• The lack of prompt, current , detailed, security

classification guidance, and delayed or m ade- • Prepare guides prior to the initial funding or
quate guidance reviews, implementation of a plan, program or project.

If one knows enough about the subject to ask
• The perpetuation, and sometimes initiation, of for money it seems safe to assume that one

unrealistic , downgrading and declassification knows enough to prepare classification
requirements caused by our procedures for guidance on the subject.
marking derivative information. 
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• Insure maximum dissemination of the guides S Eliminate derivative markings and require
and/or maximu m availability of the guides. every document (each item of information) to
Maintain the DoD Index of Guides and re- be classified in accordance with the classifica-
quire all other agencies to maintain a central tion guide for that information.
index of guides. Have all guides available
through a central source with by direct access S Apply the most restrictive markings to the
for those who need them. It should be noted overall item and then require individual down-
that unless the guides are classified they are grading/declassificat ion markings for items of
subject to FOIA requests, information within the item much the same as

paragraph marking.
• Review guides as frequently as necessary to

insure that the need for classification still S Use multiple downgrading statements for spe-
exists , but not less than once every two years. cifically identified information groups of data.

• DO NOT upgrade or extend dates determined Admittedly, these solutions appear to present a
for downgrading or declassification. It is “Catch 22” choice, but they will aid in making the
virtually impossible to notify all holders of downgrading and declassification system work.
the information.

With the advent of the new Executive Order , we
• Coordinate all guides, from all agencies at a have been hearing such about “Systematic Review ”.

central point, possibly the ISOO. Consistency Let me quote from the most recent information avail-
and compatibility is mandatory, Such is not able to me, the December 1977 draft of the EO
true today and never has been. “Classified information constituting permanently valu-

able records of the Government as defined by 44
• Provide a system where all organizations and/ U.S.C. 2103 shall be reviewed for declassification as it

or individuals may submit recommended becomes 20 years old”. Additionally, “Agency heads
changes directly to the original classifier , and shall . . . after consultation with the Archivist . . - and
set a time limit for responses. review by the ISOO issue guidelines for systematic

review covering 20 year old classified information .
Probably the greatest cause of unnecessary classifica- Please note that these guidelines are for 20 year old

tion, over classification , and extended classification is material which is a permanently valuable record of the
the derivative application of classifications from source Government. It must be assumed that industry and the
or reference material. This could be called the “per- academic institutions do not have these types of
petuation of the species.” Paragraph classifications have records. It must also be assumed that most of this S

eliminated much of this problem as far as classification information will be in Government records centers or
is concerned. However , historically , we apply the most holding areas , Therefore , these guidelines will only
restrictive of the declassification markings to the entire have a collateral or spinoff effect on vast vdlumes of
new item being generated. For example, in a specific classified information, It appears mandatory that the S

contract all information is subject to the GDS except Systematic Review Guidelines be matched at all times
that which pertains to countermeasures which is to current classification guides to insure compatibility.
XGDS (3) . In a contractually required document we It also appears mandatory that these guidelines be
must discuss nuclear vulnerability which involves compared to each other for compatibility and that
SECRET RESTRICTED DATA. We consider also they must be constantly updated to meet chang ing
TEMPEST problems which are COMSEC data. In dis- situations.
cussing systems threats we extracted data from a
forei gn originated document. The most restrictive The new Order appears to set forth the appropriate
marking is RESTRICTED DATA, Then comes foreign requirements for a successful downgrading and declassi-
originated information, XGDS( 1) , 30 years; followed fication program. However , these requirements must tie
by countermeasures , XGDS (3) , 15-30 years; followed properly implemented. All actions concerning classifica-
by the vast portion of the document which is GDS. tions and declassifications must be coordinated
Once the most restrictive downgrading is applied to the thoroughly whenever these actions affect , in any
document , the rest of the downgrading instructions for manner , users outside the originator ’s activity. Last ,
the balance of the information are lost. There appear but most important of all , concerned organizations
to be several solutions to this problem: must be funded and staffed to meet the demands of

the program. 
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Quest ions and Answers neighbor can write into the might place and pick it up
under the Freedom of Information Act just because

Colloquy Mr. Van Cook: One of the things Mr . Buck- he’s cur ious?” And, I believe I’m r ight that classifica-
land mentioned was the earlier recommendation that tion guides, unless classified , are ava ilable under the
we insure maximum availability of the guides and FOIA. If so, anybody can get one except industry with
maintain a DoD index. I think that the DoD Index of a need but burdened by the contracting office request
guides has been well received. There are over 800 route that you’re describing, This is the problem I was
security classification guides in the index now. We have hitting particularly, Art I know where the guides are.
also, as can be noted from the foreword, made guides It was the fact of availability and direct access.
available from a central point; the Defense Documenta-
tion Center (DDC). So, any DDC user can go directly Question : I would like to ask of Mr . Van Cook. We
to the DDC and get a security classification guide. I have approximatel y 300 to 500 D0254’ s a year. Why
hope that will work, is it that the User Agency consistently puts on 20 or

Jim, you also made the point that all guides from 30 year declassification and sometimes this is applied
all agencies must be coordinated at a central office. I to third or fourth generation equipment or hardware
hope you meant to say there that possibly there would information? I think that somebody should instruct
be a coordinated listing at some central point. the procurement agencies on how they should

downgrade or declassif y.
Mr. Buckland: The reason for the point on coordina-
tion at a central office is to eliminate existing conflicts Answer: I assume we ’re ta lking about some item of
between and among guides. Unfortunately all the information in the DD Form 254 which qualifies for
examples are classified. However , on an ex isting item exemption from the general declassification schedule ,
with which we deal for one service it ’s classified , and It ’s 30 years under the present rules , 20 years under
when I pick up the other service ’s “book” the identical the new rules. I remind that in the case of scientific
information pertaining to the identical piece of equip- and technical information DoD, at least , talks about a
ment is unclassified. This phenomenon is not uncom- 15 year rule. Without details I can’t answer the ques-
mon. tion. I know that we ’ve talked about this problem

You made the point, Art, that any user of DDC can before and we will continue to talk about it. We
go directly to request available guides, When asking our encourage recipients of classification guides including
technical library about requesting guides, they said, recipients of DD Forms 254 to challenge classification .
“Fine, but send it through your contracting officer. ” I We ’ve gone over that ground many, many, times. If a
don’t feel it should have to be sent through a con- problem doesn ’t come to somebody ’s attention and
tract ing officer , It may be an independent research and you simply accept what you receive , wou ld anyone feel
development item of potential military application . I there was a problem that needed solving?
need to be able to go to DDC directl y. Martin Marietta It seems to me that if one receives a DO Form 254
is registered with a field of interest and I should get which one must use and one believes that the duration
the guide. I don’t want to go through the contracting of classification is too long, say so. Not only have Mr .
officer. I would like a direct route to get the guides. Liebling and I urged such action but also others in the

ent ire DoD structure — challenge what you think is
Mr . Van Cook: Bob (Green , OLA) can you comment not right.
on that? To obtain a security classification guide that Challenges are the only solution to the problem .
is available at the DOC, is there a need to go through a For exam ple, we appear to have a problem in DoD of
contracting officer for that purpose if a contractor is a over-use of exemption category 3 specificall y, an d we
reg istered user of the DDC’ know that, But, if somebody doesn ’t challenge it ,

there ’s not much we can do about it — I never see the
Ed, Note : The response of Mr. Green was inaudible 00254 .
but the thrust seemed to suggest that the contracting
officer route vas required for verification of field of Comment: An example can be cited. There was some
interest or need to know, equipment due to be declassified in 1981 when

suddenly it was changed to declassification 200 7 . We
Mr. Buckland: Well , then my question is, “why do I pursued that problem through to the top Army Com-
need to establish a need-to-know on that guide in the mand; they did nothing about it. They didn ’t even
sense that you’re describing when my next door respond to our letter giving a reason , and the equip-

ment is fifth generation, designed in 1961.
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So, the reason we repeatedly bring attention to this The DoD has been and is acting, of course , within
point is that despite your comments , and taking ad- the parameters of the existing Execut ive Order or its
vantage of the offer still leaves a continuing problem. implementing National Security Council directive ; it is

bringing about earlier declassification . We elected to go
Response by Mr. Van Cook: I recognize the problem. I that route with that kind of information .
guess we keep falling back to saying it ’s a matter of I think we ’ll continue to go that route under the
communication and education. I know the DLA’s new Executive Order and it ’s certainly permissive for
Industrial Security people are trying to do that. We ’re us to do it to bring about earlier declassification and
trying to do it and we still come up with the problems where we can do it , we will.
that you’re outlining here, One hopes that the new
Executive Order will help us along those lines , and that
we wi l l  get a better review. One hopes also that the CONTRA CTING OFFI CER’S PROBLEMS
DD254 will do a better job for us in getting classifica-
tion guidance to contracting people, but it ’s something Edwin W. Vokum
that we have to continually work on and strive toward . Space and Missile Systems Organization
I ’ m sure Colonel Pruett woulj join me in saying that if
one goes the route, and doesn ’t receive a satisfactory Summary of Presentation
response when there seems to be a ridiculous situat ion,
both of us want to know about it, and I think we can Mr. Yokum began his presentation by noting that
move them, some ten years ago that he had discussed the need to

involve User Agencies — the ones that actually contract
Mr. Buckland: A comment on two problems that are for the researches as well as those who determine
inherent in the discussion, One is the need for a review requirements (e.g. , HO , USAF , CNO C/S Army do not
of the guides at least once every two years. I used the contract; they have a material /research agency under
example of a 1973 guidance being used in 1978 — not their jurisdiction contract while they determine
in your index anywhere because it was never amounts of money, thrust , performance , and require-
formalized as a guide, and was not updated or re- ments).
placed. The two year review should help this case.

The other is to provide a means by which one can He noted that he enjoyed “being in the trenches ”
go directly to the original classifier , with a time limit of the determination , applications , and questions from
set for responses, As commented: “we wrote, we got contractors. In the case of SAMSO he commented that
no response”. I’m recommending that such circum- their mission was to “plan , develop, acquire , launch ,
stance be covered in the implementing directive, That and opera te observing that not all User Agencies
possibly would help reduce that particular problem. I have an “and operate ” aspect to their mission state-
think that what I set forth is basically in agreement ments.
with the points you made, However , I believe that if
written into the implementing directive it would have He went on to discuss some of the responsibilities
“teeth” . of SAMSO to lead into questions and problems as they

face them and trends as far as one could perceive
Question: We have talked about the 30-year rule now - them.
being changed to a 20-year rule. Would you comment
about the 15-year rule, for scientific technical informa’ S Contractors performing on military installations
tion, and how this will be handled under the new Execu- — he said that differences not only exist but also cause
tive Order? problems — visit requests (requiring SSNs), specific

physical security requirements (alarm systems not
Mr. Van Cook: The Navy started putting a 15-year rule meeting ISM standards ). Incidentally, in connection
on scientific and technical information and it was ex- with the SSN item, not on a military installation , he
tended to the Department of Defense, Our regulations said that “It was really ironic that the day that (the
provide that if you’re dealing with scientific and tech- Privacy Act ] went into effect , the very first person
nical information it is reasonable to believe that that was stopped in the lobby and asked for his Social
obsolescence occurs rather early. When one exempts Security number was one of the Representatives that
information on that basis one should provide that such worked on the Congressional Committee to establish
information be declassified within the 15-year period, the Privacy Act.” Not surprising ly, he refused to

supply that information.
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• CNWDI — As a user agency having programs a matter of concern to some cont ractors. There is
dealing with Critical Nuclear Weapons Design lnforma- potentially important proprietary information possibly
tion they had perceived the problem of failure to cover included or revealed and it is another area requiring
this topic in the Industrial Security Manual . He said guidance. S

this caused difficulties especially when an RFP was to
be announced in Commerce Daily and a requirement Mr. Yokum touched lightly on a couple of other
for a Secret facility clearance with CNWDI capability points; suggesting, for instance , that before one re-
was established, The DCASR Commanders were re- quests retention authority on older items one ought
luctant to certify on a non-existent contract. On a verify whether they ’re still classified. On another S

related point he touched on the ERDA [now DOE] matter , he commented that ADP security was “the
Form 277 for processing a visit authorization as being most pressing problem facing the user agency and the
a problem, He commented further that there were no security program today.” One of the aspects adding to
instructions that informed a contractor that the Form the difficulties , in his view , was determining when an
277 is also used (and is needed) to establish a mail ADP system was user agency owned: many complex
channel (Ed. Note: a “mail channel” is required if it is relationships exist and others are evolving.
expected that any documentation that might contain
CNWD I is to be sent from a DOE-controlled facility to Then he closed with a thought provoking discussion
a DoD-controlled facility or contractor .) Mr Yokum on what he termed Space Age Security. In brief , how
went on to say about both points that he hoped DoD does one protect classified information in space. How
would provide: does one use patently unclassified facilities to launch

patently classified payloads — referring specifically to
• Sponsorship of classified meetings — In this con- the space shuttle program. He believes this to be a

nection Mr. Yokum said that when on a military in- subject that NCMS should be addressing.
stallation it was really no problem. He went on to
observe, however , that when, for examp le, D D R & E
(now Under Secretary of Defense , Research & Engi- COST A VOIDANCE IN MANAGEMENT OF
neering] requests sponsorship of a classified meeting at PERSONNEL SECURITY CLEA RANCE
a hotel (not uncommon) and hundreds are in atten-
dance that the chit-chat in the corridors, elevators , and Arch F. Gady
rooms . . , is astounding. I know where one quest Chief, General Acceptance Division
speaker at a lunch gets a lot of his information. All he Defense Industrial Security Clearance Office
has to do is attend one of these meetings in a hotel.”
By inference he was suggesting that yet another dual The work of DISCO as a part of the Defense Logis-
standard (Ed. Note: of very dubious merit) that should tics Agency includes the processing of clearance re-
be forthrightly addressed, quests for employees who may be used on a classified

contract let by any one of the user agencies. I will
• Crypto Procedures — He observed that the cur- attempt to cover points on how to improve the clear-

rent variances among military departments is so wide ance program and reduce costs.
that the problem is not small and needs resolution by
DoD. Every person assembled here today is concerned, I

believe, about the ever increasing cost of food,
• Proprietary In formation and the FOIA — He clothing, automobiles , taxes and other day-to-day living

drew attention to some problems that exist in connec- expenses. Therefore , each person has a direct interest
tion with contractor-prepared documents done in reducing any government cost, even though small ,
specifically for a user agency — often under the user since any such cost ultimately increases the defense
agency imprimatur — i.e., no evidence that the con- budget, paid for by tax dollars , and adds to each
tractor prepared them — commonly included propri. person’s cost of living.
etary information or other excludable information and
the problem requires additional thought and guidance. DISCO’s monthly workload average for December

through February of FY 1978 showed:
• Foreign Nationals & Foreign National Visits —

The current emphasis on sharing the technical base
with allies in Europe and the potential participation of
foreign nationals in source selection boards likewise is 
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ACTIONS
Part III 29.0

Type of Action Number Arrest Details 18.2
Medical Data 6.5

Clearance Requests 9,502 Organization Membership 2.5
Clearances Issued 9,215 Discharge Data 1,2

Final Top Secret 594
Final Secret & Confidential 6,159 99.3
Transfer & Concurrent 1,959
Conversions 502 (Miscellaneous items not included in totals )

Terminations 8,984
Contractor Confidential Validation 4,531 Now then, how can you help in cost avoidance , and

thereby help reduce or prevent increase in your day to
Then, let us look at a few facts concerning rejects over day costs? Look at the primary areas causing rejection;
the past three fiscal years: and to assist , here is a list:

REJECTIONS • Be certain the Worksheet is complete.

Percentage Rejected S Proofread the smooth-typed questicnnaire.
Type of Submission FY75 FY76 FY77

• Ensure that the employee reviews typed ver-
Formal PSQ.FPC sion of Part I.

(DD Form 48 or 49) 20.6 18.5 23.7
Resolutions of error without • Ensure that the Security Representative si gns

formal rejection 15.3 14.7 10.1 Part II.

Total 35.9 33.2 33.8 S Instruct the employee on how to complete
- 

the Prwacy section — in private.
The formal reject rate (where a letter was prepared
rejecting the questionnaire, either parts one or three) • Ensure that the completed questionnaire is
was lower in FY 1975 than it was in F? 77. However , signed by the emp loyee and a witness .
cases resolved by telephone were fewer in FY 77 and
the total rejection percentage decreased from FY 1975 Some comments about the points liste 1. If the work is
to FY 1977. incomplete it means additional work and time when

typing. Every time a typist needs to put that question-
It would be well do display what errors cause rejec- naire back in the typewriter it costs money.

tion:
Regarding proof-reading — too often we find the

REASONS FOR REJECTION employee listed the information on the worksheet , but
it wasn ’t typed. This is especiall y true about present

Percentage of employment. Remember that over 18 percent of the
Part Total Rejections questionnaires were rejected because of employment

data errors. Remember also that over 7 percent were
Part I 59.5 rejected because the security supervisor did not sign

Employment Data 18.3 Part II, As you are aware , a clearance is not issued
Relatives 6.9 until a signed request for clearance is at hand.
Military Service or No. 5.9
References 5.3 Help the .~mp ’oyee understand the need for a com-
Foreign Travel 4.0 plete questionnaire and review Part I in detail with
Other Relatives 4.0 him/her.
Date of Birth 2.8

The completion of Part III — the Privacy Section —

Part II 10.8 of the questionnaire causes many formal rejects. First
No Signature 7.1 of all , the employer should go over the questions with
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the employee to explain what is required for each In closing, I would like to leave this thought with
question. Discretion must be used to avoid being you, All of us are faced with the problem of effective
accused of violating the individual’s privacy rights, use of time. Doing the job over certainly curtails the
There are a number of ways privacy can be main- time available for other things. Working together we
ta m ed, These include placing a screen around a desk; should be able to reduce the reject rate and thereby
using a separate room; or providing an area in a remote reduce the time wasted in doing it over.
section of the office. To avoid costly law suits or lost
time because of grievance actions, be sure the em-
ployee completes Part Ill in private. COMPETI TION SENSI TI VE MARKINGS

When Part Ill is complete , Part IV is then signed THE GOVERNMENT VIEW
and witnessed; the PSO is placed in the envelope
(signed across the back of the envelope by the em- M. Elizabeth Heinbuch
ployee) and dropped in the mail, Reproduction of any Office of the Deputy Chief of Staff
part of Part III of the completed PSO is prohibited. If Research , Development & Acquisitions
the PSQ is not signed by the employee, DISCO must Department of Army
ask for a new set and the one received cannot be
returned because the privacy portion cannot be re- The use of the marking “Competition Sensitive ” has
moved, been a matter of dispute in the Depa rtment of Army

for an extended period of time ,
When processing a request for a conversion from

military or civil service clearance to that of an The term “competition sensitive ” was coined years
industrial clearance , a copy of the notice of separation ago by the U.S. Army Materiel Development and
from the armed forces (DD 214) or personnel action Readiness Command (then the U.S. Army Materiel
form (SF 50) or variations thereof is required to ac- Command). It was intended as a caveat or marking to
company the DD Form 48-3. At the present time we be used alone — or as an adjunctive marking with
are experiencing approximately a 20 percent error rate other protective markings — on documents relating to
u n  this area , competitive prototype procurement. It was intended to

alert the reader that the document , whether classified
When you figure an overhead cost of $10.00 or or not, contained cost , schedule , or technical informa-

$50.00 a day for a person in process for a clearance , it tion considered privileged by the contractor 1AMC
does not take an Einstein to figure the additional cost circular 715-6-73 , 10 October 1973, “Procurement
to you when a PSO is improperly submitted. As you Instructions ”).
figure these additional costs , don’t forget the mail time
to and from your facility. The provision for use of the marking “competitive

sensitive ” is not authorized in any DoD or Army
The DISCO is also trying to reduce the total proc. directive or regulation . As a matter of fact we have

essinq item , and therefore costs , through reporting of j ust the opposite — the use of caveats such as “sensi-
investigations by automation. We are now transmitting tive,” “close hold,” etc., are prohibited. Primarily be-
those cases that are apparently “clean ” via the corn- cause they are not defined anywhere. Nobody really S

puter to the Defense Investigations Services and the knows what they mean or how they ’re to be handled
FBI; the results of all clean investigations are sent to except the person who originates the caveat.
DISCO via the computer from Fort Holabird. As a
result , we have reduced our processing time by about Strict adherence to the princi ple that any classified
eight days. We hope within the near future to have document shall be released only to persons properly
computer to computer response in the issuance of cleared and who have a “need-to-know ’ will achieve
letters of consent on clean cases to further reduce the the desired degree of control over the information . I f
processing time and we hope this will be a reali~y it is deemed necessary to inform recipients of certain
within the next six to eight months, Concurrent ~-‘ith documents , classified or not, that release is intended
this we hope to be able to find some faster way of only to certain persons desi gnated by organizati on or
advising you, the employer , of the clear a nce approval function , then the appropriate handlini instructions
for your employees , Thi’ could be through use of the should be included in the body of the document or
telephone or teletype system. This is still in the plan- added as a narrative notation.
ning stages.
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The DoD has provided guidance on protective or files, There are restrictions established on release ,
markings for contractor privileged type information , and destruction is accomplished by tearing in pieces to
DoD directive 5400 ,7, “Availability to the Public of prevent disclosure of contents,
Department of Defense Information ” implements the
provisions of 5 U.S.C. 552 as amended by public law An exception has been made to the Army ’s rule of
93-502 and prescribes a uniform policy for the identi- three-year termination on the protective marking for
f ication and marking of documentary material or information in the case that specific provisions of the
records which are not to be released to the public for Armed Services Procurement Regulation (now known
reasons other than security classification. The marking as the Defense Acquisition Regulation) require dif-

S used to designate this material is “For Official Use ferent time-frames. The Adjutant General (TAG ) has
Only ” )FOUO). Such information may be exempted submitted to the Secretary of the Army a draft AR
from public disclosure under the Freedom of Informa- 340-17 , It will be published as a supplement to Dol)
tion Act. Section V I of the directive provides examples 5400.7R The new regulation will rescind the current
of records which will be exempted from public dis- AR 340-16 on FOUO and incorporate provisions for
closure. Examples include: designation , safeguarding, and handling into one regula-

tion — AR 340-1 7. But more importantly, the TAG is
“Those containing trade secrets or commercial or finall y taking positive action on the prohibition on use

financial information which a component receives from of caveats such as “competition sensit ive ” on FOUO
a person with the understanding that it will be retained material . Let me read you one paragraph from the new
on a privileged or confidential basis in accordance with regulation (para 4.100, General , FOUO)
customary handling of such records. Such records are
those the disclosure of which would cause substantial “With exception for technical documents that are
harm to the competitive position of the person marked w i th  d is t r ibut ion statem ents in
providing the information; impair the government ’s accordance with DoD 5200.20 and AR 70.31 ,
ability to obtain necessary information in the future; Department of the Army records which con-
or impair some other teg itimate governmental interest. ” ta m FOUO information , but no classified infor-
An example being “commercial or financial informa- mation , will not contain any other adjunctive or
tion received in confidence in connection with loans, substitute markings. If for valid reasons , un-
bids , contracts , or proposals; as well as other informa- related to withholding such records from the
tion received in confidence or privileged , such as trade public , it is necessary to limit access to the
secrets , inventions aid discoveries , or other proprietary records to specific officials , or to impose more
data. ” stringent measures than prescribed in this regula-

tion for their protection , the instructions for
In the Army, the Adjutant General has the responsi- such limitations and measures will be included in

bility for establishing poiicies and procedures for the the records or in narrative form on sheets
protection of that unclassifie d information exempt by covering the records. ”
law from public disclosure.

I hope that with the issue of the new regulation , the
The DoD directive has been implemented in the marking “Competitive Sensitive ” will be put to rest —

Army by AR 340-17, Release of Information From finally.
Army Files, and AR 340-16, Safeguarding For Official
Use Only Information, AR 340-17 contains the same There ’s really no need for such a marking — we in
exemption from release to the public as I quoted from government know that you in industry have informa-
the DoD directive. tion that you need to protect — and we have set up

procedures to help you protect that information.
AR 340-16 contains provisions for the physical safe- Within government we consider that proprietary infor-

guarding of proprietary information — to include mation generally falls into four categories:
storage , handling, transmission , release , and destruc-
tion. Although that safeguarding does not mean con- • Research and development information .
trol — it does mean protec tion.

S Production data.
It ’s stored with unclassified fi le~ when normal

government internal building security is provided, If • Marketing information.
not, then it ’s stored in locked receptacles such as desks 
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• General business data (plans , performance , As to rationale , bac kground information seemed to
pr icc’~, and problems). suggest that there had been problems in prior proposals

in that government employees had covertl y or overt i i
The industry practice of putting a proprietary type leaked information between contractors, As a result

not ice on a document is certainly helpful , in the ri ght the Governm unt felt that for the Advanced Attack
circumstances. On the other hand, this is one area Helicopter , a Competition Sensitive Information
where companies frequently tend to err by putting Security Guide would reduce or eliminate the leaking
such a notice on every single document they send out. information by government and cu~itractor employees.
In my v iew , that tends to hamper your ability to Such would app ly to Bell Helicopter Textron and
protect anything in that it shows that it ’s merely a Hughes, in this case.
routine act rat her than a conscious decision that some-
body made based on that particular document and So, a competition Sensitive Guide was prepared by
information. I understand the industry problem. Infor- the Government and was used as the basis for safe-
mation is a very important commo dity to us all — guarding all documents , photcxj raphs , models and
both industry and government. Any organization that equipment and informat ion pertaining to the Advanced
does not have mnformatior to protect is not competi- Attack Helicopter . At the same time , the guide would
tive. The industry problem is even more complicated not be interpreted as superseding DoD 5200,1-B as
because your threat is both external and internal. supplemented .

The DoD feels that the key to procurement is Meaning and Application
competition. Along those lines , the commercial com-
modity acquisition program has been established in One may wonder what Competiton Sensitive Infor-
order to evaluate the overall DoD progress in our goal mation is. It includes design details and other data of
to achieve the ways and means to acquire , use, and one contractor  which — if disclosed tc a different
support , commercial off-the-shelf products to meet our contractor in competition — would jeopardize and/or

S requ irements. The theme of the commercial corn- compromise each contractor ’s compet itive position . As
modity acquisition program is “Commercial By De- a matter of information , Proprietary information of a
sign.” contractor furn ished to the Government may never be

disclosed to a third party without incurring legal
I don’t have the answe r to the total problem — but material injury to the first party.

I do know that the use of an unauthorized marking
such as “Competitive Sensitive ” is not the answer. A contractor may develop information which is not

considered a chattel but which is uniquely conf idential
AN INDUSTRIAL EXAMPLE — THE ADVANCED and essential to the conduct of his business in winning
ATTACK HELICOPTER a competition. In order to protect non-chattel informa-

tion furnished the Government , the contractor marks
James M. Morgan the information Competition Sensitive Information .
Bell Helicopter
Textron Corporation It is reasonable to say that if these are the ground

rules that the Government itself generates information
Introduction that should be protected as Compeition Sensitive.

Examples would include trip report s, meeting reports
Doing the research for the foundation for the Com. prepared by the Government on contractor progress ,

petition Sensitive designation, I was unable to find a plans activities , problems or hardware features. Other
reference per se in either ASPR or the Army Procure- examples might be pilot evaluation , eng ineering evalua-
ment Directive. I spoke with people at the old U.S. tion or cost evaluation of a competitive design which
Army Materiel Command and their feelings were that may be helpful to one competitor over another if
term Competition Sensitive was not founded on con- disclosed.
crete regulations but rather on opinions and they
would not take part in a formal discussion. So, y ,.. Turning now to the problem of control of such
see, a contractor ’s Competition Sensitive Information information within the contractor facilitie s: using the
has neither statutory nor regulatory basis, It is an categories established in the Government Guide , the
administrative procedure used to protect the con- originator of a document will be responsible for
tract or’s essential non-proprietary information as well applying the marking at the bottom of each page or by
as proprietary information.
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marking each paragraph that contains such informa- Second — In the case of trade-offs -- wei ght vs.
tion. In addition, the front cover (if any), the title survivability, for examp le — it keeps a given con-
page (if any), and the first page will be stamped or tractor ’s position fairly well protected.
marked Competition Sensitive.

Third — Was it worth all the effort and cost? I just
Documents marked Competition Sensitive must be don’t know . I heard at least one executive say that

stored in a locked desk or file cabinet, Information or even if we had had all the competitors ’ plans, we
documents so marked must be destroyed as classified would not have changed our course .
waste , The transmittal of such information in some
ways follows the procedure used for classified informa’ Last — There is no question that it was an expen-
tion — that is , double wrapped with opaque paper or sive procedure. I am certain that we would not want
envelope , inner envelope marked Competition Sensitive to go through another ,
front and back , top and bottom, with address affixed
to the inner and outer envelope. On the other hand it Questions and Answers
can be transmitted through the U.S. Postal Service by
Certified or First Class Mail, Further , it can be hand Question: Inaudible (Ed. Note : There were few ques-
carried. tions that were audible, The ans .vers that seemed to

offer understandable comments are provided,)
The contractor must prepare a Compeition Sensitive

Guide as must all sub’contractors. The sub-contractor Answered by Ms. Heinbuch: I propose that you pro-
guide requires review and approval by the contractor , tect it in one of two ways. If the contractor has
The subcontractor must sign a statement regarding his affixed its proprietary-type notice to the item before
responsibility under the program. In our last effort in you get it , that ’s fine , However , there is actually no
this area , Bell Helicopter Textron had 65 sub- reason why you can ’t mark an item For Official Use
contractors who were under it. Each Bell Helicopter Only, or why you can ’t put a covering notation on it
Textron employee had to sign a Security Statement that says it contains information furnished you on a
and Certification and a Debriefing Statement when privileged basis and it ’s not to be released to another
they left the program, Each sub-contractor employee contractor or not to be released other than is provided
also had to sign the same statement. I never did count for in a given regulation
all sub-contractor employee statements that were Our feeling is that we , the Government , have pro-
processed; I am sure there were volumes, All Govern- vided the necersary mechanisms to protect such infor-
ment people involved also had to si gn the statement or mation, It was industry that reminded us that letting
a similar statement. everybody along the way — like Darcom did years ago S

— come up with special markings like Compeition
Next was the development of a need-to-know list on Sensitive , with a regulation pertaining only to them

all contractor employees who had signed the Security was bad. No other command in the Army was pro-
Statement and Certification; a part of such a require- tecting it the same way and no other service would
ment , as you would know , was the additions and have any basis for understainding the intent or require-
deletions list so common to any need-to-know list. ments .
Accordingly, the list and changes thereto must be dis-
tributed to all employees on the list. It stands to Question : (Inaudible).
follow that the sub-contra~.tor has the same problem of
maintaining records on Competition Sensitive Informa- Answered by Ms. Heinbuch: The Headquarters Depart-
tion, ment of the Army, The Adjutant General — as noted

above — has the primary responsibility for the Army in
Observations writing procedures and policies to govern how we ’re

going to handle such information; actually who has the
As a result of all of this , the question arises: was it intelligence responsibility, We have all reached the con-

worth it? May I point out some pro~ and cons: clusion that — and notifed Darcom to the effect —

there is and will not be any other adjunctive phrase ,
First — it reduced the possible unofficial leak by competition sensitive , or anything else added to For

Government employees to one contractor or another. Official Use Only-type information . There are only
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three classifications , confidential , secret , and top nor is it called out — unless directed by the contract —

secret , What we’re talking about is a protective in the ASPR .
marking for unclassified information falling into one of As a counter-proposal to what you ’re suggesting
those nine reasons listed in the law, and proprietary using For Official Use Only, would we not be better
information happens to be just one of them. If you off to use the standard claimer in the ASPR?
fee l strong ly about the situation do write to the Ad-
jutant General, Answered by Ms. Heinbuch: Certainly. I’m not saying

that you in industry will start putting For Official Use
S Comment from Mr . Morgan: I want to make one Only on your documents. You’ll continue the same

comment that our company ’s been in existence for way as you have been doing under ASPR , and w ith
about 25 years and we ’ve been extensively involved in your proprietary-type notice , I can only speak for the
major competition. This is the first time we ’ve had a Department of the Army and perhaps I’m not speak ing
Competition Sensitive , I’ve asked some of our people very well for them. I don’t know how the Navy or the
about whether any of our information was “sold down Air Force does it. I assume certainly that they must
the river ,” and that ’s what reall y counts, From the have some regulation the equivalent of the Army ’s that
responses, I think we can say that we don’t think implements this DoD directive. But , within the Depart-
we’ve been sold down the river on information that ment of the Army, and I think within the Department
was made available to the Army or the Navy or the of Defense , once we get that document from you that
Air Force. So, I would say, unofficially without my falls in one of these categories of proprietary-type
pres ident ’s perm ission , that we would be happy to live information, we will handle it as For Official Use
without Competition Sensitive and feel that we would Only, which means we will give it that protection it
get a fair shake, needs to exempt it from public disclosure.

Question: When you received this requirement from Question (Continued): To elaborate just a bit more on
your cont acting officer , did he pay you more money that third point. It ’s very expensive in training pro-
in order to take care of it? grams and pi ocedural effo rts to utilize different

methods for the three different user agencies or
Answered by Mr. Morgan: It ’s a contractual obligation, primary user agencies that we contract with. So all I’m
In our case it was charged to overhead costs , we did really saying is that shouldn ’t we contractor people go
not “line item ” that cost . So, we did not get paid for strictly by the ASPR with our claimer clauses and try
it per se but we did get some overhead costs which to avoid getting embroiled with a claimer for the
actually paid for at least some of it , but through a Army, a different one for the Navy, something else for
different funding section . the Air Force, the Marine Corps , Coast Guard and so

on.
Question: The reason I asked the question is that most
compartmented programs — and that is exactly the Answered by Ms. Heinbuch : Certainly, and before I
point — have provisions to pay for the additional came I checked the ASPR . I checked the Industrial
security requirements imposed. Security Manual , the Industrial Security Regulations ,

arid every reference I could find, and nowhere in any
Question: Would the Army Headquarters like to know one of those do they address Competition Sensitive or
who in the Army is applying and requiring this Competitive Sensitive. That ’s another example , by the
marking documents and contractual material , way. Even when we ’re talking about that subject , to

some people it ’s Competitive Sensitive. To some of us
Answer: Yes. it ’s Competition Sensitive. The only reference I could

find to Competition Sensitive — as I noted above —

Question for Ms. Heinbuch: You mentioned Army was in the Material Development and Readiness Com-
regulations. I have three things, The first is not a mand, and that was an old regulation that was dated
question. You mentioned AR-340, I believe it was, 10 October 1973; an AMC circular that was titled,
dash 16 and 17, Those would not be applicable in all “Procurement Instructions ,” and it ’s been a source of
cases because we have contracts with other than Army, dispute between the old AMC, Darcom now, and the

My second part has to do with Official Use Only, Army for the last few years. Whether there was any
We have been under the impression that For Official legitimate reason to create the marking, t here is not
Use Only is applied at the discretion of the govern- now and will not be.
ment. We in co’ lract houses are not entitled to use it,
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PROPRIETARY INFORMA TION, THE FOIA , proceed before the courts and what information had to
AND THE ASPR be presented to establish a case in the first instance.

A. H. Bandy The early cases established limitations on the ex-
Patent Counsel, Texas Instruments , Inc. emptions. Secret or classified matter was held to cover

only matters specifically required by Executive Order
The purpose of the Freedom of Information Act i~ to be kept secret . You have learned of the outcomes

to insure the right of the public to obtain information of some of these types of cases. Matters related to
about its government ’s activities and policies. To this personnel rules and practices of an agency were held
end the act makes mandatory the release of govern- only to eliminate the need for a government agency to
ment records. However , you will remember the act keep records that no citizen could be expected to call
establishes nine potential exemptions ; for. Statutory withholding was permitted only when

the statute provided some basis upon which it may be
• secret or classified matter; administered. 18 USC 1905, which makes it a cr ime

for a government employee to release trade secrets was
• matters related to personnel rules and held no basis to deny release , and has now been

practices; amended to exempt from its scope trade secrets re-
leased under FOIA. Inter agency and intra agency

• statutory exemptions; memorandums the courts said must pertain to the
deliberative decision process. Personnel or medical files

• trade secret and commercial or financial infor- could only be withheld when disclosure constituted a
mation; clearly unwarranted invasion of personal privacy. Docu-

ments classified as investigatory files the court said are
• inter or intra agency memorandums; not exempt per Se. Disclosure could only be withhe ld

to prevent premature discovery by defendant in an
S personnel or medical files; enforcement proceeding.

S investigatory records; The submitters and appellate courts were not satis-
fied with these decisions but could offer nothing

S records prepared for regulation or supervision better. An administrative judge hired by the Federal
of financial institutions; and Power Commissioner to decide a request for a contract

proposal came up with the approach used today, The
• geolog ical or geophysical information, administrative judge using the history of previous re-

lease of information acts — the legislative history and
With the exemptions set forth in the law, both the court decisions — established that any disclosure con-
agencies and contributors of information mistakenly sideration must recognize that:
assumed that adequate safeguards were provided as the
following history will show , • the release of government records is man-

datory;
In response to initial requests for information ,

government agencies honored its verbal agreements not S the exemptions are permissive only;
to release , as well as regulatory provisions prohibiting
release of information. They did this by determining • the appropriate exemption must be selected;
that the information fell within an exemption and then and
relying on their agreement or regulation not to dis-
close. However , the requestors went to court to obtain • facts submitted to show that for this particu-
release and in many cases were successful. As a result lar request the private interest outweighs the
the government became more selective of the cases it public interest for disclosure (Planning Re-
would defend and the agencies had to furnish the search Corp. vs. Federal Power Commission
information without giving the submitter notice unless 55F 2nd 1970).
the information was marked. When given notice the
submitters began bringing reverse FOIA actions seeking How do we balance the interest? Well , for example .
to enjoin release. The submitters were not very success- a request for a procurement proposal falls within the
ful before the courts either, The problem was how to trade secret exemption (4th exemption ) . For release
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denial one must show that release could cause sub- DoD LEGEND
stantial harm to the owner ’s competitive position or
impair the agencies ability to obtain necessary informa- “This data, furnished in connection with Request
tion in the future (National Parks and Conservation for Proposal No. , shall not be disclosed out-
Assn, vs. Morton 498 F 2nd 765). side the Government and shall not be duplicated,

used , or disclosed in whole or in part for any
What can we expect from the agencies in light of purpose other than to evaluate the proposal;

these decisions ? NASA has taken the lead and provided, that if a contract is awarded to this
amended its procurement regulations. First , NASA offeror as a result of or in connection with the
states its need for proposals uninhibited by the release submission of this data, the Government shall
possibility. It states that its use of proposals is only for have the right to duplicate, use , or disclose the
evaluation purposes. It recognizes that although pro- data to the extent provided in the contract. This
posals might not include trade secrets they could con- restriction does not limit the Government ’s right
ta m commercial or financial information which if to use information contained in the data if it is
released could cause substantial harm to the owner ’s obtained from another source without restriction,
competitive position or impair NASA’s ability to The data subject to this restriction is contained
obtain necessary information in the future , in Sheets , (1966 Dec.) ’

Secondly, NASA offers all the protection permitted The ASPR instructions authorize use of the legend for
under the FOIA. However , NASA warns that: design or concept information or financial and manage-

ment plan which the offeror does not want disclosed
• proposals might be agency records; to the public.

S agency records must be furnished unless ex- However , the Office of Federal Procurement Policy
empted; has adopted a draft policy which , from the advance

information , appears to be patterned after the NASA
• It cannot guarantee that a particular portion procedures , and it is emphasized “that the’ guidelines

of a proposal would be exempt; would in no way relieve a procuring agency of its
responsibility to examine individually the facts in each

• It will provide notice to the owner of pro- case before making a determination to withhold or
posal data before releasing any portion; and release. ” So offerors will have to be prepared to prove

that protection of the private interest outwei ghs the
• commercial or financial data need not be requesting party ’s public interest. The offeror might

marked , but where it is the practice of offeror not have time to do much spade work , because the
to treat commercial or financial data as a Government has 10 days from receipt of a request for
trade secret offeror may mark it with the information to make a decision . Failure to make a
notice NASA provides for technical trade decision in that time is an exhaustion of the re-
secret information, (as shown below) questor ’s administrative remedy and he may sue with-

out the agencies ’ decision. What can be done it the
NASA NOTICE procuring agency decides to release? The offeror can

bring a reverse FOIA action. Whether this can be a
“Data on pages of this proposal constitute a new trial is presently before the Supreme Court for
trade secret. It is furnished to the Government in decision. The case is Chrysler vs. Brown.
confidence with the understanding that it will
not, without permission of the offeror , be used To summarize the development , the logic of the
or disclosed other than for evaluation purposes : early determinations was (1) trade secrets and corn-
provided, however , in the event a contract is mercial or financial information are exempt from the
awarded on this porposal the Government may act (2) proposals constitute trade secrets and com-
obtain in the contract additional rights to use mercial or financial information (3) therefore all pro-
and disclose this data.” posals are exempt, The logic today is trade secrets and

commercial or financial information may be exempt
Texas Instruments is using the legend of ASPR 3-507 .1 from the act depending on whether the private interest
for every page of a proposal. The legend is similar , as outweighs the public interest,
you will note, to the NASA NOTICE, 
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Thus, for the foreseeable future, when an offeror regulations provides an adequate guideline on which
submits a proposal there is no assurance that it will ‘ they can deny release. If Siemans can get those
not be released in whole or in part. I found the things under the Freedom of Information Act , I would
Planning Research Corporation case interesting in that assume that the export control regulations are going to
the administrative judge determined the private interest go out the window.
to be the protection of some 1200 pages of computer
trade secrets. The pages included 20 years of the com-
pany’s computer development. He found the public M U L  TI-NA TIONA L CO-PRODUCTION
interest to be expressed in the Federal Procurement VISITS AND OTHER CHALLENGES

S Regulation prohibition against public disclosure of
proposal information. Had the information been Robert Behr
categorized as trade secret information and release Foreign Disclosure Policy Officer , Aviation Systems
denied because of the regulation the decision probably Division, AFSC
would have been reversed,

The Program Office View
The question now seems to be how much harm

constitutes substantial harm to one’s competitive posi- Foreign Disclosure Policy may, at passing thought,
tion. This is a judgment call , judgment calls beget seem only remotely related to classification manage-
arguments, therefore I predict a stormy future for ment. Yet , indications are that these functions will
FOIA. become more and more related. Therefore , a fu l l

understanding of the respective areas of interest and
Questions and Answers responsibility can be only beneficial to the program . In

the NCMS Journal (Vol X II , No, 2) covering 12th
Question: Have you explored this problem in the inter- Seminar, some points were covered then that will be
national arena? For example , in the DoD Industrial examined further . Primarily these are:
Security Program, we execute patent agreements for
the United States with several European countries, as S Co-Production
I ’m sure you’re aware. Has this been addressed in the
same light? • Export Licenses

Answer: am not familiar with that and so I can’t S Visit Procedures
answer your question specifically. I am familiar with a
case which is of vital interest right now to the Export S Security Clearances
Control Regulations and I’ll describe the case.

Siemans, a German corporation , has a trade com- S Protection of unclassified data overseas
pany in San Francisco , They purchased the ion beam
implantation machine and were try ing to ship it to S RFPs to foreign countries
Moscow when the customs people caught it, They did
not have an export control license. So they brought • UN/Canadian/NATO review of Defense
criminal action against Siemans in San Francisco, The Programs.
defense attorney brought a discovery action for five or
six publications, two of which were Texas Instrument From the earlier presentation you will remember
documents, but they were not marked. We just fur- the F-16 fi ghter/interceptor aircraft co-production pro-
nished them pursuant to the contract but did not mark gram was presented along with some of the major
them, problems facing such an endeavor , While two years ago

The court refused discovery. So, Siemans has one might have imagined the program to be unique, in
brought a Freedom of Information Act in the district my opinion co-production no longer will be an isolated
court requesting the documents. The government is on occurrence. I firmly believe that any major weapon
the hot seat this time and they are looking into the sale today will involve a co-production effort as long as
question of releasing the documents. What they ’re the buying country has the industrial capability to
trying to protect is the lead time that it would take manufacture part or all of the weapon system. Co-
Russia to develop the ion beam implantation machines. production may take several forms such as:

Now, the question I guess since it ’s brought as a
statutory exemption is whether the export control S off-set
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• licensing arrangements change rapidly. Those of you who are industrial
security officers should make every effort to get ac-

• subcontracting. quainted with the foreign disclosure policy personnel
in the respective military organizations to insure a

No matter which form of co-production is chosen, all smooth working relationship.
of them will have an impact on industrial security,
classification and foreign disclosure . Contractors please The problems which have arisen in co-production
remember , are involved to such a degree that it makes efforts require total cooperation between industrial
them, for all practical purposes in niany instances , the secur ity and foreign disclosure personnel . Let me cite
prime agent responsible for security and forei gn dis- only a few examples of the problems we have ex-
closure. Particularly is this true when a licensing agree- perienced in the F-16 Program. The first of which
ment is arranged. concerns visit procedures. You are all aware that most

forei gn visits require an approval by DoD. The number
An example , not revealing an unknown, is the sale of visit clearance requests submitted by the European

of F 15s to Japan. For all practical purposes the sale is co-prodw-~rs to visit U.S. contractors had assumed the
a commercial sale between the Government of Japan astronomical number of almost 900 for calendar year
and McDonnell-Douglas, An export license has been 1977, We work , as you know , only on blanket clea r-
issued that would cover issue of the necessary docu- ances whereby all clearances are good for a complete
ments, know-how , and components to Japan. But, calendar year. This too has saved much time and work .
what about foreign disclosure? A question is whether However , of these 900 clearance requests , approxi-
Japanese industry has available the capabilities and mately 450 were simple amendments adding or
capacities already or whether we are shortening their deleting a single name. This posed an unacceptable
development time and cost. If you will recali , the Air workload to the processing military organizations. At
Force, in the case of foreign military sales , issues a my suggestion, the Air Force agreed to radically
Delegation of Disclosure Letter (DOL for short ) which change the procedure whereby all amendments to
becomes the primary document governing releasibi lity existing blanket clearances are sent directly by the
or nonreleasability of specific informa tion. In the case foreign Embassy to the secur ity officer of the U.S.
of licenses we would have, of course , no DDL since Vendor concerned. This has reduced the time f rom
the arrangements are between a private contractor and approximatel y 2-3 weeks of processing an amendment
foreign industry. The problem of disclosure , however , to about 5 days, and the workload factor was cut in
does not go away and so what takes place is that the half . We are still experiencing Pentagon concern over
Air Force issues a DDL anyway and the DDL will be the fact that second and third tier vendors in Europe
inserted into the license by reference , In practical are submitting visit requests to go to U.S. contractors;
terms this means that the contractor will have an yet we have no record of the contractual relationship
export license. However , it will require him to work between the European Vendor and the U.S. contractor .
closely with Air Force forei gn disclosure personnel to Next year we will try to solve this problem by having
insure the orderly release of those data authorized and only the major European Vendors submit a visit re-
prevent release of those not authorized under the quest to which all the second and third tier vendors
DDL. This arrangement will require that we streamline “Request for Visits ” are attached. Thus, the Foreign
the operations and arrange for maximum redelegation Liaison Division in the Pentagon wou ld only have to
to DCASR or AFPROs to avoid delays in releasing process one complete package per major foreign sub-
information required by the foreign customer. In addi- contractor.
tion, we will make sure that the DD Form 254 also
will reference the DDL thereby insuring that all ele- In the opposite direction , that is U.S. travel to the
ments, government and industry, are tied together on a forei gn countries , it may interest you to know that the
common cause. industrial security officers in the four European

countries , which are co-producing the F-16 , have re-
Let us turn now to the preparation of and responsi- fused to accept a “Company Confidential” clearance.

bility for DDL5. At this time, to the best of my They are maintaining that no U.S. contractor personnel
knowledge , there is only one DDL for which the Air without a DoD clearance shall be permitted to enter
Force has tasked the Foreign Disclosure Policy Officer their facilities. In addition, they request that con-
to be responsible for and to be involved in the in- tractor personnel which have no clearance be either
dustrial security program. In my opinion, this will restrained from travel or obtain a government clearance,
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I do not have to explain to you what this will do to markings such as “FOR OFFICIAL USE ONLY” or

the number of U.S. contractors involved in the F-16 “Controlled Data. ”, etc. We think that we have now
Program. We had to act rapidly and decisively to over- succeeded to receive protection for our data without
come this handicap and I am happy to say that we additional cost to the program.
were able to do so. The Defense Logistics Agency has
given us their full cooperation and authorized DISCO And yet another area of interest related to the
to process DoD clearances for all U.S. personnel re- Security Classification Guide for the F-16 engine. The
quired to visit European co-producers. Security Classification Guide lists two items as being

classified , while all other components are unclassified.
One additional problem concerning foreign visitors What me security officer of the country co-producing

to U.S. contractor installations which we have been the engine did was to instruct the company to request
unable to make the Europeans understand is the term funds to build a 6 foot high fence and to install
of “Foreign Representative. ” I have been unable to appropriate doors with locks on their facilities in order
make them understand that if a European contractor to safeguard the classified information as listed in the
hires a U.S. company to represent them that personnel Security Classification Guide. What they totally over -
from that company will also require a visit clearance looked was the fact that neither of those two items
the same as the Parent Company. This requirement would ever go to the foreign contractor. The classified
seems to the Europeans so different that it will take items were only released to the government concerned
somewhat more education to make them understand and in no way to the contractor. You would think
and adhere to it, that a security officer would take the time to inquire

about this aspect before directing a company to con-
Let me elaborate on some of the other problems struct physical security safeguards — no so, It took the

relative to co-production effort and illustrate it by combined efforts of my office as well as the F-16 SPC
telling you the saga for the protection of unclassified to assure security personnel overseas that no fences or
data. There is, as you know, no DoD regulation locks or any other kind of physical security measures
know of in the U.S. which requires the contractor to were required to protect classified data (of course ,
protect unclassified , unmarked information. Yet , we physical security may be needed for other reasons). ( m e
are shipping millions of dollars worth of unclassified must be cautious when transferring a Security Classi-
production r~t~ to European countries without the fication Guide to a foreign participant. The example
slightest assurance that this data receivi~s even the mini- cited reminds that Security (‘.Iassification Guides often
mum protection. Clearl y, something had to be done. can be misunderstood and may be abmiguous to the
What we did in order to provide protection was to uninitiated; ~. ey require many years of association to
request the Europeans to treat such data as “controlled understand fully how they are to be read , inte preted,
data.” Since the Europeans have no categury of “con- and implemented.
trolled data” as we have in the United States under
AFR 80-45, they declared all F-16 unclassified produc- One of the problems — perhaps best understood by
tion data to have a “NATO Restricted” classification , this group — is the fact that a program such as the
Then they directed their vendors to protect the infor- F-16 Program , does not have even one fully qualified
mation accordingly. No sooner had those directive security officer either in the U.S. or in our office in
been issued when the U.S. prime contractors were Europe. During one of our annual meetings the point
requested to provide additional funds for the “safe- was made by the European security personnel. They
guar ding of unclassified information.” This , of course , could not understand how major programs with either
was not the intent at all and we tried to exp lain this co-production or licensing arrangements did not have
to the Europeans. We did not succeed. Next , they security personnel assigned to them, In my personal
requested that we mark every document “FOR view, I agree fully, I have taken steps personally to
O F F I C I A L  USE ONLY ” — a physical impossibility bring this to the attention of appropriate AFSC per-
with the thousands of documents transferred to sonnel. I know that steps now are being taken to see
European co-producers , Then, they requested us to whether a security officer could be assigned to our
differentiate between that unclassified data which re- F-16 European Office. I don’t know if it will succeed,
quired protection versus that which did not. The final but I submit to you that security is an integral part of
result of this long drawn out problem is that we finally any major international program. It will take all of us
explained to the European security officers that we to educate our management because all too often
would appreciate it if they would “treat” the data as security is taken for granted. Such duties and responsi-
“NATO Restricted” without , however , any insertion of bilities are given to persons without background and
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training , I think NCMS could play an important role in easy to get people back and forth . Well , that didn ’t
conv incing DoD of the necessity of assi gning corn- happen in fact, Mr . Behr has explained some of the
patent persons to the information security aspects of things he instituted and he really saved the day for us
major international programs, as far as v isi ts to other contractors go. Procedures were

established so that visits to contractors are handled
As to potential problems coming into view , steps directly through DISCO (Mr . Gady ) and Mr . Behr .

are being taken to allow contractors of our NATO
Allies to compete equally with U.S. contractors. However , if we are going to go visit a government
Clearly such a policy would affec t Foreign Disclosure organizat ion over there , or a military organization ,
areas as well as be of interest to U.S. contractors. We then that is quite different and difficult. To give an
must make sure that, should a UK or Canadian con- idea of the chain of events , after we get the visit
tractor , for example , choose to bid on an Air Force request typed, it goes to our local AFPRO. It is proc
contract that no foreign release problems will impede essed out of the local AFPRO to CMD, CMD processes
his participation . So, there is an elaborate process to it to AFSC . AFSC then processes it sometimes to
determine whether a forei gn release problem exists headquarters USA F, other times directl y to the govern-
before advertising in the Commerce Daily. If there is, ment concerned.
only top management in the Pentagon is authorized to
make a final determination on whether a foreign con- I understand that the request goes through some-
tractor should be excluded from bidding, Clearly the thing like 27 different people ’s hands before it gets out
concept applies to subcontracting with foreign industry of this country and is sent to the country to which it ’s
and should be a great interest to industry represented going. The lead time is atrocious, Production in all
in this Society. I suggest that you look at this aspect three countries has not peaked yet; in fact , it is just
as you are awarded contracts by DoD. now beginning to get warm. I anticipate that we are

going to have all kinds of problems when we need to
THE CONTRACTOR’S VIEW visit government organizations. However , the con-

tractor to contractor procedure right now is most
B. K. Bradfield important and it seems to be working very smoothly,
Manager Industrial Security with the help of Arch Gady and Bob Behr .
General Dynamics Corporation

Now I would like to turn to another challenge that
As Mr. Behr pointed out , the F-16 program is a is just around the corner. We have , of course , recog-

co-production program — in every sense of the word, nized for the last two years the question of shipp ing
A wing of the F-16 is made over there, the Centrifuge classifie d hardware. There are no more than six pieces
here; the horizontal stabilizer in yet another place, The of classified hardware on the F-16 fortunately and
various parts come together in one place to be mated they are at the confidential level.
on some airplane. That aircraft may be delivered in
Europe either to our allies or the U.S. force; or it may But , these six pieces of hardware have to be trans-
be delivered to U.S. forces elsewhere, ported from here to Belgium and to the Netherlands.

Once they get there, they are tested. If an item doesn ’t
The landing gear , the aileron, flapperons, the speed check out, if it fails for some reason , it has to go for

brake, are all things made in one or another of the five repair to a contractor plant located in the Netherlands
countries. There are three production lines going inside at Falker. How is the equipment going to get from
the five countries. The picture is, to say the least , very Belgium to the Netherlands and back to Belg ium again .
complex. In such a circumstance you can imagine the Remember that contractors are prohibited from hand
response times that are required for visits , for example , carrying classified hardware across international borders
General Dynamics is the prime contractor , We are not to mention all the other restrictions. Access to the
responsible for meeting schedules over there and here; hardware is only during normal daylight hours for
for quality control, transportation, shipping, receiving instance.
and the like , spread out over half the world.

The government has already told us they can ’t sup-
We recognized long before the contract was let , that port the schedules that are required under this pro-

visits were going to be quite a problem. And we were gram. But, they also told us, don’t worry , something
promised that the visit program would be modified, will be done. Wel l , we are just a very short time away
that the government was really going to make things from delivery of the first items. We had a meeting at
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General Dynamics recently with about 25 people who Belgian aircraft and fly it over . However , the other
came to discuss that particular problem. I don’t know three countries have said already that they would not
at this time, what is going to be done about it. go to Belgium to get their material. Further there is no

assurance that Belgium would agree either since the
The government ’s proposal to General Dynamics procedure obviously would cost them money, and

was this; because the government cannot support the wasn ’t part of the contract.
schedules, General Dynamics give us a management
transportation plan on how you propose to get the So these are challenges. They are interesting prob-
classified hardware back and forth across international lems that will keep your mind limber trying to solve
boundaries under current regulations. Obviously, it them. Perhaps by next year , if we are still in business,
can ’t be done, We can ’t get across the border, and that I can report on how this has worked out.
it what we told the government. They replied by letter
say ing, that we were non-responsive to their first letter. CLASSIFICA TION MA NA GEMENT A T THE
So, they came to discuss the problem — for two solid DEPA R TMEN T OF ENERG Y
days, I think now the appropriate people are aware of
Just what our problems are with the Industrial Security THE HEADQUARTERS SCENE
Manual. The industrial procedures and regulations are
different from what the government would do. Esther “Jill” ElIman

Office of Classification DoE
Recently General Dynamics purchased a Convair

880 and outfitted it strictly for use between here and As some of you know, the classification system at
Europe or Iran, or to other countries that might pur- DoE is highly centralized , and it seems to have worked
chase the F-16, The government said, well there is the well for us over the years from its onset under the
obvious answer . You load the hardware on the 880 AEC, then through ERDA , and on into DoE , We
and the government will get some kind of a waiver to realize the approach would not work well for everyone
let you fly it over and off load it and meet your but we would like to share some of our thoughts on
schedules. this kind of organization and the problems as we view

them.
Well , that is fine up to a point. However these are

likely problems, What happens when that 880 isn ’t First , we might explain where classification is placed
flying because of some mechanical problems. Pre- in the DoE structure , In addition to the various regu-
suming a waiver to hand carry, it to Europe, what do latory, administrative , advisory and support organiza-
we do with the classified hardware when we get there? tions, the DoE has six major line organizations each
Remember that classified material can only go govern- headed by an Assistant Secretary, One of these is
ment to government. The Europeans have already said, Defense Programs and is shown below.
look, it is your responsibility to get the material to us, 

__________

So, we land in Belgium, how do we get the material to DoEthe Netherlands, How do we get it to Norway or _________

Denmark? We are crossing borders again. Who is going I
to be there to meet us? Then, what happens if the 880 ASSISTANT S E C R E T A R Yis dive rted because of weather or some other reason , DEFENSE PROGRAMS
and we have to land somewhere else? We have classi 

-

_______________ ________________

fied hardware onboard, What about customs? All of 
__________________

these things are problems. And, they are problems that 
~

“

~~~~~~~~~~~

“

~~~~

“‘

~~~ _______ 
Military

no one wants to face now because they are not rn- Classification r”” Application
mediate, But believe me, they can be costly later if I...- I __________________

proper plans are not made. 
________________

Safeguards InternationalI don’t know the answer or what the government is and Securitygoing to do ,for us. We can ’t act as an agent of the Security Affairs S

government in all of these ways. Because of the cus-
toms problems, etc. One might think that an obvious
solution would be to deliver the classified hardware to
the Belgian Embassy. Then they could put it on a Fusion 
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Two points about this structure may be unusual. to write , We feel that some DoE activities may not be
First , the classification and security functions are in adequately covered by existing guidance, e.g., intelli-
separate offices. Often these responsibilities are corn- gence and foreign affairs , Recently, we have been
bined. However , in DoE classification is a separate working on guidance for our nonproliferation activities ,
function. The Office of Safeguards & Security is re- That task has been a real education . As many in the
sponsible for personnel clearances and the physical Society know, it is much easier to write guidance for
security of classified information as well as being re specific technical information when one can establish
sponsible for the safeguarding of nuclear materials, that Part A is classified Secret and Part B is Confiden-

tial. It has proven much more difficult to write useful
Second , we are part of a line organization rather guides for nontechnical areas. We sympathize with

than being under a staff office , such as Administration agencies like the State Department , now facing the
or Policy or in the Office of the Secretary. In DoE this prospect of writing major guides. Another point to
works out well because most of the classified informa- make before leaving our responsibilities is that our
tion generated relates to Defense Programs , while much staff reviews all classified material requested under the
of the rest of the department is involved in totally FOIA or the Mandatory Review provisions of the
unclassified efforts. However , when the circumstances Executive Order. The Director of Classification is the
differ there are advantages to being in a staff organiza- denying officer , when necessary, even if the document
tion, for instance when one is responsible for over- in question was generated by another Headquarters
seeing activities in other line organizations , I might Office or by a DoE field organization . The Office of
remind that under the AEC, we were under the Classification interacts with all components of the DoE
Assistant General Manager for Administration. organization , It is the focal point for all classification

and declassification activities and provides classification
The major responsibilities of our office are: guidance to all offices both Headquarters and Field; we

approve all guidance used by our contractors.
• Develop and recommend policy for classifica-

tion and declassification of information for We have been accused of sitting in our ivory tower
Secretarial approval 2000 miles from the scene of action and making clas-

sification decisions . We really do try, however , to have
• Interpret classification policy through issuance wide participation in the development of classification

of guidance, rules and procedures policy and guidance. Whenever we are preparing to
establish classification policy for a new program or to

• Coordinate and implement policies through change policy or to create a program guide, we request
administration of DoE’s classification and do- input from the program managers , contractors , other
classification programs agencies, other governments , etc. Often we set up a

working group to draft the classification guide that will
• Coordinate classification matters with other spell out the policy.

agencies and foreign governments
Turning to that point , which organizations are re-

• Review all classified material requested under quested to participate in drafting a guide depends on
FOIA the kind of guide being drafted , There is a hierarchy of

guides in DoE,
• Administer DoE’s compliance with Executive

Orders, • Central policy guides. About 35 Program
guides (each specific to a DoE program such

• Represent DoE at the ISOO level as gas centrifuge). About 400 detailed Local
guides (used by our field organizations and

• Evaluate and improve DoE’s classification pro- contractors ).
gram.

Clearl y a different purpose is served by each . The
As you can see , one of our major jobs is to develop policy guide is intended to provide broad policy
classification policy and issue guides. Guides will be statements on what should be and what should not
required under the new Executive Order, Although we be classified under the various DoE programs. Tradi-
have been in the “guide writing” business forever be- tionally, such a guide has been approved by the
cause of the law , nonetheless we will have new guides head of the organization and is coordinated with
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other agencies and with the British and Canadians. expected from the new Order . However , even the best
The purpose of that kind of guide is to set forth of plans may have some potentially adverse effects .
the differing subject areas and their lines of classifi- For instance , I’m sure that you’ve heard the good news
cation, No classification levels specified. Therefore , about the deliverance of the Children of Israel from
this guide is not really a “working” guide. It is Egypt, but perhaps you haven ’t heard the whole story.
intended to be used as a basis for more detailed Here ’s what probably really happened -

guides. We are planning to revise our ~olicy guide,
mainly to add sections on areas no previously You ’ll recall that Moses was doing some research
covered, We anticipate this project will take over a into alternative energy systems , specif ically, non-
year for various reasons , o.ie of them being the consumab le burning bushes. Well , as he was testing
number of organizations that have to concur. one of his nonconsumable burning bushes one

morning, God spoke to him from the bush, and said
• Program guides are approved by the Director something like this: “Moses , I ’ve come to give you

of Classification and must be consistent with some good news and some bad news. ” Well , Moses was
the basic statements in the DoE policy guide. pretty excited about this. He said , “Gee whiz , God , it ’s
Many of these guides are coordinated with about time. We really need some good news. We have
other agencies; in fact , as many of you who been having a hard time with these Egyptians latel y.
are involved in DoE nuclear weapon programs After all the other indignities that they have visited
know , some of our program guides are upon me personall y, now they want us to make bricks
actually issued as “joint ” guides and the same with no straw, I mean it is really terr ible 1 We need
guide topics are used by both agencies in- some good news , so how about giv ing me the good
volved . We think this is a good idea and one news first , God.” And then God said , “Well , very well .
that could possible be extended to other areas I’ll tell you what the good pews is first , Moses. I’ve
where there are programs cutting across decided to deliver the Children of Israel from Egypt ,
agency lines, e.g., intelligence, disarmament , What I’m going to do is that I’m going to vis it all
foreign affairs. manner of plagues upon the Egyptians. I mean like

locusts , hai l , drought , death and assorted other un-
• Local guides are the “working level” guides pleasantries. I’m going to get them so upset they ’ll be

which are used by our contractors in making happy to wish the Children of Israel ‘Godspeed’, so to
day to day classification decisions. speak. And fu rthermore , if , after they let you leave ,

Pharaoh changes his mind, and decides to come after
Remember all guides are approved at Headquarters. you, don ’t worry about a thing. I’ll just part the Red
There is a real danger in dictating policy from Wash ing- Sea and you can walk across. If the Egyptians try to
ton and, in fact , there may be some truth to the follow you, I’ll drown ‘em like rats! Don’t worry
prevelant belief in the field that Headqua rters never about a thing, Moses, I’ve got it all under control. All
really knows what ’s going on; however , we count on you have to do is to just lead the Children of Israel
our field offices to keep our feet on the ground. right into the Promised Land. Milk and honey and all

that sort of thing.” Now Moses was pretty excited
THE FIELD OPERATION about all this, He said , “Gee whiz , God that is just

about the best news I’ve heard this year and it has
R. Richard Fredlund, Jr. been a year sorely in need of good news. But you said
Director , Classification & Technical Information, ALO something about some bad news, ” To which God re-

plied, “Well , Moses , yes . . . there is this little bit of
When one moves to the field from Headquarters bad news . You see, you’re going to have to write the

some aspects change. The Albuquerque Operations Environmental Impact Statement and you have to
Off ice (ALO) is DoE’s largest Field Office. In it the paragraph classify it!” So you can see blessings tend to
Classification and Technical Information (C&Tl) Divi- come in mixed packages.
sion is responsible for three basic functions; namely, S

classification , technical information , and administration Assuming that these and other concerns relating to
ot the Freedom of Information Act. Headquarters par- the new Exective Order can be worked out , perhaps
ticipation in the drafting of the fo rthcoming Executive we ’ll be able to return to our more prosaic and
Order with its expected changes has caused it some familiar functions. In the DoE, we see the areas of
concern about its impact on Classification program classification and technical information to be parallel .
resources. There is, of course , a lot of good news This results partly from the fact that they are so
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identified in the Atomic Energy Act , i.e., the Atomic similar in nature to those which exist between DoE
Energy Commission and its successor agencies are Headquarters and its Field Offices , as Jill ElIman dis-
charged with disseminating as much technical informa- cussed earlier . An interesting and perhaps unusual
tion as is possible consistent with the common defense feature of these relationships relating to classification is
and security, while classifying the minimum amount of that the lines of communication are rather short; trom
information required to assure that security , the Director of Classification at DoE Headquarters to

the Field Classification Officers , directly to the con-
In the classification and technical information areas , tractor Classification Officers and thence to the various

Albuquerque is primarily responsible for the appraisal technical program applications. So that in matters of
and oversi ght of the programs of seven contractors in classification policy the Classification Officer at either
ei ght states . They are: a Field Office or any of the contractor organizations

has a great deal of latitude to deal directl y with those
Los Alamos actually involved with an immediate problem ,

Scientific Laboratory Los Alamos , NM
Sandia Laboratories Albuquerque , NM As you will remember from “The Headquarters

Livermore , CA View ,” the greatest number of classification guides in
Tonopah , NV DoE are “local” guides. A majority of these are

General Electric Neutron drafted by the contractor responsible for the particular
Devices Department Clearwater , FL program or aspects of it to be progiam addressed by a

Monsanto Research Corporation Miamisburg, OH guide. The fi gure portrays a simplified representation
Bendix Kansas City Division Kansas City, MO of what sometimes becomes a rather complex process.
Rockwell Rocky Flats Denver , CO
Mason & Hanger-Silas Mason When an ALO facility begins work on a new pro-

Company, Pantex Plant Amarillo , TX gram, the contractor ’s classification officer (in coopera-
tion with the technical organizations involved in the

The relationships that exist between a DoE field program) drafts a local classification guide, coordinates
office and its principal contractors is similar to that of it within his or her own organization and possibly also
DoD and most other Government agencies. Administr - with other potentially affected DoE contractors. Then ,
ative line control is separate from orogram or opera- the draft guide is reviewed for approval by ALO Classi-
tional control . Further, organizational relationships are ficatior i and Technical Information Division. It
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considers conformance with established policy and tie class if ers are l d n i  u~ Jt Onally fin identif ying and
cides what , if any, fu rther coordination is required. educat ing rep lac e r i , r t S  4 ur authorized classifiers who
either with Program Divisions at the various Depart - leave for What ev er r ed so r i ) .
ment of Energy Field Offices , or DoE contractors .
During review f any differences of opinion arise or One uf the reasons for the adoption of the DoE
suggestions for improvement are made, they are authorized classi fi e r system was the traditional philos-
coordinated. ophy of A EC ERDA - DoE that it is extremely

d if f i cu l t  to make cl assification guides precisely
Then, the guide is submitted to the Office of Clas- defin it ive. It follows that , if consistency in the applica-

sification , DoE. One may comment that , because of tion of the guides is to be achieved , we must ensure
the technical expertise brought to bear in the pre- that those persons actually applying a guide t’ a
liminaries , frequently the guide will be approved by specific technical question are “skilled in the art ” of
Headquarters as submitted (Ed. Note Cheers) . How- classification as well as technically competent in the
ever , even if this occurs, we believe that the process of areas to which the guidance is being applied. This is
Headquarters approval is important. The DoE cen- not to say that we necessarily limit the dissemination
tralized structure requires one office: i.e., the Office of of classification guidance to only those persons who
Classification , to maintain an 3v erview of all DoE clas- are authorized classifiers , On the cont ry, we attempt
s ification guidance, ensure that the many local guides to ensure wide dissemination of classification guides to
prepared are consistent with each other , and, in fact , those persons working in potentiall y classified areas ,
accurately reflect classification policy decided. who may have a necessity to identif y classified infor-

mat ion. In this way, we hope to alert the technical
Because this system has central control features , it population to information requiring protection on or

is infrequent that local classification guidance is incon- with which they may be dealing, They can discuss the
s istent with policy. Not a small feat considering the matter with an authorized classifier , Because of this
large number of guides published and the fact that philosophy of “personal responsibility, ” classification
com monly many DoE contractors participate. As you guides are not used as classification authorities in the
might rightly conclude , a substantial amount of re- DoE under Executive Order 11652 .
sources is required to operate such a centralized sys-
tem. One may turn then to whom does DoE consider Considering the forthcoming changes expected in
eligible to determine applications of guidance. the new Order , our current plans are to continue our

philosophy of personal responsibility. But, consistent
Along with a passion fcr consistency and , one with it , to drastically limit the number of DoE and

hopes, consistent with it , there is a philosophy of DoE contractor personnel assi gned “original” classifica-
“personal responsibility ”, i.e., we want to know pre- t ion authority, Simply stated, we wou ld propose to
cisely who is ass igning the classification to any given g ive the few key authorized classifiers at a location
document. When only desi gnated persons assign classi- ‘‘or ig inal ’ ’  c lass i f i ca t ion  authority, All other
fication then it is an easy matter to determine exactly “authorized classifiers ” at a facility would then have
who needs additional classification education when “derivative ” classification authority. We do not at this
mistakes are made. By limiting those individuals time plan to extend authority to apply classification to
authorized to apply classification markings to a docu- information or materials to any person not specifically
ment to those who have a demonstrated competence in authorized either as an “ori ginal” or “derivative ” classi-
the subject matter of the document , we believe that fier .
we minimize the possibility of errors in classification.
Moreover , limiting the number of persons authorized We recognize that this policy is a great deal more
to apply classification markings within any organiza- stringent than is required by the words of the draft
t ion , also limits the number who must be educated Order. However , we believe it is certainly consistent
with respect to changes in classification policy, with the spirit of the Order and with the DoE

philosophy of ensuring that each time a document is
Obviously, this approach has a number of draw. classified , a conscious decision to do so is made by an

backs, We believe the benefits of the system are sub- identifiable person , competent in the technical subject
stantial , but it requires a substantial amount of matter of the document and familiar with current
classification program resources; both administratively classification policy in the area.
(in keeping track of exactly who the authorized
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In summary, the L o E  classification program is That was the only way they were identified. They
hi ghly structured , centralized , and has heavy emphasis were not mandatory; they were simple guidelines.
on personal responsibility for those making classifica- Advice that we tried to provide to contractors to assist
tion policy or individual classification determinations , them in protecting classified information which they
Because of our success with this approach within the were compelled to use in the computer environment,
DoE , and because the relatively small size of the DoE Those guidelines dealt almost exclusively with physical
makes such centralization possible, we plan to continue secur ity matters.
this basic philosophy and structure under the new
Executive Order . Frankly, we didn ’t know enough about computers

then even to address the software problems in ADP
systems. It wasn ’t until 1973 that there was positive

THE DEVELOPM EN T AND STA TUS OF SEC- movement in the area of ADP security, when a DoD
TION 13, ADP SECURITY directive and manual were issued for use within the

Department of Defense . The directive and manual
Robert E . Green provided for the first time the concepts of both hard-
Chief , Industr ial Security Programs Division, DCAS, ware and software protection, The design of software
DLA systems , which would protect classified information , in

the computer , and it provided for what was then
First , some observat ions about the status of the recognized as perhaps the only two modes of operat ion

Industrial Security Manual itself , You have been re- that would be necessary. That is the simple dedicated
minded that in 1951 it consisted of 17 pages; today it mode when you process batch classified rriaterial in
is close to 400 pages, Why ? Two statements may and out and go back to operations as normal , or the
exp lain. The Industrial Security Program of today is multi-level mode in which va rious degrees of informa-
not the Industrial Security Program of ~951. Areas of tion would be processed at the same time, That direc-
current concern were not addresse d in 1951. For tive still is in effect.
example , international secur ity was not a major prob-
lem then . It is now, ADP Security was over the hori- We started drafting comparable changes and pro-
zon; today it is very much a part of our lives and I cedures for the Industrial Security Manual (ISM) in
w ill be discussing our approach in some detail , Foreign 1974. It was silent on the area of ADP . The draft
owners hip, contro l and influence was not really a sub -largely paralleled the DoD regulations and was sent out
ject of concern at that time , but now? for formal coordination , Many of you know that

formal coordination in the Industrial Security Program
Quite apart from program changes , the Industrial includes some 57 activities. There was a staggering

Security Manual has grown as well because of the number of comments , good and bad, about that
requests of industry. There has been a constant flood original draft of Section 13 of the security manual , as
of requests for more information. How do you want us it later became k’own, We resolved as many of those
to do it, what do you mean, w hat are the procedures earl y differences as we could, and in 1976, we issued
you would like to see. So, if we reverted to a 17 page Section 13 of the ISM as a binding contractual obliga-
industrial security manual , I believe it wouldn’t be long tion. The reaction was both immediate and violent, We
before it would be back up to 400 pages, literally had some major corporations come to us and

say, we will not implement Section 13; we cannot
Now to turn to ADP security, I believe it is useful implement it; it is not consistent with the way we use

to descr ibe the evolution of Section 13. There has not our computer; it is not cost effective .
been a change in the Industrial Security Program that
has had more effect than the final recognition and Well , together with DoD, and some selected repre-
imp lementation of ADP Security procedures. Standing sentatives of major companies that were in the corn-
alone, ADP systems are one of the most complex and puter business , we sat down and started immediatel y
per haps to the laymen certainly, the least understood to redraft Section 13, to ma ke it more compat ible
advantages of this technological age in which we live. with industry ’s operat ions, As a part of that effort , a

team, a study group v isited a number of small corn-
W e recognized, as far back as 1969, that there Juter outfits as well as some big aerospace industries

wou ld be a problem in the processing of classified that had computers that were the size of football
information in an ADP environment. We issued at that fields , in an effort to better understand the problem. A
t ime what are still referred to as the 1969 guidelines,
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rev ision was complet ’d , it s~ ’~ 
- 

~.uordinated through is it , and this is what we are going to encounter
the same chain, ano this time with favorable results, everywhere; therefore , this is the way we will protect
We got indications back from both government and it. ADP system engineers tell us, as you probably know
industry that they now believed that section 13 was from your own operating experience , that there are no
something that was viable , feasible and that industry two ADP systems which are precisely alike. They are
could live with it . eit her different in their hardware or their appendages ,

or they are different in their software. So each one has
I have to qualify that by saying that they agreed to be addressed as an individual , special ized system ,

with the concept; they certainly didn ’t agree w ith the analyzed that way, and a determ ination made on a
language . The problem then was that it was Written by case by case basis that it is a system which can protect
computer-or iented people in the jargon of computer classified information , with certai.1 safeguards.
spec ialists. It was not an easy document to understand.
I had my staff undertake a complete editorial revision We had no ADP security exp : t ise in the industrial
of sect ion 13. The object was to preserve the concepts security area to even address this problem. I had one
and procedures , but to use language that people other man on the staff who was a computer specialist , corn-
than computer specialists could understand. That puter systems analyst as a matter of fact , and a lot of
vers ion has gone to OSD, and I understand that it was the concepts and procedures that you find in Section
approve d two weeks ago tomorrow. I have not yet 13 were ori ginated by him, and agreed to by OSD. But
seen the changes but I have been assured that they do at the staff specialist level , in the DCAS, we had r~~
not change the concept of the revised section 13, ADP expertise , and the Industrial Security Representa-

tive on the street was asked to undertake inspection
When we submitted revised Section 13, and it had responsibilities in an area for which he had no ex-

been through coordination , OSD gave us permissicn to pertise.
begin to implement it on an interim basis. We had to
be able to give contractors using their computers to All the documentation for this new element of the
process classified , some kind of an approval to program had to be developed. Not only did we have to
procee d. So, w ith that authority to issue interim develop and issue policy in the form of section 13, but
approvals , our inspectors went out, identif y ing where also we had to train our staff people and the industrial
computer systems were being used in this mode, ex- security representatives, That meant developing courses
amined them against the interim section 13, and if it and then presenting the courses. The Defense Industrial
appeared that that system would qualif y under the Security Institute had to develop in its programs ,
revised section 13, when it was approved , we gave an training for our people as well as for industry people,
interim approval. Now just a few statistics, We have in the subject of ADP. And, the local DCASRs educa-
identified nearly 500 systems in industries that are tion and training specialist had to prepare ongoing
being used to process classified information . Most of ADP programs for our own internal people , the staff
those — in the neighborhood of about 300 to 360 or specialists and the IS representative.
370 — are operating today under interim approvals
That means that there is a very good likelihood that So we immediately started an education and
they will be formally approved when the revised training for the documentation program. The key in-
sect ion 13 issues, gredient in approving an ADP system in understanding

what it is and how it works , remember ing that I said
W:iy have we had so much trouble with ADP? And “ two are alike, We prepared a guide for the prepara-

I will admit , and you know, that we have had trouble tion of a Systems Description Document or SOD. That
with it. There are some very good reasons for it. document is prepared by a contractor to tell us what
Num ber one, it was a totall y new discipline, intro- his system does , how it operates , what safeguards are
duced into the industrial security program. There was built in, whether they are in the manufacturer ’s soft-
no nrot otype system that we could go to and say, well ware program , or whether they are written into the
how are you doing it; what problems have you ex- operating program by the contractor . It is essential
per ienced, because no one really had faced the prob- that we have the SDD in order to evaluate that system.
lem of security classified information in an ADP I am aware that it is not easy to write, Nothing in this
system. Secondly, we had to make provision in thi s ADP area is easy. The guide has flaws in it. I am sure
who e arena , for any type of system. We weren ’t that some of the points can be phrased better and
dealing with a standard system that you could tear experience and time will see that guide improved , but
down and look at the nuts and bolts and say, yes , this that was one thing that had to be done.
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Then, we had to write some sort of guidance for New York , Atlanta will service the Dallas area , St.
the staff specialists at the reg ion level who were re- Louis will service Cleveland and Chicago (Chicago has
sponsible for approving that SOD — another piece of only two identified systems) Boston is a stand alone,
documentat ion. Since the systems are not alike , we fe lt and Los Angeles is a stand alone, As a matter of fact ,
that the IS rep had to be advised by the staff specialist Mike Crai g has been authorized two positions in recog-
of where the pitfalls were in a particular system . Once nition of the fact that Los Angeles has well over 100
he had rev ewed an SDD , and approved a system for identified systems. We think that is the only way we
operating use, the system has to be inspected periodi- are going to get the job done , using the team concept
cally, We task the staff specialist with develop ing an and using the lead region concept in today ’s very tight
inspection guide for that particular system , to point out resource situation .
to the IS rep what he should look for in it and where
there are potential trouble spots that need inspection Now we face the job of converting all of those
emphasis , So that also was another thing that had to interim approvals into final approvals , That is , a final
be developed, examination of that system to determine that it does

in fact still meet the requirements of section 13, be-
Then we initiated a series of continuing ADP work- fore we give it that final blessing. We are going to

shops for our staff specialists and IS representatives , make an advanced distribution of the approved section
The purpose is to keep them acquainted with as many 13. As you know , it takes months to get a printed
changes to the program , as many problems , as many change to the Indus trial Security Manual on the Street ,
case studies , and as many solutions as we can possibly We have OSD’ s permission to make an advanced distri-
find to keep them up to speed, Another device we bution of that approved section 13 to those con-
intended to use is an ADP notebook , which will pro- tractors who are currently involved ~vith ADP systems
vide, during this learning curve, as much information as processing classified , those that we hase . identified; as
we can give to the IS representative , and perhaps even we identify others , we will give them the advanced
to industry, on our experiences in implementing this distribution copy, also. It is an advanced distribution
facet of the industrial security program. copy only in the sense that you are getting it before it

comes out in a manual. It is not a draft for considera-
We are operating under two concepts right now, and tion, It is an implementation copy; it is effective when

I think you will appreciate the fact that they are very give to ycu, for implementation.
valid and very necessary. One is a team concept, We
are mixing two disciplines. We are mixing ADP dis- The advanced change will be distributed throug h the
cipline with security discipline, An 080 security in- DCASRs. In the meantime , the Industrial Security
spector , security professional , does not know ADP, An Representatives , as a part of their normal , periodic
ADP specialist in the government , that is the GS-334 inspections , will be indentifying new systems. Our pro-
series , does not know security. We don’t have the time , jection is a 10 percent growth rate per year in new
and we can ’t afford the luxury of the extensive cross systems. A further projection is that given the nature
training that would be required to put both kinds of of ADP systems , there will be a re-approval process
knowledge in the head of one individual. So we are following changes to those systems at the rate of about
usinq a team concept. One ADP specialist , one in- 30 percent growth per year. These are industry esti-
dustrial security specialist , working together for the mates based on the changes that they make in equip-
examination and the approval of systems and the sub- ment and software programs.
sequent inspection of those systems,

So in sum I am saying that we are in an evolu- 
S

The second concept we are using, is one that is tionary period with respect to ADP security. We have
dictated by resources , and I guess to some extent by brought a program up from absolutel y ground zero ,
just good common sense. We are using a lead region concurrentl y having to write rules , regulations , pro-
concept; with 500 identified systems, we don’t have a cedures , and train our people to understand and accept
full man-year of effort for an AOP specialist in each of new responsibilities. There are still some areas of con-
our 9 regions. So we have adopted a lead reg ion cern that are going to be addressed during this evolu-
concept which will provide for the placement of an tionary period. For instance , we are concerned about
ADP specialist in each of 5 regions. Those five lead word processing equipment and other normal business
regions will be tasked to provide that service to machine equipment which has some memory retention
another region. For example , Philadlephia will service capability. They meet the definition of an ADP system
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in that they do have memory, they do process, handle Virg inia. We are very proud of the Institute . You may
and store information, But it is done in a slightly not know that a number of the courses that we pre~
different environment. We have that problem to face, sent at Dl51 are accredited by colleges and universities ,
The second problem we have to face and experience is for undergraduate work in degree programs.
going to be the ru le here , is the onboard weapon
system computer. If you are building a missile , and it Regarding cost avo idance resulting from education
has a computer , that has a memory , it qualifies under and training is an interesting point. I defy anyone i ere
section 13, as a computer system and is subject to its to identif y in specific terms , any costs avoided becuase
provisions. Some requirements of Section 13 cannot be of proper education and training. The credits that
applied to a weapon system, Obviously we will be accrue are very real even though they may be im-
addressing that problem as soon as we have sufficient measurable. If one terminated all industrial secur ty
experience and consultation with contractors who face training that government and industry conducts — one
this problem, to be able to address it properl y, could very safely predict a catastrophic rise in loss and

compromise as well as all sorts of important but less
The progress in ADP has been painfully slow. We serious security violations . The nature of E&T follows

have made mistakes, We will make mistakes again. But the nature of the industrial security program itself .
with each mistake we learn something, and we are Industrial Security is a preventative program and so in
br inging this program, I think , to a point where every- education and training. That is why industry has its
one will recognize it as being an essential , logical and own internal education and training, and why govern-
workable aspect of the industrial security program. If ment does too. That is why DLA has an academic
there is any consolation for me at least , it came from institution that can be used by both . That is why we
two different people with whom I spoke at different stress education in our inspections. The IS representa-
times. One is a computer expe rt in the government , tive is prepared to give advice and assistance during
the other is a computer and security expe rt in in- onsite inspections , and the DCASR E&T specialist is
dustry. We had lengthly discussions about the concept available to assist with programs.
of section 13 and what we were trying to do. And in
both cases , we were told we are quantum steps ahead There are ei ght courses at DISI, I will touch only
of anything that anybody else was doing in the ADP on the one of most interest to the Society — the
area, Not only in concept , but in oj r approach to the Information Security Course. This is not an industrial
implementation of the program, and the progress we security course per se. We were asked several years ago
have made to date , That encourages us to keep going, by OASD to undertake to train government people on
and all we need from you is a little bit of under- the implementation of Executive Order 11652. The
standing, a lot of cooperation , and a lot of help. You concept was to bring classification managers or pro-
have given it to us before, and I know you are going spective classification managers of DoD agencies , or
to give it to us again. That completes my description those involved in the implementation of classification
of the evolution of section 13. management programs , to DISI and give them a two

week course on how to implement the provisions of
Now, I should like to touch briefly another aspect. the Executive Order and implementing DoD Regulation

We were pleased to note recognition in this semminar 5200.1 A. The first week of that course is devoted
of the field portions of the Executive Director of exclusively to the preparation of classification
Industrial Security at DLA. There are three very guidance. Some members of the society participated in
valuable and essential f i ed  extensions of Headquarters. the pilot test presentation of that course, At the re-
DISCO, of cou rse, is ors and you have heard from Mr. quest of the military departments , we have taken that
Gady. The Office of Industrial Security, Europe, is course on the road. It is presented in capsule form in
another and many of you who are involved in inter- two or three days, where we are able to slant the course
national operations , know what kind of a service our more directly to a specific service implementation of
office in Brussels provides. As a matter of interest , the Executive Order and the DoD Regulation. Fifty-six
some studies are underway that may lead to the ex- percent of all of the students at DISI during the past
pansion of the mission of the Office of Industrial year came out of the information security course, This
Security, Europe — both geographically and func- give some idea of the response and the attendance that
tionally. we are getting in that course. During fiscal ‘78, there

will be 7 resident classes in information security, In
Many of you are familar with a third extension, addition, there will be 13 field extensions in different

Defense Industrial Security Institute, at Richmond, parts of the country. The DCASRs will be able to tell 
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you where and when the course will be held, and make good, or for had, depends upon how full y they under-
arrangements for attendance, stand the facts of life of security. ” In urg ing members

of the Society to give their views he noted, “. , - it is
One of the things that we are contemplating at DISI not necessary nor is it required that an industrial

is the development of some of our courses into contractor obtain the approval of the DoD before
correspondence courses, Major corporations do send giving unclassified testimony regarding security classi-
their people to DISI, They find it cost-effective to fication procedures before a committee of the Con-
send them, but there are some 11,000 cleared faciliti es qr ess.  Any indus t r ia l  cont rac tor  who [so)
and not all of them are major corporations. It may be testifies , . - is not subject to sanctions - -

a one or two person activity, but they need education
and training in the industrial security area nonetheless. He commented that new laws and their interpreta-
However , it isn’t feasible to participate in our courses tion left the “security forces in shambles , and so
in Richmond, We think that if we can do it eco- weakened that there is serious concern as to whether
nomically, correspondence courses would be a boon to we can have effective security. ”
them. It would be, a boon to us also because the more
education they have , the less of a job we have, There He concluded with the observation that “we must
is the problem of preparing, distributing and grading recognize that any system of security based solel y on
papers when they are completed. Also the problem of an Executive Order is subject to abuse, and that
keeping it updated, so there is a logistics problem attempts to enforce sanctions of such a system are
which we are try ing to work out not, doomed in the courts He urged anyone

approached to appear and provide information about
This completes a t.ir j ef view of our field extension the system for the good of the country.

and particularly the part that our Institute is at’
tempting to play in the industrial security program.

THE BACKLASH OF TESTIMONY

Albert H. Becker
Head, Support Services Division
Georgia Institute of Technology

Summary of Presentation

Mr. Becker who appeared before the House Govern-
ment Operations Committee , Subcommittee on
Government Information and Individual Rights (as it is
known now) in August of 1974, gave encouragement
to ot hers to do the same.

S 
He was the first member of industry to appear and

give views on the security program and a statutory
base for it, He noted that his princi pal intent in
speaking was to establish that there was no backlash.
He commented on the widespread apprehension over
the potential loss of contracts. He said that not only
did they not lose but rather had gained substantially
since the time of his testimony — more than tripling in
the case of their DoD Research and Development pro-
gram.

He said before a DoD Executive Seminar at which
he was invited to speak subsequently, “. . . in my
opinion what the Congress does or fails to do for 
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ANNUA L MEETING — 1978 At this time , we will request our current Treasurer ,
Alan Thompson, to report on our financial posture.

James A. Buckland Alan .
President MR. ALAN THOMPSON : This the the third time

I ’ ve been in front of this group making a presentation
NCMS President called the meeting to order, on finances. 1977 was a bad year in one sense , but it
PRESIDENT BUCKLAND: At this time, we will got us past a couple of humps.

cover some of our annual business, First I would like Copies of the year end report for 1977 are available
to have our Vice-President and Membership Chairman , with the area coordinators and the chapter chairmen ,
Dick Butala , give the report on our membership status. and you may examine it in detail when time pr2rlits

MR . RICHARD G. BUTALA: During the past year and pose questions later. Of course , I’ll entertain ques-
we’ve had a very successful campaign for new tions as I complete this report. We opened calendar
members , In May of 1977, just prior to the last year 1977 with a net worth of $14,370. We ended the
seminar, we had 260 regular members, 6 life members year with a net worth of $9,770 for decrease in the
and one honorary member , for a total of 267 members net worth of the Society of $4,599, There were a
in the Society. Since that time un il May 8th of this number of good reasons for this and consequently the
year, a total of 73 new members joined the Society, change was not a surprise. Some of the reasons are of
However , as is always true we lost some members interest.
during the year. Nine had to resign for one reason or First of all , we published three journals. Each of
another or had to retire, and 18 were dropped from them cost approximately $2,500 to make up and dis-
the rolls for non-payment of dues. We hope to con- tribute, Net cost of the journa~ was something like
vince some of them to rejoin. $7,636. Last year we published seven issues of the

So for 1978 our new net figures are: 303 regular Bulletin. A number of those issues carried extr~ pages,
members , 9 life members , and one honorary member , which meant increased cost not only in printing but in
for a total of 313 as of May 8th. We did finally top postage.
300. That was the goal set last year by then incoming Also we reprinted the bylaws of the Society,
President Buckland. I enjoyed working with him, the membershi p applications and brochures for a cost of
whole Board , and the chapter chairmen in reaching this $882. So, the bottom line was a net worth at the end
goal, of the year of $9,770.60.

For information , our Society population is dis- Your Board recognized as we came near the close of
tributed as follows: last year that it was necessary to increase dues dnd the

initiation fee in order to assure ourselves of income
Number Change sufficient to meet ongoing expenses for 1978.

During the year our Pr”.ident appointed a Finance
Mid Atlantic 26 +3 Committee to examine the accounts of the Society and
Washington 100 +13 to submit recommendations. The Committee was corn-
Southeast Region 15 -2 prised of past Society presidents Gene Suto, Jack
West North Central 16 +3 Robinson and Jim Bagley. We met and spent a good
East North Central 77 +1 number of hours going over our account structure.
Dallas 12 +4 Some feeling existed that our very rudimentary
South Central Region 5 +3 accounting system needed additional structure to
Southern California 72 +9 describe better and define more precisely where various
Northern California 41 +8 categories of expenses ought to be included, The goal

was to present the information about expenses in such
Some other facts of interest. There are 68 women a way that it could be considered. Difficulties had

and 245 men, and there are 202 members from in- existed in being able to find easily, for example ,
dustry and 111 from government. The government exactly how much we were spending on the Journal .
industry ratio has remained similar at about 2 to 1 for This then led to problems in planning a budget.
a number of years. The recommendations resulted in changes that are

PRESID ENT BUCKLAND: I want to thank Dick reflected in the 1978 budget as it was prepared. As an
Butala for his report and publicly acknowledge that incident to these considerations and recommendations .
the job he has done in the last two years as member- I was personally pleased that they determined also that
ship chairman has been outstanding, He has designed the accounts I had been keeping for some three years
forms and letters , prepared lists , and made many other were in good order?
contributions that will be used for many years to Turning to the present. We are approaching the
come. mid.point of 1978. Because we took the painful step
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of increasing dues, together with the increased Looking forward , I am pleased to announce the
membership resulting from the success of our Vice three members elected to fill vacancies on the Board of
President/Membership chairman Dick Butala , we are in Directors. They are:
a fairly reasonable state. As different from the 48
dollars in the checking account on 1 January there is Frank Larsen
some $2,000 plus. Some $7,000 in dues and initiation Alan Thompson
fees have been received and some put into Certificates Marilyn Griffin
of Deposit of varying lengths and a savings account.
We retain enough to cover expected payments but not As my last official duty I am pleased to present
more, your incoming president who will conclude the

That concludes my oral report, Mr. President. I meeting, Alan Thompson.
remind that the full details are available in a written INCOMING PRESIDENT THOMPSON: I want to
report available through the chapters and area co- make a comment first that Jim Buckland has done a
ordinators. fantastic job this past year. I have been on the Board

PRESIDENT BUCKLAND: Thank you Alan. A time only three years but I want especially to commend
corn’ s — and I think it happened to me about 3 or 4 him for his accomplishments during this last year. I’d
weeks ago — that one gets the lame duck feeling. Now like to touch on some of the aspects. He provided that
it feels real good. I want to thank again the Board, the strong and steady kind of leadership that is needed at
Chapter Chairmen, and all the individuals whom I have the head of our professional organization. It made it
called on. Your support has been fantastic. I would possible for us to move and to change in a time of
like to summarize now, some of the highlights of the change.
past year. Some other specific points: Bulletin has become a

vital , current medium for getting the word out on
• We achieved our goal of 300 members plus and what is going on in our business , and what it is that

the Board of Directors has approved the addition of we should be paying attention to. He has improved the
two new Directors to the Board, effect ive with our management of the society in the appointing of the
Annual Meeting next year providing we still have 300 finance committee which I reported. We re-structured
members as of 31 Dec 1978. our accounts to enable logical consideration of

• We achieved a major goal on 31 December 1977. budgeting and financing. He has made better , more
At that time all of our publications were current and direct communications happen between the top of the
delivered , and we had no outstanding bills, This society, and the chapters and area coordinators. He has
enabled us to sta rt this calendar year with a clean made himself available to meet and has met with
unencumbered new budget. chapters , and that has helped improve exchange.

• A note of disappointment — our essay contest Finally, he has left me with a new legacy, something
was totally unsuccessful. We had no entries , that will help me and will be available to my

• We held no mini-seminars during the year. How- successors through the years , and that is the President ’s
ever, that is understandable because all of us have been Advisory Council, It is comprised of past presidents ,
waiting for the new Executive Order and the new DO with the immediate past president chairing the group.
Form 254. However , I believe that the time the Board It is to that group that I will be looking for assistance,
of Directors and the Society spent on the preparation direction, guidance, and good counsel , I know you join
and development of the new Executive Order, more me in expressing our sincere appreciation for Jim
than compensated for the seminars. Buckland’s leadership during the past year.

• We have increased our liaison with ASIS and As incoming President it is desirable to set forth ,
other Security groups. We made a presentation jointly albeit seemingly more modest than those established
with DLA at the 1977 ASIS Seminar , and are planning similarl y a year ago, the program views , If there are to
to conduct a workshop at their 1978 Seminar, be goals, let them be four in number:

• We have established new committees for finance, First — Maintain and strengthen that direct
editorial review, and records retention. Read about liaison which we have established , particularly
these in the next Bulletin, We are trying to establish a during this past year , with the Executive Depart.
new operational basis for the future. ments and Committees of Congress. We must

• As a last but not least note, we have a firm stand ready to provide the very best possible
commitment from the Northern California Chapter to advice to express to those people, the profes-
hold the 15th Annual Seminar in San Francisco, sional concerns of you the members of this pro-
California in May of 1979. Be there. fession as it develops further. 
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Second — Take every action that is required
and possible to assist the members of the Society
in the performance of all of their functions. I
personally pledge my assistance , I know the
Board is behind me in this regard. To do that,
we need to know what are your concerns, and
we will be exploring in our board meetings and
in our personal way, how we can make that
happen.

Third — Promote , in every way we can, mini-
seminars and educational opportunities. It is
especially important that all of you join me in
supporting most particularly, the seminar next
year in San Francisco, They have got a good
start on it, they know where they are going,
there is fine leadership there, and at the same
time I am sure they will appreciate any and all
assistance that you can give.

Fourth — increase the membership of this
society further. There are a great many people of
whom each one of us is aware who are now and
will be increasingly coming into responsibilities in
this field, who are not active members of this
society.
I appeal to you and invite you to join me in making

this an active viable , vibrant society for next year and
the future. In conclusion , it is my pleasure to present
the other elected officers for the coming year. Thank
you.

Vice President Frederick Daigle
Secret a ry Marilyn Griffin
Treasurer Jack Robinson
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CLASS/F/ CA TION, CONTRACTS, AND
COSTS’
Frederick J. Daigle
Lockheed Missiles and Space Company

II
COST AVOIDANCE

PLAN ME NOW
OR

PAY ME LATER

/ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

~~~~~~~~~~~~~~~~~~~~~~~~~~

INTRODUCTION Clearly , we are addressing those in the field of
security classified government contracts , otherwise

At the outset of this paper I have two premises: there would be no authority to have classified informa-
tion in our possession , and no reason to proceed any

• SECURITY COSTS ARE BEING PRE. further on the premises, However , CON TRACTS and
DETERMINED WITHOUT CONSCIOUS their protection are critical to the Information Security
KNOWLEDGE OR PARTICIPATION OF Program.
THE SECURITY MANAGER

THE CONTRACT SEARCH PROCESS
• COST SA VINGS IN SECURITY IS

NOTHING MORE THAN CORRECTING A It is my position that no business should attempt to
SITUATION THE SECURITY MANAGER enter into any contract with the government involving
HAS DIRECTLY OR INDIRECTLY PER- access to classified information without a qualified
MITTED TO BE CREATED classification manager on their team. Let ’s follow the

involved trail in getting these contracts and you will
A Security Manager likely is ready to take offense understand why. Your marketing group faithfully reads

at both premises. They are meant to be offensive, the Commerce Daily to see what tasks the Government
They are meant also to cause question about the is’ putting out for bid. When an item of interest
audacity of the writer and the basis on which he could appears , the first positive action — after the decision to
make such statements, I believe I can justify the pursue the business — is the Procurement Qualification
premises and in turn help rectify, at least in part , the Letter or Qualification Package , where the marketeers
actions that I feel are the basis for such premises. do their utmost to prove to the procuring agency that

Presentation before the 24th Annual A SIS Seminar ,
Septembe r 1978.
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they are , in fact , fully qualified to bid, Although not a ment. However , they can, if not properly supervised as
cost avoidance problem at this point , definitely a to classification and security commitments , become
security problem — what have they volunteered that your worst enemy.
may be classified or politically unwise? Does the CM
REP participate in the marketing evolution ? And does When the RFP is received , a complete review is
he have final 5 rev iew/refusal authority for security necessary, not just of the Classification Specification,
classification matters? Next comes the real problem, the 00254 and the guidance attached to it, but also
THE RFP . the work statement and the technical requirements

volumes. Be aware , the classification intent of the
The joy of marketeers in receiving an RFP is second customer is more often revealed by his actual

only to the joy of w inninq the contract. Receipt of the paragraph marking of the work statement and technical
RFP sets in motion a whole strinq of activities , each of volumes than by the words in the classificat ion
which is supposedly coordinated , but often times guidance. Any DIFFERENCES MUST BE RESOLVED
autonomous and anonymous — the most anonymous using the procedure specified in the RFP. If this pro-
of which usuall y is the classification /security loop. cedure is not effective and you can ’t resolve the differ-
Your company now has to prepare a proposal. This can ences, then you and your management should discuss
range from a s imple cost estimate to a full blown multi- and include in the RFP response (the proposal), a
vo lume detail plan of how you can do the job better and strong position for revision of the guidance you con-
per haps more economically than your competitors. skier to be in error , inconsistent , or financially un-
Proposal teams are the lifeblood of industry and govern- sound. Write a revision to the provided guidance with a

READ ALL OF THE

RFP OR CONTRACT

NOT

JUST THE 254

~~~

rat ionale for your changes and include an appropriatel y information vs. cost and state-of-the-art. This  shows
reconstructed 00254 or better yet , prepare a security security awareness , is the purest and most effective
risk analysis for the customer ’s consideration. A form of COST AVOIDANCE , and, at the same time , is
security risk analysis is a trade-off between protection , the most constructive way to enhance security classifi-
attendant schedule delays , and fragmentation of cation guidance.
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Many companies today are involved in critical sensi- foster this type of relationship, It brings us closer
tive defense work and many in some type of “carve together and we understand better each other ’s needs
out ” act ivity. It may be a simple Special Access Re- and capabilities. But, what has your technical mar-
quired (SAR) , or it may be a complicated Communica- keteer said to assure the potential customer about the
tion Security (COMSEC) contract , or it may involve company’s ability to provide additional security should
Sensitive Compartmented Intelli gence (Sd ). Whatever , added sensitivity be assigned? There have been n-
it is part of your product line , part of your capability, stances of assurance that certain security-approved
and one of the things your writers tend to use to facilities can be used when they are already otherwise
prove the capabilities of the company to do exotic committed or do not in fact currently exist. Also , that
work. It is also a potential booby trap for com- certain specially briefed people are available who are
promises and for hidden costs, possibly otherwise committed or whose briefings are

not transferrable because of billet limitations. How are
I mentioned the Commerce Daily in connection you, the security manager , going to cope w ith pro-

with how an RFP may be obtained. There is of course viding these security capabilities unless you know and
another method of receiving an RFP; the personal budget for these committments , should the RFP be
contact by the technical marketeers and the user successful?
agencies. Companies all spend great sums of monies to

ARE YOUR SECURITY COSTS

A

STEPPING STONE TO PROFIT

OR 
S

AN A L L I G A T O R ?

.
(

~

‘
- ,:

-:
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In any company, and especially in large companies and insist that it have the last possible review prior to
with splintered groups working varied .echnologies, the final printing because we all know that every reviewer
only way you can assure yourself of such oversight is in the chain of command can and may add his own
to have your company procedures include Classifica- touch — Classification should finally review all such
tion Management as a member of each proposal team changes no matter how trivial they may seem to the
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ENSURE FINAL REVIEW
BY CLASSIFICATI ON

MANAGEMENT

harried proposal leader who has two hours left to print HAS THE COMPL EXION OF THE CONTRACT
and ship, OK, so your CM rep does get some 2:00 a m . CHANGED SINCE THE RFP? IT DO ES — QUITE
assignments — the rewards to you will be worth it, OFTEN. I just recently received a contract package on
This , of course , pre-sup~ ~ses that the CM rep has been a win proposal that was followed through in classic
instructed and trained , to look not only for proper style , and to my chagrin , the Classification Specifica-
classification and marking of the written words , f i gures tion for the first time authorized access to Sensitive
and illustrations , but also at the security committme nts Compartmented Information — a subject never
and implications , as well as to consider the political addressed in the RFP or the proposal. But , the
nuances, Provide for careful , thorough review. Sloppy technical director in the customer ’s shop threw it in at
security in handling of the proposal documentation , the last minute with our Study Manager ’s concurrence
could be considered a signature forecasting sloppy because “He (the customer) thought ii ~~ might be able
security under contract. The Security or Classificatio n to enhance the proposal through such an access. ”
Manager must GET INVOLVED IN PROPOSAL When asked about access billets , stated “Oh you guys
ACTIVITY! I submit that my premise , your security have briefed people out there ’~ Both these statements
costs are being predetermined without your prior are true. However , to have custody of SC! material
knowledge or participation, is supported if the you need a special closed area — ou r s  w e r e  a l l

necessary steps I have described have not been occupied; you need speciai briefings , our people with
followed, The next phase of our little drama is called: those briefings were all committed on other projects.

CONTRACT!!! WHAT NOW? The Security Manager was immediately in  the
middle , to provide a new area , and process more access

It may seem like I’m belittling the technical types; requests. How did I, the Classification Manager handle
it is not belittling but everything I say is based on fact it? As the designated company single point-of-contact
and experience . When you win a contract , the first for classi fication matters , I visited the customer —

thing, you the Security Manager , should ask is, “what because I was technically knowledgeable on the project
verbal promises were made after the RFP went in?” — convinced him that that special access was in fact
Did you, the security manager , have the oral presenta- not required — or even authorized through proper
lion reviewed before they, the technical team, left for channels — and eventually got the requirement deleted
the customer ’s facility? Most proposal cycles include along with the attendant costs. This was a cost
“Orals ” — orals are a short stand-up review of a avoidance that we thought we had covered in the RFP
voluminous proposal and are subject to questions. The stage; it could have developed into a downstream cost
floor questions answered with commitments you did savings — after we started to build a new area , for
not know about — DID YOU DEBRIEF THE TEAM example. However it was an avoidance because as it
AFTER THE ORALS? was sidetracked prior to commitment of funds,

BELIEVE ME — YOU CAN GET TRAPPED.
The time between notification of a WIN and receipt

of written contractual documentation can be extensive , Returning to the contract , immediately upon receipt
you can be comfortable if you have done all the good review the Classification Specifications to ensure there
things I have mentioned, or unrestful wondering HOW

—-—.5.— 5— —5.- —5 —5-.-.-— -  — - - .  ~- -~--— -~~~~ - .._— ._.-.___ - - -



-.5-

- 90

—A FUNCTION OF RISK
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are no changes or surprises. Even more important , now U.S. Navy — Often requires page markings more
is the time to review (with the technical people): severe than the ISM

S Contract Statement of Work Intelligence Agencies — In addition to SCI re-
S quirements they often impose additional other

• Contract Data Requirements List (CDRI ) ,  DD requirements
Form 1423 — Section 5 in particular

Special Access — Many variations are imposed ,
• Special terms and conditions — In this section some very severe and very expensive .

security requirements are usually amplified —

and special requirements imposed If your company ’s policy is to charge direct to the
contract for excessive security requirements , you

• Performance and desi gn requirements — it should know of these excessive security markings as
should be paragraph classified. Is there a well and determine if you desire to challenge and
difference in their classification from that re- charge . The message here is KNOW YOUR CON-
quired by the contract — if so find out why TRAC T. Do not rely on the contracts organization or
and correct one or the other the technical people to analyze it for you. You may

discover too late that you are obliged to provide
• Management system summary list — DO 1660 security requirements you did not budget for , but the

(Item 2). program manager “Knew it all the time — thought you
did tool”

In addition be aware that some agencies do indeed
direct contractors to classify and mark over and above CONTRACT OPERATIONS
the requirements of the Industrial St curity Manual —

and do not always so indicate in Section 10. c. of the So we have accepted the contract and now are pro-
new DD254 (1978). Some of these could be: ceeding to get ready to build the system the govern-

ment wants. Do you track the progression of the
Defense Nuclear Agency — They require com- contract to ensure there are no changes or surprises —

pl iance with STANDA RDS FOR DNA like your Responsible Engineer for the Communication
SCIENTIFIC AND TECHNICAL REPORTS System who knew all along that company Blue made a

———- S. —5- 5——— —5 - — — 5 . -  ~~~ -S-S~~~~ _ 
~~~~~~~~~~~~ -— ~~~_~~ _._ _5.5.5-_s5._-__— ~~~~~~~~ ~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~ ~_~~~ _~~ 5 - —



- - S . - - - -~~~~~~,-~~~~~~~~~~~— -- -~~~~~~~~~~~~~~

91

specific component and how much they charged based components or links of imparting knowledge.
on careful history review. He priced the item at the When we taik about the desire to know , we
cost. Now, unbeknownst to him, the customer had really have to look at the nature of the engineer.
directed that the RF frequency for the component , Does he really have a desire to become knowl-
when purchased for this project , must be protected as edgeable? In general , the answer is yes; eng ineers
classified , and your engineer finds that company Blue are very inquisitive people . However , eng ineers
has no facility clearance , no closed areds , no bnie~ed typically prefer to excel in technical areas , and
people. What do you , Mi . Security Manager , do now? do not like to learn administrative or manage-
Let your company pay the bill for such cap~bility? ment matters, He typically does not like cost
Get the requirement modified by the customer because responsibilities , schedules , writing or security pro-
you did not foresee this during the RFP stage? Change cedures. It is the non-technical demands that he
suppliers and get a contract modification to that sees as impediments to his ability to technically
effect? WP ’4S T? excel. Getting that extra dB of gain  f rom an

amplifier or triggering an oscilloscope to a 30-
By ~‘.ay of a few further thoughts regarding engi- nanosecond pulse is far more rewarding than clas-

ileers , let me quote you from a presentat ion made to sifying a report properly, or safeguar ding a
the Northern California Chapter NCMS meeting ;n document properly, or even being on schedule.
September 1977 by Mr. Don Ricketts , a sen ior engi- The exception is, of course , when his yearly
neer with GTE Sylvania, salary review comes due and he gets a minimum

3 percent increase. Then he realizes that his high
“When we talk about the engineer ’s interaction technical performance did not offset his late
or knowledge of the Contract Security Classifica- delivery, or his overrun , or numerous security
tion Specification , W3 are really talking about a violations. So, one part of the chain which allows
person who is interfacing with information, When an engineer to interact with the DD Form 254.
that happe ~~, there are three basic ingredients to namely his desire to know , is not complete. His
complete interaction and knowledge. That is, if desire to know is not high, and this is one of the S

you are ~oing to impart knowledge , you have to impediments in allowing a good interaction and a
have (1) a desire to know; (2) an ability to good knowledge of the DD Form 254 in the
understand and (3) available useful information , engineer ’s world. ”
Let me amplify upon these three major
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Your classification representative should maintain con- requirements. One hopes this will change, but in thestant liaison with the customer persons responsible for meantime — you must maintain contact with whom-classification — I wish I could say the CM rep of the ever has the responsibility.customer in each instance. However , too many
customers have not developed this capability. Fre- I believe I have substantiated my second premise:quently their technical people dictate the classification and rest my case.

I

_ _ _ _  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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THE CASE FOR SPECIAL A CCESS PRO- work schedule. But, it is the way to learn how to
GRAMS achieve the excellence that is the mark of the profes-

sional and what criteria are used to measure achieve-
Maynard C. Anderson ment. Such criteria and they differ among the various
Office of the Chief of Naval Operations fields — we must attempt to apply to our daily work

to serve a modern day defense establishment as it
INTRODUCTION contends for parity in a bi-polar world; and con-

currently to serv e the information needs of the cus-
“If men were angels, no government would ~~ tomers in the establishment as well as the public for

necessary. If angels were to govern men, neither ex- which that establishment exists .
ternal nor internal controls on government would be
necessary. In framing a government which is to be We seem to be always in some state of crisis in this
administered by men over men, the great difficulty lies security arena as we struggle to protect information
in this: you must first enable the government to con- determined to be sensitive and yet ensure that informa~
trol the governed, and in the next place, oblige it to tion gets to all who need to know. The commitments
control itself. A dependence on the people is no of this two fold mission inevitably produce tension.
doubt, the primary control of the government but But, I submit that the tension is creative and con-
experience has taught mankind the necessity of ducive to producing the proper result. There is always
auxiliary precautions.” tugging and pulling from both sides.

So it was written in The Federalist, No. 51 at a To dramatize the case, on the one hand program
time when our forefathers sought to establish a’ place managers are prone to insisting that everything relating
in which they could live as they wished. Those per- to their program must be protected from disclosure or
ceptive words are wisdom even now. Dependence on the national defense will go down the drain. On the
people is a primary consideration for all of us and other hand, seemingly competent authorities are saying
surel y for all of us in professional security endeavors, that this same information must be released to
If an individual is so inclined; neither high walls, seemingly vast numbers of people who have a legal or
vaulted doors, nor sophisticated locks will prevent him regulatory right to know apparently the smallest details
from taking out what he wishes to share with someone — auditors, contractors. Congressmen. investigators,
else. The auxil~ary precautions referred to by Madison inspectors, et alia — or the program will never “get off
and Jefferson were, of course, those to be included in the ground.”
the machinery of a new government.

THE GOA LS OF ACCESS CONTROL
The need for precautions and security is not new, as

you know. Some 200 years earlier, for example, it was Having established a background for the arena of
unfortunate that Magellan couldn’t stay his full term in conflict, albeit briefly, how does one resolve the
the Phillipines because somebody stole his anchor. He seemingly irresolvable? One must ensure by whatever
then realized the value of intelligence and security as means that only essential information is p,otected. One
he properly concluded that a member of his staff must also ensure concurrently that those who have a
should have guarded the anchor; someone should have need to know — whether Congress, contractors .
given a warning; someone should have found the cul. analysts, scientists , or whomever — can learn what is
prit. He should have had a professional security afoot and be obliged to protect sensitive information.
officer ! (Parenthetically, an intell igence assessment of That is the framework on which we hang the fabric of
the probable state of mind of the natives on Cebu all information security management. Special Access
might have provided the information to plan dif- programs have no different goal. They:
ferently and thus avoid his untimely demise — at their
hands.) • Protect essential sensitive information; and,

However , in the almost 200 years since Madison and • Ensure dissemination to those who need to
Jefferson wrestled with the concept, the evolution of know
auxiliary protection devices would surprise even those
astute men. As professionals in this field, you recog- And that is the whole cloth from which is cut the
nize that evolution and what it takes to accomplish pieces of all security management:
your mission today. What is needed from a profes-
sional? Probably the foremost assets which we must S Personnel security
demand are personal integrity and that discipline of
self which instructs a man or woman in the knowledge • Physical security
of the craft. Both require dedication and a grueling
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• Information control . Three men were sitting in a boat fishing about 50
feet from shore. They were drinking beer and it was a

These so-called special access or compartmented warm afternoon. One of them got up, walked to the
programs are sometimes regarded as untouchable. Sur- shore without getting wet, went to the bathroom and
rounded by mystery, they sometimes even create fear returned to the boat in the same manner. After a few
in the uninitiated. But, we are well advised when minutes, the second man followed the first accom-
encountering these programs to ensure that we do not pu shing the same end. The third fellow thought a bit
become so bound by tradition, so trapped by the past and decided to follow. He stepped out of the boat and
that we react over-defensively. Unckie caution and re- immediately sank into the water up to his armpits. The
luctance to risk change will accomplish nothing, first guy looked up and said to the second, “Hey

Charlie, should we tell him where the stones are?”
There are new and different challenges every day to

many of our programs. You are aware that there is a Benjamin Franklin is quoted as having said that
vast effort by potential adversaries — both overt and three may keep a sec ret — if two of them are dead.
covert — to obtain information. However, there is also
the problem of the lack of legal status for protecting The story of the fishermen and Franklin’s quote
most programs and the action of the courts in ludging illustrate both the consequences of protection of m i  or-
whether an individual is bound by a security agree- mation and the importance of its dissemination. Two
ment. A loss of information through espionage has no of the fishermen were, you might say, privy to a
worse effect than a loss through the judicial process, or special access program while the third remained “out-
inadvertence, side the door.”

However, must a special access program be estab- We must continuously ask whether it is time for a
lished to exist in perpetuity? Of course not. Only as change. There is within any system always need for a
long as necessary. Threats and challenges are dynamic vigorous and articulate defense of what has been
and so must be program management. This is not to accomplished balanced against a recognition of the
say that the task is easy. In our system, balancing the need for progressive and beneficial change. What can
principles of openness and secrecy in the face of the we say about the achieving of goals?
challenges and frequently incomplete knowledge of the
whole picture is difficult indeed! How does one try to PROBLEMS IN ACHIEVING THE GOALS
improve the outcome?

It is true that bureaucracies are alleged to be
First , inappropriate definitions, and terms unsuited prisoners of yesterday’s policy positions. However, the

to the program or purpose must be recognized as a intelligence community is currently considering
threat to success — incidentally applicable also to any whether all present systems of security are appropriate
organization, group, or function. When inappropriate and effective or whether there might be some alternate
definitions are applied, equally inappropriate results are systems or methods to accomplish the goals. In these
likely to follow. For example, security officers are, as deliberations, there are some basic questions that must
a group, often considered obstructionists; labeled as be asked:
negativists and regarded by many as an obstacle on the
road to mission accomplkhment. The genesis of the • Do the existing systems — as used by each of
probPem may well be the failure to have defined cor- the members of the intelligence community,
rectly, in the first instance, what was intended, for instance — provide adequate security 7

Second, what about our own general approach and • Are the systems effective in providing for
current personal reactions? When presented with a re- necessary dissemination of information?
quest, do we quote “the book” and close the door?
Are we the commander’s advisor on security matters? • Have the systems become so large, so well
Or, are we only the keepers of the keys to the infor- known, so accepted that effectiveness has
mation warehouse? been diminished?

These two factors apply also in the case of special • Do we have a security problem? A dissemina-
access programs — about which erroneous conclusions tion problem? An education problem ? Or a
are often drawn. It is a field, however, in which a little general management problem combining all of
knowledge or a total lack of knowledge is truly these factors?
dangerous. Let me illustrate by anecdote and quota-
tion: I commit these questions to you also for consideration

along with some observations of the status of what one
might term the intelligence program.
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We have a system or systems — and I use the term the pieces have been put together and a sensitive
generically — designed to provide protection to infor- mosaic then emerges. The lesson, then, is that threat
mation which, if disclosed, may impact severely on the assessment must be dynamic and it must be an integral
national security of the United States. Now everyone part of classification management in every kind of
can think of examples in which we have used the program.
system in a way analogous to putting bandaids on
fractures and splints on ulcers. You know there is risk in every situation and the

key to handling it is how we respond. If the threat to
The concept of need to know has been ignored. The sensitive information is communicated to the classifica-

rubber stamp syndrome has at times overtaken us and tion authorities for the information in a timely
for the sake of convenience, or foolishness, or laziness, manner, the necessary decisions concerning classifica-
information of not the slightest substance has gone tion designation, downgrading and declassification, as
into the secret safe. On the other hand, the intelligence well as access can be made.
community of the United States has some of the best
informed safes in the world — one must admit, some- Advancing technology — namely, a constantly
times to the detriment of the operating forces! changing “State of the Art” — presents formidable

problems. There is probably no way in today ’s world
Our systems originally functioned within the by which all necessary data can get to all who need it

boundaries of need but often they seem now to have quickly. The scientists, the research specialist, the pro-
lost their utility. The original concept insured that gram manager all face the same dilemma as the
sensitive material was known to a limited number of security officer: How to keep up with an increasing ly
people with an indisputable need to know, Now there dense flow of significant data and apply it appro-
are increasing demands for more secure, timely, less priately to the project at hand.
costly processing and dissemination from new, sophis-
ticated, high volume collectors of intelligence. To illustrate, a century ago, it may have been pos-

sible for a truly well educated person to absorb almost
As consequences, access proliferation and informa- all of the knowledge of importance that had been

tion diffusion cause extraordinary concerns as to accumulated by mankind. Today, human knowledge is
whether need to know still exists or it merely con- expanding so rapidly that no one can catch up with it.
tirwes to recehie homage out of respect for the Robert Hilliard, Chief of Educational Broadcasting at
memory. Because of this and claims of necessity, sys- the Federal Communications Commission, says,
tems have added to systems. The assumption has been
that the systems provided security to new programs. It “By the time the child born today gradu.
might be speculated that, at times, access to the sys- ates from college the amount of knowledge
tems is little more than the key to an inner sanctum. will be four times as great. By the time
Indoctrination into their rituals has been established as that same child is 50, it will be 32 times as
the sine qua non of prestige. great and 97 percent of everything known

in the world will have been learned since
It has been concluded by some that restrictive and that child was born.”

outmoded security policies are an impediment to im-
provement of the quality, scope and timeliness of However, the memorizing of reams of facts will not
intelligence and to achieving a more efficient use of be necessary. They will be quickly available in com-
resources involved in the handling of information. That puters. But future man will need great knowledge if
conclusion has been drawn by officials within the in- only to know what it is he wants to know. The 1976
telligence community as well as by consumers of the publication, Future Shock, by Alvin Toff ler, created an
product. The real issue to be resolved in application of awareness about the burgeoning and almost uncon-
any sort of security control is Risk vs. Utility. trolled growth in technology. For instance:

A continuing assessment of the threat to a program • We find that by the time a new electronic
— its development, its use and its product — is essen- item is in the field, its key components may
tial to determine application of security resources. If already be out of production
information is compromised in the RDT&E stage of a
project, the possibility of damage is often greater than • Scientists and technologists dare not wait for
doring the fabrication process. Therefore , the threat of their current journals. They must study pre-
real damage may lessen with each stage of advance- prints of articles and use the telephone to be
ment. On the other hand, there will be programs in sure their work has not been made obsolete
which there may not be a significant threat until all of by what someone else did this morning. 



- ---~~~-- — - -
~~

-— -
~
-—:. —— ---

~~~
- - .— -.- -

96

From an information security standpoint, there are “So long as the bureaucracy consists of
fascinating facets to this situation. The splitting of the large numbers of people at many levels
atom and exploring of space bear witness to the who believe they perform their functions
stimulus of competition and illustrate the convergence of evaluation and approval properly by re-

• of interests; resulting in accidental collaboration with quiring vast and detailed information to be
potential adversaries. Technology is the natural foe of submitted through the many levels of the
nationalism. There is a sense of cooperative accom- bureaucracy, program maragers will never

• plishment among the “Republic of Technologists” — be found who can effectively manage their
regardless of national loyalty — as they solve the prob- ‘obs. A program manager today would re-
lems of military application as well as general use of quire at least 48 hours a day of his own
technology. ~t is difficult to prevent cross-talk in this time just to satisfy the request for detailed
situation, information of technological or proprietary information from the Bureaucracies; The
advantage to the United States, even if not of security Congress, the General Accounting Office,
significance, is often revealed in an atmosphere of and various other parties who have the
mutual interests, legal right — and use it — to place demar~ds

on their time. As long as we operate a
Implicit in this scenario may be one of the best system where the checkers outnumber the

arguments in support of compartmented programs; we doers (those responsible for carrying out
need to attempt to preserve whatever informational the work), the doers are con’lemned to
advantage the United States may have, and at least spend their time doing paper work for the
make it more difficult for other nations to collect checkers.”
information of real strategic value, On the other hand.
perhaps it’s the opposite. What we do to assist in So, security administration is inescapable, but
protection must be considered and whether what we security managoment is indispensable. The utility
do is effective must be assessed, of any program’s product cannot be determined until

it gets to its ultimate consumer. Our constant objective
The basic ingredients of the program are straight- in the compartmented world is to get that product out

forward. “Compartmentation” or special access does within acceptable risks. It is recognized that with each
not differ substantially from any other program that system modification, new evaluations must be made.
provides protection, it merely: There is a foundation of experience in terms of un-

authorized disclosure of classified information; in terms
• Establishes somewhat more extensive require- of clearability of personnel; in terms of the likelihood

ments for investigation that an individual will commit espionage. The problem
of the unpredictable, as noted earlier, or the outcome

• Reminds program managers, subordinates and in the absence of the special effort, is difficult to
super iors alike that a determination has been weigh in a statistical formulation. However, if any
made to severely limit access and dissemination system is professionally employed; if the professionals

charged with responsibility for its employment con-
• Establishes Access Lists to reflect determine- tribute to its improvement; if those for whom it is

tions on who and which really need to know designed as an information control system are properly
served; and, if the goals of protecting an advantage of

• Prescribes protection measures somewhat the United States are achieved, the systems detractors
more stringent than those for other informa- will be denied a valid basis for their complaints.
tion or material.

FACTORS FOR CHANGE
One must recognize that such measures cost money
and require people (another aspect of money). What To restate, basic United States policy is to limit
with the emphasis on reducing — both in people and acces s to classified information on a “~ eed-to-know ”
other resources — costs, questions arise, Is the expen- basis. I suspect that the first special access program, in
sive administration in the form of investigations, main’ a modern context, was developed because it was con-
tenance of access rosters, and ensuring physical cluded that the principle of need-to-know was no
security, cost effective? How much security do we get longer effective. One may observe that if the principle
for our dollar? Does the program guarantee no “bad was properly implemented, formal special access pro-
apples?” The answer to the last question is, of course, grams would have no basis for existence. “Need-to-
no. The answer to the first and second is a problem, know” and “Special Access Program” are not mutually
Effectiveness with economy is the new order of things. exclusive terms. So special access programs exist in the
I am reminded of something I once read (although I belief that formally restricted access procedures will
have forgotten the author) which speaks to both the succeed in restricting the dissemination and availability
threat and our efficiency :

L ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



• ‘ “~~~~~~~~~~~ ‘n W  - ~ -. - -

97

of information, Some factors have come on the scene • Enhance storage and transmission security
• that probably will affect the program as we have

• known it. On 31 December 1974, President Ford signed Public
Law 93.579, better known as the Privacy Act of 1974.

• The first factor, now not new, that undoubtedly In enacting the law, Congress was concerned over the
caused the effect of increasing the number of pro- encroachment of new technology on the individual.
grams, was the Freedom of Information Act of 1967, Concerns over the impact of technological advance-
augmented by the changes of 1974. Then, relatively ment are not new — as early as 1890 the Harvard Law
recently the President signed EO 12036, “United Review published an article about instantaneous photo-
States Intelligence Activities,” that formalizes in graphs and newspaper enterprises as having invaded the
greater detail the responsibilities, authorities, and sacred precincts of private and domestic life. If one
limitations on the several components of the intel- accepts the definition of Alan Westin in Privacy and
ligence community. It recognizes — by assignment of Freedom (New York: Atheneum, 1967), to wit:
certain responsibilities — the need for compartmented “Privacy is the claim of individuals, groups or institu-
programs. That recognition would be carried forth in tions to determine for themselves when, how and to
the charter legislation now being considered by the what extent information about them is communicated
Congress (Senate bill S2525 refers). to others, “ then it would seem that the government

also has a right to institutional privacy and the oblige-
The proposed replacement to E.O. 11652 also will tion to protect, on behalf of its citizenry, that infor-

impose some new requirements. If signed in its present mation essential to the national security . In so doing,
form (winter, 1977/78), it will require that all com- if it is necessary to restrict access to certain informa-
partmented programs be justified within 180 days of tion by some formal administrative means to preclude
the Order’s effective date and every three years there- damage to the citizenry as a body because of un-
after. Thus, the need for such security measures as authorized disclosures, then it would seem only
compartmentation is recognized but their proliferation appropriate to establish a compartmented programs
without justification will be controlled. (Ed. note: E.O. system.
12065 was signed on 28 July 1978 and provided a
five-year terminal or rejustification period rather than Let us not believe, however , that these “auxi l ia ry
the proposed three-years) protective systems” are such that we can rest easy. It

has been written that no age in history can afford to
Such policy is welcome because, in an arena such as iay too much emphasis upon security and we must

this, a multiplicity of programs all with different re- recognize that it is easy to not believe that at least a
quirements is a mangement burden. There is an old portion of the security which we seem to achieve is
Irish adage perhaps applicable: “If you don’t know illusory.
where you’re going, any road will get you there.”
There is hope that the new approach along with some CONCLUDING THOUGHTS
other initiatives underway will put us on the one right
road. What we must avoid is that limitation endemic to Probably, we must answer a fundamental question:
all efforts aimed at statements of general policy which How much should be revealed to produce an informed
is that they frequently do not and can not provide public and how much should be withheld in the
clear guidance for responses to particular events Un- Nation’s intersest? In this context , there are many
known and unanticipated when the policy document elements of society outside of government in which
was written, special arrangements exist to restrict the availabili ty of

information and to protect personal privacy — as noted
I think special access programs do diminish the earlier. Former Attorney General and legal acade-

vagueness and generality of some policy documents in mician Edward Lev i referred to them in his presenta-
that they impose specific criteria for administration. tion before the Bar Association of the City of New
They put particular issues into focus while still York in April of 1975. He dwelt on many aspects of
allowing considerable flexibility in decision and action the concept of privacy in an historical evolutionary
if properly implemented. And, of course, they allow commentary. He included, of course, such relationships
the ability to: as:

• Assure data privacy • Attorney’client

• Eliminate superfluous information S Doctor-patient

• Strengthen disclosure control by giving real S Journalist-source
meaning to need-to-know
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• Income tax returns vs. “snoopy” neighbors, management of special access programs for reasonable
purposes that are truly justified in the national interest

These are examples of established relationships of con- will, axiomatically, serve the best interests of an in-
fidentiality based on an individual’s right to privacy formed citizenry. Why then the “bad press” effect we
and there is little question that these procedures have come to know? When things go wrong, there
should be preserved, emerges a common denominator which runs through

the infinitely variable human — the tendency to blame
We all know that when the availability of informa- someone else. Well , s~me modern minds reject the

lion is restricted, opportunities for misconduct — concept of original sin but, in a situation of abuse in
public or private — is inherent Wrongdoing can be this profession we must recognize ourselves when Pogo
concealed behind even the most justifiable of secrecy says:
programs. I submit that intelligent, professional

“We have found the enemy and he is us ”

_ _ _ _ _  _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _  _ _ _ _ _ _  
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SPECIAL ACCESS PROGRAMS — ARE special extraordinary measures are needed to
THEY NECESSARY? protect the information?

James J. Bagley S Has the traditional “need-to-know” principle
R. B. Associates, Inc. lost its validity?

Special Access programs have been with us for a S Are normal investigative procedures used to
• long time — they grow and grow and grow. It is time establish the trustworthiness of individuals

to look at the structure of these programs to ascertain adequate?
whether they are needed, are useful and whether they
are effective in that they protect the information they • Does the proposed program provide better
were designed to protect. security?

A convenient sta rting point for examination is • Are the special procedures developed for these
1967, when the Freedom of Information Act was programs cost-effective?
passed.’ There is some opinion that the current
rationale for such programs was a defense against the • Are these programs controlled and surveilled
FOIA , but such opinion, frequently voiced in private, by higher authority? Is there coordination and
cannot be substantiated, consistency in application of security pro-

cedures within the department and between
Special Access programs were officially blessed but agencies involved in the programs?

not defined in EO 11652.~ A cautionary note on the
establishment of such programs was raised in the NSC S What is the effect of these programs on the
Directive, of 17 May 1972, implementing the Order, regular security programs of the agencies and
which directed that all such programs “requires the their contractors?
specific prior approval of the head of a Department or
his designee.” As the term “Special Access Program” is ambiguous,

an explanation of the term is useful. Section 4-2 of EO
What are Special Access Programs? The term is 12065~ is quoted in part:

defined in neither EO 11652, as noted, nor its suc-
cessor new Order EO 12065.~ Department of Defense “Agency heads listed in Section 1-201 may
Directive (DoD 5200.1R) provides the following create special access programs to control
definition: “A Special Access Program is any program access, distribution and protection of par-
imposing ‘need-to-know’, or special lists of persons ticularly sensitive information classified pur-
determined to have a ‘need-to-know’.” The term suant to this Order and prior Orders. Such
“carve-out ” is used widely in industry for such pro- programs may be created or continued by
grams. The term is applied to any program where written direction and only by those agency
security responsibility has been retained by the User heads and, for matters pertaining to intelli-
Agency. gence sources and methods by the Director of

Central Intelligence. Classified information in
The DoD policy as outlined in DoD 5200.1 R such programs shall be declassified according

Special Access Programs states in part: “It is further to the provisions of Section 3.”
the policy to apply the “need-to-know” principle in
the regular system so that there will be no need for The remainder of the section prescribes the criteria for
Special Access Programs requiring extraordinary pro- creation, review and continuation. It is pointed out,
cedures, and controls, such as formal access determina- however, that the only requirement for coordination is
tions, special brief ings, reporting procedures and for programs involving intelligence sources and
recorded formal access lists.” methods under the direction of the DCI. There is no

requirement for the coordination of programs approved
It is time for a critical look at the “cause and by agency heads. Nor is there a definition of what

effect ” of these programs. To begin, it is useful to kinds of programs may fall within the category of
raise questions which might begin to shed some light Special Access. It should be noted further that foreign
so that there might be an assessment on the effective- programs, by definition, are special access inasmuch as
ness and utility of such programs. there are special rules for access, cOntrol and dissemin-

ation
• Do such programs need to exist ?

It is fair to state that there will always be a need
• Does the government have (acquire, possess, for systems to protect information of extraordinary

control ) information of such a nature that sensitivity; whether relating to the aft iars of state
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obtained by a variety of means, or to the protection of particularly when there is a need for sub-contractors
individuals who could be in jeopardy if their identity and suppliers who will need precise specifications on
became known. At the same time, remember, when a what is desired in order to construct a cost proposal.
decision is made that a particular bit of information Should communications be involved, there must be an
warrants special procedures for its protection, a corn- approval of the use of communications frequencies.
panion decision must be made on the degree of protec- Some require approval of the Federal Communications
tion required. This latter decision should involve: Commission, and, where international applications are

involved, approval by the International Telecommuni-
• Segregating information based on its sensi- cations Union.4 These are only samples of the dimen-

tivity sions of “need-to-know” when applied to a large pro-
gram. Each of these agents need to have information

• Determining who must have the information about a given program, regardless of sensitivity. And
and why. Determining whether the informa- each need generally is based on specific requirements
tion requires separate clearance procedures for of law or regulation. In some instances is it a requfre-
ind viduals involved in the program ment that an agency publicize its intentions and

wants.5 Obviously, if a program is small , conducted
• Determining whether special facilities will be with discretionary (little accountability) funds, “need-

required for the physical protection to-know” is simplified; it can be handled on a one-to-
one basis and the only weakness is the possible lack of

• Assessing whether the existing security system intregity of the participants. It also must be admitted
of the agency is adequate that in these days of permissiveness, even integrity is

becoming a forgotten word.
• Deciding whether the sensitivity of the infor-

mation is worth the cost of protection. When one reads accounts of large programs, such as
Project Jennifer,6 being conducted as Special Access

Unfortunately, there is little evidence that these corn- Programs one wonders how the managers ever expected
panion decisions are regularly made. It is far easier to to keep them under wraps for any length of time. In
declare (pontificate) that all the information is sensi- the case of Jennifer , one also wonders whether a proj.
tive. That there is no difference between the measures ect secur ity guide existed, whether there might not
applied to the protection of an individual, from the have been a legitimate national and open requirement
measures taken to protect information on a large pro- for a vesse l as advanced as the Glomar Explorer — one
gram, has gathered that it was in the forefront of the state-

of-the-art in ship design and on-board capability.
NEED- T O - K N O W  AND I N V E S T I G A T I V E  Would not such a vessel be a national asset?
STANDARDS

Turning to investigative procedures, the existing
The common decision on a special access program is government standard for the determination of suit-

that all the informat ion is sensitive. An easy way out, ability for government employment is Executive Order
But is it a “good” out. As Ben Franklin once said, as 1045O.~ This Order was promulgated shortly after
noted by Maynard C. Anderson elsewhere in this President Eisenhower took office as part of a new look
Journal; “Three people can keep a secret if two of at integrity in government; getting the “Reds” and “10
them are dead.” If the sensitive information is such percenters” out of the government. Although there
that it can be kept within a small circle of people the have been various attempts to update the Order, it is
only problems are the trustworthiness and integrity of still in effect. With the rise of Special Access Programs
those people. However , if the program is one that there have been interpretations of the Order which led
involves several parts of an agency; the expenditure of to requirements for more intensive and extensive in-
public funds which are accountable; the involvement of vestigations of individuals who would have access to
contractors ; participation of more than one agency or such information. It would also be imagined that the
department; the possible involvement of other govern- frequency of leaks, compromises, espionage cases and
ments or international agencies; “need-to-know” then whistle-blowers and the like have contributed.’~ Now
takes on far different dimensions, there are Background Investigations (81) and Special

Background Investigations (SBI), the latter being
In this day of micro-management, many different required for access to Sensitive Compartmented

kinds of people have a legitimate need for information Information (SCI).9 It should be noted that it is
on any and all programs. Money managers need infor- possible to be eligible for access to Top Secret infor-
mation on accountability of finances; auditors also mation on the basis of a Bl and not be eligible for
have a need to comply with the multitude of laws and access to SCI which requires an SB!. An S81 is far
regulations on proper expenditures. When contractors more comprehensive in its scope. An examination of
are involved, they too need detailed information, Appendix J to the Department of the Navy Informa-

tion Security Program Regulation will reveal the
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This writer does not know the difference in cost be- The question is whether these additional require-
Iween a BI and an SBI, however , from the scope of ments and measures provide any better security than
‘t ie investi gation, it would appear that the range would the system to provide for other national security infor-
be from tens to hundreds of dollars. Not insignificant. mation. The requirements of the system are set forth

in EO 12065 and its implementing Directive (to be
The problems of the investigations and their scope published),’ ~ and the various implementing directives

is highlighted by E.O. 12036~
1 which grants to each of the departments and agencies which will be public

of the members of the intelligence the authority have documents. It is these directives that govern protec-
it own program which includes: “protection of the tion, establish standards for all who have access to
security of its installations, activities , information and national security information. As well may be
personnel by appropriate means including such investi- imagined, with each of the members of the Intelligence
gations of applicants, employees, contractors and other Community issuing its own creations, chaos can be the
persons with similar associations . - . as are necessary.” result. And well it may. It could be a reversion to the
Even though the DCI is responsible for “the establish’ days prior to the issuance of the Industrial Security
ment by the Intelligence Community of common Manual for Safeguarding Classified Information .’ At
security and access standards for managing and that time each of the procuring activities did issue
handling foreign intelligence systems, information and their own rules, conducted their own inspections and
products,” 2 there is still the possibility of a minimum had their own singular requirements, and did not
of 12 separate personnel security investigative and recognize the existance of any other agent, Obviously,
clearance systems with each of the agencies involved industry could not operate under such conditions and
having individual authority to act solely at its own pressed for a single standard. By agreement, the pro-
discretion, with its own system and with its own re- visions of the ISM are applicable to most of the
sources. As written elsewhere ’ ~ the structure of the agencies and departments of the government. The most
Order permits — but does not encourage — the notable exception of course is the Department of
establishment of separate systems for marking, Energy which is governed by the Atomic Energy Act
handling, protective systems and the like. One can of 1954.16 as amended. Even there, there is general
imagine, without difficulty , that a contractor especiall y consistency between the DoE and the DoD standards
(it could also include the government) serving several including the issuance of a number of oirs t DoE-DoD
members of the Community could be faced with Classification Guides.
differing and possibly conflicting requirements. It is
easy to imagine also a scenario in which a contractor Although the recent years have brought considerable
who builds a gadget applicable to several members of consolidation, the recent trends away from consolida-
the Community having as many security requirements tion and toward oneness — each agency doing its own
as there are customers and not being able to tell one thing — individual access requirements , clearances ,
that he was working for the other or that the gadget physical security standards, etc. An individual cleared
was the same. for access to a program of one department could be

denied access to the same program information in the
BETTER SECURITY? possession of a cooperating agency. The review and

evaluation process easiiy could be different from one
Security for Special Access Programs is handled agency to another to the end that an individual cleared

generally by what is known as the Special Security for access by one agency could be denied access by
Officer (SSO) system which is superimposed on the another and all based on the same investigative infor-
normal security system. It is the SSO organization mation. How could a contractor producing a single
which sets the standards for security that include in- product for agencies be affected by differing agency
vestigative standards for access to the information standards? It is possible for one agency to require a
within the system; it establishes physical security vault that will be of four-inch thick reinforced concrete
standards; and it disseminates information through a and another to require it to be six inches thick; that
system of special controls. It is emphasized however , reinforcing rods be one quarter inch in diameter vs one
that even though the system was “blessed” by EO half inch. That there would be a substantial cost differ-
116522 and carried forward by EO 12065,~ there are ence is obvious, not to mention the difficulties in
still only three categories of classification — Top serving several masters. The point of all this is that
Secret , Secret and Confidential. Special Access infor- there is no requirement that individual security systems
mation is only a component of National Secur ty established by each of the members of intelligence
Information as established in those Orders. Although community be reviewed for consistency. There is only
EO 12065 does not refer to EO 12036, it states clearly the requirement that the DCI coordinate the programs
that: “This Order provides the only basis for classi- under his authority.

• fying information. Information may be assigned one of
the three designations listed below.” This does not The basic question remains — do the security re-
preclude the addition of caveats such as code or proj- quirments established for Special Access Programs pro-
ect names, restrictions on further disseminations , etc. vide better security? Here , it is fair to say that the
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evidence is NO. Some of the biggest security leaks or WHERE TO GO
busts have come from these programs. It can be con-
cluded that in a program in which all information is As the Red Queen said in Lewis Carroll’ s Wonder-
sensitive that no infomration is sensitive. When a par- land, “Now here you see, it takes all the running you
ticipant who does not know what is sensitive and tries can do to keep in place, If you want to get somewhere
to protect everything, is pressed for information he or else you must run at least twice as fast as there. ”
she cannot discriminate between that which is from Although there are no valid statistics on the number of
that which is not. As to the cost — there is no Special Access programs in effect throughout the
evidence that increased personnel and physical security government, there is agreement that the number has
requirements have accomplished much. People are still increased markedly since 1965. A “reliable source ”
people; trust is still trust and integrity is still integrity, reports that there are several hundred such programs.

• None of these are susceptible to quantification or If there is such a number, and each with its own
precise qualification; morality has never been security organization, one can imagine that the cost
successfully legislated, would be very high.

COST EFFECTIVENESS It is readily apparent (and generally without argu-
ment) that there will always be a need for such pro-

It is frequently said that security is a non- grams — the protection of important sources and
productive overhead cost. This probably is true — equally important assets is paramount. With the need
except when there is a “bust” and the powers heap apparent the next step is control and management. A
their wrath on their security managers — How, Why, major question is whether there is a need for separate
You failed, etc. But the fact remains that security is an organizations to protect the in ormation . Would it not
overhead cost that is frequently cut in times of relative be appropriate to look at the programs and assess the
peace. Then too, security frequently is the lowest paid, cost and effectiveness of the protection versus the
has the most difficult time in defending grades and importance (value) of the program to thy national
frequently is the victim of the cost cutters. It is not security? Here one must fully recognize that it is very
the point here that security managers have taken their difficult to assign a cost value to protection, par-
revenge by establishing empires in the administration ticularly when the in formation being protected is not
of SpecL~i Access Programs. But, to my stated ques- susceptible to a price tag. It is recognized also that
lion, what is the cost of security irs these programs? there will always be variables in the kinds of protec-
There is little knowledge of how many programs there tion given to different kinds of information. For
are throughout the gos~ernment and less knowledge of example, if there is a source “in place ’s providing
the details of the programs and the management, there- information of great importance whose life depends on
fore, it is difficult to establish a base point from which the protection of his identity. Clearly protection would
cost might be computed. One must say that evidence is be considered an absolute limitation on the individuals
not available to reach a conclusion, who have knowledge of the identity, or information

from which one could glean or surmise the probable
• It is pointed out again that EO 116522 authorized location of the source. Clearly also, extraordinary

the programs to be established without a requirement measures might be required to protect such a source.
for coordination. The structure in the NSC imple- Contrast that situation with a research and develop-
menting directive3 that such programs could only be ment project costing in the multi-millions; requiring a
established by the authority of the head of the agency large number of subcontractors and suppliers; inter-
or his designee added little in the way of control. The agency support; products which cannot be hidden from
new Order — EQ 12065 does establish a new control view; large scale test and evaluation; and final results
process for Special Access Programs. For examp le, which are of importance to many activities. ’ ‘~
criteria for establishment are set forth along with a
review process and automatic termination dates, and a Elsewhere in this Journal is an article , “The Case
review procedure for programs in existance at the for Special Access Programs,” by Maynard C. Anderson
effective date of the Order (1 December 1978). How- which makes the point that he suspects that Special
ever , the control mechanism is contradicted by the Access Programs were developed because the principle
provisions of EO 12036 which authorized the members of need-to-know was no longer effective. This writer
of the Community to go their own way and do their cannot accept abandoning the principle. In fact , it is
own thing. As there are no words in EO 12065 to my belief that if the principle were to be correctly

• assure its primacy over companion Orders (12450 and applied now, there would be no need for special access
12036) , it would be assumed that the Community programs — essentially a point made also by Mr .
would go its own way under the authority already in Anderson. Undoubtedly it is more difficult :o apply
existing Orders. How then would it be possible to these days than it was. The need for information is so
ascertain cost of any program which by its nature is extensive — budget analysts need program information
kept under wraps with even the overall cost of the to prepare requests for appropriations; engineers must
program frequently classified. justify their requests for funds for the construction
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and maintenance of facilities that must be used for a guides, wide’y distributed , so tha’ all participants both
program including one thz~t must be protected; position government and industry, would krs o~ what is sensitive
classifiers must have information in order to apply a and for how long.
proper grade or salary level to the respective jobs. Each
has a legitimate need for some program information . Guidance must be kept current. Shnuld the fai lure
How this need may be satisfied and still protect to keep guidance current result in embarass-
sensitive information is a difficult and complicated ment , leaks , unauthorized disclosure and the like , such

• question — but the answer in each case must be found. failure could be the basis for disciplinary action for all
In the past it was convenient to wrap the program in concerned regardless of the level or sens it ivity of the
its own cocoon or put it behind a “green door,” or in person responsible. ’ ~
a “black box,” give it a code name (classified
naturally) and hope the hard questions would not be 3. Physical security standards should be reviewed
raised No more. These days the information security for consistency. There should be a single basic stanoa rd
officer must know from the beginning what the pro- for all participants , government and industry related to
gram is; what information must and should be pro- the sensitivity of the information or mater ial requiring
tected, and for how long; who needs the information protection. If there should be a requirement for
and why; and, of the greatest importance — what is increased standards , they should be subject to review
the bottom line? What information must be protected and require approval by an oversig ht agent such as the
at all costs. This is “need-to-know. ” It is also the lSOO. If approved the cost of the increased require-
balancing test now required. Openness is a fact of life ment should be borne specifically by the requiring

• and applicable to all parts of government , including the agency.
intelligence community .’ 8 In the future the determina-
tion of need-to-know will require greater precision and 4. All establ ished security standards should be
frequent examination; however , the principle is still applicable to both government and industry. here is
valid and must be given new life, no valid reason why the government shoi..id impose

• standards on industry that it does not require of itself.
POSSIBLE AVENUES OF EXAMINATION Examples of dual standards are numerous — Among

Departments and Agencies and between them and even
There are now two types of background investiga- a given contractor serving several of them.

tions: For access to Top Secret information a regular
81 is required. For access to Sensitive Compartmented CONCLUDING OBSERVATIONS
Information (Sd ), a Special Background Investigation
is required.9 “ In the last decade there has been a marked increase

in the number of Special Access programs. They were
1. Why should there not be a sing le standard for a started With the intent of providing a greater degree of

Background lnvestigatioii? If the present 81 is not security to program information. Were they successful?
adequate to determine trustwo rthiness to handle Were they worth the cost? Did they reduce the
national security information and an SBI is , why not number of “Ieaks~’ and “busts?” It is fair to say that
use the same standard. After all , there is no higher the answer is NO. There still are leaks , espionage cases ,
category of information sensitivity. Parentheticall y, and sales of classified information by people who were
there has been a continuing pressure to reduce the cleare d for access after an expensive background in-
number of individuals having access to TS; a more vestigation. Of greater importance to the overall
comprehensive and certainly more expensive investi ga- national defense is the charge that “security safeguards
tion could be one way in helping to reduce the impede federal prosecutors. ”2° In the final analysis , it
number of holders. appears that the special investigative , access and protec-

tion requirements are no better than the standards
The requester of an investigation could be required applied to other national security information . Perhaps

to reimburse the investigative agency for the cost of there should be a better recognition that there is not
the investi gation. Having to pay for an investigation yet a lock that can secure the minds of men. What is
would tend to reduce the number of requests, the answer? Obviously the security system has lost

credibility at a very critical time in our history when
2. Classification guidance must be a requirement. old values are being questioned and in some cases

With some exceptions (based on an appeal to the discarded — for better or for worse. To dismantle the
Information Security Oversight Office (ISOO)) EO system would be catastrophic, However , there are steps
12065 does make guidance a requirement. There which might be considered and taken by reasonable
should be no exception for Special Access programs or people. The following are some of the steps which
Cryptologic programs under the control of the might be considered:
Secretary of Defense. To the extent appropriate , there
should be interlocking classified and unclassified
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• Establish a legislative basis for the classifica- su bmit a proposal or to perform the contract. The
tion system. NCMS has long recommended intent of the exception for classified procurement
such a course, in the synopsis requirements of P.L. 87-305 is not

to exempt every classified procurement from
• Establish penalties for the unauthorized dis- publicizing, but to provide a safeguard from vio-

closure of classified information which are lating security requirements
applicable to all branches of government and 6. “Proiect Jennifer ,” Parade Magazine, Lloyd

• all who have access to national defense Shearer , May 11, 1975, also various articles in the
information Washington Post, Newsweek, New York Times, et.

al., March through May 1975.
• Require that ager.~ies imposing additional re- 7. Executive Order 10450, “Security Requirements

quirements will pay specifically for the cost for Government Employment ,” 27 April 1953 (18
of additional requirements. F.R. 2489 )

8. The defection of NSA employees William H.
To date there appears to be no valid justification Martin and Bernon F. Mitchell in August 1966;

for the imposition of the additional security system the suicide of Sergeant First Class Jack E. Dunlop
authorized for each of the members of the Intelligence when he learned he had been discovered selling
Community and the Head of any department or NSA documents to the Soviets; convictions for
agency authorized to establish a Special Access pro- espionage by persons who had been cleared for
gram. At the risk of invoking another tired old cliche access to intelligence programs, etc.
— it ’s time to take another look at the system and 9. Sensitive Compartmented Information (Sd ).
make changes. Possibly a look by representatives of the Recently this term has come into general useage.
three branches of government augmented by interested The Industrial Security Manua! (ISM) CH.1
outsiders who have special knowledge of the problems 5220.22-M defines SCI: “This term includes all
could be a starting point. It is always nice to approach in format ion and materials bearing special
the problem from an ivory tower , but a look at community controls indicating restricted handling
security as it is actually practiced would be an eye- within present and future community intelligence
opener . As stated by Elliot Richardson in his book, collection programs and their end products for
The Creative Balance. ~ ‘ which community systems of compartmentation

have been or will be formally established. This
“Here again, as in every other area of important term doe~, not include RESTRICTED DATA as
public concern, we have no realistic choice but defined in Section Il, Public Law 585, Atomic
to a/lo w room for good common sense and wise Energy Act of 1954, as amended.”
judgment of those to whom we have delegated NOTO BENE: The word “community ” is used
responsibility. Nor does the fact that this truism 3 times in the definition but is not, of itself
has sometimes been abused mak e total distrust a defined in the ISM. The term is defined in section
workable alternative. ” 4-2 of EO 12036 and shall not be repeated here.

10. OPNAVINST 5510.1 E, Department of the Navy
REFERENCES AND FOOTNOTES Information Security Program Regulation.

11. Executive Order 12036 of January 24, 1978
1. The Freedom of Information Act, 4 July 1967 (5 12. Section 1, Paragraph 106, EO 12036, Director of

USC 552) as amended by the 1974 Amendments Central Intelligence
(P.L. 93-502) 13. NCMS Bulletin, Vol XX II , Number 2, Mar-Apr

2. Section 9 Executive Order 11652 1978
3. Executive Order 12065, signed 28 June 1978, 14. At this writing, the NSC or ISOO Directive imple-

effective December 1, 1978 menting EO 12065 has not been approved. The
4. The International Telecommunications Union, the standards in reference 2 are applicable.

Un ted Nations specialized agency which provides 15, The Industrial Security Manual (ISM) establishes
standardized communications procedures and security requirements for industry, By agreement
practices , including frequency allocations assign- with the DoD, the ISM applies to contractors of
ments and radio regulations on a world-wide basis. most of the executive agencies and departments. A

5. Armed Services Procurement Regulations, 1976 listing may be found in the Manual.
edition. Paragraph 1-1003.lb states: “Only those 16. Atomic Energy Act of 1954, as amended.
classified procurements , where the information 17, The Glomar Explorer. A prime example of a
necessary to be included in the Synopsis vehicle which certainly involved a substantial
[Commerce Business Daily] cannot be worded in amount of advanced research and development , a
such a manner as to preclude the disclosure of type of oceanographic vessel which had not pre-
classified information, or when the mere disclorure visouly been built and which represented an ad-
of the Government ’s interest in the area of the vance in the state-of-the-art in search and rescue,
proposed procurement would violate security and exploration and recovery vehicles. There had
requirements , shall not be publicized in the to be cooperation between agencies involveG in the
Synopsis. All other classified procurements shall be oceans as well as cooperation with the shipbuilding
publicized in the Synopsis, even though access to industry . Substantial argument could be advanced
classified matter might be necessary in order to that the primary purpose of the vessel was of
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lesser importance than the development of a 19. U-2 Affair, David Wise and Thomas B. Ross, Ban-
vehicle of such sophistication. Regardless of the tam Books, November 1962. There was a break-
cost and regardless of the primary purpose, such a down in the cover story between participating
vehicle might well be considered as a unique agencies. As the book points out,” When disaster
national asset. struck, the government was not ready, even

18. President Carter, in a talk at the Central Intelli- though the program had been running for many
yence Agency on August 16, 1978, made the points years. As a result it stumbled into a series of

• that the intelligence community did have the errors.”
responsibility to conduct its business in an atmo- 20. Washington Post, August 20, 1978. A story on
sphere which required not only security, but open- charges affecting employees of Lockheed, ITT and
ness; that the balancing principle which was CIA, that were dropped because a trial would have
established in EO 12065 had to be applied to compelled disclosure of classified information.
intelligence matters. 21. Elliot Richardson, The Creative Balance, Holt,

Rinehart and Winston, 1976
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STRUCTURE AND PROCESS IN FORMING down into issues dealing entirely with quality of life at

NATIONAL SECURITY POLICY 1 the other. But there was no clear place on this con-
tinuum that you could delimit or mark a boundary of
national security It was noted that it had expanded to

An examination of the process by which national include issues such as global poverty, which had been
security policy is formulated and the influences of the felt earlier not to be a matter of particular national
pluralistic society on that process. An appraisal of the security concern for the United States.
national defense structure , the role of non-military
sectors of the society in formulating policy through Other issues, such as energy and nuclear prolifera-
the dialogue of competition for limited resources and tion, have, of course, both very intense domestic and
the part played by the media, labor and the Congress national security implications, so we did not arrive at
in the formal and informal structures. An assessment anything all that specific but did observe that national
of the provisions , within the system , for corporate security had a much broader context now than had
memory and institutional foresight. been felt previously.

Chairman’s Plenary Session Summary We did discuss quite explicitly whether a definition
should include reference to domestic aspects of na-
tional security. I think the panel felt definitely thatHonorable Brent Scowcroft there were domestic aspects to national security, and

LTG, USAF(Ret.) there was some attempt to include them in the defi-
nitions that I have set forth. But , in view of the sen-

The panel on structure and process was peopled sitivity of that aspect. and the feeling that a descrip-
uniformly with s’rong panel members having strong tion would have to be so ca reful ly honed and
views on every aspect of the subject. The discussion delimited, we did not make that attempt .
was invariably lively, albeit sometimes distinguished
more by heat than light. I will try to be careful , at As a way to get inside structure and process .pain of public disavowal , to represent the panel’ s which , if you pull it apart in a way you destroy what
views on the various things that we discussed. it is you are looking at because each part interacts

with all the other parts, we decided to look at the
It was very difficult for us to get a handle on principal actors in the process — the President . the

something so. on the one hand, cohesive and on the Executive Branch . the Congress, pressure groups. and
other amorphous as structure and process. In many public opinion.
respects we thought we were like the six blind men
defining the character of the elephant. But armed with Sta rting with the President, there was a clear con-
two outstanding papers, we felt our way into the sensus that the President is the preeminent actor . cer-
topic. tainly within the Executive Branch. in national security

policy formulation and, therefore, that the pa rticular
At the )utset it was suggested that maybe we structure of national security policy machinery would

should decide what it was that we were talking depend mainly on the President. It had to be some-
about. That was followed by a lively discussion on the thing that he could or would use and feel comfortable
meaning of the term “national security.” especially in with because the process was highly personality-
view of the fact that in the past the term had been dependent
abused perhaps.

We felt that any structure should provide the Pres-
One of the papers presented to the panel pointed ident with:

out the growing interdependence and mingling of
things traditionally felt to be foreign and domestic and • accurate information which he wants. needs
that the framers of the National Security Act of 1947 quickly;
had , in fact, a very broad view of what was encom-
passed within the term “national security. ” It was S all reasonable options on the issue under
suggested that “national security ” could be defi ned as review ,
“a process of protecting all the assets , national inter-
ests , and sources of power necessary to secure the • views of all principal advisers and agencies; and,
nation’s well-being from threats — military, economic ,
and political — using appropriate resources.” • some kind of mechanism to oversee the imple-

mentation of Presidentia’ lecisions.
Even with a definition such as this, we felt it was

difficult to place any given subject either inside or 1Th,s paper was, In fact. Panel 5 of She National Security Affairs
outside the term “national securi ty.” It was suggested conference — 1977. held at the National Defe nse University. July
also that national security be viewed as one part of a 18—20 . 1977 It was contained in their published Proceedings and

is included here with their agreement its content is believed to be
continuum , following the goals specificall y designed pertinent to the members of the Society in the performance of
with survival of the nation at the one hand, blending their increasingly d,fficuit task s
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How this should be done was not discussed in the this was a role that the bureaucracy could play which
sense of a disposition to tinker with wiring diagrams had not been fully exploited- There was full ‘ecogni-
or with the details of a structure, especially within the tion of the difficulty of getting a grip on lonçjer-range
Executive Branch, for national security decisionmak- planning, the understanding that long-range planning
ing. I think this is a reflection of two things — first, staffs frequently become sort of ivory towers , totally
that the machinery over the years has evolved into outside the process, and therefore ignored. or . if they
something that there is no great disagreement with; are successful , they tend to be coopted into the rn-
and second, in recognition of this preeminent role of mediate decisionrnaking process and lose the time
the President , that he must be the one to develop the and capaci ty to make longer-range projections
machinery or to use the machinery that is extant in
the way in which he will be comfortable. While we didn’t come to any real conclusion . I

think we felt that perhaps a rewarding way to do it —

There was some discussion on (avoiding con- rather than to set up separate staffs for long-range
stitutional issues) compelling the President to receive planning — was to make cognitive changes on the
advice from one or more people in different parts of part of the staff . These would have to come from the
the process. The feeling of the panel was that while top — fro m the agency heads , or from the President
there was no way that the President can be corn- himself — to structure a bureaucratic reward system ,
pelled , in making a decision, to accept advice from and to provide a premium for presenting longer-range
any or all of his advisers , the mere fact that he had to implications of decisions and policies. We all recog-
sit down and face or listen to one or more advisers — nized that such an approach was likely to take a mat-
be it the Chairman of the Joint Chiefs. the Secretary ter of some years — even if pursued assiduously.
of State. whomever — would provide an additional
brake on hasty decisionmaking. and further , ensure We dealt at considerable length with Executive-
that all points of view would be heard. Congressional relations. In general in this process , we

skirted the questions of constitutionality We dis-
The panel also looked at the relationship between cussed the War Powers Act , for example, at some

the President and his personal advisers — whomever length but without attempting to get into any kind of
he selected , whether they had a formal or informal a determination of whether any particular role was or
position within the government — and the bureau- was not constitutional. We had very interesting dis-
cracy itself . We felt that there were , by the very cussions. bolstered by an outstanding paper on this
nature of the bureaucracy. pressures which naturally issue . but we did not try to resolve the question. We
tended to impel the President to rely more heavily on did generally agree. however , that the Congress’ con-
a personal staff or on personal advisers as opposed to stitutional role should be strongly supported and that
the bureaucratic machinery itself. while for constitutional and organizational reasons we

~ did not feel they could be involved in the details of
The panel felt that there was no guarantee that the substantive policymaking, greater efforts should be

agencies would or would not be brought into any par- made to provide them with information. I think this
ticular issue in a bureaucratic way, that part of it de- was based on the sense that they sometimes acted
pended on the nature of the issue itself. on the time from insufficient information and to aid in resolving
available to make the decision and, in a sense, on the what the panel felt was a significant problem per-
secrecy which the President or ether actors felt was vading the whole arena of nat ional  secu r i t y
required in making the decision. policymaking at the present time — namely a sense

of distrust between the Executive and the Legislature
It was also felt that a decision with which the bu- 

— a sense of suspicion and distrust. They believe that ,
in a broader sense. the public itself distrusted govern-

• reaucracy or elements of it were not in sympathy
could cause grumbling, disaffection . leaks designed to ment and all larger institutions. That whatever the
negate the policy, and that this frequently would be particular merits of the Executive-Legislative balance
an element in a decision not to use it. The panel felt, at any given point, it was important to make efforts to
however , that the bureaucratic machinery was a vital somehow break down this sense of distrust A more
resource. It always provided the function of keeping open attitude toward providing Congress information

would help. There was no great feeling, however , thatits own agency head abreast and aware of issues so this would in fact greatl y diminish what I think atthat if the President decided on a more informal kind least most of the panel felt was a sort of struggle forof decisionmaking process , the agency heads, the per-
sonal advisers that the President may call on, would power at the present time between the Executive and

the Legislature stemming from past events but broad~themselves be able to provide these necessary attrib- er than any particular thingutes for a useful decisionmaking process.

We were handicapped by not having a member of

~ 

,. The panel was greatly concerned as well with the the media present on the panel. so they didn ’ t fare
problem of introducing longer-range thinking into the quite as well as some of the other actors. We felt
decisianmaking process. And it was felt that perhaps generally that “the media” was difficult to define , you 
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could put it , depending on your predilections, either as Rapporteur ’s
a pressure group or within public opinion We recog - Repo rt
nized that whether you felt it was a creator or a
transmitter of opinion was of substantial importance
in this whole process, That fact was apparent to all of LTC Thomas A. Pianka. USAus. What we did not agree on is how the national
security structure could or should deal with it. That The panel agreed that it would be useful to beginquestion remained essentially unanswered. its discussion by attempting to define at least in gen-

eral terms the meaning of the term “national securi-
In connection with this attitude of mistrust within ty.” This seemed especially necessary because of the

the country, it was generally felt that the government widely-held perception that in the recent past the
as a whole had to live and operate more “in the term had been abused One of the papers prepared
sunlight,” as one panelist expressed it This stimulated for the panel underscored the growing in ter -
considerable debate. For example. does not the public dependence .jnd mingling, in recent years. of “domes-
already have more information available to it , im- tic ” and “foreign policy” issues. It was also pointed
pressive fractions of which it ignores? Can it absorb out that one need only glance at the 1947 National
more? What is the feedback 7 What do you expect Security Act to realize that its framers had a broad
from more information? How does the government view of the meaning of national security In the spirit
protect what the panel felt was absolutely essential — of the broad view , one panelist suggested the follow -
and that is the Presidential advisory process in open- ing definition National security is the process of
ing itself up? And would not the government opening utilizing the appropriate resources to protect all the
up. leave itself open to charges of propagandizing the assets of power necessary to secure the nation’s well-
people in favor of its own ideas 7 being from foreign military, economic , and political

threats.
Nevertheless . I think most of the panel felt that

there should be a more open policy for dissemination Even were this definition to be accepted. the panel
of information. A number of the panelists felt that the felt that it remains difficult to place any given issue
Executive Branch should make a fuller explanation of inside or outside the domain of national security One

F the choices that it faces, their anticipated costs and panelist suggested that the concept of protection is
the essence of national security ’ The national securityconsequences , even if by doing so occasionally the

ensuing debate would close off a favored option. In process entails looking at goals or interests with a
other words , that the Executive may have to sacrifice view toward their protection It was further suggested

that national security be viewed as falling on a cona certain amount of effectiveness for the sake of
legitimacy. As I say. this was perhaps the most con- tinuum of national goals, with national survival as one
troversial of our discussions , and we all realized the extreme which is clearly identifiable as a “national

security ” issue, moving toward issues dealing chieflydifficulties and the pitfalls in this recommendation and with the quality of life, at the other extreme Especial-the essential antagonism between some of the actors ly in the present age , which as previously noted, isin this process. characterized by an increased comingling of issues, it
is difficult to cut this continuum at any one point

Just by way of summary, I think of the five actors. which would clearly delimit national security and
certainly we felt the President was by far the strong- separate it from other national goals National security
est in terms of the determinations of the policy itself, may expand to encompass issues previously consid-
that the Executive agencies themselves played a con- ered to be outside its purview Global poverty, it was
siderable role in underpinning the policy — in devel- suggested , is an issue which is now seen to have pre-
oping it and in providing an expe rt basis for it. viously unperceived national security implications

Other issues , such as energy, may move along the
We felt also that pressure groups could be ex- continuum toward the national survival extreme and

tremely effective but usually only on a narrow front on assume additional national security aspects which
particular issues. The Congress and public opinion — they once lacked. Final l y, new issues may arise , such
I think generally it was felt that in the day-to-day op- as nuclear proliferation , with clear implications for na
eration of national security decisionmaking. they were tiorial security. Through these various processes , the
not as strong certainly as the Executive Branch. Gen- panel agreed. the mantle of national security has in-
erally, they were not as strong on individual issues as deed come at the present time to cover potentially a
pressure groups could be. We recognized that pres- considerably broader range of issues than it had at
sure groups, for example, would work through the Ex- any time in the past.
ecutive Branch . the Congress and public opinion in
achieving their particular aims. However . the Congress In its discussion of definitions, the panel recognized
and public opinion possessed gross tools which on that threats to national security may arise in the form
particular issues could substantially change both the of unconstitutional or extraconstitutional domestic
direction and the character of national security challenges — e g.. terrorism , subversion , the advocacy
decisions. of violent ove rthrow of existing institutions and the 

—.— 
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like However , in light of the complexity and sensi- In any case , it was agreed that any structure
tivity of these issues , it was felt that it would be more should
profitable to concentrate the panel’s attention on the
national securi ty process in relation to the more clear
ly perceivable and definable parameter of foreign • Provide the President with the information hethreats requires quickly and accuratel y,

Having reached an acceptable work ing definition . • Present all reasonable options, andthe panel decided that it would be useful for its delib-
erations to discuss structure and processes in national • Present the point of view of all principal advi-security policymaking in terms of the five major actors sors to the Presidentinvolved the President, the Executive agencies , Con-
gress. pressure groups, and public opinion.

There was clear consensus that the President — The precise structure should function in such a way
defined as the “institutional Presidency.” including the that the President will be encouraged to use it be-

— Chief Executive and his immediate staff — is the pre- cause it allows him to make the most informed
eminent actor in national security policy formulation decisions possible.
This preeminence results from the nature of foreign
affairs in general and, as one of the papers prepared The panel also agreed that the structure should
for the conference emphasized , the historical devel- provide a means for monitoring the implementation of

k. opment of American constitutional theory and prac- decisions. There was no clear consensus, however , as
tice to whether this could be more effectively accom-

plished by an enti ty on the President’s staff — similar
The panel also agreed that the structure within the perhaps to the Policy Coordinating Board of the Eis-

Executive Branch for national security policy formula- enhower Administration — or by the operating Cabi-
tion depends mainly upon the President and his per- net and agency heads. Some panelists suggested that
sonality it must be something he can use and with a system for critiquing the implementation phase of
which he must feel comfortable Whether the struc- the policy process would be useful
lure is formally designed or evolves , it is dependent
upon the President ’s personality Any established or-
ganization for policymaking, even if it happens to be The panel devoted some time to discussing prob-
legislated . ’ may be supplemented or bypassed by a lems that may arise in relations between the Presi-
system the President finds more suitable Moreover , dent’s personal staff and the targeT bureaucracy It
the formal system . whether it is legislated or other- was felt that inherent slowness in responding to re-
wise developed. may or may not be the primary vehi- quirements and the possibility of dissent — whether
cle for national security policy decisionmaking Many for legitimate or shortsighted reasons — on the part
issues (or perhaps only selected ones) may actually be of the bureaucracy impel a President to depend more
decided outside the formal system Some panelists heavily on his personal staff or advisors than on the
recalled Dr Kissinger ’s 1966 article in which he bureaucratic machinery . This is inescapable, given the
pointed out the necessity of sometimes keeping the President’s preeminence In foreign policy, the human
development of major policy departures secret from inclination to acquire an inner circle of trusted advi-
the established system , a technique most dramatically sors, and the attitudinal and administrative tendencies
emp loyed in President ’s Nixon ’ s opening to China which are familiar from the “bureaucratic politics” lit-

erature . that encumber and slow down the response
Given the decisive influence of the Presidential per- capabilities of the depa rtments and agencies. These

sonality on the policy process . the panel agreed that a inherent and timeless weaknesses of the larger bu-
staff’ s duty is to adapt to the President ’s needs. As reaucracy are reinforced by advances in new tech-
one panelist expressed f t . ‘ it is fruitless to try to nologies of communication , transportation, and data
reform the President ” If he is disorderly. the staff transmission which in many instances compel quick

must work all the more assiduously to ensure order in decisions and immediate action. The panel also dis-
the system Another panelist felt that all established cussed the inner workings of the President’s staff and
systems eventually break down and that ad hoc sys- advisory circle and concluded that absolutely smooth
tems will evolve, It is the task of staff personnel. he and friendly relationships among the principal national
felt , to adapt to this it must “staff the Tuesday security advisers is not a prerequisite for effective
Luncheon,” so to speak. if such an affair becomes the policymaking. In fact, and again depending upon the
primary means of conveying advice to the President personality of the President, a certain amount of
on national security problems “creative tension ” among them may not be un-

welcome in that it may tend to illuminate more fully
the options available and their costs and conse-

• Emphasis supplied — not in the original quences.
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There was considerable discussion of the necessity the maw of current events and crises Some panelists
to bring political considerations early and effectively also pointed out that it is difficult to establish the
into the policymaking process The panel addressed relevance of long-range planning and another stressed
more fully the need for openness in the system later that all planning should affect today’s operations or it
in its discussions, but at this point. it generally agreed ceases to be useful. For these reasons it was gener-
that the political ramifications of a policy under con- ally agreed that long- and short-range planning and
sideration be an integral part of the decisionmaking policy formulation should not be or.janizationa lly sepa-
process. rated and that separate entities for the longer per-

spective are best avoided. Rather than being a piece
As alluded to previously, the larger bureaucracy of of institutional turf , long-range planning, in the ex-

the Executive Branch departments and agencies may pression of one panelist , should be a habit of mind. It
or may not be brought substantively into the policy is better to encourage cognitive changes on the part
formulation process. This will frequently depend not of existing staffe rs, to seek to impart changes in their
only upon the nature of the issue. but on the time mind sets which will impel a longer-range perspective
available for decision, as well as the President ’s pre- Moreover . success can be expected only on occasion
dilections. The consequences of this fact were dis- and oniy on the margins. Even this is an admittedly
cussed at some length. Exclusion of the bureaucracy difficult order and many panelists were not sanguine
from effective participation in the process may cause concerning it. Based on the experience of private
grumbling. leaks designed to counter policies upon business, it would seem that this desirable if difficult
which the agency was not consulted or with which it change depends upon revising educational processes .
disagrees, and lags — often deliberate — in the imple- both in the genera l educational system and within the
mentation process. In other words, the bureaucracy is organization ’s training program. changes in the in-
not without weapons in this strugg le. On the other centive systems within the organization to reward the
hand , the President is far from powerless in count- longer-range perspective and the strong and sustained
ering or foreclosing such actions on the bureaucracy ’s interest of the Chief Executive.
part. It is a simple matter , and a technique sometimes
used in the past. to hold formal meetings to ratif y or The question of how well the Executive Branch can
“legitimize” decisions already taken in private or with- be expected to develop a purposeful and coherent
in a closed inner circle — a form of “stroking” the bu- strategy, with due consideration and concern for the
reaucracy as one panelist expressed it. Bureaucratic long range. and the role of the Congress in this pro-
maneuverings of the past notwithstanding, however , cess , was discussed at some length. Substantive
the panel seemed generally to agree that the best questions such as containment and detente. Cyprus.
system provides for full and real presentation of the Angola . and the Indian Ocean were brought into the
views of all principal statutory advisors and the orga- discussion in order to illuminate the issues involved in
nizations they represent in order to ensure the best this problem. Some participants pointed out that the
informed policymaking process. Whatever the pa rticu- implementing agencies, especially their planners and
lar involvement of the bureaucracy in a specific case , operators . need clear policy guidelines. However , oth-
it still performs the vital function of keeping the van - er panelists noted that detailed long-range planning is
ous depa rtment and agency heads as fully informed either anodyne or implies or conduces an activist
as possible with the background information they re- interventionist role unsuited to a power like the
quire to fulfill their function of advising the President. United States which does not seek world domination
At any rate, the panel felt that despite the inherent In general it was conceded that the formulation of
cumbersomeness of the machinery, the bureaucracy long-range strategy is difficult . especiall y in detail
represents a vast fund of knowledge. information , and Nevertheless. the panel generally agreed that a
expertise, and the President and his staff should make stronger effort should be made to seek long-range
strong efforts to use its potential effectively. continuity and coherence in foreign policy. s e., to po-

ject ahead and to integrate as much as possible goals
and operations, plans. and actions.The panel also addressed at some length the prob-

lem of building into the policy formulation system a The panel discussed Executive-congressional rela-capaci ty for anticipatory deliberations. ie., a capability tions at length. It became clear in this discussion that .for a longer-range look at potential or burgeoning because of congressional sensitivity to constituent andissues. Put another way, can long-range policy plan- media opinion and to interest group pressures . the Es-fling be satisfactoril y integrated into the decisionmak- ecutive’s relationships with all three actors are closelying process? Experience has repeatedly demonstrated
that policy planning staffs . if relatively inaffective, intertwined. The panel did not question the necessity

and desirability of providing for the constitutional roledegenerate into ivory towers whose personnel, delib- of Congress in the foreign policy formulation processerations , and products are ignored. If they are ef ’fec- It was generally agreed, however . that it is infeasible,tive. on the other hand, they tend to be drawn into as wel l as of dubious constitutionali ty. for Congress to
be involved in the details of substantive policymaking
Because of its inherent organizational character . Con-

Emphasis supplied. gress cannot be a mirror-image of the Executive
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Branch and it cannot aggregate interests into a member that rather than “subverting , overriding co-
coherent policy. However , subject to maintenance of opting. or faking out” the media and the public , the
secrecy for constitutionally protected advice given to system must live with them honestly
the President . the Executive Branch must make a
greater effort to supply more information to Congress. The panel felt . then . that the government must
through declassification of information where possible learn to live and operate more openl y “in the
and necessary. and through other devices. The panel sunlight” as one panelist suggested There was con-
did not believe that such an effort would quickly solve siderable debate on the details of operating ‘ in the
the present conflict between the two branches , but a sunlight ,” however , and a number of doubts were
more frank and open dialogue between the branches raised.

F could over time rebuild a more cooperative and fruitful
relationship • Does not the public already have available a

great deal of information . most of which large
However , for Congress to play its legitimate role fractions of the public ignore?

effectively, the public must also be kept informed and.
of course, the media cannot be ignored in this pro- • Can it absorb more information?
cess. The resolution of national security issues often
requires not simply “permissive consensus,” but rather • How is the feedback to be gauged?
a positive stand on the part of individual Senators and
Congressmen. ( In this connection , some panelists • How does the government protect a President ’s
pointed to a serious dilemma for Congress — does it advisory process — without which he will not be
and should it lead or follo w public opinion?) At any able to get the assistance essential to Sound
rate, public opinion will be a major determinant of and informed decisionmaking ?
how Congress reacts to the Executive lead in national
securi ty policy issues Moreover . a substantial portion • Finally — and most of the panel found this point
of the old foreign policy consensus , anchored deeply disquieting — would not the government
essentiall y in the containment policy, has broken open itself to charges of propagandizing its own
down. One panelist pointed out that large numbers of people were it to provide more information with
peop le reject both containment and its more recent a view to seeking increased support for i~s
partner . detente, preferring instead a form of isola- policy decisions?
tionism . The panel also recalled from its earlier dis-
cussions that foreign policy issues ate not often inlet- Nevertheless, most of the panel agreed that thetwined with domestic issues having powerful con- current national mood of distrust and suspicion de-stituencies . some broadly based and others depending crees that the national security policy process muston single issue pressure groups which may be more be more open. that there should be less secrecy. and
narrowly based but have the advantage of a tight and that a greater effort must be made to keep Congressdisciplined focus. Furthermore. Congress, reflecting and the public informed As already noted , there was
the society at large. is now more pluralistic , and there strong support for protecting Presidential advice andhas been a substantial decline in its inner discipline , counsel Most felt , however , that the Execut ivemaking consultation and agreement between the two Branch must provide a fuller explanation . not of thebranches both more difficult and less assured. Thus, deliberative process i self . but of the choices it faces
the Executive must make efforts to inform the public in national securi ty affairs and their anticipated costs
more completely — which is accomplished most often and consequences. (This would have the additional
through the media — in order to strengthen the coop- welcome effect of forcing the system to think through
eration of Congress the costs and consequences of proposed policies

more thoroughly than had sometimes been the case
There was considerable debate and some dis - in the past.) This is necessary even if by doing so the

agreement as to the nature of the media; i.e . is it Executive will see a favored option foreclosed or suf’
merely a business or literall y a Fourth Estate. Further fer an occasional reversal of policies it prefers In
discussion concerned the degree to which its opinions short , the Executive may have to sacrifice a certain
tend to be monolithic or characterized by a pre- amount of effectiveness for the sake of legitimacy
dictable sameness The exact degree of its effect on The panel recognized the difficulties and pitfalls in this
public opinion was also subject  to some dis’ recommendation The issues are complex and not
agreement The panel did agree , however . that the easy to explain Adversary relationships between the
media are extremely important whether as creators or branches and among the various and multiple nodes
transmitters of opinion. Television especially. because ‘of interest and power within the body politic will
of its intimacy and pervasiveness, is of overwhelming ensure that information provided by the Executive will
influence The fact is that the media are there: The be used selectively to support preconceived positions
question is how does the national security policy Nevertheless, the general desire on the part of the
structure deal with them? That question remained un- citizenry for a sense of participation and for knowing
solved in detail , but the panel agreed with one what is happening in matters that seriously affect it
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are basic psychological needs not to be denied in a The powers of government can thus be distinguished
democratic system along functional lines — i.e., legislative, executive, and

judiciary — and should be divided into three branches
Finally, by way of summary , the pane l reviewed the of government. So divided, institutional jealousies and

relative power wielded by the five actors on national personal ambition will so operate as to forestall dan-
security policy The President remains the central fig- gerous concentrations of power. Hence , as Madison
ure in policy formulation and he, with his personal ad- wrote , “ the greatest security against a gradual con-
visers . will have the strongest effect on its outcome. centration of the several powers in the same depart-
The Executive Branch departments and agencies have ment consists in giving to those who administer each
a moderate influence and considerable potential, and department the necessary constitutional means and
could perhaps provide the avenue for improvements in personal motives to resist encroachment of the oth-
dealing with long-range issues Individual pressure er. ”4 Thus was asserted what M. J. C. Vile called the
groups can and do exert a strong and tightly-focused “pure doctrine of separation of powers.
effect on policy. especially as they act on all the other
participants in the process, but usually on only a nar- A “pure doctrine ” of the separation of powersrow front. Congress and public opinion (under which might be formulated in the following way.’ It isrubric the media are included) possess gross tools or essential for the establishment and maintenancepowers which. although of lesser influence than the of political liberty that the government be dividedother actors on a day-to-day basis, can cause radical into three branches or departments, the legisla-changes and departures in policy. when they are tive. the executive, and the judiciary To each ofaroused to do so by real or perceived abuse of power these three branches, there is a correspondingby the other actors. identifiable functio n of government . legislative.

executive, or judicial Each branch of the govern.
ment must be confined to the exercise of its ownHistorical function and not allowed to encroach upon thePerspectives functions of the other branches. Furthermore, the
persons who compose these three agencies ofProf essor Robert S. Wood government must be kept separate and distinct,University of Virginia no individual being allowed to be at the same time
a member of more than one branch. In this way

In explanation of the forces motivating the drafters each of the branches will be a check to the others
of the Constitution of the United States.  James and no sing le group of people wi// be able w con -
Madison wrote 1,ol the machinery of the State 5

To secure the public good and private rights It was the conjunction of these ideas in the con-
against the danger of (an overbearing majority) . s t i tu t iona l  f ramework  which was to provide a
and at the same time to preserve the spirit and democratic government both efficient and protective
form of popular government is then the great ob- of individual liberties. ’ The Constitution thus embodiesj ect to which our inquiries are directed It is the American version of limited government. The crit-a melancho ly reflection that l iberty should be ical question for any inquiry into national securityequally exposed to danger whether the govern policy is whether or not this constitutional formulament have too much or too little power . and that was to be applied to the conduct of foreign affairs asthe line which divides these extremes should be it was to domestic policymaking
so inaccurately defined by experience 2

Madison and the other founders did not, however .In effect . Madison conceived the great constitutive believe that a strict separation of powers would provemission as the construction of a democratic form of either efficient or adequate to prevent an abuse ofgovernment so organized as to be both solicitous of power The doctrine was therefore complemented byindividual rights arid stable and competent in operation checks and balances In effect , the separation of pow-The formula by which this was to be accomplished ers did not require the branches of government, inwas the twin princip les of the separation of powers Madison ’ s words , to “be wholly unconnected withd ii:trine and the concept of checks and balances each other ’ and indeed he argued that “unless these
departments be so far connected and blended as to

Madison defined tyranny as the concentration of give each a constitutional control over the others . the
power As he observed in The Federalist Papers . num degree of separation which the maximum requires, as
bar 47 essential to a free government , can never in practice

be duly maintained “8 In effect , the constitutional sys-
The accumulation of al/ powers , legislative , ‘~x tem was so devised as to require the cooperation of

ecutive . and judiciary. in the same hands, whether the separate branches if government were to function
of one, a few , or many, and whether heredi tary, at all
self appointed, or elective . may lust/ v be pro-
nounced the very definition of tyranny emphasis supplied 
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As Mr. Vile explained: Indeed, he referred to this latter assertion of executive
authority by a special term , “federative ’ power.8The pure doctrine as we have described it em-

bodies what might be called a “negative ” ap-
proach to the checking of the power of the agen- In his essay, On Civil Government . Locke argued
cies of government. The mere existence of severa l that whereas government should be limited and con-
autonomous decision ’taking bodies with specific trolled by the people with respect to domestic pol-
functions is considered to be a sufficient brake icies, the nature of external affairs was such that gov-
upon the concentration of power. Nothing more ernment must be sovereign and capable of speaking
is needed. They do not actively exercise checks with one voice. Locke ’s argument may be related to
upon each other, for to do so would be to “inter- the general tradition of “reason of state ” — that is .
fere ” in the functions of another branch. However , that the security of the state is fundamental and
the theory does not indicate how an agency, or undergirds whatever constitutional order may be es-
the group of pers ons who wields its authority, are tablished. Protection of the state and its external posi-
to be restra ined if they do attempt to exercise tion is thus extra-constitutional and resides in that au-
power improperly by encroaching upon the func- thority most able to mobilize forces and conduct a un-
tions of another branch. The inadequacy of the ified policy, the executive.
contro ls which this negative approach to the
checking of arbitrary rules pr ovides, leads on to In the United Kingdom , this power was designated
the adoption of other ideas to complement the as “the King’s prerogative ” under which Blackstone ’s
doctrine of the separation of powers and to modify Commentaries listed “.. .The entire range of powers
it. relating to war and peace , to diplomacy and the mak-

ing of treaties, and to military command ~ Arthur
The mos t impe, tant of these modifications lies Bestor thus describes Blackstone ’s position:

in the amalgam~t z ’on of the doctrine with the
theory of mixed g vtrnment . or with its later form. At the outset, Blackstone recognizes two dif-
the theory of chscks and balances.... From an ferent sources for the authorit y of the chief ex-
analytical point of view , the main consideration is ecutive in the domain of foreign rela tions, Vis-a-
that these theories were used to import the idea vis other nations, the King “is the delegate or rep-
of a set of positive checks to the exercise of power resentative of his people. ” Therefore, the handling
into the doctrine of the separation of powers. That of all aspects of the “nation ’s intercourse with for-
is to say that each branch was given the power eign nations ” is an executive pre rogative. The
to exercise a degree of direct control over the oth - King is also “the generalissimo, or the first in mil-
ers by authorizing it to play a part, although only itary command, within the Kingdom. “and this fact
a limited part, in the exercise of the other ’s func- places in executive hands the control of a variety
tions. Thus, the executive branch was gi ven a veto of matters relating to military security.... One of
power over legislation. or the legislative branch the variety of matters relating to military securit y
was given the power of impeachment. The impor - is the “prer ogatives to make treaties, leagues,
tant point is that this power to “interfere” was and alliances with foreign states and princes. “ The
only a limited one, so that the basic idea of a di- next is “the sole prerogative of making war and
vision of functions remained, modified by the view peace. ’
that each of the branches could exercise some au-
thority in the field of all three functions. This is Those part isans of executive power in forei gn at-
the amalgam of the doctrine of separation of pow- fairs in the continuing debate over presidential pre-
ers with the theory of checks and balances which rogatives tend to emphasize both the general per-
formed the basis of the United States Con- spective of Locke and Blackstone and the near
stitution. 7 absolute character of the separation of powers doc-

trine, at least in the area of external policy.

Forei gn Policy Prerogatives, Separation of Powers, Even Alexander Hamilton, who argued in the Fed-
and Executive Privilege: The “Classical” View era fist Papers, number 69, that the President ’s powers

under the constitution were far inferior to those of the
It is interesting to note that John Locke. another King of England . later asserted that authority over for-

great contributor to the notion of limited government eign relations was per se an executive function and
and one who exerted important influence on the that Congress was limited only to such authority as
thinking of the founders, did not place foreign policy was specifically enumerated in the Constitution 11 In
power under the same limitations as other exercises practice , many implied powers flowed from the execu-
of government authority. Locke. unlike the Founders, tive authori ty in foreign affairs whereas congressional
defined institutional limitations almost exclusively in power should be seen restrictively.
terms of restrictions upon executive power — but , at
the same time, he did not extend these restrictions to Under this linc of reasoning. foreign policy is “ex-
the executive ’s exercise of power in external affairs . ecutive ” in nature and the presumption of authori ty
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therefore should always be on the side of the Presi- By the Constitution, the President is invested
dent As Justice Sutherland argued in United States with certain political powers. He may use his own
v Curtiss- Wright Export Corporation (1936) “In this discretion in executing these powers. He is ac-
vast external realm. with its important . complicated, countable only to his country in his political char-
delicate and manifold problems, the President alone acter . and to his own conscience.. . Questions
has the power to speak or to listen as a representa- which the Constitution and laws leave to the Ex-
tive of the nation.~h1 And Senator J. William Fulbright ecut ive. or which are in their nature political, are
supported in 1961 a near total presidential authority not for the Courts to decide, and there is no power
in the use of force. “,, We have hobbled the President in the Courts to control the President ’s discretion
by too niggardly a grant of power... As Commander- o, decision, with respect to such questions. ’5
in-Chief of the armed forces. the President has full re-
sponsibility , which cannot be shared , for military On this basis. Attorney General Rogers stated the
decisions in a world in which the difference between privilege of the executive to withhold information from
safety and ca~~clysm can be a matter of hours or Congress in the following areas:
even minutes.”

• Military and diplomatic secrets and foreign af-
If the President possesses extensive prerogatives in fairs ;

the area of national security, then so too do many
departments and subordinates acting under his gener- • Information made confidential by statute;
al direction. An invocation of national securi ty is thus
a political question not subject to judicial inter- • Investigations relating to pending litigation, in-
pretation or resolution under constitutional norms. vestigative files, and reports;

Moreover , this range of privileged presidential pow- • Information relating to internal government af-
er is also justified on the general grounds of the sepa- fairs privileged from disclosure in the public in-
ration of powers doctrine — that is, presidential dis- terest; and
cretion in the area of his executive functions is com-
plete, subject only to the grossest of legislative dis- • Records incidental to the making of policy. in-
cipline. i.e., cutting off appropriations or impeachment. cluding interdepartmental memoranda, advisory
In effect. in carrying out an executive function . as long opinions, recommendati~~s of subordinates and
as they are not clearly ’ criminal , deliberation and informal working papers.
decisionmaking within the executive branch are
privileged In United States v. Nixon, 418 U.S. (1974). the

court ruled that President Nixon could not invoke ex-
This assertion of a constitutional basis for execu- ecutive privilege to withhold from a prosecutor

t ive privilege was the heart of Attorne y General evidence in criminal proceedings. The issue did not
Richard Kleindienst ’s testimony on A pril 10. 1973, concern a congressional request for information. How-
before a Io~ t session of three subcommittees of the ever . the fact that the Court did make a determination
Senate ’s Government Operations and Judiciary Com- would tend to indicate that . in the court ’s view . exec-
mittee utive privilege is not plenary nor entirely discretionary.

At the same time, Chief Justice Burger did uphold the
The separation of powers doctrin e gives the notion of executive privilege as rooted in the separa-

President the constitutional authority - in his dis- tion of powers doctrine:
cretion to withhold certain documents or informa ’
tion in his possession or in possession of the ex - The privilege can be said to derive from the si.’-
ecut ive branch fro m compulsory process of the premacy of each branch within its own assigned
legislative or j udicial branch of the Government . areas of constitutional duties. Certain powers and
if he believes disclosure would impair the proper privileges flow from the nature of enumerated
exercise of his constitutional functions 14 powers; the protection of the confidentiality of

Presidential communications has similar con-
11

Earlier . President Eisenhower ’s Attorney General . Will S itutiona un erpinnings
iam Rogers , later Secretary of State under Richard
Nixon , also argued that ’ Moreover , the Court did maintain that presidential

assertions of privilege in order to protect matters
relating to national security should be given the “ut-
most deference ”8

Although the executive privilege asse rted by Klein-
dienst and Rogers relates specificall y to the trans-

‘Emphasis supplied mission of information . both the substantive claims 
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and constitutional arguments constitute a broad dis- If one examines the record of the debates of the
cretionary authority under the separation of powers Constitutional Convention , it in fact becomes rather
doctrine. Coupled with an assertion of the peculiarl y clear that the framers , unlike John Locke. did not
“executive ” nature of foreign affairs, these arguments treat the exercise of power externall y as something
give enormous scope to the President ’s prerogatives apart from the general constitutional formula There
in national security policy, was indeed an attempt to organize a unified foreign

policy represented by the executive branch but in co-

ordination with Congress. As in other areas , both theAlthough there is no question that there have been
abundant arguments throughout history for broad separation of powers and checks and balances were
presidential prerogatives in foreign affairs. the original to govern the conduct of foreign affairs.
question remains What is the exact pattern of author-
ity established by the Constitution and. assuming the Much of the debate concerning the relative aut :,or ~language of that document is not necessarily un-
ambiguous, what was the intent of the framers? ity of President and Congress centered on the power

to declare war. The orig inal draft empowered Con-
gress “to make war ,” but it was felt that this wordingForeign Policy Powers: Constitutional Language was too restrictive on the Executive in case of suddenand Framer ’s Intent attacks. Moreover , it was generally agreed that the
normal conduct of war , once initiated . was an execu-

Article I, Section 8. of the Constitution explicitly tive function Nonetheless . there appeared to be gen-
grants to Congress the power to “provide for the er&l agreement that the determination of war was
common Defence”; “regulate Commerce with foreign normally a legislative function 22 Hence, Raoul Berger
Nations ”; “define and punish Piracies and Felonies concluded that the Constitution “ . conferred virtually
committed on the high seas and Offences against the all of war making powers upon Congress. leaving the
Law of Nations ”. “declare War . grant letters of mar- President only the power ‘to repel sudden attack’ on
que and reprisal , and make rules concerning captures the United States. ”23 It would seem that Madison ’s
on land and water ” ; “raise and support Armies ”, assessment of the respective powers of President and
“provide and maintain a Navy ”, “make Rules for Gov- Congress was accurate.
ernment and Regulation of the land and naval forces”;
“provide for calling forth the Militia to execute the But , if Madison was correct as to the general con-Laws of the Union, suppress !nsurrection and repel In- sensus at the Constitutional Convention , many havevasions ”; “provide for organizing, arming. and dis- argued that he was wrong in terms of the historicalcip lining the Militia, and for governing such Part of evolution which in the long haul favored presidential
them as may be emp loyed in the service of the authority. Eugene Rostow criticizes those scho lars
United States ”; and to “make all laws which shall be who seek to delimit foreign policy authority on the
necessary for carrying into Execution the foregoing basis of the Constitutional Convention He argues that
Powers . and all other Powers vested by this Con- they too readily
stitution in the Government of the United States . or in
any Department or Officer thereof . ”19

dismiss the fact that the men who made the
Constitution had quite another view of its im-If Article I, Section 8. grants specific authority, Ar- peratives when they became Presidents , Sena-tid e II, Section 2, states presidential authori ty not in tors , Congressmen, and Secretaries of State Theterms of function but of office “The President shall words and conduct of the Founding Fathers in of-be commander in chief of the army and navy of the fice hardly support the simplified and unworldlyUnited States, and of the militia of the several states, models we are asked to accept as embodimentswhen called into the actual service of the United of the only True Faith 24

States. ”20 Partisans of presidential power assert that
authority in external affairs . particularly war powers.
not specifically delegated elsewhere. inhere in the ex- Foreign Policy Powers: The Historical Evolution
ecutive office of the President. On the other hand , ad-
vocates of Congressional authority argue that the spe- As early as 1793 the nation was torn by a presi-
cific grants of authority in Article I, especially the dential assertion of foreign policy authority In re-
power “to declare war ,” provide Congress with an sponse to Washington ’s declaration of neutrality be~amplitude of power . including the right to authorize tween France and England , Hamilton writ ing as
war Indeed. in 1793, none other than James Madison “Pacificus ” defended the executive right to determine
defined external power . and most specificall y war war whereas Madison writing as “Helvidius ” upheld a
making. not as being executive but legislative in char- legislat ive rig ht in this area As it turned out .
acter: “The power to declare war including the ~~~~~ 

Washington ’s position prevailed, as Congress enacted
er of jud ging the causes of war , is full y and ex - a neutrality act on June 5. 1794,25

clusively vested in the Legislature. that the executive
has no right in any case . to decide the question In 1795. by the Militia Act Congress granted to
whether there is. or is not cause for declaring war . ”21 the President authority to mobilize and command the
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state militia “ whenever the United States shall be ordered money advanced from the treasury without
invaded , or be in imminent danger of invas ion from legislative appropriation , expanded the armed forces .
any forei gn nation or Indian tribe. ”26 Both in this case ordered summary arrests and confiscation of property,
end that of the war between Britain and France, one submitted civilians to military ,ribunals , and ordered a
could argue that Congress did in fact assert its legis- blockade of southern ports.
lative authority. But , at the same time. a process of
sustaining prior president ial actions and granting him In the twen t i e th  century .  President Wi l l iam
broad discretionary authority was begun. M c K i n l e y  a c t e d  s o l e l y  on his a u t h o r i t y  as

Commander-in-Chief when he dispatched a naval
This expanding view of presidential power was force and 5.000 land forces to participate in the inter-

subsequently sustained by two Supreme Court national expedition to suppress the Boxer Rebellion in
decisions. In Martin v. Mott ( 1827) . Justice Story China. Theodore Roosevelt explicitly embraced an ex-
argued “The authority to decide whether the exigency pansive view of the executive power in foreign affairs
[requiring the use of militia under the Militia Act of “The biggest matters (of my administration ). such as
1 795) has arisen belongs exclusively to the President , the Portsmouth peace , the acquisition of Panama . and
and his decis ion is conclusive upon all other sending the fleet around the world , I managed with-
persons ~27 And in Luther v. Borden (1849). the court out consultation with anyone; for when a matter is of
in effect declared the question as to whether an capital importance, it is well to have it handled by one
emergency sufficient to require the exercise of force man only.”33 Subsequent to raids by Pancho Villa into

New Mexico . Woodrow Wilson authorized a punitiveexisted a “political question ” and beyond the com-
petence of the Court “It is said that the power in the expedition into Mexico without formal congressional

sanct ion. Similarly, he committed forces in NorthPresident is dangerous to liberty. and may be abused. Russia and Siberia following the Bolshevik RevolutionAll power may be abused if placed in unworthy in 1917. Although there was substantial opposition inhands. But it would be difficult , we think. to point out
any other hands in which this power would be more Congress and two resolutions were introduced with
safe, and at the same time equally effectual. ”28 the intent of halting the expeditions . no Congressional

action was taken .

American history is replete with instances of asser- Although these initiatives are classified as domestic
t ions of war-making power by the President or his and although the court did later invalidate certain of
subordinates without legislative authorization or at Lincoln’s activities (i.e. . suspension of habeas corpus .
t imes even subsequent formal approval. A notable martial law), t hese actions together are generally in-
ear ly  examp le  in 1818 was  Ge net a t  A ndrew dicative of the expansion of executive power during
Jackson ’s foray on President James Monroe ’s orderS crise s and tend to sustain the notion that the power
into Spanish Florida in pursuit of renegade Indians to protect the’ fundamental security and integrity of
and the subsequent attacks by Jackson on Spanish the state is extra-constitutional. Moreover , in t he Prize
forts and Indians alike as well as the summary execu- Cases (1862). the Court reaffirmed the “political ques-
tion of two British cit izens. And in the Mexican- tion ” notion of Luther v. Borden and asserted the
American War one can certainly argue that President primacy of the President in the determination of war
Polk presented the Congress with a fait accompli and peace:
virtually compelling a Congressional declaration of
War. As William Howard Taft observed, “.. Congress Whether the President, in fulfilling his duties,
has the power to declare war . but with the army and as Commander-in-Chief , in suppressing an insur-
navy, the President can take action so as to involve rection , had met with such armed resistance. ..as
the country in war and to leave Congress no OPt~Ofl will compel him to accord to them the character
but to declare it or recognize its existence. ”29 And in- of belligerents, is a quest ion to be decided by him,
deed , despite the dominance of legislative authority and this Court must be governed by the decision
between Jefferson and Lincoln . one study indicates and acts of the political department to which this
that over 60 reported military hostilities occurred po wer was entrusted. 32
without explicit Congressional authorization or a dec-
laration of war .3° After the Civil War , the most significant increases

in presidential power occurred during the two World
It is generall y agreed that President Abraham Lin- Wars. After a refusal by Congress in 1917 to allow

coin was the principal architect of the modern ex- him to arm merchant ships bound for Europe. Presi~pansion of the powers of the Commander-in-Chief — dent Wilson undertook the action on his own author-
ironical in view of Congressman Lincoln’s dissent from ity and thus moved the United States closer to war
Polk ’ s ac t i on  in M e x i c o . 3 ’  By v i r t ue  of the Similarly, President Franklin D. Roosevelt without
Commander - in’Chief clause and the clause which Congressional authorization exchanged 50 American
makes it the duty of the President “to take care that destroyers for the lease of Brit ish bases . placed
the laws be faithfully executed ,” Lincoln without prior Greenland under U.S. control and Iceland under
consent of Congress suspended habeas Corpus, American protection , occupied Dutch Guinea. and in
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1941 issued the famous “shoot-on~sight ” order to the dent ’ s ex te rna l  pr erogat ives  As Just ice Jackson
Navy “when you see a rattlesnake poised to strik , states
you do not wait until he has struck before you cru ,h
him. The Nazi submarines and raiders are the rat We shoulc ’ ) t use this occasion to circum
tlesnakes of the Atlantic.. , They are a challenge to our scribe, much less to contract , the lawful role of
sovereignty. ”34 And , of course , the apparent yin the President as Commander-in-Chief I should in-
d i c a t i o n  by the J a p a n e s e  at Pea r l  H a r b o r  of dulge the widest latitude on interpretation to sus
Roosevelt ’s prewar actions in the face of hostile Con- tam his exclusive functio n to command the Instru
gress ional  cr i t ic ism strengthene d the President ’s ments of nat ional  force , at least when turned
assertion of presi thtntial prerogatives during the war against the outs ide world for the secur i ty of ot, r
As Arthur Schlesinger . Jr.. explained . “The grand socie t y ... 37
rev ival of the presidential prerogat ive a f te r  Pearl
Harbor must be understood as a direct reaction to And, of course, the Court in United States v Nixonwhat happened when Congress tr ied to seize the spo ke of “utmost deference ” to the President ’ s ex-guiding reins of foreign po licy in the years 1919 to ternal authori ty1939.”~~

It should be clear that neither the Constitution nor
Indeed . President Harry Truman ’ s ability to commit the intent of trie framers definit ively resolved the re-troops to Korea and the decision to expand forces in spect ive authority of the branches of government inNATO , both wit hout Congressional approval , probably the conduct of foreign affairs It is equally true thatstemmed in part from the memories of the interwar the President has tended to assert successfully theperiod. And, it is a fact that notable instances of Con- widest prerogatives in the long term On the oth~ rgressional assertions in foreign policy. e.g., The War of hand . the Congress has tended to reassert itself after1812. The Spanish-American War . and the interwar most strong Presidents and the re lative balance isperiod , have fared rather badly in the judgment of a lways subject to dispute. Moreover , one might arguehistorians. The French commentator . Raymon Aron , that the framers of the Constitution intended thiswell expressed in 1974 the attitude of those who un- tension and shifting weight as a result of their exten-favorably contrast presidentia l and congressional ni- sion of the princ iple of checks and balances to thetiatives in foreign affairs. conduct of foreign affairs Indeed, although the expe-

rience from the end of World War II until tbe earl y se-
it is on Richard Nixon and Henry Kissinger venties tended to strengthen president ial prerogatives ,

that a European pins his hopes for ~ fore:’gn policy one can d i sce rn  sh i f t s  w i t h i n  Cong ress iona l -
governed by reason. The elected representatives Presidential  relat ionships and a t tempts  at major
of the American nation are swayed toda y by eco- restructur ing in the mid-seventies.
nomic interests, bot h commercial and monetary,
since pub/ic opinion does not cry out in fear of
an enemy or ca/ I for a crusade against evil It was Foreign Policy Powers: The Experience Since
in a somew hat similar period that Congress voted World War II
the Hawley-Smoot protective tariff. It is to the
presidency rather than the Senate that Europeans It should be noted that the extension of presiden-
look for an equitable policy. 36 tial prerogat ives is not limited to the conduct of for-

eign affairs. The general tendency in modern times
What is remarkable about this statement is that it and in a wide diversity of policies is to strengthen the
was made in full cognizance of the Watergate scan- executive and administrative at the expense of the
dal So searing was the experience of the interwar pe- legislative. However stark and apparently exaggerated
nod and so substantial was the foreign policy presti ge it seems , Richard Nixon ’s recent statement in fact
of the presidency that the constitutional qualms that represents a general tendency:
Senator Robert Taft expressed in the early fifties were
sti ll dismissed out of hand by many forei gn and do- The point is: that when an agency is asked by
mestic comment ators in the early nineteen seventies, a President or anybody else to do something that

it has a responsibility to do, that ’s not illegal for
If in political practice a wide amp litude of executive them to do it or for it to be ordered, even if the

power in foreign af fa i rs  has been successfu l ly  motivatio n is political... 38

asserted , so the Supreme Court on those rare occa-
sions when it pronounces on the subject at all has Indeed, Woodrow Wilson earl y in the century philo-
tended to sustain presidential prerogatives. This was sophically defended the widest latitude for presidential
true not only of the early United States v. Curtiss- au thor i ty  and expl ic i t ly  re jected the Madisonian
Wri ght Corporation but the Youngstown Sheet and amalq3

am of separation of powers and checks and bal-
Tube Company v. Sawyer  ( 1952) case Althoug h ance , ~ And in practice modern presidents have in
T r u m a n ’s seizure of the steel mills wa’.~ held to be on- one degree or another behaved in line with Wilson ’s
constitutional , the decision reemphasized the Presi- dictum. 
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Wilson saw the Constitution as a transitory docu- all. ”44 Presidential power should be seen less in
ment suitable to a nation characterized by sharp di- formal than personal terms “The President is at libe r
versity . With the emergence of a harmoniou. national ty, both in law and conscience, to be as big a man as
community wrought by technology, war , and educa- he can. His capacity will set the limit. ”45 and p esum
tion, the structured conflict of the Constitution was no ably not the formal Constitution . for “the personal
longer necessary and was in fact harmful. Indeed, force of the President is perfectly constitutional to any
from Wilson ’s perspective , although the nation had extent to which he chooses to exercise it , and it is
from 1 787 onward a Constitution, it did not have a clear by the logic of our constitutional practice that he
constitutional system. He defined constitutionalism has become alike the leader of his party and the lead
not in terms of limitations on governmental power but er of the nation.”46 The future presidency in Wilson s
in terms of “common understandings , common inter- view , would — less in terms of formal power and
ests , common impulses , common habits” which allow more in terms of personal power — represent the
the government extensive power to realize community spirit of the national commun ity
objectives:40

[We ] can safely predict that as the multitude
Evidently, if a constitutional government is a of the President ’s duties increases, as it must with

government conducted on the basis of a definite the growth and widening activities of the nation
understanding between those who administer it itself, the incumbents of the great office will more
and those who obey it. there can be no con- and more come to feel that they are administering
stitut ional governnment unless there be a com- it in its truest purpose and with greatest effect
munity to susta in and develop it, — unless the na- by regarding themselves as less and less execu-
tion whose instrument it is. is conscious of com- tive officers and more and more directors of affairs
mon interests and can form common purposes. A and leaders of the nation, — men of counsel and
people not conscious of any unity, inorganic, un- of t he s o r t  of act ion that makes for en-
thoug ht fu l , without concert  of act ion , can light enment.47

man i fest ly  nei ther form nor sustain a con-
st itutional system. The letharg y of una wakened
consciousness is upon them, the helplessness t,,~ 

Unquestionably the Wilsonian view of the presidency

unformed purpose. They can form no common came to dominate the perspective of popular and

judgment; they can conceive no com mon end; academic commentators alike. Heavy emphasis on

they can contrive no common measures’ nothing presidential prerogatives generally would almost per.

but a community can have a constitutional form force be matc hed by even greater support for execu-

of government , and if a nat ion has not become tive power in fore ign affairs , given the classical view

a community, it cannot have that sort of policy.41 of the extra-constitutional nature of this authority and
the presumed exigences of the nuclear age. By the
same token , there fore, shifts in the Congressional-

Wilson saw the wielding of the House of Represen- Presidential balance and increasing defenses of legis-
tatives into an “organic ” unit under disciplined lead- lative prerogatives in forei gn affa irs reflect not only
ership and the development of strong parties as re- assessments  of the s t ructure of au tho r i t y  and
flective of an emergent harmonious commun;ty By decisionmaking in the area of foreign policy. but often
contrast , he saw the Senate as regressive , more m di- represent a gener al debate on the nature and power
vidua listic . and less representative — a holdover from of the presidency. This is certainly true of the current
the past Senators reflect a particular community and per iod. In any case, any evalu ation of legislative-
not a national one But it is the President who pre- executive relations in the area of foreign affairs since
eminentl y represents this nationa l community and World War II should take into account the broader
who, supported by a strong party system , will over- quest ion of the constitutional and polit ical balancecome the divisiveness of the federal system of repre- generally.
sentation and the hindrances of the eighteenth cen-
tury constitution. Indeed. in the execut ion of the pop-
ular will the President should be allowed to make of Frans R. Bax argues that there have been five suc-
the office of the President “anything he has the cessive phases in legislative-executiv e relations in the
sagacity and force to make it” unfettered by legal in- area of foreign affa irs since World War II’ a period of
hibitions.42 Indeed, the power of the presidency is accommodat ion from the presentation of the UNRAA
extra-legal - “His executive powers are in commission, program to Congress in 1943 until 1950-51 . a period
while his political powers more and more center and of antagonis m from 1951 until 1955 dominated by
accumulate within him and are in their very nature both partisan and institutional rivalries, a period of ac-
personal and inalienable. ”43 qu iescence beg inn ing in 1955 and lasting for a dec-

ade in which Congress tended to legitimize presiden-
Wilson showed a remarkable distrust for legal re- tia l actions without participating as an active partner

strictions: “The gauge of excellence is not the law or assuming responsibility, a period of ambiguity be-
under which officers act. but the conscience and in- ginning in 1966 and ending with the invasion of Cam-
tel ligence with which they apply it, if they app ly it at bodia in the spring of 1970 and characterized by

-



120

growing doubts about the substance of Administration first to a period of ambiguity and then acrimony in
policy and concern over the passive role of Congress Executive-Leg islative relations But unlike the earlier
in the formulation of foreign policy; and a period of period of antagonism . Congress successfull y moved by
acrimony initiated at the time of the Cambodian ac- leg islative acts to curb the power of the President .
lion in which Congress moved to challenge not only although the durability of such actions may still be a
the specific elements of U.S. policy in Vietnam and subject of some debate
elsewhere but to alter the manner in which national
security policy was developed and imp lemented by In -June 1969, by a 76 to 19 vote the Senateassertinq a more independent role for Congress in the voted the “National Commitments Resolution ” which
, ‘~i:ess~

8 Although Congressional-Executive relations read’
are a .iays somewhat fluid . Professor Bax ’ s cate-
gorization appears to be a sufficiently accurate organi. Whereas accurate definition of the term “nazation of the time tional commitment ” in recent years has become

obscured: Now, therefore, be it Resolved, that it
The important feature of the early period of accom- is the sense of the Senate that a national corn-

modation was the pattern of close consultation which mitment by the United States to a foreign power
grew out of Congressional insistence that the UNRAA necessar i ly  and ex c lus ive ly  resul ts  from af~program not be accepted by execut ive agreement but firmative action taken by the executive and leg-
after submission to Congress. The key figure in the islative branches of the United States Govern -
development of this collaboration was a Republican ment through means of treaty, convernion . or 0th-
Senator. Arthur Vandenberg, and the period saw the er legislative instrumentality specifically intende d
appro val of such comp lex or fa r - rea ching com- to give effect to such a commitment 50
mitments as the Marshall Plan and the NATO treaty

T he Cambodian Invasion of 1970 brought forth a
With the passing of Vandenberg. however , the plet hora of amendments to financial authorization or

“loss” of China , and the mounting costs of the Korean appropriation bills to limit the President ’ s power to
War , Congressional-Presidential relations entered a maintain or employ combat forces ~n Indochina Final-
period of acrimonious charges and counter charges ly in 1971 , an amendment to me Special Foreign As-
symbolized by the Brick~r Amendment , which would sistance Act stipulated that funds could neither be au-
have clearly ensured Congressional approval of all in- thorized nor appropriated “to finance the introduction
ternat ional agreements concluded by the President of United States ground combat troops into Cam-
Moreov er , the decision of the Truman administration bodia, or to provide United States advisors to and for
in 1951 to increase American forces in Europe by Cambodian military forces in Cambodia ~~~~ In August
four divis ions without prior Congressional author . 1973 the President was forbidden to employ U S
izat ion tr iggered strong Congressional Opposition forces in Indochina in the future In other areas , such
headed by Senator Robert Taft who argued: as Cyprus. Angola , and Soviet immigration , Congress

qu ickly moved to restrain or control the Adminis .
The President has no power to agre e to send tration ’s conduct of foreign policy

American troops to fight in Europe in a war be-
tween the members of the Atlantic Pact and Aside from substantive disagreements between the
Soviet Russia. Without authority he involved us Executive and Legislative branches . Congress moved
in the Korean War. Without authority he appar- to assert its authority in the formulation of foreign
ently is now attempting to adopt a similar policy po licy throug h legislat ive act and institutional in~in Europe.49 novation. Basically, the Congress acted in two areas

(1) war making power and (2) intelligence and info,-
Although the Bricker Amendment failed to receive the mation,
necessary two-thirds majority, it was on ly by a sing le
vote, and t he concerns raised by Taft were widely Alexis de Tocqueville in his Democracy in America
shared. Moreover , during this period, Senator Joseph noted that American tendency to resolve substantive
McCarthy ’s inf luenc e cast a pall over Execut ive- diffe rences through procedural initiatives and to trans-
Legislative re lations, late political into legal issues 52 Given the Con-

st itutional framework within which national security
The election of Dwig ht Eisenhower and the re- policy has developed, it was nearly inevitable that the

duced influence of McCarthy appeared to signal a ~ubstantive disagreements and institutional rivalries of
return to accommodat ion, but, after the Democrats the early seventies would be cast in legal and proce-
rega ined control of Congress in 1955 , consultations dural terms. And the whole Watergate episode merg-
between the two branches declined and Congress, as ed with the foreign policy questions to raise the issue
Bax argues, tended to legitimize rather than actively to the level of a general Constitutional confrontation
part ic ipate in the formulation of national security The passage of the War Powers Resolution of 1973’
po l i cy .  It w a s  onl y the length , cos t ,  and in- symbolized this confrontation as had few other ac-
conclusiveness of the Vietnam War which gave rise tions.
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Quite simp v . the War Powers Act required con- the area of foreign affa i rs.  Obviousl y, continu ing
sultation with the Congress on the part of the Presi- acrimony would serve neither the Congress nor the
dent pr ior to the introduction of military forces into nation Nor is it possible for Congress to act as chief
actual or po’entia l conflict It further required a report representative . negotiator , or Commander-in-Chief for
in just i f icat ion of such action within 48 hours of the nation Good faith on the part of both branches
dep loyment In an emergency the President might and sufficient deference on the part of Congress to al-
dep loy combat forces without authorization but such low some executive flexibility seem essential for the
forces must be withdrawn within 6Ci days unless Con effectiv e conduct of foreign affairs. In effect , if the
gress gives its formal assent. There may be a sing le current restructuring of re lations between Congress
30-day extension if the President certifies in writing and President allows a return to accommodation and
that the extension is essential to the protection of partnership, however competitive the relationship may
U.S. forces. During this 90-day period and presumabi y at times be, then the nation may be well served. As
beyond. Congress may recall all troops by the passage Wolfram Hanrieder once observed. an effe ctive foreign
by a simp le major ity of both houses of a concurrent policy must be “compati ble” wit h the challenges and
reso lution which would not be subject to a Presiden opportunities of the external environment and corn-
tial vet o Congressional power is defined broadl y mand a broad internal “consensus 56 It is not always
whereas Presidential powers to introduce forces “into easy to reconcile these demands but there appears to
hostil it ies , or into situations where imminent mn~ be no alternative than to attempt it
volvement in hostilities is clearl y indicated by the cir-
cumstances , are exerci sed only pursuant to ( 1) a dee- If American society is beset in the seventies with
lar ation of war . (2) specific statutory authorization . or suspicions concerning the general effectiveness of
( 3) a national emergency created by attack upon the government , so many commentator s have come to
United States . its territories or possessions , or its doubt the omnicompetence of the President or the
armed forces. ”53 uniqueness of his representation of the national com-

munity The attempt to render Congress a more re
In respect to information and intelligence oper- sponsible and active partner in the development of

ations, the Subcommittee on United States Security national securi ty policy is thus part 01 a general
Agreements an d Commitments Abroad reported in movement in political thought To some degree . in
1970 a number of important commitments under- foreign affairs , we appear to be moving away from
ta ken abroad without the knowledge or participation Woodrow Wilson and back toward James Madison
of Congress. Congress subsequently passed a bill re- Whether this is but a slight detour away from a con-
quiring the prompt reporting of executive agreements tinuing national trend remains to be seen
and many items of regular legislation established re-
porting requirem ents. Representat ive Wil l iam S.
Moorhead , Senators Mike Gravel , Jacob Javits , and
Edmund Muskie all have introduced various bills
aimed at the establishment of legislative committees
empowered to establish and regulate government
classification systems .54 And , most importantly. a ENDNOTES
Senate Select Committee on Intelligence was estab- 1 TheFedoraiist Papers No 10lished in 1976.

2 James Madison to Thomas Jefferso n. October 17 , 1788 in
Wri tings V. p 272

This latter committee stemmed from the determi- 3 rh~~F~*~~i~~t Papers. No 47nation of former Senate Majority Leader Mike Mans-
4 ibidf ield to establish effective congressional oversight over

U S. foreign intelligence activities. The experience of S M .i C V ile Consli tu tronahsm and the Separation of Powers
(1967i . p 13Vietnam , the Watergate investigations , and various

journalistic exposes all prompted demands for official 6 Cited in Arthur Bestor Separation of Powers in the Domain
of Foreign Affairs The Original intent of tire constitution Hisioricaiiyinvest igat ions — the resul t  of which were the Examined ” Seton Hai/ Law ltev rew voi 5 Spring 1974 p 536Rockefeller Commission in the Executive branch , the

Pike Committee in the House of Representatives, and 7 vile. op cit . p 18

the Church Committee in the Senate. It was the work 8 John Locke “On Civi l  Government - in Edwin A Burtt
of the latter which eventuated in the Senate Select editor , Thetnglish Phiiosophers zo Millll939( pp 462-463
Committee. The charter of the committee made it 9 Bestor . op cit . p 530
privy to essential ly all information about U.S. in- 10 ibid. ,~ 532-53 3
te lligence activities — a radical break with the past. 56 

11 See The Works of Alexander Hamilton iv H Lodge editor
(19061. pp 437 4-44

It is thus clear that the period of acrimony has giv- 12 299 us (1936 1 319
en rise to important procedural and institutional devel- 13 Fu~~right . “American Foreign Policy in the Twentie tir Centuryopments. The important question concerns the future Under an 18th century Constitution ‘ Cornell Law Quar’eriy 47
relation of the executive and legislative branches in 11961). p 50



122

14 U.S. Congress , Senate. Committees on Government Oper- 47 ibid., p 81
at ions and The Judiciary, Executive Privilege, Secrecy in Government,
Freedom of in! ormat,’on. Hearings before the subcommittees on 48 F A Bat , “The Legislative-Executive Relationship in Foreign
intergovernmental Relations , Separation of Powers. and Adminis Poiicy New Partnership or New Competition Orbis 20 119771. pp

881-904trative Practice and Procedure. Senate. Vol. I, 93d Congress . 1st
session. 1973. Cited by James Hamilton . The Power to Probe ’ A 49 97 Congressional Record (19511. pp 55 - 60
Study of Congressional Investigations 11976). p. 157.

50 U ~ Senate . Committee on Foreign Relations . National Corn-
15 US Congress . Senate. “The Power of the President to With- mitments , Senate Report No 129, 91st Congress . 1st session ,

hold information from Congress. ” Memoranda of the Attorney Gen- 1969
eral . compiied by the Subcommittee on Constitutional Rights. of the 51 84 Statutes lJanuary 5, 1971 1, p 1943Committee on the Jud iciary, U S Senate . 85th Congress . 2d
session . 1958. p. 24 . 52. A de Tocquevilie , Democrac r in America. J. P Mayer . editor

11967). p. 270.16. N. Dorse n and J. H F Shattuck , “Executive Privilege, The
Congress and The Courts.” reprinted in US Congress . House of 53 Act of November 7, 1973. Pub L No 93-148 . 55 Stat ,
Representatives, Availability of Information to Congress. Hearings be- 555-560 For an escelient discussion of the War Powers Act , see J.
fore a subcommittee of the Committee on Government Operations. C. Cruden . “The War Powers Act and National Security ” lUn’House of Representatives, 93d Congress. ta t session, 1973, p. 279. published M. A. thesis, University of Virginia. 1975)

17 418 US 119741. pp 705.706 54. For a thorough discussion of these initiatives , see J S.
Tomashoff , “Congressional Access to Foreign Policy Information18 ibid . pp 710-711 Gathered by the Executive ’ A Necessary Concomitant for Effective

19 U S Constitution. Art icle I. Section 8. Oversight ” (Unpublished M A thesis. University of Virg inia. 1977 1
20 Ibid . Article Ii. Section 2 55 For an excellent discussion on The Select Committee, see E

P Levine and S A Tayior , “U.S. Senate Oversight over the In-21 The Writings of James Madison VI. G Hunt , editor 11906). p telligence Community. Power and Strategies .” a paper prepared for174 presentation at the 18th Annual Convention of the International
22 The Records of The Federal Convention II, M Farrand . editor Studies Ass ociation , St LouiS, March 16-20. 1977

(rev ed 1937). p 319 56, W Hanrieder . Wes t German Foreign Policy 1945-7963
23 R Berger “War Making by The President,” University of (1967), pp. 1.10.

Pennsy ivaniaLaw f le v iew2 l 2  119721. p 82
24 E Roslow, “Great Cases Make Bad Laws The War Powers

Act. ” Ta iras Law Review 50 11972) . p 841
25 See E Corwin . The President Office and Powers (3d ed.,

t 9481 p 217
26 Act of February 28. 1795 , ch 36 . section 1. 1 stat , p. 424
27 25 US 12 Wheat. ( 1827) . p 30
28 4 8 U S . lHow 118491 p 4 4
29 W H Taft. The Press den cy (1 9 16) .  p 86
30 Emerson , “War Powers Legislation .” West Virginia Law

Review 74 It 9721. p 92
31 A Lincoln. Collected Works , A P Basier , editor (19531, pp

451 452
32 67 U S ,  2 Black 118621. p 670
33 1 Roosevelt Letter ~ E Morriso n, editor 11956). pp 1497-

1 498
34 New York Times . December 9. 1941 . at 1 , col 1.
35 A Schlesinger Jr . The Imperial Presidency (19731. p. 99.
36 R Aron. l i v  imperial Republic(1974). pp X -Xl.
37 343 Us 11952 1, p. 645
38 Was.hington Post , May 20. 1977 . at A16 . col 5
39. For an excellent discussion of Wilso n’s position. see S A

Pearson, “The Crisis of American Constitutionalism ” in Woodrow
Wi lson ’ s “Constitutional Government Community and the Pre-
requisites for Seif.Government .” unpublished manuscript. University
of Virginia.

40. W . Wilson, Constitutional Government in The United States
11908). p. 46

41 ibid . pp 25-26
42 Ibid.. p 69

43 Ibid., p 67

44 ibid , p  17

45 Ibid , p  70.
46 lbid , p  7 1- 72. 

~~~-—~~~~~~~~~ - -  —



- -, “ ‘

~~ ~~~~~~~~~~~~~~~~~~~~ - 
— —

123

Inter-Sector Cooperation and Competition take upwards of 10 years to develop, from concept to
dep loyment. Decisions about what national security

Where Do We Go From Here? resources should be developed are based on decisions
about what national secu rity policies should be
pursued. But national security policy choices are alsoProfessor Adam Varmolinsky based on available national security resources. andUniversity of Massachusetts the resource base changes only gradually — and in
response to a variety of other influences as well as

The process of shaping national securi ty policy for national security policy decisions: political , bureau-
the United States in the best of all possible worlds Cratic , and just plain inertial influences. Thus. policy
ought to be a simple and straig htforward one We decisions and resource decisions have almost as am~need only determine what should be our foreign bivalent a cause and effect relationship as the chicken
policy objectives , to what extent those objectives can and ti~ ~~g.
and should be accomplished through national security
measures. and what national security resources Given these complexities, it is scarcel y surprising
should be applied to make these measures achievable that national security policy — like most public policy
and believable. — changes slowl y and incrementall y, and is more

n e a r l y predictable on the basis of what national
There are at least three difficulties with this security policy has been, than on any other basis. At-

formulation: ter all, we do not yet have a coherent national energy
policy, or a coherent national welfare policy, or even a

Foreign policy objectives can no longer be separately coherent national tax policy.
stated , except in the most general terms. Foreign
policy is rather an aspect of every major national Once a clear national consensus had developed on
policy decision, and every foreign policy option must the political and moral necessity for U.S. withdrawal
be exa rined in the light of its domestic policy conse- from Vietnam , it took more than 4 years for that with-
quences. Farm policy is domestic policy and it is for- drawal to be accomp lished. Granted . the incumbent
eign policy. Trade policy is foreign policy and it IS do~ administration was at least partially paralyzed by the
mestic policy. Human rights issues reverberate in the Watergate crisis during most of that period — but
domestic and the international arena. that is still a long time.

National security measures can no longer be treated Lyndon Johnson observed in 1964 that . “There is
separately from other means of policy imp lementation. no longer one Cold War .” It has taken 12 years until
The United States is too much involved in the world. Jimmy Carter could art iculate effectivel y for the
in too many complicated ways , for us to be able to American people the proposition that while the Soviet
say about any important problems. “This is a national Union remains our principal antagonist in the world
security problem” or “This is not a national security arena , we can no longer organize our foreign policy
problem ” Just as there is a foreign policy aspect to around that single fact.
almost every domestic policy decision , so there is a
national security aspect to almost every foreign nolicy The nuclear triad — which is so central to the
decision Clearly. deterring nuclear attack depends on theology of nuclear deterrence — developed largely
national security measures. But reducing tb~ risk of out of a series of historical accidents. fueled by inter-
nuclear proliferation is at least as much a fu~ction as service rivalry . But , the possiblity of abandoning any
energy policy and trade policy and development as- element of the triad in the short or even the middle
sistance policy, as it is of “national security policy” run is very small — and for sound political reasons —
per se. Sorting out appropriate national security meas- unless we can do so by agreemen with the Russians.
ures is like playing a game in which the rules (and which presents its own set of difficulties
even the players) are constantly changing.

As President Carter observed in his Notre Dame Not only does national security policy change slow
commencement address in May, “We can no longer ly, but it has not been reall y ve ry widely debated

What is surprising is how few genuine nationalseparate the traditional issues of war and peace from debates we have had on national security issues overthe new global questions of Justice , equity. and the past 30 years Between the debate that led to ourhuman rights.” post.war commitment to our European allies . first
through the Marshall Plan , and then through NATO.National security resources are not created ex nihilo. and the debate that led to our withdrawal from Vie )-We already have a 100-plus billion dollar military es- nam, there was an emotional flare-up over who losttablishment, the largest single institution in American

society today. in which major new weapons systems Emphasis supplied.

_ _  .A4
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Communist China (as it it were ours to lose), a num- The issues are likely to be so complicated, more-
ber of struggles within the military establishment over over . that one cannot identify in advance which inter-
rival we apons systems, and some election-eve quar- est groups will be on which sides — and these issues
rels over the adequacy of our defenses. National are likely to have more than two sides. What is pre-
securi ty crises tend to draw the country together , as dictable is that defense industry — and the complex
in the wake of the North Korean invasion or the of Interests that surrounds it — is likely to have a less
Cuban missile crisis, but they do not seem to produce dominant position among a l l  the domestic interest
policy debates at the national level , groups — if only because there will be more of them

with direct interests.
One can argue of course about what amounts to a

national policy debate. Clearly, it is something more The energy issue , for example. is inextricably inter-
than a disagreement within the executive branch , twined with national security. and it involves the
even it the disagreement reaches the cabinet level. It energy industry, or rather industries. the automobile-
ought to be something more than a partisan brawl in industrial complex . consumers. environmentalists , etc
the Congress. It should probably exclude excitement Technology transfe r is an issue that sharply divides
generated by extremist groups on one side or another , the military.industrial complex. and that involves other
provided the excitement is pretty well limited to those high~technology industries , where precedents may be
groups A fair test of the genuineness of a national set for defense industry How we handle our grain
deb ate — although a difficult one to administer — reserves (or indeed how far we go to establish and
might be the extent to which it engages t he active in- maintain such reservesl is a question with all kinds of
terest of opinion leaders outside government . over a national security implications, but it is also an issue
wide range of communities of interest, involving and affecting farmers . food processers . con-

sumers and grain traders The Law of the Sea Treaty.
By this test . perhaps the only real national debates currentl y in negotiation . affects naval deployments .

over national security program and force structure rights of innocent passage , and access to raw mate-
were the 1968-69 ABM debate and, to a lesser ex- rials in the seabed that may become essential to na
tent . the 1961 civil defense debate; and the debate tional security It also affects major extract ive in-
over the termination of the war in Vietnam . with its dustries in the United States , and involves our rela-
subsequent fallout in the debate over the war powers tions with all the less developed countries, who have
of the Executive. Significantly, all of these debates in- argued for a quite different regime to control those
volved issues with an immediate domestic impact . in seabed resources
the location of ABM sites, in the construction of fall-
out shelters , and in the expenditure of American Tradit ional national secur i ty  issues are often
blood and treasure in South East Asia. A fourth presented in terms of oversimplified national security
debate seems to be shaping up on the export of nu- principles
clear power technology, particularly enrichment and
reprocessing technology, and this debate too. if it de- S The United States must be militarily strong.
velops, will have its roots in powerful domestic eco-
nomic interests. • The United States must not be overextended

When one looks at these four examples , one can We cannot trust the Russians.
project that the frequency of national debates on na-
tional securi ty issues is likely to increase, since those • We must stop the arms race
issues are increasingly involved with domestic matters
directly affecting — either favorably or adversely — Since most critical national security issues in fact in-
important interest groups in the United States , many volve a delicate balancing of competing technical con -
of which are not elements of what is usually thought siderations , how popular opinion divides on these
of as the military-industrial complex. issues tends to be a function of the ability of the pro-

tagon ists on both sides to identify a specific issue
If we discovered in the sixties that the optimum wi th one general  principle ra ther  than another

national security could not be obtained by ignoring Whether popular opinion tends to support the produc’
the costs of national defense — that calculating tion of the B-i Bomber or the size of the U S. ground
tradeoffs was the name of the game — we may be forces commitment to Europe can easil y become a
learning in the seventies that it is not a simple zero- battle of slogans. By the same token , Presidents and
sum game , that we cannot afford to think of the de- members of the legislative branch may feel somewhat
tense establishment as pitted against other interests more free to decide these issues on the basis of their
in society. R is not ust the inherent ambiguities and own judgments. satisfied that they can justif y a close
uncertainties of national security policy in a multipolar call either way to their constituencies, except where
world that tend to depolarize disagreements over the specific interest of a particular defense industry or
those issues within the domestic polity. It is also the of the partisans of a domestic defense installation are
fact that so many active interest groups are involved, involved.



—-

~~~

,. ..

125

To put this last point another way, in the resolution The last resource on the list. as predictably in short
of traditional national security issues. there is not like- supply. is manpower . or rather military manpower
ly to be any very coherent center of countervailing Shortages here result from the tact that, despite gen-
pressure to offset the institutional pressures of the na- erally high levels of unemployment , voluntary re cruit-
tional security establishment There is likely to be a ment for the military is likely to have a high marginal
systematic bias, therefore. towards bureaucratic solu- cost. When the decline in the number of births hits
t ions, preserving the status quo, expanding existing the age cohort for entrance to military service, about
programs, and resisting major innovations. The ex- 1985 , the problem will become more serious , partic-
pansionist tendency may then run up against overall ularly in the reserve components. Since compulsory
bud getary constraints imposed by pressures on the service probably cannot be reinstated, absent a major
entire federal budget land by the fact that the defense international crisis. the high cost of military manpower
budget has become one of the decreasing number of may limit both the overall size of the armed forces
areas of “discretionary ” spending). and the conse- and the amount that can be spared for new or im-
quences of this encounter may be ill-advised budget proved weapons systems.
Cuts . based more on internal bureaucratic considera-
tions than on considerations of national policy. Perhaps the most direct way to moderate this con-

straint wou ld be to expand greatly the proportion of
But the new kind of issues affect too many domes- women in the armed services . substitut ing person

tic interests that will not be turned off by slogans, be- power for manpower alone. Another complementa ry
cause they are too much involved, and too sophis- approach would be to initiate a major program of vol-
t iCated , as suggested in the examples above. Politics. untary national service , creating a context in which
in the broadest sense, can no longer stop at the wa- non-career voluntary military service could be seen as
ten ’s edge. because the water ’s edge no longer marks a form of national service for which one would receive
a significant boundary in national affairs. a minimal stipend, rather than a paycheck competitive

with the private sector.
Add to these circumstances the general tendency

to greater openness in discussions of public policy (a The supply of military officers qualified to deal with
combination of a post-Watergate push and e ..~,inmy the increasingly complex problems of national security
Carter pull) and the public demand for more and may not be a constraint on the policy process . but
earlier explanations of what government is up to. and only if even more vigorous efforts are made to pre-
the result is likel y to be a good deal more general dis- pare senior officers for their roles in the civil-milita ry
cussion of issues involving national security, dialogue. Samuel Huntington’s classic distinction be-

tween “objective ’ and “subjective ” civilian control of
Because these debates will involve a good deal the military , that is to say between educating military

more than national security , they will ofte n be settled leaders to understand and share the civilian point of
on other than national security grounds , at least view , or simply keeping military men out of civilian
where the pure national security issue is a close one . matters, has already been resolved by events in favor
as debatable issues tend to be in a more and more of the former approach . There remains  some
comp licated world. Constraints, therefore, are more uncertainty about how best to implement that ap-
and more important , and there are several kinds of proach — through changes in the military educational
constraints that can be expected to press a good deal system . through greater ease of movement back and
harder on the decisionmaking process than they have forth between the military and the civilian sectors .
in the past. These can be classified broadly as con- with concom itant modifications in the military retire-
straints based on resources , constraints based on ment scheme, and through more exchanges between
dollars . and on balance of payments considerations , military and civilians like the ones embodied in this
constraints based on political commitments, domest ic conference. In my own experience, military profes-
and foreign , and constraints based on polit ical siorrals are at least as responsive to civilian leadership
repercussions, domestic and forei gn. as any other professional group in public service , but

the tasks are becoming more challenging, and the
Resource shortages over a wide range of resources preparation must continue to meet the challenges

and uses will clearly be a feature of the next quarter
century. The list begins, of course, with energy short- Even with a new kind of voluntary lenlisted) mili-
ages, which can impact both on national security ob- tary service, dollar constraints on national secur ity
jectives and on national security force structures and budgets and force structures will become . if anything.
dep loyments. There is a good deal of debate about more serious. The problem arises because relatively
the nature and extent of other probable shortages in so small a proportion of the federal budget is dis-
national resources. but there are at least indications cretionary spending, and political reluctance to in
that significant shortages of some such resources will crease taxes is increasing. Whatever tax dividend
appear from time to time. Meanwhile, awareness of might result from a slowly rising GNP is likely to be
environmental frag ilities makes the exploration of consumed in the rising cost of existing federally-
available resources more difficult, supported social services Whether or not the national
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security budget is an appropriate target for budget (probably closely correlated), depth of exploration of
cutters , it is one of the few targets in sight. the issues. partisanship. breadth of exposure to a

wide range of viewpoints, degree of (perceived) in~
Direct budget ary concerns are exacerbated by the fluence of the forum on the actual outcome. etc

fact that a portion of mil i tary spending involves
balance-of-payments costs as well , Some of those It may be useful to distinguish. at the outset , be-
costs can be offset, but the use of arms sales agree- tween maintenance and expansion of the general
ment to offset balance-of-payments costs has man- knowledge base on national security matters. and ex-
aged to create more prob lems than it has resolved. ploration of particular current issues By and large ,
and will probably not be available as a policy Instru- American society seems to be doing better with the
ment in this context. second task than with the first.

The web of political commitments in which govern- Immediatel y after World War II. the educational
ment involves itself is a function both of the increas- community responded to the new role of the United
ing politicization of the economic structure, and of the States in the world with new attention to teaching
increas ing interdependence of the world we live in. and research  on nat iona l  secu r i t y  top ics The
Government is constantly making promises to domes- phenomenon of Sputnik increased that attention. and
tic interest groups, and to allies and friends abroad. multiplied the resources made available , from public
Domestic promises may be broken, but at a sub- sources, through the National Defense Education Act
stantial cost in present good will and future trust. We of 1958 and related leg islation, and from private
are a good deal more reluctant to make international sources , primarily through the great foundations
promises today than we have been over the past 20 These resources had their intended multiplier effect , in
to 25 years. But this gives greater significance to the the decisions of school boards and college and univer-
promises we do make. To abrogate or to repudiate sity faculties about new courses , in the decisions of
them is to threaten international stability , students about choice of courses . and of scholarly ca-

reers , and in the research orientation of private re-
Even where government does not promise. it is ex- searc h organizations. Language and are a studies pro-

tremely reluctant to undertake any actions that will grams sprang up everywhere, as did national security
have adverse repercussions on any organized interest studies programs on a smaller scale. Permanent fed-
group, And adverse reprecussions will be more fre - eral legislation was even proposed to finance graduate
quent in a more tightly-knit , interdependent world. study and research.
The power of veto groups over national policy is thus
substantially enhanced. For example, the military force But the federa l legislation was never enacted .
structure may be sized and shaped on the basis of although the foundations , antici pating its enactment .
certain assumptions about the degree of energy in- cut back their support in the field. Newly created pro-
dependence to be achieved in the United States. But grams. not yet established within the core budgets of
that  energy pol icy ob jec t i ve  may have to be colleges and universities , found themselves struggling
significantly modified as a result of objections from for a share of an increasingly limited pool of outside
the auto industry (and the UAW) even in the absence resources. And as educational institutions, at all 1ev-
of any commitm ents by the government to those in- els. moved from the fat years to the lean years , the
te rest groups. Similarly, in thinking about military financial problems of national security teaching and
deployments around the world, we need to consider research became even more acute. In higher educa-
not only the reactions of our potential adversaries , but tion, even more than in most bureaucracies (using the
those of other nations and groups of nations, great word in no invidious sense) seniority is critical in the
and small , allies and friend, and “nonaligned” states. distribution of resources, and in a period of con-

traction it is the most recently-established programs
There is a fifth kind of constraint that needs to be that are likely to suffer the most.

considered here as well, and that is the availability of
suitable forums for debate and discussion of national One exception to this reversal of trend has been
security issues, and, at least equally important, the in- the research institutions supported by the military
terest of the general public in participating, even as itself — Rand, CNA , RAC — but they are necessarily
observers . in those forums. concerned more with the elucidation of current prob-

lems than with maintenance of the general knowledge
We begin with an enormous range of activities, base.

from courses in high schools, colleges and univer-
sities , and articles in learned journals to television At the same time there has been a proliferation of
documentary “specials ” on national secur ity issues, private institutions addressing current national security
and institutional advertisements in newspapers and issues: examples include the Hudson Institute (estab-
magazines. These activities can be arranged on a lished in 1962) and the Institute for Strategic Studies
number of scales: size of audience, degree of au- (now the International Institute for Strategic Studies)
dience participation , degree of audience interest established in 1958. the Center for Strategic Studies
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and the Defense Information Center . the Center for information . and in the debates on nation al security
Strategic and International Studies at Georgetown . policy that are lone hopes) based on that information
and the Center for National Security Studies The I have argued above that there is a wider range of
Brookings Institution set up a Defense Policy Study special interests involved in the new kind of national
Group, and Harvard University organized a program security issues There is nothing sinister or even rn
for Science and International Affairs while Harvard. proper in the involvement of these interests But na
MIT . Cornell. and Stanford have jo ined a coalition , the tional security policy ought to be more than the resul
A rms Control Consort ium , organi zed under the tant of all the lines of force that they exe r t  Unless
auspices of the Aspen Institute This last group of ac - there is significant interest and concern on the part of
tiv it ies , although conducted within the university the general public the main line of national security
frj mewor k, is distinguishabi . from the first category policy may be discontinuous , and erratic — a series of
of programs in that they have tended to find support zigs and zags to which the observer cannot fit a regu
outside the university itself and have consequently ar curv e
focused their attention more on current issues and
problems Recent event s — Watergate and its attendant rev

elations , the last act of Vietnam and the violent death
If this combination of trends continues it suggests of three national leaders — have all tended to alienate

a danger that there may be more seriou s out basically Americans from our government Although the peace
less well- informed interest generated in national ful transition from these unhappy events has demon -
security issues — or even that the proponents of par st r a ted the strength of our democrac y it has left
ticular points of view may find themselves more and many citizens with a pervasive and persistent sense of
more either preaching to the converted . or engaging powerlessness Paradoxicall y the new campaign f i S

in a dialogue of the deaf nance laws have contributed in a way to this sense
at least temporarily , by cutting off a traditional avenueThere is, however , a counter-tendency to incorpo- of citizen involvement — fund raising — in Presidenrate the international aspects of any academic sublect tia l elections If however campaign contributions are

— from anthropology to zoo logy — directl y into the severely limited in amount but still permitted by future
study of that subject This seems a natural devel - campaign financing laws . the net effect may be to re
opment as the world becomes more interdependent , duce the sense of nonparlicipation
and it naturall y incorporates national security issues
as well Vet the inclusion of this material is not an Unless and until that sense is overborne by an ap-adequate substitute for the availabil ity of courses preciation of the opportunities for participation infocused directly on foreign policy and national securi- policymaking, citizens whose prima ry concern is withty issues , any more than scholars in anthropology or the public in te res t  w i l l  not be d rawn  in to  thezoology would be satisfied to have their disciplines in- policymaking process There are some indications of acorporated into the study of foreign policy resurgence of this kind of concern , not yet on any

thing like the scale that it manifested itsel1 when the
The same considerations that apply to the devel- Marshall Plan was proposed . or at the height if the

opment of academic disciplines apply to the presenta- Vietnam debate. The key to citizen interest is probably
tion of public issues in the media It is more and more to be found in Presidential leadership. that is one of
difficult for even the most paroc hial to ignore the in- the principal tasks that President Carter has set forternational and national security aspects even of the himself , and, as he has put it in another context helocal news. But the treatment of international issues intends to succeedis so casual and compressed even in the print media
— and even more so in the broadcast media — that
it scarcely provides a basis for intelligent c:tizen judg’
ments. Journalists who cover national security news
are too often lacking in substantive background and
expertise in the subject matter — although there are
notable exceptions. And the information scarcity prob-
lem is exacerbated because while citizens can supple-
ment what they learn from the media about local
issues through word of mouth and actual firsthand ex-
posure , there is very little opportunity to supplement
their information about foreign affairs . and what sup-
plementary information is available is likely to be
quite limited by accidents of time and place

If current information on national security issues is
becoming more widel y available, a question then
arises as to the interest of the general public in that 
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