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1 . INTRODUCTION

This volume presents a s~enario for utilization of the software debugging
methodology øeveloped in Volume I of this report. The scenario is a table-

~riven procedu re that is geared to the information requirements of each
process wi th in the debugging methodology . In particular 1 it identi fies the
vendor -supp lied tools that are ava ilab le to satisfy those informati on re-
quirements in tr’ree soecific environments :

• honeywell 6180 under GCOS

• honeywell 6183 under Multi cs

• SEL 85/86 and 32/55 under RTM .

The SEL ninicomput er prograniiiing environment is considered in addition to
the RADC environmen t in order to analyze the effect of a less sophisticated
debugg ing environmen t on the debugging process model and to allow a comparison
wi th the more complex progranliiing environments at RADC . The SEL environment
was used in the development of the Telemetry Integrated Processing Subsystem
(TIPS), a complex network of mini -computers in a real-time comunication
system .* (This project presented an unique opportunity to survey a new site ’s
debugg ing capabiliti es at a point in time when coding/debugging activities
were just coninencing. The debugging capabilities were limi ted and consisted
of mostl y vendor supplied tools.) The coverage of the RADC environments
inclu cte s certain ‘ion--vendor supplied tools that are generall y available
~ t R~WC . Because ~ t tne evolving nature of the work being performed at
RADC , appl icat ion -dependent environmental factors are not addressed in this
volume .

The intent of this vo l ume is to provide debugging analysts wi th an insight
into how particular tools available in the RADC or SEL environments can
satisfy the generic information requirements deve l oped in the debugging
~rocess mode l . c It is expected that the information conta i ned herein will
require on-site refinement due to the limi ted availability and use of the
debugging tools by the study team.) This volume is also intended to pro-
vi~e RADC software engineers wi th an insight i nto the types of tools needed
to support debugging . By comparing the information requirements of the
model and the descriptions of the generic tools conta i ned in Volume 1 wi th the
descriptions of the current tool capabilities at RADC contained in thi s
volume , a software engineer should be able to defi ne areas in which develop-
ment of new capabilit ies is desirable. The information in this ‘. llUme
should also assist a software engineer in evaluating proposed devel opment
environments offered by contractors in response to RFPs .

Each of the subsequent sections of this volume contains a table that relates
the information requirement s of the debugging methodology to the tools
available to satisfy those requirements in a specifi c environment. Each
section also contains the description of the i dentifi ed tools. Each des-

~ 1urther d~s cus s~o,~ 3~f this environment can be found in Section 2.3
ot Volume III
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cripti on contains a statement of the functions of the tool , the program
state informati on captured by the tool, the abstract machine level at whi ch
the tool displays this information , the Individua l s teps wi thin the processes
of the debugging model that the tool supports , and the capabilities and usa-
bility features offered by the tool . While it is assumed that the reader is
thoroughly familtar wi th the debugging process model and the termi nology de-
fi ned in Volume 1, the debugging methodology defi ned in Secti on 3 of that
volume is repeated, for ready reference , in Appendi x A. Appendi x B suninar-
izes non-debugging tools and techniques which can be used in the software de-
velopment phases precedi ng integration testing (i .e., requirements ana lys i s ,
design , and code and checkout) to enhance overall system reliability and
traceability and , in that manner , support the debugging process.

lo use this volume as a scenario for debugging a gi ven problem wi thin a
specific environment , the debugging analyst fi rst determines the generic
information requirements by referenci ng the description . (in Appendi x A) of
the debugging process step he fs performi ng . Then he translates those gene-
n c  requirements to speci fi c ones based on the given prob lem and hts current
understanding of it. Next he uses the environment-specifi c table to deter-
mi ne which tools supp ly the desired information and the level of abstraction
they support . There are numerous tools available to generate and/or capture
each type of informati on requt red by the debuggi ng model . By referring to
the tool descriptions contai ned wtthin each section of this volume , the read-
er can evalua te the i ndividual capabilities and meri’ts of the tools and
select the ones best suited to hi~ -!nmediate needs.

I
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2. GCOS TOOLS

The GCOS (Genera l Comprehensive Operating Supervisor) system Is a Honeywel l
system which supports multiprograming, multiproc essing, and local and
remote batch processing . Batch proces sing , remote-access processing , trens-
action processing, and time sharing are merged and operate concurrently on
a single system .

A GCOS simulator is available on the Multics operating system (see Section 3)
but there are significant differences between the simulated and actual ver-
sions of GCOS . In this section , the debugging tools are described according
to their implementation on the actual GCOS system. Readers who are using
the GCOS simulator should check the appropriate reference manuals for de-
scriptions of GCOS simulator debugging features .

The GCOS debugging tools which include various dumps , traces , compari sons ,
symbol tables , maps , and selected location outputs are described in respect
to the information requirements and steps of the debugging process model
presented in Volume I , Sections 2 and 3 , of this study . • 

No attempt has been
made to instruct the reader as to the specifics of using these debugging
tools. To obtain these Instructions , the reader is referred to the GCOS
reference manuals.

Table 2-1 presents a s uninary of the program state Information provided by
GCOS tools and the level of abstract machine at which the information is
represented. Table 2-2 presents the correspondence between the generic tools
described in Appendix A of Volume I and the specific GCOS tools. In addition
to these tools , the study identifi ed tools and techniques available to RADC
which , although not usually thought of as debugging tools , can be used to
support the debugging process. They are described in Appendix B.
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Table 2-2. Correspondence to Generic Tool Descriptions

Vol. 1 Vol . II
Generic Tool Reference GCOS Tool Reference

Post-Mortem A. l Debug Trace Package 2.3
Dumps FAVS 2.4

GEBORT 2.6
General Loader Debug Feature 2.10
JAVS 2. 12
$ Execute 2.21
S SET 2.22

— Snapshot A .2 Debug Trace Package 2.3
Dumps FAVS 2.4

GECHEK 2.7
General Loader Debug Feature 2. 10
GESNAP 2. 1 1
JAVS 2.12
RBUG 2.15

— TDS 2.1 7
TPOS 2.18
$ SET 2.22

Breakpolnt/ A.3 Debug Trace Package 2.3
Trap Dumps FAVS 2.4

GECHEK 2.7
General Loader Debug Feature 2.10
JAYS 2.12
RBUG 2.15
TDS 2. 17
TPOS 2.18

Pr og~anined-In A .4
Dumps ALGOL Compiler 2.1

COBOL Compiler 2.2
FORTRAN Compiler 2.5
JOVIAL Compiler 2.13
MACRO Assembler 2.14
STRUCTRAN-l 2.1 6
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Table 2-2. Correspondence to Generic Tool Descriptions (Contsd)

t - _ _ _ _  _ _ _  _ _ _ _ _ _ _ _ _  _ _ _ _

Vol . 1 . - Vol . II
Gener i c Tool Reference GCOS Tool Reference

Monitor Dumps A .5

Aux illiary A .6 Genera l Loader 2.9
Sto rage/ Utility Package 2.20
Utility -

Dumps

Dynamic A.7 Debug Trace Package 2.3
Internal FAVS 2.4
Traces JAVS 2.12

Trace Package 2.19

Recorded A .8 Debug Trace Packag e 2.3
Traces FAVS 2.4

JAYS 2.12 1 -
Trace Package 2.19

Monitor A. 9 --- ---
Traces

Set-Use A.10 FAVS 2.4
Matrix! A 

5

Cross J VS 2.12
Reference $ SET 2.22
Analys is
Tool

Hardware A .ll --- SMonitors

Monitor
Computers A. l2 --- ---

Computer A .l3 --- ---
Emulators

Computer A .l4 ---
Simulators

Graphic A. l5 FAVS 2.4
Output JAYS 2.12

t-
~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



Table 2-2. Correspondence to Generic Tool Descriptions (Cont’d)

Vol. I Vol . II
Generi c Tool Reference GCOS Tool Reference

Software A.16 Debug Trace Package 2.3
Breakpoints/ FAVS 2 4Traps

JAVS 2. 12
RBUG 2.15
105 2.17
TPOS 2.18

Hardware A .l7
Breakpoints

Reversible A .18
Executi on/
Backtracking

Interactive A. 19 Debug Trace Package 2.3
Modification 

5Too ls
105 

- 
2.17

• TPOS 2.18

Recompilation! A .20 ALGOL Compiler 2.1
Correction 

COBOL Compiler 2.2

FORTRAN Compiler 2.5

JOVIAL Compiler 2.13

MACRO Assembler 2.14

STRUCTRAN—l 2.16
TDS 2.17
TPOS 2.18

Hardware A.2 1 --- --~~

Modification
Tools

-8-

- - — .5 ‘~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
~“~v r - --. .

— 
- ‘--55 

— — ~— -— 
‘ . ‘

~~~~~~
‘5- ”~~~~’~~ ~~~~~~~~~~~~~~~~~~~~~~ 

~~~
. _  

— ~~~~~~~~~~~~ ~~~. ..—~~
. —



pr 

5.— - -— ~~~~~~~~~~~~~~~ “—~~~~~ --- -..~~~~~~ .. ... - - ~~~~ .
..-. . ~~~~~~~~~~~~~~~~~~

M.~~~ ~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -

Table 2-2. Correspondnce to Generic Tool Descriptions (Cont’d)

Vol. I Vol . II
Generic Tool Reference GCOS Tool Reference

Program A.22 Debug Trace Package 2.3
Execut ion— FAVS 4Oriented
Recording! GELAPS 2.8
Reduction JAYS 2.12

RBUG 2.15
lOS 2.17
IPOS 2.18

Input/Output- A .23 FAVS 2.4
Oriented JAYS 2.12
Recording!
Reduction

Test Input A.24 Utility Package 2.20
List Tools $ SET 2. 22

Comparator A.25 Utility Package 2.20
Tools

Problem A .26 -.5-

Status
Reporters

Sys tem Status A.27
Sununary Too l s

— Checkpoint A .28 Debug Trace Package 2.3
Tools GECHEK 2.7

RBUG 2. 1 5
lOS 2.17
IPOS 2.18
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2.1 ALGOL COMPILER

The GCOS ALGOL compi ler has an option that produces a symbol referencetable which supports debugging.

2.1.1 Program State Information Supplied

The symbol reference table can supply static information about traversedpaths, symptom locality , and name-space va l ues.

2.1.2 Abstract Machine Representation Supported

Compiler-level information Is given by the symbol reference table.
2.1.3 Methodology Processes Supported
The symbo l reference table supports the localization process by indicatingthe usage of all symbols defined in the program.
2 . 1 .4  Capabilities and Usabili~y Fea tures
Undetermined.

2.2 COBOL COMPILER

The GCOS COBOL compiler has options which produce a symbol reference tablewhich supports debugging .

2.2.1 Program State Information Suppl ied

The symbol reference table can supply static informati on about traversedpaths , symptom locality , an4 name-space values .
2.2.2 Abstract Machine Representation Supported

Compiler-level information is given by the symbol reference table.

2.2.3 Methodo logy Processes Supported
The symbol reference table supports the localization process by indicatingthe usage of all symbols defined in the program.
.2.2.4 CapabilIties and Usability Features

Undetermined.
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2.3 DEBUG TRACE PACKAGE

The Debug Trace Package is a comprehensive debugging tool avail able to GCOS
time—sha ring users. It allows the user to examine and/or modify data or
code , to single step the program , and to insert breakpoints . ~n addition ,
it provides eight types of traces .

2.3.1 Program State Information Supplied

This tool provides information about traversed paths , symptom locality ,
name-space value setting, external system status , simu l taneous events , space
allocation , and timi ng .

2.3.2 Abstract Machine Representation Supported

Debug Trace is a basic computer l evel tool that can be used with compiler-
level or assembler-level programs.

2.3.3 Methodology Processes S~pported

This tool supports the veri fi cation/duplication process by allowing the
user to examine the replicated program state di rectly or to save it so he
can employ a comparison tool to compare the replicated program w i t h  a copy
of the program saved at the time a failure occurred. It supports the
localization and symptom accumulation processes by providing a variety of
traces as well as by allowi ng the user to insert breakpoints and manuall y
trace program flow. It also allows the user to examine the setting of
name-space values before and after execution as well as during execution
when breakpoints or tracing is requested . Debug Trace supports the hypothes’s
test process by allowing the user to temporarily patch and test the program.
The user can insert the patches by modifying instructions or initial data
values or by inserting breakpoints or tra~ces and, when they are reached ,
modif y program state values or alter the ~ owo f control .

2.3.4 Capabilities and Usability Features

Debug Trace provides sophisticated machine -level debugging . Its various
capabilities and features support debugging in the following ways :

• Displ ays, in data or Instruction format, the contents of memory
locations and modifies those contents .

• Displays and modifies the contents of registers.

• Converts numbers from decimal to octal and from octal to decima l .

• Finds the location(s) of one or more occurrences of a- spec i fied
data pattern in memory, with the search coninencing at any
designated location.
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• Inserts conditional and unconditi onal breakooi nts and deletes them.

• Calls another subsystem and passes parameters.

• Executes a specified number of program instructions , starting
with the nex t instruction to be executed , in the controlled
environment provided by the trace mechanism .

• -Locates the entry point for one or more specified names.

• Saves the current program state and restores a program to
its saved state.

• Resumes execution of the program at the next instruction or at
a specified location .

• Terminates or aborts program execution .

• Performs tracing by interpretively executing the instructions
of the program .

• Allows user to specify the program regions to be traced.

• During tracing, notifies the user of illegal instructions and
permits the user to alter or bypass them.

• Provides a transfer trace that displays every instructi on ,
in the specified tracing regions, which results in a transfer
of control .

• Provides an operation code trace that displays every occurrence,
in the specified tracing regions , of the use of one or mo re
selected operation codes.

• Provides a modifier trace that displays every occurrence, in the
specified tracing regions, of the use of one or more selected
instruction modifiers .

• Prov ides a use trace that displays every instruction , in the
specified tracing regions , w hi ch uses , or references , one or more
specified registers and/or memory locations.

• Provides a change trace that displays every instruction , in the
specified tracing regions, which chan~jes one or more specifi edregisters and/or memory locations.

• Provides a full trace that displays every instruction executed in
the specified tracing regions .

-12-
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• Provides a map trace that displ ays a report showing partitioned
segments of core and the number of Instructions which were executed
in each such segment.

• Provides an own code trace that permi ts a user subroutine to gain
control from the trace mechanism before each instruction is
executed.

• Allows user to queue only the last (most recent) 25 lines of trace
output which would have otherwise been issued to the user s terminal.

• Allows user to selectively display information which has been
collec ted by thC trace mechanism.

• Allows user to selectively or col l ectively initialize queues and
frequency counters which are maintai ned by the trace mechanism.

• Allows user to disengage the trace mechanism .

• Allows user to place the trace mechanism in step mode which
returns the user to the coninand level before each instruction
which meets trace conditions is executed .

• Requi res that the Debug Trace Package be bound wi th the target
program by including an object deck in the General Loader activity
which generates the LODX II~ fi ’e and requires that the package be
invoked at execution time .

2.4 FAVS

FAVS (FORT RAN Automated Verification System) is a tool available under GCOS
that provides static information about a FORTRAN or DMATRAN program and/or
alters the source text of the program to provide dynamic Information during
program execution . In particular , FAVS provides the followi ng types of
information :

• Program paths

• Inter- and intra—module relation ships

• Cross reference of all symbols

• Caninon block and symbo l usage

• Incons istencies in program structure or use of variables

• Statistics about the execution of the program statements.

I Values of variables upon module entry or exit

-13-
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2.4.1 Program State Information Supplied

FAVS provides some information about traversed paths, symptom locality ,
name-spac e values and timi ng .

2.4.2 Abstract Machine Representation Supportesi

FAVS is a compiler-level tool for programs wr+tten in FORTRAN or DMATRAN .
It uses the source text of the program and symbolic commands as its input
and produces outputs in terms of program defined symbols.

2 .4 .3  Methodology Processes Supported

FAVS primarily supports the localization process. It does so by providing
static information about where each variabl e can be set and/or used as
wel l as dynami c information about the values of variables upon program entry
and exist. It also identifies the (static) program paths , gives summary
information about the paths traversed duri ng program execution and the
number of times each statement was executed , and identifies all possible
paths to any particular statement. And it indicates any inconsistencies
i n program structure or variable use that are not detected by the FORTRAN
compi ler.

2.4.4 Capabilities and Usabilit y Features

FAVS provides the following capabiliti es and features:

• Identifies , by statement number, the path from each
decision statement.

• Shows module dependenc ies both In summary form which i dentifies -

the modules that Invoke/are Invoked by other modules and in
detailed form which identifies the specific statements that invoke
modu les.

• Provides a cross reference listing for all symbols set/used by
a l l modules on the l ibrary as well  as a summary listing of common
block usage.

• Performs checks for possible mi suse of constants and variables , for
inconsistency in number and type of parameters in procedure invoca-
tions , for variable use before set conditions , an d for con trol
structure errors such as unreachable code .

• Instruments the program to collect statistics about the number of
times each statement Is executed and prints those statistics after
program execution .

• Inserts output statements in the program to capture the entry and
exit va lues of va r iab les .
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• Prints the list of paths from module entry or from a desi gnated
statement to a specific statement in the module.

The contents of the object progrart~ are altered when instrumentation is inserted
in the program. The resultant program, while logically equivalent to its un-
altered form , will be larger and take longer to execute because it contains
additional object instructions in order to monitor prograr.~ execu tion.

2.5 FORTRAN COMPILE R

The GCOS FORTRAN compiler has two options that support debugging . One
option produces a printed symbol reference table for direct use while the
other produces a symbol table for use by the General Loader ceoug feature.

2.5.1 Program State Information Supplied

The symbol reference table can suppl y static information about traversed
paths , symptom l ocality , and name—space values .

2.5.2 Abstract Machine Representation Supported

Compiler-level information is given by the symbol reference table.

2.5.3 Methodology Processes Supported

The symbol reference table supports the localization process by indicating
the usage 0f all symbols defined in the program. -

2.5.4 Capabilities and Usability Features

Undetermi ned.

2. 6 GEBORT -

GEBORT is a GCOS master mode entry routine which is used to indicate abnormal
termination of an activity . It performs program wrapup and prints an
optional postmortem dump.

2.6. 1 Program State Information Supplied

GEBORT provides information about symptom locality , name-space value ,
- 

- 
ex terna l system status , and space allocation.

2.6..2 Abstract Machine Representation Supported

GEBORT is a basic computer l evel debugging tool.

2.6.3 Methodology Processes Supported

The l ocalization process is supported by allowing the user to examine the
contents of memory after program termination and thus determine the
value s of variables . The symptom accumulation process is also supported

j  by the memory dump .
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2.6.4 Capabilities and Usability Features

GEBORT provides the following capabilities and features upon abnormal
termination of an activity :

• Releases core storage allocated to the activity.

• Deallocates all peri pherals allocated to the activi ty, issui ng
dismounting instructions when necessary.

• If requested, prints a postmortem memory dump.

• If all I/O activity is not terminated before calling GEBORT,
the I/O may be lost.

• Requires that user include a cal l to GEBORT in the program and
allows user to include a reason code that is printed upon abort.

2.7 GECHEK

GECHEK is a GCOS master mode entry routine which initiates check point
dumps and sets up a process which enables the requesting program to
be read from the last checkpoint made.

2.7.1 Program State Information Suppl ied

GECHEK provides information about symptom locality , name-space value ,
ex ternal system status , s imu ltaneous even ts , and space allocation .
2.7.2 Abstract Machine Representation Supported

GECHEK is a basic computer level debugging tool .

2.7.3 Methodol ogy Processes Supported

GECHEK can be used to support l ocalization and symptom accumulation by
allowi ng the user to exam ine the va lu es of some or all vari abl es used in
the program being debugged . It supports the hypothesis test process by
allowing the user to take a checkpoint dump , enter a patch during
program execution , and then, if the desired results are not obtained by
the patch , to try another patch using the program state at the t ime of
the dump.

2.7.4 Capabilities and Usability Features -

GECHEK has the following features:

• Allows user to obtain one or more checkpoint dumps .

• Sets up bookkeeping system so that program can be read from
last checkpoint.
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• Requires the user to Include a call to GECHEK in the program
by either assembling it in or patching It In.

2.8 GELAPS

GELAPS is a GCOS master mode entry routine which provides the requesting
program wi th the total amount of processor time the program has expended
up to the time of the request.

2.8. 1 Program State Information Supplied

GELAPS provides timi ng Information .

2.8.2 Abstract Machine Representation Supported

GELAPS Is a basic computer-level tool .

2.8.3 Methodology Processes Supported

The timing information supports the l ocalization , symptom accumu~ation ,and hypothesis test processes when the problem bei ng debugged is a
timing problem.

2.8.4 CapabilitIes and Usability Features

GELAPS has the followi ng - capabilities and features :

• Returns the elapsed processor time expressed as the number
of 1/64 millIsecond increments elapsed.

• Returns the time right-justified In the Q-reglster.

• Requires the user to include code in the program to call
GELAPS ani to output the returned t ime va lue.

2.9 GENERAL LOADER

The GCOS General Loader has the following options , selected via a S OPTION
con trol car d, that support debugging:

• MAP

• SYMREF

• SET

The MAP option produces an object program map that provides the correspon-
dence between the compi ler-level source program and the basic computer leve l
object program and hel ps the user Interface wi th basic computer level
debugging tools. The SYMREF option produces a symbol reference table such

—1 7—
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as produced by the vari ous compilers and assemblers . The SET option
allows the user to set allocated memory to any desired octal pattern
(rather than zero) and may help the user debug problems such as occur when
a value is being usea before it is set or when an invalid memory reference
is occurring .

(The Generic Loader also has a debug feature which Is treated as a tool-
se para te from the Genera l Loa der .)

~.9.l Program State Information Suppli ed

The symbol reference tabl e can supply static information about symptom
locality , name-space values and space allocation .

2.9.2 Abstract Machine Representation Supported

Compiler/assembler-l evel information (depending upon the source l anguage)
is given by the symbol reference table and the object -program map.

2.9.3 Methodology Processes Supported

The symbol reference table supports the localization process by indicating
the usage of all symbols defined in the program. The SET option supports
the symptom accumulation process by allowing the user to observe program
behavior~when al l ocated memory has not been cleared to zero.

2.9.4 CapabilitIes and Usability Features

Undetermined .

2.10 GENERAL LOADER DEBUG FEATURE -

ihe General Loader Debug Feature is a GCOS debugging tool that enables the
user to obtain various dumps . GCOS control cards are used to specify the
desired option(s).

2.10.1 Projec.t State Information Supplied

This tool provides Information about name-space va l ues , symptom
locality , and space allocation. Information about traversed paths may be
obtained by requesting a series of dumps at selected points .

2.10.2 Abstract Machine Representation Supported

The General Loader Debug Feature can be used as a basic computer level
debugging tool by requesting vari ous dumps . By suppl ying a symbo l table, it
can be used as a compiler l evel debugging tool.

I
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2.~ O. 3 Methodology Processes Suppor’~~
This tool can su?port the verific~ti-i - ~

p i-;ation process by allowing the
user to examine the replicated program .j to .e. It supports the localization
and symptom accumulation processes ~y providing the user with name-space
value setting during program execution.

2.10.4 Capabilities and Usability Features

The ~eneral Loader Debug Feature has the following capabilities and features:

• Allows user to dump single variables , arrays , and memory
locations at any point during program execution .

• Allows user to control the amount of output by specifying conditions
and/or Iterations on which to dump .

• Allows user , debugging a batc h program in the direct access mode , to
insert a breakpoint to gain control at a specifi ed location.

• For symbolic debugging , requires that the FORTRAN use r genera te a
debug symbo l table by usi ng the STAB option ; other users generate
the tabl e by using macros and pseudo-options supplied by the GMAP
assembler.

• Requires that all debug cards be placed in front of the first object
deck of the program or link.

2.11 GESNAP

GESNAP is a GCOS master mode entry routine which is used to obtain printouts
of selected portions of core storage during debugging.

~.1l.l ProQram State Information Supplied

GESNAP can supply information concerning symptom locality , name-space values ,
ex ternal sys tem status, and space allocati on .

2.11.2 Abstract Machine Representation Supported

GESNAP is a basic computer l evel debugging tool .

2.11.3 Methodology Processes Supported

— GESNAP supports the localization process by allowing the user to examine the
program state va l ues . The symptom accumulation process is also supported
by the same capability .

r
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2.1 1 .4 CaDabi lities and Usability Features

Undetermined .

2.12 JAyS

JAVS (JOV~~. Au tomated Verification System) as a tool available under GCOS
that provides static information about a JOVIAL/J3 program and/or alters the
source text of the program to provide dynamic information during program
execution. In particular , JAVS provides the followi ng types of information :

• Program paths

• Inter- and intra -module relationships

• Cross reference of all symbols

• Statistics about the execution of the program statements

• Trace of program flow

• Trace of variable values

2.12.1 Program State Information Supplied

JAVS provides information about traversed paths , symptom locality , name—space
value setting , and some timi ng information.

2.12.2 Abstract Machine Representation Support

JAV S is a compiler-level tool for programs wri tten in JOV IAL. It uses the
source text of the program and symbolic coimiands as its Input and produces
outpu ts in terms of program defined symbols.

2.12.3 Methodology Processes Supported

JAVS supports the localization process by providing static information about
possible program paths and about variable usage and by providing dynamic
trace information about actual program paths, number of times statements
were execu ted , timing , and the values 0f vari ables . It supports the
symptom accumulation process in a simIl ar manner. It supports the execution
analysis process by allowing the user to make assertions about the program
and then dynamical ly testing the validity of each assertion. - •

2.12.4 Capabilities and Usability Features

JAVS is a powerful tool that provides the user a good deal of control over
the amount and type of debugging information produced , but it does require
the user to master a rich coninand l anguage. JAV S extracts static information

- 
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from the text of the source program and instruments the program to provide
dynamic information . In particul ar , it provides the following:

• Provides a cross reference listing for all names in the entire
library , showing their usage.

• Shows module dependencies in a number of sumary forms which identify
the modules that invoke/are invoked by the modules , and in detailed
form which i dentifies the specific statements that invoke modules .

• Produces a styl i zed picture of the pattern of program flow implicit
in the set of decision -to—decision paths.

• Prints the list of paths from module entry or from a designa ted
statement to a specifi c statement i n a module.

• Instruments the program to trace program execution and to print , for
each decision-to-decision path , the description , outcome, and
relevan t sou rce tex t.

• Instruments the program to collect statistics about the number of
times each statement is executed and prints those statistics after
program executi on.

• Instruments the program to produce a sumary of the time spent in
- executi ng specified modules .

• Instruments the program to verify the validity of assertions , to
monitor that the value of selected variables remains wi thin a
giv en range, and to trace the values of variables.

The contents of the object program are altered when instrumentation is in-
serted in the program . The resultant program , while logically equivalent to
its unaltered form , will be larger and take longer to execute because it
contains additional object instructions in order to mon i tor program execution .

2.13 JOVIAL CO IPILER

The GCOS JOVIAL compiler has an option that produces a symbol reference
table which supports debugging.

2 . 1 3 . 1  Prqgrari State Information Supplied

The symbol reference table can supply static information about traversed
paths , symptom locality , and name-space va lues.
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2.13.2 Abstract Machine Representation Supported

Compi l er-level information Is given by the symbol reference table.

2.13.3 Methodology Processes Supported

The symbol reference table supports the localizati on process by indicating
the usage of all symbol s defined in the program.

2.13.4 C~pabilities and Usability Features

Undetermined .

2.14 MACRO ASSEMBLER

The GCOS MACRO Assembler (GMAP) has an option that produces a symbol reference
table which supports debugging.

2.14.1 Program State Information Supplied

The symbo l reference table can supply static informat ion about traversed
paths , symptom locality , and name—space value setting .

2.14.2 Abstract Machine Representation Supported

Assembler-level information is given by the symbol reference table.

2.14.3 Methodology Processes Supported

The symbol reference table supports the localization process by indi cating
the usage of all symbols defined in the program. -

2.14.4 Capabilities and Usability Features

Undetermined .

2. 15 RBUG

RBUG is a GCOS subsystem that provides the user with a dynamic debugging
tool for batch programs using a teletype as the conversati onal device . By
us ing the BREAKPOINT pseudo variabl e on the General Loader DEBUG control
car d, the user can request the following actions:

• Obtain snapshot dumps of locations and registers.

• Change the contents of one or more l ocations or registers.

• Insert or delete breakpoi nts.

• Continue the execution of the program at the Interrupt point .
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• Transfer to another point within the program .

• Terminate the execution either by normal termination or
abort. -

2.15.1 Program State Information Supplied

The various options of RBUG provide information about traversed paths ,
symptom locality , name-space value settings , externa l system status ,
simultaneous events , s pace al l oca ti on , and timing .

2.15.2 Abstract Machine Representation Supported

RBUG is a basic computer level debugging tool.

2.15.3 Methodology Processes Supported

RBUG can be used to support verification/duplication by allowing the user
to exami ne program state information. The breakpoint feature and the various
printout capabilitie s support the l ocalization and symptom accumulation
processes by allowing the user to monitor program flow and exami ne program
state values . The ability to change the contents of locations and registers
and to transfer control within the program supports the hypothesis test
process by allowing the user to make program patches.

2.15.4 Capabilities and Usability Features

RBUG has the followi ng capabilities and features:

• Allows user to print i nformation in decimal (integer), octal ,
double precision floating point , com p lex , ASCII , Hollerith (Sd),
or logical (T or F) representation .

• Allows user to modify the contents of a specific location,

• Allows user to display or modify register contents.

• Al 1~ws user to insert and delete breakpoints .

• Al lows user to continue program execution , to terminate
the program normally, or to abort the program.

2.16 STRUCTRAN-1

STRUCTRAN-l is a tool available under GCOS that translates a program written
in DMATRAN into standard FORTRAN . (~4ATRAN is a progr iring language that
augments standard FORTRAN to permit its use as a basis for structured
progranining.) STRUCTRAN-1 ind i rectly affects debugg i ng by allowing the user
to program in a language that supports structured programing ~and thereby canhave a~-posit1ve affect on program reliabi lity . But it also has a negative
affect on debugging in that most of the debugging tools operate on the
FORTRAN or object code representation of the program rather than the DMATRAN
representation with which the user is familiar.
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2.17 TDS

TDS (terminal debug subroutine ) is a GCOS debugging tool used wi th a sub-
system that is to be checked . It requires onl y a small amoun t (2 K ) o f core
and allows the user to perform the following operations :

• Gain control at selected l ocations within the subsystem.

• Display and/or patch specified portions of the subsystem.

• Return normal ly to the subsystem at an interrupt point.

• Transfer to a stipulated point within the system

• Set or remove breakpoints during execution of the subsystem.

2.17.1 Program State Information Suppl ied

The various options of TOS give information concerning traversed paths,
symptom locality , name-space value settings , external system status , sim-
ultaneous events, space allocation , and timing .

2.17.2 Abstract Machine Representation Supported

TDS is a basic computer l evel debugging tool that requi res that an assembly-
level instruction be inserted into and assembled with the subsystem.

2.17.3 Methodology Processes Supported

TDS can be used to support the verification /duplication process by allowing
the user to examine program state information. The breakpoint feature and
the various display capabiliti es support the l ocalization and symptom
accumulation processes by allowing the user to monitor program flow and
examine program state values. The ability to change the contents of -

locations and registers and to trartsfer control within the program supports
the hypothesis test process by allowing the user to make program patches.

2.17.4 Capabilities and Usability Features

lOS has the following capabilities and features:

• Allow s user to display and modify the contents of memory
loca ti ons.

• Allows user to di splay and modify the contents of registers.

• Allow s user to insert conditional or uncond i tional breakpoints
and to delete breakpoints.

• Al l ows user to Continue execution from its current location or to
transfer to a specified location.
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• Requires that the ~nstruction YED IDS be i nserted into and
assembled with the subsystem .

• Requires onl y 2~ of core.

2.18 TPOS

TPOS (Transaction Processing Operating System) executes under GCOS and
prov ides a vehicle to process in a rea1-t~rne mode a number of transactionsto a wi de variety o~ previousl y defined data structures , in cluding concurrent
execution of the same transaction processing applicat ion programs . IPOS has
a master termina l capabi lity for debugging , named DBUG , which is accessed
vi a a DAC connect t~ TN)S. DBUG allows the user to examine and or modify
data or code, to insert breakpoints , and to control the program s flow .

2.18.1 Program State ~nfotination Supplied

DBUG can provide information about traversed paths , symptom locality , name-
space value setting , external system status that is resident in memory ,
si mul taneous events, and space allocation .

2.18.2 Abstract Machine Representation Supported

OBUG is a basic computer leve l too~ for programs operating under TPOS.

2.18.3 Methodology Processes Supported

OBUG supports the verification !~iup licat ion process by allowing the user to
examine the replicated program state. It supports the localization process
by allowing the user to insert breakpoints as a means to trace program fl ow
and to determine the setting of name-space values during program execution .
It also allows the user to determine data values after program execution .
DBUG supports the symptom accumulation process in a similar manner. It
supports the hypothesis test process by allowing the user to temporarily
patch and test the program . The user can insert the patches by modifying
instruct ions ~r by insert i ng breakpoints and then , when the breakpoint is
reac hed, change program state values or alter the program flow.
2.18.4 Capabilit ies and Usability Features

DBUG allows the user to request the following:

• Snapshot dumps øf memory or process registers

• Insertion of octa l patches

• Insertion and subsequent deletion of breakpoints

• Dis play of location and size associated with a specified
ass embl y sym bol . i~r~.i~ ided the symbol was assembled
into the symbol table.
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• Process regi ster display or modificati on

• Return to caller..

2. 19 TRACE PACKA GE
The trace package available under GCOS provides nine different types of
traces which gather program state and traversed path information as the
program is being executed. The user selects the type of trace by assembl i ng
or patching the appropriate CALL into the program at the point tracing is
to begin.

2.19.1 Program State Information Supplied

This tool can provide information about traverse’I paths and symbo l l ocal ity
as well as some information about name—space value setting and simultaneous
events. -

2.19.2 Abstract Machine Representation Supported

The trace package is a basic computer level tool that can be used wi th both
assembler-level programs and wi th compiler-level programs .

2.19 .3 Methodology Processes Supported

The various types of traces support the l ocalization and symptom accumulati on
processes by indicating the paths traversed during program execution and the
values of the data referenced by the traced instruction. By allowing the
user to cal l a user ’s routine before the execution of each i nstruction ,
this tool can also provide additional information about name-space values .

2.19.4 Capabilities and Usability Features

The trace package provides the following capabilities and features:

• Provides a transfer trace that displ ays transfer of
control within a program.

• Provides a change trace that displ ays every instruction
which changes one or more specified registers and/or memory
locations.

• Provides a use trace that di splays every instruction which
references one or . more specified registers and/or memory locations.

• Provides an address modifi cation trace that displays every instruc-
tion which uses the type(s) of address modification specified .

• Provides an operation code trace that displ ays every execution of
one or more specified operation codes.

L - -26-
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• Provides a full trace that displays every instruction
execu ted.

• Provides a subroutine trace that display s all entries to and
exits from up to ten specified subroutines , showing all the
arguments and registers when entering and the registers when
exiting.

• Provides a map trace that displays a report showng the
frequency of use of every instruction.

• Provides an own code trace that permits a user to supply his own
code which is performed before the execution of each instruction.

• Requires that the user assemble or patch the appropriate trace
CALL into the program at the point at which tracing is to begin.

• Allows user to l imit the amount of trace output by queuing onl y
the most recent, user-specified number of words .

• Allows user to request that trace output not start until a
specified number of trace snapshots has been reached.

• Allows user to request that the run be aborted after a
specified number of trace snapshots has been reached .

• Allows user to control the regions in which tracing is
to occur .

• Outputs , for eac h trace sna ps hot, the contents of the registers ,
the Instruction counter, the instruction in both assembly language
and memory image format, the effective operand address , the trac e
sna p coun ter , and, If the instruction being traced references a
memory location(s), the contents of the referenced location(s).

• Allows only one type of trace to be performed in one run and can
be called only once in that run .

• Operates in an interpretive mode.

• Requires the use of another routine , such as MME GESYOT (P*), to
output the trace snaps. 

-

— 2.20 UTILITY PACKAGE

The GCOS Utility Pacakge provides peri pheral storage device processing
capabilities. It permits copying, copying with merge capability , comparing ,
positioning , and printing .
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2.20. 1 Program State Information Supplied

The various utility functions can provide some information about name-
space value settings and external system status which is wri tten on
perhiphera l storage.

2.20.2 Abstract Machine Representation Supported

All of the utility functi ons prov ide basic computer level information.

2.20.3 Methodology Processes Supported

The copy and compare functions can support the veri fication/duplication
process both by assisting the user in replicating the required program
configuration and , by comparing the replicated program with a previously
saved copy , veri fying that the required configuration was i ndeed replicated .
The print and compare functions can support the localization ~nd symptomaccumulation processes by allowi ng the user to examine the contents or
differences in contents of files produced during program execution.

2.20 .4  Capabilities and Usability Features

The utility functions , accessed by the $ FUTIL control card, have the
fOliOwj flg features:

• Allow user to specify the number of lines of a file to be
copied , compared , or printed .

• Allow user to print portions of two files in ASCII , ASC II and oc tal ,
BCD, or BCD and oc tal forma t .

• Can be called unconditionally (by use of the $ UTILITY control card)
or conditionally upon abnormal program termination (by use of the
$ ABORT control card).

2.21 $ EXECUTE

$ EXECUTE is a GCOS control card that supports debugging by allowing the
user to control the amount of information dumped upon abnormal termination
of the program being executed.

2.21.1 Program State Information Supplied

The dIanp produced upon abnormal program termination supplies i nformation
about symptom locality , name-space value setting , and s pace allocation .

2.21.2 Abstract Machine Representation Supported

The dump provides basic computer l evel information .
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2.21.3 Methodology Processes Supported

The localization and symptom accumulation processes are supported by the
information conta i ned in the dump.

2.21.4 C~p~abilitie s and Usability Features

This control card allows the user to select one of two types of dumps :

• Dump of slave core, program registers , and slave program prefix.

• Dump of only program resisters and slave program prefix.

2.22 $ SET

$ SET is a GCOS control card which can be used to set or reset bits in the
program switch word to obtain dumps , symbo l tables , and other information.

2.22.1 Program State Information Supplied

The symbol table/cross reference option supplies static i nformation about
traversed paths , symptom locality , and name—space value settings. The
dump options give information about symptom locality and name-space value
settings .

2.22.2 Abstract Machine Reoresentati~on Supported

The various dump options are basic computer level debugging tools while the
symbol table/cross reference option is a compiler l evel debugging tool .

2.22.3 Methodology Processes Supported

The localization process and symptom accumulation process are supported by
the various dump options and the symbol table/cross reference capability .
The update option can be used to support the veri fication/duplication process
if informati on from previous runs was saved .

2.22.4 Capabilities and Usability Features

$ SET can be used to request the following types of tasks:

• Obtain dumps.

• Obtain symbol or cross reference tables.

• Obtain source, object, or compressed deck listings.

• Request various compiler options .

• Update files .

• Clear core .
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3. MULTICS TOOLS

The Multics (Multiplexed Information and Computing Service) system is a
general computer system developed at the Massachusetts Institute of Tech-
nology in cooperation with Honeywell Information Systems, Inc. General
MULTICS features include multiple man-machine interaction , sequential pro-
cessing of absentee user jobs, and system progralTining .

Multi cs debugging features include various dumps , traces, symbol tables,
comparisons, maps, and selected location outputs. The specifi c tools which
provide these capabiliti es are described in the following sections. In
accordance with the purpose of this study , the tools are descri bed wi th
respect to the information requirements and steps -in the debugging process
model presented in Volume I , Sections 2.and 3. The intent of the followi ng
sections is not to instruct the reader about the specifics of using each
tool , but rather to describe the capabilities of each debuggi n.g tool and to
relate their capabilities wi th debugging, as presented in this study. The
reader is referred to the MULTICS reference manuals for specific information
regardi ng the use of these debugging tools. Table 3—1 presents a sumary
of the program state info rmation provi ded by Multics and the level of
abstract machine at which the information is represented. Table 3-2
presents the correspondence between the generic tools described in Appendix
A of Vol ume I and the specific Multics features and tools. In addition to
these tools , the study i dentified tools and techniques available to -RADC
which , although not usually thought of as debuggi ng tools, can be used to
support the debugging process. They are described in Appendix-B.

-30-

—-—

~

—--—--.-—-— --

~

•-

~ 

-

- — -• •- -‘-—
~~~~ 

— ---5-. —~~~~

. —-

~~

- —

~~ 

a—



- 5- 
~~
--

~~~
- - 

---
~

_
~

_ _ _ _ _  

b d b
8 —~~~~

~~~~~~~~~~“ C . >. ) .

‘~~~~ .~~~~U U p —

2
‘S

a’ 1..
.~~~ IS 4 1 4 )  .— 4)

4.’ C ..~
I 5 4~ ~~~~~~-~~~ 41- & 

~~~~~~~~ ~~~~~~j-
~~ I f l C C >  G J u ~ in

K > , 0.>,
.~~~ u U 0 in .Q U

I..
0. 1. ~~.—4) 41 4) 4 1 4 )  4)
Q 4) 4) 3 4 1  4)4) — ~~~

. 0. 0..—U I 4 C C I  0’45 1. 1- 0 0’ -  1-0. 4) 41 U U 4 1  4) 4)vi — C 4.’ —0 %..~ ~
) .

~~~ IS 41 0 ‘0. .
~~
. 

~~~~~~~~~ 1. -4.4 .,C in in in in

I 

~ 1• 2 

:1k 

e~~’ 2~~

vi —~ vi U — .0 U U .-

-~ a’ a’
*4 0 04 1  1-vi .— ., - U~~~1_  4)
1- 4.’ I ~~~~ I

‘5- 41 ‘5- 4) U~~~~~L ~~a. .~~~ 1. ~~ 4.4 . 4) 4) 4).0 in Vi Vi s J i.-

_ _ _ _ _  

2a~a
• 8 1

~z / _•~ i_ I _ 2
1 

~.,

.!/

/~ ~~~~ :~!/ — 0. U U 4)

/ _ r.

— 31-

-
~~~~~



~~~~~~~~~~~~~~~~~~~~~~~~~~~
- -

C
a
-4
‘V

— =  I I I
— .—  1- 1. 1- 1..4) 41 41 4)

.— — — — .4.’ 4.’4) . — ~ — ~ — U 3 U 3U 0 . 4)  0.4)  0 . 4 1  .—C >  C >  C >  i n C  in
— 0 . C  0 4 )  0 4 1  0 4)  4 5 0  45.
~~ 

vi 5- U — V — U .0 u .o u

in

3
— 4) ‘ a’C 1. 1. C

‘5 4) 4)— — .4~I ~ 4
.— —  0 3  450 . 4 1  — 0 .C >  O l i n0 4 )  45- 0  0 .> ,U —  . 0 0  O V iin

U
in

4.4 3
-. -4
3 ‘5

4.’

I
~~~~~~.. ~~~~~~- ? .... :~ _ 

~~
~~~ ~1C 5~~~ 0- 4) 0 - 4 1  04 )  45-— Z a. — U — U — U — .0 U 0 in

4) -
-4
IS I I a’a., 1- £.. C C4) 4) .

0~.- — — ‘1 —.. — . ‘5- 41 150 . 4 5  0. 41 0.41 1-. .1. C V  C >  C >  4 ) - i n  - -0’ 0 41 0 - 4 )  0 .>,
~ u ..— o~~ vi

0.

a’ a’— 4) C 1. 
~ C Cin .•- 4) 4) .

~~~ 4) -—1- ~ ‘ E .- — 4.4 k 4.14) Vi 45 4) . . — 45- 4)4) a . .0 1. -4 0.4) 0 . 4 1  1- - .
‘5 4l In C >  C >  vi~~~.0 1 - 4 5  0 41 0 4 )  0 .>,  

~~~0 ~~~~~45- 4— 0. 0 in 0..- U — 0 4 ,  .0 U 0 V’

.

~~~

~~~ ~ 
I 
~ I

H 
-32- L

_________ - - —-—r-- — 
— -_~~~~ •rL f —

- —



fr-~ ~~~~~~~~~~~ 
-—

~~~~~~~~~~~ 

-
-

Table 3-2. Correspondence to Generic Tool Descriptions

Generic Vol . I 
- Vol . IITool Reference Multics Tool Reference

Post-Mortem Dumps A .l cancel_cobol_program 3.1
change error mode 3.2
debug 3.6
dump_segment 3.9
probe 3.13
reprInt_error 3.16
run_cobol 3.17
stop_cobol_run 3.18

Snapshot Dumps A.2 debug 3.6
probe 3.13

Breakpoint/Trap A .3 debug 3.6Dumps
probe 3.13

Prograim*a-ln A.4 COBOL Compiler 3.3
DUmPS 

FORTRAN Compiler 3.10
PL/I Compiler 3.12

~~nitor D-.m~ps A.5
A uxil iary Storage! A.6 compare 3.4
Utility Dtjnps

dump_segment 3.9

Dy’ia lc Interna l A .7 debug 3.6Traces
probe 3.13
trace 3.19

‘~ecorded Traces A.8 cumulative_page_trace 3.5
dlsp1ay_cobo l_run_un~-t 3.7
page_trace 3.11
trace 3.19
trace_stack 3.20 ¶ -

Mon itor Traces A.9 --- ---

-33-

4 1
- -- —- - 

-
-~~

-
~~~~~~~~~~~~~ -.

- ~~~~~~~~~ ~~~~~~~~- 
- .a_ _ _

~_ . -.—-
_ - -

.- ------—~------ - 



- 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~

Table 3-2. Correspondence to Generic Tool Descriptions (Cont’d)

Generic Vol . I - 

• 

Vol . II
Tool Reference Mul tics Tool - Reference

Set-Use Matrix/ -

Cross Reference Tool A.lO COBOL Compiler 3.3
FORTRAN Compiler 3.10

- P1/i Compiler 3.12

Hardware Monitors A .l1
Monitor Computers A .l2
Computer Emulators A.13 --- 

-

Computer Simulators A.14 run_cobol 3.17
GCOS Cimula tor *

Graphic Output A. 15 
-

Software Breakpo1nts~ A.16 debug 3.6
Traps probe 3.13

Hardware Breakpoints A .17
Reversible A.18
Executi oft
Backtracking

Interactive A.l9 debug 3.6
Modification Tools probe 3.13

trace 3.19

Recompilatlon/ A.20 COBOL Compiler 3.3
Correction debug 3.6

FORTRAN Compiler 3.10
P1 /I. Compiler 3.12
probe 3.13

Hardware Modlflca- A.21 --- ---
tion Tools

Program Execution A.22 debug 3.6
Oriented Recording/ 3 13Reduction pro

profile 3.14

* See Section 2 for descri ption of GCOS system.
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Table 3-2. Correspondence to generic Tool Descriptions (Cont’d)

Generic Vol . I Vol . II
Tool Reference Mul tics Tool Reference

Program Execution progress 3.15
Oriented Recording/
Reduction (cont’d) trace

Input/Output A.23 change_error_mode 3.2
Oriented Recording/ corn a - 

3 4Reduction p re
display_plilo 3.8
dump_segment 3.9
reprint_error 3.16

Test Input List A.24 compare 3.4
Tools debug 3.6

dump_segment 3.9

Comparator Tools A.25 compare 3.4

Problem Status A.26
.Rep rters -

System Status. A.27 Mul tics Operating System 3
Suninary Tools

Checkpoint Tools - A.28

Requirements and Note 1. URL/URA 3.21
Design Analysis

Note 1: This Is not primarily a debugging tool . See Section 3.2.1 for its
application to debugging.
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3.1 CANCEL _COBOL_PROGRAM

Cance l_cobo l_program is a Multics command that indirectly supports debugging
by allowing the user to retain data associated with the programs in a COBOL
run unit after cancelling one or more programs in the current run unit.

3.1.1 Program State Information Suppli ed

Cance l_cobo l_Drogram allows the user to preserve name-space values for de-
bugging purposes .

3.1.2 Abstract Machine Representation Supported

Cancel _cobol_program is a compiler-level tool for programs written in COBOL
and for programs produced by any compiler that provides a meaningful inter-
face wi th COBOL programs (e.g., PL/I and FORTRAN).

3.1.3 Methodology Processes Supported

This tool supports the use of other debugging tools during the verifi cation!
duplication , l ocalization , and symptom accumulation processes.

3.1.4 Capabilities and Usability Features

Cancel_cobol_program provides the following capabiliti es and features:

• Al l ows user to request that the data segment associated with the
program be left intact for debugging purposes.

• Restores the data to its initial state the next time the program is
invoked in the run unit.

3.2 CHANGE_ERROR_MODE

Change error_mode is a Multics command that allows the user to obtain more
information than normall y printed by the default handler for system conditions .
(Also allows user to obtain abbreviated messages.)

3.2.1 Program State Information Suoplied

Change_error_mode provides some symptom locality and traversed path informa .-
tion .

3 .2.2 Abstract Machine Representation Supported

This tool is an operating system leve l tool .

3.2.3 Methodology Processes Supported

Change_error_mode supports the l ocalizati on and symptom accumulation processes .
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3.2.4 Caoab i li t i e s and Usabi lity Features

This tool has the following capabilit ies and features:

• If error condition was detected in a support procedure, prints
the name of that procedure in addition to the name of the most
recent user procedure.

• If a segment that signalled a condition -(or caused it to be signalled)
is bound , prints both the o ffset relative to the base of the pro-
cedure and the offset relatIve to the base of the segment.

3.3 COBOL COMPILER

The Mul -tics COBOL comoiler has the following options that support debuggi ng ,
either directl y or indirectl y:

• runtime-check

• symbols

• table

• m ap

The runtime-check opt- i on causes the compiler to produce an object program i n
which parameters are validated according to number and type, bounds are checked
on all subscripted references, string references are checked on all variable
l ength string references , and index name modifications are verified for
validity . The symbol -s option causes the compiler to produce a cross-reference
listing of all data names defined In the program. The table option generates
a full symbol table that supports the operation of MultIcs symbolic (i.e.,
compiler-level) debugging commands such as probe, debug , and trace. The nap
ootion produces an object program map that provides the correspondence between
the compiler- level source program and the basic computer level object program
and helps the user interface wi th basic computer level debugging tools.

3.3 1 Program State Information Supplied 
- 

-

Execution of a program compiled wi th the runtime-check option can provide
symptom locality information for problems caused by invalid parameter/sub-
script references . The cross reference produced by the symbols option can
also provide symptom locality , name-space va l ue setting and space allocation
in formation , but this information is static, rather than dynamic , information .

3.3.2 Abstract Machine Representation Supported

This tool supports programs written in COBOL .

-- 
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3. 3.3 Methodology Processes Supported

The information produced by executing a program compiled with the runtime -
check option supports the localization process by identifying where i nvalid
parameter/subscript references occur. It can also support the symptom
accumulation process by indicating whjther or not the invalid references
occur under changed conditions . The information contained in the cross
reference produced as a result of the symbols option supports the localiza-
tion process by Indicating the usage of all data names defined in the program.

3.3.4 Capabi lities and Usability Features

The COBOL compi ler options mentioned , with the exception of runtirne—check -,
provide static information and do not alter the contents of the object
program. The runtime—check opt on provides dynamic (i.e.. execution ) infor-
mation but it does alter the contents of the object program and can thus cause
the program to behave differently than its unaltered form.

3.4 COMPARE

Compare is a Multics command that compares segments in the storage system and
lists their di fferences. The compari son is a word—by -word check and can be

— made wi th a mask so that only speci fied parts of each word are compared.

3.4.1 Program State Information Supplied 
-

Compare provides information about differences in the setting of name—space
values. -

3.4.2 Abstract Mach ine Representation Supported

Compare is a basic computer level tool , with inputs and outputs expressed in
octal .

3.4.3 Methodology Processes Supported

Compare can be used to support the veri fication/duplication process by
verifying that the proper program state was replicated (provided the program
state was saved at the time the problem occurred). It can be used to support
the symptom accumulation process by printing out the differences in program
state information caused by di fferent Inputs . It can also be used to
support the hypothesis test and problem resolution processes by printing out
the differences in program state Informati on resulting from program changes .

3.4.4 Capabilities and Usability Features

Compare can be a useful tool for comparing sets of data , especially when the
sets contain more than just a small amount of data , provided there exists a
one—to—one relationship between the two sets. If this relationship does not
exis t, this tool n~ay be of little use since ft makes no attempt to realign
the data once a di fference is detected . In particular , compare has the
following capabilities and features:
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• Allow s user to specify a mask to cause partial word comparison .

• Allows user to limit the number of words to be compared. 
-

• Detect-s the end of a segment and , if the segments being compared are
of unequa l l ength , prints the word-s remaining in the longer segment.

• Prints an error message if a user-speci fied offset value exceeds the
end of the segment.

• Requires that the information to be compared exists wi thin the storage
system.

• Does not attempt to realign the two segments when a difference is
detected-.

3.5 CUMULATIVE_PAGE_TRACE

Cumulative_page_trace is a Multics coninand that accumulates page* trace data
so that the total set of pages used during the invocation of a command or
subsystem can be determined. The command operates by sampl i ng and reading
the system trace array after invocati on of a command and at repeated i ntervals.

3.5.1 Program State Informati on Suppl ied

Cumul ati ve_page_trace supplies a limi ted amount of traversed path information
by identifying the pages that are referenced. It does not i dentify the actual
paths taken wi thin those pages.

3.5.2 Abstract Machine Representation Supported

This command operates on the level of the operating system.

3.5.3 Methodology Processes Supported

Cumulative_page_trace can be used to support localization since it provides
some information about traversed paths.

3.5.4 Capabilities and Usability Features

The use of ctsmulative_page_trace is very limi ted due to the low level of
abstract machine supported. It should only be used in situations when other
tools/techniques have failed to provide any insight into the cause of the
problem. The capabilities and features of this command i ncl ude :

* A page is a 1024-word subdivision of a segment.
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• Accumulates data from one invocation of the command to the next .

• Outputs data in a tabular format showing all pages that have been
referenced by the user ’s process.

• Allows user to request a printout showing only the page number of
each page referenced ; or the page number of each page and the number
of faults* for each page ; or the total number of page faults , total
number of segment faul ts, and number of pages referenced for each
segment.

• Al lows user to clear primary memory before each invocation of the
process that is being traced and after each i nterrupt.

• Allows user to interrupt execution of the process that is being tr4ced
at a user-specified time interval for page fault sampling .

• Allows user to call the process to be traced a specific number of times.

• Allow s user to reset the table of accumulated data.

• Allows user to specify a time period after each call to the process
during which no tracing is to occur.

• Allows user to accumulate linkage fault information and to print
that information .

3.6 DEBUG

Debug is a Multics coninànd that provides interactive debugging facilities .
It allows the user to examine and/or modify data or code. It also allows
the usar to insert breakpoints which stop program execution and allow the
user.- to examine and/or modify the program s state and to control the program ’s
flow.

3.6.1 Program State Information Supplied

Debug can provide information about traversed paths , symptom locality ,
name—space va l ue setting , external system status that is resident in the

‘ storage system, simultaneous events , and space allocation.

* A fault occurs when a referenced page/segment is not in memory. The Multics
system i ntervenes at that point and processes the page fault by locating
the desired page in the storage system and transporting It into main memory.
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3.6.2 Abstract Machine Representation Supported

Debug is a sophisticated basic computer level tool. It allows the user to
exami ne and modi fy data , code, machi ne registers , and the stack . Debug is
also a compiler-level tool , allow ing symbolic references to data and statement
labels. Such usage requires that the program being debugged be compiled
using the “table ” opti on. Debug ’s command language is primarily at the basic
computer level .

3.6.3 Methodology Processes Supported 
-

Debug supports ~thé verification/d-upi-ication- process by allowing the user to
exami ne the replicated program state. It supports the l ocalization -and symptom
accumulation processes by allowing the user to insert breakpoints to trace
program flow and to exami ne the setting of name-space va l ues during as well
as before and after program execution. It also allows the user to examine
program state val ues after an error interrupt or after a run—away or looping
program has been stopped by issuing a quit signal . Debug supports the hypo-
thesis test process by allowing the user to temporarily patch and test the
program. The user can insert the patches by modifying instructions or initial
data values or by inserting a breakpoint and, when the breakpoint is reached,
modifying program state val ues or alteri ng program flow.

— 3.6.4 Capabilities and Usability Features

Debug provides sophisticated machine—leve.l debugging . In particular , i t  -

allows the user to do the following : - -

• Examine data or code.

• Modify data or code.

• Set a breakpoint.

• Perform (possibly non-local ) transfers.

• Call procedures.

• Trace the stack being used .

• Examine procedure arguments.

• Control and coordinate breakpoints.

• Continue execution after a breakpoint.

• Change the stack reference frame.

• Print mach~ne registers.

• Execute Multics commands .
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3.7 DISPLAY_COBOL_RUN_UNIT

Display _cobol_run_unit is a Mu1-t i~s command that displays the current state
of a COBOL run unit. The minimal information displayed tells which programs
compose the run unit. Optional ly, more detailed information can be displayed
concerning acti ve fi les , data location , and other aspects of the run unit .

3.7.1 Program State information Supplied

This tool supplies some information about traversed paths and space allocation .

3.7.2 Abstract Machine Representation Supported

Thi s is a compiler-level tool for programs written in COBOL and for programs
produced by any compiler that provides a meaningful interface with COBOL -

programs (e.g., PL/I and FORTRAN).

3.7.3 Methodology Processes Supported

Display_cobol_run_unit can support the veri ficationJduplicati on process by
supplying information about the replicated program. It can support the
localization process, particularly if the problem being debugged is a looping
or other timing problem.

3.7.4 Capabilities and Usability Features

The capabilities and features of this tool allow the user to do the following:

• Control the amount of Information displayed.

S Display current state of the files that have been referenced during
the execution of the current run unit.

3.8 OISPLAY_PLIIO_ERROR

Display_pllio_error is a Multics command designed to be invoked after the
occurrence of an I/O error signal dur*ng a PL/I I/O operation . It descri bes
the most recent file on which a PL/I I/O error was raised and displays dia-
gnostic information associated wi th that type of error.

3.8.1 Program State Informati on Supplied

This tool can supply some information about name—space val ues and
external system status. -

3.8.2 Abstract Machi ne Representation Supported

This tool is an operating system- level tool .

3.8.3 Methodology Processes Supported

Display_pllio_error supports the localization process.
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3.8.4 Capabili ties and Usability Features

This tool explain s the cause of a PL/I I/O error.

3.9 DUMP_SEGMENT

Dump segment is a Multics command that prints , in octal or hexadecima l
formit, sel ected porti ons of a segment. -It can optionally be instructed to
print out an edited version of the ASCII , BCD , EBCDIC (in 8 or 9 bits),
or 4-bit byte representation . -

3.9.1 Program State Information Supplie d

Dump_segment can provide i nformation about name—space values and external
system status which occupy a segment in the storage system. It can also
provide some info rmation about space allocation.

3.9.2 Abstract Machi ne Representation Supported

Dump_segment is a basic computer level tool .

3.9.3 Methodology Processes Supported

Dump_segment ~an be used during the veri fication/dupl ication process to record
the state of the replicated program. It can also be used during the symptom
accumulation process to obtain a printout of segments produced during program
execution . 

-

3.9.4 Capabilities and Usabili ty Features
- 

- Dump_segment provides the user with the following capabilities and features:

• Dump of entire segment or a specified portion of the segment with
eacn word optionally preceded by its address .

• Dump format-ted in blocks of a specified number of words separated
by a blank line.

• Output in octal wi th 12 octal digits per word or in hexadecimal
with either eight or nine hexadecimal digits per word.

• Output in 4-bit byte, BOC, ASCII , 8-bit EBCDIC , or 9-bit EBCDIC in
addition to the octal or hexadecima l dump .

• Optiona l header that identifi es the segment being dumped and the
date-time .
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3.10 FORTRAN COMPILER

The Multics FORTRAN compiler has the following options that support debugging,
either directly or indirectly:

• subscriptrange

• profile

• table or brief table

• map

The subscriptrange option causes the compiler to produce an object program
in which checks are made to determine if subscript values exceed the declared
bounds of the dimension . The profile option causes the compiler to produce
an object program which gathers statistics about actual program execution .
This option supports the use of the Multics profile command which must be used
to gain access to the accumulated statistics . The table option generates a full
symbol table that supports the operation of Multics symbolic (I.e., compiler -

• 

- 
level) debugging commands such as probe , debug , and trace. The map option
produces an object program map that provides the correspondence between the
compiler-level source program and the basic computer level object program
and helps the user interface wi th basic computer l evel debugging tools. It
a lso produces a cross reference listing indicating the line on which each name
and each program label is declared and a list of lines on which it is used.

3.10.1 Program State Information Supplied

Execution of a program compi l ed wi th the subscriptrange option can provide
symptom locality i nformation for problems caused by invalid subscri pt
references. The cross references listing produced by the map option can also
provide symptom locality information , name-space value setting, and s pace
al location information , but this info rmation is static , rather than dynamic.

3.10.2 Abstract Machine Representation Supported

This tool supports programs written in FORTRAN .

3.10.3 Methodology Processes Supported

The Information produced by executing a program compiled with the subscript-
range option supports the localization process by identifying where invalid
subscript usage occurs . It can also support the symptom accumulation process
by indicating whether or not the InvalId usage occurs under changed conditions .
The information containCd in the cross reference produced as a result of the
map option supports the localization process by indicating where data names
and program labels are used .
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3.10.4 Capabilities and Usabilit y Features

The subscriptrange and profile options provide dynami c (I .e., execution)
information but , to do so , they alter the contents of the object program .
This can cause the program to behave differently than its unaltered form.
The other options have no affect on the contents of the object program but
the table option does a ffect the object program size .

3.11 PAGE_TRA CE

Page_trace is a Mu ltics conm%and that prints a recent history of page faults*
and otP~er system events within the calling process.

3.1 1 .1 Program State Information Supplied

Page trace suppli es a limi ted amount of traversed path information by i den-
tifying the pages that are referenced . It does not ider~tify the actualpaths taken wi thin those pages.

3.11.2 Abstract Machine Representation Supported

This command operates on the leve l of the operating system.

3.11.3 Methodology Processes Supported

Page trace can be used to support the localization process since it provides
some~information about traversed paths .

3.11.4 C~pabi litie s and Usability Features

The use of page trace is very limi ted due to the low level of abstract machine
supported. - It Thould onl y be used in situations when other tools/techniques
have failed to provide any insight into the cause of the problem. The
capabilities and features of this command include :

• Allows user to request output of only a specified number of system
even ts (mo stly page faul ts ) or all the entries i n the system trace
list for the calling process.

• Outputs data in a tabular format showing the type of trace entry ,
the rea l time since the previous entry ’ s event occurre d , the ring
number in which a page fault occurred , the page number for entries
where this is appropriate , the segment number for entries where this
is appropriate , and the entry or path name of the- segment for
entries where this is appropri ate.

• Prints entry and path names which are the current ones appropriate
for the given segment number but may not be correct since segment
numbers can be reused within a process but only segment numbers
(not entry names or path names) are kept in the trace array .

* A page is a 1024-word subdivision of a segment . A page fault occurs when
a referenced page is not in memory . The Mutlics system i ntervenes at that
point and processes the page fault by locating the desl,~èd page in the
storage system and transporting It into main memory .
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• Prints events occurring while inside the supervisor.

3.12 PL/I COMPILER

The Multics PL/I Compiler has the following options that support debugging ,
either directly or indirectly:

• profile

• table or brief-table

•ma p

Th~ profile option causes the compiler to produce an object program whichgathers statistics about actual program execution . This option supports the
use of the Multics profile conv~and which must be used to gain access to theaccumu l ated statistics. The table option generates a full symbol table that
supports the operation of Multic s symbolic (i.e., compiler -level ) debugging
comman ds suc h as p robe , debug , and trace . The map option produces a listing
showing the storage location of each name declared in the program , the storage
location of each program statement , and a cross reference listing . The storage
location information provides the correspondence between the compiler -leve l
source program and the basic computer leve l object program and helps the user
interface wi th basic computer level debugging tools.

3.12.1 Program State Information Suppli ed

The listing produced by the map option provides stati c symptom local -ity , and
name-space values , storage allocation information .

3.12.2 Abstract Machine Representation Supported

This tool supports programs written In PL/I.

3.12.3 Methodology Processes Supported

The information contained in the cross reference list ing produced as a result
of the map. option supports the l ocalization process by indicating where data
names and statement l abels are used.

3.12.4 Capabilities and Usabilit y Features

The profile option causes the compiler to alter the contents of the object
program which can cause the program to behave di fferently than its unaltered
form. The other options have no affect on the contents of the object prog”~m
but the table option does have an affect on the object program size.

3 .1 3 PROBE

Probe Is a Multics command that provides symbolic , interactive debugging faci-
lities for programs compiled with the Mult ics PL/I, FORTRAN , or COBOL compiler.

• Its features permit a user to interrupt a running program at a particular
statement, exami ne and modify program variables in their Initial state or
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during execution , examine the stack of block invocations , and list portions
of the source program.

3.13.1 Program State Information Supplied

Probe can provide information about traversed paths , symptom locality , name-
space value setting , external system status that is resident in the storage
system, simul taneous events , and space allocation .

3.13.2 Abstract Machine Representation Supported

Probe is a compiler-leve l tool that can be used with programs written in
PL/I, FORTRAN , or COBOL . Its commands are also at a compiler -level , using
keywords to request probe actions and symbolic names to specify operands . It
does require that the program being debugged be compiled using the “table ’
option .

3.13.3 Methodology Processes Supported

Probe supports the veri fication/duplication process by allowing the user to
exami ne the replicated program state. It supports the l ocalizatior , and
symptom accumulati on processes by allowing the user to insert breakpoints to
trace program flow and to examine the setting of name-space va l ues during as
well as before and after program execution . It also allows the user to
examine program state va l ues after an error interrupt or after a run-away
or l ooping program has been stopped by issuing a quit signal. Probe supports
the hypothesis test process by allowing the user to change program state
va l ues or alter program flow during or before program execution and thus
perform temporary patching to determine the effect of these changes on
program execution and resultant output.

3.13.4 Caoabilities and Usability Features

Probe provides a wide range of debugging support on a symbolic level. Its
use i s docume nted in a clea r , easy to understand manner. In particular , probe
allows the user to do the following:

• Precede any request or list of requests by a conditional predicate
whose value determines if and when the request it modifies will be
executed .

• Display the value of a variable , expression , or group of array
entr ies.

• Set the value of a variable or group of array entries to an expression .

• Call a procedure and pass arguments to that procedure.

• Transfer contro l to a specified statement and in itiate program
execution at that point.

• Position to a specified source statement or spec i fied character
string in the source program .
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• Dis play one or more source statements beginning wi th the current
one where the current one is either the statement at which program
execution was suspended or the statement positioned to by the user.

• Trace the stack of procedure and block invocati ons.

• ~isplay the attributes of a specified variable and the name of the
block in which its declaration is found.

• Set a breakpoint before or after a specified statement and execute
.the request(s) associated with that breakpoint.

• Stop processing after a breakpoint and enter requests from the
term i nal.

• Delete breakpoints that were set previously.

• Restart a program that has been suspended by a breakpoint or return
to command mode .

• Step through the program one statement at a time .

• Execute one or more Multics command lines .

3.14 PROFILE

Profile is a Multi cs command that prints statistics about the execution of each
statement in a PL/I or FORTRAN program that was compiled with the “profile ”
option and then executed .

3.14.1 Program State Information Supplied

Profile provides information about all the paths traversed for a given program
execution . It also provides some general timing Information .

3.14.2 Abstract Machine Representation Supoorted

Profile is a compiler-leve l tool that can be used wi th programs written in
PL/I or FORTRAN . it does require that the program being debugged be compiled
using the “profile ” option .

3.14.3 Methodology Processes Supported

Profile can support the localization process by identi fying all the paths
traversed and the number of times each statement was executed. It can
support the symptom accumulation process by showing the effect diffe rent inputs
have on program execution .
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3.14.4 Capabilities and Usability Features

Profile has the following capabilities and features :

• For each statement in a program, prints number of times the statement
was executed , cost of executing the statement measured in number of
instructions executed online plus the number of PL/I operators
invoked (where each instruction and each operator invocation count
as only one unit), and the names of all PL/I operators used by the
statement.

• Requires that the content of the object program be altered by the
compiler so that statistics are accumulated , wh i ch can cause the
program to behave differently than its unaltered form.

3.15 PROGRESS

Progress is a Multics command that executes a specified command line and
prints information about how its execution is progressing in terms of CPU
time , real time , and page faults .

3.15.1 Program State Information Supolied

Progress supplies some timing informati on.

3.15.2 Abstract Machine Representation Supported

Progress is a basic computer level tool .

3.15.3 Methodology Processes Supoorted

This tool can support the localization and symptom accumulation processes
when the problem being debugged is a timi ng or looping problem.

- 

3.15.4 Capabilities and Usability Features

Progress has the following capabilities and features:

• Al l ows user to control amount and frequency of output.

• Prints number of vi rtual CPU seconds used so far, number of rea l
seconds used so far, ratio of virtual to real time , i ncreme ntal
virtual time , incremental real time , ratio of incremental vi rtual
to real time , and number of page faults per second of virtual CPU
time .

3.16 REPRINT
_

ERROR

Reprint error is a Multics command that allows the user to obtain more
info rmation than normally printed by the system conditi on handler about a
condition that has already been handled and for which stack history is pre-
served. (Also allows user to obtain abbreviated messages.)

L
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3.16.1 Program State Information Supplied

This tool supplies some symptom locality and traversed path info rmation .

3.16.2 Abstract Machine Representation Supported

Reprint_error is an operating system l evel tool .

3.16.3 Methodology Processes Supported

This tool supports the localization and symptom accumulation processes .

3.16.4 Capabilities and Usability Features

Repri nt_error has the following capabilities and features:

• If error condition was detected in a support procedure , pri nts the
name of that procedure in addition to the name of the most recent
user procedure.

• If a segment that signalled a condition (or caused it to be signalled)
is bound , prints both the offset relative to the base of the procedure
and the offset relative to the base of the segment.

3.17 RUN_COBOL

Run cobol is a Multics command that indirectly supports debugging by allowi ng
the user to retain data associated wi th the programs in a COBOL run unit after
a STOP RUN statement is executed in a COBOL object program.

3.17.1 Program State Information Supplied

Run_cobol allows the user~to preserve name-space values for debugging purposes .

3.17.2 Abstract Machine Representation Supported

Run_cobol is a compiler-level tool for programs wri tten in COBOL and for
programs produced by any compiler that provides a meanin gful interface with
COBOL programs (e.g., PL/I and FORTRAN).

3.17.3 Methodology Processes Supported

This tool supports the use of other debugging tools--duri ng the veri fication/
duplication , local ization , and symptom accumulati on processes. -

3.17.4 CapabilitIes and Usability Features

Run_cobol provides the followi ng capabilities and features:

• Allo ws user to set one or more of the eight COBOL defined “external
swi tches ” .
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• Allows user to handle the si gna l caused by the execution of a STOP
RUN statement himself using other Multics commands.

3.18 STOP_COBOL_RUN

Stop_cobol_run is a Multi cs command that indirectly supports debugging by
allowing the user to retain data associated with the programs in a COBOL
run unit after termination of the current run unit.

3.18.1 Program State Information Supplied

Stop_cobol_run allo ws the user to preserve name-space values for debugging
purposes .

3.18.2 Abstract Machi ne Representation Supported

Stop obol run is a compiler-level tool for programs written in COBOL and
— for programs produced by any compiler that provides a meaningful interface

wi th COBOL programs (e.g., PL/I and FORTRAN).

3.18.3 Methodology Processes Suppo rted

Thi s tool supports the use of~other debugging tools during the veri fication!
duplication , l ocal ization , and symptom accumulation processes.

3.18.4 Capabilit y and Usability Features 
-

Stop_co bol _run has the following capabilities and features:

- • Al lows user to retain the value of all data referenced in the run
unit in its last used state .

3.19 IRACE

Trace is a Mul-tics command that lets the user monitor all calls to a specifi ed
se t of ex ternal p roce dures.

3.1 9.1 Program State Information Supplied

Trace provides some information about traversed paths , name-space va l ue
setting , simu l taneous events , and timing.

3.19.2 Abstract Machine Representation Supported

Trace is primarily a basic computer level tool for external procedures corn-
• piled by the Multics PL/I or FORTRAN compiler.

3.19.3 Methodology Processes Supported

Trace supports the localization and symptom accumulation processes by tracing
program flow in terms of procedu re invocation and by printing the values of
the procedure’s arguments. It can also support these processes and the
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hypothesis test process when the problem being debugged involves timi ng by
indicating the amount of time spent in each procedure as a result of varying
inputs and changing the program code. 

-

3.19.4 Capabilities and Usability Features

This tool allows the user to request the followi ng:

• Printout of the arguments on procedure entry, ex i t , or both .

• Stop at procedure entry, exit , or bo th .

• Control the frequency with which messages are printed.

• Execute a Multic s command line at procedure entry, exit , or both .

• Meter the time spent in the various procedures being monitored.

• Watch the contents of a set of memory cells and print the values of
those cells when a value is changed (values are checked at every
entry to and exit from every traced procedure).

3.20 TRACE_STAC K

Trace _stack is a Mult ics coninand that prints a detailed explanation of the
current process ’ stack history . printing the most recent entry first.

3.20.1 Program State Information Supplied

Trace stack supplies information about symptom locality and a limi ted amount
of information about traversed paths , name—space value setting , and simu l-
taneous events .

3.20.2 Abstract Machine Representation Supported

Trace_stack is primarily an operating system leve l tool . It does attempt to
locate and print the last source line associated wi th the last instruction
executed in each procedure but to do this , it requfres that the program being
debugged be compiled using the “table ” option .

3.20.3 Methodology Processes Supported

Trace _stack supports the localization and symptom accumulation processes by
i dentifying the address at which a fau i t/error occurred and the sequence of
procedure calls that led to that address.

3.20.4 Capabilities and Usabil ity Features

This command is most useful after a faul t or other error condition . It has
• the following capabilities and features:
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• For each stack frame , prints all availabl e info rmation about the
procedure which established the frame including, if possibl e , the
text of the source statement last executed , the arguments to that
(the owning) procedure , ana the condition handlers established.

• Prints the machine registers at the time of the fault , an ex p lana ti on
of the fault , and the text of the source line in which it occurred ,
if possible.

3.21 URL/URA

URL/URA , and its associated utility programs (dump, restore, pr23 , data-base—
statistics , usage-monitor-user , usage-monitor-command and speci fication-
generator)* form a requirements analysis support and speci fication generation
subsystem operating under control of the Multics operating system, which
supports integrati on-level debugging , both directly and indirectly.

URL/URA is also known as CADSAT** (Computer-Aided Design and Specificati on
Analysis Tool). URL , which stands for User Requirements Language , is a
HOL-like l anguage which can be used to descri be a computer programming system
and its i nterrelationships . URA , which stands for User Requirements Analyzer ,
is a programming system which checks the syntax of the URL statements, calls
a data base management system to enter the statements in a data base, and
produces reports about that data base which analyzes it for consistency and
completeness , and which provide information about functional interrelationships .
The associated utility programs provide data-base upkeep capabilities and
generalized specification generation capabiliti es .

The CADSAT system , unlike most other systems described in this document, is
not, by i tself a debugging tool. That is , it does not display details of the
software’s operations before, during and/or after the occurrence of an error.
it is , rather , what mi ght be called an indirect debugging tool . If the
software development methodology used include extensive use of URL/URA to
produce specifications and aid in requirements and design analysis , then the
benefi ts to the debugging analyst noted in Section 3.21.3 bel ow will be
attained.

* Version 3.3 of URL/URA is descri bed. 
-

** These two terms will be used interchangably except that URL/tJRA will always
be used when referring to the programs as programs.
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3.21.1 Program State Information Supplied

None .

3.21.2 Abstract Machine Representation Supported

Not applicable.

3.21.3 Methodology Processes Supported

URL/URA supports the following processes in the debugging methodology :

• Localization : By providing applica-tion software description informa-
tion In a conven ient manne r , URL/URA aids the debugging analyst in
isolating the reported error. The analyst must go through a orocess
-In which he, by analyzing the symptoms of the reported error, mus t
determine its source. URL/URA provides him not only wi th information
about the specified requirement that is being violated , but also wi th
information which aids him in tracing that requi rement through design
to the module or modules that may be operating incorrectly.

• Execution Analysis: In this process, the analyst makes a series of
assertions about the operations of the program. If URL/URA is used
only to produce a Requirements Specificati on , it aids indirectly in
this process by providing information about the function the program
is to perform. If it is also used to support the Design Speci fica-
tion process , it can help to provide direct information about the
assertions to be made.

• Hypothesis Test: URL/URA aids in hypothesis testing by providing ready
access to and traceability among the Application Program System
Descriptions .

3.21 .4 Capabilities and Usabilit y Features

CADSAT is a stand-alone system which need not even be run on the same computer
as the system under development in order to provide usefu l information . Its
operation, therefore, has no effect on the object program.
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4. SEL TOOLS

The S~... (Systems Engineering Laboratories) 85/86 Real Time Mon i tor is a disc-
oriented system whi ch supports the execution of multiple programs under a
sixty-four level software priority system. Thi s multiprogra mming environment
supports concurrent execution of multi-fo reground programs along with one
background (batch) job.

The reader is advised that the SEL 85/86 system is a forerunner of the SEL 32
series of systems and all of the debugging tools described in the following
sections; except DEBUGGER , FDP (FORTRAN Debug), LIST , and TIME , are avai lab le
as both the SEL 85/86 and the SEL 32 systems. DEBUGGER , FDP (FORTRAN Debug),
LIST , and TIME are available only on the SEL 85/86 system.

With respect to debugging , the SEL system offers capabilities which allow
for vari ous dumps, traces, comparisons , maps , symbol tables , and selec ted
location outputs . The specific tools which provide these capabilities are
briefly described in the followi ng sections. The tools are described wi th
reference to the information requirements and steps of the debugging process
model presented in Volume I, Sec tions 2 and 3, of this debugging study. it
-is emphasized that no attempt has been made to instruct the reader about the
specifi cs of actually using the SEL system and its various debugging tools.
To obtain these instructions , the reader is referred to the SEL Reference
Manuals.

Table 4-1 presents a summary of the program state information provided by
SEL tools and the l evel of abstract machine at which the information is
represented. Table 4-2 presents the correspondence between the generi c tools
described In Appendix A of Volume I and the specific SEL tools.
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Table 4-2. Correspondence to Generic Tool Descriptions

Vol . I Vol . II
Generic Tool Reference SEL Tool Reference

Post-Mortem A. l COREDUMP 4.2
Dumps DEBUG 4.3

DUMP 4.5
EXAMINE 4.6

Snapshot A .2 DEBUG 4•3

Dumps DEBUGGER 4.4
DUMP - 

4.5
SNAP 4.15

Breakpoint/ A .3 DEBUG 4•3
Trap Dumps DEBUGGER 4.4

FDT 4.7

& Programmed- A.4 FORTRAN Compiler 4,9
In Dtimps

Mon itor A .5 COREDUMP 4.2
Dumps DEBUG 4.3

DEBUGGER 4.4
DUMP 4.5
SNAP 4.15

Auxil liary A.6 LIST 4.9
Media Conversion Processor 4.12

Dumps

Dynamic A.7 DEBUG- 4.3
Internal FOP 4 7Traces

Recorded A.8 ---
Traces

- 
• 
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Table 4-2. Correspondence to Generic Tool Descriptions (Cont’d)

Vol . I Vol . II
Generic Tool Reference SEL Tool Reference

Monitor A .9
Traces

Set-Use A. lO MACRO Assembler 4 11
Matrix/
Cross
Reference
Analysis
Tool

Hardware A .ll
Monitors

Monitor A .12
Computers

Computer A .13
Emulators

Computer A .14
Slmul rs 

-

Graphic A.l5
Output

Software A.16 DEBUGGER 4.4
Breakpoint!
Traps

Hardware A .17
Breakpoints

Reversible A.18
Execution!
Backtracking

Interactive A .19 DEBUGGER 4.4
Modification EXAMINE 4.6Tools

FOP 4.7

I
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Table 4-2. Correspondence to Generic Tool Descriptions (Cont’d)

Vol . I Vol . II
Generic Tool Reference SEL Tool Reference

Recompilatlon/ A.20 DEBUG 4.3
Correction DEBUGGER 4.4

FILL 4.8
MACRO Assembier 4.11
MODIFY 4.13
~ORTRAN Compiler 4.9

= ~
‘ Hardware A.21

Modification
Tools

Program A.22 FDP 4.7
Execution-
Oriented
Recording/
Reduction

Input/Output A.23 -—- —— -S Oriented
Recording!
Reduction

Test Input A.24 LIST 4.9
Li st Tools Media Conversion Processor 4.12

Comparator A.25 Media Conversion Processor 4.12
Tools SEARCH 4.14

Problem A.26 --- ---
Status
Reporters

System Status A .27 Cataloger 4.1
Summary Tools TIME 4.16

Checkpoint A .28 --- -—-
Tools

~~~~ 
-

~~~~~~~~~~~
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4.1 CATALOGER

The SEL Cataloger , which creates load modules from programs In object code
format, supports debugging by producing a module map and an optional symbol
table listing . The module map provi des the correspondence between the
compiler- or assembler-level source program and the basic computer l evel
object program and helps the user Interface with basic computer level
debugging tools. The symbol table i dentifies the external symbols referenced
by each module.

4.1.1 Program State Information Supplied

The Cataloger supplies some s’atic information about traversed paths , name—
space value setting, and space allocation.

4.1.2 Abstract Machine Representation Supported

Compiler/assembler—level information is given by the modul e map and the
symbol table.

4.1.3 Methodology Processes Supported

The symbol table supports the localization process by identifying where
external symbols are referenced. The module map support the use of basic
computer level debugging tools during various processes.

4.1.4 Capabilities and Usability Features

The symbol table output by the cataloger is in a format similar to object
records output by the assembler.

4.2 COREDUMP

COREDUMP Is a stand-alone SEL program whose function Is to dump contents of
specified memory locations. This program Is part of the SEL User ’s Group
Software Library .

4.2.1- Program State Information Supplied

COREDUMP provides name—space va l ues information .

4.2.2 Abstract Machine Representation Supported

COREDUMP is a basic computer level debugging tool .

4.2.3 Methodology Processes Supported

COREDUMP supports the localization and symptom accumulation processess by
allowing the user to determine the value of variables used in the program
being debugged.
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4.2.4 Capabilities and Usability Features

COREDUMP outputs the specified memory locations in hexadecimal .

4.3 DEBUG

DEBUG is a SEL background (i.e., batch) processor that allows the user to
obtain memory dumps , insert snapshot dumps , Insert breakpoints , modify the
contents of registers or memory , fill portions of memory with a specified
value , and trace program execution.

4.3.1 Program State Information Suppli ed

DEBUG can provide information about traversed paths , symptom locality , name-
space value setting , external system status , simul taneous events, and space
alloca ti on.

4.3.2 Abstract Machine Representation Supported

DEBUG is a basic computer level tool requiring that memory locations and
values be specified in hexadecimal and producing output in hexadecimal.

4.3.3 Methodology Processes Supported

DEBUG supports the verification/duplication process by allowing the user to
examine the replicated program state. it supports the localization and
symptom accumulation processes by al lowing the user to trace program
execution and to examine name-space value setting before, during , and after
program execution . DEBUG supports th~ hypothesis test process by allowingthe user to temporari ly patch program instructions and data values and to
observe effect on program executi on.

4.3.4 Capabilitie s and Usability Features

DEBUG provides the user with the following capabilities and features:

• Dumps user ’s program status word, general purpose registers,
and specifi ed core locati ons .

• Fills all memory locations between, and including, speci fied
limits with a specified value .

• Modifies one or more general purpose registers or memory locations =
with specified value(s).

• Performs snapshot dumps at specified locati ons, dumpi ng one or
more locations .

• Stops program execution at a specified address and processes user1 directi~es.
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• Resumes program executi on after a stop

- - • Traces program exacutlon, providing a comprehensive listing of
all activity occurring wi thin the portion of the program being
traced.

4.4 DEBUGGER

The DEBUGGER program is part of the SEL User’s Group Software Library .
This processor or subroutine gives the user control of his program and
allows the user to examine and/or change memory and register contents, set
snapshot requests wi th multiple dump ranges and execution count, Insert
breakpoints, continue program execution after a breakpoint, and make
conditi onal DEBUGGER requests.

4.4.1 Program State Information Supplied

DEBUGGER gives name-space va lues information and can be used to get informa-
tion abou t traversed paths. The conditional request can also be used to Jve
information about traversed paths.

4.4.2 Abstract Machine Representation Supported

The DEBUGGER program is a basic computer level debugging tool .

4.4.3 Methodoloqy Processes Supported

DEBUGGER supports the veri fication/dupl ication process by allowing the user
to replicate a previous program state (provided data from the previous
program state has been retained) and verify that It was properly replicated .
It supports the l ocalization and symptom accumul ation processes by allowi ng
the user to determine the values of the variables used and to observe the
path a certain set of input data takes. It supports the hypothesis test
process by allowing the user to make temporary program patches and observe
the results.

4.4.4 Capab Ilities and Usability Features

The DEBUGGER program has the followi ng capabilitie s :

• Address request defines the upper and lower memory limits of the
user program in core.

• Current user base can be changed.

• Va lues in memories and reg~sters can be changed.

• Brea kpoints can be set and execut ion continued.

• Dumps may be requested .

• Conditiona l commands may be given.
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4.5 DUMP

DUMP is a SEL input command whose function is to output the contents of
specifi ed memory locations . The output is in side-by-side ASCII—coded hexi-
decimal wi th ASCII format. DUMP can also output a dump upon a program abort.

4.5.1 Program State Information Supplied

DUMP provides name-space va l ue setting information .

4.5.2 Abstract Machine Representation Supported

DUMP is a basic computer level debugging tool .

4.5.3 Methodology Processes Supported

DUMP supports the localization and symptom accumulation process by enabling
the user to examine the contents of specified word locatioqs.

4.5.4 Capabilities and Usabil ity Features

DUMP has the following features:

• Dumps memory locations specified by starting and ending
addresses.

• Can be requested to dump the program if it is aborted.

4.6 EXAMINE

EXAMINE is a SEL input command whose function is to output the contents of
specified memory words.

4.6.1 Program State Information Supplied

EXAMINE gives name-space values information.

4.6.2 Abstract Machine Reoresentation Supported

EXAMINE Is a basic computer l evel debugging tool utilizing hexadecimal
i nput and output.

4.6.3 Methodol ogy Processes Supported

EXAMINE supports the localization and symptom accumulation processes by
enabl i ng the user to inspect the contents of selected memory words.

4.6.4 Capabilities and Usability Features

EXAMINE displays the hexidecima l contents of a specified word when its
hexadecimal word address is given .
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4.7 FDP (FORTRAN Debug)

FOP Is a program in the SEL User’s Group Software Library which provides a
complete or sel ective tr ace of FORTRAN programs . The trace -Is output at
run time via logical stream.

4.7.1 Program State Information Supplied

FPD provides information about traversed paths and name-space values .

4.7.2 Abstract Machine Representation Supported

FOP is a compiler-level debugging tool for programs written in FORTRAN.

4.7.3 Methodology Processes Supported

FOP supports the localization and symptom accumulation processes by allowing
the user to observe the paths taken by some or all of the vari ables used in
the program being debugged.

4.7.4 Capabilities and Usability Features

FOP has the followi ng features:

• At run time , tracing can be sel ectively started and stopped at
locations within the program.

• Selec ted variables may be omitted or Included in the trace.

• Cai~iiands may be Inserted at run time.

4.8 FILL

FILL Is a SEL input command whi ch puts a specified -value into a selected
area of memory.

4.8.1 Program State Information Supplied

FILL can provide some name—space values information.

4 .8.2 Abstract Machine Representation Supported

FILL as a basic computer level debugging tool .

4.8.3 Methodology Processes Supported

FILL can support the veri fi cation/duplication process by enabling the
user to replicate a previous program state provided data from the previous
program state has been retained . It can support the localization process
when debugging problems such as occur when a value Is used before it is
set or when an Inval id memory reference Is made .
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4.8.4 Capabilities and Usability Features

A ll arguments to the FILL command must be given In hexidecimal. The FILL
command response is a line feed.

4.9 FORTRAN IV COMPILER

The SEL FORTRAN IV Compiler consists of an Initiali zation routine and three
overlay segments. The functions of the overlay segments are syntactical and
expression analysis , code optimization and generation , and output of binary
text and chaining of externals. The FORTRAN IV Compiler supports debugging
by allowing for programed-in dumps.

4.9.1 Program State Information Suppl i ed

This tool provides information abot t name-space values .

4.9.2 Abstract Machine Representation Supported

The FORTRAN IV Compiler is a compiler-level debugging tool .

4.9.3 Methodology Processes Supported

The FORTRAN IV Compiler supports the veri fication/duplication process by
allow ing the user to duplicate a previous program state if data f.rom the
previous program state has been retained. The localization and symptom
accumulation processes are also supported by enabl i ng the user to
examine dumps and thus determine the values of the various variables used
in the program being debugged.

4.9.4 Capabilities and Usability Features

The FORTRAN IV Compiler allows for programmed-in dumps.

4.10 LIST

LIST is a SEL routine which lists any blocked or unblocked file on disc to
the line printer. This function can be used for debugging by- allowing the
debugging analyst to examine the contents of certain files .

4.10.1 Program State Information Supplied
I

LIST gi ves information about name-space values .

4.10.2 Abstract Machine Representation Supported

LIST is a basic computer level debugging tool .

4.10.3 Methodology Processes Supported
— LIST supports the l ocalization and symptom accumulation processes by allowing

the user to Inspect the contents of selected files and thus determine the
va l ues of the vari ables used or produced In the program being debugged.
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4.10.4 Capabilities and Usability Features

LIST has the following features :

• LIST will print blocked fi l es until EOF is reached.

• Since unblocked files have no EOF , LIST will continue to print
the entire contents of the file. An ABORT LIST command will
suppress the printing of undesired material .

4.11 MACRO ASSEMBLER

The SEL MACRO Assembler has an option that produces a cross reference table
which supports debugging.

4.11.1 ~~ gram State Information Supplied

The cross reference listing provides static information about traversed
paths, symptom locality , and name-space values .

4.11.2 Abstract Machine Representation Supported

The cross reference listing supplies assembler-level info rmation .

4.11.3 Methodoloqy Processes Supported

The cross reference listing supports the localization process by indi cating
the usage of all symbols defined in the program.

4.11.4 Capabilities and Usability Features
Undetermined.

4.12 MEDIA CONVERSION PROCESSOR

The SEL Media Conversion Processor, which operates as a system processor
under the Real-Time Monitor , has two options that support debugging :

• VERI FY

• DUMP

The VERIFY option compares two fi l es on a record-by-record basis. The DUMP
option outputs the contents of a file in ASCII-coded hexadecimal .

4.12.1 Program State Information Supplied

Both the VERI FY and DUMP can provide Information about name-space values
and external system status that are file resident .

4.12.2 Abstract Machine Representation Supported

The Media Conversion Processor Is a basic computer level debugging tool .
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4.12.3 Methodology Processes Supported

VERIFY and DUMP support the localization and symptom accumulation processes
by enabling the user to examine the contents of speci fied files .

4.12.4 Capabilities and Usability Features

This tool has the following features:

• VERI FY compares, record by record , one file wi th another with
this activity terminating whenever an end-of-file is encountered
on either file. Record numbers which do not compare are printed .

• DUMP produces an ASCII-coded hexadecimal dump of the requested file.

4.13 MODIFY

MODIFY is a SEL input command which allows any selected core memory word to
be reset by the specified value under contro l of the specified mask.

4.13.1 Program State Information Supol i ed

None.

4.13.2 Abstract Machine Representation Supported-

MODIFY Is a basic computer leve l debugging tool .

4.13.3 Methodology Processes Supported

MODIFY supports the veri fication/duplicati on process by enabling the user
to chaiige the contents of selected core memory words. It also supports the
hypothesis test process by allowing the user to make temporary patches to
the program.

4.13.4 Capabilities and Usability Features

All arguments of the MODIFY coninand must be given in hexidecimal .

4.14 SEARCH

SEARCH is a SEL input command whi ch causes core memory to be searched wi thin
specified addresses for a speci fied value under control of a speci fied mask.
A logical HAND11 is performed between the memory word and mask word and this
result is compared to the value . If equality holds , the memory address and
contents are printed .

4.14.1 Program State Information Supplied

SEARCH gives name-space va l ues informati on .

4.14.2 Abstract Machine Representati on Supported

SEARCH Is a basic computer leve l debugging tool .
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4.14.3 Methodology Processes SuDported

SEARCH supports the localization and symptom accumulation proc.~sses by allowi ng
the user to search portions of core ñiemory for selected value contents.

4.14.4 Capabilities and Usability Features

SEARCH has the following features:

• All SEARCH arguments (i.e., starting address , ending add ress,
compari son val ues, and word mask) must be given in hexidecimal .

• The SEARCH response is in hexadecimal .

4. 15 SNAP

SNAP is a SEL input coninand whose functi on is to dump the contents of sped-
fled blocks of word locations . The output Is in hexidecimal .

4.15 .1 Program State Information Supplied

SNAP provides information about name—space value settings.

4.15 .2 Abstract Machine Representation Supported

SNAP is a basic computer level debugging tool .

4.15.3 Methodology Processes Supported

SNAP supports the localization and symptom accumulation processes by allowi ng
th. user to inspect the contents of selected locations .
4.15.4 CapabilIties and Usability Features

SNAP outputs , in hexidecima l, the contents of locations between two specified
addresses .

4.16 TIME

TIME is a SEL User’s Group Library program that provides timi ng Information
for job steps. The user receives the current system time which is recorded.
by the interrupt counter.

4.16.1 Program State Information Supplied

TIME gives timi ng information .

4.16.2 Abstract Machine Representation Supported

TIME is an operating system debugging tool.
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4.16.3 Methodology Processes Supported

TIME supports the localization and symptom accumulation processes by letting
the user observe the tIme i nvolved in the execution of selected job steps
or of se l ected groups of job steps.

4.16.4 CapabilIties and Usability Features

The TIME program can be called by Operator Co,iununications or by the appro-
priate control cards inserted within a progr~n.

(
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APPENDIX A: A DEBUGGING PROCESS MODEL

The debugg i ng process moael defined in Volume , Sect-i on 3. is reoeatec he-e
to make Volume It a self-conta i ned vo l ume . j
3. THE ~~BUGGP~4G ‘IEThODOLOGY

This sec t~cn aesc~
r bes a methodology to be ‘cl~ owed 0’- ~e~ugc in c s : ~a-e

errors in integra t1on-~evel testing/debugging. Orov lOes a ;ener’: ~~~~ -

scr~~t1o n of the ac: ,vities requ - rea of a oebugg ing ana~yst ‘or ~sc~~ :’rc
and reso lving an observed software error. The oebugg~ng rnetnc oo ;ocv :resentecis based upon a structured anø disc ip lined aporoach to so twa re oe’.-e~~~ien:.Two necessary components of th is approach whic h must ex ist for tie oeou ’iç
methodology to be appl icable are :

• Existence of the following informat ion components:

- Appli cation system descrictions .

- Abstract nacnine descriptions.

- Run—time information reflecting actua l orogram oer or~iance .

• ~ hierarchica ll y designed software system in wri~ cn s~ nç le ~~~~~~~~~~
ali ty has been allocated to program components tha t , ‘-n a ction .
interact with each other in a wei l-oefined manner , an~ :ne atio r
of one component does not depend upon the inter nal s:ruct~re of
another component for its correct performance.

Section 3.1 presents an overview of integrat ion-level testinc ~n order to
provide the context in which debugging,as indicatec ~y tne metrc co locy. ~~~~~~pla ce . Section 3.2 oresents an overv i ew of the fl ow of formation ,.
the debugging process. It is presented to clar i ty the iflfo~Ta:ion ~-e~~a : ’ :r -
snips . The debugging methodology is presented in Section 3.2 o~ ~ a v  o~process model . This mode l defi nes a sequence of activ~:~es t o :~ ‘-~o~--”e~dur ing each instance of debugging.

3.1 OVERV IEW OF INl~EGRA~ION-L~VEL TESTING

The integration testing described in thi s report ‘so ~~t o f  co~~o -~~:er ~~~granining test and evaLation ( C P T & E ) .  ~~igure 2-2 ~eoic:s the ~~~~Devel ooment Phase relationsh ios wi th integration test~n g - oe~ugci ”-;. .
tests are tests conducted pri or to ana in parall el with ore i ’mina r~ orqual i fication tests. CPT&E tests are oriented t O Su000rt t ie .ies ’ .~r 3ri c

development process and the forma l acceotance test ing --orelim~na~ - ~~~~~~~~~~~~~~ ‘ •

cation tests ~PQTs) and for~nal qual ifi ca ti on on tests ~~~~~ ~s ~sec
context of this report , CPT&E testing ~nc l udes , ~‘rs t , ~cou~ e-~ eve ’ tes:~r
and second , integrat ion-level testing. Whereas moou ’e-lev el tes:’nç •~e~~~sto the testing app lied to a orogram comoonen: on a ;tanc-alc~e oas’ s .integration -level testing is testing app lie d to rnu ’ ’o~e oroc r~ rr oor :oner:~~.
Integration -level tes:~ng may refer to comoinin ; su~-~io~ul es 0 a
orogram component ~ 2C’,. or PCs ~~~ CPCs, oeoen~i~z -_‘oo” :~e oe~~~~~orand use of these terms by t~e ~evelooment contractor . tne , ‘ ‘ - ~ :‘-o~-lev el test ing, as referred to in zrn s report , im p l i es :~- at :‘e :—oo~~rponents (i .e. • modu les and/or C’Cs) are com~ inec an~ tested on a~’ ~‘ — e ~ e’ -

~ 3~basis. :ncremen ta l ~ntegrati on testing focuses on:
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• A sequential integration of functionall y-related program components.

• Using outputs of one program component as inputs to the next.

• Verify ing that the combined program components operate as designed
and according to performance requirements.

• A planned and documented testing procedure which defines the
relationship oetween inputs and required results.

The organizea management of testing and debugging requires that a document
such as a software discrepancy report be used to aid in controlling detection
and resolution of the error. This documentation of software errors is
essential when the testing responsibility is separate from the debugging
responsibility . The software discrepancy report links the description of
the observed error wi th an identification of the test confi guration which
together define the test environment which demonstrated the problem. (The
software discrepancy report is described in Section 2.3.1.) The test
configuration includes all that information which identifies the test cases
and abstract machine , (i.e., hardware/software components) used during the
test run . Status of the test configuration is necessary for problem dup-
lication and resolution . (Section 3.4.3 of Vo l ume III of this study discusses
techniques for reconstructing the test configuration.)

Testing methodology is described in more detail in Section 3.1.7 of Volume III
of this study . In addi tion , test plans and procedures are descri bed in
Sections 2.1.1 and 2.1.3 of this volume .

3.2 OVERVIEW OF THE INFORMATION FLOW

The methodology for software debugging is primarily based on the identifica-
tion and use of the various structures of info rmation needed to debug a
software error. While the debugging process model attempts to offer a
plausibl e view of the types of human thought activities needed in isolating
and resolving a software error, it presents a rather primitive view of these
activities . The information components upon which the analyst bases the
problem solving activities are not primitive in nature , however , and are
i dentified in relationship to the human thought activities. These informa-
d o n components) while generi c in nature , must exist in one form or another
for each particular system undergoi ng integration testing/debugging .
Figure 3-1 , Debugging Process/information Components presents a detailed
view of the flow of information (data) wi thin the model . Figure 3-2 presents
a simplified view of only the information components, and the manner in which
they depend upon eactv other for tneir existence.

Existing before each instance of debugging are management information , the
descriptions of the appl i cation software, abstract machines , and run-time
information , spec i fi cally the software discrepancy report. These are all
non-deri ved components of the debugging methodo l ogy , i.e ., they are established
during the software system life cycle before the need for debugging arises.
During each instance of debugg ing, other information components are either
derived by processes of the model which invol ve human understanding , or by
use of software/hardware tools which collec t and display in formation .
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These derived information structures include run-time info rmation , logical
scope , assertions , hypothesis , and error cause. These info rmation structures
are briefl y discussed bel ow.

Probably the ,single most important body of information in the mode l is the
run- time info rmation . Although the debugging process is occasiona lly brought
to successful termi nation by means of intellectua l comprehension alone , it is
mo re co nr~on for the analyst to require a body of data representing program
execution at specific points in the computational history against which to
test his intellectua l comprehension. Run-time information compri ses an
information body which fu l fills this purpose. As noted in Section 2, it
consists. of two components: error symptoms and program state information .
It represents the accumulated body of information about the manner in which
the target system reacts to ~s environment in terms of its external input
and output interfaces . It is often necessary , while debuggi ng a problem ,
to elicit system responses to a wider range of environmenta l parameters than
were present when the problem was originall y described. Run-time information ,
then , provides insight into the internal state of a program in the presence
of a given external e~wironment.

Run-time information is given in terms of values of program variables , his-
torical sequences of program operations , and detailed information about the
state of the abstract mach ine (i.e., operating system tables , storage maps ,
etc.) The two components of run-time i n-formation (i .e., error symptoms ,
program state information ) are of different natures , and require different
tools and techniques for their collection . Each is needed to suppo rt the
creation of other bodies of information deri ved during the debugging process.
The importance of run-time information is demonstrated by the fact that all
other deri ved information components of the model depend upon it , as shown
in Figure 3-2. (A usefu l adjunct to the debugging methodology would be an
analysis of error symptoms and error causes in relationship to the concepts
developed in this study . For example , more guidance could be given as to
which information component should be examined at what time in relation to
a set of recognizable error symptoms. This type of guidance might narrow
the invest-igation for the bug , but it requ i res error data collection
associated with hierarchical software development to be effective.)

Another significant info rmation component used in the debugging mode l is the
logica l scope . Stated formally, t~e logical scope is the current node (i .e.,
a named functiona l component), in the hiera rchica l tree of abstract mach ines
which implement a system , that is being investigated to determine its
correctness according to specifications. Stated less formall y, the l og i cal
scope represents tha t area of the software system which is currently being
debugged in the process of back-tracking the computational history of the
software to determine the anomalous condition . It may be defined by a quick
flash of insight or a detailed analysis of all available information structures .
In ei ther case , the end result of an iteration of logical scope definitions
is the isolati on , or location , of the software error. Definition of logical

• scope depends upon the anal yst’s correct understandi ng of application system ,
its externa l interfaces with the abstract machine , the reported software
performance and the resulting error. It also depends upon run-time info rma-
tion to provide insight into the manner of how a software design and source
.code Implementation is fl awed so as to produce results different than those
required .
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Two important concepts are associated with establishing the software
boundaries represented by the logical scope. The fi rst~concept is that of —

definition of log ical scope. This implies that the analyst- is looking for
the program component assigned to implement a specific functional area, as
specified by a des i gn , which demonstrated performance different from
specified. Once the analyst has associated the earliest occurring software
error with a functional component , the analyst refines the logical scope.
This second concept , refinement of logical scope, implies that the analyst
must examine the source code of the highest level program component and/or
its interfaces wi th the abstract machine , or any program component in the
hierarchy which assists it in performance of the functional capability
until he has located the offending or missing construct(s).

The third dcri ved information component is the set of assertions associated
with a logical scope. On a global scale , these assertions represent the
assumptions that lie behind the implementati on of a design for a functional
capability . On a more detailed leve l they are the values of a program ’s
name space in a given point in time in response to a given set of input
conditions. There are three types of -assertions : (1) Entry assertions
are those va l ues of global data and input parameters which represent the
assijnptions a component makes about its environment when it is invoked .
(2) Exit assertions are those va l ues of data set by the module in the
implementation of a given functi on at its termination point. (3) An
intermediate assertion is an entry or exit assertion about the behavior
of a component ’s sub-components .

The next information component, the hypothesis , is based on the assertions .
The analyst formulates assertions in reference to a specifi c logical
scope and tests their validity by comparison wi th run-time info rmation .
When the compari son of asserted values with actua l va l ues fails, the analyst
has invalidated assertions for program va l ues, provided by assertions , and
actual program va l ues , as indicated by run-time information . The hypothesis
can attribute the discrepancy to any one or more of the existing informa-
tion components : the appl i cation system description , the abstract machine
description , the reported system performance , or the analyst ’s assertions .
The creation of the hypothesis is an entirely intellectual process but ,
as modeled in this study , the hypothesis is based upon a discrepancy in the
comparison of ~‘alues asserted to hold true with information reflecting
actua l program performance.

The fi nal derived information component is the error cause itself. This is
implied by a hypothesis which has proven to be correct in light of the
tests made on it by the analyst. It is the valid hypothesis , then which
points to the resolution of the observed error. The manner in which the
debugging methodology produces and uses the information components of the
development process to isolate and resolve a software error is presented
in the following section .
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3.3 THE DEBUGGING PROCESS MODEL

This section presents the activit ies a debugging analys t must perform
in isolating and resolving a software error. Many of these activities
are intellectual activities which are highly individua listic in nature .
The purpose of the debugging process model is to identify and suggest
a sequence of debugging activities which may better organize the usual
ad hoc approach taken in integration-leve l software debugging. Many
debugging activities in the process model are actually not distinct
steps since they are intellectual activities and nay be performed
almost intuitive ly and/or instantaneously. Further, the p rocess mo del
does not mean to suggest that the debugging methodology which it
presents will necessarily solve all debugging problems . Lastly,
the debugging process should be considered iterative in nature , some
processes requiring computer usage and , perhaps, days in time , other
process iterations occurri ng in seconds, or mi l li secon ds.

The debugging methodology is presented by way of a directed graph
depi cted in Fi gure 3—3. A directed graph is a set of nodes
( represented as named “places ”) and a set of edges connecting those
nodes (represented as arrows connecting nodes). The nodes of the
directed graph are the activities required in debugging; the edges
represent the possible alternatives that exist in selecting debugging
activities. The debugging model describes the function of each activity ,
its particular use of the information requi rements, its relationship
to other activities , and a generic list of tools which can be used to
augment or produce information components. (These tools are described
in more detail in Appendix A.) Al so included in the description of
debugging activities are the assumptions made for each~activity andthe probable sources for errors or problems.
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3.3.1 Verif Ication/Duplication

Verification/duplication is the first process in the debugging methodology .
It is initiated on receipt of a software discrepancy report (SDR), identif y-
ing a program behavior that differs from what was expected . During the
veri fication/dupl i cation process , the analyst attempts to establish that there
is . indeed , an error and that the dnomalous behavior is attributable to the
software rather than to a human/machine error such as an incorrect hardware!
software configuration , an invalid expectation of program behavior , an erron-
eous interpretation of required inputs or outputs , etc. It may not be
possible , at this point in the debugging process , to establish conclusivel y
that all problems are caused by software failure . Other factors , such as
machine failures , are isolated in the same manner as software errors .

To verify th3t there is a software error , the analyst needs valid information
about the hardwere/software confi guration , test inputs , program behavior ,
and program state information at the initiation of the software ’s operation
and at the time the problem occurred. If all the required information is
not supplied with the SDR , or if the analyst has reason to suspect the SDR~saccuracy, he obtains the necessary information by contacting the person who
reported the problem and by duplicating the test run in which the problem
occurred . In duplicating the problem , the analyst must be carefu l to dupli-

= cate the exact conditions (to the extent possible) which caused the anomalous
behavior , without introducing debugging tools which were not present in the
original run since introducing them may alter the program ’s behavior . If ,
however, after duplicating the problem , the analyst finds he has inadequate
in formation , he may then rerun the test and include the necessary tools.

The analyst may or may not be successfu l in duplicating the problem . Failure
to duplicate the problem may be due to insufficient or incorrect information
about the hardware/software configuration , test inputs , or program state , or
to an i ntermi ttent hardware/software failure . If duplication of the anomalous
behavior is not possible within resource constraints , a management decision
is required to resolve the problem . (See Section 3.3.1.6.)

After obtaining the necessary information , the anal yst reviews it to ga i n an
understanding of the actua l program behavior evoked by the test inputs and
the initial program state . He then reviews the system desi gn and the require-
ments to gain an understanding of the required program behavior for the given
inputs and initial program state . Even with program behaviors that are
obviously in error (as, for exam p le , an infinite l oop), it is wise for the
analyst to determine the required program behavior as an aid to debugging
the anomalous condition.

Depending upon the nature of the cause of the error and the error symptoms
it generates , the anal yst may veri fy, after comparing the actua l and required
program behavior , that a discrepancy actually exists . its isolation and
resolution may require an in—depth ana l ysis or it may be an obvious logical
flaw which is readily isolated and easily repai red . This methodo l ogy is not
needed nor intended for the analysis and isolat ion of trivial software errors .
It ass umes that the majori ty of these types of errors have been removed
during module -level testing. If error symptoms are recognizable and easily
mapped to a faulty program component , many of the steps in the following
processes can be omitted. Therefore, after verifying that a discrepancy
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exists , the analyst proceeds to the next process in the debugging methodology ,
localization (See Section 3.3.2) .  Otherwise , he report s his findings m d  —

terminates the debugging process.

The steps tn the veri fication/duplication process are depicted tn Figure 3—4.
Ihe process is descri bed in greater detail In the subsections that follow .

3.3.1.1 Process Steps

The steps ~ the verification/duplication process are:

• Duplication. This step is optional and can be omitted if sufficient
valid information is supplied with the SDR. If additional information
must be collected , the ana lyst does the following :

- Reconstruct the operational status of the abstract machine by dupli-
cating both the hardware/software confi guration and the operationa l
status of the external interfaces at the time the error was
observed . The more complex the abstract machine ’s external inter-
faces , the more difficult it is to reconstruct the exact
confi guration.

- Reconstruct the operational status of the application software by
duplicating the exact software test configuration whi ch exhibited
the anomalous behavior.

— - Reconstruct the test envi ronment by dupl icating the test input
state and initia l conditions which evoked the reported error.

If the ana l yst is unable to duplicate the problem wi thin resource
constraints , the problem is resolved by a management decision .

• Understanding . The ana lyst acquires an understanding of the actual
program behavior by examining the information supplied by the SDR
or collected as a result of duplication . The ana lyst acquires an
unde rstanding of the required program behavior for the given inputs
and initial program state by examining the requirements and/or
design specification . The analyst acquires an understanding of the
abstract machine (i.e., hardware/software configuration ) used by
examining the supporting documentation . The level of understanding
gai ned should be conrtensurate with the level needed to veri fy that
a software error exists .

. Syinptom Accumulat ion. If all of the information requi red by the de-
btigging anal yst to veri fy the existence of a software error is not
supplied by the SOR , he may have to accumulate additiona l problem
symptoms and run-time info rmation . The analyst gathers error symptoms
by examining the program’s run-time external performance or behavior.
He gathers program state information at the initializat ion of the
run and after the occurrence of the error by the use of debugging
tools that do not perturb the program ’s behavior.
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• Verificat ion. The anal yst compares actua l and required program
b~havior to determine if a software error exists . If the anal yst —

finds there is , indeed , a software erro r , he proceeds to debug it.
If he finds the problem was caused by a human/machine error , he
reports his findings and terminates the debugging process. If he
is unable to make a decision as to the existence or cause of an
error due to ambiguities or errors in what constitutes required
program behavior , he seeks a management decision to resolve the
pro b 1 em.

3.3.1.2 Process Relationshi ps

The veri fication/du plicati on process relationshi ps are shown in Figure 3-4
This is the fi rst debugging process and is initiated on receipt of a soft-
ware discrepancy report , or equiva l ent. It has two successors : (1) the
localization process for the definition of logical scope , entered when a
software error has been verified to exist; and (2) the resolution/termination
process , entered when it has been determined that actual results are not
inconsistent with required results , or a management decision has been made
to shelve the SDR (perhaps because of resource constraints).

3.3.1.3 Process Information Requi rements

The fol l owing information components are used in the verification/duplication
process :

• Error Symptoms. That information which di rectly relates the observed
difference between actual and required software performance . It is
often an error message generated by the applica tion/operating system
software . However , as noted in Section 2.3.1 , it can also be
infinite loops , abnorma l termination , incorrect outputs , etc. It
is used to verify the existence of an error in the computational
history of the software under test.

• Program State Information. This information is available only i f i t
accompanied the SOR or was obtained when the error was dupli cated.
It is used to veri fy and better define the software error, especial ly
in terms-of the difference between required and actual behav ior , as
represented by intermediate or final values for program variables.
It may assist in identifying an inconsistency in the status of the
hardware/softwa re configuration , the status of simu l taneous process-
irtg , and space and timing allocations which could account for or
contri bute to the error-causing condition .

• Apolication System Descriptions , specifically the requirements , design
and source progt~am specifications . That info rmation relating to the
functional area(s) of the application software which spec i fy func-
tional/performance requi rements , design and implementation for the
software component(s) specificall y under test. This information
should be conta i ned on the SDR.* It is used to determine the required
performance of the software .

* This strongl y impli es an organized testing methodology which is based on
incremental integration testing. In add ition , test cases used are clearl y
i dentified and based on testing component functionality and interfaces , i f
not also on internal contro l structures .
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• Abstract Machine Descriptions. That information which descri bes the
external interfaces of the application software with the softw&re/
hardware confi guration components . It is used to understand the
functional components of the abstract machine.

• Management Data. That information which is assumed to exist in all
software development projects which have cost, performance and
schedule contractual constraints . It is used in deciding on the
action to take when this process has been unsuccessful in veri fying
and/or duplicating the software error.

3.3.1.4 Tool Usage

Veri fication of the software error may requi re dupl icat ing the con~itions
which caused its occurrence . This sometimes can be di fficult , if not nearly
impossible , task. Generally, if the origina l testing procedures are methodi-
ca l ly control led , the debugging anal yst will have a high degree of confidence
in the original SOR and -duplicating the software error is not necessary at
this point. However, if it is necessary to duplicate the error, there are
available , in a well-structured development environment , a number of tools
for aiding the reconstruction of the exact test case, and hardware/software
configuration including the data base and/or initial conditions . They
include : *

• Program Support Libra ry

• Test Input Listing Tool (See Appendix A , Section A.24)

• Script Tape (See Appendi x A , Section A.24)

• System Status Suninary Tool (See Appendix A , Sections A.26, .A.27)

• Checkpoint/Restart (See Appendix A , Section A.28)

Verification of the software error may also require the gathering and analysis
of run-time information by special debugging tools. These tools are used to
obtain initial program state information and that information which is
availabl e after the occurrence of the error.. Those tools are used in other
processes of the debugging process model , but in the duplicati on/veri fication
process , care should be taken to use tools which will not perturb the execu-
tion of the configuration of the system in response to a specific test case
in such a way that the error will not be repeatable. Tools that operate
during the program ’s operation , such as snapshot dumps , breakpoint/tra p
dumps , or trace program, shoul d not be used. Tools that can be used in clude :**

• Post-mortem dumps (See Appendix A , Section A. l )

• Auxiliary dump (See Appendix A , Sec ti on A. 6)
‘ Further discussion of these tools can be found in Section 5 and Appendix A ,

and Section 3.4.3 of Vo l ume III .
—
~~~ Further discussion of these tools can be found in Section and Appendix I ,

and Section 3.3.2 of Volume III.
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3.3.1.5 Assumptions Made

This process , as all other processes in the mode l , assumes that the informa-
tion requirements which are described for each process exist and are
understandable to the debugging analyst. Cbviou sly, if all of the inf~rma-
tion is not available , the -anal yst must verball y communicate with other
development project personnel. Even when the project environment supports
the developmen t process in a well-structured manner so that documentation is
availab le and accessible , comp lex debugg ing problems sometimes require inter-
action with hardware engineers and operating and support software system
personnel .

Another assijnption made by this and other tool using processes is thai the
analyst be able to effectivel y use the debugging support software to collect
run-time information (i .e.. error symptoms and program state info rthation) and
interpret it for debugging analyses .

3.3.1 .6 Error Sources/Problems

A primary problem which can be encountered in this process is the failure to
veri-fyjduplicate the reported problem . The software discrepancy report may
not accurately descri be the software problem; the requirements specification
may be amgibuous , the error may be manifesting itself intermi ttently; etc .
When a software error is known to exist intermi ttently, a management decision
regarding error resolution must be made based on cost , schedule , and perfor-
mance contraints (see Section 2.5). This is necessary because duplication
of the program state may require expendi ture of a large amount of resources
since it is sometimes compl i cated by intermi ttent ha-rdware errors , Cpu and
I/O device timing vari ations , inability to repl i cate the exact software
processing of the abstract machine , etc.

A problem may be difficult to reproduce if the SDR does not include sufficient
information about the test, environment , and application system at the time
of the error, or if the SDR is in error (i.e., factors which the test team
believed to be involved may have been di fferent than those actually involved).
In theory, if a complete specification of the input space vector* is provided ,
sequential (a~ opposed to concurrent) programs exhibit perfectly reproducible
behavior. In the real world , such complete specifi cation of the environment
is rare and much effort may be expended to reconstruct the real envi ronment.

Systems which include concurrent processes may exhibit behavior which is not
comprehensible in terms of the source specification of the functional processes . h
This can be due to several reasons. For example , if the operations of tne
abstract machine are not ~1ivisible when executed by the underlying machine ,
time dependent behavior can occur. Problems may arise due to small differenc es
in the relative speed of concurrent processes which can alter program timing

* An i nput space vector is the totality of data values required to initiate
the operation of the software in question. It includes all the data values
set by externa l or interfacing hardware/software components .
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to a sufficient degree to change program behavior. The basic problem involved
is that the behavior of concurrent processes which share data generally —

depends on the order in which the process operations are performed. Unlike
purely sequential programs , in which the order of execution of process opera-
dons is uniquel y determined by input data , a concurrent program may exhibit
non-reproducible behavior. It is difficult to duplica te a problem when such
an error occurs , and it is necessary to recreate the sequence of events
involved .

3.3.2 Localization

During the localization process, the ana lyst defines the logical scope , i .e.,
the boundaries wi thin the software , in which he suspects the error occurred
and on which he will concentrate his efforts. To defi ne the logical scope,
he fi rst examines the error symptoms, as reported in the SDR or gathered
during probl em duplication (see Section 3.3.1), and any additiona l run—time
information he may have generated , looking for an insi ght as to what caused
the error. Then the analyst examines the design specificati on supported ,
pernaps , by cross reference information and requirements traceability matri ces,
to determine candidate logical scopes for where the error could have been
caused . Depending on the type of error symptoms that exist , the analyst may
find it necessary to run additional tests to gain further insi ght into the
conditions under which the error manifests itself or to otherwise eliminate
logical scopes until he has selected a single one. The selection of a logi-
cal scope may , at times , be a spontaneous ac t, driven by a quick insight.
But , at other times , it wil l be a laborious task requiri ng a thorough investi-
gation by the anal yst.*

The localization process is iterative in nature as it is the mechanism used
to isolate the boundaries of the specifi cation which contains the error.
The analyst fi rst broadly defines the functional area in the software which
is implicated by the di fference between requi red and actual results as -

indicated Dy the test case , test procedure, and related design specificatioth
Depending upon the size and complexity of the software -under test, the -

ana lyst’s familiarity wi th it and the associated error symptoms , the analyst
may, at times, be able to easily define a logical scope wi thin the source
program representation which appears to be mal functioning. At othe~ times,the analyst must refer to the design specification related to the functiona l
capability under test in order to formulate and test g lobal asser tions for a
high -level logica l scope which will then be iteratively refined as the scope
of inquiry narrows . The intent for defining or refining the logical scope is
to bound the focus of investigation during debugging according to a logical
scheme which is based on examination of the computational history of the

* It is seen that a correlation of error causes wi th error symptoms would be
a va l uable mechanism by which to aid in formulating the logical scope. In
addition , such a correlation might indicate that there is specifi c need to
examine a particular system description representation instea d of each of
them. As noted earlier , the correl ation of error symptoms/error causes ,
espe ciall y in relation to- a hierarchic?lly developed software system , has not
been performed as a part of this study and such guidance is necessari ly omitted.
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software under test. Once a log ical scope has been defined/refined , the
analyst formulates and tests assertions regarding the logical scope in -the —

execution analysis process (see Section 3.3.3). The purpose for the iterative
definition/ redefinition of logical scope is to isolate logical scope contain-
ing the error , (i.e., one in which no error existed on entry but did exist on
exit). Eventually, the iterations result in identifi cation of the program
component , or construct wi thin , which causes that component , or one in its
hie rarchy, to -function in such a manner as to cause its ouput to be incorrect
when processed as input by an interfacing component.

The localization process is similar to the process of hierarchical develop-
ment. The analyst first looks at the specifications of the functional capa-
bility at a globa l level , then refines that scope until the implementation is
found to be either correct or incorrect. If the implementation is found to
be correct, the analyst must “debug ” the design or requirement~ , a task which
involves verifi cation activities of another nature . In this process , as in
al l others , the analyst fi rst assumes that the -anomalous condition is an
error in imp lementation , i .e., in the translation of the design into the -

source program representation . Only when the implementation -is not found to
be in error, does the ana l yst consider errors in the des i gn or in the abstract
machine . -

There may be times when the analyst will not select a logical scope during
localization . Numberous reasons exist for this decision. For example , it
may be that the analyst realizes he made an error during the execution
analysis process and decides to reenter it. Or he may be convinced , either
on examination of additional information or intuitive l y, that the error
resides in -the selected logical scope and decides to reattempt the execution
analysis process. There are also times when the analyst may select a pre-
viousl y examined logical scope , as when subsequent attempts seem to lead
him around in a circle or when he has lost the trail of the error. Regard-
less , a methodical examination of the components in an hierarc hy of programs
and sub—programs based on the validity of entry and exit assertions should
lead the analyst to a logical scope in wnich no error existed on entry but
did exist upon exit , either by an error in implementation of the design or a
deficiency of the design to meet the requirements .

The steps in the localization process are depicted in Figure 3-5. This pro-
cess is described in greater detail in the subsections that follow .

3.3.2.1 Process Steps

There are two steps within localization process , both of which may need to
be suppo rted by an additiona l data collection step. These steps are described
below .

• Defi. Logical Scope. This step is performed on initial entry to
localization, it is also performed each time the execution ana lysis
process (see Section 3.3.3) fails to confi rm that the error resides
in the previously selected logical scope . The anal yst uses , as input
to the definiti on task , the original error symptoms and all supporting
run—time information . If the analyst has l ocated a logical scope in
wh i ch the error existed on entry , he uses the invalida ted entry
assertions , the error symptoms , and the computational history as
additional inputs. Then he examines the design spec i fication to
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determine the functional area that may be responsible for the dis-
crepancy between actual and required program behavior. In defining
a log i cal scope, the analys t identif ies the program components
assigned to implement the selected functional area . This implies
that he expects the error to reside in the highest level program
component i dentified for a specific function and/or its interfaces
with the abstract machine , or any prog ram l ower in the hierarchy
which assists it in performing the specific function . Once the
ana l yst has located a logical scope in which an error exists , he will
try to refine (i.e.. narrow ) the logical scope on subsequent entries
to localization until the error has been isolated. If , in the
course of refining the logical scope , the anal yst fai ls to select
the one in which the error resides and reenters localization , he
limits his scope definition attempts to those components included
in the logical scope ’ s hiera rchy. At first, he selects as the new
logical scope , subcomponents of the log ical scope known to contain
the error. If the analyst is unable to find any evidence of an
error within the subcomponents , he then selects as the new logica l
scope, portions of the highest leve l component , paying particular
attention to the interfaces with the subcomponents. If , after
examining all possible logical scopes , the anal yst is unable to
1ocate any error (as evidenced by an invalidated assertion), the
error is assumed to reside in the design and the analyst sets about
to debug it. In doing so , he compares the design against the require-
tnenets , using the error symptoms and the collected run-time info rma-
tion as guides .

• Refine Logical Scope. This step is similar in nature to the stepwise
refinement that occurs during the development of hierarchical soft-
ware . It is performed each time the execution analysis process (see
Section 3.3.3) confirms that the error resides in the previousl y
selected logica l scope but that logical scope is too broad to
formulate a hypothesis as to the error ’s cause (see Section 3.3.4).
Each time refinement is performed , the analyst narrows the logi ca l
scope to a program component and/or its subcomponents that are l ower
in the hiera rchy than the highest level program component of the
pre :iGusl y selec ted lo~ica1 scope . To make the selection , t~heanal yst uses the inva lidated exit assertions and error symptoms for
the previous logical scope as an addit ional input and examines the
design specification to locate a l ower level functional area that
may be responsible for the error. The log i cal scope may eventually
be narrowed to a sing le component , or a porti on of one , which has no
subcomponents. In this case , the analyst selects a portion of the
component as the na rrower logical scope. Iterat ive refinement con-
tinues until the logical scope has been narrowed sufficientl y for
the analyst to formulate a hypothesis about the error or until the
selec ted loi~~al scope is not the one in which the error resides .
In the latter case , the analyst must define a new logical scope (see
prev ic.~is step) before continuing with refinement.
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• Determine Com~putational History . The definition/redefinition of a
T~gical scope must be based on the computational history , i .e.; the
actual operationa l sequence among the program components in response’
to the test Inputs and initia l conditions wh i ch caused the error to
be manifested. Depending on how knowledgeable the ana lyst is with
regards to the software under test and how successful he has been in
defining the logical scope for investigation , he may not be able to
determine the operationa l sequence by examining static hiera rchy of
program components described in the design and source language spec i-
fications. If this is the case , it wi ll be necessary for him to
collect dynamic flow information by using tools that selectively
trace the program ’s execu tion .

3.2.2.2 Process Relationships

The localization process relationships are shown In Figure 3-5. This
process is the second debugging process and it starts the iterative activities
needed to isolate this software error. It is entered in itially after veri fi-
cation/du pli cation to establish the initial boundaries on which to focus the
analysis of the next processes. Subsequent entri es from execution analysis
and hypothesis formulation/test are made to refine the previous logical
scope or define a di fferent one . The localization process exits to execu-
tion ana lysis process each time a logical scope has been defi ned , or refined.

3.2.2.3 In formation Requirements

The following Information components are used in the localization process for
defining the logica l scope :

• Run-t ime Information , including:

- Error Symptoms. That information which indicates an erroneous
computational history In response to test Inputs and initial
condi tions.

• Appl ication System Descriptions , speci fically the requirements ,
design and source program specifications . That info rmation ~relatingto the functional components of the software under test which mani-
fested program performance which was different from that required .

3.2.2.4 Tool Usage

This process uses tools to help define or refine the logical scope . Definition
of the initial logical scope can be aided by tools that relate error symptoms
to functional program segments . For example , the Set-use Matri x/Cross
Reference anal ysis tool (see Appendix A , Section A .lO) can be used to i dentify
all areas of the program where an error message Is referenced ’ or where ano-
inolous data is set. This type of tool provides a static representation of the

F setting and using of all name-space va l ues, wh i ch gives the analyst the fi rst
approx imation of where erroneous processing can occur.
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The analyst will also use tools which capture and display information relating
to the operationa l sequence of program segments. While the entire computa - —

tiona l history of the software can be recorded by traces , the anal yst must be
selective about such requests. The objective for the use of tools in this
process is to support back-tracking analysis by displaying a selective area
in the software during execution in order to determine how a given computa-
tion was infl uenced by previous computations . Tools which provide this
information include :

• Snapshot Dumps (See Appendix A , Section A.2)

• Programed-In !)umps (See Appendix A , Section A.4)

• Trace Routines (See Appendix A , Sections A.?, A .8, A.9, A.l5)

— • Program Flow Analyses (See Section 3.1.8.1 , Volume III)

3.3.2.5 Assumptions Made

The definition and refi nement of the logical scope as presented in this pro-
cess assume a hierarchical software development which is well documented in
the appli cation system descriptions. A second assumption made is that require-
ments are directly traceable to both the design and the imp l ementation of
functional components

3.3.2.6 Error Sources/Problems

Given that the assumptions stated in Section 3.3.2.5 hold true , the principle
source of prob l em in this process is determining the computational history
of the software . The use of tools which provide dynami c control flow and
dependency will alleviate some of this problem if they are available in the
computing environment.
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3.3.3 Execution Analysis

This process Is entered from the localization process for the purpose of de-
termining the correctness of the logical scope which localization produced.
It is characteri zed as being a humar. thought process which is distinctly
individualistic in nature . It is rudimentari ly characterized in this methodo-
logy as the process of formulating and validating/invalidating assertions
about the expected values of interfacing parameters and globa l data on entry
to and exit from the selected logical scope. These assertions are made in
light of the required performance in terms of a specific implementation. De-
pending upon where the analyst is in the back-tracking of the computationa l
history and the nature of the error symptoms he is examining , the assertions
being formulated may address the functionality of a high-level component or a
particular control structure wi thin a component.

Once a set of assertions has been formulated , the analyst compares actual
program performance data wi th asserted va l ues for program variables to
ascertain if the program ’s operation is correct as he understands it. To do
this , the analyst validates or invalidates the sets of assertions formulated.
He does this by determining the actua l values of the pertinent parameters and
globa l data by examining existing run-time information or by generating any
required additiona l run-time i nformation . If the expected and act.ual val ues
compare on entry to the logica l scope (i.e., validated assertions) but fail
to compare on exit (i.e., invalidated assertions), the analyst has located
the logical scope in which the error resides and he proceeds to formulate
a hypothesis that explains the cause of the error (see Section 3.3.4). If ,
however, the two sets of values do not compare on entry or compare on both
entry and exit (i.e., the error occurred prior to entry or no error occurred),
the analyst has failed to isolate the logical scope containing the error and
reenters the localiza tion process (see Section 3.3.2) to define a new one .

It should be recognized that the formulation of assertions is not an easy
task. The resulting assertions may be too weak (i.e., too general) to detect
a subtle error. They may be incomplete in that they do not address all the

• variables which affect or are affected by al l the components in the logical
scope. And they may be i ncorrect si nce asserti on formula ti on tends to be an
error prone activity .

The steps in the execution analysis process are depicted in Figure 3-6. This
process is descri bed in greater tiotail in the subsections that follow .

3.3.3.1 Process Steps

The steps in the execution analysis are described below . Those steps wh i ch Use
run-time information may involve an additional step, symptom accumulation ,
for data collection .

• Formulate Entry Assertions. The anal yst formula tes asserti ons abou t
the expected values of input pa rameters and interfacing global data
on entry to the logical scope . These assertions , known as entry
assertions, are generall y derived from the design and source language
specification descriptions of the highest level component in the
log ical scope. These assertions need only address the-expected
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Figure 3-6. Execution Ana lysis Process
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program state in the presence of the input data defined by the
current test case. The assertions are on a l evel of abstraction —

coninensurate with the l evel of the component, i.e., for a high
level component, the assertions may address the expected va l ues for
a data structure in its entirety while, for a low level component,
they may address the expected values of -i ndividual variables . V

• Determine Entry Values. The analyst next determines the actual values
of the pertinent parameters and global data by examining existing
run-time info rmation . It may be necessary to rerun the test that
exhibited the error and/or collect other run-time info rmation (see
symptom accumulation step below).

• Test Entry Assertions. The analyst compares the actual entry values
wTth the expected values , as stipulated by the entry assertions.
Because of the inherent di ffi culty in formulating adequate and valid
assertions , the analyst would be wise to reexamine his assertions
when he encounters a discrepancy between actual and expected va l ues.
If, after reexamination , the discrepancy still exists , the sought-
after error occurred prior to entry into the selected logical scope
and the analyst terminates the execution analysis process and re-
enters localization (see Section 3.3.2) to define another logical
scope.

• Formulate Exit Assertions. If the actual values agree with the
V expected entry values , the analyst formulates assertions about the

output parameters and interfacing global data on exit from the logi-
cal scope. These assertions , known as exit asser tions , are derived
from the design and source program specifications of the highest level
component and each component which it explicitly calls , and need only
address expected program behavior in the context of the actual entry
values .. These assertions are also on a level of abstraction coninen—
surate with the level of the component. 

V

• Determine Exit Values As with the entry val ues , the analyst deter-
riiTnes the actual va l ues of the pertinent parameters and global data
from existing or newly generated run-time information (see symptom
accumula tion step below).

• Test Exit Assertions. The analyst compares the actual exit va l ues V

V wfth the expected values , as stipulated by the exi t as sertions , re-
— - examining the assertions in the light øf the actual values. If the

V 

-~ values fail to agree, an error occurred in the selected logical
scope and the analyst enters the hypothesis -formulation process (see
Section 3.3.4) because the anomalous condition has been isolated.
If , however , the exit assertions are validated by the run-time infor- V

mation , the error occurred in a different logica l scope and the
analyst reenters localization to define it.

-93-

• -.--—----- -Vt- --- V — V- V~~~ V. 
— V  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~

— V — - V-V -V &V~ VV~~ - VV- V ~~~~~ ~-VV~V-V~ ~
-V



— —- -~~~ --~ - - r ~~~~ --~~~~ . , ,  ~~~~~~~~~~~~~~~~ •—— —— ~~~~~~--‘~ — ~~~~~~~~~
-‘ 

~‘1

• ~ym~tom Accumula tion. The analyst may need to re-run the test that
exhibited the error in order to generate actual entry or exit data —

that can be compared with the expected values. The actual data con-
sis ts of parameters and globa l data and is obtained by special debug-

V ging tools which collect and anal yze program state information.

3.3.3.2 Process Relationships

The execution anal ysis process relationships are shown in Figure 3-6 - This
process is entered from localization during the iterations required to isolate
the program component containing the error. The successor to this process ~seither: (1) the localization process for the redefinition of the logical
scope ; or (2) the hypothesis formulation/test process entered when the logical
scope is found to contain the error and the analyst attempts to formulate
a hypothesis as to its cause.

3.3.3.3 Information Requirements

The following information components are used in the execution anal ysis
process:

• Logical Scope. Used as the definition of boundaries in the
software which is bei ng analyzed to determine its correctness.

• Applicati on System Description, specifically the design and program
source specifications. Used to support the formulation of entry
and exit assertions associated with the logical scope.

• Run-Time Information.

- Error SV~mptomI. Used to help determine the variables about
which assertions are formulated.

- Program State Information. Used as a source of actual entry/exit
values which are compared with the asserted (or expected) va l ues .

3.3.3.4 Tool Usage

Tools are used in both the fortmilation of entry/exit assertions and in the
generati on of run-time entry/exit va l ues. There are no tools that can help
the analyst to determine the expected~val ues for the entry/exit variables ;

-
V he must determine those by Inspecting the specifications. However, a set-use

mstri*/cross reference anal ysis tool (see Appendix A , Section A .lO) can help
the analyst determine the variables about which assertions need to be made.
The analyst first determines which software components are contained within
the selected logical scope. He then uses the set-use matrix to determine the
entry and exit variables of the software components.

There are a number of debugging tools that gather run-time information and
help the analys t determine the actua l va l ues of entry/exit variables ‘n
response to a given test case. These tools collect and anal yze program state
information . They include the following:

-V 
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• Post-Mortem Dumps (see Appendix A , Section A.l) 
V

• Snapshot Dumps (see Appendix A , Section A.2)

• Breakpoint/Trap Dumps (see Appendix A , Section A.3)

• Monitor Dumps (see Appen’dlx A , Section A.5)

• Dynamic Internal Trace (see Appendix A , Section A.7) V

• Recorded Trace (see Appendix A , Section A.8)

• Monitor Trace (see Appendix A , Section A.9)

• Software Breakpoint/Trap (see Appendix A , Section A .16)

• Hardware Breakpoints (see Appendix A , Section A.17)

• Reversible Execution!
Backtracking (see Appendix A , Section A.18)

• Program Execution-
Oriented Recording/ V

Reduction (see Appendix A , Section A.22)

• Input/Output-Ori ented
Recording/Reduction (see Appendix A , Section A.23)

Sometimes It Is not practicable to re-run an entire test case. The followi ng
tools can be used to input values for a given set of variables :

• Interactive Modification
Tools (see Appendix A , Section A.19)

• Hardware Modirtcation 
-

Tools (see Appendix A , Section A.21)

3.3.3.5 ~:sum ptions Made

A primary assumption of this process is that a logi cal scope has been defined
by the localization process. This implies that a software component (at
ei ther a high or lower level ) has been selected as the one containing the error.
A second assumption for this and all other processes is that the analyst -has
availa ble and understands the application system descriptions needed in this
process. High quality system descriptions are- ecpécially VimpáVr.tant if imple-
mentation type errors have been tentatively eliminated and design errors are
under investi gation . If an Imp lementation - error has been tentatively elimi - ‘

nated , the. analyst will have to trace the allocation of functional requirements
to the design specification . This allocation may not be clearly or con-

• sistently described in the design specification (and related documentation)
or may have been misinterpreted by the designer. Even when project manage-
ment ensures that documentation is available and accessible, the debuggi ng
analyst may have to interact with design personnel to clari fy his understand-
ing of their contents. —

_ _ _  _ _ _  
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3.3.3.6 Error Sources/Problems

The formu lation of assertions is one of the most difficult and error prone
procedures in the debugging process. Deriving entry/exit assertions concern-
i ng the expected values of parameters and interfacing global data is a corn-
~licated mental process. The analyst analyzes the design and source language
specificat ions and must determine expected program state va l ues that would
result from the input data defined by a speci fic test case in terms of time
and space dimensions . The analyst , in effect , u simulatel the abstract mach ine
to determi ne expected values resulting from program execution. Often he
cannot simulate t~e performance of the abstract machine , and instead ofdetermin ing exact va l ues~ he establishes an expected range of values . This
range may be too wide o. globa l . and may include values which are not correct.

~uring trie assertion testing p~ocesses, an incorrect actual val ue may be
within the range asserted to hold true which results in the assertion being
incor rectly validated. Conversely, an asserted range of values may be too
na rrow, and the assertion can be i ncorrectly invalidated . Obviously, a
thi rd problem can arise when the anal yst cannot adequately establish entry!
exit assertions.

In princi ple entry/exit assertions can be derived for a component wi thout
knowledge of its internal structurct (e.g., source listing). Such assertions
Should be provided as part of ~ detailed design specification ; however, this
is not comon in practice. Additiona l.ly, assertions provided as part of the
design spec i~ ication may ~e i nadequate; i.e., they may be incorrect , overly
weak , or not directly testable. As a result , a debugging analyst must often

I generate assertions from both his knowledge of the principles motivating the
~ies i gn arid ‘Inspection of the source program specifi cation for the component.

In the context of forma l verification of program components , assertions are
not dependent upon specific input data combinati ons ; rather they are static
statements of relationships between variables which hold for all inputs . As
used in the debugging methodology , assertions may be input data dependent.
While Such assertions will be useful for determining exactly what went wrong
for a specific test case, they generally will not provide insight into can-
didate solutions which prevent the introduction of new errors. The prevention
of the introduction of new errors into a system while fixing old errors must
be viewed as a currently unsolved problem which this study does not address.

3.3.4 )
~ypothesist Formulation/Test

— This process is entered after the analyst has confi rmed that an error exists
in the selected log i cal scope. In particular , the analyst has established ,
as a result of generating and testing assertions during the execution analysis

- process (see Section 3.3.3), that the entry assertions associated wi th the
logi cal scope appea r correct in light of the gi ven test inputs but the exit
assertions have been invalidated by run-time information . During the hypothesis
formulation/tes t process , the analyst attempts to offer a plausible explanation
for the invali dated assertions, i.e., the discrepancy between expected program

~~Accord1ng to Webster , a hypothesis is a tentative assumption made in order
to draw Out and test its logical or empi rical consequences. As used here,
i t is a tentative explanation of the cause of an error.
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values , as stipulated by asserti ons , and actual program values , as evidenced
by run-time information . While it is hoped that this discrepancy is wholly —

responsible for the anomalous condition being debugged , it must be recognized
that the condition may have been caused by other errors in addition to the
l ocated one , or that the l ocated error is unrelated to the reported one .

The formulation of a hypothesis is a human thought process in which the analyst
attempts to derive the specific cause of the error by examining previously
accumulated , as well as specially-generated , run—t ime information and by
examining the design and source l anguage speci fi cati on . The analyst looks for
answers as to which operational conditions cause the error to manifest itself ,
where within the logica l scope does the error occur, and , finally, what is
the exact cause of the error. This implie s, then, that the hypothesis points
to the possible resolution of the problem . If the analyst finds that the
logical scope- is too broadl-y defined to allow him to formulate an adequate
hypothesis, he reenters the localizatio n process (see Section 3.3.2) to refine
(i .e., narrow ) the logical scope and thereby help isolate the error’s l ocati on
and cause . If the ana l yst is successfu l in formulating a hypothesis , he tests
its validity by simulating, in some manner, the effect of the hypothesis ’
implementation . Methods that may be employed to test a hypothesis include
mental modification of the source program , actual modification of the object
program and its environment duri ng or before execution by use of debugging
tools , and simulation of the proposed change by use of simulation tools. If
the test results indicate that the hypothesis was invalid (i.e., its imple-
mentation had no effect on the anomalous condition), the analyst returns to -

the localization process to refine the logical- scope and thereby ga~r further
insight into the error s location and cause. If the test resul ts indicate
the anomalous condition is only partially explained , the analyst also returns
to l ocalization to refine the logical scope or, if he is convinced there is
more than one error, to define a new logical scope in search of another error.
Even if the test results indicate the anomalous conditi on is completely
explained , the analyst may not have sufficiently pinpointed the error to be
able to reconiTlend a solution and once again he returns to localizati on to
refine the logical scope.

As can be seen from the above description , hypothesis formulation/test may
be an iterative process performed at various levels of abstraction . •For
example , the analyst may fi rst hypothesize that a particular subcomponent is
returning an incorrect value to the calling component. If testing sub-
stantiates this hypothesis , the analyst refines both the logica l scope and
the subsequent hypothesis to explain more specifi cally where wi thin the

- 

V subcomponent the error occurs and what is its cause. Hypothesis formulation!
V 

test may also be an incremental process in which the analyst -first attempts V

to explain part of an error and then , if he is successful , he uses the partial
exolanation as the basis for formulating a hypothesis that completely explains
the error ’s cause . Only when the analyst feels confident that he fully under-
stands where , when and why the error occurs and what must be done to correct
it , does he enter the resolution/termination process (see Section 3.3.5).

Figure 3-7 depicts the steps in the hypothesis formulation/test process. This

J 

process is described in greater detail in the subsections that follow .
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3.3.4.1 Process Steps

The steps In the hypothesis formulation/test process are described below .

• Understandin~/Symptom Accumulation. This step is performed each time
the hypothesis formulation/test process is entered. The anal yst uses ,
as one Input to this step, the invalidated assertion , i.e., the
discrepancy between actua l program values , as evidenced by run-time
info rmation , and the va l ues asserted to hold true for the given test.
case and conditions. As an additional input , he uses the previous ly-
accumula ted run-time information . Then he examines the source program
and design specification In relation to the discrepancy and run-time
information to determine if he has sufficient understanding of the
log ical scope and software performance to attempt to formulate a hypo-
thesis that explains the error’s cause. If he is unable to do this
because the logical scope is too broad , he returns to the l ocalization
process (see Section 3.3.2) to refine (i.e., narrow) the logical scope
and thereby help isolate the error.

• Hypothesis Formulation. This step is initiated when the anal yst feels
he has sufficient understanding of the anomaly between the expected
and actual software performance to attempt to formulate a hypothesis
as to its cause. The analyst, in formulating the hypothesis , must
consider where and under what condi ti ons the error manifests itself ,
and must find the relationship between the error ’s symptoms and its
cause. The process of formulating a hypothesis is an inductive
exercise In which the analyst ’s reasoning goes from the particular
error symptoms and supporti ng data to the genera l explanation of the
cause. The hypothesis , itself , should be well formulated in that it
is unambiguous , log ical , testable , and indicates predictable results .
It should explain the di fference between required and actual program
performance and thereby indica te a solution to the problem .

• Hypothesis Test. In this step the debugging analyst simulates , in
some manner , the effect of the hypothesis ’ implementation to obtain
evidence that demonstrates its validity . The method used to validate
the hypothesis depends on the nature of the error and its cause,
the manner in whi ch It manifests Itself , and the extent of the
perturbance It creates . If the error is a simple and very l ocalized
implementation error , the analyst may be able to determine the
effect of the hypothesis by mentally Implementing the change in the
source program specification and “stepping through” the resultant
code. For more complex errors, the anal yst wil l find it necessary to
rerun the test that caused the error to manifest i tself , to modi fy
the software ’s performance during execution or prior to It by the
u~~ of appropriate debugging tools, and ~o collec t run-time informa-tion , again with the use of tools, that indicates the effect of the
modification . For even more complex errors, including design errors,
the analyst may find it necessary to simulate the effect of the
hypothesis to determine its validity .

V 
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After testing the hypothesis , the analyst may find that he has completily
explained the anomalous condition being debugged , partially explained It ,
or completely failed to explain it. In the latter case, the analys t returns
to the l ocalization process (see Section 3.3.2) to refine the logical scope
and thereby gain further insight into error. If the error is only partially
explained , the ana lyst also returns to l ocalization but his reason for doing
so depends on the leve l of understanding he has achieved . If the analyst
feels confident in both the correctness and completeness of the hypothesis

— and in his ability to recotmiend a solution based on it, then , most likel y, V

more than one error has caused the anomalous condition . In this case, he V

reenters l ocalization to define a new logical scope which contains another
V error. Otherwise , he reenters localization to refine the current logical

scope so that he may gain sufficient understanding to formulate a more
comprehensive hypothesis. Even if the hypothesis has completely explained
the error, the anal yst may lack sufficient understanding of it tO recolTinend
a solution . In this case, also , the ana lyst returns to localization to refine
the logical scope . Only when the analyst feels confi dent that the hypothesis

V complete l~ explains the error and that he is able to recomend a solution ,
does he enter the resolution/termination process (see Section 3.3.5).

3.3.4.2 Process Relationshi ps

The relationship of the hypothesis formulation/test process to the other
debugging processes is shown in Figure 3-7. This process is entered from
execution ana l ysis when the analyst has established that the entry assertions
associated wi th the logical scope have been validated but the exit assertions
have been invalidated . The successor to this process is either: (1) the
localization process for the refinement or redefinition of the logical scope,
or (2) the resolution/termination process when the analyst has been able to
formulate a hypothesis that fully explains the error’s cause and to recolTinend
a solu tion for the anomalous program behavior.

3.3.4.3 In formatIon Requirements

The following information components are used in the hypothesis formulation/
test process: -

• Logical ScoDe. Used In the definitio n of boundaries In the software
within which the location of the error cause has been Isolated .

• Assertions , specifically the validated entry assertions and in—
val idated exit assertions. The information veri fies that the selected
logica l scope contains the error cause. The hypothesis is formulated
in an attempt to explain the invalidated assertions.

• Appli cation System Descriptions, specificall y the requirements , design
and source program speci fications associated wi th the logical scope .
This Information includes the description of the specific test
env i ronment relating to the error under investigation . It is used
to formulate and test the hypothesis.
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• Run-Time Info rmation , includ i ng:

- Error Symptoms. That informati on which indicates an erroneous V

cond ition . The absence of error symptoms after hypothesis sim-
ula tion helps to validate the hypothesis and assure that pro-
gram modifications , used to test the hypothesis , will not cause
new errors .

- Program State Information. This information is available if
testing the hypothesis requi res running the program. It Is
compared with predicted results as part of testing the hypothesis.

3.3.4.4 Tool Usage

This process uses tools in each of its steps. In the understanding/symptom
accumul-a tlon step, the anal yst may need run-time information to determine
under what conditions the error occurs . There are a number of debugging
tools * that gathe r run-time information and help the ana lyst determine the
program state information response to a given test case. They include the
following: -

• Post-Mortem Dumps ( see Appendix A , Section A.l)

• -Snapshot Dumps (see Appendix A , Section A.2 )

• Breakpoint/Trap Dumps (see Appendix A , Section A.3)

• Monitor Dumps (see Appendix A , Section A.5)

• Dynamic Internal Trace (see Appendix A , Section A .7)

• Recorded Trace (see Appendix A , Section A.8)

• Monitor Trace (see Appendix A , Section A.9)

• Softwa re Breakpoint/Tra p (see Appendix A , Section A. 16)

• Hardware Breakpoints (see Appendix A , Section A.17)

• Reversible Execution/ (see Appendix A , Section A.l8)
Backtracking

• Program Execution - (see App endix A , Secti on A.22)
Oriented Recordlñg/
Reduction

V S Input/Output-Oriented (see Appendix A , Section A .23)
Recording/Reduction

* Further discussion of these tools can be found in Section 5 and Appendix A
and Section 3.3.2 of Volume III.

V

V 
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In the hypothesis formulation step, the analyst can use a set-use matrtx/cro~.sreference anal ysis tool (see Appendix A , Section A . lO ) to help determine the
variables about which the hypothesis must predict expected va l ues. The anal yst
first determines which software components are contained w ithin-the selected
logical scope . He then uses the set-use matrix to determi ne the entry and
exit vari ables of the software components. The debugging analyst can use a
number of tools in the hypothesis test step. If he needs to rerun the test
case , he first must reconstruct the test environment (as he did in the
veri fication/duplication process ) . There are a number of tools available
for aiding the reconstruction of the exact test case , and ha rdware/software
configuration including the data base and/or initial conditions . They
include :’

• Program Support Libra ry

• Test Input Listing Tool (see Appendix A , Section A.24 ) .

• Scri pt Tape (see Appendix A , Section A.24 )

• System Status Suninary Tool (see Appendix A , Sections A.26 , A.27)

• Checkpoint /Restart (see Appendix A , Section A.28 )

Tools that can be used to modify the program in order to test the hypothesis
Include the following:

• Interactive Modification Tools (see Appendix A , Section A. l9)

• Recompilation/Correction (-see Appendix A , Section A.20)

• Hardware Modification Tools (see Appendix A , Section A.21)

In this step, the analyst will need the same tools that were i 4entified in the
understanding/symptom accumulation step to collect and analyze run-time
information that will be compared with predicted results . In addition , he may
make use of comparator tools (see Appendix A , Section A .25 ) to compa~’e programstate information generated before and after a program modification was made
to determine whether or not the modification caused new errors to occur.

V Simulators (see Volume III , Section 2.1.2 ) can be used to test a hypothesis
that poses a design flaw as the cause of an error.

3.3.4.5 Assumptions Made

This process assumes that the localization and execution analysis processes
have determined a logical scope for which entry assertions were validated and
exit assertions were invalidated , and which therefore bounds the cause of
the error. In addition , it is assumed that these assertions were correct V

and complete . If they were not, then the analyst has not , in  fact, isolated
the cause of error and a hypothesis can not be formulated .

* Further discussion of these tools can be found in Section 5 and Appendix A ,
and Section 3.4.3 of Vol ume III.
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3.3.4.6 Error Sources/Problem

A primary problem in this process is that the logica l scope has not been
narrowed sufficientl y to enable the debugging analyst to formulate a
hypothesis that really explains the invalidated assertions which is assumed
to be the error he is debugging. It may not be until a test of the hypothesis
has taken place that the analyst will discover that he has attempted to
fo rmulate a hypothesis on the basis of insufficient info rmation. Even if
the hypothesis may theoreticall y exp lain the error cause , not all hypotheses
are amenable to complete validation by simulated implementation . For
example, the hypothesis may be that a coded program component deviates vastl y
from Its design . Inspection of the code in light of the design may validate
the hypothesis but only the recoding of the component, which is beyond the
scope of the debuggi ng methodology (see Section 3.3.5), can validate that
the error being debugged will be solved as a result. Similarl y, the hypo-
thesis may be that there is a discrepancy in the design in that the va lues
output by one component are inconsistent wi th the values expected by a

calling component. While inspection of the design of the two components may
V validate the hypothesis , it may be beyond the analyst ’ s responsibility

and/or capability to resolve which component ’s design is in error. In such
cases , the analyst , after validating the hypothesis to the extent possible ,
enters resolution/termi nation (see Secti on 3.3.5 ) under the assumption that
he has fully explained the error. Only after the error’s solu tion has been
implemented will it be possible to substantiate the validity of the hypo-
thesis. If , at that time, It is found that the hypothesis does not fully
explain the anomal ous condition , it will be necessary to reinitiate the
debugging process to complete the problem resolution .

One outcome of the hypothesis test process is that the analys.t may find that
he has explained an error but that it is unrelated to the error he is
debugging. In this case , he reports the error in an SDR , enters the re-
solution/termination process to resolve the error he has explained , and re-
starts the debugging process in search of the cause of the origina l error.

3.3.5 Resolution/Termination

The resolution/termination process is the last activity addressed in the
debugging model . When this process is -entered , one of three conditions exists
wi th respect to the error reported in the Software Discrepancy Report:

• Error ’ has not been duplicated or has not been isolated within
available/reasonable resources.

• Error has been attributed to a man/machine error.

• Error has been attri buted to the software and a hypothesis has
been formulated which explains the discrepancy between actua l
and required software performance.

The purpose of this process is to Initiate the action , if any, which will
resolv e the reported problem .
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If the ana lyst has been unable to duplicate or isolate the error after a
reasonable expenditure of resources, as viewed in light of the serioustiess —

of the error, a management decision is needed to resolve the problem. Inter-
V mittent software or hardware errors may be so diffi cult to duplicate or

isolate that large amounts of resources are required. Often an error of this
V type is left open for some period of time in hopes that the error w i ll not

manifest i tself again , or will be resolved at a later time when additional ,
and perhaps related , run-time information has been generated in the regular
course of testing. It is to be noted that the di ffi culty of solv ing inter-
mittent errors places greater demands on control and visibility into the
testing/debugging process. Resolution of intermittent problems and, indeed
all probl ems , is seen to be more efficiently achieved when each test Is
clearl y identified , inc l uding an unambiguous statement of-the cause—effect
relationship of the test inputs and test results , and when the test process
is structured so as to test increments In software functional capability .

If the analyst has determined that the observed and reported problem is due
to an error in man/machine interfaces or a misinterpretation of requi red
software perfo rmance rather than an error In the softwa re spec ifications ,
he resolves the problem by identi fying its source and offering evidence
to substantiate his conclusion. If the error has been caused by inadequate/
inaccurate documentation , including software specifications , test procedures,
and user ’ s instructions regarding input data preparation , initia l conditi ons,
limi tations/ restrictions , and hardware/software configuration , the analyst
would be wise to recomend upgrading the appropriate documentation as
part of the problem resolution.

If the analyst has determined that the reported problem is an error in one
or more softwa re specifications , he must document his findings, including a
description of the error ’s cause , the conditions under which it occurs, and
the proof that his hypothesis adequately expalins the difference between
specified and actual software performance In terms of the given implementation.
The analyst must also identify the actions that are necessary for problem
resolution , as Indicated by the hypothesis. The required action may entail
modifi cation to one or more of the hierarchy of software specifications
(i.e. , requirements , desi gn, and source language speci fication); It may also
entail retesting and regression testing as well as modificati ons to ‘the test
plan and/or procedures , user ’s manuals , and other supporting documentation.
Whenever possible , the analyst should suggest a work—around procedure, I.e. ,
a temporary fix which al l ows the tester to continue his activities , circum-
venting the anomalous condition in order not to impede de~’e1opmènt progress. V

It must be recognized, however, that such a procedure is only a -temporary
solution and that will be necessary for the software to conform to its
functional/performance requi rements as a condition for acceptance .

Neither the decision to implement the resolution indicated by the hypothesis,
nor the actua l Implementation rests wi th the debugging analyst as modeled
by this methodology . Unless the error is a tri vial imo’~mentation error, ‘

additional analysis may be required to completely spec y the solution .
This is due to the fact that the analyst’ s hypothesis was based on an
Invalidated assertion deri ved from analysis of system performance in response
to given test inputs and conditions rather than the total range of Inputs
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and conditions that must be handled by the software. Addi tional analysis may
be required to ensure that the envisioned solution , as indicated by the —

_

hypothesis, will not introduce other errors. Additional analysis may also
be requi red to evalua te the impact of the proposed solution on the cost,
schedule , and performance constraints of the development effort and may
require that alternative solutions be sought. None of these activities are
debugging activities .

As can be seen from the above description , the resolution/termination process
is a transition step between debugging and the other software development
activities that proceded it. It was in those activities that the error was
introduced, and it is the responsibility of thsoe activities to resolve it
once it has been isolated by the debugging process.

Figure 3—8 depicts the steps In the resolution/termination process. V
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APPENDIX B: SOFTWARE DEVELOPMENT TOOLS AND TECHNIQUES
SUPPORTING THE DEBUGGING PROCESS

V 

The tools and techniques sumarized in Table B-i are used primarily for
software development activities other than debugging . They are known to be
of interest to RADC , and can be used to indirectly or directly support the
debugging process either by themselves or as part of a software debugging
methodology.
The info rmation components included in the table are all those used in the
debugging proces s and are amenable to support by such tools and techniques .
The symbol “D” indicates that the tool/technique directly produces the de-
sired Information . The symbol “I” indicates that the tool/technique supports
the acquisition of the desired information. A brief explanation of the
tools/techniques follows . -

1. CODE AUDITOR

A code auditor is a softwa re tool used to enforce the following program-
ming standa rds :

• Documentation standa rds - defining quantity and placement of coninentary .

• Forma t sta nda rd s - identifyi ng physical placement and grouping of code
elements on the source code listing.

• Design standards - limiting segment size and placing restrictions on
the use of certain instructions with the end result of providing an
optimization of code relative to execution time.

• Structural standa rds - requiring the use of rules for structured pro-
graming constructs , the top-down design and implementation of a system
of programs , and the requirement that the components adhere to a
hierarchical form.

2. PROGRAM FLOW ANA LYZER

A program flow analyzer is a software tool which is applied to a source
language coded program to perfo rm the following functions:

• Source text structural analysis - identification and instrumentation
of logical execution paths such that test case identifi cation , module V

invocation and logi cal paths executed are recorded during test
execution .

• Identification of program paths not executed.

• Provision of data to assist in the development of additiona l test
cases appropriate to Improvement of testing coverage .

• Analysis of data flow - monitoring the results of assignment and
exchange statements .

V 

• Automatic generation of computer program documentation .
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3. PROGRAM DESIGN LANGUAGE (P D L ) -

A PDL is a speci ficatiot~ or des ign language which provides for natural
expression of procedural definitions (programs) at ~ level of completenessand detail appropriate to the designer ’s current knowledge of requirements.

4. TOP--DOWN PROGRAM DESIGN AND IMPLEMENTATION

This is a technique for design and implementati on which produces a
hierarchically designed and implemented program. The essential character-
istics of a top—down hierarchical design is that the design procedes from
the least detailed top level to the most detailed lower levels and each
level of detail of the program is logically complete in itself. -

5. TOP-DOWN SYSTEM DESIGN

This is the same as top—down program design , except applied to a software
system, rather than to one i ndi vidual program.

6. PROGRAMMING SUPPORT LIBRARY (PSL)

A PSL is a computer program and data repository established and maintained
under control of a librari an in a central location . Facilities and pro-
cedures for the generation , storage and maintenance of all software
developed can be implemented. The procedures estabi ished provide the
following:

• The identification and delegation of responsibilities for clericaland record keeping functions associated with the programing process
and the maintenance of the library.

• The delegation of responsibilities for all machine operations with
regard to such items as project initiation/termi nation , program test
philosophy , output media/frequency , etc .

.• The procedures for recording, cataloging, and filing of all code
generated on the project , both intermediate and final and for the
retention of superceded corrected code for stated retention periods .

• A method for controlling the version(s) of the code contained in the
library and the method for providing visibility into this process-by
confi guration management personnel .

• A method for collecting and disseminating basic management data on
the use of the library facilities and status of the programi ng
acti vities .

7. PROGRAMMER TEAM

A team of programers which includes , at a minimum , a chief progran~ner,
a l ibrarian and one other person who assists the chief programer in the
programi ng task.
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V 8. DESIGN. CODE AND TEST INSPECiLON S
- 

Forma l methods for uncovering design , code and test errors by the in-
- spectiori of the appropri ate specifi cations by a team consisting of a

VV~~ derator , a desi gner, a coder/implementer , and a tester.

9. URL/UPA

A stand-alone tool to support requirements analysis and top-level design .
It is discussed in Section 3.21 .
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