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PREFAC E

This document is a compendium of debugging information obtained ‘rom a
survey of selected sites and published literature .

The purpose of this document Is to provide research data to be used as
supporting material to the derivation of a debugging methodology applicable
to diverse hardware/software environments.
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SECTION 1 - INTRODUCTION

This report is the resul t of the first task of the Software Debt~gging Study .It presents the results of an analysis of current software debugging capabili-
ties as represented by a survey of software debugging techni ques used at five
selected sites and a survey of current debugging-related literature . The
purpose of the report is to gather Information on software/hardware environ-
ments and on the debugg i ng techni ques and procedures available and in use at
the various sites and described in the literature . The information on
debugging techniques , procedures, and environments is the basis for the
development of a software debugging methodology and step-by-step debugging
procedures in subsequent tasks. The data for this report was obtained from
an analysis of material referenced in Annex 1 of the Software Debugging
Study RFP , material availabl e in SOC ’s Software Technology Department
Software Engineering bibliography , sel ected abstracts, NTIS, ana conference
proceedings . In addition , examination of debugging techniques used at the
US Army Ballistic Missile Defense Advanced Research Center , Rome Ai r Develop-
ment Center , the USAF Satellite Contro l Facility , the USAF 427M Space
Computation Center , and the SAMTEC Telemetry Integration Processing System.
augment the literature survey results .

1.1 SOFTWARE DEBUGGING METHODOLOGY STUDY OVERVIEW

The objective of this study is to develop a methodology for defin~ng a softwaredebugging environment which wil l be utilized by Air Force software development
engineers during the integration phase of software development. The study
will be accomplished in four tasks .

e Task I consists of survey ing , acquiring, and analyzing information
related to current and advanced software debugg ing techniques .
The information will be an analysis of available literature and an
examination of techniques available and used at five ~overnmentsoftware developmen t sites . The information gatherec wi ll be
source material for the following tasks .

• Task II will develop a software debugging methodology which
provides guidance on the functiona l processes inherent i n
debugging , selection of tools , information requirements for
software debugging activities , and debugging problems relevant
to specific environments . The software debugging metnodology will
be developed via the definition of a software debugging process
model . The model w ill describe functional processes involved in
debugging and their relationshi p to each other. The model will
also depict the various software support tools used in each
process. The model will be used to investigate the interdepen-
dence of testing and debugging , the effectiveness of software
support tools for specific environments, the multiple use of

• sup port tools for many functiona l processes , and the i mpact , if
‘ any , of the type of software under development on the debugging

methodology .

k
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• T~sk ~JI will use the information from Task I and the model from
Task II to develop a step-by-step debugging procedure directly
applicable to the MDC environment and to a real-time commun ication
system developed on a minicomputer configuration . Each functiona l
process in the model will be examined with respect to the real
alternatives that exist In the tpo environments . The step-by-step
debugging procedure will be a translation of the software debugging
nodal to a detailed l evel of specificity to form a handbook for
defining the debugg i ng process.

• _j~ will expand the bibliography in Annex 1 of the RFP with
relevant references found in the course of the Study .

1.2  SCO PE

Software testing and debugging are a compl ex set of interrelated tasks which
are initiat ed at comoletion of the translation of a software design Into a
machin e-executable format. They continue well into the operation and mainten—
ance phase of the software life cycle. The objective of this study Is to
concentrate on those testing and debugging activities which are immediately
concerned w ith the integration phase of the software development process. To
clarif y the scope of this study , the following discussion presents definitions
wh iCh ~orm the basis for investigation and indicate directions in which the
study ~s proceeding. In addi tion , externa l cons i derations are i oentIfied
wni cn ~moact the software integration phase and related debugging acti-vities . Further , the assumotions made at the initiation of this task are ore—
sented to further clari fy the scooe of i nvestigati on .

l..~~ Definitions Basic to the Study

The following definitions are presented to familiarize the reader with
terminology basic to the Debugging Methodology Study :

• Testing is the process by wh i ch a programmer ascertains that
a p rogram oerforms so as to meet its given functional and
oerformance requirements or design characteristics . Testing
finds software oroblems , but does not necessarily isolate their
causes .

• Program integration t~%ting Is that testing applied t~ one or
more separate’y compiled modules of code that have been combined ,
and when executed , interact wi th each other according to a design
intended to solve or partlal1y solve a function necessary to meet
a requirements specification. Program integration testing is the
test phase dealt with by this study .

~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 



--- —‘5 -
-— —

r

• ~istem integration test~ng is tha t testing applied tc a software
package as a whole within the total operationa l and computational
environment in which it is intended to be employed . The debugging
activities during system integration testing do not fall within
the scope of this study , although many testing And debugg i ng
activities discussed are appli cable to this phase.

• A t~st t~gj is a hardware or software capability which can be
used to demonstrate that the program correctly exhibits the
desired behavior in order to meet its given functiona l performance
or design characteristics. Test tools find problems , but do not
necessar ily iso late causes .

• Q~~~q~ ing is the process of isolating the causes of ogical flaws
in the va rious transformations used to convert a desired• capability into an executable implementat ion. Whereas testing
finds the flaws , debugging finds the causes of the fl aws .
Debugging requires a representation of the logical mccels of each
transformation used and a means of collecting evidenr e concerning
the manner in which these transformations are fl awed . The
methodology of debugging concerns the, manner in which these logical
transformation •nodels are understood and the i dentification of
the nature of the informa tion needed to isolate the cause of a
flaw. The tools of debugging concern the collection of this
information and the possible app lication of reverse transforms to
produce evidence in a form appropriate to the logical model being
analyzed .

• A debugging tool is a hardware or software capability which can be
used to augment the symptoms and isolate the causes of an identified
flaw to the point where a cause can be envis ioned for that flaw .
While the same tool may sometimes be used for both testing and
debugg ing , a debugginc~ tool differs from a test tool in the
purpose for which it is employed . A test too l finds software

- problems , a debugging tool helps to find the causes of probl ems .

• Debugging methods are the ways symptoms of software problems are
accumulated , factors el iminated , and a determination i~ made of
what reall y should happen when the software is operated .

1 .2.2 External Considerations Impacting Integration Phase Debugging

Thi s interim report has examined, debugging-rel ated tools and teclniques from
the entire software development life cycle to provi de a conceptLa l framework
w I th if l  which integration phases debugging activities can be considered . The
amount of diffic ulty encountered during the integration phase is directly
related to the nature and quality ~f efforts which have preceded it in the
software development process. According l y, a study of debugging must inspect
the contribution of software engineering tools and practices in the require-
ments ana l ysis, design , and code ohases to the integration pnase debugging
and testi ng processes. Section 3 of this report ~rovides a comorehensive review
of the rel ati ons hip of debugging tO several major pre—integrat ion activities ,
such as:

—~~ -— 
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• Software management methodology

• Testing methodology

• Developmen t methodology

An additional dimension of debugging is provided by the computing environment
in which problems must be solved . The hardware and software features which
create this environment must be studied for their impact on a deougging meth-
odology . Each of these issues has an effect on system complexity , and
therefore on the complexity of debugging. The major issues of this type
addressed in this report are:

• Choice of programing language

• Physical system architecture

• Sequential versus concurrent processes

n addition , this report briefl y addresses the nature of software errors , the
ways in whi ch they manifest themselves , and the classes of debugging tools
currently available and used for error detection .

1 .2.3 Assumptions

The following assumptions limit ~he scope of this study :

• This study is not concerned directly with testing or
program error correction; however , the ways these
elements affect the debugging process are addressed .

• While this study is primarily intended for the use of
RADC , the approach taken for each task will be general
In nature , whenever possible , so that non-Air Force
agencies and industry as a whol e will find the infor-
mation useful .

• No attempt is made to define any new debugging tool
concepts which should be researched and developed .
This study deals only with existing concepts. However ,
the results of the entire study should indicate
deficiencies in current debugging capability and
appi ication.

• The results of the site surveys and literature search
are assumed to be sufficiently comprehensive in deta i~
and substance so as to provide the information require-
ments for the subsequent tasks . Where info rmation is
lac king , it is assumed to not currently exist and that
lack of information will be valuable input for further
investigations and directions in which to proceed .

4
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• The computer environments to be examined with reference to this
study shall be limited to large scale , real-time , minicomputers ,
distributed networks , and microcomputer systems .

• Cost factors related to debugging capabilities , tools , and
techniques will not be an issue of direct concern to any of
the tasks in thi s study .

• The existence (or non-existence) of particular debugging tools
in specific environments will not be a l imiting factor in the
derivation of the debugg ing methodology or step-by-step
debuggi ng procedures .

• The debugging methodology and step-by-step debugging procedures
derived in the course of this study will concentrate on the
generalized process of error detection and solution within the
testing and debugging framework. It  will not spec i fy the
detailed analytical thought processes requi red of the debugger
for a specific error in a given hardware/software environment.

1 .3 BACKGROUND

Over the past 20 years the major effort in improving the techniques of
software development has been directed at the coding , checkout , test , and
integration phases of software. This effort has resulted in hi gher-order
programing l anguages , in teractive program development , and a wice range
of software verification tools and techniques . In spite of the progress made ,
the integration phase of software development is the time when major
schedule overruns usually occur and a substantial portion of the total
software—system life cycle costs are expended . This implies that either
effective techniques have not yet been developed , ava i la b le tools are not
used , or effective tools are not applied consistently as part of a compre-
hensive software testing and debugging methodology . Errors discovered
during the integration phase include both desi gn and implementation errors .
Al though the cause may originate in an earlier phase (i.e., ana lys is , desi gn ,
or implementation ) and may be eventually ameliorated through the development
and application of improved software engineering techniques in those earl i er
phases , the errors that remain during integration must be found and
corrected in the most efficient manner .

Design and implementation errors are often subtle and difficult to diagnose
and correct. Desi gn errors originating from inconsistent implementation of
data and module i nterfaces can arise from a variety of factors , ranging
from poorly defined formats to problems in information flow . Implementation

• errors arising from improperly interl ocked data struc tures are very di~ficul t
to detect because of the exact interdependency of time and space occuring
to cause a failure . Often these conditions can not be reconstructed . Even
more important is the fact that these errors frequently slip through the
contrac tor ’ s Computer Test and Evaluat ion (CPT&E) activities and sometimes
appear in the operational system . The testing applied to determine if

-5-5  ~~~~‘~~~ •~~~• •
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errors exist and the debugging applied to localize the cause and correction
of errors are of secondary importance only to the verification of proper
performance as the main objectives of the software integration phase. The
selection and use of adequate debugging tools and techniques comensurate
with the software/hardwa re environment are necessary if this objective is to
be met.

Debugging tools that can be utilized during the integration phase may not be
ava ilable for a specific application or hardware environment , or may not be
procured or developed In time for their optimum use. Relatively larger and
older systems often have a much greater variety of powerful debugging support
tools than do smaller , newer systems and applications . Al so, mature systems
have had the elapsed time in which to develop the tools and amortize the

• inves tment necessary to produce them. Newer and smaller systems generally
have neither the time nor the funds available to produce sophisticated
debugging tool s and small systems often do not have the computing power
required to support them . Even if app licable tools are available , they may
not be used as part of an integra ted , systematic set of procedures. Hence ,
they may not yield the maximum benefit in finding and correcting errors
that they were designed to deliver. Before the impl ementation of a software
system is begun , the program management should have a systematic approach to
the selection of software debugging tools for the specific application and
environment. Gu idance in tool selection and use is important before any
large investme nt is made in impl ementing techniques for a particular applica-
tion and equioment.

1 .3 . 1  A Comprehensive Oebug~ing Methodology

A comprehensive debugging methodology is needed to define the criteria for
the selection of debugging tools and provide guidance for their proper use
in the Integration phase of software development. While software debugging
tools are generally availabl e and in widespread use, a debugging methodology
is needed which provides a more discip lined approach to the testing process
by developing guidelines for the empl oyment of these tools. These guidelines
should establish criteria on which to determine the sufficiency of a spec i fic
tool to meet the information requirements of debugging activities.

The development of a methodology for performing software debugging within a
• variety of different environments rests , first, upon an understanding of the

functional process of testing , error detection, diagnosis, and correc tion.
Secondly, it depends upon an understanding of the current state-of-the—art
in debugging tools and techniques , and the availability of the tools that
have been developed . Finally, it depends upon an understanding of the
specific debugging needs , al terna ti ves , cos ts , and benefits related to the
specific project and its development environment.

Al though the process of debugg ing is generally understood , there is much to
be learned in terms of applying specific techn i ques and approaches . Al so ,
there is a wide variety o’f new tools now available or being develope d that

• greatly 3ugment traditional debugging activities. To guide selection of a
best ~~t for a particular environment requires that the tools be
surveyed and evaiuated for acquisition and operation costs , benefits/yields ,

6
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and current state of availability . To provide guidance in technique and
tool se l ect ion , this knowledge needs to be condensed and formalized into a
set of guidelines .

The applicability of a particular tool to a particular system also needs to
be assessed . For instance , systems involving inaccessible or costly sources
of live data may require elaborate simulation 3ystems to provide test data
and environmenta l interactions ; systems wi th static data bases m ay not.
Elaborate test beds may be requ i red for new , multi-site systems . Established
systems may use an existing site as an integration and test facility .
Different approaches are necessary and possible for powerful , large-scale
computers as compared to mini or microcomputer installations. Network
systems may requ i re more elaborate techniques than sing le , stanc a l one

• facilities . While it is likely that most faciliti es will require a variety
of techn i ques and methods, guidance in selecting a proper set of tools and
techniques is highly desirable for an effective , economic operation .

1 .3.2 The Software Deve1~pment_Life Cycle

The functiona l processes and activiti es performed in the integration phase
can be better understood in the context of the entire software development
l ife cycle. Many of the software problems found and corrected during the
integration phase have their origin in previous phases of the system
development life cycle. In addition , the activities of the phases following
integration cannot be initiated until the software successfully passes the
requirements imposed on the development process by the integration phase .
For that reason , the entire software development life cycle will be briefl y
described in the following discussion .

The software development life cycle provides a structured framework of activities
and milestones upon which the production of software can be tailored for each
specific project. The major purpose of the structured sequence of milestones
and activities is to provide software development managers with vi sib~~ityinto techni cal and financial progress. They help managers to ccntro l the
p rocess , to identify when problems occur and to take timely corrective
action to prevent more serious problems from arising. They also provide a
mechanism to he lp trace software functional and performance requ i rements to the
actua l code which implements them . The speci fic tailoring of the software

-
• development life cycle must consider the requ i rements of each project as well

as how the software is procured (i.e., whether the software is daveloped in-
house , or contracted for development by industry , or off-the-shelf software).

The software development life cycle begins when init ial requirements for a
functiona l capability to be provided by a software product are cefined . It
continues through the software product’ s operational phase because software
continues to be developed and modified in response to changing requirements.
It is termin a ted when tha t software produc t is no longer used .

—__— ~~~~~~~~~~~~~~~~~ _________________________
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Several d i fferent software development life cycle processes have been
described . Most representative of these Is the description conta i ned in
AFR 800-14, Volume It , which delineates a life cycle of six phases: analysis ,
design , code and checkout , test and integration , Ins talla ti on , and
operations and support . Often , the phases overlap, and there is no clear
demarcation of where one phases ends and another begins. Figure 1 illustrates
the computer program life cycle depicting the overlap of some phases , the
feedback of information between phases , and some of the milestones .

The analysis phase is that time when the software functional/performance
requ i rements are defined . Generally, a requirements speci fication descr ibinci
the user inputs , the user outputs and the required processing is produced
dur ing this phase . The prel iminary top-level computer program design
accomplished during the analysis phase provides validation that the functiona l
capability stated In the requirements specifications can , in fact , be
developed . There Is a great deal of iteration between the definition of
functional/performance requirements and the development of a top-level system
and subsystem design . This design Is derived as a result of a system
eng i neering process , which not only analyzes and defines the requirements for
software but determines the requ i rements for all software interfaces ,
inc l uding those with other software, computer hardware, and other equipment ,
and personnel . System engineering studies are generally conduc ted during this
phase, whlch • may Inc l ude feasibility studies , use of simulation and modeling ,
computer program design , and , perhaps , even some prototype development and
test of high-risk software.
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The principal activity of the design phase Is to determine the major
components of the software system/subsystem, the Interfaces between these
components , and the requ i rements to be satisfied by each component. In
addition , the data base Is defined , software engineering studies (e.g.,
performance measurement) are conducted to verify the design and compatibility
of requ i rements, and system constraints are evaluated . Software sizing
estimates are updated and revised . The design phase begins with a Preliminary
Des i gn Review (PDR), which provides visibility to both the customer and
contractor management into the overal l software system/subsystem design . The
design phase concludes with a Critical Design Review (CDR). At this time the
detailed computer program and subprogram (i.e., module) designs are reviewed
to determine that they are compatible , that they meet the requirements of the
contract and that they will fulfill the required functiona l capability as
stated in the requirements speci fications . During this design phase , test
plans and procedures are developed concurrently with the system/subsystem
design . The initial test plans should be available at PDR and detailed test
procedures should be available at CDR . They shoul d be reviewed oy the customer
to ensure that the developer ’s plans for demonstrating software functional/
performance capability meet acceptance criteria.

The code and checkout phase is perhaps the most simple and straightforward
because it is the best understood and there are numerous support tools and
techniques to aid in the process. The activities in this phase inc l ude
code implementation , test, and debug of modules , programs , an d rela ted program
data .

The test and integration phase overlaps the code and checkout phase. As
computer programs become available , they are tested first individually and
then as a group, and are finally integrated into the overall software
package . While software testing occurs in thi s phase , the preparation for
testing is pervasive throughout the entire software development life cycle.
A testing strategy is usually specified in the proposal and conditions for
product acceptance are ordinarily specified in the contract. At the end of
test and integration , the software is generally available with all of its
supporting documentation for qualification and acceptance by the customer .

The installation phase is when the software is integrated into the overall
system . It is generally checked—out using operational personnel . Any
incompatibilities between the hardware and software must be reso~ved at thistime to be accepted by the customer. The Formal Configuration Audit (FCA)
and Physical Configuration Audit (PCA ) are part of the acceptance procedure
which determines tha t the fina l software Product Specification matches the
qualifi ed computer program and that the requ i red acceptance tests have been
performed.

The operation and support phase consists of the remai nder of the software
development life cycle. This phase generally requires some level of effort
devoted to maintenance of the software, which often decreases as the opera-
tional sof tware i s exerc i sed ove r time , and problem areas are i dentified and
reso l ved . However , during this phase , changes to the software ’s performance
requirements are inevitable. Depending upon the size of each change, the

•_
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entire set of life phases may need to be repeated , inc l uding analysis through
insta llation. All of the phases may occur for a given change concurrently
with the operation and support phase for the software.

The life cycle phases described above apply to al l software development
efforts to a more or lesser degree , depending upon the functional/per-formance
software capability required .

1 .4 TASK I APPROACH

Although this task , Informa tion Acquisition , has resulted in a 1arge quantity
of detailed information relating to various aspects of debugging , It i s seen
to be a necessary requirement for subsequent analysis which will result in the
definition of a debugging methodology and a step-by-step debugging procedure.
The work performed in Task I was originally to inc l ude a literature search
and surveys of the following sites :

$ Rome Air Development Center (RADC)

• Genera l Services Administration (GSA )

• U.S. Army Advanced Research Center (ARC)

• U.S.A.F. 427M Space Computation Center (SCC)

After initiat ion of this task , a decision was approved to substitute the
SAMTEC Tel emetry Integrated Processing Subsystem (TIPS) site for the GSA

• site due to availability of the site to the debugging study ’s personnel . The
TIPS project was selected because it consists of a compl ex network of mini -
computers in a real-time environment. In addition , it was found that none of
the sites surveyed included the environment specific to an Independent
Verification and Validation (IV&V) contractor charged with a set of tasks
which concentrated on testing and debugg i ng activities . For that reason , the
Air Force Satellite Control Facility (AFSCF ) was also surveyed . This Lite
revealed the largest store of information relating to testing and debugging
tools and techniques since t is a mature system with established testing/
debugging processes .

Whil e much of the information obtained from the site surveys may appear to be
overlapping or redundant, it is presented in its entirety for the following
reasons . F i rs t, it is necessary to identify the debugging capabilities
availabl e to a specific hardware/software environment. Once these capabilities
are i dentified , commonality between information systems provided by the
debugging capabilities may be observed . Second , project specific development
methodology , includ ing testing and debugging processes , need to be examined
Indivi dually and collectively to determine how best to incorporate specific
debuggin g tools and techniques in a generalized debugging methodology . Third ,
operating system and debugging tool interfaces need to be examined and defined
to identify user info rmation requ i rements which , when illuminated will
optimize testing and debugging activities.
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The literature survey was initiated using all available software technology
sources of reference. This Included the following:

• Bibliography supplied by RADC

• SDC ’s Software Technology Department’s Bibliography

• NTIS abstracts

• Computing Review Abstracts

• Computer and Contro l Abstracts

• Computer Abstracts

• Computer conference proceedings

In total , approximately 500 references were initially found. Of these , 200
references were read in their entirety . The information obta i nec from the
literature survey forms the background on which the debugging methodology
will be based. It should be noted that vendor-supplied documentation was

• not inc l uded in the literature search. (This type of documentat~on was
thoroughly examined during the site surveys.) In addition , the ‘iterature

• survey reflects bibliographic entries encompassing the 1966 to 1 977 time
period .

1 .5 SUt4~AR~ OF CONCLUSiONS

This section presents the preliminary conclusions from Task I , Information
• Acquisition of Software Debugging Methodology Study . These conclusions

shape the direction wh i ch the remainder of the study will follow by formina
the assumptions for Tasks II and III of the study . The concl usions are
presented in the order in which the rel evant subject areas are treeted in
the body of this report . -

1.5 .1 Conclusions from Site Surveys

The site surveys provided an opportunity to observe debugging activities in
several different phases of system development and across severa different
system architectures . (Section 2 contains the site specific observations
which were col l ected .) The genera l conclus i ons fol l ow:

• Planning for debugging , i.e., tools , techniques , and
p rocedures , should begin in the system design phase or
earl ier. Limi ted resources and schedule conflicts prevent
development of meaningful debug capabilities and procedures
on an “as you go” basis.

-I-
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• Many programmers prefer Insertion of their own debug code into a
program over the use of available tools. It has not been oossible to
determine If this preference is due to unwillingness to learn
yet another system , or the Increased capability to tailor program-
mer inserted code to revea l abstract program functions.

• Mature software systems employ much more sophisticated project-
applicabl e debugging tools and techniques than do newly establish ed
systems . Knowl edge of problem areas grows with each iteration
of the software development phase processes .

• Vendor -supplied debugging systems have become very sophisticated
and powerful but are sometimes awkward to use and do not
suitably fit the application. These de bugging packages appear
to be a good and cost-effective starting point ; however , they
should be augmented with project-specific debugging tools.

• Computer time avai lability Infl uences the form of debugging
practicec more than any other factor.

1.5.2 Conclusions from Literature Surv~~
The following general conc l usions were drawn from the literature survey :

• Software Management Methodology. For projects of reasonable
size , a well structured system of configuration management and
development phase milestones , documentation , and acce ptanc e
criteria is essential to the establishment of a stabl e
debugging environment. Of particular Importance to debugging
are software version control and prioritized modification
rev i ew procedures.

• Tolerance Considerations. The problems concerning a system ’s in-
ability to meet performance or size requirements will not be con-
sidered in the remainder of this study . The solution to such prob-
lems is desi gn rei teration , which is different in natu re from the
debuggi ng of logi cal ~rob 1ems .

• Language Cons iderations. The choice of a programming language
impacts the debugging effort to a marked extent. The debugging
tools associated with a language refl ect the behavior of a
‘v i rtual machi ne ” implemented by that language. The more
abstract the language , the more powerful the automated error
detection capability can be.

• Interactive vs Batch Systems. The use of interactive symboli c
debugging tools is unquestionably one of the major advances in
debugging methodology . These tools will receive detailed
consideration in the body of the debugging methodology study .

12
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• ~ystem Architecture. The primary impact of computer architecture
on a debugging methodology is the availability of sufficient
resources to support the overhead imp licit in the use of most
debugging tools. The debugging methodology should provide guidance
on the amount of resources needed for a specific application of
debugging tools and techn i ques . The initia l hardware selection
criteria should include provisions for this overhead , otherwise
the selection of debugging tools will be severely l imited . A
second architectura l consideration is the compl exi ty introduced
by distributed or real -time system architectures . The literature
survey provided very littl e insi ght Into a methodology which can
deal with this complexity . This area will become a major subject
of study and analysis in the remainder of the debugging study .

• Integration Concepts. Advantages and disadvantages exist for
~~th the top-down and bottom-up development approaches . Either
can be- effectively appl ied , depending on the nature of the
software system being developed . For purposes of defining a
debugging methodology , both approaches will be considered .

• Testing Methodologies. The standard Air Force testing processes
are suita ble as background for the debugging methodology . The
processes consist of the CPC code-and-test , CPC incremental-
integration testing, CPCI testing, PQT , and FQT testing stages .

• Testing Tools and Techni ques. The testing tools and techniques
availabl e to aia [ii discovering the errors dealt with by the
debugging process have been found to be very dependent on the
type of software system involved . The disparity between large
scale systems and microcomputer systems in this regard , for
example , appears to require separate consideration for the
effect of testing tools and techniques on the debugging
methodology .

• Software Errors. The literature survey has shown that definite
relationships can be established between testing tools and
techniques and software errors. Since the debugging process
operates on the symptoms of errors rather than the error them-
se l ves , a principal task of the debugging methodology development
appears to be establishing the relationsnip of softwa.e errors
to error symptoms, and error symptoms to debugg i ng too l s and
techniques .

• Debugj~ng Aids. Except for new system-specific hardware
deb~jgging a ids , there appears to be no new or unique debuggingtool concepts within the past 10-12 years , when interactive
systems began to flourish.

• Debugging Methods. The methods used by the debugger ~n resolvinga software probl em can be defined in terms of the too~s and
techniques employed . This should result in a meaning ful input
to the debugging methodology development process.
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SECTIO~’4 2 - SITE SURVEYS

The anal ysis of current debugging technology is a orerequisite to formulati nq
a methodology anpl icable to diverse hardware/software environments . While
examination of software oackages suoplied by hardware vendors forms the bulk
~f information relating to current debugging caoabi lities , this study has
surveyed fi ve selected software development sites . The purpose of the site
survey was twofold. First , atti tudes of personne l within a specific software
develooment environment were samp l ed to determi ne their personal preferences in
the usage and adequacy of the vendor-suool i ed software debugging capabiliti es.
Second , the capabilities Drovided by vendor-supolied software packages have ,
in many cases , been augmented by site— specifi c debugging tools and techniques
and these were surveyed to determine how ava ilable debugging capabilities
were i ncoroorated into a systematic orocedure . Both orogrammer ~referencesand the integration of testi ng/debuggi ng capabiliti es in the develooment oro-
cess are necessary components to the deri vation of a debugg i ng methodology
and a handbook for debugging is the eventual goal of this study . The sites
selected to be Surveyed include :

• U.S. Army Advanced Research Center (ARC)

• Rome Air Develooment Center (RAUC)

• Space and Missile Test Center ¼ SAMTEC) Telemetry Integrated
Processing Subsystem (TIPS)

• USAF 427M Space Computationa l Center (SCC)

• USAF Satellite Control Facility (AFSCF)

The situati on of sites was based in ~art on the immediate accessthility of thedebugging Project ersonne l to personnel within each facil ity because of cur-
rent SOC contrac t work . In addition , each site contained diverse hardware!
software characteristics wh i ch present differing environments on which test-
ing and debugging activities are oerformed . Further , each development oroject
survey reflected a di fferent phase of the software life cycle. For example ,
severa l orojects within RAOC and the ARC are ohasing down or are in transition.
Al though the analysis of debugging caoabili tie s for these orojec:s are not
greatl y detai led, oersonal hindsight on debugging capabilities trat would
have significa ntly aided in software verification contributes to the overall
objecti ves of the debugging study .

~tuch of the information presented in this section is very detailed in its
exami nation of debugging tools and techniQues . The intention of Inc lud ina
sucri detailed information is to orov i de a fi rm basis for the information
requirements for subsequent tasks associated with this study .t

‘See Appendix A for bibliogra phical references of documents used in the
preparation of this secti on .

J 
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0.1 ADVANCED RESEARCH CENTER (ARCJ

The L .S. A rmy Advanced Research Center is located in Huntsville , Alabama .
This fac ility is opera ted by Sys tem Developmen t Corporation (SDC) to SuopOrt
the Data Processing. Di rectorate of the Ballistic Missile Defense Advan ced
Technology Center (SMDATC~. The purpose of this di rectorate is to suopl y
compu ter resource and technical support to eacn of the other Bt’~DATC direc-torates (i .e., Tecnnology Ana lysis , Missile, Cotics , Radar , Discrim ination).
Each B~~ATC direc torate is charged wi th aerforming research in a di fferent
area of technology and each investigation addresses a oiffe rent phase of the
research oroblem . In addition , each directorate works wi th a set of contrac-
tors . many of which eventuall y ~se the compu ter facility and the techn ical
support supp lied by SOC . This center provides a centralized caoa bi l-i tv ‘or
cost-effecti ve research , development, analysis , and demonstration ~f dataorocessing and hardware technology , and their interrelation s.

0. 1 .1 Hardware/Software Descrintion

The data orocessors orovided in the ARC orovide a real-t ime comouter con i gu-
r a t i o n  dedi cated to advanced research in ~iD software and da ta 3rocessinq .
The macnines currently ava ilable are configure d as shown i~ Fig~re C , w~~t~i

the real-time software in the Texas nstruments Advanced Scient~’ic Comouzer
JIASC ) being driven ~v the system , environment , and threat sim ,lati on s on
tne Contro l Data Corooration ¼ CDC~ 600 through a realisti c harcware coclouter;
radar interface .

A snort jescriotion of each hardware componen t ~ol l ows :

• Control Data Coroorati on 640.~ The CCC 6400 is a medium-caoaci:v
comPuter with lob nanosecona ~nemory cycle time . It is ~qu’ooedwith 65K wOrds i~60 bi ts~ ~f Central Memory (CM) and 105K words of
Extended Core Storage (ECS). The CCC 6400 ~unctions as an inpu t,
output system for the CDC 7600, and Provides communi-cat’on for
remote batch users . The operating system for the CDC 6400 is
SCOPE 3.4, a multi programm ing system w i t h  a large comolement of
l anguages and utili ties . It also serves as an 110 station ~ort~e 7600 computer and supports interactive termi nals th rough
INTERCOM . The INTERCOM 4 system is used to drive and commun~-ca te with all remote termi nals. 3atch orocessing and t~e storaneof permanent files is not oermitted on the CX 5400 excaot ~orspecial requ i rements because the resources are not adeqLate to

— • both operate as a stand-alone system and support the 603.

• Contro l Data Corooration 600. The 6t !O is a oower-fu l scal ar oro-
cessor with 07 .5 nanosecond effective memory cycle time . t is

g- equipped wi th 65K words ~60 bit s~ of Small Core Memor’. ~SC M) and
512K words of Large Core Memory ~LC~1). In addition , it executes
orograms ~n a mult i-pro cessing environment.

The SCOPE 0.1 onerating system or the COC 7600 ~s com oatib lewi th SCOPE 3.4 on the 6400. Job control cards , language ~ro-cessors. and .at~ili t i e s are the same or very si~i1la r.
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The 7600 in the ARC does not suoport unit record I/O or inter-
active terminals. Wi th the exeption of on-line disk files and
tape dri vers , all I/O and operator control commands are provided
by the 6400.

An input tape can be mounted on the 6400 and staged through the
station to the 7600 or can be mounted on the on-line drives and
stages. The staging process copies the whole tape to a disk
file and releases the tape drive. Thus , reads and wri tes
operate on a disk file rather than on a tape and then , when
closed and unloaded , are staged to a tape . Huge files that
mi ght, for example, occupy 20 reels of tape are built as a
series of smaller files to avoid exhausting the disk capacity
on the 7600.

In addi tion , it is desirable to use the 7600 on-line tapes in
preference to the 6400 tapes that must be staged across the
channel- to the 7600. The former are faster and they do not tie
up the 6400/7600 channel . Al though seven track drives are
available on both the 6400 and 7600, only the 7600 has nine-track
capability .

• Texas Instruments ASC. The ASC is a pipeline orocessor wi th
both scalar and vector instructions , the latter allowing it to
perform the same operation on every element of an array with
only one instruction. The c1ock cycl e on the 32-bit word
machine is 70 nanoseconds . It has 128K words of bi p ola r
memory (140 nanosecond read time ) and 512K words of Memory
Extension (MES). The ARC ASC has one pipeline (ari thmetic unit),
but up to four are possible.

The General Purpose Operating System (GPOS) installed on the ASC
is desi gned to prov i de the services expected of a large-scale ,
multiorogrami ng system. The ASC ’s centra l processor has vector
and scalar instructions . The operati ng system has been modified
to support the interactive graph i cs system. Nine and seven-track
tapes are both suoported by GPOS.

• Parallel Element Processing Ensemble (PEPE). PEPE is a special
purpose computer designed to augment conventi onal sequential -computers . PEPF arch i tecture features a highly parallel ,
associati vely addressed ensemble of Processing El ements (PEs)
operati ng under global control units . The ARC PEPE is designed
for 288 PEs , however only 11 are implemented . A PEPE instruction-
level hardware simulation system has been imp l emented on the
CDC 7600 which executes PEPE programs requiring up to 288 elements .
The control units contain a total of 52K words (32 bit s ) of bipolar
memory for program and data storage. In addition each PE contains
2K of bipolar memory for data storage . PEPE was desi gned by SOC
with hardware construction performed by Burroughs . All software
was developed by SOC.
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The PEPE Real-Time (or Run-Time) Execution (RTE) augments the
COC 7600 SCOPE 2 operating sys tem with 7600 and PEPE resi dent
executive components that allow flexible and dynamic task
scheduling . PEPE code may be executed on the 11-element hard-
wa re system or on the 288-element emulated system.

2.1.2 Site-Speci fic Debugging Software -

Al though little software has been developed within the ARC to support specifi c
debuggi ng cap abilities , the following programs are available:

• FORTRAN Analyzer Program (FORANL. This program anal yzes the
usage of program label s , tags , data variables , constants , sub-
routi nes , and other program elements for a main program and its
related subroutine comoonents . The information output includes
the i tem name , the FORAN assigned statement numbers in the pro-
gram or subroutine where the identified i tem is referenced, and
a code i ndi cati ng how the i tem is referenced (e.g., assigned ,
used, input , Output , a system external reference, a DO variable ,
a subroutine CALL, etc). In addition , RORAN can provide a corn-
posi~e cross reference of data usage for secarately analyzed

• program units . FORAN also performs certain consistency -checks
on the data , incl uding:

- Symbols defi ned but not used
- Vari able tyoe and dimension
- Number and type of parameters in functions and subroutines

FORAN ’ s primary use in debugging is to determi ne possible compu-
tation or logi c errors by providing a stati c analysis of data usage.
It is also valuable in analyzing the effect of a program modifi-
cation on data usage. FORAN can analyze any dialect of FORTRAN .
During the syntax analysis , syntax errors are fl agged and the
analysi s is conti nued .

FORAN is easy to use and its outout contains more i nformation and
is easier to read than the compiler ’ s symbolic reference map .
It is limi ted to 4095 manua l i tems and a total of 24,000 unique
references for all named items .

• MERGEL. MERGEL allows replacement of changed subroutines and
the addi tion of new subroutines to an existing binary file.
Thus , Centra l Processing Unit (CPU) time is saved by not
requiri ng a full update and compilation each time a line of
code needs to be changed . This program is usefu l after an
error has been Yound in a subrouti ne which then is recompiled
or reassembled .
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2.1.3 Vendor-Supplied Debuggi ng Software

The debuggi ng tools available under the CDC 6400/7600 Scope 3.4/2.1 operating
system are provided by Cyber Interactive Debug (Cr0), FORTRAN Interactive -

Debug (FID), SCOPE , and special software developed or obtained/modified by
SDC . The following capabiliti es are provided on the CDC 6400/7600:

• Cyber Interacti ve Debug. CID provides debugging capabilities
wMch can be used to facilitate checkout of programs by allowing
an i nteractive terminal user to monitor and control the execution
of programs . It is pri mari ly intended to be used interactively,
but may be used in batch . CID provides facilities independent
of any parti cular sou rce language , but it is also possible to
interface source—language dependent modules to CID to handle
l anguages such as FORTRAN or BASIC. CID features include the
ability to:

- Set breakpoints at specific locations such that user program
execution will be suspended when it reaches one of those
points , allowi ng the user to monitor the state of the program .

- Set traps such that program execution wi ll be suspen~ed onspecifi c events such as the loading of an overlay .
- Interrupt and restart the user program from the terminal .
- Display variables in the user program.
- Enter data into the user program.
- Define and save sequences of debug commands to be executed

when a breakpoint or trap occurs.

• FORTRAN tnteractive Debug. FID commands are used to deoug pro-
grams wri tten in FORTRAN and compiled by the FORTRAN Extended *
compiler in debug mode. FID commands are designed to provide
access to the program in terms of the FORTRAN language ; its
vari ables , cons tan ts , and statement forms are FORTRAN forms .

• FID commands resemble straightforward FORTRAN statements . The
P10 commands allow the user to display program variables , ass i gn
values to program variables , and execute condi ti~ona l statements.

- PlO commands include :

COMMAND PURPOSE

PRINT Simulates the FORTRAN list di rected Print State-
ment, allowing display of many vari ables with one
command .

Ass i gnment Assi gns calculated values to FORTRAN variables .
Strictly speaking , assignment is recognized by
the presence of an equal sign in the command line .

*FORT~AN Extended (FTN 5) does not support the debugging features descri bed
above . COC is in the process of providing a similar debug package.
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CO IIIAND PURPOSE

IF Al l ows the user to execu te other debug commands
conditiona l on relationships between expressions.

GOTO Causes the use r ’s program to resume executing at
at specified point In the program .

TRACEBACK Displays a trace of the path the program took to
get to the current subprogram .

• SCOPE 2.1. The operati ng system p rovides two capabilities that
can be used for debugging:

- Dt4P. OMP is a control card callable routine that may be used
to dump selected positi ons of the user ’s field l ength as well
as the current status of the operating registers .

- TOMP. TDMP is a special utility program called by a control
card and used to dump disk files . It Is primarily used as a
debugging aid since it can dump vari ous porti ons of a file
under user control .

• Subrouti ne Time r. A performance measurement program has been
modified to be run on the CDC 7600 that will provide timing
information at the subroutine level . No changes are requi red
to the timed program ; the time r reads the memory map produced
by the l oader and traps all user subrouti nes at entrance and
exit - to obtain their run times . In addition to info rmation on
individua l routines~ the timer provides a flow ana l ysis showi ng
wh i ch routi nes called which others . This Output IS printed
twice to show everything from the viewpoint of the calling
program and from the viewpoint of the called program. The
pri nt-out gi ves the following designated sequence for each of
the subroutines wh i ch were executed at least once :

DEPTH Number of subroutines invo l ved .

TIMES EXECUTED The number of times the subroutines in tne
sequence were ca l led .

AVERAGE Average number of calls from one subroutine to
another each execution of the sequence.

PERCENT Percent of calls from one subroutine to ano ther ,
relative to all calls made from the initial sub-
routine In the sequence to any other routi ne .

• CALLS MADE Numer of cal ls made by a subrout i’~e to other
routines .
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2.1.4 PEPE Debugging Tools

The debugg ing tools available under PEPE RIE include :

• PEPE Emulator Trace Output Processor (POST). POST is a postrun
processor that selectfvely prints PEPE instruction trace data.
The selection may be based on time periods , instruction typ es ,
PEPE processor, and other controls. POST executes on the 7600.

• PEPE Dump Print Program. No material on thi s program was obta i ned
di~ri ng the tri p to the BMDATC .

2.1.5 Texas Instruments ASC

No I nformation was available on the debugging tools under the TI ASC GPOS .

S

I
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2.2 ROME AIR DEVELOPMENT FACILITY R&D COMPUTER FACILITY

RAOC is a research and development facility charged with the establishment ,
operation , and maintenance of computer and display facilities for the
support of:

• Exploratory development programs in Information sciences

• Research and development in advanced computer techn iques

• RADC requirements for scientific computational services

The current internal structure of the research and development facility
consists of five divisions , including : Intelligence Reconnaisance ,
Surveillance , Information Sciences , Reliability , and Communica tions . Each
division concentrates on a specIfic area of technology which evol ves according
to user needs and the state of current hardware/software technology
Accordingly, the specific application area under investi gation and the hard-
ware/software environment specific to each group-of users is dynamic and
cannot easily be characterized .

The computer systems available to RADC personnel and contractors working on
RADC projects inc l ude:

• Honeywell 6180/Multiplexed Information and Computing
System (MULTICS )

• Honeywel l 6180/General Comprehensive Operating System (GCOS )

• RADC Associa tive Processor

• QM-l Emulation System

• PDP-ll/45

• Advanced Research Projects Agency (ARPA) Network

The computer systems which are used most frequently by the user groups
are the GCOS and MULTICS systems , eac h on a Honeywel l 6180 . FORT RAN and
JOV IAL currently appear to be the programming languages most frequently
used . The classes of activities that impact the amount and type of
computer resources and support software required Include :

• Scientific and data handl i ng activities which directly and
indirectly support the overall RADC purpose. Both the
time—sharing and batch facilities of GCOS are used for
standard GCOS production jobs. The prima ry languages used
are FORTRAN , BASIC , and the time-sharing subsystems .
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• Software system development activit ies which tend to be quite
large , sophisticated , and highly evolutionary . Software
developers require multi ple turn-arounds per short intervals
of time and small Cpu utilization for debugging. Software
development requires large amounts of permanent file and
removable disk packs and tapes . Consequently, system
development may require many more peripheral resources than
other activities . Del i very dates generally produce high
l evels of activity . Languages suc h as JOV IAL , COBOL ,
FORTRAN , GMAP , and SIMSCRIPT are used . Both GCOS and MULTICS
are used ; however , MLJLTICS may be better suited for R&D work.

• Software system testing activities whose princ ipal character-
istics is the need for special conditions and equipment
configurations . Standard software services are used in the
support roles, such as editing test programs and test tapes .
Actual testing usually requires dedicated machine time and
sometimes a non-standard or special version of the operating
system . Test teams frequently require long elapsed time
between machine runs. Some software system testing is done
during regular processing hours if the testing can co-exist
with the regularly scheduled workload . Frequently the output
requirements due to dumps are very large.

• Modeling activities for radar systems, base intrusions defense
systems, electromagnetic compatibility analysis , reliability
analysis , electronic components , and elements of management
information systems. Models are run at variable intervals
ranging from monthly to daily. During the preparation stage
the needs of model developers are similar to those of software
system developers . After reaching the production stage , however ,
model s use large amounts of core space and processor time and
produce large outputs . Both OCOS and MULTICS are used for
modeling .

2.2.1 Hardware/Software Description

The following discussion describes the hardware/software configurations
within RAOC .

2.2 .1.1 Honeywel l 6180

The 6180 computer system consists of:

• Two Honeywel l 6180 CPUs (one dedicated to MULTICS
and one to GCOS ) .

• • One million words of core Storage

• OSU - 451 Multlcs (6) 156 ,000,000 bytes (9 bit)
DSS - 191 GCOS (5) fixed 118 ,778 ,880 char (6 b i t )
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• 3 lIne printers

• 8 tape drivers

• 2 Datanet 355 communications processors (currently
handl ing about 80 time-sharing users simu l taneously)

• One off-line plotter

The MULTICS and GCOS operating systems are briefl y described in the
following paragraphs .

MULTICS Operating System

The MULTICS operating system was developed by MIT with funding provided by
DoO/ARPA . The MULTICS operating system is written in PL/l . Other
languages supported are FORTRAN , APL , BASIC , and COBOL 74, but the emphasis
Is on PL/1 , both as an application language and as the system ’ s own
implemen tation language . MULTICS explo its virtual memory hardware and
technology to provide:

• Secure Operation. Security of files from undesired access is
mainta i ned through the use of a ring-structure . Programs and
data, as wel l as MULTICS itself , are assigned operationa l
rings (domans of operation), and access permission is
required for a program assigned to a given ring to
corss into another ring . In all there are eight rings
of which onl y the outermost is normally available to the
user . The others are reserved for special use and system use.

• Continuous Service. MULTICS provides a hierarchical file
structure and automatically protects user ’s f i les by perform ing
an incrementa l dump to tape at regular interva ls with the
resul t that a user should never lose more than a half-hour ’ s
work due to a system malfunct ion.

• Growth In Capabilities. Dynamic linking provides the capability

~P writthg programs with conditiona l calls to large and
sophisticated programs or error routines . Unless the call
conditions are satisfied , the user will not have to pay the
cost of locating , linking, and executing the called program.
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• Interac tive Operation. MULTICS can be accessed via a multitud e
of commercially available computer termina ls either directly or
v ia the ARPANET -. Programs can be prepared , executed , and documented
through an interactive keyboard interface which most eliminates
the need for punched cards. The system does much of the work ~or
the programmer , enabling useful program execution at the earliest
possible point.

The MULTICS features and software inc lude:

• Absentee Capability. Creates an absentee job which is similar
to a batch job on other systems. Absentee usage gives the user
the ability to execute runs without waiting at the termina l
while the run is in progress or while performing other functions.

• APL . IBM—devel oped engineering-oriented language .

• Archivin q . Allows test archiving.

• Binder. Provides preloading and linking for subroutine
communication .

• Debug . Interactive source debugg ing tool .

e CALC . Desk calcu lator.

• Exec-com. Powerful job control languages

• EDM . Simplified text editor.

• Fortran. Higher order language for math and science
applications.

— 

• GCOS Env ironment Simulator. Supports GCOS batch programming
env ironment.

• GUS. Graphics Users System.

• PL/l. Higher level algebraic programing language .

• Q~DX. Programmable text ed i tor.

• Runoff. Text formatting facility .

• Sort/Merge. Sort and merge package.

• MULTICS Rela tiona l Data Store. Programmer services for
relational type of data base organization .

• MULTICS Integrated Data Store. Programmer services for
CODASYL/IDS U type of data base organization.
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GCOS Operating System

The GCOS operating system features inc l ude source management , job schedul i ng ,
data base management, security control , mult iprocessing , mul tiprogramming ,
and others . It provides both time-sharing and batch operation . RADC ’s
time— sharing system (TSS) can handle up to 64 simu l taneous users . Users
can access the computer by means of locally available computer terminals.
Batch operation can be accessed from time-sharing through a subsystem called
CARDIN ; however, the standard mode of operation Is to submit programs and
data on cards or tape .

OCOS comes with a wide variety of programming languages and service subsystems.
These include the following time sharing software.

• Abacus. TSS acts as a desk calculator .

• Access. Conversational file space management system.

• Basic. Beginners all purpose symbolic instruction coce.

• Cardin. Al l ows a user to enter a batch job from TSS.

• Data Basic. Terminal-oriented data processing.

• FOUMP. Word-oriented file insepction/maintenance facility .
for permanent fi les regardless of format .

• JOUT. TSS facility for manipulating batch output.

• RBUG. Conversational debugging fac ility .

• Runoff. Allows user to format a file printed at a terminal .

• SCAN. Provides facility to conversationally examine output
of batch jobs saved on permenent files.

• Text Editor. Text entry and manipulation system.

The batch software inc l udes :

• Al gol. Higher-order programing languages .

• BMD. Blo-medical statistical programs .

• Bul k Media Conversion. Converts jobs from one storage
media to another .

• COBOL. Higher-order language used for business applications .
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• ECSS II. Extended Computer Simulation System from the
Federal Performance and Simula tion Center (FEDSIM).

• File and Record Control

• e FORTRAN . Higher- order language used for math and science

• G-225 Simulat or.

• GCS . West Point’ s device-independent graphics pac kage .

• GMAP. GCOS assembly language.

• Indexed-Sequential Processor. Al l ows access of direct-access
files in either a random or sequential mode.

• In tegrated Data Store (lOS). COBOL/FORTRAN-oriented file
management system .

• Jovial . Higher-order programing l anguage suitable for
system bulding.

• SIMSCRIPT 11.5. An extended vers i on of SIMSCRIPT from L
CALl, Inc .

• Sort/Merge.

• Source and Object Library Editor. Al l ows on-line creation
of anUmaintenance of user libraries .

• System Libra ry Editor. Al lows creation , modification and
maintenance of system libraries .

- • Transac tion Processor. Processes remote transactions .

• Utilit y . Used for operationa l and debugging purposes ,
permits copying, comparing , positioning, and print inQ
storage-device data .

‘F

A — — — -~~~ - - -  ~~~~~~~~~- — .-~~~~~~~~~ -. --~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



- - — - 5 -  —~~~~ -5—-- -~~~~~~-
--5-~~~~ ——- -—,—--—•,—-- - - - - -5- - - ----‘-5-5- -•-----5-~~ - - p—-5—-----

~
--- 

—-5, ,,

2.2.1.2 RADC Assoc iated ProcessorJ~ADCAP ) Fac ilitt

The RADCAP facility uses the STARAN parallel -array processor to explore the
performance of associative computer architecture on real-worl d , real-time
problems with the specific goal to determine the cost-effectiveness of
associative /parallel processing . Asso ciat ive processing has been studied
extensively in both theoretical and simulation studies , but no significant
~ractica l operating experience with it currently exists. Experimentation
is necessary to provide hard data . Practical operating system experience
is also requ i red to develop a general purpose associative processor
configuration , if results warrant it.

STARAN is a para ll e l array processor , with four arrays interfaced with the
Honeywel l 6180 via an I/O channel and a Custom Input/Outout Unit (CIOiJ).
Additional hardware includes a disc storage subsystem , a hardware performance
mon itor and various peripheral devices . The STARAN system can perform
searc h , arithmetic , and logical operations simultaneously on any or all bit
slices or word slices of its associative memory .

The STARAN system software is based upon a disc operating system and has a
batch processing capability . In addition , langua ge processing ar.d operationa l
software are available. STARAN software can operate in a stand-alone
node and , via an interface with MULT1CS , in an integrated m ode. In the
STARAN/MULTICS mode , coinnands to the STARAN disk operating system can originate
in MIJLTICS, the MULTICS storage system is available to STARAN users for
program or data storage, and a single task can use both machines to verify
its processing requ irements.

2.2.1.3 QM-l Emulation System

The QM-l emulaticn system provides a technique for:

• The study of system architecture

• The development of an unique instruction repertoire

• The test and evaluation of new computer desi gns

• The development and validation of microprocessor
firmware and software

• The emulation of obsolete computers

-- The QM-l is an extremely fl exibl e mach ine which can be programed at two
distinct microprogram ing levels (Control store level , 18-bit words;
Nanostore le vel , 360-bit words). System components inc l ude two magnetic
tape units , a 60 M Byte disk unit , card reader printer , cassette tape
unit , and a CR1 console. The system contains 128K words of core , 16K words
of semiconductor control store , and 512 words of semiconductor nanoStore.
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QM-1 provides a basic operating system for writing , editing , rurning , and
debugging emulations . Assembl ers for both levels of user microcode are
provided . Once a system is emulated , the operating system for the emulated
machine can be loaded . Emulations currently exist for such diverse
machines as the IBM 360 and POP-il/lU .

2.2.1.4 POP-ll/45

The PDP-ll/45 is a major el ement of R.ADC’ s Pattern Recognition Cesign
Facility . It,and the Appli ed Dynam c~ A/D-S analog computer , program the
following capabiliti es :

• Long Waveform Anajysis. An interactive software system
designed to digItize and display ana l og data on a Tektronix
4002A display . It is used to perform spectral analysis
on very long wave forms .

• Waveform Processing System (WPS). An interactive grap hic
system for the evaJuation of extraction techniques for
waveform pattern recognition problems .

• Feature Extraction Software System (FESS). Generates a data
base of features extracted and defined from analog data by
WPS.

• On-line Pattern Anai~~is and Recognition System (OLP0~ S) .
An interactive graphics system for the solution of feature
data analysis and pattern classification problems .

There are two hardware configurations in the Pattern Design Recognit’on
Facility . One is built around the POP-ll/45 computer and the otner
around the Honeywel l 6180/MULTICS System. There is a direc t hardware
link between the two computers allowin g for interchange of data between
the two systems . The user of this facility is also its computer
operator. Therefore, it is imperative that potential users become
qualified system operators before any utilization begins. The ~DP-1l/45configuration is composed of:

• Di gita l Equipment Corp ., PDP-ll/45 digital computer with
76K of core and the following options:
- Hardware fl oating point processor.

- Seven/nine-trac k magnetic tape.

- DEC tape.

- Fixed head disk file , 256K words.

- Cartridge disk file , 1.5 million words .

- Disk packfile, 10 million words

29

ii
—---5— a,.— -—-——’. -’ - ~~~~~~~~ —~ —



Pr - —

~
-5,

~~~~-~~~- — - — —fl w—_--~ ---__ -

- Analog to digital converter.

- Card reader .

- Digital plotter

- Paper tape unit.

- Store terminal

- Image dissector camera .

• Vector General Graphics terminal with the following :

- Three-dimensional rotation , translation , scal i ng
of display image .

- Light pen

• Data tablet.

— Alphanumeric keyboard .

- Functions keys.
- Intensity modulat ion . 

-5

• Applied Dynamics analog computer with the following:

- 196 amplifiers.

- 24 comparators .

- Function generators (including since , cos i ne,
dual log , and variable).

- Digital logic (incl uding flip-flops , gates, etc.)

- Hybrid control.

- A-to-D and 0-to—A converters . t

• Analog instrument ation including the following : 1’
- Analog tape units

- Tunable filters

- Spectrum analyzer

- Probability and correlation analyzer - I
- Strip chart recorder

- Storage CRT display
30 
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The hardware is configured such that the operator utilizes the Vector General
terminals as the primary control device for the problem ’s solution as it
progresses. All of the pattern recognition software is written with the
Vector General graphics term~~a1 or the storage tube terminal as the control-ling device. The anolog computer is connected to the digit al computer
through a hybrid interface , thus allowing the capability of processing in a
hybrid mode . The analog tape units as well as the analog instrumentation
allow the operator to begin the raw analog data and perform the required
preprocessing as wel l as analog to digital conversion prior to the actual
data ana l ysis and processing within.

2.2.1.5 Advanced Researc h Projects Agency Network ~~RPANET)

ARPANET is a system of geographicall y separate , independent , heterogeneous
computers , linked together in a computer-to-computer comunications network.
One use of such a computer network is to provide a software programing
environment consisting of a number of heterogeneous computers with a large
set of program developmen t tools wh i ch are administrativ~ely and geograph icallydispersed . An approach to a network system providing this capability is the
Nationa l Software Works (NSW ) availabl e to RADC users via the ARPANET .

The NSW is a DoD researc h and development project for developing ideas and
systems for increasing programer productivity and reducing the computer
costs of software systems by providing prograimners with a set of integrated
tools (e.g., text edi tor , compilers , assem bl ers , and debuggers ) which can be
used in a software production activity . In addition to software production
tools , the NSW provides the manager with a set of tools for monitoring
through the use of tool and file access contro l mechanisms , and collects
project status and programer activity informati on which are used by the
management tools.

NSW consists of: (1) the Front End (FE) through which the users access NSW;
(2) the Work Manager (WM), the access granting , resource controlling , cen tra l
component; (3) the Foreman (FM) modules , which interface tools in the Tool
Bearing Hosts (TBHs) with the WM; (4) the File Package (FP) modules , which are
responsibl e for file translation and movement; and (5) comunication protocol s
(MSG) that specify the comunication links between the various NSW components .

• Front End. FE provides direct comunication between the ~T~i andthe user. FE interprets the user ’s input character stream and
directs user requests to the appropriate component. Functions
performed include establish ing appropriat e coninunication paths
which enabl e the user to access tools and for NSW to report
errors , progress , etc., to the user.

• ~~ rk MAnAg~~r~ WM services user requests for system resources
(e.g., running a tool , opening a file , etc.), and determines if
the request is valid. Since WM has access to the description of
the characteristics of all tools within NSW , the validation of
a work request can be unusually exhaustive . (Fo r example , Does
the tool exist? Do the input f i les exist? Are they of the
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right type and status for this tool? Are the files and the tools
both of the right status to be used by this user at tnis time?
WM allocates to each valid request the necessary resources. This
allocation process involves either the activation of a tool for
the user or the movement of a file , which may be either interhost
or intra host.

• Foreman. FM takes a well -defined and full y validated request for
tool use and gets the job done . There is an FM at each individual
TBH . This component controls user access of the tools and makes
NSW resources . such as ~4SW files , ava ilable to the activated
tools. Thus , a tool gets NSW resources by making a l ocal call on
FM , which then forwards the request to the appr opriate NSW
component. In essence , FM provides NSW i nterface for the tool , and
tools see , through FM , an extended local system environment.

• File Package. The prima ry function of the NSW FP is to create a
copy of an NSW f i le which w i l l  be suitable as input for a tool ,
that is , to make the output of one tool (e.g., an editor)
acceptable as the input of another (e.g. , a language processor or
compiler). There is an F? at eacn TBH .

• Tool Bearing Hosts. TBH is a computer system that hosts software
develoDment tools which are made available to users tnrough NSW.
To become a TBH , the compu ter system must have an FM , MSF an d an
FP . Versions of these modules have been implem ented and installed
on the 350/91 , H6l80 (MULTICS) and PDP-lO/Tenex .

• Software Tools. Tools are software systems wh ich are avai lable at
a TBH and operate in an environment wnicn recognizes the NSW . This
environment is provided by FM on the tool s host. From the tool ’ s
viewpoint , FM acts as an extension to the loca l operating system .
Al though tools may seem to be an integral part of NSW from the
user ’s viewpoint , this is not the case. MSW simpl y provides a
framework in which tools may be installed . N~SW software containsonly a few specialized tools itself and provides the interface to
the rest.

The tools execute on a variety of computer systems . The user does not
require expertise in the particular computer used .nor must he be concerned
with moving or converting files from one machine ~o another ; the NSW takes
care of tool access and invocation and file reference , s torage , and transfer.
The NSW functions as a resource managing network operating system .

The lates t version of the NSW invQlve s the use of tools on the IBM 360/91 ,
POP- l O/Tenex, and the Honeywell 6180/MULTICS . The system has a Front End
(FE) , currently residing on a Tenex , a sing le WM , (residing on the same or a
different Tenex ; and three tool bearing hosts located at UCLA/CON (360/91),
MIT (H6180,- and ISI (POP-b ) at Marina del Rey , CA. Geographical location
of the FE or the WM is~ not important. The System runs equally well using
an FE or a WM on a Tenex in Cambridge , MA., as contrasted witn a Tenex mach ine
at ISI , Marina del Rey , CA., or SRI , Menlo Park , ~A .
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The RADC interface to ARPANET is a Termina l Interface Message Processor (TIP).
This hardware unit , based around the Honeywell 316 processor , w i ll accon~nodatetwo computers and 63 terminals. Currently, the H6l80 running MULTICS is
connected to one computer port on the RADC TIP. Bot h the assoc iati ve processorand the On-Line Pattern Analysis and Recogn ition System Software are asses sib le
through network front-end processor software. TIP supports the NSW Front
End package. Nearly half of the 63 terminal ports are in use , be ing connec tedto such devices as Execuports , Texas Instruments Silent 700 , IMLACS and
Terminent 300s. TIP will support asynchronous terminals either directly or
modem—connected through a standard EIA connector. TIP hardware will support
asynchronous internally clocked speeds (baud rates) from 75—to-2400 baud for
input and from 75-to-l9 ,200 baud for output.

2.2.2 Site-Specific Debugging Software

The following capabilities are availabl e at RADC and may contribute to the
debugg ing process , although they are not considered to be debugging software:

• FORTRAN Code Auditor. This program analyzes the syntax of a
~~1RAN program and audits each statement for conformance to
FORTRAN programing standards and conventions appropriate to
the Air Force software development environment. It does not
modify code , but it tells the user where in the source program
pre-.defined standards and conventions have not been followed .
It is an effective mechanism for enforc i ng standards and
improving both verification and maintenance activities . The
Code Auditor requires the program being audited to be free
from FORTRAN syntax errors (it does not detect syntax errors).
The Code Auditor provides the following information :

- A source code listing wi th Code Auditor assigned card
numbers and numeric codes representing standards. Both
numbers are used as reference numbers in other reports .

- A subroutine suninary report giving a count of executabl e
statements in the modul e and tabular listing of standards
and conventions violations within the module. The tota l
count of each violation and the card number where the
violation occurred is al so given .

- A program suninary report giving :

1. The number of violations of each standard in the
entire program and In each subroutine . -

2. The total number of errors , the total card Count ,
and a performance index for the entire program and
for each subroutine. The performance i ndex is
computed by the following equation :
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(1 - 
total number of errors ) X 100
~~ota1 card coun t

A number of reports are output analyzing the program ’s adherence to the use
of structured programming constructs.

• STRUCTRAN-l. STRUCTRAN-l is a pre-processor for a structured -
programing language cal l ed OMAIRAN . It translates a program
written in OMATRAN into a FORTRAN program that Is compatible
wi th the ASA standard FORTRAN X3.9.  A structured programing
pre-processor such as STRUCT RAN-l enriches FORTRAN , but
eliminates the need to change existing FORTRAN language
compilers . Programs written using structured-programming
constructs are more rel iable , and easier to debug and maintain.
DMA TRA N replaces FORTRAN contro l statements with the following
five structured programing constructs:

- IF.. .THEN.. .ELSE . . .END IF. This construct provides block
structuring of conditionally executabl e sequences of
statements.

- 00 WHILE.. .END WHILE . This construct permits iteration
of a code segment while a specified condition remains tr’ie.

- CASE OF.. .CASE.. .CASE ELSE.. .END CASE. This construct
allows mul tip le cho ices for program ac tion se l ection.

- 00 UNTIL.. .END UNTIL. This construct permits iteration
until a specified condition becomes true .

- BLOCK NAME.. .END BLOCK. This construct and corresponding
INVOKE ~name> statement provide a facility for top-down
programing and I nternal subroutines .

These statement forms can be intermixed with ordinary FORTRAN non-
con trol statements in the text stream processed by the STRUCTRAN-l
preprocessor.

A structured DMATRAN program using these constructs has highly
visible form which reveals Its intended function more readily than
a FORTRAN program containing GOTO statements. Well-de fined
b loc ks of code are execu ted i n a sequential , top-down manner.
The possible sequences of blocks which can be executable are also
well -defined .

• STRUCTRAN-2. - STRLJCTRAN-2 translates programs written in the
FORTRAN V programm ing language Into logically equiva l ent ,
structured OMATRAN programs . STRUCTRAN-2 repb aces FORTRAN
cont rol statements with the OMATRAN structured-programing
constructs described previously (the CASE statement Is not

- used). The output of STRUCTRAN-2 can be examined manually for

- 

- 
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the purpose of making simple improvements to the code sand then
the OMATRAN program is translated back to a FORTRAN program by
STRUCTR.AN-l . The output of STRUCTRAN-l is then compi~ed by astandard ASA FORTRAN compiler . STRUCTRAN-2 can be usefu l in the
maintenance of existing FORTRAN programs . The resulting OMATRAN
program Is easier to understand , modify and maint ain than the
origina l FORTRAN program.

• JOVIAL Au tomated Verification System (JAyS). JAVS Is a program-
path-execution analyzer tha t operates on successfully -compiled
JOCIT JOVIAL (J3 ) source modules and produces a variety of
reports to aid in testing those modules. It is used as a
software verification tool to assure tha t JOVIAL programs have
achieved a measura ble l evel of exercise during execution testing .
JAVS provides test execution coverage reports showing which
modu les , decision—to-decision (00) paths , and statements of a
program have been exercised .

JAVS analyzes up to 250 invokabl e modules and an unlimited
number of JOVIAL statements in a single process job . A modul e
is  a JOVIAL ma i n program , CLOSE , or PROC . A START-TERM sequence
is a unit of source text , con taining one or more modu les , which
is separately compilable (for the JOCIT JOVIAL compiler).

The role of JAyS , as a testing tool , is to assure that the
software has achieved a measurable l evel of exercise. JAVS
provides execution coverage reports showing which modules , DO-
paths , and statements have been exercised . When test cases are
Input which achieve a high level of 00-path coverage and which

• match the requirements stated in a functiona l specification , the
tes ter can be assure d of comprehens i ve ver ifi ca tion.

The dynamic behavior of the program can be studied by requesting
JAVS tracing reports . These traces show the invocations and
returns of all modules executed during the test. At user option ,
the trac i ng can be performed at the 00-path l evel to determine
the dynamic behavior of the program while it is processing the
data . In addition , the user can trace “important” events , suc n
as overla y link l oading , by invoking one of the JAVS data
co l lec tion routi nes. JAVS opera tes i n ba tc h mode on l y, and in
a series of separately-submi tted steps it provides the
follo wing facilities:

- It produces various kinds of source program reformattings
and analyzes the source to create tables for use in subse-
quent steps.

- It identifies the source program ’s pathways between each of its
conditiona l branches , (DO pathways), creates a version of the source
program instrumented for tracing of flnw and varia bl e assigrments ,
and produces detailed reports and graph-like lists indicating the
degree to which various parts of the program have oeen tested .

-
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- It prepares reports describing the dynamic relations among
the var ious modules (inc luding libra ry modules ) of a multiple-
module system

- From the JAVS libra ry prepared by previous steps , and on
execution of the subject program , it prepares addit Ional
reports counting a variety of post-mortem stat istics on the
degree of path execution (for one run or cumulative for all
runs ), and various other execution -time summaries.

• FORTRAN Automated Verification System (FAVS ). FAVS is a software
verif ication tool used to assure that FORTRAN and OMATRA N
programs have achieved a measurable level of exercise during
execution testing. FAVS provides test execution coverage reports
showing which modules , decision -to-decision (DD) paths , and
statements of a program that have been exerci sed. It is also uscful
for providing syntax analysis of FORTRAN programs compi led on a
compiler with m i n imal checking features. The following set of
FAVS commands are input with a source program that is to be
verified .

- LANGUAGE which specifies whether source input is FORTRAN
or DMATRAN .

- LIST which produces a source listing which shows the
number of each statement , the levels of indentation , and
the DO—paths.

- SUMMARY which provides an analysis of sta tements (classified
or declara ti c~, execu ta bl e , decision , or documentation),
comon blocks , and module (subroutine) dependencies .

- DOCUMENT which generates a set of five different reports
including i nvocation summaries for a module , a list of
READ statements within a module , a symbo l cross reference
l isting for all modules, and a common block symbol matrix
for modules .

- STATIC which causes the source code to be examined to detect
errors not normally checked by compilers . These include:
mixed mode expressions , improper subrouti ne cal l s , variables
that may be used before being set , gra phically unreachable
code , and potential infinite loops .

- INSTRUMENT which causes a set of probe statements to be
inserted into a module. The instrumented form is compiled
and used In test execution.

- TESTBOUND which allows the user to insert special probes
into the instrumented code which del ineates test cases
within thee text execution.

- INPUT/OUTPUT which provides a dynamic tracing of the values
of the program var iab les . -
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- REACHING which allows the user to determine which DD-path
must be executed for a particular statement to be reached .

- RESTRUCTURE which translates existing FORTRAN programs into
the structured language OMATRAN .

A variety of coverage analyse s can be generated from data
collection during execution of a program containing one or more
modules that have been instrumented by FAVS . During execution
the number of times a DO-path has been traversed is recorded on
a trace file. The following FAVS commands generate reports
from the trace file:

- FORMODULES which specifies for which modules the reports
are to be generated .

— SUMMARY which lists the number of DO-paths for a module
traversed by a test case , as wel l as cumulative coverage
by past test cases.

- NOTHIT which lists the number of DO-paths not tranversed
for this test case and for all test cases and identifies
them.

- DETAILED which presents a display showing the individua l j
DD-path coverage for a tes t case run on an indi v idual modul e,
and similar information for all test cases run on the
module.

- 

1 1

34C
(Page 340 blank)

_ _ _  _ _ _ _ _ _ _ _ _ _  

I . . .. ..
~

- ~~~~~~~~



—-5 ~~-~~~~-..- ---~~~~~ - - ---~~-— ---- - - -----—~~~~~~~~T h - -  ~--.

2.2.3 Vendo r-Suppi ied Debugging Software

The following debugging capabilities are avai lable via the H6180 MULTICS:

• Debug. The Debug command is an •interactive debugging aid that
a llows the user to look at, or modify , data or code . The
concept of breakpoints is implemented and thus makes it
possible for the user to gain control during program execution
for whatever reason he may have . Symbolic references permi t
the user to retreat from the machine oriented debugging
techniques in common use and to refer to variables of interest
di rectly by name . The Debug command provides the user with the
following functions :

- Look at data or code

- Modify data or code

- Set a brea k

- Perform ( poss ib ly nonl ocal ) transfers
- Call procedures

- Trace the stack being used

- Look at procedure arguments

- Control and coordinate breakpoints

- Continue execution after a breakpo i nt fault

- Change the stack reference frame

- Print machine registers 4

• Dump. The Dump command prints selected portions of a segment in
octal format. It will print out four or eight words per line and
can be i nstructed to print out an edited version of the ASCI I
representation .

• Page Trace. The Page Trace command prints a recent history of
page faul ts and other system events .

____  
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• Probe. The Probe command provides symbolic , interactive
debugg ing facilities for program s compiled with PL/l , FORTRAN ,
or COBOL . It provides the user with the following functions :

- Set a breakpoint after a statement

- Set a breakpoint before a statement

- Call an external procedures

- Return from probe
- Execute a MULTICS command

- Transfe r to a statement

- Stop the program

- Execute commands if condition is true

- Assign a value to a variabl e

- Turn brief message mode on or off

- Stop a program once

- Examine a specified statement or l ocate a string -in
the program

- Return to c ommand level

- Delete one or more breakpoints

- Display source statements

- Trace the stack

- Display Information about breakpoints

- Advance one statement and halt

- Display the attributes of a variabl e

- Examine the block specified

- •Displ ay the val ue of a variable

- Display the va lue of probe pointers

- Execute commands wh ile condition is true 
—
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• Profile. The Profile command prints information about the
execution of each statement in PL/ l or FORTRAN programs .

• Trace. The Trace command monitors all calls to a specified
set of externa l procedures .

• Trace Stack. The Trace Stack command prints a detailed
~~j 1anation of the current process ’ s stack history i n
reverse order (most recent frame fi rst). For eac h s tac k
frame , all availabl e information about the procedure which
establishes the frame (including , if possible , the source
statement last executed), the arguments to that (the
owning ) procedure , and the condition handlers establish ed
in the frame are printed . Track Stack is most usefu l
after a fault or other error condition. If the command
is invoked after such an error, the machine registers at the
time of the fault are also printed , as wel l as an explanati on
of the fault and the source lin e in which it occured if
pos sible.

The following debugging capabilities are available via the H6180 GCOS
operating system :

• Conversational Debua Routine (RBU~I. RBUG is a conversational
debugging tool for batch programs using a teletype terminal
as the conversational device. Various functions are availabl e
to RBIJG to aid the programmer to inspec t and modify program
instructions , registers , and data parameters while testing the
program i n the executi on env i ronment. RBUG i s an effec tiv e
programmer tool for debugging and testing prograa~s under develop-ment when operating from a remote terminal. By using RBUG for
program testing , costly batch turn-around time is greatly reduced .
RBUG provides the user with the following functions :

- Print contents of location in ASCII or BCD.

- Print location in double precision , comp lex , or
decima l integers.

- Print logical representation of l ocation (T or F ’).

- Print octal contents of l ocation.

- Print effective address.

- Print registers.

- Insert Breakpoint at location.

- Remove Breakpoint at location.
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- Modify a register .

- Path contents of l ocation. -

- Termi nate program (abort).

- Terminate program (normal).

• Terminal Debug Subroutine (TOS). TDS is used to checkout and
test a subsystem . It allows the user to gain control from a
terminal at sel ected locations in the subsystem for inspecting
patching areas of the subsystems . It also allows the user to
run segments of the subsystem for testing purposes . IDS
provides the user with the following capabilities :
- Establish breakpoint at a given location . Breakpoint can

be establishe d to execute condition ally or unconditionally.
- Delete breakpoint at a given location.

- Modify contents of a register. =
- Set or reset offset val ues.

- Patch or replace contents of a l ocation.

- Return to subsystem from breakpoint.

- Return to specified locations in subsystem
from breakpoint.

- Snap or display memory .
- Display registers .

• Time Sharing Debug TRACE Packag e. The command language includes
the TOS language commands . The debugging capabilities are upgraded
to include additiona l commands not found in RBUG and TDS . It
also contains a TRACE mechanism making it a highly useful debugging
aid. Some of the features include : accepting multiple commands ;
a l l o w i n g  continguous patching; collecting and displ aying data as S I

It steps through the program allowing the user to invoke a
selected subsystem ; and conducting a search through memory for
a selected data pattern . The Time Sharing Debug TRACE package
can be useful on highly complex programs used to debug , test , and
evaluate a 146000 program. It is superior to RBUG and TOS because
it has more debugging options. It uses more core space (6K )
where RBLJG and TDS use (2K). The DEBUG commands provide the
follow ing functions :
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- Abort

- Establish brea kpoints

- Enable contro l via break key

- Call subsystem

- Delete breakpoint

- Decima l to octal convers ion
- Execute instruction

- Fina l data patterns in memory

- Local Symdef

- Modify regi sters
- Octal-to-decimal conversion

- Pitch memory

- Resume execute

- Snap memory

- Save current program state

- Restore program state from last save

- Terminate execution and return to location where
TRACE package was invoked

- Display Registers

The fol lowing TRACE options are available:

- Transfer Trace. Displays every instruction resulting in
a transfer ora control within a specified tracing region.

- Operation Code Trace. Displays every occurance of one
or more selec ted operation code within a spec ified
tracing region.

- Modifier Trace. Similar to Operation Code Trace except
modifi ers will be traced .
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- Use Trace. Displays every instruction which uses or -

reference s one or more specified registers .

- Change Trace. Similar to Use Trace except , only the
instruction that changes the specifi ed registers or
memory are displ ayed .

- Full Trace. Displays all instructions within a
specified region .

— Map Trace. Displays a map report showing partitioned
segments of core and the number of instructions which
were executed in each- segment . Used for measuring a
programs efficiency .

- Address Modifi cation Trace. Displays every ins=truction
using a specified type of address modifi cation.

- Subroutine Trace. Display s all entries to and exists
from up to 10 specified- subroutines. The contents of the
arguments and registers are shown upon entry and exit.

— Own Code Trace. Al l ows the user to desi gn his own trace
routine .

• Trace Package. This Trace Package is a debugging and information
gathering routine which provides information dynamically on the
program as it is executed. The Trace Package is useful for
finding certain types of program errors quickly. It can also be

— a valuabl e tool in redesigning a program or for training since it
can show the step—by-step operations of execution. There are
many types of trace capabilities i n thi s Trace Pac kage , including
a type which allows the user to design his own trace routine.
The types of traces available are listed below .

- Transfer Trace. Traces transfers of control . Conditional
transfers are only traced when they transfer control

- Change Trace. Every instruction which actually c~anges a
location or register is traced.

- Use Trace. A location or register being used can be traced .

- Operation Code Trace. Execution of a specified operation
code is traced .

- Ful l Trace. Traces every instruction executed including
Ind irect modification changes .
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- Subroutine Trace. Traces all entries and exits to
subroutine. Displays register and number of entries .

- Map Trace. Provides a map report showing the frequency of
instruction (location) being executed .

- Own Code Trace. Al lows the user to supply his own code
which is performed before the execution of each instruction.

• Edito r Subs~s tem. The Ti me-Sharing Text Editor is an efficient
tool for bu~ldlng programs and modifying programs or data f i les.
When terminal s are available , it is a highly desirabl e method to
build and modify files using the Time-Sharing system rather than
using the conventional method for inputing data via the card
reader. Working within the confines of the Time-Sharing system ,
the EDITOR subsystem permits the user to perform functions on a
text file. These functions include :

— Building a file

- Appending to an exist ing file

- Edit a text file by additions , deletions and corrections

Text files can be operated on from a terminal keyboard or from
paper tape Output.

• • FDUMP Subsystems . The FDLJMP subsystem operates under the
TT~fle—Sharing System and is used to inspect and modify mass
storage files in the permanent file system of GCOS . FDUMP will
display a file in 320-word blocks and permi t a word or words
in the block as specifi ed to be modified.
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2.3 TELEMETRY INTEGRATED PROCESSING SYSTEM (TIPS)

The Telemetry Integrated Processing System (TIPS ) is a Space and Missile Test
Center (S4AMTEC) project , located at Vandenburg Air Forrj Base. its purpose
is to support space and missile pre-launch , launch , and post-launch require-
ments through the acquis ition , orocessing , and distribution of telemetry data .
Specifi call y, telemetry data Input to the system results from support of
space and missile launches , aircraft fly-bys , and orbiting satellites .

The TIPS compute rs consti tute a distri buted processor sys tem composed of
mul tiple Sys tems Engineeri ng Labora tories (SEL) 32/55s and a Control Data
Corporation (CDC) CYBER 173 computer system. The TIPS Distributed Operating
System (DOS) comprises the operating system for the network of SEL computers
and is an extension of SEL s Real-Time Monitor (RT’l). The CYBER 173 Network
Operating System (NOS) is extended via NOS extensions to support coninunica-
tion wi th interfacing SEL computers . DOS and NOS extensions each provide
oPerating system features through which the TIPS di stribu ted comou ters can
interac t.

The following ~iscussion descri bes the TIPS debugging effort in terms of:

• Hardware/software

• Site-specific debugging software

• Vendor -suppli ed debugging tools

• Testing and debugging methodology

• Debugging methods actually used

2.3. 1 Hardware/Softwa re De scri ptions

The TIPS hardw are confi guration is shown in Figure 3. The hardware con-
sis ts of six major processors whose functions are as follows :

• Near Real-Ti me Batch Processor (NBPI. This processor orcvides
batch users wi th necessary data from telemetry input in iear-
real- time . In non—real-time , the NBP provides the systern t s
large scale computati on capability , interactive time-sha re user
supPort , scheduling runs , and telemetry compiler execution .

• Tel emetry Pre-Processor (IPP). This processor orocesses tele-
metry data according to tables/programs supplied by the tele-
metry compiler and Outputs all data to the Mass Storage Controller
(MSC ) .

• Mass Storage Controller (MSC). This processor orovides interfaces
with the TPPs for history recording as well as the NBP thterlace
for mass-storage equipment. The ~1SC in turn , provides t~e NPB
interlace to TPP-stored data as well as the TP°’NBP i nterface wi th
the Configuration and Interface Controller (d C). History data is
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Figure 3. TIPS Hardware Configuration
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recorded on the mass storage , and messages to or from the TPP
wil l be handled off the CIC.

• Confi gurati on and Interface Controller (d C). This processor
assures access to shared peripherals , CIC-provided interfaces ,
etc., especiall y for real-t ime support requiremen ts . It basi-
cally performs swi tching configuration functions under TPP
Control Console supervision , and centralized contro l , scheduling ,
and initialization.

• User Terminal Room (UTR ). Each UTR contains one pri nter/plotter ,
one plasma display , and a time-share termi na l suppo rted by the
NBP . The UTR inputs and displays data to and from the other pro -
cessors .

• Qulckloo k Display Area (QLDA). Thi s orocessor func ti ons s imi lar
to the UTR but does not contain a time-share terminal. It pro-
vides the analys t with plasma display or pri nter/plotter hardcopy .

The TIPS software consists of six CPCIs , including:

• TPP - Telemetry front end sof twa re

• QLDA - Display software

• MSC - Shared di sc interface software

• CI C - Configuration and swi tching contro l software

• Schedules - System scheduling software

• DOS - DOS software

The software is bei ng developed using AFScM/AFLCN 375~7 or configuration
managemen t, MIL-STD-490 for specification preparation guidance and MIL-STD-483
for formats and content compliance . The software development ef ort is employ-
ing a top-down approach to system design and imp l ementation , using structure d
programming techniques and a build approach for system integration (see Para-
graph 2 .3.4) .

FORTRAN Extended , used in conjunction wi th the S-FORTRAN structured FORTRAN
preprocessGr, Is the standa rd TIPS implementation language . ~11 TIP s Dro-
grams are passed through the S-FORTRAN preprocessor before being inpu t to
the FORTRAN compiler. The system interlaces require that assembly langua ge
be used in some cases. These interfaces include : file access methods ,
speci fic direct access to a particular ha rdware device , and difficult sys tem
In terfaces between range application programs and systems ooerating software .
Assembly language is to be used only where storage or timi ng requirements are
critica l and necessary for the satisfaction of system performance requirements .
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2.3.2 Site-Specifi c Debuggi ng Software

At the time of the literature survey , the TIPS Droject had just completed CPC
- detailed design activities. In addition , the project had developed very few

of it s own tools. In a p rev i ous i nternal survey, the programing personnel
determined which tools were available and which tools should be developed.
The followi ng suninari zes the response to the survey :

• SEL Debugging Tools Available:

- Breakpoint Dump Program. This program provides a command
termina l display of general registers and designated dump
addresses in hexi decima l when a designated breakpoint in
an active task is reached .

• SEL Debugging Tool Capability Desired:

- Formatted Print of LCD Data. This candidate tool would for-
mat dumps of inter-CPC I data consistant with LCD data descri p-
tions such that:

1. Key interface data is recorded- whenever it is read,
wri tten or moved .

2. Data recorded during development (Phase I & Phase II
Component Test) can be i dentically recorded during
system integrati on (Phase III Component Test) and
Configuration Item Test.

3. Data to be listed can be selected by the analyst either
through the use of selective recording, the use of
reducti on routi nes , or both .

4. Recording hooks be inserted in such a way that they can
be disabled or removed with minim al disruption of the
software being tested. 

-

- Formatted Print of Non-LCD System Data. This candida te tool
i s essen tially the same as the formatted LCD data tool , but
the output is critical data wh i ch is not defined in the LCD.

• CYBER Debugging Tools Availabl e:

- FORTRAN COMMON Data Cross-Reference Program. Thi s prog ram
provides a set/use cross-reference of all data variables
and cons~tants declared via NAMED COMMON statements . Like-
wise a cross reference of all routines and subroutines on
the Program Libra ry is provided. This Is usefu l for inter-
face problem debugging .
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• CYBER Debuggi ng Tools Desired:

- Formatted Print of LCD Data. This candidate tool is the same
as that descri bed for the SEL software.

Formatted Print of Non-lCD System Data. This candidate tool

~s the sa me as that described for the SEL softwa re .

2.3.3. Vendo r Suppl ied Debuggi ng Tools

A number of debuggi ng features are available in the vendor supplied software
for the SEL and CYBER computer systens.

• SEL Debugging Tools.

Real-Time Monitor (RTh) System Debugg i ng Features. The
debugging- capabilities provided by SEL RIM are described
below in terms of the operator communicati on , monitor ser-
vices , debug , and media convers i on processors of RTM .

1. Operator Communication Processor Debu9gi ng Features. The
Operator Communi cati on processor provides the interface
between the computer operator and the RTM by processing
operator inpu t colTinands which direct RTM to perform
specifi c control and i nquiry functions . An extensive
set of input command verbs are accepted from the console
keyboard , allowing the operator to exercise complete
system/control from the console. The commands pertain-
ing to debugging are :

COMMAND DESCRIPTION OF CO~TIAND

SNAP The input command , SNAP , dumps the word
locations speci fied by the starting and end-
ing address to the console ITY .

DUMP The input command , DUMP , outpu ts to an allo-
cated output file the word locations speci-
fied by the starting and ending addresses .
Listed output is in side—by-side ASCII-coded
hexadecima l with ASC II format.

SEARCH The input command , SEARCH , causes core memory I 
-

to be searched within the specifi ed addresses
for the specified value under control of the -:
specified mask. A “logical AND” operation is
perfo rmed between the memory word and the
mask word. The result is compared to the
value , and i f  equal , the memory address and
contents are printed on the console pri nter.

- - -  5-.. - - - - ________
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- COMMAND DESCRIPTION OF COMMAND

FILL The input command , FILL , fills the specified
memory area with the specified value .

MOD IFY The input c ommand MODIFY permits any core
memory word to be reset by the specified
value under control of the specifi~d mask.A “logical AND” operation is performed
between the speci fied memory wo rd and the
mask word , followed by a “logical OR”
operation performed between the result of
the “logical AND” and the specified value .
This resul t is stored in the speci fied
memory word .

EXAMINE The input command , EXAMINE , Outpu ts the con —
tents of the speci fied memory word to the
console IT?.

2. Monitor Services Processor Debugging Features. The RIM pro-
vides an extensive set of resident , reentrant serv i ces
accessible to the user by macro calls , Ca ll Monitor ( CALM )
instructions , and FORTRAN—callable subrouti nes . The only
macro applicable to debugging is the core dump request.
This service provides a dump of the caller ’s program s tatus
word (PSW), general purpose registers , and specified memory
limi ts. The output is to a file in side-by-side ASCII-coded
hexadecimal with ASCII format, wi th the PSW and registers
preceeding the speci fied memory limi ts. The PSW and registers
are extracted from the first l evel of register push down of
the call ing task. Optionally, register 5 may specify the
address of a nine word block contai ning the registers 0
through 7 and the PSW to be dumped , respectively. Any task
may request a core dump .

3. Debug Processor Debuggi ng Features. The RIM provides capabi-
lities for debuggi ng programs in the background under control
of the DEBUG Processor. DEBUG operates as a non-orivileged ,
batch background task , fully protected from degrading the
operation of the foreground or the system. The control
di rectives are:

DIRECTIVE DESCRIPTION OF DIRECTIVE

DISPLA Y The DISPLAY directi ve results in an immediate dump
of the user ’ s P5W , general purpose registers , and
speci fied memory . The dump is hexadecima l and is
output to an output file.
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DIRECTIVE DESCRIPTION OF DIRECTIVE

FILL The FILL directive results in all memory word
loca ti ons between , and including the specified
limi ts bei ng set to the specified value . The
value to which memory is modified is absolute ,
that is , DEBUG will not assume that the value
contains an address which must be biased by the
address of the first location available to the
user. This di rective is usefu l for zero i ng blocks
of memory or initiali zing tables or buffe rs to a
constant value .

MODIFY The MODIFY directive results in the modi fication
o f a genera l purpose register or series of
registers or a memory word or seri es of memory
words with the specified value(s).  Modifi cation
occurs to successive memory locations or regis-
ters until the specifi cation list is exhausted .

RESET The RESET directive results in the elimi nation of
all prior requests for program breakpoints , snap-
shot dumps , and trace initiations and terminations .
If trace is acti ve , it is termi nated . The Linking
Loader symbol table is cleared , and the default
load origin (address at which the next module will
load if an address is not specified) is reset to
the fi rst location avai lable to the user. Any
programs which may have been loaded unde r the con-
trol of DEBUG remain intact along witn the user ’s
registers and PSW.

SNAPSHOT The SNAPSHOT directive resul ts in the user ’s in-
struction at the specified memory location being
replaced by a DEBUG Call Monitor (CAUI ) instruction
so that when that location is executed-, the user ’ s
program is interrupted for the snapshot dump . The
dump is hexadecima l and includes the user ’ s PSW~registers , and specified memory location s . UDon
completion of the dump to an output f~le , theinstruction that was replaced by the CALM is
executed and control is returned to the user oro-
gram for continuation of normal executi on .

— 
- START The START di rective results in control being trans-

ferred to the user program at the specified loca-
tion. The address spec i fication on tnis directive
is optional , and if it is not specified , the last
transfer address encountered by the Link ing Loader

— is assumed. If the user program was interructed
as a result of a STOP directive and no int erve ning
orogram loading with a transfer address has occurred ,
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D IRECTIVE DESCRIPT ION OF DIRECTIVE

START the user program will resume execution at the
(cont’d) point of the interruption . In other words , the

priori ty specif ying the location at which the
user program will start execution is as follows :

• Address soeci fi ed on the directive .
• Transfer address encountered by the Linking

Loader
• Location at which the program was inte r-

rupted as a result of a STOP di rective .

STOP The STOP di rective results in the user ’s instruc-
tion(s) at the specified locations(s) being re-
placed by DEBUG Call Monitor ( CALM ) instructions
which will result in i nterruption of the user pro-
gram when any of the specified locations are
executed. When the interruption occurs , contro l
is dispa tched to DEBUG for directive processing.
The START di rective will allow execution of the
replaced instructi on and continuation of process-
i ng.

TRACE This directi ve results in the user ’ s instructions
at the speci fied locations being replaced by
DEBUG Call Moni tor (CALM) instructions which will
resul t in initiation or termination of program
tracing when the specifi ed locations are executed .
The program trace provides a comprehensive listi ng
of all activity occu rring wi thin the orog ram seg-
ment being traced . The instruction being traced
is output along with the instruction mnemonic , all
register and memory locati ons referenced and thei r
con tents before execution; all registers an’~ memorylocations altered by the executi on of the instruc-
tion and their values after execution; and the
resultant condi tion codes . Additionally, some
instructions are fl agged wi th an asterisk (*)
indicating that they have not been executed be-
cause they belong to the privi l eged instruction
set, and some i ns truc tions are fl agged w i th a
questi on ma rk ( ? )  indicating a suspicious condi-
tion has been encountered , such as a SIB on a
non—nega tive register , address type modi fied as a
result of i ndexing or indirect addressing, or Loa d
File or Store File on an improper bounda ry . ~l 1values output to the trace are hexadecima l with
the exeception of shift counters which are dec i ma l ,
and condition codes which are bina ry .
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4. Media Conve rsion Processor. The Media Convers ion Processor
provides media-to-media conversion , media copying , and media
verification capabilities . Functions ranging from file dupli-
cation to mergi ng mu ltip le media inputs into singl e or multi-
ple media outputs are provided by the Media Conversion Proces-
sor. The only debugging capability Is invoked by the DUMP
statement. The DUMP statement causes the file speci fied by
file code 1 to be input record-by-record, converted to
ASCII-coded hexadecimal , and output to the file specified by
file code 2. The dump is termi nated when an end-of-life is
encountered on either f ile1 or when the optionally speci fied
number of records have been dumped. File code 2 must be
assign ed to eithe r the line printer or an output file.

- Terminal Support $ystem (TSS) Debuq~~ 9 Features. The
SYSTEMS TSS is a multi-termi nal , i nteractive processing
system which operates in conjunction with the SYSTEMS RIM.
Th rough TSS , the user at a terminal can edit text files ,
compose and initiate batch jobs, and control and mon i tor
the execution of cataloged tasks being debugged . The
debugging function of this system is called FORGROUNO DEBUG .
FORGOUND DEBUG provides faciliti es to control and monitor
the on-line execution of cataloged tasks from terminals.
It augments RIM batch debug facilities where program logic
can be exercised off-line . Once the integrity of the logic
reaches the desired level of confi dence , the program may be
cataloged as a task and further exercised through FORGROUND
DEBUG . 

-

Tasks being debugged may be ca taloged at any task priori ty
le vel . Their execution are free-standing tasks , independent
from FORGROUND DEBUG .

The debugging commands , and their meaning , for this system
are as follows :

COMMAND DESCRIPTION OF COMMAND

ABORT This command reouests the abnormal termination
(abort) of a specified task.

ACTIVATE This command issues an acti vation request for the
speci fied task. The task must have been cataloged
at a foreground level.

CONTINUE This command resumes the execut ion of the sped-
fled task which was suspended by the HOLD command
or is currently trapped .

DISP LAY This command requests the display of the con tents
of an area of core memory. If the area is task
rela ti ve , the task must be In core memory.

— 
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COMMAND DESCRIPTION OF COMMAND

DUMP This command requests a listing of an area of
core memory on a line printer. If an area is

- task relati ve , the task must be in core memory .

EXIT This command terminates the debug function. All
traps set by the using terminal are purged .

FILL This comand modifies an area of core memory to
equal a specified value. If the area is task
relati ve , the task must be in core memory .

FREE This command returns a task protected via the
PROTECT command to a nonprotected sta tus.

HOLD This command suspends execution of the specified
tasks. Execution of the tasks can be resumed
wi th the CONTINUE command.

MODIFY This command changes a word in core memory to
equal a specif ied value. If the address of the
word is task relati ve , the task must 5e in core
memory .

NAME This command sets the default “task name ” for
other commands to the task name sneci-fied .

PROTECT This command restricts referencing the specified
task from terminals other than the one orotectina
the task. The task is returned to a nonorotected
status by the FREE command or by the EXIT command .

PSW Thi s command al ters the current execu ti on add ress
of a task by changino the contents of the task’s
PSW . On ly the address portion of the PSW is
changed . The privileged bit and condition code
bits in the PSW are unchanged . The soeci fied task
must be suspended by a HOLD command or by an
activation or interna l trap. The task cannot be
in a termina tion traP.

PURGE This command deletes traps set from this termina l
via the TRAP command .

RO— 7 - This command sets the con tents of a genera l purpose
register to the value specified. The specified
task must be in core memory and suspended by a
HOLD command or by an acti vation or interna l trap.
The task cannot be in a terminati on trap.
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COMMAND DESCRIPTION OF COMMAND

SEARCH This command init iates a search of a soecif ied
are a of core memory under contro l of a mask for
words con taining a given value .

STATUS This command orovides a display of the last batch
job processed and all active tasks except RIM
core residen t task s.

TASK Th is command provides a display of a soecif~edactive tasks ’s status , registers , and traps .

TRAP This command sets trans for the selective susPen-
sion of a ta sks ’ execution. There are three kinds
of traos :

Acti vati on Traos: This type results in the
suspension of a task each time the task i~ ~l aced
i n execu tion i n res ponse to an ~CTIVA IE request.
]ennination Traos: This type results in the
suspension of a task upon its termination.
interna l Traos: This type results in the susoen-
sion of a task durinq its executi on . One or more
traps may be set at locations interna l to a task
via a common trap table orevious ly set UP by the
user.

TRAPS This command prov i des a display of al l currentl~-active traps set by this user and thei r status .

User ’ s Group Software Library Debuqqinq Features. The follow-
ing debugging programs are available to the user via the SEL
softw are library :

PROGRAM DESCRIPT ION OF PROGR~’1

COREDUMP Stand alone routine to dumo the contents of speci-
fied memory locations to the line orinter.

DEBUGGER This orocessor or subroutine ~i ves the user contro l
of his program at the console teletyoe or system
input device , ana offers a wide variety of debug
commands .

The following commands are ava ilab le:
A D Display current base and hi gh memory
AR Perf orm ari thmeti c add, subtract , ~u l ’ ~ lv .

divioe , shift left , shi~ t right. l~ g icai ~NZ’ .
or logi cal OR.
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PROGRI3JI DESCRIPTION OF PROGRAMS

BA Set bas e to absolute value
BR Set bas e to relative value
CC Change control input to console teletyoe
CL Clear DEBUGGER
CM Change memory
CR Change register
CT Continue execution and breakpoint
DM Display memory
DU Dump memory to LO device
EX Set breakpoint and execute
GO Start execution
IF Set IF request providing for condi tional

execution of DEBUGGER commands
OV Load over l ay
PS Display user PSWR
SI Change control input to SID
SN Set snaoshot request wi th multiple dumo

ranges and execution count
It Termi nate execution

DUMPMAP This routine provides the on-line caoa bil i ty to
binarily dump the disc allocation maps.

DUMPSMD Thi s routine provi des the on-line caoabil i ty to
hexadecimal ly dump the System Master Directory
file.

FOP FDP acts as a oreprocessor to provide a complete
( FORTRA N or selective trace of FORTRAN programs. Clean ,

DEBUG ) compi led FORTRAN is scanned and ca l ls  to orint
routines are added to the code . At r~n time the
trace is output via logica l stream DO.

Opti onally at run time , tracing can be selective l y
started and stopped at locations with in the pro-
gram . Se lected variables may be omitted or
included in the trace . -
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PROGRAM DESCRIPT ION OF PROGRAMS

Commands are optionally i nserted at run time . The 
-

followi ng commands can be entered :
COMMAND DESCRIPT ION OF COM MAND

STARIRAC E Begin trac ing when label is reached.
STOPTRACE Stop tracing when l abel is reached.
VARIABLE Print only specified variables .
NOTVARIABLE Print all variables and labels

exceot that specifi ed .
CLEAR Clear debug commands .
EXIT Stop execution .
END End of debug commands

FINOCALL To find all locations in the resident RIM which
call a specific system module.

LIST This routine lists any blocked or unblocked file
on disc to the line printer.

- TIME Prov i des timing informat’on for job steps by print-
ing the current system t~me as recorded by theinterrupt counter to the Dpe rator ’ s conso le.

• CYBER Debu~cing Tools. The following debugging featu res are orovided
by the CY BE~ sys ten~ software.

FORTRAN Extended Debuaging Facility. The FORTRAN Extended
Compiler for the CY BE~ is equipped wi th a comprehensive and
time-saving debugging facil i ty . This faci l i ty pe rmi ts the
FORTRAN programmer to debug a fau l ty program wi thout assistanc e
from core dumps or assembly language listings . With this
debugging facility , the orogramer debugs ~ orogram wi thin the
context of the FORTRA N language itself .

The debugging facility permi ts the programmer to check for one
or more types of possible errors . These checks are made by
opti ons placed on special cards wh ich are either i nserted in
the program deck to be debugged or are placed externally to it.
These cards can be com piled or ignored (treated as comments) via
a contro l specification in the JOB deck. The following ootions
c4n be spec ified .

OPTION DESCRIPTION OF DEBUGGING CAPABILITY

ARRAY S Checks subscri pt bounds on dimens ioned variabl es.

TRACE Checks transfers of control within a Program .
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OPTION DESCRIPTION OF DEBUGG ING CAPABILITY

STORES Records changes of values of specified variables
whenever they are encounte red in arithmetic

- replacement statements .

F1JNCS Checks values returned by libra ry functions and
function subprograms .

CALLS Checks calls to and returns from subrouti nes .

GOTOS Checks the validi ty of statement l abels which
- - appear in assigned GOlD state ments .

OFF Turns off one or more of the above options after
they have been turned on: effective only for
those options activated in the interspersed mode .

NOGO Suppresses execution if a fatal error occurs duri ng
compilati on : in the absence of a NOGO card any
program compiled wi th a debug control specifica-
tion will execute until the point of a fatal
error, if one is present.

DEBUG Used only with internal and external packets and
external debug files.

AREA Used only in conjunction with the DEBUG card : the
area statemen t allow s regions within a program
to be debugged on a selective basis.

- CYBER Network Operating S~stem (NOS) Debugging Features. The
reference manua l for NOS indicates the only d~bugging aids avail-
able in this operating sys tem are centra l memory dumps . The main
portion of the dump is in octal form. Also displayed , is the
exchange package for the user , a symbolic reference map to equate
the machine code of the dump to a FORTRAN source listing, and a
toad map .

2.3.4 Testing and Debugging Methodology~

The testing methodology for the TIPS project is based exclusively on code
executi on testi ng. The puroose of this testing is to validate that the re-
quirements specifi ed in the Devel opment (Part I) Speci ficati ons are satisfied.
There is no static code analysis testing i nvolving code analys is tools in this
project (e.g., path flow analyzers , equation generators , or proof-of-correctness
tools).

The TIPS project has an i ndependent test group called the Software Integration
Group (SIG). This group is usc~d for integration testi ng after the production
of the Part I and Part It specifications . However , the grouo has no infl uence
on the testab ility of the design via partic1pat~ôn ~n the requ i rements or
specificat ions analysis phase s.

L.
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2.3.4.1 Software Integration

SIG has the responsibility for integrating and testing the software th rough a
succession of bulldS* . The SIG is comprised of a small cadre of personne l
and is temporarily supported In the integration process by the develoornent
programmer(s) responsible for a particular integration test procedure . Also
assisting the SIG and forming an integra l part of it are personnel assigned
by the SAMIEC Project Office.

The Software Build Plan identifies and selects those functions and requ ired
CPCs wh i ch will be developed and integrated into sequential builds , unti l the
fina l build contains the capabilities identifi ed for the Initial Operational
Capability ([OC). Each successive build will use the previous build as a
building block and the new software test data base contains the CPCs released
for the new build , as well as all the software released in previous build s .
The software contained in each new build can then use system capabilities of
previous bui l ds and the total system is gradually i ntegrated in a planned
manner. Regression testing is an ongoing process in this activi ty and takes
place as dead-end dri vers , stubs , simulation code, etc., are removed , and as
errors are found and corrected .

The followi ng criteria have been used to establish a candi date set of func-
tional capabilities to be incorporated in the fi rst and successive builds .

• The function is in the critical path in terms of a dependency
for continued system development.

• The function will minimi ze the need for construction of
dead-end drivers and s tubs .

• The function- is impo rtant to validate system desi gn.

• The functi on has a feasible completion date .

• The function will provide tangible visibility of progress.

• The functi on uses available hardware .

A separate build schedule has been developed and reflects in deta il the func-
tions and CPCs being incorporated in each successive build. Test olanning
and scheduling by SIG is based upon this schedule.

The CPCs comprising a parti cular construct are released to SIG as Phase II
Component Testing (see Paragraph 2.3.4.2) is completed according to the
established schedule for each build. It is at this point tha t the software
is placed under Interna l confi guration control. The test orocedures and test
reports are also maintained and controlled , and available for customer review .

‘CPCs logicall y linked together to form constructs , which are then logi call y
linked together to form builds .
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Integration testi ng begi ns wi th the rel ease of the first build and continues
until the testi ng of the IOC build is complete . Each successive build is
added to the previous build and i ntegration testing continues using the total
software incorporated in the test fi le. Regression testing is performed as
required when new features are added to CPCs , desi gn changes are incorpo rated,
or errors are corrected. Regression testing could occur at any phase of
component testing.

As successive builds are i ncorporated into the test file and meaningfu l
strings of CPCs are linked together, two sets of test data are used to veri fy
system operation. The firs t set of test da ta is a small amount of inputs
representing data from a relatively simple vehicle. The prima ry purpose of
this fi rst set of test data is to provide a manageable amount of data to
ensure gross system operation by veri fying software-to-software and software-
to-hardware interfaces .

The second set of test input data represents a mo re complex vehicle and is
introduced to the integration process as system performance increases . This
set of test data approaches the capability to demonstrate a total system
operation prior to formal confi gura ti on i tem testing .

It is anticipated that a large percentage of system requirements will be
veri fied during module testing; i.e. , during individual CPC testing and
during integration testi ng. However , verification of system requi rements
during component testing does not necessarily preclude forma l verification of
selected requirements during configuration i tem and subsystem/system testing .

2.3. 4.2 Tes t Leve l s 
-

Overall testi ng of the TIPS requirements will be performed in three levels of
testing as defined bel ow . The levels of testing also represent the sequence
in which testing will take pl ace.

• Level 1 - Component Testi~a. 
Encompasses Computer Program Tes t

and Evaluation (CPT&E) and Preliminary Qualifi cation Test (PQT).

• Level 2 - Configuration Item Testing . Encompasses Forma l
Qualification Test (FQT).

• Level 3 - Subsystem/System Testing. Formerly Category II Testing .

Level 1 , or componen t testing , is the only level applicable to the debug-
ging study because it includes the developmen t integration phase. There are
three phases of component testing. These phases of testing represent the
stages in the developmenta l orocess from initial coding of CPCs through
total system integration. Component testing is interna l to the development
contractor wi th no formaT custome r pa rtici oation. Howeve r , all testing proce-
dures , test reports and related documentation will be available for review .
The three phases of component testi ng are :
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• Phase I. Phase I component testing represents the testing of
small sections of code (a subset of a CPC ) to provide confidence
and demonstra te functional capabili ty . The amount of testing
required is the responsibility of the programmer and will depend
upon the size and complexity of the CPC . No wri tten procedures
are requi red .

• Phase II . Phase II component testi ng represents the functiona l
testi ng of one or more CPC ’s (CONSTRUCTS). Wri tten test pro-
cedures and test reports fol l owing a con tractor standard format
are required. Although these tes ts are the responsibility of
the programer , the procedures and reports will be controlled
and maintained by S IG. -

• Phase III . Phase III component testing represents that testing
accomplished during the system integration process and is the
test phase pertinent to this study . It is the functional
testi ng of two or more CPCs beginning with the release of the
initial build until final integrati on testing is accomplished
with the release of the IOC bu ild. Wri tten test procedures and
reports following a contractor standa rd format are required .
The software is under internal configuration control . This
requires that any errors discovered will be documented via a
Discrepancy Report (OR) and corrections released via a Correc-
tions Report (CR). DR/CR procedures are to be published as a
TIPS Ope rational/Administrati ve Directive (TOAD) and w ill be
applicable to the enti re TIPS project. Test procedures and test
reports are also controlled by SIG . This phase of testing is the
responsibility of SIG wi th support from the develoomenta l oro-
grammers as required. Individua l CPC I requirements wi l l  be
veri fied as a result of component testing of the several builds
culmi nating with the testing against the IOC build.

2.3.4.3 Phase III Testi ng ~nd Acsociated Debuaging Methods

When Phase II testing is run to sat isfact ion and the code for a construct is
re l ease d to SIG , the test procedures are rerun as part of Phase 1I testing
by the test group (wi th help from the programmer as required). This is done
for two reasons . Firs t it verifi es that the code under configuration control
is i ndeed the same code used during Phase I t  component testi ng and that no
errors were introduced during the process of obtaining the code and placing
i t under configuration control . Second , the files that the SIG w i l l  use for
testing are the total accumulated TIPS software . Phase III comoonent testing
is intended to reveal any Interface problems wi th constructs/builds at the
earliest possible time and demonstrate the compatabi lity of the system . Two
types of errors are expected as a result of integration testing. Firs t,
relati vely simple program logi c errors will be found because different inputs
are used and more i nterfaces are exerc i se d , or the system is ooerated In a
di fferent manner or sequence. The second type of error is more complex and
could invo lve CPCI interfaces , software/hardwa re interfaces , thrcughput ,
design problems , etc.
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Testing and debugging wi thin TIPS is almos t enti rely interactive (i.e., a
test is executed via an interactive display/ input consoles and if the cause
is isolated and the correction is found , the source code is modi fied , recom-
piled , and the test is rerun to ver ify the correction). For problems with
compl ex co rrec tions , the programme r can di scontinue operation on the console ,
devise the correction sepa ra tely, return to the console , and continue inter-
active tes ti ng/debuggi ng.

The actual isolation of problem causes through the accumulation of symptoms ,
elimination of factors , and determination of what really should occur, is
enti rely at the discretion and imag ination of the individual debugger in the
TIPS system. No precise or imprecise definiti ons of when one tool should be
used as opposed to another has been formulated .

2 .3 .5  Debugging Methods Actually Used

Interviews with the programmers of the TIPS project revealed that relati vely
few of the debugging tools discussed in Paragraphs 2.3.2 and 2.3.3 will
actual ly be employed during the Phase III period. The following tools are
likely to be used :

• SEL Breakpoint Dump Program

• Formatted Print Of LCD Data (candi date tool for CYBER and SEL)

• Formatted Print Of Critical Non- lCD Data (candidate tool for CYBER
and SEL )

• FORTRAN COMMON Data Cross Reference Program

• FORTRAN COMMON Data List

• FORTRAN Extended Debuggi ng Facility
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2.4 SPACE COMPUTATION CENTER ~427M)

The Sp.ce Computation Center (SCC ) Is a joint USAF/SDC/FACC effort to develop
a cata log of earth orbiting objects and maintain current orb ita l characteristics.
The 5CC software executes on an HIS 6080 computer. There are currentl y over
3 m illion lines of source code In support of this objective . The sys tem i s
intended to repl ace an existing Philco 2000-based system. The 427M software
development effort has been planned In Incremental deliveries of increasing
capability . The first four releases of the system have been delivered . The
software has been implemented In a mix of FORTRAN , JOViAL , and G1MAP assembly
language .

The SCC software development is divided into three major areas: application
programs , GCOS extens ions , and the man-machine display interface. The
application, programs are almost entirely written in either FORTRAN or JOVIAL .
The size of the system is such that substantial extensions to GCOS have been
requ i red. A sub—executive , called Space Computation Center Executive (SCCEX)
has been implemented to provide this support . SCCEX is implemented in the
GMAP assembly language. The man-machine display interface software resides
in Data General NOVA minicomputers and is coded entirely in assembly language.

2.4.1 Hardware/Software Description

The SCC is implemented as a distributed system consisting of a dual processor
HIS 6080 and a set of Data General NOVA minicomputers which support interactive
displays. Figure 4 depicts a simplified view of the system architecture.

COMMUNICATION HIS 
______ NOVA __________________________________

INTERFACE 6080 840

I NOVA [ NOVA

___  

LDIs
~

LAY 1 
DIS PLA Y

~~~~~~~~ [1220 ( 1220

AT ELLITE
DATA

BASE

Figure  4. Space Computation Center System Architecture
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The hardware processors consist of the following :

• Honeywell Information Systems 6080. The HIS 6080 utIlized by the
5CC is a standard Worldwide Military Comand Control System
(WWMCCS) - configured dua l processor computer operating under
the GCOS operating system. The HIS 6080 is configured with the
maximum memory compl ement of 512K 36-bit words. The orbital
data base resides on 10 HIS 227 dIsk packs .

• Data General NOVA 840. The NOVA 840. The NOVA 840 is a standard
Data General processor configured with 16K 16-bit words . It
is used as a comunications interface between the orbita l appli ca-
tions and the man-machine display subsystem . In its operational
configuration , the NOVA 840 is operated without the vendor-
supplied operating system.

• Data General NOVA 1 220. The NOVA 1220 is a standard Data General
processor configured with 8K 16—bit words. It is used as a
display driver for the Raytheon display consoles . It also is
operated without the operating system .

2.4.2 Site Specific Debugging Software

The SCC project has evolved a set of software testing and debugçing tools
which fall into two categories , (1) extensions to vendor-supplied capabilities
and (2) env ironmen t simulation/data capture tools , as follows :

• Extensions to vendor capabilities
- A formatted dump capability which allows the displ ay of

system control blocks local to the SCC implemented GCOS
extensions .

- A cross-reference capability to display the use of
program-defined symbols between separately assembled
routines . This processor displays the symbol , the
routines in which it is referred , the source li ne number
of the reference , and the text of the source line.

- A set of conventions and standard JCL adapted to the
use of GCOS file-system capabilities which allow manage-
ment of multiple releases by maintaining separa te
lib rar i es of modules (source code , obj ec t code , and
al terations) for each release. These conventions can be
viewed as implementing a manual version of a Programming
Support Library .
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• Env ironment Simulation/Data Capture Tools

- A software Implemented virtual display console wh ich -

allows development and debuggi ng of application programs
in the absence of the minicomputer-based , man-machine
interface display system . This test driver allows testing
of application programs from a time sharing station. This
system allows development to continue when the display sub-
system i s unava i la b le due to sc hedul i ng cons tra ints or ,
earlier in the project, while the display subsystem is
under deve l opment.

- A software impl emented data capture system developed to
record message traffic in both directions between the
HIS 6080 and the display subsystem . All data Is captured
on the HIS 6080 side of the interface.

2.4.3 Vendor Suppl i ed Debugging Tools

The following vendor-supplied debugging tools were availabl e for u~ e on the
SCC project:

• HIS 6080. The WW MCCS-confi gured HIS 6080 is commo n - “-era l
of the sites surveyed . A description of Honeywell ~~~ ‘-ed
debug tools is inc l uded in Paragraph 2.2.1.1.

• Data General NOVA 840 and NOVA 1 220. No capabilities
beyond an octal system dump were employed .

2.4.4 Testing and Debuggj ng Methodology

The SCC identifi es and tracks sof tware errors in a conven tional fas hi on i n
which DRs are prepared by a testing organization and software corrections
to the system are tracked by a confi guration management process. The
module-level testing is performed by progra~vners and is not subject to con-
figuration management. Integration testing is performed by an organizationally
disti nct test group which reports at the same level as the development
group managers . The testing approach used is based upon demonstration of
functional capabilities and is not readily describable as either top down
or bottom up developments . No data reduction or data analysis t3ols are
avail a b 1 e.

The actua l debugging methodology exhibits a primary reliance on GCOS and
local ly developed dumps or programmer-inserted code which prints information
about program data and contro l flow . Some use of GCOS-supported interactive
debugging tools wa s reported for application programs in the early develop-
ment phases , but the size of the total system prevents inclusion of the GCOS
time-sharing system in the system generation for integration test runs. As
has been the norm in other site visits , no widespread methodology of
debugging was evident. Debugging style is apparently a very individual
matter. The highest level of interest was exhibited in the development of
more powerful interactive debugging capabilities .
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2.5 SATELLITE CONTROL FACILI TY

The Air Force Satellite Control Facility (AFSCF) is a SAMSO funded project.
It is composed of the Satellite Test Center (STC) in Sunnyvale, California ,
and several remote tracking stations (RTSs) located around the world. The
AFSCF ’s purpose is to support unmanned satellites during the on—orbit and
reentry phases of a mission. This support consists basically of transmitting
data to a satellite (command), receiving and processing data (telemetry) from
a satellite, and keeping precise track of the location of a satellite
(tracking). Intercomputer communication between the STC and external agencies
also occures .

The SCF computers comprise a varied range of systems, including :

• Seven batch-processing, non-real-time , large-scale fl i ght
support computers (CDC 3800s) located at the STC .

• Twelve near-real-time buffer comouters (Varian 73 mini-computers )
which emulate a orevious ly used buffer compute r (CDC l 6OA) at the
STC .

• Two real-time multiprocessing computers (Univac lZ3Os ) located
at eac h RTS .

Figure 5 presents a generalized view of the AFSCF total computer system .
The sys tem depicted , together with the genera l purpose real-time and non-
real-time systems support software , is shared by di fferent satellite projects .
The individual projects (or users) have their own unique software to produce
commands and evaluate the tel emetry from their satellites . The satellite
projects have their own software development con tractors called Compu ter Pro-
gram Associate Contractors (CPACs) to develop and maintain this unique soft-
ware . The AFSCF computer-system general-purpose support software is devel-
oped by a separate group of CPACs. To insure that all of the software works
together , the AFSCF employs a unique contractor , cal l ed the Computer Program
integra ti on Contractor (CPIC), to integrate and test all new or changed soft-
ware beir.g used on the AFSCF system . The other unique contractor for the
AFSCF is the Genera l System Enginee ring/Technical Director (GSE/TD) Contrac-
tor (Aerospace Corporation) whose function is to specify the develoomen t
requirements for the new or modi fied software for the system. Figure 6
summari zes the responsibilities of the AFSC F software community . : 

-

2.5.1 Hardware/Software Descripti on J
The AFSCF uses three basic compu ter sys tems , the Fli ght Support Compu ter
System ( FSCS ) , a buffer computer sys tem , and the RTS compu ter sys tem.

The FSCS consists of the CDC 3800 computer , the System 118 operating system ,
and the satellit e project-specific app lication software. Onl y the computer —

ano the ooerating sys tem are described here sinc e the aoplica~ion software~scharacter istics vary considerably and contribute little to the background
for the debugging Study . A ,description of the FSCS fol lows :
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• CDC 3800. The CDC 3800 systems consist of a centra l computer
(computational module , input/output section , 65 K magne ti c core ,
and a conso l e) , ei ght magnetic tape dri ves , two CDC 844 disc
dri ves , a card reader , card punch , printer , and the CDC 3811
relocation unit. There are seven 3800s located at the SIC (of
which fi ve are used operational ly), two 3800s located at SOC ’s
facility i n Santa Moni ca , and one at the SAMSO facility in
El Segundo , California.

• System 118. System 118 is a modular , disc-oriented , execu tive-
control , operating and support system designed primarily for the
AFSCF CDC 3800 computer conf i guration . It encompasses the
executi ve (SYMON), utility programs , and the Parameter Test
Subsystem . The debugging capabilities of these subsystems are
descri bed in Paragraph 2.5.2.

The purpose of Sys tem 118 is to contro l and support fli ght ooer-
ations and to provide the tools to produce, modify , and maintain the
operational system programs required for all ohases of AFSCF
fl ight-support activities . -

EXTERNA1.
REMOTE FUGHT AGENCIES
TRAC KING PUFF ER COMPUTER SUPPORT COMPUTER EXAMPLES )

COC
______________________ _______________ — 3100 — 

SAMTEC

CYBER

Figure 5. AFSCF Computer System Overv iew
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Fi gure 6. SCF Software Community

The buffer computer system acts as an interface between the non-real-time
COC 3800 systems and the real—time Univa c 1 230 system. It consists of the
following hardware :

• Emulated Buffer Computer Complex (E3CC ). The EBCC replaced the
COC 16OA Bird Buffer computer and some of the peri phera l eouip-
ment associated wi th it. The EBCC consists of the following
components :

- A Varian - 73 computer which uses microcode , or fi rmware , to
analyze each CDC l6OA instruction and perform the equivalent
function in the EBCC.

- An operato r ’ s con trol terminal (OCT ) which in,cludes an EBCC
contro l panel (a functional simulation of the l6OA computer
console), a Lear-Siegler AOM- 1 alpha-numeri c keyboard and
cathode ray .tube display terminal (ANK/CRI) and controller ,
a Data Products Model 2230 line or-inter and controller , and
a Documation Model M200 card reader and controller.
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- Four Wang Mode l 1175 tape transDorts and controller;

- Several physi cal and electrical i nterface units .

• Buffer Compute r Software. The CDC l6OA Bird Buffer software which
operates on the emulatThg compu ter (Vari an 73) is basically a
magnetic tape-oriented system with new sets of programs loaded
into core when needed . It consists of the followi ng :

- Bird Buffer Function. The Bird Buffer function includes
gene ra l purpose oro gra ms such as the bootstrap, 1/0 interrupt ,
and conversion routines .

- Mon-Real-Time Function. The Non-Real -Time function includes
such programs as: non-real-time Univac 1 230 communications
routi ne , recording tape search module , and comand tape pro-
cessor.

- Begi n Real -Time Function. Begin Real-time function performs
real-ti me processing of data from the Univac 1230 and comnLni-
cations wi th the 1230 in real-ti me .

- Operationa l Utilities. Operational utilities consist of
routines called internally or externally to: (1) prov i de
input/output to/from Qrinters , tynewriter , CR1 display ,
card reader , and o lotter; (2 ) send command data to the RTS

• for transmission to a sate l l i t e ; (3) process data line
messages from the RTS and record them on a recording tape ;
ç4) process and reduce a recording tape ; (5) oerform tele-
rnetry limit compare function.

- Non-Operationa l Utiliti es. These utilities include flon-operationa l
functions such as a tape-dump routine .

Each RTS has a si ngle UUIVAC 1230 Military Tactical Compu ter (MTC) and asso-
ciat ed oeri phera ls. The UNIVAC MIC computer is a medium -scale , genera l-
Durpose, digital machine wi th multiprogramming and dua l processing capabili-
ties . Logical , semi-indeoendent computer units (each with i ndeoendent
iiternal timing controls) share functional ooerations to provide asynchronous
p rocessing in systems involving complex and massive amounts of aata in real-
t’me or scheduled activities . The compu ter accepts SIC-originated acquisitions ,
s ave tracking, and command data from the Communications Buffer (COMB), stores
the da ta on a magneti c disc storage unit , and processes the data so that the
Input/Outou t 3uffer (108- 11), and the Comand Buffer ( CMD8 ) can receive it in
the oroper sequence . The RTS compu ter equ i pment configuration includes :

• UNIVAC 1230 MTC computers

• UNIVAC 1232-04 1/0 consoles

• A ne lex 414 l 4 ne printers

• UNIVAC 1531 mass storage adapters
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• CDC 3254 disc controllers

• CDC 854 disc drives -

• Philco display and control subsystem

• lOB-Il

• COMB

• Teleme try Data Processor Buffer (TDPB)

: 

Telemetry Data Processor , Model It (TOP -ti )

Each AFSCF RTS performs mu l ti-satellite programs support , using a data handl i ng
system composed of a UNIVAC 1230 MTC Dual Control Processor computer, wi th a
set of peri pheral equipments . RIS support encompasses tracking, commanding,
and processing of the various telemetry data formats. ExceDt for command and
telemetry processing, the AFSCF RTS computers use the same basic software pro-
grams in such areas as data inpu t/output for disc storage , output to l ocal
printers , data transfer to the STC Bi rd Buffe r via the communication system ,
status checking of peripheral equipment , etc . A unique softwa re program ,
called MADCOM , i s  used for command processing. Each of the satellite programs
uses a distinct set of telemetry processing programs.

RTS software i s divided into fi ve major modules that perform a specific func-
tion or operate du ring a particular phase of operation. The five major modules
are :

• Operating System Executive and I/O Subsys tem

• The System Prepass Programs

• The System -Preacquisition Programs

• Pass and Postpass Telemetry and Tracking Processing

• The Commanding Subsys tem Program~

2.5.2 Site-Specifi c Debugging Software

The debugging software available to the AFSCF includes capabilities for the
Flight Support , Buffer , and RTS Systems . This software is descri bed in the
following paragraphs. -

2.5.2.1 Flight Support Computer System Debugging Tools

The debugging tools avai lable under the COG 3800 System 118 operating system
are provi ded by the executive (SYI’ION), utility , and parame ter tes t subsys tems .
A descri ption of the Flight Supoort debugging software follows :

• Executive Software (SYMON) Debuggin9 Tools. SYMON Drovides the
— following debugging  capabilities which can be appl i ed to any

operation request~executed during a job :

67

— — —--— -c—- ~~~~~~~~~~~~ ~~~~~~~~~~ ~~~~~~~~~~~~~ ~ii



-
. 

-

Interrupt On Arithmetic Fau l ts Option. This option allows
the user to interrupt the program if arithmetic faults occur ,
and output a message for each fault detected . Interrupts
for the following fault types can be requested :
1. All faults
2. Divide
3. Underfi ow
4. Overflow
5. Shift
6. Fi xed-po i nt overflow

Memor’~ Map Option. A memory map is a list of all elements
(routi nes , data blocks , al ternate entrances ) in core , wi th
their corresponding virtual address , length , starting page ,
segment , and physical address.

Corrector List Opti on. The correctors for the requested
program and its environment are listed.

General T i ming Information Option. The sta rt , sto p , and
duration times for execution of the reques ted orogram are
listed .

Trace On Jumps Option. A trace of all jump instructions
executed by the reques ted program and its environment is
produced .

Parameter Test Ootion. The debugging capabilities of the
Parameter Test Subsystem are invoked during execution of the
reques ted program.

Load, Do Not Execute Option. The requested orogram and its
environment is loaded into core but not ooerated . This
option allow s core load problems to be debugged more easi ly.

Dump Option. A core dump of the requested program and its
environment is produced . The dump can be requested :
1. After execution of the requested program .

— 2. If requested program termi nates abnormally.
3. After executi on of a program which is cal led and loaded

in core from disc by the requested program .

The dump provides the following for each element i n  core :
1. V i rtual address of element (i.e., relative to the

beginning of a segment).
2. A memory map.
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3. A console scoop (contents of computer registers at
time of dump.

4. List of program correctors for all elements .
5. A core listing of each element in either holleri th ,

dec imal , floating.point , mnemonic op-code , oc tal ,
or symbolic format.

Set Pseudo Switch Options. Pseudo jump , sense , or stop swi tches
can be set wh ich have the same effect on the softwa re as
manually setting the swi tches . This feature is used together
with programmed-in aids to provide debug code in a program which
can be swi tched-on only when desired via this pseudo switch option .

Spec ific Timing Info rmation Option. Timing on a program level
can be obta i ned. Output includes : The number of disc accesses
and disc data handler calls , the tota l times of execution in
milliseconds of the disc accesses and data handler calls , and a
total SYMON module time in mi llise cocds . The output also includes
a tabulation ~‘f the number of requests for each I/O unit (e.g.,
typewriter , tape , card punch) and the time spent servicing
those requests .

Segmentation Diagnostic Information Option. Messages warning
of segmentation problems and/or diagnos tic table information
can be provided .

Check Data Base and Data Handler Directors Option. The data
base related directories are valida ted prior to the operation
of the requested program .

Loop Trace Opti on. This is a manual interrupt request which
will cause a jump trace to be produced for approximately ten
seconds of program operati on. Upon termination of the trace ,
a core dump and memory map is output .

Disc Data Handler Diagnos tics Option. For each call to the
operating systems disc data handler software by the requested
program, or any program in its core envi ronm~nt , diagnos tic
information can be provided . Information includes :
1 . Cal ling routine name .
2. Type of di sc access.
3. Operation (read , write , position , etc. )
4. Name of f i le.
5. Record number.
6. Buffer address.
7. Buffer size .
8. Starti ng pack and sector used .
9. Open table entry for the elements .
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• Util ity System Debugging Tools. The utility program subsys tem
of System II~B provides both external user requested debuggi ng
aids and programmer requested aids specified within the JOVIAL
code of a program . The following debugging tools can be requested
by the Sy s tem IIB user:

System List Master Tape (SLMT) Program. This program is
esoecially useful for debugging interface problems for an
integrated set of routines . The mas ter tapes in System LIB
contain all of the operating system and user support programs
used on the CDC 3800 system for a particular satellite pro-
ject. The maste r tapes are loaded onto disc and the routines
a-re then loaded into co re by SYMON as requested. The master
tapes , then , can be thought of as a library of routi nes for
a project . SLMT provides the following information usefu l
for debugging:
1. A list of all compool elements (routi nes and data blocks )

on the master tapes and a list of all other routines
which refer to (set , use , both) each element.

2. A list of the environmental elements (other routines and
data blocks referenced directly or indirectly by each
compool-defi ned routine ), and how an environmenta l element
is referenced (set/used/both ) by the routi nes .

3. A l ist of all compool-defined routines on the maste r
tapes wn f ch reference a oompool-defined table.

4. A list of all compool-defi ned routines which reference
a compoo l-defined table item .

5. A list of all compool-def-i ned routines which reference a
compool-defined simpl e i tem .

6. A list of the cornpool-defi ned arrays , tables , table i tems ,
and simpl e items of a compool-defined routi ne and how they
are referenced (set , used , both).

Sys tem Di sc Dump (SOD) Pro9ram. This program provides a symbolic
or octal listing of speci fic data blocks , routines , comooo l s ,
directories , correctors , areas , or sec tors’ of di sc.

System Fl owcharter (SPLOW) Program. This program produces flow-
charts of J4 JOVIAL p rograms whi ch a re usefu l i n ana l ysis. - The
level of detail a-f the flowchart is controlled by the user. - 

-

System Master Tape Comparison (SMATCH) Program. This program
compares master tapes in their entirety or any subset of ele-
rnents commo n to both tapes . All differences found are listed
wi th an appropriate description.

Disassemble Compool (LOOPMOC) Program. This program produces o
format-tea l ist ing of one or more c ompools from disc or tape . The
format is especially appli cable to debuggi ng compool-related
interface problems .
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- JOVIAL Refonnatter 4RFORMAT) Program. This JOV IAL preprocessor
reformats a program s source code . Especially useful to debug-
ging is the identification of BEGIN and END locps via identa —
tion and asterisk-cha rting to the ri ght of the listable output.

- System Data Base Directories Check (SDBCHEK) Prograrn. This pro-
gram checks for errors in the data base di rectory and disc
data handler directory and for correspondence between them .
Checks are made for duplicate entries or addresses in either
directory and confl i cting data in matching entries . This is
useful in debugging data base—related interface probl ems .

- System Data Base Compare and Verification (SDBCOM) Program.
This program compares data bases or any sub!et of elements on
either data base. This informati:on is useful in debuggi ng
data base—related problems .

- System Data Base Display (SDBD) Programs. These programs di s-
play elements of a data base in a user provided format enabling
debugging on a higher language l evel.

The followi ng service routi nes can be requested wi thin a JOVIAL-coded
program to provide debugging information during the program ’s execution:

- Instructi on Time On (CLOCKON ) Routine. This procedure sets
an item wi th the current value of the computer clock . When
this routine is used in conjunction wi th the CLOCKOFF routine ,
the time required for a sequence of -instructions to operate
may be determi ned.

- Instructi on Time Off (CLOCKOFF ) Routi ne. This procedu re com-
putes the elapsed time for a gi ven sequence of instructions
within a program and its environment.

— Ari thmetic Fault Selection ( FAULT) Routine. This procedure
will select i nterrupt on all or specific arithmeti c interrupts .
Specifi c interrupts are divide , exponent overflow , exponent
underflow , shift , and fixed-point overflow faults .

- System Data Block List (SDBL) Routine. This procedure will
format the contents of a compool—defined da ta block for listing.

- Core Memory Dump (SNAP ) Routi ne. This Drocedure orovides an
octal dump of a specified area in virtual core memory .

- Select Or Deselect Trace On Jumps (TRACE) Routine. This pro-
cedure provi des the capability to select or deselect a trace
on all jump instructions .
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• Parameter Test Debugging Tools. The Parameter Test Subsystem of
System 118 is dedicated totally to debugging . It is invoked at
the time a user requests a program to be operated under SYMON
and provides three major capabilities (the user may combine any
or al l of these capabilities In any one run) as follows :

Record Opti on. The user may get recording and console scoops
anytfme during the operation of the tested program . The user
has the followi ng options concerning when to record :

1. Before , after , or during executi on of a program.
2. If a time limit is reached .
3. If the program aborts.

The user has the following options concerning what to record :

1. Record all segmented elements in core .
2. Record selected portions of core (tables, arrays , i tems,

or portions of programs) in symbolic , octal , floating
point , decimal , holleri th, or mnemoni c fo rmat.

3. Record selected portions of core which have changed
during ececutlon of a program.

4. Record console settings.
5. Record all the data from one location to a second and

inclusive location.

F . Addit iona l user options are :

1. Option to terminate or continue execution of a program
after recording has been completed .

2. Option to perform mul ti ple passes of a program and to
perform di fferent recording on di fference passes .

3. Delay reduction of recording tape until later , or reduce
Immediately. -

4. Record wi thin a program starting at certain JOVIAL state-
ment label , sw i tch , close , procedure, or functi on, plus
or minus an increment, or at a certain octal location .

Set Parameters and Data Opti on. The user may set parameter and
data values anytime during the execution of his program. The
user has the following capabilities for setting va lues:

1 . Set Parameter Values. If an internal procedure or a corn-
pool defined routine is to be executed , the user may set
the parameter values prior to executing the routine or pro-
cedure. Setting options are :

i. Setting call-by-value parameters
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b. Setting call-by-name parameters
c. Setting value Into space allocated for call-by-name

parameter

2. Set Data Values. The user may set values into compool
defined or interna ll y defined tables , arrays , or i tems .
Setti ng options are:

a. Setti ng NENT (number of entries ) of either an
Interna l or compool defi ned table.

b. Setting either an i tem , complete table, a ll entries
of a table item , or a complete array to zeros.

c. Setting a simpl e item or octal location including
specification of units for input value.

d. Setting table i tem or array including spec’fy ing
va l ue ’s units , selective entries , and repeating
values .

The user has the following options available:

a. Set values either before or during execution of a
program .

b. Perform multiple passes of a program , and set
di fferent da ta on different passes .

c. Setting during the execution of a program where
setting shall take place immediately before the
execu tion of JOVIAL s tatement l abe l , swi tch , close ,
procedure or function.

Trace Option. The user may follow the operation of a orogram on
an ins truction -by-instruction basis. There are three di fferent
forms of traces .

1. Regular Trace. The regular trace wi l l trace the normal
sequence of program instructions .

2. Reference Trace. ,\ reference trace will trace only
ins tructions which reference locat ions within a designated
range. Range references are arrays , tables , table i tems ,
simple i tem, or data block.

3. Jump Trace. A jump trace will trace only jump instru ctions .

The user has the option to:

1. Trace more than one area of a ~ro gr am (the traced areas
may not overlap, however).

2. Perform multiple passes of a program , and perform differe it
traces on different passes .
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3. Trace with -in a program starting and ending at certain
JOVIAL statement labe ls, switches , closes , procedures ,
or functi ons , p lus or mi nus an i ncrement, or at certa i n
octal locati ons . Also, trace wi thin upper or l ower
blocks within the starting and end i ng locations .

- 

2.5.2.2 Buffer and RTS Computer System Debugging Tools

Var-ian 73 and Univac 1230 computer systems of the AFSCF share one debugging
tool , the Station Ground Environment Simulation (STAGES) system , and also
possess unique tools of their own . These capabiliti es are descri bed below
as follows :

• STAGES. STAGES provides a test bed facility at the STC for the
development and integration of the real-time computer programs
for AFSCF. It simulates the components of the Buffer Computer
System and the RTS System, as we ll as the comma nd res ponses ,
telemetry input s , and tracking data of the various satellites
controlled by the system. STAGES is comprised of both hardware
and software elements . It provides a repeatable , dynami cally
controlled real-time environment , and other features that are
ideal for real-time debugging. The hardware components of
STAGES are :

- The Varian Emulated Buffer Computer.
- The Univac 1230 RTS Computer.
- The actual interface equipment between the EBC and the 1230 .
- An XDS SIGMA 2 computer , also referred to as the Environment

Con tro ll er (EC) -

- The Interface Simulati on Devi ce (ISD).

The firs t three i tems in the above list are exactly the same
as the operational components . The last two represent the
uniq ue s i mu l ati on func ti ons of STAGES.

The software components of S1 .GES are divided into three categories .
The fi rst category conta i ns the utility programs which perform basic
developmental needs such as tape manipulation , program assembly,
and master generation . The second category contains all of the oro-
grams which generate real-time simulation i nputs and diagnostic out-
puts . These programs are called real-time support orograms . The
th i rd category contains all the programs that operate in the SIGMA 2
during real - time simulati on . These programs are called the System
Environment Simulator (SES) programs .

Stages is pri marily a testi ng tool but its capabilities make i t  an
ideal system in which to debug the real-time software . The follow-
ing debuggi ng capabili ties are provided by this test bed :
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interface Simulation Device (ISO). This hardware device pro-
‘iides the necessary inte rfaces to simulate an RTS environment
wi thin STAGES . It simulates the hardware which provides
interrupts , status words , system time , satellite tracking
data -, an d command accept/reject veri fication data . The ISO
allow s the user to complete ly s imulate or recreate conditions
or sequences of events likely to be encounte red by the Un i vac
1230 system at an operational RTS. This ability to recreate
conditions is especiall y usefu l in debugg ing . A software
problem can be duplicat ed and recreated over and over unt il
enough symptoms have been gathered to isolate the cause of a
problem.

- Bre aklining . The bre aklining feature is very i mportant in
debugging real-time software oroblems associated with inter-
face timing. It is important that any recording provided for
debugging not cause timi ng to change to the point where a
problem is no longer being duplicated . When STAGES is used as
an RTS real-time environment simulator , the 1230 MTC , the
Var ian 73 , and the EC operate asynchronously. Certain tasks
assigned to the EC , such as the recordi ng of much of the 1230
MTC ’s i nput/output actions , require the EC to accomplish more
in a period of system time than is possible i n  real-time . The
ISD employs a BREAKLINE or clock-stop circuit wh i ch allows the
EC to satisfy this requirement. When the EC’s workload sur-
passes that possible in real time , the EC , or the ISD , sets the
BREAKLINE which effecti ve ly stops system time unti l the EC has
caught up wi th its processing. The EC then releases the
BREAKL INE and system time continues from where it stopped when
the BREAKLINE was set. In this way system time integri ty is
maintained .

In addition to stopping and restarting various timing clocks
within the ISD, the BREAKLINE signal is also transmitted via
cables to the 1230 MIC and the Varian 73. This signal is used
by the CPUs of these computers to halt the main timi ng chains
at the complet ion of the instruction currently being executed .
In this way the programs operating in these computers are kept
in sync wi th system time and are unaware that system time is
running slower than real time .

SCRIPT Tape. The STAGES SCRIPT tape provides the user with a
time-ordered , repeatable sequence of events for environment
control . The tape , i nput to the Environment Control ler (SIGMA 2)
executive during real-time simulati on , directs specific opera-
tions to be performed in support of the user ’ s enviro nment
characteristics . These operations ~riclude de,ve l opment tools ,
complex telemetry stream modi fication , satellite tracx ing da ta
simulation , and all of the switch actions . Thus , the actions
are exactly .repeatable if a test is rerun using the same
SCRIPT tape .
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Recording Tate. The STAGES recording tape is generated by the
S IGMA execut -~ve during a real-time simulation run. The tape
contains chronologically ordered , detailed information about
data transfers that take place between the 1230 and the inter-
face and simulation devices wi thin the ISO , as well as between
the 1230 and EBC computers . After a real-time simu lation run
in which a recording tape is generated , the user can selectively
l ist in-formation from the tape for debugg ing purposes .

Date Line Control. The user may control the data rate of data
lines in the real-time system and initia te resync of the data .
Also , all data line messages can be monitored , recorded ,
modi fied , and delayed by user control.

Input/Output Buffer Contro l. The Input/Outpu t Buffer (108 ) at
an RTS is a hardware device which acts both as a timing source
for the 1230 MIC and as an inte rface between the 1230 MTC and
various hardware un i ts at the RTS. Simulation of the lOB ry
the ISO provides the user wi th the capability to contro l t:ie
system time and station time used by the RTS and Buffer comou-
ter sys tems , either stopping them or changing their value. Also ,
the lOB contains many general purpose control and status registers
to interface the 1230 MTC with various RTS equipment. Simula-
tion of the 108 by the ISO makes these registers accessible to
the SIGMA software during real-time simulation and allows the
user to selectively modi fy them . The contro l of timi ng and
general-purpose registers provide an effective means of debugging
real-ti me inte rface problems in the real-time system .

Telemetry Data Contro l. Control functions are available through
STAGES software to stop the simulation of telemetry data streams ,
change data ra tes , introduce overriding teleme t ry values ,
and control of the source of discrete ver i f icat ion responses to
commanding . These features are especially usefu l in debugging
satellite —unique , telemetry-related software problems .

Command Buffer Contro l. Contro l functions are available through
STAGES to initialize or change Command Buffer status bits during
the course of real-ti me simulation.

WAIT Function. STAGES has a WAIT function which effectively
freezes the RTS environment being simulated , thereby enabling
the user to study and diagnose problems as they arise.

• Buffer Computer -Unique Debuggi~n~ Tools. The following tools are
available for debugging the ‘Jarian 73 EBC software :

DUMP Request. The DUMP function provides the capab flity to
specify wh i ch core data are to be dumped (bank , firs t word
address , last word address), when to dump (before , after ,
or before and after a subroutine executes), the format
(listable or binary), and where the data is outout ~recordingtape , pri nter , or CR1).
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- MSTUO Routine. This is an In-house routi ne of the develop-
ment contractor used to provide an EBC symbol tape set/use
l isting.

• RTS Computer-Unique Debugging Tools. The following tools are avail-
able for debugging the Univac 1 230 RTS software:

- CORE DUMP Request. The CORE DUMP function provides the capa-
bility to dump core onto disc and then route speci fic areas
to the printer or magnetic tape . The disc data may also be
transferred over data lines to a Varlan 73 computer at the
STC , or may be output to the printer or tape via anothe r
dump call. Automatic core dumps may be generated when high
priori ty interrupts occu r, and with the proper switch settings
a core dump is initiated when a program breakpoin t ma tch
interrupt occurs . (Breakpoint address is entered in a hard-
ware breakpoint regi ster).

- LOOK Request. The LOOK request provides the capabili ty to
examine the contents of a specified core address . Only one
address per request may be specifi ed .

- MUD Routine. This is an in-house routine of the development
contractor used to provide an RTS da ta base set/use listing.

- MFLOW Routine. This is an in-house routine of the dev~1opmentContractor used to generate a flow-chart from a program ’s
source code.

- 
- MINC E Routine. This is an in-house routine of the development

con tractor used to compile a l ist of symbolic correctors
currentl y applied to the RTS software .

2.5.3 Vendor-Supplied Debugging Software

No vendor -supplied debugging software is used . All of the operating systems
and utility subsystems were developed specifically for the AFSCF .

2.5.4 Testing and Debugging Methodology

The AFSCF has independent , development contractor test groups and a CPIC. The
test groups and CPtC partici pate in the system requirements and design review
process and influence testabil i ty of the software design .

The testing methodology for the AFSCF is based exclusively on code execution
testing. There is no stati c code anal ysis testing involving code analysis
tools in this project, although such tools do exist ~e.g.. the JOVIAL flow-
charter (SFLOW), the 3800 system cross referenced and interface consistency
anal yzer tool (SUIT), and the code compa rator tool (SMATCH)).

I
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The typical SCF software development cycle is depicted in Figure 7. The
phases perti nent to this debugging study are the coding and checkout phase
and the Category I testing phase. The software management standard used for
AFSCF software is Exhibit 61 -47B for established software , and a tailored
version of AFSCM/AFLC M 375-7 for more recently developed software. Fi gure
7 reflects the standard for newer software. Milita ry standards are also
followed for documentation and confi guration control policies within the
A FSCF.

2.5.4.1 Software Integration

Since there are more than 15 separate software development con tractors for
the AFSCF , and the systems for which they are responsible are in different
states of development , the methods of integrating di fferent programs wi thin
a software subsystem vary considerably. New software development usually
is current with the state-of-the-art management and development methodology .
For exampl e , newer software projects are employ ing the build concept , top-
down design and structured-programming techniques . On the other hand , soft-
ware projects which experience only minor modifi cations due to erro r correc-
t ion and mino - desi gn changes follow no set Drocedu res for design , coding,
and integration.

2.5.4.2 Testing Levels

The categori zation of the different testing stages performed for the AFSCF
also is difficult because of the multiplicity of users and develcpers , and
the riCw or changed charac teristics of the software being developed. The
following is a generalized categori zation of the levels of AFSCF testi ng
wh i ch indicate the testi ng methodology used for the system:

• Program Testing . Computer program testing is testi ng per-formed
prim arily to support the design and development process of the
CPCs . These tests are comparable to engineeri ng tests and
eva l uations performed on equipment Configuration Items (CIs).
These computer program tests are conducted informally at the
deve l opment con tractor ’ s test facility wi thout specific
approval of procedures by the Air Force . Tests may occur
whenever they are required to support the design and develop-
ment process of CPCs . Testing of software in computer 3rogram
production is a sequential process that may consist of the
following stages :

- Pre-imp l ementation Design Tests. If the program is suffi-
ciently complex , tests may be run on trial designs prior
to establishing an initial design app roach . Typically,
these tests ir~dicate performance characterist ics , computa-
tional accuracies , storage limi tations , etc. Tests of
this type may continue throughout the design process.
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- Module Testing. This level of testing is di rected at the pro-
gram or CPC level . As each individua l CPC is coded , it will
be checked for errors. Firs t, the programmer will desk-check
the code by visual inspection and by hand calculations with
selected data . This will be followed by assembling or
compiling the program or CPCs on the computer . Each program
will then be tested by using controlled data i nputs .

- Assembly Testing. This level of testi ng is di rected at veri fy-
ing functional areas. These functional areas may consist of
one program , several programs supporting a function , or
selected portions of severa l programs performing related tasks .
Assembly testing generally invo l ves program interaction wi th
the system executive and the use of utility support software.
Emphasis is placed on interprogram communications and the
processing of data wi thin a defined functional area.

• Developer ’s Test Group Testinq. The testi ng performed by the deve l-
oper ’s independent test group is referred to as Category I Testi ng,
Qualifi cati on testi ng, Va lidation and Acceptance Testing , and
Milestone 5 testing . Regardless of the termi nology used , the
testing generally consists of a prelimi nary and a formal testing
phase. Both phases have specific aporoval of the procedures by the
Air Force . Only the results of the formal testing are actually
reviewed. Testing on this level includes the followi ng :

- Preliminary Qualification Tests ( PQT ). PQT or vaTh dat ion
testing is the first phase of the qualifi cation test pro-
gram. In itially, PQT addresses veri fication of capabilities
on a modular basis. To successfully accomplish these tests ,
it may be necessary to employ non-del i verable (test drivers )
products and to limi t interaction between modules and between
the executive system . This phase of testing is the firs t
occasion in which all CPC s wh ich constitute the del~ verab le
product are tested together. The objective of PQT is th ree-
fold. Firs t, it demonstrates program compatibility with the
existing system. Second , it is used to satisfy performance
requirements which require demonstration prior to ~QT (such
requi rements will normally be specified wi thin the ~evelopmen t
Part I Specification). Thi rd , it serves to provide runs of
tests whi ch emulate those to be performed during FQ7, providing
confidence of non -degradation of the oroduct. However ,
non—deg radation testing is actually the responsib ility of the
CPIC during Development Test and Evaluation (DT&E) (CAT II)
testing.

- Formal Qualification Tests (FQT). FQT or acceptance test’ng
is the final phase of the quaTifica tion test program . It
s tresses verif ication of functional areas ( interaction of
CPCs) in the deliverable product configuration. The veri fi ca-
tion of lower level program logic (i.e., logic too detailed

-
~ to be stated di rectly as a Part I Soe~i fication recuirement )
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is not addressed during FQT nor is an attempt made to demon-
stra te all capabilities . Hopefully, all system requi rements
are demonstrated in PQT , and FQT takes the form of a demon-
stration and reconfi rmation. Those system requirements to
be satisfi ed during PQT are identi fied wi thin a formal test
p lan.

PQT/FQT is conducted by the devel opment test team at their test
facility . The tests use artificial and real input types and
formats and include functional as well as sub-functional-level
test procedures . FQT provides the evidence necessary t3 authen-
ticate a statement of readiness to begin DT&E testing.

• Ir~deoendent System Integration Testing. Upon completion of FQT and
product turnover , the CPIC performs system integration testing
or DT&E. DT&E demonstrates that the software fulfills its operational
requi rements , interfacing wi th the entire AFSCF computationa l
env i ronment. In these tests , specifi c testing against requi rements
from the Development (Part I) Specification are addressed again. In
testing certain project-unique software, the CPIC performs detailed
testing to insure that all inputs , outputs , error conditions ,
restrictions , program paths, mathematical algori thms , and interfaces
are correct when the system is tested via data i nput in a normal ,
operati onal fashion . This testing may be as detailed as the oro-
gramer’ s module level testing , but is performed wi thin the opera-
tional environment.

The testing phases applicable to the debugging study ar3 the orogrammer ’s
assembly testing, PQT , and FQT. This testing spans the integration of soft-
ware modules duri ng development. It is during PQT that the software comes
under internal configuration control . At this time , any errors discovered
are documented via a Software Problem Report (SPR) or Discrepancy Report
Form (DRF) , and corrections are released via a Modification Transmittal
Memorandum (Mm ).. Also , a l l compool , data base , and document/speci ficati on
changes resul ting from problem corrections are formally controlled using the
Compool Change Request (CCR), Data Base Change Request (08CR) or Data Modifi-
cation Request (DMR), and Document Update Transmi ttal (DUT.) forms .

2.5.4.3 Debuggi ng Methods Empl oyed Duri ng Development Integrati on

Development integration phase debugging for the AFSCF software involves both
ba-tch and interacti ve methods . The debugging of problems encountered wi th
CDC 3800 software is almos t exclusively batch in nature . Tests are usually
not attended by the test personnel , so when a problem is encountered , another
batch-type job is l ater run to duplicate or isolate the problem , or to show it
cannot be repeated (e.g., a machine-probl em). These production type runs
mi ght require many repetitions before a problem is isolated and fixed . If the
problem is cri tical in nature , the debugger will usually request “attended
time ” where a more interactive type of debugging will take place. This implies
that the debugger inputs’ changes to the job on-l ine via the typewri ter or
card reader unti l enough symptoms have been gathered or a “fix ” eliminates the

4. problem .
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The debugging activities for the real-time software (Varian 73 and Univac 1230
software) of the AFSCF is more interactive because of computer availability .
There are many more “attended time ” jobs where the programmer debugs the
software on—line , as was descri bed for the cri tical 3800 problems . Also ,
since the tinivac 1230 software involves console swi tch action inputs and CRT
outputs the real-time system calls for more interaction.

Whether a problem is the resul t of a batch or i nteractive type test, the
initial encounter of the problem has a predefi ned set of computer opera tor
procedures associated wi th it. For example , if it is apparent that a program
is experiencing an infinite loop during a 3800 run , a manua l interrupt is
made and a loop trace is requested . Likewise , a core dump and console scoo p
is taken if a 3800 program aborts because of an illega l instruction. These
immediate debugg ing actions are usually all that is needed for the programmer
to isolate mos t problems .

For CCC 3800 software debugging, certain features associated wi th the AFSCF ’s
JOV IAL/J4 compiler can be employed at the preliminary stage of problem dupli-
cation and isolation . This includes using the JOVIAL reformatter outpu t for
more easily read source code , and using the JOVIAL cross-reference Output for
da ta/routi ne set/use determi nation. The JOVIAL fl owcharter , while available ,
i s never used for debugging a problem .

For Varian 73 and Univac 1230 software debugging , STAGES is the primary tool
for problem duplication and isolati on . As opposed to 3800 debugging,
language-associated debuggi ng features are riot important here . If a problem
solution is not immedi ately apparent , the execution-approach to debugging is
much more common than the off-line code analysis approach required for the
less available 3800 compu ters . Computer availability , then , seems to be a
definite characteristic of ~ system ’ s debugging methodology , and a definite
contri butor to the types of debugging tools developed or required .

The AFSCF emoloys the followi ng methods for debugg ing which do not involve
speci fic debugging tools:

• Employ program correctors to cause a program to halt at a
certain location so a manua l dump can be requested.

• Turn on the programmed-in diagnosti cs via manual sense switch
settings , data base settings , or program correctors .

• Use another computer when mach i ne problems are suspected .

• Utilize previous vers i on of operating system if application -
- versus-sys tem software incompatibility is suspected .

• Use di fferent master tape and data base tape copies if input
prob lem ~s suspected .
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While the actual isolation of problem causes Is entirely at the discretion
and imagination of the individual debugger in the AFSCF , there are patterns
for eac h process. The following methods are used to eliminate various
factors from consideration as problem contributers :

• Trying other input options or work-arounds

• Rerunning on other equipment (machine problem elimination)

• Rerunn ing on other software configurations

• Bypassing operation of certain software code via program
correc ti on or recompi la ti on

Since the AFSCF involves so many software - development contractors whose soft-
ware interacts wi th one another , the first attempt toward symptom accumula-
ti on is determining wh i ch program really is at fault. Once a specific pro-
gram is suspected , the next step is the determination of programmer responsi-
bility . Since , much contractor interacti on is possibl e , a status report
form for software problems , called the Software Analysis Report (SAR), is
frequently - employed for the assi gned agency to report the suspected cause of
the problem- or suspected area of the problem as the debugging rocess develops .

One of the main problems a debugger is faced wi th is determining precisely
what should happen under the input and confi gurati on situation involved with
a prob lem. The fo l lowing means are used for thi s purpose :

• Program Documentation. The software system design is well docu-
mented and a debugger new to the system has detailed ?art II
Specificati ons at hand to determi ne the intent of the original
desi gner/programmer.

• Software Analysis Reports (SARs ). These interi m status reports
on a problem can be used to convey prelimi nary i deas on its
cause , or reasons why it is not though t of as a problem .

• Configuration Control Board (CCB ) Meeti ngs. CCB meetings provide
a forum for non-critical discrepancy report status and responsi-
bility assignments .

2.5.5 Debugging Methods Actually Used

Interviews wi th the programmers of the AFSCF project indicate that most of
the debugging tools or features discussed in Paragraph 2.5.2 are employed at
some time or another during development integration testi ng . The following
major debugging capabilities are used :

• SYMON debugging tools (all options used )
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• Sys tem IIB utility system debuggi ng tools , with the exception
of the sys tem flowcharter (SFLOW ) , the disassemble compoo l
program (LOOPNOC), and the ari thmetic fault selector ( FAULT)
routine .

• STAGES (all features used)

• The Buffer computer-unique tools (all options used)

• The RTS computer-unique tools (all options used)

It is notable that the CDC 3800 Parameter Test subsystem which was specifi-
• call y created for debugging purposes is not used .
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SECTIO N 3 - LITERATURE SURVEY RESULTS

This section presents a survey of current literature on debugging . The
following bibliographies and abstracts were used to generate over 500
references for the survey :

• Bibliogra phy supplied by RADC

• SOC ’s Software Technology Department bibliography

• NTIS abstracts

• Computing Reviews abstracts

• Computer & Contro l abstracts

• Computer abstracts

• Computer conference proceedings

A review of this data and further research resulted in the working bibliography
presented in Appendix B. This bibliogra phy covers the following four major
debugging related topics: -

• Debugging environment considerations (i.e., those elemen ts of
the devel opment process which impact debugging)

• Software errors

• Debugging aids

• Debugging methods

The remainder of this section discusses the results of the literature survey
in terms of these topics. The topics and their subtopics are , in turn ,
related to one another as the discussion progresses .

3.1 Debugging Environment Considerations

The fi rst step taken in defining the debugging methodology is to identify
those elements of the development process wh i ch impact debugging. It is
expected that the components of the debugging process model will be based
on the following environmental considerations :

L 

• Soi~tware management methodology

• Software tolerance requirements

• Language consi derations
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• Interacti ve versus batch systems

• System hardware/software architecture

• In tegration concepts

• Testi ng methodology

• Testing tools and techniques

Each considerati on , as wel l as its interrelationships , is discussed in the
following paragraphs .

3.1.1 Software Management Methodology

A software management methodology establishes the gu i delines for software
acquisitions . It greatly influences the debuggi ng methodology by Providing
the basic framework within whi ch debugg i ng operations wil l occur. The more
developed the software management methodology for a gi ven system is , the more
planning can be made for the debugging activities and capabilities of the
system. This methodol ogy also establishes the procedures to be followed for
the processing of software problems .

The literature survey indicates that software management methodologies for com-
puter systems range from practical ly non—existent for some small commercial
projects to fully developed , sophisticated systems for large—scal e milita ry
projects. The software management methodology used in this study as back-
ground for the development of a debugging methodology reflects that used in
large—scale systems , for the follow i ng reasons :

• Large-sca le system software management methodologies contain
the classical management functions . While the exact policies
of the l arge—scale management concepts might not apply to all
types of computer systems, the cri tical management functions
that they address are applicable to any computer system.
What is important to this study is defining all of the func-
tions which are cri tical to debugging.

• The main objective of this study is the development of a
methodology for defining a software debugging envi ronment
to be used by Air Force software development engineers
duri ng the integration phase of software modules . This
requires that Air Force management concepts be included in
any background established for the debugg ing methodology .

• The nature of debugging tools and techniques is such that
all facets can only be explained for applications in which
all facets are used . The management methodologies required
to support the development of large-scale computer systems
generall y fulfill this requirement whereas those required to
support smal ler , less developed computer systems do not.
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These reasons form the basis for the following discussion of the effect of
large-sca le system software managemen t concepts on debugging methodo l ogy.
The discussion Is organized in terms of:

• Regula tions and standards related to software management.

• Computer program verifi cation , va li dati on , and certifi ca-
tion.

• In ternal confi gu ration control.

• Independent verifi cation and validation.

3.1.1.1 Government Software Management Policies

Several Government software management policies are available for assisting
in the selection of appropriate project milestones. These policies contain
general guidelines for the acquisition life cycle, documentation , rev iews,
audits , testing , debugging , and configuration management requirements of
software development. The management policies presently in use inc l ude those
governed by the following Government regulations and standards : AFR 800-14,
AFSCM/AFLCM 375-7, DoD 4120.l7M , WS 8506, Exhib It 61 -47B , SECNAVIP4ST 3560.1 ,
and Viking ~75. Each of these regulations and standards possesses unique
benefits applicable to some types of computer systems and drawbacks for
others . For example , AFR 800-14 was issued ørlmarilv for software embedded
in majb s~i~~ i [8b ,97fTiE~NAVtNSf 3560.1 attempts to invo l ve the us ’Thi
the acqu isition process [114L Exhibit (Standard ) 61-47B reflects the peculiari-
ties of a fáT~l~ ~tibl~Th~~d~ i~iiWi~ onment , a~ 1á nbi~~~f users of the
system with varying needs , a conti nuing necessity to modify the apolication
software to meet these chang i ng needs , and a requirement to maintain a stable
system confi gurati on while modi fications are being implemented [91.

Li kewise , the detailed standards applied to a computer system can vary . The
military standards which usually are apolied with AFR 300-14, for example.
include MIL-STD-490 for documentation guidelines , MIL-STD-480 for eng i neeri ng
changes , MIL-STD-483 for confi guration management oractices , and MIL-STD-1521A
for reviews and audits , but for a particular application some may or may not
exist and others may be added .

Furthermore, the limi tations of these regulations and standards require that
for most projects , the user amplify , augment, or tailor the fundamen ta l pre-
cepts of the olan utilized . This is usually accomplished via su~p 1ements .

The following paragraphs describe the direct impact these regulations and
standards have on the development of a debu gging methodology . Subjects dis-
cussed i nclu de :

4 Acquisition life cycle
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• Key documents and events

• Confi guration management

• Testi ng/debugging requ i remen ts

Acquisition Life Cycle.

The acqu isition life cycle defined by Government regulations and standards
establishes the basic framework within which the debugging ooera~ions will
occur . Figure 8, accord ing to R.E. Bern [91 presents “the life cycle
as currently portrayed in Air Force management regulations. The AFR 800-14
depiction of the various activities of the development phase is also shown . ’
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FIgure 8 . Software Life Cycle Phases and Development Act iv i t ies [4  ~~~.

Pre liminary Design Review (POR) and Cri tical Design Rev i ew (CDR) are the
genera l design and detailed design reviews . Functional Configurat ion Au~~t~Physi ca l Configuration Audit (FCA/ PCA ) represent the formal qoverrtment audits
of the software products [1101. A comparison with other tnanagemen~ concept sreveals no major differences which affect debugging. The life cycle depi cted ,
therefore , represents a reasonab le basis for the debugging study .
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Key Documents and Events

The documentation requirements defined in the management regulat~ons andstandards directly relate to the debugging process. Key documents* include :

• System Spec i fication (Type A , MIL-STD-490)

• Development Speci fication (Type B5 , MIL-STD-490 Part I , MIL-STD-483)

• Product Spec i fication (Type CS , MIL-STD-490 Part II , MIL-STD-483)

• Ln terface Contro l Document (MIL-STD-4.83, Aopendi x II)

• Test Plan/Procedures (DI-T-3703)

• Test Report (DI-T-37l7)

• Users Manua l (Dt-~l- 4lO)

• Programming Manual (DI-M—34 l1)

The Air Force data i tems selected are consistent with the genera l Air Force
vIewpoint [91. The documentation required by the various management concepts
di ffer greatly, but none of the documents excluded from the above list
infl uence debugging. The types of information defi ned by these documents
orovide the debuqqing process with data for two of the major steps of debug-
ging: (1) determ ining the exact performance requirement; ana (2) determining
the detailed testing requ i rement.

The key events which relate to the development li fe cycle and the above docu-
men ts are :

• System Design Review (SDR)

• Prelim inary Design Review (POR)

• Critical Design Review (CDR)

• Preliminary Qualifi cation Tests (PQT)

• Formal Qualification Tests (FQT)

• Functiona l Confi gurati on Audit (FCA)**

i Physical Configuration Audit (PCA)**

These events are described and their requirements specified in MIL-STD-lS2lA .
‘The specifications and the Interface Control Document’ ( lCD ) are descri bed in
related milita ry standard~ the testi ng documen ts and manuals are spec i fied
in Air Force Data t tam Descriptions ~OtDs) .**Sometjmes extended to Formal Qualification Rev i ew (FQR).
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Confi guration Management

Configuration management Is the discipline of applying technical and adminis-
trative directi on and surveillance to (1) identi fy and document the functional
and physica l cha racteristics of systems and confi guration items ; (2) contro l
changes to those characteri stics; and (3) record and report change processing
and the Implementation status [971. Government regulations prov i de guidance
on this disci plin e . For example, AFR 800-14 and associated standards call
for i dentification of software by Compute r Program Components (CPCs) and
Computer Program Configuration Items (CPCIs), control of changes via Engineer-
ing Change Proposals (ECPs), and recording and reporting imp l ementation status
via FCA and PCA . These monitoring and control functions affect the debugging
orocess by attempting to establish guarantees that the software developed and
tested is the same software being del~vered , and that changes made to thesoftware are visible. The regulati ons also call for a Configuration Control
Board (CCB) which is empowered to act on all changes . In some systems , the
CCB also monitors software problem status and resolves debugging conflicts .

Testing/ Debugging Regui rements

The Government regulations establish the general testing and deb~.igg ing require-ments to be followed wi thin the acquisition process. The guide i’nes orovide
for ~iccomp lishing a test program and for testing and debugging tools and
capabilities . (These guidelines are further discussed in Paragraphs 3.1.7 ,
3.1. 8, and 3 .3 . )

3.1.1.2 Computer Program Verification , Validation , and Certification

Verification and validation refer to the review and testing process wh i ch
take place wi thin the computer program life cycle of large scale systems .
The process may be performed by the development contractor or an i ndependent
contractor. APR 800-14 provides guidelines for the process , outl ining the
tasks to be performed during the ana ly sis .  design , code and checkout , test
and integration , inst allation , and operations and support phases of the
software life cycle (see Figure 9 ). The p rocess is primaril y used du ring
the development of software embedded in major defense systems . The fol lowing
discussion defining veri fication , validation , and cert i f icat ion is based on a
report [13) orepared by System Development Corporation under the di rection of
the Computer Syste ms Engineering Directorate (MCI) of the Electronic Systems
Di vision (ESO), Air Force Systems Command (A FSC). This report is one of a
series of Software Acquisition Management (SAM ) guidebooks intended to helo
ESO Program Office personnel in the acquisition of embedded software for
command , contro l , an d communications systems .

The terms verifi cation and validation currently have many di fferent mean ings .
The terms as used in connection with certification mean one thing, and as
separate testing stages mean another (see Paragraoh 3 . l .~ ) . The veri fication-
val idation-cert i f i cat ion usage appl i cable to the debugging study is defined
as follows :
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• Verification is CPC I oriented. It begins wi th the system
and software engineeri ng activities , wh i ch lead fi rst to
CPC! defini tions -, continues to producti on of the CPCI
Development (Part I) Specifi cation , and ends wj th the
qualifi cation of the CPCI. Verif i cat ion is the predominant
activity di scussed by this debugg ing Study for it invo ves

-
. testing during the integration of compu te r program modules

duri ng development.

• Validation is sys tem oriented . It begins w ith the fo rmation
of the Sys tem Specification and conc ludes at the end of
System Development Tes t and Evaluat ion ( DT&E ).

• Certi fication is a user-oriented , system — leve l ac t i v i t y  and
occurs during Operationa l Test and Evaluation k OT&E ” .

Figure 10 illustrates verif ication , validation , and cert i f icat ion by snowing:
(1) the fi ve phases of system acquisition olotted along an arb itra ry t~me
line ; (2 ) the major softwa re related products ; and (3) arrows re ating the
products to the baselines against which they are evaluated or tested. Each
arrow is labeled to indicate the specif ic rev iew , test ,  or audit during wni c h
the product is evaluated . In addition the arrows are labe led to indicate
which of the three processes i-s involved (ver if icat ion , vai id at ’ o n , or
certification). The following paragraphs def ine the terms ver i’~’cat i on .
validation , and certification wi thin this context.

j I ~‘JLL.SCALt OC~EI.OP$tPI T ‘WASA 
-
___—~1E~~~~~

[ ~cl~F!,A r~o~

— 

~~~~ 
~t~t~cA1toN 

__________

Figure 1C . The Scope of Veri f ication , Val idat ion , and Certifi cat~on :13:.
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Verif ication is the iterative proce ss of determining whether the product of
select ed steps of the CPCI-deve lopment process ful f i l ls the requirements
levied by the previous step. Spec ific tasks comorising the CPC I veri fi cation
proce ss Include :

• Sys tem engineeri ng analytica l act iv i t ies carried out to ensure
that the CPC I Developmen t (Part I) Specif ications refl ect the
requirements allocated from the System Specification (I .e.,
veri fying the Develop ment Spec if ication ) .

• Design eva luation act ivi t ies carried out to ensure that the
CPC I design continues to mee t the requi rements of the Develoo-
ment Specification as the design proceeds to greater levels of
detail ( i .e. , POR and CDR).

• Informal testing of the CPC I and its comoonents [Computer Pro-
gram Test and Evaluation ( CPT&E) ) carried out by the contractor
at his discretion to assist  in development , provide visibi l i ty
of progress , and prepare for formal testing .

• Forma l testing of the CPC I carri ed out by the contractor in
accordance with A i r  Force-app roved test plans and orocecures
to verify that the CPCI fu lfil ls the requirements of the
Development Specification and to provi de the basis for CPC I
acceptance by the A ir Force (i .e , PQT , FQT) .

It is the last two task areas which fall within the scope of this debugging
s tudy .

Valida t ion comprises those evaluation , integration , and test activit ies
carried out at the sys tem level to ensure that the system being developed
satisfi es the requirements of the System Speci fication . While the val idat ion
process , disti nct f rom the sys tem validation process, cannot be isolated s ince
al l  evaluation and tes t act iv i t ies comprising validation are focused at the
system- requirements level.

Certi f ication refers to the user s agreement. at the conclusion of OT&E , tha t
the acquired sys tem sat isf ies its intended operationa l mission . During OT&E,
the system undergoes test and evaluation aimed at assuri ng ooeratlonal
e~’fect iveness and suitabi l i ty .

3 . 1 .1 .3  Internal Configuration Control

Internal configuration control refers to the development contractor ’s internal
po l ic -~es for managing the development of the software. Some of the policies
w hicn a ffect debu~ging include (1 )  standards and conventions for desian and
development, and t,2 ) software problem policies for reporting, monitoring ,
and resolving so ftware problems .

~~ 

_______  
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Standards and Conventions

Standards and conventions as used here refer to the Internal guidel i nes for
the design and development of software oroducts. These guidelines , usually
consolidated in the Software Develooment Standards and Conventions document
and made avai lable to all develooment personnel , are generally enforced by
the developer ’s i ndependent quality assurance team [115 ,1191 . Th’s document is
usua ll y project-specific and provides the following:

• ~esi gn standa rds ~e.g. , top-down , struc tured programi ng , -

modular I ty , and interface procedu res,)

• coding standards (e.g., structured program language , use of
commo n routine for 1,0 error message s , console interface
standards , module size s tandards , program organization , nami ng
convent i ons. )

• esti ng standards (e .g . ,  ~uilj ’ , test ing).

• ocumentat ion s tandards ~e .g . ,  Development and Product Specif i-
cation requiremen ts , CPC list ing requirements.)

• P’-ogram Suppo rt tools (e.g. ,  code audi tors for standards , program
library syste ms , system generati on. )

• Error correct ion standards (e .g . ,  software oroblem reports ,
software modi fi cation. transmi t ta l - s . )

• Debugging standards ~e.g . ,  programmed debug statemen t requirements ,
error message requirements ,)

The standardi zed software which results from these interna l guidelines should
a id the debuggers by providing less comolex coding , more control led testing,
and valuable debugging aids .

Softwa re Problem Pol icies

Pol ic ies are esta blished for reporti ng , monitoring , and resolving softwar e
orob iems . A number of reporting fo rms are used for thi s puroose , inc luding :

• Discrepancy Report. This form is used to report a -software orob-
lem . Ideall y,  it presents al l  info rmation necessary to duplicate
the oroblem . This includes hardware conf guration , softwa re
conf iguration , test configurat ion , and exact description oi
in puts and operations involved [38 ,991,

‘See Paragraoh 3.1.5
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• Resolution Report. This form is used by the programmer to
report the changes made , if any , to resolve the oroblem.
This is especially important for re-testing the area o~ codein error. The fo rm generall y contains a discreooncy reoort
number , the program element changed , and a description of the
change or an expl anation of why no change was necessary . The
form can also contain information useful for debugging data
coflection/ana l ysis by indicating how the problem was isolated
and wha t debugging tools were used . Also , the form might
descri be t~e tests performed to veri fy the fix , and data base ,
compool’, and documen t changes requ i red [33 & 991.

• Software Analysis Report. This form may be part of the dis-
crepancy or resolution reports , or a separate report altogether.
it reports the status of a software problem based on prelimin ary
and ongoing analysis by the debugger. It is useful for airing
the debugger s view on whether a problem really exists or not ,
where the oro b lem seems to reside , whether it should be fixed ,
work-arounds or alternati ve execution patterns , and the
effects on the operationa l usace of the software [991.

• Design Change Request. This form is used when a problem is
known to be a design problem as opposed to an imolementat~on
~roblem . I: is used as a pr elimin ary to the Engineeri ng
Change Proposal , ¼ ECP , which is an external configuration
management form ~38 ,991.

• Data 8ase Change Recuest. This form is used to request a
change to the da ta base. If the change i viewed as a -software
proi lem , it migh t be associated wi th a discreoancy reocrt
form [991.

• Compoo l Chance Recuest. This form is used to request a change
to the compool* . If the change is viewed as a software prob-
lem it migh t be associated with a discrepancy report form
[991.

Al l  cf these ~orms are related to the debugging process because :hev in i t ia te
tne oroc ess . descr ibe its status , aid problem repeatab ility , anc report the
resu lts of the 2rocess.

Assoc i ated with these forms is tne Problem Status Report tool , a computer
program whi ch maintains a file of problems found and associated information
on the status of problem resolution . This tool helps verif y tha t a l l
problems found are eventuall y corrected and maintains a history of the
debuggin g process for ana l ysis purposes (e.g., tool eva ij~aticn ).

‘A compoo l is a comPute’- system— l evel definition of common data i tems , tables ,
arrays , da ta b locks , and routines . It is used in l arge-scale integrated
sys tems to provIde uni~ue defi~ii t~on of data comon to more than one -subsystem .
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3.1. 1 .4 Independent’ Veri f icat ion and Val idat ion ( IV&V )

IV&V testing, as opposed to the develoDment contractor ’ s i ndependent test
group ’s testing (see Paragraph 3.1.7), does rio t include debugging ac t iv i t i es ,
exc ept for those act ivi t ies whi ch are necessary to insure a suspected problem
is, indeed , a problem . The IV&V testing contractor perfo rms testing at the
same time as the devel opment contractor during the module integration phase.
This usual ly is performed at an independent facility using i ndependent too 1 s
and techniques . The literature survey revealed no information o~i the
debugging tools and methods employed , if any , during the conduct of IV&V
testing .

3.1.2 Software Tolerance Requirements

Tolerance ~equirements** refer to the class of softwa re requirements wn ic n
deal with processing measurement cri teria.

• program and interface timing requirements

• Storage requirements

• Accuracy requirements

• Througnput requirements

• Reliability requirements

A characteri stic of tolerance requirements is that often the software ~as to be
coded, loaded , and , i n most cases , operated before macor problems with the
requ i rements ’ design Or imolementati on are found. Code analysis gener all y
does not prove these requirements are satisfied. Tolerance reou rements may
impact debugging capabilities because basic conflicts between meeting these
requirements and providi ng debugging features in a system may e’~ st. The
fmpact of software tolerance requirements on debugging is discussed in t~iefollowing paragraphs in terms of:

• Design deficiency resolution

• Debugging methodology

• Software development methodology

-~~ t •The “independent’ aspect usually pertains to separate contracts which 3~~O
the program manager in the review or testing process , or both . V&V 5
usually tailored to the need.

“For example, program and interface tim ing, storage , accuracy, throughou t,
and reliability requirements .
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3.1.2 .1 Role of Debugging in ~esign Deficiency Resolution

As with the translation of any system requirement into softwa re , problems can
be encountered in two separate phases : design and implementatio i . Desi gn
problems are the incorrect translation of the functional/pe rforr~ance requ i re-
rnent into a computeri zed process which will fulfill the requirerent. Itriple-
rnentation is the coding of that comPuteri zed process into a fo rm whi ch , when
executed on the compute r , will fulfill the requirement. Debugg iig of imple-
mentation errors associated with tolerance requirements can be accomplished
through the norma l debugging tools and methods (see Paragraphs 3.3 and 3.1).
The debugging of software which i nvol ves tolerance requirements design errors
raises the following question:

If the program does not meet the requireme n ts for speed , sze ,
accuracy, synchrony or reliability , but has been coded to specifi-
cation , what is the role of debugging?

The pos i tion of this study is that the resol ution of tolerance requiremen ts
des ian problems is not a debugging function , but a function of tie verifica-
tion and validation process , described in Paragraph 3.1 .1 .2. Th is process
evaluates the growth of the design associated with each operational capabi-
lity . To do this for toleran ce requirements , it may employ the following
tools:

• System Performance Simulation Mode l. This is a model of system
hardware/software used to predic t system performance over time .
It is not necessary to examine all the desi gn details of a
system , so a simplifi ed model can be used to gather information
directl y perta ining to that system ’s functiona l performance .
The result of the model i ng studies should provide sufficient
data to veri fy tne speci fic system concept. However , the
simulation models are too simplifi ed to be meaningful; or the
structure of required data is complex , and a large qua ri:ity is
required. Obtaining sufficient data to cover the time and

- - conditions to be simulated can be costly, time consuming, and
may complicate the analy sis. However , once the strengths and
weaknesses of a specific simulation are recognized , i t can be
a very efficient tool to aid the hardwa re selection eva uation ,
software performance projection , and performance monitori ng
[55 , 7 & 601.

• Data System Analyzer. This tool helps the analyst to interpret
the interact ions of the system as a whole. The data throughpu t
and loadi ng of all i nterfaces of each software package are
analyzed to ensure that the integration of systems behaves as re-
quired . A data system analyzer provides dynamic a.pd statistica l
outpu ts relating to system data throughput and loading to
enable the analyst to veri fy that the Development (Part I)
Specificati on satisfies the system requirements . Automation of
this analysis guarantees a rapid , accura te completion of the
task [51].
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• Verification Simulator. The design specifications of software
are analy zid for logic and accuracy of mathematical algori thms .
The al gori thms are programmed on a general-purpose comouter to
determi ne that their computations are equivalent to those of
the target computer. Co re limitations of the target compu ter
should be reflected in the program sizes , as determined by the
Development Speci fication.

• Requirement s Tracer. Thi s tool records and traces system
requiremen ts to software design representations to software
code. It helps the analyst in determining the completeness
consistency , and comoatibi lity of requirements [81 & 341.

• Module Interface Analyzer. This tool audits the definitions of
functiona l module and data interfaces for compatibility and
consi stency . A human anal yst usually extracts and formats
interface information, and an automated tool audi ts their
consistence [511. The tools used to detect and resolve prob-
l ems concerning tolerance requ i rements in the software design
a t one stage of the development process are not always used
again in another and late r stage. As the sys tem software
representati on approaches the machine state, a di fferent level
of detail is necessary to fi nd and resolve tolerance requi re-
rnents problems . For that reason these tools and orocesses
discussed above will not be considered in the debugging orocess.

3.1.2 .2 Effect on Debuggi ng Methodolpgy

Developing software which must consider tolerance requi rements may affect the
debugging methodology of a system. Tolerance requiremen ts may affect
debugging tools and methods principally because the use of debugging tools
and methods perturbs software execution in some manner. For example , trac i ng
tools degrade program timi ng ; dumping tools can affect storage ; computer
simulators can affect accuracy ; data recording tools can affect throughput;
an d tools , in genera l , can pertu rb reliability evaluations . The debugging
methodology should cons i der trade-offs in outlining alternatives in cases of
con flicts or when adapting tools and methods for alleviat ing corirlicts.

— 3.1 .2.3 Relation to Tolerance Requirements to Software Management Methodolog y

The specific software management methodology used is pertinent to the develoo-
ment of a debugging methodology as follows :

• Trade Studies. Government regulati ons call for trade studies to
occur ear l y In the acquisition life cycle so that prob~ems such
as to1eranc~’ requirements design failures have less chance of
occurring (i.e., hardware/software trade-offs, computer caoac ’ty
and growth trade—offs). The use of trade studies early in the
development process will el iminate many of the design errors
which are discovered during test and debug act ivi ties . he
debugging process mode 1 will assume tha t trade studies have been
made according to AFR 800-14.
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• Li fe Cycle Event Reviews. The SDR , POR , and CDR of the acquisi-
tion life cycle provide checkpoint stages for evaluating the
tolerance requiremen ts desi gn progress. For example , AFR 800-14
calls for the SDR to review the results and progress of ha rdware/
software studies ; for PDR to review implementation des i gn of
available storage , timing, and sizing , analysis of critica l
timing requirements and estima ted runtimes; and CDR to r~eviewalgorithms , sto rage al location charts , compu ter loading ,
i teration rates , processina time and memory estimates . The
completeness of these reviews and the quality of the i nputs to
these reviews are assumed to conform to AFR 800-14 for purposes
of the debugging process model.

• IV&V Contrac tor Activities. When an IV&V process is part of the
software management methodology , a numbe r of functions are
allocated to this process by Government regulations . During
requirement analysis a gross functional simu lati on of new or
critical aspects of the des i gn may be performed to study system
des ign , sys tem-level trade-o ffs and functional inter faces .
Timing and sizing stud i es are advised . During the design phase,
it miah t be desirable to independently deri ve equations to
insure correctness. A scienti fic simul ation of the system may
be produced ; (i.e. , algorithms are coded in a higher order
language and run on a genera l purpose computer). However ,
si r.ce the IV&V contractor is not primarily concerned with
debugging , the debugging process model will not address these
activities .

3.1 .3 Programing Language Considerations

Many of the debugging tools and techniques addressed in this report are closely
tied to orograming languages . These languages provid e the medium throuqh
which software oroblems are described . Machin e Oriented Languages (MOLs) pro-
vide complete control over physica l machine features; the debugging tools
associated with them provide information about the static and dynamic behavior
of the phy sical machine. Higher Order Languages (HOLs) support the creation
of ooerational and data abstractions which can be appli ed to data processing
problems ; the debugging tools associated wi th these languages provid e infor-
mation about the static and dynamic behavior of these abstractions.

In recent years a discipline of software engineering has evolved which is con-
cerned with tools and techniques for the specification , design , and imple-
menta tion of reliable software. One of the prima ry areas of interes t has
been the development of formal l anguages which support software engineeri ng

• concepts and allow automated enforcem ent of these conce pts . These language
developments have i mpac ted the entire software development life cycle. There
are severa l reasons why this is so:

• The cho i..e of a orogramming language strongly interacts wi th the
effectiveness of develooment methodologies , suc h as levels of

- 

~
- abstraction an~ structured orogramming.

L
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• Higher order languages mask awarement of machine deta i and
restrict allowable control flow , allowing less comp lex and
more compact code to be wri tten.

• The use of higher order languages allows detection of many
static errors at compile time . The compiler ’ s run time mechanism
can provide immediate detection and confi nement of dynamic
language viola tions . The degree to which compilers can detect
logica l and syntactic errors Is dependent upon the definition

— 
and Implementation of the language .

• Many stand-alone tools , which are developed to support a
debugging methodology , implemen t capab iliti es which could be
Supported in the implementa tion of one of the modern orograming

- 
languages . The fact that commonly used programing languages do
not support these capabiliti es forces the development (and
redevelopment) of these tools in a project specific manner.

Each of these areas will be developed more fully, with examples , in the follow-
ing di scussion .

3.1.3.1 Languages and Development Methodologies

The choice of programing l anguage used in a development effort ~as a dramati c
impact upon the effectiveness with which modern software engineering con cepts
can be imp l emented. Whi le there is no implicit restriction on an assembly
l anguage programmer which prevents him from utilizing the or inci ol es of
structured programing, modu lari ty , top—down design , or levels of abstraction ,
the machine-level programmer receives no support from his tools to achieve 

-these goals. Further , he receives no mechanical enforcement of the d isci p line
needed to adhere to them. The question is not whether one can achieve the
goal of reliable software using low level tools , but what is the degree or

F support the tools provide in attaining these goals.

The fundamenta l reason for the develooment of HOLs is to orovide abstract
means of describing data and operations on that da ta . These abstractions
suPPort the programmer ’s logical view of his problem and allow powerfu l auto-
matic checks on the correctness of their use, As a result, many software
errors can be detected duri ng design and code activities which would other-
wise escape detection unti l testing or operational phases. Several studies
[12 & 271 have i ndicated that early detection of errors m in imi zes the cost
and design Impact of error correction.

The power of a compiler ’s capability to detec t errors is dependent on tne
leve l of abstraction supported and the amount of redundancy required in ~ieexpression of a problem . Figure 1 1 shows a selection of programing languages
and their corresponding abstract qualities . —
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LANGUAG ABSTRACTIO NS

Machine Bit patterns
Machine addresses
Machine operations

Macro assembler Mnemonic low level ooerations
Symbolic addresses
Sub routi nes

FORTRAN , JOVIAL , Arithmetic expressions
ALGOL Primitive data types

Symbolic control flow

P1./I, PASCAL Comp l ex data types
Ari thmetic expressions
Closed control flow structures

CONCURRENT PA~CAL , Abstrac t data types
CLU , MO3ULA Abs tract operations

Closed control flow structures

Figure 11 . Languages and their Abstractions

It mi ght be proper to assume that the use of the highest level language would
contribute to the development of more error free programs and the early
l ocalization of errors which do occur. Experience indicates that this ideal
actually is approached in practice . There remain three major problems which
prevent problem solution at the level of the abstract machine.

The fi rst prob l em is that compilers are implemented in software . They contain
errors which cause incorrect translation from the abstract mach ine to the
physical machine . The localization and correction of such bugs is a task
requiring knowl edge of the program, the abs tract machine , and the physical
machin e.

The second problem can be summari zed as follows , the behavior of a orogram
wri tten in an abstract language should always be explainable in erms of the
concepts of that language and should never require insight into the deta ils
of compilers and computers . Otherwise , an abstract notation has no signi fi-
cant value in reducing complexity [151.

Al though much progress has been made in the development of debugging tools
which reflect problem Symptoms in the concepts of the abstract language, the
use of phys i cal machine -level tools is often still required In error resolu-
tion. An outs tanding example of a compiler wh i ch has been desi gned to permi t
debugging at the abstract machine level is the IBM P1./1 Checkout Compiler
[26 & 1051. The Checkout Compiler offers a wide range of debugging features
inc luding :

• Display and change of P1./1 variables by name .
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• Correction of source language synta x errors .

• Messages wi th explana t ions in source language terms (inc luding
variable names) in either succinct or detailed forms .

• Immediate execution of P1./I statements entered from a terminal
(exce pt for those that change declarations or bloc k structu re) .

• Temporary changes to program logic (useful for checking speci fic
logic paths).

• Specification of the number of statements to be executed before
control is roturned to the terminal .

• Reformatti ng of source statements for readability .

The MULTICS P1.11 compiler [901 offers some of the above capabil ities by retain-
ing symbo l table data at run time . It also contains limi ted oath execution
analysis capabilities .

The last problem is that the abstractions of the langu age as implemented by a
compiler mus t exactly match the abstraction in the mi nd of a human programmer.
There is a substantial possibility that the actual behavior of the computer
does not match our assumptions abou t it. Many of the most diffi cult errors
to detect occur when a programmer has used a language feature which actually
does more (or less ) than the programmer intended -, or even something enti rely
di fferent. This problem is best addressed wi thin a context in which the pro-
gramming language is formally defined. Such definition allows more careful
analysis of what a programing cons truct should do , and whether it is doing
it correctly. The outstanding examples of forma l definitions of higher order
languages are PASCAL [531, ALGOL 68 [841 , and P1./1 [901.

One of the foremost new development methodologies having implications for
debugging and language choice is forma l verification. The prob’ems encountered

an attempt to formally prove a program correct are in some ways similar to
the problems encountered in debugging. A programmer faced with the refusal
of an automa ted verification system to verify his program must ask himsel f
(among other questions): ‘How could this program fail to achieve its desired
intent?” This is basically a debugging questi on . Formal veri fication has
been successfull y demonstrated for small programs . The majori ty of the cur-
rent research effort to extend the size of veri fi able programs includes the
development of high level languages desi gned for formal verificat ion , such
as EUCLID, CLU , and ALPHARD . Successful application of formal verifi cation
techniques to production programs would aid substantially in debugging logical
errors in pre-integration development phases . However , the current state—of-
the-art of formal veri fication does not support this approach .
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3.1.3.2 Languages and Program Complexity

The imp l ementation of a software system can exhibit two kinds of complexi ty :
fi rst is the int rinsi c complexity of the problem being solved; second Is the
complexity of expressions require d to Implement the features o the chosen
algorithm . General puroose programing languages have li ttle 1mo~ct onintrinsic problem comolexity , but they can contribu te subs tantially to
reducing the second kind of complexity . - It is common to view higher order
langua ges, together wi th operating system features, as implemertin9 an
abstract, or virtual , machine . This means that the orogramers ’ view of the
computing environment is an idealized one , free of concern for details of
physi cal machine architecture , storage management , or process scheduling .
The solution to a problem is formulated wi th the features of this i deal
machine ; the management of machine soecific detail is assumed by the system
softwa re. The most advanced of the current generation of programming
l anguages allow the programmer to, in effect, create his own abstract machine
by defining abstract data types and abstract operations on these types .
Instances of these types are then manipulable by procedures wi th aporopriately
defi ned scope privileges . Some programming languages (e.g., CONCURRENT
RASCAL , CLU , and SIMULA) allow programmer definttlon of data tyoes and pro-
cedures which manipulate these types . The data and procedure definitions are
termed abstract data types and are bound together in a module called a
class or a monitor. Instances of these types may then be declared in a pro-
gram , and the only l egal access to the data of the abstract data type is by
in vocation of one of the associated procedures . An example of an abstract
data type might be a buffer used to communicate data between two orocesses .
The only ooerations defi ned on the buffer mi ght then be send and receive.
The use of abstract data types to define an abstract machine can contribute
to diminished complexity in the expression of oroblem solutions .

The contribution of HOLs to the lessening of the complexity of debugging is
also important. In machine language , the smallest mistake can cause any
instructi on to destroy any other instruction or variable. Here , the whole
memory can be the interface between any two instructions. This was made onl y
too clear in the past by the practi ce of printing the contents of the entire
memory just to locate a singl e programming error. Programs wri tten in lan-
guages such as FORTRAN , ALGOL , and PASCAL are unable to modify themselves .
Instead, they will have broad i nterfaces in the form of global variables
that can be changed by every statement, either by int ention or mistake .

3 .1.3 .3 Languages and Error Detection

HOLs prov ide an opportunity to identi fy errors in orograms wh i ch mi ght other-
wise escape detection until the integration and ooeration phases of program
develooment. These capabilities are notably absent from assembly language
programs , and are ~ot widely implemented in currently used HOLs . The basic
problem of comoiler des i gn is that an implementation must correctly implement

‘ l egal programs and report errors in il legal programs . In the past, most
efforts concentrated on the translation of lega l programs . The problem of
detecting and rePorting illegal program constructs has been more elusive ,
both 5ecause of greater comolexity and the lack of forma l defin ition of lega l
ianguage ‘eatures.
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Two types of error detection techniques can be used by a language system ;
predictive and confining . A predicti ve technique allow s a property of a
program to be determined without reference to the exact data upon which it
will operate. These static checks are commonly performed at compile time .

Examples of predictive error detection techniques include strong type checking
(as in PASCAL and ALGOL 68), compile time checking of formal versus actual
parameter lists , enforcement of variable scope rules , and built in synchroni-
zation primi tives for abstract data tyoes . Although not performed at compile
time , formal program veri fication can be viewed as a predictive technique
which proves that a program has certain prooerties by using the static pro-
perties of its description. Predicti ve techniques detect errors during the
coding phase of program development ; they can ‘fi l ter ’ many interface prob-
lems that would otherwise escape detection unti l testing or ooerations . This
allows concentration of the integration effort upon surfacing logical or per-
formance problems.

A confinement technique prevents a program from employ ing a machine in sucn a
way that the machine does ~iot legally implement the language . Using a con-
finement technique for a part of a system guarantees either that the part
will always function as specified or that a ma l function w ill be detected.
Confining techniques are usually implemented as dynami c checks ~nich are 

oer_
formed at run time. Modern run time confi nement techniques , such as array
bounds checks and capability based protection systems , may not surface a
oroblem unti l integration or operations , but they will susoend operation at
the program state in which the error occurred. This prevents delayed recoani-
tion of the problem and destructi on of symptoms after it has occurred , which
greatly aids debuggi ng .

3.1.3.4 Languages and Debuaging Tools

Many of the debugging tools which have been developed and descri ,ed in the
literature represent installation specific extensions to vendor supplied
capabilities . Typical examples of such tools include extended cross reference
tables (module level set/use data), i nterface consistency anal yses, formatted
dumps , and interactive debug packages . (Description of the genera l capabili-
ties of such tools will be found in Paragraph 3.3.) The develooment of debug
tools in a project specific environment suffers from severa l major drawbacks ,
incl uding:

• Project schedule and resource limitati ons limi t the scooe of
such efforts .

• Many of the most powerful debug aids , such as interactive
symbolic trace and dump packages , have subs tantial impact
on compiler design . Many of the most powerful debug comoilers
produce interpretive code.

• No standardized programmer interface exists , forcing the
lea rning of new protocols for each oroject.

Li 
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Careful review of the literature suggests that there is very little substan-
tive variation in debug package capability . Most articles descri be similar
sets of capabilities implemented for a specifi c language , computer , or
operating sys tem. A softwa re engineering discipline should include debugging
assistance and the following points should be considered :

• Debug tools should be a factor In computer selecti on analysis.

• Debug tools should be considered at a high organizational l evel ,
allowing the costs of tool development to be spread over many
projects.

• Debug tools should be a factor in l anguage design analysis.

An example of an integrated lanouage/tool envi ronment has been developed at
General Research Corporation [751. This system accepts programs wri tten in
dialects 0f FORTRAN or PASCAL . It incl udes tools for assertion checking ,
interface and units consistency checking across multi ple compilations , path
execution analysis , and limi ted support of formal veri fi cation in an inte-
grated cackage .

3.1.4 Interactive vs Batch Systems

Al l  manufacturers of large scal e computers , and many manufacturers of
minicomputers and microcomputers , now support some form of interactive
assistance to the debugging process. This support may extend to all l evels
of programing , from MOLs to HOLs. Most of the tools discussed in -Paragraph
3.3 are availab le in some form as interactive tools. Reports of current
industrial practice indicate that the use of interactive tools decreases the
turnaround of debug jobs , and thus increases the number of debug attempts
per day . It has been noted that this increased availability of computer
resources can encourage what has been termed laziness on the part of debugging
personnel , i.e., throw it at the machine and see if it breaks . F. Brooks
notes [17]:

“Return to the instant-turnaround capability of on-machine debugging
nas not yet brought a return to the prep lanning of debugging
sessions . In a sense such preplanning is not so necessary as
before , since machine time doesn ’t waste away whil e one sits and
thinks .

Nevertheless , three times as much progress in interactive debugging
is made on the first interaction of each session as on subsequen t
interactions . This strongly suggests that we are not realizing
the potential of interaction due to lack of session planning . The
time has come . to dust off the old on-machine techniques. ”
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Interactive debugging system s are well developed for program development;
however many systems, particu larly those with real-time constraints, can not
be designed so as to provide interactive debugg i ng of a system undergo i ng
integration testing . Unless the system is expl icitly designed with provisions
for debugging-oriented interactive use , most problems encountered In inte-
gration testing must be debugged with post-mortem data , or special runs
reconstructed to disp lay errors in the interact ive env i ronment.

3.1 .5 System Arch itecture

Thi s discussion evaluates the impac t of system architecture on the debugging
process, ric l uding an evaluation of the tools and techniques ava~lable for
various si:e h4rdware systems . The impact of system architecture in the
areas of real-time systems and distributed networks of processors will also
be eva l uated .

The rapid pace of technical development by computer manufacturers has
b lurred the physica l performance margins between large scale comouters and
nini-como uters ; and between minicomputers and microcomputers. The level of
support provided by system software of various size hardware systems greatly
‘moacts the debugg ing 0rocess. There is an estima ted 10-year gap in the level
of sophistic ation between the software support offered by manufacturers of
large scale machines and that offered for minicom pu ters . A similar gap
separates ~ini and microcomputers . The reasons for these gaps are due to
both economic and technical factors , as discussed below :

• Vendors of large scale mach ines have had a longer perioc of
t ime to evolve a dialogue with and meet the needs al their
.~~~.. omunities. The users of large mach ines expect ana
rece,je a high degree of vendor support. Vendor investmen t
in sophisticate d system software , i nclud i ng diagnostic features
for compilers and debug tools , is substantial and not easil y
dupl 4 -ted by mini and microcomputer vendors .

• 3ebugging tools and compilers generate system overhead whi ch
can normall y be tol erated in a large multiprogranined environ-
ment. This overhead may not be acceptable in a small mach ine
envi ronment, due to timing or memory constra i ;its.

• Users of minicomputers tend to be technically sophistic ated
and wi l ling to develop their own extens i ons to vendor—
suppl led softwire. The l ower cost ~f minicomputers allows
programmers to operate their programs in a hands on env~ron-ment. Since minicompu ters have begun to approach large
scale macnines i~i computing power , market forces have begun
to support high level system software features for nini-
computers .
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3.1.5.1 Larg~ Scale Machines

Due to their longer period of development history and to the size of their
resources , la rge scale machines generall y offer the most powerful debugging
tools ava ilab le. These tools requ i re substantial investments of time ,
effort , and money for both development and proficiency in use. They
generally induce ineffi ciencies in utilization of time and storage space ,
but these limitations have minimum impact on large systems . Al though many
military systems. wrtich are hosted by large machines , have resource constraints ,
these machines can generally support the inefficienc ies of powerful debugging
tools during program development.

3.l.S..~ Mini comput ers

The “ange of debugging tool capability is l imi ted for minicomp uter users by
economic and resource issues . The tools which are available tend more
towards the tradit ional set of machine l evel dumps , traces, and oreakpoints.

3. 1 .5.3 Microcomouters

Self resident debugging tools ~or microcomputers ore l imited to ~rimItivestore inspection cap abili ti es . Microcomputer orogram developme nt systems have
ueveloced test and debugging techniques in which a separate processor
¼ micro or -n~n i t  is used to provide monitored data ~f microprogram operation.Extens ive use is also made of interpretive computer simulati on in which the
execution of a program under development is simulated on a large scale
machine . This techn i que allows coll ection of a wide variety of debugging
information,

3.1.5. 4 Distri buted Systems

Th i s discu ssion is limited to m ulti ple CPU networds in which control is
architecturall y dist ributed . Multiprocessor systems operating from shared
memory with a common operat ing system do not differ from other large-scale
systems insofa r as debugg ing is concerned . The ft’ndamental debugging
concern ‘or distributed systems is the collection of interprocessor
information ~iow in sucn a manner as to be able to diagnose or reproduce faults.

3. 1 .5 .~ Reai - ’~ime Systems

A major objective of this study is to identif y the debugging re~~i rements of
real-time sYstems . Real -time systems are defined to be those computer-
~ased systems which satisfy either or both of the following constraints,

• The data orocess ing system exerc ises no contro l over the
rate at wnich its input data arr i ves.

• The data processing system is requ i red to oroduce a res~onse
to conditions in the input da ta within a fixed , relative l y
short , period of time .
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The basic characteristic of real-time systems is that they directly inte ract
with real world phenomena . The amount of additiona l functiona l and performance
complexity in real-t ime systems operation i~ cons i derable. In acdition , one
mist often dea l with concurrent processes which do not exhibit reproducible
behavior. The major debugging problems introduced in the implementation of
real-time systems include :

• Increased complexity

• Problem symptom data collection

• Error reproduction

The major tools and techniques which have been developed to meet the above
problems are:

• Data capture tools

• Simulation

• Design techniques

3.1.6 Ir’tegration Concepts

Since this debugging study is primarily direc ted at the integration ohase ~fsoftware development , the concepts of integration are an essential element
of the debugging environment. This discussion describes those concepts .

In beginning, i t is important to distinguis n between desiQn praczices and
development practices. The terms ‘top-down design ’ and ‘top-dowr. develop-
rent ’ , for example, pertain to two totally separate activities . The design
acti vities are concerned with planning how the software will work , while the
development activity deal s wi th implementing this design . In acdition . :ie
desi gn approach uSed does not necessarily imply a given implement ation
approach. A software system , for example , might be designed in a too-down
manner, but devel oped in a bottom—up manner. The primary emphasis of the
literature survey associated with this study was devoted to the development
concepts which affect integration activities , rather than desi~r concepts.
There are some important debugging considerations associated :J~~t~ the desicn
concepts, however , so these will be discussed in the following ~aragrapns .

~‘iith this understanding , the various concepts of integration are discuss eø
in the following paragraphs in terms of:

• Top-down design and structured programing

• Bottom-up development

• Too-down development
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3.1.6.1 Tog-Down Des~gn and Structured Prograrruning

Top-down design and structured programming are related to debugging in the
i ntegration phase for several reasons , including :

• The discipline and organizational aspects of these practices
are intended to lead to more simple or basic interface
relationships E92 & 51.

• Top-down des i gn is particularly suited to establishing program
modul e interfaces E631.

• These practices are widely regarded as contributing strongl y
to system understandability . Top—down design and structured
programina are powerful tools which aid in learning , or
relea rning, the intended purpose and logic of a program. This
learning process is a fundamental component of debugging. The
fact that these practices contribute to early an deeper insi ght
into program operation lessens the possibility of a program
fix introducing new errors into the software [14 & 221.

A bottom-up design approach orobabl y has never really been performed in
practice. The reason this approach has been such a topic of discussion
is that it probabl y has not been disti nguished from bottom-up develooment.

3.1 .6.2 Bottom-Up Development

The bottom-up development approach codes the l owest level processing
programs first. Each unit is tested and then made ready for integration .
A unit test is a test of a single module in an isolated environment.
Figure 12 depicts this development process [461 .
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Bottom-up deve l opment requires that code in the form of driver programs Is
needed to perform unit test and , usually, CPC integrati on testing. In prac-
tice , the bottom-up approach can be implemen ted via schedul i ng techniques to
reduce the need for drivers as it~jch as possible. Fi gure 13 illustrates
an improved use of the approach , showing the desi gn tree and a PERT chart of
a typica l bottom-up development. However, in this process , the only modules
that are strictly unit tested are the modules with no subordi nates. Modules

• that have subordinates are not tested alone ; they are tested wi th their sub-
ordinates [631.
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Figure 13. Bottom-Up Development
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3.1 .6.3 Tqp-Down Development

In top-down development , coding is performed top-down , i n execution sequence.
That is, the module at the top of the structure is coded first. Then ,
modules subordi nate to this module are coded , combined , and tested
together. The next level is coded , combined , and tested , etc . Figure 14
illustrates this approach [891.
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Fi gure 14 . top-Down Development - Worst Case.

The top-down apprcach often requires code in the form of stub programs
because routines which are called might themselves require l ower level
routines which are not yet coded . In the optimum top-down development ,
CPC testing is performed within the devel oping tctal system in a continuous
integration fashion . This process , known as the “build concept ,” simplifies

• the test naterials problem since the need for stubs is reduced and most
inputs will come from other processes . The build approach ¶nvol’,es the
successive imp l ementation and demonstration of logically completa subsets
~. buil ds ) of the total system requirements , each build serving as a oasis for
tre next . Al though implementation proceeds from a single starting point ,
it does not imp ly tha t the imp l ementation must proceed down the hierarcny
in parallel . Some branches are intentionally developed earlier than other
branches. For example, user or other external interfaces might ~e implementedfirst to permi t earl y demonstration of software capabilities , partial

‘ 

software evaluation , training , or even incremental software acceptance [461.
Figure 15 illustrates the build approach. Some overlap in implementing
succes sive builds is usua lly necessary to meet schedule requirements.
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Figure 15. Implementation by Builds

The basis for grouping requirements into builds may be one or more of the
following :

• Successive levels of capability in every area of the
total system requirement.

• Provision of functions to support a certain increment of 
j  -

hardware or environmental capability .

• A meaningful set of functions which becomes so well
defined during the requirement specification process
that it can be designed and implemented while the
anal ysis of the remaining requirements continues .

• Each build contains some increment of demonstrable
functional capability [1151.
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3.1 .6.4 RelatIon of Integration Concepts to other Debugging Considerations

The effec t tha t the previously discussed debugging considerations have on
integration concepts pertinent to the debugging methodology deve lo pmen t are
as fol l ows:

• Software Management Methodoi~gy. This consideration has no
unusual effect on the integrat ion conce pts , aside from Government
regulation of Interna l standards and conventions.

• So~ftware Toleranct Reouirem~nti. This cons i deration has no
unique relation to the integration concepts.

• Language Cons iderations. This con~lderatlon has no uniquerelation to the integrat ion concepts .

• In teractive vs Batch Systems. This consideration has no unique
relation to the integration concepts.

• System Nardware/Soft~are Architecture. The bottom-up and top-
down development approaches are appl icable to large-scale, real-
time , minicomputer , and distributed systems. Microcomputer systems
development is unique in that simultaneous hardware and software
developmen t occurs . Figure 16 Shows a typical microcomputer
system integration cycle for a small system (the numbers
represent duration in days of each activity).
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Ftgure 16. Typical Oevelnoment Cycle for Small
Microcomputer System [641.
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Simu l taneous hardware and software development Is possible through the use
of such software testing and debugging tools and techniques as the Inter-
pretive Computer Simulation (ICS). In this case, the microcode Is developed ,
integrated , and tested on a simulated version of the microcomputer before
hardware fabrication Is complete (see Paragraph 3.1 .8.3 for a description of
the ICS techn ique). For example , Figure 17 shows the development and
valid ation activity chart for Logicon ’s val i dation of the microprograms of
the Brassboard Faul t-Tolerant Spaceborne Computer (BFTSC ) build for the
A ir Force Space and Missile Systems Organization (SAMSO) [881.
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Figure 17. Microprogrammable Computer System Development and
Validation Activity Chart [881

3.1.7 Testing Methodology

Defining the methodology associated wi th testing during the integration phase
of software development Is an important step in deriving a debugging
methodology for that phase. The testing methodology provides the background
on which debugging is conducted. It influences the kinds of errors encoun-
tered , the point -in-time within the development process when they are
uncovered , and the personnel involved In the debugging process.
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The chief difficulty in attempting to define a debugging methodo ogy is the
di versi ty of approaches and termi nology currently in use in the ~ie 1d oftesti ng . Figure 18 shows the overlap of terms applying to testing
methodology . An ‘lx ii oppos i te two terms means the terms are used to descri be
the same , related , or overlapping testing activities . Al though the list of

— terms in Figure 18 is not comprehensive , it points out the difficulty
of trying to equate the various test approaches and terms concurrently in
use.

The remainder of this discussion presents a consolidated descr iption* of the
testing methodologies found in the literature survey . The fol l owing discussion
is compatible with AFR 800-14 , and is presented in terms of:

• Computer program verification

• Independent computer program verification

• The relation of testing methodology to other
debugging considerations

The methodology discussed does not attempt to satisfy every existing software
system but is intended to provide a meaningful and substantial background for
development of a debugging methodology .

3.1.7.1 Computer Program Verification

Of the three testing and evaluation functions described in Paragraph 3.1 .1.2 ,
the function which applies to the debugging study (i.e., the developmen t
integration phase) is verification . Within the verification function , the
following activities Occur involving the integration process:

• Informal Testing of the CPCI and Its Components. CPT&E is 
-carrTed out by the contractor, at his discretT~n, to support his

development activiti es , provide visibi lity of progress , and
prepare for formal testing .

• Formal Testing of the CPC I. PQT and FQT is carried Out by the
contractor in accordance with Air Force-approved test plans
and procedures to verify that the CPCI fulfills the requirements
of the Development (Part I) Specification and to provide tne
basis for CPCI acceptance by the Air Force. ‘

~

*rhe testing methodology is based primarily on a guidebook for the verifica-
tion process , prepared by System Developmen t Corooration [131.
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Verification
Validation
Unit x x x x x x
cPc x x x x x x
Module x x X X X X
CPT&E x x X X X X
Component x x x X x X
Assembly X X X X
Construct x x x x
Function x X X X
Integration x X X X
CP CI x x x x
Build X X X X X X X
CAT I x X X X X
Prel iminary Qualifica tion (PQT) x x X X X
Formal Qual ification (FQT) x ~ x
Acceptance x X X X
Milestone 5 Testing x X X X
CAT II X
System DT&E X
System Integration X
Performance X -

Environment X

OT&E
Operational Demonstration
Maint enance Testing
Static Code Analysis x x X x X X X X X X X x X X
Code Execution Testing x x x x x x x x x x x x x x x

Figure 18. Overlap of Terms Applying to Testing Methodology
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The entire process of CPC I verification is the reverse of design where
analysts start from a globa l definition of the system and proceed with
successive l ayers of detail , finally result ing jn a detailed CPCI design from
which cod i ng activities may be initiated . CPC I verification , on the other
hand , usually proceeds from (1) the detailed-CPC level in a simulated environ-
ment , to (2) the execution of a small increment of functionally -related CPCs ,
to (3) the operation of all CPCs , together in a live , or nearly live , environ-
ment. Top-down programing ca1l~ for a variation of this method wherebykey control and input handling programs are developed and tested first.

The top-down philosophy calls for CPC implementation to be planned to avoid
simulated inputs , where possible. The structure of the entire CPCI is
initially represented by stubs which (1) contain very brief non—functiona l
code or (2) may simulate each CPC ’s operation by performing abbreviated
functions . The stubs are replaced as each coded CPC becomes available.
The following two test processes, CPT&E and preparation for PQT and FQT
are described in detail bel ow . These two testing processes form the basis on
which the Software Debugging Process will be structured . This material has
been adapted from the ESD Verification Guidebook and other current
sources [13 ,47,10 ,62 & 701.

Computer Program Test and Evaluation (CPT&E)

CPT&E consis ts of CPC code and test , CPC incremen tal—integration testing and
CPCI testing. CPT&E is the contractor ’s CPC/CPCI-desi gn shakedown testing.
The incremental codi ng and testing activiti es of CPT&E may soan nearl y the
enti re Full-Scale Development Phase , overl apping wi th POTs and terminating
when the contractor has completed his internal CPCI testing and is ready for
FQT.

The process of translating the software design into executable programs is a
multi -step operation using many implementation test tool s and techniques .
The emphasis on the contractor ’s work during CPT&E is not immediately
directed at verification of performance criteria , but instead , at implemen-
tation of the software design . At this point , the design has been shown to
meet the specified performance standards . Since performance criteria are a
result of analyses of operationa l requirements and the proposed design has
been correlated with the performance criteri a , CPT&E verification activities
are primarily directed at determining that the programed instructions are
accurate , consistent , and compatible with the detailed computer 3rogram draft
Product (Part II) Specification.

The first activity of CPT&E is CPC code and test. This activit y consists of
CPC coding and CPC testing. CPC coding is the translation of the techn ical
sol ution of a particular probl em into a set of machine—readab l e instructions
for the performance of specific computer operations . CPC testing (also
referred to as unit , module , component , subprogram , or parameter testing ) is
that testing performed by contractor personnel and directed at assuring the
internal accuracy and consistency of each CPC before integration with other
functionally-related CPCs. CPC testing begins with each module or unit of
code and continues until the entire CPC is developed and tested . Specifically,
each CPC must be tested as a unit to verify that:
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• All possible Inputs to the CPC are correctly int erpr eted .

• Arithmetic and logical functIons assigned to the CPC
are correc tly processed .

• Coding conven tions and standards are incorporated in
the Implementation of the CPC .

• Outputs are correc t and consistent wi th the input data .

- testing activities include :

• Preparing test data

• Compi ling or ass embl ing the CPC and reviewing the outputs

• Running the test data

• Examining test run results

a Identifying and correcting errors

• Repeating each CPC-level testing step until the CPC
operates as the programmer ’ s des ign intended .

t esting may a l so identify requirements for modifications to increase
iciency and maintainability , to fleet coding conventions and standards , and
change the program when testing or the contractor ’s internal audit
cedures indicate that program quality is unacceptable.

debugging consists of extracting Syn tax and logic errors , or “bugs ” , from
software. During CPC testing, each area of code is tes ted with sample ,

treme , and Illega l (Out of range ) data va l ues to ensure tha t the code
rates as it was designed. Earl y stages of debugging rely heavily upon the
gram r ’ s desk-checking of computer-produced listings , despite tool

allabi lity . One essential quality of debugging tools at this stage is
at they assist the testing process without requiring insertions of large

unt s of code . Debugg i ng code insertion may:

• Sign i ficantly alter CPC performance

• Generate additiona l errors because of the additiona l coce

• I~ 1e pre-existing bugs unti l the added code is removed

‘he programing methodology used by the contractor impacts the selection of
lest tools used . For exampl e, to p-down development reduces the need for
test dr ivers , wh erea s bottom-u p development gene r a l l y  requ i re s mo r e t est
lrlver s .
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Tes ting o n a CPC l evel is comple te when a l l necessar y te s ts have been executed
without error and there is demonstrable evidence that the problem/solution
a l gorithms, data set /use , and subprogram interfaces are complete and correct.
The quantity and quality of the tests used for CPC testing are highly
dependent upon the contractor ’s Internal test effort and upon the individua l
progranlner ’s approach and habits . The test data used for CPC testing are
derived froai analyses of internal design specifications and simulation of the
CPCI’s environment. Sometimes a contractor uses an independent pro grammer
or test team for the testing of each CPC . This approac h is more often
used in later stages of testing , speci fically CPC I testing in preparation
for PQT and FQT .

CPC incremental—integration -testi ng begi ns after the successful completion of
CPC testing. CPC incremental-integration testi ng (also known as construct or
assembly testi ng) is directed at resol ving design , logic , data cefinition ,
and interface errors existing in the combined ooeration of two or more CPCs .
CPC incremental -integration testi ng focuses on:

a A sequential integration of functionally-related CPCs

• Using Outputs of one CPC as inputs to the next

• Veri fying that CPCs operate as designed and according
to performance requ i remen ts

• Conducting dry runs in preparation for PQTs

Genera l ly, the CPCs are integrated by combining functionally -related CPCs . In
that way , meaningful test case data relating to a specific function can be

L generated by the CPCs instead of test dri vers . CPC integration proceeds by
incrementing large numbers of CPCs to provide the input , processing, and
output functions needed for complete testing . This approach results in
efficient test-case generation.

In top-down impl ementation , CPC code and test are accomplished together with
CPC incremental-integration testing . Using this approach , the programmer
tests each CPC by linking it to the previously developed higher -~eve1 CPC I
structure. Necessary lower-level logic may be provided by the use of stubs.
In this manner , outputs from a tested CPC are used to provide test inputs for
the CPC undergoing test. This method increases the testing appl i ed to key
CPCs in an environment which cl osely approximates the intended operational
environment.

— 
Individual CPC testing should verify that each function was executed
correctly with input data . These data are first set to singl e values ,
followed by a wide range of values . Similarly, the integrated C?Cs should be
test ed to verify that all functions perform correctly for both single and
multiple data val ues .
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CPCI testing or integration testing is a contractor dry run of an FQT. It
is a necessar y part of CPT&E because it completes the iterative process of
testi ng, correcting , and retesting. If individual CPC and CPC Incremental -
integration testing has tested to design limits , CPCI testing enhances
mana geme’~t ’s confidence that the FQT will be passed successfully. Initially,
CPCI testing focuses on veri fying the total CPCI design . However, the
major effort shifts toward verifying tha t the CPC I , including all Its
r4lated components , satis fies the requirements of the Development (Part I)
Spec i fication .

The purpose of CPCI testing is to verify that all the components of the
C?Ci interface together to perform their required functions , while not
exceeding the limits of tolerances and qualification criteria. The test
plans , procedures , and data used during the contractor ’ s CPC I testing should
relate to those submitted for PQTs and the FQT . However , the test plans ,
procedures , and related data used In CPT&E are usually not del i verable or
ava i lable for scrutiny , unless contractually specified .

The test tools used during the contractor ’s CPCI tests are the same as those
used during CPC incrementa l-integration testing . However, the use of such
tools should be limited since the-intent of CPCI testing is to ensure CPCI
performance in the operational environment. It may still be necessary to
uSe si mulated input data generated by tools and processors to record , ana lyze ,
and reduce output data . It may also be necessary to use hardware , firii~are ,or software emulation techniques for replicating machine or software functions
currentl y unavai lable to the CPCI. It is important that CPCI testing be
di rected at verifying CPC I performance , not perturbed by the overhead of
test tools.

~uali’i cation Testing

~uali~ ication testing is the fo rmal’ , contractor CPC I testing witnessed by
t~e customer. It consists of the preparation and execution of PQT(s) and
•V~T (S)

Preliminary Qualif ication Tests

~QTs a lso referred to as veri fication tests ) are planned , scheduled , and
oerformed by the contractor at his devel opment faci l i ty . They are intended
to provide visibility into work progress and to demonstrate that the design
iteets its performance requirements. PQTs are conducted in accordance with
approved test plans and procedures , and test reports submi tted in accor dance
nth the Contract Data Requirements List (CDRL). PQTs are generally scheduled
~Lring contractor CPT&E on a sequential basis , often corresponding in
sequence to the reviews of design and imp l ementation of builds . Each PQT
~s designed to demonstrate the performance capabilit ies of a group (increment
or build) of functionally-related CPCs.
‘‘Formal ” testing is that portion of CPCI testing which is conducted In
accordance with approved test plans to verify that the CPCI ful fills
requirements of the Development Specification .
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PQT s are intended to provide management visibility into performance critical
CPCs , not for their qualification. Overly detailed testing , ref ecting CPCI
design , struc ture , and internal operation does not generally provide visibility
and may even obscure appraisal of technical adequacy . -

The PQT differs from the FQT in two major areas , as follows :

• PQT test coverage may be more detailed and the test results may
include intermediate processing data , i. e., data comunicated
between CPCs , but not required Output of th~ C~CI . An entire
range of data values may be used for a speci ic parameter to
demonstrate functional/error processing for illegal values .

• PQTs are conducted at the contractor ’s development site and may
incl ude onl y minimal hardware/software interface testing. They
may also use the contractor ’s CPT&E test tools and techniques
(i.e., simulated input data , emulated hardware or software, and
output data processors).

V Formal Qualification Test

FQT (also referred to as acceptance testing) is a comprehensive test of the
integrated CPCI. It is performed by the contractor to verify that the CPCI
meets the performance requirements as stated in the Development (Part I)
Specification . FQTS are conducted in accordance with approved test plans
and procedures , generally with qualified operationally -configured equ i pment.
FQT normally takes pl ace at a location providing the required equipment
capability or at the system DT&E site. It should be complete pr i or to the
beginning of system DT&E. If the requ i red equipment configuration is not
available , or if performance requirements cannot be verified in the CPC I DT&E
environment , it is usually so stated in the Development (Part I~ Specifica-tion. The requirements are then qualified in the system DT&E envi ronment
and the FCA for this CPC I is supplemented by Forma l Qualif ication Review
(FQR) of the CPCI. For CPUs that are not dependent upon total system
availability (e.g., support packages), qualificatior. testing is usuall y
conducted at the contractor ’s site. However, the computer configuration used
for qualifi cation at the contractor ’s site should be sufficiently similar to
the operational configuration that no doubts remain about CPC I cualification.

3.1.7.2 Independent Computer Program Verification

Another important aspect of testing methodology is the possible ~xist~2nce ofan IV&V whose testing parallels the contractor ’s internal and qualification - 

V

testing. The essential difference between IV&V and a developmen t contractor ’s
formal test group is managerial . IV&V -is performed by i ndependent personnel
employing independent test tools and techniques performe d at incependent sites
or faci l i t ies [471. These parallel testing act ivi t ies can span the CPC
incremental- integration , CPC I, PQT , and FQT testing LlO l. It usuall y
involves the use of the static code analysis , dynamic monitoring, and code
execution test tools described in Pargraph 3.1.8. An IV&V contractor may
affect debugging as follows :
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• The IV&V contractor (especially wi th regards to testing tools,
sites , and faci l i t ies) can add comolexity to the debugging process.
Problem recreation and resolution mi gh t be more diffi cult because
of comnijnica-tion problems between the IV&V and the development
contractors .

• An IV&V contractor is primarily concerned wi th finding problem s
rather tban debugging them .

• The IV&V contractor is isolated from the development contractor.
He is usually not aware of the most current subtle desi gn changes
taking place , or of the most current software configurations .
Often, reported problems have already been fixed , or a problem
is non-existent because the design has been subtly changed.

3.1.7.3 Relation of Testing Methodology to other Debuggjng Considerations

The effect that other debugging considerations have on the testing methodology
is described in the following paragraphs .

Software Management Methodology

A software management methodology infl uences the testing and debugging
process. It establishes the formal structure of the testing to oe conducted .
For example , AFR 800-14 calls for the CPC , CPCI , PQT , and FQT level s of
testing and CPCI audits. The absence ef this usually resul ts in the absence
of some of the components of development testing just described . This, of
course , affects the debugging methodology in relation to when , ~~thi n the
development cycle, certain problems are encountered . In addition , software
management methodol ogy also establisnes the internal and e~terna1 configura-
tion control procedures which are applied during the CPC code anc test , the
CPC Incremental-Integration , CPCI , PQT , and FQT testing periods. This
affects the i dentification and comunication of problems to be cebugged , the
ability to guarantee the proper environment for problem dup licat ion , and the
monitoring of problem status . The contractor ’s internal-change control
procedures are important to disseminate problem status accounting to
personnel . Furthermore, the requirements for test documentation and audits
resul t in a more controlled testing methodo l ogy upon which debugging
planning steps (such as tool development) can be based .
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Software Tolerance Requirements

Timing and sizing tolerance requirements , in particular , are app licable to
CPC integration testing. Al though timing and sizing analyses provide
estimated values earl y in the Validat ion Phase , the CPC integration testing
activitie s provide the first opportun i ty for the contractor to collec t
functional performance data related to timing and sizing. Sizing data , at
this time , should be fairl y accurate . However , timin g data are still
rudimentary because test inputs are often generated by the computer and
timing does not yet refl ect the operationa l environment. The contractor can
compare these results with his earlier analyses predictions to confi rm
accu racy or to identif y potential problem areas. Since timing and si~ inq
problems often require expensive and time consuming hardware or software
redesign solut ions , they need to be identified as early as possible [131.

Language Considerations

In most software development efforts , the language compiler usec is a mature
compiler (i .e. , reliable) which does not contribute to debugg’ng di ffi culties
by producing subtle . language-to ic~ine translat~on problems . 4owever , for
some of the newer avionics systems , containing small innovative computers L 351
or new microcomputer systems [31J~ the use of a cross-compile on a
larger machine is required . A new cross-compiler ’s translation of a orogram-
ming language to machine code instructions for the new computer can
easily have the most dreaded subtle kinds of errors . In cases like these ,
the testing methodology must establish a framework for testing tr.at results
in the detection of support software problems wel l before testing of the

~

ew application software begins . Testing should include testing tool s that
use object code , as well as source code. The debugg ing methodology
on the other hand , must anticipate the short-comings of the testing methodology
and consider the tools and techniques needed (i .e., a debugging tool that
produces machine language output in an easily readable format for this case).

Interactive vs Batch Systems

It is essential tha t the pre—planning and test material prepa ration
attributes of the batch approach be appli ed to interactive test~ng . This is
necessary for problem reproduction , a necessary debuggi ng task. it also
appears that the organized methods of the batch testing result ~~ 1 software
test optimi zation which needs to be applied to interactive testing.

System Hardware/Software Architecture

The testing methodo l ogy defined above appl ies to any type of comouterized
systems . AFR 800-14, for ex amo l e , makes no distinct ion regard inc the type of
system in advocating the CPC , CPCI, PQT , and FQT levels of test~~g. The
literature survey also revea l ed no new developments ~n this area for a
specific type of computer system .

L
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Integration Concepts

Test ing methodology depends to some extent on the development methodology .
spec’ i ca ll y the integrati on techniques used . Traditional developments
empl oy bottom-up testing in which increasing aggregates of small programs
are tested in succession , genera lly using program drivers. Top—down
developments replace program “stubs ” with analyti cal data to simulate the
effect of having executed the program element that replaced the stub. Th€
‘build ” conce pt requires that stimulus-response patterns be determined to
teSt Out constructs of program elements that implement particular stimulus —
response paths . All of these methods employ simulation software which
it self has to be debugged [471.

A lso , unique integration situations have unique effects on testing methodology.
For examp le , when new software is to be integrated wi th existing , establishedsoftware , drivers or stubs might not be necessary . Existing , proven tests
can be used to provide inputs to new code and show that the old code is not
perturbed , and —ore operationally -oriented testing can be conducted . The
debugging activity , in this case , is eased by the existence of proven software
and tests.  For the case where integration involves general-purpose
routines developed oy a separate contrac tor , either that developer ’s drivers
or stuos can be employed or , if scheduled properly, the routines themselves
r~ay oe used . ~nles s these routines are thoroughly checked-out prior to their
uSe, nowever , testing may inadvertentl y become a test vehicle for them and
great 1~ perturb debugging. For the case where new software is integrated
f4l th new or established interfacing hardware , beside the debugging associated
with the hardware simulators which are akin to those of drivers or stubs , the
cebugging problem is aggrevated by the existence of an element which is
usual l y foreign to a software debugger , namely the hardware itse~f. The
testing methodology can anticipate the possibl e problem areas with “smo ke
tests ” wh ich demonstrate that an understanding of the interfaces ex i sts.
3.1.8 Testing Tools and Techniques

The testing tools and techniques used during the integration phase of the
development cycle have an important effect on defining a debugging methodology .
They affect the problems uncovered , the symptoms revealed , the validity of
the testi ng itself , and in some cases point out precisely where in a program
the probl em exists . Integration phase testing tools and techniques fallinto three main classes :

• Static code analysis tools and techniques

• Dynamic monitoring tools and techniques

• Code execution testing tools and techniques
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Each of these classes of tools and techniques will be employed using the
computer for which the software to be tested Is actually built , a computer
which emulates this computer, or a computer which simulates this computer.
The techniques of computer emulation and computer simulation , while they
apply to all three classes , are described in Paragraph 3.1.8.3.

3.1.8.1 Static Code Analysis Tool s and Techn i ques

Static code analysis tools examine the source code a-f program modules to
determine the program ’s logic flow , data usage , etc . The analysis performed
is static , i.e. , the program under analysis is not executed . The outputs
of these tools are used in V&V by a technical analyst to verify the compliance
of coded programs to design. All of these tools analyze programs coded in a
specific programing l anguage. Manual analysis of code has been supplemented
by automated analysis for the following reasons:

• It is one of the more tedious tasks that can be placed
on pro grammers .

• Human analysts make errors when doing tedious things .

• Computer time is much cheaper than analyst time .

• Tedious processes can be easily and cheaply repeated to
chec k the effects of minor code changes.

• Code too complex to be retained and understood by the human
mind can be automatically decomposed to its simple st
representation to facilitate analysis [471. V

The following discussion describes the static code analysis tools that can be
employed during the program integration phase.

Automated Flow Charts

This program analyzes the syntax of a program in a specific programing
language to graphically represent the control flow of the object program ’s
internal logic. Some automatic fl ow charters incorporate programmer comments
in the graphic display Outputs. Most automated flow charters do not analyze
usage of data variabl es, although they often refl ect where data are set and
used . Flow charts may be used for depicting system , subsystem , or program-
level design. This type of tool is constrained by a specific programing
language , making it inapplicable for multi -language development projects
[47,13 & 3 41.
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Code Aud~tor

This program analyzes the syntax of a CPC to examine each statement for
specific coding conventions established by the contractor , This type of
tool Is constrained by a specific programing language and cod i flg conven-
tions , making It Inapplicable for multi -de velopmen t projects . however, it
has been found to be an effective mechanism for enforcing programming
standards and improving both verification and maintenance activities [13 & 341.

Set-Use Matrlx/Cross$(eference Anal ysis

This tool Is a program usually associated wi th compilers and provides
Informa ti on on the usa ge of programs , l abels , tags , data variables , constants ,
subroutines , mac ros , or other program elements . The Info rmation usually
Inclu des the name , a set/use Indicator , and the location(s) in the program
where the identified Item Is set and used . The set/use matrix provides a
static trace of data flow . A set/use matrix can be obtained for a CPCI by
utilizing a sophisticated system monitor that uses the compiler-generated
output for each program module or CPC as Input . This type of set/use mat rix ,
also referred to as a cross-reference analysis , Is then generated for all

— data variables used and Set by each of the CPCs In the CPCI. It is also
possibl e to obta in cross-reference information on other system components ,
suc h as CPCs , file names , and macro names . This type of tool is constra i ned
by a specif ic programing lanquage , making it inapplicab le for multi -develoo-
ment projects £ 13 & 3 41.

Editor

This tool is used to anal yze source coda for coding errors and to extract
information that can be used to check relationshi ps between sections of
code. Among other functions , the error detection capability determines
whether the code :

• Sets and clears flags properly

• Uses error-prone Instruction sequences

• Sets up calling sequences properly

s Modifies Instructions
- 

• Attempts to reference or inod i fy restricted data

• Uses restricted instruct ions

• Contains Inaccessib le instructions .
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The second capability of an editor is simil iar to the set/use matr ix tool
and provi des a comprehensive cross-reference listing giving info rmation per-
taining to references to program data and subroutine calling structures .
Editors work very well In finding mechanical violations of programming
standards. They can also be used to flag codIng techniques determined to
be risky for the appli cation [47,34 & 601.

Unit Consistency Analyzer

This tool analyzes the syntax of program modules written in a specific
programing language to verify the consistent unit usage of globally
defined data elements by modules . The purpose of the tool is to ensure that
the use of unit definitions by each CPC Is consistent with the system
parameter definition . This tool requ i res that the programing language used
to code the CPC must support data unit definition [13,34,60 & 691 .

Interrupt Anal yzer

This tool examines Source code and determines potential conflicts in data
usage and storage due to Interrupts . Its use is a good example of using
automated rather than manual methods to scan a large number of statements to
find subtle combinations of code that could cause problems if undetected in
the program ’s execution. The design of this tool is highly dependent upon
the computer and programing l anguage chosen [60,69 & 1131 .

Equation Generator

This tool reads assembly language code and translates portions representing
mathematical equations to a real or pseudo HOL . The HOL version is
output and then can be manually compared with the original equations to
determine if the assembly language program accurately represents the equations .
This tool Is a good example of independent verification accomplished by
separating the program verification functions from the program writing function.

This tool is required only for programs written in assembly language and must
be designed for a specific l anguage . Unless the language contains da ta-
description features , the design of the equation generator can be.a difficult
task [4~,60 & 1131 .

Comparator

This tool is used to compare two versions of the same program or t’.vo sets ~f lata
values to find areas of difference. This tool l im it~ the scope cf rever”- i~a-
tion that has to be performed on programs that have been modified [-V .60 ~ i C i.

Program Structure Analyzer

This tool is used to analyze the program paths under input control . They
allow different types of sequences of code to be speciftec ‘ e. g.. all Sub-
routine -calls , all interrupt -related instructions , all exte ns ion register
operations), and obtain Information such as est~riates on timl ig. paths
followed , and entry conditions for spe cific paths [47.~3 & 69’~.
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Corre tness Proofs

This technique establishes , In a mathematical fash ion , that a g i ven program
performs a des ired function . The proof technique mathematical ly determines
the correspondence between a function In Its coded form and the same function
presented in the pertinent specifica tion in mathematical and Eng lish
language descriptions . Operational use of this technique has been l imited
mostly to manual proofs , although verifiers are being researched on a l imited
scale [47,60 & 691.

Symbolic Program Executor

This tool decomposes source code by logically executing it. It orovides a
capability to express paths In terms of both all necessary conditions to be
satisfied In selecting the path and the result of transverslrig the path .
Some symbolic program executors can also be used to produce a structured
representation of an unstructured program [47,13 ,34 & 691 .

3.1 .8.2 Dynamic Monitoring Tools and Techniques

Dynamic monitoring is a technique for collecting data on the performance of
an existing system for the purpose of evaluating or improving performance
or reconfiguring the system . The process inc l udes both the collection and
the ana l ysis of performance data and can be accomplished by hardware,
so ftwa re , or a comb i nation of both. A hardware moni tor Is a unit attached
direc~l y to a computer ’s circuitry to obtain and record instruction
execut~on , data transfer , and control information . Hardware monitoring
techniques do not perturb the process under eva l uation . They can also obtain
occurrence and duration data of simultaneous events. A software monitor is
a computer program that collects performance data on system operation . It
usually perturbs the process under evaluation. Software monitoring
techniques instrument a source program to obtain required information at
s~”ategic points in operation. Performance measuring techniques use a
combination of hardware and software monitors . The following paragraphs
describe the dynamic monitor ing tools and techniques tha t can be employed
during the program Integrat ion phase.

Path Flow Ana l ysis

This program analyzes the syntax of a CPC to instrument the source code .
Ins trumentation is the process of generating and inserting instructions at
strategic program locations. The modif ied program is then compiled and
linked with recording routines .

The instrumentation is transparent to the programmer. The CPC Is executed
w$th user-supp lied test case data and the execution of the CPC Is dynamically
recorded via the instrumentation . The output data from this type of tool
describes the execution of each statement and sometimes ~nc1udes informationconcerning input data processing . the output data are used to generate a
more exhaustive set of test cases or to identify code th~t Is inefficient orsu per fl uous.
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The path flow analyzer does not prove the program correc t in any way, but
it does provide an indication of the amount of testing applied to the CPC .
The output generated by automatic execution analysis tools for a moderately
sized program with a minimum set of test cases takes time to obtain , ana ly ze
and understand . An Instrumented program may take as muc h as 75 to 85 per cent
longer to operate on a single test case than the noninstrumented version of
the program on the same test case. However , path flow analysis provides a
quantitative measure of~the percentage of a computer program that wastested [47,l3~34 & 691.

Timing Analy zer

This is a computer program that monitors the execution time of all program ele-
ments. It often is a specialized capability of a program that does pa th flow
analysis. It is used to verify CPC timing requirements . It adds a timing over-
head and generally perturbs the process under evaluation [47,13 ,60 & 101.

Operating and Performance Measurement Techniques

These techn iques require that the parameters impacting individua l CPCI
performance, as wel l as the interaction and dependence of those parameters
upon each other , be identified so that specific performance characteristics
(e.g., operating time , core/periphera l storage transfer requirements ) can
be measured . Some performance measurement techniques also use algori thms
for processing and anal ysis of the data . These techniques are used to
verify program performance in respect to the measured characteristics.
They are designed in accordance with the specific requirements and charac ter-
tics of the program whose performance is to be measured . In addition , the
characteristics of the computer must be considered in their design . These
techniques comb i ne special-purpose software programs and hardware monitors
[13t

Hardware Monitor

This is a hardware tool that obtains signals from probes attached directly
to a host computer ’s circuitry . The signals are recorded during the -

execution of a test case. The data are reduced after the test to obtain
information on CPU utilization , channel activity , etc . The information can
be used to verify and imp rove system and individua l program performance
[60,85 & -7 l1 .

3.1.8.3 Code Testing Tools and Techniques

Code execution testing refers to the traditiona l mode of software testing
where the program is tested by executing the object instructions generally
for the computer ft is built, or on emulators or simulators . The following
paragragphs describe the code execution testing tool s and techniques that can
be emp l oyed during the program integration phase.
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Dr i vers

Dri vers are normally needed in bottom-up development. They are computer
programs that operate together with the software being tested and control
and monitor the execution of each program entity (sub-routine , functiona l
segmen t , program and CPCI). They are designed to demonstrate any or all of
the following : -

• All instructions have been executed at least once.

• A ll error conditions have been processed .

• Al l parameters are dimensionally correct.

• Special input va l ues , such as discontinuity points are
processed correctly.

• Subroutine calls ~re formatted correctly.

• A ll logi c branches are correct.

• Arithmetic results are correct for nominal conditions .

• Minimum and maximu m values are processed correctly.

• Extraneous conditiona l operations are processed correctly.

After subroutine testing , drivers are used to test the assemblage of
subroutines to validate tha t the C?CI can perform functions without
interface difficulties [101.

Stubs

Stubs are computer programs that simulate a software module whic h is not
yet deve loped and will eventuall y interface with the software presently
developed and bei ng tested . They are normally needed in top-down
development. Stubs are executed with the software under test and are
passed contro l (and perhaps data) by that software and , in turn , return
control (and perhaps their own data) to tha t software . Stubs c.i.i be coded
to be as simple or as complex as necessary . They might simp ly crint a
message indicating they receive control and then return . They might pass
canned or typical values of the simulated routine and then return . They can
be coded to be the same size as the routine they are replacing, and operate
approximate ly for the same l ength of time . They can also conta i algorithms
to perform some of the processing of the routines they are simulating [13 & 34~.
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Tes t Data Genera tors

These tools produce test data to exercise the target program . It creates
test data using statistical algorithm s, random-number generators , etc . The
test data is generally output in a format directly accessible ~‘y the program
undergoing the test [13 & 691. 

—

Com puter Emula to r

An emulator is a computer whose hardware can be tailored to make it operate
exactly like another computer. It is used In testing and devel opment when the
target computer Itself is being developed . The emulation computer achieves
the characteristics of the target computer through micro-programming the
computer ’ s control unit. The use of a microprogrammed computer trades off
some of the hardwire control unit’ s excess speed for fl exibil ity in the
definition of its instruction repertoire. This tradeoff is achieved by
making the control unit itself programmable. Its operation i~ then controlledby sequences of rnicroinstruct ions . These are called rnicroprograms , which
are stored in a small , fast semiconductor memory within the control unit ,
called the control store , and executed by a l ower-level control unit. The
preparation of these microprograms which define the computer ’s instruction
reperto i re is termed microprogransuing. Thus , a microprogrammed computer is
simply a computer within a computer . The computer ’s overall speed is not
reduced because the control store is much faster than the main memory , fast
enough for the control unit to execute the several microinstruct ions requ i red
to perform a single machine instruction within a single cycle of the ma i n
memory .

Al though microprogranining was orignal ly conceived as a mechanism for
facilitating minor adjustments to a computer ’ s instruction repertoire , the
i nstruction set can be al tered radically by replacing the full complement
of microprograms. In this way , the machine language of a different computer
can be substituted for the original.

Functionally, an emulator can be used on a stand-alone basis to axecute
programs written for another computer. To simulate actua l operating
conditions , it can be coupled to an environment simulator to furnish ~t the
required inputs . It usually has a hardware Interface between itsel f and a
second computer which Is employed to operate t~e environment simulator. The
static code anal ysis and dynamic monitoring cl~~ses of tools can also be
run on an emulator [271.
Computer Simulator V

A computer simulator is a Ørogram which simulates the execution character istics
of a target computer using a sequence of instructions of a nost computer .
This simulating software is usuall y called an Interpretive Computer Simu lator
(ICS). In simu lating the target computer , the ICS will produce oit for bi t
fidel i ty , wIth the results that would be produced by the target computer
following the same operation and initial conditions. CSs are very often
used in a closed-loop situation with an environmental simu l~ t~r to test
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software systems when the actual hardware is unavailable. The static code
analysis and dynamic monitoring classes of tools can also be run on an ICS
[60,10 & 711 .

Terminal Simulator

A term i na l simulator presents input messages to a control program as if they
had been input from an actua l terminal device [601.

Periphera l Simulators

Peripheral simulators range from those that provide a functiona~ simulationof a peripheral device responding to a computer program on the assumption that
all interface constraints are satisfied to those that provide responses
modeled to a detailed level of timing and message formatting [60, 10 , & 71].

Test Beds

~ 
test bed is a compu ter program , and often a connected driving comouter

system , that simulates actual hardware and interfaces . This aporoach is
generall y an expensive and time-consuming method of conducting lengthy tests
~ut it permi ts full control of the test environment and allows test repeata-
bility and di agnostics [60,113, 10, & 71].

Algori thm Simulators

Algorithm simulators are computer orograms used to test highly Interactive
~ogical and mathematica l components such as those found in satellite onboard
software . The simu lator orogram generally tests hardwa re performance, con-
vergences , fai lure modes , and accuracy . It is both a model of the external
environment and a function-by-function simulation of the logi c and rnathe-
i,atics of the flight software. These models are Drogrammed on a general-
ourpose computer in such a way that thei r computations are equi valent to the
computa ti ons on the target comouter. The output allows veri ficati on that the
~lgori thm satisfies the system software requ i rements and orovides acceptance
criteri a for tests run on the target computer [1131 .

Scori ng Program

~b~s orog ram cerforms the same calculations as a target system on a host
nachine and then au tomati cally compares its results with the actual results
comn uted by the target system. It notes di screpancies between the two
computer results that exceed a gi ven or computed acceptable margin (or
tolerance). The scoring program combines the functions of an algorithm
simulator and a comparator [60 . - ‘

Oata ~eduction Programs 
V

These orograms translate machine output into a format easily read for oroject
oersonne l. In some case , these progran~ subject machine output to stati stica l
or analytica l analyses before outputing the listing [13].
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3.1.8.4 Relation of Testi ng Tools and Techniques to Other Debugqi~qConsiderations

The effect of other debugging considerations on testing tools and techniques
pertinent to the debuggi ng methodology development can be described as
follows :

• Software Management Methodology. The internal or external
management sys tem regulations and standards may advocate the
use of testing tools and infl uence their emoloyment. For
exam ole , AFR 800-14 recognizes comparators , edi tors , flow-
charters , logic/equation generators , pathfinders , and ICSs .
The interna l and external confi gurati on control orocedures
used for app lication software development can also be used
for tool acquisiti on or development. Likewi se , a test tool
evaluat ion poli cy is often established to aid in the selection
and evaluation of new tools.

• Software Tolerance Requirements. The software requi remen ts
cons i derations presented in Paragraph 3.1.2 greatly infl uence
the types of testi ng tools used during the program integration
phase. Some of the effects of tolerance requirements may
include : -

- Sizing constraints can greatly effect the applicabili ty of
such tools as the path flow analyzer. This toot requires
two to three times more core due to the insertion of ‘nstru-
rnentation code io the testing software [13].

- Tools, such as the oath flow analyze r, compu ter simulators ,
and test beds , have a definite degrading effect on program
and interface timing [13).

- Tools, such as computer, periphera l , and algori thm simulators ,
must be more reliable than the reliabilit y specified by the
tolerance requirements [13].

V • Language Considerations. The characteristics of the proçrarning
language , the associated compiler/assembler , and the comou ter
characteristi cs a~ll may impact the tool selection process. Some
programming languages permi t or require declara tion info rmation
which increases the information outout and , in turn , ai ds in the
analysis of the software under test [75 & ~9]. The tools
affected by the programming languages are those that analyze the
syntax of source language programs . Many HOLs are test oriented .
and for that reason should be used to ootimize the debugg i ng oro-
cess. Compilers/assemblers often include set/use matri ces and
storage utilization maos . Recent trends in com piler/assemb ler
develoornent incoroorate more testi ng/debugging options [so )
This has a posi tive effect on debugging because problems may be
uncovered at the time the code is being comniled. Systems also
presently exist which i ncorporate these tools within the design
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development stage , working on design language data instead of
orogram code. This approach enables the detection of problems
detected by such tool s as the oath fl ow anal yter . code aud i tor .
flowcharter , and ed i tor during the program desicn stages [~9Compiler/assembler-dependent tools may need the capability to be
compiled at more than one computing facility . Computer-dependent
tools using compiler/assemb ler output may need to run on more
than one computer. Both of these ocss ib ilities may require the
repli cation of the test tools for the soecF c environment. in
environments which have si:ing or timinQ lim itations , the
operational comouter nay ha ve to be emulated to use certain
tool s.

• Interactive vs Batch Systems. The litera tu re survey dic not
reveal any of the above test tools which also include an inter-
active caoab ility (i.e., wnen a oroblem ~s ~iagged , :ne tool ’
system allows correcti on and then reprocesses the corrected
code). Test tools may be available on both batch and interact ive
systems , but the tools run to completion ~efore any changes can
be made to the software.

• System Hardware/Software Architecture. The static code analys~s
c~ass of tools are availap le orincipa ll y for large sc.ule systems
and for avionics comPuter systems [6~~. ~it~ the except~on of
hardware monitors , the dynami c ~erformance inonitorin~ class oftools is emoloyed mainl y by large-scale systems ~~~ ~ r~-ware monitors are used to some degree by all comPu ter systems
1.60 .106 & 25 ‘. As for the code execution teStinQ clas s C”~

tools , the large scale sys tems . minicom pute r systems . ~iist ri-buted systems , and rea ’-.t~me sys tems . em~1ov a ll of t~,e tools -
~~~~

this class , where apPropriate . Mi crocompu ter s’~stenis e~~ioycomputer emulators and computer simulators as ~iieir or’r~c’odi
test tools [. 7 , 88 & 24~’.

• In tegration Conceots. The stati c code analysis tools , t~e
dyn&nic monitori ng tools (except hardware monitors), and t~ecode execution testi ng tools ~except test beds and emula~o”~are limi ted during integraticn to testi ng a set of ~PC increments
which can fit with the tool in core . Except for this li m i tat~on ,
they may be uSed wi th  any development methodolocy .

• Testi ng Me thodology. The testing tools and techn~oues cescri becabove are aop licab le to di fferent stages of the test~ng ~ethoooloo’..Module and CPC-leve l testing aids are desi-ned to ~ie ’o t~e orogrameruncover errors in program code that cause abnorma l be hav ior or
termination to occur wi th a given set of i nputs. The select~onand use of test tools at this stage deoenas on whether tr~ey oro~’ce
sufficient information to demonstrate the ~ol~owing :

- The CPC ’ s internal logica l cOnStnict~on .

—
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- The CPC’s input test case data , including nomina l , default ,
nu l1 , critica l , maximum , and minimal data values .

- Integri ty 0f the CPC ’s Output data.

- Data base integ ri ty , before and after CPC execution.

- The CPC ’s ins truction-execution frequency and related timing
information .

The following testi ng aids are frequently used for module and CPC-level test-
in g [57).

- Drivers

- Stubs

- Test data generators

- Data reduction programs

In addi tion , the following test tools may be used but generally Qrovide infor-
mation applicable to CPC-level testing .

- Path flow analyzer (for CPC instruction-execution requency)

- Timing analyzer (for CPC timi ng i nformation)

- Unit Consistency Analyzer (for data base integrity )

- Computer emulator (if target computer is not available)

Many of the tools discussed for module and CPC-leve l tssting are also used
for CPC incrementa l—integration testing , such as drivers , stubs , data
reduction programs , and test-case generators. Addi tional tools used for CPC
integration testi ng concentrate on veri fying that the basic algori thms
correctly opera te together.

Selection and use of test tools at this stage should cons i der how the tools
provide i nformation on the follow i ng :

- CPC i nterface integri ty .

- Input data that is representative of the actual or live data .

- Instruction execution frequency and timing data .

- Core allocation data . 
.
.

-

- Data base integri ty , before , during, -and after CPC oPeration .

— - Output data integri ty , such as message and display formats .

I- :
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The following tools are used for CPC integration testing [47, 13 & 10].

- Path flow analyzer

- Operating and performance measurement techniques

- Set use matrix/Cross-re ference analysis

- Unit consistency analyzer
— 

- Har dware Mon i tor

- Automa ted flow charts

- Code auditor

- Edi tor

- Interrupt analyzer

- Equation generator

- Program structure analyzer

- Symbolic p rogram executor

- Compu ter simulator

For CPC I , PQT, and FQT testing , selection and use of test tools should consider
how the tool prov i des informati on on the following :

- Satisfaction of requirements of Development (Part I) Specification .

- A ll comoonents of CPCI interface together.

- Limits of tolerance and qualification cri teria.

In addi tion to the tools used in CPC incrementa l~ integration testing, the
following tools can be used to assist in CPCI , PQT , and FQT testing [60 10, &

- Test beds

- Termi nal simulator

- Peri pheral simulator

- Al gori thm simulator

- Scoring program

- Comoarator I -
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3.2 SOFTh~ARE ERRORS

The subject of software errors has been quite thoroughl y researched by recent
studies with the intent of collecting, categorizing, and evaluating errors
for the purpose of developing software error prediction models , and of
supporting relevan t test tool development and reliable software model develop-
rnent. In addition , it is a prime consi deration in defining a debugg ing
iethodology . Thi s discussion presents a sumary of relevant studies on soft-
ware errors that pertain to the debugging study , in terms of:

• Types of errors

• Error symptoms

• Error messages

• P4elation of software errors to other debugging considerations

3.2.1 Types of Errors

A consolidated list of software errors is presented in Figure 19. The basis
for this table is Boeing ’s RADC error analysis study [38]. Findings from other
studies were merged where appropriate [117 ,82,29 , & 47). The list is impor-
tant because types-of-errors are being correlated with testing tools and tech-
niques . Figure 20 represents a translation of recent tool eva l uation and error
anal ysis studies into a matrix equating testing tools and techniques with the
types-of-errors they uncover [117 ,47 3. The matrix should be a signi ficant
input to the debugging methodology definition task.

3.2.2 Error Symotoms

Figure 19 inc l udes both error causes and error symptoms. Unders:anding the
causes of software errors leads to an understanding of the symptoms of errors.
t is the symp toms of errors wi th wh i ch the debugging process basically deals

fl’7~ . The symptoms of a problem give hints to the cause of the problem ,
and it is on these hints that the debugging tools and techniques are emoloyed.

There aopear to be two classes of symptoms , orimary and secondary . Primary
Symptoms are symptoms appa rent at the time a problem is encountered . These
include the failure features noted in the problem/discrepancy report . The
following symptoms belong to the orimary class:

• Error messages • Incorrect output forma t~s~qu~nc~

• Incorrect output/resul ts • Missing output

• Abnorma l initiation • Excessive Ou tput

• Abnormal termination • Excessive run time

• inpu ts not accepted • infin ite l oop

137



v~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

— 1
I
9

a
a

~ I I
a _ 9 ~~ 

— i — —

U 0 a ~. , ~~
U - I 

~~ 
0

U 0 ~~
© a

‘3

~~~~~ 
! a0 

~~~~~~~

~~~~~~I’3
~~~~U ,a O a  a V~ ~~a —

~ c~~ o -* a — =  ~~~~~~~ a3 1 —
I-; ~~~~~~~‘U 0~~~~a a 0~~~X 9 o~~~aa ~~~aa — ~~~~

~~~~~~~~~~~~~~~~~~~~ 
;, . a

~~~a4 ~~~~a a a , _  ~~~~~~~~~~~~~— 
~ .% ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ a

~~o ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
a~~~~~a ø a z~~~~~~~~a~~

o~~ 1 j~~~~~~~~~~0 I o~~~~~~~~~~~~~~~~ U
‘.&I

a
~~ 

a -,,~~~~~~~~~~~~~~~~~~~

~~~~~~~~~~~~~~~~ — 3 ~~~~~~~—~~~~a M 0  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 3 o a o o . d~~- a a ~~~~~~~C~~~!~~ 0 0 0 z= z a a-. = I a
a 0 S..

_______________ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  S..
—
“a

0
-I
- 3Ua
a. U,-

— — 
a

— a 0

U UI,
U —a —

I aa U”

~~~~~ 
U” —

I- — ~~ I
UJ0 ~~a .~
a’- ~~ 

‘“

“a I a 
~ 

1 , 0
e a

0 

~~
—a C —

aa ‘
~~~~~ 

— =

Ia 
I a

— ~~~~~~~ ~

~ ~~~~~~ a ‘ 3  “

~ a — a u a a 0

~~~~~ a a a~~~a ~~~ -u
~ ~0 a Z 

~ 9a~~~~~~ a _ ~~a
a~~~U ,, -0 * ... a ,. ~~z

a _ a ~~a z a — ’ 3 z  ~a -a _ a 0 U 0~~~a 0 ,~~ —

a~~~a~~~a 0 ’ a  U
~~~~~ t~~~~~~ — a

— ..~~c

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~a U3 a u~~~” a -~~~ 
“ a x

. d— .. ~- a
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ a _ _

_ 4 ~~~Z * _ _ a a,.~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

-

a .~ ~~ a 0 110
U

I138 
.1

- -V~~ - - —- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
- —~ 

-—
~~~ 

- -



- - -~ -,- ,- --_ ~~~~~~~~~~~~~~~~~~~~~

1
a

i a ,
9 I

- — 
a ~~~~~~ 

a
a

- ~~

~~~~~~~
~~~...uaO a

~~~~~
.( a !  ‘aa —

-
~~

~~
_ r o

~~~~~~ e;~~~~~~~~ 
—

~~~ a U
C a

a U  ~ a~~ ~~

~~~~~~~~a - a u o 9
~

~~~~~~~~ ~~~~~~~~~~
~~~~~ S..‘-1.0— a a~~~aa u ! ;~~~~~~~~~ ~~~~~~ 

Un
0 o

~~ ~~~~~~~ ~~~~~~~~~~~~~~~~~~~~ U a~~~~a U .0 ~~~~~~~~~~~~~ a a . 9 0 ~~ a
~~ ~~~~~~~. 

a

!~~~~ 
‘
~~

“~ 
~~~~~~~~~~~~~

~~ ~~~~‘“~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

~~~~
• - as  

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ I • 5u  a a .I  1a a a0 ~~~~~~~~~~ -a~~~~ 
.~~o a l  ~~~~~~~~a O a a  •

,~ ~~~~~~~~~- a , . a a

a

tM

S a
-a U S..

— 
a

V H .2’a
9 U..- t ‘3

a
-a a
a a.  a — —a a

a
a a ,~~ a , ,  X~~~~~~~ s-‘3 a a—

‘-C a aa . ( Q *.i
a 

~~~~~~~~~~~~~~~
‘--U ‘a d ~~~~~~~0

~ • •
a~ 

4 Ia ~ ,,,~~~ 0 ,~ ~ ~~~~~~~~~~~ e~~•- 
- a a S ~~ ~~~~~ ~~~~~~~~~~~~~~~~~~~~~ ~~~~~~

~~~ ~~
_

-

~ ~~aa  e ~a a a a  .m 
~~~~~~~~ a ° a o  ~~~~~~~ “a

a 0 M  ~~~~~~~~ X a ~~~~~~~ a~~~o I~~ ~~~~~~~ a - a _ a

~ 
i ’ a a~~ ~~~~~ a O — ~~ — —— — i _ - U ”  - —a * a i  ~~~U a a a~~~~~~a. I~~a~~~~a >~~~~!0! ~~~~~~~~~

~~ 
1a0  a I

~~~
a_  a a .~~~~ al - a U”  a - U a ~~

~~~~~~~~~~ ~~ ~~~~ a ,’
~~~

a i o !  
~~~~~~~

~~ ~~~~~~:~~~~ : a aa .. . a  “ •• a —
, aa ’-...~~ ~~~U”~~~~ Ul~~U” UUU a l ’ 3 a l l~~~al ~~~~IUU. U”

• ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ a -~~~ • U~~~ .. a a a a ! !.a ! ! ,_  ~~U ” a a
~~ a a c ~~~’ a , . g~~~s a ~~ 

~~~~Ii  
I’a

~~~ ~~~~~~~~~~~~~~ ‘ — :~~~~ — — -.
—a~~~ ’ aI ’a~~ ! ~~~~~~o a a o o a  a _a .

~~UO . a a~~~~~a a g a a a a u x a x l  a ax c

• $

139

- — _ _V _~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~ 
-

~~~ - V ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~



—--———--- - ~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

aa
0
aa
aa
i

a
a

I ~

~~ i i hJI1I!~_ J  I 
I I

a 2 a i !U - • ’  t~~~~
a 2 Un

!~~~~ * !~~~~~~~~~~ 
;~~~~~~~~a

“ I •!a a U x !~~~~~~~~~~~~ a.FI~~ 
~~~~~~~~

- - 4 -

~ ~~~~~~~~~~~~~~~~~~~~~~
_ _ _ _  _ _ _ _  — 

I

a

a X  ~~a 0

a I •~~• 2 ,1a h Ih 
i
t

~~~~~~~~~~~~~~ C
~~~5 _ _ . 0  a. &_~~~
~~~~~~~~~~~~~~~~~~~~~~~~ ~~ a U ” a w a  a
• X  .a~~~~~X a aa e a _ ~~~~~~~~~ ~~. a -aa~~~ ~~~~ 

u~~~~~~~ a~~X~~~~•
’-a1• ~ 1~~~o!~~~~~ a s s

:a:!j !i I~~ 

~~~~~~~~~~~~~~~ JJi~
I

140

L — — -
~~
—

~~~~~~~~~~~ 
-- -1’~~~

- ---—---—— ~~~~~~~~~~~~~~~~ ~~~~~



____________ 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ —.- __—

~

- - 
:~~~~~

- -—----- - --- --- -- -- - 
~~~~~~

- — - - _. ~~ . .  - V - - - ‘ . =
~~~~~~

-
~ ~~. ~~ 

..-
~~~

TESTING TOOLS AND TI

ERROR CATEGORY

~OMPUTATION ERRORS X X X X X X X X X X x x

LO GIC ERRORS X X X X X X X X X X X

i/O ERRORS X X X X X X X X X

SA TA HANDLING ERRORS X X X X X X X

OPERATING SYSTEM/SYSTEM SUPPORT
SOFTWARE ERRORS X X X X X

CONFIGURATION ERRORS X X X

RO UTINE/ ROUTINE INT ERFAC E
ERRORS X X X X x X

ROUTINE/SYSTEM SOFTWARE INTERFACE V

-ERRO RS X X x X X

TAPE PROCESSING INTERFACE ERRORS X X X X
__________________________________ —

USER INTERFACE ERRORS X

DATA BASE INTERFACE ERNORS % X 
— 

X X X

USER REQUESTED CHANGES x

PROSET DATA BASE ERRORS X X x x
GLOBAL VARIABLE/COMPOOL DEFINITION
ERRORS X X X x x x

RECURRENT ERRORS x

DOCUMENTATION ERRORS X X

REQUIREMENTS COMPLIANCE ERRO RS X X x x x x x x

Figure 20. Testing Tools/Techniques Appli cabl e to
Erro r Ca tegor ies
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Secondary symptoms are less apparent. They may be partially aPParent, to-
gether with the primary Symptoms , or may be surfaced by employing vari ous
debuggi ng tools and techniques . The following symptoms belong to the secon-
dary cl ass:

• Occasions of occurrence • Expected resul ts

• Location of occurrence • Hardware confi gurati on

• Inputs involved • Software configu ration

• Outputs involved • Status of problem (new vs old)

There is not a one—to-one correspondence between error symptoms and error
causes. For example , if the cause of an output error message is a data value
out-of-range due to a mathemati cal formula coding error, the symptom leading
to this discovery is the error message. It is the error message then wh i ch
leads the debugger to analyze the source code and discover that the equation
fails for certain input va l ues . On the other hand , the equation might be
complex enough so that the debugger will have to try various ranges of input
values to isolate the area of the problem. This mi ght have to be followed by
determining what really should happen in these cases , and finally deter-
mining where the equation is faulty . Thus , the cause of one error mi ght be
found through the uncovering of different amounts and types of -symptoms .
This affects the development of debugging methodology by indicatin g that
there is no di rect relationship between debugging tools/techniques and error
causes. The di rect relationship is between the tools/techniques and the
symptoms of the errors.

3.2.3 Error Messages

Error messages are a primary error symptom that provide the most useful pri-
mary debugging i nformation to the debugger. They generally describe where
the problem is , what is wrong , and , if properly imp l emented , give information
as to where the software error exists . This last feature simplifies the
debugging process to the extent that thitial anomalies lead rapidly to
detectable problems . Programs coded in a highly structured language , aug-
mented wi th a complete and informative set of error messages , will be consid-
erably easier to debug than programs written at the machine l evel wh i ch Output
bit patterns and debuggi ng information [77].

A coninon practice of implementi ng error messages is to develop a general-
purpose error message routine wh i ch is called when an error condition i3
detected. The calling routi ne passes an error message number , plus any
dynamic characters to be encoded in the message to the error message routine.
This routine then retrieves the appropriate message from the data base, out-
puts the message , and returns to the ca lling program , dependi ng on what
response , if any , was made to the message. Error messages wh i ch are centrally
defined , are significant. They allow for more control of the wording of the
messa ge, thus providing clari ty .
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All error messages produced by the general-purpose routi ne should appear In
thei r entirety on the primary output device , (e.g., the line pri nter). Short-
ened versions of the message mi ght appear on slower Output devices (e.g.,
console typewri ter).

It is desirable that the rules for the desi gn of error checki ng logic be de-
fined in a guideline document, such as a standards and conventions document.
Guidelines , for example , could incl ude requirements to perform th’ fol lowing
types of error checks :

• All parameters on operation requests and data cards .

• Reasonableness of value. (-If it is possible to define a range
for a value , then checks should be performed to insure that the
value i nput is wi thin the range.)

• Proper format (e.g., a holleri th value shoul d not be accepted
for parameters defined as integer.)

• Completeness of input.

• Confl i cting requests.

• Illega l combi nation of parameters [1121.

It should be noted that a sophisticated form of error notification imp lementa-
tion is not always possible. Error message logi c requires additional memory U

storage and also can degrade a program ’s timing. For some systems , such as a
small real-time microcomputer subsystem, error messages mi ght not be practi-
cal . Where timing and storage is critical , short messages (even simply ntin-
bers ) mi ght be output and the system’s documentation can provi de the necessary
expansion of informati on .

3.2.4 Relation of Software Errors to Other Debugging Cons i deratii.ns

The relationships of software errors to debugging methodology are as
follows :

• Software Management Methodology . The software management methodo-
logy should contain mechanisms for error and debugging data collec-
ti on which can be used for subsequent debugging tool and methods
analyses . The problem processing system should employ discreoancy
report forms and resolution report forms for reporting pro’lems U

and their resolution. These forms can also be used to describe
the problem , what testing uncovered it , and how it was debugged .
Thus , they provide a suitable vehicle for the debuggi ng evaluati on
process.

• Software Tolerance Requ i rements. The secondary error symptoms of
occasion and location of occurrence are very di fficult to uncover
for tolerance requirements errors. To ler ance ~equirements orob-l ems manifes t themselves generally only at the CPC level , and
debugging the problems at a lower level is not wel l developed .
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• Language Consideratians. A powerful compiler can catch many software
errors at compile time . The literature survey revea l ed no develop- -

ment efforts dealing with error correction at the complier level .
It seems that wi th the error data now becoming available (e.g., the
data presented in Figure 19), future language/compiler development
efforts will attempt to el iminate the concrete, rea l -world errors
represented by this data . The literature survey concerning error data
collection and analysis indicated differences between errors
reported for higher l evel l anguage software and errors reported
for assembl y language software. The di fferences in errors re-
flect the di fference in levels of abstracti on required by the
programmer in stating the problem/solution. Subtle types of
errors produced by new, unestablished compilers/assemblers were
not addressed by recent literature . The symptoms of these prob-
lems would be especially usefu l in debugging tool selection!
evaluation .

• Interactive Versus Batch Systems. Since interacti ve systems gain
control of operation on abnorma l termination of a orogram , they
should present error symptoms similar to the batch mode . In
addition , interacti ve systems should provide the debugger wi th
the software configuration status , so that problems of error
reproduction are not encountered. In the batch system , the
debugger often has more control over the elements in the environ-
ment duri ng debugging runs .

• System Hardware/Software Architecture. The previous discussion
of errors has been based on large-scale systems and minicomou ter
sys tems . Real-ti me , microcomputer , and dis tributed sys tems pre-
sent still other problems .

Real-ti me systems are desi gned to insure that the software does
not terminate abnormally when an error occurs . This has the
effect of all~ ving the error to corrupt other parts of the soft-
ware which makes debugging very diffi cult because the symptoms are
misleading an4 it is difficult to backtrace operational execution
[931.

Many microcomputer instruction sets are based on ~n ei ght-bit word ,
although same new models are sixteen-bit words . Representing an
address in an eight -bit instruction is impractical for a reasonable
sized memory. Consequently, an eight-bit mi crocomPu ter must pro- V

vide mu l ti -byte ins tructi ons . Variable—length instructions are
new to many assembly l anguage programmers, especially those who
have programmed only l arge-scale computers , which generally use
fixed word lengths . Variable -length instructions make debugging
di fficult because the address part of the instruction may be
i nadvertently fetched and executed as in instruction. This kind
of error is parti cularly hard to find because nonsensica l ins truc-
tions , when executed , often corrupt other parts of the orogram or
data base .
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Many microcomputer assemblers and compilers are des i gned to fit
sma ll memor ies , and as a consequence , provide only the most primi-
tive kinds of diagnostics . The error messages may be mi sleading
or errors may not be di agnosed , leaving the programmer to deter-
mine what went wrong during program execution [1061. -- -

The unique errors associated with distributed systems involve
computer-to-compute r communication . Failure-detection recovery
logic is usually present in the fully developed software , but for
module integra tion testing between the interfacing software of two
separate computers , special tools and techniques are required for
debuggi ng [32~.

• Testin9 Methodolo~ ’. The literature survey found no information
regarding errors discovered by different testing approaches .

• Testing Tools and Techniques. The symptoms produced by the static
code analysis and dynami c monitoring types of testing tools generally
disclose secondary symptoms presented in Paragraph 3.2.2.2. The
code execution testing tools produce both the pri mary and secondary
classes of symptoms.

3.3 DEBUGGI NG AIDS

This discussion addresses the aids currently being employed for the debugging
process. General debugging systems are first discussed . Then , the various
classes of debugging tools are presented , inc l ud i ng the relation of each tool
to the previously discussed relevant debugging considerations.

3.3.1 Debugging Systems

Most debugging tools belong to a debugging system supporting the develop-
ment process. A debugging system , for exam pl e , might possess some or all of
the standard debugging tools (e.g., dumps or traces) whose operation may be
requested , or controlled , by a debugging software monitor. Interactive
debugging systems are representative of a debugging system in that they
possess a set of commands which allow the debugger to activate the various
debugging tools of the system. Fiqure 21 is a general ized list of the
commands [87, 44, 57, ll~ 6, 3, 54, & 8 J .
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COMMAND ACTION

DUMP Display all or portions of a program ’s data or code.
TRACE Output information on sequence of program ’s execu ti on of

code.
RETRACE Trace backwards from current statement being executed .
GO Operate the program.
STOP Cease operation of the program.
SLOW Slow down execution speed of the program .
FAST Speed up execution speed of the program.
SET Set or modify program ’s data or code.
IF Perform debugging action if certain conditions are met.
AT Perform debugging action at certain statement or

location.
REMOVE Discontinue current debugging action.

Figure 21. Typical Activation Commands for Debugging Tools

The debugging tools of batch-mode debugging systems are activated by requests
similar to these commands . (SLOW and FAST actions are not applicable).

• There are basicall y two types of batch or interactive debugging systems :
(1) execution-oriented systems; (2) record/replay systems . Execution-oriented
systems produce output as the program is executing while record/replay systems
record data as a program executes and output it after the program has
finished executing . Examp l es of execution-oriented systems are New York
Univers i ty ’s AIDS system [44), the Institute of Defense Analysis ’ HELPER
system [57), and the Purdue Univers i ty ’s PEBUG system [11]. RAND’s EXD AMS
system [6 ] is an example of a record/replay system , while the University
of Oregon ’s MANTIS system [ 3] Is a combination of both types .

3.3.~ Oebugging Tools

The following discussion describes the various classes of debugg~ng toolscurrently in use. Some of the debugging considerations previously discussed
will be related to each tool described .

3.3.2.1 Dumps/Displays

Dumps are displays of the computer and periphera l register/storage for
purposes of showing the status of processing at a particular time . This is
perhap s the most commonly used debugging tool and it exists in many forms,
as follows :
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• Post-Mortem Dumps. A display of the contents of main memory,
provided in various formats , output automatically or upon request ,
and usually when a program has terminated abnormally. The same
form of dump is sometimes available before program operation , or
subsequent to norma l operation . These dumps can either display
all of main memory ~r selective port’ons of it [67, 116 & 61).

• Snapshots. Output for this dump occurs as soon as the request
is made and execution continues upon its completion. The user
specif l~s one or more snapshot points and the information desired .The instruction at each such point is preserved and replaced by a
transfer to the snapshot routine. When the program is executed
and contro l reaches a transfer point , a jump to the snapshot
routine occurs and the required info rmation is output. The
origina l instruction is then obeyed and execution of the program
is resumea . The advantage of the snapsho t technique is that it
obviates the need to include expl icit print statements in the
~rogram ; the disadvantage is that it is usually a facility
provided at a low level and the snapshot points may have to be
specified in terms of actual machine addresses [67].

• Trap/Breakpoint Dumps. These capabilities cause program execution
to halt when certain conditions are met (e.g.,  a certain location
is exec uted). Wh en a breakpoint is reached , a dump or display
of storage may be taken . In some cases , this is a static displ ay
and the program continues ; in others , it is a dynamic display
updated as the program continues . These dumps can either display
all of ma -’ n or auxi liary storage or selective portions of them ,
and can be provided in various formats [79).

• Programmed-In Dumps. These are programmer coded print statements
for the purpose of printing the content of registers , data items ,
tables , etc . These displays are sometimes referred to as diagnos-
tics. They may be conditiona l displays which are output only when
specificalh requested , when sense switches are set, or when some
internal condition is met. They display exactly wha t the program-
~ier thinks wil l be needed in an understandable format, however ,
they perturb the software execution , and requ i re extra storage and
execution time of the program c67 & 18].

• Monitor Dumps. Monitor dumps are usually provided by hardware 
Vdebugging tools. They orovide a display 0f selective Portions

of main memory and do not perturb the program ’s execut,on.
Depend i ng on the hardware , they can provide output tha t is either
easy or difficult to ana l y:e. These displays are very usefu l in
real-time systems where it is desired not to perturb a program ’ s
t im ing 123. .:3 & 39~.
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• Auxiliary Storage/Utility Dum~ps. These usually inc l ude post-
program execution displays of disc areas and magnetic tape outputs ,
which are also useful in debugging . Al so included are: source
code, cor rector , and software configuration status listings E ll 6~.

Dumps are related to some of the other debugging consideration s which have
previously been brought out as follows :

• Software Tol erance Requirements. The types of dumps applicable
to a system with string~nt timing, storage , and throughput require-ments should inc l ude monitor dumps [87 , 39 , 93].

• Language Considerations. There is wide-spread opinion that the
behavior of programs should be explainabl e in terms of the language
in which they are written . If this is true, it is especially
applicabl e to dumps. In most cases the dumps provided by a system
are at a lower level l anguage than that of the programs . The
following types of formats exist for dumps :

— Machine Format. Machine format dumps reflect the condition
of the software in main memory. The disp lay is produced in
terms of main memory locations. (In some cases the locations
have symbolic labels associated with the program.) The
contents of these locations are disp l ayed in numerous
selectable formats for some systems , e.g., oct.~l , hexadecima l
floating point , decimal , character mode , or syrbolic mach~neinstructions [116 ,30 J .

- Language-Oriented Format. Language-oriented format dumps
reflect the languige in which the software is coded. There are
two basic types of language-oriented dumps: (l~ com piie-t ’nle
inserted devices ; and (2) run-time devices . Compil e-time
devices include the insertion of cond -’ tiortal code ~simila r to
progranined-in dumps) which can be switched on or cff for
execution , or provide displays of data va l ues or ~1ocks ofval ues in language—coded terms (e.g., Extended Fortran Debug
Feature) [104]. Run-time devices range from correla t-on of iigher
leve l or assembly leve l language to machine locations , to the
display of 140L statements , a llowing modification , and redisolav c~new statements. F~r example , the DDT system at t~e Univer s t\
of California at Berkeley has facilities for symbo1i~ referencetO assembly language programs [43 ] , while the GRAPE system at
Harvard University displays 40 FORTRAN statements on a refresn
display at a time , and as each statement executes . tha t state-
ment is briefly modified to show the resul ts of the execut~cn

: [42).
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- In ter~ret ive Format. Interpretiv e format refers to the display
o1 a program ’s code and data in a form interpreti ng the language in
which the program was coded . In other words , the display of
code and data is interpreted , formatted , and displayed in a
totally user-oriented form. For example , the UNRAVEL system at
the University of Kent provides dumps that can inc l ude the
following [19 ].

1. The va l ues of all variables in the spotlighted program
with the name of the corresponding variable aga i nst
each va l ue .

2. Information about the operating environment of the spot-
lighted program; e.g., status of I/O devices , Contents of
buffers , l ocation of workspace areas , running time , or
reason for failure.

3. Workspace areas , printed in appropriate formats ~e.g.,dictionaries , stacks , lists).

A l so , RANDS EXDAMS System [ 6) displays values , node trees,
and maps in a motion picture format (see Paragraph 3.3.2.4).

• Interacti ve vs Batch System. Both interactive and batch systems
emoloy post-mortem , snapshot, trap/breakpoint , Drogranined-in , selec-
ti ve , and auxiliary storage dumps . Monitor dumos are usually only
associated wi th interactive sys ten~ . Low leve l dumos (machine
language) are usuall y suit able only to batch systems because of
the analysis time requirements [67 & 1161 . Dumps which are output
on graphical debugging tools see Pargraphs 3.3.2.4) are interac-
ti ve in nature. Many i tems shown in a graphical dump are
progranined so that they can be sensed by a li ght pen or sim ilar
device. The users execute a debugging process by pointing at
an associated display item . The debugging program performs the
requested task , updates the display , and wa i ts for the next
i nquiry . The speed , selectivity , and fl exibility provided by
graphical dumps are a unique and important feature of interactive
systems [ ~~~

• System ~tardware1Software Architecture. In most cases , all
dumps available can be appl ied to large—sc ale , minicomputer , and
distributive systems. Mon i tor dumps are especially suited for
distributed and real-time systems , and microcomputer systems
employ a unique hardware device called the Logic State Analyzer
to provide monitor dump s (see Paragraph 3.3.2.4). Another
monitor dump feature of microcomputer systems is the nterrupt
Driven Mapping feature which uses a periodic interrupt source.
such as a real time clock , to activate a program which collects
data for a histogram . The histogram can then be compared to the
system load map to determine which routines’ ~~re most frequentlyacti ve when interrupts occurred [36 . Computer evaluation kits
for microcomputers provide a means for dumping mem ory contents on
a printer via a read onl y memory (ROt’~l-based monitor ~ 5 .~ .
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3.3.2.2 Traces

Traces are displays based on the sequence of program operation. In some
cases , they consist of a list of addresses of instructions executed without
any transfer [1161. In other cases, a trace might consist of Information on
program and computer states being output for each statement or l ocation
executed 

~7].

In theory , the programed-in dump relates to a trace by producing output
whenever a specific statement Is executed . Debug-oriented compilers also
exist which insert print logic at branch-type statements (e.g., GOTO or IF)
which result in the same type of output [33). These trace-l i ke dumps ,
however , do not fit the definition of a trace. A trace involves the monitor-
ing of the execution sequence by a~~bugging tool as the program is being
operated .

The probl ems which arise from using a trace are excessive output and greatly
reduced execution speed. The former is controlled to some extent by a
debugging capability w~tich specifies an upper l imi t on the number of times
any statement is be traced. The latter difficulty cannot be circumvented
unless there is a capability for specifying specific areas of the program to
be traced. Execution of the program in other regions proceeds at normal
speed ~7).

Traces can be categorized into three classes as follows :

• Dynamic Internal Traces. These are traces , performed by software
— with in the same computer as the traced program , which are output
V 

as the trace progresses. The AIDS syst~m , for example , prints
out pairs of addresses , between which , instructions were executed
withou t transfers [~4). The GRAPE system displays about 40
FORTRAN statements on a screen at one time , and as each statement
executes , that statement is bri efly modified to show the results
of the execution [421.

• Recorded Traces. These traces collect data on the sequence of a
program ’s execution and , uDon completion , output the traced
information. The EXOAMS system, after recording the ins tructions
operated , allows the user to watch the program statements execute
either forward or backwards , via visua l display [6 3. The
Un iversity of Oregon ’s MANTIS system logs each exception to
sequential execution into a trace table and later types out the
trace of these exceptions [3 3.

• Monitor Trace. These traces are provided by a hardware device H
on a second computer monitoring the instruction execution of the

F prima ry computer . This is frequently done for tracing micro-
computer execution and involves both the dynamic or recorded
method. A system at Amherst , for exampl e , inc l udes a nardware
device that triggers an interrupt after execution of each instruc -

F tion in the computer. As with any interrupt , the computer saves
the address of the next instruction and branches t~ an interrupt
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service routine. The service routine , recovers this address.
prints it Out along with the contents of the machine registers ,
and then returns to program exectution [96]. A real -t~me tracemethod is also used where a microprogranined computer halts the
microcomputer under test , retrieves the program counter and
instruction register , and saves them in a trace buffer in main
memory each time the program counter is changed . Then , the
computer under test is allowed to execute the instruction. At the
end of a test run , the recorded data is processed by a program that
generates execution time and frequency information [36].

Traces are related to some of the other debugging considerations which have
been previousl y brought out as follows :

• Software Tolerance Requirements. Traces greatly increase program
execution time and in most cases (except for some monitor traces)
require memory space [673.

• Language Considerations. The information produced by a trace
depends on the~1evel at which the trace is being appl ied. At the
machine code l evel , it might include program counter , instruction
being obeyed , and contents of accumulator and index registers .
At the assembly l anguage level , output mi ght be in terms of the
literals used by the assembler. In an ALGOL/W debugging system ,
output consists of the source text line together with the values
of all variable and function procedures required for expression
evaluation. The display may also contain any newly assi gned
values , the outcome of conditional tests , procedure calls , and
the correspondence between formal and actua l parameters [67].

• Interactive vs Batch Systems. Traces are not normally emp l oyed as
a part of interactive debugging. This is because other methods
are easier to use (e.g., programed-in dumps or breakooints) f 30].
In the batch mode , t~o methods of obtaining a trace are employed .
The computer operator , when it appears obvious that a batch job
is in a loop or experiencing other problems , can manually interrupt
and request a trace , obtain a post-mortem dump , then terminate
the job and return the trace output to the programer [116). Al ter-
natively, the programer can request a trace b~ specifying certaincontrol parameters during a rerun of the job [bl].

• System Hardware/Software Architecture. Because of timing and
throughput degradation associated with traces , they really are no~applicable ta real-time systems [93 , 37 , & 32 3. They are
appl icable to both large-scale and minicom puter systems , but are rarely
available for minicomputers . For example , the ODT on— line debugger
for the POP-il contains various debugging tools , but no trace
capability [i l l]. For microcomputers , the monitor trace , which
uses a secor~dary monitoring computer , is frequent’y employed L~6 3.
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• Software Errors. The primary error symptoms which might lead to
the use of a trace are the following:
- Error massage

- Inputs not accepted

- Missing outputs

- Excessive output

- Excessive run time

- Infinite loop

3.3.2.3 Set-Use MatrlxjCross-Reference Ana lysis Tool

This program is usually associated with compilers or assemblers and prov i des
Info rmation on the usage of programs , labels , tags , data variables , cons tants ,
subroutines , macros , or other program elements . The information produced
usually Inc l udes the name , a set-use Indicator , and the location(s) ~n the
program where the identified i tem is set and used . The set-use ma tri x pro-
vides a static description of data access. It can be obtained for a CPC I or
a system of CPCIs by using a system monitor which examines the compiler -
generated output for each program module or CPC . This type of set-use matri~ .
also referred to as a cross-reference analysis , is then generated for all
data variables used and set by each of the CPCs in the CPCI. It is also
possible to obtain cross-reference information on other sys tem components ,
such as CPCs , file names , and macro names [13 , 34 3.

This system tool Is very useful In debugging interface problems on large -
scale systems . It enables candidate programs for data-setting problems to
be determined , indicates routines tha t reference the error producing program ,
shows unused variables , defines file usage by system components , etc .

Cross referencing tools are related to other debugging cons iderations as
follows :

• Software Tolerance Requirements. This tool appears to not
affect the tolerance requirements of a system because it is
used on a stand alone bas is.

• Langua~e Considerations. This type of too l is constrained by a
specific programing language , making it Inapplicable for multi -
language development projects [13 3 .

• Interac tive vs Batch Systems. This tool is not interactive . It
usuall y produces Its output on a selective basis and no user
decisions are involved .
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• System Hardware/Software Architecture. The set-use matri x for
an individual program is a feature of many compilers but cross-
referencing between programs is more lik ely to be found in
large-scale systems .

• Software Errors. This tool is an extremely valuable tool to be
used by the programmer during module test/debug and software
integration activities. It is especiall y important for the
detection of interface errors between sys tem components .

3.3.2.4 Hardware Debugging Too l s

Hardware debugging tools are hardware devices or features , usually distinct
from the operational hardware , which prov i de information on a program ’ s opera-
tion. Hardware debugging tools can be categori zed into six classes as
follows :

• Hardware monitors. These are special hardware tools attached
to the target computer for monit ori ng a program ’s execution .
Capabilities provi ded by these devices include :

- Synchronizing on a specific instruction and sequentially
display ing subsequent instructions .

- Triggering an interrupt after execution of each instruction
in the user program . (Interrupt service software can then
recover the address and pri nt it with the associated machine ’ s
registers , before returning to program execution.)

- Providi ng monitoring of specific locations or data words by
storing bus information of each occurrence .

- Storing a continuous history of i nformation and ha lting on
a specific condition.

- Timing selected sequences of program code .

- Event counting (e.g., accesses to an address or peripner alA

- Collecting sets of addresses or instructions which refer to ~specific locati on .

- Spec i fying a set of addresses which will trigger bus data
storage .

- Simulating non-existent hardw are.

- Replacing the system clock.

- Employing microprograming for program moni~toring .

- SlowfnQ down and soeeding up the execution rate of the computer
[37 , i 9V ~ 96 , 73).
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• Monitor computers. A monitor computer is one that comunicates
with the target computer , simulating the i nputs and monitori ng
the outputs . Capabilities provided by the monitor computer
include :

- Simulating realtime events (e.g., peri pheral transfers and
interrupts).

- Employi ng conditional halts to stop execution and return to
the user whenever a specifi c set of condi tions hold. (The
advantage of this feature lies in the fact that the condi tions
are evaluated during each Instruction cycle at run time , as
opposed to the more traditional break-point insertion for
real-time software which is effectively performed at load time.)

- Halting the computer under test , retrieving the program
counter and ins truction register , saving these in a trace
buffer each time the program counter is changed , and allowing
the computer under test to execute the instruction . At the
end of a test run , the buffer is processed by a program that
generates execution time and frequency information.

- Slowing down and soeeding up the execution rate of the target
computer [87, 36, 20 & 21 3.

• Computer Emulator. A compute r emulator is microprogrammed to
opera te the instruction set of the target computer. The target
computer softwa re can then be operated in the emulator exactl y
as it operates in the target computer. (Paragraph 3.1.8.3 presents
a more detailed descripti on of emulation.) The principa l debug-

V ging usefu l ness of an emulator results from the visibility
obtained . This is especially useful for debugging av i onics fligh t
computer software , because these computers provide output only via
the computer ’s input/output interface [27 , 74 , 2 , & 16 3.

• Computer Simulators. A computer simulator is progranimeu to
opera te the instruction set of the target computer by sim ulat ing
that computer ’ s instruction execution. It may also be programed
to simulate interfacing computers in a network system. The
inst ruction simulator -type of computer possesses all of the
debugging utility described for compu ter emulators . For example ,
in a simulation of the Brassboard Fault-Tolerant Spaceborne Computer
using an Interpreti ve Computer Simulator ( ICS) system , diagnos-
tics provided in-depth analysis of the microprogram be i ng vali-
dated. All of the flip— fl ops , register values , and significant
simulation variables are printed making the execution of each
micro—instruction completely visible to the analyst. The network
simulator -type of computer appears to the target computer as a
real comunicati on network , complete with termi nals and operators .
This compu ter simulator genera tes all queries and responds to all
answers by simulating the characteristics of the actual termi nals
or operators . Use of a computer permi ts repr oducibility and
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creation of system eva l uation reports. By recording every
message transmi tted (control and data) and every massage received ,
along with the system time , It becomes possible to play back an entire
test scenario as a way of isolating errors [79 , 88, 66 , & 63].

• Hardware Breakpoints. Any standard computer can be equipped with a
hardware breakpoint debugging aid by wiring a comparator module to a
control switch panel . This hardware addition matches the contents
of the memory address register with the contents of the control
switches to halt the computer at the selected breakpoint address [1 3 .
At the point where execution Is ha l ted , a trap/breakpoint dump (see
Paragraph 3.3.2.1) or other debugging action may be requested.

• Graphics. Graphics devices are usually part of the operational
hardware and do not f it the definition of a hardware debugging tool .
These devices , however, can provide debugging information in such a
unique manner that they are a special exception to the definition .
When combined with sophisticated analysis software, they can provide
a means of pictoriall y simplifying a program ’s logic. For example ,
RAND ’ s EXDAM S system ’s output device Is a cathode ray tube (CR1)
display , and all debugging and monitoring aids utilize its two-dimen—
siona l and high-data rate capabilities . Some aids , in addition , use
the CRT ’s true graphic (point and vector) and dynamic (time-variant)
capabilities . The input devices consist of a keyboard and some type
of graphical pointing device (e.g., a light-pen). Some of the EXDANS
displays inc l ude a tree-like flow back analysis display of the logic
preceding a specific statement in a program and a motion-picture
display of values , source code and execution in terms of nodes [90).
In IBM ’s GBUG system, the user executes a debugging step by pointing
at an associated displayed i tem with a l ight-pen and closing a
switch . The debugging program performs the requçsted task , updates
the disp lay , and waits for the next inqu i ry [95 .1.

Hardware debugging tools are related to other debugging considerations as
follows :

• Software Tolerance Requ irements. Hardware monitors , monitor computers ,
breakpoints, and graphic s genéially do not degrade the timing ,
storage , or throughput requirements of software. The computer simul—
ators and emulators degrade the timing . of a program and I/O instruc-
tions may be especially troublesome .

• Language Considerations. Langua9es and compilers have no apparent
relation to hardware debugging tools.

• Interactive vs Batch Systems. All of the types of hardware
debugg ing tools may apply to i nteractive systems , with graphics
requiring on-the-spot decisions and inputs. Computer emulators
and simulators are the only forms of hardware tools appl icable to
the batch-mode of debugging .
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• System Hardwarelspftware Architectura. A l ] of the types of hardware
tools apply to large scale , minicomputer , microcom pu ter , real-time ,
and distributed systems. Unique factors exist in these various
systems requiring specific analysis for each configuration , as
follows :

Real-Time Systems. A form of hardware monitor used in real-time
systems is the memory bus monitor. For examp le, one such monitor
exists which provides storage for 16 memory addresses , 16 data
words, and 16 copies of two control words . A register set allows
for selecting address l imits of interest , and/or for selecting
the addresses for an on/off address-dependent signal that can be
used to condition other monitoring events. A base address
register provides constant conversion for relocatable code , and a
timer is availabl e whose rate and duration are selectable. A
display panel provides visual monitoring of selected data , and a
set of manual controls. Most of the capabiliti es of hardware
monitors previously described are availab le through such a
device [39 3.
Computer simulators have also been used for the development of
real-time programs. A typical simulator performs simulated
peripheral transfers through a user controlled device -counting
scheme. This delays transfers until such time as the simulator
has executed a number of instructions comparable to the number the
actua l machine would have executed during the course of a transfer.
It is worth noting that the simulated periphals may be represented
on the host machine by any convenient peripheral for analysis of
data transfers.

The correspondence between the simulated peripherals and the host s
actual peripherals is made by the user. A typical system may
also provide a user-controlled scheme for simulating 3eripheral
lnterrrupts , and for halting the simulated execution of a program
on any specified combination of possible occurences (e.g., the
values of program registers , the number of instructions executed .
relationships between the contents of memory locations). The
conditions for halting may be changed at any time by the user
issu ing corilnands from a terminal , thus providing a powerfu l
debugging aid [ 21).

— Minicomouter Systems. Hardware monitors are also use fully
employed for debugg ing minicomputer systems . For example , a
stand-alone hardware device that can be connected to a POP-il
running any software package was developed for the Energy
Research and Development Administration . It has most of the
features of the POP -li’ s On -line Debugging Technique ~0OT), pl us

:- some uni que features. Since it operates In a real-time , on- line .
dynamic mode , It does not affect any timing or add overhead to
the system . Traps are not required to drive it , and it is cont~n-ually available. The POP-il debugging tool can display information
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modi fy memory, generate interrupts , simulate non-existing
hardware, stack and display data or address values , count accesses
to an add ress , halt when address accessed , and display the unibus
signals—— all in real time [ 83].

An exampl e of computer simulation of minicomputers is Applied Data
Research’ s MIMIC system. It runs interactively on the POP-lO and
handles the following computers : Digital Equipment Corporation
POP-i] , PDP-8/E , PQP-7/9/15; Data General Corporation NOVA ,
SUPERNOVA , NOVA 800, NOVA 1 200, and SUPERNOVA 5c; and Foxboro FOX-i .
MIMIC has 19 debugg i ng coninands available to perform such functions
as modifying data , search for data , dumping data , and breakpoints
[79].

Distri buted Systems. The Honeywell Coninunications Environment
Emulator (HCEE ) is a program for the H1 200 cour .~uter which simulates
a user-defined coninunications network. The prima ry purpose of the
program is to aid in the checkout of coninunications software
residing in a target computer .

The simulator resides in its own processor , with the system under
test in a second processor. The two computers comunicate via
standard comunications hardware. The target system thinks that
it sees a real coninunication network , with terminals and operators .
Actually, HCEE generates all queries and responds to all answers
by simulating the characteristics of the actual terminals and
their operators. Use of a computer permits reproducibility and
creation of exhaustive system evaluating reports. By recording
every message transmited ~control and data) and every messagereceived , along with the system time , it becomes possible to play
back an entire sequence as a way of vaiidatir .g changes to the
target system. These records become the basis for a complete
series of reports describing the operation of the system in
detail. The computer also permits automatic message generation
and response analysis based on formats defined by the user [66 ~~~.

Microprocessor S~’stems. There are a number of unique hardware
debugging tools for microprocessors . One kind of equipment that
can often be justified is a portable front panel sucn as rhø
Intel 820 or the Ucca Internationa l , Inc . Microcompute r Analyzer
(VA-i). Al though intended to check out hardware in the field , such
basic test equipment provides enough displays and controls to
make software checkout in a laboratory environment possible.

The computer evaluation kit represents a more advanced development
concept than the prototype . Such kits nearly always have a ROM-
%based monitor that gains contro l when power is appli ed . Sor,ue kits
offer front-panel controls and displays ; other depend on software
to handle all operations . Many kits show the contents of the
address and data buses , as well as some contrq,l signals, on LED or
liq uid crystal displays . These displays may be near~y -~orth1ess

— if the kit does not also provide some way to halt the CPU and
execute sirg le Instructions [106].
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The monitor is usually able to comunicate with a standard -

termina l , operating at lO-to-30 characters-per-second . When
power Is ~ppl1ed , the monitor sends a prompting character , usuallya question mark , to the terminal . The user then chooses from a
set of coninands, each represented by a single l etter. Coninands
are often included for loading program contents into memory,
dumping memory contents on the printer , Initiating the execution
of a program , and altering memory contents . The user ’s program
must usually end with a transfer instruction back to the monitor
program. In this simple protocol , all addresses and data values
are entered as hexadecimal constants [106 3.

The monitor program often provides other conmiands (e.g., reading
and writing a tape , copying contents of memory , and finding a
particular bit pattern in memory). One coninand especially useful
for debugging programs is the breakpoint comand , which plants a
call to the monitor at a user-specified l ocation in the program
being debugged . When that particular point in the code is reached ,
the moni tor regains control and display s the CPU ’s register
contents. Many monitors even allow the program to resume
execution at the breakpoint location. This can be an invaluable
aid to debugging a loop that fails only occasionally [106].

Even if other equipment is to be used in the final product, the
evaluation kit can often be used as a test bed for checking out
interface hardware and software before integrating them with the
rest of the system . If the evaluation kit is to be used for some
l imited software development , its monitor can be plugged into the
prototype to provide a coninon debugging tool . A new , Intel
personal programming tool carries the evaluation kit concept one
step further. It not only enables a user to enter programs
manually into memory , and execute them , but also contains provi-
sions for adding a programer PROM and external i nterface
circuitry [1063.

Microcomputer development systems (MOSs) represent the most
sophistica ted capabilities of the microcomputer develooment
environment spectrum. They are available from numerous sources
ranging from the giant semi -conductor manufacturers to small
systema support fi rms having only a single product line . A
tyoica l minlm iin £105 configuration mi ght consist of a micro-
computer , 16K bytes of memory , and a teletyoewri ter terminal.
Software typically includ es a text editor , assembler , and
debugging mon i tor. Like minicomputers , MOSs are offered with
a wide range of optional equipment , including more memory , a
disk and associated disk operati ng system , and faster peri pherals
such as CRTs and line pri n ters [33 3 .
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A novel kind of peripheral that can be attached to a fully equipped
MUS is an in-circuit emulator . An emulator consists of a suitably
progranined MDS that has an interface terminated in a 40-pin
plug ; the plug Is inserted Into the microprocessor socket of the
system under test , in place of the microprocessor itself. Then ,
whil e the system is operating normally, the MOS collects data from
it and tracks special conditions . The emulator can , for example ,
set up hardware conditions under which the system will halt and
transfer control to the MDS operator. Then , with appropriate
coninands provided in the ICE software support package , the user can
display and change register contents , issue special instructions ,
or change memory contents in the system under test. The in-circuit
emulator thus represents an efficient way to overcome the inherent
problem with micros : all the system registers are inside the CPU
and can not be displayed in real-time without disturbing the
hardware , software or timing of the system being tested [106].

The in-circuit emulator is only one example of a whole gamut of
test instruments that have been newly developed for use with
microcomputers . Indeed , many of these tools (e.g. , logic
analyzers ) can be productively applied to the debugging of real-
time systems based on large computers [106].

Logic anal yzers are general purpose analysis and debugging tools
used by microprocessor developers . The basic principl e behind
most logic analyzers is as follows . Probes bring in signals from
the equipment under development. Each three-position-toggle-
switch on the front panel of the analyzer can be set either to
recognize a 1 or 0 signal on any given input line or to i gnore
that input. The analyzers memory is enabled , however , when the
input conditions match the conditions specified in the switches .
The inputs are collected in the analyzers memory , one for each
clock pulse. The clock is synchronized to another clock located
in the system under test. As a new word is written , the oldest
word is purged from memory . A display formatter then acquires
data from memory and produces digita l displays , timing diagrams ,
or a map [65 1.

• Software Errors. The primary error symptoms which might lead to
the use of hardware debuggin g tools are the following:

Incorrect results
Abonormal initiation
Abno rma l termi nation
Inouts not accepted
Missing outpu ts
Excessive run time
Infinite loop
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3.3.2.5 BreakpoInt/Traps

Breakpoints and traps are debugging features associated with the interruption
of a program ’s execution. Breakpoints are interruptions generated by
hardwa re or software when locations or sta tements are execu ted or reference d .
Traps are interruptions generated by software when specific conditions are
met, regardless of where the condi tion is within a program ~g].

There are various types of breakpoints/traps as follows :

• UncondStlonal. For breakpoints , all executions or references to
a certain location or statement result in an interruption. For —

traps , all cases where a certain condition is met result in an
interruption [ 3, 54 3 -

• Conditional. For breakpoints , selective execution or references
to a certain location or statement result in an interruption .
For tra ps , selecti ve cases , where a specific condition is met,
result in an i nterruption [57, 1-1 , 79 3 .

V 

• Frozen state. In this mode , breakpoints or traps result in the
program execution being suspended in a status that exactly
reflects the result of all machine instructions executed prior to
encounteri ng the breakpoint or trap . Other programs inside the
computer still continue to run independently of the frozen
program , the frozen state applies to a program , not to the computer
i tself. It can be controlled in severa l ways depending upon the
computing environments , and whether the system is interactive or
batch [40 3 .

• Hardware (Breakpoint only). A hardware breakpoint is accomplished
by wiring a comparator module to a contro l switch panel . This
hardware addition matches the contents of the memory address
register with the contents of control switches in order to halt the
computer at the selected breakpoint address [1 3 .

Single or multiple breakpoints and traps may be active at the same time . ~riaddition , they are associated with some action to follow the interruption.
These actions inc lude [44, 57 , Il , 6, 3 , 54 , 8- , 79 1:

• Displays. The address of the breakpoint or the instruction !
statement resulting in a trap may be printed.

• Changes. A va l ue at a breakpointed locati on may be changed to
another va l ue.

• Branches. The executi on seouence may be altered .
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Breakpoints or traps are related to debugg i ng considerations as follows:

• Software Tolerance Requirements. Breakpoints and traps generated
by software degrade a program ’s execution time and require storage
for the instructions [~3 ). Hardware breakpoints have no limitations
in this regard [1  3 .

• Language Considerations. Debugging systems exist wh i ch allow break-
VPOIflt S and traps to be requested in ma chine -level language , hi gh-
level languages , or totally user-oriented termi nology [44, 6, 30 1. J .

• Interactive vs Batch Systems. Breakpoints and traps are used
primarily on interactive systems because they l ead to additional
debugging acttons [ 30] .

• System Hardware/Software Architect ure. All tvoes of systems use
breakpoints or traps in some form 3~~ 106, 93, 32, & 111 3. For
example, the POP-Il vendor-supplied ODT system provides two
breakpoint features: a search for specific bit patterns , and a
search for words which reference a specific word [11 1]. Hardware
breakpoints are frequently used in debugging real-time systems [118
distributed systems [37], minicomputer systems [1), and micro-
computer systems [1c61. Also , in a time—sharing system, terms
such as storage take on different meanings according to the current
state of the system . A particular segment of code may ~e in one or
another area of main storage , or it may be on an external storage
device , depending on the particular point in execution of the program .
Because of this , the programer must be allowed to qualify breakpoint
or trap requests to specify the exact item or the exact location of
the item of interest. This is usually provided by a related request
which allows specification of real or virtual storage , tasks
identi fication , external devices , program modules , etc. [8 3 .

• Software Errors. The primary error symptoms which most comonly
l ead to the use of breakpoints or traps are the following :

- Error messages
- Incorrect results
- Incorrect output format/sequence
- Excessi ve Output

3 .3.2.6 Reversible Execution/8acktrackin g

This debugging aid , also referred as flowback analyses [6) and traceback [51
allows the debugger to determine how control reached a point in the program
where an error occurred . Terminatin g program execution at the location where

J

an error message is outPut , allows the logic to be retraced. Retracing
program execution may be specif ied by number 3f execution steps , by labels ,  or
by values of Boolean expressions .

- 
- 
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Backtracking tools are related to other debugging considerations as follows :

• Software Tolerance Requirements Considerations. This technioue Is
not ap~Ticib1e to time critical operations~~i.e., data items
referred to in retraced instructions are set on a time or interrupt
basis). Al so , this capability generally requires a large amount of
core storage and is not appl icable to core-bound systems [94).

• Language Considerati ons. This capability has been used in systen5
which are essentially language independent in usage (e.g., HELPER
[57], AIDS [44 ] , and EXDS4MS [6 - 1) .

• Interacti ve vs Batch Systems. The capability is not available in
existi ng batch systems .

• System Hardware/Software Architect~~e.~ The backtracking tool
appears to have been empl oyed only on large scale systems . The
AIDS system was developed for the CDC 6600 . The EXDPI4S and
HELPER systems are essentially adaptable to more than one
machine , but are such a l arge systems that they too are appli-
cable only to large scale machines .

• Error Symptoms. The backtracking tool is actually applicable to
most pri mary error symptoms but would usually be appli ed for
the following :

- E rror messages

- Incorrect results

- Abnorma l terminations

3.3.2.7 ~~gram/Data Modifiers

The Program/Data Modifier too l is used to set or modify the contents of
specific memory locations , the values of program variabl es , or program state-
ments.

The followi ng forms of this tool exist:

• Interactive Modifications. Most interactive debugging systems
possess the capability to set or modify a program or its da ta via V

a user oriented set of coninands . For example , an IBM system [ 8]
allows the debugger to DEFINE certain private symbols , manipulate
them with the SET comand , and make decisions based on other values .
The MANTIS system [ 3] allows the debugger to change the values of
va riables and arguments by use of AT , ON CALL , and BEFORE RETURN FROM
comma nd s , in conjunction with FORTRAM-iike specifications (e.g., J
‘HELLO ’ , DOUBLE 5765.7890034, X (5) 1 , and &(4,5) 5).
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• Recompilation/CorrectIon. In ba tch sys tems , programs may be recompiled
or changed via sym bolic or machine level correctors to provide a
program variabl es or statement change capability . Frequently, this
tool is used as a breakpointing capability by allowing instructions
to be changed to cause the program to halt when certain instructions
and/or conditions are reached . Some interactive systems possess a
capability known as “partial recompl ’Iation” whic h permi ts sourc e
language modifications to be made while nearly eliminating the
requirement to completely recompile an entire program [4 3 .

• Hardware Modifications. The hardware monitor tools discussed
previously frequentl y enable th~ contents of memory locations to be
set or modified [39, 106 , 66 & 83 3.

The Program/Data Modifier tool is related to some of the other debugging
considerations which have previously been brought out as follows :

• Software Tolerance Requirements. This tool requires the program
modified to be in a static state , and obviously affects program
timing.

• Language Considerations. Debugging systems exist which allow program/
data setting or modificat ion to be performed in machine- level , higher
level , or user-oriented terminology [8, 67 & 30 - ] -~

• Interactive vs Batch Systems . This tool is available for both
interactive and batch systems. It is much more widely used in-
interactive Systems .

• System Hardware /Software Arch itecture. Large—sca le , real time ,
minicomputer , and distributed systems employ both hardware and
software versions of this tool . Microcomputer systems use only
hardware program/data modification tools [106).

• Software Errors . This tool Is actually applicabl e to most of the
primary error symptoms but is most coninonly appli ed for the following
errors symptoms :

- Incorrect results
- Inpurs not accepted
- Incorrect output format/sequence
- Missing Output
- Excessive output
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3.3.2.8 Data Recordlng,’Reduction

Data recording/reduction tools are used primarily to minimize the execution
timing impact when large amounts of data need to be accumulated and Output
for debugging purposes . These tools accomplish this by tranferring large
quantities of output data to an auxiliary mass storage device (typically
magnetic tapes) in an unformatted form (thus reducing requ i red processing
time). The data is later processed, selectively or in total , i nto a
user or debugger-oriented form. Data recording/reduction tools can be
categorized into the following classes :

• Pr~qram Execution-Oriented Recording/Reduction. This class of tools
records information on the processing steps tiken during execution
of a program. The recording Is subsequentl y reduced and displayed
to provide such debugging features as: source code tracing; fl ow-
back analysis (backtracking from the point of an error); motion
Picture type displays of values , source code execution , and node
trees . RAND’s EXDAMS and Univac ’ s TALK systems are examples of
this tool [ 6 & 86 ).

• Input-output Recording/ Reduction. This cla~ of tools records
information on program ’ s inputs and outpu ts or the computer
subsystem as a whole. The recording is subsequently reduced
and displ ayed to provide information on key interfaces . This
technique has been employed since early developmen t of large-
scale systems . The SAGE Air Defense System , for example ,
recorded radar i npu ts which were later reduced and evalua ted
by data reduction Drograms , and which could also be replayed
to precisely duplicate the origina l processing [45 .

Data recording/reduction tools are related to other debugging considerations
as follows:

• Software Tolerance Requ i rements. While the intent of these tools
is to reduce execution timin g impact , the recording logic and
auxiliary storage time contributes to degrading of program timing
and storage [93 ].

• Language Considerations. The program execution-oriented recording,’
reduction tool s are i deally suited for the provisi on of readable ,
understandable output . The translation of recorded data into the
higher-level sourc e language is shown by the EXDAMS and TALK systems
to be an easily attainable capability . Formats more user-oriented
than source language may be additionally supplied by these systems .

• Interactive vs Batch Systems. Both types of data recording!
~i~uction capabilities are employed by batch and interactiv e
systems. 
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• System Hardware/Software ArgJiitecture . The program execution-
oriented class of this tool is applicable to large-scale , mini-
computer , and distributed systems. The input/output class is
applicabl e to all types of systems, with monitor computers usually
performing the task on microcomputer systems [24]. The input/
output class is probably the primary tool used in debugging real-
time and distributed systems.

• Software Errors. Data record i ng/reduction tools are actually
applicabl e to most of the primary error symptoms but is most
comonly applied to the following :

- Incorrect resul ts

- Inputs not accepted

- Incorrect output format/sequenc e

- Missing output

- Excessive output

3.3.2 .9 Comparators

Comparators are computer programs used to compare current versions of
software and data with previous versions of the same software. The comparison
is usually performed on external input sources , (e.g. , between two system
master tapes , data base tapes). Compara tors are useful in disc losin a
errors existing only on one software configuration or version [116 ,47,60 ~~. 851.

Comparators are related to other debugging considerations as follows :

• Software Tolerance Requirements. Comparators have no apparent
r~Tation to tolerance requirements.

• Language Considerations. Comparators usually compare data in the form
in which it exists aT~~ough some have a capability for minor
formatting features .

• Interactive vs Batch Systems. Comparators are applicabl e to both
interactive and batch systems .

• System Hardware/Software Architecture. Since compa rators are
basica lly stand—alone , nff-line tools they are applicable to

v all types of systems.

• Software Errors. All of the prima ry error symptoms presented in
Paragraph 3.2 .2 mi ght lead to the use of comparator tco ls.

I
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3.3.2.10 Problem ~tatus Reporters

These tools ma intain a file of software problems found and resolved . The
tool helps verify tha t problems found are eventually corrected , and helps
maintain a history of the debuaalnQ process for analysis purposes (e.g.,
for too l evaluation) [13, 60 & 281.

This too l Is a stand-alone program which can operate completely Independent
of the system on which debugging is perforimad . The other debugging consider-
ations wh ich have been previously discussed have no relation to this tool .

3. 3 .2.1 1 Test Oeck List Tool

This too l is used to list the complete test deck employed when a problem was
encountered . It is normally run before the test is operated, and is attached
to the discrepancy report form associated with the problem If one is encountered
during pro~ram execution . It aids the problem duplication process [116 , 13].

This tool is a stand-alone program which is applicable main ly to batch systems.
It is usually not applicable to rea l time , distributed , or mic rocomputer
systems . The tool has no apparent relation to other debugging considerations
previously discussed .

3.3.2.12 System Status Sumary Tool

This tool produces a sumary of the hardware and software configurations at
the time a problem is encountered . It can contain such Information as the
computer system involved (in a multi -computer system), the magnetic tapes
used , disc configuration , other equipment status , the version of the operating
system used , the version of the corrector deck used , the version of any new
programs used , the data base ID , and the compool ID. It is very useful in
the problem duplication process [116 , 13].

This tool is a stand-alone program which is appli cable to both batch and
interactive systems in some form . The other debugging considerations
previously discussed have rio relation to this toOl.

3.3.. .l3 Checkpoint Tools

These tools are features of the system support system which allows the
capability to save an Image of memory or disc at any point during the
operation of single or multiple programs . The saved data may subsequently be
reloaded and processing can be Initiat ed from the checkpoint position. This
too ~s especially useful In the problem duplication process. There are
two main forms of the tool , as follows :

• System Save/ Restore. The contents of memory , genera l registers ,
program counters , disc and equipment status are saved on tape
or removabl e disc packs . They may suQseQuently b~e restored and
~rogram execution continued C 116 , 69J.

166

~~~~~ ~~~~~~~~~~~~~~~~~
- -

- —s. ~~~~~~~~ 
~~~~~~~~~~~~~



-.--
- - -

• Data Base Save/Restore. The updated data base is saved on tape and
nay be s~ibsequently restored . The programs which operate on this
data after the checkpoint can be re-executed from this poInt . [116 ,38 ].

These tools have no apparent relation to the other debugging considerations
discussed previous ly. For microcomputer systems , I t i s assume d an assoc ia ted
tool , suc h as a monitor computer , would be Invo l ved .

3.4 DEB UGGI NG MET HODS

The literature survey presented very little information on the methods employed
by debuggers to isolate and solve problems . The though t processes required
of the prograniner involved in debugg i ng probl ems have been described by
J. Schwartz [87]. Many sources discussed the need for problem duplication
in the debugging process , and the need for predefined debugging steps [6, fl.
In addition , many Sources detail ed on-line debugging systems and how they
were employed [6, 791. This discussion consolidates the debugging methods
discussed in the literature , and inc l udes descriptions of the following
processes:

• Preparation

• Understanding

• Duplication

• Elimination

• Symptom accumulation

• Debugging data collection

3.4.1 Prep~ration Process

Before debugging is initiated there are several .activities necessary for
the performance of debugging in a batch-mode system , inc l uding the
establishment of predefined steps to be followed by computer operators
when software problems are encountered during program execution. Such
steps include :

• Training computer operators to activate the debugging trace
fea tures , if av ailable , on occurence of a tight , Infinite
loo p .

• Dumping genera l registers and a memory map when a program
terminates abnormally.

• Recording the hardware and software. configuration at the
time of the problem If a system status sumary tool exists
in the support system . If not ava ilable, this data can
be manually derived and reported .

167

- ._t_&__ _ 
- ——-—- .~~.... sa ~~~~~~



-— - —.—-.——~~ .~~~.— - - -. ..- _—
~,.-•.——-- —— —.-—.‘—— - -‘- —... .—.-- -~~~~~ — -.--——.. 

~•-- — _ r—,-— - __ _

• Listing the test deck by operating the test deck listing tool ,
if available.

• Listing correctors active at the time of the problem .

• Operating a system or data base save/restore tool .

• Attempting to rerun the task , using backup tapes , etc , if
the error appears to be a hardware malfunction .

The exact predefined steps to be established are a function of the software
characteristics and the debugging tools available.

In submitting computer runs in a batch system, the job request form can be
used as a vehicle to indicate what shoul d be done for the various types of
problems that may be encountered. The same types of steps noted previously
can be requested , and in addition , the following requests might be
hel pful :

• Requesting dumps on the basis of error message
category (see Paragraph 3.2.3).

• Requesting rerun of a task wi th sense switches set so
that progranried diagnostics can be taken .

Some operating systems contain debugging capabilities to automat icall y
take predefined debugging actions based on types of software fail ares .
These capabilities include :

• Specifying an automatic dump on abnormal program
termination . In addition , specification of a certain
category of error messages which should result in a dump .

• Data recording of selective variables , tables , etc., on
abnormal termination. (The recordi ng can later be reduced
and displayed if needed.)

3.4.2 Understanding Process

During the program integration phase of development , the person doing the
debugging may not have coded the programs being debugged . A learning
process , therefore, might be required as the initial step when a problem
Is foun d an d reported . Fur thermore , problems reported by persons other than
the debugger usually require a communications process to take place.
Finally, given that the debugger has an understanding of the programs involved
in a reoorted problem and that a prob l em clearly exists , there remains
the task of determining what should occur , and what is , or is not , bein g
done. This Is requ i red for locating and resolving the problem. These two
efforts are often the most difficult part of the understanding process for
they frequently Involve trying to interpret the required operationa l
capability and user needs. The understanding process of debugging is aided
by the following :
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• Documentation. The need for quality requirements , development ,
product, and Interface control documents was outlined in the
disc ussion of software management methodology In Pargagraph 3. 1.1 .
Documentation is a key input to the understanding process. When
good documentation exists , the other tools and techniques might
not be necessary for the understanding process.

• Written Communication. For compl ex probl ems , a system should
exist which allows the debugger to communicate the most current
understanding of the problem . The Software Analysis Report (SAR )
method described in Paragraph 3.1 is one approach for communica-
ting problem status. It is especially important for complex
mathematics or hardware modeling problems where design and program
implementation need concurrence before a solution can be attempted .

• Verbal Communication. A system should exist which allows verbal
discussion of problems between the debugger , the custome r , and the
user. In the case of large-scale systems , discussions with inter-
faci ng contractors may also be required . The Configuration Control
Board (CCB) meeting approach described In Paragraph 3.1.1 is one
approach to formal verba l communication on so ftware problems .

• Source Code Analysis. Analyzing program source code during the
integration phase is the most obvious step in the understanding
process. Top-down design and structured programing practices
greatly benefit the understanding process. Al so , some software
tools exist which aid the source code analysis task. For examole,
language preprocessing, reformatting the source code into a more
readable forma t , and obtaining automated flowcharts to equate the
source code with the product specification aid source code under-
standing.

• Set-Use Matrix/Cross-Reference Ana lysis Tool. This tool
( descri bed in Paragraph 3.J .2.3) is important for understanding
the Interface relationships between programs/subsystems . It also
provides a link between the sourc e code and interface control
documentation.

• Graphics. Graphical display tools (described in Paragraph 3.3.2.4)
can present decomposed versions of software in terms of nodes ,
m odels , and graphs when augmented by sophisticated software.
These displays can simplif y the understanding of a program ’ s logic.
Graohical capabilities are very problem -specific in nature and it is
di ffi cult to generalize on their usefu l ness for systems in general .
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3.4.3 Dupli cation Process

One basic debugging requirement is problem duplication or repeatability . It
is required so that: (1) a problem can be shown to exist , and (2 ) debugg ing
tools can be applied during reruns to obtain more symptoms . If a problem
cannot be duplicated , the debugging process is significantly more difficult.
The following methods exist for duplicating a problem.

• Test Material Reconstruction. If a test deck listing (see
Paragraph 3.3.2.11) accompanies the software discrepancy
report , it can be used to reconstruct the exact inputs which
cause the problem.

• Hardware/Software Configuration Reconstruction. If a system status
suninary listing (see Paragraph 3.3.2.l2) was requested at the time
a problem occurred , it can be used to insure the proper hardware
and software configuration .

• Scripted Inputs. If a problem was encountered duri ng testing on a
test bed or monitor computer (see Paragraph 3.1.8.3 and 3.3.2.4),
the inputs are often made in the form of a scripted magnetic tape.
This tape can be used to reestabl ish the exact inputs which caused
the problem.

• Data Recording Re play. If a data recording/reduction tool (see
Paragraph 3. 3.2.8) was active when the probl em occurred , the
recording tape can sometimes be replayed to dupl i cate the inputs .

• Checkpoint Restart. If a checkpoint tool (see Paragraph 3.3.2.13)
was employed to save the system or data base , these may be restored
and processing continued from the checkpoint.

3.4.4 El imination Process

A vital step in the debugging process is the ordet-ly elimination of poss ible
factors related to the problem . This process of el imination is especiall y
important when subtle , obscure symptoms are presented . For example , if it
can be shown that a probl em only exists in the latest version of - a program,
further investigation via the accumulation of symptoms will often require that
only the updated portions of the program be analyzed .

The following methods can be employed to elimi nate the factors invo lved in a
prob1em~

• Reruns. The test can be rerun on the same computer , another
computer , or with backup tapes to determine a machine problem .
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• Reconfiguration. The test can be run with a prior version of the
program , witPl an earlier operating system, wi th correctors deleted ,
or with another data base to determine whether the problem has
always existed or is due to a recent change.

• Compari son. In association with the reconfiguration runs ,
comparator tool s (see Paragraph 3.3.2.9) can be used to compare
versions of programs, data bases , or correctors to determine
differences between versions . -

• Work -arounds. Work-aroun ds of suspected area s of code can be
made via selection of different program options , recompilation ,
partial recompilation , correctors , or program/data modifier
tools (see Paragraph 3.3 .2. 7) to isolate the problem through
el imination .

• Breakpoints. Breakpoints may be inserted before and after
suspected areas of problem code for taking dumps . The area can
then be divided into halves and brea kpointed again.

3.4.5 Symptom Accumulati on Process

Having obtained an understanding of the problem , dupl icated it , and reduced
its proportions to a manageable level , the intricacies of debugging begin.
The probl em symptoms presented to the debugger mist be examined so that
the problem cause can be isolated and a solution can be envisioned . The
following methods can be employed to aid this process:

• Determining Program at Faul t. For large-scale systems a tool
such as the set-use matrix/cross-reference analyzer tool (see
Paragraph 3.3.2.3 ) can be employed to isolate the prima ry
program to be investigated .

• Assign ment of Proper Personnel. After identification of problem
type , the proper personnel can be assigned to aid in the debugging.
For example, a problem with i ncorrect math results might be
assigned to both a math analyst and a programmer.

• Obtaining Extra Output. Usually not all of a program ’ s norma l
output options have been requested when a problem Is encountered .
In reruns of the test, additional output can be requested . This
might revea l the full ramifications of the problem .

• Determination of What Needs to be Measured. Sometimes this is the
most difficult task of debugging. Documentation and sourc e code
can be examined to provide likely starting points for the symptoms
accumul ation effort.

• Employing Debugging Tools. The debugging tools described in
Paragraph 3.3 can be used to accumulate symptoms until a
solution is envisioned .
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3.4.6 Debugging Data Collection Process

This process is a post-debugging activity which may not aid the current
debugging process. However, it does aid in the debugging of future
problems of the same type. The data collection process involves the
collection of information on how a probl em was debugged . There are two
methods available to aid in this process:

O Software Ana lysis Reports. SARs , or expanded discrepancy or
resolution report forms (see Paragraph 3.1.1) can be used to
describe how a problem was debugged .

• Problem Status Report Tool. A problem status report tool (see
Paragraph 3.3.2.10) can be used to maintain a file on the
discrepancy , reso l ution , an d software ana ly s i s reports on
every software probl em encoun tered .

The results of this process establish the necessary inputs for debugging
eval uation studies. It is an Inherent attribute of software technology
that it improves only when we learn from our mi stakes. Debugging eva l uation
studies should be conducted after each development effort using the debugging
data collection to improve the debugging metnoaology . The study snoulo
incl ude analysis of the effectiveness of both tools and methods , and
recommend improvements for future development efforts.
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Couemui4em*Lo,se .ad TiittL&g~ii~t (C’! ) a Lv~,tA*a e TtcJua ~Lcdai~ ea~ Lit.mLg aa&ppe~tt *LtM* a~eea o~ taeA*Lc&Z eouu~e.tt.see

A ~ ~ ov4dsd Lo E$D ~~~~~ OWcea IPO~) ej~ o~hsii E~
~ etease*te. The i~~~at £tchssLeaZ mLu~o* eiea~ .~e

e u c . e & o M~ eZ~~~I.s M.tL~ 9(L~~IMI mud cou~~oL. ~~~~~-vs~Uauses o~ ftOwsd mud u*oapace ObJICtI, £*tdt4iiu~.s è.6
eoLtsatLoi mud hmuudUut , Lu~o~ e&eui sya.tu, £eckuso~o,V,p%opmg&*Lous ~ULd ~~~~ ~c4tueu ~LMau~ ve ..

tLec.~.oii~Lc 4WmbWtij , me~L*to2ni&4 ,Ut~ mud
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