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security perceived on the application level. The report pres~nts 1 conceptuaL

model of distributed computation , and , in the context of this model , discusses

our approaches to inter—node communication and cooperation , reliabiLity, and

protection. One of ttte basic goals of our project is to allow the application

programmer to work with application—oriented entities. Thus , inter—node

messages, error handling and protection constraints will all be expressible in

application oriented terms. The report concludes wiCt- ~ some examp les of the

language constructs and an outline of the future research under this pro)ect.
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DISTRIBIJFED CO~iPUFER SYSfEMS : STRUCTURE AND SE~4ANTICS

Abstrac t

m i s  report describes on ongoing p r oj e c t  in the  area of des ign  of

d i s t r i b u t e d  sys tems .  rhe goal is to develop an e f f e c t i v e  programming  system

toa t  w i l l  suppor t  w e l l — s t r u c t u r e d  design , imp lementa tion , main tenance and

c o n t r o l  of d i s t r i b u t e d  process ing  app l i c a t i o n s .  This  programming  sys tem

combines  a power fu l  high level language and opera ti ng sys tem f e a t u r e s , and

addresses  the  u n d e r l y i n g  sys tem p rob lems  that affect the reliability and

se c u r i t y  perce ived  on the  app l i c a t i o n  L e v e l .  The report presents a conceptua l

,nodel of distributed computation , and , in the context of this model , discusses

our app roach e s  to i n t e r — n o d e  communicat i on  and c o o p e r a t i o n , r e l i a b i l i t y ,  and

p r o t e c t i o n .  One of tne bas ic  goa ls  of our project is to a l l o w  the application

programmer to work with app l ication—oriented entities. Thus , inter—node

messages, error hand l ing and prot ection constraints wil l , all be expressible .irt

applic ation oriented terms. The report concludes with some examp les of the

I in~~t i . i ge  c o n s t r u c t s  and an o u t l i n e  of the future research under this project.
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DISTRIBUTED c0MPUrER SYSTEMS: STRUCTURE AND SEMANTICS

Abst rac t

This r e p o r t  desc r ibes on ongoing p r o j e c t  in the  area of design of

d i s t r i b u t e d  systems . The goal is to develop an e f f e c t i v e  programming system

tnat  w i l l  suppor t  we l l — s t r u ct u r e d  design , imp lementation , ma in tenance and

c o n t r o l  of d i s t r i b u t e d  processing app l ica t ions .  This programming system

combines  a power fu l  h igh  level language and ope ra t ing  system f e a t u r e s , and

addresses the  underLying system problems that affect the r e l i a b i l i t y  and

s e c u r i t y  perceived on the app l i ca t ion  level. The r epo r t  p resents  a conceptual

nodel of d i s t r i b u t e d  c o mp u t a t i o n , and , in the  context  of t h i s  model , discusses

our approaches  to in t e r—node  communicat ion and coope ra t ion , r e l i a b i l i t y ,  and

pro tection. One of tne basic goals of our project is to allow the app lication

programmer to work with app lication—oriented entities. Thus , inter—node

messages, error handl ing and pro tection constraints will all be express ible in

app l ication oriented terms. The report concludes with some examp les of the

language constructs and an outline of the future research under this project.
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1. INTRODUCTION

Computer systems should reflect the structure and needs of the problem to

w r i i ch  they ire being applied . For many applications , a distributed computer

s y s t e m  r ep r e s en t s  a n a t u r a l  r e a l i z a t i o n.  For both technical and economic

reasons , i t  is l i k e l y  that for nany existing applications , distribute l

computer systems wi l l ,  r ep l ace conventional computer systems built -iround a

larg e centrai processor , acid that new applications will emerge based on

d istribut ed inforinat ion pr~~ ess ing .

The area of “distributed systems” has become a popular source of systems

research projects. This trend has been supported mainly by the rapid ly

falling cost of ~ompu ting hardware m d  the increasing power and flexibility of

.nini and mic rocolnputers. However , many research efforts in this area seem to

miss the most important aspect of the revolution in the hardware costs and

power: the steadily decr~ .ising entry cost of acquiring and operating a

free—standing , comp lete computer system encourages lower—level units within a

Larg e organization to acquire their own computers that consequently wi lL

operate somewtiat independentl y and autonomously from one another. The

administrative autonomy is re i l l y the driving force that leads to acquisition

of local computers dedicated to the applications of a particular organization

unit. However , it is necessary to anticipate that these autonomous computer

systems will have to be at least loosely coupled into a cooperating

conf ederacy that serves as the information system of the organization.

The basic technical problem in ~.hese emerg ing systems is to provide

coherence in communication among the nodes in a computer network while these

nodes retain their administrative autonomy. Technically, autonomy app ea r s  as

3
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a force producing incoherence: one must assume that operating schedules ,

loading policy, level of concern for secur ity, availability, and rel iability,

up date level of hardware and software , and even cho ice of hardwa re and

software systems wiLl tend to vary from node to node with a minimum of central

control. Further , individua l nodes .nay for various reasons occasionaLly

comp letel y d isconnect t~iemselves from the confederacy, acid operate in

isolation for a w h i L e  nefore reconnecting . Yet to the extent that agreement

and cooperation are beneficial , there will be a need for communication of

signa l s , exchange of dat i , mutual assistance agreements , and a wide variety of

otrier internode interaction. We hypothesize that one—at—a—time ad hoc

arrangements will be inadequate , because of their potential large number and

the programmin g cost in dealing with each node on a different basis.

Fcm e move toward distributed systems will be dictated not just by their

“naturalness” , but also by the many technical advantages they offer over

centralized systems. These advantages include the following :

Ava ilability . AvaiLability of information can be increased b y

rep l icating it it several nodes. This arrangement not only increases the

access bandwidth to the information , but in case of a failure of one of

the nodes or some communication link , the information remains accessible.

Protec tion. Distributed systems provide a better environment for

protecting information stored in the system and for coping with run—time

errors resulting from hardware failures or residua l design and

imp lementation errors. These advantages arise from the actual phys ical

separation of independent or loosely coup led compu tations and information

tna t belongs to different users. The physical boundaries of ind iv idua l

nodes prov ide “f irewalls” tha t (if properl y des igned) will preven t

• spread ing of errors originating in a particula r node to the rest of the

4
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system and protect information stored at individua l nodes from

unauthorized access or modificatio n by other nodes. As the most severe

protection measure , a self—cu ,tained node can be guaranteed privacy

during some sensitive operation by physicall y detach ing it from ~~e rest

of tne system .

~xpandability . As more users join the system or new services are added ,

it is not necessary to make any physical rep lacements in a distributed

systen. Rather , one or more new nodes need to be added to the system ; if

tile system is desi gci&~d pr ope r ly, it may be possible to  accomp lish this

without int erru pt io the service of the existing system . Thus ,

distributed systems offer a potential for a more gradua l and smoothcr

~rowth than systems with a Large central processor.

ru os , there are nmn y sound re~~ ons why applications should be implemented

as distributed systems . However , while it has been successfully demo ns tr-~ted

that it is not very difficult to interconnec t remote computers at the

electrical and inform ation bit LeveL , the effective utilizatio n of such i

network at a nigher softwarc arid app lications level is still missing . ~~
project discussed in ttiis report is aimed it solving the technical pr ob l e m s

that hinder the development of app lications for distributed systems. in

particuL ar , tim e goal of this pr oject is to develop an integrated programming

langua;e .ini oper it L114 system to support well—structured design iri d

imp lenentm t ion of iistr ihut~ d app lications.

1 .1 Distribut ed Systems Of Interest

mhe distri h u iLd systems considered in our proj ect can be described

loosel y as organizat ions of ~i i g im ly autonomous informat ion processing modules ,

caLled nodes, whic i cooperate in a manner that produces an image of a coherent

5
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s y st e n  of a c e r t a i n  defined level . Autonomy is the key characteristic that

eL in ialtes most nult L pr-o c ~ssor organizat ions from this class of d i~’ t r ib u t e d

s y st em s .  C e r t a i n L y ,  .m d i s t r i b u t e d  sys t em h~~s mo re th in one p rocesso r , si n ce

Lt has at least one processor  in each node .  However , in -~ d i s t r i b u t e d  s y s t e m .

t o e  nodes ar e  hi~ hty independent , each having its own pr i r n i r y  m e m o r y ,  p o s s i b l y

some s-coi d l ry stora~ e, a nd i t s  own i n te r f a c e  t h r o u g h  which i t  c o m m u n i c a t e s

with its enviro nm ent (e.~~. user terminals , sensors) . the i n d i v i d u a l nodes  - i r e

conoe c  ted ny  a con inu n  i c i t  ion n e t w o r k ;  t i le commun i cat  ion d e l a y  m a y  be h i~~h L y

V m r L I D  Le m d  unpred L e t  m b Le .  tu e  c o n n u i i  icat  ion n e t w o r k  m i  ~~m t be a lon~ — i i a u  I

i et w o r~ s u c h  as t i m e  AkP~ N E f  I R O B E 7 O I  , -m l o caL  are m n e t w o r k  [CLkR 7~~I , or a

su i t a n L e  comm i n - m t  ion of t h e se  two t y p e s .  Each node m i s  ac ce s s  to i t s  own

n e n o r v  o n L y ;  t h a t  is , i n t e r — n o d e  c o m m u n i c a t i o n  is p o s s i b l e  o n l y  b q  e x p l i c i t L y

e x c n a n g i i ~ -nessi~~es , no t tmi r ou~ h sha red  m e m o r y .  F i n a l L y,  p h y s i c i l

( .~eo . r m p h i c a l )  r e o r g a n i z a t i o n  of th e  nodes  and the  c o m m u n i c a t i o n  n e t w o r k  is

assu m ed not  to im pai r t o e  sy s te m’s f u n c t i on a l i t y ;  t ue  onl y change ni ght be in

t i m e  s y s t e m ’s pe r f o r m a n c e .

1.2 Comparison Of Our A p p r o a c h  W i t c i  R e l a t e d  Work

Lie ass u mp t  ion of m i t t o n o n y  of t h e  nodes  t h a t  compose .m d i s t r i b u t e d  s y s t em

is t u e  most  i m p o r t m u t  i ngr e d  L e n t  t h a t  d i s t i n g u i s h e s  our  work .  However , on ce

autonomy is assumed , the next issue t h a t  -irises is to devise techn[qes Cul t

p e r m i t  p r o g r a m s  r u n n i n g  on the a u t o n om o u s  nodes to c o n m n u n  i c a t e  in -i c o h e r e n t

f ish ion. We ire 0 1111 in g  It 0 high level of coherence that is

a p p l i c a t i o n — i n d e p e n d e n t  bu t  p e r m i t s  c o m m u n i c a t i o n  among the  nodes in

ap p l i c a t i o n — o r i e n t e d  t e r m s .  t~iis high level of app lication—independent

c o u er en c e  d i s t i t i  ~u i su e s  our  a p p r o a c h  f r o m  o t h e r  work that is based on the

• 
l s su m p t  ion of mu t o n o m o u s  nodes. Most work has either provided -i very low

6
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Level ot coherence (e.4. ti l e A R P A N E t )  or has prov ided coherence within a

s p e c i f i c  a p p l i c a t i o n  ( e . g .  t h e  NSW works manager  [ M I L L 7 7 I ) .  The re  is some

work  re [a ted to o u r s  in p r o gr e s s  a t  Xerox  PARC , b u t  again this work is

focus s  i ’mg on a v e r y  spec if ic ipp l icat  ion — — o f f  ice a u t o m a t  ion .

l i m e  p r o b l e m  of  s i m ul t a n e o u s  up da te , mak ing  an iden t  ical  or a L o g i c a L l y

r e L a t e d  ch a n ge  a t  sever  m l  s i te s , h i s  received considerab le stud y [~~l{AY78 ,

~- 1ONT 78 , RE E D 7 3 , R 0 t d 7 7 , Sr E A 7 n , tAKA7 S , THOM 7 6I  . However , we r e m a i n

u n c o n v in c e d  that m s o L u t ion to this p a r t i c u l a r  problem is crucial to our

rescm r ci ~. R a t h e r , we v i e w  o u r  sys tem as p r o v i d  ing an e n v i r o n m e n t  in wtm ich arm y

o m e  if  s e v e r a l  S i : n u L t m u ous up date m L g o r i t l m m s  ca m be im p L e m e n t e d  as nee d ed

t h i s  p o i n t  d i s t i n g u i s t i e s  our work f r o m  SD D — L [ R O t [ 17 7j  , f o r  examp le , s i n c e  t h a t

p r o j e c t assumes a v e r y  p i r t i c u t i r  t e c h n i q u e  f o r  imp l e m e n t i n g  s i m u l t a n e o u s

up d a t e .  SD D— L u s e  m a ke s  v e ry  r e s t r i c t i v e  a s s u m p t i o n s  a b o u t  t h e  a u t o n o m y  of

trm ,� nodes of  t im ’ system.

D i s t r i o u t e d  sy s t e m s  ~u v e  only L a t e l y become a f o c u s  of p r o g r a m m i n g

I u T I g U m g e  r e s e m r c h .  Lii t h e  p i s t , p r o g r a m m i n g  l anguages  have  m o s t l y  not

u ld r ssed concurrent programs . ‘lore r ec e n t  l anguages  ( e . g .  C o n c u r r e n t  P a s c a l

[ B R I > 7  ~ , lod u la  [ W U ( t / 1 1  I h i v e  ci ud f e m t u r e s  f o r  c o n c u r r e n c y ,  but within tne

c o n t e x t  of i s i n g le  proc essor: t hese  Languages  i r e  b a s e d  on the  . issutnpt  ion

L i m i t  p r ) 4 r i m s  i n t e r  m c t throug h s h a r e d  m e m o r y ,  which i s  not  c o n s i s ten t  w i t h  t he

con c ep t  of I u t ) n o m f l o u s  m o i~~s w i t h  p r i v a t e  m em o r y .  There  is r~ l at ed  work - mt

O~~f o r l [HOA ~~7 7 1  , t h e  U n i v e r s i t y  of m (o ch e st e r  ( F E L D 7 7 I  and a t  MI T E D E N L 7 5 ,

H E W I 7 6 I  , h u t  t h i s  work lees  r i o t  p lace s t r o n g  e m p h a s i s  on i n t e g r a t i n g  the

I i c i g m i  g e  and ope r i  t i n ;  sy s t e m  f e a t u r e s .

End ed , we f e e  I L:mit our  emp h a s i s  on In t e g r a t i o n  of I m n g u a g e  .mnd s y s t e m

is f u r t h e r  k ey  f I’ Lor i n  o u r  work that d i s t i n g u i s h e s  i t  f r o m  o t h e r  r e l a t e d

w o r k .  ‘-lim li o f  whi t i t s t r  ih u t e d  p r o g r a m s  do f i l l s  I n t o  w h a t  is u s u a l l y

7
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c o n s ide r e d  to be t h e  s y s t e m s  tr e a , including such t o p i c s  as s y n c h r o n i z a t i on  of

access  to shared inform u t iota , and protection. However , p r o g r a m s  a re  w r i t t e n

in u p r o g r a m m i n g  l i r u g t m u g e , and pr ope r  p r i m i t i v e s  in t h a t  lan g u a g e  can g r e a t ly

infLuence the s t r u ct u r e  of p r o g r a m s .  By i n t e g r a t i n g  the  two a reas  we expec t

to m c i i  L eve  -l g r e m t e r  i m p a c t  on the  construct ion of d i s t r i b u t e d  sys t em s  t h a n

cou ld be m cco n p l i s l i e d  in  e i t h e r  a rea  s e p a r a t e l y.

2.  S t U D Y  OF A P P L I C A t I O N S

It  i i  L s s e m m t  i i L  t i l t  t h e  m e ch a n i s m s  we deve lop  to s u p p o r t  c o n s t r u c t i o n  of

d i s t r i b u t e d  ap p l i c a t i o n s  cove r  t he  r e i L  d i s t r i b u t e d  p r o c e s s i n g  p r o b l e m s .  To

t h i s  end , we h i v e  s t u d i e d  .u number  of  ipp l i c m t i o n s , b o t h  b y d i r e c t  o b s e r v a t i o n

[ S V O B 7 S A , S V O B 7 S B I  m d  by  s u r v e y i n g  r e l a t e d  work  as d i scussed  e a r l i e r .  Th i s

s t u d y was h ampered  by  t i m e  L i c k  of e x i s t i n g  d i s t r i b u t e d  s y s t e m s ;  f o r  e x a m p l e ,

b u n k i n g  sys tems  ir e  101 ye t  d i st r  L h u t e d , a l t h o u g h i d i s t r i b u t e d  s y s t e m  is

be in;  p l a n n e d . there f o r e , we h i d  to  supp l emen t  ou r  s tud y b y s k e t c hin g  d e s i g ns

f o r  f u i t  ire s y s t em s

Sever m l  d i f f e r e n t  classes of d i s t r i b u t e d  a c t i v i t i e s  have been i d ent  I f i e d :

Invocat ion of r e m o t e  s er v e r s .  A message Is sen t  to a remote  node

i n s t r u c t ing some s e r v e r  i t  the  node to p e r f o r m  a c e r t a i n  o p e rat  ion ;  u

r e p l y  ( r e q u e s t e d  i n f o r m a t i o n  or an acknowledgement  if  no da ta  is to be

r e t u r n e d )  c o n f i r m s  t h a t  t h e  o p e r a t i o n  has been p e r f o r m e d . The m a i l

s y s t e m  in the A R P A N E t  is an e x a m p l e  of t h i s  type  of app lication.

A t o m i c  T r a n s a c t i o n s  on D i s t r i b u t e d  D a t a b a s e s .  To p r e s e rv e  the  integrity

of u l i t  Ih us , it may be n e c e s s a r y  to p r o v i d e  a m e c h a n i s m  t h a t  g u a r a n t e e s

t i i t  e i t he r  i l l  up d at e s  s p e c i f i e d  b y ‘i transaction w i l l  be p e r f o r m e d , or

none , rio m at  t er  how t h e  L r u n s u  t ion I i i  I s .

8
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D i s t r i b u t e d  Dat a  P rocess ing.  If  the large quantities of data residing mt

different nodes are processed , a problem may arise even i f  no up d a t e s  are

performed , whi ic ii is to minimize the data moved between nodes in o r d e r  to

- pertor :n time desired operation. An examp le is query processing in a

d i s t r i b u t e d  d i t i b a s e  sy s t em .

Distributed Problem ~~~~~~~~~ This describes systems where the cost

(overhead) of mmu int l in trig a central ized g lobal view of the system state

amid control is p r o m i  ib  i t  i v e .  Iii such systems , each node knows onl y a

pirt i .uL state of t i l e  s y s t e m  and h a m s  to make I n t e l  L ig en t  guesses , f r o m  t u e

i n f o r m a t  iota rece ived f r o m  o t h e r  nodes , about  the  res t  of  t h e  s y st em .  An

exa m p Le of  suc h in .m pp t ic m t iota is a d yn am ic  rou t  ing aL g o r i t h m  f o r

s t o r e — a m i d —  fo r w . mrd  n e t w o r k s .

Distributed Pr ogr i mm i n ~ Sy s t e m .  i n s  is u d [ s t r i b u t e d  v e r s i o n  of a

~ene r ml purpose time sharing system. The assumption is that it is not

possit I .e t o  r e s t r i c t  in advance t h e modes of sharing among users , it is

n e . : e s s i ry  to cornmu m’l i c u t e  both  d a t - u  md p r o g r a m s , h u t  from t h e poi n t o f

v i ew  of t Lae m e c i m mn i c s  of the ac tu . i I  e x c h an g e  of i n f o r n i t  ion t h i s  t ype  of

s y s t e m  c o u l d  he i n c l u d e d  i n  the first category.

the d i s t r i b u t i o n  can take  p l ace  a l ong two m a I n  l i nes , based on f u n c t i o n a l

s e par a n  i i  i t y  or on t i l t  non—tin  i f o r m  d i s t r i b u t i o n  of th e  use of d a ta ba s e s .

F u n c t i o n a l d i s t r i b u t ion means  t h a t  d i f f e r e n t  nodes s up p o r t  d i f f e r e n t  s e rv i ces .

Such s y s t e m s  seem n a t u r a l  f o r  c on t r o l  of i n d u s t r i a l  processes , where  d i f f e r e n t

nodes control d iffere nt parts of ,m process , or in suc h systems as aircraft ,

where different nodes process i iform atlon from different sensors. However ,

tmai s approach seems ilso to be advantageous in service set lrs such as banking

( SV OB 7 8~~I

9
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Database  d i s t r i b u t i o n  c h a r a c t e r i z e s  sys tems wh ere an i n d i v i d u a l processor

s u p p o r t s  the  same s e r v i c e s  bu t  on a different part of a database. A typ ical

examp le is a back w i t h  many b r a n c h  o f f i c e s .  Each b r a n c h  has i ts  local

accounts , but  i t  should  be ab le  to serve a bank’ s customer  whose account  is at

a n o t h e r  b r a n c h . Since  suc h rem ote  r e q u e s t s  are much less f r e q u e n t  than

m a n i p ul a t i o n  of the locaL accounts , p a r t i ti o n i n g  of the bank ’s accounts

d a t a b a s e  ( t h a t  is, maintaining accounts on a compute r  at  t h e i r  local b r a n c h )

is a n a t u r a l  a p p r o a c h .

It mus t be said t h a t  the  d i v i s i o n  b e tween  f u n c t i o n a l  d i s t r i b u t i o n  and

d a t a b a s e  d i s t r i b u t i o n  is not  c l ean ;  in most  cases , a d i s t r i b u t e d  system w i l l

to some e x t e n t  inc l ude b o t h .  The l a t t e r  case , however , implies an integrated

da tabase , w h i l e  in the  f o r m e r  case ( f u n c t i o n a l  d i s t r i b u t i o n)  the  da taba ses

used by i nd iv idua l se rve r s  are  much more  i n d ep e n d e n t .  The f u n c t i o n a l

d i s t r i b u t i o n  is the  more  gene ra l  case.  In e i t h e r  case , a d i s t r i b u t e d  da tabase

represents a spec i a l  p rob l em , the need to e n f o r c e  c o n s i s t e n c y  constraints that

span several nodes. It is not clear how often this problem actually arises ,

but it cannot be ignored .

It can be concluded that the basic paradigm in the class of distributed

systems that our project is addressing is the invocation of remote servers.

This can be viewed as a communication protocol of much hi gher level than , for

examp le , the host—to—host communication protocols currentl y emp loyed in he

ARPANEt . the implementation of such high level pro tocols , however , may need

to differ , depending on the type of app l ica t ion , and possibly on the

efficiency and reliability requirements of the app l ication. Therefore , we

should not aim to design such high level protocols , but instead develop a set

of tools that facil itate design and imp lemen tation of such pro tocols.

10
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Finall y, an applic ation stud y by  d’Ol iveira (D0L1771 revealed an

Important result: tnere are strong pressures toward decentraliz ation for

s o c io l o g i c a l  m d  p o i iti cul rather than technical reasons. We infer from this

study that decisions ihout the distribut ion of information among the various

nodes will ne node b r  exteraal reasons t h mt only the  app l ication Itself can

specif y . tous , the app l i emt l o n builder must have control over and understand

tue  p l u c e i n e n t  of i n f o r m n u t  i o n .

3. THE TARGET OF THE PROJECT

to s u m m a r i z e , we v i e w  a d i s t r i b u t e d  sys tem as a c o l l e c t  ion of autonomous

nodes t h a t  communicate onl y by i n f o r m a t i o n  exchange over true c o m m u n i c a t i o n

n e t w o r k  t h a t  c onn e c t s  t h e m .  In such a system , at Lea st two levels of

coh erence  mus t be enforced . One level is the app lication Level itself. The

second level is the set of internode communication protocols that facilitate

the physical exchange of information (packets of bits) . But there is a large

gap oetween the app Lication and the low level communication protocols.

Us ua l l y, this gap results in a rather ad hoc imp lementation of the

app l i c m t  ion .

Our target is an intermed iate level , cal led the programming system , which

will support a well—structured design , impleunentution , ma intenance and control

of distributed appLicati ns. this level is more than a programming language

in a traditional sense . Rather , this Level is envisioned as a set of tools

that include primitives found in conventional higher level languages such as

Pascal or PL/l , ~ut mlso primit&~ es normally assumed to be par t of an

operating system , for example , long—ter m storage and cataloging of information

or control of protection safeguards. Thus , this programming level wi ll

Ii
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integrate Lime programming language amid the op e r a t i n g  s y s te m .  Mor e s t r o n g l y ,

itais level will integrate a progr amming language and a distributed operating

s y st e m .

tru e  design goa l s  f o r  th e  p r o g r am m i n g  sys tem inc Lu d e :

Ai m f or  m s a l e v e l  as pos s ib l e,  bu t  a~~~l i cat i on  indqpendent. Our

s y s te m  is in t en d e d  to  be used to i m p l em e n t  many d i v e r s e  a p p L i c a t i on s , f o r

examp le , b o t h  comman d mu d c o n t r o l  sys tems arid administrative systems like

i n v e n t o r y  c o n t r o l  sys tems .  To a d e q u a t e l y s u p p o r t  such a c lass  of

a p p l i c a t i o n s , t h e  l anguage  shou ld  be is h i g h  l eve l  as possible  but

g e n e r al  p u r p o s e .  One need t h a t  a l l  app l i c a t i o n s  share  is the  a b i l i t y  to

exchange potentiall y quite sophisticated messages.

Support well—structur ed programrnn inA. Since our primary motivation is to

ease the task of t im applicati on progr ammer , we feel that the embedded

language should borrow from existing language work , in particular

b u i l d i n g  on I - m r m g u u g e s  such as CLU [ L I S K 7 7 J  and Al ph a r d  [ W 1JLF76 I , which

aid in time production of well— structured programs by providing powerful

abstraction mechanisms. Of part icular importance is the data

m b s t r a c t i o n , which  cons i s t s  of a set of objects together with a set of

o p e r a t i o n s  t h a t  provide the onl y mea ns for  m a n i p u l a t i n g  those o b j e c t s .

Dat a  a b s t r a c t i o n s  have been investi gated so far m a i n l y  in the  con tex t  of

c e n t r a l i z e d  p rocess ing . We believe that they will be even more useful in

the  type  of d i s t r i b u t e d  sys tems assumed in our work , because they prov ide

a p o w e r f u l  tool in o r g a n i z i n g  a cohe ren t  s t r u c t u r e  where  the  d a t a  of the

a p p l i c a t i o n  and the  a l lowed d i s t r i b u t e d  sharing is descr ibed in

a p p l i c a t i o n — o r i e n t e d  te rms , independent  of the i d iosync rac i e s  of the

ind ividua l autonomous nodes.
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Since we are d e a l i n g  w i t h  a d i s t r i b u t e d  e n v i r o n m e n t  where  an

operation defined on the app l ication level may require the assistance of

several  nodes , the  language mus t suppor t  c o n c u r ren t  a c t i v i t i e s  (process

abstrac t ions) . Extensions of sequential languages will be necessary to

achieve this. To enhance ease of use , we will keep the language as

conventional and conservative as is consistent with our other goals.

Supporc  c o m m u n i c a t i o n  in te rms of a b s t r a c t  o~Iects. Autonomous program

units need to comamunct ite in terms of time kinds of high level objects

t hey  m a u m i p u l : m t e .  For examp le , the  ARPANEt supports one sort of “high

Leve l  o b j e c t ” , t ru e  ASCI I  f i l e , bu t  any  o t h e r  f o r m  of da t . i  mus t  be

t r a n sm i t t e d  as a sequence of b i t s  and exp l i c i t l y  transformed from one

representation to a n o t her  by a user  w r i t t e n  p r o g r a m ,  the language  s h o u l d

support communi cation in terms of a b s t r u c t  o b j e c t s , r e g ar d l e s s  of the

relative location of the sender mod th e  recipient of m message. Two

advant m ~~ s iri se froa m i s  approach. First , u clear statement can be

n u d e  about  t i m e  p r op e r t  i s  ti d . u t . m  i i i  tim e units lepema d on. Second , i t

is  c I~e m r  n o w  L,) hectm mp l i s o  t i m . ’ p r o e s s i n g  t n - i t  i s  n e e d e d  to tr ansl ate in

o b je c t  i n  neai o r v  i n t o  u t i e s  ~~~~ t r umi sp o rt u bl e h v  t i l l  c o m m u n i c a t i o n

me twork m d  v i - - ver s m : t i l e  t r m i s  [ u t  i o u  t ~ I .  onp 1 1 -cm. i us t o g  s p e c i a l

opera tions .11 Li.’ t b j t t e t  ~ tV ~), . ~~~ t C  I i t  t i u i ,  K i l t  I ut t rii aslm t io r u is

a l w ay s  needed; i I m m y m  uge t I m u t  r e q . m m  r .~~~~-n. ’ m g e ~ i i  be conpos ed o f  low

lev e l ob j e c t s  s i m p l y  o b M - i r , s t m i ~~ I i t .

A l l ow exp lic i i  c o n t r o L  ‘I t h e  app i he a t  ton 1 i . i r t h m t  I n .  Conceptu ally,

the t a r g e t  l ev e l  c in be v i  w. I m- . ii u b s t  r u t  n e t w r K  i i  pr - . , Sses ~her .e

upp i [cut ion—def t o e d pr ce s s e~~ c o n f l u u u m i c  i t .  v i i  ness uges l i i  I t  .‘ o n r u t m a  h i g h

level commands , da t u m u d  r esp on - ’. s • In i l l  t i e  m l  ~1 t u i t i o n , t t m I s  i s  a ll

t o u t  wou ld  need t t  he  seen  b y  I i .  i p p i i it [on pr .’~ r m ;n ~n. ’r . i-4 ta wever ,

1 1
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u n d ern e a t h  t h i s  a b s t r a c t  ne twork  is the  set of p h y s i c a l  nodes and t h e

communication lines that connect them . Our study of applicatio ns his

indicated that time napp ing of the objects used by an app l i c a t i o n  i n t o  t ime

p h y s i c a l  set of nodes has to be made visible to the applicati on

p r o g r a mm e r .  We are  as suming  tha t  objects to no t move d y n a m i c a l l y  f r o m

node to node , d ep e n d i n g  on the degree of demand ( s u c h  d y n a m i c  n i g r a t  ion

is o f t e n  assumed in t h e  “d i s t r i b u t ed ” sys t ems c o n s i s t in g o f ma ny,

r e l a t i v e l y t i g h t l y coup led , m i n i  or m i c r o p r o c e s s o r s ) . R a t h e r , when a

s p e c i f i c  node is chosen to be the  (new)  home of a particul ar object , un

in stillation of the object has to be explicitl y requested using command3

p r o v i d e d  b y the  p r o g r a m m i n g  sys tem . This a s s u m p t i o n  is based on t oe

~e I t e f , d i scussed  e a r l i e r , t h a t  many of such p l a cem e n t  decisions will be

based on n o n — t e c h n i c a l  f a c t o r s  e x t e r n a l  to the  s y s t e m  [D 0 L 1 7 7 1

~~~~~o r t  sharing, lime programming level mus t support sharing of

info ramut ion  represented as objects that reside at different nodes m u d

nel orug to different users , where how the information is to be shared is

defi ned by toe app l ic ut ion . An important aspect of sharing is t o  pr ov i i .

controls thi t regulate the patterns of sharing so that protection and

s y n c i m r o n i z m t  ion constra [ruts are properl y met. It is u l s o  neces sa ry  to

s o l v e  p r o b l e m s  i t  n a m i n g  across  nodes.

Support reliable (robust) ~j~~~atLons. Re l iability is one of the m ost

im port m nt goals of our project. A distributed system , by its very

ma ture , prov ides i potential for enhanced reliability. However , to

exp loit this potential , the sys tem and the app lication have to be

properiy designed . An arrivin g message mus t be tested for integrity and

authenticit y , using a combinatio n of automatic system features and

•upp lic at ion dependent procedures , and there must be control over t imeouts

14
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mo d i i . ’ i m u m b e r  o t  ret ries t or m n e s s u g . s s e nt  b u t  for wtmich a rep ly has not

u ) ’ e l m  r e i v e t .  It is ml s t  Je~ j r a b l .  to have a means for specifying that

un tIl l ~~l I )  i K l ~ ) - upv  i s  r . i u m ’ s t e d  f o r  in o b j e c t .

~~~~~~~~~ - ! i i l u e H ~~~ ~~~~~~er n 5  01 use.  4e c an n o t  expec t  an app l i c a t i on to  be

wr m I t en  ‘i e m o d  i . v - r n o t  it ted . First , true system will grow by t i l e

m i d  i t  t o m  t l w  ia l. s . Second , new p i t  t er n s  of use will arise involvin g

- St i :m ~ or  l w  ~ i ‘c.s o l n f . u r a u . i t  t o m . thus  • we c-un expect

~‘n. ~ r i o  m i t  i n u imi d p r )  t e e  t i on  const  r i i mats to c l i i nge  with t i m e .  In is

- u m i ; .  n u m l m at c m u s e  u i p ~m i v u l  in  t i m e  d e s i g n  of existing parts of the

ipp l I - i t  m imi .

~~.
- w i l t  I ~~~ I ~e t i  i t  t h e  e n v i s  i med pro~ raummm ing system is maot

i t  ~ i I , 1 t a r tOe ~~i 1 u~ er , but f o r  t i me ap p l i c - i t  ion builder (programmer)

althou gh in ~~‘ -mm . civ r uIli , :t( (50 ii u s  LCS) t i m e r e  Is o f t e n  l i t t l e  d i s t i n c t i o n

be tween t m .  tw . cI i s -~~~s of users . A lso , it should not be necessary f o r  al l

rio !, -
~ i t  t i  I t  ~t r i .  u t  . 1  -c - 1  e n  1.’ s up p o r t  time full language; each node need

- o il v s m u ~ i t  th ’ upp rap r i iii ’ (ii i -gu i level) internode commun icat ion protocol.

.. ti IIERENCE VS AUTONOMY

- in ce m u a to im mim y is s i l l  i b u s i c property in our model of distributed

sySt.’ mls , m l i t u r  m l  lumest tout to ask i s  how much time coherence that we strive

- u r  i n  a i r  p r o  ee l  c o a s t  r i  I n s  t h e  a u t o n o m y  of ird iv idua l nodes. The last

Sec t ion m i t  i c i t e l  Lii I t  u t  Ic i s t  t h r e e  leve l s  of c o h e r e n c e  a r e  r e q u i r e d :

1) .mpp l i - - m t  j o n  level

~) pr ag r un n i r m g level for distribut ed app lications

I [n t  r— node I o- fl i fluiu i IC i t  ~On p r o t o c o l s
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t i m e  mi~ ed f o r  - i i i ,  reli c nm [eve ! I mod 3 i s  unque s Lion -m b Ic. However , leve l  2

i n m y  not -me uu ec, ssirv , c~ pee i m l i v  if t h e  s y s t e m  is des igned  f o r  -a s i m m g l e

spec it L mpp l m e  m l  t o n .  L . v el 2 i i  i s  be~~ m tnt roduced is u result of a desire to

prov  ide m i  c i  1. - i  iv . p r u g r  mm ~n l u g  l iv  m r o ilm ent  f o r  imn p l e m n e n t a t  ion of a variety

ci d i  s i t - i  n u t  ‘d app l i ca t m oil -, . l~~uis , t u e  iii )ve quest ion can be restated as:

does tim L s inte r im. ! t l ie  e v t ’l  i n p o s e  u mm v i . Id  i t  lon a  I constr i ints on t u e autonomy

if j rid i v  j lum I nodes t4 ne I i ’Ve twi t i t  does  n o t  add new c o n s t ra i n t s , b u t

nero iy liv i les time coast ru  ints j u l i O  tw O  c i t e g or  L’s: tile constr I ints that have

to oc observe ! ov t m  ap p l ic - ut ion progr mmnme r , and t h e  constraints that the

app l ic ut ion p r og rm ,u ul n c r Imo longer ii us to b~ mw ire of , s i n c e  t i m e  p r o g r a m m i m a g

system - m m m d  les tume m i-a r him.

P.is i c u l i y ,  autonomy mi s  two different aspects:

~~perational Autonomi . A mode can o per a t e  (at least to soune d e g r e e )  even

w~~ilc it is compl etel y cut off tim e rest of the system .

Ad am iii is t rat lye AutonomI. Time ow m m e r of m uaod e can e x e r c i s e  a cer ta in

degree of coiatro I aver time use of the  node even  w h i l e  the node

p i r t i c i p a t e i - i  ~ li a d i s t r i b u t e d  a p p l i c at i o n .

B o t i m  o f  tu i e s e  anpects have to be considered in the design of a distributed

s y s t e m ;  b o t h  i n t e r f e r e  w i t h  th e  goal of coherence.

A goa l d i s c u m i - c - m i o n  of tune mechanisms needed to solve the p r o b l e m  of

c i p e r i t i o n i t  au t o n o m y  c a n  be found  in I M O . 1t 7 8 1 .  A d m i n i s t r a t i v e  au tonomy i s  a

brom i er and less understood issue . On the app lication level , administrative

iu t oi m a nv is msso c Lm ted with in m d  ividua l or a group of peop le , users or

project unan m~ ers . Potentiall y, mor e than one autonomous project or service

Cm)uld be supported on the s ime node , or sever a l nodes could form such an

autonom ou s uni t . the coherence required to join such autonomous projects or

services is determined strictl y by the app lication; there are also many
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situations where , on th e  ipp lication level , local autonomy is comp letely

supressed . truus , time a p p l i c u t  ion limits the a u t o n o m y  a f f o r d a b l e  in the

individua l nodes. The maotion of administrative autonomy needs to be defined

more form ally ; at time present time , only some pra ctical examples of the

p o s s io l e  n a u a i f e s t u t i o n s  of autonomy are given:

S e l e c t i o n  of the hardware components and their configurations. Even i f

t im e overall system has to be homogeneous at the machine level , it is

s t i L l  necessar y to selec t for each node a particular processor the amount

• ni in memory amid secondary storage , etc. Such dec isions can be

e n t i r e l y  autonomous ; tumey weill depeiad mostl y on the type and tim e amount

of wori to be done at time particular node , r ather than being dictated by

time oDligu t i oma to support u common hig h—level language.

Local  S o f t w a r e .  In addition to supporting time common programming

l u l i g u L u g e  mo d t i me in t e r — n o d e  c o m m u n i c a t i o n  p r o t o c o l s , a d d i t i o n a l  s o f t w a r e

f o r  l o c a l  needs can h e developed , m a i n t a i n e d , and run  on i n d i v i d u a l

nodes. Also , the imp lementation of the common programming language and

the commun i c i t ion protocols can d i f f e r  f r o m  omae node to anot !aer , as long

as the  i m n p l e m e m a t m t i o t m  c o n f o r m s  to the  s p e c i f i c a t i o m a s .  I t  il so  may be

possible ttm at some nodes mac ed not  s u p p o r t  more than onl y a small subset

of time common l a ng u a g e  in order to be able to handle their parts of the

distributed app lication.

~aming . Each node cun have its own independent way of naming its local

ob j e c t s .  Lowe r l e v e l  names  may be comp l e t e l y  i n a c c e s s i b l e  f r o m  o u t s i d e

time node .  An app l i c a t i o n , however , may e n f o r c e  ,u uin i f o r m  one—leve l

tm u i n i n g  sp a c e .  A l t e r n . m t ivel y ,  a structured name space may be used , where

euc h i n ume consists of the name of the  node c o n t a i n i n g  the o b j e c t  and the

local umame for that object. If tim e fact that the system is distributed
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must be invisible to the emad user , the name space seen by the user must

be one—level. Somehow , however , this type of name mus t eventuall y be

t r an s l a te d  i n t o  a structured nam e space to locate the desired object.

f imus tim e extent to wtaicia time autonomy in assigning names is constrained

depend s on time app lication.

A v a i l a b i l i t y  of local resources. Each node can control access to its

private obje cts (not part of the common application) . Local control of

Objects that ire p .art of the common application may be restr icted b y the

app lication . Similarl y, the need to use local hardware resources imposes

comastraint s on the individua l nodes; a node m a y not be free to refuse a

request to perform some service in order to do some local work or

disconnect for maintenance. While these constraints , due to the

decentralized control of individua l nodes , cannot be enforced physically

at  ti m e moment of crisis , they can be euaforced outside of the system , e.g.

by legaL means.

5. M ODEL OF D I S T R I B U T E D  coilpuTA rroN

tm m is section presents a model of the universe of entities that take part

in a distributed computation. ~4e assume that each entity has an identity~ that

is permanent; an entity can be referred to by giving its name . We are not

concerned here with all aspects of the behavior of entities , but rather limit

our atte n ti omm to questions concerning the locations of entities within the

network and how entities can refer to other entities.
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).l types Of Entities

rim e basic unodel of distributed computing provides two different kinds of

emititi e s: process es mod everything else . A process is active , and is thought

-u f  as be ilag time execut iota of m se q u e n t i a l p ro gram . Non—process  e n t i t i e s ,

wi aicma we will call ~~j~~et s , are passive , i.e., they do not originate any

u c tiv i tv . Examp les of objects ire integers , arrays , stacks , procedures , etc.

i f le c t s  m o v e  a state (value) tmmat may change. If time state can change during

t u e  a b j e c t ’s lifetime , then true object is mutable.

A process can couninuni cate witim another process b y sending it a message.

We ussuine tim - mt the synt ax and s o n m i l  ics of message passing is indepe ndent of

tile mm -al es of residence of t rue  two communicating processes  (althoug h certain

o p t i n i z m t i o m m s  can be performed b y the system if bot im processes reside at tiae

su it e iodci . A process can use mn object by performing ( i n v o k i n g )  an o p e r a t i o n

on it ()r by im m v oKimmg it if i t  is a p r o c e d u r e ) ; a g a i n , t h e  sem an t i c s  o f

ii m v - uc m t t o m is the same regardless of the nodes of residence.

F~1e -ic: is ion about whether the entities used in time model of c o mp u t a t  ion

are i l l  ummm i tm r : m i or wime timer the model distinguishes different classes of

em i t itie s is m f u id im en tm l one . Basicall y, the uniformity concerns the ways in

~~i i t i e n t i t i e s  m ay  be used (and may use other entities) . In our model , two

basic primitive op erit io ru s are used: invocation and message passing. We

int emmd that tim e semantics of invocation be distinc t from message passing; the

f o l l o w i n g  s e c t i o n s  w i l l  c l a r i f y  t h e  reasons  f o r  t h i s  d i s t i n c t i o n .

Aim e x a mp le o f  a c o m p u t a t i o n a l  mode l  in w h i c h  a l l  e n t i t i e s  ar e  u n i f o r m  is

tie Actor System ~i~E~~I7 hj . in this system , every entity is an actor , and an

ictor Is used by s e n d i n g  i t  a message  that Is also an actor. There Is on l y

Ofli’ r i m S  p r i m i t i v e , mess - l e e  p a s s i n g , so our model seems more  c o m p l i c a t e d .

However , we believe that it is more natural than the actor model and will
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tiacrefore he e a s i e r  for pr~) g r a i m n e r s  to u n d e r s t a t a d . I f  p r o g r a m s  b u i l t  out  of

u c t o r s  i r e  ex~u m n i n e d  , it is d i r  that there are “data—lik e ” actors ,

“pr o c e l u r e — l i k e ” mc tars and  ‘process—like ” actors. We b ieve these

d i f f e r e m a c e s  i r e  f u m a d ui m me t i t  m l  and should be reflected in tiae language in its

seum ma t Ic s.

3.~ Location J f  Eim L [tics

Li m e u m u -m i v e r s e  of cia t it los is spread across the p h y s i c a l  maodes t o i L  nake up

t i m e  i m e t w i r k .  ~)uie t e m p o r t m n t  q ue s t  ion c o n c e r m a s time l o c a t i o n  of e um t i t  ies:  is an

eO t i t V  p e r r n a t a e a t l y located i t  a p a r t i c u l a r  node , or can it move from node to

I i i )  i.e

to m a k e  m d ec  i s  ion  here , we mus t consider s~ verm I issues:

i. Earl icr we discussed our coum c lus iota , based omi an anal ysis of

app 1 icat ioma s, that t ime  app l ic — at ion programm ers must be able to

co n t r o l  t oe  I -ac a t  t on  of c ut  i t  ics .  Note  t i m - a t , a t  t i m e l eas t , t h i s

conc lus icm n prcc Iudes muto in at Ic relocat Iomm of cut it ies by time system ,

i i  t o o i m g i i  r e  l u c a t  iomm u n d e r  pro -gram control would st ill be possib le .

e m s s i u : n i i m g  t a u t  nodes  a r e  au toi ao lnous  and possibly

t m e t c r - u g e m e o u s .  E v e f l  un d e r  p r o g r a m  c o n t r o l  it is possible to move ama

e a t  i t y  to  an  au t o n o m o u s  node o n l y  if  t h a t  node is w i l l i n g  to accep t

i t .  F u r t i i e r n o r e , if  t i m - i t  node is d i f f e r e n t  f r o m  the c u r r en t  iaomne

node of t i me e n t i t y ,  c o m a s i d e ra o l e  t r a n s l a t i o n  may  be needed to

effective ly unove time entity.

t u e r e f o r e , we be l i - y e  t b - i t  en t  i t  Les si i u u ld  im ave  a p e r m a n e n t  loca t  ion at

~~~~~~ i i  le  i i i  t i m , ’ n e t w o r k .  ~ui eat ity comas into exist emac e at some node ( w h e n

It is c r emt eu l ) m i m i r e n - l  ins at t imu t umod e omi t ii it Is destroyed. b y  i m m g  mn

o i t  i t , ’ c a i m  be -mc comp l isn. 1 by uu iv  in a p r o g r a m  c r e a t e  m n ew cu lt  i t y  and lett ing
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it “ t a k e  o v e r ” f r o m  th e  old one ; m a o w e v e r , t h e  r e l a t l o u a s hi p  b e t w e en  t h e  two

e n t i t i e s  i s  iaot r e c i a g n i z e 3  b y time system , and represents a h i g h e r  l eve l

‘ o im c e p t  of ident ity than timat m t  roduced above .

doe comasequ ermcc of t r u i s  d e c i s i o n  is that it will be easy for time system

to cr cm te uni que mm a m e s  f o r  cot  it ics and to interpret entity names , s i n c e  t i m e

im ide of  r e s i d en c e  can be part of time name .

).3 I~estricti )ns On Referri m a g to Entities

Au e n t i t y  i n m y  r e f e r  to a n o t h e r  e n ti t y  b y u s i n g  or c o n t a i n i n g  its name .

For examp le , a process will have local variables tiaLa t may contain tim e names of

otthe r ent it res (both processes and objects); as time process executes , it caum

mi sc tnesc names . A dat m object is represented b y some storage (at its node of

residence), and some of timis star age may comm t a lma names of entities (aga im i both

p r o c e s s e s  an d o b j e c t s ) .

Lu  our nodel , time universe of ob jects is divided into mutu ally e x c l u s i v e

sets. A process is ass ociat ed permnaneu atl y (th at is , for its lifetime) with a

s in g l e  sp e c i f i c  s O t .  [m e objects in this set ire 
~~~~

ate to the p r ocess ; t h e

Set f urin s t i m e  l o c a l  address  space of th e  p roces s .

We m u v e  c m u s a n  time fol l o w i n g  r e s t r  ict ions 0mm how tim e ent i t  ies of t ime

n u l l  c u n  r e f e r  to ea ch otOe r

i .  u pri)cess c m i  c- fec directl y only to its pr iv -u t e objects

ii. ma abject c _ aim refer onl y to the objects that belong to the same

i-~ :u I address space .

tn er~’ m re no rast r i ctio mm s elm referrin g to processes: both processes and

objec t s can ma ume otoe r processes .

rii ~’ move  r e s t r i c t io n  c - in  be e n f o r c e d  as f o l l o w s : n e s s a g a s  can c o n t a i n

C r 1 , ’ im mines of processes but ran t t i l e  l i m es of o b j e c t s .  A un ode l  o b e y i n g  t h i s
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r a s t r i t i o u m  is i l l u s t r  m t e d  [ m m Figure 1. tu e nodes labe led N .ur e  p r o c u ~sses ,

wr a j Ic  i,ud ,~~ I m ae 1 1  di  u r e  object s . two k in d s  of  d i r e c t e d  a r c s  .u re shown . A

s m  l i d  arc I ron e at it v ~ i i  eat  i t  v v m e -u mis y is  u p rocess  mmmd x m iam es  y ,  wim l i e

- m 1 ms ae 1 m r c  n a u ~~s . is i a  o b j e c t  mmm d x moine s v . A process nay ( u l t i m a t e l y )

rater tim i i i  o b j e c t  i n  t i l e  c i r m r — i  o t  i t s  execut iota if there is u p m u m  f r o m  tim e

p r o c es s  t o  t h e  o bj e c t  i n s i s t  ta g em m tire l y of J isued -m rc s . time set of ill sucim

oh j O c t  s f o  r n  t m l e  1 oc i l  mdii r. ’ ss 51)1cc ut C ic p r o c e s s .

dur f t m r t m m u r r e s t r  i - t  I - i r a  is L i m i t  il l objects in time same local address

s p a c e  must reside .ini ti m . ’ s m it e pi m ys i i i  n o d e .  A l t e r i m m t  iv e l y ,  a process could

ae uI lowed ti per fir :n mm oper ut iota on aim object wh e t h e r  t i m i t  o b j e c t  r e s i d e d  at

time s ame m ode or not. h avoc it iomm of mum operat ion on a remote object can be

made to work ,* but rims t i m e  d i s a d v a m L a g e  timat what appears to be a simple

i nv oc at  ion will i mavolve internode communicat iota , auad therefore , can t ak e  i

l om a g t i m e , amid may even h a v e  s l i g h t l y d i f f e r e n t  s e m a n t i c s .  In p a r t i c u l a r , a

loc al imav o cit ion im is two p o s s i b l e  ou tcomes :

i .  L i i ,  o p e r . m t i o m m  comp l e t e d  s u c ce s s f u ll y

i i .  so me e r r o r  o c c u r r e d .

For ama operat ion omm u r em o te  o b j e c t , h o w e v e r , a n o t h e r  k i n d  of Ou tcome  is

p o s s i e u le , in p a r t i c u l a r , if tao r e p ly  is r ece ived  f r o m  the remote node , i t  is

simp ly not kmaowma wmi a t l a s  mc tua l l y h appened . The message to or f r o m  the

r e m o t e  nod e could hive bee n lost , or time node c o u l d  have f m  i led be lore , after ,

ir in time mn idd Ic of p r oc e s s  ing  time request.

• ~~ [m i .’ invocation unus t take p l ace i t  t h e  ob jec t’s node , sluace as discussed In
time ir e c e , ’nl lug sect Ion the ob j ect c.anumm t move to the Invoke r’ s node .
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Figure 1: Examp le of possible relationsh ip
of proc esses and objects.
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5.4 duardians

time model that we h ave developed thus far represents an abstract network.

Processes are t he nodes of th is  abs t rac t ne twork ;  eacia process , analogously  to

a pimysical node , Iaas its private memory and can communicate with other

processe s  on l y b y s end ing  messages .

time a b s t r a c t  n e t w o r k  model has severa l  ad v a n t a g e s :

i. the p r o g r a m m e r  o r g a n i z e s  t h e  l oca t ions  of e n t i t i e s  b y c o n s i d e r i n g

where to loca te  t h e a b s t r ac t  n odes , (e.g . each process with its

local meunory ) . t h i s  seems easier  than  w o r r y i n g  about  each e n t i t y

ind ividually.

i i . O p e r a t i o n s  u r e  a lways  invoked loca l l y .  This  is s imp ler  to imp lement

t h an remote i n v o c a t i o n , and also avo ids  some a r b i t r a r y  t i m e  d el a y s . *

i i i .  l au a agem en t  of s t o r a g e  f o r  o b j e c t s  ( e . g .  ga r oage  c o l l e c t i o n )  c-m n be

done l o c u l l y on e a c h  node .

Al t u i ou g n m two processes c a n n o t  r e f e r  to the  same o b j e c t , th aey can share  an

o b j e c t  if  t imey  b o t i  n ame t ime  process  t h a t  can r e f e r  to the  o b j e c t .  Such a

process  w i l l  be c a l l e d  a gu ar d i a n .  A guard ian may guard  omae or seve r- i l

objects; its job is to syncimroniz e possib ly concurrent requests to perform

operations on time gunmrded objects. In Figure 1 , P2 is a guardian for 06 and

07, wh ich are siaared by P1 aumd P3.

the ab stract network model requires two extensions to be useful. First ,

tmme requirement that local address spaces of processes are disjoint may need

to be relaxed . There are two reasons why it might be desirable to have

sev er a l processes in a guardian. First , the processes could prov ide

* Of course , time operat ion activation might send a message , e.g. to some

• process wtmose name was contained in one of the input objects to this
operation.
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add itional concurrency, which could be used to improve response . Second , a

process could  p r o v i d e  c o n t i n u i t y .  If a user  and the gua rdian  need to have a

c on v e r s a t i o n , p r o v i d i n g  a process fo r  the  user to i n t e r a c t  w i t h  would be a

m m m t u r m I  m e an s  of r e a l i z a t i o n ,  the processes w i t h i n  a gua r d i a n  would share

o b j e c t s  d ir ec t l y .  A g u a r d i a n  would be d e f i n e d  us ing  a spec ia l  sy n t :a c t i c

comas t r u c t , s o m e t m m i n g  l i ke  a s er i a l i zer  I H E W I 7 7 ] ,  t h a t  s p e c i f i e s  the  processes

m a k i n g  up t ime  g u a r d i a n  and t i m e i r  i n t e r c o m m u n i c a t i o n ;  a l l  the  processes in the

g u a r d i a n  would  r e s ide  at  t im e same node .

Second , iii t i -re case of a g u a r d i a n  t i m a t  gua rds  severa l  o b j e c t s , some

e f f i c ient  mechan i sm is needed t h a t  per m i t s  a user  process to s p e c i f y  to the

g u a r d i a n  tim e p a r t i c u l a r  o b j e c t of in t er e s t , * and fo r  the g u a r d i a n  to d e t e r m i n e

t h a t  the  o b j e c t  so s p e c i f i e d  is one It gua rds .  O f t e n  no spec ia l  m e c h a n i s m  is

needed f o r  t h i s .  For examp le , u que ry  sen t  to a da ta  base g u a r d i a n  names a

r eco rd  (o r  r e c o r d s )  in th e  d a t a  base by means of a h i g h  level  name . However ,

i t  a p p e a r s  t i m a t  s o m e t i m e s  e f f i c i e n t , low leve l names are  t aecded.  Cons ide r  a

g u a r d i a n  of a d i s k  t h a t  p r o v i d e s  log ica l  t racks . When a user  r e q u e s t s  some

da t a  to be sto red on t um e  d i s k , the  mau aager  r e t u r n s  the  lo g i c a l  t r a c k  number

where the data is stored . La te r , the  da ta  can be read b y sending time log ical

t r a c k  number  back to tia c g u a r d i a n .  However , the  logica l  t r ack  number  mus t be

on e cr ea t ed  b y the  gu ia rdi an , and also mus t s t i l l  ex is t  a t  the  t i m e  of t he  read

request.

t ime g u a r d i a n  cons t ruc t cau m model d i f f e r e n t  degrees of au tonomy.  For

examp le , if a process  r e q u e s t s  an o p e r a t i o n  on da ta  t h a t  are a v a i l a b l e  o n l y

through the guardi an , suc h a r eques t  may f a i l  s ince the  g u a r d i a n  may r e f u s e  to

* t h i s  sh o u l d  not be interpreted as -m requirement that the system ought to

• guarantee that an object continues to exist as long as some user can specify
It.
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release r e q u e s t e d  da t a , or in some c ases may even d e s t r oy  time d a t a  at i t s  own

d i s c r e t i o n .  Also , a g u a r d i a n  does not  have to know a pr ior i abou t all

processes thaat nay request operations on the guarded objects. That is ,

guardian can be a general server that accepts requests from any process or a

class of processes.

5. 5 Seminary

h a t h eir recent paper , Lacer and Needham argue that message passing -and

procedure c m l l i n ~ (invocation) are e s s e n t i a l l y  e q u i v a l e n t , and c o n s e q u e n t l y

either can be used is time basic and onl y primitive in the implememmtation of an

opermt i im g system [LAUE78I . As follows from our model , we believe that it is

advantageous to have both. Omm e reason is time semantic difference between

local and remote invocations , as discusses earlier. However , the whole

concept of tim e abstract network is based oua time distinction between and the

com lrn iamt ion of message passing and invocation. The abstract network makes it

exp licit when aim operation is to be performed on an objec t that belongs to a

ii iff er ou m t set , wimer e Lumi ’ d i f f e r e n c e  may Lie in the l og i ca l  f u n c t i o n  of the

set , p r o t e c t i o n  c o n s t r a i m m t s . or ad m i n i s t r a t i v e  r e s p o n s i b i l i t i e s .  For a

distr iout ed system ttm .at supports several different app lications on hig hl y

autonomous nodes , the lostract network is an appropriate model.

6. RELIABILItY ISSUES

In tim e future , reliability will be one of the major Issues in information

process i n a g  syteunS . to Is c l a i m  is based on two o b s e r v a t i o n s .  F i r s t , the

q u a m m t t t v  of  Inform ation entrusted to -m computer system is ever increasing .

S e c i m md , t I m e  cu ) mp l e X i t y  of t he  o p e r m t i o n s  p e r f o r m e d  by a c o m p u t e r  is also
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i n c r e a s in g .  More and more o r g a n i z a t i o n s  and systems are dependent  on computer

m n a l n t a i n e d  i n f o r n n a t i o n m  and a f m i l u r e  of these c o m p u t e r  sys tems can o f t e n  be

c r i t i c a l .  t imus m m ig im r e l i a b i l i t y  is not  j u s t a r e q u i r e m e n t  f o r  r e a l — t i m e

s y s t e m s c o a c r o l l i n g  space veh icles or i n d u s t r ia l  processes f a i l u r e  of w h i c h

would  eum da i age r  imumnan l i v e s .

Rel iability of an information processing system is not merel y a question

of software c o r r e c t ne s s .  H a r d w a r e  f a i l u r e s , s y n c h r o n i z a t i o n  f a i l u r e s , and

errors of time mmu m nan users oust oe antic ipat ed and handled gr acef u ll y. The

onl y way to des ign  a reliable system is to make it “fault—tolera nt” , or ,

robust in f ace of a large variety of interna l failures and misuse .

Distriouted systeuns are often claimed to be inherentl y more reliable than

system s based on a large central processor. That is, given that a distributed

system is properly designed , it offers better reliability. rhis claim is

based 0mm several f-actors. First , d istributed systems by their very nature

provide oppor tu tmiti es for redundancy. Second , error propagation is restricted

by ph ysic al sepnmr at io :a of processes and resources. And finally, individua l

nodes in tIme d i s t r ib u ted  sy s t e m may be less complex thamm a large central

processor and , as u result , ought to have lowe r probability of failures.

Basicall y, distributed systems have nm potential for being more reliable than

systems based on a large central processor. However , this potential needs to

be exp loited through pr oper des ign.

For the purpose of the discussion of reLiability issues, the

imp lementation of the abstract network introduced in the preceeding section is

d ivided into two levels: the nipp l icaton level and the system level, the

s ys t en  leve l  is a l l the nt ’c im in l sm s needed to support the view presented to time

app l icut l on progr .mmmer (th.it is , t he  h ,u r d w a r e  and s o f t w a r e  r u n — t i m e  suppor t  of

time pr og r .mun mn ium g system ) . -r ime level built on the top of this level using the
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tools  a v a i l a b l e  to t ime app l i c a t i o n  progr ammer  is r e f e r r e d  to as the

a p p l i c a t i o n  level .

Reliability mechanisms are those mechanisms that assist in detection ,

r e p o r t i n g  and r e c o v e r y  f r o m  e r r o r s  and f a i l u r e s .  An error is an internal

stut e of an eum t ity ttaat , if special steps (recovery) are not taken , w i l l

r e s u l t  m m  m f u i l u r e  of the  e n t i t y  (o r , in the  case of d a t a  o b j e c t s , f a i l u r e  of

uma o p e r a t i o n  on the  e n t i t y ) . Some e r r o r s  can be handled  en ti rel y b y time

entity itself , and thus  remnain invisible to other entities (e.g. users of that

entity); sucim errors ire s a i d  to be masked.  De tec ted  e r ro r s  t h a t  canno t  be

umaumd led internall y sb-m ould be reported to the users by signalling a failure.

Undetected errors also turn into failures ; it is possible that a user can

detect tnis kind of failure , but the problem is much more complex than with

the reported failures.

to achi ve reliable operations from tim e app lication point of view , hotim

the systemn level and the app lication level have to include mechanisms for

detection and rm amad lir .—g of errors and failures. For each type of error , it is

n e c e s s a r y  to dec ide  wim er e  it can be detected and how it should be handled .

Some classes of e r r o r s , de tec t ed  w i t h i n  the  system level , can be masked , b u t

f o r  o t h e r s  a f a i l u r e  imas to be r e p o r t e d  to the app l i c a t i o n  l e v e l .  O t h e r

errors are app lication dependent and therefore , their detection and handling

must be done at the app lication level. Basically, in the case of system

e r r o r s , t h e r e  Is a g r a y  a r e a  where  a decis ion has to be made as to w h e t h e r

these errors will be masked by tim e system level or reported as failures to the

application level. It may also be possible that an attempt to mask an error

fa ils; it is necessary to decide If and how many t imes the system should

repeat the attempt before reporting a failure. The important factors in these

d e c i s I o n s  ire  toe cost and comp l e x i t y  of the  mask ing  mechanisms on one hand
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and toe  convenience to tile programmer on the other hand . Both sides have to

be carefully evaluated.

tne system mus t provide a means for detecting and correcting or reporting

errors arising from ttae operation of tim e hardware and ti-re software that

s u p p o r t s  t ime  a p p l  i ca t  Ion p r o g r a m s .  Howev er , th e  s y s t e m  a I so  has to p rov ide

s u i t a b l e  p r i m i t i v e s  f o r  th e  app l i c a t i o n  p r o g r a m m e r  to f u c i h i t a t e  h a n d l i n g  of

the app licati on specific errors and communication of time system detected

errors to tne mpp l ic -ut iota p r o g r a m s .

6.1 Availability And Correctness

Re l iability imas two aspects that , unfortunatel y, cannot always be

separated; in particul ar , their solut ions may conflict. One aspect is the

availability of toe entities iaeeded to perform -m specific task. The otimer is

time correctness of toe uvailable entities ; a very important special case is

the integrity of the stored information .

To assure correct operation , the system and the app l ication must be

prepared to handle errors tn _ m t originate in lower levels , in particular ,

hardware fuu lts and possible residua l bugs In the software that comprises both

true system leveL and time applic ation level. It is also necessary to be

prepared to deal with errors whose source is time user of an entity. Since the

user may be a process running on another node , these latter errors may be

caused by hardware or software failures in the user’s node , or they may occur

because tim e requesting process either doesn ’t know how to use the requested

ent ity properl y or is trying to misuse it intentionally. Thus, to ensure

correct opera tion of an entity, it is necessary to ensure both that the

ope rations on that entity are performed correctl y in spi te of possible
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failures of time node on which the entity resides , and also , it is necessary to

defend time e l a t i t y  f r o u n  p o s s i b l e  misuse  by o t h e r  processes.

As described earlier , processes ira different guardians can communicate

onl y by send iLag messages. Objects can be manipulated only within their

gua rdian. to protect an object from misuse , it is necessary to ensure that

access i -s indeed Limited to  the gua rdian and that -all incoming messages are

cmr ef u ll y scrut iuai zed to d e t e r m n i nie w h e t h e r  t he  r e q u e s t  is r e a s o nab l e  and tim e

effects of perform ing requested operatiomms. Within time guardian , it is

necessary to  p r o v i d e  m e c b a a r m i s n m s r i m a t  w i l l  p r o t e c t  the  resource  from being

damaged or lost (m ade inaccessible) due to errors arising from the faults in

the structur es t iL i t  imp lement time guardian.

Availability is constrained by two factors:

i . time eff ic iemmcy of time system mm , timat is , tiae actual pimys ic-a l d e l a y  m d

q u e u e  i m m g  time in -u t u e  a b s t r a c t  n e t w o r k , amad

i i .  f . u  i l u a r e s  in  t h e  u b s t r - u c t  m m e t aj o r k .

A v a i l a b i l i t y  m i a s  s e v e r m l  c o t a m a o t m t i o t a s .  F i r s t l y ,  it is used to indi c -mte

w h e t h e r un emm t i t - ’  i s  use m b l e ,  t h a t  is , if  tim e r e s p e c t i v e  process w i l l  e x e c ut e

t i m e  ope ra t  ioci r e q m u c  -~t ed omace t im e r e q u e s t  is b r o u g h t  to i t s  a t t e n t  ion ( e . g .

-gets  t o  t h e  a m l  of t i m e  q u e u e ) .  Second l y,  i t  is used to ind icate  wi m e t i mer  an

ei mt  i t y  c u m m  me m us e d i :nmed i - a t  e l y ,  or w h e t h e r  t h e r e  is a c o n t e n t  ion fo r  the

e n t i t y .  l’n i r d l y ,  and t m - m i s  m a p e c t  p l a y s  aim i m p o r t a n t  r o l e  in a d i s t r i b u t e d

sy s te m , i t  itu uy be used ma indi : - m t e wh et imer  an e n t i t y  Is a c c e s s i b l e .  An e n t i t y

nay he ulsO mO Ic -m m m d mini used , out time path to it may be broken.

It is pos —m iole to transl a t e all three aspects into t ime  p r o b l e m  of how

loum g it i s o  - - s s  ur v La w r i t  f o r  • m r e s o u r c e .  A use -rb Ic ent ity may not he

i ; n :ned i - u t ~~Iy  u v u i l a b  1 -  m l m u e  to - ) n m t e n t  i o mm f o r  t ime cot  I t y ,  b u t  -also due to long

c nmuu i [ c a t  L )m l dcl uv s ; If L I m e  c o m n m u u m  i -
. I t  ton p a t h  is b r o k e n , tim e c o m m u n i c - m  t Ion
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de l ays  n a y  be u n u s u a l l y  l o m m g ,  even i n f i n i t e .  Si m i l a r l y ,  if an e n t i t y  is

u u m u s e : m o l e , the  w a i t  t ime fo r  t h e  e n t i t y  to become useab le  nay be v e r y  long ,

p o s s io l y i m m f i n i t e .  S i n c e  in u distributed system it is not always possible to

de t e r u n i m u e  the  c ause of m long delay, tim e system may h a v e  to respond to poor

p e r f o r m ance (due  to o v e r l o a d)  in t i - me  same way i t  r e sponds  to f u n c t i o n a l

i i l u r e s  of  t ime  r e sou rces  muad c o m m n u u m i c a t i o i a  p a t i a s .  Tiaus , in a w ay ,  poor

p e r f o r  n a m m c e  ( due  to o v e r  lo u i )  or t u r n s  i n t o  m f . m  i l u re !

~r u m  u I I t i m r e e  of t hese  a s p e c t s , a v a i l a b i l i t y  c aL m be e n i mamac e d  i f  sever al

i n st  u m i c e s  ( c o p i e s )  of am a cot  i ty  i r e  m a i n t a i n e d  at d i f f e r e n t  p h y s i c a l  nodes :

i. Co~ im ~~ wi t nm fm i I u r e ~~. If a mmod e fails , or comn mun icmti om a w it mu a

p a r t i c u l a r  miod e f a i l s , i t  s h o ul d  be p o s s i b l e  f o r  p rocesses  at  o t h e r

nodes  to coot  [ f l u e .  l i m i t  mea mms t h a t  e n t i t i e s  p r o v i d e d  by t i m e  f . m  l ied

( a r  i n  u c c e s s i h L e  node h ave  to  be p r o v i d e d  b y some o t i m e r  n o d e ( s )  in

t i e  rem ain ing  o p e r u t  i o n m l  n e t w o r k  ( e a c n  o p e r a t i o na l  p a r t i t  io n o f t h e

me t we t K

i i . L i p i ; m ’  w i t h  b o t t l e n e c k s .  Eve im i f  t i m e  maodes and the communication

m a e t w u r k  o f . m d i s t r i b u t e d  s y s t e m  never  fail , - i  s i n g le in s t ance  of mum

e m a t i t y  m a y  not  p r o v i d e  s u f f i c i e n t  a v a i l a b i l i t y .  Aim e n t i t y  may

oecome u b o t t l e n e c k ;  a l s o , tim e c o m m u n i c a t i o n  d e l a y s , e s p e c i a l l y m a  a

l o n g — h a u l  m a e t w o r k , may be s u b s t a n t i a l , and i t  t h u s  may b e des i r ab l e

to have  m l o c a l  i n s t a n c e  of t ime e n t i t y  (and , c o n s e q u e n t l y ,  suppor t

multi ple cop ies)

hi m t h e  s y s t e m s  t inde r  c o n s i d e r a t i o n , th e  most  i m p o r t a n t  t ype  of o b j e c t  is

- a d a t - u  o b j e c t .  ~t a i n t a i n i n g  m u l t i p le cop i es of d a t a  ob j e c t s  t h a t  n ee d t o be

f r e q u e n t l y up dat e d  r e p r e s e n t s  a s p e c i a l  p rob lem . I t  Is i m p o r t a n t  to

d i s t  i m m g u i s n m  b e t w e e n  f u  [h a r es  m m m d b o t t l e n e c k s  s ince  the  r i g h t  s o l u t i o n s  to t ime

p r o b l e m  u t  m u t u a l  c o n s i s t e n c y  - i r e  s i g n i f i c a u m t l y  d i f f e r e n t .  In t i - r e  f i r s t  case ,
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on ly  one copy n eeds  to be a c t i v e l y used , th a t is , an o b j e c t  has a m a s t e r  copy

and ane  or m o or e  b a c k u p  cop i es .  The changes  made to the  mas t e r  copy must  be

p r o p a g a t e d  to the  backu p cop ies , i m m e d i a t e l y  if  e v e r y  s t a t e  of the  o b j e c t  mus t

be r e c o v e r a b l e , or p e r i o d i c a l l y upoua s p e c i a l  command i f  in a case of a f - a l l u r e

i t  is s u f f i c i e n t  to b u c K  ou t  ot some c o m m s i s t e m m t s t a t e , not  n e c e s s a r i l y  t i m e

las t  cons i s t e m m t  s t a te .  In the  second c ase , a l l  cop ies mu s t  be m v a i t a b l e  for

a c t i v e  use . [t is o f t e u a  assum ed t h a t  all copies m ust  a l w a y s  be t o e  same , b u t

t l a i s  r e q u i r e m en t  n m m y  d e f e a t  t ime  v e r y  p u r p o s e  f o r  w h i c h  tim e m m i i  t i p le cop ies

wer e  i m t r o d u c e d :  r e d u c t i o m m  of  d e l a y s .  The de lay  cau se d  b y s y n c h r o n i z a t  ion of

ap d . a t e s  w i t h  o t i m e r  u p - J u t e s  and accesses  of m u l t i p le cop ie s  may  exceed t ime

d e l a y  t h a t  w ou L i  result if o m a L y  one copy were m a i n t  u i n e d . H owever , i t  is no t

a lways  access  a r c  to mm ive t h e  nost  c u r r e n t  v e r m ; i o n  of aim o b j e c t ;  t u e

i n f o r : r m m t  m u m  o b t a i u m a h  Ic f r o m  u i  o l d e r  v e r s i o n  may be e m m t i r e l y sat  i s fa c t o r y .

t i mus  i t  seems m u c i m  moore r e a l i s t i c  to a l l o w  f o r  m u l t i p l e  v e r s i o n s  of ar m o b j e c t ;

the  l o c a l  copy  nimo y n o t  u l w m v s  oe t he  mo St  c u r r e m m t v e r s i o m i , b u t  t h e m ost

c u r r e n t  v e r s i o n  is  kma ciw n m m md a l o c u l  copy of i t  cL an be o b t a i n e d  upon r e q u e s t .

tim e s y s t e m  l e v eL  au -gm at to s u p p o r t , in u s e l e c t i v e  way,  the  k ind  of

r e d u n d a n c y  r e q u i r e d  to cope w i t u m  f a i l u r e s .  the o t i m e r  case is more comp lex and

m o r e  -app  I ica t  ion l e p e n d e m a t .  time f - a c t  t h a t  t h e r e  e x i s t  s e v e r a l  v e r s i o n s  of 0m m

o b j e c t  may mac ed to be v i s i b l e  iaot j u s t  to the  a p p l i c a t i o n  p r o g r a m m e r , bu t  to

t i m e  app l i c a t  i ou m u s e r ,  t h u s , t i - re  s o l u t  ion s imould  be l e f t  to the  - app l i c at  ion

l e v e l ;  t i e  s y s t e m , ho w ev e r , ou g h t  to p r o v i d e  m e c i m a n i s m s  to make tim e s o l u t i o n

p o s s i ole .  -\ m e c h an i s m  f o r  n n l i m m t - a i n i n g  m u l t i p le v e r s i o n s  of o b j e c t s  in such a

v u y  t i m a t  - i  c o n s i st e n t  v er s i o m a  of a set  of o b j e c t s  can m l w a y s  be o b t - m i rmed was

d e v e l o p e d  by  Reed [ R E E D 1 ~~1 . 1mm a d d i t i o u m , Reed ’s m e c h a u m i s m  solves  the  p r o b l e m

o f u up d. u tes  m d  b u c k o m i t  in  ~u d i  - m t  r I b u i t e d  s y s t e m  in a most  n m u t u r m I way .
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However , to p r e v en t  loss of i n f o r m a t i o n , the  most  c u r r e n t  v e r s i o n  ough t  to

m o v e  a t  le ast  one b a ck u p  c o p y .  the sciaeme t h a t  comb ines m u l t  i p l e  v e r s  b ias and

b a c k u p  copies  is sk et c imed  in Fi gu re  2.

6 . 2  R e l i a b l e  Co- ima mumaic a t ion  S u b s y s t e m

tim e commn ummic a t ioum suosysmeun is t iae p a r t  of  t ime s y s t em  leve l  t i m a t  d e l i v e r s

n m e s s u g e s  m e r ween p h y s i c a l  nod es ,  t h i s  s u b s y s t e m  c o n s i s t s  of t he  a c t u a l

p r m y s i c m l  m a c t w o r k  o f  c a m i n u n  i c a t m u m  l i n e s  and of c o mm u n i c a t i o n  p rocesses  t h a t

co m m t r u l L I m e  d o t  i v e r y  o ! n c s s a g s. F i g u r e  3 shows r e l a t i o n sh i p  be twe e r a  t ime

a b s t r a c t  im et w o r k  m m .l t o e  c o m m n u r a i c a t  ion s u b sy s t e m .  t l m e  a p p l i c m a t ion p r o c e s s e s  -

ex ci m a mage  n e s s u g e s  t i a i t , I o g i c m l l y ,  c o n t - m  ima v a l u e s  of  h i g h l e v e l  ( a b s t r a c t )

o b j e c t s  ne au m i m m g f u l  a t  t i m a t  l e v e l .  The v a l u e s  of these ob j ects  have  to be

t r a n s l a t e d  ( e n c o d e d )  in t o  .a s t r i m m - g  of b i t s  f o r  d e l i v e r y  to a n o t h e r  Lao de -and

decoded in - i to  t i m e  p r o p e r  a b s t r m c t  o b j e c t s  a t  t ime  r e c e i v i n m ~ node .  At t he  s y s t e m

leve l , n~ s s u - g e s , ua ow i m m t i m e  t u r in  of b i t s , may h ave to  be p a r t i t  ion -med i n t o

p a ~~k et s . time n e s s  ages  a r e  c h e c k s u m med , so t i -r a t  t r a n s m i s s i o n  e r r o r s  can be

d e t e c t e d . I t  is l i f f n - c u m l t  to cor rec t t r a n s m i s s i o n  e r r o r s  -at  t he  r e c e i v i n g

node , s in c e  t r a n s m i s s io n  e r ro r s  a r e  bo s t y  ( a f f e c t  no t  j u s t  a s i ng l e  b i t , b u t

sev e r a l  b i t s ) .  C m m c c k s u u n  f - m c i l i t m t e s  d e t e c t i o n  of e r r o r s , wh e r e  t h e  n u m b e r  of

d e t e c t  ib l e  s i m u l t a n e o u s  e r r o r s  is d e t e r m i n e d  by the  s i ze  of t he  checksum

f i e l d .  C o r r e c t i o n  is p e r f o r m e d  t i m r o u g h  r e t r a n s m i s s i o n .  1m m g ene ra l , on ce a

m e s s a g e  a a s  oc en  t r an s l a t e d  i n to  a s t r i m i g  of b i t s , ti me p ro toco l s  used by t im e

c o u n m u m a i c u t i o n  p r a c ’ s s e s  s h o u l d  t - u k e  c a re  of t h e  c o r r e c t  t r a n s m i s s i o n, t h a t  is ,

e i t m a e r  a c o r r e c t  n e s s u g e  is d e l i v e r e d , or n o t h i m m - g  is d e l i v e r e d . However , t i me

p r i m a r y  r e s p o i m s i b  il  i t y  f o r  checKing that -m m e ssage has  been ac ted  on , ti m i t  is ,

erms ir log tim - ut 1 proces s th a t sent a ne ss -a gu will not wait indefinitel y, and

a 3~
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master copy of the object (current version)

°B backup copy of the  object  (current  version)

°vi object version 1 (current or older version)

users

) update  reques ts
———— k ’ p ropagat ion  of changes

.
~~~ read reques ts

• Figure 2 : Mul t ip le version scheme with backup .
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Figure 3: The abstract network: communications on and between the application
and the communication subsystem.
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u l  sm LILa t time m i mes sage c o n - m t  m I m m s  vLu lime s m ccc Pt oh Ic from ti-re app I Ic ut iota

st . a u md p n i m m t ,~~~ m u s t  r e s t  w i t u a  t i m e  u p p i i - i t  io am .

~i m a ’ of  the muos t 1 if f i c u  1 t p r o b  t ens  i m m  t im is t y p e  of d i s ir  ib u t e d  s y s t e m  is

t i - a t  t i n i e ss 1mm e xp  1 a c i t  1 ’  p 1 v (or em mc k i m o w l e d g em e m a t  ) is r e c e i v e d , i t  is

mn m pos4i01O to d e t e r m m i n e  w i t h  - r L u i u m t y  w t m e t i m e r  a message se rm t to  a p roces s  m t

a d a t I e  re a t  p u m y s  i - i  I :mo i i m s  n e e m m  r e ce  ived  ami d i f  t i m e  r ec e i v i  Lag p rocess  i m a s

u - t e d  0 m m i t .  I’rae o u - r [ v  d e l - m i s  u~~m i m m s t  p o s s io l y w i l t i n g  i m m d e f i m m i t e l v  f o r  :1

r e s 1i~~ i-r s- is t o  mis c  a I m m m c n - IL nec  hi m u  i slim . F~ e sem md e r of a mes s m  ge c arm s pe c i f y a

I L ime m l  cv m l  i~ ter wi 1 M m  i i  g i v e s  tap w a i t  L ag f o r  t i m e  response; t i m e  t i m e o u t

f l e c i m m i  mn w t  L I  ii e r t  u i -  s e i m d e r  w i a e m m  s m m c l i  a t ime i m m t u . r v m I  im m a s eLm p s e d  . t ime

p u s - m a n I c  c m - L i o m m s  - 1  L i e  s nider t o  a t i neout eveim i c -r i -u be d i v i d e d  im a t o  two

l t g l r i e s :  t i m e  s e m a d e r  1’  l i e s  t o  g i v e  up t ime  a t t e m pt to c o u n r n u m a t c - a t e  w i t i m  tta e

p a r t  m n - a l m r  process , or , t h e  s : m 1 - r i c ’ i d e ~ to r e s u b m i t  the r e q u e s t .  i~eeausc

U t  t u m a m i c e r t ~u i i i  v di sc i s - e d  a b o v e , i t  i s  po ss lb Ic t i - r a t  t i l e  f i r s t  r e q u e s t  w i l l

eeeat m i i  l v  a - - ) r ) - - - m s i .  Fiu m us , [m m ti m e f i r s t  c m s e , t i me r e q u e s t  m a y  be

u r ~~- - - d  m m  sp i n -  u t  t o e  s m - I c r ’ s l e c i ; i o n  n ot  to c o m m t i n u e  m mm d ‘n a y  c o n f l i c t

w i  t i m  Im m e s u n ; - j t u e i m t  - a - I  i - ‘as t mk a lm v t h e  s c u m d e r  a f t e r  t i m e  t imimeo u t  . In - i  tim e

s o t i  c m m  , tma  e s m i t  re pie St  I T m a V  Oe processed t w i c e , p a s s  ib I v  I cad i nm g ag. a i m m

t n  m i  m m m o a m s m s t mn - v .  F i u m s . n - i  s i L u a  a t  i o n s  where  mmm immc ’m a -t i ste n cv m n. u y u r i s

f e r n  a i m - m u  i i i  e m m m o j e  r , i u m e s t m - m , it i s  a m e c e s s a r y  to ma ns e spec i i i  ( o f t e n  c o m p l e x )

p ro t a c o  Is L-\~- hi ’ 1- i , d (\ Y  /m ~ , REid ) I ~ , ‘-laiN F 1~ , I’AKA7~ I . F l u ’ ques t  Ion t h a t  a r  [s ’s

i t  t i m  is  po l i t  i s  i i  s m a tu p r o  t a c o  I s  oug ht t o  be a p a r t  o f  t i m e  c om m umm j e l L  1 0 m m

sm ua sv ale u ii . d a ’ I  i cy  t h u t  un u m m y  s mi c i i  s i t u a t i o n s  r e p r e - - m ’ i t  spec [ m l  c u - u ’ s  t i m a t

* A m imes - ;  u g e  l i v  c o u m t m L m m  u i m l g i i e r — l e v e l  e r r - c : e i t h e r  a u n e s s u g e  h a s  t a u t  b e e m m
c o m m  n r i m - t 1 p r o p e r  1 y b y  t m . app  [ 1 - - mt  Ion process  ( wro u m ~ c o m n mn.m mm d or wron g - I - i t - u )
o r t m t ’ t r u m i - s [ u t  i o u m  I r u n  a b s t r a c t  1 m m  I i  L i m e  b i t  r e p r e s e m m t u t  I o n  h a s  n m t  Oce m
la m c u r  re -i l y .
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ore  more  a p p r o p r i a t e l y h an d l e d  a t  t iae app l i c a t i o n  l e v e l .  H owever , our

language  sia ou ld  p r o v i d e  c o a a s t r u c t s  f o r  d e t e c t i o n  of dup l i ca t e  messages a t  t he

a p p l i c a t i o n  l e ve l .

Fi ae r e l i a b i l i t y  of t i e  c o m m u n i c a t i o n  s u b sy s t e m  could  be i nc reased  t i m r o u g h

t i me  use of  r e c o v e r a b L e  q u e u e s .  That is , in addition to dealing with time

c o n a m u m a i c a t i o n  e r r o r s  t i a a t  r e s u l t  in a Loss or garbling of messages sent across

a p m - m y s i c a l  co mmnun ic a t  ion l i m i k , t ime c o u n m u n i c at i o am  s u b s y s t e m  can g u a r a n t e e  t i m a t

ness  ages  t i aa t  imm ave  be en  p r e s e n t e d  to i t  by t he  ap p l i c u t  Ion processes  and

qu eu e d  f o r  delivery ( t m m m u t  is , m e s s a g e s  acce p ted b y t h e  c o m m u n i c a t i o n

subsystem ) will not be lost if tim e node fails, this degree of reliability may

be i - im p o r t a n t  if t r a n s l a t io n  f r o m  a m  a b s t r a c t  d a t a  o b j e c t  to tiae c o r r e sp o n d i n g

b i t  r e p r e s e n t a t  iota is a c o s t l y  o p e r a t  iomm , o r i f t i m e i np u t  to such  a

t r i n s l a t i o a m  s t e p  is not a u t o m a t i c - a l l y r e p e a t e d  ( e . g .  message t y p e d  b y a u s e r ) .

tm a i .; ar guml m erm t c a n  be extended to tim e r e q u i r e m e u m t t h a t  t ime  communica t  ion

su o s y s t e m n  s h o u l d  guo ra aate e  d e l i v e r y  of a l l  messages  i t  has accep ted  f rom time

a p p l i c . u t i o m m  p roces se s .  tmm ; m t m e an s  t h a t  ira a d d i t  ion to p r o v i d i n g  r e c o v e r a b l e

- i u a e u u s  f o r  ness - a  ~es t ! m , a  t m ove  no t  been  sent  y e t , t he  commnun i c a t  ion sub s y s t e m

mus t c o n t i n u e  t r y i n g  to send t ime queued _ m e s s a g e s  wit i i  i t  e v e n t u a l l y

succeeds . At t i m e  rece iv ing node , the  messages lmave to be s to red  a g a i n  in

r e c o v e r a b  Ic queue s u n t i l  Lac y a r e  p i c k e d  up by  tia c t a r g e t  app l  i ca t  ion process .

U n l e s s  t h e  t a r g e t  node is d i s - m a l e d  pe rmn a r m e m a t l y ,  i t  is pos s ib l e  to ensure  t h a t

e i c h  r e l i a e s t  e i t im e r  w i l  I b e p r ocessed  or i t  ca m m be d e t e r m i n e d  t h a t  the r eques t

c o u l d  not  be p rocessed  mmm l w h y .  Of course , tim e s e n d i n g  app l i c a t i o n  process

-n o v n -m o ve tO  w a i t  f o r  m long t i m e  f o r  the  o u t c o m e  of i t s  r eques t , so i t  may

s t i l l  be d e s i r a b l e  to use a t i m e o u t  on the  - a p p l i c a t i o n  l e v e l .

toe reliability mn echa u ai su n s do represent potentially large overimead , and

t I m e  i r use  soo n Id not be Imposed on .a I L  c o m m u n i c a t i o n s .  the b a s i c
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c o m a n u n i c a t i o u m  scime mn e should be simple , f as t , and i n e x p en s i v e .  R . a t i m e r  t i - r a n

ins  I n s t  log on time g t i a r : u m m t e e d  d e l i v e r y  scheme , we w i l l  Im a v e s t  i g a t e  whether It is

p055 lb Ic t o  v a r y  t i m e  d e g r e e  of r e t  Lab ml ity provided by t m ’  system by I ett m g

tm - me app 1 icut Iota pro graramner ciaoose from several differemat p r o toco l s , where  such

p r o t o c o l s  wo u l d  ne imp L em ’u mted  as e x t t ’a m s i o r m s  ( a b s t r a c t  Lori s )  b u i l t  f r o m  the

b a s i c  p r o t o c o l .

7 .  P R O T E C F I )N I SSUES

[ m m t h e  c l a s s  o h  d i s t r i b u t e d  sy s t e m s  c o n s i d e r e d  in our  p r o j e c t , .a l i k e l y

c i s c  is t i mat m part i c u a l a r  mcud - is n-at i t Iz ed b y one user  or :at mos t  by  u set of

c o o p e r a t i n g  orad m u t u a l l y  tra ms t im m g users. In t h i s  case , i n t r a — n o d e  p r o t e c t i o n

m nec im m m m I s i m S  are mm o t reqaa i red to have powe r sufficient to protect against

s uov e r s  iom m mm md n i l  i c e .  i m i  i s  is 1mm strong contrast to a system such as Mult ics

[sAl t 14 1 , mmmd mn .any otner t im e — s u m o r e d  m m m d m n u l  t ip r o g r a m m e d  sys t ems  t h a t  were

des  i gi med to oper  ute properl y witim a set  of  m u t u a l l y  mmost  l I e  u ser s .  Wimat  is

required w itia imm a s i m g l e  mod e i.s - a m ech a n i s m  t h a t  p r o t e c t s  a g a i n s t  e r r o r  aam d

f o r g e t f u l n e s s . [ m a t e  r—mm o le p r o t e c t  i o m a , or m t ime o t h e r  im and m u s t  be a b l e  to deal

wi t im t tm u? pot en t ia I Iv ia ist l I e  cmiv irom am emmt: I) m d  ividua l nodes a re  a u t on o m o u s ,

t i m a t  i s , i t  i s  r mot  p o s s i b l e  to  assu m e t h a t  t h e y  w i l l  behave ms des i r ed  by

‘t i mer  nodes , m a id ~ ) t ime c o m m u n I c a t i o n  l i n e s  be tween  nodes j am g e n e r a l  canno t  be

p n y s i c - u L l y  se c u r e d .

~~ u ’ a s suun t ’ t i m , a t  m c m p . mb i l i t v  m e c i m a n l s m  w i l l  be t i m e  b a s i c  m e c h a n i s m  mused

[o r  i n t r o — n o d e  p r o t e c t  [a i m . By cmp .ab il ity we mne~an an u n f o r g e a ble  i d e r ut i f  icr

38

— •1 
4.

~~~ ~~~~~~~~~ 

- -
, 

- 

~i - --- -—_ —--.--~,.~~~~~~~~~‘~~~~~~~~ --~~ -, -



~~~~~~~~~~~~~~ -~~~~~~~ -~~~~~~~ -- _ _ _ _ _

fo r  an o b j e c t  t h a t  i d e n t i fi e s  the t ype  of the  o b j e c t*  and t h a t  mus t  be

p resented  as p:ar t  of a d d r e s s i n g  d am o b j e c t .  By c o n s t ra i n in g  a p rocedure  to

e x e c u t e  w i t u m  a l im i t e d  c o l l e c t i o n  of c a p a b i l i t i e s, i t  is easy to g u a r a n t e e

tlm at time procedur e will mmo t do a r b i t r a r y  damage to s to red  i n f o r m a t i o n .

In tOe c o n t e x t  of  ou r  mode l , tim e e f f i c i e n c y  of c a p a b i l i t i e s  in c o m p a r i s on

to  o u m a l t e r m m m t i v e  m n e c h a m m i s n  such as access  c o u m t r o l  L i s t s  b ecomes  v e r y

i - i m p o r t a n t .  S i n a L e  we a s su m e  a wo r ld  w i t h  a L a r g e  number  of s m a l l  o b j e c t s , i t

is  clear ly impossible t o  i- n m g iiae t h a t  eve ry ob j ect comes comp l e t e  w i t i m  an

a c c e s s  c o m m t r o l  l i s t ;  t h e  o v er i m e a d  of t he  access  c o a a t r o l  m i 4 l m t  be s u b s t - a u a t i a l l y

l u r g e r  t i i m m a m  t he  ob ject i t s el f .  C a p a b i l i t i e s , on t im e  o t i m e r  hand , raced be m a o

more tiaoo sli g im t l y  ea a l m r g e l  a dd re s se s .  We t h u s  p ropose  t h at  t h e  i n t r ;m — n o d e

p r o t e c t i o n  m e c h a n i s m n  is nased on c a p a b i l i t i e s , w i t i m  some sor t  of  c a p a b i l i t y

c a t a l o g  im a g l m e c i m a u m i s m n  pl aying t ime r o l e  now -a s soc iat ed  w i t t m  t i l e  trad itioma -m i file

s y s t e m .  
-

Ttae l a t e r — n o d e  p r o t e c t i m m  is more a matter of policy timan of mechanism.

4e be l ieve t l a u t  p r o t e  t ioum b e t w e e n  n -m odes s imou l d  be based oaa m an access c o n t r o l

[1st u n e c i m o m m i s m  c u t l e r  t m a ma m c . a p a b  ility mec imanism. This claim is not based on

d i f f i c u l t y  a t  inp l e m n m m t  a t i o u m ; e i t h er m e c h a n isn  can be imag ined . R a t h e r , i t  Is

u i  ou r p e r c e p t  ioua of t i m e  im ig h l ev e l  needs of d i s t r i b u t e d  app l ica t  ions .

A f a m m  i - m m i u u L  w i  L a  c l m u r a c  t e r  ize  tia e d If f e r ence  be tween  c a p a b i l i t i e s  and

a ce , omi t r u l  lists i s  u l a t  c a p a b i l i t i e s  do not  p rov ide  any easy answer  to

* “ C u p - a m a  I I i t y ” i f  o f t e n  used to mean more  t han  an u n f o r g e a b l e  i d e n t i f i e r :  a
c a p a b i l i t y  am y al s o i m i c lude a s p e c i f i c a t i o n  of the access r i g h t s , t h a t  is , a
spec if ic u t  b r a  of ~~m i ’h  of t u e  op er ~at  tons  d e f i n e d  fo r  the  type  of the  ob j ec t  in
lU e S t i ) u m  - a r ’  l i l t  all y u i 1 o w ~ d on t m -mat s p e c i f i c  o b j e c t .  A l t e r n a t i v e l y ,  access
- a n t r o l  c o u m l l  ml so be u - :h i ’v ~’d by  m a k i n g  the  o b j e c t  appea r  to be of t ime t ype

t m m t  Imposes  t m ’  d e s ir e . l  r e s t r i c t i o n s .  The d e s i r a b i l i t y  of inc l ud ing tim e
access  r i g n m t s  i i  t i m e  c m u  m b i i i i y and t h e  f e a s i b i l i t y  of the  o t h e r  a p p r o a c h

• (esp mc I m l i v  ~ ;i -onm m , •c t b u m  w i t m a  p r a v i d  im a g d i f f e r e n t  “views ” of data  bases)  wil l .
0*? i O V e s t  i g a L ’ l
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ti me q u e s t i o m m  “Who a re  all tia c people who can get  to t h i s  o b j e c t ? ” , wh i l e

access c o n tr o l  l i s t s  uno k e i t  v e r y  d i f f i c u l t  to ask t im e q u e s t i o n  “What  mare  a l l

the objects that I comm get to?” . If one cons ide r s  r e a l  wor ld  p r o t e c t  ion

p r o b l e m s , i n c l u d i n g  t m m o s i  d r a w m a  f r o m  dom ai a a s ot iae r  t iman  time c o m p u t e r  d o m a i n ,

tmm e -m aore workable m odel of protect ion gen erall y turns out to be t h at  based on

m c c c - ; ; - m i t r o l  lists . Wm a i Ic cm apa o ilit ies ire often used in the real world ,

• the nest obvious examp le be imm g keys , time drawbacks -are well known . Keys mare

s u b j e c t  to  un m u t i m m ) r i z e d  dup l i c a t i o n , loss , the f~t , e t c . More r e l e v a n t l y ,

c a p  a b i l i t i e s  ( o r  k eys  do riot provide a means to support accountability.

7.1 m~rot ect iomm [mm tne A n s t r a c t  N e t w o r k

time i m m t r o — n o d e  p r o t e c t  iota p r ob  len , w h i l e  less severe  t h a n  the  p r o b l e m

that results from fully suspi cion -us c o o p e r a t i o n , is s t i l l  not  t r i v i a l .  the

pr og ru imner nus t Dc p r o v i d e d  a m ne m m m s of p a r t i t i o n i n g  h i s  c o m p u t a t i o n s , so t h a t

ce r t a i n  ob j ec t s  i r e  a c c e s s in l e  onl y in certaina computations. This mechanism

w i l l  ~a I low a i m  to de rmuug new vers ioums of s o f t w a r e  w i t i m o u t  r u n n i n g  time r i s k  of

d e s t r o y i n g  e x i s t i n g  objects; nowever , sucim -m mechanism is u l s o  d e s i r a b l e  a f t e r

t o e  d e h u u g g i u m g  st a g e , to l i m i t  t i m e  e f f e c t  of u n d e t e c t e d  ( u n r e p o r t e d )  f a i l u r e s

t h a t  nay a r i s e  f r o m  r e s i d u a l  b u a g s  or h a r d w a r e  La i lu r e s .  *

the ab s t r a c t  n e t w o r k  p res em ited  in S e c t i on  5 assumes such o p a r t i t i o n i n g :

time local  u d d r e s s  s p a c e s  of  ind i v i d u a l g u a r d i a n s  d e f i n e  p r o t e c t i o n  d o m a i n s

t i m a t  - a r e  uss m ann ied to be m u t u n a l l v  e x c l u s ive.  Thus , tim e g u a r d i a n  ( a b s t r a c t  node )

is  ar m i m p o r t a n t  l o g i c - m I  u m a i t  of  p r o t e c t  ion . W i t h  in a guard  ian , it is

su f f i c i e m m t to  p r o v i d e  ) m -a l y t ime  s imp l i f i e d  capab ilities discussed earlier.

B e t w e e n  g ua r d i a n s  om al y  messages  c a n  be e x c h a n g e d ; t h e r e  is no ph y s i c a l  s h a r i n g

* This subject is a l s o  i n c l u d e d  h a  t i m e  d i s c u s s i o n  of r e l iab i l i t y  i ssues .
indeed , t h e r e  is i s t r o u m g  over  l ap  b e t w e e n  r e l i ab i l i t y  and p r o t e c t i o n , b o t h -u in

• timeir definitions , and in time mechanis m s u ise d
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of data. A g m ~ rdiaaa can scrutinize all incoming messages, and , us ing access

cont ro l .  L i s t s  and auth entic -mt Ion , can vat idate the request. However , not

ev e r y  gua r d i a n  raced use t h i s  f o r m  of p r o t e c t o n .  J u s t  as the imp l em e n tat i o n  of

a procedure c m  make  use of p r o c e d u r e s , so m a y  the  i m p l e m e n t a t i o n  of a

g u a r d i a n  be d e f i u a e d  in t e rms  of o t h e r  g u a r d i a n s .  Thus , some gua rd i ans  are

macre a u t o m m o nous t l ma n m o t i m e r s ;  by d e s i gn , some g u a r d i a n s  w i l l  r ece ive  messages

on l v  f r o m  “ f r i e n d l y ” g u a r d  i a m m s . T h e r e f o r e , time sy s t em canno t  a u t o m a t i c a l l y

e a m f o r c e  p r o t e c t i o n  c o n m s t r - u i n t s  e i t i m e r  m at  p h y s i c a l  node b o u n d a r i e s  or at

a b s t r a c t  node b o u n d ar i e s .

Aaa im p o r t a n t  cons i d e r a t  ior m in  n n a i o t : a i n i n g  a u t o n o m y  of tiae i n d i v i d u a l

nodes  in a d i s t r i b u t e d  sys t em is t ime c o . m t r o l  over  i n s t a l l a t i o n  of the

gu a r d i a n s .  ~e are  assum ing t h a t  g u a r d i a n s  are  a l w a y s  c r ea t ed  at the  same

( p lays i ca l )  node as t ime c r e a t  ima g g u a r d  ian (process) .~~~ Remote guard ians can be

c r e a t e d  o n l y  be r e q u e s t i n g  some a l r e a d y  e x i s t i n g  g u a r d i a n  a t  t ime remote  node

to do the c r e a t i o n .  T i mi s  a p p r o m c i m imp l ies  t h a t  each node mus t  come i n to

e x i s ten c e  w i t m m  ( a t  l e m m s t )  one g u a r d i a n , t h e  pr imal g u a r d i a n .  -rime p r i m a l

g u a r d i a n  is t m m i l o r e d  by  t I m e  owner of t he  node , p r i o r  to -a d d i n g  t u e  node to t im e

n et work , by spec if y i  mg wimo i i m m s time r i g n u t  to i n s t i l l  g u a r d  ians  a t  t h a t  node as

p a r t  of  a p a r t i c u l a r  a p p l i c i t  i o n .

7 . 2  Protection Age mmts

Let us look now at tIme inter—node protection problem from a slightL y

different v i e w p o i n t .  It will be a rare case where a request occurring be tween

nodes  c o n s i s t s  of  n o t h i n g  more  t h a n  the  r e a d i n g  or w r i t i n g  of a s i n g l e

pr i m i t i v e  i b j e c t .  In most  c a s e s , we c a n  e x p e c t  t h e  r e q u e s t  to be composed of

umm - u g - g r e g a t e  of re ads m a d  w r i t e s  on v a r i o u s  o b j e c t s , w h i c h  t he  r e q u e s t i n g  node

* the s a m e is t r u e  f o r  o b j e c t s .
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views as atomic . This is generally referred to as an atomic transaction. The

thing thaat must be protected from outside is tim e rig ht to execute this atomic

t r a u a s a c t i o u a . it  is poss ib le  t h a t  time isolated reads and writes required as

p a r t  of  th i s  t r a r a sm a c t i o u m  or e  no t  L e g i t i m a t e  f o r  t ime o u t s i d e  user excep t  as a

p a r t  of t u m i s  or some o t i m er  t r a n s a c t i o n . A t y p i c a l  ex a u n p le is mm s i t u m a t i o n m

wi mer e  t h e  user  is a l l o wed  to see some statistics but not time individua l i t ems

in the actual set f r o m n  w i m i c m m  t i - r e  s t a t i s t i c s  a r e  d i v i d e d .

to ex p r e s s  such  im ig h er  l e v e l  pro t e c t i o n  c o n s t r a i n t s  c on c i s e ly ,  t Ime

l a n g uag e  used to desc r ibe t i m e  i n t e r — n o d e  r e q u r e s t s  m u s t  Imave  primitives that

w i l l  i t  e a s y  to  c o m a f i r m  w a m e t i m e r  or  no t  a p roposed  t r a n s a ct i o n  falls witim in time

bounds of the outstand b u g protection constraints. Altern atively, it is

p o ss io l e  to v i s u a l i z e  inter—node m n e s s a g e s  t i m a t  c o n t a i n  an - a r b i t r a r y  al g o r i t r m nn

expres sed  iii t e r m s  o f  i sequence of oper m at ion-us on a Set ) f  o b j e c t s ;  su e r  m i ni

al ger itim n woul-1 ma u ve t o  be e x a m i n e d  and c o n f i r m e d  at  t i - me  r e c e i v i n g  node b e f o r e

ex e c u t  ion to ensure that i t  c o n f o r m s  to t h e  h i g h e r  l eve l  s e c u r i t y  c o n s t r a i n t s .

However , t ime c o m m s t r u c t m a i m  of  m v e r i f  i c at  ion a I gor  i t i m m  t h a t  e n s u r e s  t o u t  an

o r b  i t r i r y  p r o g r a m  c o u m f o r m n s  Lo cane of t ime n u m b e r  of  mm ig h l e v e l  p r o t e c t  ion

c o n s t r n - a i n t s  would  be . m c i i m a l l e n ; e  to the  most  o p t i m i s t i c  of t ime  p r o g r u n

v e r i f i c a t i o n  r e s e a r c h e r s ;  t h u s  t i a i s  t p p r o a c h  m u s t  be r e j e c t e d .

~e postulate the idea , common in data management systems , t i - m i t  d i f f e r e u m t

u s e r s  of a d a t a  base m o v e  d i f f e r e n t  v iews  of the d m t a  base , o f t e n  c a l l e d

d i f f e r e n t  l a m - a m o d e l s .  From the  o u t s i d e , the  da ta  model  a p p e a r s  to d e s c r i b e

p h y s i c a L l y  s to red  i u m f o r m n a t i o n  and the  accep t ab l e  o p e r a t i o n s  on i t .  However ,

inter naally, the dat -u nedel may h ave little correspondence to time information

ac tua l l y stored . Rather , it nay be r e a l ized as al gorit imms ttmat derive the

mode led data from the shared informnat ion. Thus , we see users first be ha g

• divided into large groups , based on which dm a t m model they use , and then within
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those  g r o u p s  be ing  f u r t h a e r  d i v i d e d  a c c o r d i n g  to w h i c h  o p e r a t i o n s  t hey  can

p e r f or m  oaa t ime d a t m a  mode l  prov ided . For examp le , some u s e r s  m a y  be a b l e  to

read c e r t a i n  r e c o r d s , o t laer s  to read and w r i t e  t h e m .  Eac im d a t a  model  I m p l i e s

t i m e  e x i s t e n c e  of  a i m a L g o r i t h m  to t r a m m s l a t e  be tw e ena  t i m - u t  d a t a  model  and the

s t o re d  i n f o r n a t  b aa . I t  is t imes e a l g o r i t h m s  t h a t  must  be p rov ided  In a d v an c e ,

one set  f o r  em ac I m d a t a  m o d e l .  Tne progr i arnmr aing sys tem mus t p r o v i d e  f a c i l i t i e s

f o r  c r e m t  ing such d m a t m  mode ls , m a p p i n g  them i n to  the  a c t u a l s to red

i n f o r n m t  ion-i , au a d s y m a c i m r o n l z  L o g  re ad mind w r i t e  op e r a t i o n s  o r i g i n a t i n g  f r o m

different dat - a m odels.

H i g h e r l eve l  p r o t e c t i o n  c o n s t r a i n t s  can be expressed  t h r o u g h  the  use of

a b s t r a c t  t y p e s . * Use r s  of an a b s t r a c t  o b j e c t  a re  p e r m i t t e d  to m an i pu l a t e  t h e

o b j e c t  o n l y t h r o u g h  ti -re  o p e r a t i o n s  d e f i n e d  by t he  o b j e c t ’s type ; in r e a l i t y ,

arm o r b i t  r a r y  c o m n p u t a t  ion m a y  be per f o r m e d  on mm p o s s i b l y l a rg e  n u m b e r  of

o b j e c t s  t h a t  c o n s t i t u t e  t i m e  r ep r e s en t - a t  ion of t ime  g i v e n  a b s t r a c t  o b j e c t .  In

add i t  ion , h a d  iv idu m a I m i sers  m a y  be r e s t r i c t e d  to onl y a subset  of t he

ope ro t  ions  d e f i n e d  f o r  an m a n s t r a c t  t y p e . However , t he  con cept  of t i m e d a t - i

m o d e l  c a l l s  f o r  yet sonetiaing more. The t r a d i t i o n a l  v i ew of da ta  models

p e r m i t s  u l o w — l e v e l  i n f o r m a t i o n  e n t i t y  to be shared  by d i f f e r e n t  u se r s  t h r o u g h

- u variety of dat - u models, to support this v i e w  v i a  a b s t r a c t  t y p e s , i t m u s t  be

possible to m nauaipu l a t e a si n gle low— level object as part of a number of

d i f f e r e n t  a n s t r a c t  ( l i t - a  o b j e c t s , depe n d i n g on the  r i g h t s  of t he  d i f f e r e n t

u s e r s . ** m e  i d e a  of d m a t - m  mode l s  is t ua m t different users have different views

* ~ever ml research projects on the case of abstract type s i n -a I m p l e m e n t a t i o n  of
da t a  oase m a n a g e m e n t  s y s t e m s  a r e  u n d e r  way [SMIr77 , SCHM77).

** t h i s  c a n  be a v e r y  d i f f i c u l t  p r o b l e m . In t he  context of relational data
a m s e s , f o r  m a n a y t h i n g  bu t  v e r y  s i m p le v i e w s , “ p r o p a g a t i o n  of updates from views

• 
to b ase r e l a t i o n s  becomes  comp l i cited , d angerous , and somet hmes impossible ”
[ C m I A  - 1 7 5 1.
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of the  w o r l d , but fuaadamnent all y, timey do turn out to be views of t i m e  s- a n n e

w o r l d .  t i mu s , imm som e sense , t h e y  m u s t  u l t i m a t e Ly  r e s t  on th e  same ph y s i c a l

l i t - a .

time immt er—nod e prot ectioma c-mum be enforced as follows . Any outside use r

( p r o c e s s )  p e r c e i v e s  t i me  i a a f o r i n u t  io u a iii a p a r t i c u l a r  ( a b s t r a c t)  node as a

m u l n i n e r  of  o b j e c t s  t o u t  he can -u un arm ip u l at e  i n d ep e n d e n t l y ,  and a set of

p e r m i s s i n  Ic o per o t  Lou i s ona t imose  o b j e c t s .  l ’hmese  e x t e r n a l l y  v i s i b l e  o b j e c t s  a re

a r r a m m - g e d  in sucim o w m y  t i - r a t  t h e r e  . m r e  no exp l i c i t  p r o t e c t i o n  c o n s t r a i n t s  t h a t

t l C  eri e o b j e c t  to a m m o t i m e r .  A m essage  m r r i v  l a g  a t  m m aaod e to m a n i p u l a t e  one of

t r ie se  o b j e c t s  m u s t h e  p rocessed  by seine - a c t i v e  en t  i t y  ( e . g .  ma p r oce s s )  t i m a t

co nm f i rm s  t m m a t  t h e  r e q u e s t o r  uf the  a c t  b r a  La o s tia e r i g h t  to p e r f o r m  it , and

then i m p l e m e n t s  t ime o p e r a t i o n  a t  t h e  node  by  i n v o k i n g  o p e r at i o n s  on o t h e r

o b j e c ts , no t  d i r e c t l y a c c e s s i b l e  f r o m  o u t s i d e .  We w i l l  r e f e r  to t ia i s  e n t i t y

as a p r o t e c t i o n  o g e m a t .  time p r o t ec t i o n  agen t  could be t ime sane e n t i t y  as the

g u a r d  i a n .  The -4 ca m r d i a n , h o w e v e r , p r e s e n t s  o n l y a s i n g l e  v iew of the  gua rded

o b j e c t s .  time p r o t e c t i o n  r e q u i r e m e n t s  d e s c r i b e d  above le m a d to a model  o u t L i n e d

ima F i gu r e ~ . In t m i  is mod el , t ime imi g h l eve l  p r o t e c t  ion f u n a c t  ioai is s epa ra t ed

f r o m  t u m C  low L e v e l  p r o t e c t  iou -u am m d s y n c i m r o n a i z m a t ion f u m a c t i o n  of the g u a r d i a n .

Toe protection agents represent different views of the gua rded objects. The

g u m r d i a a a  c o n t r o l s  t m m e  a c t u a l ph y s i c m a L access  to the guarded objects ; it

imposes synmchroum i zation constraints on ceques ts  passed to i t  f r o m  the

protect ionm mm g emat 5.

W a i l e  timer ’ ire an i n f i m m i t e  number  of p r o t e c t i o n  checks  t ha t  the

p r o t e c t i o n  i g e m m t m ay  wis im to p e r f o r m  In a p a r t i c u l a r  case , t imere  are  t h r e e

c im e ck s  t r a i t  c a i m  n o r m a l L y  be e x p e c t e d  to occur. First , tim e protectiou m agent

w i l l  wi  so to c a m a f i r m  t i m  a t  the or i g in;ati )r of tim e message h a s  the r i g h t  to

in voke  t i m e  p r o t e c t  i - r n  - a ~eu l t  a t  a l l .  Second , the  p r o t e c t i o n  agen t  may w i s h  to
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A , B , C: p r o t e c t i o n  agen t s
C: guardian

Figure 4: Inter—node protection mechanism: the remote process
P (node N2) can reach the objects guarded by C (node Ni)
only through the protection agent B.
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c a -o f  in n tnm at time p art i - mu ir object m r o bj e c t s  i m m v o l v c d  in t ime  o p e r a t i o n

re~ uiesLe d are indeed j c c m s s i h l i n  t o  tma. ~ r e qu e st o r , amid ti mird , tha t time

p a r t  c c u l  a t  o p e r a t i o n  t o  oc p e r f o r n i J i m t i m e  o b j e c t  i s  p e r m i t t e d  f o r  t ime

r c i u e s t o r .  For ex amp le , m d r  a b -u s e  n amm u g e r  n a y  w i s m m  t m  c a m m f i r m n  t h a t  t h e

c - r n  i m v u i t , t m m . u t  t i m e  p a r t  i c u l  u r  r e c o r d  b e i n g  mm a aa i p u l at e d  Is

. m c c e s - a  mc) I to  t m e  r e l u e a L u r  , m r  I ~~m m t h e  r or  m a t  u p - h a l e s  or  j u s t  re - ads  u r e

p er  n a - i  a in Ic f o r  L n m t  r e q u m e s t o r  . I i i  a r m y p u r  t i -  u I - a r  c a s e , omae or m o r e  of  th e s e

5 t m ~pS mm I V  m)
~~ omitted , r u m s , for e x am p l e , p r a y  i led that u u s e r  i a a s  a r i g l m t  to

i w ak e  u p r ) t  m e t  ion m g e m i t  a t  a l l , mme - n m v  i - r a ve  t h e  r i g i r t  to m a n  p u l a t e  aim y

arm je .-t m a r - n m  m l i v  m m m l  u c e m -, s i n l e  t r m r o u g h  n - m i t  l g e n a t .  He nay  a l s o  be pe r m i t t e d

to  p e r f o r m  c m v  ml toe a p e r .a t  l o r i s  h e  f i n e d  0 m m t r u e m b j cc t s  . In  t h i s  case , o n l y

I i -  f i r s t  uf t m m e t i m r e e  l m - i t 5  ne - I be p e r f . u r : n m e d .

~~~ - s : m - m u l  I r o w  ; m a-ic a m m d  c o m m s  i b m r : m w t i m  is r e p r e s e n t a t i o n  of p r o t e c t  ion

m m m s t m  -a ~ m t i m t n m e  c ana c i s  i - a i m  b r  aw n c - n t  I i c r  t m - i t  i n t e r — n o d e  p r o t e c t i o n  shou ld  be

ex p r c s s .d i - i  t c r . m .~ o r  access u . m l r o l  L i s t s .  C l e a r l y , t i - r e  use of access

co mm t r m l  l i - i t s  i . n p l  i c-i  t ’ m a t  t i m  p r o t e c t  ion . 14 -  m t  mu s t  b e ab le to d e t e r m i n e

t e l  i u l v  t i - r e  or ig in a I n - m r  at  e v e ry  n m s m g e .  U s i n g  tim e t e r m in o l o g y  d e v e l op e d  f o r

C . m  u r  m t e r i ~ I t  i O i  a t  p r ) t c c t i m ) i m  m e c h a n i s m s  in u c e n t r ul i z e d  sy s t e m , we w i l l

I s s a n m e t - m m t  e ve r y  message , m t  i t s  o r i g i n , has  a s s o c i a t e d  w i t n  I t  a p r i n c i pal

n o i f i e r , wr a i - m m  i 1 m m t  i f  ics  t h e  cot  i t y  to  be n a e l d  a c c o u n t a b l e  f o r  t im e r eq u e s t

i r a  t~ mm -n -;-am g e. Some t ecm mm i ique sucia as e n c r y p t i o n  w i l l  be used to e n s u r e  the

mm cli ev ao i lit y of ta -  p r i i m c - i p a l  id b y  t i m e  r e c I p i e n t  of the  message , i f  t ime

u g e  -i u s  m r  Eg i a.m L ed from .u different pumysic aL node timan the recip ient

~I s i n m g t i m e  pr inc ip .a l Id , t i m e  f i r s t  p r o t e c t i o n  check

I e s m r  i n c h  u ove is e a s y  t o  hm n p l e m n m e n t .  We can a s soc ia te  w i t h  e v e r y  p r o t e c t  ion

• - u  ; . n l  m n  m c c c s s  ~~nu r r r 1 l i s t , mn.I I n s i s t  t o  a t  tim e p r i n c i p a l  i d e n t i f i e r

a s s - c l a t m !  w i t m  n fl a a  i~~ be era t i m a t  l i s t  b e f o r e  t h e  p r o t e c t  io n  agent can -a be
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invoked  a t  a l l ,  the second test , t h u t  of e n s u r i n g  timat this principa l is

allowe d to m an aipulate the particular objects in question , can be handled in a

variety of ways. One obvious techni que is to associate with each entry iii time

:access control List , a list of all tim e objects that the particular principa l

is allowed to use . Time protection agent car-u then refer to the List to

determ in e tmme access privile ges of the requestor. If the third type of

protection cime c k is required , it can be implemented as part of th is same list ,

by associut iog witn a ti m e e m a t r y  for ea c l a o b j e c t  a n o t a t i o n  d e s c r i b i n g  t ime

operations thu t tlmi s p ni m a c i p a l is permitted to perform on that object.

8. LANG UAGE CONStRUCtS

[‘vIe d e s i r a b i l i t y  of v a r i o u s  k i n d s  of l anguage  c o n s t r u c t s  has been po in ted

out  in s e v e r a l  p l a c e s  imm t he  p r e c e e d i n g  d i s c u s s i o n s .  We see time l anguage

d e s i gn to be t ime  m a i n  v e t m i c l e  of  oca r p r o j e c t .  The language imas to p r o v i d e  an

e f f e c t i v e  i n t e r f a c e  f o r  the  mapp l i c m t i o n  p r o g r a m m e r , w i m i l e  at  the  same t ime I t

is necessary to t ake imat o consideration m all the problems arising from time

d i s t r i b u t e d  processing environment. This section p r e s e n t s  some examp les of

t i e p lonuaed langar m constructs.

Guardi amm s will be a m a j o r  t y p e  of m o d u l e  a v a i l a b l e  f o r  p r o g r a m

c o n s t r u c t i o n .  A g n - a a r d i a n  is a p r e g r m m n  wtaose purpose  is to p r o t e c t  a resource .

For examp le , a g u a r d i a n  n i g h t  g u a r d  an e n t i r e  da ta  base , a p a r t i t i o n  of t h a t

d a t u  s ase , a p h y s i c a l  r e source , e . g .  in I / O  dev i ce , or an a b s t r a c t i o n  of such

a d ev i ce .  The g m a a r d i a n  nay  n e t h o u g h t  of as ma local collection of processes

- and  d at i ;  t ime  p r o c ess e s  w i t h i n  the  same gc a .a rd i an may s i m a r e  the  d a t a , b u t  t hey

conn m n u n i - m - m t e  w i t h  p rocesses  in a t l m e r  - g u a a r d l a n s  onl y b y message p a s s i n g .  As w a s

- a m i d  ea r L  h e r , a gu a u rd l mamm nay be imn p lemeumted In terms of o t h e r  g u a r d i a n s .  The
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user  of a g u a o r d i ara is a w a r e  of i t s  behav ior :  t he  k inds  of messages  t h a t  can

oe addressed to (p r o c e s s e s  i n >  it , and the kinds of repsonses it make s to

t he se  m e s s a g e s .  Time f u c t  t b - r a t  t he  gua rd ian is im p L e m e n t e d  in t e r m s  of  lowe r

l eve l  -g u m a r d i a m a s is m v  is in Ic to tim e u s ar .

A rm i m i m p o r r u r m t i ssue  ima d e s i g n i ng  - m L a n m g u i g e  f o r  a d i s t r i b u t e d  sys t em is

t i m e - m r  u n i t  b y e s  f o r  se m md i m m g  mmmd r e ce  iv in g  messages .  The b a s i c  s ce n a m i r io ima t iac

ab st rm c t network i-i one process sending a mnessage to another process

request ing - a )  ru e a c t  i o u ;  L a t e r  t i m e r e  s i - m o u l d  be a n o t i m e r  message , f L o w i n g  in t ime

a t m e r  d i r e c t  loa m , m d  i c . lt  bra g t he  r e s u l t  of t i l u ?  a c t i o n ,  it  inmost be po ss ib l e to

- - .-mp ru s s in  t i m e  l u mm -g u r . m g e  L r m u t  a prart icular message is a reply to u c e t h e r

m e s s  a g e .  In  a l d i t  bou , it is necessary to - a d d r e s s  t~~e p r o b l e m  t h a t  t he  rep l y

m ay me yer m r r  by e , or that time request message canmnot be Senat. Possible

I p - u r )  1 - 1 1 .-i d i E t e r  in  mow Long ( f o r  what e v e n t )  t ime send i n - -~ p r o c e s s  m n n a s t  w a t t

n e  f a r e  i t  c a r m p r i c e e l  . C l o se l y  r e l m m t m 2 d  to th is degree  of  w a i t i n g  is n - m o w  t i - r e

1 1mm ~ iu a g e  w i l l  t a m  r - !  i c  f a i l u r e s

I l u , ’ : e i m . 1  i - r n n  m m . !  t r a I t  ~
‘ air -s For A R e p l y

In tim i-a up p r o IC 1 , n ime - a r !  h a g  p rocess  i s  f o r c e d  to  wma i t  a r n t  i i  I n c

c ’ s p ) m s e  comm -a a u - -k  f r - u n  n - h e  r e e ’ iv e r , or  some t i m e o u t  or  f - a l l u r e  r e s u l  L a . A

poma na ib Ic m~V n1 L u : m  m u  ; n m t  b e :

S e nmd C( ir  ~s m  to A t i m e o u t  t i m e :

~ I ( f - u i  m i  Is) Do s i ;

(21 f o rmnr -mL s ) t m  
~

-
~~~;

p 
failu re (for nm ml s u Do Sfailur e ;

tinne oni t I)o -t iu ne out ;

•
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thir e  A is u p rocess  .u mmd C( a r - g s )  is t i - r e  message , c o r a s i st  b n i ~ o f - m command , C,

a n d  some m a r g u m n e m m t s .  [ ‘i -me r e m m m . m  h n m d e r  of  tim e c o n s t r u c t l i s t s  t ime  v a r io u s  p o s s i b l e

r espoma ses , to g e t i a e r  w i t i m  t i - re  u p p r o p r i l t e  l et  ion to be t a k e n  by  t h e  send h o g

process. i(l , (2 , e t c . ,  a r c  r e s p o n se s  f o r  A; some n i  ~n t  be n o r m a l , a m m d  som e

m o m m u rina L . “ F. m i L a a r e ” covers v a r i o u s  f . m  i L u r e s  t i - r a t  m a r e  d e t e c t e d  c i t i m e r  b y t i m e

system or by  t i m e  r e ce  i v i n - g  p r o ce s s  A. l i m e  m r g u m e m m tm s of  “ f . a  i l u re ” s p e c i f y t i m e

t y p e  of  f i b l u a r e .  r - o n e  e x n m m r u p l e s  o f  a d e t e c t e d  f a i L u r e  ir e :

a )  t ime  f l e a s  u g e  us  spec  i f  ied c u n m e t  be c o n a s t  r u e  ted ,

m )  t i me  spec  i f  ied p ro cess  ( A )  no lo nm -~u r  e x i s t s ,

c i  t ime  t I r g e t  r o d e  is i i  m ’ c e s s  ib Ic

d )  c o n g e st  ion  ( t i e  t . a r ~~e t  naode of  tb - re  t a r g e t  p r o c e s s  ( A )  does no t  h a v e

e; r o i a ~~n m b i i f  f e r  s p a c e )

c i  t he  .mn -4 1~~e c a n u m o t  m ) e  d e c a d e !  ( L i i  a b s t r  a c t  o bj e c t s  c o n t  m i n d in  -i

m e s s u g e  c a m m m o t m e  r e m a n  51 r u -  t o d)

~4 nn i d a  oh  tnn e - e a i lu r e s  a r e  v i s i b l e  a t  t i m e  u p p i i - m t  ion  l e ve l  d e p e n d s  ama t n - r e

. les i gn oil t o e  —v ste m n l e v e L .  As 1 is m I s  ~~~l i n  m- ;e c t i a n  6 , t i m e  s y s t em  l e v e l  m i g h t

i ) C l e s i g m r m -d in S i l c m m  a w i v  I m i l  m i - s a l g e  l e L i c e r y  i -a  g u a r a n a t m m d .  t i a b s  w a m m i - !

e l i m i n a t e  t i m e  need to  cope w i  t i m  t m  f m  i h a r e s  of  t i m e  L vp c c arad d .1 t t i m e

a p p l i  - i t  ion L e v e L .

t ime t i : n m a U t  Ic t i a n - u  is  t a k e n  i f  ‘‘ t i m e ’’ is ex u eded . I f  t i m e  s y s t e m  i

d e s i g n e d  f o r  gua r a n t e .! d e l i v e r y ,  t i m e  c im e ou l t  a c t  i o i m L u  a t  t em m im mates t ine send

c a n n a n i  s n m o u L - .I r i  e a s e  L i m e  b u f f e r s  in  wt u i ch  tim e s y s te n  k e e p s  th e  f l e a s  u ;  f o r

d e l i v e r y  to  t i m  L l r g ct  . a p p l  i c u L  ion pr )cess . I t  s i m o m u l i  be u n d e r s t o o d  t h a t  t h i s

t i t a c o u r t  is f o r  t i m e  p u  i r o f  n e s s a g e s  to  be  e x c h a n g e d  b e t w e e n  p r o c e s s e s  b - mi t h e
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a b s t r a c t  u a e t w o r k ;  a d i f f e r en t  t i m e o u t  v a l u e  is used lu-u the underl ying system

t o  govermi r e t r a a m s n n i s s i o n  of  pj c k e t s . *

A d i E f e r c m m t k b m r m l  o f  “ n-i e m i i ”  commimand is uaeeded in the  r e c e i v i n g  process ,

s i - m i c~ h I m! r e ce  iv i n m -g  p r  ess m r i r s t  be  a b l e  to  r e spond  to t ime comm ana d w i t i m o u t

w a i t  u m g  fo r  t I l e  o r i g i n a l  s i m d e r  p ro c e s s  to r e s p o n d  b a c k .  To rece bye  m e s s age s ,

\ in j u t  u sc  . m m a m a s  I t i u c t

~o ni im m a r u d  c -u s e

C( t l a r r u m l s )  Do . , . r ee l: m ( ( m r i ; s 

Fad ;

m i r e , A is wait imag n r c  m )ma ,? r f - u  n u m b e r  of  m e s s ag e s ;  if  s e v e r a l  - a re  a v a i l a b l e ,

‘ r u  i - a  a o l e c t m ! b m m  a r a i r  wi , . tme -r m e s s a g e  is then d e c o d e d , t i m e  c o n t a i n e d

i t  m I - as 14 - m i ’ I t m  t r i m  f o r - n  m i - a , am ad t he  st r a  t e m e r m t s  a sse c  h a t e d  wi  t i m t u e  sm iec t ed

m e s s  m g -  are - x -  ‘m u t - n i .  F - u -  u n m v c  farm of ~~~~ Comm am m d s e n d s  i mes a  a g e  h - u - k  to

tale p r  ‘ c— a s t n m a t  a - - ~ m m are s  u g e  ; t i l e  b d e n t  i t v  i t  t i m  p r o  m S S  L a  r ep ly  to is

l o r a n  a t  r c u [ l - -  - a i r  i - t e d f r - r n  t r u e  r e c e iv e ! nes s  I g e .  \ m r o t m m r for m of r e p l y :

- - - I c R (  u r  4 - a )  [‘a R

~n 1u t  -~~j l l c i t Iv m a n i a L i e  ; m r m e s  t o  r ep l y t o  w i l l  p r o b a b l y  a l s o  he n e e d e d ;

t a I - a  - : 1 1  p ermit a m m m u r d  p r - u -  ess  t m  be t i m e  r e p l i e r  t o  t im e o r i g i n u l  s e n d e r .

-i ippr a a c u u  s~~e i - i - I  b oy , .’ l i l a  toe obvious advant age of  p a i r  u m m g  senad s

t u m i d  i - ~~~r i - c - s .  I t  a l s o  -m m a  ~ m n e  o n ’  lou i s d i s a d v a n t  a g e s .  For one t h i n g ,  there

* [m at ’ ‘ t i  fl - m i l L ” p a r  I m n L ’ r  presen ts a r m t i a e r  d i f f i c u l t  p r o g r a m m i n g  p r o b l e m  — —
it r m  i u a  I r c a  t i m e  p r o g r  m i m e r  t o  ne m w a r e  of tim e physic -al timing of tim e
c- m a  i r a n i - : t t  i - u n sn r ms y -a m cnn m m mi i t m ~ - t i m e  i m e e d e d  by  t i m e  rec i p ie n t  to p roces s  t o m e
r e - h i a m 5t .  i i m w v er , um m l e s s  t ime  g u m r m m m t e e d  d e l i v e r y  a p p r o a c h  is adop ted , t h i s
L i r m ’ u u t  i s  s a m n t i  m l  t m  cope  w i t a  f - m i l u r e s .  A l t h a o u g h , as a r g u e d  in S e c t i o n  ha ,
so-n e f o r  in o f  t i r ’~, o n a t  is a l s o  des  lr ;a b Ic in t h e  g u a r m m n t c e d  d e l i v e ry  s c e n a r i o ,
c - m - ~s h o l y mro r  intel I i g e m m t  w ay of spec i f y i r a g  a t i m e o u t  c o n d i t i o n  c m a u l d  be

- I - - u - - i ,
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are two scuad comnmn ammd s . 1ore important , imowever , is time loss of p a r m a l l e l i s m .

I f  t i m e  s e m m d i i m . ;  p rocess  m i s  o t i m e r  t asks  to do w t m i l e  i t s  r e q u e s t  is beia a g

processed , i t  inm o st  c i  t i m e r  u m o t  do t i ae m n , t i m u s  r ed u c  i i m- g e f f  ic i e m a c y ,  or i t  u n u st

spawrm ammo timer process to do time se t asks , thus -m language suppor t brig tim is

a p p r o a c i m  inmo s t p r ov i d e  r i c h  f u c i l i t i e s  f o r  p i r a l l e l i s r n .*

3 .2  S e p i r u t  loam Of Semmd Coi r m u mm a nd And R e p ly  P r o c e s s i n g

time s e c o u m d  p o Ssii )  Ic  m i p p r o a c i m  is t ime o p p o s i t e  of tim e w a i t i n g  a p p r o i c i m :

t ime  send i i m g  p r o ce s s  does  m a t  w a i t  m t  a l l  b u t  coot  i nues  r u n n i ng , p e r f o r m i n g

a c t  i o n s  on l o c a l  o b j e c t s , or p o s s i b l y  s e m a d i n g  more  m e s s a g e s .  On l y whenm I t

need s a r e s p o i m s e  t t m a t  i s  no t  read y ,  i t  w i l l  h a v e  to w a i t .  The l a n a g u a . e  n od

m a m a  t o  p r o v i d e  add i t  i a n  a l  c , ) m - u s t r t a c  is  t im a t  u l l o w  t i m e  p r o g r a m m e r  to d i s t  i n  (mai n - a im

w mm r c i m  response -goes with - u wim i c i m  request muad to spec  i f y  tim it  the process wi sumes

to  w a i t  f a r  t I l e  r e p L y  t o  .a sp ecifi c mnc ssmg c , r a t h e r  t i - r an  m r ep ly  to ~a n y

m e s - ; . l g e  t h a t  n a y  m i ve  ae, ’ m i  previ ousl y sent

[‘m a cre i r e  v a r  iou -a  w a y s  in wh bc i m t n a e s e  p r o b l e m s  mu ight be so lved . For

e x . u n p le , send cornmaml!s ri g ht be l a b e l l e d :

SI : Send Cl (-irg s) t o - \ I ;

5 2 :  Send C 2 ( a r g s  to \ 2 ;

~~ct  Si

In  ta m i s  m m p p r ~m a c h , e a c h  Send Commn mmnd h a s  u c o n t i r a u m -a t i o n  ( a s  in A c t o r s  [11EW 176 1

ti ma t c a ir rue am~anmme d to  i l en a t if y t u e  resporases of Interest Ira ~~ ,l i es .  Following

~~j~~ ies W o u l d  be t i me  l i n - t  o f  u l t e r i m u t  lye  r e sponse s , as shown in the  p r e c e d i n g

sect i on , to t i -re  n e s s m g e  sent by statement Si. Note that the errors arising in

• * N o t e :  t h i s  I- a  nm ot t h e  onl y reason f o r  w t m l ch  such  f a c i l i t i e s  f o r  p a r a l l e l i s m
n i g h t  be needed . Sec t i n e  ii l s c u s s t a m m s  f guard i m a m s .
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turning Ci (args) into .m message would be exceptions (abnormal terminations) of

tame Send Command; failures suc h as Cc) , (d) and Ce) described earlier would

imave to be r ep o r t e d  o u t s i d e  of  t m - r e  Send Command ( i n  Re~~l i e s)

Ammot imer possible approach is to use ports:

Scuad C( m r g s )  to A Reply—to P

dtmer e P is -a port t i-m~mt c m um be m mm m m ne d b y more  t i aan  one Send Comnnna nd.  P o r t s

offer fl ex ibility in expressing d ifferent patterns of requests and rep l ies ,

both between a single pair of process is and in cases where a process

coinomuni cates with several otiaer processes.

timi s approach pe runits par allelism ,und is more flexible , especiall y ira

connection with ports. However , tia e linguistic mechanisms needed to enable

t i m e  p r o g r a m m e r  to do t ime m a t c i m i n g  i n t r o d u c e  e x t r a  comp l e x i t y ;  imow m u c h

f l e x i b i L i t y  is g a i n e d  mmmd how muc i m comp l e x i t y  is added r e q u i r e s  f u r t h e r  s tud y .

N o t a  t a a t  t i m is a p p r o a c u m  does no t  e l i m i n a t e  t ime  need f o r  s u p p o rt  Ing t i m e o u t ,

h u t  aow t i m e  t imeout is specified it  t h e  p o i n t  where  tim e p rocess  m u s t  w a i t  f o r

t i m e  r ep ly .

8.3 [ ‘m a e I n — B e t w e e n  Ap p r o a c h

[‘lie tumird appr oacim ~~5 to make t ime sender  wai t  f o r  some i n d i c m m t b o n  a b o u t

tim e p r o g r e s s  in tim e d e l i v e r y  of t ime  m e s s a g e  i n s t ead  of w a i t  ing f o r  t he  r e p l y

f r o m  tne  t a r g et  p rocess .  For e x a m p l e , in Hoare ’s language [ H O A R 7 7 J ,  t h e

sender waits until tile replier receiv .±s time m essage.

time first question to mask is: doe s t i - m i s  approach  o f f e r  t i - me p r o g r am m e r

army advanta ges ~m iver time other two appro aches? Since sends and repl ies ar c  not

exp li c i t l y p a Ired , from t h i s  point of view In time in—between approach offers

ma i n n  l a r  u o l v a m m t mges  and d b s m d v a r m t a g e s  as t i - me r a o—wai t  a p p r o a c h  d e s c r i b e d  in

S u m  t i on a 3 . 2 .  Wi -m a t  is g a  m e d  over  t h e  n o — w r a i t  a p p r o a c h  Is t i m a t  c e r t a i n
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f a i l u r e s , f o r  examp le (c )  and C d ) , or poss ib l y even (e) can be treated as

exceptions of true send command . ~1ore i m p o r t a n t l y ,  the  comp l e t i o n  of the  send

connmrmaumd indicates that a meaning ful message (to some extent) has been

r ece ived . H owever , tim e c o m p l e t i o n  of the send does not  gua ran t ee  t ha t  t he

muessa ge w i l l  be processed ( e . g .  the  r ece ive r ’s node m i g h t  f a i l  i m m e d i a t e l y

after time message is received) . It should be noted that there is cm

subst aratb aL loss of  p a r a l l e l i s m  over  tim e n o — w a i t  a p p r o a c h .

rhe in—be tween-a approac im is often advocated on imp lementation grounds , -‘as

a ne - an -a s to p r even t  f l o o d i n g  of the  receiver. Flooding means  t b aa t  messages mare

delivered faster thmana t iae r e c e i v e r  can process  therm . Since time b u f f e r  space

of thae receiver is always limited , either some control mus t be provided to

stop the flow of messages or some messages must be discarded . In -m system

witrm shared memory, - a very efficient implementation is possible , namely , each

process has one send buffer , and ti-re messa~ e is held there until the receiver

wants it. La a system without shared memory such as our dist ribut ed system ,

this approach is c l e a r l y i n p r -a c t i c a l , s i n c e  ex t r  a messages  would  be needed to

i n f o r m  t h e  common icm a t ing p a r t  ies t h a t  a message  is r e a d y ( s e m a d e r  to  r e c e  b v e r )

and coat  i t  can be t r a n s f e r r e d  ( r e c eiv e r  to sender)

to conc lude , t h e  i n — b e t w e e n  m p p r o a c h  does not  seem to o f f e r  a n y  rena l

advantages. rhe w a i t i n r (  a p p r o a c h , w h i l e  simp ler , is more  l i m i t i n g  f r o m  t i m e

point of concurrenacy and flexibility; tnus we believe that we should provide

the type of constructs outlined in Section 3.2.

9. SUr~fl1ARY AND FUTURE WORK

tn is report presented a basic coumceptua l model of distributed comput m m t ion

• m a  ill  e n v i r o n m e n t  wimere t he  i n d i v i d u a l  nodes of the u n d e r l y i n g  n e t w o r k  a re
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a u t o u - u o u n a o a s  maad n n m v  be spread over - u Large geographical area. Severa l

im np o rtaamt l m m m - ;iau ge and sy s t e m  issues were discussed , including reliability,

protect ion , and time 1 u m a g m i  uge co n st ru c t s  for send lag and receiving messages in

t ime  abs t r a c t n et w murk. .~e tried to justif y our decisions regarding eacia

m d  iv idu -m I topi c ; ci c o u rs e , t i n -ac dec  l s i o n m s  may be m o d i f i e d  mas we gain more

e x p e r b c u m - w i t u a  t m l e  us  a t  ~i i s t r i h u t e d  s y s t e m s .

I t  - a r m ) u a l .I he  cc u l i c d t h  m t  - m m a r m y  o f  t i m e  issues t h a t  - a r e  b e i n g  a t t a c k e d  in

our  pr o  j e t  go he v ’ - n I t u e  u r e a  a t  d i ’a t r  ih u t e d  sy s t em s .  Time i n t e g r a t io n  of - a

progr m rmim r mm g l m m u g i u  ~ i m l  iii m i uer u t i mm -g systcmn i s  one of th e s e  issues, time

~rob 1cm of  - a l l  i i  - a  “ t m  t i  I m m m v i  ro mmuneim t ’ i i  u s  m a t  y e t  b e e n  so l v e d  sat  i s f u c  t a r  i ly

e ve ma t u r  i s i - u g h  1)rac euas)r sy s t e m ;  i i m  t i a e  c a s e  of d i s t r i b u t e d  sys t ems , the

des  i -g a t 15K i a  e v e u m  m m m u r ,  d i t  f [ c u l t .  i l ow ever , w h i l e  f o r  a c en t  r u l i z e d  sys tem

t r u e  tc ,  t - m l  e mmv i r u m m m n e r m  t I s  a l a i r  ml ) Ic f e a t u r e , we n e  I ievmi t u m a t  f o r  a

ml i st r  i b u te d  sy s t - m n i t  i s  ma cas m ’i mt i m l  p r o p e r t y

[‘mae wor~ m o a t  im mi a , -a m i i i  Sev e r  m l  l e v e l s .  [‘a get ~m b e t t e r  u n d e r s t - m n m d  lag of

w .m i t  i t  n~ a r m s  t m )  d m u  d i s t r i m m u m n m d  com ar putim ag , w- m o I s t  imp l c - n c n m t  so-ne d i s t r i b u te d

app l i c m t  m o n a - a . l n m b s nm Ir - r -a t , i  i t  we mm ’ ~~d a I a u a g u a m g ,  t a u t  w i l l  f a c i l i t a t e  sucim a

K . t m e  CLU I an  g u n a cc [ L I  SK 7 7 1  i -a  ae 1 m g  ex t  ! r i l e d  m 1 nm - a r p o r m  t e  t m e g umm rd i a n

mm u mst raa c t an-ad corresp onad ing message pass i i m g  prim i t ives. Extenm d~ d CLU will

s e r ve  m a  m u m  cxp e r i m e n t a l  b ase  f o r  b o t i m  time l a n g u a g e  work  and t h e  le si gra of the

re I i  an I c  system support. rhr mr m i ’,i u th is exper in ent , We mope t o  de t  , r :n i n c  time

e f t m c t  iveness of d if ferema t types of l angu age construct s and t imeir

inp le:nent--ao II ity r i m  convent i~)mm ml i m r a r d w  ar . Tr a i s  e x p” r I e nmc m will h u s h  t o

i n p r - uv c t i m  I a rm - g u i a g m , m i m i p m m s - i i b l y to  g u a i l e  a design of a m a r e  u m o s p i t a b l e

mm m - - ti [ m e  m r c h I tee t m n r ’

m ) r m  tim , a, - a t - ’ n level , re-a urcia cm m nm - ’ nt r a t e-a Orm a l -g o level pr ot i u l s  mu - rd

mm -h u m m i a n - a  m a m ’ o I m ’ i t m  a- - u i  ‘cm r , ’ i I m o l e  a p r  i t  ion , time t m  m a l h i  L i t  V a t  l s i i m g

4
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so m nae of the  r e c e i m t ly  deve loped  a p p r o a c h e s  to p r o v i d i n g  a t o m ic o p e ra t  Ions

( R E E 1 ) 7 8 ;  MON 1’7d; [ ‘ A K A 7 S I  ira real systems is being investigated . Other issues

include naun iuag raua d copying objects in time abstr act network [SOLL79I , t i me

gumiraaateed delivery support , - and the use of backup copies.

Ultimately, toe success of our progr amming system will depend cia its

usefulnaess in -a constructim m g distributed app l ic -at ions. In addit i m u m m  t o  a de si gn

of distributed imp lemim entutio na of several small scale sam p le problems , we

~ r m v i s  ion our system to he used in imp lementation of -a subst r antial distr i~m n ut d

a p p l i c i t  ion -a ; one of t i m e  p r i m a r y  c a n d i d a t e s  in  an “ of f i c e— a u t o m m a m a t  ion ” of ou r

l ao o ra t o r y .  T h i s  L a s t  p r o j e c t  is d e p e u a d e n t  on two m ) t i m e r  p r o j e c t s  ~ i t i a i n  LCS:

d e v e l o p m e n t  of a local area network ma nm i development of advanced nodes f u r  - u

distributed system. Timese two projects wil l provide tim e hardware base

n e c e s s a r y  f o r  e x p e r i m e n t  a t i o u m  w i tn  d i s t r i b u t e d  process i ng .
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