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SCHEI ~1’L1’O . PARALLEL PROCESSES W I T h O U T  A C014110N SCHEDULE R

EX TE N ~JED ABSTRACT

Geo r~~ Holobe r and Lawrence Snyder
LIe partment of Computer Science

lal, - lnl v e r s it v
New Haven , Conne cticut lIb ’~29

Af- ract Ac ~~~~~ ~~~~ wh~~. I s~~ ve.- th e critical (deB), and Ei senberg and I~k’Guire LEM I, a s su me d
sec:: r- 

~~~~~ ~~~~ ~~r d i str ibut ed processes is that concur rent processes would be imp l eme nt ed on
pr c-’.te d. We e x t r n ~i the solution of lamport sultiprogrammed systems. These systems allow
(L~~ r~ by c~~r tin ~~ ng t allow processes to access diffe rent processes to read from or wr i t e  into any
t~-c. r rcs;~- c : ~~ve cr 11 i~~a~ Sect ~OflS In any memory location.
ar bi ~~r~~rs 1 se- r— s ~ ’~~c I f I e d  order , but wit~ greatl y

e~i e t c  r~ ce requi rements for each process. ~n Only recentl y hoyt researchers begun to look
add lti r., we su~ p iV a facilit y for testing the at multipr ocessor or distributed systems. In such
presence of deadl c~ among processes waiting to a system , a pr ocess may read or write in its local
ent e r tf- ,,ir c r i t l i l l  code. We show our scheme to memory and may read from another processor ’s
be t .leran t of several malfu n ctionin g processors , memory, but may not write into another processor s
and derive or. eq. .i~~ion relating the probabilit y of address space. This restriction prevents the use
total systelt tai.ur e t~ the probabilit y of many of global variables , but does yield one important
indivIdua l fai lures occurring simultaneousl y among advantage over multiprogrammed computers: if one
the processors. process fails , the entire systems does not

n e c e s s a r ily  c rash , thoug h sys t em per forma nce w i l l
l ik e l y  be degraded .

I NTR~)PUCT I )N
One of the first examinations of distribut ed

system s was done by Di jkstra jEWD74). This pape r
The “cr it i c a l  section ” pr oblem , which studied the possibili ty of processors

Inv olves developing a synchronization scheme for a independently recognizing that th~ v had f a i l e d  and
set of processes that enforces solo occupancy of correcting themselves to some prescribed state.
common code , is further compl icated when we At about the same time Lamport (LL74 1 presented a
generalize the circumstances under which the solution to Difketra ’s original problem with
schem e will work or restrict the allowable critical sections that obeye d the constraints of
solutions in some manner. For example , we will dis tributed computers. Rivest and Pratt 1RP~
assume that the processes execute asynchronously improved upon this scheme by bounding the value s
(I.e . noth ing is known about one process ’ rate of of the variables necessary for inter—process
exec ution relative to that of another process nor coordination and by preventing a process that
to t he sam e pr ocess ’ rate of execution at a continually fails and restarts from deadlocking
d i f f e r e n t t ime ) and t ha t each process mus t hav e the system . Further improvsments (in ter~ s of
the same solution as every othe r process. Another smaller ranges of value s for variables , greater
reasonable objec tive is to avoid possible deadlock fairness when sequencing processes for entry into
resul ting from two or more processes saiting for their critical regions, and reduced wai ting t imes
each other. ~for processes before entering their respective

regions) were developed by Peterson and Fischer
A number of solutions to the critical section 1P?~I J .  Finally, Latseff IHPX J incorporated the

problem have been developed and studied since best aspects of each of these solut ions, includ ing
Dijk s t ra ’s ini tial pape r (EWD6 SJ . The results the servicing of processe s in the order in which
reported in that paper, along wi th the Subsequent they arr ive (FIFO). into one algorith ..
refinements outlined by !(nuth (DEKI , de8ruijn

Taking a somewh at different appr oach , Lampo r t
ILL7bI recognised the fac t that it is no t always
desirable to a1i~~i processes to en t er the i r
cr i t i ca l  reg ions in the same order in which they

tThis work was funded In part by Office of Naval atte.pted to access these regions. It is
Research Grant N00014—75-C—0752. freque ntly the case that a process may not

I
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conflict with anothe r process in the sens~ that protocol and shut itself do.— wi thout transmitting
they may enter critical regions simultaneousl y , spur ious interrupts and without writing incorrect
though both these processes may conflict with a information on a disk to which it is linked . The
third proceas. Furthermore , given a set of process that had been running on a processo r until
proce sses that are currently prevented from that processor malfunctioned may be restarted at
entering their critical regions , we may wish t~ som e predefined point .
impose some pr iortty on these processe s so that
when conflicting processes eventually do leave As noted in the previous section , the ear ly
their  c r i t ical regions , the process having the solutions to the critical section problem require
highest priority, rather than the process that has disjoint processes to Store into common memory
been wa iting the l ongest , will be the first to l ocations. Many of the synchronization schemes
access i ts own region, that have been proposed to date , such as PV

tEWD68J, monitors ICAR}174j, and path expressions
in this pape r we present a modification o~ when implem c~~ted in terms of semaphores  rc H , AMI I ,

La m po r t ’s system that corrects some drawback s of seem to rely upon a dedicated scheduling routine.
both his and Katseff s solutiofls . In part icular: Unfortunately, such schemes are incompa tible wi t h
1) We maintain the basic capabilities of the desired autonomy of processors . For If the
Lampo rt ’s design bu t add a facility to detect the processor in which global data is stored or a
formation of arramalou s situations in which a Set dedicated scheduler should fail , the ent i re  sys tem
of processes will deadlock because each process fails. Lamport has explored many aspects of a
believes another process has priority over it. synchronization øchem e that avoids this drawback ,
2) One variable that is used in Lamport ’s though he only touches briefly upon the Issue of
sol ution may grow tmboundedly large (though in scheduling . We examine this last issue in greater
practice this hav e little effect). We show detail.
how to limit to a finite range the possible values
of all variables used for synchroniza tion The synchronization primitive used by Lamport
purpo ses. is an extension of the conditional critical region
3) Lamport ’e and Katseff’s code requires that first proposed by Hoare LCARH7]] and later
each process contain an array, the length of which described by Brinch—Hansen IPB}172, ~~~~~~~
is equa l to the total number of processes. With PB}173bJ. This new primitiv e takes the form
the recent advances in computer-on—a—chip hardwa re
designs , it is qui te likely that future machine region (mode> when (condition)
architectures will involve huge numbers of do (critical—section> od
communicating processors (capable of running a
proportionately large number of processes) , each ‘The metsvariable <mode) is an expression
processor possessing a fairly limited amount of (typically a constant or a single variable) which
memory. Such a hardware scheme is clearly evalua tes to an element of some arbitrary finite
incompatible with Lamport ’s and Xatseff’ s set II (subject to Restriction #1 below);
routines. In our program , each process will need <condition> is a B.oolean expression;
to keep track of only a Constant number of other (critical—section> is an arbitrary length of code
processes. (subject to Restriction #3) which comprises the

•~~ 
. critical region.

SYST~ 4 OVERVIEW It may not be the case that all critical
regions will conflic t with all othe r critical
regions in the sense that we may desire two

The architecture of the system we will use processes to be executing their critical regions
for our studies is conceptually simp le: we have a simul taneously, though either or both of these
set of processors, each processor capable of processes may in turn prevent a third process from
execut ing at most one process from a set of N entering its region. To formalize this notion , we
processes , and each processor communicating with a define a symmetric , time—independent function
subse t of the other processors. ~y “communica te” conflic t : H x H —> ( true , false). We then say
we mean that one processor may read from another’s that two processes conflict if and only if they
memory or possibly transmit an interrupt signal are both attempting to execute region statements
(this latter condition is not essential); with respective <mode> values of model and •ode2,
however, conforming to the definition of a truly and conflict (mode l, sode2) — true.
distributed system , i t may not store into any
memory but its own . The semantics of the region statement can be

stated quite simply: the code in the
We further ass um e that a processor may fail , <critical—section) may not begin execution if a

thou gh It doe. so in a somewhat order ly fashion, conflicting process has already entered the
A read req uest issue d to a process immediatel y <critical—section > of a region stat em ent or if
after this process has ma lfunctio ned mey rCturn <condition> evaluates to false. To prevent
arbitrary va lues. Eventually only some default certain anomalous situat ions fr om arisi ng, we must
value viii be returned by read reques t . to a enforce the followi ng restrictions on our
fai ling processor , hence it is impossible to synchroni zation pr im itive:
accurate ly .zami ne the memory content S of such a
pr ocesso r. Each processor has the ability to Restrict ion #1 : The value of <mode> must remain
detect its own deviation from normal operati ng constant duri ng the entire execution of the

2 

-



~~~~~~~~~S’’ 1 :  s~~ i c f  i t  is ass ociate d , arg um ent . ~ o the value it  f inally obtains t o t
muot_j~~~~~e i i , ji w ill be Incorrect • To

i~ I ion S .~: o prey, ni races between overcome this difficu l t y , Lamport aestries that
instr~c ti,ns whi l al te r and exam ine a ~~ ,‘r ~ ust ,~~~,cede is .tro~~j~ constant , mean ing that
‘~~ ~n,h : i n ’, arguments 1 the ‘,condit ion ’ ~ f its value wi ll not change wt,rn we are In the m id st
oim pi~~~~.ss rt-~~t i  stat ement whi ch are of com puting It. This convention ~imp lif is.
st re,~ i :  the memor y ~ ano t h e r proces s may matt e r s greatl y tand In fact probab ly does not
or. Is f’~ it ,‘ ~~ i’s t i s st~ “nd proc “ss pose ~i severe restr Ict t , ’r~ • io we w 1 1 ad ~‘pi it  as

~~~~~~~~~~ wh~~. ’ c n !ijc is well.
r s rrE . e r  ement

The interpret at ion ~ f the must 1recede
,:,‘ t i , r  1: th , ’, . ~~~i i n  f a rej i ’ s t a t e m e n t  f u n c t i o n  is self—ev ident • hut it is im po r tan t  is ’

Jo, ’ n: depe n,1 U:’ r i ,  c o n t e n t s  anothe r point out tha t  it has me aning onl y on th~ ec
pr ,e’s’, addres’ s;’.~ , • t t , i  t h i s  n tlon must processes that are ~imu Itaneous1v wait in g to Cnte t
al — v s ,‘ ~ ,.; n_ , r i. , It th C were tnt so , their cr1 t ical reg ions and that c onf 11 w i t  1 one’
hen t i ,  pi , e’ 5 11, .‘nt er I l”  t ,’~~:’ :  st ,i I ,‘r.,,n t , another, Ptjt t ing togeth er he see hani ems we

I, ’ f l  Un t t~ H~, c n J  i t i , t  i’. c ,ir , true • described se far , i t  be come s c le ar that a process
th erehs ;’r,s ,nr i, .is :cure:it s Is ’ ib , v e r y  i can enter the cen t ical— scc t iou ” ot a rS~.

Ion
vat- i ~i’ ,-~ - i , ~~~~~c a : ’ , s f ~ the ~ ,

- on~’. I v.’ and statement onl y it the I, l~ wi ng tht,’e’ con d itions
causin.~ t i ,  p r ’~ e..s I ’  ef,’ ,iJ ’.~~~ wi. ti i ts,’It. are satis fied :

Restr i ct ,r $ ~: I re ’ , t ’ ~t -~~ ,~~e nt ts,,\ not he Conditi on #1: Al I processe s t f ia t  c o n t  Ic wi ti
one o’ t he  in~~t ruc t ions in the process I are eSecut tng code outside ~ t

—se .~ i n  f another their critic a l regions .
stat cit e

Conditi on ~2:  The when ~ce’nditi ,sts” eva luates t o
One pr ,i’ien r,ci,’:’rlv ~ ssoctated w ith t rue .

It t ~ na~ cci tt; .~I reg tO ns is the d i t t  I c  UI t V
they pose in e%pressing some synchronization Condition •~~: Fot ,ell pr ocesses i that are’
problems. These problem s u~ u a l l v have a prese ntly execut i ng 

~~~~~~~~~~ 
stat em ent s but

“scheduling” f l a vor i them: given a set of have not vet entered their
conflictin g processes that are all competing 10 v cr jtfcsl —s ec t ion ”’ s, and that conflict with
enter their respc ct lv ’ critical regions , w h i c h  p rocess I
wi ll take precedenc e ’ T5’ rem edy th i s flaw , we [
define a new tun ct: ’n must _pr ecede : (I ,~~~~~, ..., N) true if j has been
a ~f N ) —— ‘ {true . talse) wh ich may waiting longer than I
depe nd upon any iri t r.t,l t ion that is available to must ~recedc ii , j) — \
the svs:,’n’. Theret,’r, g~

y,..’ .i pa rtic ul ar i and false if i has been
in the set H N1 , ~~~~~~~~ recede i i , j~ need waiting longer than I
not remain con stant over ~ per iod o f  t ime .
(Lamp ort act uallv calls this function In ,‘t h.-r w ords , of all tht’ ~ro ce’~ s,s that do

we ’ will save this term to not conflict with another process that is in a
denote a dtitert’ nt function .) ccr itica l— sc ct ion) (eli , that have true when

ccond ition~~ s (~~~~~i, and that have no predecessors
This very general definiti on of must ptecede (in the sense thst there is no con flicting process

is sctuaUv too permissive. The followi ng .1 for wh ich must precede (1, ii holds t rut’’i , t im,’
arg ument i l l u s t r a tes  this ro int . Suppose that in of arr ival Is t he f i n a l  ~rb t ter i S ~~~ . W~ impose
addition to i and j, the names of the two one more cond ition on our system that guarant ecs
processes • the’ (unct ion must precede depend s on K that no process can tee locked out 01 a
other sour ces of Information , e.g. which 

~cr iti cai—se ct ion ” once it has begun executing a
processes are in their cvitlc al regions , wh ich  reg ion statement :
processes are awatting permission to enter their
reg ions and how long they ’ve been in this state , Cond ition #~e: Assuming no further processes
which pro cesses hav e’ t a i l ed , th e value s stored in encounter region statements , a process
the memories of various processes , etc. It is satisfying Conditions I — 3 w ill enter its
very unlikely that a pr ocess can examine all l(’4’2 <critical—section) after a fin ite delay.
arguments and instantly determine the value of
must preced e 1,1 , j). Rather , the process would This condit tcn’~ will follow ii we assume that all
probab t~ scan one or two arguments at a time and processe s make progress executing their
combine this information with previousl y computed instructions (though ow previous assumption of
resul ts to obta in a partial answer. This asynchronous operation may make this progres s very
procedure would repeat th i s  until all arguments slow) and if a permanent deadlock situation does
have been exemined seal must precede (1, j) has not exist among the proc’esaes that are waiting to
been fully determ ined , Consider the case in which enter their critical regions.
* pr ocess Is scanning the ath argument of
suet _precede (a Is in the interval (2 , •.., R-421)
when another process alters the value of the yth
argument (y is in the interval (I , ..., x— 1 1T
The firs t pr ocess will never reacan the ‘si b
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LH} A 1.e K Ti~~ c r i t i c a l  s e c t i o n s .  We adopt t h i s  convent ion on
the basis of  i t s being the most general scheme for
deal ing w i t h  the fa i l ure of enq ucued processes.

li- the  l ast section ~ hr :,’tlv m entioned the “Most gener~~~.” in the sense used here , means the
possibi i t t 5  of tw o or it re p r o c e s s es  c a u s i n g  a a b i l i t y  ot this scheme to simulate any othe r
d e . e d l e , t ~ w4. ile s-sit ing t ,  e n t e r  c i  i t t ,  al reg t~~r ls. s cheme,  This genera l itv arises from the
To s ee h e w  this mi g ’ h,i~ p e t  , ‘n,. i,i~~t the m,’st flex:bil ity of  sch~~ ui log provided by t he

r t v i a l  ca ,. , I r the mome,tt , Sup;’ l s ,  h a t  pr~~ i-ss ~
ust_,..E!,!. ~!de. For e x a mp l e , we could eas i ly  a l t e r

i has f e e s t  e n , n n t er e ,1 the s ta t e me nt  the cal ew of ‘~ test pie.’~~eeede to e f f e c t  ive is  gnore
the presence of a fa i led process ott tiw’ queue . Of

I s i ,~ ’ t i-ne t ,  ‘- 5 n v 1 1 l n g ’ od course , we are assuming that in such a situation
the value s of the a r g u m e n t s  t o musL,~ reced e can hcwhere c~ ’ n t 1 i ,  : er - de l , m od ,I ) - t rite and de te rm ined  d,spite the lois of ae’ce ste i h i l i t - , I ,

1 • toe . I o rulci, for data th.t te as been s to red  by malt un ,t toning
:~~~ -, r ,,- s s , - s  t o  e l ite ’  I t ie ~r processes.

s ,’r : ti , e l s,’ . t :’ n ’ s , ;‘r, ’ 0 e - s s  I aus~ wai t tot
:tse - l t  t , e e c ,  t s  ‘, , r , ii — s e - c :  on he i t ,  i t Processes wh Ic h fa ii vii i 1~ exeC ut log t u e  i t
can e n t e r  i t  , a c l i a r  imposs (hi l it  . A dead i , ’ b c r i t i c a l  sect Ions can 1-loc k many other processes
is  present  , arid cond~~t on Ef~. is  v i , ’ l e t  ,‘d ui-i es~ w ith wh ich they conflict , t hereb y cau s ing  5c r  b u s
tre .st _jr en cdi ( t , c h a n g e s  to f i  c, at some degradat ion in system performance . ~ e wi l l  assum ,’
l e t  or” po or: • A l t  hou~’ thi s may  seem, l i ke  a such pr ocesse s are to he removed I r cir the it
cortr iv e si ,‘,..it~; e , - there for e not a very  c r i t i c a l  sect ions by the external  mechanism bet re
c onvinc ing ruS t  it  t a t  :o -i t ot our a tt empt s Is’ being repsired and returned t I  normal operat i- n .
de t,’ rrri:ie t he’ i s i s : , - , , ’  o f  d c t d ~~~c k s , the s e Not e tha t  once in i t s  c r i t i c a l  sec t i o n , a process

can arise in f i t  r o t,  subtle  w a y s .  The is beyond the effects of the 
~~~~~ j !,eceJc 1—

1,- I l - w i  ‘ig : iie’ ,t , ’~— c h i t a -  t , t i  Z C S  t i l e  situa t t , ’ns in function . Thus we do not base the run—tim e
Ci1:c 1 a ,Iead : - 5 i -  w~ II i’1 ~~~~~~~~ • 

f le xibil its’ we had when dealing w ith the fa i l u re
of enque ue d processes , and we appear to be quite

Cyc le Theormr. , A ,ie.,d e k  w i l l  e x i s t  among the rigidly bound b’- wh atever  scheme we choose fot

proce sse s that a r e  aw a i t i n g  entrance to their  serv icing processes whi~ h fall in the m idst of
cr :t ical regions i t and onl y if there e x i s t s  t he i r  c r i t i c a l  code.
a suhse-t U e ), Pu ) , ..., P5t~~t of the se’
p r , ’c e S s , - ’ ~ s~i: , i  f, ’t~~~a ;v, 1, - ’ in the’ sense- it would be unreasonable to assume that a
that for all in t i,  set ~~ ‘ , i process can he made to s top ,  per fo rm some desired

i i )  P(i’ is t r  a re in- ri Statement w jth e,mode ’ opera tio n , and resum e unless it is under our

value M 1 ’t i , sr.~ con trol. Thus we cannot expect the coope ration of
tu n e t l one  mus~~,ptece de ~P i ) , P(i-e’ l mod processes whic h are executing their critical

l~~ and ;,,,i r l : , t  c~ ie, t i , M t i ~~l mod Li) sections or non—cr itical sections, The only t imes
es ,,: uo :e ’ to £‘ri,, .~~ a process does come under our control so that it

cart be made to perform synchronization (asks Is
Frl’ot : The “ i t ’ part t , i  lows iamediat,’lv from ~~~ when it is waiti ng on the queue *nd leaving its
defi n i t i o n s . The ‘

~‘nls if” part stems from the cri t i c a l  sec tion.
follo w:ng fa ct: i f  we t ra c e  backwards over the
must preced e and ,‘onfl i ,-t relat ions ,‘t’. a finite . l~ecause concrit rent computations are’
set ~f processes , we mus t eventuall y eithe r return inherent lv difficult to understand (and rigorous p
to a process which has already been sislt ed mathematic al proof s of their correctness are even
(thereby showing the presence of a cycle ) , or else more di ff icult to comprehend), we will break down
we will arrive at a proc~-ss i for which there are the development of the algorithm int .u three steps.
no processes j suc h that Stiat p recede ~~ • In the first version , we’ deal with a sequential
true and processes I and ,j are in conf ict log program that will temporarily serv e as our
r~~ ioO statement s , In this la tter case there is scheduler and that is easy t o  comprehemi. Ire the
n ’ cyc le , b~ t pt~~cese I can en ter i t s  next version , we transform the sequential program
‘,critieal — sect ion ’ and there is no deadlock , in to a parallel program . At this point we are

halfway to our target progrem: con t rol of
We must establish several ground rules for instruction sequencing has been removed from the

mani pu latin g faulty processe s so that we will hav e central scheduler and Is now managed by the
a common convention with which to work , In ind iv idua l processes , but shared memory is st i l l
addi tion to assum i ng that a fai l ing process does utilirmd . In the final version , we convert th is
no t behave “ealic iousls’.” e,g. i t sends off parallel program into full’s distributed code by
spurious Interrupts to the remaining operational passing out the commo n storage locat i ons among the
processe s , we furthe r assume that we have some component processes. (tor notational convenience ,
re liable mechan iem for determining whether a we say t a—) 3 if conflict (i ,ji a tru. and
par ticular process has failed . A process cart be must precede (i ,J) • true,)
thought of a. emi t t ing  a “carrier signal” l when
th. signal dies , the pr oces, has failed . There are several advanta ges to treat ing the

development of a distr ibuted progrem as cod e
Processe , which fail while on the queue s~’nthesis beg inning w ith a simpl e statement of the

re~a1n there ea~t f l  some em ternal device re~~irs solution rather than as a pr ogrammi ng task
them so that they can eventu ally enter their followed by a ver i fication phase . Not onl y are
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pro - i - s  of programs ~es;~ ’. i a l l v  parall i- l  programs) This solut ion au fte’ t~ several drawhacks.

d i t t i c u l t  to  dev ise , they are almost as d i f f i cu l t l~~pending upon the response t ime  i f  the sc heduler ,
t e understand due te’ their  ad hoc nature,  is -en It t h e  value stored in t he. t imer could ~, , w

the rules o f  v e r i f i c a t i o n  cou ld b-c formalized . unbounded l~ large . Even wo rs e , we are deal ing
mechantial v e r i t t e r s  invariab ly  s uf fer t r~x~ w i t h  an asynchronous svs t~~~, so t P ,  timer may not
ext re me ly p~’c’ r e f f i c i e n c y , as the task the y are- r e f l ec t a true measure of the waiting t ime (thoug h
:ie.e--’ ~ to pe’ i- t o r t is almost sur rI s lr . t t  a t th Ii . If we as sum,- a fi n i t e  bound or. the speed of c’,c,

Ss’n:hesi:i n~ c c’dr by means of s i~~ ; Ic proceas r e l a t i v e  to a n o t l e t , we- a r e  guaranteed
ner ci not r e q e c  r .  a ~~,, n r  ci t , r t  • 

that  al I processes wi 1 1 eve rt  wil lv command t ie,-
jus t  ~~ t n ,  c ’r ;-ii ati.o - f hi gu leve l sequ,-n: ial att ent m r  of the scheduler ) .
lan~ c-s t nt o ,. ~: ii.- leve l code can h.
-, , . ,‘t: t s P  ,-d ef t i , ic-nt  v a n,h i- a St r a ig ht wa ref Zr bo t h of t hese so] Ut ions , we- leave- re- Il eel
t e n ,,- t ,s ,a r . t Is  fur ,,~~~~ i t - i s  is a s. lI upo n an externa l  agent to aass ~~e’ the border, of the’
ret’id,• :‘S t c ’ , e ,.~ : ,es~ . ~~, t ‘ c - i t  , , pr. ’g r;er- i- ~ pro blem. Is it possible to  as- ,- :d t i ,  use’ of an
is ’, htrique -’ dem a ’s~i’u~ s~~t ~~‘ - ~ i t  t~ -~ ii,, ~~~~~~~ 

external  device ent ire lv ~ ‘.e- m aintai n the answe r
is di f t i , e el t - h,c,i I . e I ‘ s w t .-e ’ t ,e’ r . - : -  . is n - . In any realistic c v , .  cit , I tue- i ,  wi l l  be a

programs. l : ’ - : e - ,ec , na ;e . ; - c - r s  dea ling w ith lowe r bound on the length i f  t ime that cart fur.

~a i ’ e l  l e 1 pr~~5 ,‘‘, s, s,- ,-it- te ts’c I t a r e-sb  , def lii i rig measured , If tw e  events occur within t h i s  t ime-
low l,’v.- f e , i : , o c’ s , c - s t  - .,I : -ig Up o  t hen , and S~ 5fl , we arc fmced wi th . the probl,~ i f  taking

fin al Is- V e T i t V ~~t g e.) s t  1 ,~s h,’. : 1je’vel op ed, On the these seeming ly sim,ultaneous events and
o il , r hand , svn ’ ta- ‘- i s  f e c -s  wi th a sm all determining which of t heir actua l’. cam e f i r s t .
- s : I e n  t i n  c f  r e q u : - 4 : t ,  ~..er.cr- , e ’rs , and m o d i f : e s  What choice do we’ has’e , but t i  ret’- upon an
these t’’ me- -’’ w: II t~~e- I -~ leve l features of the external arbiter he ’ resolve this dilamma~
Svs: et in a t- l— J , w  :,,,,~ n i- .  Hopefull y , such an arbiter would either be capable

of measuring t ime’ tin more- refined basis , or
V,- r- - : - v 1 would have some other in forma t i,’n, unknown t i us ,

for order ing events .
In t u  :s in i tl ,e weren ’t’ , we- ar, deal ing with

a very sIn~’le sequent la~ pr ogr.mi . The scheduler In our system ,, the lowe r bound for measur ing
exists as a srparate rout i ne which we will t ime is the maxilt-egit response- t ime- of t hi’
presentl y assune is immune to failure) , and sched uler. Wheat we- have done’ , In ef tect , is to
governs the ope rat i- i -  c-f all othe r processes. A treat time -es a resour ce , and to insist that
macr osc opic view c-f the operatio n of the scheduler mutua l exclusion be maintained on this resource at
is given by the flowe - hart it- Figure 1. those points in time when a process is interacti ng

wi th the scheduler. We note in passing that many IT1.
There is one ve t-v im portant Issue that e.s’ systems that have been described In the literature

have avoided so far: how do we deal with two or finesse the issu e of simultaneity by assu~~ing the
more processes that simul t aneously begin exec ut ion availabi lit y of indivisible or atomic operations.
of reg ion statement ,.’ nr ii- . term s of our svstetr ,
how do we treat processes that signal their Version
intention to interac t ,.‘,it h ’ the scheduler when the
sched ul e r  i~ alread y busy servicing some othe r Continuing with the synthesis of our final
process? Before proceed ing with our desc ription program , we now “sni p” the control mechanism to
of the algorithm , we m ust put this issue to rest eliminate the expl ici t scheduler. The’ scheduler ,
by establishthg a method for determini ng the which is still failure—fre t -, can instead he
relative ordering of such proc esses, thought of as existing onl y in an conceptual form ,

- 
transmitting inst ructiorts to the’ individual

Op timally, we would like the scheduling processes. By th is we mean that the scheduler
rout in. to service processes In the same Issue s an instruction which all the processes
chronological order these processes signal the com pete for and execute. The execution of such an
scheduler. One solu tion to this problem , instuction is finished when all the processes have
perform ed at the implementation level of the completed their portions of the code , or have
sys t em , would be to let each process dispatch are failed . The resul t Is a parallel program which
in terrupt when it wants the attention of the utilizes shared memory.
scheduler. The sched uler , in  turn , serv eg as our
interrupt handler , and it disables all other In reality, eac h process will have a copy of
in terrupt s until the process requesting attent ion the scheduler. These individual copies will
is fully serviced . In this solution , we have operate in asynchronous parallel manner by using
pushed the problem back onto the hardware a “mutual handshake” conce pt. When one component
•echanism. ‘ of the scheduler finishes some instruction , it

polls the other com ponents to determine if they
Another possible solution might be to let have finished their resp ective ins t ructions , and

each process maintain a timer while it is alsiting wa its emtil they have done so before proceed ing
the attent ion of th. sched ul er. The tim e r coul d with the nex t instruction. Setting a flag at the
be a mechanical clock , or we could let the program beginning and and of each instuction woul d be a
idle in a loop. On each iterati ,,n of the loop, a simp le mechanism for determ ining whether or not
variable TIMER would be incremented by one. When each process had finished its schedul ing
the scheduler becomes avesil abl e it pick . the instuction. Figure 2 illustr ates a sa*ple
process whoa. timer indicate . the longest isit, instruction for .nqueuirg a process th at begins
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e - s , ~ ~~C 5 i r~~,: ’ v  t e , t e m e i , t .  We are not quite finishe d , however , d c -  t o
th, memory requirements that ~ ‘ul d resu,t from a

We a lso beg e t - to dc~ ‘t.;-~’ c,’ the queue- at t h i s  naive impl~~~entati eu t : of the ii,s true t ic ’ns , A

p t ’ t  . ~::steaJ - I has- i :tg ne pre ,- t’ss , t hee common r e s t r i c t i o n  we have’ placed or. our system , along

• -it o r e  the coni ge rat i ‘ti -f t hee’ enqueued ~~ tb the need for a d i s t r i b u t e d  cot-i t re d me -c h at : I am ,
p r c e ~~~r s , we now let  eac h component p rocess  ~~‘ that each process  use a l im i ted  amoen t  of
r,”,”~fuc’r its i c - c a t  to : -  wc t he: - t b ,  ~~~~~ . Ti, memors- . In other we ’ rd s , e a ch  process sh~,:u1 d has- c

~‘t - e 5 S 5 e ’ on the eec-e ec- w e l l  be 5 1 1 - a g  t~’gether  ~~
,, an address space wl’ec’sc ~iz, is independent c u t

~ l e ts -e r 5e~~eern, f’\ -‘ set c-f m u 1te~- c -  p oint ers , th e number of processes. fw-arlv all cf the

F e e l  p r ,ce ss c,’nt air. s s rleme nt art-as-c, Ba-’ ‘Rb and Instructions obe~ t h i s  p r - p s ’r t s , t b , - t e l e -

A~~’ER. Thc v a T  u&’ e ’t hb F ‘~,I i i is the’ ide-n: if ic r except  Ion being t h,- deadlock—te st operat b est’,.

~~~ ,‘ pr - c ’— w~- a t - r ic ed or tP,- que ue I
arreva. ~ ~e i-c’ t I e -  - ,,‘- ,s in w~:lc e t~ cc, .errav is The Cycle Theort’~ tel l s us that testin g . t ot’

st o red . ~~~~~ tas  t~~, c.~~pl em entarr m eaneng. We deadlock is equivalent to testin g t,- r the presence
w e T  1 ~ ‘~ - s c-f ’  it - ;‘t a ra r e ,,fuI , wn :1 ‘des i i t  cv i - lee in the ~‘ re lat ior.. Ph racing i b i s

-- e~~ e v ,u r e , ~ I- I - i I c,eI ~~‘ 
ar-t her was ’ • a deadlock w i l l  ex i st i t  and c - tel v i f

Feg ure ;‘r ,:, s a ~~~~. f’~~, v e e w - f  the -  some process p obeys the rel a f ionsh e ;- p p .
s t re e :  t e e t - e - t’ ,--e , e rr,, -,- , -wher e ~~‘ )  is the’ i no n — re f l e s i v e ’ ’ t r a n s i t  lye-

c losure of •~~~“ . A det erminesti c al gorith m for

TP- i’e t t - i - - ’ e ’  c- i- i t e -  ti- -al t~~p le lInk,- between com puti ng the tr ansit is - e closur e on it c-b-ts’~ ts wel l

tw i t I c .  i i re t , sl : ’uid a process undoubted lv proceed hr fc - l1~~ ing the’ •~~ re - Ia t ie’t:
I e e l  , we cat’ st e l I  de terne n . wI ic h p rc cess e’s from one i”ht ect to the nex t and backtl-acking whets-

f n l l , -w i t or p r eced e  it cr  t ht’ que ue sIm~-Is’ by necessary . To prevent some sequence a ~~~ 1’ —~~~~ c

ci-  e l i - s i - n  c t e v u -  link around the ““ .. —
~~~~ z c - f  p rocesses f r o m  beIng ex amined

iralt u r , ct e - - - t i ’ ~ pro ,-s s .  Atid second , the repe a ted  lv , it appears necessary to keep ,e record

red c-n ,lan,-v ‘1 t he-sc pc e n t e r s  c are  be uss ’f u l  for c-f the p1-c -ce ases along suc h cha ir- s tha t  have
d,-t cc t i  i-c, the fa ilur e c- f pr - cs - see s • iianv prey  ic -d .c a l ready  beet- sca nned and need not he re—examined .
s c - l ot ions to  the c r i t i c a l  s e c t io n  probl em assume’ Th e number of mark e rs needed to  maint a in  t h i s

Il - a t w4en a process tai s, it turns on sc-ms so r t reco r ,f yields c~~tc ’ space’ complex et’- in the ~~ r s :
c-f signa l tb- e a t  beaco n, i t s  failur e- te ’ the 

ca ,.,- . Linear s~wce comp lexi ts- is unfortunate f ro— I’

rema ine- ,c 1un ti5raI processes , so t h a t  the our po e nt  o f  v i e w , for es-en though an amount

opera :  Ion of these processe s w-~ 1 1 nc- f  he- at :,‘ct,e ’ . mem ory prop .c-’r t li - tea l t o  ii w~~1i be needed t i  test - -

C ear ir this is not an ent i r s - Ir rea listic f e ’r deadlock , no single- process can directl y

assc ~t;- t ic:-.. ~ e- n r c  t h at  i t  8EFORF t • k a nd iT co,  that much space. Thus each of the n
processes ThuSt de~’ c - t ,  a constant amount of memors-

,A rrFR T- d ’ s - ’  not eqc-ws i, then it is qui te- towa rd exec uting the dead lock—test instructi on . 

I. th at , eth e r -r f’,~~ e r’r ,’ c e - s ’ c - s I and k Te’ see if p rocess  i has caused ,, deadlock ,
h-c ’,- I i’, led . ~~, t f f ,’r t s’’t ic-v ls’ ing c e ~~p c r e  sons process i turns a flag CYL’Lt t o  ON. Each process

with 1 in k~ tr ot - ct her pr~’cs ’sses could aid in k other than i checks to see it the re is a proc t - -e t-

pec -po eat i c - c the es~e . Lien: it v cut the j Su, hi that CYc LE • is  and i —— ‘ k. If cc- ,
malfuxtctro nrng p roc ess .  -~

process k sets CYCLb to ON , es tab l i sh ing  one more’
Ver~~t~-n 3 k

link in the pcutentia deadlock cycle. Eventual ly ,
ln the thi rd and final ve rs io n  c-f our e i ther no more processes cart set theer va lues of

rout ines , we are reads’ to  el iminate the scheduler CYCLE to OS (in wh ict:  case- there can he no
comple tely a red to distribute both the memory and deadlock ) and the test end s , or s c- ne’ process k

contro l mechanis m to the Individual processes. such that k •- ‘ I sets  CYCLE t i  ON , and process i

E~~cl’ proce ss has a cops’ of the scheduler and can k
be thought of as issui ng instrjctions to itself. notes the com ple ted cycle and announces the
The processes then operate in conjuction to presence of a deadlock. This deadlock check
determine which instruc t ions should be executed aigoritt is outlined hr the flowchart in Figure

and when. 4.

Pos~ ihlv the f i r s t  feature of version 2 that  ~~ analys is  o f  the requirements f o r  the
st r ikes  the reader is that memory management has deadlock—test instruction shows that it can fail
been almost en t i re ly  divided among the const i tuent  in eit her of two circumstances: more then the
processes. This d ivision of memory management has designated num be r of consecut ive processe s fai l
been tine of our prime objectives f rom the simul taneously (in which case the remaining
beginning, for  in order to conform to the ope rational processe s wi l l not be able to e s s u m e
de finit ion of a distributed system and reap the responsibility for  all of their malfunctioning
fau l t—to lerant  capabilities suc h sys t em s have to c oun terpa r t s) ,  or  all tie processe s on the queue
of fer , we must insure that indiv idual pr ocesse s fail simultaneously, however , neither o f these
perf o rm write operat ions only on their own local conditions is too important , ~~ hav e ruled out
memories . An examination of the instr uctio ns of t he f i r s t  case (or at least know the probability
version 2 reveals that all of the in stuc tions of i ts happening). In the second case , there are
cause process i t o  al ter  onl y the contents of it. no ope rational processes on the queue , so that
own memory , none coul d possibly enter their critical sections ,
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- ,ee ’ - l e -~~d I ~~~~. is t h e c e t i ’ r c ’  order o f requests for  en ter ing  the c r i t i ca l
tn, , ,e see ,,,,’r ’, 

regions is maintained and can be used f~ er
scheduling PUr~Xd se’-

t h at  we P - a v e  ‘ .‘c - v e r s  I ibe-r .e l in 3) A l l  variables i civolved in the synclire,nlz,at ic-n

..l. ~~‘: ‘. t i ,  use r Ii ’ r i s ~ potent  i.l deadliec e p r oc es s assume values frucir a f i n i t e  ra nge .

s C t u . , e t l ’ , s . As a r e s u l t , our deadloc ’ Oe t ect i ec -P, 4 )  A l l  processes need u- S to re  onl y a small

- s 4 r e - a t  deal - f ree l -—i  ii-’ e s ; - e t I S c ’  in amount of data to ma in ta in  the sv c , ch re - n i z a t  ton

i c ’  r - ‘ ;-r c c ’s~ cros s —ta le . ‘d- pobs i Ic scheme- . by “sma ll” we m ean an amount t t , a t  is

c- , , - r : ,e ’, C c’~ to  t - ,- sc c” v p I e - s e - - i - C O  be l t  ~~ 
independent of of the number of p rocessor s  1, the

a: n, - r e -  - e y s c ’ r v ,,: i~~ , :n rea f eer e . Instead of sy stem .

r,- r ” e : : t ’ c  t ’ , o s . e t  , f i t c  -i - d e c - l i e n ,  at  
5) The failure and subsequ ent restart of  any

c ~
- - c - — I c ’ - , ,i -- c ’ c c - , i ’-, f r  its presence ~~~ 

indiv idua l process or even a reaso nab- Is- s~~,l1
- — i - c ’, , e ’ s I  s, ~C e - t  i n : t  i i ’”,’, i t  ‘ ide s :  ,~~~‘ e - c ,  subset of processe s will fleet caus,’ a widespread

t- -~ 
- . : c -  - a e l e I T  - .  ~~~ ~~~~ 

sy stem ~~ l funct i on .

0 -~~t ’  ,‘ c ’ - s  ‘ e r ,,ss,.s c- re e :,e ue -i,c ’J. 
e )  The c r e at i o n  c- f a nycie of

C s  c e ~~ ~~~~~~ 
— -

~~~
-
~~ ~~~~ ~~~ 

- 
~~~~~~~ c-~~ 

m us t—pre c e ~ e— re la ted  p rocesses  and the- result  i’-i~~

e r  c e - s s e - ’, a r e -  (~e
.i t~~~ , cue- ce • ee :id Use- 4 - i-  e4 C idl o ck deadlock can he d e t e c t e c , t i i u u e p ~ we do not speci fy

t ,st rr ~o c,e’, -‘ c s-c I.- is ;rcsert . If no cycle what course of action c,t,u ,uld be t a k e n  fron that

C X i . ct S  ufl - s’ t t , ’s, ~ i:~ ‘s t a n c e , - , n c v c  le can point on.

ev5 r 5s:,t , c - c O t -u- - s ’ s f t’!’ is s u a r a t l t c e ’ d  t i~ he
c u - i - e l , , .  ~ i - c , , .  “ t r . : ’ .e- , t -e - user is  inforl .’d Most imp o rtan tl y, we have deme ,nstratc0 a

1 ’ :  dc-a ,’ l u  • i- c - ’  devele’; i-n ‘cc fot e,re. Thus we 
technique fo r  t ranster i r ’ ing a’ . easv —to — unci t ’ rstand

n e-e d  to  t , -’~ i - e r  d c - co . e e s  eos l~c- s .f - s r .  muSt precede sequentia l program li - te e a di et ci inc-ted progrart .

c e e e , ,~s , c c — c t c- ’ u-~ e- r ,e ne~ pro cess  e n t e r s  t i e Each Step of the t r a n s f o ~~ at t e n  is reasona b ly

ci-,- , . 
straig httor-war~~, ~ e hay, ’ atter” pte’ e - i - c ’  f i nd
natural  l ines llonp’ wt i ,, i. Ii ’ d e c~~- iscsc our
p rogra r— . “ itt a greater eff o r t , we i - eght ho pe- to

I ~~~~~~ ~~ 
formal ize the- t ransli ~rtcc -t i c-n pr cu ce sc.  • p c - c s :~~lv te d

- -~~~ -—-— —  the - point where i t coul d be tse chanl zee’.

c t - c  d~ , _  , ,  -i - sic -’ sv5 t~~~ is that under (Nc r resu l t s  p c i - n t  t e  severa l  c - t i er areas that

es t r e r . -  c’ e r , iec - - c : a ” , e -s t s  e n t i r e  sy s te m ‘ta-c f a i l,  should be examined . For s-xac’r ;-ie , we have

Suc ’ a S~~tuc- i- f o r  s.~ ce id a r i s e  if groups of 
descr ibed one- not ion c- f dead 2 - c s , wt ,en in f a c t

c p e t - a t e  c - e l  c-tie r- c - processes w e r e  sepa rated ~~y t he- Ic’  ex is ts  another rathe r obv ious fo rm o f

so -‘a r’s t ,,i ’cc ’ i - r oe- -c -- cs t b - a t  the for”ae r cc - t e l l ~~~~ 
dea d lock w i t h  which we have’ not dealt. it a

~~~ 1 e~ . r i - i-  - r—’- .it ion ce- t~ e e r e e - d in ,~ to- C~ ,l- ,~i-,e ~~~~~~~~ process is ~~ 1ting on II., queue- for  i t s  when

t e  d , - r i - s - , t ’ n ccl i- c v ,  - - - rd, ’ric , .- of  t~~s- groups. if cond i t ion  to  turn true , but no o ther  c o n f l i c t i ng
c ’ of t 1 u -c ,- icr rc - ’ - - c  - - as s el ,~~ c - - c t , -  , a t  l eas t  ~ 

process has yet a r r ived  w’ I c t c a t -  a l t  ci th is when

:onecct  is- , c-- , - . c . c e , -  et i ’  t ie que ue’ ‘du st be do~ ’ at cond i t i on , then this process , alo npi - witi . a ll C

i i , -  s,e -’ , t i — , for  t tue ss- s ter to cc-I lapse . “iee ’ 
eneiue ued conf l i c t  i iii - processes utc i ch it

p r c - b’- af ’ i :I ts c - f  suc-c b a t , i e l u r e  occ ur r ln p is g i v e - c ’  must— precede , w il l sit id le .  t c e t e r r e r t n g  whether

l’s t f ~~ fcr’ c - :a a process wi ll a l t e r  any var iab les  and therehs-
change when cond i t i ons  is recurs ive ly  uc-dec idable

— _ l
i “ 

- - 
so it may not b’, fe as i r ’ l e -  t , e  build a m echanis t- to

n a ~ .u - A - a c c u r a t e l y  de tec t  or correc t th i s type of

I + - I ( p— l i p’i i dead lock . Is this an im portant consider ation

10  I snontc real parallel rout ines ’ If so , w i l l
heuristic deadlock testers suffice to make this a
r,eg l lgible probleri ?

ii n— i—s— I
.(l-p)’ , ‘ ( i — P  ) Furthe rmot,’, we have been able to develop a

reasonab ly simp le algori thm by passing the de ta i l s

where ~‘ is the probability that an individua l of scheduling, in the forts of conf l i c t  and

p r o c e s s  will be nonoperational at any pa r t icu lar  must—p reced e relations , Ii’ the user. While this
5v ‘ic-king s as large as we desire , th is git’e s the user a great deal of f lex ib il ity , this

proba b i li t y becomes arbitrarily emaIl , flexibili ty must be accompanied by a certai n
measure o f respons ib i l i t y .  Is all this
flexibili ty necessarY? Or must the user pas for

CONCLUSIONS i t in terms of the extreee care take n to program
sched uling relations ? Arid are ther e techni ques he
m ight employ developing these relations that ~~uld

W, have demonstrated a solution to the a llow the synchronization protocols to execute

cr i t i ca l  Sect ion problem for  d is t r ibut ed sys tems w ith greater e f f i c i e n c y ’
that sa t is f ies  the stated design requirements:
I) It permits arbitrary processes to Ano ther area for further stud y centers aroes~d
conf lic t/not conf ict depe ndi,~ upo n the p .rticular the implementation of the queue. (fu r

cr i t i ca l  regions the y are attempting to enter. multiply—linked list is a “stretched—out ” data
2) It allows granting access to critical region. structure , in the sense tha t it does not require a

based upon an arbitrary scheduling function. The larg e set of malfemctio ning processe s to form a
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deadlock test  put p on if any new if p can enter
tail of queue process can enter critical section

-
~~ c ritical øection, let it; otherw ise

if any processes i let them re—insert p
can enter critical 

[~~
adl ock t~~j ___________________ 

into the queue
sect ion 5 let them ;

______________________ let p continue
w ith non—critical
sec tion

Figure 1: Version 1 Coemon Scheduler

( when process j ~~~
begins execu tion -

(,,,o f region statement

determine the di stance , m BEFORE : last a
from process I to the

end of the queue elements on the queue

Figure 2: Version 2 Instruction for Process I : Enqueue Process 3 .
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- ~~ - • ~~ ‘ - - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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BEFORE AFTER

process: 

Head of Queus- 

n—~+l n—s+2 n-s+j 

~~~~

s s—i s— 2 . .. 1 n— 2 n—i n

n~ 1 ::~ :: 
n~~~~1~ 

Tail ~f Queue

Figure 3: Structure of the BEFORE and AFTER arrays.

yes

l~~~~~~~~~~~~~~~ l ~~~ ij  ?5~~~~~~~~~~~~~ o
~~~~~~~~~~~~~~~~~~ ON ~~~~~~~

P ARALLE L-AWAIT PARALLEL-AWAIT

when some when when it is when some when
C nearby CYCLE - ON nearby CYCLE — ONk no longer - kprocess k process k whenand andfa i ls possibl e f a i l sk ——> i k —— , I process j

for any
finishes its

process k
deadlock test

to setassume the announce assume the
operation presence CYCLE

R 
to ON operation CYCLE

1 :— ON
of process k of of process k

deadlock

(no
deadlock)

Figure 4: Version 3 instruction for ptoces. i to
determine if process 3 is caught in
a deadlock.
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