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APLRNDIX

COUNTERNEASURES

1.1 INTRODUCTION

This appendix describes countermeasures that will reduce the vulnerability of
an ADP facility. The countermeasures deacribed herein are a representative

group for improving overall computer security. They are to be used to assist
ADP installations in performing a risk anacoannnt"tzro format for each of ; j

the proposed countermeasurea is aa follows:

a4 Vulnerability. The atatement of a security vulnerability in an ADP

Z factlity,

E b. Countermeasure. A brief deacription of a security countermeasure

i that can reduce the atated vulnerability.

§ (%w-) ¢e Confidence. The level of confidence, e.g., low, wmedium, high, that
% can bo placed in the proposed countermeasure.

d. Cost. A qualitative statement of the coat or (if possible) dollar
costs that would be incurred by implementing the proposed counter-
weasure. Cost figures are estimatem based on a cost of $60,000 per

’ man-year.

e. Caveats. The limitations, unusual risks, dependencies, and/or
. disadvantages related to the countermeasure.

Section 2.1 of this appendix contains references (applicable policy and/or
technical reference) pertaining to each countermeasure.

1.2 SOFTWARE

@ 1.2.1 Security Audit Traile
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200 Vulnerability. Deficient protection features for the operating system may
(\_,) allow actual or attempted security violations to go undetected without an
adequate audit trail capability.

Countermeasure. Establish an audit trail capability and ADP system security

officer (ADPSSO) review process. The audit trail should provide accurate
information on security-related transactions. From the data contained in the E
audit trail, the ADPSSO should be able to answer the following questions:

a. Who attempted to log onto the system (name, user [D, password, time of
of day, terminal identification [if applicable])?

b. Who was on the system (name, user ID, password, time of day, terminal
identification [if applicable])?

cs What files were requested?

PSR,

d. What was the nature of the access -- read, write, execute, append, or
delete?

e. What files were created?
( f. Was any output produced?

1
]
i
! LA g What date and time did a transaction occur?
{
i

Once an appropriate data base has been built, it is possible for the ADPSSC
to check the current audit trail against historical use patterns and identify
security-related exceptional usage patterns. Note that it may be difficult
to identify security violations as such and that an audit trail may not

be feasible in some systems.

Confidence. An average security audit package is rated low to medium.

Cost. If the software currently in use supports audit trail information
gathering and journaiizing, the main cost of establishing an audit trafl will
be in the area of computer system overhead. If audit trail information-
gathering and journalizing software has to be written, the cost associated

e S

with this countermeasure may range from two to four man-years of effort
($120,000 to $240,000). In either case once software is implemented to create

(~V ) an audit trail, there will be a need for additional personnel time for
s analyzing the data. A large system may need one person at half-time ($30,000).




The costs associated with the software development to support this counter-
measure would probably be more than any one site would consider reasonable.
To bring down costs for any one site, costs of software development can be
shared by several sites with similar hardware and system software
configurations.

Caveats. An audit trail can provide a deterrent effect, but that effect can
be lost if it becomes generally known that the audit trail is not subject to
scrutiny.

An audit trail provides little defense against software penetration.

The level of confidence for auditing depends on the protection afforded to
the audit software. If the software can be easily disabled, the confidence

is lower.

1.2.2 Threat Monitoring.

Vulnerability. Inadequate protection features for an operating system may
invite unauthorized access to the system, misuse of resources, or other
undesirable activities.

Countermeasure. Threat monitoring is a preventive measure that can recognize

an attack and quickly notify an appropriate authority. Notification may be
by an alarm on the operator's console, a message to the operator or ADPSSO
(if on-line), or an automatic dial-up of the security officer's phone number.

Threat monitoring (or a surveillance program) is installed as software that
has access to appropriate security information about Ehe users, files, and
processes of the system. The software constantly monitore the activities
of the system and attempts to recognize unusual activities or patterns.

When threat monitoring is advertised as an operating system feature, it can
serve as a useful deterrent to unauthorized activities.

Confidence. This countermeasure is given a medium level of confidence.

AR




Costs A survelllance program of this type requires from 12 to 24 wmonths

of development effort ($60,000 to $120,000). A hardware feature to sound an
alarm or dial a security officer when a violation takes place may cost up to
an additional $5,000,

Caveats. A threat monitoring program can be expected to degrade the perfor-
wance of an operating system by interrupting normal processing to monitor
security. The extent of the degradation depends upon the number of activities
monitored, the frequency of monitoring, and the resources used to evaluate

the legitimacy of system activities.

A threat monitor will not provide substantial defense against software
penetration.

1.2.3 Residue Control

Vulnerability. An operating system may allow sensitive information to remain

in pudlic primary and secondary storage. This information may be compromised
1

by browsing" attacks.

Countermeasure. Purge or erase all publicly accessible storage areas before

allowing a program to use them. A software program can erase storage areas,
e.8+., sort work areas, temporary data files, input/output buffers. Some
computers may provide a hardware clear switch for manually clearing memory.

Confidence. A high level of confidence can be placed in this countermeasure.

Cost. Software development costs can range from one month to several years of
effort ($5,000 to $300,000). The Clear Memory Utility (CMU) project for the
Honeywell 6000 series required approximately 6 man~years. CMU cleared main
memory, control processor registers, and the microprogrammable controllers

Browsing is defined as searching through storage to locate or acquire
information without necessarily knowing of the existence or the format
of the information being sought.
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between periods of secure processing for the World Wide Military Command
and Control Systems (WWMCCS).

Caveats. Associated with this countermeasure will be the overhead to execute

the software.

This countermeasure is not to be confused wi!:h the overwrite of storage or
magnetic media prior to its physical release to an uncleared facility. Because
of the hysteretic properties of magnetic memory and storage media, a single
overwrite in that case is not sufficient. Additional measures must be used

to prevent previously stored data from being recovered under laboratory
conditions.

1.2.4 Log-on Attempts

Vulnerability. Systems may be deficient by permitting an unlimited number

of log-on attempts. An unauthorized user who is trying to log-on by guessing
the log-on procedure may go unnoticed by the system. If the unauthorized user
does guess the log-on procedure or password, the system becomes susceptible to

compromise.

Countermeasure. Several approaches can be associated with the number of allow-

able unsuccessful attempts to log-on to the computer system. They include the
following alternatives:

a. Permitting an unlimited number of attempts.

b. Aliowing one attempt and then automatically locking the terminal out of
the system.

ce« Specifying a fixed number of attempts and then automatically locking
the terminal out of the system.

d. Surveillance of the terminal session after several failed attempts.




The decision of how many attempts to allow a user to log-on to a computer system

is a policy decision for the host system's ADPSSO to enforce.

Confidence. Alternative a provides no confidence. A very high level of
confidence is gained by b or d. A high level of confidence can be placed
in ¢ if no more than two or three attempts are allowed.

Cost. The cost associated with this countermeasure depends on whether the
current software supports the counting of attempted log-ons. If the necessary
software is in place and only the number of unsuccessful attempts has to be
changed, the cost may be less than $100. If the software must be developed,
the cost of developing or purchasing the required software should be less

than $5,000. Sharing the cost over several installations with comparable

software and requirements can reduce the cost per installation.

Caveats. The number of log-on attempts to be permitted will vary depending
on such things as the following:

a. The trustworthiness of users.
b. How closely the terminal areas are monitored.
c. The sensitivity of the data contained in the system.

d. Whether or not dial-up access is provided.

1.2.5 Remove Vendor-Supplied Passwords.

Vulnerability. Most vendor-supplied software comes with standardized and well-

known imbedded passwords. Vendor-supplied passwords are often provided with
operating system software, data management and file systems, and various utility
packages. These standardized passwords serve to facilitate the installation
of such software. A large community of users knows these passwords. If they

are not changed the system can be penetrated easily.

Countermeasure. Change the imbedded passwords that come with the vendor soft-

ware. Provide unique passwords for each site and protect them to the highest
level and most restrictive category of information processed by the ADP
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system. Passwords should be randomly generated and distributed by the ADPSSO
or a delegated member of the officer's staff.

Confidence. Randomly generated passwords rate a high level of confidence.

User-selected passwords are rated from low to medium.

Cost. The cost of generating random passwords to replace the vendor-supplied
passwords is less than $500.

Caveats. A mathematically sound random number generator and a well-administered
distribution scheme can be negated by careless employee practices, such as
failing to safeguard passwords. In some cases, randomly generated passwords

are unpronounceable or hard to remember. Such passwords tend to get written
down, thus becoming subject to compromise.

1.2,6 Password Protection from Visual Observation.

Vulnerability. [f the password of an authorized user of a system is displayed

on a terminal screen, on the terminal hardcopy, or on the batch hardcopy, the

password may be compromised.

Systems may be deficient by not providing this basic protection.

Countermeasure. Provide a mechanism to protect passwords from being displayed

on the terminal screen or hardcopy. Provide software that will either suppress
printing of the password when entered, or present a strikeover field onto which

the terminal operator can enter a password.

In the case of password protection for batch jobs, modify the job control
language (JCL) handlers so that the password is removed before the JCL cards
are printed as part of the execution report. Card decks containing passwords
must have procedural safeguards.

Confidence. Suppressing the printing of the password gains a high level of
confidence. Other protection mechanisms are rated medium.

A e i B M A




Cost. The cost for developing software to suppress password printing requires
one to two man-months ($5,000 to $10,000).

Caveats. This countermeasure will not prevent employees from sharing passwords
or from writing the passwords on desk pads, calendars, or from discarding card
decks containing pasawords.

1.2.7 File Encryption.

Vulnerability. Operating system flaws may permit unauthorized access to sen-
sitive files. Inadequate protection of off-line magnetic media such as tapes
and disks may result in an unauthorized disclosure.

Countermeasure. Sensitive data files can be encrypted to reduce the possibil-

ity of compromise through disclosure. Cryptographic schemes can also provide
an indication that files have been modified. This countermeasure provides
protection while files are in an encrypted state. However, while filea are
being processed as cleartext (unencrypted), this countermeasure provides no
protection. The possibility of compromise is reduced since the information

in the file appears as cleartext only while being proceased. The National
Bureau of Standards has approved a Data Encryption Standard (DES) for protecting
certain types of sensitive information.

Confidence. This countermeasure provides very high confidence that encrypted
f1les will not be disclosed due to loas of an off-line medium. Confidence
against disclosure due to operating system flaws is medium.

Cost. The use of the DES in software is not approved at this time. Approved
hardware implementations are available from the Collins Group of Rockwell
International, IBM, Motorola, Intel, Burroughs, and Fairchild. Contact these
vendors to obtain cost figures.

Caveats. An approved encryption device must be used in conjunction with
special administrative and key management procedures to provide secure
operatiot. The encryption keys must be protected at all times.




L.2.8 lata Bawe Protectton.

Vulnerability. Without proper data hase protectlion measures, information

contatned within a data base may be compromised. Data hasea may be compro-
wised by asking a set of queries which return only atatistical information
and making inferences about a specific entry from the resulta of the set of

queries.

! Countermeasure, Several methods may be applied to reduce the poasibility of
b ‘ compromise of a data base.

E a. Inoculate the data with random errors to make the data base lesa

: precise. The majority of the data must be inoculated so that individual
records are not necessarily accurate, but that the overall data base ias
still accurate for atatistical analyaea.

b. Use threat monitoring and logging to detect attempts to compromise data.

For example, check unusual overlap patterna created by succeasive queries.

¢e Identify the public characteristica of an individual item on the data
base. Permitting queries on a subset of these characteristics will prevent
an unauthoriszed user from determining the individual item. However, it is
posaible to deduce a amall range of values for the individual item and then
use outside information to determine the exact value (see reference a).

. de Use lirk files to separate identifying characteriatica of data itema
from the statistical data associated with each item: One file contains
| ‘ the identifying characteristicas of a data base item. Another file contains

statiatical data associated with the data base item: A link file matches
the contents of these two filea. Separating the data base in this way
makes it more difficult to associate specific data iteme with identifying
information.

@« Restrict the types of queries that can be made againat the data base.
For example, do not allow queries againa: certain combinations of data items.




Restrict queries againat small nubsets of the data base. Certain subsets
of the data buse may have stronp (ndividual characteristics.
Confidence. Countermeasure a is rated medium. Countermeasures b and d are

ai
& and e are rated from medium to high.

rated low. Countermeasurea

Coat. The costs for developing b can range from one to two man-years of
effort ($60,000 to $120,000), Costs for a and c are primarily in analysis
work. An expected range may be from one to four man-weeka ($1,250 to $5,000).
Costs for countermeasure d are development costs and range from three to

8ix wman-months ($15,000 to $30,000).

Caveats. Techniques to compromise data bases are quite sophisticated and are
far more advanced than most countermeasures that can be readily implemented to
protect data basea. This type of countermeasure can serve to deter unsophisti-
cated attempta to compromise a data base. '

1¢2.9 Periodic Inspections of Software.

Vulnerability. Software may have intentionally placed trojan horses, trap
doors, or similar modifications that can cause unauthorized disclosure,

unauthorized modification, destruction of data, or denial of service.

Countermeasure. Conduct periodic inspections of software in several ways

such as the following:

a. Make visuali inspections of program listings and files to detect unusual
instances of data or software.

be Perform automated code matches. A program can be developed to compare
files for exact matches. These files can contain software or data.

¢e Verify the date that a file was last modified. Compare this date
against the date when the file was last modified for authorized purposes.
This countermeasure requires that the system ia able to maintain the last
date of access to a file.

=10
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d. Compute and securely store checksums of software and data files.

Then periodically checksum each file and compare the result to the stored
checksum. A checksum is computed based on a portion of the data in each
record.

Confidence. Countermeasures a, b, and d are rated medium. Countermeasure
¢ is rated low.

Cost. Costs for countermeasures a and ¢ are primarily personnel time. For
each inspection the cost should average $600 (2.5 man-days). Costs for
countermeasures b and d are primarily software development and the machine

time to perform the inspection. Countermeasure b should cost about $5,000

(one man-month of development). Countermeasure d should cost only about $1,250
(one man-week of development effort).

Caveats. Confidence in these countermeasures depends on the secure storage
of original software, data, checksums, and lists. Confidence and cost

depend on the detail and frequency of the inspections.

1.2.10 Controlling Use of Assembler Language Coding.

Vulnerability. Software may be developed to penetrate the operating system.

Assembly language provides the most direct access to hardware and software
features that may be manipulated to penetrate the operating system.

Countermeasure. The following alternatives may be used to minimize the

vulnerability to operating system penetration by means of assembly programs:

a. Remove the assembler language processor from the ADP system.

b. Control access to the assembler language processor through the use of
passwords (limit the issuance of these passwords to those programers, e.g8.,
system programers, who have a valid requirement to use assembler language).

c. Place the assembler language processor on an off-line storage medium so
that it cannot be used without the active cooperation of the computer console
operators who will have to mount the off-line storage medium.
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Confidence. Countermeasure a is rated very high, b is wedium, and ¢ is high.

Cost. Each of the above countermeasures should cost less than $1,000 to
implement. A possible exception is b, 1f the system in use does not already
support password protection. In this case, the cost can be expected to exceed
$10,000 for the cost of procuring new system software.

Caveats. Most applications programs can be written in a higher order language.
Some application programs must use assembly language. Examples include real-
time programs, terminal handlers, or data base manipulation programs.

This countermeasure does not address the problem of using a higher order
language to create executable code and then transferring control to that

code.

1l.2.11 Two-Person Control

Vulnerability. Deficient security procedures may permit unauthorized modifi-

cations to be made to system software that controls log-on procedures, pasa-
word verification and replacement, audit trail Journalizing, and storage
purging. Unauthorized modifications are more easily accomplished if the
update procedure can be accomplished by a single individual.

Countermeasure. Require more than one person to make modifications to system

software that controls log-on procedures, password verification and replace-
ment, audit trail journalizing, and storage clearance. A second qualified
individual should authorize or supervise modifications that are being made.

Confidence. With two-person control of system software, a medium to high level
of confidence can be assured that unauthorized modifications are not being made.

Cost. The costs for this countermeasure will be for the increased personnel
requirements.

Caveats. To the extent possible, this countermeasure should also be applied
to application programs.
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1.2,12 Periods Processing.

Vulnerability. Most general-purposc operating systems do not provide adequate
controls to keep users from galning unauthorized access to data.

Countermeasure. When several levels of classified or sensitive information
must be processed, consider implementing periods processing. Periods pro-
cessing is defined as a period of time during which information of a given
security level is processed. Each classification level is processed at
different times and the system is purged between periods. This requires

a well-conceived and carefully followed checklist for shifting from period
to period (see 1.3.3, Hardware Configuration Control). Periods processing
requires procedural controls to insure that all users are cleared for the
higheat classification and most restrictive category of information being

processed during the period.

Confidence. A very high level of confidence can be gained that an unauthorized

access will not occur because of improper classification level.

Cost. The costs of this countermeasure include the administrative task of
developing the necessary procedures for implementing periods processing and lost
computer time while shifting from one period to another.

Caveats. There are several disadvantages in periods processing:

a. The computer is not available during the switch-over between periods.
This may represent a significant overhead cost in terms of lost processing
time.

b. Separate versions of the operating system software, with unique
classification level requirements, must be used and maintained for each
period.

ce The ADP system will be available to individual users only during their
authorized periods.
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d.  The turnaround time for particular jobs may be very lengthy.

e. The procedures to purge the system when changing periods may be exten-
sive, costly, and prone to error.

1,2.13 Testing and Debugging.

Vulnerability. The procedures for testing and debugging software must may be

inadequate. If there is a software failure during program testing or debugging,
it may be difficult to ascertain the state of the computer and insure the
integrity of data that was on-line or otherwise readily accessible. In the
period of system instability during a software failure, normal system safeguards
may not be in effect. Data may be disclosed inadvertently, e.g., misrouted

to an unauthorized user.

Countermeasure. Two sets of countermeasures can be employed, one set for

systems programs, the other for application programs.

a. System programs. The testing and debugging of system software programs
should be performed initially during dedicated time in a controlled

environment. If operational user files are required for testing, copies
of these files should be used. Operational testing may be carried out
when quality assurance personnel are satisfied that the programs are
operating reliably.

b. Application programs. The testing and debugging of applications

programs may be permitted during nondedicated times, but only copies of
data files should be used.

Confidence. The proposed countermeasures insure a medium level of confidence
that users will not be seriously interrupted and that data contamination will
not occur during program testing and debugging.

Cost. The costs associated with these countermeasures are variable. They are
administrative in nature; that is, the separation of production and debugging
time must be enforced. Also, some time is loat to useras when the syatem is
dedicated to the testing and debugging of system programs.
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;~— 1.2.14 Security Editing and Accounting.

Vulnerability. Deficient input/output procedures may damage the integrity of

operational files. As a result, incorrect decisions may be made based on the
invalid data.

Countermeasure. Use strong edit and transaction accounting features to insure

data integrity. Some of these features are the following:

a. Control on input such as transaction counts, batch totals, card verifier

operations separate from keypunching, self-checking number device on key-
punch, and machine-readable document input. Types of input validiation
checks include: character checks, such as testing for numeric, alphabetic,
or specific character group, blanks, field separators or special characters
and the proper or valid arithmetic sign; field checks such as testing

for limits, ranges, valid item, consistency, sequence, etc.

b. Controls on processing such as transaction counts, batch control

E (;_,' totals, hash totals for batch, validation by file reference (does a
i record exist for this item?), consistency checks (does this item agree

with previously stored data?), control on rounding errors, etc.

c. Control on ouptut such as item counts, control totals, trailer labels

on data sets, control records, serial numbers on documents, e.g., checks

or invoices.

Labels on tapes or discs may contain label identifier, file number,
- batch number, creation date, retention cycle (son, father, grandfather),

volume number, e.g., reel number, a count of the records on the file.

Examples of an input/output control group's typical responsiblities include
the following:

(1) Log in jobs received for processing from user departments.




(2) Check document counts and control totals of work received.

(3) Notify user department that the work has been received and !
indicate whether the counts and totals are correct.

(4) Note any work that was due but not received.

(5) Note and initiate action on any improper preparation by the user
departments, such as failure to provide counts or totals.

(6) Submit documents to be keypunched or entered onto tape or disk.

Confidence. Strong edit and accounting features cannot totally prevent the

subtle alteration or corruption of data. However, a high level of confidence
can be assured that well-conceived procedures can detect most input and
output data errors.

Cost. Costs will be primarily for development and programming. Depending upon
the level of detail for the integrity controls, the costs caun range from two
man-weeks ($2,500) to six man-months ($30,000).

Caveats. Edit and accounting features will degrade system performance
slightly by requiring added processing of input/cutput.

1.2.15 Software Engineering Tools.

Vulnerability. The failure of software to perform according to requirements

has the potential to compromise security. Software failure may, for example,
destroy the integrity of data bases or allow inventory shortages to go unnoticed.

Countermeasure. Below is a representative sampling of the many software tools

avajilable. These tools aid the development process to provide increased con- i
fidence that software will perform relisbly and in accord with requirements.

@« RISOS (Research In Secure Operating Systems, project at Lawrence Liver- |
more Labs) tools were developed to analyze assembly language programs. . |
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Analytical tools available in RISOS include a program that counts occurrences
of a specified symbol, a program that identifies the control flow and flags
specified items, and a program that locates instruction patterns. These are
some of the very few software engineering tools developed specifically for
security.

b. Software quality measures are computer programs that examine a program
to generate a quantifiable measure of the program's quality. This allows
testers to reject programs with quality measures that are outside a certain

range, on the assumption that program reliability decreases as quality
decreases.

ce Self-metric software examines the source code of a computer program

and inserts software measurement probes. The software probes help testers
estimate the extent to which a program has been tested by some set of test
data. Data gathered from such probes might indicate the number of times

a loop was executed, the entry and exit values, and the test stimuli provided.

d. Test data generators are computer programs that generate test cases

to be used in the testing of software. These programs range from utility
type programs that generate sequences of alphanumeric and/or numeric data
based upon parametric inputs, to entire systems that interpretively examine

the flow through a program and attempt to generate appropriate sequences of
test cases.

e. Audit programs insure that programs conform to a given set of programing
standards. Programs that deviate significantly may be more difficult to
understand and may have flaws that could affect security.

it e

f. Trace programs record data such as program variables or events that can
assist in program debugging and validiation.
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Confidence. Confidence placed in these tools ranges from low to high. | 4

Cost. Tools that are readily available, such as those developed for the U.S.
Government, may be obtained at no cost. Other tools may be purchased or
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; leased. Contact the supplier of these tools for cost information. Develop-
(\_a) ment cost of tools can range from one to four years ($60,000 to $240,000).

Chaian e £

lmplementation costs vary for each tool and range from one man-day to two
E man-weeks of effort ($250 to $2,500), depending on system compatability.

Application of the tool varies depending upon the effort made in developing

test cases, standards or criteria. Costs may range from one man-day to a
man-week of effort ($250 to §1,250).

Caveats. Different software engineering tools accomplish different goals.
The confidence placed in each tool is based upon the expected improvements in

reliability and conformance with requirements as a result of using the tool.

1,2.16 Secure Subsystems.

R g L R i 2™

Vulnerability. Most general-purpose operating systems are unable to enforce

( \ security policies without stringent administrative and procedural controls.
7
R Generally, it is impractical to retrofit security into existing operating
systems by attempting to correct all known flaws.

Countermeasure. A secure subsystem approach may provide an adequate level

of security if most of the users of a computer system are application program
(subsystem) users and have no need for a general programming capability.
Secure subsystems divide users who are concurrently active in a computer

into isolated groups that support distinct operational missions. User group
isolation restricts access to security-related objects based upon the different
s need of each user to know the information contained within the objects. Such
differentiation can be important even if the users who are to be isolated
have identical security clearances. In certain benign environments, secure
subsystems can also justify a limited form of multilevel operation. A single-
level secure subsystem could be certified to operate at a level lower than
the system—high level to support a set of users cleared only to the level

of the secure subsystem.
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These subsystems wonld prevent a user from escaping from the subsystem.
Moreover, the subsystem would provide security controls that wmay be lacking
in the operating system.

Confidence. Secure subsystems assure a high level of confidence that the

users of the subsystem are protected adequately from each other.

Cost. The costs associated with this countermeasure are unknown but can be
assumed to he high. Costs will vary based upon the number of subsystems to

be secured. The cost can be expected to be not less than $500,000. The cost
may be shared by several installations having comparable software requirements.

Caveats. Secure subsystems protect users from each other but they do not

guarantee protection from penetrators outside the subsystem.

1.2.17 Security Kernel.

Vulnerability. Most operating systems have weak security features. Programs

may subvert the operating system to gain unauthorized access to data or a

faulty operating system may malfunction, such as by misrouting data.

Countermeasure. For highly sensitive systems, consider employing a software

security kernel. A security kernel is designed to mediate all access within

the system and can generally be defined as the security policy enforcing
code. Some characteristics of a kernel are that it is always invoked, it is
tamper proof, and it is small. A small kernel is desired because formal
specification and verification techniques are applied to prove consistency
of successive levels of the design. It is extremmely difficult to verify

formally a large body of specifications or code.

Confidence. The level of confidence to be placed in a security kernel is
very high.

Cost. The costs to design, implement, and verify a security kernel are
probably beyond the resources of any one organization. Costs may approach
several million dollars. However, if the costs can be shared by enough
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organizations with similar hardware and software the cost per organization
can be reduced substantially. The KSOS effort is to provide an off-the-
shelf security kernel.

Caveats. The security kernel is still a relatively new concept and there

are few in existence. There are also unresolved questions concerning the
effects of a kernel on system performance, the cost of formal verification,
and the ability to maintain the software.

1.2.18 Virtual Machine Monitors (VMM)

Vulnerability. Many operating systems do not provide the level of protection

required for certain applications.

Countermeasure. A virtual machine monitor (VMM) can isolate users from each

other and offer a level of protection that most operating systems cannot.

The VMM offers each user of the system its own virtual machine. Each virtual
machine is provided by the VMM with a virtual CPU, virtual memory, virtual
input/output channels, virtual devices, and virtual unit record equipment.

A VMM does the following:

a. Interprets and executes privileged instructionms.
b. Verifies input/output addressing and simulates the input/output devices.
ce Allocates hardware resources.

VMM's are commercially available from various vendors. The security of the
systems is generally better than mori operating systems. A secure VMM (ref-
erence e) is under development and should be comparable to a security kernel.

Confidence. The level of confidence is high that a VMM isolates users from
each other.

Cost. A VMM that must be retrofitted into a current system would cost
at least $500,000.




Caveats. VMM's would not be feasible for systems that require frequent
interaction among programs. Also, the system overhead for the VMM is sig-

niflcant.

1.2.19 Password File Encryption.

Vulnerability. The file access control mechanisms in most general-purpose

operating systems may not prevent a skilled penetrator from obtaining the
on-line password file. This may lead to a penetration of the computer
system and the unauthorized disclosure of information.

Countermeasure. The file containing the passwords used to log on to the system

can be encrypted. Such a scheme will prevent an on-line password file from
being readily intelligible if the file is disclosed. The password file is stored
in encrypted form using a one-way or irreversible algorithm. The encrypted
passwords can not be inverted to obtain the original cleartext passwords.

In operation, user-supplied passwords are encrypted and compared against the
encrypted passwords. A match indicates that a valid password was supplied.
Presumably, if a penetrator is able to gain access to this file, then the other
access control authentication mechanisms could also be bypasseds Encrypting

the password file is an effective countermeasure against accidental disclosure

and casual browsing.

Confidence. A high level of confidence can be placed in this countermeasure
to protect against accidental disclosure and casual browsing. The confidence
is rated medium for skilled penetrators.

Cost. Depending on the encryption scheme implemented, the cost can be
expected to range from $5,000 to $50,000. .

Caveats. When using such a scheme, recovering a forgotten password requires
that a list of the passwords in unencrypted form be maintained manually.

There is also the danger that two or more clear passwords may produce the
tame "one-way transform.” This may allow potential unauthorized access to
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E iy the system. One-way or irreversible algorithms have been broken in the past.
(\.,) Very short or user-selected passwords increase the possibility of compromise.

1.3 HARDWARE

1.3.1 Protection-State Variables.

Vulnerability. If a processor does not employ two or more protection-state

variables, both the user and the operating system must operate in the same
state. As a result, a user may be able to perform all hardware functions
without restriction.

Countermeasure. A processor should have at least two protection-state variables,

i.e., privileged mode/user mode, in which certain instructions are illegal except
in privileged mode. Examples of privileged instructions include input/output,
memory management, and context switching. Modification of the protection-state
variables should be constrained by the operating system and hardware so that

a program in user mode cannot switch itself into privileged mode.

Confidence. Depending upon how well the system software uses protection-state

variables, this countermeasure ranges from low to high confidence.

Cost. The cost of this countermeasure is included in modern CPU costs.
Caveats. Procuring new hardware to recognize only two or more protection-
state variables is rarely justified. New procurements <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>