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PREFACE

This repor t documents the use of a functional / graphical approach for the
assessment of the fault tolerance of the Digital Avionics Information System
(DAIS ) currently being implemented at the Air Force Avionics Laboratory.
The functional /graphical approach used was developed under the sponsorship
of the Office of Naval Research and the Air Force Office of Scientific Resear ch
under contract numbers N00014-75-C-DO11 and F44620-75-C-0053, respec-
tively.

Much of the effor t involved the application of the LOGOS system description
facility developed at Case Western Reserve University. Much of the wor k
in developing the graphical models presented in this repor t was done by
Dr. Charles W. Rose, Robert A . Gingell, and Dennis A . Risen. Dr. Larry
L. Kinney provided much of the effort of interpreting the operation of the
DAIS executive, especially for bus recovery operations .

LT Ronald C. Durbin, AFAL/AAA— 2 supervised the technical effort for the
Air Force.
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SECTION I

INT R ODUCT ION

CONTRACT OBJECT IVES

This report documents a case study in the use of a functional/graphical
approach to the assessment of fault tolerance in digital control systems.

As indi cated by its name, the functional/graphical approach has two com-
plementary aspects: a functional approach to the characterization of fault
phenomena and a graphical approach for the representation of the behavior
of the system in response to faults. This new approach was developed to

augment existing tools that cope poorly, if at all, with modern multicomputer
fault tolerant system designs . We refer to the functional/graphical
approach as a fault tolerance assessment tool rather than an analys is tool

becau se it is a t bes t an aid in an essent ially heuristic process in its present
form. Nevertheless, we believe that it has potential to be the nucleus of a
systematic fault tolerant systems analysis procedure.

The vehicle for th is case stud y is the Digital Avionics Information System
(DAIS), a multicomputer digital avionics system based on the military 1553

digital multiplexing standard currently being implemented at the Air Force
Avionics Laboratory. The DAIS architecture centralizes a number of the

activities needed to implement avionics functions such as timing control ,

input/ou tput , and task control in an integrated hardware/software cor e
avionics system that can support a nur~~ er of varied avionics applications.

I
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DAIS is an example of a ~ajor new trend in avionics system architecture in
which all digital avionics functions are performed by a single integrated set

of computers and terminal interface units are configured to provide easily
expanded computational capacity and a high degree of overall system availa-
bili ty through fault tolerance.

DAIS is a prototype for the next generation of avionics systems in which

applications functions are distributed in an interconnected pooi of di gital

compu ters and terminals. This new approach has enormous advantages

and dist inct  proble ms in comparison to older approaches in which each
func t ion ~~

. ‘s permanen tl y associated with a dedicated computer. The grer~t-

est advantage is the flexibility to redistribute applicable functions to balance

the computational load and to accommodate growth in the life of the avionics

system. This ability to redistribute functions can also be exploited for

fault tolerance; critical functions can be relocated if the processor currently

supporting them fails. Thus DAIS is one of the first of a generation of

multicomputer avionics systems in which system reconfiguration will be a
maj or mechanism for achieving high reliability and availabilit y. DAIS pro-
vides a challenging vehicle for the trial of the functional/gr aphical fault

tolerance assessment approach because of the substantial role the DAIS core
hardware and software plays in maintaining the integrity of critical applica-
tions functions.

RATIONALE FOR FAULT TOLERANCE ANALYSIS

Fault tolerance is the ability of a digital system to continu e to operate

successfully despite failures in one or more system componPnts . The over-

all goal is increased system reliability--more precisely system availability--

I.
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since the key concer n of the user Is that the system function correctly when
the user needs it. The traditional approach to electronic system reliability
h~ s relied on ri gorous component selection and screening, an approach that
A vizienis  has termed ufault intolerance, because it attempts to con-
struct  systems in which hardware failures never occur. Modei n designs
tend to use a judicious rnixiure of both fault intolerance and fault tolerance
techni ques.

Fault tolerance sch emes fi r st appeared in analog systems where linear

su mming techniques could be used to mask outputs from failed circuits.
Fault tolerance mechanisms in digital systems originally focused on
hardware faults , bu t as system functionality has become increasingly de-
penden t on softwar e, schemes to deal with software failures have emerged.

Fault tolerance in avionics systems has usually been implemented on an
ad hoc basis within each separate subsystem . Now , with the emergence of

in t egra t ed , centralized avionics systems such as DAIS , the central system

architecture must provide an extremely high level of fault tolerance.

Centralized avionics systems provide a potential source of catastrophic

failure; if the core system fails , all functions implemented in it are lost.

On the other hand , these systems allow application software to have access

to data Iron-i a wide variety of alternate sources for comparison with and

substitution for outputs from faulty external electronics. Thus the avionics

digital computer has moved from a role as an internal component in sele.~~- z ~

~A. Avizienis, ‘t Architecture of Fault-Tolerant Computing Systems,
1975 International Symposium on Fault -Tolerant Computing, Paris , France ,
June 1975.

3
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subsystems to a central role in an integrated system that is essential to

mission success. Centralized integrated avionics systems such as DAIS

have become as much communication networks as computing facilities.

They are the cement that holds the variety of avionics subsystems together

and they are the central interface for the pilot to control them.

The flexibility for reconfiguration is not bou ght with out a price , however.

interconnected processors can suffer from mutual interference arising from

contention between the processors for common communication resources,

or from faults that cause a processor to generate a stream of meaningless

messages to its neighbors. Hopkins2 aptly calls such a processor a

“babb ler. ” The tradeoff between reconfigurability and isolation is always

present in integrated systems such as DAIS; the rich interconnection net-

work needed to allow effective function partitioning for load sharing and

reconfiguration poses a problem in the isolation of failed units.

A mor e pervasive issue posed by integrated multicomputer systems such

as DAIS is the location of the overall control of the system. The major

choices are centralized or decentralized system control.

Systems with centralized control assign a single agent in the system to be

aware of the overall state of the system , including the health of each maj or

system unit. This agent monitor s the performance of major system

2 A. L. Hopkins. Jr.,  “Design Foundations for Survivable Integrated
On-Board Computation and Control, ” Proceedings of the Joint Automatic

— Control Conference, San Francisco, CA , pp. 232 -237 , June 1977.
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components and receives error information to allow it to detect faulty units.
Generally, this agent Is provided with the facilities to enforce any recorLfig-
uration decisions it might make upon the rest of the system. Clearly, this
agent , be it hardware, software, or a combination of the two, is critical to
the operation of the entire system.

Figure 1 outlines the DAIS core system architecture. A DAIS core system
is comprised of from one to four digital processors, each of which may have
up to 64 K words of memory. Each processor is interfaced to two identical
MIL-STD 1553A digital data busses via a specially designed Bus Control
Interface Unit (BCIU). If no alternative agent is provided , then failure of
the centralized controller is equivalent to failure of the system. Such
unreplicated critical resources are usually termed “hard core.”

The decentralized approach to system control distributes information on

the overall system state among several agents. Each agent makes a
decision on the health of the system and the desired configuration based on
information passed to it. Such an approach can keep vital functions operating
in a portion of a system in which some controlling agents have failed. The
unsolved problem in decentralized systems is how to maintain a consistent
system configuration when no single deciding agent has a complete, up-to-
date picture of the entire system. Decentralized systems suffer from a
variation of the Uncertainty Principle; by the time the various control agents
have exchanged enough information to establish consistent state information ,
the information is no longer completely valid. Decentralized systems also
are difficult to synchronize since they have no single authoritative time
reference in the system.

5
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The DAIS architecture uses the centralized approach. All system control
and timing decisions (except the decision to reconfigure , a decision reserved
solely for the pilot ) are made by a single software master executive. To
avoid total reliance on this single complex piece of software, an additional
copy of the master executive, the monitor executive, is provided in fault
tolerant DAIS configurations. Only one executive controls the system. The
master normally maintains control , relinquishing control to the monitor
either explicitly, by issuing a “takeover ” message, or implicitly, by failing
to perform certain operations monitored by the monitor.

DAIS relies on a specialized ‘!hard core ” hardware unit for overall system
control, the pilot ’s Processor Control Panel (PCP). This panel allows the
pilot to exclude any processor and its associated BCIU or any bus from the
active DAIS configuration by removing power to the selected unit . However ,
the PCP cannot specify that a particular processor be included in the remain-
ing configuration; failures in processor self tests or memory sum checks
may still exclude a powered processor from a new configuration .

PR OBLEMS IN FAULT TOLERANCE ANA LYSIS

Despite the need for Increased confidence in electronic systems, fault
tolerance analysis is becoming increasingly difficult as systems grow in
complexity.

7
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First , consider the problem of defining a fault. The IEEE Standard Dic-
tionary of Electrical and Electronics Terms3 defines a fault as “a physical
condition that causes a device, a component, or an element to fail to per-
form In a required manner; for example a short-circuit , i broken wire,
an intermittent connection . ” Notice the emphasis on physical phenomena
that cause permanent changes in system behavior. This is consistent with
the design of many analog control systems where maj or functions are dir-
ectly Implemented with dedicated physical devices so that physical faults
are directly related to changes in system performance.

A more comprehensive term in the same dictionary is failure , defined as
“the termination of the ability of an item to perform its required function. ”
The term fa ilure Is no longer tied to physical phenomena. A failure is in
some sense a “functional fault. ” In old-style direct-implementation systems ,
there Is still nearly a one-to- one relationship between faults and failures ;
in newer , more complex digital systems , we may encounter system failures
withou t physical faults.

The direct relationship between faults and system performance has been the
main emphasis in most fault tolerance analysis work to date. In analog
systems the main concern has been with the sensitivity of system outputs
to the radical changes in the performance of Individual elements that could

3IEEE Standard Dictionary of Electrical and Electronics Terms ,
IEEE Standard 100-1972

8



occur If they become faulty. Work in digital systems has concentrated on
the changes to logical behavior induced by failed gates and on techniques to
detect and mask out such fallues.

Two Interrelated technology developments have recently had profound
effects on the Implementation of modern electronic control systems; they
are large-scale integrated (LSI) circuits and digital computers. LSI circuits
have eliminated many of the external interconnections In older designs, one
of the major sources of faults. They have allowed complex units such as
digital computers to be constructed from a reasonably small number of
physical devices with an overall reliability comparable to much simpler
circuits in previous technologies. The present economics of integrated
circuit technology dictate the fabrication of aystems from a limited number
of general purpos e units. The devices may be extremely complex as in
microcomputers, but th ey must have wide applicability .

Digital computers reinforce the effects of LSI. They create a market for
large quantit ies of identical logic unit s such as memory arrays, and they
provide an extremely versatile general purpose vehicle for implementing
electronic systems. Consequently, modern control systems designers are
beginning to use complex general-purpose components (digital computers),
that compare favorably in overall reliability with older and simpler circuit
elements , to implement systems with stringent reliability requirements.

The effect of these changes on fault tolerance strategies has been profound.
Designers no longer have access to low-level circuit elements such as logic
gates. In many cases , they may not even know the gate configuration used
by the LSI designer in implementing a particular function. Thus a number

9
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of low level techniques for coping with individual physical faults are no

longer available. This may be appropriate since the concentration of large

numbers of circuit elements raises the llklthood that a single physical fault
can simultaneously affect several functional elements . Instead of combina-

ton al techniques, fault tolerance implementers are turning to algorithmic

techniques that rely on the versatility and computi~tion capacity of digital

computers to detect , Isolate, and circumvent failures. Thus a designer may

use a software algorithm to circumvent the failures that may result from

hundreds of different physical faults. As the designer becomes increasingly
insulated from physical circuit details , he increasingly designs against
failures, as defined earlier , rather than faults.

Expansion of the definition of faults from physical faults to failures or func-

tional faults allows a hierarchical approach to fault tolerance; instead of

constructing mechanisms to deal with individual physical device failures ,

a designer may create mechanisms at one level that deal with small portions

of the system and superimpose broad , high-level mechanisms covering a

major part of the system at a higher level.

The DAIS architecture Is typical of many new fault tolerant system archi-

tectures; the avionics applications designer is provided with a collection of

somewhat general-purpose computers connected with a communications

networ k of busses and bus control interface units that allow the designer to

distribute functions among several computers and to switch between soft-

ware configurations , If required. The application designer is encouraged

to rely on error handling mechanisms built into the core system to deal with

10
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____________

transient or localized errors and to assume that automatic configuration

management mechanisms will deal with high-level failures by switching to

an alternate processor/software combination.

While the application designer will continue to be responsible for exploiting

application- specific information to detect arid circumvent functional fault s,

he will have to rely on features built into the DAIS hardware (software core

system for much of the fault tolerance of the system.

The overall fault tolerance of the DAIS-based avionics will depend upon two

factors: the effectiveness of application-specific fault tolerance mechanisms

and of the DAIS core system. While fault tolerant DAIS avionics systems have

been proposed and are in various stages of design , none have been implement-

ed yet. Thus this study will assess only the effectiveness of fault tolerance

features in the DAIS core system. We will briefly discuss the impact of some

faults on a subset of the avionics function s performed in a DAIS-based design

for an Integrated Digital Advanced Medium ST OL Transport (IDAMST ) avionics

system and compare a reconfigur ation scheme proposed for this system with

the DAIS baseline reconfiguration scheme. However , we will not assess any

fault tolerance schemes unique to the IDAMST application.

The mechanisms analyzed in the DAIS system deal with failures of system

elements to perform correctly and are concerned only Indirectly with speci-

fic physIcal fault phenomena. Thus this assessment could be referred to

as a failure tolerance assessment rather than a fault tolerance assessment.

However , because the differentiation between faults and failures given in

the standard dictionary Is not widely recognized and because the work leading

L
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to this effor t has Introduced the term “functional fault , ” we will use the

more pronounceable term “fault tolerance. ” In the remainder of this report

we will consider a fault to be the failure of a system component to perfor~~
as specified.

DEVELOPMENT OF A FUNCTIONAL/GRAPHICA L ASSESSMENT
APPR OACH

The functional/graphical fault tolerance assessment approach used in this

study resulted from a concern at Honeywell that existing techniques for

evaluating the behavior of fault tolerant digital computer systems did not

adequately deal with two major design trends : the use of multiple computers

operating concurrently to provide protective redundance , and the increasing 
-

use of software mechanisms to implement these mechanisms.

In recognition of the new role of software in fault tolerance, a sear ch was

begun for an approach that could deal with system designs in a structured

top-down fashion, in keeping with newly learned lessons in managing soft-

ware complexity. The need to deal with dynamic interactions between con-

current control streams suggested that the approach should be based on

techniques for the specification and analysis of concurrent systems. An

attempt was made to adapt as many existing system specification and

analysis results as possible to the fault tolerant system analysis pr oblem.

Since the common denominator of many current hardware and software

representations Is the directed graph , and since directed graph s are an

extremely natural way to show structural relationships , a graphical approach

was chosen. Under Office of Naval Research and Air Force Office of

12
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Scientific Research sponsorship, several potential graphical representation
schemes were considered and two were chosen for further evaluation; LOGOS,
a modeling system developed at Case Western Reserve University, under
AR PA funding as a design aid for large-scale computer systems4 and Petri
Nets, a form of directed graph conceived by Carl A. Petri in Germany In

1962 to describe communications with automata.5 
Both LOGOS and Petri Net

models supplement conventional directed graphs with a labeling or marking
to record dynamic state information. We refer to these augmented directed
graph s as labeled graphs.

LOGOS and Petri Net graph s were used to explicitly model several common
fault mechanisms, fault detection schemes , and fault recovery schemes.
This first crude application of labeled graphs demonstrated that these models
could effectively represent many common faults in digital structures. It
was also observed that identical faulty structures could appear at several

levels of implementation. For example, the same faulty pipeline structure
could appear in a hardware request-acknowledge logic chain, a software
sequence, or a series of high-level system commands from an operator .
This observation led to the development of a functional approach to fault
definition in which failure of a hardware or software system element to

4C. W. Rose , “LOGOS and the Software Engineer, ” Proceedings of the
AFIPS Fall Joint Computer Conference, December , 1972 , pp. 311-323.

5C. A . Petri , “Koinmunikation mit Automaten, ” Schriften des Reinach-West
Falischen Institute, Instrumentelle Math . und der Uri iversltat Bonn ,
No. 2 , Bonn, 1962 .
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perform correctly replaced physical device failure as the criteria for
defining a fault. Jack and Heirnerdinger summarizes these results .8

Subsequent activities defined and described six classes of functional faults
arid defined several graphical properties of labeled graph s related to fault
phenomena. During this work, it was discovered that neither Petri Net nor
LOGOS models could adequately describe fault tolerant phenomena in real-
time systems without the addition of a notation for time.? Subsequent research
efforts developed approaches for reducing labeled graph models to create a
higher level model while still retaining important graph properties.8

While all of these efforts reinforced the conclusion that a systematic approach

to fault tolerant systems analysis could be built upon a combination of labeled
graph s and functional fault classes, all efforts to date involved detailed studies
of individual fault phenomena and an important question remained unanswered;
could this approach be successfully applied to a large-scale complex system ?

This analysis effort addresses that question .

6L. A . Jack, W. L. Heimerdinger, M. D. Johnson, “Theory of Fault
Tolerance--1974-5 Annual Report , “ Contract No. N00014-75-C-00 11,
Honeywell Syster.is and Research Center , Minneapolis , Minnes ota ,
September , 1975

7w. L. Helmerdinger, L. A . Jack, “A Graph Theor etic A pproach to Fault
Tolerant Computing--1975-76 Annual Repor t , ” Contract No. F44620-75-C
-0053, Honeywell Systems and Research Center , Minneapolis, Minnesota,
March , 1976.

8 L. A . Jack, W. L. Heimerdinger, Y. W. Han , L. L. Kinney, “Theory
of Fault Tolerance--1976 Annual Report , Volume I, “ Contract No.
N000 14-75-C-00l1, Honeywell Systems and Research Center , Minneapolis ,
Minnesota, December, 1976.
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SECTION II

TECHNICAL APPR OACH

GRAPHICA L MODEL

Section 1 discussed the following advantages of graph models for the descrip-
tion and analysis of fault tolerant phenomena : they are declarative rather
than procedural; they reflect the actual structure of the algorithms being
modelled; they are precise and unambiguous; th ey are concise; and partic-
ularly important to the study of distributed intelligence systems, they allow
concurrency to be described naturally and explicitly. In this section the

specific graph model used to perfor m the fault tolerance assessment of
DAIS is introduced , together with the functional fault classification scheme

employed.

The graph model chosen is based upon the system description facility of the

LOGOS design environment 9 which was developed at Case Western Reserve

University. A copy of the LOGOS system is available on the AFAL AVSAIL

(Avionic System Analysis and Integration Laboratory) computer facility.

9Rose, op. cit.
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LOGOS Description Language is a directed graph/string representation
system based fundamentally on the works of Petri,’° Slutz?~ Karp and
Miller?2 and Luconl?3 and is extended to cover the needs of a hardware/
software system design automation environment . A complete description
of the representation may be found in work done by Rose, Brad shaw, and

14, 15, 16Katz ke.

10C. A. Petri , “Kommunikation mit Automaten, “ Schriften des Reinsch-West
Falischen Inst., Instrumentelle Math. und der Universitat Bonn, Nr. 2 ,
Bonn , 1962 .

“D.R. Slutz , “The Flow Graph Schemata Model of Parallel Computation , ‘ I

Doctorsl Thesis, M.I.T ., Cambridge, Mass., September 1968.

‘2 R. M. Karp and R . E . Miller, “Parellel Program Schemata, “ Journal of
Computer and System Sd. 3, pp. 147-195, 1969.

13F. L. Luconi , “Asynchronous Computational Structures , ” Doctoral Thesis ,
M.I.T., Cambridge, Mass., January 1968.

14c. W. Rose, “A System of Representation for General Purpose Digital
Computer Systems, “ Jennings Computing Center Report No. 1113, Case
Western Reserve Univ. , Cleveland, Ohio, August 1970.

15F .T . Bradshaw, “Structure and Representation of Digital Computer Systems, ” -

Jennings Computing Center Report No. 1114, Case Western Reserve Univ. ,
Cleveland, Ohio, January 1971.

‘6S.W . Katzke , “A Graph-Oriented Data Structure Language, “ Jennings
Computing Center Report No. 1126, Case Western Reserve Univ. , Cleve-
land , Ohio , June 1973.
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A description of a process is formed by two directed graphs: a control
graph (CG) and a data graph (DG). Together they form a ‘~~hema called an
“activity . ” An example activity is shown in Figure 2.

The control graph represents the structure of the control flow ; it sequences,
initiates , and synchronizes the data operations in the data graph. The data
graph represents the data structures of the algorithm and the transformations

b

~ h

h

Data (;r~~ph

~~~~~~ (onIrol

Figure 2. Example of an Activity
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made upon their values. A data operator (transformation) is enabled to

occur when its associated control operator is enabled to occur. The

association is indicated either by a dotted arc from the control operator

to the data operator or by giving both operators the same label. The separ-

ation of control and data allows the specification of the data structures and

da t a opera t ions to be essen t ially declara t ive and independent of the eventual

sequencing. Thus , vari ous sequencing schemes can be evaluated without

totally redefining the data structures involved.

The Control Graph

The control graph consists of nodes of two types: (1) control-cells (c-cells),

den oted by rectangles; and (2) control operators (c-operators). C-cells

must be connected to operators by direc te d ar cs , and vice-versa. There

are several types of c-operators: AND , OR, PREDICATE , B LOCKHEAD,

and B LOCKEND. All of these operators may be synthesized from a single

operator , the Primitive Control operator (PCON).

The flow of con trol in the CG is de termined by the values in the c- cells and

the nature of the c-operators to which they are connected. The c-operators

are defined so that asynchronous or synchronous control and data flow can

be represented. Figure 3 defines the basic c-operators as well as their

transfer functions in vector form. We say that an operator “fir es” when its

input and output cells have the values specified by the left vector , and as a

result of firing, the values of its input and output cells change to the values

specified by the right vector.
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a 1 0 B LOCKEN D
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h O  0 0 0 1 0
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b O  0 1 0 1 0 0 0 0
a i 0 0 0 1 0 DC 

n O  0 0 0 0 1

Figure 3. LOGOS Atomic Control Operators
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The “AND ” operator is the most commonly used CG operator. This operator

fires when all of its input cells contain positive values.

The “OR ” operator is used for the initiation of one or mor e operations when

any of several parallel or concurrent operations is finished.

The FRED operator is the interface between data values and the control flow

in the CG. It is a data-dependent control branch whose associated data

operator performs a test on its input c-cells . The result of this test con-

ditions the branch in the control .

The BLOCKHEAD (BH) and BLOCKEND (BE) operators are paired to delin-

eate an activity and form the enclosing control for the realization of the

algorithm being represented. The BR , BE pair contain control algorithms

that perform the following functions :

• Arbitrate access to the facilit y (realization of the algorithm)

• Provide a communication discipline between the facility and

its users

• Define the number of concurrent users which may be served

by the facility

As described , LOGOS atomic control operators form a logically complete

set of operations ; however , to simplify the graphical complexity of logically

complex control graphs , two conventions were added to both the represen-

tation and the design environment : read-only arcs and zero arcs.

20
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A read-only arc is denoted by arrows on both ends and may be used only
between c-cells and c-operator inputs. This is a shorthand notation for
connecting a c-cell as both an inpu t to, and output from , a c-operator .
Thus , the effect on the c-cell of the c-operator firing is to instantaneously
decrement and increment the cell, lea~~ng it unchanged.

A zero arc is denoted by dotting the arc. It , too, can only be used as an
input arc to a c-operator . Its effect is that of inversion; rather than requir-
ing a “one ” in the connected c-cell to satisf y the enabling condition for its
c-cell inpu t , the zero arc specifies that a “zero ” in the c-cell is the required
value.

Thus , a LOGOS AND Operator can have regular or “one ” ar cs, read-only
arcs , or zero arcs connected to its inputs , resulting in an arbitrary enabling
condition. The only constraint is that at least one input arc to all LOGOS
operators must be a regular arc in order to prevent multiple initiations of
the control operator and its associated data operators without changes to
the data operator inputs.

If an OR operator has a single output and does not have a data operator
associated with it , and if the inpu t paths to the operator are mutuall y
exclusively en abled , then the operator may be removed hy the following
procedure :

1. Remove the c-cells which are inputs to the OR operator ,

2. Connec t the “dangling ” outpu t arcs from the OR operator
predecessors to the output c-cell of the OR operator , and

3. Remove the OR operator.

21
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In this way, the remaining c-cell will be set ~o a “one ” whenever any one of

the mutually exclusive control operators of which It is an outpu t fires.

If a single c-cell is shared as an inpu t cell by two or mor e cont rol operators ,

one of the following conditions will hold when the c-cell contains a “one: ”

1. None of the connected operators is enabled ,

2. Exactly one of the connected operators is enabled , or

3. More than one of the connected c-operators is enabled.

The results in the first two cases has already been dealt with in the c-

operator transition vectors shown in Figure 3. In the third case , however ,

a conflict or race exists; only one of the multiple operators can fire because

the “one ” in the c-cell is a consumable resource. Unless the race is

resolved by a timing constraint (discussed later in this section), the oper-

ator to be fired is selected at random. Control graph s which are constructed —

so that a race never occurs are called persistent. Another class of control

graphs Is called weakly persistent. Weakly persistent control graph s may

contain races, but are constructed so that any operator which loses a race

(becomes temporarily disabled) is again enabled to fire and does so. Only

control graphs which are at least weakly persistent can be analyzed with

the LOGOS analysis package.

The Data Graph

The semantics of the formal LOGOS data graph are specified graphically

and textually. The graphical portion of the semantics is the topology of the

data graph . It is formed by the interconnection of data cells (domain or

22
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input values) to data operator s and data operators to data cells (range or
outpu t values) and represents the structure of the data operations. The
textual description is a graph-oriented data structure language.’7 This

language allows the extensible definition of data structure types or modes
and the declaration of Instances of these structures. It is also used to de-
fine the expected types of input or domain data structures and results or
range data structures of a data operator. Textual data graph semantics
were not used in the DAIS model and therefore are not discussed in this
report.

Hierar chical Design

If a large system on the order of DAIS were to be described using the LOGOS
representation as introduced thus far , the graph s would quickly become

unmanageably large and complex. A representation which requires “flat ”

or single-level modelling is clearly not suited to describing realistically-
sized systems.

Graph models in general, and LOGOS in particular , are well-suited to

hierarchical modelling In which the detail of arbitrarily complex sequential

and/or parallel operations can be hidden when the design is being considered
at a higher level, or when the structure of a particular operation is not of
interest. This approach Is consistent with structured design and software

engineering practices.

17Katzke , op. cit.
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Hierarchical representation In LOGOS is presently achieved by recognizing
that , though a data operator is enabled , reads it C -  tr i puts , performs its
transformations, and writes its outputs in an - - ~rily long (but indivisible)
operation, many operations have internal storage so that the reading of in-
put , performance of transformations, and writing of outpu t may be separa ted

distinctly in time.

LOGOS allows the separation of initiation and termination of these complex
data operators in the control graph . This Is shown in Figure 4a. C-operator
“i” initiates the read portion of data operator “a ” when it is enabled. When
the input data values have been read , the data operator allows a to transform
its input and output c-cells . When the input cells to “ar ”, “4, “ and “s ”
are “one, “ the data operator is enabled to terminate and , upon completion
of its computation, it writes its output cells and “at ” and transforms its
c-cells.

I x )  l Y l  1

I:
Figure 4a. Separation of Initiation and Termination
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Figure 4b represents a pipeline constructed in this way . This data operator /
control operator communication Is easily achieved synchronously or asynch-
ronously in hardware and by the sequential nature of most processors in
software. Note that c-cell a in Figure 4b will contain a “one ” whenever
data operator “A ” is in the process of computation. By relieving the con-
straint that c-cells may contain only “ones ” and “zeros ” and allowing non-
negative integers, multiple initiations of operations with sufficient internal
structure or storage is allowed. The hierarchical nature of the LOGOS
design language lies in the data operator. Once it is possible to separate
the initiation and termination of operators, it is then possible to construct
arbitrarily complex computations and imbed them within the data operator .
Such a data operator is referred to as a Complex Data Operator or CDO.

If data operator A in Figure 5a were a complex data operator , its internal
structure might appear as in Figure Sb. Dotted control cells INIT, RT , WE ,
and TER M correspond to X, W, V, and Z in the main control graph . The
dotted data cells in Figure 5b are formal parameters corresponding to the
input and output data cells in Figure Sa.

Iterative refinement can be continued by “pushing on data operator D in the
expanded graph . In this way, the structure and function of each data Oper-
ator can be elaborated on until it is in the terms of system-defined or
user-defined primitive operations.

A similar structure exists for expressions called Complex Expression

Operators or CEDs. A CED has no internal control graph .
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At any point a user may define a CDO or CEO to be a macro. Its input
and output data cell types are defined as its formal parameters and it may
be called at any point by Instance.

Thus , the description of an algorithm or system in LOGOS may be in terms - 
-

of a set of top-level schemata and fully, partially, or unspecified CDOs,
CEOs , and macros . This hierarchy is an important characteristic which
allows efficient structural and logical consistency analysis of target systems
in LOGOS.

Analysis Capabilities of LOGOS

Because of the explicit structural descriptions of the algorithms in the CC!
DG pairs, LOGOS descriptions are a good subject of analysis. The LOGOS
design environment incorporates an extensive analysis facilit y; this facility
was not used to evaluate the DAIS model because of technical difficulties to
be explained later. However , the analysis capabilities of the LOGOS repres-
entation are described in this subsection to provide background for the
critique of the design environment in Section VII .

The analyses have been separated into two classes: uninterpreted and inter-
preted. Uninterpreted analysis implies that no interpretation is placed upon
the function performed by the data operations ; thus , u n inter pr et ed ana lyses
deal primarily with the control graphs and are topological in nature.

The existence of concurrency in an algorithm raises the question of deter-
minacy- - that is , whether multiple activations of a parallel ac t iv i ty  with a
given initial control state (contents of its cells ) and data values ~‘.- ill r esult
in the same final values in a set of “result ” locati ons.
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A det er minat e ac t ivity is one that is free of pa thological race conditions

which can occur as a result of concurrency. Figure 6 contains examples of

these races. Data operators a and b are enabled to occur in parallel and ,

depe nding which completes first , da ta cell x will have a different history or

sequence of values written into it. Thus , da ta cell z will also have a differ-

en t time history of values. This is called a write-write race. In the same

graph , d -operations b and d are concurrent and d - cell w will have different

time his tories if b writes into y before d reads it , or vice-versa. This is

a r ead-wri te  race. Both races are well known to both software and hard-

ware desi gners.

A scheme proposed by Karp and Miller1 8(usi ng a vector addition system) has

been modified in LOGOS to answer the questions of determinacy by creat ing

the tree of attainable states representing the dynamic behavior of the graphs.

Two other pathological control topologies are shown in Figure 6. Control

operator e is a predicate and since f is an AND, I will never be enabled to

fire. This is called a hu ng state and can occur in a number of very subtle

ways. Since c-operator b may activate the OR and exit the B LOCKEND , it

is possible that other control/data operator pairs migh t be enabled or corn-

puted after the activity is deactivated or even reinitiated. This pathology

is called proper termination. The same basic vector addition analysis

system is used to test for these conditions as well as for “repetition free-

nes s ” (a necessary condition for determinacy) and recursion in a system of

activities.

18Karp and Miller , op. cit.
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LOGOS uses the hierarchical  s t ructure  of target system specification to
perf or m its anal ysis in an incremental way. If a CDO or CEO has no internal
st ruc ture  defined at the time of analysis, it is analyzed as a primitive. When
its structure is defined , analysis of i ts global environment is carried out
only to the extent that its internal s t ruc ture  modifies its initial global be-
havior specifica tion. Similarly, if the specificat ion of a CDO, CEO, or
macro chan ges , rea nalysis is aut omat ically perfor m ed only in areas where
the effec t of changes has propagated.

In t erpre t ed analysis deals with the correctness of the algorithm used in
implementing activities. Interpreted data analysis algorithms based on the
func tional attributes of the data operators are performed. For example , a
da ta operator must access data structures of the appropriate type and com-
pute results that correspond to the type of output data structure to which it
is connected.

Although the current LOGOS system description facilit y is powerfu l and
embodie s most of the fea tu res requ ired for the descript ion and analysis of
fault tolerance in real-time systems , it suffers from two critical short-
comings. First , it is an asynchronou s representation. Synchroniety and
explicit time relationships among operations cannot be expressed. Second ,
the definition of data operators is uninterpreted. That is , the func t ion of a
user-defined d~ +~ operator at any level above a primitive is not formall y
represented. Therefore , it is not possible to determine the functional effect
of a data fault.
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To overcome these problems, two enhancements to the LOGOS description
facility were developed on this contract. They were not implemented in
the design environment. The first is the inclusion of explicit time in both
the representation and analysis algorithms. The second is the inclusion of
English language descriptions of the function of data operators. While the
firs t is a solution to the timing problem, the second is an informal aid to
the human anal ys t. A complete solution to the functional description prob-
lem is beyond the scope of this contract.

Timing In LOGOS Gr aphs

The existing LOGOS places no interpretation on operation t iming. If its
analyses verif y a schema propert y, this property will hold for all assi gn-
ments of execution timing for each component operation. Neither the
representation nor the analysis recognize time in a quantitative manner.
However , a real-time system must satisf y timing as well as algorithmic
specifica tions. A time fault exists if an operation can occur too soon , too
late , or not at all . A real-time fault tolerant system must sense time
fau lts and take action to restrict their propagation . To remed y this short-
corr~ing, the representation has been enhanced to include t ime interpretation ,
allowing analysis of t ime-dependen t syst ems- -for ins t ance , syst ems that
are correct under some , but not all , timing interpretations.

In the original LOGOS design , each con trol operator has an associated

transition vector , which defines the enabling conditions and the state trans-
ition when the operator occurs. An operator may fire at any t ime ~vh i le

it is enabled , but is under no time constraints to fire (permissive) .  Once
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enabled , an operator may become disabled by some other transition in the
schema. Once disabled , an operator will eventually become reenabled and
occur (weak persistent). Operator occurrence and the associated state
transition are instantaneous.

The new enhanced control operator is not permissive. Once enabled , an
operator will occur immediately unless immediately disabl ed by schema
weak persistence. The state transition at operator occurrence is divided
into two phases. The operator initiates by acquiri ng its resources (decre-
menting its input counters) and terminates by incrementing its output counters.
The time betw een initiation and termination is given by a pair of time bounds
of the form [L:U], where L is the lower bound and U is the upper bound.

Either L, U, or the entire [L:UJ may be omitted. Default values for L and
U are 0+. The [min:max] model for timing is exactly what is requir ed for
time fault analysis . I t is also simple and closed under the necessary arith-
metic calculations. The methods developed here could pr obabl y be applied

to performance modelling, where t ime dis t rib ut ions r athe r than bou nds

would be more suitable .

Each primitive control operator has a specified or default execution time
bound. Anal ysis computes a time bound for each schema for use in the

collapsed representation analysis . The computed time bound [L(C) : U ( C) ]
is compared with optional user-specified [L:U J for the schema. For val-
idity, we must have L < L(C)., U ( C) < U. The user specification , rather
tha n the computed bounds , is used when analyzing the collapsed schema in

its parent schema.
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Data Graph Interpretation

With the current LOGOS system , one can model a control fault in a schema

and analyze the schema to see if it still behaves properly. The interpreted

con trol graph provides the mechanism to record the fault and its propaga-

tion. The data graph has not been interpreted because it may have large or

even infinit e sta t e space , which would make most analysis questions undecid-

able. Thus , LOGOS currently cannot model or analyze data faults and their

propagation.

Data interpretation calculus was limited to a simple English language des-

cription of the function of data operations . While not analyticall y useful,

these descriptions do provide the human analyst with a functional model of

DAIS. The consistency of CDO elaborations and the effect of functional

faults in the data graph can be informally assessed using these descriptions.
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SECTION III

DAIS SYSTEM DESCRIPTION

This section contains an overall summary of the DAIS core system hard-

ware and software. It also summarizes key DAIS design concept s and

terminology.

The DAIS program introduces a number of significant new concept s in

avionics systems and , quite naturally, these concepts are being implemented

in a phased approach. The current DAIS program is concentrating on the
F demonstration of a complete integrated avionics suite without system level

fault tolerance features such as backup/recovery and reconfiguration.

Consequently, a number of key design decisions remain to be made

regarding these features. This assessment of DAIS is based on the current

DAIS system design as specified in DAIS System Control Procedures and DAIS

Mission Software Product Specification- - Executive, Volumes I and ~ 
19,20 , 21

DAIS System Control Procedures , - Air Force Avionics Laboratory,
Document No. MA 201 200

20
“DAIS Mission Software Product Specification- - Executive, Local Executive , ”
Part II, Volume I, Intermetrics, Inc., prepared for Air Force Avionics
Laboratory, Document No. SA 201 302 , 27 August 1976

21 “DAIS Mission Software Product Specification--Executive, Bus Control, ”
Part H, Volume II, Intermetrics , Inc., prepared for Air Force Avionics
Laboratory, Document No. SA 201 302 , 1 November 1977
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These documents specify the system desi gn and operational software con-

figuration rules for DAIS and also specify the top level functionality of the

high level fault tolerance mechanismL

The DAIS design assessed here is consistent with these documents but

necessarily includes assumptions regarding the most likely future implemen-

tation of some features. In reading this report , it is important that the

reader keep in mind that the primary purpose of this contract was to dem-

ons trate the application of the functional / graphical assessment approach to

a nontrivial contemporary faul t tolerant computer architecture. DAIS was

selected as the assessment vehicle because it embodies many of the newer

design trends in integrated real time control systems that are important

to fault tolerance and are difficult to analyze.

THE DAIS CORE SYSTEM

Digital Avionics Information System is a real time , federa t ed mult iple

processor system with fault tolerant features. A complete DAIS avionics

system consists of an integrated hardware/software core system supporting

a mission-dependent complement of sensors , actuators, and displays and

mission-dependent application software. As shown in Figure 1, the DAIS

core system hardware consists of from one to four AN/AYK-15 digital

computers (processors), each with its own central memory, and several

special Remote Terminal (RT ) interface units which interface with sensors ,

controls, and displays . The processor s and RTs are interconnected by a

pair of l553A multiplex data busses. The RTs connect directly to the busses

wh ile the processors are connected via bus control interface units.
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DA IS is a centrally- controlled system in that a single processor is desig-
nated the master processor. The master processor Is responsible for
monitoring system status , error management , configuration management,
and handling all bus traffic. The BCIU serving the master processor is
responsible for initiating and monitoring all transactions on the bus. All
processor/BCIU pairs are identical and any one can serve as the master
processor/BCIU. BCIUs have direct memory access (DMA) to their
associated processor ’s central memory and all bus traffic occurs via DMA.
The master BCIU also reads instructions via DMA from the master proces-
sor central memory. Each BCIU is controlled by its processor via a
programmed I /O interface which allows setting and reading BCIU internal
registers.

The DAIS architecture is unique among multiple processor architectures
in that every potential interaction between system elements must be defined
at compile time instead of interpreted at run time. The user must define all
tasks in a given DAIS configuration and specif y all possible interactions be-
tween tasks and between tasks and external devices. Control interactions
are specified by defining sets of events to govern task activation and by using
a signal facility in the core software to transmit event information. Data
interactions are specified by declaring common data pools (compools ) and
by specifying the rules under which remote copies of compools are updated
from master copies by the core software. Every possible message for a
given confi guration is represented by a BCIU instruction in the master
processor. A special external linkage editor and simulator system known
the Partitioning Analyzing and Linkage Editing Facility (PA LEFAC) allows
the applications designer to generate the tables to specif y the needed inter-
actions and to verify the consistency of the resulting structure.
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Thus DAIS systems are table driven and the structure of a particular DAIS

mission software system is contained in tables as much as in algorithms.

This f e a t u r e  of DA IS minimizes unpredictable interactions and makes system

level ana lysis much more straightforward than it would be in a system that

determines interactions at run time.

The DAIS executive is comprised of two distinct parts: a master executive

and a set of local executives. A local executive resides in each processor

including the master processor and is responsible for handling task manage-

ment , messages, ~ompool blocks , and exception conditions. The master

executive resides only in the master processor and is responsible for all

bus traffic and monitoring system status . The BCIU instruction lists are a

part of the master executive.

Time in the DAIS system is measured in minor and major cycles. A major

cycle is typically one second and consist s of an in teger power of two minor

cycles, usually 128. Minor cycles are numbered beginning with 0 from the

beginning of each major cycle. Minor cycles are used for detailed task and

message control and the maj or cycle is the cyclic repetition period for the

system. The master executive manages minor cycle events by transmitting

a series of bus messages to all other processors signalling the beginning of

a new minor cycle and specif ying the number of the new minor cycle.

The system allows three different types of messages which vary in how their

transmission is handled. There are synchronous, asynchronous, and crit-

ically timed messages.
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Synchronous messages are assigned to particular minor cycle numbers and
are automatically transmitted during each minor cycle which matches their
assigned numbers. Numbers are assigned on a period and offset basis. For
instance , a synchronous message with period of 4 and offset of 11 will be
transmitted every fourth minor cycle beginning with minor cycle 11 of each
major cycle .

Asynchronous messages are transmitted upon request. An asynchronous
transmission can be requested by any task in any processor . The request
is routed to the master executive either directly in the master processor
or by requests returned in the status word of a bus transaction by other
processors . Asynchronous messages have priority over synchronous
messages.

Critically timed messages are asynchronous messages ‘..hich may ne assigned

a minor cycle number and offset in milliseconds into the minor cycle. This
is the only instance where a time unit finer than the minor cycle is recog-
nized . Critically timed messages are only transmitted from the master
processor to remote terminals.

At the beginning of each minor cycle the list of synchronous messages for
that minor cycle is begun. If an asynchronous message request appears ,
the synchronous messages are halted , the asynchronous message is trans-
mitted , and then the synchronous messages begin again. The synchronous
messages for each minor cycle must be completed before the next minor
cycle can begin , so synchronous messages are guaranteed to be transmitted
in a particular minor cycle. If the synchronous messages are not completed
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when the timer Indicates the time for the next minor cycle to be in , the minor

cycle is delayed. A theoretical minor cycle number Is maintained based
only on the clock , and an actu~d minor  cycle number is main ta ined  based on

the clock and completion of the synchrotious messages. The actual minor

cycle number can lag behind the theoretical minor cycle number.  I~ this

lag gets too large , the master executive will take recovery action.

Compool blocks are the system buffer areas which hold message data.  Corn -

pool block types correspond to message types; thus synchronous compool

blocks buffer synchronous messages and asynchronous compool blocks buffer

asynchronous messages.

The content of a single asynchronous message may be required in more than

one processor , so there must be multiple copies of some compool blocks .

Whenever a copy of an asynchronous compool is updated , all of the copies

must be updated. The local executive in the processor originating the update

must signal the master executive to send messages to update the other copies

in other processors.

Tasks are coordinated with message activities by means of event signals .

There are four kinds of system events :

1) A minor cycle event signals the beginning of a new minor cycle.

2)  A task activation event signals the activation of a task.

3) A compool update event signals that the local copy of asynchronou s

compool has been updated. - 

-

4) An explicit event is a user defined event that can be explicitly

signaled by a task via a signal statement in the program.

40

—-——- -- -~~ -‘~- -—~~~ — — -—--—-~ -~~~~~~ -.--- ---- ----- — — --— —- - -— — — — - — --—- ——-—--—--—---—---—-~- --~—— ~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -~~.--..‘.---..~-- - ,- -- - — - - - - -



Each task can be assigned an event condition set such that its activation ~s

conditioned on the occurrence of particular conditions. For instance, a

task might be activated only during certain minor cycles , when a certain

compool is updated , when another task signals it , or upon some combination

of these events.

Application tasks are structured in hierarchical relationships . All tasks

form a single hierarchy with strict father-son relationships. A father can
schedule and cancel any or all of its descendents. Once scheduled, a task

is controlled via event conditions and may be activated many times before

being cancelled.

The great father of all tasks is called the master sequencer. Directly sub-

ordinate to the master sequencer are the request processor , configurator ,

and subsystem status monitor. The request processor manages requests

from the pilot while subsystem status monitor tracks subsystem failures.

Both of these tasks communicate with the configurator which controls the

current system functionality by scheduling and cancelling families of tasks . 

— - -~~~~~~~~~~~~~~~~~ —~~~~~~~ ~~- - - - - - .



SECTION IV

DAIS FUNCTIONAL DESCRIPT i ON

since the top-down approach to fau l t  tolerance assessment  concent ra tes  on

the high-level  functions of a system , it is important  to desc r ibe  these

funct ions succinctly and accura te ly. In this section , we use a series of

g r a p h models to represent the hi gh-~level funct ions of a DAIS sy st em  and

the i r  in ter ac t ions .  Key operators in the graphs indicate  the DAIS a c t i v i t y

corresponding to the operator .  A na r ra t ive  for each grap hical  model

uses the model to exp lain the sequencing of the corresponding top-level

funct ions .

TOP L E V E L  DAiS SYSTEM CONTROL FUNCTIONS

Figure 7 is a top-level functional labeled grap h of the DAIS system. Ceiit rol

fl ow is portrayed in the center of the f igure , with da ta s t ruc tures  and data

operators at the sides. Since the figure portrays DAIS funct ional i ty  ra ther

than details of imp lement at ion , the pilot is included as part  of the system .

At the top level of abstraction , a DAIS avionics system is a collection of

funct ions tha t a re ac t ivat ed and cancelled by p ilot inputs within mode and

configuration constraints. These functions produce outputs , general ly

on system disp lay units that are observed by the pilot and are used

to determine new input requests . The center portion of Figure 7 shows the

oper at ion of the DAIS mode and confi gu ra t ion logic , which determines

the allowable set of functions .
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The major de termining factor in the functions available to the pilot is the

sof tware configuration loaded into the DAIS processor set . 1’ - t h e

purpose  of this analysis, we will assume a four-processor  DAIS system

with four distinct soft ware confi gura t ions , corresponding to one - , t w o - ,
th ree -, and four-processor hardware confi gurat ions.  The 1) 1-IS sof tware

confi guration tables permit the definition of 15 software configurations ,
corespondin g to all possible combinations in which at least one processor

is act ive.  1-loweve r , the processors are indistinguishable to the app lications
sof tware;  thus , the di stinct software confi gura tions are limited to four .
Since thi s is an anal ysis of DAIS fault tolerance , we assume that each

configura tion with more than one active processor includes at least one
monitor processor. Since no logic to resolve conflicts between multiple
monitors is incl uded in the current documentation , we will assume that

only one monitor is used when discussing this graph . The implications

of m ultiple monitors will be discussed in a later section . Thus the two- ,
three- , and four -processor software configurations contain a m a s T e r

processor and one monitor processor , with any remaining act ive  processors

as signed as remote processors. The ohe-processor confi gu ra t ion , of

co u rse , contains only a master processor. The three larger configurat ions
actual l y consist of two disjoint subsets; a single-processor monitor

configur- ’tion and a ~‘nor mal ” con fi gura t ion made up of the  remaining

processors .

Pilot Actions

The pilot , who ha s a major role in the operation of a DAIS avionics

system (especially in reconfi guration activities) , is represen ted by a

control predicate operator at the top of Fi gu re 7. No control inp u ts are 
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shown to this predicate since the pilot is essentially a sou rce of spontaneous
s t i muli.  Each pilot input is steered to a specific output  from the pilot
predica te operator , dependin g on data observed by the pilot from system
outputs.  This feedback is symbolized in Fi gure  8 by the pilot observatio n
data operator that reads the contents of output  data cells and governs
the decisions of the pilot predicate operator.  Here we use a graphical
predicate  operator to repre sent an external , but essen tial portion of the

overall flow of control in a DAIS environment.

The pilo t predicate operator has three outputs , each representin g one of
the three interfaces from the pilot to DAIS: 1) the pilot control pa n el

(PCP) , 2) the master mode panel (MMP) , and 3) the m ultifunction keyboard
(MFK ) . The inte grated multifunction key board (I MFK) is functionally
identical to the MFK for input purposes.

Pilot Control Panel Actions

The pilot in terface with 5the greatest influence on system behavior is the
PCP , which cont rols power to each proce ssor/BCIU pair , th us determining
the maximum processor/BCIU confi guration possible . Th . PCP also
provides reload and r estart  interrupts to all processors.

The pilot fi rst determines the maximum possible software confi guration by
appl y in g power to selected processor/BCIU pairs .  Presumably the pilot
p rovide s power to all processor/ BCIU pairs in the sys tem--  ur in a

maximum configuration of the current  desi gn.
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The current  hardware  set is determined by fo ur GO discretes , one for

each p rocessor . Each processor sets its GO bit to ON if it can successfully
complete a series of self-tests following the initial app lica tion of power .
Once the pilot initiates the software configuration processes with either
the LOAD/RELOAD or START/RESTART PCP switch , the processors

leave their GO bits on until the processor or BCIU subsequentl y fails a
self- test or is specifically disabled by another controlling processor. A
GO bit set to OFF can only be rest ored by the removal and reappli cation of
power to the processor/BCIU pair .

After  the system has been initialized , process~..r /B CIU power switching
affec ts system functionality only if the switching ac t ion delet es a

processor/ BCIU pair from the currently active configuration subset. If
the moni tor processor or its BCIU is tur ned off , an enabling count is
removed from the righthand operator of a pair of timed operators ’~that

represent the minor cycle monitor (the portion of the monitor executive
responsible for monitoring master executive activity) .

The minor cycle monitor is conceptually a timer that tri ggers after a
pre set delay if not periodically reset. This function requires the use of
graphical opera tors having designated , finite firing times. In this case
a pair of ti me operators are used. The rightmost operator claims the
initial value coun t of 1 from its input c-cell and completes a cycle by
sending a count to an output c-cell after a time delay of A units . In DAIS
A = 40 msec , the time allotted to a minor cycle. The ri ght most two

operators continue to cycle, repre senting the transmission of minor

cycle messages by the master , as long as a count remains in the C-cell
designated MASTER ACTIVE. The timer s t ructure  is connected to the
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MASTER ACTIVE c-cell with a read-only link, so operation of the t imer
structure does not change the coun t in this cell.

The lef tmost opera tor fires in a similar fashion , but with delay Nt~, where
N is an integer parameter that specifies the number of minor cycle periods
allowed to elapse before the minor cycle monitor declares the master dead.
If the leftmost operator outputs a count to the c-cell that acts as input to
both sides of the structure at a time when there is no count in the c-cell to
its ri ght , then the lower left operator in the structure fires to indicate that
the master  has failed. A zero link from the RECOVERY c-cell inhibits
this activity when recovery is in effect since the monitor processor
does not operate during recovery .

If power switching removes power from a currentl y active monitor or
remot e pr oc essor , the effect on system-level activities is more indirect.
The n ewly unpowered processor/BCIU pair no longer responds with status
words when addressed by the master BCIU. The resulting error respon ses
are ac cumulated by the syst em st atu s monitor po rtion of the master
executive until an error count threshold is exceeded. Failure of a remote
processor/BCIIJ  is treated identically to failure of a master; tha t is , the
system switches to a backup configuration .

When the pilot requests a START/RESTART action on the PCP, the
initiali zation software compares the software confi guration currently loaded
in the DAIS processor set with the maximum configuration allowed by the
cu rren tly active hardware . If the existing software load passes a checksum
test and matches the current active processor confi guration , then the
processors are initialized with this software configuration with no further
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action. If the software load module does not produce the correct checksum
or if it does not mat ch the hardwa r e configuration , then the CHANGE S/ W
predicate calls for a software reload. The pilot can unconditionally ca use

a reload by triggering the LOAD/RELOAD switch on the PCP instead of the

START/RESTART switch.
I

The sof twar e reload pr ocedur e be gins by overlay ing the previous sof tware

configuration. This is represented by the ac t ion of the r eset operators that

eliminate the c-cell count (if any) representing the previous software

confi guration .

The software reioad process , symbolized by the RELOAD S/W CONFIG

predica t e ope rator , is then completed . This predica t e opera tor represen ts

a complex series of syst em act ions in which the lar gest sof tw are configu ra-

t ion allowed by the GO bit configuration is loaded and checksummed. Any

processors tha t are un able to su ccessf ully load and checksum the required

sof tw are reset thei r GO bi t s and the sof tware reload process is repea t ed .
The result is a complete new software configuration. As stated before ,

we assume that one of four distinct configurations will be selected , and

the RELOAD S/W CONFIG predicate places a sin gle co unt in exactly one

of the four configuration c-cells . Only the RELOAD S/W CONFIG

predicate and the four RESET operators can change the count in the

configu rat ion c-cells; all other oper ator s connect ed to these c-cells ar e
connect ed via “read-only” arcs that allow the configuration information to

conditio n other operations but do not change the stored values.
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Mission Mode Actions

The second major factor that determines the allowable functions is the

mission mode. The pilo t uses the master mode panel (MMP ) keys to

select ex actly one of the allowable mission nodes. In Figure 7 this is

r epresen t ed by the MODE ACTION predicate operator , which ou tp u ts

exactly one mode command for ea ch stim ulus, based on Lhe settin g of th c

MMP mode keys . Although it appears that the MMP is the only aven u e

for entering mode r equests , it is also possible for the pilot to use the IMFK

for this purpose.

The current DAIS MM? desi gn allows 15 master modes. Selection of a

mast er mode may automat ica lly invoke specified app lication functions and

may automatically terminate incompatible functions. A master mode may

also allow the pilot t o init iat e and terminate a specified set of f unct ions

via the MFK or IMFK.

TOP-LEVEL DAIS APPLICATIO N FUNCTIONS

Figure 8 shows the structure of four hypothet ical applications functions.

Since selection of a mode may activate or terminate a function either

unconditionally or conditionally in response to pilot IMFK inputs , the

representation of the set of app lications functions must provide a control

interface that allows for conditional or unconditional function activity .

In Figure 7 , each function interfaces to the control structure through

four c-cells: INITIATE , ENABLE , KILL , and TERMINATE. As the

r eader can verif y by applying the LOGOS firing rules to Figure 8, a

f unction will become ac t ive on ly if a count is placed in the ACTIVATE c-cell.
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This oc curs only if ENABLE and INITIATE simultaneously have nonzero
counts .  A count in a TERMINATE c-cell stops function activity by
t ransfer r in g a count to the CANCEL c-cell. A function deactivated by a

TERMINATE coun t can be re-activated by placing a new count in the
INITIATI-: c-cell for the function . If , however , the KILL c-cell is used
to deac t iva te  a f unction , then new counts will be required in both ENABLE
and IN ITIATE c-cells before the function will again be activated. Further-
more, the RESET operators attached to the INITIATE c-cells enforce a
requirement that the ENABLE count arrive before the arrival of an INITIATE
count. This guarantees that INITIATE counts are not “remember ed ” from
previous mode settings. The RESET operators connected to KILL and
CANCEL c-cells prevent a similar situation for KILL counts; that is , a
count placed in a K ILL c -cell will di sable a f unction that is currently
active but will not remain to affect a future activation count .

The relationship between software configurations , master modes , and
functions (specialist functions , equipment functions , and di splay f unctions)
are app lication-dependent in DAIS. The row of ope rators marked

NORMAL/MODE 1/CONF 1, etc. in Figure 7 show a hypothetical set of
these mode/configuration-to-function relationships. In Figure 7, mode 1

uncondi t ionally enables and initiates function 1 when software configuration
1 or 2 is selected , but unconditionally disables function 1 when software
configuration 3 is loaded , possibly because of resource constraints.
Mode 2 of software configuration 3 also unconditionally disables function
1, while enabling but not initiating functions 2 and 3. These two functions
will be activated only if the pilot explicitly requests them through the
SELECT FUNCTION predicate. Functions 2 and 3 are unconditionally
deactivated in backup mode K with software configuration 4.
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In the top-level system graphs represent ed by Figure 7 and 8, we are

concerned only with system capabilities that are visible outside of the

system. Each of the functions in Figure 8 may require a combination of

interlocking DAIS application software modules such as controller functions ,

detailed computational functions (specialist functions), equipment monitoring

a nd control functions (EQUIP functions) , data transfer functions

(as ynchronous or synchronous compool updates) , and disp lay functions

(DISP functions) to produce the observed top-level outputs. At this level ,

the only concern with the allocation of functions to system resources is

whether a function is available in the currentl y act ive sof tware confi gur ation ,

which is determined by the state of the backup/recovery process , by the

set of available processor/BCIU pairs , and by the pilot’s ac t ions in

ini tiating a reload or restart . All of these constraints are top -

level changes in system behavior that ar e usually immediately observable

outside of the system.

SECOND-LEVEL DAIS APPLICATION FUNCTIONS

The second level of system detail deals with the individual operational

app lications software functions used to create top-level software functions

and with the interactions between functions . These relationships are

app lication -dependen t , a situ at ion that posed problems in this assessment ,

since no complete applications for a fault tolerant DAIS system have been

fully designed.

Although the goal of this study was to assess the fault tolerance of the

DAIS core system , the int eract ions betw een this syst em and app lication

f unctions are an important factor in overall fault tolerance. No fault
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tolerant DAIS app lications systems have been fully designed or implemented ,
but preliminary designs for a few fault tolerant applications have been
proposed. The specifications for one application , Integrated Digital
Avionics for the Medium STO L Transport (IDAMST) given in the IDAMST
OFP Specifica t ion 22 , were examined and us ed t o cr eate the second -level
model presented here. The second-level example concentrates on the
applications functions necessary to accomplish one of the main mission
functions of a STO L transport--air  drop cargo delivery . Enough functions
were included to show the flow of information from sensor systems such
as the inertial navigation system , the AN/ARN 118 TACAN receiver ,
the a t t i tude  and heading reference system , and the separate flight control
system; through the various specialized calculation s such as navigation
inp ut select ion algori thms, navigation filters , drop zone calcu la t ion
logic and computer air release point calculations; to the waypoint steering
and drop zone warning functions that provide information to the crew.
This functiona l chain involves a significant portion of the IDAMST app lica-
tion functions .  Peripheral applications functions , su ch as the equ ipm ent
f unctions (EQUIPS) that provide the interface to change peripheral equ ip-
rnent set tings and parameters , were omitted in the second-level model
to keep the model size manageable.

Figure 9 is the second-level model of a DAIS system configured for the

selec ted IDAMST functions.  The data blocks at the top of the model
represent da ta obtained from the various external input sources.  These
incl ude:

22 I
~C t  Program Development Sp eci fi c~ 1 i u i  for I 1) -\ ~~1ST Op era t iona l
I- 5li ght Program Application , Software Type B5, ‘ Par t  I , Air Force
Avionics Laboratory , 30 July 1976.
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,
• Flight control system (FCS) sensors to provide airspeed ,

barometric altitude, and aircraft  angle of attack inputs

• An AN/A RN 118 TCAN receiver to provide range rate and
bea ring information to selected ground stations

• Inertial navigation system (INS) inputs to provide aircraft
position , veloci ty, and atti tude information

• OMEGA receiver inputs to provide aircraft latitude , longitude ,
and velocity information when provided with true airspeed and
magnetic heading data

• A 6000A attitude and heading reference system (AHRS) to provide
heading, pitch , roll and turn rate information

• A data entry keyboard (DEK) to receive data and command
inputs from the crew

• AN/APN- 169B station-keeping equipment (SKE) inputs to provide
the range and bearing from a drop zone marker  (ZM)

Inputs from each of these sources enter the DAIS system at an RT and are
transferred to a DAIS processor for use in the following app lica t ions
functions:

• Na vigation selection- -compares inputs from the various sources
of navi gation information and selects the specialist function to be
used for the next position and velocity estimate

• TACAN navi gation update- -uses TACAN inputs to determine
velocity and position

• OMEGA navigation update- -copies the position and velocity
provided by the OMEGA equipment .
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• Navigation filter up date- - reads data from the INS , OMEGA , and

TACAN; combines them to provide an optimal estimate of

position and velocity based on selection criteria provided by

navi gat ion select .

b • Multipurpose display generator display module- -t ransfers

navigation and ca rgo drop info rmati on to the crew displays.

• Air d rop operational sequencer- -activated by the crew to initiate

functions required for air drop operations and to pass crew-

provided drop parameters to these functions.

• Car go deliver controller- -enables the specialized software

f unctions for air drop cargo delivery in the correct order.

• SKE computatiOnS COverts SKE information to latitude and

longitude.

• Wind computation - -de termines wind velocity based on tru e air

speec and estimated ground speed.

• Computed air release point (CARP) computation - -determines

the point in space at which cargo is to be ejected.

• Target offset calculation--determines the difference in latitude S

and longitude between a target and an indicator ,

• Cargo release path calculation- -determines the course the

aircraf t is to follow while ejecting cargo .

• Drop zone warning- -provides warning signals and timing

in fo rmation to the crew to enable them to eject cargo at

the correct time.
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• Waypoint steering- -determines deviations from the course
required fo r ai r drop and disp lays this information to the crew .
This provides the information needed by the pi lot to success-
fully follow the required air drop course.

The above information is included here to provide the reader who may not
ha ve acce ss to DAIS docum entation with a ba sic unders tandin g of f unc t ions
performed in a DAIS applica tion. Details of the function of each of the
mod ules described above are contained in the IDAMST specification . 23

An assessment of DAIS core system functionality should not involve the
in ternal functioning of the individual modules listed above; instead , it is
important  to determine the role of the core system in sequencing these
fun ctions and in moving data to and from them .

Fi gure  10 shows the essence of these sequencing an-J data flow relationships.
Detailed function names have been rep laced by abbreviations, since we
will be interested only in structural relationships from this point on . The
reader can determine the identity of the function corresponding to an
ope rator or data item in Figure 10 by matching it with its counterpart  in
Figure 9.

Data items , Al , Bi , Cl , Dl , El , Fl , and Gi are assumed to be resident
in flTs. The IDAMST specification calls for the automatic transfer of data
f rom the RTs to compools in the processors by the mas ter  execut iv e :  the
shadin g of the row of data operators across the top of Figure 10 ind ic:~ie s
that these are  master executive functions.
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SECOND-LE\ -EL DAIS MASTER EXECUTIVE FUNCTIONS

An important area of concern in DAiS is the master  executive ’s support

of applica tions that are distributed over more than one processor . Although
the configurations recommended for IDAMST place all of the functions
described here in a single processor , we have exer cised the ap plications
desi gner s’ prero gative to locate the functions that generate aircraft
positio n , at t i t ude , and other navi ga t ion info rm a t ion in p rocessor 1 an d the

f unctions that use this information for cargo delivery in processor 2 . The
boundary between the two processors is indicated by the dia gonal dashed

lin e in Figu re 10 .

This distrib ution of functions allows us to include an important DAIS core
system feature in our hypothetical model; asynchronous compool updates .
In l igure  10 , da ta items III and JI  represent decision information generated
in the navi gation selection computations and the current  values of key

navigation parameters , respectively. Both data items represent information
tha t is generated in processor 1 and us ed in p rocessor 2 . These data

it ems a re genera t ed by synchronously sched uled p rocesses , making it
possible to create a schem e whereby the cop ies in p rocessor 2 are up dated
synchronously. However , fo r the pur pose of illus t r ation , we will assum e
that compools H and J are asynchronous compools . This means that the
remote copies H2 and J2 will be updated whenever their corresponding
master copy (Hi and Ji in this case) is updated.  The needed control
information is provided in Figure 9 by c-cells 3 and 4. C-cell 3 receives
a count whenever the navigation select function completes an update of Hi .
C-cell 4 receives a count whenever any of the three functions that are
capable of changing Ji does so .
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The parti t ions jus t des cribed sep ara t e the IDAMST applica t ions f un ction s

into three regions: processor 1, and processor 2 , and the RTs. The
control graph to the left of Figure 10 represents the sequencing of tas ks
in processor 1 accomplished by the local executive in processor 1, in

response to counts exchanged through c-cells 1, 2 . 3, and 4 . There is a

direct correspondence between these counts and messages exchanged
with the master executive. Similarly, the control graph to the right

repre sents the functions active in processor 2 that are stimulated by
counts feceived through c-cells 5, 6 , 7 , 8, 9 , and 10 . The shaded data
operators connecting Hi and H2 and Ji and J2 represent asynchrounous

data t ransfers  provided upon request by the master executive while the
remaining shaded operators represent data transfers provided automatically
at pre specified time intervals (synchronously) by the master executive .

We are now in a posi t ion to model the behavior of the mas ter exec utive

in rela t ion to the hypothetical applica tions environment just defined. Figure
11 shows these major functions. The c-cells and data items arrayed at t h e
bottom of Fi gure ii represent the portions of the applications functions

on processo rs 1 and 2 that are visible to the master executive. The data

items arrayed at the sides represent data Rtored in RTs .

Figure 11 clearly shows tha t the central source of activi ty in a normally
operatin g DAIS system is the master executive synchronous instruction

lis t (SIL) . This portion of the master executive issues synchronous

messages to f ire operator s TA. TB, TC, . . ., TG in accordance with the

predef ined synchronous instruction list (SIL) . These synchronous messages
must compete for the bus with asynchronous message requests received

from app lica tions tasks such as the navigation tasks in processor 1. This
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compet it ion is represent ed by the control graph structure centered around

the opera tors SEND ASYN C an d SEND SYNC , which correspond to the

sendin g of asynchronous and synchronou s messages , respectively. Since

the SIL includes an idle polling list that sends dummy messages to each
I

remote processor and R T, a message will be sent on the bus at every

oppor tunity . Asynchronous requests that are recognized by the master

executive have priority over all synchronous messages. This priority
structure is enforced by the dotted link (zero link) from the BUS R U N

QUEUE c-cell to the SEND SYNC’ opera tor that allows the SEND SYNC

opera tor to send a count t o the SI L f unction .

The remainder of the control graph st r u ct u re connected to the BUS R UN

QUEU E c -cell represent s the process by which the master executive

reco gnizes asynchronous requests. An asynchronous request c-cell is

provided for each of the four processors. All requests originating from

tasks in a specific processor must enter through the c-cell corresponding

to that processor. Note that counts arriving at the leftmost c-cell may
pass directly into the run queue without interference, while counts arriving

at the remaining three request c-cells are accepted into the run queue

only if a count exists in the c-cell that receives counts from the SEND

ASYN C and SEND SYNC operators. Each count in this c-cell represents
an opportunit y to accept a new request that occurs when a remote processor

or RT responds to the master executive while sending or receiving a

message.

Asynchronous messages allow at most one new request to be accepted ,

while synchronous messages between two remote processors may present

two requests to the master executive. The remote-to-remote pred icate
in Figure i i  shows this situation .
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At this level of de t ail , the “opport uni ty ” c-cell enables a conflic t between

all asynchronous requests awaiting entrance into the run queue. The LOGOS

firin g rules allow a random selection of the request to win the conflict . In

DAIS, however , the selection is not random, but is determ ined by the

iden tity of the sender and receiver of the previous message. Figure 12

shows the details of this process. In some cases the opportunity is

offe red to processors that have no asynchronous requests. In this case the

oppor tunit y is lost , represent ed by a fi r ing of the opera tor LOST in

Figu re 11. The receiver of each asynchronous message gets the next

oppor tu ni ty to ent er a r equ est into the run qu eue, in “daisy chain” fashion .

The expanded model in Figure 12 represents this process by keeping t rack

of the destination involved in each request .

Figure 12 includes the details necessary to completely determin e the

behavior of the bus request logic. Each of the single asynchronous

req u est c-cells for an indi vid ual processor has been rep laced by three

c-cells, one for each possible r emot e des t ina t ion . (It is not possible to

generate an asynchronous receive request) .
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SECTION V

DAIS FAULT TOLERANCE MECHANISMS

I
This section summarizes the various mechanisms included in the DAIS
design for fault tolerance purposes. These mechanisms will be referenced
in the discussion of DAIS functional faults in Section VI.

D~AI S PROCESSOR /BCIU FAULT TOL ~ ANCE MECHANISMS

One processor can be configured as a single processor system and assigned

to monitor the health of the master processor. Such a processor is called

a monitor processor . If the master fails to show activity within given time

frames or if the master specifically instructs the monitor , the monitor

processor will take over. This is known as backup.

The switch to backu p is done automatically without any pilot intervention

after the fault has been detected and isolated. In the backu p m ode of opera-

tion~ only the processor that was previously the monitor is operational;

hence , a degraded system performance results. The monitor processor

takes control of the system by flagging its BCIU as Master and assuming the

master executive functions . It also activates mission critical applications

software functions resident in the monitor processor . The pilot is notified

of the failure condition and normal system operation is continued at major

frame 0 minor cycle 0. Normally, the pilot will execute a reconfi guration

procedure at a later time,
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Note that backup is initiated for both a master processor/BCIU failure and

a remote processor /BCIU failure. The latter failure requires backu p since

the applica tions software is distributed among the master and remote pro-

cessor s; hence , a failure of any one can cause improper system operation .

Entering the backup mode of operation is similar in the two cases except

that the monitor initiates backup when the master fails while the master

ini tiates backu p when a remote processor fails.

R ecovery is initiated when a monitor processor/BCIU failure is detected.

The master processor maintains control of the system, deletes the monitor

from the bus communication list , and notifies the pilot of the failure. Nor-

mal system operation continues in the current minor cycle since recovery

requires only a short time to effect. All system functions are maintained

and no degradation occurs except that backup is no longer available as a

mode of operation.

System reconfiguration is initiated by the pilot . When he is informed of a

processor/BCIU failure, he can remove power from the failed unit by

depressing the appropriate button on the Pro’~essor Control Panel (PCP) .

He can then initiate reconfiguration by toggling the LOAD/RELOA D switch

on the PCP. After the BCIU of a processor has completed its curren t oper-

ation , the processor invokes the startup ROM and sets a flag to indicate a

LOAD/RELOAD interrupt. The startup RUM includes the self-testing loop

that does a self-test of the processor and a self-test of the BCIU. At the

end of the loop, the processor is placed in a no-op loop if any error s have

occurred, or else, upon recognition of the LOAD/RELOAD interrupt , it

proceeds to configuration identification.
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The objective of configuration Identification is to determine which processors

are operational and, consequently, identify what the configuration will be.

Each processor builds a startup status block that contains several bits of

status information regarding the processor and its software and tables. Each

processor then enters a delay loop proportional to the processor ID , with the

lowest numbered processor becoming the control processor and placing its

BCIU in master mode.

The control processor builds a configuration index by attempting to commun-

icate with each processor , asking it to send its startup status block. If the

control processor is successful in building the configuration index , the th ird

phase of reconfiguration is entered; if not , another processor ’s delay loop

will time out and it will assume the role of control processor .

The third phase of reconfiguration is the software loading and verification.

The mission software is loaded into the processors according to the system

configuration. Each configuration consists of an absolute load module for

each processor.

Fifteen separate configurations will be included in the mass stora,~ file of

a system to allow different conf igurations for all possible combinations of

1, 2, 3, or 4 processors. The control processor uses the configuration

index to index the startup configuration table .

The startup configuration table contains the load module IDs for each pro-

cessor . The control processor attempts to load its module and verifies all

programs and tables (using check sums ) as required. It then directs the
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loading of modules Into other processors. Once all the modules are loaded

and verified , the master processor initializes the processors, remote

terminals , and ECIUs , and resumes normal system operating using the new

configuration .

FAULT TOLERANCE PROCEDURES FOR OTHER DAIS COR E UNITS

Failures to DAIS core units other than processors or BCIUs are handled

directly by the master executive (or the monitor if backup is in effect) .

Th e l553A multiplex bus system uses dual redundant busses. In the event

of a bus element failure, the system will automatically direct all activity to

the other element and continue operation.

Critical RTs are also dual redundant. For example, two separate RT 5

drive the pilot ’s console. In the event of a redundant RT failure , the system

will direct all traffi c to the duplicate RT and continue operation. In the

event of the failure of an RT that is not duplicated , the master execut ive will

delete all BCIU instructions associated with the failed RT, essen tially delet ing

it from the system.

The master executive performs bus message error management and termin-

al failure management. Each terminal on the bus provides mechanisms for

detecting and recording message error conditions and terminal failures. The

RT5 and BCIUs record information used by the master in er ror analysis in

the following registers~
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Status Code Register

Built-in Test Word Register

Last Command Register

The Last Command Register stores the last command executed by the term-
inal. The Built-In-Test  Register contains status information about a term-
inal’s failure and also message failures. The Status Register contains
summary information about message failures.

The mas ter can be informed of a message error either when a remote does
n ot re turn  a status word for a message (most common way) or if a s tatus
word is re turned indicating an error . The master can acquire information
regarding the message error by using mode commands. These mode com-
mands are used to perform some corrective actions .

Whenever an error is detected that relates to bus message transmission ,
Bus Error  Recovery a t tempts  to identify the error and correct the error
if possible. A re transmission of a bus message that contained an error is
then attempted. If the bus error was due to a permanent hardware failure ,
Configuration Management is called to configure a new system that does not
u se any failed ha rdware units.

If an error is detected during a normal bus message transmission , it is
called a primary error. However , the Bus Error Processing, wh ile t rying
to ident if y the source of the error and to initiate a retransmission of the
message, may encounter additional bus related errors. These are called
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secondar y er rors and they are handled in a slight ly different way than

primary errors. Both types are discussed below .

Bus errors are recognized by bus control ; the possible types are defined by

Table 1. Bus control records primary errors for the receiver and for the

transmitter separately .

TABLE 1
ERROR TYPES

Name Description

BUSY Busy remote processor

DATA ’ERR An error during data transmission

FAIL’R EF A remote processor attempt to t ransmit
to a failed Remote Terminal

MSG’ERR The receiver detected data transmission
problems

RT ’PARI TY A parity error in an RT to subsystem
transfer

- . STATU S’ERROR A terminal did not correctly reply
with a status word

TERM ’FAIL A terminal ’s self test procedure failed

The general flow followed by the master executive in Bus Error Processing

is sh own in Figure 13 . For primary errors , the master executive records

the error and Initializes the bus control queue (run queue).

In the case of asynchronous or critically timed messages, part of initial-

ization is to remove from the inpu t queue all entries of the type ASYNC ’DON E

or MODE ’DATA to prevent redundant entries after the message is retrans-

mitted. (Terminal failure or remote terminal parity errors do not require
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Errors

_______________________ 
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Anal yzes Buil t Analyzes Las t
in Test Reg ister Command Regi s ter
Wor ds Received Word s Receive d

Hardware Failure

Figure 13. Bus Error Processing Routines

retransmission and , he nce , this part of the initialization is not requirec for
the m .)  The remainder of the initialization places a new entry on the run

queue. (Note that if the error is a secondary error , it is processed directly
rather than placing it on the run queue. This is discussed la te r .)

As the run queue entry is processed , the master executive interprets the

error type and builds an activity list of corrective actions. The possible
corrective actions are listed In Table 2. The corrective actions are initiated
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one at a time , ea ch one being start ed as soon as the BCIU has completed

the operation for the preceding one. As soon as all actions are completed ,
the error entry is removed fr om the run queue.

TABLE 2
POSSIBLE ERROR PR OCESSING ACT IONS

CLEAR Request analyze a terminal ’s Last Command Register.
VERIFY Verif y tha t the master ca n t alk t o any t erminal on

a bus.

BUS Y Wait for a remote processor to clear.
OVE R IDE Commandeer a chronically busy remote processor .
BITR Request a terminal’s Buil t-in Test Register,
PARITY Clear a remote terminal ’s serial channel parity errors.
REALIGN Request a remote processor to back up its trans-

mission queue.

SKIPX MIT R equ est a remote processor to advan ce its trans-
mission queue.

If the ac t ion is CLEA R , then the terminal is requested to send its Last
Command Register contents and its status; however , if the terminal is the
master , the Las t Command Re gist er is already available. When the Last
Command Register has been returned , it is analyzed to see if the t ransmit ter
queue must he realigned,

If the action is VERIFY, then the master attempts to talk to other terminals
on the bus associated with message error by requesting their status. If it
can , the bus is presumed okay; otherwise , it is assumed to have failed. In
the lat t er case , the system will be reconfigured.
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If BITR is the action specified , the terminal is requested to send its BITR
(Buil t- in Test Register)  contents. When the BITR Is returned , it is analyzed
to check for message errors and terminal failures . If there are message
errors and the terminal was a receiver, processing is simply continued;
however , if the t erminal was a t ra nsm it ter , this is a fatal error and the
mas ter ha l t s .  In the case of terminal  failures involving the connection to the
bus , the corresponding terminal ’s bus is failed. For other terminal failures ,
such as a power or DMA failur e, the terminal is failed. In all of the term-
inal failure cases, reconfiguration is initiated.

When secondar y errors occur during the pro”essing of a primary error ,
they are pro cessed directly without placin g an entry on the run queue. The
particular actions taken for a secondary error depend upon the corrective
acti on that  was in process for the primary error when the secondary error
occur red.

First , consider the CLEAR , BUSY , and BI TR actions for a primary error .
[f ‘ST ATUS ’ ERR or DATA ERR occurs wh ile performing a CLEAR , BUSY ,
or BI TR ac t ion for a primary er r or , then that action is retried up to some
ma ximum number of times. If the maximum is reached , the bus is presumed
failed or the correc tive actions are attempted using the other bus. (When
both buses fail , the system fa il s .)  -\ secondary BUSY error during primary
error [3 US Y results in a retry for a maximum number of times after  which
the OV ERIDI: action i~ added t o the others specified for the primary error .
If the pr imary action was CLE~\ I-~ or BIT H , the secondary error is fatal .  A
TERM ‘FAIL ’ secondary error causes a BITR action to hi- added to those
for the primary error unless it is a l ready included. An RT’P ARI TY
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sec ondary error causes the PARITY action to be added to those for the

primary error . A M SG’ERR secondary error from a t r ansmit t e r  te rmin~
is fatal  but from a receiver terminal it is ignored.

Secondly, consider that  a VERIFY action is being performed for the prim:

error . Then a STAT US’ERR secondary error causes the bus to be fai led.

Other secondary errors are ignored.

Finall y, consider the REALIGN or SKIPXMIT actions for a pr imary error

STAT US ERR , BUSY , or M SG’ERR secondary errors cause the CLEAR ai

R E A L I G N  actions to added , if not already included , for the primary error

Other secondary errors are ignored.
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SECTION VI

FUNCTIONA L FAULT ASSESSMENT

In this section we use the graphs developed in Section III as an assessment
tool. First  we cxamine the behavior of the graph to see if the system
contains potential  problem areas as desi gned. We then examin e the graphs
to see the faul ts  in the individual graph functions . We are concerned with
four faul ts  associated with control while data faults are considered in a
single class. The fault  classes and the behavior in a graph model
associated with each class are:

1. Loss of Control (LOC)

An operator fails when enabled. This corresponds to a
function in the system that fails to perform under the
condi tions called for in the design .

2. Multi ple Instance of Control (MI C)
An operator spontaneously produces an unwanted output .
This corresponds unexpected activation of a mechanism
in the system .

3. Diversion of Control (DOC)
A predicat e operator or other cont rol st ru ctur e diver ts a
con t rol thread to a pa th no t allowed for the p resent system
state. This corresponds to an incorrect deci3ion branch
in sof tware or to a malfunction in hardware  signal steering
logic.
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4 . Late Control (LC)

A cont rol st ream does not complete within time constraints.

This may occur at the top levels of abstraction in the system
where an individual function may require thousands of steps
to complete .

5 . Data Error (D E)

A da ta cell does not contain a legal data value . In this

assessment, we limit data errors to situations where a

stored data item does not pass an integrity check , such
as a sum check .

The following tables summarize functional faults in the DA IS functional

graphs. Table 3 catalogs fault s determined from an inspection of the
Figure 7. Tables 4 , 5, 6 , and 7 refer to Figures 8, 10, 11, and 12

respectively. Each functional fault entry includes the fault class involved ,
the location of the fault in the system, a brief functional  description of the
fault , the probable effects of the fault on DAIS application functions and
the DAIS fault tolerance mechanisms (if any) that deal with the fault .
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The majority of the functional faults tabulated in the previous section
ultimately produce changes in ~rstem behavior visible to the ultimate DAIS
fault tolerance mechanism, the pilot . The pilott s mali recourse is the
restart/reload functiai , which produces an entirely new configuration.
The pilot has a substantial disadvantage in this process, because he can
only affect the new configuration indirectly, by switching processor/BCIU
power . In general, he will not be able to identify a faulty processor easily.
For example, if a remote processor fails , then its GO bit is turned off
as part of the backup process, thus changing the color of an indicator on
the PCP, but the backup process also turns off the GO bit of the original
master processor and afl other processors except the monitor processor,
thus denying the pilot the identity of the original culprit .

MAJOR FUNCT IONAL FAULTS

A few of the functional faults tabulated are serious enough to merit further
discussion . These are; loss of control continuity during reload , multiple
restart/relo ad interrupts, and asynchronous message overload.

Loss of control continuity during reload occurs when reconfiguration
takes place under the supervision of any processor except the monitor
processor in a system with more than two active processors. Consider
the situation that occurs when such a system reconfigures while in the
recovery state. The control processor for reconfiguration will be the
original master processor, which does not contain a complete set of
applications software , but requires the services of a remote processor
to continue to provide critical functions . Under the current DAIS
reconfiguration procedures , the control processor cannot support appli-~
cation.~ functions alone and cannot start a new applications function set
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until a new configuration has successfully been established. This may
require as many as three attempts to load software from mass stroage

for one or more configurations. With tap e mass storage, this process may
consume several seconds, during which critical functions are not available .

1
Of greater concern is the possibility that data transfer errors from the

mass storage may preclude the loading of any configu’- ation . In this
circumstance, the system becomes inoperative for the remainder of
the mission. Becaus e of this , failure of a monitor is potentially a
greater problem for the pilot than failure of a master or a remote.
In the latter case, degradation of system functions immediately occurs ,
as the system goes into the backup state, but the pilot can initiate
reconfiguration and allow the reconfiguration process to proceed without
losing critical functions .

Two approaches should Le considered to alleviate this problem . First,
Read Only Memory (RO M ) could be used to store alternative configurations.
This would eliminate thc- reliance upon external mass storage for reconfig-

uration , and may eliminate the need for initial checksums. Second ,
applications requiring more fault tolerance could be configured with two

monitor processors. The second monitor would be configured the same

as the first except that it would wait a greater number of missed minor

cycles before assuming system control. In effect , a second backup state
would be available to provide a control processor capable of supervi sing
the reconfiguration of the remaining processors and of providing critical
functions as specified in the DAIS system requirements.

-~1ultip le restart/reload interrupts are lethal to DAIS applications functions.

L

It is conceivable that multiple restarts could be spaced far enough apart
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that  the system could complete the relatively rapid res tart  process and re .sun -Ce
nor mal operation quickly enou gh that the pilot would not observe a major loss

in func tionality . However , closely spaced reload interrupts will preempt nor-

mal functionali ty unless the system is forced into backu p and the monitor pro-

cessor is used to provide critical functions while continuing reconf hruration

as a back ground process. In this case , the system ~‘rould remain permanc-nt1- ~-

in a degraded configuration , but would remain operational.

~Asynchronous message overload occurs when in endless s tream of asynchronous

message requests enters the run queue. -\s shown in Figure 12 , this fault is

unique to the master processor . ~\pplica tions tasks in the master processor

have direc t access to the run queue and can thus conti ’-iuously enter asvnchron-

ous message requests. Since asynchronous messages always take priority over

synchronous messages, the effect  of this overload is to stop all ac t iv i ty  associa-

ted with minor cycles. If this condition persists, the system eventually will

skip enough minor cycles that the difference be tween the actual  minor cycle and

the “theoretical ” minor cycle will exceed a system design parameter .  Whe n

this occurs , the mas ter execu tive will force the system into backup. Since all

asynchronous message requests to the monitor executive are also entered

direc tly into the run queue , the condi t ion may occur during backu p, ca using an

immediate loss of system activity.

Applications tasks in a remote processor cannot produce this overload condi-

tion because each request originating in a remote must wait for at least one

other message to address the remote before the request is recognized.  It is

recommended that a “softwar e throttle ” be pr ovided in the master executive to

limit the number of asynchronous requests allowed during a given processing

period.
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SECTION VII

US E OF TI lE AFAL LOGO S SYSTEM

-: I One reason for using a LOGOS-based analysis model was the avai lab i l i t y

of an experimental  computer-based LOGOS system at AFAL. Since this
svC- ~teni  is not a product ion system , the graphs used for this  effort  wer-

created and assessed manually. A few typ ical models were  t rans fe rred

to the AFAL LOGOS system to determine its potential  as a support tool

for assessment efforts  such as th is .  This section summarizes  the

capabil i t ies of this LOGOS system and summarizes  our experience in

using it on this contract .

SYSTEM CAPABILITIES

The curr -ent  Logo s System is implemented on the DEC PDP 1O/T OPS- lO

system used in the AFAL Avionics System Analysis and Integration

Laboratory (AV SAIL) .  It is a reimplem entat ion of the ori ginal LOGOS

current  system capabilit ies test  imp lementat ion effort  carried out between

1972 and 1974 on the CASE-lU TENEX System at Case Western Reserve
Uni versity . It is a sing le-user system for the creation , maintenance,
and analysis of graph~cal models, but has no “genera t ion ” f acility to turn
the models into actual systems.

GRAPHICAL EDI TING FACILITIES

The system can create and edit Logos grap hs through a interact ive
grap hical/ textual user interface called the Logos Design P i - k a ~ , - ( L I ) ! ’
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LDP allows a user to “draw ” graphs on a graphical display terminal by
identifying objects and their positions . The user ’s input s may be from
one or all of the following devices: light pen , position cursor , and text
specification . (There are a few cases where not all forms of input are
appropriate, for example when specifying the name of an object cursor
position is not very meaningful. )

In addition to the graphical interaction package, LDP provides database
specification functions with the Graph Oriented Data Structures Language
(GODSL) compiler , which together with the graph syntax specifies the
structure and accessing of data. GODSL is a text language which performs
a number of syntax checks when statements are entered , and other analysis ,
using the general analysis packages invoked via the ANALYZE command.

Finally, LDP contains a number of features for helping a designer use
the system:

- extensive facilities for “walking” through graphs;

- a “graph move” command which allows relocation of
nodes and the arcs connecting them;

- a query feature which the designer can use at (almost) any
time to determine what actions are available to him;

- a “macro” facility which allows the designer to rcpresent
commonly repeated operations as data or expression
operators and to insert these operators into his graphs.

The system permits any picture under display to be copied to other graphics
devices on the system. In the TOPS-b implementation at AFAL, this
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consists only of the Calcomp plotter. Picture information is sent from the

graphics packages to a file, which is postprocessed into commands to

drive the plotter. The postprocessor accepts a scale factor so that

plots from page to wall size can be produced .

ANALYSIS FACILITIES

The system implements the basic analysis functions listed below .

- At graph creation time, extensive syntax checking so that

errors do not propagate through a design until global analysis.

- Mode matching of data structures at each end of a data trans-

mission path, even if a variety of expressions and accessing

operations are applied along the path .

- Expression analysis: to ensure that cyclical paths do not

occur in an expression, i. e. , an expression which does

I+(J~ K+(J *K+ ( . . .

- Block structured vector addition analysis which evaluates the

reachable state tree of a schema, but only on the basis of

“blocks” in the design which has the effect of reducing

computational complexity of the analysis to something

which can be calculated in a reasonable amoun t of time , a

major advantage of the Logos representation.

- Global determinacy analysis between blocks through the

determination and intersection checks of the data structures

which are (potentially ) read and written by one or more

simultaneously active blocks .
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The major items not present in the analysis but which are supported in the

representation are procedure calls and recursion analysis.

LIMITATIONS OF CURRENT IMPLEMENTATION

The representation implemented by the system is missing various useful

items described elsewhere in this report , specifically:

- no facility to specif y transition times for operators;

- as a result of constraints imposed by the current analysis

packages , the representation can not model real-world
Itsynchronization problems beyond the pipelining

synchronization provided by the WE and RT control cells;

the ability to reference control information between two or

more operators would allow models to become more layered as

opposed to the very flat , spread out models produced in this

contract;

- data interpretation to reduce the number of reachable states

in a design and to test fault-tolerance by deliberately

inserting erroneous data.

The fact that the system is single user presents a number of problems in a

multi-designer environment in that only one designer may be active at a

time. This was experienced in the course of this contract and is discussed

further in a later section . The rest of this section will deal with specific

problems extant in the implementation at AFAL.
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DISPLAY LIMITATIONS

The display subsystem within the current LOGOS package has a tendency

to be slow and awkward. Much of this stems from attempts to make the

display systems very general. The original intent of the funding agencies

was to make the system available over the ARPANET, to a community
which had a variety of graphics devices . The size and complexity of the

system software required to define and drive a virtualized graphics

device is a major overhead factor in the system. It may be far more

reasonable in the future to orient the graphics towards a readily available

and simpler form of graphics.

The devices which are in use tend to be of moderate resolution and

lacking in the amount of memory necessary to hold picture descriptions .

This becomes a very annoying problem when large , complex pictures are

being displayed as the designer must worry about managing a limited

d isplay resource while trying to manage and comprehend a design .

DATABASE LIMITATIONS

The current database is limited in that about 3500 specific objects (arcs ,

nodes , labels, names, declarations , etc.)  may be handled by the system.

This is a design limitation in the LEAP associative database package

contained in the implementation language, which is Stanford University’s

SAIL (Stanford Artifical Intelligence Language) . Should the database
problems described later not have occurred , the capacity of the system

would very probably have been exceeded by the schema produced for this

contract. A further problem is that the system maintains the entire
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database in primary storage while the system is running. This means only

one designer may be actively working on a design at any time.

ANALYSIS LIMITATIONS

The current analysis packages are missing features (procedure and

recursion analysis) which the representation supports , as well as all of the

representation enhancements developed specifically for this contract

(time, data interpretation, etc.) Furthermore, a number of techniques

for improving the execution time and eliminating redundant analyses

performed by the existing Vector Addition System have not yet been

implemented. These would reduce analysis time to permit the analysis

of schema which can not be analyzed in a reasonable time by the current

analyses. These and various niceties such as background analysis (the

current analysis runs only as a foreground task) and the ability to do

extensive exp loration and interaction with the analysis packages would

vastly improve the utility of the system.

SUMMARY OF EXPERIENCE WITH MODEL ON THIS CONTRACT

The LEAP database packages described above caused major problems

during the use of the AFAL system. Specifically, the management routines

would unexplicably start making errors in the construction of the database

after the database became about 25% full. In general, it appeared that the

LOGOS-specific database construction routine performed correctly. Memory

limitations In the displays used (GT-40’s) severely hampered the creation

and management of large, complex displays . Larger displays at AFAL

(GT-44 ’s) were available during second and third shift s, but difficulties
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in determining the proper configurations prevented their use. In general,
the usage of the system represented a much greater test than any it had
faced before, and much of the system appeared to work properly.
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SECTION VIII

CONCLUSIONS

ASSESSMENT OF DAIS FAULT TOLERANCE

As stated earlier, any assessment of system level fault tolerance using
today’s assessment tools must be largely subjective. It is clear that
DAIS relies heavily on the pilot to control top level fault recovery
mechanisms. This is appropriate for the applications now forseen for
DAIS; the gathering of information for display to the pilot and the trans-
mission of pilot requests to various equipments. The pilot can monitor
the behavior of most of the functions of the system by observing displays
or equipment performance, thus providing a top level of system super-
vision.

The DAIS cor e system is well protected against Loss of Control faults.
The design consistently uses silence or inactivity as a means for signal-
ling faults. Thus most error routines halt the processor and its BCIU,
allowing other units to discover the error through missing responses
or through time-outs. This appr oach minimizes the potential for inter-
ference between faulty units and correctly operating units.

The DAIS core system is more vulnerable to Multiple Instance of Control
faults. The master executive error retry procedures have limits to
prevent an undue number of message retry attempts, but the core system
has no way to detect an abnormal number of asynchronous message
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requests until the master executive gives up because of an inability to
keep up with minor cycle timing constraints.

The system is also vulnerable to Diversion of Control faults involving
terminal addresses. The system has numerou s checks to insure that
a correctly addressed remote BCIU or RT that misbehaves is promptly
isolated. The isolation mechanism consists of deleting all messages
addressed to the suspect unit, presumably disconnecting that unit from
system activity. This approach does not successfully deal with a remote
BCIU or RT that becomes an alias by responding to messages directed
to other units . The spurious response generated by the alias will
usually conflict with the legitimate response, a situation that will invoke
error handling, but which will probably result in the elimination of the
correctly operating remot e unit rather than its alias. This situation is
not corrected by backup or recovery procedures since the RT configuration
tables remain unchanged by backup or recovery. A configuration manager
capable of remotely switching power to RTs is required , because a
persistent aliasing unit may conceivably respond to a large number of
addresses on both busses, thus strangling the multiplex system.

ASSESSMENT OF THE FUNCTIONAL/GRAPHICAL APPR OACH

The introduction of a model necessarily makes analysis of a system a
two step process; first , construction of the model with verification that
the model actually summarizes the behavior of the system, and secon d,
analysis of the model to determine fault tolerance.

There are several advantages to this two step process. The graphical
model makes apparent both the extent and the level of system detail studied.
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The model may be used as a communications medium between the fault
tolerance analyst and the designers of the system to be analyzed. It
also may be used to explain the interaction of complex fault tolerance
mechanisms with the rest of “- 

~ system.

Over thirty graphical models were created during this contract. Some

are not included here because they deal with an isolated portion of system
functionality or are at too low a level of system detail. We began to

model at the bus message level of detail and then wor ked up to less
detailed levels, searching for the top level of system detail. The
graph depicted in Figure 7 resulted from many iterations. In most cases ,
we attempted to eliminate portions of the models that could be represent-
ed in another graph at a lower level of detail. In some cases, we added
functions to models when it became apparent that the omitted function
interacted directly with other functions at the level of detail of that
model.

The top level model, Figure 7, was once smaller , but did not fully treat
the functionality required for reconfiguration. When this was added , the
model grew to its present size. We believe that the complexity of this
graph is probably necessary to completely represent all of the top level
DAIS functions that Involve system level fault tolerance.

A number of engineers skilled In computer architecture and software
reviewed the graphical models after a short tutorial on interpretation of
the graphical models and on basic DAIS nomenclature. They generally
were able to deduce the top level behavior of the DAIS system from the
model and an accompanying English language description. We found
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their interpretation of the models to be uniform. Thus we believe that

the graphical model is a relatively unambiguous method of sum marizing

fault tolerance information.

The models presented here were difficult to produce, requiring several

iterations before a balance was struck between complexity and complete-

ness. We attribute these difficulties in part to the complexity of the

DAIS faul t tolerance mechanisms, involving interactions between the

pilot , the core system hardware, and the various software executives,

and in part to inexperience in producing multiple level graphical models.

We feel that the problems associated with inexperience with graphical

models will continue to diminish rapidly with continued use of the

graphical approach.

We kno ~r of no other fault tolerance assessment approach that allows the

study of interactions between concurrently active sources as diverse as

human operators, hardware, and software in as natural a representation

as the labelled graph model used here. There is still a vast distance

between our present tools and really effective tools for fault tolerance

assessment, but the approach successfully demonstrated in this contract

is one of the most promising directions to pursue.
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APPENDIX A

DETAILED DA IS GRAPHICAL MODELS

The upper level DAIS system models contained in Section IV were based on
an understanding of the operation of the DAIS system gained from lower level
models. Most of these models were generated from the DAIS Bus Control
Executive flow charts in the DAIS Mission Software Product Specification -
Executive, Volume 2 : Bus Control .

The first model is a top level model of the bus control executive software.
The major component of this software is the Bus Control Routine (M$BCON) .
The operation of this routine naturally splits into two major components;
these are portrayed in two separate models, BCON- l and BCON-2. The
majority of the detailed models show the behavior of subroutines in BCON-l.

Three additional master executive bus control routines, NOP’PCI, BUS’STOP,
and ASYNC ’DONE are also modeled individually .

The final two detailed models show the operation of two local executive
routines directly concerned with bus control ; these are X$ATRO and X$AREC .
These were generated fr om the flow charts given in the DAIS Mission Soft-
war e Product Specification - Executive, Volume 1: Local Executive.
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