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SUMMARY

Human errors account for a significant portion of the overall

effectiveness of many man—machine systems; particularly large scale

• command , control, and communication type systems that contain numerous

• man—machine linkages. Although considerable efforts to quantify and

better understand human error performance have been extended and

reported , a unified approach for incorporating error performance in

system effectiveness measurement and assessments is lacking. A major

• difficulty that at least partially accounts for the lack of progress

• in this area is the lack of data. Since most of the errors pertaining

to overall system effectiveness are typically rare events, histories

are not generally available. These events are also usually very

expensive when they do occur, however, thus providing the motivation

to establish models f or describing and studying various operational

scenarios.

A framework for modeling human error performance is presented

that includes a classification system based on the stochastic behavior

of the relevant variables associated with the man—machine linkages. A

seai—Markov formolation is presented for generalizing man—machine system

performance and describing the transitions among various error states.

As a special case we consider a human operator that cosmits an error

with a constant probability at each randomly occuring decision point.

• The inter—decision times are assumed to form a renewal process and

closed form results for the tine—between—errors are given through

t r ansforms.  So for the case wher e the int er—decision times ar e

exponentially distributed, the tine—between—errors is also exponential.
.5.-
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Other distributions, however, such as the coamonly assumed Normal can

be cumbersome • An approximate time—between—error distribution is dev-

eloped that prov ides computational ease and only very broad assumptions

are necessary. This approx imation was applied to data from a laborato ry

human decision making task. Three operators performed the task with

an average time—between—errors of 2326 macc and an average error proba—

• bility of .051. The approximation provided relatively accurate , but

consistently lower probability estimates than the experimental estimates.

Future direction is suggested in applications of the semi—Markov

model. This includes mult i—state renewa l models and situations where

the error probability at decision points is not constant throughout

• time. Man—in—the—loo p simulation is suggested for further exploration

of human error processes in complex man—machine environments.
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1. INTRODUCTION

Performance quantification is a major problem in analyzing and

evaluating nan—machine systems, due primarily to the ~~~~~~ elements

involved. This is particularly true of the large scale comman d ,

control , and communication systems that have become vital to our

military of today. These systems consist of large conf igurations of

human operator s interacting with computers and complex equipment in

decision—making roles where they transform flows of information. The

mental pro cessing demands on the operators conducting monitoring and

control type tasks in these environments are high and their performance

can significantly influence the overall system effectiveness.

Until early 1960, most human performance studies except for

vigilance emphasized the time prediction aspects of performance and

indirectly suppressed or ignored errors. Mi1i~ary analysts then

began to examine the impact of human errors on system effectiveness

(Cooper [7], Meister 113]), which led to the development of a system

for quantifying re1iabilit~’ in man—machine systems (Meister 114]).

This system, analogous to the pre—determined motion time systems used

for estimating task times, consists of a data base and a model for

relating the various components of performance. Although this system

has been refined and proven successful in numerous applications, it

has the same drawbacks that the predetermined time prediction systems

have in that a very extensive and detailed classification system is

requir.d and the data comes from highly diverse and variable sources.

Mills and Hatfield [15] have reported on the relative difficulties

in identifying predictive units as well as other problems with the

: ~ ~~ ~ —~



r~~ ;

2

assumption s required in using a human performance reliability data

base. Asken and Reguliuski [3] have suggested an approach to

quantifying human reliability that basically consists of drawing

a direct correspondence to reliability concepts for physical com-

ponents. Recent efforts at incorporating and dealing with human

error performance in nan—machine systems have been more situation

specific. Lamb and Williams 1103 examined the prediction of human

operator performance for sonar maintenance functions. Dunlay and

Horonjeff [8] developed an empirical model for predicting air traffic

control conflicts using operator judgement error as a major perform-

ance measure. Feyock (9] devised a computer aided instruction

procedure for improving the handling of errors in man—machine inter-

faces. While data availability ii a problem in many applications ,

Apostolakis and Baxisal [2) point Out the difficulty in predicting

• error performance in the testing of nuclear power plants whereby

data is very limited or non existent. This is exactly the case for

many military systems where the error events may be extremely rare
S

but very costly when they do occur. For these situations, it is

appropriate to develop models that best describe the erring process

and use the, limited as it may be, data to estimate the parameters.

This report summarizes efforts aimed at increasing our abilities

to quantify the human error performance in man—machine systems as it

relates to system effectiveness. In particular, a framework is de-

scribed for quantifying human errors and modeling the occurrence of

• * 
human error events in a system.
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Before the models are presented , a classification system f or

human errors is presented in Section 2. In Section 3, a general

5. approach for modeling human errors as a Semi—Markov Process is

given with details for the special case of a two—state renewal

• model. These models enable one to relate the tine—between—errors

(ThE) to the tine between decision points. It turns out that

under suitable conditions the limiting distribution for the time

between errors is exponential. A discussion with some concluding

remarks is given in Section 4.

H
I
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2. CLASSIFYING HUMA} ERROR

The fundamental problem in evaluating man—machine systems is to

identify those factors affecting performance and to what extent they

contribute to the overall effectiveness of the system. In any man—

machine system sensory, information processing and decision, storage,

and action functions must be performed (McCormick [123). The respon-

sibilities for these functions are allocated among the various human

• and machine elements and the overall system performance is dependen t

upon both the timeliness and the accuracy of each element. Through

these functions and the interactions among man and machine elements,

there are many ways in which the human operator can commit errors in

performing a task. However, only those error activities that actually

generate an effect  on overall system performance are considered errors.

Various attempts have been made to devise a classification system that

will exhaust all means of human erring and is acceptable to everyone.

These systems categorize errors in terms of the conscious and behavorial

levels of the operator (Rook 1183), resulting mishaps and action types

(Al tman 14]), and task or element criticality (Pickrel and McDonald

[16)). As an alternative to these systems , a proposed approach to

classifying errors is to categorize tasks according to the underlying

[ probabilistic structures that account for the uncertainties involved

and hence cont ribute to error events.

We consider a man—machine system task comprising a human element

who operates to achieve some prescribed mission or purpose. The in—

* • trinsic uncertainty involved in such a task is very complex, but f or

our purposes we shall consider the observable human uncertainty in-

volved in the perfor mance. Human uncertainty may be thou ght to

— — . —.——. —— •
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• consist of choice and temporal components. Let i represent a decision

point at which the operator is required to perform action A. Figure 1

• shows a sample realization of an operator ’s performance where A has

outcomes a1
, a.,, .. .,  a~ occuring at decision points 13 1 ....

action

aL

• a2

_____________ ______________________ time
t ]~ 12 13 • • •

Figure 1: Sample realization of operator performance.

This { C ,  i) process establishes a conceptual basis for classifying

tasks according to the relative complexity of the decision processes

• and time . A broad classification scheme is summarized in Table 1.

Table 1
DECISION CLASSES

Decision Decision Points Actions
class j i , 2 , ... aj : i~ i. ...~~ L

deterministic random

2 rando m deterministic

3 random random

I
_
i
__• -.I__i_.• - — 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



_______________________ -• 
~~~~~

—

6

For the Class—i decisions , an operator is required at each to

perform an action a
~ 

that is prescribed by some underlying probability

distribution . Examples of these decisioos arise in industrial inspec-

tion and sorting operations where the operators serve or interact

with assembly lines. As an example, suppose a line inspector receives

a particular sub—assembly component at a fixed rate of v units per hour

and each unit is to be checked at m points for possible defect or flaw.

So in Figure 1, the maximum number of actions is L — 2m and the inter—

decision point times, t~ ~~~~~ are constant for all j 1, 2,

• The usual measure of effectiveness for industrial systems of this type

is expected cost per unit. This clearly will depend highly upon the

error performance of the operator and the associated costs.

• In military systems, a more common type of decision problem is

the Class—2. Here the inter—decision point times are random, but the

particular actions to be performed are assumed to be known precisely

- 
• to the operator. Examples of this category of decision problems are

found in control monitoring tasks, typically of the vigilance type

where the operator spends a disproportionate amount of time monitoring

or awaiting for a decision point to occur. Many of the computerized

• tracking functions f or large scale communication and data systems,

e.g. the Navy Tactical Data System (NTDS) , can be classified and

analyzed as Class—2 decisions since the monitoring and control

functions are human elements.

Class—3 decision tasks are of course very co on in man—machine

systems and particularly in the military command—control—and—coemuni—

cation systsis. Here both ai and 14 are rand om events and hence
J

th~ operator is uncertain both to which action will be required and to

thf t ime of the decision point . This is indeed the most difficult

• 
.5.. — . • 
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• class of decision problems in terms of analyzing and understanding

I man—machine system activities. There are more sources of potential

• human error due to increases numbers and complexities of interactions

and man—machine linkages. Class—3, and to lesser extents Classes — 1

• 
•• and 2 tasks require further within class categorizations.

Ii

.5.
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• 3. CONSTANT ERROR PROBABILITY MODELS

I
The classification of tasks in accordance with the stochastic

nature of the {X , t) process provides an intuitive framework for

developing quantitative indices for system performance. Plany times

the errors pertaining to system performance ar e rare events tha t

generate large costs when they occur. So with limited data, it is

difficult to gain a thorough understanding of the errors using rigor-

ous statistical procedures, based on large samples, but the need for

predicting performance and examining consequences is very important.

For much circumstances, it is appropriate to use models for describing

and studying performance and the effects on system effectiveness for

given conditions on the {X , i i  process.

3.1 A Semi—Markov Formulation

We now consider a general formulation of the error process in a

man—machine system. Assume a simple task with a single man—machine

linkage and let the decisions be of the Class—2 type in Table 1.

For time t ~ 0 we denote the system error state with state space

C containing the set of all possible errors for the given system

incluáing 0. For our purpose here, consider the basic error

classification scheme by Altman ( 4 ]  whereby 5~ shall be partitioned

into the subsets 0 and

• • E time violations

• • .  
omissions

L~3 sequential errors

decision errors4
For convenience, we require that the CZ~’a are mmtually exclusive.

I

— 

‘~~—“ -‘~ - 
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• 5. 
. A typical realization of i~ shown in Figure 2. Conceptually,

transitions among the error states occur in two stages.

z
t

0 1
1 

•t~

Figure 2: Sample Record of Error Performance

At each decision point t~ , a choice of entry to the next state is made.

• The process then accumulates a time—to—transition in accordance with

some distribuiton that is dependent upon the particular states involved.

So letting N~ (t) represent the number of errors of type i in (0, t),

we have the vector

ii
• N(t) — (N0(t), . .. ,  N4(t)).

We shall assume that the decision points correspond to iinbedding

points for a Markov Chain that describes the state occurences immediately

• . following transitions 1—1, 2, •,.. Thus, the stochastic process

• { N(t ): t ~ 01 that counts errors is a I4arkov Renewal Process and

• 
• 

(Z r : t ~ 0) that records the state of the process over time is a Semi—

Markov Process. Knowledge of (P1(t): t ~ 0), along with the initial

S. state of the process is sufficient for determining z~. However; in

order to completely describe the process (Zr: t ~ 0) for a given

II ;~.
4
•
~ . 5 .

••• .t ,•
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5. system it is necessary to know both the distributions for making

transitions among the error states and the related distributions for
5. 

holding times among states.

3.2 Two—State Renewal Models

As a special case of the general model described in Section

3.1, we shall consider the simple human error model for which there

are only two states , fl — 10, 1) and the decision times form a renewal

process . Thus , any type of error is considered to be an “error event ”

with ~‘ — 1. We consider a work task involving decisions of Class 1 or

Class 2 with interdecision point times — — i — 1, 2 , ... ,

• and 0. At each decision point , r~~, a human error is committed

with probability p > 0 tha t is constant for each i — 1, 2, .... Let

• Yj represent the time between errors j—l and j, as shown in Figure 3.

i—i i j+l i+2

-__
• 1 Ti—2 Ti—l Ti ~j+l Tj+2

Figure 3: A Typical Realization of Event Times.

We shall further assume that the X~ ’s are independent and identically

distributed F with EX — p < 
~~ . It then follows that the Y~ ’a are

independent and identically distributed C. Letting their respective

counting processes be represented by (P1(t): t ~ 0) and (ii (t) : t ~ 0)• S

we have for a fixed t

~~k ____________________ —~~~~~~~~~~. -

_ _ _ _ _ _ _ _  
_ _  ~~~~ ~ ~ :~ ~~
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P{N (t) — m) — E P{Ne(t) — m/N(t) — n}P{14(t) ml (1)

—~~~~~ k )p
C
q
Ic P~1~(t )_ m + k},P+q l.

k—O

In order to derive an expression for the distribution C of the

time between errors, we note that random variable Y > t if and only

if P~ (t) — 0. It therefore follows from basic renewal theory that

P(Y > t )  •j qk [Fk t) — Fk+l(t)~j 
(2)

k- 0

wher e Fk is the k—fold convolution of F with itself. Letting i(s)

and I(s) denote the Laplace—Steilfes transforms of dC and dF,

1
, respectively, and transforming (2)

J e
_5tP{Y t)dt —~~~~ qkf c

_st 
[Fk (t) _r

k+l (t)]dt

• or

~~
- (1—j(s)) — ~ — 

~ 
Re(

~~ ‘ 0
s(1—qf(s)]

which simplifies to

• ~~ j(s) — ~1~s~ (3)• 1—cl(s)

This then provides us with a transform relationship between

~~~~~~ - - i -  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
— - • • :• 

———•- •
~ •:: -

-
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the distributions associated with the times between errors and the

times between decision points. Pro. (3) we obtain expressions for

the mean and var iance of the tlae between errors directly,

E(Y)1’y~ E(x)
(4)

Var(Y) — 
~2 ~~ 

Var(X) — qE2
(X)1.

Exponential Interdecision Times

One important special case of equation (3) is the situation that

arises for the co only assumed exponential interevent time distribu-

tion. It follows that C is exponential if and only if F is exponen—

tial. This is easily seem in (3) since for 7(x) — 1—a

f ( s) — 1+~s (5a)

hence
p

g (5b )

and inversion yields

g(t) ~.e v 
, ~ 0 (5c)

Similarly, one can solve for I(s) given i(s) for the exponential to

arrive at the exponential for the interdecision times, K, from the

other direction. The popularity of this special case is due in part

to the lack of memory characteristic of the exponential, suggesting

a degree of conversatisa when one must assume a distribution . The

primary reason for this popularity, however, is due no doubt to the

analytical convenience provided.

~ ~~~~~~~~~~~~~~~~~~~~~ 
•. .. . • ~~‘... • 
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• 5. Normal Interdecision Times

I In many system s the interdecision times are treated as Normally

distributed random variables. This is only valid for those cases

where the mean time between decision points, is , is several standard

deviations from the origin soas to insure that the probability of a

negative time between decisions is approximately zero. A more

general representation of these times and indeed adequate for many

practical situations is the truncated Normal distribution

F(x) ‘o ’ ~~~ x <  (6a)

where

• •(x) — I
~~~~ 

e~~~~~~~J

• and ~ is the point of truncation (i.e. no interdecision time can

be of length less than F). It follows that the Leplace transform for

the probability density function associated with (6a) is

i(s) — 
~~~~~~ 

e US + 1 ~22 (6b)

from which it follows from (3) that

_____ ~~ +

• ~~~~~~~~~ ~~ 
~e 2 (6c)

2 1 2 2
•(~~~)_q $ $:) i a  s),—V5 + 5

• ~. •; • : — • -— — - —  — —
~~~~~

— ——--———.—————— - - - -  — ———-—.— 

~~ I ~~~~~~~~~~~~~ 
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• While the 2—state renewal models are simple in concept, the

• resulting human error distributions can be difficult to determine.

This is evidenced by the result of (6 ) ,  f o r  the truncated Normal

• interdecision time distribution which arises commonly in practice.

One approach to finding results for this case is to apply numerical

inversion techniques. Mother approach is to seek an adequate

approximation for error times, given a general form of X.

I

f

• •.

___  

~ 
7: ~- 

~~~~~~~~~~~~~~ ~ 
* 1



15

3.3 A Limiting Result for the Ti —Between—Errors

Let I and Y have distributions F and C, respectively, as pre-

viously defined. We shall require that EX — p < • and define a

random variable 2 — kY and designate its distribution by H. it

follows from equation (3) that for k ‘ 0,

1 (s) — ~ 
‘

~~
(‘

~~
) (7)

Using assymptotic arguments for small p p~ while I(s) -‘ 1—ps + 0(ps),

from Equation (1),

— —h(s) -~ h0 (s) — ~~‘ k

H pk + q~s

so with appropriate normalization

• i (s) + (8)

5. f r om, which it follows that an approximate distribution for Z is

given by

2
— q i J  > (9)

H~(z )— l — e  , z — 0 .

~. ;;~-
Ic,.,

A.

. 5 .
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3.4 An Application to Experimental Data

As a demonstration of the limiting result of Section 3.3 for

time—between—error s, we shall apply the approximate TIE destribution

of equation (9) to some experimental data derived from a study by

Thomas (22 1. In that study the objective was to .z~i~dne the uncer—

tainty effects on performance of operator s conducting repetitively

a sequence of manual operations containing a choice reaction element.

This was a self—paced decision—making task of the C].ass—l type, in-

dicated in Table 1. 1~ detailed description of the task and related

experiment is reported elsewhere (see Thomas (22]), but a flow diagram

showing the elemental breakdown for the task is given in Figure 4.
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Figure 4: Laboratory Task Node Diagram
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• The nodes in Figure 4 correspond to distinct breakpoints in the task

so as to enable one to take measurements of the performance for each

segment of the operation. There were five operators each of which

performed the task for twelve 1000 cycle duration sessions beyond

t several training trials. Although as seen f rom Figure 4 there were

several modes of error in the task; for our purposes here, any error

was considered as an error event.

Table 2 gives a st~~ary of the error performance of three , of

the five, operators.

Table 2

Error Performance f or Experimental Task Operator

1 2 3 Avg

.048 .063 .041 .051

2213 2283 2482 2326
macc

A

°x 164 304 255 248
• msec

The operators compared relatively well in performance with a average

time between errors of 2326 msec and an average error probability of

• .051.
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Figure 5 shows the fitted ThE distrib utions for the actual experimental

data E~(t) and the approximation of (9) Ü1 (t).

I..—
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I 1/
U ..4 - 1/
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.., -

Time Bet ween
I I E rr or s(m se c )

S CS 4• S. S.

• Figure 5: Comparison of Limiting Error Distribution to
Experimental Data

As noted in Figure 5, the approximation overestimated the time—

between—errors for a fixed probability throughout the sample data.

None—the—less , the approximation does provide a reasonable comparison

to the data.
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4 CONCLUDING REMARKS AND DISCUSSION

The overall need for increasing our understand ing of buman errors

is motivated by two main reaso~s. The first is safety and accident

prevention. FL 91—596 of 1970 stipulates safety responsiblil ities in

the design of new systems which translates to minimum error perf or—

mance in a man—machine system setting . Moreover , with the more

responsible role of the human operator in modern man—machine systems

of today, the consequence of an error can be much more serious and

threatening to the welfare of people. A second pressing need for

greater understanding in the human erring processes is to enable us to

more realistically and accurately assess system effectiveness. Both

system improvement and the development and design of new systems involve

making comparisons among alternative systems or designs. Each man—

machine linkage involving events that can affect the mission of the

system must be determined and analyzed. Obviously, the accuracy of

the overall MOE can be no greater than the contributing component

performance measures. Typically, one or more of these components

are highly succeptible to human errors.

The classification system presented in Section 2 is an approach

that can be used to simplify the procedures for quantifying human error

performance. It is also a convenient means for identifying and relating

previous studies to a particular system and consolidating results into

• a framevork. Psychologists have explored aspects of the Claas—l de-

cision problem through choice reaction time studies (see Teichner

and Erebs [211 and 9.ith(22) for reviews). The Class—2 decision

problems have also been explored to an extent , in the laboratory

setting, through vigilance studies (Mackvorth (113). Except for a few

~~~
- 
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eluded to cases (Carbonell [5], Carbonell et *1 (6] , and Rouse (17]).

the Claas—3 problems have not been explored formally. Indeed; from

an effectiveness viewpoint one would attempt to convert through work

design and method s improvement Class-3 tasks into Class—i or Class—2,

thus providing little motivation for researchers to study this class.

Still , there are many systems for which it is necessary to maintain

task performance for Class—3. This classification system can of

course be extended to include more refined categories (e.g. discrete

time, continuous time, etc.).

The semi—Markov model , of Section 3.1, also offers a good

structure f or providing physical interpretations. Certain task and

environmental conditions will result in patterns which lead to

functions on 0 that typify such situations. For example; for the

special case where the holding times (i.e. time spent in a particular

error state before going to another) are Geometric distributed, {Z
~
:t ~ 0)( is a Markov Chain. Further, under certain conditions (Thomas and Barr

[23]) one can combine partitions in 0 to form a smaller chain that

retains the Markov structure . A similar synthesis can be applied to

the more general Semi—Markov Chain (Sertozo [193), but further work on

refinements is needed in this area . These approaches of taking functions

on f~ that partition off similar transitory relationships show great

promise for examining and further categorizing behavorial characteristics

of man-machine linkages in general.

In this stud y we allowed the interdeclsion times to be continuous

r and om variab les. It is easily shown that proceeding from squation (2) ,

~~hL discrete analog to equation (3) is

•fr
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I

• 
~~~ pF(z)G(s, I—gF(Z) (JO)

Where G(Z) and 1(2) are the probability generating functions associated

with ‘i and I respectively. One can further develop, without difficulty,

the discrete analog to the approximation for the ThE distribution of

equation (9). The comparisons between the a approximation and the

experimental TBE distributions in Section 3.4 are relatively close.

The major advantage of this result, however, is the fact that it is

based on very broad and general assumptions that do not require an

assumed distribution for the interdecision times X.

For comnand , control, and coimminication system environments,

there are three major difficulties in providing adequate models for

describing and predicting human error. First, we still have the

general lack of understanding of human error characteristics in

man—machine linkages. This problem will no doubt prevail for quite

some time. Secondly, we are in need of model development that will
• capture the salient features of the physical system being mod*1.d

and incorporate the appropriate analytical and par etric details for

representing the randomness. While the Sami—Markov model of Section 3 is

general , more applications will provide needed experience on partic-

ular systems and cha racteristics that will pro mote further explorat ion

of this general frame work for modeling human error . Ratura l extension s

of the renewa l model , of Section 3.2 , are to includ, three or more

states and to allow the pr obab ilitf.i of errors at .acb decision

point to be non—constant . The third major probl em ar em is data

availability . This probl em motiva ted th. development of the appr ox-

imation of Section 3.3. Thor. is a general lack of data on error s

~ ‘4%~ f l S ’  •~ 4 . 
~ ~~ . 4 . , • . . • •. • - •• • • • - - - • • —.— • i., . .. ~~~~~~~~~~~ ~~~~~~~~~~~~~~~~ — • • • • • • -
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and the re will always be a lack of sufficient data for the catastrophic

type errors involving very high costs or perhaps human life. In view

of this , it is very reasonable to devote major effort s to identifying

models and rationale for assi ing distributions or even processes for

representing error performance in complex man-machine systems. For

this reason, a r.ccmeended direction for future work in this area is

to develop a man—machine loop simulation model. These models have been

developed in other areas (Alford and Buck E l ]) where the man—machine

linkages are extremely complex. A model should be tailored f or the

• command, control, and communication environment .
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