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I INTRODUCTION

This report describes progress mad e during the p.rtod from IR

Novem ber 1977 through 31 December 1978 in developi ng an effective system

for use in developi ng and maintaining formally v r l f i ed  JOVIAL programs
of signi ficant size and complexity. tkr t ng thi s period we have:

• Compl eted a preliminar y analy sis of the impact of
verification concerns on the JOVIAL l anguage .

• Invented techniques for deteruthing th. effects of
incremental changes to functions, procedures, types, and
certain specificat Ions.

• Developed certain useful deduction •echania.s, a parser—
generator , and the most import an t par ts of a verification
condition genera tor .

• Carefully selected two rea l systems, critical parts of
iliieh will be verifi ed us i ng the JOVIAL verifier .

• Formulated a oos~reh ensive plan f or the futur e development
of the JOVIAL ver ifier and for verif ying certain milestone
za.pl.s.

Each of t hese achi evements is an , important step in attaining our overall
goal of producing an effective ver ifier for JOVIAL progress, and each
will  be ezplioatsd In subssquen t sections .

Over the last few years , we have gradually oved awey f ro m
verifying erbitrary JOVIAL programs, especially those written vttho~&

a’ ~~
- ion to formal ver i fication conoer’ t . ~ aring that time , we, as

weL t as other ressarohed s in program verifi cation , Nave come to
a ppr eciate the importance of olsen program st ructuring in making forma l

verifi cation practical . Wl t ho & a so~i%d met hodology for oftwnr• design
and implementat ion I t is diffioult , if not actuall y impo ssible , even to

sspr.ss ad.qaate formal ap.ol tiaa tian s ( assertions) wi th re spect to
imiob correctness Is to be proved . The near impossibiLity of proving
oorr,otness fbr erg. , alread y ex isting programs, .sp.oially those

I

I _ _ _ _ _ _ _ _ _
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written wi thoit attention to abstraction , has b••n often remarked. V.
have therefore turned our attention to programs developed accord ing to
sousd set hodologloal pr i nciples and expressed in terms of wa ll—
structured language constr ucts. The design and formal specification of
JOVIAL programs will be done according to the SRI Hierarchical
Development Met hodology (22 ] ( henceforth called 11DM). The resulti ng
programs will  tend to be wel l structured , understandable , easily
maintainable , and demonstrably consistent With their specifications.

Ex perienoe further indicates tha t the pre sence or ab noe of
aerta in progr a lng l angua g. features also affects all these desirable
pr operties . Therefor e , we per formed a carefu l analysis of each
construc t in the JOVIAL l anguage , snd concluded that nearly all JOVIAL
constructs satisfy the re quirements of formal verification . We are
pleased that only a few restriction s are needed to significantly enhance
verifiability for programs in this language.

Even though met hodologic al concerns are addressed and suitable
restr iction s are placed on the JOVIAL Language, the verification
activity is too tedious and cuabersose to do by hand . Ma chine

• assistano i is needed . As a result several program verification systems
have been developed (e.g., 15,6,9,10,12 ,17,20, and 28). These systems
can be viewed i.e consisting of t hree mai n components ——a parser for
parsing programs and their specIficat Ions; a verification condition
generator for producing logical formulas (cal led v~’ifinati~~
canditlona) tha t , If proved , establ ish that a program estisfiss its

• spsoitloa~.~ons; and a proof system for proving verification oondUions.

~~~ planned system wi l l  al so include th ese f~s~ot.ion al components , each
at tuc ed to the JOVIAL,-J73/I progr. ing language (IR,18). Mereafter
i~~en the term “JOV IAL is used in this report the Level—I subset of
JOV1AI.-J73 should be taiderstood .

In our veri fier , as in prev ious ones, the most complex and least
mdsr stood of these three components is the proof system. Th. major
issue is the trad eoff betwe en generality and efficiency, ~mioh we are

References Sr. listed following Section TI.
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addressing by fol lowing two oomplesentary lines of research. The first
effort is the devel opmen t of the Boyer-Moore theorem prover (1 ,5],
lIlioh is intended for efficient general use . This theorem prover Is
based on the theory of recursive funct ions , is axiomat ically eztendabl.,

• and is tailored to provi ng pr operties of progress in the sense that it
is easy to model (in the Boyer-Moore theory ) the ind uctively construct ed
objeots (e.g. ,  integers and sequences ) underlying the semantics of

• p rogra ms. An inescapable fact confronting any such theorem prover is
that , . for any branch of mathemat ics that includes Ind uctively defined
concepts, there exists no algoritha capable of deciding every question
that can be raised . Thus , we are also developi ng fist, special-purpose
theorem provers for certain specialized domai ns—-e. g., for various
subclasses of Pr esb ur ger ar ithaet io (25, 26]. V. feel that the marriage
of these two approaches to proving theorems will give our pro of system a
unique and powerful deductive cap a bili t y.

Other important i nnovat ions in our planned system are its suppor t
of a formal development met hodology and its ability to determine the
effects of incremental changes . As an illustration of the latter

problem , consider the task of developing a formally ver i fied operating

system . A good strateg y is first to decompose the system into its
functional pa rts, then to design and ver i fy  each part separately. The
file system , for ezasple , can be broken down into tiles and direc tories,
each of ~~ose design and ver i f icat ion Involves developi ng a lar ge,
highl y int•rr elated collection of specifications, programs, verification
conditions, and proofs . Certainly, nuserous revisions——e.g., to correct

an error in a program or to al*ment or refor mulate a specification -—
would be made in getting this myriad of detailed Informat ion to fi t
together properly. Each revision can raise a var iety of oomplex
questions. &apposs , for exampl e , that some specifications and programs
dealing with files ars changed to allow blocks of file stor age to be

• 

• scattered thro~~ho~& memory, instead of being allocated sequentially as
originally pl anned . Par this eXampl e , some of the key questions are:

LI 
_ _ _ _ _ _ _ _I



p. ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ •—- . • -•- ~• ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - -• •— — ~~

• Do any previous proofs aboit files remain val id?
• Does any codi f or directories need to be recompi l d?
• Do all  •at ab llshed pro perties of th. file system still

hold?
• Is the rest of the operating system affected ? If so , how?

These are the kinds of questions the JOVIAL ver ifier will be able to
answer , thereby avoiding excessive redoing of previous work unaffected

• I by Increm ental changes .

This re port is organized as followa . Section II sus ar i zes ow
analysis of the JOVIAL l anguage , pro posing oer tain enhancements and

• restrictions for purpose s of formal verification . Section III describes
our progress in developing the JOVIAL verification system. Section IV
outlines our overall tectmioal plan for completing our anal ysis of the
JOVIAL language, for dev eloping th e JOVIAL verifier , and for producing
milestone examples that refl ect our progress . Finally, Section V
s~~~arizs s our progress to date and indicates our plans for the next
year .
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II THE JOVIAL—J73/I LANGUAGE

A. Ifln Sub ae t ~~ Dg Verifies

We have carried o~t an extensive review of the Level-I subset of
JOVIAL—J 73 as i t  Is described in (1~ ] and ( 18]. These reference
documents were used to construct a formal SNF grammar for use b~ the
vsrifioatlon system. The g rammar a ppears in Appendix A to this report .
No subsetting was employed in It s  construction—-i.e.. all of the

syntactic features described in (1 1$ ] were re tained In our grammar .
Consequent 1 y , when our parser/transd ucer based on th is  grammar has been

• completed it should be able to parse any legal J73/I program into an
interna l form ecceptable to our verification condition generator (VCG)

described below. In fact , our grammar also provides for assertion
• constructs (see Section lI-C ) need ed specially for verification. Thus,

this grammar is actually an extension to standard J73/I.

• The semantics of J73/I , however , posed a sore difficult set of

questions for verificat ion . (~ e reason for this is tha t they are
defi ned only informally by the reference l anguage documentation (18].

• Wherever any reasonable doubt occurred as to the intended semantics , we
wrote sam ple J73/I programs to resol ve such possible ambiguities. In
all , several dozen such smai 1 progress were compiled and exec~*ed on our
DEC.10 computer , In addition to a good many more that were tested
earlier In the effort simpl y to gai n experience and fimiliar ity with the

• language . A num ber of these progress were concerned with numeric
semantics , lead ing to an ax iomat Izat ion that a ppears in Appendix B.
Perhaps the greatest concerns were occasioned by the mec hanics of
passing in put— and o~&put —ps r aa ete r s , the side effects on global
variables , the initialization of formal parameters, and the handling of
name scopes in procedures. &ich concerns were resolved by the
aforementioned aple programs In conjunction with careful attention to
the documentation .

5
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The conclusion of this analy sis of JOVIAL syntax and semantics was
that wi th the exc eption of the few excluded constructs discussed below ,
our verification system could be designed to handle alt of J73/I. We
have probabl y been conserv at ive In this asaesseen t , si nce some of the
excluded features could probably be accoamodated , though with some
difficulty, and l eading to greatly increased time Spent In deduction as
well as In preprocessing.

B. Exclud ed Constructs

1~ie of the •o~t serious p i t f a l l s  for formal verification of
pr ogram s lies in the possibilities afforded for “a.liasing’ in some

l anguages. I nclu ding JOVIAL. A l l a s in g  occurs whenev er there are two or
more pointers to the same da t a item in phys ical memory Assignaen!, to
any one of these pointers wi l l  then result in modification of the object

pointed to by all the other pointers . Moreover , in J73/I such
assigoments need not be mad e thro ugh expl ic i t  assign ment , but can also
occur thro ugh the passing of actual output parameters by reference. The

d i f f i cu l ty  suc h a l ias ing  poses for v e r i f i c a t i o n  is that the YCs
generated for such programs must then contain large conditional
expressions over al l  pointer variables tha t may notenLial Iv be allased
w i t h  the one ac tua l ly  subjected to assignment. The detection of which
pointers potentially share struct ure may require subtle analysis

( perhaps dur ing a preprocess phase of ver i fication condition
generation ), and the actua l proof of the l ar ge resultin g VCs can be
ex t remely tedious . Whether two pointers are sctuallv (as opposed to
potentially ) aliased may depend on the r un —time •nvir ooment and ,

therefore , re quire even more subtle proof teotm iques .

A particularly troubl esome form of a llasing can arise t hrough the
use of tabl e and block overlays . This is becaus. the overla ppi ng of
memory references Is thereby mad e dependent on the calculation of
absolute memory locations, something that should be avoided at all costs
in formal ver i f i c a t i on .

6
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It is, therefore, oonsidsred necessary to exclud e from
consideration , at least initially, any features of JOVIAL that could

• l ead to a liasin g . The impac t of this re striction on the f lexibili ty and
u t i l i t y  of JOVIAL programs is not entirel y clea r at this point . There
will  certainly be an Increase in the data storage req uirements for such

• programs, e.g., if overlays are prohibited . However , we are attemp t in g
to find ways around this problem , and it may not be necessary to forbid
all ki nds of al iasing , but merely to “tue~ i t .

Another troublesome aspec t of real prograsming languages lies In
the poss ib i l i ty  of generating hi dd en side e ffects thro ugh the evaluation
of expressions, par t icu lar ly  in function ca l ls .  The insidious nature of
such effects may be wel l appreciated through the observat ion that , too
often , overly olev er’ programmers wi l l  make deliberate use of such side

• effects—-e.g., in function call s occurring wi th in  Bool eirn tests--without
ad equately appreciating that an op timizing compi l er may change the order

of evaluation of subexpression s and thereby destro y or distort the
intended effect. It is impossible to account adequately for such
compiler opt imizat ion effects without  a formal specification of what the
compiler might do. (Note , for example , that in several places the

reference documen t ( i s )  states that the ord er of evaluation of oertaln

expressions must be regarded as undefined.) In view of such
uncertainties, we have had to restrict the use of (ex pression level )
function cal ls  to functions wi t hout side e ffects on globa l variables .

Fortunately, this does not rule out proc ’dure s (cal lable  at statement
level). These are allowed to have side effects . Moreover , in the

• absence of allasing , the presence of side effects in formal functional

procedures can be detected by straight forward analysis of th. function

body. We sigM. there fore even permit such procedures to be submitted to
the ver ifier , but place the b urden of guaranteein g th. absence of any
hidden side e ffects on the programmer, rather than on the verifier . (~i

the whole , however , it is probably the better cour se simpl y to rule out
assignments to externa l variables w ith in  a function body, whether by

explicIt assignment or by calls to prooedures invok ing aide effects.
This restriction on the prog ramming styls of the JOVIAL progr~~~er is

_ _ _ _ _ _ _ _ _  -



not a s~~ere one . Vs r gard its impact on the programmer as minimal .
Moreover , scat programmers would probably agree tha t the restriction is
good progr ing pr actice and that. it faci litates read ability,
ch sokab l li ty ,  and maintainabil i t y of Lb. resulti ng code .

A fi na l •z~ luaIcn concerns the DEF IN E construct. This Is
essential ly a source macro f a c i l i t y  that permits the creation and
er d i f ica t ion  cf sourc e code by the substitution of paremetrised
character s t r ings.  The v e r i f i c a t i o n  of .173 programs that use the DEFINE

• feature would requ i re the deductive system to be able to deal with

character string substitutions (eften through several levels, as where a

DEFIN E call  uses parameters invclvlng a definsd~ name, or a DEFIN E
string contains suc h a nam e) Fortunately, one can simpl y apply the

• verification system to the eapended code. The R.IST DEFiNE directive of
.173/I provides the capability for per forming this macro—expansion , and
we plan to have the v er i f ie r  psr tcrm I ts anal yses on ~he expended cods
from ihich a !l  DEF INE.. have been re.cv.d . Note that this is not really
a restriction on the source language, biI. rather a question of the

philoso phy of ver if ica t Ion . Since it is the expanded code that gets

compiled , verification of be expended code is actual ly a sounder
approach tnan verification of the source code. if it wars feasible to
verify compUed machine code (we believe It is coLt) it would be

sounder tc dc so than to v e r i f y  so roe code, since the compiler
se ant ics wou ld then not come Into question . P~ oro-expansion , however ,
is a emaIl step in the same direction , and we believe tha t macro—
ex pended code can be v e r i f i e d .

C. EIInAnaamenLs L~~ 
VarificaLion

Certain addition s to the JOVIAL syntax must be provided for the
purpose of ver ificat ion . We refer here to the entry— , exit., and
lnt er .ed l ate-assert lcns re quired in the Floyd-Nears approach, and lisa
to speoificat lons (in the style of 14DM) fur hierarchical verification .

Wi chose to add intermediate assertion s to the formal syntax by
includ ing en additional production <assert_stat) under the ncntermin sl
(simp le_stat ) (w h i c h  is , u lt isate ly,  one of the forse of the nonterm ina l

8
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<sta tement ) ; see productions /‘298’/ , /~ 312~/ , and /‘32~~/ In the
gra~~ar showa In Appendix A . )

Tha statement t ype (sssert_stat ) ( see Appendix A, production

/e378e/) can ta ke any one of the three forms :
ASSERT formula ‘ ; ‘

ASSIJ4E formul a ‘ ; ‘

PROVE formul a ‘ ; ‘

The minor semantic differences among these t hree kinds of assertions are
discussed in Section 111—8-3 . The f i r s t  t ype , ASSERT fo rmula , Is the
usua l e bedded Floyd assertion ; the other t w o  types are var i ant s useful
for providing flexibilit y In the forms of the thecrems produced by the

veriflostion condition generator (VCG). These stitements are intended

only  far use by the YCO and are supposed ~.o be Igno red by the actua l
.173/I compiler. .173/I program s legal b~ our gramm ar may cont ain such
assert ion statements wherever a statem en t I s  legal in standar d .173/I .
For suob program s to be accept ed by a standard .173/ I compi l er , the
assert ions •u3t , of course, be eliminated or mad e tran sparent once the
program has been ver i fied . C~. pos s i b i l i t y  is to have a preprocessor
t ransfo rm all such assertion s i nto comm ents be fore submitt ing the
program to the compi l er .

In addition , It  was convenient tc permit induct ive assertions tc be
embedded directly in iterative statements, I .e., any ~f the .173/I
loop_statement forms . Th is  was accomplIshed by allowing an optional

clause of the type assert _stat within both whI le_stat and for_stat ( see
Appendlz A, /‘363’/ and /~ 3M’/) . Any J73/ 1 iterat ive statement I soking
such an inductive assertion is presently transduced with a vacuous
assertion clause ( ASSERT T) fur use by the VCO. Thus, it Is also

possible f or the htaan v e r i f ier to insert loop assertions manual ly  after
parslng/trsn sduot.Ion I f  he wishes. However , this possibility should be
considered merely as an in ter im convenience for use w h i l e  the system is
under development. In our completed ver i f ie r  the system w i l l  detect th e

• absence of any Such essential assertions and will insist that the user
provide them In the source code before transd uction and the generation

of verification Conditions can be completed .

9
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Procedure— level Input/out put specifications have been provided by
allowing opt ional entry/.tit. assertions (as declarations) within the
body of a procedure dec laration . S.. Appendix A, items /•263~/ ,
/‘296’/ , /•30 I •/ , and /•311’/ . Th. syntax for the add ed declaration
type <assert _deal) is:

ASSERTI N formu la ‘ ; ‘

ASSERTOUT fo rm ula ‘ ; ‘

The ~ey words ASSERTI N and ASSERTOUT were chosen so as not to oon fllot
with the JOVIAL rese rved words ~ fTR1 and EXIT , wh ich would otherw ise
have been the most natura l terms to use for the entry and saLt
assertions assooisted with pro cedures. These assertion declarations
form part of the mechanism for hierarchical verificatIon of progr ams
that contain procedure cal ls .  The declar ations are prooessed only by
the VCO sub functions concerned with proo.d irm a. The reason for
i nclud ing AS.SERTI N and AS.SERTOLJT declaration s in addition to the above

ASSERT statements is to f ac I l i t a t e  structured proofs of program
correct ness. This app roac h a l l owa the ver if icat ion of the body of a
formal procedure to be deooi led from any calls to tha t procedure . The
formal pr ocedur e need then be verif ied only once ( oor respondIng to Its
declaration ) regardless of how often i t  may be i nvoked in a program.

More deta iled discussions of this important point may be found in (9)
and ( 10] .

Future addit ions of similar nature may be required to accommodate
H E54 specifications , al though It  Is also possible to handle such
specification s a par t from the JOVIAL implementation itself. JOVIAL.
pr ogram s would then first be specified (e .g . ,  In the 14DM language
SPECIAL) through a succession of 14DM modules at several levels of
abstraction . However , the SPECIAL l anguage would then need to be
aI4a.flted to accommodate the JO VIAJ. control const r ucts re quired In the
ImplementatIon of these modules.

10
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III THE JOVIAL VERIFIER

The gross archi tecture of the JOVIAL verifier is shown in Figure
Il l—I . The nusan designer/verifier communicate s with the assistant ,

which invokes the translator for parsing and type cheoking, the
verification conditIon generator for producing verification conditions,
and the proof syst for attempting a mathematical proof of certain

- - formul as . This section attempts to describe the mai n functiona l
characteristics of each of these components, its general organization,
the progress mad e in its development , and what remains to be done.

Specific tectmioal details are generally omitted If they have alr ead y
been descr ibed In the teo tmical literature . &ich relevant docusents are
cited In the text.

An additiona l taot that shoul d be mentioned Is that some system
component s ( especially the proof system ) have been supported in part b~
other projec ts in the Computer Science Laboratory. I t has become
apparent tha t this relationship has been mutual ly beneficial for all the
projects involved .

A. Tran.alator

The JOViAL verif ier  must contain two translators—-on e for SPECIA L
(2k ] (the formal specification language to be used), and one for the

dialec t of JOVIAL to be supported. Each translator will consist of a

parser , generated by the IRTERPO parser generator (27) ,  and a type
checker. Thei r out put will be a new re presentation of the source code
appropriate for internal manipulation by the verIfier.

An important consideration in the design of this internal

representation is that it should be able to accommodate any JOVIAL

dialec t , as well as other source l anguages such as DOD/ I . Atta ining
this goa l is Important because a JOVIAL verifier based on such an

11
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internal form can be faIrly directly converted to suppor t an entirely
different souro s l anguage. The t ranslator must be rseritthe, but all

the rest of the ver ifier shoul d remai n essentially unchanged. ~~r
initial out at dsaign~ng such an i nterna l form adi~ red to the fol lowing
desiderata:

• The internal form must have a simple and well  defined
semantics.

• Tne verification conditions generated by the verification
condition generator ( operating on the internal form
translated from some source language program ) should be
equ ivalent to tho se that would be generated by a
verification condition generator operati ng dir ectly on the
source Language program .

• The Internal form should be minimal , having only constructs
necessary f or the attaioaent of the other goals.

• The Internal form should be applicable to a wide variety of
source languages, but should not be unnecessarily
pr.dlsposed toward any singl e source language or groi~ ofsource l anguages .

• It must be possible to associate statements and constructs
in the interna l form with the statem ent s and constructs in
the source l anguage program from which they were derived.

Certain simpl i fying restrictions were •ede in ord er to •zpsd lte the
development of this pr eliminar y version . These restrictions will be
relax ed in lat er versions of the internal form . Presently, the
restrictions are as fol lowe :

• Only sequential programs are oonsidered . We attempt ed to
avoid doing anything that would make para llel programs =
difficult to handle, but we did not inves t igat e the
problems of handling ooncurrenoy on the internal form.

• The source l anguages considered are JOVIAL, MOCULA , PASCAL,
and DOD/I (actually ver i fiable subsets of these languages).
Again we tried to avoid doing anything that would preclude
handling of other languages but we did not explicitly
consider any Other languages.

• Para meter aliasing is not permitted .

The interna l form is heavIly based on the asssmbly-language..l i~.
lang uage developed by 1. Bayer and J S. Moore as par t, of their formal
definition of 1CM (i). The firet out at the internal form gr ar is
given below:

~ 
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<function laplesentation>

::. ((function name> ((arg list>) (Inst seq) )

(arg list)
::s (null string> (erg) (arg list>

(In st s.q)
::a (null string> I <instruction) (Inst seq>

(instruction >
::s (label) (instruction)

(GO (label>)
( ASSERT (asp> )
((X)I1~IT (quoted string> )
( RKTLmN <up) <case list> )
<up>

(case l is t>
::a (null string> (case) (case l ist>

<case>
:. (<literal up> (inst *sq) )

< up)
::s (var)

I (<funotlon name> (<up  l i s t>)  (oase list) )

(asp List )
• :: t  (null stri ng) <up) (up list)

The parser/transd ucer serv es to define the source language syntax
(more properly, the context-free portion of that synt ax) to the

varifier. For purposes of program verifioation it may be assussd that
all programs will fi rs t  be checked for legal Ity by an actual J7 3/I
oom piler (for the intend ed mac hine). Hence, it Is redundant to
incorporate checking for the context—sensitive syntax in the front end
of the ver ifier . (In fact , it migP~ be argiad that the syntactic
oheoki 4 carr ied out b7 tbe *r.er/traneduoer is also redundant .
However , thi s checking is a by-pr oduct of parsing the program into
internal form , and It certainly doms no harm .) Examples of syntactic
checks ~~~ carried out by our psrssr/t.rsnsOuosr are:

• Scope checkIng of declaration before use for name. (of
variables , procedures, items, tables, eto.)

1*
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I
• Type checking of actual procedure parameters against the

corresponding formal types
• Moltiple definition of names in a given scope
• Return statement occurring outside a procedure
• Molt iply-defined switch points.

On the other hand , checks of the fol lowing illegal situations
( among other s not listed ) ~~~ carr ied ott by our parser/transducer:

• Misuse of a reserved JOVIAL word as an identifier
• Output parameters in a function call or f~notion

declaration
• Appearance of constructs at ina ppropriate contexts (e .g. .

use of a function cal l at statement level )

These checks are mede even thot~ h the same matters would be checked by
the ac t ua l JOVIAL compiler .

B. Veri fication Condition ~~narato r

1. ~~n.rai

The purpose of the verification condition generator (VCG ) in a
software verification system is to generate mathematical formulas that

express conditions for oonsistenoy between a program and its

specifications. These formulas are called ver ificat ion ~anditiana
(VCs). 0w VCO will operate on inter na l rep resentation s of the JOVIAL
progress to be verified . To do Its job properly the VCO must
incorporate knowledge about the semantics of the input l anguage (as
reflected in the interna l representation) . The interna l representations
are produced by an input parser/transducer meohmnioally constructed from
a formal (modified RN?) grammar . A tentative grs.mar for JOVIAL—J73/I

is sho~m in Appendix A. The combination of the parser/transduosr with
the YCO, which we refer to as the ver i f ier ‘front ‘m d ’ , is, in fact, a
vsrifia&t.ion condition c~~niler for the actual sourc e language (47311).

Ow plan is to complete the present VCG impl emen tation
descrIbed in the nut subsection to provide us (by the end of this year)
with a theorem generator for a prototype JOVIAL verifier capable of

15
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verifyi n g J 73/I pr ogram s that oant ain limited procedural hierarchy .
This first—out system would , however , not incorporate the HD4
methodology. Our final , delivered system will  employ the approach
described In Section 111-A , using secondary translations of the Initial
internal forms, in crder to Incorporate HI)M, and with it data

abstrac tion .

2. Internal. Forms

The internal forss produced by our parser/transd ucer will be
essential ly fa i th fu l  repre sentations (as par se tree structures) of the

Input soure e language program . There are two slightly different ways in
which these initial internal forms can be processed to generate

verif icat ion conditions. The 4ireot approach is to impl ement a YCO (in
term s of predicate t ransformer functions) that operates directly on
these i n i t i a l  Int ernal forms Thi s  Is the approach that was followed in
the preoedlng RPE/ 1 and RP~/2 projects for JOVIAL—J3 (9, 10]. In ow
first  year ’s work under the present program VCG implementation has also

largely pursued this philosoØ~y. The second approach entails a two—step
process: (1) translatIng the Initial parsed forms into a low—level ,
assembly-like language (see Section 111-A), and (2) implementing either

a conventional VCG or a symbol ic interpreter for this language. This
second approach is likel y to be siapl.r In the long run and al so has the
advantage of providing a more uni form mechani am which could be applied
to other source language.. Thus , the specialization to a partIcular

source language (such as JOVIAL-J73/l) appears ent irely in the internal

form translator , and a singl e VCO say be shared among several languages.
There is an additional advantage to this approach: From some early
experiments io verifying consistency for modules specified in terms of
the 11114 l anguage SPECIAL. (22],  It appears that thi s approach is better
suited for Inter facing conventional ver i fication with hierarchical
echemes such as 11DM. In these experiments the low-level l anguage was
gi ven operational def in i t ion  by means of a symbolic interpreter .
However , an axiom-ba sed VCG could probably be employed In muc h the same
manner .

16
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The implementation described In the nex t subsection is based
on the first  (direct ) approach.

3. Present j(~~ Imniamentatign

— The Impl ementation descr ibed briefl y here is one based on the
notion of predicate transformers (7].  It currently handles only a

subset of the exeottable statement types of JOVIAL—J73/I. The input
expected b~ this VCG subsystem is the initial internal form of a JOVIAL
program annotated ~y inductive assertion s and provided With input and

output specifications for any embedd ed prooedtre declarations. An inpu t
assertion and an ott pu t. assertion for the program as a wh ole ar e also
assu ed to have been provided. The internal ( loop—cutting ) ind uctive
assertions are required at each targsted labeled statement and within

1 any loop statements (see Section Il-C).

The VCG output is a list of VCs, one for each exeottable path
between assertion points. aaoh such YC is computed by u pushing
backward’ an assertion from a tinal assertion point until a prior

assertion point is reached . The transformation through each type of
executabl. sta tement is performed by a VC sub fUnction that implements a 

-

Hoare axiom or rule (13) for that particular statement type.

Declarations (of data i tems and procedures) are transparent to this

process of pred icate tra nsfor *atlon, but they produce a side ef fect on
the data base of the VCG subsystem that I s ana logous to the production
of the symbo l table by a conventional compiler . The whol e process is
couplet. when the p rogr am’s input a ssert ion has been reached .

The main predicate transformer function is calied VCS. The

subftmotions referred to above have nam es of the form VCR :IF , VCR:ASST,
VCR:ASSIRT, and the like , eaeh one designed to produce the r equired
predicate transformat ion on ita second input argumen t when the statement
being processed is an if— statement, assignment statement , or assert
statement , respectively. The particular VCR subfunotion approp r iate to
each statemen t type of JOVIAL is attosatioally invoked by VCS throt*h
examination of the internal for, of the statement being processed . This

17
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selection is facilitated by the fac t that the initial et stt of each
internal for. is a key word ( e . g . ,  WHI LE , I?, FCL and :s) that uniquely
identifies the statement type.

As discussed in Section 11-C, the •anhl nery of verification
required the addition of ass rtion statements to the JOVIAL syntax . In
tact , the assertion types ASSERT, ASSIJ4E , and PROVE are subsumed under
the nonters inal (assert_stat> (see Appendix A ) .  The single assertio n-
type ASSERT would actually have sufficed , but it i. tecimleally
convenient to have all three available. They differ as to the details
of the verification condit ions (VCa ) the y induce VCO to produce, in

particular , with regard to number and complexity. Roughly speaking, the
differences are tha t ( 1)  an ‘asserted’ predicate mus t be proved when
reached , and it also initiat es a new VC path; (2) an ‘assumed’ predicate

: need not be so proved, and does not create a new path , but is instead
combined wi th  prior predicate informat ion ; and , f inally, (3) ‘prove’
predicates must be prov ed , but they are like ‘assumed’ predicates in not
starti ng new paths . The use of PROVE in place of ASSERT for
interm ediate assertions will therefor e resul t in fewer, but more complex

VCs .

The ASSERT statement is the usua l embedded Floyd assertion.

When one is encountered b~ VCG in scanning the program , YCO begins to
construct a logical formula (VC) with the asserted predicate as
hypothesis. This VC is not completed unt i l  the next ASSERT statement is
encountered , at whioh point (a modified form of) this terminating
assertion is used as the conclusion for the constructed formula . The
details of the modification are determined by the code intervening

between the two assertions. If an ASSIME —type assertion appears between
the initial and terminal ASSERT., the ‘assumed’ predicate would be
conjoined to the hypothesis. Since ASSIIEd predicates are not subj ec ted
to proof (they only appea r in hypotheses), the ASSIJ1E statement would
normally be used only for initial  assertions of a program . However, it
might al so be used for intermed iate assertion s that are subjected to
some independent check (e.g.,  run—time checks by oompi ler—gsnerated
code).

18
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The purpose of the PROVE statement is to allow introd uction of
an interme d iate assertion (which must be proved Wh en it is reached) but

Which also pi cks up all prior hypoth eses for that path. This has the

advantage that pred icates that are true globally over a program do not
need to be repeated (as would be the case if ASSERT were used instead of
PROVE ) .

A precise description of the above distinctions in terms of
Hoare axiom s for the three types of assertion statements a ppears in an
SRI repor t (11]. The sam e report also contaIns formal proofs of
oonsistenoy between the ibare axioms and a LISP implementa t ion ( for a
much simpler VCG ) .

The types of execut able JOVIAL statements for Which version s
of the oorres pond ing VCR subfunction s have been implemented are :

• Assignment statements (simpl e and multipl e l eft sides)
• Conditional statement

( Loop statement ( the ‘whil e’ form )
• BEGIN. . . ~~D statement sequences
• GOTO statement

• Assertion statements (a ssert , assume , and prove)
• Procedure calls (wi th some restrictions on side effects)
• ?~motion calls (Wi thout aide effects)
• STOP statement. 1 -

Of the types listed above, the proced ure call poses the
greatest diffioulties for VCG Implem en tat ion , and al so the worst
potential pitfalls in ‘getting the semantics right’. We have used a

version of the procedure call rule given for EUCUD ( 163 , with certain
modi fications necessitated b~ differences In the semantics of parameter
passing for st ructured variables In JOVIAL . Th~ present VCG

implementation (for procedure cal l )  cannot be considered final , since
JOVIAL ~as so•e idiosynoracles that probably have no coun terp art s in
other langumges—-e .g., formal output parameters that are not also input

parameters are given a default init ial isat Ion (to sero) on prooedure

entry .

L 
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Among the mai n features of JOVIAL that hav e not been
accommodated as yet in the present VCO implementation are the fol lowing :

• Switch statements
• The for-loop statement
• Retur n statements Wi th in  procedures
• Int r ins ic  functions
• The semantics of real machine arittastic.

None of these pose really diff icul t  problems, except perbape
the last item . Even there the difficul t portion of the job has already

been done--viz. ,  a mathematical  axiomatization of most of these

semantics (see Appendix B). The actual implementation of this
ax iomatizatton of floating — point arit ta et io remains to be oarried out .
The other I tems above can be handled by a combination of modifications
to the VCG developed for J3—JOC IT (10] and the judicious use of mappings
(secondary t r aneduc tj on s  wi th in  the VCG ) of these statement types into
types al ready handled—-e.g., the for—loop statement can be internally
t ransd uced into an equ iva len t  While — loop for which the VCR sub funotion
exists.  The i n t r i nsi c  functions and return statement will , however ,
require special handling .

C. Proof System

Since an effective proof system is essential to mechanical program
verification , con siderable effort has been spen t in exploring various
approaches to proving theorems. Attention was primarily focused on the
Boyer -lloore re~’::-sive function theorem prover [1 ,5), on impro v ing an
ear lier imple .entation of ~~ull yan ’s analytic tablea~~ ( 103, and
developing fast decision pro cedures for certain classes of formulas that
frequent ly occur In progra, ver i fication (25,26]. Each of these
deductive aechaniama is explained in detail in the references cited;

consequently, specifics wi l l  not De given here .

After developi ng , impl ementin g, and extensively test ing these three
approaches to ded uction , we have decided to ise the Boyer-ISoore theorem
prover as the general deductive mech ani am and to implement special—

20
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purpose provers for the specialized theories for Which fast decision
procedures have been devised . The semantic tablea us system was
•Liain sted from oonsideratton because it generally appeared to be very
tedious to use and because its achievements pale in comparison to those

of the Boyer-l4oore prover . A principa l rea son for the latter comparison
is that the tablea us system user was re quired to supp ly instant lation s
aanuslly when app l ying p r eviously proved lemmas. The Boyer-Moore

prover , on the other hand , contains an efficient pattern—matchi ng
mechanism to perform the corresponding task auto matically. We pl an to
invok, the fast , special—purpo se decision mechani sms from with i r .  the
Boyer-Noore system , either aut omatically or under user control , where

appropr iate. Ultima tely , such e f f i c i en t  mechani sms may be i ncorporated
— - direct ly  into the Boyer —Noore package .

1. ~~g Hover-Moore fl~ orem Prpver

The Boyer -Moore prover has been usod to prove an imp r essive
list of diff icul t  recursive program s (writ ten in the boysr-$oore
theory), including a simple op t imizing expression compi L er (2 ] ,  an

expression parser, a fast string -searchi ng algor it ta (3], a mechanical

theorem prover for proposit ional calcul us , and an arittaet io simplifier .
It has al -so prov ed a var ie ty  of mathematical theorems, the deepest being
the unique prime faotor i zat ion theorem (Which Is derived solely from the
Peano axioms for integers and lists and previously proved theorems ) .

We are planni ng ~~veral extensions to the Hoysr-Moor. prover
tha t v i i i :

• Mak e it easier to state and prove man y kinds of assertions
( e . g . ,  by providing recursiv e , schematic concepts)

• Ease the b urd en on the user durin g pro ofs ( e . g . ,  b7
mechanically inventing le as)

— ~ Increa se the prover ’s compet ence in many important domains
(e.g., grapI~s, the arit taetio of the rational nusbers , and
combinatorics) .

3peoifio investigations ( supported under other contracts ) are being
carried out in each of these d irection s, but their description is
necessarily highl y teo tmical and is beyond the scope of this report.
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2. A Simolifier ~~ Hoanialimad 
~fjg~jU

Pr i or to the period covered in this report, much emphasis was
placed on efficient mechanical deductive teotmiques for specific formula
domains. This emphasis was motivated in Large part by a need for fast ,
autosatio , decision mechanisms in our fi rst system for verifying JOCIT
pr ograms. Prev iously,  most deductive systems desIgned specifica lly for
program verification appli cat ions were of the heuristic , goal—~~iven
typ e . The first SRI Program Verifier (8) and a substantial part of the
RP~/1 system (9] ware subgoal ing systems that depended strongly on ad
boo heuristics. ~~1le these systems were quite genera l and easy to

modify , they tend ed to be unrel iable , incomplete , and often too slow to
handle man y of the larger , more complex verif icat ion conditions in a
reasonable per iod t’~~ time . Our early experience, dating back to the
RP€ / 1 project (1975-76) and befor e , indicated that a substantial

fraction of the for mulas actually encountered f a l l  within classes (so-
called decidable do.ains) fbr Which va l id i ty  is algor itta ioa lly
decidable (i.e., wi t hout recour se to heuri stic teotmiqu .s). (~~serve
tha t a decision procedure (When applicable) is pre ferable to a proced ur e
tha t merel y provea val idity (a woof procedure). £ decision proced ure
will  ( for any formul a in  I ts  domai n of compet ence ) est ablish Whether
that formula is val id or not val id. Proof procedures, on the other
hand , can suffice to establish val idity for ~~~e formulas (over a
domain ), but the results are inconclusive When the proof procedure
happens to fail on a particular formula. &~oh procedures are therefore

often called emaldeolsion ~ oceduraa. The problem is, of course, that

decision procedures are kno wn to be theoretically impo ssible for many
imp ortant domains (e .g . ,  even for nunber theory—the aritl etio of the

integer s und er addition , subtraction , and multiplication ).
Nevertheless , there are simpler formula domai ns for Which decision
procedures are known to exist .  Perb ape the most important of these
domains is that of Preaburger aritheet io . Certain extanaions of this

r 
Roughly speaking, Presburger arit~~etio consists of logically

quantified fora ules With integer constants and ver iablee Wher. only
addition, subtraotion, and mu ltipl I cat ion by constants ar. allowed .

22
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domain and also some of its sub doma ins are of considerable relevance to
program verification . Accord ingly,  we initiated a course of re search
with the aim of producing fist , non-heuristic algor ithes for these

— classes that coul d be impl emented and tasted in the RPE/2 system.

That effort resulted in fast decision procedures for (1)
quant ifier— free Preab urger sr ithast io ( 26) augmented b7 uninterpr eted
function and predicate symbols , (2 )  a cla .ss of unquantified equality

formulas with function symbols (25] . and (3) deciding the feasibi lity
of sets of linear inequalities over the integers or the rationats~~ .

Whil e this i~ rk on fast decision procedures enabled us to
prove automaticall y man y of the verificat i on conditions and fragments of
verification conditions encount ered in the RA DC efforts, It by no means

facilitated automatic proof of all of the formulas we came across .

Part of the i nade quac y was simpl y a matter of speed . Certain

of the formulas tha t we encoun tered had Boolean structure that produced
a combinatorial explosion too large to handle with a reasonable

limitation on CPU time . A more serious probl em wts simpl y lack of

generality. First of a l l , the l ed late a pp lication of our proced ures
was limit ed to qu an t i f i e r — fr ee formulas—- i .e., for mulas , Whi ch , When
placed in a certain canonical form ( prenex norm al for.). contain no
occurrences of existential quantifiers. Many of the veri fication

conditions that arose contained such quant i f iers , but were otherwise
similar to formulas In th. classes we treated . 3eoondly, the system
lac ked the generalit y needed to deal with  the seman tics of a nusber of
ocemonly occurr ing mathematical operator s, such as multip lication,

division , and set manipulat ion.

the use of the logical quantifier s ‘forall ’ and there
ezists .

A set of a rl t keetio inequalities is said to ~g g j~jg (or satisfiable)
over a domai n D if for eac h of the free verl ab les appearing in the
inequalities values In D can ~e found for Wh ich all the inequalities ar e
true .

23
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The inability to handle suoh constructs was a direct result of
the decision to stay within the bounds of the decidable. The theories
for Which we implemented decision procedures are, in a sense.
dangerousl y close to that boundary . For example, ex tending the theory
of unquant ified Presburger formulas with function symbols (Which is

decidable ) to Include existential quantification results in

undecidab ility. Like wise , a ugmentin g (arbitrarily quantified )
Preaburger ar i thmetic  wi th  even a singl e uninterpreted predicate symbo l
also takes one outside the bound s of deoidabll i ty.  The theory of

integer muitiplioat ion , and the unq.aant Ified theory of pr imitive
recursive functions are , of course, al so und ec idable. Nevertheless , we
are optimistic about the possibility of devising fast decision

procedures for other useful domains (e.g., the theory of bags or

mu ltisets— -set s with repeated elements)  tha t wil l  have a significan t
impact in proving ver i f icat ion conditions.

We are planning to continue these investigat Ions into

discovering fast decision procedures for such relevant decidable
theories, Whi le  at the same t ime implementing a uni fied simplifier for
app l yi ng them .

3. Future Plans

We are currently exp loring the feasibi l i ty of integrating the
Boy.r-I4oore prover with the more specialized simpl ifier. If this
integration provea to be Ina ppropriate, the current plan Is to IRC the
simplifier as a preprocessor for the Royer-ISoore prover. That is,

verification condition s will be s impLif ied  (thereby removing •uch of the
clutt er ~y pI o aLl y contained in v er i f ica t ion  conditions ) ~~Czi a proof
is attempted by the more general Boyer-Moore prover. A second
possibility i~ uLd be to use simplification during the process of
vsri t ioat ton condition generation , as in some earl ier verifiers (6 ,20).

Mother Interest ing idea now bein g explored concerns the

simpli f ier’s abilit y to detec t inv al id formulas. M inval id
verification condition can arise because either the prog rem being

8
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proved , its speoiftoatiocs. or both are wrong and therefore in need of
nhange. The question is , H~w can counterezamples generated by the

simplifier be effectively used by the designer/verifier’s assistant
( described in the next section) to show the user Wha t must be changed
and What may be affected by any such change? Such Informat ion would be
of Inestimable value in deb~~ging a program and i ts specificat i ons.

In s~~~ary, we have settled on an approach to theorem proving,
have made significant advances in two complem entary directions, have
plans for further advances , and are in the process of deciding the exac t
structural org an isat ion of the proof system.

D. Da.itna r/Yarttie r ’i Lsaiitant

Developi ng and mai ntaining formally verified programs, especially
l arge ones , Is an Incremental act ivi ty.  Spec i ficatIon s, programs, and
proofs are gradually built  up and frequently revised . Consequently, one
is faced not only with the problem of constructing these dat a , but also
with the oceplex problem of determini n g the effects of incremental

changes to i t .  The previously described components of the verif ier
assist the user in constructing the dat a , While the designer/vsrlfier’s

assistant assunes the responsibility for reasoning about i ncremental

changes. Its primery functions are to answer ~~~~~ and WhyU question s

about the effects of hypothesized changes and to integrate actual

changes into an ex isting developmen t in a manner that keepe intac t
previous work that remai ns valid . This capability usually saves large

amounts of costly and unnecessary reprocessing.

1. ~~~~~~~~ About lnw antal ~~g~gg~
The ass i stant embodies a unified theory of how to reason about

incremental cha nges to a design or verific ation. For each develop ment ,
the assistant build, a detailed ~~~~ containing intbrast ion about key
parts of the program ’s design and verification and their relationabips.
It then appl ies its ~~~~~~~gg—-the same kind of knowledge an ezpert~
would hmve— .4o integrate new or changed in formation into the existing

23
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model, al weys kee ping intac t still-val id previous work . For example, if
the specification of a function is changed, the assistant deduces What
part, of the ver ification are unaffected.

2. ~~nlainini ~~~j  ~~~~~ aL Hvnotheslzsd ~~~~~~~

~~e of the zost d i f f icul t  problems in designing and verifying
programs is trying to understand the effects of a change. Before
changing the t ype of an argiaent in the parameter list of a function ,
for example, it hel ps to know wha t programs or specifications could have
typ e con flicts , what part of the verification could be invalidated , Why
it could be invalidated , and so forth. The purpose of the assistant’ s
ezolanation fac u lty Is to make this kind of information available in

order to give the user a general understanding of the potential effects
of rev isions berore they are actually made. ç

All Wh at and ‘Wh y question s answered by the explanation 
-

facil i ty are var iants of a few basic kinds of questions. Several
samples are given below :

• What are the effects of completIng the definition of
function I?

• What are the effects of changing its exit assertion?
• What are the effects of changing the par ameter list?

• What are the effects of changing X ’ s body?
• What is affected if leema Z is modified? - 

-
• What i Is affected b~ altering type definition I?

• Why is Y affected?

Answers to these questions vary in form and content aooord ing to
context . The questions are und er stood using a simpl e pattern—matching
scheme, that worke wel l  for the limited domain of discourse. The

assistan t then ass its theory of Incremental changes to deduce What
could be affec ted if the ind ioated obange were made. It is
straigbtfori ’d to then format the answer for Igl ish output.

26
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3. Current Stat us g~g Future Plans

A working prototype of a designer/verifier ’s assistan t wes
developed in the recen t P h.D. thesis of P~ riooni (20). Effort over the

past year has been spen t on investigating the principles Wh ich underlie

t this original prototype . We have successfully Identified and explained
the fundamental ideas behind this work and described our results (1 9) .
With this increased understanding , we can now proceed to develop such a
facility for the JOViAL verif ier .

There are two complementary directions our future work in this
area wi l l  fol low. First , it is time to develop a formal mathem atical

— basis for the ( currentl y informal ) theory of how to rea son about

Incremental change.. We feel that this is possible because of the

experience gai ned from our previous investigat ions and the prototype

implementation, both of Which support the val idity of the key Ideas.

This formalization is necessary If we are to attain the ultimate goal of
providing a formal basis for the entire JOVIAL verifier . Second, we
vi i i  apply the ideas described in (19) to aooo odate JOVIAL and the SRI
Hierarchical Development Methodology . This wil l  result in a working

oosputer program capable of determining the effects of incremental
changes and of answering questions about the effects of hypot hesi zed
changes to any JOVIAL program developed using our verifier.
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IV MZL.ESTONE E XAM PLES

We are considering several programs for use in demonstrating the
utility of the JOVIAL veri fier . The programs verified In previous —

systems were characteristically emaIl in size, textbook or toy example s.
They Include certain array sorti ng and rearrangement programs ; algebraic
computation program s. su~h as square roo t , quotient , factorial , and
ex ponent lation ; and tree-searchi ng, pattern—matching , and unification
programs. C~w goal is to formally specify and verify a real softwar e
component that is intended f or actual use .

We have tentativel y decided to verify oer tain (as yet undetermined ) 
-

components from two major systems currently being developed in the
Computer Science Laboratory at SRI International. The f i r s t  system ,
called SIF T (Soft ware Impl ement ed Fa ult-Tolerance ) (29], is an
ultrareliable comput er for critical aircraft control applications that
achieves faul t toleranoe by the replication of tasks among processing
un its. The second system, called P303 (Provably Secure Operating

System) (2 1), 15 a secure capability-based operating system . Both SIPT
and P303 are being developed under other proj ects in the Computer

Science Laboratory and are in various stag.. of design and
impluientation. The discussion below gives a brief overview of eaoh of
these systems. Per more detailed descri pti ons the reader abould refer
to (29).

A. FauIt-Tclaran t. bionics ~~~aitar

Modern co .roial jet transports use computers to carry out many
functions, such as navigat ion , st ability ai~mentstion, fligha control,
and system mon itoring. Altho~~h these computers provide greet benefits
in the operation of the aircraft , they are not critical . It a computer
tails , it is alwa ys pouibl • for the airorew to assuse its function , or

~1AI~I -- I _ _
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for the function to be abandoned . (This may require stgnifioant
changes, such as diversion to an alternative destination.) NASA , in its
Aircraft &%ergy Efficiency Program , is cur rently studying the design of
new type. of aircraft to reduce fuel consumption. &ioh aircra ft will
operate with greatly red uced stabili ty margins , i~~toh means that the
safety of the flight will depend upon active controls derived from
computer outputs. Comp uters for this application must have a S
reliability that is comparable with other parts of the aircraft. The
frequently quoted rel iabil i ty re quirement is tha t the probability of

failure shoul d be less than 1O~~ per hour in a flight of ten hours
duration . This r .lisblilty requirement is similar to that demanded for
manned space—flight systems.

As the name Softwar e Implemented Fault Tolerance 0 implies , the
oentr at concept of SIFT is that fsul t tolerance is accomplished as much
as possible by pro gres s rather than hard wa re. This includes error
detection and correction , diagno sis, rec onfiguration , and the prevention
of a faulty unit  fros hav ing an adverse effect on the system as a i*~o1e.

The structure of the SIFT hardware is sbo~~ in Ft gur e IV—1.

Comput ing is carried out b~ the main processors. Each processor ’s
results are stored in a main memory that is un i quely associated with the
processor. A processor and its memory are connected b~ a conventional
high-band width connection . The I/O processor s and memories are
structurally simil ar to the main processors and memories, bit are of

much seal icr computational and memor y capacity. They oonniot to the
input and out put units of the system , wbioh , for this application , are
the sensors and ac tuators of the aircraft.

The SIF T system executes a set of tasks, each of Which consists of
a sequence of iterations. The Inpu t data to each iteration of a task
oonsist of the out put data produced by the pr evious itera tion of some
collection of tasks (Wh ich may include the task i tself) . The input and
out put of the entire syst em is accomplished by tasks executed in the I/O
processors. Re liability is aohiev ed by having each Iterati on of a task
executed independently by a number of processors. After executing the

~
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iteration, a processor places the i teration ’s output In the memory

associated with  the proces sor . A processor that uses the output of this

iteration determines its value b~ examin ing the out put generated by eaoh
processor that executed the iteration . Typically, the val ue is chosen
by a two out of three vote. If alt copi es of the output are not
identical , then an error has occurr ed . Such errors are recorded in the
processor’s memory, and these records are used by the executive system
to determine Which uni ts  are fau l ty .  mien the global executive has
decided that a processor has beonme faulty, i t  recon figures the system
bJ app r op r iately changing the allocation of tasks to processors.

SIlT has been designed witb the inten t of proving that It meets its
stringent rel iabil i ty req u irements. Formal models with Whiob to analyze
the p r obability of syst em failure have been constructed , and we intend
to pr ove that these models accurately describe the behavior of certain
components of the SIFT system.

B. Secur e C~.ratint System

PSOS (Provably Secure Operating System) is a general-purpose,

cap ability -based operati ng system designed to meet cer tain security
requirements. The two mai n pro perties desired of PSOS are that there
shall be no una ut horized readin g or writing of information . P503 Is

hierarchically structured into the self-contained levels of abstraction
sho%m below:

• User environments
• User input—output
• Procedure records

• User processes
• User objects

• Directories
• Extended t ypes
• Virtual memory ( segmentation)
• Paging
‘ System processes and input—output
• Resin operations (e.g. ,  ariti.et io)

32
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• Rea l memory
- 

• Capabilities and interr~~ts.

Each of these levels provides an abstraction useful in the
impl ementation of the operating syste~ . The plan is to verify at least
one of the critical levels of this hierarchy .

II

I H
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V PLA N FOR FI.TTLm E DEVEL.O~ IENT OF THE JOVIAL VERIFIER

This section outlines the overall research and development plan for
the remainder of tne current RADC contrac t , covering the period from 1
Janu ary 1979 throt~ h 31 March 1981. The plan consists of a list of the
major remaining tasks and a sohedule for their completion . This plan is
su arlzed by the chart of Figure V-i and I s explai ned below.

A. Analysis 
~L JOV iAL.

We wi l l  oomplete the identif ication of a ve r i f i ab le  JOVIAL subse t
and exhibit  a formal seman tios for i t .  This 3eaantic de f in i t i on  wil l  be
formulated as either Noare —style ax ioms for the JOVIAL source l anguage ,
or equival ence—preserving translation rules from JOVIAL to a formally
defined interna l form.

B. A SamDl e ~~an.arIo

We will  construct (mostly by hand) a fa i r ly  detailed mple
scenario that illustrates the kinds of thing s we intend to be embodied

in the JOVI AL verifier . This scenario is Important in that it will

guide the development of the entire verifier and should be

representative of its capatillties. Eventually, the JOVIAL verifier

should be able to mec hanically duplioste the manipu la t i ons  performed in 
- -

this hand—generated scenario.

C. ~~r ifier ~~veianmen t

The JOVIAL verifier w i l l  be developed in two main phases , and wi l l
be closely coordinated w i t h  the development or key examples. The first
version of all components will be completed by 31 December 1979. These
com ponents wi l l  then be integrated to form the first version of the
compl ete verifie r by 31 Marc h 1980 . This ver i fier will then be
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ii
exerotsed on examples for three months , at ~~ioh time we nat urally
expect certain now unforeseen problems to surface.

Inadequacies fo und in the first  version of the ve r i f ie r  Viii be
removed ( i f  theoret loa l ly and pract ica l ly  possible) in the second
version of the verifier, i~ 1~ h will be developed dur i ng the six—month
period from 1 Ju ly  1980 through 31 December 1980. This second version
of the v e r i f i e r  will then be used In completing the design and
verification of our two milest on e examples.

0. Milestone ~~~~

Perhaps the mai n overa l l  character i st ic  of our plan I s the exam ple—
driven nature of the ve r i f ie r ’s development. We have taken it to be

axiomatic that early attention to real examples Is critical it we are to

pr od uce an e f fec t ive  JOVIAL ver i fi e r . to a l arge extent , we expect

t 
problems encountered ~~ile attempting to verify cert ain rea l program s to
drive the entire tecPEi~ ai direction of the verifier.

Consequent ly ,  as explain ed In Section IV , we careful ly chose to
consider (as yet un4eter~tned~ ~rittoai parts of a secure operati ng
system and a f au l t - t o l e r an t  av ionics computer. Work on these examples
w i l l  begi n in  January 1980. At ten t ion  w i l l  I n i t i a l l y  foc us on analyzing
the appropri ateness c t the i r design and spec i f i ca t i on , and on making an y
adjustments needed for verif ication pur poses. The v e r i f i c a t i o n  of both
examp l es w i l l  begin as soon as possible , with the JOVIAL ver if ie r  being
used to an lnc i eastngl y greater legree as i t s  development progresses.

I
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VI SIBS4AR Y

This report ~as described the progress made during the period from
1 Sovember 1977 through 31 December 1978, regerd ing :

• The analysis, enhancement, and formal definit ion of the
JOVIAL progr in. lJ ’~iguag e (J 73 / I )

• m e  organizat ion , iioal develop men t , and Implementation
of tse JOVIAL verif i .

• The selection , analysis , and verific ation of t~~ real
systems of significan t sise and complexity, critical parts
of ia~Ioh wil l  be written in JOVIAL and ver i fied by th e
JOVIAL Veri fi er .

A comp r ehensive plan for completing each remaining task has also been
described . This plan calls for a considerable amount of work in each of
these three area s dur ing the coming yea r , including the completion of
the Initial version of all components of the JOVIAL ver i fier by 31
December 1979.
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IT ~ Appendix A

A FORMAL GRAPI4AR F(~ JOVIAL .—J73/I

1. tokens ~~ the ~~1u1~ :

B BC BEG IN BIT ..)TT K BLOCK BY CHAR CQ4POOL COPY DEF
DEFAULT DEF IN E DIGIT DOLILE K EJECT ELSE END P FLOAT
FOR GOTO IF IT~ I LE TTER LI N KAGE LIST LOC LOGOP N MA RK

114D NOLIS T NOT N LP4BEH NI)IOP OTHERCHA RACT E R OVER LA Y P
PR~~ PROG R AM RE DUCIBLE KELOP RET URN ROLLBACK SHI FT
SIGN SIZEKEY SkIP STA TUS STOP STRING 313 SW ITCH SIMBOL
TABLE THEN TR TRACE V WHILE

2. Nodlf led ~~~

I ’ 1~ / compi l ation : oomph
com pi l ation ccmpi l ;

/. 3’/ compi l : dirp l ua g
co.pool....progra&.proodeol ;

/, 41/ dirp lusq
dlrp l ua

/l 6’! dirplus : dir

di rpl us dir

/‘ 8’/ dir : ‘I ’  dir_body
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/1 91/ dir_body : CC)4 POOL. oompool_body ‘ ; ‘

I SKI P letter q ‘ ; ‘

BEGIN ‘ ; ‘

END ‘; ‘

TRACE b it_tbrmulaq namelist ‘ ; ‘

COPY ohar_oonst ‘ ; ‘

LIST list ....oontrol ‘ ; ‘

EJECT ‘ ; ‘

NOLIST list .oontro l ‘ ; ‘

LINKA GE symbols ‘ ; ‘

DOUBLE namelist ‘ ; ‘

ROLLBACK ‘ ; ‘

REDUC iBLE ‘ ; ‘

I’ 22’! b it _formul aq
• I bit_fbrm uia ;

I~ 24•/ letterq

LETTER

I’ 26’! lIst_contro l

‘DEF INE/COPY ’ ;

I’ 28’! symbols : symbol
symbols symbo l

I’ 30•/ symbol : S~ 4B(L
SIGN

I number

: oonst

commen t
deti ne...csll

/1 36’/ n..e : SIMBcL

‘4
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• / 0  371/ define_cal l : case a ..defpqsq

I, 38~/ a...d.fpqsq

a_detpqs

I. 40’/ a....defpqs : a....defpq
I a_detpqs ‘ ,‘ &.d.tpq ;

/1 82•/ ~_~~fi’~
STRING

~. 8*’/ com pool_body : oonstq names2
I ‘( ‘  oon stq ‘) ‘

I l  ;~e~’ ~~~ : STRIN G

— /0 471/ integer : number

blt _oonst

• 1 qua l....st atua_oonst
1 ‘‘‘ oharaoter ‘‘‘

/0 511/ oonstq : Const

I ;

i~ 531/ oon st : numer lo_oonst.
I bit_oonst
1 char_oonst
1 CHAR ‘C ’ oonst ‘) ‘ ;

/~ 571/ niaerio_oonat : int.ger_oonst ~
- 

-

1 float_oonst
FLOAT ‘C ’ oonst ‘) ‘

/0 601/ bit_oonst : ‘Ofl:PIVE ’ B “‘ beads ‘‘‘
/0 611/ bead s : bead

1 beads bead ;
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/0 63~/ ohar_oonst : “‘ chars ‘‘‘

/0 640/ chars : character
I ohars cba rao ter

/0 66’/ character : LETTER
DIGIT

I MARK

I OTHERCHARACTCR

I ’ 701/ bead : DIGIT
1 ‘LET TEK/A :V’

/0 720/ integer_000at : number

1 stat us_oonst.
1 qual_stat us_000st

/ •  750/ qua l_status_oonst : V ‘( ‘ na me ‘ :‘ SYMBOL ‘)‘ ;

/e 76•/ number : IIR4BER
(‘ number_form ula ‘) ‘

/0 78•/ numbe r_formula : integer

1 ‘PLUS/MINU S / NOT ’ number_ formula
1 number_formula ‘O P .N0T0 ’

nu.ber . form ul a
1 SHIFT ‘( ‘ numbe r_formula ‘ ,‘

num ber_formula ‘) ‘

‘A BS/SON ’ number_formul a
‘BITOF/INT ’ ‘(‘ numfbrs_const ‘) ‘  - -

1 ‘( ‘  nu.ber_fbrmul a ‘) ‘

I ‘MACHINE .PAR AM ETER ’
1 si ae_ttmoall ;

-• 46
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,0 871/ numIbrm oci~* : OumblrJOrmula
I coast ;

/‘ ~9•, ~~~~~~~~~~~~~ : SIZEggy ‘C ’ sia._arg ‘)‘

/‘ 90e/ slse_arg : formula

name ;

/‘ ~~“ r~~~~_~~~s~ : float_coast I
I flOat_oonst2

/0 940/ ficat_coast 1 : *MBER E signq KIR4BKR
pr.olsiong

/ 0 950/ stgnq : ‘Pt.US/MIMUS’
I ;

/1 971/ preoislonq

/ 0 990/ plusq

1 ‘.‘

/•t01*/ t’lOat_OOflSt2 : float_pr fz ezpon q preoiaionq

/~ 102l/ tloat_prtz : NL8I B~~
I numberq ‘ .‘ NUNB~~ ;

/‘1O4~f numberq

/~1O6./ ~~ponq

I I stgnq *11818 ;

47
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/11081/ status_cOasts : status _coast

I statua_oon$t s ‘ ,‘

status _coast

/01100/ status _conE : V ‘C ’ SYMBOL ‘) ‘

I~~111~~/ statuskist_deal STATUS name o_s_integlrq

status_ooflsts status_bodylq

, ,

/‘112•/ status_bodylq
I status_bodyl ;

/‘118’/ status_bodYl status_body
Eatus_bodyl status_body

/•116’/ status _body ‘(‘ c_s_integer ‘1’
status_coasts

/‘117•/ nases2 : naae2
1 naaes2 naae2

/11191/ naae2 : name
1 ‘C ’ name ‘) ‘

/1121•/ oompool_program....PrOCdeO l : oom poo l
I program
1 proo~ deol ;

/1128’! ocspool : CONPOOL. name ‘ ; ‘

ompi_source_body

/‘125’/ o.pl_souro._bodY : oom pool_deo l ‘ ; ‘

I BEGIN oompool_deols 18D ;

4$
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/11271/ oospool_d,ola : oospool_deo l
1 OCSpooI_dsola OOapool_deol

1 /01300/ ocepool_deo l : Overlay_deal
I data_deal
I name_deal
I proc_dea l

& I defi ne_deal
I etatus list_deol
I det_deol

/11 371/ data_deal : Item_dea l
I table_deal
I blook_deol ;

• ~- /‘140’/ item_deal IT~ j name alloo_speoq ideso
idecl_t .ailq ;

/11411/ al loc_specq

1 ‘IN/RESERVE’

I ’ ~ ’ naaeq ;

/~ 144l/ id eal_ta i lq

1 0_s_acnE
I LOC ‘C ’ loo_arg ‘)‘

/‘147~/ loo_wg : nam e
soalar_nr

/0 1890/ name_deal : name fl el ist ‘ ; ‘

/‘ISO’/ block_deal : BLOCK name aL loc_apso q ‘ ; ‘

block_body ;

49
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/ 1151•/ block_body :
1 data_deal
1 BEGIN bloa k_body2sq END

/l154~ / bloa k_body2$q
I bloc k_body2s

/ 1156~! bloo k_body2s : blook_body2
1 block_body2a block_body2

/ ‘158’/ blOck_body2 :
1 dats_deol
1 overlay_deal

statuslist_deci
1 def ine_deal

/‘163•/ table_deal : ord_tabl e_deol
1 spec_tabl e_dea l

/‘165’/ ord_table_deci : TABLE name alloc_spea q
dimension_list structure
pack ingq ord_t. ab l8_t ai l

i’166’i dimensIon _ lIst : ‘( ‘ dimensions ‘]‘

/11671/ dImension s lower _dl mq 0_a_integ er
1 dimensIons ‘ ,‘ Iower_dl mq

0_s_Integer

/1169•! lower_dImq
a_s_int eger ‘:‘

/1171,/ structure

‘ ,

SO
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/~ 173l/ psokl ngq
I NHD

• /~ 175~/ ord_table_tali ideac oonstantliatq ‘ ; ‘

1 oonstantlistq ‘ ; ‘

ord _tab le_body

/ •1 77e/ ord_tab le_body ‘ ; ‘

1 ord_table_ideo l
I BEGIN ord_tabl._body_deolsq

END

i’180 / ord_tab te_body_ decl sq
• 1 ord_tabl e_body_ dools

I ’ 182’/ ord_tabl e_body_ deci a ord_tab 1._body_dea l
1 ord_t ab le_body_ deCl a

ord_table_bod y_decl

J /01840/ ord_t.ab le_bOdy_deci ord_table_ideo l

1 status liat_decl

-: I define_deal

/0 1670/ ord_t.abie_idec l : IT~ l na me Ideac p .okingq
oonstantlistq ‘ ; ‘

/‘iBB’i oonstantiistq
oon.tantulat

/‘190’/ oonstant list. : const _lndxlq coast_list_si
oonst_ll st_tailsq

/ 1191 1/ const_ Indx lq
‘C’  oonst_Indz l ‘P

31
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/ ‘1930/ ocast_indil : 0_a_ integer
I const _indz l ‘ ,‘ c_s_integer

/0 1950/ coast _ li st_el : coast_li st_eli
I coast_li st_el ‘ ,‘

coast_l ist _e l i  ;

/‘197’/ cnst _ l i at_eIl  : 0_s_conE
1 LOC ‘C ’  lcc _arg ‘) ‘

1 number ‘C ’ oonst _list _elq ‘) ‘

I ;

/•2011/ const _ li at._elq
1 conE_list _el

/‘203’/ const _ li at_ta S l ~~
1 coast _ li st_t a I l s

/12051/ conat _ lIs t _t a l i s  conat_indx l con E_ li st_el
1 conE_flat _ta i l s  oonst _lndx l

oonst _ lIst _el

/12070/ apec_table_decI : TABLE name ah loc _specq
dimension_ l i s t  structure
NIfrI BER spec_tab le_d.c l_taU

/‘208’/ spec_tab l e _deci _t a h l  Id ese p .ck$ngq ‘ (‘  number

onumberq ‘P constan tl ist q ‘ ; ‘

eonstantliatq ‘ ; ‘

spe c_t able _body ;

/12 101/ spec_table _bod y ‘ ; ‘

I spec_t able_ideal
1 BEGiN spec_tabl e_body_declsq

END
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F
/12131/ spec_table_Ideal IT~ I name ideso psoklngq

‘(‘ cnumberq ‘3’
oonstan tlistq ‘ ; ‘

fr /12141/ speo_tab le_bcdy_ decl sq
1 spec_tab 1 a_body_deal a

/‘216’/ spec_table_body_deals spec_table _body_dea l
1 spec_tabl e_body_deal s

spec_table_body_deal

• /12181/ spec_t aDle_bcdy_ dec 1 speo_tabl._idecl
1 st atus list _deo l
I detine _deci

/ ‘221’/ over lay_ dec i : OVE R LA Y overlay_ ltem q
over lay_ ea gu- ‘ ; ‘

• /‘222’/ over lay_ itemq

- 1 ‘( ‘  nusber_blteCnst ‘p

/‘228’/ number_bitcoa st number
1 bit _coast

/‘226’/ overlay_eapr : overla y_ string
1 cver lay_ea pr ‘ :‘

over l ay_ string

/‘228’/ overlay_ string : ov erlay_el ement.
I overla y_ string ‘,‘

overlay_element

~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~
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/e230e/ overla y_el emen t : number
name

• I ‘C’ overlay_sx pr ‘ ) ‘

/•233’/ external _dea l : ‘DEF/RU’ ezternal_d.c l_bOd y

/•234•/ external _deal _bodY : ext_body_deal
1 BEGIN ezt _body_decl sq END

/‘236’/ nt _body_dea l :
1 data_deal

1 name_deal
1 proc~ deol
1 define_dod

• I : statuslist _deel

/‘242 / ezt _bod y_decl sq
1 ext _body_ dea l s

/•244’/ ext_body_deals : .~ct _body_decl
• 1 eat_body_ deals ext_body_deal

/0246., define_dea l : DE~ Ifl name f _detplq
define _strin g ‘ ; ‘

• /‘247’/ define _string : STRING

/‘288’/ f_dsfplq

1 ‘C’ f_defpl ‘ )‘

/•250 / f_defpl : LETTER
1 f_detpl ‘ ,‘ LETTER

/‘252’/ dot_deal : DEF dof_deol_body

54
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/‘253•/ def_deol_body : data_deal
I BEGIN def_deol2s ~ 1D

/‘255•/ def_deol2s : dot_deal?
• I det_dsal2s def_deol2

/•257•/ dot_deal? data_deal
• 1 define_deal

I st atuslist _deal
I dot_deal
I ;

/12621/ program : PROGRAM name ‘ ; ‘ stat _dea l

- 
,e263e/ proc_~~~l : proc_clause proodirpl umq

• - stat _dea l

/•264’/ proc_clause : PROC name dat a_allooq

• t i opig ‘ ; ‘

- 

/•265’! procdirpl iaq proodirpl u.
I ;

/~267’/ proodirpl um proodir
1 proodirpl us proodir

/02690/ proodlr : ‘I ’  TRAC E bit_formulaq
• naselist ‘ ; ‘

1 ‘1’ REWCIBLE ‘ ; ‘

1 9’ LINKAGE symbols

/‘272’/ data_al loaq : ‘IN/RE SERVE/AT ’

I

41
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/‘274•/ tloplq : proc_tiopt

l t f l _fipl ;

/‘276’/ proo_tiopl : ‘( ‘ ti psq ‘:‘ fbps ‘P

/02770/ tfl_flpl ‘ C ’  namel ist ‘) ‘ idesooq

/02780/ idesaoq
1 ideso ideso_tail  ;

/e2~~~0/ ideso : BC numborq
1 P trq ntaberq cnumberq

SU numberq naaeq

/‘283’/ onumberq
‘,‘ NUNBER ;

,1285e, trq
‘,‘ TR ;

/02870/ ideso_ta ll
1 c_s_coast

/02890/ o_~_aonst : coast
1 ‘PLUS/MINU S ’ coast ;

!•291’/ tipsq : camel 1st

/•293•/ namelist : name

• 1 nasol ist ‘ ,‘ name

• /•295•/ bps : nasslist ;

56 
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/02960/ stat_deal statement
• 

~~~~~

• I deal ;

/02961/ statem ent : stat
I simple_If
I name ‘:‘ assortq st atem ent

/~3O10/ deal : assert_deal
• 1 dat a_dea l

1 statuslist_deal
1 define_deal
1 xiUo d.ol

• 1 proo deo l
1 externa l_did
I BEGIN deals END

• /03090/ deals deal
I deals dea l

• 

/~311I/ assert_deal : ‘ASSIRlIL’QUT’ formula ;

/13121/ stat : sim ple_st at
1 OcSpd_stat

1 name ‘
~~~~

‘ ass.rtq stat

/03150/ simpl e_stat : ‘ ; ‘

1 assign_stat

• I gate_stat
I return_stat
I stop_stat
I loop_stat
I It_atat 2

L I a.ttoh_stat
k I pr000at i_stat

I assort_stat ;
37
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/~ 325~/ simpl e_I f : IF bit_fOrmul a ‘ ; ‘ statement

/~ 326~/ it_stat 2 : 17 bit_form ula ‘ ; ‘ stat
ELSE statement

/~327~/ ocm pd_atat : BEGI N stat_deolpli.aq
labei sq END ;

/03260/ stat_dealplusq
1 stat _doa lpl ua

/•330•/ stat_docipl us : stat_dea l
stat_deolpl ue stat_deal

/03320/ labe l sq
1 label s

/03340/ labels  : name ‘:‘
I labels name ‘:‘

/‘336’/ assign_stat : vars v rbrsuia

/03370/ goto_stat : GOTO name ‘ ; ‘

/‘338’/ return_stat RETURN namoq ‘ ; ‘

/03390/ stop_stat : STOP ‘ ; ‘

/•340•/ svitah_stat : SWITCH numeric _formula ‘ ; ‘

swttoh_tailq

/03410/ switoh_tailq : bEGIN sw_body labolsq END

/03420/ names : name
1 namsa name
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/13441/ sw_body : sw_body I

S sw_body sw_body I

• /03460/ aw_body i : ‘f ’  sw_lia tq ‘3 ’  statem ent
ocsaaq

— /~~3470/ coamaq
, ‘ I• U

• /~349l/ s%(_llstq
I sw_li st

/03510/ sw_lIst : sw_list 1

1 sw_list ‘ . ‘ sw_li sti

/03530/ i_Ilst l : DEFA ULT
I a_s_Int eger os_int _tsiI q

/03550/ o_s_integ.rq

I ‘ (‘  c_a_Integer ‘1’

• /03570/ 0_s_integer : in teger

1 ‘PLUS/MINUS ’ integer

/ 3591/ es_Int _ta ilq

I a_s_Int eger

/‘361~ / loop_stat : wid is_st at
I for _stat

/~363./ iI~ili_stat : WRI LE assertq bit _formul a
‘ ; ‘ statement ;

/136*1/ for_stat : FOR name ‘ :‘ assertq
controls ‘;‘ statement

39 
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/03650/ assertq
1 usert_st.at ;

/03670/ controls : aontrols2q
I form ula aontrola2q

/•369’/ oontrols2q

I BY numeric_formula ia~i lo_fbr.q

1 THEM formula i*i.t le_form g
1 WHILE bit_formula by_thong

/‘3731/ i iile_form q

I WHILE bit_fo rmula

/•375’/ by_thong

1 BY numeri c_formula
1 THEN fo rmula

/13781/ assert _stat : ‘ASSERT/ASS)AE/PROVE’

form ula ‘ ; ‘

/~379~/ nameg
I name

/‘38I ’/ vars : var
I vat s ‘,‘ var

/‘383’/ var : nam~~_var
1 t%Mct ion_var ;

/0 385 •/ n e d _var scat ar_var
1 indexed_var

/03870/ scat ar_var : name bass_formq ;

60 
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~ /‘388~/ bas~~~~rmq : 

- 

- -

• 
s
.
.
. I ‘I’ numeric_formula ;

[ /03900/ indexed_var : name ‘( ‘ indices ‘3 ’
r bass_fbrmq

- - /139j1 / Indices : numeric_formula
I Ind ices ‘, ‘ flta er io_for.ul a

/~3930/ tiaiotion_var : BIT_BYTE ‘C ’ named_var ‘ ,‘

numeric_formula t.ailq ‘) ‘

4

/I39*l/ tailq

I ‘ ,‘ numeric_formula ;

/‘396~/ fDrmul a : char_formula
I bit_formula
1 numeric_formul a

/13990/ fl~~~rj o_formula : numeric_coast
S vat

t l Ainoal l
I I bit_formula
1 1 ‘PI.LJS/MI)fl33’ numerj c_formul a

1 numerIc_fOrmula *JMOP
numeric_formul a

I ‘C ’ numorio_formula ‘) ‘I
/I4~~~0/ char_formula : char_coast

I char_var
I Amoall
I ‘(‘ char_formula ‘)‘  ;

/~*I Ol/ char_var : named_ne
$ ttmotion_,sr

61
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/04120/ bit_fOrmula : bit_coast

5 bit_var
1 funoall
I logical_fOrmULa

I eel_form ula
‘(‘ bit_formula ‘I ’

I numeri c_formul a
1 char_formul a

/‘42 0 /  bit _var : named_var
• indexed_var

I funct Ion_var

/•*23 / logical_fO rmula bit _formula L000P bit_formula

1 NOT bit_form ula
I SHIFT ‘(‘ bit_form ula ‘ ,‘

numeric_form ula b ittn_tailq

I ~

/‘426’/ btt .fn_tsttq
I ‘ ,‘ numeric_formula

/1*28’/ rd _fOrmula formula RELOP formula

/‘*29’/ data _baseq
I ‘I’ numer ic_fOrmula ;

/l*3 1 / procoall_stat : name data_bsseq a_Ioplq ‘ ; ‘ ;

/~432’/ tunoall : name dats_bsseq ‘C ’ a_ipsq ‘) ‘

/1433•/ a_ioplq
I ‘C ’  a_iopl ‘)‘ ;
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: /~435l/ a_iopl : a._ips

I a_ipsg ‘:‘ a_opi

r
/0*370/ a._opl. : a_op

1 a_api ‘ ,‘ a_op

14
/1*391/ a_Ips : aJp

Pr I a_i pa ‘ ‘  a_Ip

/~4*I~ / a_ip : name dat a_bas.q
-

• I formul a
1 ‘I’ numeric_formula ;

/04440/  a_ipsq

l a _ips ;

/•*46’/ a_op : var

3. T.r~ ina1. Svmbola ~~~ ~ taL.rmlnaIs Q.~ ~~j

I ‘ C ) ., - : ; v ~~~~~ABS/SGN ASSERT/ASSl$.E/PROYE
A3SERTIN/0 7r B BC BEGI N BT? OF/INT BI~~~TTE BLOCK BY CHAR

- COI POOL COPY DE? DEF/REF DEFAULT D€F IJIE DEF INE/ COPY DIGIT
r DOUBLE E EJECT E L.SE END F FLOAT FOR GOTO I? IN/RESERVE

IN/RESERVE/ AT ITII LETTER LETTER/A:V LINKAGE LIST LOC LO00P
N MACHINE. PARAM ETER MARK MMD NOLIST NOT MLJ4BER M%~4OP ONE :FIVE
OP.NOT” OTHERCHARACTE R OVER LA Y P PLUS/MINUS PL US/MINUS/NOT
PROC PROORAM REDUCIBLE RELOP RETUR N ROL LBACK SHIFT SIGN
SIZEKE Y SKI P STATUS STOP STRIN G SU SWITCH SDtB(L TABLE THEN
TR TRACE V WHILE ( I

tI ________ 63 
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4 . 1~ finit ions ~~ ~~~ P~ tatar.lnala ( TYPEOFLIST)

The first olosont~ of each parenthesized Item Is the
mstaterm ina l , and the following elements are its alternat ive
instances. Thus SU stands or an S or a U.

(SU S U )
( ASSERTIN/Otrr ASSER T IN ASSERTOUT)
(BC B C)
(TN T R)
(DEF/REP DEF REF )
(BIT/BYT E BIT BYTE)
(IN/RESERVE/AT IN R ESERVE •)
(RELOP • ( )  (* ) * ( >)
(LOGO P AND OR ION EQV)
(N I NIOP . — • / \ ‘a)
(O P.NOT” . * ‘ / \ • (> (a >a ( > AND OR ION EQV)
(PLUS/MINUS • -)
( ONE :FIVE 1 2 3 4 5)
(ASSERT/ASS(~1E/PROVE ASSERT ASSL$E PROVE )
(DEFINE/COPY DEFINE COPY)
( S I G N . — 0 / \ •U g ( )  (a )a 0 , ; I ( ) C I I

NOT AND OR ION EQV BEGI N END )
( PLUS/MINUS/NOT . - NOT )
(A BS/ SGN ABS SOR)
(BITO F/INT BITOF INT)
( IN/RESERVE IN RESERVE )
(SIZ EKEY B1TSIZ E BYTESIZ E WOR D SLZE)
(MACHINE. PARAMETER BITSINB YT E BIT SIWdOR D LOCSIWdORD

BYTESINWORD ADURESSSIZE)
(MM D N N D)
( L E T T E R A B C D € F  G a l  J K L M N O P Q R S T U Y W Z V Z )
( DIGIT 0 1 2  3 4  5 6 7  8 9)
( M A R K . — • / \ > ( z l . : , ; C ) C ] ~~~ a I $)
(OTHERCHARACTE R )
(LE T TER/A:Y A B C D € F 0 H I J K L. N N 0 P Q N S T U V)
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Appendix B

AN AX 1(IIATIZATION OF ~J73/I REAL AH ITMMETI C

1. PrelIminaries

In order to produce correctness proofs for J73/I programs that

employ floating — point ( real) arit l~~etio we need to consider two aspects
of a rithamtl o ax iomat ization .

• ( 1 )  The semantics of inpu t and out put. of representations of

• numerical val ues.

•. ( 2 )  The ~ement1os of arit taetio operations acting on internal

• machine repre sentations of numbers.

A J73/I prcgram may obtain inpu t values either by accessing a

previousl y stored resul t or by accepting Input from a device such as a

• display ter minal . Simi l ar ly ,  outputs of a program may be stored
interna lly for future use or tran itted to an output device , or both.

Since humans l ike  to express themselves in dec imal notation with as few

- 
formatti n g restriction s as possible , conversion routines are usually

called upon to convert inpu t data i nto a standard internal mac hi ne
- representation, or the latter into output data.

As a result , one oarrnot assume that the ‘value of a program
• variable is mathemat ically equal to the value given as Input . Nor can

one oven assume that inpu t and output are inver se operations. For
exampl e , the decimal number 0.1 is not exactly re pre sentable in the

usua l implementations of floatin g-point numbers on binary machines .
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Moreover , a program that does nothing but accept a number and then pr in t
it wil l  u sua l ly  accept , say, 3. 1415926535897932 , and then pr int  some
truncated or rounded v*lue such as 3. 1415927 .

The semantics of I/O conversion can be cleanly separated tros the
semantics of a r i thme t i c  operations b~ in sis t ing  that all program
assertions (and theorems) tha t refer to nam ed program variables ,
Includ ing inpu t and out put variables , are Interpreted as s ta tements
about actua l values that are ezactlv machine repre sentable. By taking
t h i s viewpoint , I/O conversion de t a i l s  become a secondary issue that.  can
be dealt wi th  once and for a l l  by proving pr operties of the conversion
programs.

• Note that. we did not require in the above interpretation that
literal constants appearing in assertions be m achine  repre sentable. It
might be pe’fectiy correct to assert that

* . y < 0. 1

even though 0. 1 Is not mac hi ne representable. Q~ the other hand , an
assert ton that

* • )‘ 0. 1

might mak e ma t h a tl ca l sense in the context of the real domain but not
be true of any pair of value s  in the machine representable domai n of
f l o a t in g -p o i n t  numbers (henceforth called R ) .  For the latter assertion
to make sense In most contexts , one would instead write

x . y : R e p ( 0 . 1)

~~ere Rep (v) Is a function that re turns the unique value contained in
the domain N tha t is “olossst to the real val ue v. (~ o would hope that
an input dev ice accept ing a value (say, a) for input to a program would
set the actua l val ue of & to RepC input) but one cannot be sure that this
will occur because the semantics of J73/I do not appl y to I/O devices.
A preci se de f in i t i on  of Rep(v) will be given In Section 3 of this

append ix .
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2. C1~~oaina ~~ Ahatr’ant Rs~reasntation ~~ I

In selecting a mathemat ically clean abstract rep re sentation for
machine numbers and ari thmetic we are necessarily infl uenced by what
aotua l implementations of J73/I do (or sho uld do according to the
informal semantics) . In particular , numbers are of a few fixed l engths,
have fixed size ranges , and are senipulated by hardware arithmetic units
that have what we m ight call TM cus tosar y lmplo.entations . The
capabIl i t ies  of the hardware In effec t determine the semantics of most
of the ar ithmetl o operations. We want to model wh at a good customary
ispl ementa t ion ~hou td do rather than cater to a var ie ty  of possible
idiosyncracles that sight occur in a poor impl ementation of arithmetic
on some particular machine .

A possible repre sentation of numbers in N would be an ind ex ed array
of digits whore each digit d satisfIes 0 (a d ( b (where b Is the number

base of the Impl ementat ion),  and the exponent mul t ip l ier  is determined
by the al lest Index val ue for which an arra y val ue is nonzero. For

example , the octa l number 2.35 x 8~~ might be re p r esented D~ an array A
where A(- 6) a 2 , A(- 5] a 3, A (—4 ] • 5, and all other values of the array
are zero . (k~e ooui~ then descr ibe a ll of the effects of arithmetic

• statements In a program in term s of evac t integer arithmetic on arr ays .
This approach baa some attractive feature s but would probably produce
too much low-level de ta i l  to be handled e ffectivel y in the verification
system.

Another way to proceed (w h i c h  is closer to the customary
I mpl ementations ) is to repre sent a number v in N by a pair of integers

(n ,e) such tha t

Cv z f l b

whore B . (b > 1) is the integer base of the number system . With thIs
representation the numbers in B form an algebraic r ing, so tha t if u and
v are i n R , then the values u .v, u—v , u1v , —v , abs (v) are also in I.
Moreover , arithmet ic using these operators is associative and
di st r lDut lve.
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• Unfortunately, the finite size of machine repre sentation s imposes
additiona l restrictions of the tore :

N i  (a fl (a N2

€1 (a o (a ~2

With  these restr ict ions on size of n and e , none of the mat hemat ioal ly
sxaot operations u.v , u-v u v , -v , abs (v) necessarily produce numbers
contained In N . W ith  u = (n l ,e l ) ,  v a (n2,e2), and u,v both in I, the

pr oduct u•v given exactly by

( n 1 • n2 ) • b (01 4 o?)

can fa i l  to mee t ei ther or both of the above constraints. If the

constraint on size of (ei,e2) Is violat ed (ex ponent ovsr/underflow),

then there is no val ue In N tha t is close to u v , and B.p(u v) does
not exist . By close , we mean the following:

Let a a (n ,e) a ~ b in the domai n of unrestricted n and e. Then
there is a value In N that Is close to a if there exists any pair of

values ii and *2, both in N su’th that

*1 <a z <a *2

Moreover , In th is  case there wi l l  exist two val ues y l  and y2 , both in B
such that :

(1) *1 (a y l  <a z <a y2 (z *2. (
( 2 )  There exists no value w in N such that y l  < w ( y2.

(~io of the values yl , y2 is the closest val ue to a in N. Condition
( 2 )  above mwoly states that In a total ordering of the values in B
there is a closed interval defined b~ some pair of consecutive valu es
that contains the val ue z .

_
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Note that we have not required a unique representation of the

~~~ val ues in B. Miqueneas of representation will turn ott to have no

particular significance or impor tanoe with respec t to properties of the
abstra c t model .

To illustrate the general feat ures of a domai n B based on the above
representation scheme, consider the particular case of a signed tOts’..
deolma l—d igit U manti$5a U with a signed two—decimal —digit exponent . ~~
thon h a v e b a  10 and

—9999 <a fl (1 9999

—99 (.e (a 99

The number 123 can be exactly represented in two ways—e.g.,

123 • 100 or 1230 •

The number p1 a 3. 14159265... is not in B, but us have that

y l  • 314 1 • ~~~ ( p1 ( 3142 • IO~~ a y2

where no val ue in N lies between yl and y2. The closest val ue to p1 is
in fact y2, and this value happen s to have a unique representation in B,
al Uiou~h thi s property will not hold in general .

In all of the fol lowing discussion we will assume that reals are

4 internally represented by a signed Integer consisting of at most t

digits of a fixed base B , associated wi th  a integer exponent e such tha t

II  <a e (a ~2

Izo.pt. for the seman tics of over/ und er tlow it will not ~e necessary
to consider the internal representation of exponents. bponents coul d ,
for ezempl e, be scaled to be all non-negative. The values in B are the

~~AQ,L. 
val ues of  the form:

- - - •~~~~~ - 
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n • b where _ (bt_ 1) (a n <a bt_ 1

This differs from customary Implementations only in the detail that the
above bound s on it assure that it  v is in I, then so is — V . This is not
necessarily true in some machi nes--e.g., those using one form of twos-
complement arit hm etic where the singl e most —n egative machine number has
no positive inverse.

In the following section we defi ne some functions of arbitrary real
arguments to cc used as a basis set for descrt~’tng precisely the resul ts
to be expected fro. arithmetic operation .~rri~ i out on values in the
domain N.

3. ~~tinition~

It w i l l  be useful to d•flne the following functions of a real
argument a , recal l ing that b is the base of the number system and t is
the wordlangth . First, the function s Sign , Floor , and Ceiling Pa ve
the usial meanings . That is ,

Sign (x) a if * a 0 then 0 el se x/Abs (x )

Floor(x) a largest integer <a x

Cei l ing(z)  a al l est. integer >a z

Next , we giv• three completely equ ivalent definitions of a function

~p ( x)  which may be used interohangably. Depending on program context,
one definition might be sore nat ur al or useful than another.

(1) Ep( x) a if x a 0 then 0 else the unique i nteger p such that

• bt i  
<a Ab s(x) • b~ C bt

• ( 2) £p (x) a i f x a O t h e n O

else Calh ing(t  — 1 - Logb( Ab s(z)))
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(3) tp(x) a if aa 0then 0

olsif Abs(x) (b and Abs (x) >a b then O

elai f Abs (x) > b~ then Ip(z/b) - I

else ~p(x • b) a 1

-
• We also need the following three functions derived from E p (z) :

Bp(z) a

Lo(z) a Sign(x) • Fl oor (Ab s(z) • ~~( x ) )  / Bp (x )

H i (x )  a lo(x) • ( 1  / ~~( x ))

Among the above functions, Sp(x) effectively returns the number of

sbi tts necessary to left—normal lie a value of the internal

representation. Th. function Bp(z) is the integer multiplier necessary
to accomplish the shi ft . L o(x )  I s the largest val ue in B tha t is (a Z ,

• •
~• and Hi(x) is the al l est v alue in N tha t is ) x. Note that the

definition of 01(x) requires no special handl ing of the case whore the
next val ue In B after * requires incr emantat ion of the expon ent (occurs
only when all of the digits of L o (x )  are equa l to b—I).

Ignoring for the moment the possibility of exponent over / und erflow,
one can finally define the function Rep(x) as:

Rop (x) $ if a — L o ( x )  C 01(z) — * then l.o(x) else 01(x)

Ta is is the previo usly promised function that provides the closest
value in N to an arbitrary real a. It Is this function that, should be

:- applied to values from an in~~L device to obtain the correct internal

representation .
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4.  Axi~~ ati z.at ion QL Ar ithmet ic

The function Rsp(z) derived In the previous section prescribes an

unaabtgucus method of obtaining a UoorrootlyN rounded t—signit ioan t
digit repre sentation of a real va l ue . Host good machine implementations
of arithmetic that use double—length registers in the computation of an

arithmetic function of two arguments either round correctly or are

cap able of doing so. It one dec ides that the J73/I semantics of
arithmetic impl y that correct rounding alwa ys occurs, then the following
equalities are always exact. With u,v in B,

Result of: AD5(u) a Sign(u) I

Result of :  — u a (~~I )  • U

Result of: u • v $ Rep (u • v)

F Result of: u— v z N e p (u — v)

Result of: u • v $ Rep(u • v)

Result of: u / v a Rep( u / v)

For example, after the J7311 assignment statement

ZZ a ( U  • BB) • CC;

the exact val ue of ZZ Is given b~

Rep(Rep(AA • SB) • CC) .

Recall that Rep is a function that maps arbitrary reals into

numbers in the range P. Since actual implementations limit the su e  of

the ex pon ent u e d  in the internal repre sentation , there wil l  be oases
where the result of an inpu t operation or an ari thmet ic operation
produces a number with no close representation as defined in Section 2
of this  appendix. The actua l semantics of operations involving numbers
outside the ra nge B has in the past depended on progre in( lenguego
conventions and implementation details. Fairly frequent use has been
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mad e of the convention that a number too emaI l to be represented witP~ a
negative exponent in the impl emented range is conver t ed to zero , while
numbers too large to be represented are converted to the largest
machine—representable number. These conversions may or may not be
accompanied b7 run—time error messages . Neither of the above conversion
ru les is particularly satisfactory from the stand point of ari thmetic
axiosattzat ion or , for that matter, actual computational util ity.

A much cleaner sol ution is to insi st that if a val ue z has no close
rep r esentation in N , then its value is undefined . Moreover , any
arithmetic operat ion taking z as an argument return s the undefined
value. lb incorporate this rule in the above axiomatizat ion of
arithmetic it is only necessary to redefine the function Rep as fol lowa .
Lot :

Smallest $ (The smal l est p osi t ive non-zero number in N)

• Largest • (The l argest posit ive number in B)

Bop (x) $ If Aos(x) > Largest or Abs (x) C Smallest

then undefined else Rep(x )

Repl ac ing R ep (x) by Rsp•(x) in each of the ax ioms listed
• above——tha t is ,

Result of:  u • v a Re p e(u • v)

etc .

—-ensures tha t all arithmetic operations are well  defined for all
arguments and produce either a unique val ue in B or the undefined value.
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5. Error ~~unds

For each program statement that carries out one or more arithmetic
operations it is possible to state ( assert ) bounds on either the real
value produced or its representation in B. For example, if u , v and z
are to be interpreted as real values in a prog ra , context, then a

program identifier——say , Al--associated with the val ue of u will hive as
an actua l value either i.c(u) or 01(u) . Therefor e a statement such as

XX a UU .VV ;

wi l l  have the effect that the actua l val ue of XX satisfies the
i nequalities

Rep( L.o(u) • Lo (v ) )  (a XX (a Rep(Ni(u) • 01(v)]

There is a si zable literature on the analysis of algorithms, using
nose form of error bounding mechanism similar to the above. ~~eth er or
not this teolm i que can be useful in proving nontrivia l properties of
programs using substantial amount s of real arithmetic is a matter for
future st ud y and experimentation .

I -

~
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