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ABSTRACT

Historically, military technical control facilities (TCF)
have performed their supervisory and control functions over
communications-electronics systems by manual processes, using
verbal and/or teletype conversations for coordinating with
distant stations. These methods will soon be changed with
the application of computers to automate many of the manual
tasks and assist the technical controllers in others. One
of these manual tasks, that of record-keeping and report
generation, promises to yield significant manpower savings
but has been deferred from implementation due to high cost
and technical complexity. Accordingly, this thesis proposes
a representative software program for an automatic report
generator using the Rand Corporation developed production
rule system, Rule-directed Interactive Transaction Agent
(RITA). It facilitates the automatic entry of data into
reporting formats, automatic generation of data into files/
reports, a capability to alter report formats and file
building rules, and algorithms for automated statistical

analysis of data files.
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I. INTRODUCTION

The author was assigned, for a two year period in the

early 1970's, as commander of a major communications facility

in the mountains of southern Italy. Mt. Vergine is a pri-
mary nodal point in the wideband radio transmission network
of the Defense Communications System (DCS) in Europe. 1Its
mission is to provide DCS connectivity to US forces located
in the Mediterranean area, including Italy, Greece, and
Turkey.

The major communications-electronics facilities at the
station are an AUTOVON switching center, several microwave
and tropospheric scatter radio equipments, and a primary
technical control facility (TCF). Essentially the heart
of the station, the TCF function alone required in excess
of 30 military personnel.

During this two year period, many preparations were
underway (including construction of a new building) in
anticipation of a major TCF upgrade program, the World-
Wide Technical Control Improvement Program (WWTCIP).
Unfortunately, the program never reached fruition due to

technical difficulties and contractor default.

A companion TCF improvement effort, however, is still
viable and promises significant benefits. The Automated
Technical Control (ATEC) program is developing computer-

assisted equipments and procedures for the TCF function.




A

o

The ATEC benefits of improved customer service, coupled
with an accompanying net savings in manpower, certainly has
raised the interest of the military services.

The interest of the author has also been raised,
especially by the prospects for going even further than
the current effort of the ATEC program. This thesis inves-
tigates further ATEC refinements, which would yield equally
desirable benefits as the current program. The aim of the
thesis is to illustrate a methodology for implementing these
refinements and to motivate their eventual incorporation

into the ATEC program.
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II. BACKGROUND

Growing weary of complaints from military gommunications
customers, US Air Force communications planners launched
an effort in the late 1960's to diagnose system degradation
and to subsequently remedy that degradation before system
failure, and even before customer detection and complaint.
The underlying concept was tabbed, "performance assessment",
and was directed towards detection, isolation, and correction
of anomaly conditions.

Simultaneously with this effort, the Air Force also pro-
posed investigation into a methodology for automating selected
portions of the technical control functions which support
the DCS. The intent of this effort was not only to assist
in identifying anomaly conditions, but also to facilitate
rapid access to information on the health of the DCS and to
reduce manual workload.

For nearly ten years, several feasibility and develop-
ment contractual actions have been pursued, preparatory to
the recent contract award to Ford Aerospace and Communications
Corporation for the ATEC program. The design of the ATEC
equipment, however, does not focus upon the reduction of
manpower as a principal objective. Rather its concepts are
directed more towards the automation of routine, repetitive,
scheduled tasks so as to shift management's attention from

diagnostic to remedial actions. An incidental benefit of




the ATEC program is the expected net tri-service manpower

reduction of 117 authorizations in technical control and
wideband test teams [2].

Air Force communications planners are now pursuing the
feasibility and associated benefits of certain unscheduled
(and other scheduled) tasks with an eye towards realizing
further manpower savings. There appears to be three classes
of technical control workload which offer the greatest
opportunity for further manpower reductions. These classes
of workload are coordination, record-keeping, and reporting,
each of which depends upon the effective functioning of an
"information-flow management system".

The automation of reporting and record-keeping offers
the most significant manpower savings, an additional 106
tri-service authorizations. The necessary functions that
would be required of ATEC in order to realize these addi-
tional savings are [2]:

1. defining/generating files automatically according
to established or changed criteria.

2. generating/altering rules or criteria for building
of data files,

3. generating/altering report formats, and

4. assigning rules, criteria, or mathematical opera-
tions on stored data for preformatted reports.

These functions are the core of a proposed automatic

report generation enhancement to the original ATEC specifi-

cations. Unfortunately, this particular enhancement has

PORTRERPNY et Pt




been categorized by the ATEC System Project Office as too

costly (over $2 million) and too complex (beyond the capa-
bility of station processor architecture) to be incorporated
into the ATEC program. This enhancement is apparently
relegated to a deferred status for follow-on analysis [2].

It appears that presently on-going research and develop-
ment efforts in the computer science industry, such as
microprocessor technology, artificial intelligence, and
management information systems, can satisfy the processing
requirements of the automatic report generation enhancement
in the future. The potential realization of the enhancement,
therefore, provides the motivation for this thesis in inves-
] tigating the applicabilitv of the Rand Corporation developed
RITA language.

RITA is a language which allows the user, even a "computer
non-sophisticate", to interact with a computer using very

English-like commands. It has only one control structure,

——

referred to as production rules, of the form predicate =

L action (if - then) rules operating on a data base under
the control of a rule interpreter/monitor. RITA appears
to be an ideal candidate language for implementing the ATEC
automatic report generation enhancement.

The next chapter explains the nature of the DCS,
focusing on the requirement for automating its technical

control functions.
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III. DEFENSE COMMUNICATIONS SYSTEM (DCS)

Prior to developing a representative software package
for automating the technical control functions of the DCS,
it is necessary to have an understanding of the DCS and
its inner-workings, component parts, and management struc- !

ture. Thus, this chapter presents the essential features

of the DCS and concludes with explaining the role of system

control ([3].

A. GENERAL

The DCS is the worldwide complex comprised of long-haul,

point-to-point communications facilities, personnel, and
material within the Department of Defense. The DCS includes
land, sea, and airborne communications required to connect
the primary and alternate fixed or mobile command posts

of the President, the Secretary of Defense, the Joint Chiefs

of Staff, and Unified/Specified Commanders. |
The DCS embraces all long-distance point-to-point assets

of the three military departments. It includes circuitry

by radio (microwave, tropospheric scatter, and high frequency),

wire, submarine cable, and satellite from any fixed location

to any other fixed location. Excluded from the DCS are the

tactical communications systems operated by field commanders.

Examples are the Navy's fleet broadcast and ship-to-shore

circuits, ground-to-air communications of the Air Force, and
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tactical communications of the Army between field units

where mobile type equipment is used.

B. FUNCTIONAL RELATIONSHIPS

The Director, Defense Communications Agency (DCA) is
responsible to ensure that the DCS is planned, engineered,
and operated to meet the long-distance requirements of the
DoD and other governmental agencies. To accomplish this,
DCA performs the planning, programming, management control
and operational direction for the DCS.

Operational direction is the authority to ensure effec-
tive operation of the DCS, including directing the operating
elements, reallocating DCS operational facilities to accom-
plish DCA's mission, prescribing standards and procedures,
and analyzing system performance and operation of the DCS.
This operational direction is applied either directly to
DCS TCFs, DCS switching or satellite facilities, or through
the appropriate management level of the military services.
The DCA Operations Control Complex is the principle agent
for exercising operational direction, consisting of 13
operations centers throughout the world.

The military departments are responsible for the opera-
tion and maintenance (0&M) of DCS components under their
management supervision. Primarily, the Army Strategic Com-
munications Command, The Naval Telecommunications Command,
and the Air Force Communications Service (called O&M Managers)

carry out these responsibilities through subordinate units

13
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which they command or operationally control. These latter
units are generally referred to as operating elements of

the DCS. The O&M Managers are also responsible for the
budgeting, acquisition, installation, and personnel training

aspects in support of the DCS, including leased facilities.

C. SWITCHED NETWORKS AND SUBSYSTEMS

The Automatic Voice Network (AUTOVON) is the principal
long-distance, unsecure voice communications network within
the DCS. It accommodates voice requirements for essential
command and control, operations, intelligence, logistic,
diplomatic, and administrative traffic. AUTOVON also pro-
vides the interconnection of subscribers in the Automatic
Secure Voice Communications (AUTOSEVOCOM) Network and a
means for restoration of Automatic Digital Network (AUTODIN)
trunks.

The AUTOSEVOCOM provides secure voice service to nearly
1900 special users by means of several types of switches
with automatic, semi-automatic, and manual interfaces to

terminal instruments.

The AUTODIN functions as a high-speed, computer-controlled,

general purpose record communications network. It is an
integrated, world-wide network which provides both secure
and non-secure data communications. It consists of leased
and government-owned Automatic Switching Centers with con-
necting interswitch trunks.

The Defense Special Security Communications System

(DSSCS) provides for exchange of intelligence information
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and other record communications which require specialized
security procedures. However, much of this traffic is to
be satisfied by the AUTODIN II, thereby negating the need
for separate switched networks in the future.

Dedicated networks and circuits are decreasing in number
as more of them are being integrated into the switched sub-

systems and networks.

D. TRANSMISSION SUBSYSTEMS

Government-owned submarine cable subsystems include
those serving Greenland/Newfoundland, Alaska, Hawaii/
Johnston Island, and the Philippine Islands. Most of the
government-owned DCS landline cable is in Alaska. Other
DCS landline cables are located in Germany and in the
Orient.

High frequency (HF) radio operations are being phased
down but still provide the primary means of communications
in certain areas of the world where there is no other DCS
media and where commercial systems do not provide the requi-
site quality. Areas still being served by HF include the
Azores, Iran, Saudi Arabia, and Antarctica. Further, HF is

often used as a secondary means of communications in certain

parts of the world.

Broadband transmission media is the workhorse of the
present DCS. Tropospheric scatter radio, microwave radio,
and other line-of-sight radios comprise subsystems that pro-

vide communications to US government facilities outside the

R o
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continental United States (CONUS). Microwave radio normally
provides the most reliable communications. However, micro-
wave requires repeater stations spaced relatively close
together which often presents the problem of obtaining host
country land rights. Tropospheric scatter radio fills this
gap by being able to cover distances up to 500 miles with
quality communications. Major concentrations of broadband
media are in Europe, as well as much of the rest of the world.

The Defense Satellite Communications System (DSCS) con-
sists of a complex of synchronous satellites which provide
nearly total earth coverage with highly reliable communi-
cations to fulfill unique and vital national security needs.
In addition to fixed ground terminals around the world, this
system provides for highly transportable ground, shipboard,
and airborne terminals.

DCS communications within the CONUS is provided almost
exclusively by leased commercial communications because of
economic policy and the high reliability of the service
offered. For transoceanic service, the DCS relies heavily
upon leased commercial submarine cable and satellite cir-
cuitry. In overseas areas, leased commercial communications
are used when they provide the quality required and they
can be obtained at reasonable costs. Currently, overseas

leased commercial communications are used primarily to

supplement the government-owned transmission media.




E. SYSTEM CONTROL (SYSCON)

The DCS System Control (SYSCON) incorporates all the
means for utilizing DCS assets to insure the optimum DCS
performance under all operating conditions. The operating
conditions include such vagaries to the system as changing
traffic demands, natural or man-made stresses, environmental
disturbances, and equipment disruptions. SYSCON is effected
through such functional elements as network control, traffic
and routing control, performance assessment, status monitoring,
and technical control. These functional elements are realized
through the SYSCON processes of timely acquisition of per-
formance data, traffic loading status and service quality
indications and the rapid analysis, processing and display
of this information along with effective execution of control.

There are five hierarchical levels of organizational
structure associated with DCS SYSCON. Execution of restoral
and reconfiguration actions is accomplished at the lowest
levels while analysis and reporting are performed at the
higher levels. The relationships between the various SYSCON
levels is especially controlled to enhance DCS connectivity,
quality and survivability as well as to assure management
visibility. Figure 1 depicts the five level hierarchy, along
with the level names and functional scope of authority [4].

The TCF is an organic part of a DCS station located at
a major transmission node that serves as the point of inter-

face between transmission elements of the DCS and the users.

Technical control includes the functions of technical direction,
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coordination, communications service restoration, fault
isolation, quality control, and status reporting. A TCF

is configured so as to enable the technical controller to
fully apply the available DCS resources. This capability
requires a responsive orderwire and control network between
various elements of the DCS.

A TCF is often assigned additional SYSCON responsibili-
ties if it also must function as an Intermediate Control
Office or Facility Control Office. These responsibilities
involve a broadened scope of data collection/analysis,
record-keeping, coordination with affected facilities, and
technical management in general.

The tasks of reporting and record-keeping might appear
to be a rather straight-forward matter, but upon further
investigation several interesting characteristics are
observed. Both tasks are essentially manual procedures.
The first deals with apprising higher echelons of status
information, the second with locally documenting the status
on logs and forms. Excessive time (up to 26% of direct
workload hours) is spent in reporting, logging and record-
keeping. Substantial information is often not recorded
because of other pressing workload or merely the manual
effort involved. Reporting criteria can be interpreted
differently by TCFs, causing inconsistencies in report

information. Reports are often received by higher echelons

too late to enable the taking of effective actions [2].




The next chapter presents the current efforts underway

to automate selected technical control functions, with:

emphasis on that of record-keeping and report generation.




IV. AUTOMATED TECHNICAL CONTROL (ATEC) PROGRAM

The automation of selected technical control functions
is now underway. This chapter describes that automation
effort, highlighting the need to also include the tasks

of record-keeping and report generation.

A. BACKGROUND

The increasingly complex mission of the DoD dictates
ever stringent requirements for highly reliable, responsive
communications services. Unfortunately, the operating ele-
ments of the DCS have not kept pace with the requirements.
As a result, the DCS is too often subjected to unscheduled
outages and degraded customer service. A goodly portion of
the blame for this situation falls to an inadequate tech-
nical control function.

Present TCF procedures and capabilities are insufficient
to provide the functions of effective control and direction
of communications services. Too often customer service
receives the requisite quality control monitoring only after
a customer complaint is lodged. The TCF needs to redirect
its attention towards, and be provided the tools to realize,
a level of technical control that detects system degrada-
tions before they adversely affect system performance.

Thus, the concept of an ATEC program was developed - to

provide an automated capability that would relieve selected

labor-intensive functions performed within the DCS SYSCON.

S
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Specifically, ATEC will provide automation of many of the

nanual technical control functions.

B. ATEC SYSTEM

The ATEC system will consist of those equipments, per-
sonnel, and operating procedures necessary to provide a
computer assisted capability for accomplishing many of the
transmission and network control functions of the DCS.

ATEC will address the processes of circuit and transmission
system performance assessment, equipment status monitoring,
fault isolation, guality control, centralized sector and
nodal system status display, routing plans and record
storage, and report preparation.

The ATEC subsystems will parallel the DCS SYSCON levels
as shown in figure 1. Operational direction and control
actions generally flow downward in the hierarchical struc-
ture while reports flow upward. The organizational levels
of the DCS and ATEC correspond approximately to geographic
boundaries, with several DCS stations being controlled by

a nodal control and several nodal control points by a sector

control. The ATEC components will be superimposed over the
DCS according to the configuration requirements of each
facility, properly sized and interconnected. Only the sec-
tors, nodes, and stations will receive ATEC components which
will normally operate as a system; nodal and station con-
trols will have a degraded mode capability to operate as
stand-alone facilities in the event of failure of interconnec-

tions [3].




The overall resultant of implementing the ATEC system f#

is expected to be improved effectiveness and efficiency in

the management and technical control of the DCS. As such,
ATEC will become a subset of DCS SYSCON, satisfying the
requirements of transmission control and performance
assessment. In fact, ATEC will be a prime contributor to
the DCA's efforts in developing an integrated, automated
SYSCON capability to manage the entire DCS.

The process of acquiring an ATEC system was initiated
in the late 1960's by the US Air Force, sponsored by DCA.
Early efforts began with a research, development, test, and
evaluation program to develop specialized test equipment,
computer memory and processing, and various software
algorithms. In the mid-1970's, the procurement appro#ch
was revised from using design specifications to functional
performance specifications. This latter action was taken
to achieve a more competitive procurement and reduced
acquisition costs, as well as take advantage of technical
developments, especially for greater modularity and flexibility.

Since changing to a functionally oriented test program,

test and evaluation efforts have been intensified. A joint
test team was organized to evaluate the performance of a
test bed system that had been established in Europe. Pre-
liminary test data indicated questionable benefits of man-
power savings and improved DCS performance. A subsequent
cost benefits analysis of the ATEC program has vindicated '

the acquisition program.




The major conclusion of the cost benefits analysis is

the significant manpower savings associated with the ATEC
program. As presently envisioned, ATEC would facilitate
a 30% reduction in TCF manning. &after allowing for manpower
increases to support the ATEC system itself, manpower savings
would amount to approximately 89 authorizations. Because
of improved performance assessment, it is expected that 28
manpower spaces could be eliminated from the current force
of DCA wideband evaluation teams. Thus, net tri-service
manpower reductions are estimated conservatively at 117
billets [2].

The other benefits of the ATEC program also support
continuation of the acquisition. ATEC is the basis for
the automated DCS SYSCON and is endorsed by the DCS Five
Year Program, FY 1980-1984. There is no viable alternative
to ATEC currently under consideration. Because of its
modular nature for implementation, ATEC will be able to
accommodate even those significant portions of the DCS
which are non-standardized as well as those of an evolving
digital DCS.

The acquisition of ATEC will attempt a phased procure-
ment and delivery of components. A request for proposal
and functional specifications for a Low Rate Initial Pro-
duction (LRIP) system were released to industry. Ford Aero-
space and Communications Corporation (FACC) has been awarded
the contract for these LRIP components and has developed

their technical proposal to an extensive degree.

24
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Subject to final System Design Review, FACC tentatively
f§ proposes to produce applications programs written in a single
higher order language (HOL), FORTRAN IV-PLUS. The use of
MACRO-11l assembly language will be restricted to those pro-
grams where using a HOL would not be efficient or practical.
The Digital Equipment Corporation will be the p. me equip-
ment source fcr PDP-11/70 minicomputers (512 kbit memory)
for sector and nodal levels and LSI-11/2 microprocessor
hardware for station levels. The RSX-11M operating system
and the CODASYL DBMS-11 data base management system will be
used. The operator guery capability for examining the data
base will be accomplished using a FACC provided language

called QUERY [7].

C. RECORD-KEEPING AND REPORTS

The ATEC baseline requirements include the need for pro-
viding computer assistance in report preparation and local
record-keeping. This computer assistance is to be used
for displaying a variety of different fixed report formats
to the controller, for allowing the entry by either machine
or controller of address information and data items into
the report formats and for automatically transmitting and
obtaining hard copy of completed reports.

The ATEC man-machine communications interface is to
allow the use of conventional technical control terminology,
units, and mnemonics for entry of information and receipt

of response. The machine should complete or acknowledge

25




requests for information or message delivery from the
operator in a timely manner.

Messages and reports between controller terminals will
be preformatted to the greatest extent possible, with unique
identifiers for originating station, date-time group, and
other pertinent information to identify the message content.
Controllers will be able to send multiple address messages
simultaneously to receiving destinations [3].

While it would appear that the above descriptions are
adequate for specifying the needed function of record-
keeping and report generation, the LRIP specifications do
not sufficiently address the requirement. The contractually
binding portions of the specifications are unclear and leave
much of the requirement open to interpretation [2].

Further, the original emphasis of the ATEC program was
towards the automation of routine, repetitive tasks which
would directly sustain DCS high quality performance. Reduc-
tion in TCF manning was only a secondary benefit. There
is now a high level of interest at Hq Air Force Communica-
tions Service (AFCS) in potential manpower reductions resulting
from ATEC, to the degree that a significant effort is under-
way there to append the original LRIP specifications with
proposed enhancements to strengthen and more fully define
them (2].

The enhancement related to automatic report generation
has been evaluated by the ATEC System Project Office and

determined to be both too costly and complex for inclusion
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with the LRIP specifications. Unfortunately, this enhance-
ment would have yielded an additional manpower savings of
106 authorizations. Needless to say, the communications
planners are quite frustrated with the prospect of this
enhancement being merely deferred for future follow-on

analysis [2].

D. AUTOMATIC REPORT GENERATION ENHANCEMENT

The enhancement provides for technical controllers at
sectors, nodes, and stations having the capability to
specify existing ATEC data to be collected, to specify the
reports to be prepared from the collected data, and to
invoke the preparation of reports. It requires the following
functions:

1. automatic entry of data into reporting forms,

2. automatic generation of files from which records
and reports are generated,

3. capability to alter report formats,

4. capability to alter rules for file building and
report generation,

5. algorithms for automated statistical analysis, and

6. information-flow management of work-in-progress.

This enhancement would be effected by technical con-
trollers by using two related but different modes of opera-
tion - a setup mode and an operate mode. During the setup
mode, the operator (a programmer or perhaps even a technical

controller) would establish the basic parameters to control
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rule-making and file manipulation. The operate mode would

then allow the technical controller to use and even modify
those pre-established parameters to actually generate
records and reports.

The dialogue expected between the operator/technical
controller and the machine is visualized to be similar to
those type commands normally utilized for file management,
text editing, and data manipulation at an on-line inter-
active terminal in a time-shared environment, rather than
a traditional high order language for computer programming.

The main thrust of this thesis is to develop represen-
tative programs which will facilitate the required functions
of this enhancement. The next chapter describes the rudi-
mentary features of a candidate ATEC language for this auto-
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