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PAN EL ON MILITARY DATA NE r~oRx S : PRESENT PLANS AND FUTURE REQUIRL’~LNT5 —

~~derator: Franklin F. Kuo , Univers i ty of Hawaii
Panelists : Irwin Lebow , Defense Communications Agency

Robert [. Lyons, Defense Cornunk~tions A ge rcy
chris N. Wilcox , Office of the Secretary of ! fense
Thomas Ba rtee, Institute for Defense Analysis

Moderat~!~_~~iJrks management problems In computer networks. The dis—
~Thi~~Wuction to t1~ Panel cussion will c; - phasize the data acquisit ion prob—
— l mii.

The Defense Communications System (DCS) pro— The session will conclude with a panel discus—
vides the basic t~ defense communi cations capabi li- sion among the authors, with questions from the
ties for peacetime as well as wartime applications, session chairman and the audience.
Two of the major systems in the D~S are the secure
voice cornuriications net, AUTOSEVOCOM (Autom atic
Secure Voice Network) and the secure data and mes— Irwin lebow ’s Reea rks
sage transmission net, AUTODIN I (Autor~atic Di gital ~~ ijre Voice Systems and Technolo~~Network I). At present there are a number of
ongoing defense programs to improve and modernize Secure voice service is provided by digitizing
the D(5. In this session we wil l  discuss a nun~ er and then encrypting the speech at the source ,
of these programs . The papers to be presented are: transmitting the encrypted digits over the cornuni—
Secure Voice_Proarams and Technoloo , presented by cat lons medium and then converting the r(ce ived
T~~ n L. Lebow , the Chief Scit~nt ist of the Defense di gits to speech . The -ssential technical prob’.em
C3rrunications Agency (DCA). is that of achieving “acceptab l e ” speech quality at
AIJTODIN: The DOD Common-User Data Co~riunications an “acceptab le” system cost with termi nal equ ivent
1~~~ork , given by Robert E. Lyons , of the Def~nse (vo i ce processors , cryptos and modems) meeting
Comuni cations Engineering Center of DCA. environmental constraints appropriate to the user.
Automated Message Handling System s , presented by The voice processing can be perforr~ed using a
~liriTii. Wi lcox  of the Infor,iiáif~iT Systmns variety of techniques at dig i t izat ion rates varying
Directorate of the Office of the Assistant Secre- from below 2.4 to above 50 bits /sec. In general
tary of Defense , (Cc~rinications , Co~;i~and , Control the higher the rate the higher the transmission
and Intelligence), costs but , the better the resultant speech quality
Standards for DoD Network App lications , by Thomas and the lower the voice processing costs.
~irtee of the Insti tute for Defense Analysis (IDA ) Today ’s technology limitations render it dif-
and Harvard University . ficult to provide secure voice economically even

In the first talk , Dr. Lebow will discuss DoD for a relatively homogeneous comcnunit,y of sub-
plans for providing secure voice for three dispa— scribers. Providing secure voice for several dis-
rate coninuni ti es within DoD: 1. Narrowband Tacti— parate communities so as to permit interoperability
cal (datarate : up to 2.4 KB), 2. Wideband Tactical among them all is of the hi ghes t importance to the
(16 and 32 KB) and 3. Long-haul Strategi c (DcS — Defense Department but is a still harder problem .
base d , up to 9.6 KB). Dr. Lebow will compare There are three such secure voice communiti es
advantages and deficienci es of the three systems In the DoD:
and will discuss the evolution of these systems 1. “Narrowband tactical ,” a set of users
Into a two-rate architecture in the 1990’s. mostly but not exclusively in the Navy limited to

In the second paper , Dr. Lyons will discuss communications channels such as HF radio and UHF
the DoD system archi tecture concept for the evolu— satellite which can support at most a rate of 2.4
tionary growth of defense data networks: the Into- ~~its/sec.— grated AUTODIN System Architecture (IASA) . 2. “Wi de-band tactical ,” a set of tac tical

The third paper , presented by Lt. Cal. Wilcox users mostly highly mobile ground forces for whom
will discuss DoD plans for the integrated develop- almos t any data rate is acceptable but whose voice
ment of standard Automated Message Handling (AMH) termi nals must be li ghtweight and consume low
systems for military end-user applications , power .

The final paper , by Dr. Bartee , is a discus— - 3. “Long-haul strategic ,” or the Defense
sion of protocol standardization requirements for Communications System (DCS) constrained to use
the interconnection of present and future DoD data AUTOVON, the currently analog plant providing clear
networks such AF~’ANET , AUTODIN I & II , and other voice service for the DoD. The data rate must be
DoD data handling networks such as Intelligence supportable over 4 kHz voice-frequency channels and
comunity’s COINS II (Communi ty On—li ne Inte lli- the quality must be good enough to be comparable to
gence Network System), and IDHSC II (Intelli gence the telephone. .Interoperabillty with the other two
Data Handling System Communications). Bartee will communities is of prime importance.
conclu de h is talk w i th a d i s cuss i on of da tabase Secure vo ice systems are be i ng develo ped for 

~~~~ -



I.
each of these iu~~n, t ies to be f ieli’d w i t h  in the 2, AUl00I~ II - - TPi o IA’ BacLh ’ne. The
ne~t few ~ ‘~~~‘~~ . The ~narro~ t t 1  t i~ t ~‘ co~ ~~~ AUTu~ 1 N 11 i t  has bt i tn idti t i i  as tho t cp. _

ni ty w i l l u’ e  a t o n a l  called the )t1~anced ‘in Lo t’r t i jc Lh one i i i u n i c a t 4 o ’ ~~ s~, s t t m  ~~~~ h ~i Il
Narrc~ -b and DhJ i tal Vo Ice 1 mi nil (A ’ ~. i vT ) In or. ~ thC 1 •~ ic t i t ’ rc onnc ’ c t i~~n te c i ,n ism fo r
porating a linea r—predi ctive t ot ing S~~t , ’~ fl t, i~~~CS’ all of the ~ th& r t’ t’cv t~ of the Int~’yrated AU i I)~ IN
sor at a rate of 2.4 Kbits/sec . It produces Systcri (lAS). ihe followi ng attributes are tunda-
Inte l l ig ible but so ’it .~.hat art i fic ia l speeLh . The mental to AU1ODIN II in this role: (1) It iS a

~wldeband tacti cal s i - unit y ” w ill use a termina l c s  ‘ u t , r  coemi.j n I c , , t i  n sy s t o i  , and the other ele—
called the D i y ital Secure V o i L e  Terminal ( t ~~s ’ T )  ‘tnt’ 5 of the lAS are , in fa c t , t, put ~r cisip U —
incorporating a continuous ly va r iable s lop e j it . te r t” inInals~ (2) it h~s the sicu rit.) 1 tiji ~~S
iiudulation (CVSD) ~i,s t ”,~~ r at 16 and .3 .’ Kb it’ ./sec. requlr,’i of a mil i ta ry ‘-~ s t v ~ . (3) it is an u ltr a—
Its quality is qu ite y iod at the high rate , good reliable ‘la trai ’ .~’oi t ii i’~ i i  i ’ -”~~ (4) It Is p lan—
but s omewhat degraded at the low rate , The OCS ned to lr~ s to w o r ld  w i 1 ~ di -~ens i n ’ , s u Lh that
secure vo ice ‘. o , ‘ i i ,-i it w i l l  use a terminal similar coi, ,~~ i, ons to nsjl vip) e nodes w i l l  te ~.i ’ - ’ a l ly
to one under devt ’lt ’p~ent for c i 11 use, I t s  pi ’ i — .is at lable ~~ er~ .h~re , as a ui~ is i i  ii ty I’ -, t u i
mary rate w i l l  be 9.6 ~h i t S/ sp c  using adap t i ve  (5) it ro~1des for a ‘.ar ls t’. of (Oflfl (’. tiO fl
predi i t i so codi ng (APC) . A hack -up ra t C  i 2.4 mc t~’ ’ 1 s . Incluli ~ gal - .ays t o  . t t - v r  i . t ~ I ~~~ f o r
J~aiits /sec uses ,i proco~ .ir ident ica l to t l,at in the i t  o ra bi l ity .
ANDVT. Te lephone line l~~ lo’iS at both rit es are 3. The ~~~~ k i i i . 4~ of A1 ’ PI’lN II Host s . The
included in the terni l nal , In addi tit in , a 16 t~ i ts/ his i ~. l ’a~ ~bone of Al t , l 1 N II 15 d i’sfi ~ l ;

~~~ ~e t-
sec CVSO voice processor is ~ i tytidt’d. Pus th is  \W i t ’iI’ l nodes ‘.a lled “‘~~itch Contro l “~, .li t , S ”
terminal w i t h  an ‘terna l mo.l ’in is df re c t l y inter— (‘. L M ’s) w h lLh are funct ional l y anal ’iious to ‘.~.-;‘~t I
operable with I ‘~e [“~V t . The 9.6 ~t i t s / s t - c c stein I MI’ ‘ S ( l i t  ‘ rfa , e ‘ h-  i t e  ~ sor~ ) . Ni’s Is  are
ac h it ’ses a fairly good qua li ty dit ter t’ t than hut tcnn ected to the s~~ ! s  ‘,ia a S t I ent Interf,i~ e
rou~h1y e~uiva1 ent to 16 kblt ’./sec CVSD. Protocol (SIP), aid must t a s o ’ 

~‘ i’ standard T ans-
This 4-rate s~ cure voice ar ch it ri ture should mi ssi on Control l’ r t o ~ ol (lC~ l to pass u t i u l

evolve to a two rate ’ arch i tecture in the 1 190 ’s, traffic to othe, h~ s ‘.. lhi ’ i, are ~~~~~ ,- ,  .il i f s
Technology should ~‘t.-i , i t the d~scl .~ ‘ it of a 16 of hosts:

~~its/sec sys t ‘ c~~ pa ’ .t’ le in qua l i t y to  32 kb i t s/  (a) A let- .. ii~al A , t’ss Co ’t r o l ler  (T AC) is a
s i c  CVS D in a package su i tab le  f or  t i ’  ‘ i - idc ’ - bend spec i a l  Pi ’s t ~~~ i d I  i s  I ii tIS I k
t a c t i c a l ”  e l s i r E ’  nt . Further , in t ’ ~~ t t i~~ frame i tse l f  t o  si ‘~ 0 tPi usc ’~ s who wi sh to
the analog telephone plant s f o ~ ld t o  mos t ly d i j i —  c o ,- t t c a i n a ls  ~~ i ect ly to t e  nets ’rk
t i~ t 51 I t i i i t t i l q  t i s  ~ fi gh — qu a l i t s  It i~b i t s ,’svc The lA C I’ (H- m a l t ot the te i i i ial
system to be the p I i ’ a r y  LTCS mode. ~hi~ des ‘lop- ac t’ s portion of ii A~’ ANtI T I P  (~~ei rii al
nient should thus permit t i lt pt , - . u-o ut  of ti t ’ 3? and thter face Pro cesso r ) .  It provi l~~s St  in-

9.6 ~3iit-5 \,c rates . The / . 4 Kt’ i t s ’ S i .  i at e w i l l  dard Sit ’ . TCP IOtt’ (OlS , plus tt ie A l Il , t) IN
am as t~ mos t si si v,t ’le el ’-’ ent of the arc il- II s t ar rd l c i m i n a l — t  l~~ t Prist il

to ture tb w; ’l its .ah t 1 i ty to t~~ s uppor I 5 ’d by (THP). I A C ’ s are uuiw r ii lv i ‘ 1 ’  t e l  s’ I th
Ii ‘st all Ci i~~ii i at i , i s  media t -~~n under degraded ~~~~~~~~~ to form a total Al ~ t N II I ~~ , but

- .~ condi t ions . thc i e are p l,tns for p Id I ng i i . O l e TAC ‘ s
While unexpect ed tech riol. ,j y advances could wi th in AU 1C3DIN Ii.

bri ng the hi-qual i t~ rate l 15 n below 16 3- ti ~t ’  ‘sec (b) Another s; t’c a) fic’s t of the lAS ~ ‘S the
- 

- perhaps as low is 9.6 K~ i t s src , it is unlike ly AUIODIN S w i t t ij i T Ce nter (AS C ) .  Th i s  is
that 2.4 Kbits /sec s i l l  ach ieve hi gh e n u t h  quality the 

~~‘ 
t ’s t -’r( d is Al l i I 1 IN I ‘. , it c h , w 1i i t~hto serve as a universal r.i t~~, continues to ser.e i. a hos t to a disc

storage sy’. t im s~h I ch hi - i’s and foti, j i ls
the for m al PoD imiessaq e traff i. - A s p i t  I a)

Rc~er!J~~ n’ s 11,” ,irks protocol w i l l be used sing A s C s so that
AUTODIN: The ~epirl:’t ’f l t of Defense Cor i~ion_ ti scr  Data they can I’s~ h au te message t i - i l  I i-i, •u ’ onq
touii, uni co t~ ufls fs ,ta ,’ rk - - themselves , as a coin’ uni ty of interes t ,

jus t  as they do t . .~s ‘s er d,-d i t tIed li iii ’s
h intro du ct ion . “AUTO DIN” i s the li me si r igi — to perform the AVI ‘~II N I f unc vi ens .

nally ap~lTed to the ‘Aul .,’ - ,,t , l D igit al Network” , (c) Another S b ial type of t e s t  of the lAS iS
a store-and-forward message s~” s  ic e offering b r  the M is si l e Pr’i essing Computer (M’C),
Department of Defens e Users , since the early including the Aut oma ted Message I’ i-~~ ess inq
1960’ s. Today , that earli er service is know n ,s Exch is nge (AM PE). AMPE’~ are soph is t i c a ted
“AUTODIN I” , and the term ‘ AIJIODIN” is applied to AUT O DIN tei iuiinals which auto m ate many of
a total integrated data coninuni cat ions network the funct ions of a te)e~ ou ,nunications t en-
which serves all coniiiori-user d at a comu n i c at i on s  t er (message f i le ,  rotr ievi l , di ’ trii’u-
needs of the Defens e Department. The Integrated tion , etc.). lodiy ’s A’ib’E’ s are conot’s ted
AIJTODIN System Architecture is a prescription for to ASC ’ s directl y, hut our model ~or the
growth of this AUTODIN network cons ider ing it ~ futur e lAS hab them count ’s ted to the
providing a total end-to-end data rot e uni cat lons AU1ODIN II backbone , ju st li ke arty other
service. The Integrated AUTODIN System includes computer host. They w i ll continue to
not only AUTODIN I, but also AUTODIN II , DoD’s new reach ASC ’s v i a the AUTO DIN II bac kbone
packet-switched network, and other elements such Initially , but later , as obsolete 4”C
as a standard terminal fami ly and gateways to other hardware is phased out, PMPt ’s wil l ~hta1 n
networks. -messag e seiv ice s via a special Virtual

_ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _  
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‘~ ‘Saqe Prot ’~ol . / t Pum ’r MPC’ s J r ’  lude of If l t u I acing to A U T - I N  I via - -~~ ~~~~~~~ to ~ r~-

the NA ID TAi l V u ’ lot~~i - t ’ Aut cxr~,t i c 
‘
~~ut1 ng si de t r  l ot  rope rab lli’ - , “ ‘ o ra l of connec t . 1 1 ,

I schange) and the ‘~.N/ Pt C— 19 ta  ti ii flies — in r l s i s  51 t u i t i o ns , .1nJ the 11 Mon er ,
S.c ~ie switch.  In i tia l l y f u s e  sys lims g at c w ,sy s ,ii i c s  ide 

- 
t,’ ct’ ‘ ‘s or pi t’ ’  II, ‘ ‘ I  ., onnr c—

w i ll continue to be connected to ASC’ s , t l vity  amtun~ r~i : I N  fl subs cr ib er s .cIi t sut ’.~~i mbers
but as the ASC hardware is phased out and of such diverse iu’t- .,’r c c  as ,,c,i A’~f T • future I, ’ , I i~
AUTODIN LI swi tch ,’ç bec tice ubiquitous , cal ;‘a , k ’ - t  radio nt ’ s,. -:kc , and t a c t i c ,’l and a l t  bed
they too c.tn t’ecoiiit’ ,‘~~~,//1N II hos ts military r t ~s s a ~ e ~oc’e~j ,uii , ,ct iOl i  lit - t ,~ - ’  ~“ . To
shar ing in the v i r tua l  “ ‘ssaga Protoco l. mi -hi ~ c - this d1 ‘ i i  c t  mn(e r c ’ p t ’r t ’ i l i t v , i t  i’~ u

Al tu- roat i sel y , TAR C i c ’ ts5 ii ks and tat t ical gust-md tI~~t the SuhsLt ‘ I-  u s  of i ’  ci ni - It if ‘) sI t S ’S

messa te ri ts. ’,k~ ian be co nnected via the us, a t tThi It Ifl st ,, ’ , ard lit’ and t ’ ternm’ t I’is~t s ’sol
gateway me~.f ,i riisms sic ’sc rlbed below . UP). DoD pul u~~ t ,us i t ’ ~~t’ r - t t y  (- ‘en s t . ’ ’,ed s t - i t t

(d ) Users who wish to take adva nt.c~ie of the ni lu l res DoD data nt- -  rk SU f t  r i  ( ‘ , - r 5 t rac .  ing re-
avai lab i l ity  of a re l iab le , S0~~~c , ’ , sur — 1 1 1 1 1  i i ’ a ’ f l t S b r  I n t t - rO J’~ , .ib llmt ~ I.’ ad hu-r e t . ’ th ese
v iv a b le p ask , - t - s w i t  “ .1 bu s  khone can /oin ‘.t, uii ’,irsfs . W~~it r t , ~iii5 is b r  th~ g il i t s  t i s u,—

the ii,- t w ~rk ,n masse as n ~~ b i : ’ N  Ii ‘-~- lv ~’c I ’ i’ devel , -~ utd a - f  I~~’ lt~ cnted,
suhnetwo,’k. Thus th~ W I N (W M(CS Inte r-
c~~r4~uter Ncbus o u’ k) and the ~Ai (u N ~sA C
Digita l Nt- ’w oi - k)  are t’s.r np los ci t A~l~ l’~i (N Chi t s W tt~~s’ s Pemti c ’ks
Ii subnetworks , and the i r  c ompu b , rs  ~ i 11 t ,itu ’d ~‘ u ” S ag~ t t . c u c s l ,  Ing 5y s b r . ’ s
join the net ,’v k  as spec ia l hosts. i f ’ s
wi l l  use the A UIOPIN Ii s t . i,f i r d  ~1P and lbtr , ’ are in c -sc , e ’ S  ii 10 S V S ’ (’ :’S ill t ’ p t I a t Ion
w i l l  a lso be requt red to use t t~~ Dc0 u ~ds a nct’d s t  ‘ ; c ’s ot di t’ ls ’~u;ii itt in ts ’~’ tha i c e —
standard TCP unles s they can obtain a % i ~~t’ % o u  ~~~~~~~ it , ’ t i - i :i ’d as auto uiat ed r - ’ ssag e
wa iver from this requ i renuent bas ed on the t i , , u i ~ t l  ing . lhi’t s, e a b’ ’ad ‘.pe~ t urn ot , m .aim d s
lac k of ni of  to comun i i, c t  c- u. t th ot i rs and mrs s i t e  h0 i f  11 rig ii

beyond their own subnet corutuni t,y of In ~iid i  lion t o  the u s  I - a  t i u u i  ~,t ‘- .~ I t s  ( 1
In t e res t .  (A DoD in l tiat ~s e to tn ‘uc , i~ e cc ’’ itt - rs  ‘uid cs ” t ’ u n h s , m t u t ’ns ,- c t e r s  Uu 4or tak, n in
I nt ci-opc rab ill ty u--s i uus~ S f~ i~t~ by ,i1 ‘t — the 1 ~ ~-d ‘ s ‘id 19/O s , u,v crc ~~~ jds~u ’ - ‘ 1  i i ’s ( u
log c - - psi red st un t i l h~’s t--  t o  ho~ t pc - ’ t  c i— 1.~ :e s ‘‘luituc s t  u i r m ’ s s ,cTi’  t r a b  f i t  I ~~-.‘ u i i ~ c c i t t ’ r, ’;’r
cols w i l l  be t i’u’,c t s ’d in a co-rl ,tnfo fl e~cruind tu id i i i te l l i ,~, i t ’ us,c te h c e n t - u ’ , w i t h  t c
paper . ) object 15 - c c t  i- ’ p~

- -
~ ii i jntei oat di S t  ( u  I i  s ill ,

e) Other s ’ ~~p s t & ’c’s u c ; u l i ’inq cornunications ret it ’w , fi h u t  , i c t u i , ’ sa l id t :ompt ’s lt icun . W ’ er( rs
to remote tcu -mi nais sr h,,’i, ts f~r any 

th~ I test tw~ s o~ ~~~ auton’a’ ‘sf t i c - ‘ as ks us i i ’ E u —
authori2ed purt ’s ’s t ’ w hatever w i l l  • of f l icati ’cis pt - c ’s s ’ n rs t ’ )  , the th i,- d t a t e  app l i - s  a ut o -
course , be ,tt ~ I,’ to join t i ’  r ,‘rk as it ion to the i s ’s ~ t e c u  :1 nate u ’s and ri- s u ~‘ lents.
c ’orr r ,il sec ’s- ice s ‘‘‘,~~ I - j t ’ i ’I-S , To ctu ’~ r i ’~st’ The l i i i)’ u i t i  ii it ii (hO third s I t u , ’ , Or user
the i’~ i - ,(n on i, u s t c~~r-~’ t e r s  t-O if s ,’i’ — s r i ,  i t s d  S v s t - - ’s , is ii i n trc ” - ici c t (hi’ ~b i h i t s  e ’
c ia )  ui~ bwo i k~ ng -. o t t - ’,,ui , ’, t he .A1 ; ls~ilN ~~ 

, l s ( I s r i  o t i  u c e r s  to sh’il c ’ f f t ’~ t i s c ly u~ith t f u , ’ tr~~ Pi
di’s Ign pros ides a si r i ety of cmi ci” s nceth— eli ’ ,”, of t c ’ ,ut f l u  c -i ~~ s’unt , - t i  in i b i s  is s i t ~~,c -

ods, For t s i  ‘ipl e, a single channel ton— ti ens • )s,~ vol ti’ -t’~, t ub mcr ~~’ s  ,tTC I c  ,i f t c  under
trol unit (S~ CL b~ or mu) ti—channel control s t c- ,’sst ’ d s s ’uudi t hins , the s- i ta l  i - -- ; ’ ,’ r tanc ’e of t imel~unit (MCCII) is presi ded by the t~sint i- ac t sa r  i’ iesSa gC ri-si ‘is and cc t i  on , th c pOt in t l i l ls sin 1 . 1 5
and the si r/ icr software is I ncludej in s iThs is l Uenc es sib i- i  c - o r , .insi the us -mi I t’i Ii t~- ~cI

these units , ru ’ o v  ing the USt ’i ’ ’ S burden s l i t s ’ i t  — t tuc- u t  tc ,h no l  e ~ dr i’ ,’ i:’ . t ’ ~~c c - d  mut t ’—
of providing that software in his hoc t. r- ,c t t’d s~ 1 u t  ions (sir ~o 0 i’d 1usa tub  t i n te r  prob s ’ s .

Instead , he need only provide relat ively The potentia l hcusi ’t i ts , y i v s ’it t ’ d .t,~’ ‘S ( i s  I
~ ’isi~

simple software to meet a Hos t Spec if ic lo~v , (hi far beyond srut ’s s ,isat ’ handhinT m ’ f f i ~ it’ii~ r t ’ s .
Interface in the CCU wh Ich would be pro— T his kind of sv$t j ,’m can be a s i , c t c le su lus t itu t e  Icr
vided by the AUTOD IN II system , Option— (o,c si ’, c t t i ’d f i le i’,’pop’t,jnq sy s t m ’uns t h .i I i c e  s .‘us 1n9
ally, the user can provide his own SIP, I’t’obl ,‘ls in Icc ’ s t’ct i s i n c  s , I li e) b u s s  , t nt con-
TCP software in his h o t  or in a S~ es iii  s i s t i u i 5s ,m s r~’ ss  c er ’e uu ’ d t’ ,’~ i’ o i - i m ’ s  ~‘s~ t c i .ills iii
front—end processor , so long as this b ,cs t  isis ny cr is is s i t u a t u s cn~s u , f c ’i- c ’ our fs ,u, ,c t t t ’d
software conforms to the st.indard sped — systems and 3-~5’I~ t’S ADP in iu ’ i iec a l are not providing
f icat ion required of AUTOD IN Ii subsc rib— the desired h o t e l  of ‘up ~’Oc’t. I’f,’ss,m t~ handling
cr5 . automation can channel j crj e ,ii~at iocu quickly to

4. - 
Ga t eways .ind interne-tti~ ,. One fina l interested s ta f f  off1s~ r~ ,ind wi th  ev en a l im it e d

AUTODTH’ i f  i n t e r f a c e  remains to be described , and data base manm ,s isent sys tem can ta ,~t l l t ate  the
that is an Interface not to a host , but to another dec is ion process.
network via a gatcway. Although most DoD computer In J.m uu,ii-y 1979 , the N’p,mrt ’ i’nt of Defense
ccirvmunlcations users are required to s ub su . ribe to pub) ished a tu ’ rr ;’ii ii ’ uus 1s t ’  ~‘l an b or i rip i’ sus I ny the
AUT OOIN II either as general service subscribers or managi ’- sit ’nt and cont l icuing ( f i t ’ t’c , i ) uat is un cif ANtI
private subnetworks , there remain a f~w highly svt ~temS. Under the DoD AMH Plan , the Defense Coin-
specialized networking applications which may j us- mnunlcat ions Agency has been given s t ’ u i t r a l  arch itec-
tify separate networks. Certain Intelligence corn- tura) managenient c- t ’ s t ’s’n~ 1bility t o  include those
mnunity applicatio ns are in this category , fo r  function s nt’ s- es c acy to achii ’vm ’ ,iiid maintain more
example. DoO policy requires , as a minimum , that t l I t ’ t  ti’ sa ’ l e v e l s  iii inti ’t- t’pu’i ’itti)u ty, conmonality
such special-purpose networks at least be capab le and s t ,t ns!,ic -d i :.c t ion ,i~ i c ii,S the ‘i’,-ctrurn of DoD k4H
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The plan sets polhs guid Hises u e’~ac’dir’g the Tie dls uss i cn  w i l l  u ,~ i i S l . t ’  the dc l i  a qu i—
evj lutiofl and devel - : ;,“-~~ of ~ I b i  ‘ y ’ ,t s ’ s .  ~htn ev s’r sit ion c~~t uT ~~n and t u t  t hat for ta d, t l ucy us  )e~ u t
posS ib le service and agt~r~ y user -o r ien t - i  i i  coni— ri ~- t e  loc i t ions, The %,uciC ’uS SCt ,tc t’S w i liC i . ? IVC

L ~ municat ions center message hai tI log rs ’~ -,J t r c ’1uss icts b • n  proposed to . i lh’s i4te this ~~ ~bl e’m isi li be
I ~ will be sat is f ied through standard systems . present ed along w i t P  some aralysis of their de~ mra-

b ili ty .

Tf’-cu-’,ss B,jrt,e’s Rc ’,- u k ’ ,
St ’ ’ ‘ a: ,f~ for DCuLi ’, -t.o r k p 1 ic ~~ i-c ui~

The DoD Is a r~ij or dec,eloi’ - r  of computer ni- t-
works. These network ’, have been m d  c ’ s - n s i t - r t l y
developed by different parts of DoD in response to
dlffev~ing require - u - r u t s .  As a u- s’sult , and because
of the f lus , n iss  of the t v i hno)s  ~y ,  these networks
differ In a nwt’c -r of technic a l cha r ac t , u - Is t ic s ,

A need has h’ c ’n p cr c e i-sed to lu ~tu u connect
these networks and this flied , along w ith the drive
to deve lop a COflls iUfll , , t lo f l s  syst em (.4U1001N II) for
widespread data trjr’ ,~:i ss ~un in the DoD has lii to
a prograoi to develop t f t’ standards n c - s  ‘ s c a r y  for
inter ’et ,or king. Other ad ,ant ages iu u c lis de the
econ susic , operationa l , and de ve lo p suc e iIil advan~~-j,’s
which aceruc ’ f r au st, d i d ’ , ad ~tio n.

In order to in ti - u connect two or sta re computer
networks successfully , using co-:i ’unications link s ,
certain procedures and rules of ~c” ii tion mus t be
adhered to. The first sec tu~sn of this pr i - ’ u - r s t c t ion
will concentrate on s andards deve)opn~ nt for the
~‘ r o t o co 1s necessar y to success iu l cc:: ; o t t - n  In t e r -
netting . tu st of the tu n s id u rations for DoD net—
wi -u -k s are si silar to those for co ruc i- rc ial usage
excep t  some features are more h e a v i l y  s : : ; s f i c s i o t d
in DoD systems (security and precede- rice are notable
ex,~ ples). Further , our considerations also in—
clods ’ the ya t i -ways nem’d~’d to interc onnect exi sting
and new nu ’t ,s~~rk~ and a discu ssion of dessrable
gateway properties , including s impl ic i ty  and “hot
switchover ” will be gu i-u n . Dynamic us - u - ’u t ii ig i n
general wi ll also be discussed as will other desir-
able properties for DoD syste ms .

In order to develop the necessary underl ying
technology for DoD systems , DARPA has been an
act ive s~consor of cony’ut,-u ’ r u t w o i k  R&D and the
;5kdANLT is a notable ex ple of a packet switched
computer network which is a test vehicle for DoD
system devclopm~nt.Figure 1 shows the protocol l ayout for ARPANET
which will provide a background for discussion.

figure 2 shows a block diagram of a possible
layout for future DoD usage. Incl uded sri’ voice ,
conferenc ing , and other new protocols which seem
desirable for DoD usage. A discussion of this
layout and the reasons for some of the features
will be presented.

The second section of the presentation will
discuss data base management in computer netw orks.
When computer networks already containi ng a number
of data bases and differing data base manag ement
systems are interconnected , certdin already exist—
lng problems are further emphasiied. For example,
the query languages for the data bases wil l gener-
ally di ffer , and so users are presented wi th a new
version of the “Tower of Babel” which they must
contend with in order to access data. Further , the - -differ ing structures of the f i les In the various
systems must be considered and even the nanies of
the desired data Items may differ and must somehow

I
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