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PREFACE

This report is one of three volumes prepared to assist government and
contractor personnel in managing and performing system requirements
definition and analysis: requirements engineering. The primary results of
this study has been the definition of guidelines and standards for
requirements engineering (Requirements Engineering Guidebook) and the
identification of automated aids to support the application of the
guidelines and standards during the initial phases of the Air Force system
acquisition life cycle - the Conceptual and Validation Phases.

This study reflects Logicon's experience with an automated requirements
engineering tool applied in support of the acquistion of a large Air Force
surveillance system. The Requirements Engineering Guidebook reflects the
needs of an Air Force System Program Office acquisition environment,
however, the basic requirements engineering principles and guidance are
easily adapted to other acquisition environments.

This report was prepared by Logicon for the Air Force Systems Command
(AFSC), Rome Air Development Center (RADC), Software Engineering Section.
Administrative review and technical coordination of this report have been
accomplished for RADC by Mr. Michael Landes (project officer).

Review of this report was accomplished at RADC, by Electronic Systems
Division (AFSC/ESD) personnel at Hanscom, AFB, and by Logicon personnel.
Special thanks to the many reviewers and for the patience and skills of Ms.
Marcia Brehm and Ms. Deborah Queen for the technical typing, proofing, and
revisions.
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SECTION 1 INTRODUCTION

2ok Study Objectives

‘)lhe objectives of the Requirements Standard Study were (1) to define a set
of standards for the definition and analysis of the requirement of a system
during the initial phases of the acquisition life cycle, and (2) to
identify the functional requirements for automated tools intended to
support the standard by providing assistance in the definition and analysis
of the system requirements and by assuring compliance with the standard.

N

1:¢ Project Background

The development of reliable and easy-to-maintain software demands concern
for quality at each phase of system acquisition. Because of the high
visibility of problems discovered during the later phases of development ,
coding, testing and integration of the system have received considerable
scrutiny. An extensive amount of research and technical direction has been
focused on these later phases in an effort to enhance the quality of the
system and reduce cost and schedule overruns. Most of the attention
has been focused upon coding methodology, with some emphasis on design
standards such as top-down design and implementation. However, studies
indicate that errors caused by ill-defined and poorly documented ‘
requirements are the most expensive to fix. As the comlexity of systems l
has increased, the volume of system requirements and associated ;
requirements documents (specifications, etc.) have exceeded the !
comprehension of the engineering disciplines and techniques employed. q

In recent years, a number of private and government projects have addressed

the need for quality in requirements definition and analysis during the i
initial phases of the system acquisitionl. The application of automated i
techniques to assist in requirements engineering activities and to document F

1 Throughout this report, requirements definition and analysis {
activities are collectively referred to as requirements engineering.

1
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requirements has also advanced. The state of the art has advanced to the
point where the need for improved guidance for requirements engineering is
practical with the aid of automated tools. This study provides guidelines
and standards for requirements engineering in the form of a guidebook
(Volume IIl) and identifies the automated tool capabilities needed to
implement the guidebook. The study results provide additional guidance to
increase the quality and to minimize the life-cycle costs of systems
developed for the Air Force. The application of standards in coding has
already resulted in measurable improvements in the quality of software.
The requirements engineering guidetook produced during this study is
designed to supplement these improvements by providing similar guidance for
the early phases of system requirements definition and analysis.

3 Contents

The remainder of this volume consists of four sections and five appendices
as follows:

e Section 2 - Technical Approach. Provides a technical
description of the seven tasks performed during this
study.

e Section 3 - Air Force System Enginecering Management
Describes the trend of Air Force systems engineering
management over the past decades and identifies present
practices.

e Section 4 - Summary of Study Results. Provides a summary
of the Requirements Engineering Guidebook presented in
Volume III and describes an approach for implementing the
guidebook. In addition, this section contains an example
of the application of the guidebook, the list of
functional capabilities required for an automated tool to
support the guidebook, and concludes with a description of
two approaches for applying an existing automated require-
ments engineering tool.




Section 5 - Results and Recommendations. Provides

a summary of conclusions based upon the discussions in
the previous sections. In addition, this section
provides a list of recommendations concerning the
implementation of the guidebook, use of automated tools
and additional areas for future research.

Appendix A - References. Provides a list of selected
references which are pertinent to the discussions
contained in the previous sections.

Appendix B - Glossary. Provides definitions of the major
terms used in Air Force system acquisition and concludes
with a 1ist of acronyms and abbreviations.

Appendix C - Bibliography. Lists selected books, papers,
and military regulations, specifications, and standards
that are pertinent to the study objectives.

Appendix D - Automated Requirements Engineering Tool
Capabilities List. Provides a concise Tist of capabili-
ties needed 1n automated requirements engineering tools.

Aﬁpendix £ - Requirements Engineering Example. Provides

an example of the application of the Requirements
Engineering Guidebook in conjunction with an automated
requirements engineering tool. This appendix has been
prepared for inclusion in the RADC Computer Software
Development Specification.

X
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SECTION 2 TECHNICAL APPROACH

R Overview of Technical Tasks

This study was organized into seven tasks as illustrated in Figure 1.

Tasks 1, 2 and 3 defined a set of requirements engineering guidelines and
standards for the initial phases of the Air Force system acquisition life
cycle - the Conceptual Phase and the Validation Phase. The guidelinec and
standards are presented in Volume III, titled Requirements Engineering
Guidebook. This separate presentation was selected to provide a complete
and concise document which is more readily usable for requirements
engineering purposes by Air Force program offices and for potential

contracting purposes.

Tasks 5 and 6 defined the functional requirements of an automated
requirements engineering tool which would support the application of the
Requirements Engineering Guidebook and identified two approaches for
implementing the tool. The list of tool capabilities is described in 4.2,
the approaches are described in 4.5.

Tasks 4 and 7 developed a description of the impacts of the Requirements
Engineering Guidebook on existing Air Force practices, regulations,
standards, and specifications and prepared the final report for the study.
The description of impacts is presented in 4.4. The final report contains
a review of the history of requirements engineering in Air Force, presents
the Requirements Engineering Guidebook, descibes the guidebook's
implementation impacts and requirements, and provides numerous results and
recommendations on the guidebook, automated tool approaches, and areas of
further research and development.

el Tasks Inputs

The seven tasks described above and other tasks were accomplished
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concurrently with an extensive literature search. Defense Documentation
Center project files, existing military regulations, standards,
specifications, guidebooks and handbooks, and professional journals
and conference proceedings were researched. A reference library and a
bibliography file were maintained. Appendix C is a selective bibliography
generated from the study file.

2.3 Detailed Task Description

2e3.} Definition of Requirements Engineering Standards (CP) - Task 1

Task 1 concentrated on defining a set of concise and well-defined standards
for managing and accomplishing the definition and.analysis of system
requirements in the Conceptual Phase (CP) of the Air Force system
acquisition life cycle. These standards were specifically oriented toward
the requirements engineering activities and intermediate documentation
leading to the preparation of system/segment specifications, MIL-STD-490/
483 (USAF), Type A.

.32 Definition of Requirements Engineering Standards (VP) - Task 2

Task 2 concentrated on defining a set of concise and well-defined standards
for managing and accomplishing the definition and analysis of system
requirements in the Validation Phase (VP) of the Air Force system
acquisition life cycle. These standards were oriented toward the
requirements engineering activities and intermediate documentation leading
to the preparation of computer program development specifications,
MIL-STD-490/483 (USAF), Type BS.

A Documentation of Standards - Task 3
Task 3 documented the requirements engineering standards for the Conceptual

Phase and Validation Phase. These standards are presented in Volume 111
of this report - the Requirements Engineering Guidebook. The standards
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describe the charateristics of quality requirementsl, the types of system
requirements, and the requirements engineering procedures. The
requirements engineering procedures are described in the form of a general
procedural flow with accompanying text which describes the requirements
engineering activities to be performed. CEach requirements engineering
activity is supplemented by a description which addresses the specific
issues to be addressed during the first two phases of the Air Force system
acquisition life cycle - the Conceptual and Validation Phases.

2.3.4 Identification of Impacts and Implementation Approach - Task 4
In Task 4 existing Department of Defense and Air Force regulations,
standards, and specifications were identified and evaluated to determine
any points of conflict between current practices and the Requirements
Engineering Guidebook. A description of the approach for implementing the
guidebook in an Air Force program office was also prepared. The impacts
and implementation description are presented in 4.4.

2+ 3.5 Definition of Requirements Engineering Automated-Tool Functions
- Task 5

In Task 5 a list of essential tool capabilities which support the
definition and analysis activities of the guidebook were defined. This
list, as presented in 4.2, includes the language features and analyzer
requirements of the tools. The analyzer requirements were grouped into six
general categories: requirements data base management, functional analysis,
input /output analysis, traceability analysis, test analysis, and
documentation.

1 The term 'quality requirements' is used throughout this study to denote
system requirements which are complete, consistent, testable, and
traceable. This characteristic is the result of the requirements being
discretely identified and well-organized as discussed in this report.




2.3.6 Description of Requirements Engineering Automated-Tool
Approaches - Task 6

During Task 6 existing requirements engineering automated tools were

reviewed. Two approaches were identified for applying an existing Air

Force requirements engineering tool to satisfy the requirements engineering

tool functions identified in Task 5. The tool review provided the basis

upon which the two approaches were evaluated for feasibility, performance,

and cost-effectiveness.

a3l Preparation of Final Report - Task 7

The final report, prepared during Task 7, presents a summary of the entire
study. This report document (Volume II) contains the complete description
of the technical results, including the results of the previous tasks: 4,
5 and 6. Appendix E provides an example of the application of the
Requirements Engineering Guidebook to the requirements definition and
analysis activities of an Air Force surveillance system acquisition; this
example was prepared for inclusion in the RADC Computer Program Software
Development Specification. Volume III is the Requirements Engineering
Guidebook and Volume I is a technical overview of this volume.




SECTION 3 AIR FORCE SYSTEMS ENGINEERING MANAGEMENT

3.1 Introduction

The complexity of military systems development has continued to outpace
the management and technical resources supporting the acquisition process.
The decline in DoD manpower resources over recent years has had a two-fold
effect on military systems development. The higher reliance on automated
systems has been constantly increasing over the past decades and has been
heightened in recent years by the desire to reduce the system's operational
crew requirements and associated support functions. In conjunction with
decreasing operational personnel, the system implementing agencies of the
military have also been impacted by staff reductions. The net effect is
that systems are rising in compiexity at the same time that military
engineering resources responsible for the acquisition have been effectively
reduced to managers of the engineering efforts. The lack of engineering
staff resources is even further complicated by the lack of well-defined
system engineering approaches for managing and accomplishing quality
systems requirements definition and analysis.

3.2 Initial Regulated Approach

During the 1960s and into the early 1970s, systems development in the Air
Force Systems Command (AFSC) was regulated by a series of manuals, the
AFSCM 375 series. This series was adapted primarily from industry system
engineering procedures and integrated into formal guidance for Air Force
government program offices and associated contractors. Two of these
manuals concentrated on system engineering procedures and documentation
requirements. The systems engineering volume (AFSCM 375-5 [1]) contained
a procedural flow diagram and associated text which delineated the system
engineering activities, intermediate documentation requirements, formal

project reviews and other requirements which were to be accomplished
throughout the system development life cycle. Keyed to the 375-5 system
engineering procedural volume was the first volume in the series which
addressed specification requirements, AFSCM 375-1 [2]. This highly
regulated approach was necessitated by the increasing delivery of obsolete

9
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systems, which resulted from the less-regulated systems development
approach of previous decades (1940s-1950s). Added to this obsolescence
problem was the rising complexity of the systems being developed to meet
the naticnal defense needs of the post World War Il decades.

The AFSCM 375 series provided for flexibility in its application but was
not completely understood. As a result of the difficulties encountered in
applying AFSCM 375, the Air Force began to rescind parts of the series
during the late 1960s. A primary contributor to the decline of the series
has been attributed to the tons of documentation which was developed and
delivered to the Air Force for the C5-A aircraft [3]. The Air Force
documentation requirements of AFSCM 375-1 evolved almost unchanged into the
present tri-service military standard for specification practices, MIL-STD-
490 [4]. MIL-STD-490 along with the additional requirements of the Air
Force standard on configuration management practices, MIL-STD-483 (USAF)
[5], represents an almost complete translation of AFSCM 375-1. The system
engineering procedures of AFSCM 375-5 evolved into the present regulation
for Air Force program office engineering (AFR 800-3 [6]). Contractor
system engineering requirements were described in an initial version of the
present Air Force standard for engineering management, MIL-STD-499A (USAF)
£71-

3.3 Present Less-regulated Practices

As previously reported [8], it is becoming evident that the present
military management practices (regulations, standards, and specification
practices) and the technical resources are not adequate for the
increasingly complex military systems currently being developed. In recent
years the Department of Defense (DoD) and the Air Force introduced new
directives, regulations, and practices targeted at specific system
development problem areas. One of the most troublesome areas is software
within military systems, most often called embedded software. As a result
new regulations [9,10,11,12], guidebooks, and special research projects on
modern programming practices for software implementation have been
developed. The application of these new regulations and practices is

10
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beginning to show beneficial results. However, other areas have received
less attention. A principle area of deficiency has resulted from the
inadequacies of the system engineering guidance in the present Air Force
contractor and government standards and regulations, namely the previously
mentioned MIL-STD-499A and AFR 800-3. In the wake of rescinding the system
engineering requirements of AFSCM 375-5, significant practices for systems
requirements engineering were not translated or updated into present
practices. As a result many essential requirements engineering practices
have been de-emphasized. Under current Air Force practices, the contractor
may be required to propose a specific system engineering management plan
(SEMP) tailored to the specific project and in compliance with MIL-STD-
499A. The SEMP is then subject to the Air Force program office evaluation
process. On the other hand, Air Force program office engineering tasks are
even more sketchily defined in AFR 800-3. Evin a brief review of these two
documents reveals that the requirements engineering activities are not
commensurate with the complexity of the management and engineering
requirements of the systems being developed.

This trend toward less regulated Air Force systems engineering management
has been encouraged by defense contractors in a desire to allow for more
competitive and innovative approaches to systems development.  Numerous
contractors have responded by developing systems engineering procedures.
However, other defense contractors and military agencies have not developed
systems engineering or management practices which satisfy the real
technical and management needs of Air Force programs.

3.4 Research and Directions

In recent years systems requirements engineering has received renewed
attention within academic and military research and development (R&D)
environments and is now coming to the forefront of research and
applications for iuproved military systems development. Many defense
contractors have participated directly in military R& activities for
developing and applying automated tools to the requirements engineering
process. In recent years AFSC's Electronic Systems Division (ESD) has

acquired a computer-aided requirements engineering tool, CADSAT, and has
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encouraged the application of this computer aid in the reguirements
engineering activities in the early phases of Air Force systems development

life cyclel. Logicon systems analysts have employed CADSAT for several
years 1in defining and analyzing the system requirements for a large Air
Force surveillance system. As a result of this application, Logicon has
made extensions to CADSAT to satisfy requirements engineering management
and technical needs. These extensions have made CADSAT more suitable to
specific military systems acquisition activities. Concurrent with applying
and extending CADSAT, Logicon has developed an approach for CADSAT's use.

As with other research directed in recent years toward defining standards
for modern programming practices in Air Force systems development,
requirements engineering has been identified as a target for improved
standardizatiaon. Within this renewed interest and based upon the
surveillance system experience using CADSAT, Logicon began developing a
requirements engineering guidelines and standards in 1977 under contract to
the Rome Air Development Center (RADC), Griffiss AFB, New York. This
study, titled the Requirements Standard Study (RSS), is the subject of
the remainder of this report. The guidelines and standards are based upon
Logicon's requirements engineering experience and the use of CADSAT. The
primary results of the RSS are a Requirements Engineering Guidebook (Volume
[I1) and the identification of automated aids to support the application of

the guidebook during the Conceptual and Validation Phases. The guidebook
has been developed in response to the requirements engineering inadequacies

of the current Air Force system engineering procedures. However, the \
principles of the guidebook are applicable to other systems acquisition |
l

environments.

The Computer-Aided Design and Specification Analysis Tool (CADSAT) is an
Air-Force-owned requirements analysis tool developed by the University
of Michigan under ESD/TOI Contract F19628-76-C-0197. [13] [14]. The
extended version is a modificaticn developed by Logicon for applications
to military systems under ESD/OC'" Contract F19628-76-C-0218. CADSAT's

| User Requirements Language/User cquirements Analyzer is basically
equivalent to the Problem Statement Language and Problem Statement
Analyzer (PSL/PSA) developed at the University of Michigan. [15]
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SECTION 4  SUMMARY OF STUDY RESULTS

4.1 Requirements Engineering Standard

4.1.1 Requirements Engineering

4.1.1.1 Lacking Definition: Current Air Force standards and regulations

neither identify nor define requirements engineering separately from other
engineering disciplines. During this study, requirements engineering was
determined to be a distinct engineering discipline which needs to be
addressed separately from other forms of engineering. During the 1960s
requirements engineering was integral to the procedural aspects of the
system engineering process established under AFSCM 375-5. For instance,
the use of functional flow block diagrams and the ‘documentation of
associated requirements on special forms (requirement allocation sheets)
were two AFSCM 375-5 requirements engineering activities. Neither the
current military standard for engineering management (MIL-STD-499A) nor the
guidance for program office engineering (AFR 800-3) define requirements
engineering and, as described earlier, these two documents omit procedures
entirely. AFR 800-3 identifies eleven engineering or technical functions
under engineering management; these functions are performed by the program
office throughout the system acquisition life cycle: systems engineering,
design engineering, specialty engineering, test engineering, production
engineering, logistics engineering, civil engineering, human factors
engineering, configuration engineering, technical data control and
technical program planning and control. The definitions of the first two
functions, systems engineering and design engineering, indicate the degree
to which requirements engineering is not a prominent engineering activity
in current Air Force systems acquisition.

According to AFR 800-3, systems engineering covers a broad range of
scientific and engineering efforts with three principle elements:
functional analysis, synthesis, and trade studies or cost-effectiveness
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optimization. System engineering tasks are only identified as follows:
mission vrequirements analysis, functional analysis, requirements
specification preparation. Since procedural aspects are omitted, the
quality and performance of the requirements engineering activities are
dependent upon individual or agency programs or initiatives. The second
AFR 800-3 function, Design Engineering, is defined to be the activity of
using the technical information (requirements, goals, criteria,
constraints, etc.) developed through the system engineering process to
develop detailed design approaches, design solutions, and the test
procedures to prove the solutions. This second engineering management
function clearly highlights that requirements engineering is integrated
into the previously defined system engineering function. Requirements
engineering is vaguely defined to be part of the system engineering
process: the functional analysis-synthesis tasks. This type and form of
guidance is inappropriate for the requirements engineering activities which
must be accomplished during the early phases of the acquisiticn process.

4.1.1.2 Requirements Engineering Defined: A requirements engineering
definition must be stated and the procedural issues addressed. The
following definition has been prepared during the course of the RSS:

Requirements engineering - An iterative process of defining the
system requirements and analyzing the integrity of the requirements.
This process involves all areas of system development preceding the
actual design of the system. The products of the requirements
engineering process can be evaluated for completeness, consistency,
testability, and traceability. The essential goal of requirements
engineering is to thoroughly evaluate the needs which the system must
satisfy.

This definition distinguishes requirements engineering from other
engineering management tasks such as program planning, costing, trade-off
studies, and a host of other issues surrounding the early phase of systems

development. The definition distinguishes requirements engineering as
concentrating on the actual definition and analysis of the system
requirements.

e ————————————
T —— S e LS ————— v : ’




4.1.2 Requirements Engineering Goal

A system in the context of this presentation is an aggregate of equipment,
personnel resources, capabilities and techniques which collectively perform
an operational role. The composite system includes al’ related facilities,
items, materials, services, and personnel required for the system's self-
sufficient operational deployment. Requirements engineering concentrates
upon defining the system as a whole in operational mission terms including
associated performance requirements. In requirements engineering, the
analyst must avoid orientation towards specific solutions by concentrating
upon defining the system in terms of what must be accomplished. The lack
of specific approaches and techniques for military requirements engineering
allows even the best intentioned analyst to digress rapidly from the "need"
category to the "how-to" or solution oriented requirements definitions.
The results are "system requirements" which are semantically riddled with
solution overtones or specific design details. The requirements
engineering process must recognize this tendency and must allow for
effective feedback into the process. The analyst must be aware that system
documentation, such as functional (Type A, MIL-STD-490/483 (USAF) System/
Segment Specifications) and development (Type B, MIL-STD-490/483 (USAF)
specifications, is the media for communicating the system requirements to
the design engineers. The goal of requirements engineering is to identify
discrete requirements of the system and to organize these requirements in
effective ways for further analysis. The result of this process is a set of
"quality requirements."

4.1.3 Quality Requirements Characteristics

4.1.3.1 Introduction: A set of quality requirements consists of

discrete requirements, well organized to permit further analysis. Initial
documentation for identifying user system requirements may include early
planning documents and specifications for similar systems, for system
interfaces, and for existing or previously defined subsystems. In
addition, documentation derived from engineering studies and protyping or
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experimental test systems may be available. If the engineering activities
have advanced beyond the planning and study stage, specification documents

such as Type A or Type B specifications may have already been developed.

These early requirements documents usually have one prevailing
& characteristic: the requirements are spread over various source documents
and/or presented in various parts of the the documents, and the ‘
requirements overlap each other. This is partly because of the fragmented

nature of the early planning and study efforts which are formulative and
investigatory. Another facto has been the lack of guidance in requirements
engineering and the orientation of engineers to the specification
documents. The specification documents in many instances are products
written to meet acquisition needs and schedule rather than repositories of
quality requirements.

4.1.3.2 Discrete Requirements: Figure 2 illustrates the first

characteristic of quality requirements: discreteness. The key to
identifying discrete requirements is to break the source documentation into
individual parts which represent non-overlapping requirements.
Requirements should then be categorized as functions the system must
accomplish or as system constraints (performance, physical, operability,
test, design). At this point missing or incomplete requirements can be
more readily identified. This itemization and categorization of
requirements introduces clarity, whereas the source documentaticn may be
overstated, ambiguous, redundant, incomplete, and inconsistent. This

itemization also provides the basis for verifying the quality of the
requirements and the ability to test the requirements in the target system.

4.1.3.3 Organization of Requirements: The second characteristic of a

. good statement of requirements is the arrangement of the requirements in
effective ways of additional analysis and for communicating these
requirements to the using agency and to design engineers. The

identification of discrete requirements provides some awareness of

omissions and gaps in the requirements. This awareness is further
heightened by organizing the requirements in various ways which identify |
all the relationships among the discrete requirements (Figure 2).
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These relationships are logical organizational relationships, system flow
relationships, and requirements traceability relationships. The following
paragraphs discuss these relationships.

4.1.3.3.1 Logical Organizational Relationships - Logical organizational

relationships are shown by structuring the discrete functions and the
information requirements (external and internal input/ output) of the
system into hierarchical structures. The concept of a functional
| hierarchical structure (Figure 3) was introduced into military systems
' development through initial systems engineering practices dating back to

P a—

the 1940s. This concept has been maintained in military systems
development and documentation throughout the 1960s and is an integral part
of the current military standards for system documentation, i.e.,
MIL-STD-490 [4], MIL-STD-483 (USAF) [5], DoD 7935.1-S [16]. Current
techniques for system development, such as the Hierarchical Input-Output-
Process (HIPO [17]), visual table of contents and automated requirements
analysis tools (PSL/PSA, CADSAT), retain the principles of functional
hierarchical structures for communicating the functions to be accomplished

by the system and the relationships between the functions. This form of

organization provides a view of the system as an aggregate of functions
broken 1nto a logical arrangement of subordinate discrete activities which
must be performed. A sample portion from the Logicon-Extended CADSAT
Structure Report (Figure 4) demonstrates the functional break out of a
space systeml. This section of the report shows the hierarchical
breakdown of space-system-x into discrete functions. Each breakdown of the
functions is denoted by the indented format and the hierarchy level number.
3 For example, boost breaks down into four level 4 subfunctions. Over the
. course of requirements engineering, many missing or incomplete functions

can be directly identified from the functional hierarchical structure.

1

Figures 4, 8, and 9 are CADSAT-like reports based upon the space-
system-x example contained in AFSCM 375-5, attachment 2, pp. 128-130
[1]
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The discrete system inputs and outputs (external [/0), and the internal
information requirements necessary for the system's operation can be
logically structured in the same manner as the functional hierarchy (Figure
i 5). The emphasis again is the arrangment of the information requirements
into structures by breaking the information into logical subordinate parts
or simply into groupings. A well-organized structure is effective in
communicating the 1/0 requirements and for identifying incomplete or
missing [/0.

4.1.3.3.2 System Flow Relationships - System flow relationships can be

shown by organizing the discrete requirements in terms of control flow
(Figure 6) and information flow (Figure 7). As the functions of the system
are defined, the control relationships between them are identified. These
control relationships describe the logical order in which the system
activities should be accomplished to satisfy the system mission and
operational requirements. Figure 8 is a control-flow report for a portion
of the space-system-x. In this report (CADSAT Process Chain) the flow of
control is from left to right. Any number of CADSAT process chain reports
can be generated to provide the analyst with a comprehensive understanding
{ of the system control flow.

Control-flow analysis provides a means of viewing the system from an
activity-oriented perspective and is often referred to as functional-flow
| analysis. As a result of this analysis, the requirements are viewed in a
well-organized manner and missing or incomplete functions and relationships

between the functions are identified. Final control-flow documentation
becomes another effective means for communicating system requirements to
design engineers.

On the other hand, information flow analysis builds upon the [/0
hierarchical structure by providing a means of viewing the system from an
information systems perspective. During this analysis the flow
relationships between external system inputs and resulting outputs are
identified (Figure 7). Quite often the most effective means of performing
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information-flow analysis is to trace an output back to system inputs,
either external data, messages, or stimuli. As a result of this analysis,
the various relationships between the associated functions and the internal
information necessary to support the derivation of the output are
identified. Control-flow and information-flow analysis will identify
necessary changes and additions to previously defined functions and
constraints as well as to the hierarchy structures and other previously
defined relationships. Missing or incomplete requirements can be
determined and the deficiencies corrected.

Requirements engineering for systems which are primarily activity oriented,
such as command and control systems, will be concentrated on control-flow
analysis as opposed to information-flow analysis. Other systems such as
communications or management information systems, may be primarily
information-processing-oriented. In these systems the requirements
engineering activities will concentrate on information-flow analysis rather
than control-flow analysis.

4.343.3.83 Traceability Relationships - Identification of system

traceability relationships is another effective means of identifying
incomplete or missing requirements. During the rcyuirements engineering
activities, source documents are referenced for each requirement
identified. Requirements traceability analysis provides the analyst with a
means of verifying the requirements by linking each requirement to all
source documentation. Requirements Traceability Reports show the
traceability between requirements contained in separate requirements data
bases. Figure 9 traces the requirements from a higher level specification
of the space-system-x to the allocated requirements contained in the next
level of specification.

This form of analysis is pertinent to validating the require .ents.

Relationships can also be defined to other pertinent studies, analyses, and

plans which are being accomplished concurrently with the requirements

engineering activities, such as program management directives and plans,

system sizing and timing studies, prototyping, simulations, test planning,

and the like. System test requirements (quality assurance), as well as
26
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subsequent test plans, procedures, and reports, can be effectively related
to the system functional requirements. The links to associated system
plans, analyses, and studies accomplished prior to, during, and subsequent
to the start of formal requirements engineering are crucial to the overall
systems engineering concept. The traceability relationships also provide a
bridge between requirements engineering activities and subsequent design
and implementation of the system, since the requirements can be traced from
functional specifications (Type A), development specifications (Type B), to
product specifications (Type C), trace relationships can continue into
system test activities during the later phases of the system acquisition.

Throughout the requirements engineering activities, the analyst must be
able to evaluate the impact of changes to the requirements. Whatever the
reason (policy, economics, study or analysis results, engineering change
proposals, etc.), the analyst must be in a position to determine the
ramifications of changes to the system requirements. Once the area of
impact is identified in the requirements engineering products (functional
and 1/0 hierarchies, control and information-flows, etc.), the traceability
relationships provide the capability to readily identify associated impacts
to the system and to trace the impacts to all other associated
documentation such as the program directives, plans, studies and analyses,
test plans, associated system specifications (Type A and Type B, etc.) and
the like. The impact can be readily analyzed and the appropriate actions
taken.

4.1.3.3.4 Summary

Discrete and well-organized requirements support the primary goal of
defining the operational mission needs of the using activity while giving
the analyst visibility and control over the system definition process.
Discrete and well-organized requirements are prerequisites for the creation
of good Type A and B specifications.
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4.1.4 System Requirement Types

4.1.4.1 Introduction: Understanding the various system requirements
types and their use contributes significantly to the identification of
discrete requirements and, therefore, quality requirements definitions.
System requirements fall into two sets: the functional requirements and
the constraint requirements (Table 1). The remainder of this paragraph
describes each of these requirement sets, identifies their components, and
discusses the relationships between them. The Requirements Engineering
Guidebook (Volume 111) contains a more extensive description of the system
requirement types.

4.1.4.2 Functional Requirements Set: The functional requirements set is

the backbone of the system requirements engineering process. [t is within
this set of requirements that the pure desigi-free or solution independent
needs are declared. Simply stated, the functional requirements represent
the total discrete system activities required to achieve a specific
objective. A functional requirement identifies what must be accomplished
without identifying any aspect concerning the means such as hardware,
computer programs, personnel, facilities, or procedural data. The
functional requirements represent a problem statement devoid of any
overtone or specifics regarding real or conceptual solutions which satisfy
any or part of the needed functions. Some examples of discrete top-level
functions for an electronic system might be surveillance, tracking,
identification, interceptor control, and communications.

4.1.4.3 Constraint Requirements Set: The second set of requirements is

the constraint set, which consists of five requirement types: performance,
physical, operability, test, and design (Table 1). The constraint set
modifies the functional requirements set. Without the constraint set a
solution for satisfying the system functional requirements could not be
achieved. However, excessive or unrealistic constraints can eliminate all
solutions or increase the technical risks and cost of the solution.
Therefore, the identification of the constraint requirement set must be
achieved with care. Whenever specific constraints are identified, there
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Table 1.

System Requirement Types

SYSTEM
REQUIREMENTS

FUNCTIONAL
REQUIREMENTS

(functions)

as a whole.

The set of discrete functions which
identify the pure design free or
solution independent needs of the system
The functional requirements
ident ify what must be accomplished while
avoiding solution statements or overtones.

CONSTRAINT
REQUIREMENTS

(Constraints)

PERFORMANCE

PHYSICAL

OPERABILITY

TEST

DESIGN

How well the system
functions must be
accomplished,such as
timeliness and accuracy.
Also called performance
characteristics,
MIL-STD-490.

Influences the design
solution in a physical
manner: power, size,
weight, environment,
human factors, existing
system interfaces, GFP,
etc. Also called
Physical Characteris-
tics, MIL-STD-490.

Reliability, maintain-
ability, availability,
dependability.

[dentify the functional,
performance, physical,
operability, and
design requirements
which will be evaluated
during system integra-
tion and test.

The minimum or essen-
tial design and
construction require-
ments which are a
constraint on the
functional require-
ments of the system
during the design and
construction of the
system end-items
(CIs/ CPCIs). Also
called Design and
Construction, MIL-STD-
490.
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must be sufficient justification, such as an engineering analysis, which
clearly shows that the constraint is reasonable, necessary, and
practicable, and represents an actual requirement and not Just a desirable
feature. The five constraint requirement types are discussed in the
following paragraphs.

4.1.4.3.1 Performance Requirements - Performance requirements identify
“how well" the functions of the system must be accomplished. These
requirements are the essential quantifiable statistical parameters upon
which the successful accomplishment of system functions can be evaluated,
such as timeliness and accuracy.

4.1.4.3.2 Physical Requirements -  Physical requirements constrain or
significantly influence the design solution in a physical manner. The
physical constraints include power, physical features (size and weight),
environmental considerations (controlled or natural), human performance
capabilities and limitations (human factors), predetermined internal and
external system interfacing, use of existing equipment (off-the-shelf) and
Government Furnished Property (GFP), and use of standard parts.

4.1.4.3.3 Operability Requirements - Operability requirements include
system availability, and dependability. Availability incorporates the
aspects of reliability and maintainability; dependability incorporates
the aspects of survivability and vulnerability (S/V), and external
electromagnetic interference. Each of these operabilify categories is
influenced by design related issues, policy related impact, or
non-controllable factors.

4.1.4.3.4 Test Requirements - Test requirements impact the design process
and the resuTting system configuratic.. The test requirements are
identified separately from other requirement types to emphasize the
importance of the testability of the system requirements.
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4.1.4.3.5 Design Requirements - Design requirements represent the minimum
or essential design and construction requirements which are not addressed
by the previously described constraint requirement types. During the

initial phases of systems requirements engineering, certain design and
construction standards may be specified directly or by reference to oticr
specifications or standards. As the system development continues,
engineering analysis and trade study results (as well as other engineering
activities such as prototyping and simulations) may indicate the need for
additional design constraints which are practicable and necessary for the
system's operation and maintenance (0&M).

4.1.5 Requirements Engineering Procedure

Requirements engineering 1is an iterative process of defining the system
requirements and analyzing the integrity of the requirements for
completeness, consistency, testability, and traceability. As the process
continues the system requirements are defined and analyzed in progressively
expanding manner. The definition and analysis activities will move from
one area of concentration to another as the results of previous activities
reveal areas needing additional work. No singular approach can be rigidly
defined and applied which can take into account the many possibilities
which must be considered. However, guidelines for requirements engineering
and associated tasks can be defined and then tailored for specific
requirements engineering applications. The following is a synopsis of the
requirements engineering procedures contained in Volume III, Requirements
Engineering Guidebook. The (cr-ral framework for requirements engineering
is illustrated in Figure 10. Each block represents a unique requirements
engineering activity which must be accomplished in defining and analyzing
system requirements. There is a continual interaction between the
activities of each block, and although each block appears as a single
activity, it is in fact part of a continuum. Selection of an actual
approach for a given application is one of the tasks (BLOCK 2).
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The activities identified in Figure 10 may be organized into five general
steps. In Step 1 (BLOCKS 1-2) pertinent source documentation is identified
and reviewed, the analysis team develops a requirements engineering plan
which identifies the resources required and the specific approach to be
taken in performing the remaining requirements engineering tasks (BLOCKS
3-14). Step 2 involves identifying and organizing the activity structure
(BLOCKS 3-5) and information structure(s) of the system (BLOCKS 6-8). The
requirements engineering tasks associated with BLOCKS 3-5 are concentrated
on analyzing the system source documentation in terms of activities
performed by the system. If the system is primarily activity oriented,
such as a command and control system, the analysis activities may be
concentrated on the tasks identified in BLOCKS 3-5. If on the other hand,
the system is primarily information oriented, as in the case of a
communications system or an automated data processing system (ADP)
application such as a management information system, the analysis
activities may be concentrated on the tasks associated with BLOCKS 6-8.

Generally the analysis team performs the activities associated with BLOCKS
3-5 and BLOCKS 6-8 concurrently. During Step 3 the flow of control between
system functions (BLOCK 9) and the flow of information into, within, and
out of the system (BLOCK 10 ) can be defined and analyzed. Step 4 involves

analyzing the system requirements for testability (BLOCK 11) and preparing

required specification documents (BLOCK 12). Step 5 consists of two

activities which are continuously performed in conjunction with the

activities of BLOCKS 3-12. Source documentation references are maintained

for each requirement identified and traceability analysis is performed

(BLOCK 13). Various consistency and completeness checks (BLOCK 14) are
also accomplished.

The following paragraphs are a condensed presentation of the tasks
corresponding to the 14 blocks diagrammed in Figure 10. Volume III
contains a more detailed description of the activities to be performed,
including a description of Conceptual and Validation Phase issues.
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4.1.5.1 Identify and Review Source Documentation (BLOCK 1): During this
task the requirements analysis team individually reviews the source

documentation in order to become familiar with the overall system
requirements. The review of the source documentation and the assessment of
requirement types are prerequisites for developing the requirements
engineering plan (BLOCK 2).

4.1.5.2 Produce Requirements Engineering Plan (BLOCK 2): After review
of the source documentation the analysis team determines the specific

approach to accomplishing BLOCKS 3-14. This approach takes into account
all available resources including personnel, schedule, and financial
considerations. The planning includes the methodology to be applied
(tools, techniques, conventions, etc.) specific tasks to be accomplished,
personnel assignments, resource descriptions, schedules and milestones,
preliminary and final documentation to be produced (BLOCK 12), progress
reviews and quality assurance procedures. If automated tools are selected
to assist in the requirements definition and analysis of the source
documentation, features of tools to be employed are determined. The
results are described in a requirements engineering plan.

4.1.5.3 Identify System Functions (BLOCK 3): During this task the
source documentation is analyzed and the system functions, necessary to

control or produce the desired outputs from the available inputs, are
identified. A function is a discrete activity within a system. The
collection of discrete functions, defines the total activities which must
be accomplished by the system to achieve a given objective. The functions
identified range from high level (first possible functional breakout of the
system) to detailed lower level functions which represent finite, distinct
actions to be performed by system equipment, computer programs, personnel,
facilities, procedural data, or combinations thereof. Each function is
given a unique name conforming to the function name in the source
documentation or its characteristics. The requirements definition and
analysis activities associated with this task are oriented toward
identifying the actual user functional requirements which are necessary to
achieve the mission objective. As each function is identified and named,

35




the primary and secondary references to the source documentation are l
maintained (BLOCK 13). Each function is supplemented by a description of i
the function and its purpose, a statement of the conditions under which the

function is activated, and a description of the system external and ’
internal inputs/outputs that the function will receive, use, or generate.
The latter descriptions serve as a basis upon which the requirements !
engineering activities of BLOCKS 7, 9, and 10 will proceed.

4.1.5.4 Organize Functions into a Hierarchical Structure (BLOCK 4) - k
In conjunction with identifying the system functions as described in BLOCK
3, the functions are arranged into lcgical hierarchical structure diagrams |
(Figure 3). This form of organization is suited for structuring system |
functional requirements in a logical arrangement for communicating system
functions and the relationships between the functions to design engineers.
This form of organization provides a view of the system as an aggregate of
functions broken out into a logical arrangement of subordinate discrete
activities which must be performed. This logical form of organization is
distinguished from the control-flow (BLOCK 9) and information-flow (BLOCK
10) forms of organizing system functions. The functions of the system are

ML T e

~

it . [ﬂ nl

i
grouped into higher levels of organiztion representing the first possible E
breakout of the system. Upper-level functions are refined by the f
identification of subordinate levels. %
Each level of the hierarchy is limited to six functions or less. The !
desire to limit the number of functicns at each level is similar to the ‘
need to limit the number of lines of code in a computer program. In the .
latter case the problem is not that the computer can not handle large |
programs, but that the understandability of the program is enhanced in the 1
human sense. The same is true for the hierarchical breakout of the system 1
functions. Experience and study has shown that a limit of six is helpful f
[18]. The object of the functional hierarchical presentation is to provide "
a greater human understanding of system functions. }

In a functional hierarchy the sum of the activities of the functions on a ;
given level is equal to the activity at the next higher level in the i
hierarchy. This principle means the total system activities are defined '
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by the functions at the lowest level in the hierarchy.

4,1.5.5 Identify System Constraints (BLOCK 5): In conjunction with the
identification of system functions and organizing functions into a
hierarchical structure, the analysis team will identify all system
constraints. The constraint requirements are limited to system
performance, physical, operability, design. Test Requirement constraints
are addressed under BLOCK 11. Constraint requirements are derived from
available source documentation or from the results of trade-off studies,
feasibility studies or advanced development studies. Constraints which are
not clearly justified from available documentation are eliminated from
consideration until documented justification is available. All constraint

requirements are stated in specific quantifiable parameters, either as a
single value or range of values, including the unit of measure, limits,
accuracy or precision, and frequency.

4.1.5.6 Identify System Using Activities (BLOCK 6): Using activities
(organizations, operational units, or operator positions) which interact
with the system are identified. The identification of using activities
provides the basis of information-flow analysis (BLOCK 10). The
identification includes the names of using organizations identified in the
source documentation or through other determinations such as human
engineering studies. Lower level position names, such as specific operator
positions are identified and described to the level of detail required for
the associated functions.

Using activities are a form of design constraint but are separately
identified to support other requirements engineering activities such as
information-flow analysis. Whenever using activities are identified, there
must be sufficient justification, such as engineering analysis, which
clearly shows that the using activity is necessary and represents an
absolute requirement and not just a desirable feature.

4,1.5.7 Identify External System Inputs-Outputs (BLOCK 7): In

conjunction with identifying the using activities, the analysis team

will identify the output (responses) required from the system. Output
37

udl

.

R —————E
e T e 4

7 et N




information consists of system messages and reports necessary for the i

operation, maintenance, control of the system, and support of the mission 'f
objectives. Subsequent to each output being defined, the associated system ‘
inputs (stimuli) are identified. The input information may be used
directly from the external source or used by the system (see BLOCK 10) to
derive all or part of an output. Inputs and outputs are asscciated with
their respective sources or destinations. These sources and destinations

may be the using activities or external systems. Additional informational
requirements, such as internal information necessary for the system's
operation, are identified during BLOCK 10.

4.1.5.8 Structure System Inputs-Outputs (BLOCK 8):  Concurrent with
BLOCK 6 and 7 activities, the system inputs and outputs (I/0) are arranged

into hiearchical structure diagrams (Figure 5). The emphasis on the I/0
hierarchical structures is to organize the 1/0 and their subordinate parts
into logical organizations or simply into groupings of information.
Structuring the 1/0 is an effective means of identifying incomplete or
missing I/0 requirements and for communicating the input and output
requirements to design engineers. Parts of 1/0 identified during BLOCK 7
are associated with other /0 and organized into hierarchical structures.
Changes and additions to the [/0 hierarchical structures may be required as
: information-flow analysis (BLOCK 10) is accomplished. The upper parts of
k the individual I/0 hierarchical structures are equivalent to the aggregate

of the subordinate parts in the hierarchy.

4.1.5.9 Perform Control-Flow Analysis (BLOCK 9): After the functions of \
the system are identified (BLOCK 3), the control flow between the functions

; is described in control-flow diagrams. Control-flow analysis provides a

b means of viewing the system from an activity-oriented perspective and is |
often referred to as functional-flow analysis. The control flow diagram |
(Figure 6) describes the sequential flow between the system functions. l
The control flow diagrams indicate only the relationship between system
functions and does not imply any lapse in time or intermediate activity.
Conditions which determine the flow directions are described using the

following control-flow relationships as illustrated in Figure 6.

38




prae——

T Y P
Ao

e el i coce S T v

SERIES This is a sequential relationship between two or more
activities. This relationship is assumed unless an AND, OR,
or UTILIZE relationship is indicated in the flow path.

AND Activities preceding the AND must be accomplished before the
flow may continue.

OR Any one of the alternate paths may lead to the next activity.
The conditions upon which the alternate paths are selected
are associated with the OR.

UTILIZES This relationship indicates that a function on a path is
dependent upon the use of one or more other functions in
order to accomplish its activities. A single function or
sequence of functions may be defined once and utilized as
frequently as necessary in the control flow without having
to be redefined (replicated) for each use.

4.1.5.10 Perform Information-Flow Analysis (BLOCK 10): This activity
builds upon the I/0 hierarchical structure (BLOCK 8) by providing a means

of analyzing the system as an information processing system (Figure 7).
During this analysis, the flow relationships between external system inputs
and resulting outputs are identified in information-flow diagrams. These
diagrams provide the basis for determining that each I/0 is used, derived,
or updated. An effective method of information-flow analysis is to trace
an output back to the system input: external data, messages, or stimuli.
This method permits the relationships between associated functions and the
internal information necessary to support the derivation of the output to
be identified. The flow associations between system information are
described using the following information-flow relationships as illustrated
in Figure 7:

USES This relationship indicates that a function on the path uses
external information (external input) or internal system
information (internal input) in order to accomplish its
activities.




DERIVES  This relationship indicates that a function on the path
derives either external information (external output) or
internal system information (internal output) as part of
its activities. :

UPDATES  This relationship indicates that a function on the path
updates internal system information as part of its
activities.

The informational flow indicates the relationship between system
functions and system information {(external and internal system 1/0) and
does not imply any lapse in time or intermediate [/0 being used, derived,
or updated. These relationships are identified for each level in the
information hierarchy. As the information analysis continues, the
relationships are allocated to lower levels in the information hierarchy as
the 1/0 is identified (BLOCK 7) and structured (BLOCK 8).

For the purpose of information-flow analysis, the using activities
identified during BLOCK 6 are integral to the definition of the system as
an aggregate of hardware, computer programs, personnel, facilities, and
procedural data. The relationships between the using activities are
described using the following information-flow relationships as illustrated
in Figure 7:

PROVIDES This relationship indicates that a using activity is the
source of the external input.

RECEIVES This relationship indicates that a using activity is the
recipient of the external output.

4.1.5.11 Perform Test Analysis (BLOCK 11): Test requirements identify

the system requirements which will be evaluated during system integration
and test. The principle objective of test analysis is to identify which
areas in the system definition shall undergo formal test and verification.
This is achieved by identifying test points on the control-flow and
information-flow paths (Figures 6 and 7). As the control flows and
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information flows evolve, the analysis team determines test points on the
flow paths. These test points are added to the flow paths at the selected
test data sampling locations. The selection of test points is accomplished
concurrent with the test planning activities. As test cases are determined
by analysis of the control and information flows, the test points are
described and associated with test plans and procedures.

The association between system test plans, analyses, and studies documented
prior to, during, and subsequent to the start of formal requirements
engineering is crucial to the overall requirements engineering concept.
Documented test objectives preceding formal requirements engineering are
analyzed. As a result, test points in the control and information flows
are selected which provide data for various test cases which support
testing abjectives.

4.1.5.12 Prepare Specification Documentation (BLOCK 12): The preparation
of specification documents is accomplished in accordance with MIL-STD-490
as supplemented by MIL-STD-483 (USAF). Specifications serve to document
the system requirements throughout the system acquisition life cycle. 1In

Air Force acquisitions these documents are an integral part of the
management concept: configuration management, data management, system
integration and testing, and contracting. The system requirements
definition and analysis activities (BLOCKS 3-11) provide the basis upon
which the preparation of specification documents proceeds. The products of
BLOCKS 3-11 (functional hierarchical structures, I1/0 hierarchical
structures, control flows, and information-flows, etc.) are incorporated
directly into the specification documents in accordance with the prescribed
format of MIL-STD-490/483. A1l requirements in the specification documents
are traceable to the products of the requirem<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>