AD=AO78 88%  CALIFORNIA UNIV BERKELEY OPERATIONS REBTARCH CENTER /e 13,2
OPTIMAL STATE DETECTION POLICIES FOR COMERENT SYSTENS, (U)
BEN=DOV NOOOIN=TBuC=0781




TR e S ot e W oy e

AA 078824

OPTIMAL STATE DETECTION POLICIES FOR COHERENT SYSTEMS

- - — e —emee - e -Apgpes

by

LEVE”

N D C

C(OPN0 ArF
JAN \3 1980

HLL;LI U [G

) ~A

OPERATIONS [
RESEARCH B S™
~ CENTER

80- 3 1 176

UNIVERSITY OF CALIFORNIA . BERKELEY




OPTIMAL STATE DETECTION POLICIES

FOR COHERENT SYSTEMS

by

Yosi Ben-Dov
Operations Research Center
University of California, Berkeley

AeoessTonTo—
NTIS 5:7:-
Do TAZ

Unions

LIsunc.qd

i 1L
iDist ]’
|

|

NOVEMBER 1977 ORC 77-30

RIS FA5C
L€ oial

This research has been partially supported by the Air Force Office
of Scientific Research (AFSC), USAF, under Grant AFOSR-77-3179 and
the Office of Naval Research under Contract N00014-75-C-0781 with
the University of California. Reproduction in whole or in part is
permitted for any purpose of the United States Government.

I i1 e B R s T i

© v —— q—-—ﬁ



Unclassified
SECURITY CLASSIFICATION OF THIS PAGE (When Date Entered)
REPORT DOCUMENTATION PAGE BEng‘;Dc‘gg;fgggg":om

T —NEPORY NUMBER / 2. GOVT ACCESSION NO. 3. RECIPIENT'S CATALOG NUMBER
& eRc-77- 39 /

A :n'rw —— /f; s. ﬁﬁ—ﬂﬂﬁﬂ-ﬂm COVERED
/| SPTIMAL STATE DETECTION ;ouc IES FOR j) Research Repext,,

7 ‘ EOHERENT .iYSTEMS y St 6. PERFORMING ORG. REPORT NUMBER

{

e J 7. AUTHOR(s) 0~ —
N : ] VA o :"1"/'_/7
| }) Yosi /Ben-pov / ;/.5//AFOSR “77-3179 AL
\,‘ 4 ‘ ; e i
WV l i

9. PERFORMING ORGANIZATION NAME AND ADDRESS 10. ::giROAI':o!RLKEMEPTT.NPUEMO;EERC;. TASK
Operations Research Center
University of California ' / %igf/g5j
Berkeley, California 94720 ///// (/é P

1. CONTROLLING QFFICE NAME AND ADDRESS 2. REPORT DATE
United States Air Force / Novlll-ll¥977/

Air Force Office of Scientific Research ” PAGES
Bolling AFB, D.C. 20332 102
14, MONITORING AGENCY NAME & ADORESS(if different from Controlling Office) 15. SECURITY CLASS. (of this report)
zg)”;p.g/ Unclassified
2
L ‘! [T8a DECLASSIFICATION/GOWNGRADING
= SCHEDULE
16. DISTRIBUTION STATEMENT (of this Report)
Approved for public release; distribution unlimited.

17. DISTRIBUTION STATEMENT (of the abatract entered in Block 20, if ditferent from Report)

18. SUPPLEMENTARY NOTES
Also supported by the Office of Naval Research under Contract

N00O014-75-C-0781.

19. KEY WORDS (Continue on reverae side if necessary and identily by block number) ;
Coherent Systems i
Detection Policies
Importance of Components

20. ABSTRACT (Continue on reverse alde i necessary and identity by block number)

(SEE ABSTRACT)
DD L% M3 e e " Unclassifiea ¥ /0 /-
-LF-014-6401 T
SECURITY CLASSIFICATION OF THIS PAGE (When Data Entered)
Al

-‘-—.—.-*-'H




Mgt

ra

e
\

AP

&

"'\:ﬁ,"w

mR
gk

=y

DEDICATION

To my parents who guided me down the long path, and to

my wife who gave me the final push.

w—.“».,.‘s'..'
B e e

I R A

- — -~ G g




- w— —— —

ACKNOWLEDGEMENT

I would like to express my sincere appreciation to
Professor Richard E. Barlow for his advice, supervision
and constant inspiration throughout the progress of this
thesis. Thanks are due also to Professor Stuart Dreyfus
for some helpful comments, and to Professor Austin C.
Hoggatt for his critical review of this report. A
special vote of thanks to my friends: Alex, Howard, Jan,
Jeremy, Ravi, Sancho and Terry who have each added a bit
here and there.

Finally, to Gloria Partee for helping me to bring this

work into its final form, and to all the other kind

people in the Operations Research Center: Fumi, Noreen

and Shirley. <




ABSTRACT

The problem of minimizing the expected cost of identify-
ing the state of a coherent system (as *functioning* or

/(“failed*7 is considered. The system is composed of com-

ponents, and only individual components can be tested.
Efficient algorithms are presented for some special cases
of coherent systems: series, parallel, parallel-series,
series-parallel and k-out-of-n systems. The concept of
the Importance of Components is used to develop a branch
and bound algorithm which determines the optimal testing
procedure for any general coherent system. However this
algorithm is not always efficient in solving this problem.
Some other closely related problems are discussed, such
as how to identify the state of a system which is repre-
sented as a fault tree, or how to identify the failed
components when the system is known to be failed.
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0. PREFACE

We are interested in the problem of minimizing the
expected cost (or time) of testing a coheresnt system.
Our system is composed ©f n  components that either work
or f£2il, and its structure function is monotonically
increasing in each argument. By "testing"” a system we
mean determining its state which can be either "functioning"
or "failad." We do the actual testing by checking the
components of the system in an optimal sequence. Components
can ke individually tested and tests give perfect informa-
tion. Associated with each component is a cost (or time)
for tasting it (ci , 1 =12, ..., n) and an a priori
nrcbability that it is functioning (pi , 1 =1,2, ..., n) .
{The a priori probability that a component is failed is

given v g, = 1 - p,;

i i=231,2, ..., n). Components are

P

assuned to function or fail independently of each other.

(wnich can be represented as a search tree).

Orn2 way of dealing with this prcblem, is by using the
techniques of dynamic programming. Let C be the optimal
cost cf testing a system with n components. C(i) , C(i')
be the optimal costs of testing a system with (n - 1)
componeitts, given that the ith component is working or

failed respectively. Tren, the dynamic equation for the

optimal testing cost is given byv:

C =min {c; + p,C(1) + (1 - PCENY

1

e e el e @b

In2 problem is, therefore, to find the optirmal testing policy

P
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—
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It is possible to use this formula recursively,
and get the minimum cost of testing any coherent system
with n components. The problem is that in order to do so,
we have to specify all the different structures of coherent
systems for any order. This is an impossible task, since
even fo; small order of n (the number of components in
the system) the number of different coherent systems is
very large. For example, for n = 4 there exist 20 distinct
structures of coherent systems, and for n = 5 there are
180 structures. For higher orders of n , we do not even
know the exact number of different coherent structures, so
it is practically impossible to use the dynamic programming
formulation to solve this problem.

R. Butterworth [10] solved this problem for the special
cases of series and parallel systems, and gave a sufficient
condition for the optimality of his procedure for k-out-of-n
systems (such a system works if and only if at least Xk of
its n components work). J. Halpern [12] presented an opti-
mal sequential procedure for k-out-of-n systems with equal
testing costs for all components, and discussed some other
cases [13]. H. Lambert [14], [15] dealt with the problem of
minimizing the expected time of testing a failed system. He
suggested a criteria for solving the problem for general
systems, and showed how to use it specifically for the cases
of series and parallel systems. He also conjectured that
this criterion gives a good approximation to the optimal

procedure for reliable systems.
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In the remainder of the preface we give examples to
demonstrate possible applications of the different procedures
that will be found. These examples will also be used to
motivate the solutions, which will be presented in the
following chapters of this dissertation.

In Chapter 1 we give an introduction to Reliability
Theory, and specifically to the theory of coherent systems.
Chapter 2 deals with some special testing procedures that
can be applied to special structures of coherent systems.

In particular, we present optimal procedures for parallel-
series and series-parallel svystems, and also for the general
case of k-out-of-n systems. A Branch-and-Bound algorithm

is presented in Chapter 3, which solves the problem of
minimizing the expected cost (time) of testing any general
coherent system. The algorithm is based on a paper by
Little et al. [18}, which gave a branch and bound algorithm
for the Travelling Salesman problem. In Chapter 4, other,
as yet unsolved, problems are discussed. We consider

the problem of minimizing the expected cost of finding

the failed components, given that the system has failed,

an application to Fault Tree Analysis, and how to get

better procedures than the given branch and bound algorithm,
for general coherent systems. Further research is needed

in those areas, as well as in some other modifications of our

problem that we think can be solved in the near future.

e a4
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Example 1: Comnunication Network

Consider a hypothetical communication system that may
exist between the White House in Washingtcn and the Kremlin
in Moscow. There are three ways in which the President of
the United States can reach the Chairman of the Communis£
Farty in Russia: either by a direct telephone cable line
(line #1), or by a direct telephone satellite line
(line #2), or by a telephone cable which goes through the
French Capital in Paris (lines #3 and #4). If ncone of
these three ways are available, there exist some non-~
conventional wavs of getting a message to the Russians,

which we do not consider. The probability of each of the

[ai]

our ccrmunication lines to be in an operating ccndition

or

P

en recuired is given, together with the time it takes

2
v

~0 tes:t the condition of each one of the lines as follows:

Line Numbker: 1 2 3 4
Time for Testing: 30 15 12 10
Prebability of Functioning: .5 .25 .6 .S

Wzt shoull be the optimal testing procedure, that will
minimize the expected time of determining whether the

zonvenz=ional gystem can t

[A]

ansZer a call or not.

s

A




PR~ R

a6

St

o n wE P S o

R ZOEE. LT

e

decided tov raise the admission requirements, it decided to
take the following steps in order to reach a decision for
students that have already passed the general requirements

of the College of Engineering:

Step 1:

Set an interview with three of the professors in the

department. Accept any applicant who satisfies the require-

ments of the 3 professors. Otherwise proceed to Step 2.

Step 2:

Ask for the G.P.A. of the applicant from the science
courses during the last two years of his undergraduate
studies. Reject any student whose G.P.A. is less than or
equal to 3.0. Otherwise, if the G.P.A. is higher than 3.0

proceed to Step 3.

Step 3:

Ask for the G.R.E. scores of the student. Accept any
student whose score is higher than or equal to the 80 per-

centile of the test. Otherwise proceed to Step 4.

Step 4:

Ask for the G.M.A.T. scores of the student. Accept
any student whose score is higher than the 90 percentile
of the test, and reject all the other students.

The different times that are required to perform each

of the above steps are given, and also the probability

A S Lo 4 Sescasas s A o

A Sy

- vy - —
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of success in any of the tests - as computed from past

erxperience and given as follows:

Test Number: 1 2 3 4
Time of Completion: 30 is 12 10

Probability of Success: .5 .25 .6 .5

The chairman of the committee would like to know
the optimal testing procedure which will minimize the
expected time until the committee reaches its decision

to accept or reject an applicant.

Examole 3:

A power generating system is composeé of two identical
subsystams which are connected in series. Each of the
subsystems has five generators, and the subsystems are
considered to be working if at least three out of the five
generators work. When the system is failed, the state of
any of the suksystems is unknown. Given the differsnt
costs cf testing each one of the generators and thes prob-

ability of each one to be functioning as:

Generator Number: 1 2 3 4 5
Cost 0of Testing: 2 2.5 2 4 3

Probabirlity of Functioning: .95 .9 .7 .82 .8

Wnat is the optimal testing ordser which minimizes

the erxpected cost of testing each one of the subsystems?

- wﬁu—i

- vy - ~aag—
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1. TINTRODUCTION TO COHERENT SYSTEM THEORY

1.0 Introduction

In this chapter we present the basic definitions and
results of coherent system theory. Most of this work was
édone in the early 60's by R. E. Barlow, Z. W. Birnbaum,

J. D. Esary, F. Pro,chan and S. C. Saunders at the Univer-
sity of Washington and the Boeing Scientific Research
Laboratories [1), [6]), [7], [11].

The structural properties of coherent systems are
presented, as well as some properties of the reliability
function. We emphasis the representation of coherent
svstems in their parallel-series and series-parallel forms,
and the different definitions for the importance of the

components in the system.

1.1 The sStructure of Coherent Systems

It will be assumed, throughout this work, that any
component or any system can only be in one of two possikle
states: functioning or failed. Given a set of components:
¢ = (1,2, ..., n} we define a binary indicator variable

of component i to be:

‘l if component i is functioning
<
!O if component i 1is failed;

X = (xl, ceny xn) will be called the "state vector."

oI WA o S et

—— i



1.1.1 Definitions

A system is a set of components together with a
structure function ¢(x) (i.e., it can be described as
the pair (C,¢)), which is determined completely by the

states of its components such that:

1l if the system is functioning
$(x) =

0 4if the system is failed.
(C,$) 1is defined to be a coherent syetem if it satisfies:

(i) x <

1=
o
1%
A
o
<

(1i) ¢(0) = 0 ; ¢(1) =1

where: 0 = (0,0, ..., 0) ; 1= (1,1, ..., 1) aréd X< ¥

when X, <y, for i=1, ..., n. BAlso: (1, %)

(xl, .eoy xk-l'lk'xk+l' ey xn) .

1.1.2 Examples

(i) A series system. This system works if and only

if all of its compcnents work. t is described

n
by: ¢(x) = izl X, = min (xl, vees xn) . Its

graphical description:
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(ii)

(iii)

A parallel system. This system fails if
and only if all its components fail. This

structure is described by: ¢(x) =

n
1l - izl (1 - xi) = max (xl, .oy xn) .

Its graphical description:

k-out-of-n system. This system works if
at least k out of its n components
work (anéd thus fails if at least n-k+l
out of its n components fail). 1Its

structure function:

i=1 %
o(x) =
n
0 if ] x, <k .
i=} %
B 0y DR

- e— *w

- oy




e

10

1.1.3

Properties of Coherent Structures

(1.1)

(1.2)

(1.3)

(1.4)

(1) 9(x) = x,0(1;,%X) + (L - x;)0(0,,%)

for every x (i =1,2, ..., n}

i.e., we can express a structure function of
order n in terms of a structure function of
order n -1 .
n n
(i1) T ox, <¢(x) <1- I (1=x)
i=1
i.e., the performance of any coherent system
is bounded above by the performance of a
parallel system with the same components, and
bounded below by.the performance of a series

system with the same components.

(iii) a) ¢(l-(1-x)(1-y)]1>1-[1-¢(x)]1[1~-¢(y)]
and:
b) o(x + y) < o(x) - o(y) .

(a) implies that redundarncy at the component
level is more efficient than redundancy at
the system level, a well known principle

among engineers,

-

- — -~y
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1.1.4 The Dual Structure

For a given structure function, ¢(x) , we define:
¢D(§) =1 -9(l - x) , and call it the dual structure of

¢ . It is ea2sily shown that: (¢D)D = ¢ .

Examples:
(i) The dual of a series systam is a parallel systemn.
(ii) The dual of a k-out-of-n system is a (n-k+l)-

out-of-n system whose structure function is:

3 (%)

1.1.5 Definitions

1l 1is called a

A state vector X for which ¢(§)

path vactor.

A state vector X for which ¢ (x) 0 is called a
cut vector.
From the first property of coherent systems (the

monotonicity property) it follows immediately that:

(i) If x is a path vector for ¢ and y > x

then y is a path vector for ¢ . x is a

minimal path vector if y < x = ¢(y) 0.
(ii) If x 1is a cut vector for ¢ and y < x
then y is a cut vector for ¢ . x is a

minimal cut vector if y > x = ¢(y) =1 .
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For every path vector and cut vector we define the ’

correspondinrg path set and cut set as the set of compcnents

such that: C,(x) = {i | x; =1} and Cgix) = {i | x; = 0}

respectively.

Zxamole:

Consider the foilowing "bridge" diagram:

Its nmin-path sets are R, = {1,4} ; R, = {2,5} ; Ry = {1,3,5};

-e

-

{2,3,4} . 1Its min-cut sets are K, = {1,2} ; K, = {4,5}

A
2

Ky

{1,3.5} ; Ky = £2,3,4} .

1.1.6 Relations Between the Structure and its Dual

(1) If X is a path vector for ¢ , then l -x
is a cut vector for ¢D , and vice versa.
(ii) The minimal path (cut) sets of the structure ¢ ,
are the minimal cu%* (path) sets of its dual ¢D .
(iii) I ¢(x) = ¢D(§) for every x , then each
minimal path set of the structure ¢(x) is
alsc a minimal cut set of ¢(x) . Those systems

are cz2lled self-dual systems.

—— -
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1.1.7 Representation of Coherent Systems

A coherent system works if and only if all the com-
ponents in at least one minimal path set work. A coherent
system fails if and only if all the components in at least
one minimal cut set fail. Using these facts we can write
the stfucture function of any coherent system as a parallel
arrangement of its minimal paths or as a series

arrangement of its minimal cuts.

Specifically, let: IR (Rl, ceny Rr} be the set of

all minimal path sets of the system, together with their

series structures: Prr vovr P such that: pj(i) = I x,.

ier, 1
J
Let: K = {Kl, ees Kk} be the minimal cut sets of the

system with their parallel structures: wl, . ey wk such

that: ¢, =1 - I (1 - x,) . Then: ¢(x) =
J ieK. 1
r ]
1~ 1T [1~p.(x)] where: p,.(x)= T x.,,3=1,2,...,r
j=1 J J ier, *
k J
and ¢(x) = T y.(x) where: y,.(x) =1- 1 (1 - x,) ,
j=1 J LeK, .

j=1,2, ..., k . These equations are called the parallel-

series and the series-parallel representation, respectively.

Definition:

A parallel-geries system is a coherent system which can

be described as a parallel arrangement of disjoint series sub-

r
systems, i.e.: ¢(x) =1~ I (1 - pj(i)) where: pj(i) =
=1

ieR,
J

I x, and: Rjrﬁ R, = ¢ for every pair: i#j,1<i,jcr.
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Definition:

A geries-parallel system is a coherent system which

can be described as a series sequence of disjoint parallel

k

subsystems, i.e.: ¢(x) = I y_ (x) where: wj(i) =
j=1

1 - I (L - xi) and: Kj M Ki = ¢ for every pair

iek.
]

1<i,j<k,j#i

Examples:

(i) The "bridge" structure, from Section 1.1.5.
We have already found the minimal path and the
minimal cut sets of this structure. The

parallel-series representation will be:

where:

Py (X) = x,%,
pylx) = XX
Py (x) = x X3%g
p4(§) = XpX3X,

A
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The series-parallel representation will be:

where:
Y (x) =1 - (1 - x)( - x,)
YolX) = 1 = (1 = x4) (1 - xg)
Yylx) =1 - (1 = %) (1 = x3) (1 - xg)
belx) =1 = (1 =~ %) (1 = x49) (1 - x,)

(ii) The following system:

I

A4

0O 6

d(x) =1 - (1 - xlxz)(l - x3)(l - x4x5)

has 3 minimal path sets: R, = {1,2} ; R, = {3} ;
Ry = {4,5} . sSince R; N Ry, = Ry N Ry =
Rer Ry = ¢ this is a parallel-series system.

Its dual system:

LooLor

¢ (x) = [1 - (1 -xl)(l -x2)1x3[l - (1-—x4)(l -xs)]

[,

. SRR It s Mo - A -
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has 3 minimal cut sets: Kl = {1,2} ; K, = {3} ;

K3 = {4,5} , and since: Kl N Ky, =Ky NKy =

1
Ky, N Ky = ¢ this is a series-parallel system.

Note that the minimal path sets of the dual
system: R; = {1,3,4} ; R, = {1,3,5} ;

Ry = (2,3,4} ; Ry, = {2,3,5} which are equal to
the minimal cut sets of the original systen,

do not satisfy the requirement that the inter-
section between any pair is_empty. (e.g.,

erﬁ R, = 11,3} etc.)

1.1.8 Structural Importance of Components

Da2finitizsn:
A path.vector (11'5) is said to be eritical for

comporent i if it satisfies:

Q(li’i) - ¢(oi'§) =1 .

Let: n (i) = ) [o(1;,x) = 6(0,,x)] bs the total
{x|x,=1}

number of critical path vectors for component i

Definition:

A measure of the structural importance of component i

is given by:

. 1 .
I(i) = — n, (i) = ) [6(1.,x) - ¢(0,,x)]
o n=T 7o {x]x; =1} ol ol




17
I¢(i) is the proportion of the 2n-l vectors of
the form (11'5) which are critical for component i
Note:
(1) I¢(j) = 0 = component 3j is irrelevant to
the system.
(ii) I¢(k) = 1 => component k is the only relevant
component in the system, i.e.,
the system works if and only if
component k works.
In general, 0 < I¢(i) <1
‘ Examples:
(1} Series system (with n components). Since
n
¢(x) = T x, =1 only when: x = (1,1, ...,1) ,
i=1 1t
n¢(i) = 1 for every component, i.e.;
. 1 .
I¢(l) =2ﬁ i=1,2, ..., n
' (ii) Parallel system (with n components). Since
n
¢(x) =1 - 1T (1 ~ x;) then only the vector
i=1
(0, ..., 0,1i,0, «e., 0) 1is critical for the
. . . o1
i-th component, i.e.; I¢(1) = ;H:T
i=1,2, ..., n.
N (iii) k-out-of-n system. In this example, n¢(i) =

B L s I

(n - l) for i =1,2, ..., n since given that

k -1

1,
_ n -1 Sy i s
xi = 1 , we have (k _ l) possibilities for

:
:
T
I

—

“——
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exactly (k - 1) additional components to be
equal 1, as needed for any critical path vector

for a k-out-of-n system. Therefore:

i3
_\k -1/ _ (n - 1)!

B (k = 1)!(n - Kk)!2

n-1

Conclusion:

For symmetric systems like the series, parallel and
k-out-of-n systems, all the comporents are ecgually important

as far as tha structural importance is concerned.

1.1.9 Modules of Coherent Systems

Definition:

The coherent svstem (A,x) is a module of the coherent
c
. A . .
system (C,43) 1f: o¢(X) = w[%({'),§5 ] where % is a
coherent structure, A C C and A =¢-~-a . A cC is

2 mcdular set of C . If A C C it is called a propar

medular, arnd (A,x) 1is a proper module of (C,s) .

PDefinition:

A modular decomposition of (C,¢) 1is a set of

disjoint modules: {(A'xl)'(Az'XZ)' ey (Ar,xr)} together

with an organizing structure function ¢ such that:

T,
ST NEAGS
2390

———

&

o , .
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~——

e a




—— .. T

R B T

~ AR T

WAL gy s ey

. PO

A A A
R I i R E P |
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Example:

Consider the system in 1.1.7, Example (ii). Define
the modular sets: A, = {1,2,3} ; A, = {4,5} . Define

the structure functions:
Xy = 1 -0 - X X5) (1 - x3)] Xg = X4Xg

Then {(A,xl);(Az,xz)} is a modular decomposition of the

given system because:

i) ¢ =AU A2 = {1,2,3,4,5°

1 1 - [l - x1<£Al>:][l = XZ(EAZ)]

1 -10(1 - xlxz)(l - x3)(l - x4x5)]

ii) ¢ (x)

]

1.2 The Reliability of Coherent Systems

1.2.1 Dpefinition of Reliability Function

Let ¢ be a structure of order n . Assume that

the indicator variables of its n components, are independent

random variables, X4 such that: Pr {Xi =1} = Py 7

Pr (Xi =0} =1 ~ P; = 9y - i=1,2, ..., n

Definition:

The reltability of a component is equal to its

probability of working, p

19
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Since xl,xz, ooy Xn are random variables,

$(X) = ¢(xl,x2, ceey Xn) is also a random variable, where

X = (Xy, eees X))
nginiticn:

The reliabiiity of a system is the probability

that the system worcks, which is given by
Pr {¢(X) = 1} = h = E[¢(X)] .

Note: Since the indicators are independent random
variables, we can write the reliability function, h

as: n = h(pP) , where p = (?1'92' ceey pn) .

1.2.2 Examples

7ie compute *he reliability functicas for the systems

given in 1.1.2:

(1) A series system. ¢(X) = x. and:

(==

n i
h(p) = 1 p,; .
i=1

-~
[
[T8
A

n
A parallel system. ¢(X) =1 - 1T (1 -x.) .

The reliability function is given by:

n
hip) =1 - 0 (1 -p,) .

i=1 =

(iii) A k-out-of-n system. Recall that:

n
1 ] x>k

¢(X) = . Th

[

reliability

I —

. - v
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function of a k-out-of-n system, with n icdenti-

n . .
cal components, is: h(p) = | (z)pl(l Y

i=k

1.2.3 General Progerties of Reliabilitvy Functions

(1) h(p) = pih(li,g) + (1 - pi)h(Oi,E)
(L.3)
for i=11,2, ..., n.
Proof:

From (l1l.1l) recall that:

[k

¢(X) = x,¢(1;,X) + (L - x.)¢(0,,x) for every

i=1,2, ..., n.

E[¢ (X)) = E(X;) *E[¢(1,,X)] + [1 - E(Xi)]E[$(0i,§)]

»
1]
s
o
"

anéd from the independance of the cocmzonents the result

fellows immediatzly. @

(ii) h(0) = 0 and h(l) =1 , which is a direct
result from the definition of coherent systems.
(iii? h'(p) > 0 for 0 < P < 1 i.e.; the reliabilit;

of the structure strictly increases as the

components' reliabilities increase.

¥

L
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Proof:
oah _ _
3§I = h(li,g) - h(Oi,E) = E[¢(li,§) - ¢(0i,§)]

and the result follows from the properties of the structure

function.®

1.2.4 Reliability Importance of Components

The measure of Reliability Importance takes into
account the structural importance of the components as
well as their failure probabilities. This measure tells
us how much we can improve the system reliability by
improving the reliability of any single component.
Specifically, we shall use Birnbaum's definition of

importance:

Definition:

The Reliability Importance Ij of component j is

given by:

dh(p)

v vy - —m— P——
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Using the identity (1.5):

h(p) = p;h(l;,p) + (1 - p;)h(0,,p) for 1i=1,2, ..., n
we can get an equivalent definition for Ij to be:

dh(p)
(1.6) I, = = hl;,p) - h(0y,p)

9p.
J PJ

or more explicitly:
.7 I. =E 1.,X) -¢(0.,X = P ., X) -6 (0., =
(1.7 1 [0(15,X) = 9(04,%)] (1o(15,%) -6(04,X)] = 1}

Remarks:

(i) If the components satisfy the conditions:
0 < Pi <1 for every i , then: 0 < I, <1

p)
for every i

Proof:

Since the structure function ¢ 1is increasing,
¢(1i,§) - ¢(0i,§) > 0 . Also, the definition of coherent
system requires that each component is relevant, i.e.;
®(li,§°) - @(oi,go) = 1 for some 50 . Finally, since
0 < P; < 1 for every i, §? has a positive probability
of occurrence and hence: E[¢(li,§) - ¢(0i,§)] >0 . Since
E(¢(1,,X) - $(0,,X)}1 <1 it follows that 0 < Ij <1 .08

1 3h(p)
(ii) 1If Pi =% for every i, then: I. =

I 9 | PP TR,T

which gives us Birnbaum's definition of

Structural Importance of the components, i.e.:;

23
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Examples:

A | -
x¢(3)-2n—_1— ) [6(15,x) = 6(05,x)] .

{x[xj=l}
Note that ) (6(1,.,X) - ¢(0,,X)] is
{xlxj=l} ] J

the total number of state vectors in which com-
ponent j is critical to the system, in the
sense that for those vectors the system will

be functioning if and only if component j

will be functioning.

For the following examples assume that the components

of the system have been labeled such that their probabilities

are ordered as:

(i)

plip2< LU ] ipn.

Series System. The reliability function of a

3

series system is given by: h(p) = NI p., and

i=1 ?

thus: I. = I P; - Therefore:
T i#j
Il > I2 > v > In i.e., the least reliable
component is the most important in the system.
A series system is functioning if and only if
all of its components are functioning, so that
the failure of any component causes a system
failure, and the system is no better than its

weakest component. Thus, the weakest component

in the system is the most important component.
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N
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(ii)

(iii)

Parallel System.

n
hi(p) =1 - T (1 -p,)
i=1 +

thus: Ij = _H. (1 - pi) . Therefore:
i#3

I1 < 12 L eee < In i.e., the most reliable

component is the most important in the system.

This, again, is very intuitive, since a parallel

system functions if at least one of its compo-

nents functions - thus, the strongest component

in the system is the most important.

2-out-o0f-3 System. The reliability function

of a 2-out-of-3 system is given by:

h(p) = P;P, + PyP3 * P,P3 - 2plpzp3 , ané thus:

L)
0

1 = P2 v Py ~ 2P,P,

I, =Py * P3 - 2P)P;

(]
]

3 = P ¥ Py - 2P)P,

1l .
£ = £ = . = =
If pi ¥ for 1 1,2,3 , then: Il I2 I

sirce all the components are equally important

3 ’

as far as the structure of the system is coa-

cerned.

If o
- Z 2 =

i.e., the weakest componert is the mos* important

1 .
< 5 for i =1,2,3 , then: Il > I, > 13,

for the systen.

T e e e emee - R SR
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1f p, >3 for i=1,2,3, then I,>1I,21 ,
i.e., the most important component is the one
with the highest reliability.

Otherwise, I, > max {11,13} + 1.e., the most
important component is the one whose probability

of working is neither the highest nor the small-

est among the three components.
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2. OPTIMAL TESTING PROCEDURES FOR SPECIAL STRUCTURES
OF COHERENT SYSTEMS

2.0 Introduction

In this chapter we consider the problem of determining the
order for testing components which will determine the state of
the system at minimum expected cost (or minimum expected time).
For series and parallel systems, Butterworth [10] gave the
optimal procedures which we present in Sections 1 and 2. We
generalize his results for parallel-series and series-parallel
systems in Sections 3 and 4. Halpern [13] discussed this
problem when the costs of testing are equal for all the com-
ponents. Finally, in Section 5, we give an optimal procedure
for k-out-of-n systems. Halpern [(12] dealt with a special

case of these systems.

2,1 Series Systems

Testing a series system is a sequential process, and the

need to make the ith

test in the system, implies that the first
i - 1 tests found all the components to be working. The ex-

pected cost of testing a series system is therefore given by:

(2.1) C(r) = ¢ + n p c ’
"1oi=2 =1 T3] Ty

where n = ("1’"” e eny nn) is a permutation of the com-

ponents which corresponds to the testing order.

2.1.1 Lemma

The procedure =~ = (1,2, ..., n) 1is optimal for any
€1 €2 “n
series system, if and only if: == < =— < s+°* < — |
1 2 9n
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Proof:
€, <, c
Order components so that —= < —< < «.. < B | We
99 79 T 9
wish to show that = = (1,2, ..., n) 1is the optimal procedure.

Suppose there exists another procedure, ' , which
is better, i.e., C(w') < C(m) . Assume also that '
Ciffers from 7 only by a single interchange of k
and k + 1 . By expanding the expressions for C(n)

and C(w') we will get:

kfl i-1 ] k-1 k-1
clr) = c, + I p.fc, + T p.c,. + NI p.p.cC +
1 i=2 [j=1 3 j=1 3 k je1 3 k" k+l

k;l [1-1 ] k-1 k-1
Cr') = ¢, + ) I p.lec. + T p.c + I p.p c, +
Voossa[g=1 737 4o IR gy TITRALK
? i-1
I p.ic
i=k+2 [ §=1 3) *
but:
k-1 k-1 k-1
C(m) > C(7') = 0N p.c, + I p.p,cC > I p.c,.,, +
j=1 i k j=1 j k k+1 j=1 j k+1
k-1
I p.p,.,C

- — e~ — -w
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= Cp * PrCk4e1 7 Skl t P41k
= ck(l - pk+l) > ck+1(l - pk)
(o C
- _& N k+l
qk A+l

which contradicts the assumed ordering.

Since any procedure can be described as a series of
single interchanges like the one above, we have proven,
in general, that the procedure 7m 1is optimal for any

series system.B

2.1.2 Remarks

First, we want to note that this result is very

intuitive. The component which is being tested first is

29

the one which has the greatest probability for the completion

of the test, per unit of testing cost.

Second, it should be noted that this problem was solved

in other contexts (Knuth [15]), and it has many

applications in a large variety of areas.

2.2 Parallel Systems

For parallel systems we can also find an optimal

gsequential procedure, which will assure us that we will

minimize the expected cost of testing any parallel system.

For those systems, checking the ith

the first i - 1 components were found to be failed,

component implies that

S T Bt e
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otherwise we would have stopped our testing procedure
when a working component was found. The expected cost of

testing a parallel system is therefore given by:
n i-1
(2.2) C(m) =c_ + ) I q“j cTri

2.2.1 Lemma

The procedure m = (1,2, ..., n) 1is optimal for any
< c, c
parallel system, if and only if — < £ <0 < B
pl—pz— —pn

Proof:

Note the duality between the parallel and the series
systems, which appears in the corresponding formulas for
C(m) . Again it is easy to see that =m = (1, ..., n)
minimizes cost against any other permutation, when
<y c, c

__<.._._<.-.<n..

1 P2 Pn

2.3 Parallel-Series Systems

Recall from 1.1.7 that parallel-series systems are
coherent systems which can be described as a parallel

arrangement of disjoint series subsystems. Hence:

r r
o(x) =1 - T ([l =-o0,(x)] =1- T 1 - T ox,
i=1 i=1 jer, 3
i
where Rl, ey Rr are the minimal path-sets of the system.

- = —
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In order to define the optimal policy for the parallel-
series systems, we first have to order the components in each
one of the disjoint min path-sets according to the optimal
rule for testing series systems. Let Sjl’SjZ’ ceey Sjn(j)
be the ordered set of components in the jth min path-set.

The expected cost of testing this min path-set is

n(j) [i-1
(2.3) E(R,) = c. + f I p. C. .
3 3ol g2y (k=1 30k[T30E
where n(j) are the number of components in Rj . The

h

probability that the jt min path-set is working is given by

n(j)
2.4 P(R.) = hi L. .
( ) ( J) oy pJl
Define E(Rl), .oy E(Rr) and P(Rl), ey P(Rr) as

above for all the minimal path~sets in the system. By the
procedure 7 = (Rl'RZ’ ey Rr) for a parallel-series
system, we mean test each min path in turn beginning with

R1 and determine its state according to the rule for testing
series systems given by Lemma 2.1.1. Testing stops as soon
as a min path is found all of whose components are working

or after all min paths are found failad.

2.3.1 Theorem

The optimal testing procedure for a parallel-series
system always finishes determining the state of a min.mal
path set before it moves on to test another minimal path set.

The procedure = = (Rl, ey Rr) is optimal for any

parallel-series system, if and only if

g snainnc s e

~———
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E(Rl) E(R,) E(R.)

£ < e o8 <
P(Rl) - P(Ry) — - (Rr)

Proof:

The proof is by induction on the number of components
in the system. For n = 2 , we either have a series system
or a parallel system, and the proof is obvious. Now, assume
that our theorem is true for a parallel-series system with
n - 1 components. We will show that it must be true for
a parallel-series system with n components.

Suppose the optimal testing procedure, n , for testing
an n component parallel-series system first examines a
component, Sl , in a min path set labelled Rl . If s

1
is failed then the state of min path set R is known

1

and obviously the optimal procedure moves to another min
path set. Since the union of remaining min path sets have
less than n componerts, the state of each of the remaining
min paths is always determined before the procedure moves
or, by the induction hypothesis.

Now, suppc.se we first examine Sl and we find it working.
We then have a parallel-series sys*em with n - 1 components.
By the induction hypothesis, the optimal procedure for this
system always determines the state of a min path set before
moving on. Hence min path sets are like super components

in a parallel system. Label the remaining min path sets

Rz'RB' ey Rr so that
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PTRZ) - P(R3)

where ERj is the expected cost of determining the state

of Rj (a series system) and P(Rj) is the probability

that all components in Rj are working. Let Ri be the

remaining components in Rl after we have examined Sl

and found it working.

Case 1:
ERi ER2
P(Ri) < P(Rz) . By Lemma 2.2.1 and the induction

hypothesis, the optimal policy continues to examine com-

ponents in Rl until the state cf Rl is determined.

Case 2:

ERi ER2
P(Ri) > P(RZ) . (We show that in this case =% 1is not

optimal.) Given Sl is working, the optimal policy by
Lemma 2.2.1 and the induction hypothesis then examines com-

ponents in R, . But we can show that = cannot possibly

33

be optimal in this case. Consider the policy ' which first

determines the state of R, and then examines S, - Policy

T is equivalent to ®m since w7 , in this case, always

moves immediately to Ry regardless of the state of S1 .

But #' is obviously not optimal since even if R, 1is working,

it requires an additional check of Sl . Hence r 1is not

optimal and we have a contradiction. It follows that

]
ERl ER2

— >
P(R;) P(R,)

PR s SR
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The optimal procedure can be described using the following
search tree (the number on the branch determines the state
of the tested component to be "functioning"” (= 1) or
"failed" (= 0), "W" denotes a working system, and "F"

stands for a failed system):

Trhe expected cost of testing the system using the optimal

procedure is given by:

0
)
I

Cy +* PyC3 * (qy + pgazley + (quq; + pha39;lc,

30+ 6 + 2L + 1.5 = 58,5

o 2.4 Series-rarallel Svstems

Recall from 1.1.7 that ssries-parallel systems are
ccherent systems which can ke described as a series s2gueance

of éisjoint parallel subsystems. Hence:

1 - T (1 -x)
1 jeKi J

§

k

: ¢(x) = I [yp.(x)] =
‘ I 5 T i

==

ahmar
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where: Kl’KZ' ceeys Kk are the minimal cut-sets of the

systam.

The optimal search procedure for the series-parallel
systems can be found in a dual fashion to the optimal
procedure for the parallel-series system. We will omit
the proof for the following theorem, since it can be

developed exactly like the proof in the previous section.

2.4.1 Theorem

The optimal testing procedure for a series parallel
system always finishes determining the state of a minimal cut

set, before it moves on toc test another minimal cut set.

The actual testing procedure requires first a reordering
of the components in each minimal cut set. 1In this case
the orcdering will follow the optimal rule for testing

1 . .
parallel systems. Let: Tj,l’Tj,Z' ceos Tj,m(j) be the

ordered set of components in the jth minimal cut set

S Cp Cr .
i.e., §—lh— < 5—1L3 < e < §—lﬂﬂill . The expectad
T3l T2 3 m(3)

cost of testing this cut set is given by

rn?) i-1
2.5 .} o= . + . , .
(2.5) F(KJ) cj’1 L, kzl qjk cJl

The probability that this cut set will fail is given by

e e m——— A

— . -ttt
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m(j)
.n q. : .

(2.6) L Yd

1

Let P(Kj) =1 - Q(Kj) r 3 =1,2, .., k By the proce-

dure = = (Kl,Kz, ooy Kk) we mean test min cut sets

Kl'KZ' ey Kk in order, determining the state of each
min cut set before moving on. Components in min cut set
Kj are tested according to the rule for parallel systems
given by Lemma 2.2.1. Testing stops as soon as a min cut
set is found all of whose components have failed, or after

all min cuts are found working.

2.4.2 Theorem

The procedure r = (K K.) 1is optimal for any

1 ceer Ky
series-parallel system, if and only if:

F(K))  F(K,)
< < s e
QKT QY < K, )

The proof is similar to that of Theorem 2.3.1.

2.4.3 Example

Consider the dual structure for the system that was

introduced in the previous section:
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where

K, = {1}

Ky = {2}

K, {3,4)
r(x:l) = 30
F(Kz) = 15

F(K3) 10

The "search tree"

procecure is

.5+12 = 1¢

9(x) = x,%,(1 =~ (1 = x5} (1 = x4)]

Q(K,)
Q(X,)

0 (Kq)

]

=

w N

c.
2

30
15
12
10

P (K, )
> = 60
CRESy)
F(K,)
= 20
CLEPY
F(Ky)
= 80
L)

description of the optimal testing

o ~— ”’M
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The expected cost of testing the system using the

optimal procedure, w , is

C(m) = cy + PyC) + PaP1C4 *+ P2P194C,

15 + 7.5 4+ 1.25 + .75 = 24.5 .

2.5 k-out-of-n Systems

Halpern [12], solved the problem of finding the
optimal procedure, when the costs of testing all the
components are equal. We present here a generalization
of his procedure which can be appli=d to any k-out-of-n
system, with different probabilities and different costs.
Since our procedure is adaptive sequential (like the
orocecure in {12] and unlike the result in [10]), we only
have to specify the rule for finding the first ccmponent
to be tested under the optimal policy. The decision about
the next component to be tested is made only after the
previous result is already known, at which time we either
have a (k - l)-out-of-{n - 1) or a k-out-of-(n - 1) system,
depending on whether the previous component was found to
be working or failed respectively. This process is con-
tinued sequentially until we either get a l-out-of-1
(for some & < n) system or a f-out-of-% svstem. These
systems are parallel and series respectively, and the
optimal testing procedure for thesz systems is given in

Sections 1 and 2.

- vy -
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We follow Halpern's notation and the framework of his

arguments. After relabeling the components of the system
c

[¢]

IR
(9]

NS

so that: < < e < we prove

5° |
o

2.5.1 Theorem

For k-out-of-n systems, testing first the component

which satisfies

¢ C.
—= = min 4%,
U 19k 1Y
results in an optimal testing procedure which minimizes

the expected cost of testing over all possible procedures.

Testing stops as soon as either k components have been

found working or n - k + 1 components have been found failed.

Before proving the optimality of this procedure, we

give an example.

2.5.2 Example

Consider the 3-out-0of-5 system of Example 3 in the pre-

face with the following information about its components:

i S Py €i/Pj /9y
1 2 .95 2.11 40

2 2.5 .9 2.78 25

3 2 .7 2.86 6.67
4 4 .82 4.88 22.22
5 3 .6 5 7.5

Note that we have labeled the components so that
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According to Theorem 2.5.1 the first component to be

c c.
tested is component 3, since: 3 . min { X% .
3 i=1,2,3 (%

If this component is found to be workirng, then we have
a 2-cut-of-4 system, which is composed of components
1,2,4,5. This is true since for a 3-out-of-5 system

we need that at least 3 out of the 5 components will be

working, for the system to be working. Once we find that
we have a working component in our first test (component
number 3), we need to find 2 more components (out of the
remaining 4) to be working, in order for the system to be
working. If, on the other hand, component 3 is found to

be failed, we still need 3 components out of the remaining

4 to be found working, in order that the system will be

found working. 1In the first case, we will test compo-
nent 2 next since <
92 i=1,2 {9

4 i

c
we will test next comporent 4 since —— = min {——} .

9 i=1,2,4 9%
We can demonstrate the firal testing procedure by the

following search tree (Figure 2.1).

The expected cost of testing the given system using

the candidate algorithm is therefore:

C=c3* lpy+azlpy + qpglley + Ipglay + pygy) + a3ley

<
= min {—i} . In the later case,
c

41

+ [p3(pyqyay + 9594 + qP49;) + 950y + Pgdy *+ PyPyq))lcy

+ [p3(p; + qy0, + 9pq4p5) + q3(P4Py + P4aP5 + q4Ps5Py)Ic

= 2 + 2,446 + 1.606 + .33243 + 1.92056 = 8.30499

- e— - - *4\
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Proof of Theorem 2.5.1:

First we want to show that knowing the result of the
test (i.e., given the information that the system was
found to be functioning or failed), and the number of
components that were tested is sufficient to identify
the tested componants according to the given procedure.
¥nowing the actual components that were tested is sufficient
to £ind the explicit value of the expected cost for the
testing procedure which will be calculated later.

Assume that the svstem is found to be functioning
in exactly k + £ tests (¢t = 0,1, ..., n-%k). In such
case, exactly t of the tested components will be found
to pe failed and k will be found to be working, including
the last component that was tested (otherwise the procedurz
would not have stoppad with the conclusion that the system
is working). 1In the candidate procedure, the first com-
ponent to be tested must be among {1, ..., k} , say j .
If j 4is found to be working the next component to be tasted
would be among the remaining (k -~ 1) components in ths set:
{{y, ..., k} = jr . If 3j 4is found to be failed, the naxt
component to be tested would be among the k comoonents in
the expanded set: {1, ..., k,x + 1} - 3} . 1In general,
if no failures ares found during the testing procadurs, there
is a nzed for oaly k tests, and since we start with com-

ponents {1, ..., k} anrd never expand this set, the tested

O
(A}
3
o]
0O
4]
o
bo |
ir
(]
<
H
r—.
'—l
o
[¢)]
~

1,2, ..., k} . If only one failure
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is found, k + 1 tests will be needed to complete the ‘
testing of the system, and since the expansion of the !
initial set was done only once, the tested components
will be: {1,2, ..., k,k + 1} . Finally, if the system
is founé to be working in exactly k + t tests, the set
of tested components will be given by: {1,2, ..., k,
k+1, ..., k + t} . Thus, exactly t out of the set:
B, = {1,2, ..., k + £t - 1} will be found to be failed,
the remaining k - 1 components and the k + tth
component will be found to be functioning. Denote the
probability of the event that exactly m components out
of the set B, are failed and the rest are working by
bk+t-l .
m

Consider now the event in which the system is found
to ke failed in exactly n - k + t tests (t =1,2, ..., k).
In this event exactly t - 1 of the tested components

will be found to be functioning, and n - k + 1 will be

found to be failed including the last component to be

tested. Let T be a permutation of the components for which

c c c

i kil T

3 L < 3 2 L e < &—ﬂ . Por the first test, the only candi-
"’l sz ‘ﬂ'n

date components, according to the candidate procedure,
are {1, ..., k} . But, for any failure discovered we
expand the set by adding a component to it, and since there
must be (n - k + 1) failures for the system to fail,

eventually all the components will be under consideration. ¢




“ teo

can e

AT B g A

B Y

45

For the first iteration, the tested component must satisfy:

(9]

. c.
L = min L , so it must belong to the set:
9 1<3<k Y

{"1'“2’ e Tl a1l - If it is found to be failed we

expand the set of candidate components for testing, so that
the next component to be tested must belong to the set:
{71’“2’ ey “n-k} . If the first component is found to be
functioning, the next one to be tested must belong to the set:
{nl,nz, ooy "n-k+2} . In general, if no functioning compo-
nents are found during the testing procedure, the tested

compcnents must be: {r,,7,, ..., 7 _, .} . If the syster is

found to be failed in exactly n - k + t tests, the set of

tested components is given by: {nl,wz, ceos “n-k+t} . Thus,
exactly t - 1 out of the set: A = {m,7, ..., 7 _, . .}
are working, the remaining n - k components and the
"n-k+tth component are failed. Denote the probability of
the event that exactly m components out of the set A,

are working and the remaining are failed by: an-k+t-l .

m
Now we can construct an induction proof for the theoren,

where the induction is made on n , the number of components
in the system. For n =1 and n = 2 there only exist
series and parallel systems.

The candidate procedure reduces to the optimal procadure
for these systems, as described in Sections 1 and 2 of this
chapter. The same argument holds for any n , whan k =1
or kX = n . Therefore, for the remaining of the proof we can

assume that k satisfies: 1 < k < n .

Nl

~————
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The induction assumption is that tha candidate proce-
dure is optimal for systems with (n - 1) components,
and we must prove its optimality for systems with n
components. First consider the expected cost of testing

the system, when we use the given procedure:

. nck [kre kse-l | X [kt n-k+t-1
G (k,n)= ] [Z cj]pk+tbt + 1 R A t-1 .
=0 | §=1 t=1] 3=1 "4] "n-k+t

™~ ~ - ™~ ~ ~

(t) (**)

The expected cost cf testing the system is a weighted
sum of two conditional costs. Bv multiplying these costs
by the corresponding probabilities of the events we get
that (*) is the expected cost when the system is found to
b5e working and (**) is the expected cost when the system
is found to be failed.

Recall that the candidate procedure is to test first

c. jc.l

that component i which satisfies: —= = min LU
% 1cick 19

There are two ways 1in which the first component to be

tested can fail to meet the suggested criteria:

(1) when we pick a component i , such that 1 > k .
(2) When the component chosen is i < k , but it
does not satisfy the mininum criterion, and nence,

accoréing to the above discussion, does not

necessarily belong to the sex: (rl,-~-, rn-k+l)’

i.,e., 1i-= L and ¢ >n -k + 1.

e ~wypsl
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Since the induction assumption assumes that the procedure
is optimal for systems with (n - 1) components, it is possi-
ble to write the expected cost of testing the system when we
start with component i and continue optimally thereafter.

In Case (1) the expected cost is

i -k k+t-1
1 i k+t-2 k+t-2]
Gi(k,n) = t_z_o [Ci + le Cj]pk+t_1[qibt—l M pibt

n-k k+t k+t-1 3 n-k+t A-k+t-1
o 5 |Pk+tPte + 1 N 8¢-1
t=i-k+1l]| j=1 t=1 j=1 j n-k+t
- ~" - - ~" -
(**) (**')
In Case (2), let 1i = LI Then the expected cost is

-k [k+t L-n+k n-k+t-1
2 n k+t-1
G:(k,n) = J Y c.l|p,..b + ) c. + 3 c_ |a
1 £=0 [j=l 1) ket t=1 | Y 351 "] Tn-k+t-l

b Nt RO S I S
t=2-n+k+1 j=1 j] n-k+t

To complete the optimality proof we have to shaw that:
G*(k,n) < Gi(k,n) for every i

The proof is similar for both definitions of Gi(k,n) '
so the details will be shown only for Gi(k,n)

First note that (**) in G*(k,n) and (**') in Gi(k,n)
are equal, and also that (*') is equal to the last (n - i)

terms of (*). So, we only have to show that for every 1i:

i-k [k+t i-k k+t-1
k+t-1 ktt-2 két-2
tgo[ ) cj]pk+tbt - 1 [(°i+ jil cj)pk+t-l(qibt-l *Pby )] <0

j=1 £=0

v e b o AP D = g SR s S aeT Lo aee s gL

-

SR % SO VWS i
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but:

k+t-2 k+t-2) _ [ _ k+t-2 k+t-2]
pk+t—l(qibt-1 *pibe ) = Pyye-1 [(1-Py)be ) " +pyby

_ K+t-2 k+t=2 Kt=2
= Pr+t-1Pe-1 = PiPxie-1Pe-1  * PiPrse_1bt

_ K+t=2 k+t-2 K+t=2 K+t=2
= Prat-1Pe-1  tPi%k4e-1Pe-1 T - PiProy T PP 1P

_ k+t-2 k+t-2 - k+t=-2
= pi(qk+t-lbt-l * Pret-10¢ )“‘Pi Pret-1)Pe-1

k+t-1 ' k+t-2

1Pt = Py = Pryg-1

and hence we need to show that:

i-k [ k+t i-k k+t-1
k+t-1 _ k+t-1
) [ ) Cj] Pr+tPe 20 [(ci + 1 °j> (pibt

t=0 | j=1 t= j=1
k+t-2 k+t-2
TPiPeol  F Pryeo1Pe )] 0.
By convention: bEIZ = 0 , and therefore:
12k kgt(:] NU ST It o B2 T it
=0 | 5m1 ket t o1 [ g2 Tl T UL SRRk
and also:
i-k k+t-1 ik k+t-1
R R T T Pl T A P I ey p.bt+§-2
t=0 | 1 j=1 31t t=0 | 1 j=1 It
i-k i
k+t-1 i-1
= § c_..p.b - e, + zc]pb_k .
£=0 k+t¥ivt [l j=1 Pl RS

.cenaa

.--~».vv-<H
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Finally, we have to show that:

i-k

] lc,..p: - P
£=0 k+tv 1 k+t

n-k+t
Ci]bt <0

but this is true since for any j , k < j < i we have:
c. c,
1

Py

nonpositive terms, 1is nonpositive.

< §£ and the sum from ¢t =0 until t =1 - k of
i
Using the same reasoning for Gi(k,n) will result,

after the same type of mathematical manipulations, that

we have to show that

L-n+k (-1)
c q. - g c.l <0,
t=1 [ Th-k+t * nn-k+t'4

but this is true, again, since for any j , n-k+1< j<¢
c

0

Ul .
we have: E—l < Ei , and the sum is again nonpositive.
M. i
J
By this the proof for Theorem 2.5.1 is completed.B

P

1125 e aaon
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3. A BRANCH AND BOUND ALGORITHM FOR MINIMIZING THE
EXPECTED COST OF TESTING COHERENT SYSTEMS

3.0 Introduction

Using the concept of Reliability Importance of the
components as defined in 1.2.4, we dasvelop a Branch and
Beurd algorithm to solve the problem of minimizing the
expected cost of testing general coherent systems. This
algorithm is based on J. D. C. Little's algorithm for
sclving the travelling salesman problem [18], and it uses
the Importance measure as the decision criterion foxr the
branching and for the bounding. 1In Section 1 we explain
the rationale of our algorithm and prove its optimality.

In Saction 2 we describe the aligorithm itself and preseat a
schermatic description of its operation. In Section 3 we give

two examples of its operation.

3.1 The Reasoning Behind the Algorithm

Recalling from (1.7) the definition fcr the Peliability

ah(p)
Imgertanc2 of component 3 Ij = —35:; = E[¢(lj,§) -
3

¢(0j,§)] , let us first define a measure of "unimporitance"

of comgornent j :

3.1 Ii.=1-1.
( ) *3 3

and investigate its meaning. Suppose we are given two

1
structural vectors: X~ and &2 such that:

- - —— A —~Agg
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(1) o’y = ox®) and (i) x} = x? for every i i_,

but xi # xi . We want tc find the value of ¢(£l)
o o

: (or, ¢(§2)), and tc do s2 by testing the incdividual

{ components. One way cf cdoing this would ke tc test all
the components in an arbitrary crder and thus fin3d thre
value cf ¢(§}) . This wculd definitely be unnecessarily
ccstly, since the value of ¢(§l) is indepencent of the
1 value of xio » and we therefore need nct check this

f ccmponent.

The measure of unimportance which we cdefined can be

[ described as follows: we £ind the total number of vectcrs

for which the checking cf a specific component is un-
necessary, and then lock at the probakility of the occur-

rence of those vectors, i.e.,

Prcb {j is unimportant} = fj =

- , = 1.’x - s f = .
-1 p{w(J_) $(04,%)] 0}

Py

Next we define

(]

(3.2) d. = ¢c.I.
J J 3

which is a measure of the expected extra cost due to testing

o

N tw

o4 component j even though it is unnecessary 4o know its

;

. state. Thus: ej = chj is & measure of the expected

necessary expense due to testing component j . This is

equal to the cost of testing component j minus the

B S A TNGNITIN ABR- PO T
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expected cost of the extra expense, i.e.,

We define the total expected necessary expense to be:

(3.3) I =) cI =
£ kK

A1

c (1-I.) = ) ck-}z< c I, =

L ) ck'-Z d .

k k
Finally, we introduce some additional notation:

(3.4) Ij(i) = h(lj,li.g) - h(Oj.li,g)

(3.5) (') = h(l5,0.,B) - R(0,,0,,2) ,

where Ij(i) and Ij(i') are the measures of the importance
of compornent 3J , when component i s given to be function-
ing or failed respectively.

Also, let:

(3.6) dj(i) = ¢.I. (i)

(3.7) dj(i')

)
(¢}
.-l-

In gereral, we define:

(3.8) I,(2,8)

h(lle'lsl_P_) - h (OJ rE,ls

3.° I.(2,s' h{(i.,z2,0_,») - . +,2,0_,
(3.9) 5 (208" (15,2,04,2) = h(0,,2,0,,P)

where Ij(g,s) and Ij(E,s') are the measures of the

inportance of component Jj , given the vector of known

i N o s+

C v —— e ——gg,
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component states Z , and component s is given to be

functioning or failed respectively. Also, let:

(3.10) a,(2,s) = c.I.(2,s)
- 33 -
and
. {2,s8") = c.I.(2,s') .
(3.11) dl(g s') ¥ J(_ s')

Following the above discussion, one can suggest the
following algorithm: Start the testing procedure by
checking component i , which minimizes dk for
k=1,2, ..., n. Then continue to develop the testing
tree by choosing the components that minimize dj(i) and
dk(i') for k, j=1,2, ..., n; k, j# i, and continue
in this manner. This method, however, does not necessarily
give an optimal testing procedure. Actually, we can show
by induction (see Theorem 3.1.2) that I + di is a lower
bound fcr the expected cost of all testing procedures

whicn start by testing component i . As a corollary, it

is easy to see that I 4 min {di} is the minimum exgected
i

cost of 2l testing procedures. Therefore, we must modify

the "naive" algorithm suggested above in order to be able

LA

to consider testing procedures which have a higher lower
bound, but yet may give a smaller expected cost.

Before proving the first theorem, we present a lerma
which states that testing component i first does not

change the expected extra cost of testing any of the other

components.

frato ot > Akt o
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3.1.1 Lemma

(3.12) ) ¢ = | ol = [ ¢ {l-[h(1,,P) -h(0, ,R)]}

£ d ()= ] ¢TI (1) = | ¢ {1 -(h(l,,1,,B) -n(0,,1,,P)]}

L . =l :
;& (1) = c I, (i') = ] ¢, {1-[n(1,_,0.,P) -h({0,,0.,P)}}
R k k;i k™k K#i k STk TL = kM7i'=

s Py £ d (i) + (1 -py) £ a (i)

ce{p; [h(1,,1,,R) = h(0,,1,,B)]

but, recalling that:

we also have:

|
]

and:

1
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S (3.13) = c, - c. [h(l,,P) - h(0,,P)]
k;zéi k k;i L k™=

= ¢, {1 - (h(1,,P) - h(o, ,P)]} = (3.12) . ®

3.1.2 Theoremnm

A lower bound for the expected cost of all testing
procedures which start by testing component 1 , is:

I +4d, .
1

Proof:

We use an induction proof, where the induction is
based on n , the number of components in the system.

For n =1 the proof is trivial. For n = 2 there
are two possible systems with 2 components: a series

system and a parallel system. We study them in turn.
(i) Series System: h(PR) = P3P, -
d) =c (1-1y) = c; {1~ [h(l;,p,) -h(0,,py)1} =
cl(l-pz+0) = ¢4y -

c, (1-p, +0) = crqy

2
SLoT= § e~ [ 4= tcym0q,76,9 <

B e

v - v ey —— -—#

s
3
:
8
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(ii)

Finally:
I +4d) =¢cpy, *Cpy + G139, = ¢ ¥ P)C,
I +dy; =0cypy ¥+ Cyp) *Cpq) = ¢y +Pycy

Those lower bounds are actually egual to the
expected cost of testing the system, when we start

by checking component 1 or 2 respectively.

Parallel System: h(P) = Py + Py - P1P,y -

dl = cl(l-Il) = cl{l-[h(ll,pz)-h(Ol,pz)]} =
cl(l-l+p2) = c

1P2 -

C2(1-1+pl) = c2pl .

2 2
S I o= z c. - Z d. = ¢, T Cc, -~ CyP, - C,p, =
j=1 + jop 1l 2 152 21
Therefore:
I + d1 = clq2 + c2ql + clpz = cl + qlc2

I+4d,= €19, * €,qy + CoPy = G + . gyc -

Here, again, the lower bcunds arz equal to the

exvected costs.

C o vy e m— “-w‘
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Now we assume that the theorem is true for systems

with (n - 1) components, and show it is true for systems

with n componants. Assume that the {irst component to

be tested is 1 , and let Ci be the optimal expected

cost of testing the systen, if we start the testing

procedure by checking component i

first. i can be

found to be functioning or failed and we denote by C (i)

aad C(i*)

the optimal costs of testing the subtrees

that can be developed respectively.

equation:

(3.15) C. = ¢

i i

We want tc show that: Ci >I +4,

By the induction hypothesis we have:

for every

Then we have the

+pC(1) + qCdn) .

i=1,2, ..., n.

(i) >1(i) = § ¢ -7 d (i)
- k#i Xk X
C(i'y > I(i') = | ¢ =774 (")
- ki ¢k K

e
P
v
0
P
+
e
P.
T
~

c, - ; d, (by the lemma)

[
X~ Ao~

T : © .
c, =7 & )| +q| ] e =-74.(i"
i kg 0K ] 1[ Ai kg k

d (1) + g4 g dk(i')]

ORISR
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Corollary:

A lower bound for the expected cost

procedures is given by: I + min {di} .
i

The next theorem allows us to speed

of the lower bounds in each iteration of

3.1.3 Theorem

A lower bound for the expected cost
system - given that we start the testing
checking component i , and then testing
8 depending on whether x; = l or x, =

is given by:
L, =1+ di + pida(l) + qids

Proof:

ch-i

d, (1)
#i kK k

Li = ¢y + P; [k

+ qi[kgi T - E q (i') +

c, - p. d, (i) + q,
E k i E k i g

+ p;d (i) + q,dg(i")

B

é c, - kgi d, + p;d (i) +

I+ di + pida(l) + qids(i

of all the testing

up the calculations

our algorithm.

of testing the
procedure by
components a Or

0 respectively -

(1)

+ da(i)]
ey ]
de(l )

]

dk(i')

qide(i')

'y . W

C e e et merm o em e — e e
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A branch and bound algorithm seems to be suitable
for our problem, and we use the measure of unimportance
that we defined in (3.1) as the decision criterion for
its operation. The algorithm is described in the next

section.

3.2 Branch and Bound Algorithm

To establish the optimal testing procedure we need
to develop an optimal tree that will tell us which com-
ponent to test first, and according to the result of the
first test, or any other subsequent tests where to continue
in our testing procedure. The algorithm works by developing
subtrees, such that at each iteration the subtree on hand
is the one which gives the lowest bound of the type that
we defined earlier.

We start the algorithm with n such subtrees, which
are the original components, and pick the one which
minimizes I + di over all i =1,2, ..., n . With this
component k , say, we continue by considering the (n - 1)2
subtrees which consist of the component k branching to
each combination of two out of the (n - 1) remaining
components. For each of these subtrees, which correspond
to different possible decision rules, the left hand branch
goes to the component which is to be tested if k is §
found failed, and the right hand branch goes to the com-~

ponent which is to be tested if k is ¢ und working. !

- m” e e e s o s e v e Y

el

——




60

After computing the bounds for each of these new
subtrees, we find the minimum of all the bounds that we
have computed so far, and continue to expand the corre-
spcnding subtree in a similar manner. This subtree may,
at this stage, be either a single component, or a subtree
which we have constructed.

Eventually we will find a subtree which is a complete
tree (i.e., it need not be expanded any more, and thus it
uniguely describes a testing procedure for the given
system) such that its expected cost is less than or equal
to the lower bound for any other subtree. This will be
tha optimal testing tree.

The algorithm is described schematically in Figure 3.1.

3.3 Examples

i) Consider the 2-out-of-3 system with the reliability

function: h(B) = pyp, + PyP3 + PyP3 ~ 2P;PyP;3

and with the following data:

i Py °1 °17P; 179
1l .6 5 8.3 1.25
2 .2 2 2.5 10
3 .9 4 4.4 40

PR TR
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Initialization: Compute Ik s, k=1,2, ..., n, Let: I= kzl cka .

Enumerate the individual components as subtrees 1, ..., n . Choose

subtree {1 such that: di = min dk . Then: I + di is a lower bound
k

for the expected cost of testing the system.

TA_

From the chosen subtree 1 , construct and enumerate new subtrees by
including all feasible combinations of pairs of components o , B

that can be branched to from all the nodesf (sl, ceny SA) of subtree

' g

For each new subtree T , calculate the value of da(§2,31)++ and
dB(Z&,si) for all pairs of components a and R , and for all the

nodes s . Then the lower bound for the expected cost of testing the
system when starting with subtree T is:
= ]
Lo =~L +]p, d_(Z,,s,) + % qslde(_z_z,sg) .

T i < 2
I

Select as the new subtree to be considered the one which satisfies:
L, = min (L.} .
i T T

Does subtree 1
correspond to a complete

No

tree which gives a unique
testing procedure?

FIGURE 3.1

1.Nodes are the lowest level components in a subtree.
+*££ is the vector of component states which lead to node s, in

subtree 1 .

B i, oWl 0 AP 0 BNy,
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Initialization:

Compute the importance measures for all the

components.

I, = Py, + P3 - 2p2p3 = 1.7 - 1.44 = .26

I, =p) +P3 - 2plp3 =1.5 -1.08 = .42

I, = Py * Py - Zplp2 = 1.4 - .96 = .44

Iteration #1:

Compute the lower bounds as defined in Theorem 3.1.2

for all the given components: (l)() (2)() (3)()

3.9 + 3.7 =17.6

I + cl(l - Il)

3.9 +1.16 .06

[
wm

I + c2(l - Iz)

(L -1 3.9 + 2.24 6.14

I + c, 3)

The minimum is L, , and we continue by developing

a subtree which its root is component 2

Iteration #2:

B N M s s

Compute the lower bounds as defined in Theorem 3.1.3

for the following trees:

/
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4) @ (s>“/}a\}h. (61‘{/§{\}' (723{/;Q\E)
@{/ \§i> ® O d o
Actually, we first have to compute:

d4,(2) = ¢3(1 -1 +p)) = pcy = 2.4
d3(2") = c5(1 - p;) = q,c5 = 1.6
d;(2) = ¢y (1 = 1 + py) = pyc; = 4.5

dl(Z') = cl(l - p3) = §3C; = .5 .

The new set of lower bounds will be:

Ly = L, + pyd;(2) + g,4,(2°) = 5.06 + 3.7 = 8.76

Lg = L, + pzdl(Z) + q2d3(2') = 5.06 + 3.92 = 8.98
Lg = 2, + ppdsy(2) + g,@y(2') = 5.06 + 2.02 = 7.08
Ly = L, + pydy(2) + gpdj(27) = 5.06 + 2.24 = 7.3 .

Now since Lg 2 L3 , we have to go back and develop
the trees that can be originated in L3 , since at this
stage Ly = min L. .

i=1,...,7 1
i%2

Iteration §3 (Termination):

Compute the lower bounds for the following trees:

m& ‘” (mj\@ (m@/x
) ©
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First we compute the new gi(3) and gi(3') !
' !
'
dl(3) = cl(l -1 *+py) =cyp, =4 .
g dl(3') = cl(l - pPy) = c,q, = 2 ,
d,(3) = ¢y (1 - 1 + P;) = cop; = 1.2
! d,(3') = c,(1 - pl) = cyq; = 0.8 .
|
{ The new set of lower bounds will be:
i
7 L = =

g = L3 + p3d) (3) + q38,(3") = 6.14 +.3.6 + .2 = 9.94

-t
|

9 = L3 + p3d2(3) + q3dl(3') 6.14 + 1.08 + .2 = 7.42

*ﬁ Lyg = Ly + P3d; (3) + q3@,(3") = 6.14 + 3.6 + .08 = 9.82
i Li; = Ly + P3d,y(3) + qyd,(3") = 6.14 + 1,08 + .08 = 7.3 . .
i Now, L. = min {L.} , and note that the tree
, . i
i=l,...,11
i#2,3

given in (6) is a complete tree for our problem. The
complete testing procedure can be described by an equivalent
, tree (see Section 2.5), and the expected cost of testing

the system is egual in both cases.

ii) Consider the following system:

TR RGN v

@

where: h(g) = P4 + PIPZ + plp3 - plp2p3 =

P1P,94 ~ P1P3P,; *+ P;P,P3P, , and with the
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following data:

i Pi $i °i/P; °i/9;
1 .5 10 20 20
2 .5 1l 2 2
3 .5 1000 2000 2000
4 .5 100 200 200
Initialization:

Compute the - importance measures for the components:

I, = Py + P3 = PpP3 = PpPy = P3Py + PyP3P4 = -375

I, =P; =~ P1P3 -~ P)Py * PyPyP, = .125

[
w
]

pl = plpz - PlP4 + Plpzp4 = ,12%

Iy =1 - PPy - PPy * P1PyPy = -623
4
I= § c.I,=191.375.
= 1l 1

Iteration #1:

Compute the lower bounds for: (1)@ (2) @ ((3)Q

(4) @ :

191.375 + 6.25 = 197.625

"
-
+
[o))
il

L

1 1
L, =1 +d,=191.375 + .875 = 192.25

»=> min (L.} = L,
Ly =1 +d; = 191.375 + 875 = 1066.375 i 1

bt"
"
H
+
To?
L}

191,375 + 37.5 = 228.875)

65

;
M
2
H
d




=

66

Iteration #2:

Compute the lower bounds for the following subtrees:

(5) (5) (7) (3)

\
@ ©)
(9) (10) @ (11) (12) (13) @
Q@ ® @ @

d, (2) = cl(l =1+ pg) =25
dl(z') = cl(l -py ¢ p3p4) = 7.5
d;(2) = cl(l - 0) = 1000

dy(2') = c3(l 2 plp4) = 750
dg(2) = c4(l =1 + pl) = 50

dg(2') = cg(1l = 1 + pypy) = 25 .

The new set of lower bounds will be:

]

Lg = L, + p,d; (2) + q,d,(2') = 5 + 192.25 = 197.25

503.75 + 192.25 = 696

Lg = Ly + p,d3(2) + qzdl(Z')

28.75 + 192.25 = 221

Lo = L, + pyd, (2) + q,d;(2")

376.25 + 122.25 = 568.5

L, =L, + p2d1(2) + q2d3(2')

r
1t
£
'.

9 , * Pp83(2) + qydy(2') = 875 + 192.25 = 1067.25

LlO = L2 + p2d4(2) + q2d3(2') = 400 + 192.25 = 592.25

o ~ e A SNl o e AT -
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L, + p,dy(2) + q,d,(2') = 13.75 + 192.25 = 206

t
L]

S12.5 + 192.25 = 704.75

12 L2 +Ap2d3(2) + q2d4(2')

(=
1

37.5 + 192.25 = 229.75 .

13 = L2 + p2d4(2) + q2d4(2')

Ly = min {L,} , so we continue by developing
. i g
i=1,...,13
ig2
this subtree.

Iteration #3:

Note that if both components 2 and 1 are working =~ the
system is working, so we only have to develop the left side

cf our subtree:

67

. <14)/Q (16) Q) (17) @
BRI

P‘ Q Qo Q o
[

f'g @ @ W ®» @
o

¥ v 1y _

%$§ €;(2',1) = e5(1 = 1 + p,) = 250

) ' ' = - =

‘fi @;(2',1") = ¢c3(1 - 0) 1000

Pt
‘i{ 4,(2",1) = ¢c,(1 -1+ p3) =25

-
{{g dy(2',1') = ¢c,(1 -1) =0 .
\i;
i
i )

 £
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Ll4 = Ls + pld3(2',l) + qld3(2',l') = 197,25 + €25 = 822,25
Lyg = Lg + p;d4(2',1) + g d3(2',1") = 197.25 + 512.5 = 709.75
L16 = Lg + pld3(2',l) + qld4(2',l') = 197.25 + 125 = 322.25
Ly, = Lg + pydg(2',1) + gd (2',1') = 197.25 + 12.5 = 209.75 .
L, = min {L.} , and we have to go back to develop
. i
i=l,...,17
i¥2,5

a new first level tree.

Tteration #4:

Compute the lower bounds for the following subtrees:

(18) {19) (20) (D (21) (22)
@ A @ ® A j\@
(23) QQ (24) (25) (26)
VAVAN AN

dz(l) =cy(l -1 +py +py - pP3P,) = .75

750

d3(l) = c3(l - 1+py+py - p2p4)

d3(l') = c3(l -~ 0) = 1000

(9]
.

dg(1') = c,(1 - 1) =0 .

o — —— S g
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Using the above rules it is easy to verify that

Lz, = min
 i=l,...,26
i#2,5

Iteration %5:

(L.} = 197
1

.625 + 375 = 198

Compute the lower bounds for the following subtrees:

d;(1,27) =

d4(l,2')

I
0
w
=
¢
[ d
+
o
|

I
0
>
~~
[
!
| nd
4
0
w
o
I

= 250

= 25

e Loy =L24 +qzd3(l,2') =198 +125 = 323

= Lll = min

L,g=Lpg+q,d,(1,2'] =198 +12.5=210.5

Iteration #6 (Termination):

a,(2',4') =

a;(2',4")

éy(2,2')

dy(2,1")

i=1,...,28
i#1,2,5,24

c3(1 - pyi = 500

!
o

69
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L30=L11+q4d1(2'.4') +qld4(2,l') =206+ .5.5+.5.0=208.5

Now it is easy to show that: Li, = min {L.} =
i=1l,...,32 .
i#1,2,5,11,24

208.5 . Also, since this is a completa tree which uniquely
describes a testing procedure, we finally g2t our optimal
solution.

An equivalent representation of the optimal search tree

is:

The expected cost of testing is given by:

0
]

¢y + (P, + qpq4lc; + (g, + pyq;)c, + qyq4pC;

1+ .75+10 + ,75+100 + .125 - 1000 = 208.5 .
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4. ON THE SOLUTION OF SOME RELATED PROBLEMS

4.0 Introduction

Some unsolved related problems are presented in this
chapter, together with the attempts that were made towards
firnding a solution. For the most general type of coherent
systems we do not believe that an efficient algorithm
can be found, which will solve the problem of minimizing
the expected cost of testing a system, for any given system.
However, for the special case of coherent systems which can
be represented as two terminal networks without replicated
components, a procedure which is more efficient than the
branch and bound algorithm of the previous chapter, mayv exist.
In Section 1 we introduce a set of rules which can be applied
tc anv general coherent system, and we believe that its
usage is efficient in particular for the cases of two
terminal networks. In Section 2 we use the idea of modulari-
zation (intrcduced in Chapter 1) to get an application for
fault trz2e analysis. Modules seem to be very ussful in
some aszpects of reliability theory and fault tree analysis

(e.g., getting tighter bounds for the reliability of a
complex network), but they do not seem to help us much in
our context. Firally, in Section 3, we introduce a closely
relatecd problem, that of how to minimize the expecied cost
of finding the failed ccmporents - given that the system has
failed, ard give solutions for some special cases of this

problem.

S oy
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4.1 Minimizing the Expected Cost of Testing General
Coherent Systems

In Chapter 2 we gave efficient rules for solving the
problem for some special cases. In Chapter 3 we introduced
a branch-and-bound algorithm which solves the problem for
any gereral system. Unfortunately, branch-and-bound
algorithms are in general very slow and inefficient, and
sometimes are even impossible to perform for large systems.
Therefore it is necessary to look for some sub-optimal
rules which are easier to compute, but usually give only
sub-optimal procedures for the testing problem.

Recall from 1.1.7 that every coherent system can be
represented either in terms of minimal-paths or minimal-cuts.
Those representations are similar to the parallel-series
anéd series-parallel structures respectively, except that in
the general case they do not satisfy the requirement of
disjoint minimal path-sets or disjoint minimal cut-sets
respectively. Nevertheless, we suggest the use of the
optimal rules for parallel-series and series-parallel systems
on the minimal-path and minimal-cut representation. Applying
the algorithm for parallel-series systems will result in
getting a component, i , which is a candidate for being
tha first component to be tested under our sub-~optimal
prccedure. Applying the algorithm for series-parallel systems
on the minimal cut representatior will result iﬁ gatting a

componant, j , whicih is also a candidate for being the

C o —— G N
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first component to be tested. We now face two different

situations:

(1)

(ii)

i=3 . If, by appolying the two algorithms to
the two different representations of the coherent
system we get the same component as a candidate
for the first test, we should actually test
this component first. After testing this com-
ponent we have a new system with (n - 1)
components. We find its minimal-path and
minimal-cut representation and apply the
parallel-series and the series-parallel
algorithms to the above representations res-—
pectively, and continue in %this manner.

i1 #3 . In this case we have two candidates

for the first test. This means that if we want
to develop the tree which represents the testing
procecure, we have twc possible roots for the
tree. This is still much better than having =
possible roots, and we think that one of these
trees, which uses either compcnent 1 or com-
ponent § as a roct, is the optimal trze for
the testing procedure. 1In this case, as above,
th n

A
after testing the i or the j~ comgonent, we

have a new system with only (n - 1) comsonents.

b
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having 4 trees as candidates for optimal testing
procedure, and the number will increase in

every iteration. Nevertheless using this proce-
] dure is cerctairnly better than the regular dvnamic
programming approach which was introduced in the
preface, and it may even be better than the
branch and bound algorithm which is described

i in the previous chapter.

Example:

Consider the following coherent system:

i S%i0By
1 30 .5
2 15 .25
3 12 .0
4 1C .5

with the structure function:

$(X) =1 = (L - x){L - xy[1 = (1= x3)(L = x,)1}

The minimal path-sets and minimal cut-sets of the

system are given by:

R, = {1}

Kl = {1,2}
Ry = {2,3}

K2 - {11314}

R N
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Therefore, the minimal-path representation of the

system is given by:

~0
———O——

-0—&

and the minimal-cut representation is:

Note that: Rzrﬁ R3 = 2 # ¢ and: Kl(W K2 =1# 90 ,

75

so the system is not a series-parallel nor it is a parallel-

series structure. Using (2.3), (2.4), (2.5), (2.6) we

can calculate:

E(Rl) = 30 P(Rl) = .5
E{Ry) =15 + 3 = 18 P(Rz) = ,25+ .6 = .15
E(Ry} =15 + 2.5 = 17.5 P(R3) = .25+« .5 = .125

° = = = . = = . = = 4
RTRY - 5 80 pTRyy T 15 T 120 pryy T T1zs T MO

Alsz0
F(Kl) = 30 + 7.5 = 37.5 Q(Kl) = ,375
?(Kz) = 10 + 6 + € = 22 Q(Kz) = .1

A

e~ — S g
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. FKp) 395 FIKY) 22 _
QTR = 7335 = 100 IS 220 .
E(R,) E(R.) F(X,)
. 1 \ 1
Since = min —d and - =
o )P(R15 j=1,2,3 {P(Rj)} ENY
(K.
min lQ 7 } , and since component numbker 1 is the first
j=1,2 3

component to be tested in this path set and in this cut set
respectively, we conclude that component 1 should be the
first one to be tested under the optimal testing procedure.
After testing component 1 we are left with a series-
parallel system, and we continue this example using the rule
in Section 2.4. The optimal search tree for this probklem

will then be:

and its expected cost is given by:

'p]
i

Cp * 93¢, * q)P,C3 * 91Py93%,

30 + .5+15 + ,125-12 + ,05-10

30 + 7.5 + 1.5 + .5 = 39.5

—— e— "#
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Using the branch and bound algorithm it is easy to

verify that this is actually the optimal tree for testing

this system.

4.2 Application to Fault Tree Analysis

Fault Tree Analysis (FTA) is a methodology for evaluat-
ing the failure processes of complex systems. Whereas
Reliability Theory is mainly concerned with the ability
of a system to perform its desired mission, the Fault Tree
Analysis technique investigates the undesired and hazardous
events. In Chapter 1 we specified the characteristics of
coherent systems. An alternative representation of coherent
systems are fault trees. Both representations have the
common feature of "basic" events, the component states of the
coherent systems, for which we are given the probabilities
of being functioning or failed. Using either the structure
function, or the structure of the tree, we can evaluate
the probability of the occurrence of the "top" event. 1In
Reliability Theory this event is the proper functioning of
the system. In Fault Tree Analysis the top event is the
improper functioning of the system which would lead to a
hazardous condition.

Given a complex fault tree, it is not an easy task to
get its equivalent representation as a coherent structure.
FTA has become a standard and widely used technique for
evaluating the operation of complex systems in fields such as

nuclear and chemical engineering, electrical engineering, etc.
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Hence, it is important to find a way of applying our proce-
dure for minimizing the expected cost of testing a system
which is presented as a fault tree. To do this we suggest
using the decomposition idea, as defined in Section 1.1.9.
This set of rules is by no means the optimal procedure, but
it seem to work well in many cases.

To ease the demonstration, consider fault trees which
do not have replicated basic events, and only two types
of "gate" events: "OR" and "AND" gates. Gate events have
inputs, which can be either basic events or other gate
events, and their output, or the occurrence of the gate
event, depends on the occurrence of the input events
together with the boolean function that the gate event
represents.

The "OR" gate is the fault tree eguivalent to a series
coherent system, and its output event occurs if cne or more
of its input events which are the failures of the components
occur. The "AND" gate is the fault tree equivalent to a
parallel system, and its output occurs if and only if all
its input events occur. Thus, the structure function:
¢(X) =1 - [(1 - =x,%x,)(1 = x3)] with 3 components (3 basic

events) can be presented as a coherent systam:

or as a fault tree, with 2 gate events:
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4|

L) @

where:

(1) 1',2',3' are basic events which are the
complementary events of 1,2,3 in the above
coherent system.

(ii} 4 is a gate event, and "+" represents an OR
gate.
(iii) 5 is a gate event, and "-" represents an AND

gate.

ote that, as we have already discussed before.
evaluating the reliability of the coherent system gives us
its probability to work. Evaluating the fault tree gives
us the probability of a system’'s failure.

In the context of coherent systems, a module is a sub-
set of components which beliaves like a "supercomgponent,"
i.e., effects the system's operation only through the
operation of the "supercomponent.” If a gate event has

inputs which 4o not appear anywhere else in the tree, then

— e cepa—-
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the effect that these inputs have on the top event, is
only through the output event of this gate. This is
analogous to the module in coherent systems which we
discussed above and defined in 1.1.9.

The problem of minimizing tha cost of testing systems
which are represented as fault trees can now be handled.
Consider first all the gate events which have only basic
events as inputs. Since the assumption was made that
there are no replicated events in the tree, these gate
events represent modules cf the system, which correspond
either to series or parallel coherent systems. We use the
optimal procedures of Sections 2.1 and 2.2 respectively
to get the optimal order of testing each of these modules,
the expected cost of the test, and the probability of
functioning for each of the modules. Replacing the gate
events under consideration with "superevents," with
computed costs and probabilities, results in having new
gatz2 events with only basic events or superevents as their
inputs. Continuing with the same procedure, we will
eventually reach the situation where the tocp event has only
basic events or superevents as its inputs. The top event
can now be represented as a series or parallel system, and
it is easy to find which of its input events should be
tested first. Since only basic events can b2 tested, if
the event that was indicated is a superevent, we have to

look at its input and so on, until a basic event is found
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to be the first event which should be tested. Unfortunately,
example (ii) in Section 3.3 demonstrates that after finding
the first component to be tested, the optimal procedure
does not necessarily continue to test the components in

the same module, until it determines the state of the
module. Instead, after getting the result of the first
test, we have to recalculate the expected cost and the
probability of success for the remainder of the module,

and update the costs and probabilities for all the modules
of which this module is a submodule. After doing this all
the way until the top event, the next basic event to be
tested can be determined, and the process continues in

this fashion. We demonstrate the operation by an example.

Example:

Consider Example 2.3.3 and construct its corresponding

fault tree:

e ———
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with the following information on basic events:

L]
i Si Pi
1t 30 .5
2! 15 .75
3! 2 .4
4" 10 .5

Iteration #1l:

Event 5 is a gate event which corresponds to
a series system, so it can be replaced by a superevent
after calculating its probability to function, and its

expected cost of testing. For event 5 the inputs are

c c
events 3' and 4' and since Ei = 20 < 30 = S; the optimal
4 3

crder of testing is to test first event 4', and then event
3'. The expected cost of the test is: Cy + (1 - p‘i)c3 =
10 + .5°+12 = 16 , and the probability that gate event 5
will contribute to the failure of the top event is:

.4 + .5~ .2 = .7 . Replacing gate event 5 by a superevent

results in a modified tree:

o - ———— —- gl
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where:
]
i Si Pi
1! 30 .5
2! 15 .75
5 16 .7
Since this tree represents a parallel system, and since:
16 _ 15 _30(_ s 2 <
= < =5 = % (l m_—y < TT T = T = B we must test
5 2 1
event 5' first. Event 5' is a superevent, but we have
already seen that the first basic event that should be
tested is event 4'. Therefore, this is the first component

to be tested, and we now proceed to iteration #2.

Iterat.on #2:

If event 4' occurred, i.e., the 4th component has
failed, the gate event 5 also occurred, since the path-set
that includes the 4th component has failed. For the top
event to occur, the occurrence of all its immediate inputs

is required, so we still need to check events l1' and 2'.

83
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; The fault tree now is:
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L 2
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and since zg = jg% , either one of components 1' or 2'

can be tested next. Depending on the occurrence of the
tested event, either the last component needs to be checked,
or the determination of the nonoccurrence of the checking

procedure completed so far as a search tree is given by:

where:

0. stands for occurrence
N.0. stands for nonoccurrence

1', 2', 4' are basic events.

Iteration #3:

If event 4' did not occur, i.e., component 4 was found
to be working, the modification of the remaining cost and

probability of superevent 5 is needed. Since superevent 5

e e - e ~aggp
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can now occur only if event 3' occurs, the probability
cf its occurrence is pé and the cost of its testing

is C3 - The new trees under consideration is now:

6
where
i i Pi
1’ 30 .5
2! 15 .75
5! 12 .4

This tree corresponds to a series system, and since:

12 1 30 s s .
€ < 35 = = the optimal order of testing is: event
3' £first and then either 1' or 2'. The final checking

procedure can be represented by the following tasting

Ltree:

— oy
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and the expected cost of testing, using this procedure is:

C=c4 + {1 —p&)c3+ [p‘i + (l-p"})pé]cl-&- [p‘ipi+ (].--pl';)p._‘,‘p]'_]c2

=30+6+21+1.5 = 58.5 .

4.3 Minimizing the Expected Cost of Testing the Components
when the System's State is Known

Another important question, which is differeat from
tha onz we deal: with throughout this dissertaticn but
is similar in its nature, is how to identify efficiently
the failed components, when the system is known to be failed.
Solving this problem will also provide us with an answer
to the dual questionr which is how to identify the working
corponeants, when the system is known to be working.

e present here scme preliminary results which we

obtained for the simple cases of series and parallel systems,

~—-—-'*w
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and the parallel-series and series-parallel structures.

A further investigation is needed to give a solution to

this problem for the general structure of coherent systems.

Introducing somewhat different notations:

*
p; = Conditional probability that the ith component

has caused the system to fail, given that the

n *
system has failed. Obviously, ) p; = 1.
i=1l

c, = Cost of testing the ith cormponent.

*
C(P ) = Minimum expected cost of testing the system,

given the vector of conditional probabilities:

[ *

P .
* s

oy, P '* = Conditional probabilities vector, where
{ 2%
; I——l—; i#7]

ol )T TP _

J
0 i=3

We a2ssume that the failure distribution funcitions of
the components are continuous, and therefore the probability

that two failures will occur at the same time is 0.

4.3.1 Series Systems

Fcr series systems, the failure of on= component causes
J the failure of the wholie system. We want %o minimize the
expected cost of finding the componant that has failed.

The minimun expected cost is given by:
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(4.1) c(’) = min {e, + 1 - p)ce’h)
i
Proposition:
The testing procedure: = = (1,2, ..., n) |is

optimal for any series system, if and only if:

Cl C2 [
(4-2) —TiTi e s 0 i—%
P, P, Pp

Proof:

Consider the procedure which tests component 1 first,
then test component 2, and then continue optimally. The

expected cost of this procedure is given by:

*

1,.* * * P2 *,1,2
(4.3) c*(P) =¢, + (1=-p,le, + 1-p, )1l - —=—])c@ """
- 1 1°72 1 1 - -
Py
=c, + (L-pllc, + (L-p, -pc( 1?2
= P 1%; “Pp T Ry)CIE )
Now consider the procedure which tests component 2 first,
then tests component 1, and then continues optimally.
The expected cost of this procedure is given by:
*
* * * P *
c?(e’) = ¢, + @-pyle, + W-p)1 - —2g )@’
l1-p
2

(4.4)
12,1

)

*) ( * * x
=c, + (],-p2 c, + 1-p2-pl)c<g
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*
Note that P '112 is the vector of conditional probabilities
*
P
— — i #1,2
(1-py)(l-p,)
*
such that: pi’l’z = 1 2 and
0 i=1;1i=2
*
E +2,1 is the vector of conditional probabilities such that:
*
p.
— — i#2,1
1-p,)(L-p,)
* * %*
p. = 2 1 so: P o2 P 2,1
1 — —
0 i=2;4i=1
* *
and also: CI(P ’1’2) = C(P '2:1y  Therefore:

* *
(4.3) < (4.4) = c) + (1 - pj)c, < c, + (1 - pylc;

Cl C
= <<%
Py P

We can apply the same considerations to any pair of
components in the system, and by doing this complete the

proof of the proposition.B

Remark:

Let r, be the cost of repairing the ith component,
i=1,2, ..., n. Consider the problem of minimizing the
expected cost of restarting a failed series system. The

process of restarting the system consists of two stages:

~ e ——————— w
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Identifying the failed component and repairing it. The

minimum expected cost of restarting a failed series )

- — - ——— .-w

system is given by:

* *
(4.5) C(B',z) = min {c; + p 7,

1-ppce o}
i iti + ( - Pl)c_ r£) . )

It is easily shown that the optimal procedure stays
the same, independentlyof the different repair prices,

since we only repair the unique component which is found

tc be failed.

4.3.2 Parallel Svystems

A fajilure of a parallel system implies that all of ‘
its components have failed. Therefore, the question of
testing the components is irrelevant to this cése, since
we know, for sure, that all of them have failed. If we
are interested in minimizing the cost of rasstarting a
failed parallel system, we should repair the componaent
with the least repair cost, thus assuring that the svstenm

will be functioning again.

4.3.3 Parallel-Series Systems

ToO solve this case we must assume that whenever a
component fails in any of the minimal path sets, all the i
other comporents in this path set will enter a mode cf

suspended operation, and hence will not fail.
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If a parallel-series system has failed, we know that
all its series subsystems have failed. Let: Rl'RZ' ooy Rr
be the series subsystems, which are the minimal path sets
of the system. Based on the additional assumption, we
can calculate the minimum expected cost of testing any of
these series subsystems, using (4.1), and the optimal
testing procedure given in the proposition. Denote the

t

minimum expected cost of testing the i h path-set by C(Ri) .

The optimal testing procedure will be to test first the

component (according to (4.2)) in the jth path set that
satisfies: Rj = min {C(Ri)} . If this component is found
i

to be failed, we know that this is the only failed component

in the jth

path-set, and by repairing it we restart the
system. Otherwise, if the component is found to be in a
working condition (even though it is in suspended operation),
we update the vector of conditional probabilities, recompute

C(Ri) for all the minimal path sets, and continue in the

same manner.

4.3.4 Series-Parallel Systems

Ll e . ow

A failure of a series-parallel system implies that
exactly one of its parallel subsystems, which are the
minimal cut sets of the system, is failed. We do not know
which of the minimal cut sets has failed, and therefore
to get the expression for minimizing the expected time of

testing each of these parallel subsystems, we must use

e

- vy —— -—*‘
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(2.2) and the optimal procedure for testing parallel
systems, when the state of the system is urknown. Let )
Kl' cecy K2 be the minimal cut sets of ths system, and
denote by C(Kj) j=1,2, ..., n the expected cost of
testing the jth cut set as given by (2.2).

The conditional probability that any of these cut-~
sets has failed, given that the system has failed, is
the sum of the conditional probabilities of the components

in each one 0f the minimal cut sets, to be denoted by

P(Kj) j =1,2, ..., n . So, to start our testing proce-

dure we choose the jth minimal cut set that satisfies:
C(K.) C(Ki) ) )
B Kj = min ?T?;T , and test the first compone§t in ,

this cut-set, according to the optimal procedure for
parallel systems. After the test we update the vector cf
conditional probabilities and continue with a series-
parallel system with (n - 1) components, using the sare

set of rules.
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