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ABSTRACT

The problem of minimizing the expected cost of identify-
ing the state of a coherent system (as functioning or

,.r"failed"I is considered. The system is composed of com-
ponents, and only individual components can be tested.
Efficient algorithms are presented for some special cases
of coherent systems: series, parallel, parallel-series,
series-parallel and k-out-of-n systems. The concept of
the Importance of Components is used to develop a branch
and bound algorithm which determines the optimal testing
procedure for any general coherent system. However this
algorithm is not always efficient in solving this problem.
Some other closely related problems are discussed, such

Y: as how to identify the state of a system which is repre-
sented as a fault tree, or how to identify the failed
components when the system is known to be failed
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0. PREFACE

We are interested in the Problem of minLizing the

expected cost (or time) o' testing a coherent system.

Our system is composed of n components that either work

or fail, and its structure function is monotonically

increasing in each argument. By "testing" a system we

mean determining its state which can be either "functioning"

or "failed." We do the actual testing by checking the

components of the system in an optimal sequence. Components

can be individually tested and tests give perfect informa-

tion. Associated with each component is a cost (or time)

tesing it Cc. I i = 1,2, ... , n) and an a priori

orcbabiliry that it is functioning (pi , i = 1,2, ... , n)

'The a oriori probability that a component is failed is

gil'n yq = 1 - , i = 1,2, ... , n). Components are

a..iumed to function or fail independently of each other.

:h problem is, therefore, to find the optimal testing policy

(which can be represented as a search tree).

One way of dealing with this problem, is by using the

techniques of dynamic programming. Let C be the optimal

cost cf testing a system with n components. C(i) , C(i')

be the optimal costs of testing a system with (n - 1)
th

componenzs, given that the i component is working or

failed respectively. Then, the dynamic equation for the

optimal testing cost is given by:

C = min (c + piC(i) + (1 - pi)C(i')}
1 1
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It is possible to use this formula recursively, S

and get the minimum cost of testing any coherent system

with n components. The problem is that in order to do so,

we have to specify all the different structures of coherent

systems for any order. This is an impossible task, since

even for small order of n (the number of components in

the system) the number of different coherent systems is

very large. For example, for n = 4 there exist 20 distinct

structures of coherent systems, and for n = 5 there are

180 structures. For higher orders of n , we do not even

know the exact number of different coherent structures, so

it is practically impossible to use the dynamic programming

formulation to solve this problem.

R. Butterworth [10] solved this problem for the special

cases of series and parallel systems, and gave a sufficient

condition for the optimality of his procedure for k-out-of-n

systems (such a system works if and only if at least k of

its n components work). J. Halpern [12] presented an opti-

mal sequential procedure for k-out-of-n systems with equal

testing costs for all components, and discussed some other

cases [13]. H. Lambert [14], [15] dealt with the problem of

minimizing the expected time of testing a failed system. He

suggested a criteria for solving the problem for general

systems, and showed how to use it specifically for the cases

of series and parallel systems. He also conjectured that

this criterion gives a good approximation to the optimal

procedure for reliable systems.

n |nlANNu
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In the remainder of the preface we give examples to

demonstrate possible applications of the different procedures

that will be found. These examples will also be used to

motivate the solutions, which will be presented in the

following chapters of this dissertation.

In Chapter 1 we give an introduction to Reliability

Theory, and specifically to the theory of coherent systems.

Chapter 2 deals with some special testing procedures that

can be applied to special structures of coherent systems.

In particular, we present optimal procedures for parallel-

series and series-parallel systems, and also for the general

case of k-out-of-n systems. A Branch-and-Bound algorithm

is presented in Chapter 3, which solves the problem of

minimizing the expected cost (time) of testing any genera--

coherent system. The algorithm is based on a paper by

Little et al. [181, which gave a branch and bound algorithm

for the Travelling Salesman problem. In Chapter 4, other,

as yet unsolved, problems are discussed. We consider

the problem of minimizing the expected cost of finding

the failed components, given that the system has failed,

an application to Fault Tree Analysis, and how to get

better procedures than the given branch and bound algorithm,

for general coherent systems. Further research is needed

in those areas, as well as in some other modifications of our

problem that we think can be solved in the near future.

4
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Examole 1: Communication Network

Consider a hypothetical communication system that may

exist between the White House in Washington and the Kremlin

in Moscow. There are three ways in which the President of

the United States can reach the Chairman of the Communist

Party in Russia: either by a direct telephone cable line

(line #1), or by a direct telephone satellite line

(line #2), or by a telephone cable which goes through the

French Capital in Paris (lines #3 and 4). If none of

these three ways are available, there exist some non-

conventional ways of getting a message to the Russians,

which we do not consider. The probability of each of the

four ccmmunication lines to be in an operating ccndition

when recuired is given, together with the time it takes

to test the condition of each one of the lines as follows:

T!:ne Number: 1 2 3 4

Time for Testing: 30 15 12 10

Probability of Functioning: .5 .25 .6 .5

....=t should- be the optimal testing procedure, that will

minimize th.e expected time of determining whether the

:onven=Lonal system can transfer a call or not.

xL: , o 2: Setting Admissions Policies

Consider the Graduaze Zenart.ent of Operations Research

w!..ch neics to set new standards of aditting graduate

studc _:r. Since the admissicn com.ittee of the department

47
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decided to raise the admission requirements, it decided to

take the following steps in order to reach a decision for

students that have already passed the general requirements

of the College of Engineering:

Step 1:

Set an interview with three of the professors in the

department. Accept any applicant who satisfies the require-

ments of the 3 professors. Otherwise proceed to Step 2.

Step 2:

Ask for the G.P.A. of the applicant from the science

courses during the last two years of his undergraduate

studies. Reject any student whose G.P.A. is less than or

equal to 3.0. Otherwise, if the G.P.A. is higher than 3.0

proceed to Step 3.

Step 3:

Ask for the G.R.E. scores of the student. Accept any

student whose score is higher than or equal to the 80 per-

centile of the test. Otherwise proceed to Step 4.

KStep 4:

Ask for the G.M.A.T. scores of the student. Accept'I
any student whose score is higher than the 90 percentile

of the test, and reject all the other students.

The different times that are required to perform each

of the above steps are given, and also the probability
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of success in any of the tests - as computed from past

experience and given as follows:

Test Number: 1 2 3 4

Time of Completion: 30 15 12 10

Probability of Success: .5 .25 .6 .5

The chairman of the committee would like to know

the optimal testing procedure which will minimize the

expected time until the committee reaches its decision

to accept or reject an applicant.

Examole 3:

A power generating system is composed of two identical

subsystems which are connected in series. Each of the

subsystems has five generators, and the subsystems are

considered to be working if at least three out of the five

generators work. When the system is failed, the state of

any of the subsystems is unknown. Given the different

costs of testing each one of the generators and the prob-

ability of each one to be functioning as:

Generator Number: 1 2 3 4 5

Cost of Testing: 2 2.5 2 4 3

Probability of Functioning: .95 .9 .7 .82 .6

What is the optimal testing order which minimizes

the expected cost of testing each one of the subsystems?
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1. INTRODUCTION TO COHERENT SYSTEM THEORY

1.0 Introduction

In this chapter we present the basic definitions and

results of coherent system theory. Most of this work was

done in the early 60's by R. E. Barlow, Z. W. Birnbaum,

J. D. Esary, F. Pro.chan and S. C. Saunders at the Univer-

sity of Washington and the Boeing Scientific Research

Laboratories [1] , [6], [7], [11].

The structural properties of coherent systems are

presented, as well as some properties of the reliability

function. We emphasis the representation of coherent

systems in their parallel-series and series-parallel forms,

and the different definitions for the importance of the

components in the system.

1.1 The Structure of Coherent Systems

It will be assumed, throughout this work, that any

component or any system can only be in one of two possible

states: functioning or failed. Given a set of components:

C = (1,2, ... , n} we define a binary indicator variable

of component i to be:

(1 if component i is functioning
*L #0 if component i is failed;

x = (x1 , ... , xn ) will be called the "state vector."

II
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1.1.1 Definitions

A system is a set of components together with a

structure function O(x) (i.e., it can be described as

the pair (C,f)), which is determined completely by the

states of its components such that:

51 if the system is functioning

0 if the system is failed.

(C,O) is defined to be a coherent suetem if it satisfies:

(i) x < Y W <( (Y)

(ii) 0(0) = 0 ; (l) =1

where: 0 = (0,0, ... , 0) ; 1 = (1,1, ..., 1) and x < y

when x. < v. for i = 1, ... , n . Also: (kX)

(x I , ..., Xk llk,Xk+1, -.. , x)

1.1.2 Examples

(i) A series system. This system works if and only-

if all of its components work. It is described
n

by: O(x)= H x. -min (xI  . xn Its
-i=l 

n

graphical description:

-- 4---- .-----
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(ii) A paraZlel system. This system fails if

and only if all its components fail. This

structure is described by: O(x) =

nn- (1 - x.) = max (x . x n )i=l ax' ".""x)

Its graphical description:

(iii) k-out-of-n system. This system works if

at least k out of its n components

work (and thus fails if at least n-k+l

out of its n components fail). Its

structure function:

n
1 if x > ki=l i-

W =
n

0 if x. < k.i=l

I"
4

V



10

1.1.3 Properties of Coherent Structures
I

(U.1) (i) O(x) = x i(liX) + (1 - xi) (Oi,x)

for every x (i = 1,2, ... , n)

i.e., we can express a structure function of

order n in terms of a structure function of

order n - 1

n n
(1.2) (ii) I X. < c(x) < 1x- (1 -X i )

i= 1  2.- il

i.e., the performance of any coherent system

is bounded above by the performance of a

parallel system with the same components, and

bounded below by the performance of a series

system with the same components.

(1.3) (iii) a) [I!- (1 - x) (I -yz) I> _I- (1-O(x) 1(1-O(y)]

and:

'1.4) b) O(x • y) < OWx • O(y)

(a) implies that redundancy at the component

level is more efficient than redundancy at

the system level, a well known principle

among engineers.
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1.1.4 The Dual Structure

For a given structure function, t(xJ , we define:

0D(x) = i - )(1 - x) , and call it the duaL struCtur8 of

0 It is easily shown that: (D )D =

Examples:

(i) The dual of a series system is a parallel system.

(ii) The dual of a k-out-of-n system is a (n-k+l)-

out-of-n system whose structure function is:Sn
1 i x. > n -k + 1

¢ (x) =
-- 0 .xi < n -k + 1

1.1.5 Definitions

A 3tate vector x for which O(x) = 1 is called a

path vector.

A state vector x for which W(x) = 0 is called a

cut ve-or.

From the first property of coherent systems (the

-onotonicity property) it follows immediately that:

(i) If x is a path vector for # and y > x

then y is a path vector for x is a

minimal path vector if y < x 0(y) = 0

(ii) If x is a cut vector for * and y < x

then y is a cut vector for . x is a

minimal cut vector if y > x 0 *(y) = 1.

-.- - - - - - 1 7
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For every path vector and cut vector we define the

corresponding path set and cut set as the set of components

such that: Cl(x) = [i I xi = 11 and C0 (x) = 0 I xi = O}

respectively.

Examole:

Consider the following "bridge" diagram:

4

its min-path sets are R1 = 11,4} ; R2 = {2,5} ; = {1,3,5};

R = {2,3,4} Its min-cut sets are K1 = {1,2} ; K2 = (4,5}

K3 = {1,3,5} ; K4 = f2,3,4}

1.1.6 Relations Between the Structure and its Dual

(i) If x is a path vector for € , then 1 - x

is a cut vector for D , and vice versa.

(ii) The minimal path (cut) sets of the structure ,

are the minimal cut (path) sets of its dual .

(iii) If O(x) = D(x) for every x , then each

minimal path set of the structure (x) is

also a minimal cut set of O() . Those systems

are called se~f-duaL systems.

Y.|
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1.1.7 Representation of Coherent Systems

A coherent system works if and only if all the com-

ponents in at least one minimal path set work. A coherent

system fails if and only if all the components in at least

one minimal cut set fail. Using these facts we can write

the structure function of any coherent system as a parallel

arrangement of its minimal paths or as a series

arrangement of its minimal cuts.

Specifically, let: 3R = {RI, ..., R } be the set of

all minimal path sets of the system, together with their

series structures: p1, . such that: p (x) = iR x.
pit .. 1Pr ER. 1

3

Let: 3K = (Ki, ..., Kk be the minimal cut sets of the

system with their parallel structures: i' "' k such

that: j = 1 - II (1 - x.) . Then: 4,(x) =
ieK 1-

r
1 - H [1 - p.(x)] where: j (x) = 1 x. , j =1,2, ... , rj=l J- -- i.j

k
and (x) = Wl iJ.(x) where: ij (x) =1 - ix ( -xi)

j=l j iEK.J

j = 1,2, ..., k . These equations are called the parallel-

series and the series-parallel representation, respectively.

Definition:

A paraileZ-series system is a coherent system which can

be described as a parallel arrangement of disjoint series sub-

r
systems, i.e.: O(x) = I - T (1 - p (x)) where: Qj(x)

nl x. and: R. n R. = 0 for every pair: i # j , 1 < i , j < r
iCR.L ,-+ )

t L
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Definition:

A series-paraZZeZ system is a coherent system which

can be described as a series sequence of disjoint parallel

k
subsystems, i.e.: p(x) = W ij (x) where: W(x) =

j=l -

1- (l - x.) and: K. nK. = for every pair
iCK.

I
1 < i , j < k , j 30 i

Examples:

(i) The "bridge" structure, from Section 1.1.5.

We have already found the minimal path and the

minimal cut sets of this structure. The

parallel-series representation will be:

where:

P1( ) = xIx 4

P2(x) - x2x5

P3(x) x 1 x 3x 5

p4 (x) - x 2 x 3 x 4
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I

The series-parallel representation will be:

4l

where:

(X)= 1 - ( - x) ( - x 2 )

2(X) = 1 - (1 - x 4 )(i - x5 )

3 (x) = 1 - (I - x I ) (1 - x 3 ) (1 - x 5 )

0 4 (x) = 1 - (1 - x 2 ) (1 - x3 ) (1 - x4 )

(ii) The following system:

(x) 1 - (1 - X lX2 ) ( - x3 ) (1 - x4 x 5 )

has 3 minimal path sets: R1 = {I,2} ; R = {3}

R3 = {4,5} Since R1  R2  R1 f R -31 2 1 3

R2  = this is a parallel-series system.

Its dual system:

0 D(x) = [1 -( (1 ) -(x2 )lx 3 [I 1 (1 -x 4 ) ( x5 )]
2_3_4_5



16

has 3 minimal cut sets: K1 = 11,2} ; K2 = (3}

K3 = {4,5} , and since: K1 r) K2 = K1 n K3 =

K2 n K3 = this is a series-parallel system.

Note that the minimal path sets of the dual

system: R1 = {l,3,4} ; R2 = {1,3,5} ;

R3 = (2,3,4} ;R 4 = {2,3,5} which are equal to

the minimal cut sets of the original system,

do not satisfy the requirement that the inter-

section between any pair is~empty. (e.g.,

Rf n R2 = 11,3} etc.)

1.1.8 Structural Importance of Components

Definition :

A path.vector (!i,x) is said to be criticaZ for

component i if it satisfies:

O(lix) - O(iO,x) = 1

Let: n (i) = . [(li,x) - (0i,x)] bt the total{xl .: !} 1- 1-

number of critical path vectors for component i

Definition:

A measure of the structural importance of component i

is given by:

I = = n [O(lix) - (Oi,x)].2 - {xlx2=n 1 _ 1

W.176
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IW(i) is the proportion of the 2n - 1 vectors of

the form (li,x) which are critical for component i

Note:

(i) I (j) = 0 component j is irrelevant to

the system.

(ii) IW(k) = 1 component k is the only relevant

component in the system, i.e.,

the system works if and only if

component k works.

In general, 0 < I4 (i) < 1

Examples:

(i) Series system (with n components). Since

n
(x)= H x. = 1 only when: x = (1,1, . 1.., 1)"- i=l 1

n (i) = 1 for every component, i.e.;
1

I (i) = 2 i = 1,2, ... , n

(ii) Parailel system (with n components). Since

n
O(x) = 1 - (1 - x.) then only the vector

i=1

(0, ... , 0,li,0, ... , 0) is critical for the11

i-th component, i.e.; I W=(i) -

i = 1,2, ..., n.

(iii) k-out-of-n system. In this example, n (i) -

k 1 for i = 1,2, ... , n since given that

In
'x i  1 , we have nko s b l t e o

i (
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exactly (k - 1) additional components to be

equal 1, as needed for any critical path vector

for a k-out-of-n system. Therefore:

I(ii = (n -I)! [

2 n -  (k - 1)! (n - k)!2 n - 1

i=l1,2, ... ,n .

Conclusion:

For symmetric systems like the series, parallel and

k-out-of-n systems, all the components are equally imzportant

as far as the structural importance is concerned.

1.1.9 Modules of Coherent Systems

Definition:

The coherent system (A,X) is a roduie of the coherent

system (C,€) if: (X) = L X(XA), where is a

coherent structure, A c C and Ac =C A A C C is

a modular set of C . If A C C it is called a propar

modular, and (A,x) is a proper module of (C,t)

D)efinition:

A moduZar decomposition of (C,O) is a set of

disjoint modules: {(AXI),(A 2 ,X2 ), ..., (Ar'Xr)l together

with an organizing structure function ip such that:
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r
i) C = U A. where: A. n A. = for i $ j

ii (x) = p[x1( xA1 ) x~ (A 2) , (x r)

Example:

Consider the system in 1.1.7, Example (ii). Define

the modular sets: A1 = {1,2,3} ; A2 = {4,5} . Define

the structure functions:

1i - ( - 1 x 2 )(1 - x 3 )] ; X2 = x 4 x 5

Then {(A,x1);(A 2 ,x 2 )} is a modular decomposition of the

given system because:

i) C = A U A2 = {1,2,3,4,5'

ii) $(x) = 1 - ,- x ( 1)] 1 - x 2)

= 1 - [(1 - xX 2 ) (1 - x3 ) (1 - x 4 x 5 )]

1.2 The Reliability of Coherent Systems

1.2.1 Definition of Reliability Function

Let be a structure of order n . Assume that

the indicator variables of its n components, are independent

random variables, Xi  such that: Pr {Xi = pi

Pr (Xi = 0} = 1 - pi = qi , i = 1,2, ... , n

Definition:

The reliability of a component is equal to its

probability of working, pi
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Since X11 X2 , .,' Xn are random variables,

OWX = O(X11 x 2 " ... x n) is also a random variable, where

X=(X, ... , IX n

Definition:

The reliabi'zity of a system is the probability

that the system works, which is given by

Pr {O(X) h==l} = h =

Note: Since the indicators are independent random

variables, we can write the reliability function, h

as: h = h(P) , where P- = (Pl'P 2 ' ... ' Pn

1.2.2 Examnoles

We compute the reliability functions for the systems

given in 1.1.2:

n
(i) A series system. O(X) n I x. and:

n
h(p) = i

n
(ii) A parallet system. OW(x = 1. n (1. x x.

The reliability function is given by:

n
h(j)1 I( p)

(iii) A k-out-of-n system. Recall that:

n
1 x. > k

I(X) =.The reliability
n

V~ x. < k

a',WW
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function of a k-out-of-n system, with n identi-

cal components, is: h() = (n)i(l - p)

1.2.3 General Procerties of Reliability Functions

(i) h(p) = pih(li,P) + (1 - pi)h(Oi,p)

(1.5)
for i = 1,2, ..., n

Proof:

From (1.1) recall that:

p(x) = xi# (lix) + (1 - xi)(O i x) for every x

i = 1,2, ... ,n.

Also:

, = E[(X)] = E(X i ) •E (li,X)] + [1 -E(Xi)]E[ (Oi,X)]

and from the independance of the components the result

follows imediately. g

(ii) h(O) = 0 and h(l) = 1 , which is a direct

result from the definition of coherent systems.

(iii h' (p) > 0 for 0 < P < . i.e.; the reliability

of the structure strictly increases as the

components' reliabilities increase.Ji
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Proof:

h = h(li,p) - h(Oi,a) = E[O(li,X) - O(Oi,X)]

and the result follows from the properties of the structure

function.E

1.2.4 Reliability Importance of Components

The measure of Reliability Importance takes into

account the structural importance of the components as

well as their failure probabilities. This measure tells

us how much we can improve the system reliability by

improving the reliability of any single component.

Specifically, we shall use Birnbaum's definition of

importance:

Definition:

The Reliability Importance I. of component j isJ

given by:

ah(p)
7h (Pj

7- ~ 71p7.

4 7io.
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Using the identity (1.5):

h(p) = pih(liE) + (1 - pi)h(Oi,p) for i = 1,2, .. , n

we can get an equivalent definition for I. to be:

(1.6) = h (ljp) h(0j , )

or more explicitly:

(1.7) I = E[P(Ij,X) -(0j,X)] = P{[0(Ij,X) -4(Oj,X) I = 1}

Remarks:

(i) If the components satisfy the conditions:

0 < pi < 1 for every i ,then: 0 < 1. <1

for every i

Proof:

Since the structure function p is increasing,

(li,X) - (0i,X) > 0 Also, the definition of coherent

system requires that each component is relevant, i.e.;

(li,X O ) - O(0i,X°) = 1 for some xO Finally, since

0 < pi < 1 for every i , X has a positive probability

of occurrence and hence: E[(i2,X) - 4(Oi,X)] > 0 . Since
- 2-

E[O(Ii,X) - O(0i,X)] < 1 it follows that 0 < I. < 1 M

I 1 3h (p)

(ii) If p. =  for every ithen: I. Ih(2 1
• ' ~Pi Pl-P=" =n=2

which gives us Birnbaum's definition of

Structural Importance of the components, i.e.;

I
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I (1 (i , ) - (0j x)] v
I 2)n-2 {x j=l J =1

Note that I [0(i.,X) - O(OX)1 is{xlx.= I }  - J -

the total number of state vectors in which com-

ponent j is critical to the system, in the

sense that for those vectors the system will

be functioning if and only if component j

will be functioning.

Examples:

For the following examples assume that the components

of the system have been labeled such that their probabilities

are ordered as:

Pl _< P2 < ""< Pn"

(i) Series System. The reliability function of a

n
series system is given by: h(p) = i P and

i=l

thus: I. = P p. " Therefore:J i 1

I1 > I > .. >n i.e., the least reliable

component is the most important in the system.

A series system is functioning if and only if

all of its components are functioning, so that

the failure of any component causes a system

failure, and the system is no better than its

weakest component. Thus, the weakest component

in the system is the most important component.

! --.-- _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ .
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(ii) ParaiZel System.

n
h(p) = 1 - i (1 - p)

i=l.

thus: Ij in (1 - pi) . Therefore:

I1 < 12 < < In  i.e., the most reliable

component is the most important in the system.

This, again, is very intuitive, since a parallel

system functions if at least one of its compo-

nents functions - thus, the strongest component

in the system is the most important.

(iii) 2-out-of-3 System. The reliability function

of a 2-out-of-3 system is given by:

h(p) =pP2 + pIp 3 + p2P3 - 2PlP 2o 3 , and thus:

1 = P2 + P3 - 2P2P3

I2 = Pl + -13 p1 + P2 -

P+P2 2pP2

If Pi = 1 for i = 1,2,3 , then: Il = 12 = 13

since all the components are equally important

as far as the structure of the system is con-

cerned.

If 0 < L for i= 1,2,3 then: > >Pi -I2 1  12 13

..e., the weakest component is the most imoortant

for the system.

_ .. -- _ _ _ _ __ _ _ _
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If Pi > for i = 1,2,3 , then 13 > 12 .1 I1

i.e., the most important component is the one

with the highest reliability.

Otherwise, 12 > max {IiI3} , i.e., the most

important component is the one whose probability

of working is neither the highest nor the small-

est among the three components.
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2. OPTIMAL TESTING PROCEDURES FOR SPECIAL STRUCTURES
OF COHERENT SYSTEMS

2.0 Introduction

In this chapter we consider the problem of determining the

order for testing components which will determine the state of

the system at minimum expected cost (or minimum expected time).

For series and parallel systems, Butterworth [10] gave the

optimal procedures which we present in Sections 1 and 2. We

generalize his results for parallel-series and series-parallel

systems in Sections 3 and 4. Halpern [13] discussed this

problem when the costs of testing are equal for all the com-

ponents. Finally, in Section 5, we give an optimal procedure

for k-out-of-n systems. Halpern (121 dealt with a special

case of these systems.

2.1 Series Systems

Testing a series system is a sequential process, and the

need to make the i th test in the system, implies that the first

i - 1 tests found all the components to be working. The ex-

pected cost of testing a series system is therefore given by:

(2.1) C(i) = c 1 + I[ c! i=2 j=li

where n = (vi, 2, ... , I ) is a permutation of the com-

ponents which corresponds to the testing order.

2.1.1 Lemma

The procedure 7 = (1,2, ... , n) is optimal for any

Cl c 2  c n
series system, if and only if q - q2  - n

Soq q 2 qn
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Proof:

Order components so that -<.2 < ... < c . Weql q 2 -- -n

wish to show that w = (1,2, ..., n) is the optimal procedure.

Suppose there exists another procedure, 7' , which

is better, i.e., C(w') < C(w) . Assume also that r'

differs from ff only by a single interchange of k

and k + 1 . By expanding the expressions for C(n)

and C(n') we will get:

k-i [i-i 1 k-i k-i
C(0 = Cl + 1 [ 1  c. + n pjck + pjk+1 i=2 1j=1 j=l jk j=l PkCk+l+

pjji

i=k+2 t J=l il3

but:

k-i k-i k-iC(r) > C(r') rI P.Ck + n pjPkCk+l > fp +
j=l2 j=l j j=l jPk+

k-i
ItPjPk(.4 iCk

j=l



29

Ck + PkCk+l > Ck+ 1 + Pk+lck

=Ckk l- Pk+l ) > Ck+l (1 - pk )

Ck  Ck+ 1
qk qk+l

which contradicts the assumed ordering.

Since any procedure can be described as a series of

single interchanges like the one above, we have proven,

in general, that the procedure is optimal for any

series system.U

2.1.2 Remarks

First, we want to note that this result is very

intuitive. The component which is being tested first is

the one which has the greatest probability for the completion

of the test, per unit of testing cost.

Second, it should be noted that this problem was solved

in other contexts (Knuth [15]), and it has many

applications in a large variety of areas.

2.2 Parallel Systems

For parallel systems we can also find an optimal

sequential procedure, which will assure us that we will

minimize the expected cost of testing any parallel system.

thFor those systems, checking the i component implies that

the first i - 1 components were found to be failed,.!
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otherwise we would have stopped our testing procedure

when a working component was found. The expected cost of

testing a parallel system is therefore given by:

n -i 1

(2.2) C0) = C 1 + I [ qr T
i = 2  j=l jJi

2.2.1 Lemma

The procedure t - (1,2, ... , n) is optimal for any

parallel system, if and only if 1 < 2 < .. "

Pl - P2 Pn

Proof:

Note the duality between the parallel and the series

systems, which appears in the corresponding formulas for

CO) &gain it is easy to see that 7 = (1, ... , n)

minimizes cost against any other permutation, when

cI  c2  cn
- < - < -. < - .0

Pl - P2 - - Pn

2.3 Parallel-Series Systems

Recall from 1.1.7 that parallel-series systems are

coherent systems which can be described as a parallel

arrangement of disjoint series subsystems. Hence:

r r
(x) = 1 - I (1 - 0 (W]= 1 - i - xI
hi=e - i=l [ of ist

where R1 , *... Rr are the ninimal path-sets of the system.

i



31

In order to define the optimal policy for the parallel-

series systems, we first have to order the components in each

one of the disjoint min path-sets according to the optimal

rule for testing series systems. Let Sl,Sj2, ... Sjn(j )

be the ordered set of components in the jth min path-set.

The expected cost of testing this min path-set is

(2.3) E(Rj) = c j 1 + n(s) [ Pjk] c ji' i=2 1k=l1J

where n(j) are the number of components in R. The
3

probability that the th min path-set is working is given by

n(j)
(2.4) P(R.) = p..

(24 i=l

Define E(RI), ... , E(R r) and P(R 1 ), ... , P(R ) as

above for all the minimal path-sets in the system. By the

procedure r = (R1,R2, ... , Rr) for a parallel-series

system, we mean test each min path in turn beginning with

R1 and determine its state according to the rule for testing

series systems given by Lemma 2.1.1. Testing stops as soon

as a min path is found all of whose components are working

or after all min paths are found failed.

2.3.1 Theorem

The optimal testing procedure for a parallel-series

system always finishes determining the state of a minimal

path set before it moves on to test another minimal path set.

The procedure i = (Ri, ..., Rr ) is optimal for anyr

parallel-series system, if and only if



32

E(R I ) E(R 2 ) E(R r )

P(R) -P(R) - _ P(Rr

Proof:

The proof is by induction on the number of components

in the system. For n = 2 , we either have a series system

or a parallel system, and the proof is obvious. Now, assume

that our theorem is true for a parallel-series system with

n - 1 components. We will show that it must be true for

a parallel-series system with n components.

Suppose the optimal testing procedure, 7 , for testing

an n component parallel-series system first examines a

component, Sl I in a min path set labelled R1  If S1

is failed then the state of min path set R 1 is known

and obviously the optimal procedure moves to another min

path set. Since the union of remaining min path sets have

less than n components, the state of each of the remaining

min paths is always determined before the procedure moves

on, by the induction hypothesis.

Now, suppu.e we first examine S1 and we find it working.

We then have a parallel-series sys-em with n - 1 components.

By the induction hypothesis, the optimal procedure for this

system always determines the state of a min path set before

moving on. Hence min path sets are like super components

in a parallel system. Label the remaining min path sets

R2,R 3 , .... Rr so that
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ER 2  ER3  ER

P(R2  P(R3) P (R

where ER. is the expected cost of determining the state3

of R. (a series system) and P(R.) is the probability

that all components in R. are working. Let Ri be the

remaining components in R1 after we have examined S1

and found it working.

Case 1:

ER' ER 2R) < ER 2 By Lemma 2.2.1 and the induction
P(R T) P(R2 )

hypothesis, the optimal policy continues to examine com-

ponents in R1 until the state cf R1  is determined.

Case 2:

ER' ER2
1> 2 (We show that in this case iT is notP(R ) P(R2 )"

optimal.) Given S1 is working, the optimal policy by

Lemma 2.2.1 and the induction hypothesis then examines com-

ponents in R2  But we can show that r cannot possibly

be optimal in this case. Consider the policy Tr' which first

determines the state of R2 and then examines S1  Policy

iT' is equivalent to n since n , in this case, always

moves immediately to R2  regardless of the state of S

But n' is obviously not optimal since even if R2 is working,

it requires an additional check of S1  Hence n is not

optimal and we have a contradiction. It follows that

ERj> ER2

P(Rj) P(R2)
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The optimal procedure can be described using the following

search tree (the number on the branch determines the state

of the tested component to be "functioning" (= 1) or

"failed" (= 0), "W" denotes aworking system, and "F"

stands for a failed system):

0 1

0 1 0 1

2 W W
0 1 0 1

F W 2 W

o4 oi1

The expected cost of testing the system using the optimal

procedure is given by:

c 4 + P4 c 3 + (q4 + P4q3 )cl + (q4ql + P4q3ql)c2

- 30 + 6 + 21 + 1.5 = 58.5

2.4 Series-Parallel Systems

Recall from 1.1.7 that series-parallel systems are

ccherent systems which can be described as a series sequence

of disjoint parallel subsystems. Hence:

k k [1() I [ I rI IT (1 x
K i- i~ L jXKi

V
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where: KIK 2 , ..., Kk are the minimal cut-sets of the

system.

The optimal search procedure for the series-parallel

systems can be found in a dual fashion to the optimal

procedure for the parallel-series system. We will omit

the proof for the following theorem, since it can be

developed exactly like the proof in the previous section.

2.4.1 Theorem

The optimal testing procedure for a series parallel

system always finishes determining the state of a minimal cut

set, before it moves on to test another minimal cut set.

The actual testing procedure requires first a reordering

of the components in each minimal cut set. In this case

the ordering will follow the optimal rule for testing

parallel systems. Let: T. l,T,2, ... , T. m(j) be the
ordered set of components in the j minimal cut set

c cr. ci.e., 1 < j,2 < .. * < Tjm(j) The expected

PTj, Tj, 2  -Tj,m(j)
cost of testing this cut set is given by

(2.5) F(K.) = c. + i i.
i=2 k=l

The probability that this cut set will fail is given by
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M(j)
(2.6) Q(K.) = qji .i=1 ,2

Let P(K)= 1 - Q(K) , j= 1,2, ..., k. By the proce-

dure T = (KI,K 2, ... , Kk) we mean test min cut sets

KI1 1K2, ... , Kk  in order, determining the state of each

min cut set before moving on. Components in min cut set

K. are tested according to the rule for parallel systemsJ

given by Lemma 2.2.1. Testing stops as soon as a min cut

set is found all of whose components have failed, or after

all min cuts are found working.

2.4.2 Theorem

The procedure 7r = (KI, ..., K k  is optimal for any

series-parallel system, if and only if:

F(K I ) F(K 2) F(Kk)Qc- l) -_Q_ - - (

The proof is similar to that of Theorem 2.3.1.

2.4.3 Example

Consider the dual structure for the system that was

introduced in the previous section:

2

I

V
N
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I

1

where

c(X) = xlx 2 11 - ([ - x3  X4)]

i Ci Pi

1 30 .5
K - fil
1 2 15 .25

- (2) 3 12 .6

X3  - {3,4}

4 10 .5

P (g I1)
F(K1 ) = 30 Q(K1 ) = .5 1 = 60

P (K2 )

F(K 2 ) = 15 Q (K2 ) = .75 -T = 20

F (K3 )

F(K 3 ) = 10 + .5 12 = 16 Q(K3) = .2 QK = 80

The "search tree" description of the optimal testing

procedure is

0 i

IF
F 4

0 2

3
0 1
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The expected cost of testing the system using the

optimal procedure, 'n , is

C(O) = c2 + P 2 cl + p 2 Plc 4 + p 2plq4c 3

= 15 + 7.5 + 1.25 + .75 = 24.5

2.5 k-out-of-n Systems

Halpern [12], solved the problem of finding the

optimal procedure, when the costs of testing all the

components are equal. We present here a generalization

of his procedure which can be applied to any k-out-of-n

system, with different probabilities and different costs.

Since our procedure is adaptive sequential (like the

orocedure in [121 and unlike the result in [10]), we only

have to specify the rule for finding the first component

to be tested under the optimal policy. The decision about

the next component to be tested is made only after the

previous result is already known, at which time we either

have a (k - !)-out-of-(n - 1) or a k-out-of-(n - 1) system,

depending on whether the previous component was found to

be working or failed respectively. This process is con-

tinued sequentially until we either get a l-out-of-Z

(for some . < n) system or a Z-out-of-t system. These

systems are parallel and series respectively, and the

optimal testing procedure for these systems is given in

Sections 1 and 2.
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We follow Halpern's notation and the framework of his

arguments. After relabeling the components of the system

c< C2  c
so that: .< .. < -a we provePl - P2 - -Pn

2.5.1 Theorem

For k-out-of-n systems, testing first the component

which satisfies

n = m
qi l <jk qj

results in an optimal testing procedure which minimizes

the expected cost of testing over all-possible procedures.

Testing stops as soon as either k components have been

found working or n - k + 1 components have been found failed.

Before proving the optimality of this procedure, we

give an example.

2.5.2 Example

Consider the 3-out-of-5 system of Example 3 in the pre-

face with the following information about its components:

i ci Pi ci/Pi ci/qi

1 2 .95 2.11 40

2 2.5 .9 2.78 25

3 2 .7 2.86 6.67

4 4 .82 4.88 22.22

5 3 .6 5 7.5

Note that we have labeled the components so that

c1  c 2  C5

P l P2 P5
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According to Theorem 2.5.1 the first component to be

C3

tested is component 3, since: - =min,

If this component is found to be working, then we have

a 2-out-of-4 system, which is composed of components

1,2,4,5. This is true since for a 3-out-of-5 system

we need that at least 3 out of the 5 components will be

working, for the system to be working. Once we find that

we have a working component in our first test (component

number 3), we need to find 2 more components (out of the

remaining 4) to be working, in order for the system to be

working. If, on the other hand, component 3 is found to

be failed, we still need 3 components out of the remaining

4 to be found working, in order that the system will be

found working. In the first case, we will test compo-

nent 2 next since -2 = min 1 . In the later case,
q 2  i,2 

c

we will test next component 4 since -= minq 4 i=1,2, 4 i

We can demonstrate the final testing procedure by the

following search tree (Figure 2.1).

The expected cost of testing the given system using

the candidate algorithm is therefore:

C = c 3 + [P3 + q3 (P4 + q4 p5 )]c 2 + [P3 (q2 + P2q, ) + q 3 ]c 4

+ [P (P 2 qlq 4 
+ q2q4 + q2P 4 ql) +q3 (q4 + P4q2 

+ P4P2ql)]c 5

+ [P 3 (P 2 + q2 P4 + q2 q4P5 ) + q 3 (P 4 P 2 + P4q2 P5 + q 4 P5P2)lc 1

= 2 + 2.446 + 1.606 + .33243 + 1.92056 = 8.30499
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Proof of Theorem 2.5.1:

First we want to show that knowing the result of the

test (i.e., given the information that the system was

found to be functioning or failed), and the number of

components that were tested is sufficient to identify

the tested components according to the given procedure.

Knowing the actual components that were tested is sufficient

to find the explicit value of the expected cost for the

testing procedure which will be calculated later.

Assume that the system is found to be functioning

in exactly k + t tests (t = 0,1, ... , n - k). In such

case, exactly t of the tested components will be found

to be failed and k will be found to be working, including

the last component that was tested (otherwise the procedure

would not have stopped with the conclusion that the system

is working). In the candidate procedure, the first com-

ponent to be tested must be among {1, ..., k} , say j

If j is found to be working the next component to be tested

would be among the remaining (k - 1) components in the set:

{(1, ... , k1 - j} If j is found to be failed, the next

component to be tested would be among the k components in

the expanded set: )e, ... , k,k + 11 - j} In general,

if no failares are found during the testing procedure, there

* is a need for only k tests, and since we start with cot- .

ponents {, ... , k} and never expand this set, the tested

componens will! be: {l,2, ... , k} If only one failure

i
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is found, k + 1 tests will be needed to complete the

testing of the system, and since the expansion of the

initial set was done only once, the tested components

will be: {1,2, ..., k,k + l} . Finally, if the system

is found to be working in exactly k + t tests, the set

of tested components will be given by: {1,2, ..., k,

k + 1, ..., k + t} . Thus, exactly t out of the set:

B t = {1,2, ... , k + t - 1} will be found to be failed,

the remaining k - 1 components and the k + tth

component will be found to be functioning. Denote the

probability of the event that exactly m components out

of the set Bt are failed and the rest are working by

Ik+t-.
m

Consider now the event in which the system is found

to be failed in exactly n - k + t tests (t = 1,2, ... , k).

In this event exactly t - 1 of the tested components

will be found to be functioning, and n - k + 1 will be

found to be failed including the last component to be

tested. Let r be a permutation of the components for which

c c cIll < ... -nn . For the first test, the only candi-
q, - q 2

1 2 n
date components, according to the candidate procedure,

are {1, ..., k} . But, for any failure discovered we

expand the set by adding a component to it, and since there

must be (n - k + 1) failures for the system to fail,

eventually aZl the components will be under consideration.
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For the first iteration, the tested component must satisfy:

C. C.
-= min , so it must belong to the set:
qi l<4j<k qj

72,.r ., Tr I If it is found to be failed we
2F n-k4-l

expand the set of candidate components for testing, so that

the next component to be tested must belong to the set:

{'i'2 ... , 2' n" r } . If the first component is found to be

functioning, the next one to be tested must belong to the set:

{7r 1,r 2 , ... , n-k+2} . In general, if no functioning compo-

nents are found during the testing procedure, the tested

components must be: {71,r2, .. 7Tnk+
}

1  . If the system is

found to be failed in exactly n - k + t tests, the set of

tested components is given by: {Tr1 ,Fl2, ... , 7n}k+t Thus,

exactly t - 1 out of the set: At = ... , nnT 2'tI
1 ' n-k~tl'~

are working, the remaining n - k components and the
th

rn-k+t component are failed. Denote the probability of

the event that exactly m components out of the set At
n-k+t-i.

are working and the remaining are failed by: a m
M

Now we can construct an induction proof for the theorem,

where the induction is made on n , the number of components

in the system. For n = 1 and n = 2 there only exist

series and parallel systems.

The candidate procedure reduces to the optimal procedure

for these systems, as described in Sections 1 and 2 of this

chapter. The same argument holds for any n , when k = 1

or k - n . Therefore, for the remaining of the proof we can

assu:me that k satisfies: 1 < k < n

______
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The induction assumption is that the candidate proce-

dure is optimal for systems with (n - 1) components,

and we must prove its optLality for systems with n

components. First consider the expected cost of testing

the system, when we use the given procedure:

Gk kt +kn k k c] qk+tn1 k %t-
t-0 lj=l ' - t-l j=l -~~

(*) (**)

The expected cost of testing the system is a weighted

sum of two conditional costs. By multiplying these costs

by the corresponding probabilities of the events we get

that (*) is the expected cost when the system is found to

be working and (**) is the expected cost when the system

is found to be failed.

Recall that the candidate procedure is to test first

that component i which satisfies: -- =!rik -f
r~g C! ' <jk qjj

There are two ways in which the first component to be

tested can fail to meet the suggested criteria:

(I) When we pick a component i , such that i > k

(2) When the component chosen is i < k , but it

does not satisfy the minimum criterion, and hence,

according to the above discussion, does not

necessarily belong to the set: ( I , . n-k+l

i.e., i =i and z > n -k + 1.
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Since the induction assumption assumes that the procedure
is optimal for systems with (n - 1) components, it is possi-

ble to write the expected cost of testing the system when we

start with component i and continue optimally thereafter.

In Case (1) the expected cost is

1 i-k[ .t-klk4 t-2. k+t-21

Gi (k,n) = I ci + I cjJPk+t- llqi b t-1 + Pi t ]
t= 0 j=l

n-k k+t t k+t-+ k [n-k+t ]a n-k+t- 1
+ I cij Pk+tt I I c t t_ 1

t=i-k+l I=i t=l j=l

(*') (**')

In Case (2), let i = Then the expected cost is

2  n = k Fk+t 1 k+t - + -n+k [ k+t-
G t jnl jt=

1  i I j n-k+t-

[ n-k+t-2 n-k+t-2] + k fn-+t ] k+t-ipiat_ +qiat ~ I I c q a
at 2  t-1  t=z-n+k+l j=l ITJn-k+tt1

To complete the optimality proof we have to shr w that:

G (k,n) < Gi (k,n) for every i

The proof is similar for both definitions of G. (k,n)

so the details will be shown only for Gi(k,n)
* 1

First note that (**) in G (k,n) and (**') in G1(k,n)i

are equal, and also that (*') is equal to the last (n - i)

terms of (*). So, we only have to show that for every i:

* ~i- ['i c ] ktb -k [(c + 1  jP~ .. (j~~ 2 + )

t =OL jl _ _ _ _ _ _ _ _ o_ _ _ jl -
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but:

~kt1(q b k+t2 + Pib k+t2) (kt 1- (i)b k~t 2 +Pib k+t-2

b k+t-2 -i b k+t-2  b bk+t 2

b k+t-2 i lb k+t-2 _b k+t-2 bk+t-2

( k+t-2  k+t-2 t-

= k+t- - ~ktt-

and hence we need to show that:

Pib +t- bk tklt- < 0

By convention: bk-2  0 , and therefore:

i-k rk+tl i-k kt1

t--O [=1 k+t t - t +t [ 1 cjJPk+t-1 t1- 1 -k

and also:

+- [ +t-1 k~ t1+i-k +k+t-1 1 ~ -Z cj]pib I + I c~j~pb~-

i-k k+t-1 L. i-1
I ~ c k+tpi bt - j ~c jPibi-k

t=0 IC
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Finally, we have to show that:

i-knkt
Ecclb 1ikt< 0

[CJtpi - Pk+tci t

but this is true since for any j , k < j < i we have:
C. C.

-1 <4 --L and the sum from t =0 until t = i-k of
pi - P

nonpositive terms, is nonpositive.

Using the same reasoning for G (k,n) will result,

after the same type of mathematical manipulations, that

we have to show that

2.-n+k (-1)

t1rnkt ~ n-k+t cj]

but this is true, again, since for any j n n- k+ I_ j <

we have: - < 1.~ , and the sumi is again nonpositive.
q Jr q

By this the proof for Theorem 2.5.1 is completed.E
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3. A BRANCH AND BOUND ALGORITHM FOR MINIMIZING THE
EXPECTED COST OF TESTING COHERENT SYSTEMS

3.0 Introduction

Using the concept of Reliability :mportance of the

components as defined in 1.2.4, we develop a Branch and

Bound algorithm to solve the problem of minimizing the

expected cost of testing general coherent systems. This

algorithm is based on J. D. C. Little's algorithm for

solving the travelling salesman problem [18], and it uses

the Importance measure as the decision criterion for the

branching and for the bounding. In Section 1 we explain

the rationale of our algorithm and prove its optimality.

!a Section 2 we describe the algorithm itself and present a

schemnatic description of its operation. In Section 3 we give

two examples of its operation.

3.1 The Reasoning Behind the Algorithm.

Recalling from (1.7) the definition fcr the ?eliability

3h(P)
Importance of component j I. = - E[¢(l.,X) -

O(0j,.)] , let us first define a measure of "unimportance"

of component j

(3.1) = 1 - I

and investigate its meaning. Suppose we are given two

s X2atructural vectors: X and _ such that:
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(i) O(Xi) = _ and (ii) x1 = x for every i C i
1 21

but x. x. We want to find the value of 0(X10 0O

(or, O(X2)), and to do so by testing the individual

components. One way of doing this would be to test all

the components in an arbitrary order and thus find the

value of 0%X 1 This would definitely be unnecessarily

costly, since the value of O(Xl) is independent of the

value of x. , and we therefore need not check this
1o

component.

The measure of unimportance which we defined can be

described as follows: we find the total number of vectors

for which the checking of a specific component is un-

necessary, and then lock at the probability of the occur-

rence of those ve:tors, i.e,,

Prob {j is unimportantl = I. =
J

1 - Ij = P{[(Itj,X) - o(0jX)] = 0}

Next we define

(3.2) d. = c.I.

which is a measure of the expected extra cost due to testing

component j even though it is unnecessary to know its I
state. Thus: e. c.I. is a measure of the expected

necessary expense due to testing component j This is

equal to the cost of testing component j minus the

ii _ _ _ __ _ _ _ _ _
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expected cost of the extra expense, i.e.,

e. = c.I. = c. - d.
j J

We define the total expected necessary expense to be:

(3.3) 1 c k cI~ k ck(l -1k) = k c-1 ck~k = k - d dk
k k k k k k

Finally, we introduce some additional notation:

(3.4) 1.(i) =hMol,1,) - h(O.,l.,P)

(3.5) 1i'W) = h(l.,lo.,P) - h(O.,lo.,p)

where I.(i) and I.(i') are the measures of the impoortance

Of component j , when component i :.s given to be function-

ing or failed respectively.

Also, let:

(%3.6) d.i(i) c c i

(3.7) d.i(i') =c.I(i')

In general, we define:

(3.8) 1.(Z,s) =h(l_,Z,l5,p) - 1(O.0 5 P)
) -;J - -

(3.10) 1.(Z,s') =h(lj,Z ,Os,p) - h(Oj,.Z,Os,P)

where I.(Z,s) and I.i(Z,s') are t-he measures of the

importance of component j ,given the vector of known
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component states Z , and component s is given to be

functioning or failed respectively. Also, let:

(3.10) dj(Zs) W cj j(Zs)
J4

and

(3.11) d.(Z,s') c.. (Z,s')

Following the above discussion, one can suggest the

following algorithm: Start the testing procedure by

checking component i , which minimizes d for
k

k = 1,2, ..., n . Then continue to develop the testing

tree by choosing the components that minimize d. (i) andJ

dk (i') for k , j = 1,2, ... , n ; k , j p i , and continue

in this manner. This method, however, does not necessarily

give an optimal testing procedure. Actually, we can show

by induction (see Theorem 3.1.2) that I + d. is a lowerI

bound for the expected cost of all testing procedures

which start by testing component i As a corollary, it

is easy to see that I + min {di } is the minimum expected

* cost of alt testing procedures. Therefore, we must modify

the "naive" algorithm suggested above in order to be able

to consider testing procedures which have a higher lower

bound, but yet may give a smaller expected cost.

. Before proving the first theorem, we present a lerma

which states that testing component i first does not

change the expected extra cost of testing any of the other

component3.

Irv__ _ _ _ _ _ _ _



54

3. 1.1 Lemmna

2dk=p dk(i)+ (1- pi) I dk~'
k# ik kkk (I

Proof:

(3.12) d= C kI k= k{ -[h1kV-
k~i k~i k~i

d k (i) I k. k (i)~) C~d k { - (h(1 kl.P- h (Ok,l1,,E)]
k 1~ -~

k k~i kkl c k' 1iE -h(O kfOi#P)]l

P, dki + (1 -'pi I d k U')
k k

= Ck c. ckp i h(1,kli,E) - h (Ok"l.,)
k ri k#i

+ (1-pP)h(lk.o.1P)- h(OkfO.,p)]}

- C~ k ck {[pjh (1,1ip) + (1 - p)h h(lkO.,P)]
k~oi k~i

(3.13)
- pih (Ok ,E,) +(1 -pi)h ( O,'o.pfll

but, recalling that:

h(P) = pih(l1.,P) + (1 -p.)h(O.,p)

wAe also have:

hkP) = i(lk~lp) -(-p.)(lk ,Oip)

and:
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h(OkP) = pih(Ok'liP) - (1 - pi)h(OkOiP)

(313 k Ck - k (h (lkIp) - h (Ok'P)l
_ cf -- _

k i k i

I c k{(1 - [h(lk,P) - h(OkP)] } = (3.12) .U
k i

3.1.2 Theorem

A lower bound for the expected cost of all testing

procedures which start by testing component i , is:

I + d.

Proof:

We use an induction proof, where the induction is

based on n , the number of components in the system.

For n = 1 the proof is trivial. For n = 2 there

are two possible systems with 2 components: a series

system and a parallel system. We study them in turn.

(i) Series System: h(P) = plP2

d1 = CIl(-I l ) = c 1 l- [h(1,P 2 ) -h(0 1 P 2)]}

S c(l ( 1 -p 2
+() = cq 2 •

d 2  c 2 (1 - 1 2) = c 2 {i- Ch(Pl'l 2 ) -h(pl,0 2 )]}

c 2 (i-pl+O) = c 2 g I q

2 2
. Cd - . = c +C 2 -cq 2 -c 2 q-

=1 i2

clP2 + c 2 P1
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Finally:

I + dI .= ClP 2 + c2P 1 + clq 2 = cl + PlC 2

I + d2 =cP 2 + c2 p + c.qI = c2 +p 2 Cl .

Those lower bounds are actually equal to the

expected cost of testing the system, when we start

by checking component 1 or 2 respectively.

(ii) PraZleZ System: h(P) = Pi + P2 - PIP 2

d1 = c 1  -11 ) = C1 (l- [h(1,P 2) -h(0 1 P2)]} =

c 1 (-1 + p 2 ) = clP2

d2 = c2 (i-1 2 ) = c 2 (1-[h(Pl'1 2 ) -h(pl,0 2 )"} =

c 2 (l-1+p l ) = c 2 P1 .

2 2
. = c. - d. = c1 rc 2 -C c2P 1i~l i=l

clq 2 + c2q1

Therefore:

i + d cq 2 + c2q, + = c + qlc2

I+d 2 =clq2 +c 2q+ c2 P1 = c2 +q 2cl

Here, again, the lower bounds are equal to the

expected costs.
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Now we assume that the theorem is true for systems

with (n - 1) components, and show it is true for systems

with n components. Assu me that the first component to

be tested is i , and let C. be the optimal expected

cost of testing the system, if we start the testing

procedure by checking component i first. i can be

found to be functioning or failed and we denote by C(i)

and C(i') the optimal costs of testing the subtrees

that can be developed respectively. Then we have the

equation:

(3.15) C= c. + piC(i) + a.C(i')(3 15 C 1 "2.

We want to show that: C. > I + d. for every i= 1,2, ... , n.1 1-

By the induction hypothesis we have:

C(i) > I(i) = ck - [ dk(i)
k4i k

C(i') > I(i) = [ ck - [ dk(i')
[ k i k

kiCk - k(i) 0 " k )]

"' C k>-i + Iki k k ki

= ck - 3 dk (by the lemma)
k ki

= 2 Ck - ; dk + d.
k k 1

=I+d. m

II

i .,
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Corollary:

A lower bound for the expected cost of all the testing

procedures is given by: I + min {d.}
i 1

The next theorem allows us to speed up the calculations

of the lower bounds in each iteration of our algorithm.

3.1.3 Theorem

A lower bound for the expected cost of testing the

system - given that we start the testing procedure by

checking component i , and then testing components a or

8 depending on whether xi = 1 or x. = 0 respectively -

is given by:
L. = I .+ pd(i) + qd(i')

L1 I + di  Pid qid8 .

Proof:

L. = c.i Pi c k d (' + da(iLi cik i kI

+ i k d k(i) + i

= [ ck - p, I d k(i) + q i. dk(')
k k k

+ pid (i) + qid (i')

d ia ..Sc~ k d dk + pid a(i) + a id U 1)
k k~i

=I + d. + pid (i) + cr d ( N)*
1 a
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A branch and bound algorithm seems to be suitable

for our problem, and we use the measure of unimportance

that we defined in (3.1) as the decision criterion for

its operation. The algorithm is described in the next

section.

3.2 Branch and Bound Algorithm

To establish the optimal testing procedure we need

to develop an optimal tree that will tell us which com-

ponent to test first, and according to the result of the

first test, or any other subsequent tests where to continue

in our testing procedure. The algorithm works by developing

subtrees, such that at each iteration the subtree on hand

is the one which gives the lowest bound of the type that

we defined earlier.

We start the algorithm with n such subtrees, which

are the original components, and pick the one which

minimizes I + d. over all i = 1,2, ... , n With this
2.2

component k , say, we continue by considering the (n - 1)2

subtrees which consist of the component k branching to

each combination of two out of the (n - 1) remaining

components. For each of these subtrees, which correspond

to different possible decision rules, the left hand branch

goes to the component which is to be tested if k is

found failed, and the right hand branch goes to the com-

ponent which is to be tested if k is 'und working.
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After computing the bounds for each of these new

subtrees, we find the minimum of all the bounds that we

have computed so far, and continue to expand the corre-

spcnding subtree in a similar manner. This subtree may,

at this stage, be either a single component, or a subtree

which we have constructed.

Eventually we will find a subtree which is a complete

tree (i.e., it need not be expanded any more, and thus it

uniquely describes a testing procedure for the given

system) such that its expected cost is less than or equal

to the lower bound for any other subtree. This will be

the optimal testing tree.

The algorithm is described schematically in Figure 3.1.

3.3 Examples

i) Consider the 2-out-of-3 system with the reliability

finction: h(P) = plP 2 + plP 3 + P 2P3 - 2PIP 2P 3

and with the following data:

i Pi ci c i/Pi c i/qi

1 .6 5 8.3 1.25

2 .8 2 2.5 10

3 .9 4 4.4 40

* '

.I
I
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n

Initialization: Compute Ik , k - 1,2, ..., n . Let: I - I ck kk- k

Enumerate the individual components as subtrees 1, ..., n Choose
subtree i such that: di = min dk . Then: I + di  is a lower bound

k
f6or the expected cost of testing the system.

From the chosen subtree i , construct and enumerate new subtrees by
including all feasible combinations of pairs of components a , B

that can be branched to from all the nodes (si, ..., s6 ) of subtree

i .

For each new subtree T , calculate the value of d ( ,s )t and

d (Zt,s') for all pairs of components a and B , and for all the

nodes s . Then the lower bound for the expected cost of testing the
system when starting with subtree T is:

L - L + p d (Z 's ) + q d (Z 's )T i s Z n-ZiZ

Select as the new subtree to be consliered the one which satisfies:
Li - min (LT }

T

S Yes corsodt opeeNo

testing procedure?

FIGURE 3.1

i

tNodes are the lowest level components in a subtree.
Z is the vector of component states which lead to node s in

subtree i .
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Initialization:

Compute the importance measures for all the

components.

1 = P2 + P3 - 2P2P3 = 1.7 - 1.44 = .26

I2 = + p3 - 2plP 3 = 1.5 - 1.08 = .42

13= Pl + P2 - 2p1P2 = 1.4 - .96= .44

3
I = [ c.I. = 3.9i=l . 2.

Iteration #1:

Compute the lower bounds as defined in Theorem 3.1.2

for all the given components: ()@ (2) @ (3)(Q

L I + dI = I + c1(1 - = 3.9 + 3.7 =7.6

L2 = I + d2 = I + c2 (l - 12) = 3.9 + 1.16 = 5.06

L3 = I + d3 = I + c3 (l - 13) = 3.9 + 2.24 = 6.14

The minimum is L2 , and we continue by developing

a subtree which its root is component 2

Iteration #2:

Compute the lower bounds as defined in Theorem 3.1.3

for the following trees:

L
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(4 5 (6) (7)%\

Actually, we first have to comoute:

d3 (2) = c 3 (l - 1 + pl) = PlC3 = 2.4

d 3 (2') = c 3 (1 - pl) = qlc 3 = 1.6

d1 (2) C1 (l - 1 + p3 ) = P3 cl = 4.5

d1(2') = cI(' - p3 ) = q3 cl = .5

The new set of lower bounds will be:

L4 = + P2dl(2) + a.dl(2') = 5.06 + 3.7 = 8.76

L5 = L2 + P2 d1 (2) + q 2 d 3 (2') = 5.06 + 3.92 = 8.98

L6 - + P2d3 (2) + q 2 di(2') = 5.06 + 2.02 = 7.08

L7 = L 2 + P2 d3 (2) + q2d3 (2') = 5.06 + 2.24 = 7.3

Now since L6 > L3 , we have to go back and develop

the trees that can be originated in L3 , since at this

stage L3 = min L.
i=l,...,7 I

i#2

Iteration #3 (Termination):

Compute the lower bounds for the following trees:

(8 fli trees1

'AA4
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First we compute the new g.(3) and gi(3')

d1 (3) = c!(l - 1 + P2 ) = c-p 2 = 4

d1 (3') = cI (i - P2 ) = clq 2 = 2

d2 (3) = c 2 (l - 1 + p ) = c2P1 = 1.2

d2 (3') = c2 (l - pl) = c2 qI = 0.8

The new set of lower bounds will be:

L8 = L3 + P 3d1 (3) + q 3dl(3') = 6.14 +-3.6 + .2 = 9.94

L 9 = L3 + P3d2(3) + q3dl(31) = 6.14 + 1.08 + .2 = 7.42

L L + P3dl(3) + q3d2(3 ' ) = 6.14 + 3.6 + .08 = 9.82
10 3 pd 3 ~ 2 ('

L = L 3 + P3d2(3) + q ~d2(3') = 6.14 + 1.08 + .08 = 7.3

Now, L6 = min {Li} , and note that the tree

i42,3

given in (6) is a complete tree for our problem. The

complete testing procedure can be described by an equivalent

tree (see Section 2.5), and the expected cost of testing

the system is equal in both cases.

ii) Consider the following system:

12

where: h(P) = P 4 + PlP 2 + P lP3 - Pl P2P 3 -

lpl2P4 - plP3p 4 + plP2P3p 4 , and with the

. . . . . . . . . . . .. .
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following data:

Pi ci ci/P. ci /qi

1 .5 0 20 20

2 .5 1 2 2
3 .5 1 2 2
3 .5 1000 2000 2000
4 .5 100 200 200

Initialization:

Compute the importance measures for the components:

Ii = P2 P3 - P2P3 - P2 P4 - P3P 4 + P2P3P4 = .375

12 =p - PlP3 - PlP 4 
+ PlP3P4  .125

13 = - PlP2 - PIP4 + PlP 2P 4  -125

1 4 1 - pPi2 - piP 3 * plP 2P3 = .625

4
I = ~ c.I. -191.375.~i= 1 1

Iteration #1:

* Compute the lower bounds for: (1) (2) (3)

(4) (a

=I + d =191.375 + 6.25= 197.625

L I + d2 191.375 + .875 = 192.25
min (Li = L2 .

L3 = I + d3 = 191.373 + 875 = 1066.375 i

L4 - I - d4 = 191.375 + 37.5 = 228.875

-.i -
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Iteration #2:

Compute the lower bounds for the following subtrees:

d1 (2) - c l(1 - 1 + p4 ) = 2.3

d1 (2') = c1(1 - p3 + P 3 P 4 ) 7.5

d 3 (2) = c1 (l - 0) - 1000

d 3 (2') = c 3 (l - P1 + Pl P4 ) = 750

d 4 (2) = c4 (i - 1 + pl) = 50

d4 (2') = c 4 (1 - 1 + plP3) = 25

The new set of lower bounds will be:

L = L . + .d, (2) + (2') = 5 + 192.25 = 197.25
L5 =L -' (2 q2 dl(2'•

L = L + p2 d3 (2) + q2 dl(2') = 503.75 + 192.25 = 696

T = L, + P2d4(2) + q2dl(2') = 28.75 + 192.25 =221

L8 =2 + P2d(2) + q2 d3 (2') = 376.25 + 122.25 = 568.5

L9 = + P2d3 (2) + q2 d,(2') = 875 + 192.25 = 1067.25

LO L 2 + P 2 d 4 (2) + q 2 d 3 (2') = 400 + 192.25 = 592.25
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L1 = L 2 + P2d1 (2) + q 2d 4 (2') = 13.75 + 192.25 = 206

LI2 = L 2 +'P2d3(2) + =2d4(2
' )  512.5 + 192.25 = 704.75

L 1 3 = L 2 + P2 d4 (2) + q 2d 4 (2' ) = 37.5 + 192.25 = 229.75

L 5 = min {L} , so we continue by developing
i- ,. .,13

i#2

this subtree.

iteration #3:

Note that if both components 2 and 1 are working - the

system is working, so we only have to develop the left side

of our subtree:

'14) (52 (16) (17) 2

3 4 W 3 W

d 3 (2,1) = c3 (l - 1 + p4 ) = 250

d 3 (2',l') = c3 (1 - 0) = 1000

d4 (2',i) - c4 (I - 1 + p3) = 25

d(2', = c4 ( -1 ) = 0

4I
I.
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L1 4 =L 5 + pld 3 (2,,1) + qld 3 (2',l') = 197.25 + 625 = 822.25

L1 5 = L5 + pld 4 (2',l) + qld 3 (2',1) = 197.25 + 512.5 = 709.75

L 1 6 = L5 + pld 3 (2',l) + qMd4 (2',1') = 197.25 + 125 = 322.25

L 7 -- 5 + pld 4 (2',I ) + c 1d4 (2',l') = 197.25 + 12.5 = 209.75.

L1 i min (Li } , and we have to go back to develop

iml, ......,17

i#2,5

a new first level tree.

Iteration #4:

Compute the lower bounds for the following subtrees:

(237 (24) (25 (2 62

d2 (1) = c2 (i - 1 + 93 + P 4 - P3P4) .75

d 2 (1') = c 2 (1 - 0 = 1

d 3 (1) = c 3 (l - 1 + P2 + P 4 - P2P = 750

d 3 ( I ') = c 3 (I - 0) = 1000

d 4 (1) = c 4 (1 - 1 + P2 + P3 " P 2 P 3 ) = 75

d 4 (1') = c 4 (l - 1) = 0
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Using the above rules it is easy to verify that

S min (Li = 197.625 + .375 - 19824 = i=i,.. .,26

i#2,5

Iteration #5:

Compute the lower bounds for the following subtrees:

(27) (28)

4 24

F W W F W4 W

d 3 (1,2') = c 3 (l - 1 + p 4 ) = 250

d 4 (1,2') = c 4 (1 - 1 + p 3 ) = 25

. 27=L 2 4 +q 2 d 3 (l,2') =198+125=323 mm rain

L 2 8 L 2 4 +q 2 d4 (,2)= 198 + 12.5 =210.5 i#1,2,5,24

iteration #6 (Termination):

C29) (30) (31) (32)-

d d(2',41) 1 C(' - P3 ) = 5
?.7..

Sd3(2',4') c 3(1 - pi ) = 500

- --

d 3(2,11) = c,(i - 0) = 1000

dA(2,1') -- c4 (l - 1) = 0 .
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L3  =L 1 qd (2',4') +gld4 (2,l11=206 +.5. 5 +.5. 0 =208. 5

30' 1 +q4
Now it is easy to show that: L 30 =minL.

i=l,...,32 1

208.5 .Also, since this is a complete tree which uniquely

describes a testing procedure, we finally get our optimal

solution.

An equivalent representation of the optimal search tree

is:

= +.7 0 1 .5*0 +.2 1 00 0.
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4. ON THE SOLUTION OF SOME RELATED PROBLEMS

4.0 Introduction

Some unsolved related problems are presented in this

chapter, together with the attempts that were made towards

finding a solution. For the most general type of coherent

systems we do not believe that an efficient algorithm

can be found, which will solve the problem of minimizing

the expected cost of testing a system, for any given system.

However, for the special case of coherent systems which can

be represented as two terminal networks without replicated

components, a procedure which is more efficient than the

branch and bound algorithm of the previous chapter, may exist.

In Section 1 we introduce a set of rules which can be applied

to any general coherent system, and we believe that its

usaae is efficient in particular for the cases of two

terminal networks. In Section 2 we use the idea of modulari-

zation (introduced in Chapter 1) to get an application for

fault tree analysis. Modules seem to be very useful in

some aspects of reliability theory and fault tree analysis

(e.g., getting tighter bounds for the reliability of a

complex network), but they do not seem to help us much in

our context. Finally, in Section 3, we introduce a closely

related problem, that of how to minimize the expected cost

of finding the failed components - given that the system has

failed, and give solutions for some special cases of this

problem.

-L
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4.1 Minimizing the Expected Cost of Testing General
Coherent Systems

In Chapter 2 we gave efficient rules for solving the

problem for some special cases. In Chaoter 3 we introduced

a branch-and-bound algorithm which solves the problem for

any general system. Unfortunately, branch-and-bound

algorithms are in general very slow and inefficient, and

sometimes are even impossible to perform for large systems.

Therefore it is necessary to look for some sub-optimal

rules which are easier to compute, but usually give only

sub-optimal procedures for the testing problem.

Recall from 1.1.7 that every coherent system can be

represented either in terms of minimal-paths or minimal-cuts.

Those representations are similar to the parallel-series

and series-parallel structures respectively, except that in

the general case they do not satisfy the requirement of

disjoint minimal path-sets or disjoint minimal cut-sets

respectively. Nevertheless, we suggest the use of the

optimal rules for parallel-series and series-parallel systems

on the minimal-path and minimal-cut representation. Applying

the algorithm for parallel-series systems will result in

getting a component, i , which is a candidate for being

the first component to be tested under our sub-optimal

procedure. Applying the algorithm for series-parallel systems

on the minimal cut representation will result in getting a (

component, j , which is also a candidate for being the
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first component to be tested. We now face two different

situations:

(i) i = j . If, by applying the two algorithms to

the two different representations of the coherent

system we get the same component as a candidate

for the first test, we should actually test

this component first. After testing this com-

ponent we have a new system with (n - 1)

components. We find its minimal-path and

minimal-cut representation and apply the

parallel-series and the series-parallel

algorithms to the above representations res-

*pectively, and continue in this manner.

(ii) j . In this case we have two candidates

for the first test. This means that if we want

to develop the tree which represents the testing

procedure, we have two possible roots for the

tree. This is still much better than having n

possible roots, and we think that one of these

trees, which uses either component i or com-

ponent *j as a root, is the optimal tree for

the testing procedure. In this case, as above,

th.thafter testing the it or the j component, we

have a new zystem with only (n - 1) components.

Applying the same rules again may result in

t , - * . a-Qe
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having 4 trees as candidates for optimal testing

procedure, and the number will increase in

every iteration. Nevertheless using this proce-

dure is certainly better than the regular dynamic

programming approach which was introduced in the

preface, and it may even be better than the

branch and bound algorithm which is described

in the previous chapter.

Example:

Consider the following coherent system:

_ ci Pi

1 30 .5

2 15 .25

3 12 .6

4 i0 .5

with the structure function:

(X) = 1 - (1 - Xl){l - x2 [l - (1 - x3 )(1 - x 4 ) .

The minimal path-sets and minimal cut-sets of the

systpum are given by:

R1 = {i}
1 K1 = {1,2}
R= {2,3}

K2 = {1,3,4}

R= {2,41
i3
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Therefore, the minimal-path representation of the

system is given by:

and the minimal-cut representation is:

Note that: R 2 r R3 = 2 $ and: K1 n K2 = 1 ,

so the system is not a series-parallel nor it is a parallel-

series structure. Using (2.3), (2.4), (2.5), (2.6) we

can calculate:

E(R1 ) = 30 P(R I) = .5

,R2) = 15 + 3 =S P(R = .25 • .6 = .15

E(R, ) = 15 + 2.5 = 17.5 P(R3 ) = .25. .5 = .125

•E(R1) 30E R ) 1 E(R3) 1.
S= 60 ; .is 120 3 1 .5 140

P 5P TR2  .1-( 3  .125

Also:

FUZ = 30 + 7.5 = 37.5 Q(K I) = .375

1 10 + 6 + 6 = 22 Q(K 2 ) .1

' ai W)
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F(K) F(K) 22

1O 2 = 220

E(R) E(R.) F(KI )
Since j=m,2,3 P(R and

min , and since component number 1 is the first
j=1,2 tQ X~j
component to be tested in this path set and in this cut set

respectively, we conclude that component 1 should be the

first one to be tested under the optimal testing procedure.

After testing component 1 we are left with a series-

parallel system, and we continue this example using the rule

in Section 2.4. The optimal search tree for this problem

will then be:

3

0 1

0 
3

0 1

F W

and its expected cost is given by:

C = c 1 + qlc 2 + lP2c 3 + qlP2 q 3 c 4

30 + .5 . 15 + .125 . 12 + .05. 10

=30 + 7.5 + 1.5 + .5= 39.5.

I .
. -- --- ----- I
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Using the branch and bound algorithm it is easy to

verify that this is actually the optimal tree for testing

this system.

4.2 Application to Fault Tree Analysis

Fault Tree Analysis (FTA) is a methodology for evaluat-

ing the failure processes of complex systems. Whereas

Reliability Theory is mainly concerned with the ability

of a system to perform its desired mission, the Fault Tree

Analysis technique investigates the undesired and hazardous

events. In Chapter 1 we specified the characteristics of

coherent systems. An alternative representation of coherent

systems are fault trees. Both representations have the

common feature of "basic" events, the component states of the

coherent systems, for which we are given the probabilities

of being functioning or failed. Using either the structure

function, or the structure of the tree, we can evaluate

the probability of the occurrence of the "top" event. In

Reliability Theory this event is the proper functioning of

the system. In Fault Tree Analysis the top event is the

improper functioning of the system which would lead to a

hazardous condition.

Given a complex fault tree, it is not an easy task to

get its equivalent representation as a coherent structure.

FTA has become a standard and widely used technique for

evaluating the operation of complex systems in fields such as

* nuclear and chemical engineering, electrical engineering, etc.
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Hence, it is important to find a way of applying our proce-

dure for minimizing the expected cost of testing a system

which is presented as a fault tree. To do this we suggest

using the decomposition idea, a3 defined in Section 1.1.9.

This set of rules is by no means the optimal procedure, but

it seem to work well in many cases.

To ease the demonstration, consider fault trees which

do not have replicated basic events, and only two types

of "gate" events: "OR" and "AND" gates. Gate events have

inputs, which can be either basic events or other gate

events, and their output, or the occurrence of the gate

event, depends on the occurrence of the input events

together with the boolean function that the gate event

represents.

The "OR" gate is the fault tree equivalent to a series

coherent system, and its output event occurs if one or more

of its input events which are the failures of the components

occur. The "AND" gate is the fault tree equivalent to a

parallel system, and its output occurs if and only if all

its input events occur. Thus, the structure function:

(X) = 1 - [(1 - xlx2 )(i - x 3 )] with 3 components (3 basic

events) can be presented as a coherent system:

or as a fault tree, with 2 gate events:

- o'
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5

4

where:

(i) 1',2',3' are basic events which are the

complementary events of 1,2,3 in the above

coherent system.

(ii) 4 is a gate event, and "+" represents an OR

gate.

k (iii) 5 is a gate event, and "-" represents an AND

gate.

Note that, as we have already discussed before

evaluating the reliability of the coherent system gives us

its probability to work. Evaluating the fault tree gives

us the probability of a system's failure.

In the context of coherent systems, a module is a sub-

set of components which behaves like a "supercomponent,"

i.e., effects the system's operation only through the

operation of the "supercomponent." If a gate event has

inputs which do not appear anywhere else in the tree, then

i i---i-m. -m-.- -----
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the effect that these inputs have on the top event, is

only through the output event of this gate. This is

analogous to the module in coherent systems which we

discussed above and defined in 1.1.9.

The problem of minimizing the cost of testing systems

which are represented as fault trees can now be handled.

Consider first all the gate events which have only basic

events as inputs. Since the assumption was made that

there are no replicated events in the tree, these gate

events represent modules of the system, which correspond

either to series or parallel coherent systems. We use the

optimal procedures of Sections 2.1 and 2.2 respectively

to get the optimal order of testing each of these modules,

the expected cost of the test, and the probability of

functioning for each of the modules. Replacing the gate

events under consideration with "superevents," with

computed costs and probabilities, results in having new

gate events with only basic events or superevents as their

inputs. Continuing with the same procedure, we will

eventually reach the situation where the top event has only

basic events or superevents as its inputs. The top event

can now be represented as a series or parallel system, and

it is easy to find which of its input events should be

tested first. Since only basic events can be tested, if

the event that was indicated is a superevent, we have to

look at its input and so on, until a basic event is found
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to be the first event which should be tested. Unfortunately,

example (ii) in Section 3.3 demonstrates that after finding

the first component to be tested, the optimal procedure

does not necessarily continue to test the components in

the same module, until it determines the state of the

module. Instead, after getting the result of the first

test, we have to recalculate the expected cost and the

probability of success for the remainder of the module,

and update the costs and probabilities for all the modules

of which this module is a submodule. After doing this all

the way until the top event, the next basic event to be

tested can be determined, and the process continues in

this fashion. We demonstrate the operation by an example.

Example:

Consider Example 2.3.3 and construct its corresponding

fault tree:

6

4' 3'
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with the following information on basic events:
1

ic. i

1' 30 .5

2' 15 .75

3' 12 .4

4' 10 .5

Iteration #1:

Event 5 is a gate event which corresponds to

a series system, so it can be replaced by a superevent

after calculating its probability to function, and its

expected cost of testing. For event 5 the inputs are

events 3' and 4' and since 4 20<30= c3P4  -r0the optmal

order of testing is to test first event 4', and then event

3'. The expected cost of the test is: c4 + (1 - p )c3 =

10 + .5 • 12 = 16 , and the probability that gate event 5

will contribute to the failure of the top event is:

.4 + .5 - .2 = .7 . Replacing gate event 5 by a superevent

results in a modified tree:

6

2'1

- "1", - - ~ - -- -
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where:

c.p
ii

1 30 .5

2' 15 .75

5' 16 .7

Since this tree represents a parallel system, and since:

16 15 =30 c c5 c2 Cl we must test.3 .25 = 5 1 - p 1 - pl = 1 - Pi emstts

event 5' first. Event 5' is a superevent, but we have

already seen that the first basic event that should be

tested is event 4'. Therefore, this is the first component

to be tested, and we now proceed to iteration #2.

IteratiLon #2:

If event 4' occurred, i.e., the 4t h component has

Ifailed, the gate event 5 also occurred, since the path-set

that includes the 4 th component has failed. For the top

event to occur, the occurrence of all its immediate inputs

is required, so we still need to check events 1' and 2'.

The fault tree now is:

6

2'11
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30 15
and since - 5 either one of components 1' or 2'andsine .5 -. 25'

can be tested next. Depending on the occurrence of the

tested event, either the last component needs to be checked,

or the determination of the nonoccurrence of the checking

procedure completed so far as a search tree is given by:

4'

0.

i'
4N.O. 0.

N.0. 2'
N.0. 0.

N.0. 0.

where:

0. stands for occurrence

N.O. stands for nonoccurrence

1', 2', 4' are basic events.

Iteration #3:

If event 4' did not occur, i.e., component 4 was found

to be working, the modification of the remaining cost and

probability of superevent 5 is needed. Since superevent 5
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can now occur only if event 3' occurs, the probability

of its occurrence is p and the cost of its testing

is c3  The new tree under consideration is now:

6

5' 21 1'

where

_ C. Pi

1' 30 .5

2' 15 .75

5' 12 .4

This tree corresponds to a series system, and since:
-2 15 30
12< 15 _ . the optimal order of testing is: event
6 .25 .5

3' first and then either 1' or 2'. The final checking

procedure can be represented by the following testing

tree:
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and the expected cost of testing, using this procedure is:

= 30+6+2141.5 = 58.5.

4.3 Minimizing the Expected Cost of Testing the Comoonents
when the System's State is Known

Another important question, which is different from

the one we dealt with throughout this dissertation but

is similar in its nature, is how to identify efficiently

the failed components, when the system is known to be failed.

* Solving this problem will also provide us with an answer

* to the dual question which is how to identify the working

cor!ponents, when the system is known to be working.

We present here some preliminary results which we

obtained for the simple cases of series and parallel systems,

.~--4'
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and the parallel-series and series-parallel structures.

A further investigation is needed to give a solution to

this problem for the general structure of coherent systems.

Introducing somewhat different notations:

* .th

= Conditional probability that the i component

has caused the system to fail, given that the

n ,
system has failed. Obviously, p pi 1

i=1

C. = Cost of testing the ith component.

C(P) Minimum expected cost of testing the system,

given the vector of conditional probabilities:

P .*i*

P ' = Conditional probabilities vector, where

it2 i # j

p = 1-pj
Ja

0 i=j

We assu-me that the failure distribution functions of

the components are continuous, and therefore the probability

that two failures will occur at the same time is 0.

4.3.1 Series Systems

For series systems, the failure of one component causes

the failure of the whole system. We want to minimize the

expected cost of finding the component that has failed.

The minirtun expected cost is given by:

I ______ ___________________



88

* =* c

(4.1) C(P ) m m + (1 -Pi)C(p(4.1) -- i

Proposition:

The testing procedure: 7 (1,2, ..., n) is

optimal for any series system, if and only if:

cI  c 2  <<c n
(4.2) --T < -- , < --- .

Pl P2 Pn

Proof:

Consider the procedure which tests component 1 first,

then test component 2, and then continue optimally. The

expected cost of this procedure is given by:

C 2
1  + ( - )C + l P

S(4.3) cIl(p *  c 1 + (I2 c2+(
-- 1 -Pl/

c I + (l-P)c 2 + (l-pl-P2)C(P*
1 ,2

Now consider the procedure which tests component 2 first,

then tests component 1, and then continues optimally.

The expected cost of this procedure is given by:

2 (p* * Cl I *, 2,1() = c 2 + (- P 2 )C1 + (1 - P2C(P

=(4.4) 1 -( P2/
C +* * ,2,1)

c 2 +(-2) C1 + (1- P2-Pl)C (P*

PAN



I A-AOT8 BS CALIFORNIA UNtV BERKELEY OPERATIONS NEWARCH Caun P/0 12/2
I OPTIMAL. STATE DETECTION POLICIES FOR COHERENT SYSTENS.(U)
INOV 7? T SIN-COy MOO1S-79--g1

UNCLAIS IlD IAC-77-f PS.

2 200 0 0 EN

* 80



89

Note that P*,l, 2  is the vector of conditional probabilities

Pi
, i * i ,2

*,1,2 (1- Pl) (1- P2)
such that: Pi = and

0 i1 ; i = 2
p*,2,1 is the vector of conditional probabilities such that:

f *

Pi
F* i # 2,1

. (l-P 2 ) (1-pl
)  *1 2 *,2,1

Pi so: P = p

0 i= 2 ; i= 1

and also: C(P_ 1,2) = C(P 2,1 Therefore:

(4.3) < (4.4) = c1 + (1 - pl)c 2 <c 2 + (1 -2

c c2
1.w <

Pl P2

We can apply the same considerations to any pair of

components in the system, and by doing this complete the

proof of the proposition.E

$ Remark:

Let r. be the cost of repairing the it h component,
i = 1,2, .. . Consider the problem of minimizing the

expected cost of restarting a failed series system. The

process of restarting the system consists of two stages:
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Identifying the failed component and repairing it. The

minimum expected cost of restarting a failed series

system is given by:

+ P* k
(4.5) C(P ,r) = mini ci + Piri + (1 - Pi)C(P r).

It is easily shown that the optimal procedure stays

the same, independently of the different repair prices,

since we only repair the unique component which is found

to be failed.

4.3.2 Parallel Systems

A failure of a parallel system implies that all of

its components have failed. Therefore, the question of

testing the components is irrelevant to this case, since

we know, for sure, that all of them have failed. If we

are interested in minimizing the cost of restarting a

failed parallel system, we should repair the component

with the least repair cost, thus assuring that the system

will be functioning again.

4.3.3 Parallel-Series Systems

To solve this case we must assume that whenever a

component fails in any of the minimal path sets, all the

other components in this path set will enter a mode of

suspended operation, and hence will not fail.

- i- - - - - - - - -
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If a parallel-series system has failed, we know that

all its series subsystems have failed. Let: RIR 2 , ... , Rr

be the series subsystems, which are the minimal path sets

of the system. Based on the additional assumption, we

can calculate the minimum expected cost of testing any of

these series subsystems, using (4.1), and the optimal

testing procedure given in the proposition. Denote the

minimum expected cost of testing the i th path-set by C(Ri)

The optimal testing procedure will be to test first the

component (according to (4.2)) in the jth path set that

satisfies: Rj = min (C(Ri)1 . If this component is found
i

to be failed, we know that this is the only failed component
th

in the j path-set, and by repairing it we restart the

system. Otherwise, if the component is found to be in a

working condition (even though it is in suspended operation),

we update the vector of conditional probabilities, recompute

C(Ri) for all the minimal path sets, and continue in the

same manner.

4.3.4 Series-Parallel Systems

A failure of a series-parallel system implies that

exactly one of its parallel subsystems, which are the

minimal cut sets of the system, is failed. We do not know

which of the minimal cut sets has failed, and therefore

to get the expression for minimizing the expected time of

testing each of these parallel subsystems, we must use

--------------- m----.
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(2.2) and the optimal procedure for testing parallel

systems, when the state of the system is unknown. Let

K I, ... , K2 be the minimal cut sets of the system, and

denote by C(K.) j - 1,2, ..., n the expected cost of

testing the jth cut set as given by (2.2).

The conditional probability that any of these cut-

sets has failed, given that the system has failed, is

the sum of the conditional probabilities of the components

in each one of the minimal cut sets, to be denoted by

P(K.) j - 1,2, ..., n . So, to start our testing proce-

.thdure we choose the J minimal cut set that satisfies:
C . (K
p. - min , and test the first component in

this cut-set, according to the optimal procedure for

parallel systems. After the test we update the vector of

conditional probabilities and continue with a series-

parallel system with (n - 1) components, using the same

set of rules.

.I

' . .. . m l m
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