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I. INTRODUCTION

"'The purpose of this volume is to present the results of our

*research regarding the impact of the distributed system environment

on internal controls. The discussion in this volume addresses general

EDP procedures (e.g. environmental controls). General EDP procedures

are concerned with overall organization, policies, procedures and

controls which are common to all EDP applications. Because of the

interrelated nature of application controls and the auditor's

evaluation of internal controls, application controls will be

considered in Task 4 of this project.__

1. RESEARCH APPROACH-OVERVIEW OF VOLUME 2

To develop the proper framework for analysis, this chapter first

introduces the characteristics which may be found in a distributed

environment as well as general and specific procedures normally
associated with a good system of internal control. This framework

provides the basis for the analysis performed in Chapter II.

-4 In Chapter II, the potential characteristics of distributed
i isystems are compared to commonly applied general internal control

procedures. The analysis performed in Chapter II then describes the

impact which the specific distributed system characteristic is likely

to have on the general internal control procedures. Chapter II

* continues with a discussion of specific internal control procedures
jwhich are particularly suited to a distributed system environment and

concludes with a discussion of the impact of distributed systems on
audit procedures.

Finally, Chapter III summarizes our major observations and
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conclusions regarding the impact of distributed systems and presents

our recommendations to ensure the implementation of adequate internal

controls in a distributed system environment.

2. ANALYTICAL FRAMEWORK

To meet our research objectives, it is necessary to first view

the distributed environment and internal controls in isolation.

At the outset, it is important to note that there are no commonly

accepted definitions of distributed processing or distributed systems

and we have not attempted to develop formal definitions. Instead, we

have identified the potential characteristics of distributed systems

to created a model of distributed systems in the broadest sense.

The objectives of internal control (e.g. safeguarding assets,

fairness of presentation, etc.) do not change with the use of

distributed systems. Our analysis framework is not concerned with

objectives that remain unchanged, but with general and specific

procedures which are likely to be affected by distributed systems.

The two research variables (distributed systems and general

internal controls) form the framework for analysis. The remainder of

this chapter defines this framework.

3. DISTRIBUTED SYSTEM CHARACTERISITCS

As previously noted, there is no consensus on the definition of

distributed systems. At one extreme, any degree of decentralization

(including simple remote inquiry capability) has been labeled
distributed processing while at the other extreme only those

: configurations providing for full processing capability at each node

within the system's network are classified as distributed systems. A
further complexity is added by the alternatives available in the

1-2

-...... ..i2 -....



I

0.

distribution of data bases (e.g., centralized, distributed, duplicated,

* etc.). Finally, alternatives also exist in determining the system's

communication form and network configuration.

However, determining which of the numerous possibilities

regarding processing power, data distribution and communication

networks (and related combinations and permutations) constitute

distributed processing is not necessary for our research project. Our

approach does not seek to define distributed systems, but rather

identify the salient characteristics of the distributed environment

to determine the impact of these characteristics on internal controls.

In analyzing distributed systems, there are three major areas of

concern: distributed functions and processes, data distribution, and

communications networks. Our analytical framework addresses each of

these areas individually.

(1) Functions and Processes

The characteristic most commonly associated with distributed

systems is processing. In many respects increasing EDP efficiency

by bringing the "processing power" closer to the user has become

the by-word of distributed systems. The term distributed

processing has been applied to a number of distribution

possibilities, including remote data input and inquiry

capabilities, which are often not processing functions nor are

they (in the absence of other attributes) characteristics of a

distributed system. For the sake of simplicity and in keeping

with our broad objective surrounding the identification of

r distributed systems, we have included commonly distributed

functions and processes in this discussion without determining

*at what point the system may be considered a distributed system.

*Under the distributed concept, each of the traditional EDP

1-3
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'functions (input, processing, output) may be distributed (in

varying degrees) at each system node. The distribution of

functions is best viewed as a continuum where different degrees

of distribution are possible. Exhibit I-1 graphically depicts

the distribution continuum for the traditional

input/processing/output functions. It is not always practical

to define distributed functions and processes in terms of input,

processing and output because functions: often overlap (e.g., is

full front end editing an input or a processing function?); are

combined at a node (e.g., combined input and processing functions);

or are distributed in different degrees throughout the network

(e.g., input terminals linked to a processor with front end editing

capability which is in turn linked to a host processor, etc.).

The potential attributes are discussed below following the

traditional input/processing/output flow. However, it is

important to note that input and output functions usually involve

processing, and that the data flow technique is used only to

facilitate our presentation of these attributes.

Simple Data Entry

Simple data entry, as used in this report, refers to the

decentralization of the input function (e.g. keypunching

function transferred to the user) with no front-end data

editing. Simple data entry by itself does not constitute

distributed processing. However, it is not unusual to find

a series of data entry terminals linked to a processing

device (constituting a node) which itself has some of the

more advanced processing characteristics associated with

distributed systems.

1-4
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Partial Editing

Under partial editing, input data is subjected to a variety

of checks (e.g. reasonableness tests, control totals, etc.),

before input is accepted.

Full Front End Editing

This characteristic requires the application of full input

processing including, depending on the application, system
access to data files to perform input validity checks as
necessary.

Partial Application Processing

In its broadest form, any type of front end editing

constitutes partial application processing. However, for

purposes of this discussion, this characteristic assumes a

substantial amount of front end editing and the performance

of additional processing (e.g., identification of required

allotment deductions in a payroll system) at tne distributed

site, prior to data pass-through to a host processor where

the application is completed.

Host Interactive Processing

In host interactive processing, a substantial amount of the

processing function takes place at the distributed location
with only a limited requirement for host assistance (usually

as a result of security, processing sophistication or

centralized data sharing requirements).
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Full Application Processing

In these instances, the entire application is processed at

the node with no host intervention.

Output Processing (Data Retrieval and Manipulation)

Most of the functions discussed earlier involve the

generation of output ranging from error messages (as a result

of the front end edit function) to report generation as a

by-product of application processing. In addition, inquiry

type capabilities may be present involving either simple

data extraction or data extraction and manipulation.

As a general rule, inquiry capability will be limited to

data available to a localized data base, and/or limited

access to remote data bases. This limitation is due mostly

to the technical difficulties inherent in achieving the high

degree of communication required between nodes and host (or

hosts) to provide system-wide data access at a node. In

addition, this capability would require the node processor

to provide the same range of services (e.g., security,

manipulation, etc.) available in the more sophisticated

processors usually associated with the host. This

requirement would limit or even nullify the cost advantages

available in a distributed system. Nevertheless, system-

wide data access and manipulation capability at a node is

still a possibility (particularly in the future) and should

be considered by this project. For analysis purposes, we

have identified the following data retrieval and

F manipulation characteristics:

- Localized data access (and manipulation)

1-6



- Limited system-wide data access (and manipulation)

- Unlimited system-wide data access (and manipulation).

Needless to say, the type of access is affected by the extent of

data bases and files distributed. This subject will be discussed

next.

(2) Data Distribution

Closely related to the concept of "bringing processing power

closer to the user" is the concept of bringing the user data

closer to the user. In the prior section, we discussed briefly

the difficulties and cost of accessing data not locally available.

Under the distributed concept, an attempt is made to place the

data as close as possible to the processes (including inquiry or

output processing) that require it.

Invariably, any attempt to distribute data in this fashion runs

into contradictory requirements with some requirements calling

for distribution (e.g., quick inquiry response) while others call

for centralization (e.g., data sharing). As a result, the

distribution of data in any given system is not consistent for

all data elements or groups of data elements. That is, depending

on data use requirements, certain data elements will be stored

centrally, others will be distributed at the user location, while

still others will be replicated at different locations (including

centrally). Common data distribution patterns are presented in

Exhibit 1-2.

(3) Communications Network

A final consideration in distributed systems is the

communications network. The communications network refers to

1-7
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EXHIBIT 1-2

Common Data Distribution Patterns

Centralized Data

Centralized data refers to data elements which are located

at a central site. As a general rule, these data bases or

files will contain data elements which are shared by multiole

locations.

Partitioned Data

Partitioned data refers to the creation of independent data

bases or files at the location or system node. As a general

rule, these data bases or files consist of data elements

unique to specific functions located at a system's node.

Replicated Data

Replicated data refers to the physical duplication and

location of data elements at different locations. Data

replication is commonly used in conjunction with centralized

and partitioned data.

IJ



inter-processor communications between nodes, and between a node

and a host processor or host system. The areas to be considered
are the communications requirements and the network
configuration.

Communication requirements may take one of two forms:

One-Way Communication

This requirement, often referred to as hierarchical

communication, consists of a one-way flow (from node to host

processor) of communications requests answered by a one-way

flow (from host processor to node) of communication

responses.

Two-Way Communication

This requirement, often referred to as peer communications,

provides for a two-way flow of inquiries and responses

regardless of the node/host processor relationships.

Network configurations are not as easily defined and it can even

be argued that each existing distributed system has a unique

configuration. There are, however, certain traditional

configurations which cover the different network configuration

alternatives. These configurations are graphically depicted in

Exhibit 1-3.

4. GENERAL INTERNAL CONTROL PROCEDURES

The second variable in our framework relates to the general

internal control procedures commonly associated with a good system of

internal controls. Our main objective is to identify these procedures

to determine their applicability in a distributed environment (see

Chapter II).
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Traditionally, general internal controls may be subdivided into

three general areas: 1) organization and administration, 2) operations

and 3) systems development and maintenance. This section identifies

the traditional general internal control requirements of each internal

control area.

Organization and Administration

Organizational and administrative controls address

segregation of duties, contingency procedures and the

librarian function. Traditional internal control

requirements associated with organization and

administration are summarized in Exhibit 1-4.

Operations

Operations controls are designed to provide reasonable

assurance as to the accuracy and completeness of operating

results, prevent or detect errors which occur during

processing, and provide security against accidental or

deliberate destruction of data processing assets.

Traditional internal controls associated with computer

operations are presented in Exhibit 1-5.

System Development and Maintenance

System development and maintenance controls are required to

ensure the effectiveness of EDP systems. Controls must be

developed to ensure that processing objectives and functions

are explicitly defined and approved to properly control
system development and implementation, program changes, and
system maintenance requirements. Specific procedures are

listed in Exhibit 1-6.

* 1-9

* - .



EXHIBIT 1-4
p,1 1 of 3

Organization and Administration Controls

A. Segregation of Duties

Procedural requirements resulting in adequate segregation of

duties include:

Operators are prohibited from programming

Operators and/or data entry personnel are not allowed to

make corrections to erroneous source input data

Programmers and/or systems analysts are not permitted to

operate the computer without supervision and control

The scheduling and control function is performed by other

than operators

The library function is independent of operations and
programming

., Limited access to EDP facility.

B. Contingency Procedures

Conditions indicative of satisfactory contingency procedures

include:

I
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EXHIBIT 14
Page 2 of 3

Oraiation and Administration Controls

* Formal (written) contingency plan

Adequate insurance coverage

Alternative processing and backup and recovery capability

Offsite storage of all critical material (e.g., master files,

transaction files, operating systems, source programs, etc.)

C. Librarian Function

An adequate librarian function will provide for the following:

Formal (written) file retention procedures

Segregation of systems/programming/operating functions from

librarian function

* Adequate control over access to:

- Application data files

- System software

- Production programs and job control

- Source programs

- Documentation

p1



EXHIBIT 14
Page 3 of 3

Organzation and Administration Controls

0. Other

Other practices and procedures indicative of satisfactory

internal controls include:

The existence of a policy or steering committee to ensure

that EDP practices satisfy and are consistent with the

entity's objectives

Formal, short (less than 1 year) and long (1 to 5 years)

term plans to ensure the effectiveness, efficiency and

responsiveness of the EDP function in the face of the

entity's changing environment

* Competent personnel.

.



EXHIBIT 1-5
PIa1 of 2

Operations Controls

A. Shedul g

Scheduling procedures should include:

• Job set-up instructions

Logging jobs in and out

Provisions for controlling computer workload

Assurances that all jobs processed are authorized.

B. Procesing Procedure

Processing Procedures should include:

* Requirement for authorization of production schedule changes

• Formal procedures for documenting schedule changes

C. Access Controls

Access controls should include:

• Restriction of physical access to computer room

. Physical segregation of operations and control personnel

*2!
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EXHIBIT 14
Page 2 of 2

Operations Contros

Consistent supervision of all operating shifts

Adequate terminal controls which include the following:

- Terminal located in serviced area

- Terminal identification

- Operator validations

- Logging of security violations

- Audit trails and recovery procedures

Authorization of program modifications made through

terminals.

-ii
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i
EXHIBIT 14
Page 1 of 2

Systems Development and Maintenance Controls

A. System Development and Implementation

Development standards should include:

Adequate analysis and design

• Program development and testing procedures

• User coordination and acceptance procedures

Documentation requirements including:

- System specifications

- Individual programs

- Operating and control instructions

- User processing and control instructions

B. Production Program Controls

Procedures should provide for separate program libraries for the

development, testing and production stages.

V / .,



EXHIBIT 1-6

Page 2 of 2

Systems Development and Maintenance Controls

c. Program Change Controls

Program Change Procedures should include:

Formal controls over authorization testing and

implementation of system and program changes

Change requests originated by user and approved by DP

management

Formal testing requirements

Requirements for updating documentation

Methods for detecting unauthorized changes

* Operations group acceptance for changes only after approval.

V



5. APPLICATION OF THE ANALYTICAL FRAMEWORK

The purpose of this chapter was to establish the framework for

the analysis performed in Chapter II. We have identified the

characteristics which may be found in a distributed environment and

the overall organizational, policy, and procedural controls which are

common to general EDP internal controls. In the next chapter we

describe the impact each distributed system characteristic is likely

to have on the general internal controls. This analysis is then

continued with a discussion of specific internal control procedures

which are most effective in a distributed environement and concludes

with a discussion of the impact of this new technology on audit

procedures.
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II. IMPACT OF DISTRIBUTED SYSTEMS ON GENERAL INTERNAL CONTROLS

As noted earlier, Chapter I identified and defined the variables

(i.e. distributed systems and general internal controls) making up the

framework for our impact analysis. This chapter presents the results

of our analytical effort.

In general, we have concluded that distributed systems have a

very significant impact on traditional internal control procedures.

In many instances, distributed systems will render certain traditional

controls either inapplicable or cost prohibitive while in others, the

impact is expressed in terms of increased system risk (if internal

controls are not present or not complied with). Further, each

application is likely to be affected differently by the characteristics

of distributed systems. However, the impact is not always adverse and

distributed system characteristics can often be effectively utilized

to improve both operating efficiency and internal controls.

Regardless of the adverse or positive nature of the impact, it

is clear that new procedures will have to be developed to ensure the

adequacy of internal controls and that the new environment and emerging

internal control procedures will in turn have a profound impact on

the auditor.

This chapter presents our methodology in determining the impact

of distributing systems and addresses each of the points made in this

introductory discussion in the following sections:

Analysis of Distributed Systems and General Internal

Controls

1I-I



Impact of Distributed Applications on General Internal

Controls

Developing Compatible General Internal Control Procedures

Impact of Distributed Systems on Audit Procedures.

1. ANALYSIS OF DISTRIBUTED SYSTEMS AND GENERAL INTERNAL CONTROLS

The purpose of this section is to synthesize the characteristics

of the distributed system environment with commonly applied internal

control procedures to determine the continuing viability or

obsolescence of these common internal control procedures. To

illustrate our approach, this section includes a series of matrices

(discussed in more detail in each subsection) that compare specific

distributed system characteristics to traditional internal control

procedures.

The analysis performed in this section and in Section 2 (Impact

of Distributed Applications on General Internal Controls) in turn,

form the basis for our discussion regarding the development of

compatible general internal control procedures (Section 3 of this

chapter) and audit procedures (Section 4 of this chapter).

Our analysis is presented under these general topics:

. Distributed Functions and Processes

• Data Distribution

• Communications Network.

11-2
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(1) Distributed Functions and Processes

Our analysis indicates that the different characteristics and

attributes of distributed functions and processes will have an

impact on many of the specific procedures associated with

traditional internal controls. In general, potential impacts may
be summarized as follows:

The traditional internal control procedure is just as

applicable (and practical) in a distributed system

The distributed system reduces the effectiveness of the

internal control procedure

The distributed system renders the internal control

procedure obsolete (or impractical)

The distributed system offers new internal control

alternatives

The distributed system must place additional reliance on

the internal control procedure (either as a result of

specific system attributes or to offset other procedures

that are not practical).

Our analysis of internal controls and distributed functions and

processes is presented in Exhibits II-i through 11-6 at the end

of this section.

A brief discussion of the results of our analysis is presented

in the following pages:

11-3
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Organization and Administration (See Exhibits 11-1, 11-2 and

11-3 at the end of this section)

Traditionally, effective organizational and administrative

controls have relied on a large centralized EDP function

requiring a large staff. As a result, the imposition of

formal segregation of duties and other restrictions upon

the EDP function did not hinder operating efficiency or

unreasonably increase operating costs. However, the

decentralization of functions and processes often results

in the creation of "mini-EDP activities" where the formal

segregation of duties usually present in an EDP operation

may no longer be cost justifiable and in many instances

may run contrary to the operating efficiency which the

distributed system is attempting to achieve (e.g., bringing

processing power closer to the user often implies increased

user control and thus less segregation of duties). On the

other hand, the distribution of the EDP function, by

spreading the risk of catastrophe, creates a different

environment in the area of contingency procedures. A final

area of concern is the quality and experience of personnel

responsible for EDP functions. Except for the distribution

of major applications, a distributed system will not always

be supported by experienced EDP personnel at each location.

This is particularly true in user oriented functions, where

the user personnel may be responsible for several non-EDP,

as well as EDP functions and processes.

Overall, the major impacts disclosed by our analysis are:

Segregation of duties may be harder to achieve

(particularly when EDP functions reside with the user)

Less experienced personnel are likely to be present in

a distributed environment (at each location)

11-4



Self-insurance may be facilitated in a distributed

environment

The distribution of functions tends to reduce the

"total system catastrophe" risk

The distribution of functions results in a data

communications network which must be controlled

independently of functions performed at each system

node

General guidance (e.g., user manuals, EDP standards)

becomes more critical as there is a greater need to

coordinate the activities of multiple locations.

Operations ( See Exhibit 11-4 at the end of this section)

Control over operations revolve around scheduling,

processing and access control procedures. Again, practical

size limitations are a major constraint which affect the

system's ability to achieve proper segregation of duties.

In addition, the distribution of functions increases the

need for coordination both in terms of sequential operating

requirements as well as system-wide procedural changes.

Finally, the distribution of functions and processes tends

to increase the risk of unauthorized access while

restricting the system's ability (from a cost-benefit point

of view) to fully segregate and secure system hardware.

Overall, the major impacts disclosed by our analysis are:

- Loss of centralized control over scheduling to:

Meet sequential file update requirements

11-5
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I
.. Prevent concurrent file updates

.. Control total system CPU workloads.

- Increased need for coordination to:

Offset lack of centralized control over scheduling

Ensure the system-wide applicability and

adaptability of procedural changes.

Increased emphasis (and reliance) on the development

of system-wide standards and guidance to meet the

increased coordination requirements discussed above.

- Increased risk of unauthorized access through:

The potential proliferation of system access

devices (e.g. terminals)

The impracticality in many instances (from a cost-

benefit point of view) of fully secured

facilities.

Increased reliance on system design to prevent

unauthorized access including:

.. Provision for ID codes, passwords, etc.

Design limitations restricting each system device

and/or node to the bare minimums (e.g. limited

input, access, update, etc. capability) required

to fulfill the requirements of the specific

function or process.

11-6
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System Development and Maintenance (See Exhibits 1l-5 and

11-6 at the end of this section)

System development and maintenance procedures are designed

to ensure the adequacy of systems development/implementation

efforts and properly control the system's programs. In

general, the decentralization of the EDP function creates a

series of interdependencies which complicates and taxes the

EDP function's ability to develop adequate internal

controls. The result is an added reliance on system-wide

standards and guidance to offset the loss in centralized

controls.

Overall, the major impacts disclosed by our analysis are:

- System development standards must emphasize a design

approach that is cognizant of both specific

functions/process/node needs as well as total system

requirements

- The interdependencies created by the distribution of

processing functions complicate the program

development process and increases the criticality of

testing procedures

- A major justification for distributed processing is

providing better service to the user. Under these

circumstances, it is clear that user involvement in

systems development and user oriented documentation

are essential

- Traditional controls over program changes remain in

effect and the need for control over these changes is

even more critical given the potential increase for

11-7
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unauthorized system access in a distributed

environment.

Summary Analysis of Distributed Functions and Processes

Exhibits II-1 through 11-6 which summarize our analyses of

distributed functions and processes and general internal

controls are presented in the following pages. The columns

shown in the exhibits list the different functions and

processes which can be distributed as discussed in Chapter
I of this volume. The rows of the exhibits show each of the

traditional major areas of general internal control (i.e.,

Organization and Administration, Operations, and Systems

Development and Maintenance). In addition, for each major

area, the exhibits identify specific procedures which are

indicative of adequate internal controls. The list of

specific procedures is not an exhaustive one, but rather

represents some of the most significant procedures which

are traditionally (e.g., in a centralized environment)

associated with good internal controls. The matrix itself,

discusses the applicability of traditional procedures,

conditions which are likely to change, and minimum control

requirements which should be present given the specific

distribution of functions and processing alternatives.

11-8



impact of Distributed
I. Organization a

POTENTIAL DISTRIl
INTERNAL CONTROL

REQUIREMENTS I
SIMPLE DATA ENTRY PARTIAL EDITING FRONT END EDITING

No impact. As a general rule, the distribution of input responsibility is not
accompanied by distribution of programming (including editing capability).

A. Segregatio of Dud"e

1. OpeoM e Pml,&tWi

Responsibility for edit programs (if any) should be segregated. If partial or
full edit programming responsibilities reside with the user, the input and edit
programming responsibilities should be segregated.

Data entry personnel will often be users. The main purpose of this control is to
2. Opw a em wUo, Oe prevent uninformed keypunchers from making corrections. If the user has a good

EMtr m Pa o understanding of the application, this control can be waived.
AN, to MWe Cwec- Data entry personnel should be familiar with the application. In addition, proper
tldu to Ero.ousE lws authorization and approval of data entry should continue to be observed.
Input Doa Segregation of data entry and output control review should continue. User access

to system should be restricted.

As a general rule the distribution of input responsibility is not acccmpanied
by the distribution of programming or systems development responsibilities.

3. PnvnmeeeSyetm
AnevM not hlted

tO Oprae Compute
Without Supwvlskm

o Responsibility for edit programming (if any) should be segregated. If partial
or full edit programming responsiblities reside with the user, programing/system
responsibilities should be segregated from computer operations.

4. Sodult. OW ConMol In general, this procedure controls the processing function, not the input function.
Fuwnm , not However, data entry personnel should similarly not be responsible for the
by Opwn scheduling and control function.

E
S@ -0 L -o This requirement should have no impact on input related functions. Again, data

8d..du" MW o "nd entry personnel should be independent of the librarian function.

Except for major data input operations (e., multiple data entry terminals) fully

6. LUgtd Aseto EDP secured locked facilities may not be cost justified.

PeeItee Access to input devices should be controlled. If separate facilities are not
practical, terminal locks (in addition to password requirements) should be
installed.
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General EDP ProcedUrs EXIBIT 11-1

systems on internal Controls
fnization and Administration

POTENTIAL DISTRIBUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES

iaO EDIN PARTIAL APPLICATION iOT INTERACTIVE PROCESSING FULL AICATION PROCESSNG OUTPUT PROCESINO
PROCESSING iDATA RETRIEVALMNIPULATION)

No Impact. Partial Data retrieval and
ityprocessing normally In many instances prograning responsiblity will be manipulation cpability is

xity). requires standard centrally distributed and may reside with the user. user oriented Specific
controlled programs programs will often be user
throughout the network, responsibility.
If programming
responsibility resides with Segregation of duties
the user, operations and requirements will depend onpartial or programming should be Operating and Programming responsibility at the nature of application andand edit segregated. Centrally distributed site should continue to be segregated. specific output use.
controlled programming and
operations should continue
to be segregated.

trol is to Data etry personnel impact the sae as for input oriented functios. In addition, Same impact as input and
has a good depending on the size of the application, full processing responsibility (including processing or iented

equipment operation) may reside with the user. functions.
ion, proper Data entry personnel requirements the same as for input function. If processing Same requirements as forobserved, operation is large enough, equipment operation responsibility should not reside input and processingUser access with user. In small applications where user has processing responsibilities, the functions.

equipment operation function should be segregated from all other user functions.
No Impact. Partial Data retrieval/accompanied processing normallymaiu toncpbl yrequires standard central In many instances programming/systems responsibility manipulation capability

dities. control cf programs will be distributed and may reside with the user. will often be a user

throughout the network. responsibility.
If programming/systems
responsibility resides with
t h e u s e r, t h e s e Programing/system responsibility at the distributed Segregation of duties

If partial responsiblities should be site sould continue to be seregted. bept for requirements will depend on
ng/systec -segregated from operations, small applications; systems (and when feasible nature of application and

Centralized activities specific output use.
should continue to be programing) should be segregated from the user,

.segregated.
Depending on the size of the application full processing responsibility (including scheduling and control)

ut function. may reside with the user.
e for the If processing operation is large enough, scheduling and control responsibility should not reside with the

user. In smaller applications where user has processing responsibilities, scheduling and control should
be a supervisory level responsibility.

Library function and
scheduling will be Library and schedulingfunctionswill be distributed. Same potential impact as fordistributed. Programing In many instances programming responsibility will be processing oriented
w 1 il u s u a l l y b e distributed. All of these functions may reside with functions.

Again. data centralized. Organization the user.
size may prevent full
segregation.

At a minimum, the programming and library funotions Same requirements as forS u b J e c t t o s i z e should be segregated. Depending on size constraints, S requir ent fconstraints, these controls the library and scheduling function *ltld also be processing oriented
should be observed, segregated. (Requirements apply regardless of extent functions.

of user control over these functions.)

Lnals) fully Depending on the size of the operation, fully secured E? facilities maY not be Sane impact as for input and
feasible, rocessing functions.

Ion we not Same requirements as forshould be At a minimum, Physically segregated (eg, separate rocs under lock ad key) input and processing
should always be present. functions.

l i . ,
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INTERNAL CONTROL.
PiOsautemeNTs SESPLE DATA ENTRY PARTIAL EDITINdG PiNTnon?

* ~ The distribution of these fctions will often require a Separate coot
IL codoomovplan at each location.

b. Ca., A~ 11mnay t" Pa oudetral guidance shuld be provided for contingency planning. Hbwsvur,
~ ~ ~"' ~ distribution the lack of formal contingency Planning at any Specific

is not as risky (depending on specific application).

Multiple sites and input devices may Justify a self-insurance policy.
2. atnao Pla bul

Inalude Adaquat Inaur-
an.Coavaua Central guidance should be provided for contingency planning. However,

distribution the lack of formal contingency planning at any specific
is not asrisky (depending on specific application).

Alternative processing Contracts or agreements providing for
processing capability are critical unmlesscapability is not a major eqipment is readily available in the

issue. location's geographical area.
3. ContinsMoog Plans Should

lIwlud. aSikup and Lacking formal arrangements
Rusm g and Aftoraol, for alternative processing In the absence of proximity to other distrib
P -iiiisaabi~qllity capability, the contingency (with compatible equipment and applications).

plan should identify arrangements for alternative processing is
procedures to be followed internal control procedure.
if existing input

____________________ capability is l0st.

NO significant impact. Transaction files will
on to a processing funiction. Edit
normally be standard sysltem-wide programs.

NO significant impact on
4, ANUCvtlod Mtal simple data entry

Should be Stora Ofta operations.
To the extent that edit progra files we
throughout the system. no offsite storage Is
(unless replacement is likely to ause Serious
Location unique edit programs require offaite

Zransaction files will be
Passed on to a processing Edit programs likely to be system-wide

C. ikmln Fn~onfunction. Only likely impact on transaction files and related doe
C. Ltwta I~WlOIIdocumentation is hardcopy frsml aaety

1. oe ~iln POG~m" input run and/or source
1. lloaeatinP~aadn. data.

Should ba Fonnaellsed
(WltaiCentrally developed Centrally developed guidance should be

guidnceshold b isued source data, hardcopy input. and edit program
for ourc dat andhardopy documentation (whether centrally developed or
for ourc dat andhardopy nique).input retention policy.

2. Tha Lhbarta Function
Smdho 1 SapmatadSE
ff"M 8111n"M P"MrmtlaJ
Oparatln Function

2. CoNtvol 9011MI~Nd
-vo Am Th: e library function for edit programs may rw

the user.
o Appl &on Duea No significant impact on
powa simple data entry

*~~~ od yata Sons prtos Proper segregation of the library function
o Souou etpanapresent even If uinder user control.
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bted Systms on lintrn Cotrols
Organization and Administration

POTENTIAL DISTRIBUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES
PPONT INC lomNO PARTIAL APPLICATION OTPTROESNFRONTe END EDITING PARILAPCIN H06T INTERACTIVE PROCEIMING PULL AIPLICATIWN PROCImaIga OUT lTMMUIBSNG

PROCESSING DATA RETRIEVALMANIPULATION)

ate contingency There is a need for centralized contingency planning supplemented by local unique Same impact as for input andplanning at each distributed site. processing functions.

However, due to Same requirements as forspecific location Contingency plans should be in effect at each location, input and processing
___functions.

Depending on equipment loss No im t. As a general rule equipment loss risk is Impact depends on equipment
ie policy. risk, self-insurance is too hlgh for self-insurance, loss risk. See other

possible. functions.

Same as for input oriented
0g. However, due to function. Adequate Adequate insurance should be present. As a general Requirements depend onpy specific location justification of self- rule centrally controlled insurance is least coetly. equipment loss risk. See

insurance (if any) is other functions.
critical.

Ilding for alternate.
cl unless ompatible Back-up and recovery capability should be an integral part of the system's network.

in the distributed More efficient beck-up and recovery and alternative processing capabilities are
possible in a distributed system, if these are centrally designed, to make full
use of the comunications network and processing power throughout the system. Depend entirely on nature

and criticality of
Other distributed sites In the absence of localized (e4g. at the node) beck-up and recovery and alternative application. See other
" applications), formal processing capability, precise system documentation and contingency guidance functions.
processing is the best should be developed to document the system-wide capability and procedures to be

followed at the distributed site. In addition, plans should cover the possibility
of total system failure.

Entire transaction filesklon files will be passed may be passed on to a host A large mount of node-unique files, documentation is Function is often userEdit programs will processor. Master files, likely to be present. oriented and th s files mayprogram. source programs, etc. may be be location unique.
standard system-Wide.

Off-site storage not
critical where transaction

files are standard files, master files, source Off-site storage will be required for all critical
rstorage is necessary programs, etc., are material. Even where files are duplicated throughout Off-site storage required_--muse serious delays), duplicated throughout the the system accidental loss may cause long delays if for all critical unique
'squire offaite storage, system. Node-unique system nodes depends on other system nodes (or the host) to files and documentation.

documentation and files duplicate files.
require off-aite storage. II

Requirement for filelmwwide standard. Same Requirement for retention policy remain in effect when processing functions we retention policy remains ind related documents as distributed, effect. However, a large
amount of location unique
files may be present.

i1uld be present for Only general guidanceIedit Program files and Central guidance is required. However, specific retention policy must be tailored feasible. Specific policyLY developed or location to files and documentation present in the node. Standardization less feasible should be developed at the
as node processing power is increased, location.

SE INTERNAL XWML REQUIREMENT A5 IN THIS EDXIIBr

rraim may reside with The library function may be under user control.

Ideally, the library function should not be a user responsibility. Orgaizational size ownstraints may
rary function should be prevent organizational segregation of this function. At a minimu, the function should be properly segrpgtdItrol. within the user organization. In any event, physical acess controls (e4. reetricted access, documentation

under lock, Supervision, etc.) should be observed.
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REQUIREMENT S

SIMPLE DATA ENTRY PARTIAL EDITING FRONT END EDITING

D. Other a

1. Sthat E As a general rule, a steering committee is not required (at the location) to
Sotha EW P"comice, control input functions. I

with Entity' Objective. P

at

2. Short Ten Lm m -n

I "or) en Lo" Term Short and long term planning should be present at all locations. However, to the m
(14 V l Ploam Enuraf erea6 Efs- extent that only input functions are distributed, local EDP plans are not critical

6W..e O ndnR I - .(as long as EDP considerations appear in the overall plan). 
a

of the EDP Funito

The tendency to integrate input responsibility with the user may result in a
loss of data entry proficiency.

& Competent Personnel

Large volume operations will normally require "professional" data entry personnel
(but see internal control requirement A2). The use of personnel not proficient
in data entry requires comprehensive guidance, (eg. user's manuals) simple input
screens, clear error messages and similar techniques to facilitate data entry.

IA
LI
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.tfted Systems on internal Controls

nization and Administration

POTENTIAL DISTRIMTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES
WDEIIGPARTIAL APPLICATION IRO SN

--EDITING PRAL CION MOST INTERACTIVE PROCESSING FULL APPLICATION PROCESIWNG OUTPUT PROCESSING

POCESSING I I DATA RETRIEVALAMNWUL&'lON)

Unless there are numerous Applications are likely to be large enough and/or involve enough users to require
applications a steering a steering omittee.
comittee is not required.

Wation) to
If numerous users are
present, a steering A central steering committee should always be present and responsible for providing
ocmittee should be formed guidance to the local committees.
at the location.

The need for local ADP plans The need for local EDP plans
depends on the nature and Applications are likely to be large enough in terms depends on the nature and

over, to the materiality of the of materiality and scope to require a local E plan. materiality of the
lt critical application. Material application.

operations, multiple users Requirements will depend onand user control overapplication will normally The local EDP plan must be coordinated with a nature and materiality of
require a separate EDP plan. centralized EDP plan. application. See processing

oriented functions.

The economics of scale of a centralized operation will not be present. It may not be feasible to build
reult in a the EDP function around a cadre of experienced highly skill individuals supported by a less experienced

staff. The distribution of ompetent EDP personnel to perform processing operations is a major management
problem.

y personnel The requirement for competent personnel remains. While the distribution of the processing function mayproficient lower the personnel experience and technical requirements at any given node, it is important that a correct
aIte inyt matching of personnel and distributed function take place throughout the network.
-ata entry.

II
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Impact of Distributed Systems
II. Operations

POTENTIAL DISTRIBUTED SYSTEM CM

INTERNAL CONTROL
REQUIREMENTSMPLE ATA ENTRY PARTIAL EDITING FRONT END EDITING PARTIAL

P 
PRO

In an environment characterized by multiple terminals (at different userA. S.¢hedLul,,n locations) there will be a tendency towards inexperienced data entry personnel, theel

a loss of control over sequential file update requirements (e.g. processing networ

1. Scheduling Procedures personnel actions before processing the payroll) and increased risk of concurrent
Include Job Set-Up file updating (e.g. concurrent processing of personnel actions and payroll to con
Instructions. Logging of actions). Finally, the risk of unauthorized users is greatly increased. Scheduling ScheduJobs Provisionsfor requirements remain the same with added emphasis on detailed instructions (for (e . ,
Controlling CPU Workload inexperienced personnel), data communications monitoring capability (to control (eg.iqu

anneJbperiencedio uniqueandJo Athriatonsequential requirements and prevent concurrent file updates), and logging and ec)
authorization procedures (to decrease risk of unauthorized access).

The disThe distribution of data entry to different users places a premium on controlling increas
B. Processing Procedures sequential processing requirements and preventing concurrent file updates (see between

requirement At). poes
1. All Production Schedule processo

Changes Must be The requirement for proper authorization remains. In addition, there is a greater The requ
Authorited need to coordinate changes with other users. addition

with the

As noted
2 c ouThe requirement for formal documentation remains unchanged and is even more wide

critical in the light of coordination requirements. General system-wide guidance
ing Schedule Changes
SnShduleohenl~e should be provided; however, specific requirements should be tailored to the The reShould be Fo rm lizedl o a i n 

c h g{Writtenl location. unchange
develo

of all

C. Access Controls

1. PhyVcal Access to SEE INTERNAL
Computer Room is
Restricted

2. Data Processing Equipment The distribution of the input function will not always justify the physical Dependi
Should be Situated to segregation of input devices. As a general rule, even if separate facilities are segrega
ProvideforthePhysica available, the same degree of security present in centralized operations will justifi
Segregation of the not be cost justified.

J, Operation and Control The
Function Ideally, terminals should be physically segregated and under lock. At a minimuM, unchang

terminal locks and effective system access controls (e.g. passwords) should be control
present. physical

3. Access Controls are This is a basic Internal Control requirement
Observed on All Shifts potential impact is the reduction in the n

functions are distributed to the user.
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EXHIBJT 1J4"

Systems on Internal Controls
Operations

DISTRIBUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES

PARTIAL APPLICATION HOST INTERACTIVE PROCESSING FLAPICTOPRESNGOUTPUT PROCESSING
PROCESSING (DATA RETRIEVAL/MANIPULATION)

Except for periodic outputs
(e.g. monthly reports), the

user oriented nature of this
function prevents the

Scheduling procedures remain the same when processes are distributed. Again, development of strict
1, there should be an emphasis on procedures to prevent unathorized access. Complex scheduling procedures.
8 networks with partial or host interactive processing will tax the system's ability Authorized users should

to control CPU workloads. have access to the system's
1 data. The access cannot

r Scheduling procedures should be tailored to fit the pirticular characteristics always be scheduled.
(eg. interdependence of network processors) of the system as well as location Logging procedures are
unique considerations (e.g. experienced personnel, risk of unauthorized access, critical to control
etc.). unauthorized use. A data

communication monitor will
usually be required to
control CPU workload and
prevent this function from
interfacing with critical
processing functions.

The processing procedures As noted in requirement Al,

The distribution of some processing functions also requirements under full access to system data cannot
8 increases the need for coordination, in this case application processing will always be scheduled. In

between nodes and between the node and the host not differ significantly in addition, users will require
processor, a distributed environment, timely data. As a result.

r Depending on the schedule changes may
The requirement for proper authorization remains. In relationship between prevent the user from
addition there is a greater need to coordinate changes processors in the network, obtaining timely data.
with the rest of the network, coordination requirements The formalization of

may not be as critical, processing procedures

The authorization and should take into account the

As noted in requirement Bi, there is a need for system- procedures formalization impact of schedule changes

r wide coordination, requirements remain, on the user's information

m Specific procedures should requirements to maximize

The requirement for formal documentation remains be developed for the the system's ability to

unchanged. In this case, guidance should be centrally location. System-wide produce timely data and

developed to insure proper system-wide coordination requirements depend on the prevent the erroneous use

of all changes, degree of coordination of incomplete data by the

needed. 
user.

SEE 2TERNAL CONTROL REQUIREMENT IA6

The user oriented nature of
this function emphasizes
easy authorized user access
to EDP equipment.

ml Depending on the size and materiality of the operation, This type of processing will Physical segregation
re segregated physical facilities may not be cost usually be significant remains as a requirement but
11 justified, enough to warrant physical should be tempered by

segregation. Again, risk efficiency requirements.
The requirement for physical segregation remains analysis is required to Internal controls should

91, unchanged in a distributed environment. The internal determine the degree of emphasize ph y s i cal

be control risk should be carefully balanced against the physical segregation segregation when equipment

physical security cost. required. is not in use. Risk
reduction can be achieved
through system access
controls (e.g. passwords,
"output capability only"
terminals, etc.).

9Itrol requirement which remains unchanged under a distributed environment. Okly

.duction in the number of shifts when the input and certain output/retrieval
Wo the user.

IR1 In partial application in host interactive In full application The user oriented nature of
processing, the system will processing, the bulk of the processing the entire this function emphasizes

wjgL12M~g&2ibility easy authorized user access
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Segregation of the not be cost justified.
Operation and Control The
Function Ideally, terminals should be physically segregated and under lock. At a minimum, unc

terminal locks and effective system access controls (e.g. passwords) should be cont
present. phys

3. Acces Controls are This is a basic Internal Control requirement.

Obsered on All Shifts potential impact is the reduction in the
functions are distributed to the user.

Terminal and data access controls are the primary means by which the internal In par
control risks normally associated with the distribution of the input function process
(e.g. less segregation of duties, increased risks of unauthorized access, etc.) usually
can be reduced. distrib

proces
Traditional internal control requirements include lo,-ation of 1 erminals in a throug
secured area, utilization of user ID codes and passwords, system detection of nodes.

4. Terminal and Oata Access security violations, etc. These traditional requirements remain unchanged. Other limited
Controls areThorough requirements whxch are particularly suited to the distributed environment are: take p
and Effective the identification of authorized users by the use of physical artifacts (e.g. a the

card or badge) or physical characteristics (e.g. voice print) and limiting the passed
capability of input terminals to input functions only. proces

Interna
preven
standa
progra

/ softwa
I- to prey

the hos
and pr

Ii

ft



physical Depending on the size and materiality of the operation, This type of processing will Physical segregation
ilities are segregated physical facilities may not be cost usually be significant remains as a requirement but
rations will justified. enough to warrant physical should be tempered by

segregation. Again, risk efficiency requirements.
The requirement for physical segregation remains analysis is required to Internal controls should

At a minimum, unchanged in a distributed environment. The internal determine the degree of emphasize physical
should be control risk should be carefully balanced against the physical segregation segregation when equipment

Physical security cost. required. is not in use. Riskreduction can be achieved
through system access
controls (eg. passwords,
"output capability only"l

terminals, etc.).

Internal Control requirement which remains unchanged under a distributed environment. Only
is the reduction in the number of shifts when the input and certain output/retrieval

tributed to the user.

the interna' In partial application In host interactive In full application The user oriented nature of
put functior. processing, the system will processing, the bulk of the processing the entire this function emphasizes
access, etc.- usually provide for the programming responsibility programing responsibility easy authorized user access

distribution of standard will often reside at the will often reside at the to data bases and files.
processing programs distributed locations, site.

inals in a throughout the system's The software should be
detection of nodes. As a weneral rule, Under these circumstances, Again, access to processing designed to ensure that
nged. Other limited p, _, ssing will there should be access to programs should be these types of application

.ironment are: take place at the node with processing programs (e.g. controlled in accordance have no access to processing
ifacts (eg. a the processed data being there will have to be more with traditional controls, programs (except the user's
limiting the passed on to a host reliance on the traditional In addition, access to other own data manipulation

processor. segregation of duties and nodes or processors should programs) have no input
documentation controls) be limited through the capability and have access

Internal controls should However, the software should software design. to only those data bases and
prevent the access to be designed to prevent files relevant to the
standard processing unauthorized access to the specific application.
programs. In addition, host processor (e.g. node
software should be designed can only pass/receive data
to prevent system access to specifically required to
the host processor's files complete processing
and programs, function).

L L&,-,.
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____________________________________

POTENTIAL Dq

INTERNAL CONTROL
SIMPLE DATA ENTRY PARTIAL EDITING FRONT END EDITING

A.Syrn Develoote aud his requirement rmans unchanged. he distribution of the input function adds
Imleeg~ttlonadditional complexity to the system development and design process, particularly

1. Systeen Developmeant the impact of decentralization on internal controls and the need to attain an
standards Include effective degree of system-wide standardization.
Adequate Analysis and
Design

2. Systam Dwdpmn Generally, this requirement Development and testing of edit programs remain as
Standards include has no impact on simple data critical requirements when the input function is
ProU5ans Wevelpnt entry. distributed.
and Testing Procedures

Since the input function will often be distributed to
3. Developmnent Standards Generally, this requirement the user, it is even ore important than in centralized

Require User Coordin- has no impact on simple data systems that the user fully understands the edit
ato and Aceptance entry. applications for whtich he is responsible.

4.Dvlopmt Standards

Require Sys Docu-
mnentation Including'1~SysteM Specifications. The potential for inexperienced data entry personnel will require descriptive,
Prouun Docuniwnatlon. user oriented manuals.operating and Control
lmtuetlons. and User{ Procedures and Control
Instructions

S. Pudutlo ..conrobAs a general rule, programming responsibility for edit
£-1. Procediure Should Esta Generally, this requirement programs will not be distributed. However, if it is.

ldmSeparate Program has no impact on simple data the requirement remains unchanged. (See
Libraries for Prograns enr.impact/requirements for processing oriented

entry.4,TtW functions.)
and =rdcto Stages

'Fo
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buted Systems on internal Controls

Development and Maintenance

POTENTIAL DISTRIBUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES

PARTIAL APPLICATION MOST INTERACTIVE PROCESSING FULL APPLICATION PROCESSING OUTPUT PROCESSING

PROCESSING 
DATA RETRIEVALIMANIPULATION

Very often, Output oriented

Under full application applications and related

processing, systems data manipulation

Partial application and host interactive processing development and design will capability will be User

Ntion adds add a new dimension tedrtobymotren controlled. Syste

icularly thd e me ion o careful system design through decentralized (e.g. development standards

artany enthe creation of an interrelated network of input should provide for
devices and processors which should be analyzed and sufficient analysis and
designed individually as well as within the perspective There will be a greater need su

for clear control guidance design to control user
of the total system. to ensure system-wide access to the system and

compliance with systems ensure the presence of

competent EDP personnel in
developuent standards, user controlled designefforts.
This requirement remains

The distribution of processing functions thronghout unchanged under full
ch application processing.

remain as the system creates a series of interdependencies which Aaln, it is mportan.t that he impact requirements are

fAmction is will tend to complicate the program development central guidance be the some as for input and
process. Under these circumstances, adequate system- irg f tions.
wide testing of programs is an even more critical developed to ensure system- prOesc

requirement. wide compliance with
program development and
testing standards.

stributed to
n centralized If the concept of "bringing processing power closer to the user" is to have an meaning, then the users

3 the edit should be fully aware of their "processing power" to take full advantage of the distributed system

I. environment.

The impact and requiremlent

As a general rule this type we generally the sme as
As in data entry. there is a need for better user of processing does not lend for input and ro:essing

i oriented documentation. In addition, there is a need itself to system-wide functions. However, the
eriptive, for system-wide documentation on all standard documentation. Instead, user oriented nature of this

applications. Finally, general documentation guidance there is a need for general function makes the user-

is essential to ensure proper docunentation of location documentation guidance to oriented documentation

unique processes, ensure consistency requirement even more

througWout the system critical.

1lity for edit
bVer, if it is, This is a basic internal control requirement which remains valid in a distributed environment. However,

Iged. (See as is the case in sall size centralized operations, it will seldom be cost justified to ssihnlubrsa
6S oriented responsibilities to different individuals. The physical segregation of the libraries, however, shoul sy

be present.

2
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POTENTIAL

INTERNAL CONTROL
REOIRMESSIMPLE DATA ENTRY PARTIAL EDITING PRONT END EDITING

C. Programs Change Centrals This requireaent remains unchanged. It is ipra

1. Forma Cntrob we to note that edit programs will often be system-wid

Present Over Authodaetlen/ standard. Changes under these circumstances should

Teatime/ end Inplemantetln centrally controlled.
of Systemn and Program

This requirement remains unchanged. However,
2. Pfop-I Ckngor the same system-wide interrelationships dis-

Requeuted by Uar cussed throughout this exhibit cannot be
Approeel by D.P. overemphasized. Documentation updates, and a

documentation changes trail are critical in a
These requirements will distributed system environment.
normally have no impact on
simple data entry
fuanctions.

3. Program Change Requir
Permo Testing

These requairements remain unchanged in a distribut
environment.

4. Program Change Pro-
aedures Requirea
Dooomeanln Ud

S. . Proeedwesmw Desgignd The system software should be designed to prevent input terminals from accessing
to Detes Unaulhewlad system programs.

6. poion a" cly This requirement will Again, this type of segregation of duties 'my not
6. Opt Con epWis normally have no impact on present. Approval responsibility should be at a h

Have Sean Apprue simple data entry supervisory level (See internal control requi
Ufunctions. C1 and C2 above).
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POTENTIAL DITRIUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES

FRONTEN s o rol PARTIAL APLCATION Um poem
PROCESSING THOST INTERACTIVE PROCESSING PULL APLICATION DOCATAING OUTPUT PROCESSIN O

D TETUIEVAL/MANIULATION

The same requirements as
under a centralized systemIt 13 important 1he interrelated nature of these Pctlons in will normally apply. Again,Often be system-wide distributed system increase the critical nature of depending on the system'sumstances should be these internal control requirements. total interrelationships,

the requirement becomes Generally, the same impactmre critical, and requirements as

discussed for input and
processing oriented
functions will apply.However, it is important to

god. However, As a general rule, Location unique programs should comply with this note that this type oftionships dis- application will be system- requirement. If size limitations prevent this type of function will be user
t cannot ke wide standard and will segregation of duties, approval authority should reside oriented and thus will tend

updates, and a require a centrally at a high supervisory level. System-wide programs to be location unique andcrtcals n a controlled approval should be centrally controlled.acritical in a proess. under a considerable amount
st.of user control. Under

these circumstances one is
likely to find a loss of EDP
proficiency and a lack of
complete understanding of
internal control

This requirement remains unchanged; however. the The same requirements as requirements. User training
testing process Will be more complex in a distributed under a centralized system on program documentation
environment. will normally apply- requirements, segregation

of duties requirements and
clear centrally developed

ed in a distributed internal control guidance
are essential requirements.

This requirement remains unchanged. However, the same system-wide
interrelationships discussed throughout this exhibit cannot be over emhasized.
Documentation updates, and a docuiet,tation changes trail are critical in s
distributed system environment.

Certain applications will once again, the best control
The best possible ontrol ally require system- lies in a software designwide standard programs. that prevents User accessinals firm accessing in this area is to design Again, the distributed 7he same requirements as th preent u s aethe system to prevent location should not have under a centralized system to or and
location access to standard access to these. Location will normally apply. (s opposed to data

unique programs should be manipulation/usercontrolled in the controlled programs).
traditional manner.

ofdtes my no be
should be at a high This requirement remains unchanged in a distributed environment. The major impact See internal control

control requirements is the need for central approval of changes to system-wide standard programs and requirements Cl - C4 above.
high level Supervisory approval of changes to location unique programs.

- r=



(2) Data Distribution

A second issue to be considered in evaluating distributed systems

is the data distribution characteristics within the system. Data
distribution does not have as direct an impact on specific
internal control procedures as functions and processes. Instead,

the impact is one of decreased or increased system risk if

centralized standards and guidance are not provided.

The impact of data distribution alternatives may be summarized

as follows:

Centralized data bases tend to increase system-wide risk.

That is, if each distributed location interacts with a

central data base, procedural internal control weaknesses

at any location may have a system-wide impact. If instead,

the data base was distributed to the location and the

location interacted only with the distributed data base,

then the impact of procedural weaknesses could be limited

to that location only (depending, on the impact which the

distributed data base has on the total system).

The distribution of data bases and/or the presence of

replicated data bases decreases the potential for system-

wide catastrophe and, thus, total data loss risks.

A central data base increases the total risk of unauthorized

data access/manipulation. Distributed data bases may limit

this risk to a specific location. However, while access to

the total data base (e.g., the sum of all distributed data

bases) may be limited, the risk of unauthorized access to

11-9
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specific distributed data bases is not and depends entirely

on the location's internal control procedures.

A central data base facilitates the development of system-

wide internal control practices and procedures. Distributed

data bases will often carry unique local requirements which

must rely on general guidance and not specific procedures.

Replicated data bases are a useful means of meeting specific

information requirements without increasing the risk of

unauthorized data manipulation. However, it increases the

risk of unauthorized data access (e.g., national security,

competitor sensitive information, privacy law

considerations, etc.).

Exhibits 11-7 and 11-8, following this page, present our analysis

of the impact of data distribution on internal controls. The

columns shown in the exhibits list the general data distribution

alternatives discussed in Chapter I of this volume. The rows of

the exhibits show each of the traditional major areas of general

internal control (i.e., Organization and Administration,

Operations, and System Development and Maintenance).
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(3) Communications Network

Finally, the characteristics of the communications network also

have an impact on internal controls. As was tne case with data

distribution, the impact of the communications network relates

to the increased/decreased system-wide risk and need for

centralized standards and guidance.

The impact of communications network may be summarized as follows:

One way communications and star configurations (e.g.

providing for node to host communications only) limit the

system-wide impact of localized internal control weaknesses

and facilitate system-wide coordination and centrally

developed procedures.

Two way communications, multi-system networks, hierarchical

networks and job networks will normally have the following

impact:

- Increase the system-wide risk of local internal control

weaknesses

- Increase the possibility of providing alternative

processing capability within the system

- Increase the need for system-wide coordination and the

development of general guidance and standards to

achieve this coordination.

Exhibits 11-9 and II-10 following this page present our analysis

of the impact of communications networks on internal control.
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The columns of the exhibits list the potential communications

network characteristics discussed in Chapter 1 of this volume

and the rows list the traditional major areas of internal control.
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Impact of Distribut
Potential Communi

INTERNAL CONTROL COMMUNICATIONS FORM STAR CONF|GURAT
REQUIREMENTS

I. Organization and One-way communications This configuration
Administration limit the impact of a given the system-wide

location's internal control internal control
A. Segr gationofDuties weaknesses. Two way at ay given locat
C. Librarian communications expand the

scope of internal control
requirements. For example,
if a distributed payroll
application requires input
at both the node and from a
central location,
segregation of duties at
both places affect the
application.

B. Contingencias Two way comunication will This configurati
enable the system to provide normally not pro
alternate processing efficient capabil
capability in case of alternative pr
localized system failure. within the system

of localized
failure.

II. Oparations Two way communications This configuration
increase the need for proper the system-wide

A. Scheduling coordination a n d internal control
S. P aiaProadura formalization of these at any given loca

procedures. As was the case addition, ther
with segregation of duties, normally be a
two-way communication. requirement for
expands the scope of and processing coo
internal control on a system-wide
requirements (see examplein IA above).

C. Actan Control Two way communications This configuration
increases the capability of the system-wide
the node/processor in the internal control
network and thus the risk at any given I
of unauthorized access. (However, al

communications fo
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General EDP Procedures EXHIBIT 11-9

Distributed Systems on Internal Controls
ommunications Network Characteristics

STAR CONFIGURATION MULTI-SYSTEM NETWORK HIERARCHICAL NETWORKS JOB NETWORKS
is configuration reduces Since this configuration The risk exposure of Since communicationsthe system-wide risk of provides for communication internal control weaknesses between processors willinternal control weaknesses between nodes, weaknesses at will be directly related to normally be present,at any given location, any given location have a the organizational weaknesses at anyprocessorsystem-wide impact. (hierarchical) location of will have a system-wide

each node/processor in the impact.
network.

This configuration will Communications between Depending on ommunication Assuming a similarity of jnormally not provide an nodes increase the capability at each level processing throughout theefficient capability for Possibility of providing within the hierarchy, this network, this configurationalternative processing alternative processing configuration may provides the best
within the system in case within the system in case facilitate alternative capability for alternativeof localized systems of localized system processing within the processing throughout thefailure, failure, system in case of localized network.

system failure.This configuration reduces Under this configuration, The risk exposure, and Weaknesses at any locationthe system-wide risk of weaknesses at any given condition requirements will will normally have a system-internal control weaknesses location have a potential be directly related to the wide impact. As a general
at any given location. In SYstem-wide impact. To the o r g a n i z a t i o n a 1 rule, this type of
addition, there will extent that processing is (hierarchical) location of configuration will require
normally be a lesser affected by more than one each node/processor in the a substantial amount ofrequiremet for scheduling node (or processor), network. coordination.
and processing coordination
on a system-wide basis, coordination requirements

and thus scheduling andprocessing procedures
become more critical.

This configuration reduces This configuration Risk exposure will be Weaknesses at any location
the system-wide risk of increases the system-wide directly related to the will normally have a system-
internal control weaknesses risk of internal control o r g a n i z a t i o n a 1 wide impact.at any given location, weaknesses at any given (hierarchical) location of(However, also see location (also see each node/processor in thecommunications form.) communications form), network o

network.
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Impact Of Distributed Systems
Potential Communications N

INTERNAL CONTROL COMMUNICATIONS FORM STAR CONFIGURATION MULTI-M
REQUIREMENTS

III.SVtems Development In general, distributed Once the distributed system Centralized
and Maintenance systems will tend to i s developed and this fun

complicate the system implemented, the critical
A. Systems Development and development process. In all requirement for system-wide to coordl

Implementation cases, there is a need for coordination (except host- between
a centralized development node relationships) is
and implementation decreased. Centralized Activities
evaluation. Two-way control is still necessary program
comnunications increases but it may take the form of often r
the need for system-wide general guidance. review
coordination and will System-wid
require more centralized be speci
systems development and prevent
implementation. adverse

unique ef-

B. Production Program Two-way communications This configuration Weaknesse
Control increase the need for decreases the system-wide location

C. Control Over Program system-wide coordination risk of internal control wide im
Changes and thus the need for weaknesses at any given cases,

centralized control, location. In addition, will not
local applications will (e.g. wil
often be self-contained nodes)
thus reducing the need for need fo
central control over control.
programs.
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General EDP ProCedureS EXHIBIT 11-10

istributed Systems on Internal Controls
Ommunlcations Network Characteristics

STAR CONFIGURATION MULTI-SYSTEM NETWORK HIERARCHICAL NETWORKS JOB NETWORKS

I- e the distributed system Centralized control over The impact will at least be The imact will at least be
S developed and this function is more similar to that of multi- similar to that of multi-
m p 1 e m e n t e d, t h e critical because of the need system networks. Assuming system networks. Assuming

irement forsystem-wide to coordinate activities that more powerful that more powerful
rdination (except host- betwet, nodes, processors will be present processors will be present

de relationships) is in this configuration, all in this configuration, all
creased. Centralized Activities such as design, supporting different supporting different
trol is still necessary program testing, etc. will applications throughout the applications throughout the

it may take the form of often require system-wide system (e.g. processing system (e.g. processing
eeral guidance, review and coordination. support to multiple support to multiple

System-wide guidance should locations in the network) locations in the network)
be specific enough to the need for system-wide the need for system-wide
prevent the potentially control is most critical, control is most critical.
adverse impact of location
unique efforts.

his configuration Weaknesses at any given Risk exposure and need for Weaknesses at any locationreases the system-wide location may have a system- system-wide control will be will normally have a system-sik of internal control wide impact. In certain directly related to the wide impact. As a generaleaknesses at any given cases, local application o r g a n i z a t i o n a 1 rule, this type ofocation. In addition, will not be self-contained (hierarchical) location of configuration will requireOcal applications will (e.g. will affect other the program in question a substantial amount offten be self-contained nodes) thus increasing the within the network, system-wide programs reducing the need for need the n .control.
entral need for system-wide cnrlentral control over control.

:ograms.

Li
Il Mi. . m ll I II .



2. IMPACT OF DISTRIBUTED APPLICATIONS ON GENERAL INTERNAL CONTROLS

The prior discussion has analyzed the impact of distributed system

characteristics individually, without considering the nature of

specific applications supported by the system.

The nature of the application itself has a significant impact on

internal controls. In analyzing the impact, we have adopted the

criteria used by IBM in developing and planning distributed systems.

Although the criteria was designed to support systems development

efforts, we feel it is equally applicable to the analysis of internal

controls.

In general, IBM's criteria points out that business applications

have certain qualitative and service level requirements which can be

grouped into four categories: timeliness, quantity, quality and

security. Depending on the specific requirements, a particular

application will best be supported by distribution or centralization

(of both processes and data bases) and may or may not require a single

copy of the data base.

However, very often there will be applications which will be

distributed even though certain requirements call for centralization

and vice versa. By the same token, single copies of the data base will

not always be present even when the application is best served by a

single copy. The reason for these contradictions is not necessarily

poor system design (although the auditor must, of course, be aware of

this possibility). Instead, contradictions will arise because each

application is likely to have contradictory requirements. Thus, the

design of distributed systems seeks to reduce the conflict created by

contradictory requirements, but ultimately, will result in the

distribution or centralization of applications and the duplication of

11-13



data bases even though the configuration is not optimal from the

specific application's (as opposed to system-wide) point of view.

Invariably, these contradictions will result in inefficiencies which

in turn may impact internal controls.

Exhibit II-11 summarizes specific requirements which may be

present, or should be considered for each application; it also shows

the optimal processing/data base characteristic associated with each

requirement and the potential impact of requirements and optimal

processing/data base characteristics on internal controls.

The requirements listed in Exhibit II-11 are based on material

developed by IBM, System Science Institute, Los Angeles, California.

L
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3. DEVELOPING COMPATIBLE GENERAL INTERNAL CONTROL PROCEDURES

The purpose of this section is to identify internal control

practices and procedures which are most effective in the new

technological environment of distributed data processing systems. As

we stated in the preceding section, the effectiveness of specific

internal control practices and procedures is affected by this new

technology. Some traditional controls are no longer practical or

effective while other controls become more critical. The objectives

of internal control have not changed, the techniques and emphasis of

certain controls have. We have divided our discussion of compatible

general internal controls into the following categories:

• Organization and Administration

• Operations

• System Development and Maintenance

(1) Organization and Administration

As noted earlier, organization and administration controls

address segregation of duties, contingency procedures and the

librarian function. The development of compatible internal

control procedures must address first the impact of distributed

systems as discussed in Section 1 of this chapter and then, those

procedures which are in effect to offset this impact. In general,

procedures must be present to ensure the following:

Offset the decrease in traditional segregation of duties

(if applicable)
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Proper control over (potentially) inexperienced personnel

Adequacy of contingency procedures

* Adequacy of control over the data communication network.

Exhibit 11-12 following this page presents procedures which

should be present in a distributed system environment.

(2) Operations

Operations controls address scheduling, processing and access

internal control procedures. The development of compatible

internal control procedures must address the following points:

. Loss of centralized controls

* Increased need for coordination

* Increased risk of unauthorized access.

Exhibit 11-13 following this page presents procedures compatible

with a distributed environment.

(3) System Development and Maintenance

System development and maintenance controls relate to system

development and implementation and control over programs. Areas

of concern include:

Centralized control over systems development and

implementation

Increased requirement to properly control program changes.

11-16
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EXHIBIT 11-12
Page 1 of 4

Organization and Administration
General Internal Control Procedures

A. General Organization and Segregation of Duties Considerations

Where traditional segregation of duties within the EDP function

is not practical as a result of size limitations or increased user

involvement and control, the following procedures are indicative of

adequate internal controls:

Segregation of programming, operating and librarian

functions within the user organization (or within the

distributed location)

Adequate involvement of supervisory personnel, including

proper approvals and authorization

In-house training programs on EDP and internal control

requirements

User procedures to minimize segregation of duties conflicts

in the assignment of functional (e.g., user) and EDP

responsibilities

Adequate user oriented documentation.

B. Controls Over the Data Communications Network

Installation and subsequent use of a distributed system typically

requires the following:

a"
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EXHIBIT 11-12
Page 2 of 4

Organization and Administration
General Internal Control Procedures

One or more systems programmers assigned to install and

maintain the data communications software

* One or more data communications analysts responsible for

designing and configuring the teleprocessing network

One or more prograimers/ana!ysts responsible for desicninc

and implementing CRT screens, hardcopy or other I!0 formats

customized to the teleprocessing applications.

Normally, adequate segrecation of duties within the data
communications area would consist of separating the activities and

functions between two groups as listed below:

Systems programming personnel and/or data communications

analyst group, who:

- Install the data communications software (e.a., TP

Monitor)

- Maintain the data communications software (i.e., add

terminals to TP configuration, extend netwcrk, fix

software bugs)

"Fine tune" the data communications software (i.e.,

improve response time)

- Design the communications network

Recommend purchase of necessary hardware and software

(e.g., TP Monitor, communications controller, terminals,

modems, multiplexors)

Oversee installation and use of the communications
network.

:, --
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EXHIBIT 11-12
Page 3 of 4

Organization and Administration
General Internal Control Procedures

Application programmer/analyst group responsible for on-

line system development, who:

Design screen or hardcopy formats for input and output

of data

Implement the screen or hardcopy formats by use of the

T? Monitor, message formatting software or both

Design and code application programs that process data

utilizing the screen or hardcopy formats.

C. Contingency Contols

When the decision is made to take advantage of the self-insurance

and alternative processing possibilities provided by distributed

systems, the following should be present:

Total system-wide self-insurance plan supported by:

- Detailed risk/benefit analysis

- Extent of self-insurance

- Location unique insurance plan and risk/benefit

analysis

Total system-wide alternative processing plan supported by:

- Detailed risk/benefit analysis

- Location uniaue contingency plan

- Provision for total system failure contingencies.



EXHIBIT 11-12
Page 4 of 4

Organization and Administration
General Internal Control Procedures

Procedures should be developed to ensure accurate and timely

recovery of the distributed system in the event of hardware or system

software failure. Some of the elements that may be included in the

recovery of an on-line system are:

Checkpoint/restart. (When a system failure occurs, the

system is restarted from the last checknoint, with all data
intact as of 'hat checkpoint.)

File recovery. (In the event of a data access or system

error, a file recovery program restores the files to their

previous status.)

Transaction recovery. (In the event of a system failure,

input and output transaction queues are restored to their

previous status.)

Program error handling. (The on-line system is able to

recover from program errors and continue normal processing.)

Teleprocessing error handling. (The on-line system is able

to recover from an error in the terminal or ccmmunications

line.)

* Dial back-up. (The ability of a terminal in the network to

switch over to the dial-up telephone network should a node

in the private line network become inoperative.)

Audit trails and statistics. (The on-line system is able

to capture and record significant transaction data.)

Finally, procedures should be developed to continue recordkeeping

and production operations without the availability of the system for

a temporary or extended outage.

fri
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j EXHIBIT 11-13

Page 1 of 2

I Operations
General Internal Control Procedures

A. Scheduling}a

A key consideration in a distributed environment is ensuring that

different processing functions do not interfere with each other. This

requires a data communications monitor to maintain file integrity.

The system's monitoring capability should:

Prevent files from concurrent updating

Queue competing transactions for serial updating

Control total CPU workload.

B. Processing Procedures

Processing procedures should be established for normal

processing, using the data communications monitor, and for abnormal

conditions. Processing procedures should include the following:

Activating the data communications monitor at the beginning

of the day and deactivating the monitor at the end of the

day

Restarting the monitor after a hardware or operating syste-

software problems

1!



1 1
EXHIBIT 11-13
Page 2 of 2

Operations
General Internal Control Procedures

Taking a malfunctioning terminal or communication line out

of service and assigning its functions to a substitute

terminal or line

Logging and reporting of terminal security violations along

with appropriate follow-up action.

Assigning and reassigning terminals and communications lines, among

other functions, is often accomplished using a master terminal. The

functions performed at the master terminal will vary with the data

communications monitor in use. Where master terminals are present

access to them should be strictly controlled.

C. Data Access

In a distributed system environment, data access is achieved by

using on-line terminals. The following are indicative of good data

access controls:

Terminal users are identified to the computer by password,

physical artifact (e.g., badge) or physical characteristics

(e.g., voiceprint)

The transactions and functions permitted at each terminal

should be limited to those specifically authorized

Unused terminals should be automatically disconnected after

a predetermined period of inactivity

Software should be designed to ensure that unauthorized

terminals have no access to application programs or data.



Exhibit 11-14 following this page presents procedures compatible

with a distributed environment.

I
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EXHIBIT 11-14
Page 1 of 2

Systems Development and Maintenance
General Internal Control Procedures

A. System Development and Implementation

Good controls over system development and maintenance would

include the following:

Controls should be present to prevent programmers from

staging production-like jobs that access production data

sets

Controls should be present to prevent operations personnel

from staging development-like jobs that access program

libraries or compilers

A record showing computer resources used by each programmer

(e.g., terminal time, CPU time, data sets retained) should be

kept and reviewed periodically by management.

In addition, the controls listed below are segregated by the two

basic methods of system development and implementation utilizinc data

communications:

Remote Job Entry (RJE). With RJE, batch jobs are submitted

from a remote location to the central computer. Printout

from the batch jobs is normally returned to the remote

location. Good control over RJE terminals would consist of

one or more of the following:

Ck.•i



EXHIBIT 11-14
Page 2 of 2

Systems Development and Maintenance
General Internal Control Procedures

- An operator assigned to the terminal

- A manual job log maintained of input and output

Use of job account numbers (unauthorized job account

numbers will cause a job to be rejected).

Timesharina. Using timesharing, programmers access the

computer by utilizing low speed terminals. Timesharing may

be used to enter and update programs; compile, link and

execute programs; and stage jobs for batch submissions.

Control over a timesharing system will require the use,

control and periodic change of log on, identification and

passwords.

B. Data Communications Program Control

Adequate control over production programs would include:

Procedures which provide that separate program libraries be

used for programs in the development and production stages

New or modified application programs are tested in such a

way that they do not impact production programs that are

running under the same communications monitor (e.g., by use

of a facility that allows programs to be tested in a batch

environment that is simulating the on-line system).

I1



4. IMPACT OF DISTRIBUTED SYSTEMS ON AUDIT PROCEDURES

In the previous section we have presented internal controls

related to distributed systems in the context of what system designers,

operators and users must do to react to this new environment. Here

we present a summary of where the auditor must become involved in tnis

environment. The majority of our project efforts in the remainder of

this engagement will be directed towards the auditor and how he can

better accomplish his mission of service to management in a distributed

environment.

One of our major findings in conducting this investigation is

the fact that the objectives of internal controls do not change in a

distributed processing environment. However, as this chapter points

out the emphasis and techniques which are most effective in the system

of internal controls have changed, and, in some cases, drastically.

Given the infancy stage of the distributed environment in the Navy

and the relatively new NARDAC/NAVDAC concept, we feel tne auditor can

take positive steps to establish himself as an effective management

resource in the data processing environment of the Navy. While

subsequent tasks will address this issue in more detail, we feel a

brief discussion of the potential impact of the distributed environment

on auditing procedures is appropriate.

As part of our research we have been interested in how other

audit organizations have reacted to the advancements in data processing

systems. We have been presented with several alternative methodologies

and have evaluated the effectiveness of each. The alternatives

considered included computer audit checklists, audit programs, audit

test data, and simulation models. Our conclusion is that few

traditional audit tools are adequate for evaluating controls in a

distributed environment.

11-18
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We have, however, been introduced to a new methodology which we

feel may prove applicable to the Naval Audit Service's environment.

Our research into this methodology has been limited, and this

discussion is accordingly sketchy. However, because of its potential,

we believe an initial discussion is appropriate. This approach is

presented here as an illustration of the type of methodology the

auditor may wish to adopt. The methodology has many features, one of

which is the flexibility it possesses. Systems which are operational,

as well as those still under development may be evaluated from a total

internal control perspective. The approach also features versatility

in that extensive EDP experience is not required to perform the review.

The approach is comprehensive in that it considers the total system

environment which includes manual procedures as well as electronic

data processing functions. An overview of this methodology is

presented in the remainder of this section.

The overall objective of this methodology is to evaluate the

adequacy of the system of internal controls. It requires an analysis

of activities performed, controls in place, and an analysis of the

testability of those controls. The approach requires the preparation

of several independent matrices and the comparison of the results of

each. The first step is to prepare a matrix (Exhibit 11-15) which

lists all activities, both manual and automated, which occur in the

system processing. The second axis of the matrix lists exposure which

results from such activities. The second matrix (Exhibit 11-16) takes

the list of activities performed in the system and relates these

activities to controls present in the system. Once this second matrix

has been prepared the auditor can analyze the system. The analysis

should identify all uncontrolled activities and those activities which

may be overcontrolled. It is not uncommon for one system activity to

be overcontrolled while other activities lack any control at all. The

third and final matrix (Exhibit 11-17) is then prepared relating the

exposures and controls previously identified.
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Exhibit 11-15 presents a representative analysis of system

activities and related system exposures using a typical disbursement

application. The example lists some normal activities which one would

expect to find in a disbursing system. For purposes of demonstrating

the methodology we will concentrate on the activity titled "Input

Invoice Data" to trace through the methodology. As shown in Exhibit

11-15 there are multiple exposures associated with this activity. The

exposure areas are identified for a remote input terminal. To develop

this list of activities and exposures the auditor would need to develop

a system flowchart which traced an invoice from its receipt to final

disposition.

The second matrix, presented in Exhibit 11-16, lists the same

system activities identified previously but relates these activities

to the system of internal controls associated with the process. These

controls should include manual as well as EDP controls and all controls

associated with an activity should be identified for each activity.

Again utilizing our sample activity we have identified all controls

applicable to the input invoice data activity.

The auditor must now analyze the controls in light of the

exposures. To perform this step a third matrix is prepared. This

matrix, presented in Exhibit 11-17, lists all controls associated with

the activity "Input Invoice Data" and the associated exposures. The

exposures associated with the activity are listed across the horizontal

axis of the matrix. Controls that relate to that exposure are then

identified within the table of the matrix. Once this table is complete,

the auditor can decide which controls he desires to test and develop

appropriate audit test procedures to verify the effectiveness of the

control.

The desirability of this methodology is its simplicity and

thoroughness. It considers the total system and provides a method of

evaluating efficiency and identifies duplicated controls.
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We feel the adoption of a standard methodology by the auditor is

of paramount importance in being successful in the future. The results

of the lack of a standard methodology are independently developed

approaches which vary in quality and effectiveness. Utilization of a

standard approach provides the capability to exchange experiences and

learn from others using the same tool. The methodology can tnen evolve

and improve with experience.

11-21
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EXHIBIT 11-15

Activity and Exposure Matrix

:0/ /

EXPOURE

ACTIVITIES ?
_ _ _ _ _ _ '4 A.o

Receipt of Mail
Sort Mail

Batch Invoices
Total Batches

Input Invoice Data a 0 0 0 0 0
System Edit of Input

System Verfication
Payment Certification

Update Files
Disburse Produce ChecksI

Update Acctg Records I
Store Details I I

Produce ReportsI
Reconcile Reports



EXHIBIT 11-16

Activity and Control Matrix

CONTROLS

V,

ACTIVI1ES _ _ _

Batch Invoices
Total Batches

Input Invoice Data 0 *f i@ @ 0
System Edit of Input

System Verfication
Payment CertificationI

Update Files
Disburse Produce ChecksI

Update Acctg Records

Reconcile Reports



EXHIBIT 11-17

Control and Exposure Matrix

ACTIVITY INPUT INVOICE DATA

EXPOSUR ES

0c Zc,

444

CONrite OL AcestoIpt eie 0 -.

McieEis0 0 0

Conet RleTtrly Pperva Sinaur
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III. OBSERVATIONS AND RECOMMENDATIONS

RELATED TO DISTRIBUTED SYSTEMS

AND GENERAL INTERNAL CONTROLS

As a result of our research effort, we have several observations

in tcie area of distributed system and internal controls. Because of

the related nature of all the tasks in this engagement, these

observations and recommendations are preliminary in nature.

This chapter is intended as a brief summary of our research worr.

No attempt has been made to provide a high level of detail. The

observations and recommendations included in this chapter will be

developed further in future deliverables and incorporated in the final

report.

1 . OBSERVATIONS

Distributed Systems do not have an Impact on the Basic

Objectives of Internal Controls.

The overall objective of internal controls in an EDP system

may be broadly defined as procedures to ensure the accuracy

and completeness of transaction processing and the resulting

management reporting. Distributed data processing systems

have not modified this objective. However, the emphasis and

effectiveness of specific internal control procedures are

affected by this new technology. We discuss the impact of

this new environment in Chapter II of this volume. Here our

point is that the concept of controls and the objectives of

a system of internal controls is not changed by tne

introduction of this new EDP technology.
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Effective Control Over the EDP Function is More Difficult

in a Distributed System Environment.

Distributed systems have moved data processing equipment

out of the computer room and made control of the EDP function

one of the most difficult areas to monitor. Traditional

systems provided centralized system development and

processing and made control of the EDP functions an isolated

problem. With distributed systems placing processing power

at remote locations, controls must be effective in multiple

environments. Users must be educated and capable of

enforcing controls in order to effectively maintain a

distributed system. The dispersion of data processing

capability must be accompanied by the assumption of system

control responsibilities by system users. Without users who

understand the system's functions and procedures, the system

will not operate in a properly controlled environment.

Total System Coordination is Essential in a Distributed

System Environment.

The need for system coordination is an aspect of system

operations as well as design which has increased in

importance with the development of distributed processing

systems. With the distribution of processing functions

throughout the system, interdependencies are created which

complicate the need for total system coordination.

Scheduling must be tailored to the system and a complex

system with interactive processing requires the system to

have the capability to control CPU workloads. These

coordination constraints must be carefully considered and

analyzed in order to distribute processing capability and
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still maintain a system which is operational at

geographically dispersed locations:

Internal Controls in a Distributed System Environment are

Heavily Dependent on the System's Design.

Distributed systems by their very nature are often large,

complex systems. These systems require a more critical

review and analysis during the system design stage. Should

necessary control features be igncred during the system's

design and testing, the ramifications of such oversights are

multiplied by the number of locations operating that system.

The development process must also consider the system user

in a different perspective in a distributed processing

system. For in reality, the users will often be operating

the system. This situation calls for a design which is

logical, straightforward, and considers the users' operating

environment, not the designers' computer room, in performing

the design analysis. System design has always been

considered an important control element. In a distributed

environment, it is more important than ever before.

The Characteristics and Requirements of Specific

Applications Have a Direct Impact on the System of Internal

Controls.

Obviously, there is no one set of internal controls which

is applicable to all application systems. Application

systems are all unique in some respects and the internal

controls most efficient and effective in one particular

application system may not be justifiable in another

application system. The point here is to stress that the

operational characteristics and objectives for an individual

application system must be considered when analyzing the
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propriety of any given internal control and the application's

total system of internal control. Unique system requirements

will dictate a unique system of internal controls.

Personnel and Staffing Considerations Significantly Affect

-the Development of Internal Controls in a Distributed System

Environment.

Consideration for the user, his environment and background

has been emphasized in the past as an important system design

consideration. In a distributed environment, the user's role

is elevated to include some system operating

responsibilities. It is important that users be properly

trained and user procedures be properly documented. The

distributed system must be designed to provide internal

controls which compensate for the lack of control over tnese

users/operators. Users typically are not data processing

oriented and if system controls are inadequate they may

attempt to comp-omise the system's integrity. The internal

controls placed in the system should be designed to

discourage experimentation and report any attempt to violate

the system's integrity.

The Risk of Unauthorized Data Access and Manipulations is

Significantly Increased in a Distributed Environment.

This observation is closely related to the previous item

concerning user personnel and internal controls. Not only

are system users a consideration, but distributed system

designers must also consider unauthorized attempts to enter

the system. When terminals are located in remote locations,

there is a terminal security problem not previously found

in data processing systems. When communications lines are

utilized there is a threat to system integrity previously
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nonexistent. System designers must realize the value of

system information to outsiders and protect this asset with

an appropriate level of system controls. The dispersion of

terminals and the utilization of communications lines

provide new opportunities for system penetration which must

be offset by adequate system controls.

Distributed Systems Often Provide Internal Control Procedure
Alternatives in the Area of Contingencies and System

Failure.

Traditional data base systems require a substantial

duplication of critical files in order to maintain system

backup capability. Distributed systems, with distributed or

replicated data bases, provide opportunities to examine the
need for backup and recovery procedures in the system in a

different light. The simple fact that files are located in

various locations tends to reduce the risk of system-wide

failure and provides some protection against a catastrophic

loss. We have previously mentioned the increased risks

associated with the distribution of data; here our point is

a new opportunity exists to modify traditional backup and

recovery requirements. This new flexibility may also apply

to system processing capability if local unique requirements
are not predominant.

Specific Characteristics of Distributed Systems may be used

to Strengthen Internal Controls.

It is obvious that distributed processing presents unique

problems and negates some traditionally effective internal
controls. Distributed systems also provide opportunities

to expand the limits of traditional controls. For example,

these advanced systems can provide user oriented screens to

111-5

gale~*~



prompt input operators, instantaneous editing and validation

of system input and immediate error correction while

original source documents are still at hand. These

capabilities should increase the reliability of input data.

In the area of contingencies, it is apparent that distributed

systems tend to decrease total system risk and provide

improved backup processing capabilities. Finally, the

distribution and/or replication of data bases can be

effectively used to improve operational efficiency while

limiting the impact of unauthorized access.

The Internal Audit Function is Significantly Affected by

the Characteristics of Distributed Systems.

The audit profession, in general, has lagged behind in the

area of data processing auditing. Computer auditing has

tried to catch up with computer technology and continues to

develop audit techniques to react to the data processing

environment. Distributed systems are another advance which

auditors must react to and the problem is that most

traditional computer auditing techniques are insufficient

in this environment. The distribution of data, input

capability and the utilization of communications links

require the audit profession to modify its traditional

approach. It may no longer be realistic to audit an

application from one facility and depending on the degree

of distribution, physically impossible to review every

system location simultaneously. This situation places an

increased demand on computer audit tools and audit

capability being designed into a system. Network

architecture may result in a system being unauditable unless

audit capability is provided for during the design phase.

This situation results in an increased need for auditors to

participate in the system's design and define their needs

during the requirements analysis phase of development.
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2. RECOMMENDATIONS

In this section we present our recommendations related to the

observations previously discussed. We briefly discuss each

recommendation and outline the rationale of each. The order in which

these recommendations are presented in no way signifies their relative

importance or attempts to prioritize their need.

(1) Computer Systems and EDP Internal Control Training Should

be Required for all Auditors.

Although the remainder of our project efforts will expound on

this issue, it is worthy of mention at this point in time. Even

though the bulk of the Audit Service's auditors are not involved

in computer auditing, they should understand the basic

capabilities of computer systems and generally be aware of EDP

internal control requirements. The advance of data processing

capability has not been accompanied by a corresponding adjustment

of the traditional audit approach. Should this gap continue to

expand, the auditors ability to serve the organization he is

auditing will be significantly reduced. The concepts of

traditional internal controls are being impacted by the

development of distributed systems and auditors must understand

the ramifications of these systems in order to continue to perform

their functions.

(2) The Design of Distributed Systems Should Place Added

Emphasis on Internal Control Considerations.

Although retrofitting is always an expensive means of eliminating

internal control weaknesses, traditional EDP systems are

comparatively easier to modify after installation. For example,

additional control features can be added to centralized

applications within minimal production disruption. This
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capability is lost in a distributed system and thus the

ramifications of placing an uncontrolled system in multiple

locations can be extremely high. There is a definite need to

more critically review and analyze the need for internal controls

in the design phase of distributed systems. Controls must

minimize system exposures and increase system manageability.

Internal control considerations must be analyzed and evaluated

by the system designers in light of the functions of the system

and the system's objectives. System designers must be congizant

of the operating environment in which the system will operate

and realize that data processing department organizational

controls will have little impact on a user's operation of a

distributed system.

(3) Standards and Procedures Should be Developed to Ensure

Adequate System-Wide Controls over Distributed Processes,

Related Data Bases and the Network Configuration.

The migration of data processing resources ouc of the computer

room increases the need for adequate system-wide controls. If

the distribution of processing power and system data is permitted,

standards must be developed to protect the system and prevent

the unauthorized use of system resources. Procedures which

dictate review and approval are needed to prevent unauthorized

changes to the system, assure proper documentation, a,id system-

wide notification of any modifications. These standards and

procedures must be formalized, provided to all system users and

enforced, if system integrity is to be maintained. Standards and

procedures also provide a means of reconstructing a system's

evolution from its initial form to the current version. The

importance of this type of control can not be overemphasized.
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(4) System Design Priority Should be Given to Controls over the

Operating System as a Key Element in the Overall Control of

Distributed Systems.

System designers are often so concerned with the specific

applications program they are developing, they disregard controls

or the lack of controls present in the operating system. It is

important that operating system features be considered in a

distributed system's development, in that they may provide the

opportunity to modify the application program and related files

by changing the operating system itself. Designers should

understand the capabilities of the operating system and review

the procedures in place to assure themselves that this capability

is not improperly used. The operating system must receive the

same level of supervision and control and be documented as well

as any individual application program.

(5) The Development and Implementation of Distributed Systems

will Require more User-Oriented Documentation.

We previously described the increased role the user assumes in

a distributed environment. In the implementation of such systems,

user needs increase in importance. The user's terminology as well

as his manual operating procedures must be considered when

developing system procedures manuals. His computer background

and other job responsibilites are also important. A simplified

approach is usually most effective in developing procedures and

an outline of a procedures or a picture of an input screen can

eliminate much confusion in a user's mind. System developers must

remember that users will actually be interacting with the system

and their understanding is critical to system success. User

documentation should be prepared with the same level of care as

the actual system programs or system failure will likely result.
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(6) Emphasis Should be Placed on the Training of all Personnel

Involved in the EDP Function.

We cannot overemphasize the fact that proper training is required

to orientate the user to his system-related responsibilities and

familiarize him with the system, its capabilities and functions.

The training should be informative and concentrate on what the

user needs to know to effectively operate the system.

Additional training is also needed for data processing

professionals. They should be aware of the exposures as well as

the capabilities of distributed systems. They should be aware

of the purpose and value of internal controls and the impact

distributed processing has on traditional controls.

(7) Operating Controls Should be Cognizant of the System's Total

Coordination Requirements.

Distributed system place a new level of coordination requirements

on the system of operating controls. This aspect of system control

is almost non-existent in traditional systems and must be analyzed

and decisions made from a total system viewpoint. System

scheduling requirements are part of these operating controls, and

an important part of the user's procedures. The user must not

only be infomred of what scheduling constraints he must operate

under, but also what procedures to follow where delays are

apparent. These decisions need to carefully consider the

ramifications of delayed processing versus the results of

processing with only partial data.
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(8) Procedures should be Developed to Esnure the System-Wide

Consistency of Duplicated Data Bases.

With the distribution of data to various nodes in a system, comes

the requirement to develop reconciliation procedures to assure

consistency between various nodes that may have duplicated data.

These procedures should be based on the type of data duplicated,

but at a minimum should require periodic reconciliations. There

should also be an analysis of the conditions under which various

users should request a reconciliation, as well as the

determination as to which location ultimately controls the data.

These types of decisions should be made early in the system's

life cycle and should be understood by all system users. The

criticality of these procedures increases with the amount of

duplication, but the necessity for their existence can not be

overlooked even if the replication of data is relatively small.

(9) Staffing Decisions and Specific Personnel Assignments Should

Consider the Related Impact of these Decisions on Internal

Controls.

Distributed systems can significantly modify the traditional

segregation of duties concept of control over the various data

processing functions. The distribution of functional

responsibilities will typically result in a lowering of the level

of data processing experience within the various functional areas.

Personnel assignments within user groups must also consider non-

system responsibilities in order to assure that reconciliation

and other manual controls are not compromised. The traditional

level of segregation of duties is probably unrealistic in certain

user groups, but the value of this basic element of internal

control cannot be ignored. There may be a need to increase the
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level of system controls to compensate for the ineffectiveness

of this traditional concept of internal control.

(10) Decisions to Self-Insure Against Catastrophe and Contingency

Plans Should be Centrally Determined and Properly

Documented.

In a distributed environment, it is critical that the impact of

any level of system failure be evaluated in light of that failure

on the total system. Isolated analysis of any one node can

overestimate the value of that particular node or be unaware of

total system capability. This is why we stress an overall

evaluation from a system-wide viewpoint. When considering tne

entire system, its capabilities and exposures, decisions can be

made in light of overall system objectives and requirements and

the vulnerabilities either eliminated or accepted. Once these

decisions have been made, it is also important that they be

formalized and transmitted to system users. They should

understand the perspective from which these decisions were

reached and their individual responsibilities in each regard.
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