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I. INTRODUCTION

“The purpose of this volume is to present the results of our
research regarding the impact of the distributed system environment
on internal controls. The discussion in this volume addresses general
EDP procedures (e.g. environmental controls). General EDP procedures
are concerned with overall organization, policies, procedures and
controls which are common to all EDP applications. Because of the
interrelated nature of application controls and the auditor's
evaluation of internal controls, application controls will be
considered in Task 4 of this project._ _

1. RESEARCH APPROACH-OVERVIEW OF VOLUME 2

To develop the proper framework for analysis, this chapter first
introduces the characteristics which may be found in a distributed
environment as well as general and specific procedures normally
associated with a good system of internal control. This framework
provides the basis for the analysis performed in Chapter II.

In Chapter I1I, the potential characteristics of distributed
systems are compared to commonly applied general internal control
procedures. The analysis performed in Chapter II then describes the
impact which the specific distributed system characteristic is likely
to have on the general internal control procedures. Chapter II
continues with a discussion of specific internal control procedures
which are particularly suited to a distributed system environment and
concludes with a discussion of the impact of distributed systems on
audit procedures.

Finally, Chapter III summarizes our major observations and
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conclusions regarding the impact of distributed systems and presents
our recommendations to ensure the implementation of adequate internal
controls in a distributed system environment.

2. ANALYTICAL FRAMEWORK

To meet our research objectives, it is necessary to first view
the distributed environment and internal controls in isolation.

At the outset, it is important to note that there are no commonly
accepted definitions of distributed processing or distributed systems
and we have not attempted to develop formal definitions. Instead, we
have identified the potential characteristics of distributed systems
to created a model of distributed systems in the broadest sense.

The objectives of internal control (e.g. safeguarding assets,
fairness of presentation, etc.) do not change with the use of
distributed systems. Our analysis framework is not concerned with
objectives that remain unchanged, but with general and specific
procedures which are likely to be affected by distributed systems.

The two research variables (distributed systems and general
internal controls) form the framework for analysis. The remainder of

this chapter defines this framework.

3. DISTRIBUTED SYSTEM CHARACTERISITCS

As previously noted, there is no consensus on the definition of
distributed systems. At one extreme, any degree of decentralization
(including simple remote inquiry capability) has been labeled
distributed processing while at the other extreme only those
configurations providing for full processing capability at each node

within the system's network are classified as distributed systems. A
further complexity is added by the alternatives available in the




distribution of data bases (e.g., centralized, distributed, duplicated,
etc.). Finally, alternatives also exist in determining the system's
communication form and network configuration.

However, determining which of the numerous possibilities
regarding processing power, data distribution and communication
networks (and related combinations and permutations) constitute
distributed processing is not necessary for our research project. Our
approach does not seek to define distributed systems, but rather
identify the salient characteristics of the distributed environment
to determine the impact of these characteristics on internal controls.

In analyzing distributed systems, there are three major areas of
concern: distributed functions and processes, data distribution, and
communications networks. Our analytical framework addresses each of
these areas individually.

(1) Functions and Processes

The characteristic most commonly associated with distributed
systems is processing. In many respects increasing EDP efficiency
by bringing the "processing power" closer to the user has become
the by-word of distributed systems. The term distributed
processing has been applied to a number of distribution
possibilities, including remote data input and inquiry
capabilities, which are often not processing functions nor are
they (in the absence of other attributes) characteristics of a
distributed system. For the sake of simplicity and in keeping
with our broad objective surrounding the identification of
distributed systems, we have included commonly distributed
functions and processes in this discussion without determining
at what point the system may be considered a distributed system.

Under the distributed concept, each of the traditional EDP
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“functions (input, processing, output) may be distributed (in
varying degrees) at each system node. The distribution of
functions is best viewed as a continuum where different degrees
of distribution are possible. Exhibit I-1 graphically depicts
the distribution continuum for the traditional

input/processing/output functions. It is not always practical

to define distributed functions and processes in terms of input,
processing and output because functions: often overlap (e.g., is
full front end editing an input or a processing function?); are
combined at a node (e.g., combined input and processing functions);
or are distributed in different degrees throughout the network
(e.g., input terminals linked to a processor with front end editing
capability which is in turn linked to a host processor, etc.).

The potential attributes are discussed below following the
traditional input/processing/output flow. However, it is
important to note that input and output functions usually involve
processing, and that the data flow technique is used only to
facilitate our presentation of these attributes.

. Simple Data Entry

Simple data entry, as used in this report, refers to the
decentralization of the input function (e.g. keypunching
function transferred to the user) with no front-end data
editing. Simple data entry by itself does not constitute
distributed processing. However, it is not unusual to find
a series of data entry terminals linked to a processing
device (constituting a node) which itself has some of the
more advanced processing characteristics associated with
distributed systems.
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Partial Editing

Under partial editing, input data is subjected to a variety
of checks (e.g. reasonableness tests, control totals, etc.),

before input is accepted.

Full Front End Editing

This characteristic requires the application of full input
processing including, depending on the application, system
access to data files to perform input validity checks as

necessary.

Partial Application Processing

In its broadest form, any type of front end editing
constitutes partial application processing. However, for
purposes of this discussion, this characteristic assumes a
substantial amount of front end editing and the performance
of additional processing (e.g., identification of required
allotment deductions in a payroll system) at tne distributed
site, prior to data pass-through to a host processor where
the application is completed.

Host Interactive Processing

In host interactive processing, a substantial amount of the
processing function takes place at the distributed location
with only a limited requirement for host assistance (usually
as a result of security, processing sophistication or
centralized data sharing requirements).

I-5




Full Application Processing

In these instances, the entire application is processed at
the node with no host intervention.

Qutput Processing (Data Retrieval and Manipulation)

Most of the functions discussed earlier involve the
generation of output ranging from error messages (as a result
of the front end edit function) to report generation as a
by-product of application processing. In addition, inquiry
type capabilities may be present involving either simple
data extraction or data extraction and manipulation.

As a general rule, inquiry capability will be limited to
data available to a localized data base, and/or limited
access to remote data bases. This limitation is due mostly
to the technical difficulties inherent in achieving the high
degree of communication required between nodes and host (or
hosts) to provide system-wide data access at a node. 1In
addition, this capability would require the node processor
to provide the same range of services (e.g., security,
manipulation, etc.) available in the more sophisticated
processors usually associated with the host. This
requirement would limit or even nullify the cost advantages
available in a distributed system. Nevertheless, system-
wide data access and manipulation capability at a node is
still a possibility (particularly in the future) and should
be considered by this project. For analysis purposes, we
have identified the following data retrieval and
manipulation characteristics:

- Localized data access (and manipulation)

B e



- Limited system-wide data access (and manipulation)

- Unlimited system-wide data access (and manipulation).
Needless to say, the type of access is affected by the extent of
data bases and files distributed. This subject will be discussed

next.

(2) Data Distribution

Closely related to the concept of "bringing processing power
closer to the user" is the concept of bringing the user data
closer to the user. In the prior section, we discussed briefly
the difficulties and cost of accessing data not locally available.
Under the distributed concept, an attempt is made to place the
data as close as possible to the processes (including inquiry or

output processing) that require it.

Invariably, any attempt to distribute data in this fashion runs
into contradictory requirements with some requirements calling
for distribution (e.g., Quick inquiry response) while others call
for centralization (e.g., data sharing). As a result, the
distribution of data in any given system is not consistent for
all data elements or groups of data elements. That is, depending
on data use requirements, certain data elements will be stored
centrally, others will be distributed at the user location, while
still others will be replicated at different locations (including
centrally). Common data distribution patterns are presented in
Exhibit 1-2,

(3) Communications Network

A final consideration in distributed systems is the
communications network. The communications network refers to

e




EXHIBIT I-2

Common Data Distribution Patterns

i
{
i
& . Centralized Data

Centralized data refers to data el=2ments which are located
at a central site. As a general ruls, these data bases or

files will contain data elements which are shared by multinle

- i -

locations.

. Partitioned Data

Partitioned data refers to the creation of independent data
bases or files at the location or system node. As a general
rule, these data bases or files consist of data elements

unique to specific functions located at a system's node.

. Replicated Data

Replicated data refers to the physical duplication and

location of data elements at different locations. Data

replication is commonly used in conjunction with centralized

—

and partitioned data.
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inter~processor communications between nodes, and between a node
and a host processor or host system. The areas to be considered
are the communications requirements and the network
configuration.

Communication requirements may take one of two forms:

. One-Way Communication

This requirement, often referred to as hierarchical
communication, consists of a one-way flow (from node to host
processor) of communications requests answered by a one-way
flow (from host processor to node) of communication
responses.

. Two-Way Communication

This requirement, often referred to as peer communications,
provides for a two-way flow of inquiries and responses
regardless of the node/host processor relationships.

Network configurations are not as easily defined and it can even
be argued that each existing distributed system has a unique
configuration. There are, however, certain traditional
configurations which cover the different network configuration
alternatives. These configurations are graphically depicted in
Exhibit I-3.

4, GENERAL INTERNAL CONTROL PROCEDURES

The second variable in our framework relates to the general

internal control procedures commonly associated with a good system of
internal controls. Our main objective is to identify these procedures
to determine their applicability in a distributed environment (see
Chapter 1II).
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Traditionally, general internal controls may be subdivided into
three general areas: 1) organization and administration, 2) operations
and 3) systems development and maintenance. This section identifies
the traditional general internal control requirements of each internal

control area.

Organization and Administration

Organizational and administrative controls address
segregation of duties, contingency procedures and the
librarian function. Traditional internal control
requirements associated with organization and
administration are summarized in Exhibit I-4.

Operations

Operations controls are designed to provide reasonable
assurance as to the accuracy and completeness of operating
results, prevent or detect errors which occur during
processing, and provide security against accidental or
deliberate destruction of data processing assets.
Traditional internal controls associated with computer
operations are presented in Exhibit I-S.

System Development and Maintenance

System development and maintenance controls are required to
ensure the effectiveness of EDP systems. Controls must be
developed to ensure that processing objectives and functions
are explicitly defined and approved to properly control
system development and implementation, program changes, and
system maintenance requirements. Specific procedures are
listed in Exhibit I-6.
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EXHIBIT 14
Page 1 0f 3

Organization and Administration Controls

A.  Segregation of Duties

Procedural requirements resulting in adequate segregation of
duties include:

. Operators are prohibited from programming

. Operators and/or data entry personnel are not allowed to

make corrections to erroneous source input data

. Programmers and/or systems analysts are not permitted to
operate the computer without supervision and control

. The scheduling and control function is performed by other

than operators

! . The library function is independent of opverations and

B
"( B.
|

programming

. Limited access to EDP facility.

Contingency Procedures

1 Conditions indicative of satisfactory contingency procedures

include:




EXHIBIT |14
Page 20f3
Organization and Administration Controls
. Formal (written) contingency plan
. Adequate insurance coverage
. Alternative processing and backup and recovery capability

. Offsite storage of all critical material (e.g., master files,

transaction files, operating systems, source programs, etc.)
c.  Librarian Function
An adequate librarian function will provide for the following:
. Formal (written) file retention procedures

] ; . Segregation of systems/programming/operating functions from
librarian function

. Adequate control over access to:

- Application data £files

e A e e

- System software
:l
i a I}
Lo - Production programs and job control
! ‘ l
! . - Source programs
i
- Documentation




EXHIBIT I4
Page 30f 3

Organization and Administration Controls

p. Other

Other practices and procedures indicative of satisfactory
internal controls include:

. The existence of a policy or steering committee to ensure
that EDP practices satisfy and are consistent with the
entity's objectives

! . Formal, short (less than 1 year) and long (1 to 5 years)
term plans to ensure the effectiveness, efficiency and

responsiveness of the EDP function in the face of the

entity's changing environment

. Competent personnel.




"

. v T —— = T ———— TR

EXNHIBIT 1.8
Pega 10f 2

Operations Controls

Scheduling
Scheduling procedures should include:
. Job set-up instructions
Logging jobs in and out
. Provisions for controlling computer workload
Assurances that all jobs processed are authorized.
Processing Procedures
Processing Procedures should include:
. Requirement for authorizaticn of production schedule changes
. Formal procedures for documenting schedule changes
Access Controls
Access controls should include:
. Restriction of physical access to computer room

. Physical segregation of operations and control personnel

T gy e
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EXHIBIT I-5
Psge 2 0f 2
Operations Controls

Consistent supervision of all operating shifts

Adequate terminal controls which include the following:

- Terminal located in serviced area

- Terminal identification

- Operator validations

- Logging of security violations

- Audit trails and recovery procedures

- Authorization of program modifications made through

terminals.




EXHIBIT I1-8

Page 1 of 2

A.

2.

Systems Development and Maintenance Controls

System Development and Implementation
Development standards should include:
Adequate analysis and design
. ®rogram development and testing procedures
. User coordination and acceptance procedures
Documentation requirements including:
- System specifications
- Individual programs
- Operating and control instructions

- User processing and control instructiorns

Production Program Controls

Procedures should provide for separate program libraries for the

development, testing and production stages.




EXHIBIT I-6
Page 2 of 2

Systems Development and Maintenance Controls

Program Change Controls
Program Change Procedures should include:

. Formal controls over authorizaticn testing and

implementaticn of system and program changes

. Change requests originated by user and approved by DP

management
. Formal testing requirements
. Requirements for updating documentation

. Methods for detecting unauthorized changes

. Operations group acceptance for changes only after aporoval.




S. APPLICATION OF THE ANALYTICAL FRAMEWORK

The purpose of this chapter was to establish the framework for
the analysis performed in Chapter II. We have identified the
characteristics which may be found in a distributed environment and
the overall organizational, policy, and procedural controls which are
common to general EDP internal controls. In the next chapter we
describe the impact each distributed system characteristic is likely
to have on the general internal controls. This analysis is then
continued with a discussion of specific internal control procedures
which are most effective in a distributed environement and concludes
with a discussion of the impact of this new technology on audit
procedures.
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II. IMPACT OF DISTRIBUTED SYSTEMS ON GENERAL INTERNAL CONTROLS

As noted earlier, Chapter I identified and defined the variables
(i.e. distributed systems and general internal controls) making up the
framework for our impact analysis. This chapter presents the results
of our analytical effort.

In general, we have concluded that distributed systems have a
very significant impact on traditional internal control procedures.
In many instances, distributed systems will render certain traditional
controls either inapplicable or cost prohibitive while in others, the
impact is expressed in terms of increased system risk (if internal
controls are not present or not complied with). Further, each
application is likely to be affected differently by the characteristics
of distributed systems. However, the impact is not always adverse and
distributed system characteristics can often be effectively utilized

to improve both operating efficiency and internal controls.

Regardless of the adverse or positive nature of the impact, it
is clear that new procedures will have to be developed to ensure the
adequacy of internal controls and that the new environment and emerging
internal control procedures will in turn have a profound impact on

the auditor.
This chapter presents our methodology in determining the impact
of distributing systems and addresses each of the points made in this

introductory discussion in the following sections:

. Analysis of Distributed Systems and General Internal

Controls

——
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. Impact of Distributed Applications on General Internal
Controls

. Developing Compatible General Internal Control Procedures

. Impact of Distributed Systems on Audit Procedures.

1. ANALYSIS OF DISTRIBUTED SYSTEMS AND GENERAL INTERNAL CONTROLS

The purpose of this section is to synthesize the characteristics
of the distributed system environment with commonly applied internal
control procedures to determine the continuing viability or
obsolescence of these common internal control procedures. To
illustrate our approach, this section includes a series of matrices
(discussed in more detail in each subsection) that compare specific
distributed system characteristics to traditional internal control

procedures.

The analysis performed in this section and in Section 2 (Impact
of Distributed Applications on General Internal Controls) in turn,
form the basis for our discussion regarding the development of
compatible general internal control procedures (Section 3 of this

chapter) and audit procedures (Section 4 of this chapter).

Our analysis is presented under these general topics:

. Distributed Functions and Processes
. Data Distribution
. Communications Network.

I1-2
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(1) Distributed Functions and Processes

Our analysis indicates that the different characteristics and
attributes of distributed functions and processes will have an
impact on many of the specific procedures associated with
traditional internal controls. In general, potential impacts may
be summarized as follows:

. The traditional internal control procedure is just as
applicable (and practical) in a distributed system

. The distributed system reduces the effectiveness of the
internal control procedure

. The distributed system renders the internal control
procedure obsolete (or impractical)

. The distributed system offers new internal control
alternatives
. The distributed system must place additional reliance on

the internal control procedure (either as a result of
specific system attributes or to offset other procedures
that are not practical).

Our analysis of internal controls and distributed functions and
processes is presented in Exhibits II-1 through II-6 at the end
of this section.

A brief discussion of the results of our analysis is presented
in the following pages:

II-3
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Organization and Administration (See Exhibits II-1, II-2 and

II-3 at the end of this section)

Traditionally, effective organizational and administrative
controls have relied on a large centralized EDP function
requiring a large staff. As a result, the imposition of
formal segregation of duties and other restrictions upon
the EDP function did not hinder operating efficiency or
unreasonably increase operating costs. However, the
decentralization of functions and processes often results
in the creation of "mini-EDP activities" where the formal
segregation of duties usually present in an EDP operation
may no longer be cost justifiable and in many instances
may run contrary to the operating efficiency which the
distributed system is attempting to achieve (e.g., bringing
processing power closer to the user often implies increased
user control and thus less segregation of duties). On the
other hand, the distribution of the EDP function, by
spreading the risk of catastrophe, creates a different
environment in the area of contingency procedures. A final
area of concern is the quality and experience of personnel
responsible for EDP functions. Except for the distribution
of major applications, a distributed system will not always
be supported by experienced EDP personnel at each location.
This is particularly true in user oriented functions, where
the user personnel may be responsible for several non-EDP,
as well as EDP functions and processes.,

Overall, the major impacts disclosed by our analysis are:

- Segregation of duties may be harder to achieve
(particularly when EDP functions reside with the user)

- Less experienced personnel are likely to be present in

a distributed environment (at each location)




- Self-insurance may be facilitated in a distributed
environment

- The distribution of functions tends to reduce the
"total system catastrophe" risk

- The distribution of functions results in a data
communications network which must be controlled
independently of functions performed at each system
node

- General guidance (e.g., user manuals, EDP standards)
becomes more critical as there is a greater need to
coordinate the activities of multiple locations.

. Operations ( See Exhibit II-4 at the end of this section)

Control over operations revolve around scheduling,
processing and access control procedures. Again, practical
size limitations are a major constraint which affect the
system's ability to achieve proper segregation of duties.

In addition, the distribution of functions increases the
need for coordination both in terms of sequential operating
requirements as well as system-wide procedural changes.
Finally, the distribution of functions and processes tends
to increase the risk of unauthorized access while

restricting the system's ability (from a cost-benefit point
of view) to fully segregate and secure system hardware.

Overall, the major impacts disclosed by our analysis are:

- Loss of centralized control over scheduling to:

. Meet sequential file update requirements

II-5




. Prevent concurrent file updates

. Control total system CPU workloads.

Increased need for coordination to:

o Offset lack of centralized control over scheduling

.o Ensure the system-wide applicability and
adaptability of procedural changes.

Increased emphasis (and reliance) on the development
of system~wide standards and guidance to meet the
increased coordination requirements discussed above.

Increased risk of unauthorized access through:

. The potential proliferation of system access
devices (e.g. terminals)

. The impracticality in many instances (from a cost-
benefit point of view) of fully secured

facilities,

Increased reliance on system design to prevent
unauthorized access including:

.e Provision for ID codes, passwords, etc.

. Design limitations restricting each system device
and/or node to the bare minimums (e.g. limited
input, access, update, etc. capability) required
to fulfill the requirements of the specific
function or process.

I1I1-6
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System Development and Maintenance (See Exhibits II-S and
II-6 at the end of this section)

System development and maintenance procedures are designed
to ensure the adequacy of systems development/implementation
efforts and properly control the system's programs. 1In
general, the decentralization of the EDP function creates a
series of interdependencies which complicates and taxes the
EDP function's ability to develop adequate internal
controls. The result is an added reliance on system-wide
standards and guidance to offset the loss in centralized
controls.

Overall, the major impacts disclosed by our analysis are:

- System development standards must emphasize a design
approach that is cognizant of both specific
functions/process/node needs as well as total system
requirements

- The interdependencies created by the distribution of
processing functions complicate the program
development process and increases the criticality of
testing procedures

- A major justification for distributed processing is
providing better service to the user. Under these
circumstances, it is clear that user involvement in
systems development and user oriented documentation
are essential

- Traditional controls over program changes remain in
effect and the need for control over these changes is
even more critical given the potential increase for

I1-7
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unauthorized system access in a distributed
environment.

Summary Analysis of Distributed Functions and Processes

Exhibits II-1 through II-6 which summarize our analyses of
distributed functions and processes and general internal
controls are presented in the following pages. The columns
shown in the exhibits list the different functions and
processes which can be distributed as discussed in Chapter
I of this volume. The rows of the exhibits show each of the
traditional major areas of general internal control (i.e.,
Organization and Administration, Operations, and Systems
Development and Maintenance). In addition, for each major
area, the exhibits identify specific procedures which are
indicative of adequate internal controls. The list of
specific procedures is not an exhaustive one, but rather
represents some of the most significant procedures which
are traditionally (e.g., in a centralized environment)
associated with good internal controls. The matrix itself,
discusses the applicability of traditional procedures,
conditions which are likely to change, and minimum control
requirements which should be present given the specific
distribution of functions and processing alternatives.
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General
Impact of Distributed

I. Organization a

INTERNAL CONTROL
REQUIREMENTS

POTENTIAL DISTRI|

SIMPLE DATA ENTRY PARTIAL EDITING FRONT END EDITING

A. Segregation of Duties

1. Operators sre Prohibited

from Programming

No impact. As a general rule, the distribution of input responsibility is not
accompanied by distribution of programming (including editing capability).

Responsibility for edit programs (if any) should be segregated. If partial or
full edit programming responsibilities reside with the user, the input and edit
programming responsibilities should be segregated.

2. Operstions and/or Dats

Entry Personnel are not
Allowed to Make Correc-
tions to Erroneous Source
input Dets

Data entry personnel will often be users. The main purpose of this control is to
prevent uninformed keypunchers from making corrections, If the user has a good
understanding of the application, this control can be waived,

Data entry personnel should be familiar with the application. In addition, proper
authorization and approval of data entry should continue to be observed.
Segregation of data entry and output control review should continue. User access
to system should be restricted.

3. Programmers/System

Analysts not Permitted
%0 Operste Computer
Without Supervision

As a general rule the distribution of input responsibility is not accompanied
by the distribution of programming or systems development responsibilities.

Responsibility for edit programming (if any) should be segregated. If partial
or full edit programming responsiblities reside with the user, programming/system
responsibilities should be segregated from computer operations.

4. Scheduling end Control

Function not Performed
by Operstors

In general, this procedure controls the processing function, not the input function.
However, data entry personnel should similarly not be responsible for the
scheduling and control function.

8. The Library Function

is Independent of
Soheduling and Program-

This requirement should have no impact on input related functions. Again, data
entry personnel should be independent of the librarian function.

8. Limited Acoss to EDP

Pacilities

Except for major data input operations (e.g., multiple data entry terminals) fully
secured locked facilifties may not be cost justified.

Access to input devices should be controlled. If separate facilities are not
rn:ctical, terminal locks (in addition to password requirements) should be
talled.
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L
No Impact, Partial Data retrieval and
m ity is
ity is not processing normally In many instances programming responsiblity will be manipulation capabil
requires standard centrally 5 user oriented. Specific
ity). controlled programs distributed and may reside with the user. ams will often be user
throughout the network., responsibility.
If programming
g:ponu::rl‘:'um:::iig:: ":ntﬂ Segregation of duties
CTELE | Mptemie el | gmue e e seee e | SREP UL
. entra str .
controiled aming ang uted site should continue to be segregated specific output use.
operations should continue
to be segregated.
trol is to Data entry personnel impact the same as for input oriented functions, In addition, Same impact as input and
FF has a good depending on the size of the application, full processing responsibility (including processing oriented
_ equipment operation) may reside with the user. functions.
ion, proper Data entry personnel requirements the same as for input function. If processing
observed. operation is large enmough, equipment operation responsibility should not reside me“reqax;zem?xc:: s f:;
User access with user. In small applications where user has processing responsibilities, the functions
equipment operation function should be segregated from all other user functions, °
:2o}:spsaicntg' n: ?l::i?§ i it
sccompanied In many instan tems responsibility manipulation capability
: requi. y ances programing/sys
ities. c‘%{fzft‘aggarg::ﬂ?:;s will be distributed and may reside with the user. will often be a user
throughout the network. responsibility.
Ir pr&%&i?ning/ systems
respons y resides with
‘ the user th . Segregation of duties
If partial responsiblities shoulg sb: Programning/system responsibility at the diatri:ut::. requirements will depend on
ng/system site should continue to be segregated. Excep £ application and
3ys! Segregated from operations. ible nature of app
Centralized activities small applications; systems (and when feas specific output use.
| should continue to be programming) should be segregated from the user.
N segregated,
Depending on the size of the application full processing responsibility (including scheduling and control)
put, function. may reside with the user,
1e for the d not reside with the
If processing operation is large enough, scheduling and control responsibility should not reside wi
user. In smaller applications where user has progessing responsibilities, scheduling and control should
be a supervisory level responsibility.
Lif;)ra;yl function and
Scheduling will be
uted Library and scheduling functions will be distributed. Same potential impact as for
LTIy STTRTS | Iy T probraming rameaibtty sl | proceating orientes
Again, data centralized. Organization g:tg::ted. All of these functions may reside functions.
* size may prevent full :
Segregation,
At a mini th library functions
Subject to size should bems:’éreg:ce:. ogr;:ni:%n:‘gn size constraints, Same wmii:emenf:r ia:n tf:;
xatraints. these controls the library and sch;duling function should also be %'n%:f;: e
uld be observed. segregated. (Requirements apply regardless of extent .
of user control over these functions.)
lnals) full Same t as for input and
y I}:g:l:gi:g on the size of the operation, fully secured EDP facilities may not be mm functions,
les are not Same requirements as for
should be At a minimum, physically segregated (e.g. separate rocms under lock and key) input and processing
should always be present. functions.
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B. Contingancy Presedures

1. Cantingensy Plan Shouid
be Formalised (Written)

The distribution of these functions will often require a separate ocontin

plan at each location,

Central guidance should be provided for ocontingency planning. However, d
distribution the lack of formal ocontingency planning at any specific loc
is not as risky (depending on specific application).

2. Contingency Plen Should
Includs Adequats insur-
anes Coverage

Multiple sites and input devices may justify a self-insurance policy.

Central guidance should be provided for contingency planning. However, d
distribution the lack of formal contingency planning at any specific loa
is not as risky (depending on specific application).

3. Contingency Plans Should
Include Backup snd
Resovery snd Alternstive
Prossming Capability

Alternative processing
capability is not a major
issue,

Lacking formal arrangements
for alternative processing
capability, the contingency
plan should identify
procedures to be followed
if existing input
capability is lcst.

Contracts or agreements providing for
processing capability are critical unless oc
equipment is readily available in the dis
location's geographical area.

In the absence of proximity to other distrib
(with ocompatible equipment and applications),
arrangements for alternative processing is ¢
internal control procedure,

4. Al Criticst Materiel
Should be Stored Oftfsite

No significant impact on
simple data entry
operations,

No significant impact. Transaction files will bej
on to a processing fumction. Edit prog
normally be standard system-wide programs.

To the extent that edit program files are
throughout the system, no offsite storage is
(unless replacement is likely to cause serious d
Location unique edit programs require offsite

C. Librarian Function

1. File Retention Provedures
Should be Formaelized
(Written)

Transaction files will be
passed on to a processing
function, Only likely
documentation is hardcopy
input run and/or source
data.

Centrally developed
guidance should be issued
for source data and hardcopy
input retention policy.

Edit programs likely to be system-wide stand
impact on transaction files and related doc
for simple data entry.

Centrally developed guidance should be pres

source data, hardcopy input, and edit ‘grcgr-
docuner)\bation (vhether centrally developed or
unique).

No significant impact on
sSimple data entry
operations,

The library function for edit programs may res.
the user,

Proper segregation of the library function
present. even if under user control.
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POTENTIAL DISTRIBUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES

FRONT END EDITING

PARTIAL APPLICATION
PROCESSING

HOST INTERACTIVE PROCESSING

FULL APPLICATION PROCESSING

OUTPUT PROCESSING
(DATA RETRIEVAL/MANIPULATION)

ate contingency

However, due to
F specific location

There is a need for centralized contingency planning supplemented by local unique
planning at each distributed site.

Contingency plans should be in effect at each location,

Same impact as for input and
processing functions.

Same requirements as for
input and processing
functions,

Bc policy.

ing. However, due to
py specific location

|-

Depending on equipment loss
risk, self-insurance is
possible.

Same as for input oriented
function. Adequate
Justification of self-
insurance (if any) is
critical.

No t. As a general rule equipment loss risk is

too high for self-insurance.

Mequate insurance should be present.

As a general

rule centrally controlled insurance is least costly.

Impact depends on equipment
loss risk. See other
functions.

Requirements depend on
equipment loss risk. See
other functions,

iding for alternate
cal unless campatible
in the distributed

other distributed sites
B applications), formal
b"oceas:l.m is the best

i
-

Back-up and recovery capability should be an integral part of the system's network.
More efficient back-up and recovery and alternative processing capabilities are
possible in a distributed system, if these are centrally designed, to make full
use of the communications network and processing power throughout the system,

In the absence of localized (eg. at the node) back-up and recovery and alternative
processing capability, precise system documentation and contingency guidance
should be developed to document the system-wide capability and procedures to be
followed at the distributed site, In addition, plans should cover the possibility

of total system failure.

Depend entirely on nature
and criticality of
application. See other
functions.

bion files will be passed
Edit programs will
programs.

files are standard
storage is necessary

D cause serious delays),
‘wquire offsite storage.

Entire transaction files
may be passed on to a host
processor. Master files,
source programs, etc., nay be
standard system-wide.

Off-site storage not
critical where transaction
files, master files, source
programs, etc., are
duplicated throughout the
system, Node-unique system
documentation and files
require off-site storage.

A large amount of node-unique files, documentation is

likely to be present,

Off-site storage will be required for all critical
material. Even where files are duplicated throughout

the system, accidental loss may cause long

delays if

nodes depends on cther system nodes (or the host) to

duplicate files,

Function 1is often user
oriented and thus files may
be location unique.

Off-site storage required
for all critical unique
files and documentation.

bem-wide standard. Same
M related documents as

should be present for
§ odit am files and
Ly developed or location

Requirement for retention policy remain in effect when proceasing functions are

distributed.

Central guidance is required. However, specific retention policy must be tailored

to files and documentation present in the node.

as node processing power is increased.

Standardization less feasible

Requirement for file
retention policy remains in
effect. However, a large
amount of location unique
filea may be present.

Only general guidance
feasible, Specific policy
should be developed at the
location,

SEE INTERNAL CONTROL REQUIREMENT AS IN THIS EXHIBIT

jrograms may reside with

Fary function should be
®rol.

The library function may be under user control,

Ideally, the library function should not be a user responsibility. Organizational size constraints may
prevent organizational segregation of this function., At a minimm, the function should be properly segregated
within the user organization, In any event, physical access oontrols (eg. restricted access, documentation
under lock, supervision, etc,) should be cbserved.

T - A - D .
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POTENTIAL DISTRIB!

SIMPLE DATA ENTRY PARTIAL EDITING FRONT END EDITING

O. Other

1. Steering Committes
Eneures that EDP Practices
Satisfy and Are Consistent
with Entity’s Objectives

As a general rule, a steering committee is not required (at the location) to
control input functions.

2. Short Tern (Less then
1 yoor) and Long Term
{1-8 Years) Plang Ensure
Etfectiveness Effic.
iency and Responsivensss
of the EDP Function

Short and long term planning should be present at all locations. However, to the
extent that only input functions are distributed, local EDP plans are not critical
(as long as EDP considerations appear in the overall plan).

powmB

3. Competent Personnel

The tendency to integrate input responsibility with the user may result in a
loss of data entry proficiency.

Large volume operations will normally require "professional” data entry personnel
(but see internal control requirement A2). The use of personnel not proficient
in data entry requires comprehensive guidance, (e.g. user's manuals) simple input
screens, clear error messages and similar techniques to facilitate data entry,

v oce ortme b
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ND EDITING

PROCESSING

HOST INTERACTIVE PROCESSING

FULL APPLICATION PROCESSING

(DATA RETRIEVALMANIPULATION!

)cation) to

Unless there are mumerous
applications a steering
committee is not required.

If numerous users are
present, a steering
comnittee should be formed
at the location.

Applications are likely to be large enough and/or involve enough users to require

a steering committee.

A central steering committee should always be present and responsible for providing
guidance to the local committees,

pver, to the
ot critical

The need for local ADP plans
depends on the nature and
materiality of the
application. Material
operations, multiple users
and user control over
application will normally
require a separate EDP plan,

Applications are likely to be large enough in terms
of materiality and scope to require a local EDP plan.

The local EDP plan must be coordinated with a

centralized EDP plan,

The need for local EDP plans
depends on the nature and
materiality of the
application,

ReQuirements will depend on
nature and materiality of
application, See processing
oriented functions.

b p——

result in a

'Y personnel
proficient
imple input
lata entry.

The economics of scale of a centralized operation will mot be present, It may not be feasible to build
the EDP function around a cadre of experienced highly sidll individuals supported by a less experienced
staff, The distribution of competent EDP personnel to perform processing operations is a major management

problem.

The requirement for campetent personnel remains. While the distribution of the processing function may
lower the personnel experience and technical requirements at any given node, it i3 important that a correct

matching of personnel and distributed function take place throughout the network.

W

o S
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INTERNAL CONTROL
REQUIREMENTS

POTENTIAL DISTRIBUTED SVSTEMﬂ

SIMPLE DATA ENTRY PARTIAL EDITING FRONT END EDITING

PARTIAL.
PRI
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U S T T

A. Scheduling

1. Scheduling Procedures
Include Job Set-Up
instructions, Logging of
Jobs, Provisions for
Controlfing CPU Workioad
and Job Authorization

In an environment characterized by multiple terminals (at different user
locations) there will be a tendency towards inexperienced data entry personnel,
a loss of control over sequential file update requirements (e.g. processing
personnel actions before processing the payroll) and increased risk of concurrent
file updating (e.g. concurrent processing of personnel actions and payroll
actions), Finally, the risk of unauthorized users is greatly increased. Scheduling
requirements remain the same with added emphasis on detailed instructions (for
inexperienced personnel), data communications monitoring capability (to control
sequential requirements and prevent concurrent file updates), and logging and
authorization procedures (to decrease risk of unauthorized access).

—— .y o OG- ...

aant
[y

Processing Procedures

1. Alt Production Schedufe
Changes Must be
Authorized

2. Procedurs for Document-
ing Schedule Changes
Should be Formalized
(Written}

The dis;ribution of data entry to different users places a premium on controlling
sequential processing requirements and preventing concurrent file updates (see
requirement A1),

Tne requirement for proper authorization remains. In addition, there is a greater
need to coordinate changes with other users.

Te requirement for formal documentation remains unchanged and is even more
critical in the light of coordination requirements, General system-wide guidance
should be provided; however, specific requirements should be tailored to the
location.

c.

Access Controls

1. Physical Access to
Computer Raom is
Restricted

SEE INTERNAL

vy ¥

¢

4

2. Dats Processing Equipment
Should be Situated to
Provide for the Physical
Segregation of the
Operation and Control
Function

The distribution of the input function will not always justify the_p})ysical
segregation of input devices. As a general rule, even if separate facilities are
available, the same degree of security present in centralized operations will
not be cost justified.

Ideally, terminals should be physically segregated and under lock. At a minimum,
terminal locks and effective system access controls (e.g. passwords) should be

present.

3. Access Controls sre
Observed on All Shifts

This is a basic Internal Control requirement
potential impact is the reduction in the n
functions are distributed to the user.

e |
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EDISTRIBUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES

PARTIAL APPLICATION
PROCESSING

HOST INTERACTIVE PROCESSING

FULL APPLICATION PROCESSING

OUTPUT PROCESSING
{DATA RETRIEVAL/MANIPULATION)

etc.).

Scheduling procedures remain the same when processes are distributed.
there should be an emphasis on procedures to prevent unathorized access. Complex
networks with partial or host interactive processing will tax the system's ability
to control CPU workloads.

Again,

Scheduling procedures should be tailored to fit the particular characteristics
(e.g. interdependence of network processors) of the system as well as location
unique considerations (e.g. experienced personnel, risk of unauthorized access,

Except for periodic outputs
(e.g. monthly reports), the
user oriented nature of this
function prevents the
development of strict
scheduling procedures,
Authorized users should
have access to the system's
data. The access cannot
always be scheduled,

Logging procedures are
critical to control
unauthorized use, A data
communication monitor will
usually be required to
control CPU workleoad and
prevent this function from
interfacing with critical
processing functions.

processor.

The distribution of some processing functions also
increases the need for coordination,
between nodes and between the node and the host

in this case

The requirement for proper authorization remains, In
addition there is a greater need to coordinate changes
with the rest of the network.

As noted in requirement B1, there is a need for system-

The processing procedures
requirements under full
application processing will
not differ significantly in
a distributed environment.
Depending on the
relationship between
processors in the network,
coordination requirements
may rot be as critical.

The authorization and
procedures formalization

As noted in requirement Al,
access to system data cannot
always be scheduled. In
addition, users will require
timely data. As a result.
schedule changes may
prevent the user from
obtaining timely data.

The formalization of
processing procedures
should take into account the
impact of schedule changes

e wide coordination, requirements remain. on phe user's information
e Spe?:ific procedures should | requirements tob.m‘aaélmlze
The requirement for formal documentation remains be developed for the thed SyStimmsla zltay g
unchanged, In this case, guidance should be centrally location, System~wide | PT° ucte thé eerr):onea:)us irs’e
developed to insure proper system—wide coordination requirements depend on the prt:ev_en lete data by the

of all changes. degree of coordination | Of 1incomplete data by

needed, user.
SEE MTERNAL CONTROL REQUIREMENT IA6
The user oriented nature of
this function emphasizes
easy authorized user access
to EDP equipment.

al Depending on the size and materiality of the operation, This type of processing will Physical segregation
re segregated physical facilities may not be cost usually be significant remains as a requirement but
1 Justified, enough to warrant physical | should be tempered by
segregation, Again, risk efficiency requirements.
The requirement for physical segregation remains analysis is required to Internal . controls should
m, unchanged in a distributed environment. The internal determine the degree of | emphasize physical
be control risk should be carefully balanced against the physical segregation | segregation when equipment
physical security cost. required. is not in use. Risk

PR

e

reduction can be achieved
through system access
controls (e.g. passwords,
"output capability only"
terminals, etc.).

ntrol' requirement which remains unchanged under a distributed environment. Only
Muction in the number of shifts when the input and certain output/retrieval
lo the user.

al

In partial application

-

processing, the system wilil

In host interactive
processing, the bulk of the

In full application
processing the entire
. ibility

The user oriented nature of
this function emphasizes

easy authorized user access




1 Segrogation of the not be oo.:st justified,

Operation and Control

Function Ideally, terminals should be physically segregated and under lock, At a minimum,
terminal locks and effective system access controls (e.g. passwords) should be
present,

This is a basic Internal Control requirement,

g 3. Access Controls are N . - N
potential impact is the reduction in the
i Obuerved on All Shifts functions are distributed to the user.
!
! Terminal and data access controls are the primary means by which the internal In Pafﬁ
] control risks normally associated with the distribution of the input function processij
- (e.g. less segregation of duties, increased risks of unauthorized access, etc.) usually]
can be reduced. dlStrle
proces
Traditional internal control requirements include lc:ation of verminals in a throug
secured area, utilization of user ID codes and passwords, system detection of nodes.
4. Terminal and Data Access security violations, etc. These traditional requirements remain urchanged. Other limited
Controls are Thorough requirements which are particularly suited to the distributed environment are: take
i, and Effective the identification of authorized users by the use of physical artifacts (e.g. a the
! card or badge) or physical characteristics (e.g. voice print) and limiting the passed
' capability of input terminals to input functions only. processa
Internal]
; preven
i standa
i progra
: /) softwal
i Vs to prewv
i the hos
¢ - and pr




5 physical
ilities are
ations will

Depending on the size and materiality of the operation,
segregated physical facilities may not be cost

Justified.

The requirement for physical segregation remains

TR

This type of processing will Phy.sical " segregation |

usually be significant
enough to warrant physical
segregation.,  Again, risk
analysis is required to
determine the degree of

remains as a requirement but
should be tempered by
efficiency requirements,
Internal controls should
emphasize physical

put function
access, etc..

inals in a
detection of

pifacts (e.g. a

limiting the

processing, the system will
usually provide for the
distribution of standard
processing programs
throughout the system's
nodes. As a general rule,
limited ,.ocessing will
take place at the node with
the processed data being
passed on to a host
processor.

Internal controls should
prevent the access to
standard processing
programs, In addition,
software should be designed
to prevent system access to
the host processor's files
and programs,

processing, the bulk of the
programing responsibility
will often reside at the
distributed locations.

Under these circumstances,
there should be access to
processing programs (e.g.
there will have to be more
reliance on the traditional
segregation of duties and
documentation controls)
However, the software should
be designed to prevent
unauthorized access to the
host processor (e.g. node
can only pass/receive data
specifically required to
complete processing
function).

processing the entire
programming responsibility
will often reside at the
site.

Again, access to processing
programs should be
controlled in accordance
with traditional controls.
In addition, access to other
nodes or processors should
be limited through the
software design.

At a minimum, unchanged in a distributed environment, The internal ; .
) should be controg risk should be carefully balanced against the fzé’usiigl segregation ﬁsrt:\s:gioia when equiﬁlgent
; ; . n use, s
physical security cost, reduction can be achieved
through system access
controls (eg. passwords,
"output capability only"
terminals, etc.).
[ Internal Control requirement which remains unchanged under a distributed environment. 'Q'lly
is the reduction in the number of shifts when the input and certain output/retrieval
tributed to the user.
the interna! In partial application In host interactive In full application | The user oriented nature of

this function emphasizes
easy authorized user access
to data bases and files.

The software should be
designed to ensure that
these types of application
have no access to processing
programs (except the user's
own data manipulation
programs) have no input
capability and have access
to only those data bases and
files relevant to the
specific application.
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A. System Development and
tmplementation

1. System Development
Standerds Include
Adequate Anaslysis snd

SIMPLE DATA ENTRY

PARTIAL EDITING

FRONT END EDITING

This requirement remains unchanged. The distribution of the input function adds
additional complexity to the system development and design process, particularly
the impact of decentralization on internal controls and the need to attain an
effective degree of system-wide standardization.

2, System Development
Standards include
Program Development
snd Testing Procedures

Generally, this requirement
has no impact on simple data
entry.

Development and testing of edit programs remain as
critical requirements when the input function is
distributed,

Sty watieeman

3. Development Standerds
Reguire User Coordin-
ation and Acceptance

Generally, this requirement
has no impact on simple data
entry.

Since the input function will often be distributed to
the user, it is even more important than in centralized
systems that the user fully understands the edit
applications for which he is responsible.

4. Development Standards
Require System Docu-
mentation Including
System Specifications,
Program Documentation,
Opersting and Control
Instuctions, and User
Procedures and Control
instructions

B. Production Progrem Controls

1. Procedures Should Este
blish Seperate Program
Libraries for Programs
in Development, Testing,
ond Production Steges

ﬁ

The potential for inexperienced data entry personnel will require descriptive,

user oriented manuals.

Generally, this requirement
has no impact on simple data
entry.

As a general rule, programming responsibility for edit
programs will not be distributed. However, if it is,
the requirement remains unchanged. (See
impact/requirements for processing oriented
functions.)

. B ra—— v e .
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lcularly
attain an

PARTIAL APPLICATION
PROCESSING

HOST INTERACTIVE PROCESSING

FULL APPLICATION PROCESSING

Partial application and host interactive processing
add a new dimension to careful system design through
the creation of an interrelated network of input
devices and processors which should be analyzed and
designed individually as well as within the perspective
of the total system.

Under full application
processing, systems
development and design will
tend to be more
decentralized (e.g.
performed by the location).
There will be a greater need
for clear control guidance
to ensure system-wide
compliance with systems
development standards.

General EDP pProcedures EXHIBIT 116
uted Systems on internal Controls

Development and Maintenance
POTENTIAL DISTRIBUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES

DATA RETRIEVAL/MANIPULATION

ery N orien
applications and related
data manipulation
capability will be user
controlled. System
development standards
should provide for
sufficient analysis and
design to control user
access to the system and
ensure the presence of
competent EDP personnel in
user controlled design

efforts,

remain as
function is

The distribution of processing functions throughout
the system creates a series of interdependencies which
will tend to complicate the program development
process. Under these circumstances, adequate system-
wide testing of programs is an even more critical
requirement.

This requirement remains
unchanged under full
application processing.
Again, it is important that
central guidance be
developed to ensure system-
wide compliance with
program development and
testing standards.

The impact requirements are
the same as for input and
processing functions.

If the oconcept of "bringing processing "
power closer to the user® is to have an
should be fully aware of their "processing power" to take full advantage o

environment.

meaning, then the users
the distributed system

As in data entry, there is a need for better
oriented documentation. In addition, there 1’2 a ;225
for system-wide documentation on all standard
applications. Finally, general documentation guidance
1s essential to ensure proper documentation of location
unique processes,

As a general rule this type
of processing does not lend
jtself to system-wide
documentation. Instead,
there is a need for general
documentation guidance to
ensure consistency

throughout the system.

dlity for edit
wer, if it is,
lged. (See
ng oriented

This is a basic internal control r

. equirement which remains valid in a di
:s s the case in small size centralized operations ru,aiin seldom be cost justified to assign librarian
esponsibilities to different individuals. The physical segregation of

be present,

the libraries, however, should aways

The impact and requirements
are generally the same as
for input and processing
functions. However, the
user oriented nature of this
function makes the user-
oriented documentation
requirement even more
critical.

_Mﬂ

stributed environment. However,
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C. Program Change Controls

SIMPLE DATA ENTRY PARTIAL EDITING FRONT END EDITING

-
\
i
i
i
;
1

This requirement remains unchanged, It is

1. Formal Controls are to note that edit programs will often be system-wi
Present Over Authorization/ standard. Changes under these circumstances should
Testing/ and Implementation centrally controlled.
of System and Program
Changes

This requirement remains unchanged. However,

2. Program Changss are the same system-wide interrelationships dis-

Requested by User, cussed throughout this exhibit cannot be
.w‘m..‘“bv“ or. overemphasized. Documentation updates, and a
documentation changes trail are critical in a
These requirements will distributed system environment.

normally have no impact on
simple data entry
functions.

3. Progrem Changss Require
Formel Testing

These requirements remain unchanged in a distributey
environment,

4. Progrsm Chenge Pro-
codures Require &
Documantstion Updste

The system software should be designed to prevent input terminals from accessing

to Deteet Uneuthorized system programs,

Changes

8. Operations Group Onty
Acoepts Changes Which
Have Been Approved

This requirement will
normally have no impect on
simple data entry
functions,

Again, this type of segregation of duties may not |
present, Approval responsibility should be at a
supervisory level (See internal control requi

C1 and C2 above),
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POTENTIAL DISTRIBUTED SYSTEM CHARACTERISTICS: FUNCTIONS AND PROCESSES

FRONT END EDITING

PARTIAL APPLICATION
PROCESSING

HOSY INTERACYIVE PROCESSING

FULL APPLICATION PROCESSING

The interrelated nature of these functions in a
distributed system increase the critical nature of
these internal control requirements,

-

The same requirements as
under a ocentralized system
will normally apply. Again,

ing on the system's
total interrelationships,
the requirement becomes
more critical.

updates, and a
e critical in a
t.

As a general rule,
application will be system-
wide standard and will

require a centrally
controlled approval
process,

Location unique programs should camply with this

requirement,

If size limitations prevent this type of

segregation of duties, approval authority should reside

at a high supervisory level,

should be centrally cont

System-wide programs
rolled.

ed in a distributed

This requirement remains unchanged ;

however, the

testing process will be more complex in a distributed

environment,

The same requirements as
under a centralized system
will normally apply.

This requirement remains unchanged.
interrelationships discussed throughout this

Documentation updates,

However,

distributed system environment,

the same system-wide

exhibit cannot be over emphasized.
and a documentation changes trai)l are critical in a

OUTPUT PROCESSING
DATA RETRIEVAL/MANIPULATION

Generally, the same impact
and requirements as
discussed for input and
processing oriented
functions will apply.
However, it is important to
note that this type of
function will be user
oriented and thus will tend
to be location unique and
under a considerable amount
of user control. Under
these circumstances one is
likely to find a loss of EDP
proficiency and a lack of
complete understanding of
internal control
requirements. User training
on program documentation
requirements, segregation
of duties requirements and
clear centrally developed
internal oontrol guidance
are essential requirements.

Inals from accessing

The best possible control
in this area is to design
the system to prevent
location access to standard
system programs,

Certain applications will
normally require system-
wide standard programs.
Again, the distributed
location should not have
access tw these, location
unique programs should be
controlled in the
traditional manner,

The same requirements as
under a centralized system
will normally apply.

Once again, the best control
lies in a software design
that prevents user access
to processing programs and
standard retrieval programs
(as opposed to dats
manipulation/user
oontrolled programs).

of duties may not be
y should be at a high
oontrol requirements

This requirement r
i3 the need for
high level

emains unchanged in a distributed environment. The major impact
central approval of changes to system-wide standard programs and
supervisory approval of changes to location unique programs.

See 1internal control
requirements C1 - Cli above,

Cam e e




(2) Data Distribution

A second issue to be considered in evaluating distributed systems
is the data distribution characteristics within the system. Data
distribution does not have as direct an impact on specific
internal control procedures as functions and processes. Instzad,
the impact is one of decreased or increased system risk if
internal controls are not present or complied with, and/or
centralized standards and guidance are not provided.

The impact of data distribution alternatives may be summarized
as follows:

. Centralized data bases tend to increase system-wide risk.
That is, if each distributed location interacts with a
central data base, procedural internal control weaknesses
at any location may have a system-wide impact. If instead,
the data base was distributed to the location and the
location interacted only with the distributed data base,
then the impact of procedural weaknesses could be limited
to that location only (depending, on the impact which the
distributed data base has on the total system).

. The distribution of data bases and/or the presence of
replicated data bases decreases the potential for system-
wide catastrophe and, thus, total data loss risks.

. A central data base increases the total risk of unauthorized
data access/manipulation. Distributed data bases may limit
this risk to a specific location. However, while access to
the total data base (e.g., the sum of all distributed data
bases) may be limited, the risk of unauthorized access to

II-9




specific distributed data bases is not and depends entirely
on the location's internal control procedures.

“ A central data base facilitates the development of system-
wide internal control practices and procedures. Distributed
data bases will often carry unique local requirements which
must rely on general guidance and not specific procedures.

. Replicated data bases are a useful means of meeting specific
information requirements without increasing the risk of
unauthorized data manipulation. However, it increases the
risk of unauthorized data access (e.g., national security,
competitor sensitive information, privacy law

considerations, etc.).

Exhibits II-7 and II-8, following this page, present our analysis
of the impact of data distribution on internal controls. The
columns shown in the exhibits list the general data distribution
alternatives discussed in Chapter I of this volume. The rows of
the exhibits show each of the traditional major areas of general
internal control (i.e., Organization and Administration,

Operations, and System Development and Maintenance).
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(3) Communications Network

Finally, the characteristics of the communications network also
have an impact on internal controls. As was the case with data
distribution, the impact of the communications network relates
to the increased/decreased system-wide risk and need for
centralized standards and guidance.

The impact of communications network may be summarized as follows:

. One way communications and star configurations {(e.g.
providing for node to host communications only) limit the
system-wide impact of localized internal control weaknesses
and facilitate system-wide coordination and centrally

developed procedures.

. Two way communications, multi-system networks, hierarchical
networks and job networks will normally have the following

impact:

- Increase the system-wide risk of local internal control

weaknesses

- Increase the possibility of providing alternative
processing capability within the system

- Increase the need for system-wide coordination and the
development of general guidance and standards to

achieve this coordination.

Exhibits II-9 and II-10 following this page present our analysis
of the impact of communications networks on internal control.

I1-11
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The columns of the exhibits list the potential communications
network characteristics discussed in Chapter 1 of this volume
and the rows list the traditional major areas of internal control.
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Gene
Impact of Distribute
Potential Communi

INTERNAL. CONTROL
REQUIREMENTS

COMMUNICATIONS FORM

STAR coumuaﬂ

{. Organization and
Administration

A. Segregation of Duties
C. Librarisn

One-way communications
limit the impact of a given
location's internal control
Weaknesses. Two way
communications expand the
scope of internal control
requirements. For example,
if a distributed payroll
application requires input
at both the node and from a
central 1location,
segregation of duties at
both places affect the
application.

This configuration
the system-wide
internal control

at any given locat

B. Contingencies

Two way communication will
enable the system to provide
alternate processing
capability in case of
localized system failure,

This configurati
normally not pro
efficient capabil
alternative pr
within the system
of localized
failure.

1l. Operastions

A. Scheduling
B. Processing Procedures

Two way communications
increase the need for proper
coordination and
formalization of these
procedures, As was the case
with segregation of duties,
two-way communications
expands the scope of
internal c¢ontrol
requirements (see example
in IA above).

This configuration
the system-wide
internal control

at any given loca
addition, ther
normally be a
requirement for
and processing coo
on a system-wide

C. Access Control

Two way communications
increases the capability of
the node/processor in the
network and thus the risk
of unauthorized access.

This configuration
the system-wide
internal control

at any given 1
(However, al
comunications fo




the system-wide risk of
internal control weaknesses
at any given location,

provides for communication
between nodes, weaknesses at
any given location have a
system-wide impact,

internal control weaknesses
will be directly related to
the organizational
(hierarchical) location of
each node/processor in the
network.

EXHIBIT 119
General EDP Procedures
Distributed Systems on Internal Controls
Oommunications Network Characteristics
STAR CONFIGURATION MULTI-SYSTEM NETWORK HIERARCHICAL NETWORKS JOB NETWORKS
This configuration reduces Since this configuration The risk exposure of Since communications

between processors will
normally be present,
weaknesses at any processor
will have a system-wide
impact.

This configuration will
normally not provide an
efficient capability for
alternative processing
within the system in case
of localized systems
failure,

Communications between
nodes increase the
possibility of providing
alternative processing
within the system in case
of localized system
failure,

Depending on communication
capability at each level
within the hierarchy, this
configuration may
facilitate alternative
processing within the
system in case of localized
system failure,

Assuming a similarity of
processing throughout the
network, this configuration
provides the best
capability for alternative
processing throughout the
network,

This configuration reduces

[ the system-wide risk of

! internal control weaknesses
at any given location, In
addition, there will
normally be a lesser
requirement for Scheduling
and processing coordination
on a system-wide basis,

Under this configuration,
weaknesses at any given
location have a potential
system-wide impact. To the
extent that processing is
affected by more than one
node (or processor),
coordination requirements
and thus scheduling and
processing proceduyres
become more critical,

The risk exposure, and
condition requirements will
be directly related to the
organjzational
(hierarchical) location of
each node/processor in the
network,

Weaknesses at any location
will normally have a system-
wide impact. As a general
rule, this type ’of
configuration will require
a substantial amount of
coordination.

This configuration reduces
the system-wide risk of
internal control weaknesses
at any given location,
(However, also sSee
comunications form,)

This configuration
increases the systemwide
risk of internal control
weaknesses at any given
location (also see
communications form),

Risk exposure will be
directly related to the
OCrganjzational
(hierarchical) location of
each node/processor in the
network,

Weaknesses at any location
will normally have a system-
wide impact.
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General EDP Procedu
Impact of Distributed Systems
Potential Communications Netw ’

INTERNAL CONTROL
REQUIREMENTS

COMMUNICATIONS FORM

STAR CONFIGURATION

111.Systems Development
and Maintenance

A. Systems Development and
implementation

In general, distributed
systems will tend to
complicate the system
development process. In all
cases, there is a need for
a centralized development
and implementation
evaluation., Two-~way
communications increases
the need for system-wide
coordination and will
require more centralized
systems development and
implementation,

Once the distributed system
is developed and
implemented, the
requirement for system-wide
coordination (except host-
node relationships) is
decreased. Centralized
control is stilli necessary
but it may take the form of
general guidance.

adverse

B. Production Program
Controi

C. Control Over Program
Changes

Two~way communications
increase the need for
system-wide coordination
and thus the need for
centralized control.

This configuration
decreases the system-wide
risk of internal control
weaknesses at any given
location, In addition,
local applications will
often be self-contained
thus reducing the need for
central control over
programs,

will not
(e.g. wil
nodes)
need fo
control.

o it




Ceneral EDP Procedures EXHIBIT 11-10
istributed Systems on internal Controls
mmunications Network Characteristics
STAR CONFIGURATION MULTISYSTEM NETWORK HIERARCHICAL NETWORKS JOB NETWORKS

e the distributed system
8 developed and
lmplemented, the
irement for system-wide
rdination (except host-
de relationships) is
creased. Centralized
trol is still necessary
it may take the form of
eral guidance,

Centralized control over
this function is more
critical because of the need
to coordinate activities
betwer ' nodes.

Activities such as design,
program testing, etc. will
often require system-wide
review and coordination,
System-wide guidance should
be specific enough to
prevent the potentially
adverse impact of location
unique efforts,

The impact will at least be
similar to that of multi-
system networks, Assuming
that more powerful
processors will be present
in this configuration, all
supporting different
applications throughout the
system (e.g. processing
support to multiple
locations in the network)
the need for system-wide
control is most critical.

The imact will at least be
similar to that of multi-
system networks. Assuming
that more powerful
processors will be present
in this configuration, all
supporting different
applications throughout the
system (e.g. processing
support to multiple
locations in the network)
the need for system-wide
control is most critical.

his configuration
reases the system-wide
sk of irternal control
eaknesses at any given
ocation, In addition,
ocal applications will
ften be self-contained

Weaknesses at any given
location may have a system-
wide impact, In certain
cases, local application
will not be self-contained
(e.g. will affect other

Risk exposure and need for
system-wide control will be
directly related to the
organizational
(hierarchical) location of
the program in question

Weaknesses at any location
will normally have a system-
wide impact. As a general
rule, this type of
configuration will require
a substantial amount of

nodes) thus increasing the i system-wlde progran
S reducing the need for need for system-%vide within the network control.
entral control over control.
Wrograms,
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2. IMPACT OF DISTRIBUTED APPLICATIONS ON GENERAL INTERNAL CONTROLS

The prior discussion has analyzed the impact of distributed system
characteristics individually, without considering the nature of
specific applications supported by the system.

The nature of the application itself has a significant impact on
internal controls., 1In analyzing the impact, we have adopted the
criteria used by IBM in developing and planning distributed systems.
Although the criteria was designed to support systems development
efforts, we feel it is equally applicable to the analysis of internal

controls.

In general, IBM's criteria points out that business applications
have certain qualitative and service level reguirements which can be
grouped intr four categories: timeliness, quantity, quality and
security. Depending on the specific requirements, a particular
application will best be supported by distribution or centralization
(of both processes and data bases) and may or may not require a single

copy of the data base.

However, very often there will be applications which will be
distributed even though certain requirements call for centralization
and vice versa. By the same token, single copies of the data base will
not always be present even when the application is best served by a
single copy. The reason for these contradictions is not necessarily
poor system design (although the auditor must, of course, be aware of
this possibility). Instead, contradictions will arise because each
application is likely to have contradictory requirements. Thus, the
design of distributed systems seeks to reduce the conflict created by
contradictory requirements, but ultimately, will result in the
distribution or centralization of applications and the duplication of




data bases even though the configuration is not optimal from the
specific application's (as opposed to system-wide) point of view.
Invariably, these contradictions will result in inefficiencies which
in turn may impact internal controls.

Exhibit II-11 summarizes specific requirements which may be
present, or should be considered for each application; it also shows
the optimal processing/data base characteristic associated with each
requirement and the potential impact of requirements and optimal

processing/data base characteristics on internal controls.

The requirements listed in Exhibit II-11 are based on material
developed by IBM, System Science Institute, Los Angeles, California.
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3. DEVELOPING COMPATIBLE GENERAL INTERNAL COMTROL PROCEDURES

The purpose of this section is to identify internal control
practices and procedures which are most effective in the new
technological environment of distributed data processing systems. As
we stated in the preceding section, the effectiveness of specific
internal control practices and procedures is affected by this new
technology. Some traditional controls are no longer practical or
effective while other controls become more critical. The objectives
of internal control have not changed, the techniques and emphasis of
certain controls have. We have divided our discussion of compatible

general internal controls into the following categories:

. Organization and Administration
. Operations
. System Development and Maintenance

(1) Organization and Administration

As noted earlier, organization and administration controls
address segregation of duties, contingency procedures and the
librarian function. The development of compatible internal
control procedures must address first the impact of distributed
systems as discussed in Section 1 of this chapter and then, those
procedures which are in effect to offset this impact. In general,

procedures must be present to ensure the following:

Offset the decrease in traditional segregation of duties

(if applicable)

I1-15
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. Proper control over (potentially) inexperienced personnel

. Adequacy of contingency procedures
. Adequacy of control over the data communication network.

Exhibit II-12 following this page presents procedures which
should be present in a distributed system environment.

(2) Ogerations

Operations controls address scheduling, processing and access
internal control procedures. The development of compatible
internal control procedures must address the following points:

. Loss of centralized controls
. Increased need for coordination
. Increased risk of unauthorized access.

Exhibit II-13 following this page presents procedures compatible
with a distributed environment.

(3) System Development and Maintenance

System development and maintenance controls relate to system
development and implementation and control over programs. Areas
of concern include:

. Centralized control over systems development and
implementation
. Increased requirement to properly control program changes.

II-16
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Organization and Administration
General Internal Control Procedures

e e aagh Mo . e - s

a. General Organization and Segregation of Duties Considerations

Where traditional segregation of duties within the EDP function

is not practical as a result of size limitations or increased user

involvement and control, the following procedures are indicative of

e e i m——. o e e

adequate internal controls:

i . Segregation of programming, operating and librarian

functions within the user organization (or withina the

distributed location)

— g o
-

. Adequate involvement of supervisory personnel, including

proper approvals and authorization

. In-house training programs on EDP and internal control

requirements

. User procedures to minimize segregation of duties conflicts
i in the assignment of functional (e.g., user) and EDP

responsibilities

. Adequate user oriented documentation.
8. Controls Over the Data Communications Network

Installation and subsequent use of a distributed system tvpically

requires the following:




; ' EXHIBIT 1112
+ | Page 2 of 4
Organization and Administration

! General Internal Control Procedures

! . One or more systems programmers assigned to install and

maintain the data communications software

. One or more data ccmmunicaticns analysts responsible for

. designing and configuring the teleprocessing network

. One or more programmers/analvsts responsible for designing
and implementing CRT screens, hardcopy or other I/0 forma<s

|
. 1 : . . t
customized to the teleprocessing applications. :
1

Normally, adegquate segregation of duties within the data
communications area would consist of separating the activities and

functions between two groups as listed below:

w
e ——— - —

. Systems programming personnel and/or data communications

analyst group, who:

- Install the data communications software (e.g., TP

Monitor)

- Maintain the data comnunications sof:tware (i.e., add
J terminals to TP configuration, extend netwerk, £i:

software bugs)

- "Fine tune" the data communications software (i.e.,

improve response time)

- Design the communications network

N - Recommend purchase of necessary hardware and software
(e.g., TP Monitor, communications controller, terminals,

modems, multiplexors)

- Oversee installation and use 0f %he cormunicaticns

network.
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! General Internal Control Procedures
i
i . Application programmer/analyst group respensible for on-

; line system development, who:

- Design screen or hardcopy formats for input and output

of data

- Implement the screen or hardcopy €formats by use of the

TP Monitor, message fcrmatting software or toth

Design and code application programs that process data

utilizing the screen or hardcopy formats.

Contingency Controls

4-,.__..-._.,
0

When the decision is made to take advantage of the self-insurance
and alternative processing possibilities provided by discributed

systems, the fcllowing should be present:

. Total system-wide self-insurance plan supported by:

- Detailed risk/benefit analvsis

- Extent of self-insurance

- Location unigue insurance vlan and risk/benefic

analysis

. Total system-wide alternative processing plan supvorted bv:

- Detailed risk/benefit analysis

- Location unigue contingency vlan

- Provision for total svstem failure contincencies
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Organization and Administration
General Internal Control Procedures

Procedures should be developed to ensure accurate and timely
recovery of the distributed system in the event of hardware or system
software failure. Some of the elements that may be included in the

recovery of an on-line system are:

. Checkpoint/restart. (When a system failure occurs, the
system 1is restarted from the last checkroint, with all data

intact as of that checkpoint.)

. File recovery. (In the event of a data access Or system
error, a file recovery program restores the files to their

previous status.)

. Transaction recoverv. (In the event of a system failure,
input and output transacticn gueues are restored to their

previous status.)

. Program error handling. (The on-line system is able to

recover from program errors and continue normal processing.)

. Teleprocessing error handling. (The on-line system is able
to recover from an error 1in the terminal or ccmmunications

line.)

. Dial back-up. (The ability of a terminal in the network to
switch over to the dial-up telephone network should a node

in the private line network become inoperative.)

. Audit trails and statistics. (The on-line system is able

to capture and record significant transaction data.)

Finally, procedures should be developed to continue recordkeeping
and production operations without the availability of the system for

a2 temporary cr extended outage.

el
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Operations
General Internal Control Procedures

A.  Scheduling

A key consideration in a distributed environment is ensuring that
different processing functions do not interfere with each other. This

requires a data communications monitor to maintain file integrity.
The system's monitoring capability should:
Prevent files from concurrent updating
. Queue competing transactions for serial updating
Control total CPU workload.
B.  Processing Procedures
rocessing procedures shculd be established for normal
processing, using the data communications monitor, and for abnormal
conditions. Processing procedures should irnclude the following:
. Activating the data communications monitor at the beginning
of the day and deactivating the monitor at the end of the

day

Restarting the monitor after a hardware or operating svystem

software problems
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Operations
General Internal Control Procedures

. Taking a malfunctioning terminal or communication line out
of service and assigning its functions to a substitute
terminal or line

. Logging and reporting of terminal security violations along

with appropriate follow-up acticn.

Assigning and reassigning terminals and communications lines, amcng
other functions, is often acccmplished using a master terminal. The
functions performed at the master terminal will vary with the data
communications monitor in use. Where master terminals are present

access to them should be strictly controlled.
c. Data Access

In a distributed system environment, data access 1s achieved by
using on-line terminals. The following are indicative of gocd data

access controls:

. Terminal users are identified to the computer by password,
physical artifact (e.g., badge) or physical characteristics

(e.g., voiceprint)

. The transactions and functions permitted at each terminal

should be limited to those specifically authorized

. Unused terminals should be automatically disconnec:ted after

a predetermined periocd of inactivity

. Software should be designed to ensure that unauthorized

terminals have no access to application programs or data.




Exhibit II-14 following this page presents procedures compatible

with a distributed environment.

I1-17
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Systems Development and Maintenance
General Internal Control Procedures

A.  System Development and Implementation

Good controls over system development and maintenance would

include the £following: ]

. Controls should be present to prevent programmers from !
staging production~-like jobs that access production data

sets

. Controls should be present to prevent operations personnel s

from staging development-like jobs that access vrogran

libraries or compilers

. A record showing computer resources used by each programmer
(e.g., terminal time, CPU time, data sets retained) should be

kept and reviewed periodically by management.

In addition, the controls listed below are segregatsd oy -“he <wo
i basic metheds of system development and implementation utilizing 3a=a

communications:

. Remote Job Entry (RJE). With RJE, batch jobs are submitted

from a remote location to the central computer. Printout
from the batch jobs is normally returned to the remote
location. Good control over RJE terminals would consist of

cne or more of the following:
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Systems Development and Maintenance
General Internal Control Procedures

- An operator assigned to the terminal
- A manual job log maintained of input and output

- Use of job account numbers (unauthorized job account

numbers will cause a job to be rejected).

. Timesharing. Using timesharing, programmers access :he
computer by utilizing low speed terminals. Timesharing may
be used to enter and update programs; compile, link and
execute programs; and stage jobs for batch submissions.
Control over a timesharing system will require the use,

control and periodic change of log cn, identification and

passwords.
8. Data Communications Program Control
Adequate control over production programs would include:

. Procedures which provide that separate program libraries be

used for programs in the development and production s*tages

. New or modified application programs are tested in such a
way that they do not impact production programs that are
running under the same communications monitor (e.g., by use
of a facility that allows programs to be tested in a batch

environment that is simulating the on-line system).

P




4., IMPACT OF DISTRIBUTED SYSTEMS ON AUDIT PROCEDURES

— -

i In the previous section we have presented internal controls

_ related to distributed systems in the context of what system designers,
: operators and users must do to react to this new environment. Here

| we present a summary of where the auditor must become involved in tnis
i environment. The majority of our project efforts in the remainder of
this engagement will be directed towards the auditer and how he can

better accomplish his mission of service to management in a distributed

environment.

One of our major findings in conducting this investigation is
the fact that the objectives of internal controls do not change in a
distributed processing environment. However, as this chapter points
out the emphasis and techniques which are most effective in the system
of internal controls have changed, and, in some cases, drastically.
Given the infancy stage of the distributed environment in the Navy
and the relatively new NARDAC/NAVDAC concept, we feel tnhe auditor can
take positive steps to establish himself as an effective management
resource in the data processing environment of the Navy. While
subsequent tasks will address this issue in more detail, we feel a
brief discussion of the potential impact of the distributed environment
on auditing procedures is appropriate.

As part of our research we have been interested in how other
audit organizations have reacted to the advancements in data processing
systems. We have been presented with several alternative methodologies
and have evaluated the effectiveness of each. The alternatives
considered included computer audit checklists, audit programs, audit

test data, and simulation models. Our conclusion is that few

traditional audit tools are adequate for evaluating controls in a

distributed environment.
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We have, however, been introduced to a new methodology which we
feel may prove applicable to the Naval Audit Service's environment.
Our research into this methodology has been limited, and this
discussion is accordingly sketchy. However, because of its potential,
we believe an initial discussion is appropriate. This approach is
presented here as an illustration of the type of methodology the
auditor may wish to adopt. The methodology has many features, one of
which is the flexibility it possesses. Systems which are operational,
as well as those still under development may be evaluated from a total
internal control perspective. The approach also features versatility
in that extensive EDP experience is not required to perform the review,
The approach is comprehensive in that it considers the total system
environment which includes manual procedures as well as electronic
data processing functions. An overview of this methodology is
presented in the remainder of this section.

The overall objective of this methodology is to evaluate the
adequacy of the system of internal controls. It requires an analysis
of activities performed, controls in place, and an analysis of the
testability of those controls. The approach requires the preparation
of several independent matrices and the comparison of the results of
each. The first step is to prepare a matrix (Exhibit II-15) which
lists all activities, both manual and automated, which occur in the
system processing. The second axis of the matrix lists exposure which
results from such activities. The second matrix (Exhibit II-16) takes
the list of activities performed in the system and relates these
activities to controls present in the system. Once this second matrix
has been prepared the auditor can analyze the system. The analysis
should identify all uncontrolled activities and those activities which
may be overcontrolled. It is not uncommon for one system activity to
be overcontrolled while other activities lack any control at all. The
third and final matrix (Exhibit II-17) is then prepared relating the
exposures and controls previously identified.

I1-19
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Exhibit II-15 presents a representative analysis of system
activities and related system exposures using a typical disbursement
application. The example lists some normal activities which one would
expect to find in a disbursing system. For purposes of demonstrating
the methodology we will concentrate on the activity titled "Input
Invoice Data"” to trace through the methodology. As shown in Exhibit
II-15 there are multiple exposures associated with this activity. The
exposure areas are identified for a remote input terminal. To develop
this list of activities and exposures the auditor would need to develop
a system flowchart which traced an invoice from its receipt to final

disposition.

The second matrix, presented in Exhibit II-16, lists the same
system activities identified previously but relates these activities
to the system of internal controls associated with the process. These
controls should include manual as well as EDP controls and all controls
associated with an activity should be identified for each activity.
Again utilizing our sample activity we have identified all controls

applicable to the input invoice data activity.

The auditor must now analyze the controls in light of the
exposures. To perform this step a third matrix is prepared. This
matrix, presented in Exhibit II-17, lists all controls associated with
the activity "Input Invoice Data" and the associated exposures. The
exposures associated with the activity are listed across the horizontal
axis of the matrix. Controls that relate to that exposure are then
identified within the table of the matrix. Once this table is complete,
the auditor can decide which controls he desires to test and develop
appropriate audit test procedures to verify the effectiveness of the
control.

The desirability of this methodology is its simplicity and
thoroughness. It considers the total system and provides a method of
evaluating efficiency and identifies duplicated controls.

II1-20
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We feel the adoption of a standard methodology by the auditor is
of paramount importance in being successful in the future. The results
of the lack of a standard methodology are independently developed
approaches which vary in quality and effectiveness. Utilization of a
standard approach provides the capability to exchange experiences and
learn from others using the same tool. The methodology can then evolve
and improve with experience.
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Activity and Exposure Matrix

- —

EXPOSURES

[U————— - 2

ACTIVITIES / §
/
\ Recsipt of Mail 5 ‘ f
! Sort Mail

Batch Invoices
Total Batches

{nput Invoice Data [ ] [ ] [ ] [ J [ J ® [ J
System Edit of Input

System Verfication !
Paymaent Certification i

Update Files
Dishursa Produce Checks

Update Acctg Records
Store Details

Producs Reports
Reconcile Reports

\COTRY
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! EXHIBIT 11-17

Control and Exposure Matrix

e —— -

ACTIVITY INPUT INVOICE DATA

! $
Ry
EXPOSURES _\$
i >
$ 9
g & § & &
Q -~ < ~ o
S 3 L & &
§ & Y ¥ g $ S
$ ° & g RS ¢
i Q S g & > & >
: > & o & < & S
$ < ~ N > & $
CONTROLS o § K] s - < §’
3 N $ 5 $ N & $
& 3 S 3 N ? Q <

: < & I & 5 ) < 3
| - |

Log in Date & Time Recsived
[
‘ Control Totals & Approval Signature
H '
‘ System Level Passwords {Users, ‘ ‘ °

Terminals, Programs, Data)

Restricted Access to Input Devices ' [ ] [ ]
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III. OBSERVATIONS AND RECOMMENDATIONS
RELATED TO DISTRIBUTED SYSTEMS
AND GENERAL INTERNAL CONTROLS

As a result of our research effort, we have several observations
in tne area of distributed system and internal controls. Because of
the related nature of all the tasks in this engagement, these

observations and recommendations are preliminary in nature.

This chapter 1is intended as a brief summary of our researcn work.
No attempt has been made to provide a high level of detail. The
observations and recommendations included in this chapter will be
developed turther in future deliverables and incorporated in the final

report.

1. OBSERVATIONS

. Distributed Systems do not have an Impact on the Basic !

Objectives of Internal Controls.

The overall objective of internal controls in an EDP system
may be broadly defined as procedures to ensure the accuracy
and completeness of transaction processing and the resulting
management reporting. Distributed data processing systems
have not modified this objective. However, the emphasis and

effectiveness of specific internal control procedures are

affected by this new technology. We discuss the impact of
this new environment in Chapter II of this volume. Here our
point is that the concept of controls and the objectives of
a system of internal controls is not changed by tne

introduction of this new EDP technology.
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Effective Control Over the EDP Function is More Difficult

in a Distributed System Environment.

Distributed systems have moved data processing equipment
out of the computer room and made control of the EDP function
one of the most difficult areas to monitor. Traditional
systems provided centralized system development and
processing and made control of the EDP functions an isolated
problem. With distributed systems placing processing power
at remote locations, controls must be effective in multiple
environments. Users must be educated and capable of
enforcing controls in order to effectively maintain a
distributed system. The dispersion of data processing
capability must be accompanied by the assumption of system
control responsibilities by system users. Without users who
understand the system's functions and procedures, the system

will not operate in a properly controlled environment.

Total System Coordination is Essential in a Distributed

System Environment.

The need for system coordination is an aspect of system
operations as well as design which has increased in
importance with the development of distributed processing
systems. With the distribution of processing functions
throughout the system, interdependencies are created which
complicatc the need for total system coordination.
Scheduling must be tailored to the system and a complex
system with interactive processing requires the system to
have the capability to control CPU workloads. These
coordination constraints must be carefully considered and

analyzed in order to distribute processing capability and
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still maintain a system which is operational at

geographically dispersed locations»

Internal Controls in a Distributed System Environment are

Heavily Dependent on the System's Design.

Distributed systems by their very nature are often large,
complex systems. These systems require a more critical
review and analysis during the system design stage. Should
necessary control features be ignered during the system's
design and testing, the ramifications ¢f such oversights are
multiplied by the number of locations operating that system.
The development process must also consider the system user
in a different perspective in a distributed processing
system. For in reality, the users will often be operating
the system. This situation calls for a design which is
logical, straightforward, and considers the users' operating
environment, not the designers' computer room, in performing
the design analysis. System design has always been
considered an important control element. 1In a distributed

environment, it is more important than ever before.

The Characteristics and Requirements of Specific

Applications Have a Direct Impact on the System of Internal

Controls.

Obviously, there is no one set of internal controls which
is applicable to all application systems. Application
systems are all unique in some respects and the internal
controls most efficient and effective in one particular
application system may not be justifiable in another
application system. The point here is to stress that the
operational characteristics and objectives for an individual

application system must be considered when analyzing the




propriety of any given internal control and the application’'s
total system of internal control. Unigue system requirements

will dictate a unique system of internal controls.

Personnel and Staffing Considerations Significantly Affect

the Development of Internal Controls in a Distributed System

Environment.

Consideration for the user, his environment and background

has been emphasized in the past as an important system design

consideration. In a distributed environment, the user's role
is elevated to include some system operating
responsibilities. It is important that users be properly
trained and user procedures be properly documented. The
distributed system must be designed to provide internal
controls which compensate for the lack of control over tnese
users/operators. Users typically are not data processing
oriented and if system controls are inadequate they may
attempt to compromise the system's integrity. The internal
controls placed in the system should be designed to
discourage experimentation and report any attempt to violate

the system's integrity.

The Risk of Unauthorized Data Access and Manipulations is

Significantly Increased in a Distributed Environment.

This observation is closely related to the previous item

concerning user personnel and internal controls. Not only
are system users a consideration, but distributed system

designers must also consider unauthorized attempts to enter
the system. When terminals are located in remote locations,
there is a terminal security problem not previously found
in data processing systems. When communications lines are

utilized there is a threat to system integrity previously
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nonexistent. System designers must realize the value of
system information to outsiders and protect this asset with
an appropriate level of system controls. The dispersion of
terminals and the utilization of communications lines
provide new opportunities for system penetration which must
be offset by adequate system controls.

Distributed Systems Often Provide Internal Control Procedure

Alternatives in the Area of Contingencies and System

Failure.

Traditional data base systems require a substantial
duplication of critical files in order to maintain system
backup capability. Distributed systems, with distributed or
replicated data bases, provide opportunities to examine the
need for backup and recovery procedures in the system in a
different light. The simple fact that files are located in
various locations tends to reduce the risk of system-wide
failure and provides some protection against a catastrophic
loss. We have previously mentioned the increased risks
associated with the distribution of data; here our point is
a new opportunity exists to modify traditional backup and
recovery requirements. This new flexibility may also apply
to system processing capability if local unique requirements

are not predominant.

Specific Characteristics of Distributed Systems may be used

to Strengthen Internal Controls.

It is obvious that distributed processing presents unigue
problems and negates some traditionally effective internal
controls. Distributed systems also provide opportunities
to expand the limits of traditional controls. For example,

these advanced systems can provide user oriented screens to
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prompt input operators, instantaneous editing and validation
of system input and immediate error correction while
original source documents are still at hand. These
capabilities should increase the reliability of input data.
In the area of contingencies, it is apparent that distributed
systems tend to decrease total system risk and provide
improved backup processing capabilities. Finally, the
distribution and/or replication of data bases can be
effectively used to improve operational efficiency while
limiting the impact of unauthorized access.

The Internal Audit Function is Significantly Affected by

the Characteristics of Distributed Systems.

The audit profession, in general, has lagged behind in the
area of data processing auditing. Computer auditing has
tried to catch up with computer technology and continues to
develop audit techniques to react to the data processing
environment. Distributed systems are another advance which
auditors must react to and the problem is that most
traditional computer auditing teciiniques are insufficient
in this environment. The distribution of data, input
capability and the utilization of communications links
require the audit profession to modify its traditional
approach. It may no longer be realistic to audit an
application from one facility and depending on the degree
of distribution, physically impossible to review every
system location simultaneously. This situation places an
increased demand on computer audit tools and audit
capability being designed into a system. Network
architecture may result in a system being unauditable unless
audit capability is provided for during the design phase.
This situation results in an increased need for auditors to
participate in the system's design and define their needs
during the requirements analysis phase of development.
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2. RECOMMENDATIONS

In this section we present our recommendations related to the

- ————— s to e S

observations previously discussed. We briefly discuss each

recommendation and outline the rationale of each. The order in which

! these recommendations are presented in no way signifies their relative
importance or attempts to prioritize their need.

(1) Computer Systems and EDP Internal Control Training Should

i be Required for all Auditors.

Although the remainder of our project efforts will expound on

this issue, it is worthy of mention at this point in time, Even

-~

though the bulk of the Audit Service's auditors are not involved

in computer auditing, they should understand the basic
capabilities of computer systems and generally be aware of EDP

- cvm——

internal control requirements. The advance of data processing
capability has not been accompanied by a corresponding adjustment
of the traditional audit approach. Should this gap continue to
expand, the auditors ability to serve the organization he is
auditing will be significantly reduced. The concepts of
traditional internal controls are being impacted by the
development of distributed systems and auditors must understand
the ramifications of these systems in order to continue to perform

their functions.

(2) The Design of Distributed Systems Should Place Added

Emphasis on Internal Control Considerations.

Although retrofitting is always an expensive means of eliminating
internal control weaknesses, traditional EDP systems are
comparatively easier to modify after installation. For example,
additional control features can be added to centralized
applications within minimal production disruption. This
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capability is lost in a distributed system and thus the
ramificakions of placing an uncontrolled system in multiple
locations can be extremely high. There is a definite need to
more critically review and analyze the need for internal controls
in the design phase of distributed systems. Controls must

minimize system exposures and increase system manageability.

Internal control considerations must be analyzed and evaluated
by the system designers in light of the functions of the system
and the system's objectives. System designers must be congizant
of the operating environment in which the system will operate
and realize that data processing department organizational
controls will have little impact on a user's operation of a
distributed system.

(3) Standards and Procedures Should be Developed to Ensure

Adequate System-Wide Controls over Distributed Processes,

Related Data Bases and the Network Configuration.

The migration of data processing resources out of the computer
room increases the need for adequate system-wide controls. If
the distribution of processing power and system data is permitted,
standards must be developed to protect the system and prevent
the unauthorized use of system resources. Procedures which
dictate review and approval are needed to prevent unauthorized
changes to the system, assure proper documentation, aud system-
wide notification of any modifications. These standards and
procedures must be formalized, provided to all system users and
enforced, if system integrity is to be maintained. Standards and
procedures also provide a means of reconstructing a system's
evolution from its initial form to the current version. The
importance of this type of control can not be overemphasized.
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(4) System Design Priority Should be Given to Controls over the

Operating System as a Key Element in the Overall Control of

Distributed Systems.

. e ——

System designers are often so concerned with the specific
applications program they are developing, they disregard controls
or the lack of controls present in the operating system. It is
important that operating system features be considered in a
distributed system's development, in that they may provide the
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opportunity to modify the application program and related files
i by changing the operating system itself. Designers should

' understand the capabilities of the operating system and review i
the procedures in place to assure themselves that this capability
‘ is not improperly used. The operating system must receive the
same level of supervision and control and be documented as well

as any individual application program.

(5) The Development and Implementation of Distributed Systems

will Require more User-Oriented Documentation.

We previously described the increased role the user assumes in

a distributed environment. In the implementation of such systems,

user needs increase in importance. The user's terminology as well

as his manual operating procedures must be considered when

developing system procedures manuals. His computer background

and other job responsibilites are also important. A simplified

P

approach is usually most effective in developing procedures and

Eario—y

an outline of a procedures or a picture of an input screen can
eliminate much confusion in a user's mind. System developers must
remember that users will actually be interacting with the systen
and their understanding is critical to system success. User

documentation should be prepared with the same level of care as X

the actual system programs or system failure will likely result.
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(6) Emphasis Should be Placed on the Training of all Personnel

Involved in the EDP Function.

We cannot overemphasize the fact that proper training is required
to orientate the user to his system-related responsibilities and
familiarize him with the system, its capabilities and functions.
The training should be informative and concentrate on what the
user needs to know to effectively operate the system.

Additional training is also needed for data processing
professionals. They should be aware of the exposures as well as
the capabilities of distributed systems. They should be aware
of the purpose and value of internal controls and the impact

distributed processing has on traditional controls.

(7) Operating Controls Should be Cognizant of the System's Total

Coordination Requirements.

Distributed system place a new level of coordination reguirements
on the system of operating controls. This aspect of system control
is almost non-existent in traditional systems and must be analyzed
and decisions made from a total system viewpoint. System
scheduling requirements are part of these operating controls, and
an important part of the user's procedures. The user must not
only be infomred of what scheduling constraints he must operate
under, but also what procedures to follow where delays are
apparent. These decisions need to carefully consider the
ramifications of delayed processing versus the results of
processing with only partial data.
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(8) Procedures should be Developed to Esnure the System-Wide

Consistency of Duplicated Data Bases.

With the distribution of data to various nodes in a system, comes
the requirement to develop reconciliation procedures to assure
consistency between various nodes that may have duplicated data.
These procedures should be based on the type of data duplicated,
but at a minimum should require periodic reconciliations. There
should also be an analysis of the conditions under which various
users should request a reconciliation, as well as the
determination as to which location ultimately controls the data.
These types of decisions should be made early in the system's
life cycle and should be understood by all system users. The
criticality of these procedures increases with the amount of
duplication, but the necessity for their existence can not be

overlooked even if the replication of data is relatively small.

(9) Staffing Decisions and Specific Personnel Assignments Should

Consider the Related Impact of these Decisions on Internal

Controls.

Distributed systems can significantly modify the traditional
segregation of duties concept of control over the various data
processing functions. The distribution of functional
responsibilities will typically result in a lowering of the level
of data processing experience within the various functional areas.
Personnel assignments within user groups must also consider non-
system responsibilities in order to assure that reconciliation
and other manual controls are not compromised. The traditional
level of segregation of duties is probably unrealistic in certain
user groups, but the value of this basic element of internal

control cannot be ignored. There may be a need to increase the
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level of system controls to compensate for the ineffectiveness

of this traditional concept of internal control.

(10) Decisions to Self-Insure Against Catastrophe and Contingency
Plans Should be Centrally Determined and Properly

Documented.

In a distributed environment, it is critical that the impact of

any level of system failure be evaluated in light of that failure

on the total system. 1Isolated analysis of any one node can
overestimate the value of that particular node or be unaware of
total system capability. This is why we stress an overall
evaluation from a system-wide viewpoint. When considering tne
entire system, its capabilities and exposures, decisions can be
made in light of overall system objectives and reguirements and
the vulnerabilities either eliminated or accepted. Once these
decisions have been made, it is also important that they be
formalized and transmitted to system users. They should
understand the perspective from which these decisions were
reached and their individual responsibilities in each regard.







