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SA Simple class of diecrate-tim. nonlinear&- traient responses, because te system is not near

ChastiC control problems with quadratic costs for the equilibrium of the new form. These tra;sients
linear Systems with randowly-umping state-dpendent may force Woltage Or currants #&.At is. the phase

paremeters are Solved using dynamic programming. The subsystem state) to exceed allowable values, CausIng
resulting contllers exhibit 'active hedging' new form changes as protectve relays switch. com-
properties. ponents burn-out, etc. These form changes are oc-

companied by new phase equilibrium values which the
1. Znt oducton phase may be far away fr am thus there are extended

transients which may cause still more form changes.
Complex engineering systems occasionally fail to and so on. Such cascades or 'wIves' of system fail-

function as desired, regardless of how well they are ures have been observed to occur in large scale black-
designed and manufactured. This can result in cat- outs (see, for exa=ple. SI).
astrophically high human and monetary costs. Tradi- Continuous time control problems involving hybrid
tionally, engineering system have been made reliable systems have been considered by a number Of authors.
by the use of highly reliable components and assembly A survey of these results is included in [7).
procedures so that failures are unlikely, and through Krasovskii and Lidskii 15) Obtained most of the re-
the use of redundancy in design so that individual sults which are available for continuous tine models.
failures need not be catastrophic to the entire sys- These problems were also studied by Honhia 1121 and
tam. A different approach is to use probabilistic Sworder 163. Discrete time versions of these problm
information about component failures as well as oh- have not been Investigated as thoroughly. Some re-
servations made during system operation to achieve an suits appear in 111-01, and in the (suboPtiml) sul-
adaptive, dynamic form of reliability in which the tiple model adaptive algorithm described In (43, (91.
system anticipates failures and avoids or adapts to
them., In this paper we develop a design methodology 2. Mdelling of fault-Prove Systems
for feedback controllers with this C.

rault-prone systems generally experience abrupt The state of a fault-prone system can be devom-
changes In structure end state from phenomena such as posed Into two parta. a form proce0, . which in-
component end subsystem failures and repairs, chenging dicates the operational status of the system. and tha
subsystem interconnections, changes in state equilib- rest of the state ftich we call the hase o rocas. X.
rium points and abrupt environmental distrubances. A logical structure for modoLling this kind of syst 

-
f

A characterizing attribute of fault-prone systems is is the hybrid arrang"at depicted Is rigre A. it Is
their operation in different forms, where each form a feedback connection of two subsystems: & phase sub-
corresponds to some combination Of these events. system that represents the dynamic evolution of the

we will represent fault-prone systems by die- state between form shifts, and a form !bsyst4m that
crete-time 'hybrid' continuous-plus-discrte-state describes form trar.silions.
models. These model can be used to represent non-
linear systems with multiple equilibria. They can be Zxogeneous Phase Inputs
represented as a set of linearized models (of phase (Disturbances and PHASE atputs

or a dynamics). where the form des- Controls)

ignetes the appropriate operating region of the phase.
As long as the phase subsystem state remains within
the domain of attraction of it* current equilibrim
point, the system is In a ferm associated with that PR

point. When it leaves this region, the form changes.

This kind of model should be amenable to detailed
analysis since it consists of iUnear 'pieces'. it
has been proposed for the modelling of electric powr Output* tnogeneous

Form inputs
systems (1103,1111) because It appears to capture (Dsturances
sme Ipotnt aspects of these systems. (bi Controls)

for example, an 'Initiating event' (component
failure or esoqenous disturbance) that causes a change figure I General Hybrid Systa= Structure.
In the phase dynamics can lead to large phase
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The phase subsystem has state x (usually taking where Pk(i jx)> 0 asd pk"I j'x-l.
values in a finite-dimensional vector space). It can
be modelled by deterministic or stochastic finite- The phase process (x.) ceye
dimensional vector differential or difference equa-
tions. The parameters of these models will depnd

upon the form, P, which feeds into the phase sub- Pk'Uk'wk}
sisteo. In this way the dynamic effects of comporent I Il(kel, fo i .k*' j } .N(kj.k)
failures a.i other form sh.fts Can be captured in the JP_4
phase model. &N(MJ~k) N(mj,k)

The phase subsystem can also experience abrupt
jumps in its state. These jumps night model the ins- where (wk} is a sequence if discrete-ti=e vector white
tantaneous results of form shifts; in electrical eye- noise and the N(n.1 .k) are conters recording the
tems, voltage and current jumps that accompany broken numbe of tor N rcouto retou dine h
connections or sensor failures are examples of this. (ufer of fot ups r= s * to t-ough tile k
Phase jumps need not be associated with form shifts, fom a ( hf o-ss.
however. Aircraft acceleration changes caised by n form (if =J).
flying into air pockets, transicnt sensor 1'iases, and
voltage jlmps in electrical systems caused by light- 3 c Problem Fo:~latiaa
ning bolts are examples. A fault-tolerant c:ttroller should enable A eYe-

The form subsystem has a scalar state p (usually te A to operate accepta .: well in m-any (or all) of
taking values in a finite set). A crucial consid- its forms. The meanir. f *acceptably well' ay vary
eration i. the modelling of stochastic hybrid syste with the form, ref lectn; changes In operating costs.
is the realistic representation of form transitions, cntrts and ceale .; e. of t stea.Thr areWe wsh o cnsier ybrd sytem whre he ormc~n constrants and cpab.:!-.Ies of the syste=. Therear
ie wish to consider hybrid systems where the for can two types of control a.-: ns available for hybrid

change in tuo kinds of ways.- systems- phase control of x and fot control of p.
indaendently of the phase (as though no phase- In general, both shds of control will be feed-
tO-form link in Figure 1) back controls dependj%, pon possibly noisy obser-

•as a (possibly random) function of the phase vations of current (or ;,st) values of the hybrid
(that is, with feedback), system state (x,p). if these quantities are not per-

fectly observable then the design of phase and formExamples of phase-independent form shifts are estimators is an integrsa part of the overall control
random no wearout* component failures and lightning- problem. In this pepe: e consider only the phase
induced failures in electrical power distribution control, u. which is f,.-A by minimizing the expected
systems. Examples of phase-dependent form shifts in value of a cost functi-.al
electrical power systems include restructuring of the
system when generator-protectinq relays and circuit- U-i
breakers trip, human operator contlol actions based Jo).- I L(X.xPkU)-
on observation of the phase dynamics (such as switch- k'0
inq on auxilary generators) and transmission-line W-4
failures due to current overloads. Note that both I f J(kel,xk+,1  k,j,P;.)iyi (k.j,k}g(x N Pf
kinds of form shifts can be totally unpredictable k-0 Jco ) where th.
(as in random *no wearout' component failures), over control sequences !au . where the
totallyJ redictable (as in scheduled direct control IKxkOkU k ) are oltrating costs that penalize
actions) or partially predictable (as in the switch-
ing of relays precisely (or approximately) when a control energy ex-e-d.zture and system perfor-
random quantity reaches a given threshold). mance differently .n each form.

Mathematically, we will describe a hybrid eye- are 1 c h
tem in discrete time, in terms of a state vector, ('+lxk-1pk, "k' 2 costs that are

(x , ' ) indixed by a time parameter. The form Ok  charged if a . when the forM changes. Thesek k might represent -art-up or shut-down costs of
belongs to a finite set M'-{l.mh the phase xk  equipment, or u:,eesjra=le transient Phenomena;

belongs to tn, and the time horizon is k-0,l,.,N. load shedding costs in electric power systems
The joint stochastic process (x.k, pk' k-O.... N) is ate examples.

generaLly assumed to be MarkovLan although neither QINopJ are termina: osts dependent upon the
(x k nor (o need be. We adopt the following order final state (inc!;-!in form) of the system.

of operation convention: In this research -. propose extensions of the
(1) at time k, the system state is (xk,pk) well-knon Linear Quadre -zc (l) problem to systems

having randomly 3urpir.; ;aameters. as appropriate
(2) control uk is determined from %k and pk  formulations for fault-tclerant control problems.

(3) during time interval (k,k~l). Sk l is generated Our approach differs irt the usual methods of re-
liability engineering, -h that *e are seeking afrom "k' Ok and control uk feedback, on-line methc- to obtain system reliability.

(4) finally, 
0
k+l is generated frm kl, k and These jump linear qua !stc (31Q) control problemsinvolve stochastic hyLr.4 systems modelled by linear

control uk" difference equations (:.n -a end a) and the costs are

This convention allows a failure or other form shift all (at most) quadrati: 4n x.u).
to be modelled as occurring at the final tie k-N. These JLQ cintrol ;robles will be solved via

The form process (p k  is modelled bys dynamic programming. T.ere are two principle fac-

Prob(O(kil)-iJO(k)j, x(kl)-x) - Ok+l (ij,x) tore that determine tz.e i11fficulty of these ;roblms,
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Fare Dependence on the Phase it is clear that

Case A. The form is independent of the phase ,2

Case 5: The fors depends upon current (or post) VN N - ;QWW (a)
values of the phase (I.. with feedback).

fThe following recursive algoriths must be solved to
Availability of Form Observations obtain Vk(sk. ('k) and U;(xk.Ok1t) for klX-l. .

Case I: The form Is observed rfesctjX (-thout t ion:
noise). The phase is either perfectly
observed or observed in the presence of At time k. suprose that Vk(xkok) is piecewise-

noise. M!aratic and u:(s.a k) is oiecewia *-iear (ia).

Case I: The form is not observed 
perfectly$ thus

it must be estimated, each with % pieces (thus %-I).

Most of the results in the literature have fo- V 9
cused on Case LA. In this paper. we eamine a class k
of problems corresponding to case 15 above, Iluls- | - 1)sx 4 (1,k.j) (10)
trating the differences and additional complexity of
control problems of this kind. The problems cor-
responding to Case II are correspondingly more co-
plex, and will be the subject of future research. C % Uk") Ml)

4. The Scalar. 4oiseless, Piecewise-Constant where at time k, i, 2....,"%k and

Problem - -0 l h(O)< ).,(l) < * Mk(%)c 8

Consider the following scalaz, noiseless, two- Then Vk I(% 1.k, - ) and t; Ilak-l*ok-l) are also
fors, one-transition discrete-time JJQ phase control
problem wth perfect (Xk k ) observations, poecewise-qoadratic a.d piecevise-linwar &n x.respectively,

M
k+I - Ak(Ok)sk + bk(pk} k  p6kia) (1) 

V
h , se i.|a ~(l,iJsxk I~k 1 (lK., (1 .i)

N1 2 2 2 *(2
mn 2 1 1%k(0k) o(k) Iamg (pN) (2) uk- I[sk., Pk-l"I-I .i)x k-lL l (1.i) (13)

u,..,. -i k0o
for

where the transition probabilities are elecewise- (il)< akl)< )
constant in a (with finitely many pieces)U

(ok(ll): Pia ) k1.2:i) () 2:2

pik 2,1) p 2,2) 0/ The number of pieces, %I. obeys

for 
m

k- < 30k <-% e'ak'l) (I" •

here < at t k 1 2 Proof. The number Ik is obtain as foll. Arrange
where t ties . 1-1.2 ..... I v Athe (l"') numbers . k(ei)) in (it) em the

- 0 V0" V(i)< ... < (j ;;) 0 ., (4) (;;,41) numbers (sk(l)"O" (0) MVI 7 ) ai
real line (for VkIi) as is (3)). M them he em

That is. at time k the transition probabilities in 
s

(3) have ;k constant (in a) pieces. A wide variety ordered set

of phase dependencies can be medelled by piecewise- - - A Y(O)< Yk(l)<... k(5) * - ( )
Constant approximations like (3)-4). of (1# k  distinct values. Thus

Obce the system enters form 2, it stays there.
Thus the usual IQ solution yields. "k * 

- 
% vl # (?)

V 5 1\%.%.21 - ,Ol ( 12) M &nce -and 4- are each present twios.
nov define the .,k different sk "Ime5

-. bk(
2
) ' "(- ) -by....

where for y(i) as in (It). .ote, the equalities in (141
(2 2 ate arbitrarily chosen to be on the right-they could

% (., %-1 be en the left instad. the eas is true in (3). In%(( (2)) 1(2) each Y(i) region, only ens of the S different

probability values) 5 01 is valid. &at IL(i) denote
% (2Q,((2)a
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this valid i.ndex. That is, I (l.C I ) IL)IC, (1) (23)

for \t,, t () -Ak(j) t , ) Lkt (2)(24)

In each A0xi region, only one of the ak different k (24)

cost-to-go Vk(xkl) pieces is valid. Let C.(i) de- and for i ki.

note the index of the valid piece. That is. ak-1 W

for KO---i c ), if 'A(j-z|< ak( ) k 1 WO ) k( i-l) ( :

than C(fj

Then the pieces of Vkl(xkPk, l) and2

i (12)-(13) are obtained by Sol- bk I (
1
)k (1. L (25)

ving following minimization problem for each xk2 1

vkmm(xk2,-_I'] Min (v kul. k.li)- (") -

'here denotes i-l,.. ('k s(19)t pao k 2R- 1'k1 1-

This requires the solving of the separatel pro-,I

blems, and comparing their costs for each xk_,, to I 2 (, (26

determine the optimal at that value. Fortunately

the Ikproblem each have optimal costs-to-go that R H- IIiI = k1(lZ' ,a - 1/ - 1 (27)

are piecewise-quadratic in x with, at most, 3 pieces
leach valid over different ranges of 'k- values). R- (i)/. - (1) (28)

Thus in the very worst case, when 
each of these three

pieces is valid for some xk-l, there are at most LEk-1(IIiti)Y k i_,),,%l) k-I(l) 2 (29)

Sieces to vk.zsl..I, Solving (19) we get a L a -- ] 2 -

k-it-I~ k-ik1 kM (0)

%-I jbk(31)

if %-a (I')Xk-I e-l(i -2'y ' (1).)/b*
2  

M& (1)

if xk _(l )exKkl (. C- (l- - .).) (32)

if - k-1
1 11

"k- Okl
1 
(A) Yk (il Ii(,Z.c +

if e k ~.) a_ 1 (l)z_ 1  (20) a -. 1 ' z2 
, 
J

a~~ k(('Xk 20

with corresponding control laws

(34)l. I 1 .C1)s . I(ll..11  
-_______k____.. I. _ _ _(_ l)

(the s.prscttpts L and U are fot left and right), 1 l1ti).i)Qkl l)*s: II)- -

Yk 2 ,. . 1 ) + ..

C .,,.C,,. . ,- ,,,.,. _ -I " ___-___,_____

)ii~it k1KhiaCkdt(I),< () W22 (1) 2 C
%-I ."'t-1 U,1tl

' it.&(-b)
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),a also makes it impossible to drive the phase with car-
e i k- tainty to the region boundaries, as in the noiseless

)*(; ~ Case.
_1"KO i'Ci For finite time-horizon problems, if we assume that

-R_1)+b2 (; l~t. I the driving noise has bounded magnitude then there are
[ -1 k 1)K ti.] (38) large portions of the phase space (R) in which the

(38) quadratic nature of the cost is m intained. These ame
regions where no possible noise is big enough to forc,,

A the phase into a different x-region.
-_Ul(,ici )=Kk(1Y1i i )  if the phase process is not perfectly observed

Z 2 because of additive observation noise, the situation
(lIit)b Ll) is more complicated than in the phase-independent case.

(39) Even if the form is perfectly observed, uncertainty
41% 'i-1 _ (l (L. LiIt i) about x is a source of uncertainty about form trans-

itions that must be reflected in the optimal conLxol
( (ii), &) l(1,t., i)-O law. It is not clear whether separation or certainty-

equivalence results will hold for such problems.

The minimization in (19) can be computed by first de- The scalar case addreict.d above is, of course,

termining 8k (i) and 0k (i), for each il-,.., k  only of academic interest. it is the vector cases
-i k- (where x Rn) that are the inportant ones. In the

using (25)-(26). Then the three costs for each scalar case, the boundaries between X-regions are
Vkl(x\l.kll x.,kk(i)) can be computed via (20) trivial-- they are points. In n-dimensional spaces,
for each i. All these 3*I quadratic pieces are then they will be (n-l)-dimensional surfaces. Active hedg-

ing appears to involve driving the phase to 'best'
compared over the kl values where they hold, so as place on the region boundary. This is a simple fixed
to determine the optimal cost. end-point optimization in the scalar case, in higher

dimensions we must oatimize over a surface. A further
5. Discussion and Research Plans complication arise in problem-, that include phase dis-

continuities. These jumps in x will complicate the

In general, the algorithm will involve a large problem because, as with driving noise, it will not be

number of calculations even for relatively small M. possible to drive the phase into x-regions with cer-

The comparisons in (19) become quite tedious to do tainty.
In conclusion, we have presented a design meth-

by hand. Fortunately there exist symbolic mathema- odology for feedback control of a class of simple
tical problem-solvinq computer programmng languages fault-prone systems based on optimization of suitable
which can be used to implement the algorithm, cost functionals. The solutions exhibit hedging

At each time k, the phase subsystem state space is properties desirable in these feedback controllers,
broken up into sk regions. In some of these regions and provide insight into the structure of solutions to
the optimal control law does not influence the trans- more complex problene. Bowever, much work remains to
ition probabilities of the next form through control be done in extending the concepts used in this work
of x; these are the non-superscripted control laws d
in (21) (is; where 0kUl(i)<kl(i)X < C)). r owards the understanding of the feedback control of

general hybrid systems.
other regions, the phase control is used to alter
transition probabilities: that is, to actively hedge. RFERFNCES
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